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Abstract

In recent years, the world has witnessed tremendous growth in
multimedia applications, which comes as a natural result of the massive
Internet revolution and its applications. As the rapid progress in the
Internet has facilitated the process of exchanging information of various
types; also, the process of exchanging information has become faster and
more accurate in reaching the intended place. On the other hand, there
has been a need to provide an effective means to protect the intellectual
property rights of digital works such as images, videos, and electronic
documents, and to track the source of digital works and ensure their
credibility and authenticity, in addition to monitoring how they are used
and analyzing users’ behavior. This provides valuable insights to
improve services and understand behaviors and interests.

The digital watermark technique is one of the proposed solutions
to achieve and ensure the aforementioned needs, which may be a form,
image, text, or video placed on the original document to provide
protection for intellectual rights, ensure the credibility and authenticity
of sent messages, or for many other purposes.

This project provides an overview of image-based watermarking to
protect various other images. The aim is to develop an effective and
robust watermarking algorithm that can embed and extract watermarks
while maintaining high image quality. It presents to add a watermark to
protect another image (Cover) by replacing the least significant bits
(LSB) of the cover image with equal number of most significant bits

(MSB) taken from the watermark image. It is worth noting that the



proposed method does not affect the cover image bits at all, as the
proposed algorithm searches for the bits of the watermark that are to be
hidden in the cover image bits in a sequential manner until something
similar is obtained, and thus it stores the location of those bits in a vector
array called (Index vector). Attach this vector in the cover image and
send it to the other party, so that it can rely on the vector to retrieve the
watermark from the received cover image.

The experimental results demonstrated that the proposed method
obtained good results according to the standards adopted in measuring
the efficiency of this type of systems, which are the (PNSR) and the
(MSE) performance metrics. Finally, this work was implemented using
the MATLAB language.
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Cover Image (CI) Watermark Image (WI)

l l

Watermarked Embedding Algorithm

l

Watermarked Image (WM)

(Embedding Process) 4silall Aadall (padal dles (2-3)Jsl)
Algorithm (3-1): Watermark Embedded Algorithm

Start

Input: Watermark Image Vector (Wi), Cover Image Vector (Cj),
n:No.of Bits, index_array

Output: Watermarked Image (WM)

Process:

k=0 // k: index of index_array

For each pixel (i) in Wi Do

For each pixel (j) in C Do

If n_MSB of pixel (i) =n_LSB Y then

Index_array [i]=]

k=k+1

End IF

End For

End For

End

19



a1 il Aadall ol G Jaadl

(Distribution/Attacks) 4xtall dadall (e asagdl)/asdd -3

5 Aslall Aadlall 38 e 5 LEDU J8 Aulliay w35l ddee i) oSy
ol 438 LdaaY LS 5 33 puaia e gl Baantie Gl 5L 8 Alainall Cilangll () 55
Gl dad e Sl oy Laily (gsb il ) aad) Jaally (el dlac cllia
Fan) JBY) ) 8 1uaat) elaill 5 ) sam LSy b (. MSB) dilall daMlal
st (Agliall clidl aag) Lyl @aad Lo UL «3lusil (n_LSB
2 5 (oAl CaDlall 3 ) el (JusSall o8 ) L ga s @ ga ¢ 30 da il dpe )53l
b Cies dald dd a8 Aplall Adlall 3, 0al N MSB ) 4ad e
laalaie ) A Jaadia JSG G skl Ll ) ai s index_array
Gt (Ul g Alal) Adladl 3 pal (N MSB’s) 4gall madlall gls jin) A&
Aud]) el ale
(Detection and Recovery) gla i)y cadsl) -4

o gl Caagl) G UL g clllal) 450 apaay GBS dlae
AN 0 peaiall Gpraliveall Cila sleall 5 g5 g dilall Aalall 48 aladil a3 4lal
ot (2-3) Ae)lsas ele JSA sl gla ) dlee i g (3-3)
Slbs(inde) adlsall 48 hine o aldie YU ddldl dadlall gla jin) dilec
Lete sllaall (Gaias
At A olial (2-3) Ayl sdl) A LS pla il dee Jee e ) IKYL
Cre LeS g dnilall daDlall oy o ngﬁgjalc\@\ JLZA\&\)AS\:\AJMAL&:\

A jlsall 8

20



1) ALl edlal) L

Algorithm (3-2): Extraction Algorithm
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Watermarked Image (WM)

Watermarked Extraction Algorithm

l

Cover Image (CI)

l

Watermark Image (WI)

(Extraction Process) duitall dadall z) Al dulas (3-3)Jsil

Start

Input: Watermarked Image (WM), index array [K] , Cover Image

Vector (Cj)

Output: Extracted Watermarked Image (WM”)

Process:
WM’=empty

k=0 // k: index of index_array
For k=1 to end of index_array Do
Get x=n_LSB of pixel (k) in Cj

WM’= WM’ +x

End For

Rebuild WM’ image
If WM’” = WM then
“Verified”
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Else

Not Verified

End if
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