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Steganography is a branch of data-hiding science which aims to reach a desirable
level of security in the exchange of private military and commercial data which is
not clear. In this project, a study was made of hiding binary image in another
image which is called the cover image . The system have two main Participants
which are the sender and reciever. Sender will apply embedding method, this
method consist of many stages. The binary image will encrypted using Arnold
encryption method which is applied to incresed the security. To obtain the sego
image, the encrypted image is embedded in cover image using random location
based on hash function. At the reciever side, the extracting method will be applied
in order to extract the secret message (embedding image). This method consist of
the same stags in the embedding method but it applied inversly.
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Chapter One
Introduction

1.1 Introduction

The word steganography is derived from the Greek words stegos meaning cover
and grafia meaning writing defining it as covered writing. In image
steganography the information is hidden exclusively in images. Steganography is
the art and science of secret communication .It is the practice of encoding /
embedding secret information in a manner such that the existence of the
information is invisible. The original files can be referred to as cover text, cover
image, or cover audio. After inserting the secret message it is referred to as
stegomedium. A stego-key is used for hiding/encoding process to restrict
detection or extraction of the embedded data. The various applications of
steganography include secure military communications, multimedia watermarking
and fingerprinting applications for authentication purposed to curb the problem of

digital piracy.

1.2 The Related Works

In the last few years, a large number of schemes have been proposed for hiding
information in digital picture, video, audio and anther multimedia objects.

We describe some contenders that have appeared in the search literature.

The substitution method has to be performed cautiously as overloading the cover

image may lead to visible changes leaking the presence of the secret information
[1].

With the LSB method as the baseline, a number of related methods have been
proposed. For example, a slight variation in converting the secret message into

binary codes is undertaken in [2].




In [3], another version of the LSB method is used for RGB images. The cover
image is in 3 channels and they are bit sliced. The secret message is embedded

in all the three planes in the 2:2:4 ratios for R, G and B planes.

A combination of cryptography and steganography is utilized where the LSB of

the cover image is replaced with the most significant bits of the secret image [4].

In 2020, Wang and et.al. a "hybrid steganography" technique based on the
replacement of the "least significant bit ( LSB)" and "Hamming code (HLAH)"
was introduced. Two different methods of steganography are often used to
improve information security. Since sharp areas in an image can withstand more
changes than smooth areas, more confidential messages are included in the edge
areas of the image and a small amount of information is embedded in them

[5].

In 2020, Delmi and et.al. Presented steganography, The method was used with
Less Important Bit Matching (LSBMR) review. The embedding area was at the
edge of the digital images to ensure that the message in the image was not
detected by the image. The method used for edge area detection using Canny
Edge Detection [6].

1.3 problem statement

Image steganography is an engineering term defining a different and significant
discipline for information hiding. This project proposes the algorithm for
embedding and extracting the secret message (image) embedded behind the cover
gray scale image. Also, the analysis of performance measurement methods such
as Peak signal to noise ratio (PSNR) and Mean square error (MSE), gives us the
experimental summary for four different cases where each case spans different
sizes of cover and secret image, comparing the cover image and stego image at

the sender's side and embedded secret and extracted secret at the receiver s side.




1.4 Project Layouts

This research is organized as follows:

Chapter Two (Theoretical Background)

The overall objective of this chapter is to present fundamentals details, and
characteristics of all approaches which have been used steganography method,
where the chapter starts with short introduction to image steganography, then it

gives an explanation about the methods have been used.

Chapter Three(The Proposed Method):

This chapter presents the designed steps of the entire system's stages and the

description of all algorithms that have been used to implement the system.

Chapter Four ( Experiential Results and Discussions)

This chapter displays the implementation results, and a discussion on
obtained results. The derived conclusions from the proposed system and some

suggestions to enhance the proposed system have been presented in this chapter.
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Chapter two

Theoretical Background

2.1 Image definition:

An image is a picture that has been created or copied and stored in electronic
form. An image can be described in terms of vector graphics or raster graphics .
An image stored in raster form is sometimes called a bitmap . An image map is a
file containing information that associates different locations on a specified image
with hypertext links. An image is a collection of numbers that constitute different
light intensities in different areas of the image. This numeric representation forms
a grid and the individual points are referred to as pixels (picture element). Grey
scale images use 8 bits for each pixel and are able to display 256 different colors
or shades of grey. Digital color images are typically stored in 24-bit files and use
the RGB color model, also known as true color. All color variations for the pixels
of a 24-bit image are derived from three primary colors: red, green and blue, and
each primary color is represented by 8 bits . Thus in one given pixel, there can be

256 different quantities of red, green and blue [7].
2.2 Data Hiding Classifications:

The main categories of data hiding separated into two classes, the Digital
Watermarking and Steganography. Note: in our research we shall use the
Steganography line [8].

2.2.1 Steganography:

Steganography is the art of hiding transmitting data through apparently
innocuous carries in effort to conceal the existence of the data. Though
steganography is an ancient craft , the onset of computer technology has given it
new life . Computer-based steganography techniques introduce change to digital
cover to embed information foreignto the native cover. Such information may be
communicated in the form of text, binary file , or provide additional information

about the cover and its owner such as digital watermark or fingerprint.




Steganography is based on the fact that artifacts like bitmaps and audio files
contain redundant information. Hiding a message with steganography reduces
the chance of a message being detected . if the message is also encrypted , it
must also be decrypted if discovered thus providing another layer of protection.
Steganography can be viewed as akin to cryptography. Both have been used
throughout record history as means to add elements of secrecy to
communication. Cryptography techniques "scramble” a message so that if it is

intercepted , it cannot be understood.

This process is known as encryption and the encrypted message is sometimes
referred to as ciphertext . Steganographic, in essence, "camouflages"” a message
to hide its existence and make it seem "invisible” thus concealing the fact that a
message is being sent altogether . A cipher text message may draw suspicion

while an invisible message will not.

Although steganography has been used since ancient time little is generally

understood about its usage and detection[3].

2.2.2 Steganography Definitions

The following are most widely used definitions:

» Steganography is the art and science of hiding data in to innocent-looking
cover-data so that no one can detect the very existence of the hiding data.

» Steganography is the art and science of communicating in a way which
hiding the existence of the communication.

« Steganography encompasses methods of transmitting secret message in such
a manner that the existence of the embedded message is undetectable.

» Steganography is the study of methods of concealing data in the noise of
another data set.
-Text steganography Hiding information in text file is the most common
method of steganography. The method was to hide a secret message into a
text message. After coming of Internet and different type of digital file

formats it has decreased in importance. Text stenography using digital




files is not used very often because the text files have a very small amount

of excess data.

-Image steganography Images are used as the popular cover medium for
steganography. A message is embedded in a digital image using an embedding
algorithm, using the secret key. The resulting stego image is send to the receiver.
On the other side, it is processed by the extraction algorithm using the same key.
During the transmission of stego image unauthenticated persons can only notice
the transmission of an image but can't see the existence of the hidden message[3].
Figure(2.1) shows the steganography system overview [9]. A general
Steganography system is assumed that the sender wishes to send via
Steganographic transmission a message to a receiver. The sender begin with a
cover message, which is an input to the stego-system, in which the embedded
message will be hidden. The hidden message is called the embedded message. A
Steganographic algorithm combines the cover massage with the embedded
message, which is something to be hidden in the cover .The algorithm may, or
may not, use a Steganographic key (stego key), which is additional secret data
that may be needed in the hidden process. The same key (or related one) is
usually needed to extract the embedded massage again. The output of the
Steganographic algorithm is the stego message. The cover massage and stego
message must be of the same data type, but the embedded message may be of
another data type. The receiver reverses the embedding process to extract the
embedded message [10],[11],[12],[13].

Stego Key Stego Key
Cover l l Cover
| Forward) |, < (Reverse) ;
y : Stego-message ' ,
Steganographic - —» Steganograpluc
Embedded Algonthm Algonthm Embedded
» S o
Embedded (ludden) message Extracted (ludden) message

Figure (2.1): Steganography System




2.2.3 Applications of Steqanography:

This section list some applications of steganography as follows: (i)Secret
Communications the use steganography does not advertise secret communication
and therefore avoids scrutiny of the sender, message, and recipient. A trade secret,
blueprint, or other sensitive information can be transmitted without alerting
potential attackers.

(i) Feature Tagging Elements can be embedded inside an image, such as the
names of individuals in a photo or locations in a map. Copying the stego-image
also copies all of the embedded features and only parties who possess the
decoding stego-key will be able to extract and view the features.

(iii) Copyright Protection Copy protection mechanisms that prevent data, usually
digital data, from being copied. The insertion and analysis of watermarks to
protect copyrighted material is responsible for the recent rise of interest in digital

steganography and data embedding [1].

2.2.4 Image Steganoqraphic Techniqgues:

There are several Steganographic techniques for image file format which are as

follows:

2.2.4.1 Spatial Domain Technique:

There are many versions of spatial steganography, all directly change some bits in
the image pixel values in hiding data. Least significant bit (LSB) based
steganography is one of the simplest techniques that hides a secret message in the
LSBs of pixel values without perceptible distortions. To our human eye, changes
in the value of the LSB are imperceptible. Embedding of message bits can be
done either simply or randomly. Least Significant Bit (LSB) replacement
technique, Matrix embedding, are some of the spatial domain techniques.

Advantages of spatial domain LSB technique are:

1.Degradation of the original image is not easy.

2.Hiding capacity is more i.e. more information can be stored in an image.




Disadvantages of LSB technique are:
1.robustness is low.

2.Hidden data can be destroyed by simple attacks [1].

2.2.4.2 Masking and Filtering:
Masking and Filtering is a steganography technique which can be used on

gray scale images. Masking and filtering is similar to placing watermarks on a
printed image. These techniques embed the information in the more significant
areas than just hiding it into the noise level. Watermarking techniques can be
applied without the fear of image destruction due to lossy compression as they are
more integrated into the image.

Advantages of Masking and filtering Techniques:

This method is much more robust than LSB replacement with respect to
compression.

Disadvantages: Techniques can be applied only to gray scale images and
restricted to 24 bits[3].

2.2.4.3 Statistical Preservation

Statistical un detectability is one of the main aspects of a steganography
algorithm. To maintain statistical un detectability, the steganography techniques
are designed with the aim of minimizing the artifacts introduced in the cover
signal by the embedding technique. The main emphasis is on minimizing the
noise added by embedding while increasing the payload. This is an important
consideration in the design embedding algorithms, since the noise added effects
the statistical properties of a medium. For a given medium, the steganography
algorithm which makes fewer embedding changes or adds less additive noise
will be less detectable as compared to an algorithm which makes relatively more

changes or adds higher additive noise.

From the point of view of the steganoanlyst, the steganoanlytic attacks try to
examine a signal and look for statistics which get distorted due to embedding.

These statistics range from marginal statistics of first and second order in case of




targeted attacks to extremely high order statistics (up to 9  order) in the case of
blind steganalytic techniques which use machine learning techniques for
estimating a model of the cover image from these high order statistics and
reports an image to be containing steganographic embedding if it does not
conforms to this model. So, in order to defeat the steganalytic attacks, there has
been a shift from the above mentioned data hiding paradigm. Algorithms have
been proposed which try to restore the statistics which get distorted during the

embedding procedure and which may be used for steganalysis [2].

2.3 Asymmetric Key Encryption

The asymmetric key encryption is commonly referred to as public key
encryption in which different keys are employed for the encryption and
decryption of the message. The encryption key is also said as the public key and
can be utilized to encrypt the message with the key. The decryption key is said
to as secret or private key and can be used to decrypt the message. The strength
of the asymmetric key encryption is utilized with digital signature then it can
provide to the users through message authentication detection. To add more
durability and robustness to image steganography, a secret image is scrambled
and will be as chaotic image. The Arnold scrambling equation (2.1) is used for

scrambling the watermark image [14].

[x] [1 1][x]
‘ .:‘ | (mod NV) - (2.1)
L' |1 241X

Where X,Y,X'Y are dimensions of original and scrambled watermark
respectively ,e {0,1,2,...... ,N-1}, N is the order of digital image matrix., N is the
order of digital image matrix.

For descrambling, inverse Arnold equation (2.2) is applied on chaotic

image [15].

(=2 N (modN) .. (2.2)




Where X,Y,X",Y’ € {0,1,2,...... ,N-1}, (X)Y) are dimensions of original watermark
,(X"Y*) are dimensions of scrambled watermark, N is the order of digital image

matrix.

2.4 Performance Analysis: As a performance measure for image distortion

due to hidding of message, the well-known peak-signal-to noise ratio (PSNR),
which is categorized under difference distortion metrics, can be applied to stego
Images. It is defined as [16]:

l("_l)z ..(2.3)
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Where N are the dimensions of the image, L : the number of gray levels (e.g.,
for 8 bits L =256).

The root-mean-square error is found by taking the square root of the error
squared divided by the total number of pixels in the image
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Chapter Three

3.1 Introduction

The method that is suggested in this project embeds the binary image the
cover image to obtain the stego image. In other words, it first applies a
preprocessing technique on the secret image, and then puts it into the cover
image. To increase the security, the secret image is encrypted using ARNOLD
method and then embeds it in the cover image based on hash function to add
second layer of security. After that, the results are evaluated using different

measures. The below block diagram in figure (3-1) depicts the stages and

procedures.
Encrypted image
Original Arnold Encryption
binary secret => l:>
image Hiding
Based on Stego_Image
Hash

Original Convert to Function
Cover image |:-'> binary |:>

(a) The Sender Side

Encrypted image
Extracted

Secret Image Arnold
Stego_Image ——") g — — Secret

Extraction Decryption

(b) The Receiver Side

Figure (3-1) the proposed method stages
The following parts of this section explain the encryption and decryption stages of

the image.




3.2.1 Encryption

To provide a second level of security, a stream cipher encryption algorithm is
applied on embedding image as describe in algorithm (3.1).

Algorithm (3.1): Encryption Secret Image

Input: Secret Image (SImg)
Output: encrypted image(Enc_SImg)

Step 1: convert image to array of pixels.

Step 2:Select number of iteration(itrno)

Step 3:appliyed the Arnold law on (SImg, itrno)and save the result
in Enc_SImg according to equation (2.1)

Step 4: return encryption image Enc_SImg.

End

3.2.2 Least Significant Bits (LSB) insertion

Today, when converting an analog image to digital format, we usually
choose between three different ways of representing colors:
24-bit color: every pixel can have one in 2724 colors, and these are represented as
different quantities of three basic colors: red (R), green (G), blue (B), given by 8
bits (256 values) each.
8-bit color: every pixel can have one in 256 (28) colors, chosen from a palette, or
a table of colors.
8-bit gray-scale: every pixel can have one in 256 (2"8) shades of gray.
LSB insertion modifies the LSBs of each color in 24-bit images, or the LSBs of

the 8-bit value for 8-bit images.

Example : The letter ‘A" has an ASCII code of 65(decimal), which is 1000001 in
binary. It will need three consecutive pixels for a 24-bit image to store an 'A'":

Let's say that the pixels before the insertion are:




10000000.10100100.10110101, 10110101.11110011.10110111,
11100111.10110011.00110011
Then their values after the insertion of an 'A" will be:
10000001.10100100.10110100, 10110100.11110010.10110110,
11100110.10110011.00110011
(The values in bold are the ones that were modified by the transformation) The
same example for an 8-bit image would have needed 8 pixels:
10000000, 10100100, 10110101, 10110101, 11110011, 10110111, 11100111,
10110011
Then their values after the insertion of an 'A" would have been:
10000001, 10100100, 10110100, 10110100, 11110010, 10110110, 11100110,
10110011
From these examples we can infer that 1-LSB insertion usually has a 50% chance

to change a LSB every 8 bits, thus adding very little noise to the original picture.

3.2.3 Embedding Based on Hash Function
In order to increase security, the encrypted secret image is embedding in random
locations in least significant bits of the pixels in the cover image according to the

following equation.

Newloc=mod (loc(SCB),LSBno) ,............. (3.1)

Where Newloc is the new location for the embedding, SCB is the current bit of the
secret message and LSBno is the number of the least significant bits that are
selected for the embedding process.

For example assume that the input secret message is (00010101011111000), the
number of the least significant bits that are selected for the embedding process
(LSBno=4) and (SCB=5). According to the equation (3.1) the current bit of the
secret message will be embedded in the first least significant bits of the cover

pixel.




S=00010101011111000, LSBno=4,Bno=2
Cover
image
pixels
number
The first current bit SCB=0 will embedding in the
Pix1 LSBno=1
The second current bit SCB=0 will embedding in the
LSBno=2
The third current bit SCB=0 will embedding in the
Pix2 LSBno=3
The fourth current bit SCB=1 will embedding in the
LSBno=1
The fifth current bit SCB=0 will embedding in the
LSBno=1
Pix3 The sixth current bit SCB=1 will embedding in the
LSBno=2

As shown from above example the embedding process is done in random
locations in least significant bits of the cover image pixels and this will increase
the method security.

Algorithm (3.2): The embedding process




Input: Cover Image (ClI), Secret Image (S), number of embedding bits (Bno)
Output: Stego_ Image (SI) Begin
Stepl: read cover image and save in (Cl), read Secret Image and save (S)

Step2: Encrypt Secret Image (S) using algorithm (3.1)
Step 3: Repeat

Step 4: Embed (Bno) secret bits in each pixel of cove image by applying
equation (3.1)
Step 5: do until embed all secret image bits.

Step 6: save the result in the Stego_ Image (SI) End.

3.2.4 Extraction Procedure

At the receiver side, the extraction process is done in reverse order. At
first, the encrypted image is extracted based on hash function. Secondly, the

process of decryption is applied on the received image as depicted in

Algorithm (3.3).

Algorithm (3.3): The extracting procedure

Input: Stego_ Image (SI)
Output: Reconstruction Secret Image (RS)
Begin

Stepl: read Stego_ Image and save in (SI)

Step 2: Repeat
Step 2.1: Extract (Bno) secret bits in each pixel of stego image by
applying equation (3.1)
Step 2.2: do until extract all secret image bits.

Step 23 Dencrypt Secret Bits (Bno) using equation(2.2) and save the

result in Reconstruction Secret Image (RS)
End.
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Chapter Four

Experiential Results and Discussions

4.1. Introduction

This work proposes a Steganography technique for the gray image. In the
first stage, secret image is encrypted. Then secret image is hidden by Least
Significant Bits technique of the original cover image. During embedding, secret
image is dispersed within the original image depending upon the hash function.
The developed system was established using Matlab (version 12) programming
language. The programs work under windows XP service pack2 operating system,

laptop computer with processor: Intel core2 CPU.

4-2 Test Material
All test images that implemented in our experiments are 256 gray levels.
Figure (4-1) shows examples of these images.

(b) Original image (House.bmp)

- =

(c) Original image (Barbara.bmp)
(c) Original image (Girl.bmp)

Figure (4-1) Examples of tests cover images




Figure (4.2) shows examples of secret images.

] &>

Figure (4-2) Examples of tests secret images

4.3 Experiential Results:
In this section different results will be reviewed for different test images. At
first, the secret image is encrypted using Arnold algorithm. Figure (4.3) shows

example of original and encrypted images with dimensions (32*32).

Figure (4-3) Examples of original and encrypted secret
images
Secondly, the encrypted image is embedded in the cover image based on hash
function. Figure (4.4) shows the stego image of (Lena.bmp) with (PeakSNR =
55.4087) and (MeanZ2err= 0.1886).

Figure (4-4) Stego image




At receiver side, the encrypted secret image is extracted as shown in Figure (4.5)

based on Hash function.

Encrypted logo secret Image
: TN

N5

Figure (4-5) Encrypted secret image

Secondly, the extracted secret image is decrypted using RSA to obtain original

Image as shown in Figure (4.6).

Decode

B>

Figure (4-6) Decrypted secret image




Another example applied on the cover image (lenna.omp) with dimensions
(256*256) and secret image with dimensions (32*32). The PeakSNR = 55.9355
and MeanZ2err = 0.1671. Figure (4.7) shows the results.

lamge after Encrption

[=w ] 3

Hidden Image

Decode

[ ]

Figure (4-7) Decrypted secret image




4.3 Conclusions
In the applied method the secret image is hidden in the cover image. So
there is a small visual change in between cover image and stego image. Due to
strong security aspects this small amount of imperceptibility is acceptable.
encryption before hiding step is more appropriate in invisibility of the
steganography. Furthermore it increases the image secyrity. Moreover, adding a
step of embedding based on hash function allows for multiple separate phases of

information security.

4.3 Future Works
In the following some suggested ideas are given below:

* In future work, examining how other image processing techniques
such as brightness and contrast adjustment can be taken advantage of
in steganography with the purpose of giving the communicating
parties more preferences to manipulate their secret communication .

* This approach can be applied for image steganography in transform
domain such Discreet Wavelet Transform (DWT) and Discreet
Cosine Transform (DCT).
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