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Abstract

Data security and protection is one of the most used technologies in the field of
computer science, because of its great importance in all fields, whether political,
economic, or military. The main goal of this paper is to develop and design a
systematic, effective and secure method for transferring data, in addition to reducing the

time and cost when sending data over the Internet.

Therefore, an intelligent system was proposed in this paper that combines firstly
compression data by using coding method to reduce the amount of data sent and helps
in fast transfer while using slow Internet or taking up small disk space. Secondly hiding
bits sets in cover RGB image using the LSB method to implant bits of the compressed

text into the cover image.
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Chapter one:
General Introduction




1.1 Introduction

The process of securing the information transmitted between two parties and
protecting it from intruders and tampering has become on top of the priorities that must
be met and ensured especially [1]. as the world is witnessing great progress in the field
of Communication in addition to the increase of methods that have been developed to
obtain information in an unauthorized manner Legitimacy . Securing data by
compressing it makes it interesting and suspicious of the existence of information a
task that should not be viewed by unauthorized persons so concealing this information

Is important behind a cover that is not suspicious is better[2][3].

Steganography is a security method introduced in 1499 by Johannes Trithemiu [4]. itis
the manner used to hide information and data in different mediums such as images,
video and sound. There are many domains that include an application of steganography:
secure transfer of confidential information between national and international
governments, tampering, online banking assurance, voting methods and time stamps
[5]. The methods of steganography are divided into two fields one of them is spatial
steganography and its characterized by ability to absorb a lot of information to hide,

LSB method belongs to this kind of steganography [6].




1.2 Previous works:

The topic of hiding information is one of the topics that was worked on early and

developed rapidly and advanced with the introduction of the world of digital images,

which was the focus of interest of many researchers. Below are a number of studies in
this field:

/7
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Researcher Eman (2008)[7]. proposed a method to hide data in binary images,
whereby points are first identified Optical images that can be flipped without
causing visible distortions in the embedded image by using A set of rules by
which all points adjacent to the center point of each irregular sector are
examined Then the center point is changed only if the sector matches these
conditions and this property allows By discovering embedded data without
referring to the original image, experiments have shown different results for
images binary..

The researcher Latef Abdul A.A (2011)[8]. presented a method for masking
color images by dividing them into Four equal parts, each part consisting of
three channels (Blue, Green, Red). Choose one of theseChannels for each part
depending on the high color percentage in that part, then a wavelet transform is
applied On the selected part, the message to be hidden is also divided into four
parts and DCT is applied to it Then each part of it was included in the high-
frequency wavelet transform of one of the parts of the cover image to obtain On
the secret photo.

Researcher Yong (2011)[9]. proposed a scheme to hide secret data inside the
image using a transformation curvelet, where the image to be hidden is encoded
using the Radon transform and using coefficients High-frequency curvelet

conversion for data embedding.




¢ Researchers Abdelwahab and Hassan (2008)[10]. suggested using the first level
of wavelet transforms In hiding and embedding the data, but the extracted data

was not completely identical to the embedded version.
1.3 The aim of the research:

The data protection process acquires special importance that increases with the
degree of sensitivity of the message and the sending parties. This project aims to secure
the text message exchanged between the two parties by compressing the message before

hiding it in another text file.

1.4 Research Layout

This research is organized as follows

Chapter Two: The overall objective of this chapter is to present fundamentals, details,
and characteristics of all approaches which have been used in proposed work, where
this chapter starts with short introduction to steganography methods that have been

used and then it gives an explanation it.

Chapter Three: This chapter presents the designed steps of the entire system's stages,
displays the implementation results of experiments, and a discussion on the obtained

results.

Chapter Four: The derived conclusions from the proposed work and some

suggestions to enhance the proposed work have been presented in this chapter.




Chapter Two




2. 1 INTRODUCTION

In the current scenario, secret messages can be sent by hiding in an image or a
text so nobody other than sender and receiver can read or see the message.
Steganography is used to conceal the existence of a message using cover text [11].
Data hiding is a significant side of communication and data security technology.
Information hiding is an important method of steganography communication. In other
words, the important data to be sent should be embedded in the carrier, so that it cannot
be easily found secret data. There are many carriers applied information hiding, such as

text, image, audio and video

Data compression is important to information security because compressed data
IS more secure and easier to annotate. Effective data compression techniques create
efficient, secure, and easy-to-communicate data. We also compress data before sending
it over the Internet in order to reduce time and cost. The simultaneous use of a number
of technologies in the same system makes it difficult for attackers to penetrate the
system. Combining data compression, encryption, and information hiding in one
integrated system enhances security and efficiency in data transfer and storage, as it

reduces the size of the data, storage space, and transmission time[12].

2.2 Compression

Data compression, source coding,[13]. or bit-rate reduction is the process of
encoding information using fewer bits than the original representation[14].Any given
pressure is lossy or lossless. Reduces lossless compression by identifying and removing
statistical redundancy. No information is lost in lossless compression. Lossy
compression reduces bits by removing unnecessary or less important information[15]
.Typically, the device that compresses the data is referred to as the encoder, and the
device that reverses the process (decompression) is referred to as the decoder.




The process of reducing the size of a data file is often referred to as data
compression. In the context of data transmission, it is called source encryption; Coding
that takes place at the data source before it is stored or transmitted[16]. Source coding
should not be confused with channel coding, for error detection and correction, or line

coding, means of correlating data onto a signal.

Compression is useful because it reduces the resources required to store and
transmit data. Computational resources are consumed in compression and
decompression operations. Data compression is subject to a space-time complexity
trade-off. For example, a compression scheme for video may require expensive
hardware in order for the video to be decompressed quickly enough to view while it is
decompressed, and the option to decompress the entire video before viewing it may be
inconvenient or require additional storage space. Designing data compression schemes
involves trade-offs between various factors, including the degree of compression, the
amount of distortion introduced (when using lossy data compression), and the

computational resources required to compress and decompress the data[17][18].
2.3 Hiding Information:

There is art that aims to completely hide data for communication between two
parties in a way that is not apparent to a third party, and this is what Known as
steganography, it is a method or technique for blocking and hiding data within a digital
medium, so that it is hidden that there is a communication or exchange of information
that takes place in secret, and only the people concerned are aware of this

communication.

The word steganography is originally derived from a Greek word meaning “hidden

writing.”

The issue of sending a hidden message by concealing that something was sent in the
first place is an old method (and idea). It has a historical story that began in the days of

the ancient Greek Empire, when letters were written on the heads of slaves at that time




after shaving the slave’s hair. A certain secret message was written on his head, and
when his hair grew back again, the secret message was hidden under his thick hair, and
then it was sent to the other party, who would do his part. By shaving the Eid’s head
again so that he could read the message to him, and so were the beginnings of using this
method to hide a message or information under a cover or something so that there
would be no knowledge that any secret communication was taking place between two

or more people.

- 1010100017

.010001010 01010-
a1 01010001010 0106
101010 0101010 101010
01 00 1 0 1010001010 O

1010001010 0101010 10
1010 0101010 101010
J001010 0101010 1017,
1010 101010
1001010 01017

2.4 least significant bit (LSb)

There are a number of methods and algorithms for hiding data, where you can hide
one type of data (such as texts and files) inside another type of data. For example, you
can hide an image inside another image, or an image inside a video file, or text inside
an audio file, and so on without anyone watching. There is a change in the image. Data
hiding algorithms manipulate the contents of the file, modifying the bits of the file You
manipulate it so that it does not affect the contents of the file, and at the same time you

Inject into it the bits of the other file. When you see an image that contains text inside it,

8




for example, you will not see the text, as the text is represented inside the image.You
will also not notice a change in the quality of the images in bits.All data stored inside
the computer is basically represented by the binary counting system. The binary
counting system was given this name because it contains only two numbers (symbols)
to represent the data, which are 0 and 1. To display data that the user understands (such
as texts, images, and numbers), the system is transformed Binary to other counting

systems to facilitate data representation.

The LSB algorithm, or Least Significant BIT, is one of the most famous algorithms for
embedding data over an image. The least significant bit in the image is changed to a bit

that represents the secret message that must be Include it in the picture.




Chapter Three




3.1 PREPOSED METHOD

Explain the processes of embedding the secret message text in a color image in this
section. The sender's side contain several operations as follows to protect the hidden

text from theft:
Stagel:- Sender side ""The stage of including text in a cover image""
Step 1: Read the text of the message to be protected.

Step 2: Compress the message text: characters are represented using the ASCII code
each character is represented by 8 bits (In the normal case). In this work, each letter is
represented according to Table 1 by taking the letter of the message and the number
corresponding to it , thus converting a message from a string of letters to a string of
decimal digits between(0-25).The series of decimal numbers is converted to the binary
system each number in a string into a 5-bit binary equivalent because the maximum

representation of the decimal number 25 in binary equivalent is 5 bits.

TABLE 1. Decimal number for each character

Letter Code no. Letter Code no.
13
14
15
16
17
18
19
20
21
22
23
24
25
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Step 3: Read the RGB cover image
Step 4: Embedding data process
4-1 Divide the RGB cover image at three bands: R band, B band, and G band.

4-2 Each time take 3 bits from the binary string and embedded them into the three
bands of the cover image sequentially using LSB. Where the first bit is in the R range,
the second bit is in the B range, and the third bit is in the G range .Then, the RGB
Image is sent over the communication channels, and the random key is also sent. Figure

(1) appears the particular block diagram for the sender and recipient.

Separate Cover Image 1nito
Sdomain (FL, B

\

Embedded Cipher Textin B, &5, B

.

0 1 1 . Cippher Text Binary text

MMerge 5 domans (Fo3 B) and wwe get Stego
Itmace

Figure (1)Embedded cipher text.
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Compressio

Compression Binary Text
File

Input File

AydesSouesals

LSB
COMMUNICATION : Stego Image < Embedded
in cover
CHANNEL .
image

Stego Image
w
8
Extract cipher text Received Input
) . _>
In cover image Original File

FIGURE 2. Block diagram of the sender side and receiver side.

Stage 2: Recipient: Take the message text out of the stego image.

At this stage, the recipient receives a stego image and divides the image into three
bands to retrieve secret data. The first bit comes from the bits of the secret data string
from range 1 (R), the second bit comes from range 2 (b), and the third bit comes from
range 3 (G). In this manner, we obtain the bits of the secret data string and keep going
until the data string is recovered. Next, we get the binary data string . Then, we take 5
bits from the data string and convert it into its decimal representation. Ultimately, the

original text is recovered by taking the letter corresponding to each decimal value in the

data string.

13




3.2 Experiment results:

The proposed procedures were implemented in Matlab 2012. The masking
method was successfully implemented with the introduction of some plain text of a

specified size. A screenshot of the text and image is represented before the masking
process is performed:

rteuts [&] Howto Add (2] What's New
mand Window w0 a x| Command History Current Folder
New to MATLAB? Watch this Video, see Demos, or read Getting Started.

Workspace
sl =

this is anexample of encryption steps

B Figure 1 - O X
File Edit View Inset Tools Desktop Window Help
Dadde k| YE

W09 LA |20 D

14 5 24 1 13

15 6 0 5

Image No. (1): The original text and Original color image
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Edit Debug Parallel Desktop Window Help
teuts (2] Howto Add (2] What's New
mand Window % 0 2 x| Command History Current Folder Workspace

Newto MATLAB? Watch this Video, see Demos, or read Getting Started.

ans =
185 B Figure2 - o x
File Edit View Inset Tools Desktop Window Help ~
DEHL KRR O9LL- S| 08| nD
bal =

Columns 1 thr
20 8 13 16 12 5 0

Columns 19 thi

15 6 0 19 20 5 16
Column 37
19
d=
1
"
Picture No. 2 cover image after compression text.

teuts ] Howto Add 2] What's New
mand Window w0 8 X Command History Current Folder Workspace

New to MATLAB? Watch this Video, see Demos, or read Getting Started.

bal =
B Figure3 - o X

File Edit View Inset Tools Desktop Window Help x

FEE IR I PRI

decrep =

thisisanexampleofencryptionsteps

Image No. (3) retrieving the original text and image
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3.3Quiality standards

Peak signal-to-noise ratio (PSNR) is an engineering term for the ratio between the
maximum possible power of a signal and the power of corrupting noise that affects the
fidelity of its representation. Because many signals have a very wide dynamic range,

PSNR is usually expressed as a logarithmic quantity using the decibel scale.

PSNR is commonly used to quantify reconstruction quality for images and video

subject to compression.
Through the following equation:

PSNR= 10 log10 ((MAX ~2)/MSE)

TABLE 2.The PSNR value

Text File size in bits Dimension of Image PSNR
(512*512)

200 bit 89.4531
1800 bit 76.7012
5048 bit 75.2320
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TABLE 3.The PSNR value

Text File size in bits Dimension of Image PSNR
(512*512)

200 bit 89.1635

1800 bit 76.5875

5048 bit 75.0707

17




Chapter Four




4.1 Conclusions

Steganography and compression are two ways to ensure the confidentiality of
information. In compression, the number of bits used is reduced, while in
steganography, the secret text remains as it is, but it is embedded in another format of
data. Today, in light of the presence of strong communication systems, protecting
confidential information from hackers is a difficult task. This research relies on a text
hiding method to protect text messages sent between two parties by using hiding
techniques. The standard image Lena (256*256) was used to hide The text in the image
cover using the least significant bit method. This is the proposed method that can be

successful in this direction of increasing the security of data transmission.

This research relies on the method of compressing the text message and then
hiding it to protect the text message sent between the two parties, by using the least

significant bit method to hide the bits of the compressed message.

4.2 Advantages of the legislator

1-The project provided high protection for image data from illegal hacking
2-The project’s ability to perform its functions as required

3- The speed of the method used to hide text and retrieve text

4- We notice that when retrieving the text, there is no loss of the secret text

4.3 Project disadvantages:

The language used does not support indicators, as indicators facilitate dealing with

images and do not exhaust the memory

19




4.4 Future works:

v Modifying the negatives present in the project.
v" Other algorithms will be adopted to hide the text in order to increase the

security of the secret text by adopting different compression methods and

adding an encryption method.
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