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Abstract

File protection has always attracted considerable interest in both industry
and academia, since almost all the data and information are stored in files in
modern computer systems. Many of the security accidents are relevant to
unauthorized file accesses. To protect sensitive files, an effective approach
named as File Integrity Monitoring (FIM) is usually used to detect
aggressive behaviors by verifying all the actions on these sensitive files.
FIM is a widely used security control mechanism to examine the integrity of
sensitive files, databases, and folders for signs of tampering or corruption,
which may be an indication of a cyberattack. The checksum, hash, and
attribute values (including file size, version, and modification date) of the
files under observation are measured by FIM and compared to their initial
values. FIM can be broadly classified into two types: online and offline
monitoring schemes. When a scheme is offline, it indicates that the FIM
tools will periodically check the integrity of the sensitive files based on user
settings, rather than monitoring the files at real-time. This project primarily
focuses on an off-line file integrity monitoring scheme that verifies the file
size attribute. Python technology is utilized to investigate whether this

technique can result in a delay in the detection of the alteration.


https://www.crowdstrike.com/cybersecurity-101/cyberattacks/

Chapter One:
General Introduction



1.1 Introduction

Ensuring integrity of sensitive files is imperative nowadays. The term
‘Integrity’ means guarding against improper information modification or
destruction, and includes ensuring information non-repudiation and
authenticity [1]. The vast majority of attacks work through unapproved or
unauthorized access to sensitive files to take secret data like secret keys,
passwords, credit card numbers, and so on [2]. After that, attackers generally
conceal their traces by subverting critical files like system logs. File system
integrity monitoring (FIM) is a well-known way to deal with ensuring
integrity of sensitive and critical files [3]. FIM is one of the security
components that can be implemented in host environment. As a part of host
based intrusion detection (HIDS) components, FIM should play a big role in
detecting any malicious modification either from authorized or unauthorized
users on their contents, access control, privileges, group and other
properties. The main goal of related integrity checking or monitoring tools is
to notify system administrators if any changed, deleted or added files
detected [4]. File integrity checkers or monitors measure the current
checksum, hash values, attribute values (attributes such as file size, version,
modified by, creation date, modified date) of the monitored files with their

original value. In general, FIM can be divided into two categories, off-line



and on-line monitoring scheme [5]. Offline scheme means that the FIM
tools will monitor the files at scheduled times to check the integrity of the
files, i.e., it monitors the integrity of the related files from time to time
according to user setting. While on-line pattern monitors the FIM-related

files in real time as each file is modified.

In this project the focus is specifically on off-line File Integrity Monitoring
scheme which checks the file size attribute. The inspection of whether this
scheme can cause delay in detection of the modification is performed with
the help of Python technology.

1.2 Research Outline

e Chapter one :- General Introduction

e Chapter two:- Theoretical Background

e Chapter three:- The method of the applied FIM Scheme.
e Chapter four :- Results and Discussion

e Chapter five :- Conclusion and future work
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2.1 Introduction

One of the fundamental goals of computer security is to ensure the integrity of
sensitive data[l]. A large number of safe accidents result from modifying
critical files in the system. The attackers intrude into the computer system, and
hide their traces by tampering critical files, such as executable files and system
logs. File Integrity Monitoring (FIM) is one of the most popular approaches to
observe hostile behaviors, such as modifying system log, appending backdoors,
inserting Trojan horses [2, 3].

In order to avoid serious damage to the sensitive files, it is necessary to
observe malicious behaviors in them. This chapter introduces the background to

this project and establishes the context underlying the research.

2.2 The CIA Triad

The CIA triad is composed of [11]:

1) Confidentiality: This refers to the need to ensure that sensitive
information is safe from unauthorized access attempts. To this end,
measures are established to differentiate the level of access that
certain people can have to the information, depending on the type or

level of confidentiality of the data.
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2) Integrity: This involves maintaining the consistency, accuracy and
reliability of the data during its life cycle, preventing unauthorized
persons from modifying the data in transit or at rest. In the field of
integrity control, the concepts of digital signature and non-repudiation
measures, cryptographic checksums or File Integrity System (FIM)
systems which we will discuss later, usually appear in the field of

integrity control.

3) Availability: This refers to the ability to keep information
consistently and easily accessible to authorized persons.
Authentication mechanisms, storage, infrastructure and all the
supports related to the information must work properly to make it
available safe from crashes, failures, etc. As far as availability is
concerned, we wusually talk about preventive measures such
as redundancy, failover, system monitoring, backups and continuity

plans.

C

Confidentiality

The Information
Security
Triad

A

Availability
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Figure 2.1 CIA Triad [11]

2.3 What is File Integrity Monitoring (FIM)?

File integrity monitoring (FIM) [2], sometimes referred to as file
integrity management, is a security process that monitors and analyzes the
integrity of critical assets, including file systems, directories, databases,
network devices, the operating system (OS), OS components and software
applications for signs of tampering or corruption, which may be an indication

of a cyberattack.

Typically, FIM involves examining files to see if and when they change, how
they change, who changed them, and what can be done to restore those files if
those modifications are unauthorized. Companies can leverage the control to
supervise static files for suspicious modifications such as adjustments to their IP
stack and email client configuration. As such, FIM is useful for detecting
malware as well as achieving compliance with regulations like the Payment
Card Industry Data Security Standard (PCI DSS) [3, 4].

File integrity monitoring was invented in part by Tripwire founder Gene
Kim. From there, it went on to become the security control around which many
organizations now build their cybersecurity programs. The specific term “file

integrity monitoring” itself was widely popularized by the PCI standard [5].
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2.4 Why is File Integrity Important?

Concerns related to cyberattacks and data breaches have grown among
enterprises worldwide. Threat actors are continually looking to access valuable
and sensitive business data such as system access details, confidential client
information, employees’ financial data, and credit card information.
Cyberattackers often start by targeting organizations’ critical systems to gain
easy access to personal data. File Integrity is essential to protect sensitive host
files, folders, and other vital assets within an organization. It helps identify
whether a file has been tampered with by unauthorized users. Here are some of

the reasons why file integrity is essential [6, 7]:

1) Protection from unauthorized access: continuously monitoring file
Integrity acts as an additional security measure to detect unwanted
intrusion across system files. It prevents illicit activities from causing
significant disruption within an organization. By using FIM solutions
to check file integrity, organizations can gain valuable insights into

cyberthreats and the files targeted by threat actors. It can also help
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2)

3)

4)

companies prevent advanced persistent threats (APT) that are hard to
detect and use highly sophisticated techniques to access a network.
Visibility into file changes: it’s not uncommon for an employee
within an organization to accidentally change or delete a sensitive file.
Validating file integrity lets IT admins gain visibility into the file
change, the source and time of the change, and the reason behind the
change. It helps them track whether the changes were made by an
unintentional authorized party or a threat actor.

Better control: checking file integrity is a great way to control
critical system data. IT admins can manage file access privileges and
permissions for different groups in an organization. It further helps
ensure employees only have access to the data they need.

Improved system health: file integrity is a good indication of
whether a file got corrupted by unauthorized access after its creation.
Monitoring file integrity helps quickly track intrusion, alert the
cybersecurity team, and troubleshoot faster. It helps mitigate future
unwanted access and encourages organizations to adopt better security
measures, ensuring better system health. IT admins can also analyze
patches and updates for specific files via advanced file integrity

monitoring tools.

2.5 What Files Should be Monitored?

The key file types that attackers will look to modify, or even delete, are [8,

9]

1. Operating system directories and files.

15


https://www.solarwinds.com/security-event-manager/use-cases/file-integrity-monitoring-software
https://www.solarwinds.com/security-event-manager/use-cases/file-integrity-monitoring-software

It is important to assure that th base operating system is functioning as
expected, so monitoring the system binaries and libraries should be the first
step.
On Windows, the core OS binaries and key configuration files are typically
located under [8, 9]:

C:WindowsSystem32 directory
On Linux, the critical directories to monitor include:

/bin

{usr/bin

/sbin

/usr/sbin
2. Applications directories and files.

The system is the foundation on which the application sits, however, it is
the applications that the employees, partners, and customers interact with,
and that store and manage the personal data. Thus, application binaries
should be monitored accordingly [8, 9].

On Windows systems, most applications (by default) store their binaries and
configuration files under:
C:Program Files
C:Program Files (x86)
On Linux systems typically install applications into:
{usr/bin
/usr/sbin
/opt
Depending on the type of server and applications being run, additional
files and/or directories may also need to be monitored. For example, if

the server is a web server, the directory where the web site files reside
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should be monitored as well. This will vary by organization based on
web server used and configuration of the web server.
3. Configuration files.

Modifying system and application binaries can be challenging, since they
are often locked when the system starts up or when the services/daemons are
running. That said, configuration files define how the system and
applications on the system function and are typically read only when the
system service or application starts up.

Configuration settings can be stored in many ways. On Windows platforms,
the Windows Registry is typically used for configuration purposes. Text-
based configuration files can be found across Windows, Unix/Linux, and OS
X.

Attackers may target any of these configuration locations for a planned
attack, or an administrator may inadvertently misconfigure a system, causing
that system to be exposed and putting the data on that system and the rest of
the infrastructure at risk [8, 9].

4. Log files.

Log files contain the transaction and activity history for the core operating
system, its subsystems, and applications that reside on the system. They are
often the first place an attacker will look to hide their tracks.

While actively written log files will continually change, only the system or
application should be writing to them. To ensure that log files are not
tampered with, you should establish an active log management collection
method to pull (or push) the logs from the system to a separate log
management solution for centralized monitoring and tamper-proof storage.
Archived log files are static in nature, so you can also monitor for any

changes or deletions of those files [8, 9].
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5. Digital keys and credentials.

Even with the availability of directory systems and hardware security
modules, many systems and applications store their keys and credentials for
authentication and encryption on a system. Monitoring those credential/key
stores is also important to ensure your system is protected.

For example, Unix systems store their password file under /etc, and
Windows under C:\Windows\System32\config. Windows Credentials is also
there. You may be using other popular authentication applications such as
Secure Shell (SSH) application [8, 9].

6. Content files.

Your corporate and your customer data is the lifeblood of your
organizations. Data leakage remains one of the top security concerns of most
organizations.

Even content as simple as your website is mission-critical. The effects on
your brand and reputation can be significant should an attacker deface your
public presence. Monitoring content files for unauthorized changes within
the web server is critical to ensure the integrity and confidentiality of that
data [8, 9].

2.6 How file integrity monitoring works

Below are the six main steps usually are taken to set up a successful

file integrity monitoring process [10]:
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Defining the file integrity policy: Before the FIM tool can be deployed,
the organization must first specify what assets will be monitored and the

types of changes that it wants to detect.

Establishing a baseline: FIM tools create an initial baseline, which will
serve as a reference point for comparison for all future activity. This will
contain all file attributes, including file size, content, access settings,
privileges, credentials and configuration values. This project focuses on

the file size attribute.

Applying the cryptographic hash signature: As part of developing the
baseline, the IT team will also apply a cryptographic hash signature,
which can’t be altered, to each file. Any changes made to the files,
whether authorized or not, will also change the hash value of the file,
making it easy to detect file updates and alterations. This method has not

been applied in this project, as the values of the files’ size are compared.

Monitoring, analyzing and verifying file integrity: The FIM tool
compares the hash values on the files to quickly and clearly detect
anomalous changes. As part of this process, the IT team can also exempt
certain changes from monitoring to avoid triggering alerts for planned

changes or updates.

Issuing an alert: In the event an unexpected or unauthorized
modification has been made, the FIM tool will also alert the information
security (InfoSec) team of the need for further investigation and possible

remediation.
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Reporting and regulatory compliance: In some cases, the organization
must report a breach to the relevant authorities, as dictated by law. The
FIM tool helps the Regulatory Affairs team compile such information for

reporting purposes.
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Chapter three
The Designed System

3.1 Introduction

This chapter will briefly describe our designed method.
3.2 The Designed System

The purpose of this project is to implement a system that monitors a selected
sensitive file and gives a notification if any modification ate this file is
identified. Figure 3.1 illustrates this system schematically. It consists of the

following stages:
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1) Selection: at this stage a desired sensitive is selected to be monitored by
system.

2) Measurement: the size attribute is used for monitoring changes. Typically,
the sized of the selected file is measured and saved to be compared
afterwards.

3) Establishing the Monitoring Time: monitoring for file changes (files that
were either altered or modified) can be performed within a time interval.
For example, every 3 seconds, or 2 minutes a file is checked. Accordingly, a
user must set this interval to be observed periodically.

4) Monitoring: With a saved size value, a system can proceed to monitor a
chosen file for changes. Essentially, every a period time a system compares
the previous size value to the current one. If they are the same then the file
has not changed; otherwise it can issue an indication for a malicious
modification.

5) Reporting a Notification: In the malicious modification event, a system
generates a report for the user in order to show them the time at which the
file is maliciously altered. In fact, the generated report is a detailed one, as it
contains information about every time the file checked by showing the results
with green color if the file is intact, while a red color is used at changes

detection case.
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Selection

Select the Critical
File to be Monitored

Measurement

Measure the Size of the
Selected File and Save it

Determining

Determine the periodic
Time for Monitoring

v

Compare the Calculated Size
with the Saved One

Monitoring

Alteration
Detection

Notify the Administer

Figure 3.1 The Designed System Diagram
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Chapter four
Results and Discussion

1.1 Introduction
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This chapter will present the main result obtained from implementing our

system for monitoring sensitive files.
4.2 Analysing the Designed System

Our system is analysed by using a laptop equipped with an Intel Core i7-
4700MQ processor running at 2.4GHz, with 12GB of available RAM. The used

programming language is Python.

After implementing our system, an interactive window, that is shown in

Sart to protect your file

Figure 4.1, is launched.

Figure 4.1 Initial Launched Interactive Window for the Designed
System

When a file that must be monitored is entered and the period time is
determined, the system yields a report which is shown in Figure 4.2.

25
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Sart to protect your file

Figure 4.2 An Interactive Window That Displays the Monitoring Report

In order to evaluate our system, we calculate the time difference between
the actual start time of modification and the changes detection time. This
gives insight about the detection delay. We generate five random files using

Python technology. All the evaluation results are shown in Table 4.1. From
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this table, we can see the size of the observed file negatively affects the

detection time.

File Size Monitoring | Modification | Detection Delay
Interval Time Time
Time
5 KB 3 02:29:48 02:29:48 0 seconds
10 KB 3 02:26:08 02:26:10 2 seconds
50 KB 3 02:32:39 02:32:41 2 seconds
100 KB 3 02:35:40 02:35:43 3 seconds
1 MB 3 02:41:30 02:41:31 0 seconds

Table 4.1 Calculated Changes Detection Delay
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Chapter five
Conclusion and future work
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5.1 Conclusion

A FIM system that is based on off-line monitoring scheme is presented.
It focuses on the file size attribute to identify any malicious changes. It can
be deduced that the performance of the periodic monitoring for the file size
Is degraded as the file size is increased. However, the file size attribute must

not be ignored and it must be supported by another comparison technique.

5.2 Future Work

As a future step, we intend to carry out the following:

1) Instead of using only one attribute for monitoring, a set of attributes, like:
file’s version, file extension, etc. can be employed for this purpose
2) A hybrid FIM method can be developed that merges between the off-line and

on-line schemes.
3) Performing the comparison checks by using hash values together with the

attributes comparison.
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