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Abstract

In this project, the Speck algorithm was used to encrypt and decrypt grayscale images.

Encryption was performed on three images of different sizes, which were then studied and

analyzed. In term of performance, the execution time and throughput were computed for each

image instance. Further, the histogram of each encrypted image and its corresponding original

image was also measured. The histogram analysis shown that its very closed to the uniform

distribution. The results obtained indicate that the Speck encryption algorithm has efficient

performance to encrypt /decrypt the images of different size with very little difference in

execution time.
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1.1 Introduction:

In the contemporary landscape of digital security, the protection of sensitive information
has emerged as a paramount concern. With the proliferation of digital data, including
multimedia content like images, the need for robust encryption techniques capable of handling
diverse data formats has become increasingly urgent. This project represents a significant
endeavor aimed at addressing this need through the development of an innovative image
encryption system utilizing the Speck algorithm.

The significance of this project lies in its dual focus on lightweight encryption algorithms
and image encryption using Speck. Lightweight encryption algorithms are gaining prominence
due to their efficiency and suitability for resource-constrained environments such as 10T devices
and embedded systems. Speck, in particular, has garnered attention for its impressive
performance and strong security properties, making it an ideal candidate for various encryption
applications.

Furthermore, the encryption of images holds particular importance in today's digital
landscape. Images often contain sensitive or confidential information, ranging from personal
photographs to critical data in fields like healthcare and surveillance. Therefore, developing a
secure and efficient image encryption solution is essential to safeguarding digital assets and
ensuring privacy and confidentiality in various domains.

This project encompasses the development of an image encryption system that leverages
the lightweight properties of the Speck algorithm. The system will be capable of encrypting
images of various sizes while maintaining a balance between security, efficiency, and usability.
By adapting Speck for image encryption and optimizing its performance, the project aims to
provide a practical solution that meets the growing demand for secure image encryption
techniques in today's digital landscape.

In the current digital era, the importance of lightweight encryption algorithms cannot be
overstated. With the proliferation of connected devices and the Internet of Things (1oT), there is
a growing need for encryption techniques that can operate efficiently on resource-constrained
platforms. Lightweight algorithms offer a compelling solution to this challenge by providing
robust security without imposing excessive computational overhead.

Among lightweight encryption algorithms, Speck has emerged as a standout candidate
due to its impressive performance characteristics. Originally designed by the United States
National Security Agency (NSA), Speck offers a compelling balance between security, speed,
and simplicity, making it well-suited for a wide range of applications. Its efficient hardware
implementation and strong cryptographic properties have led to its adoption in various domains,
including telecommunications, 10T devices, and now, image encryption.
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1.2 Project outline

+¢ Chapter 1 describes the introduction of projects.

s Chapter 2 demo swats the thrutched background about cryptography at lightweight
encryption methods.

¢ Chapter 3 describes the lightweight speck cryptography

+» Chapter 4 conclusion the project
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2.1 Introduction

In an era of ubiquitous digital communication and data storage, ensuring the security and
privacy of sensitive information is paramount. Encryption systems provide a critical layer of
defense against unauthorized access, interception, and tampering. This report provides an
overview of encryption systems, their importance, and the current state of encryption
technologies.

Fundamentals of Encryption Systems: Encryption is the process of converting plaintext
into ciphertext using mathematical algorithms and keys. The encrypted data can only be
deciphered back into plaintext by authorized parties possessing the corresponding decryption
key. The strength of an encryption system lies in its algorithm, key length, and management
practices.

2.2 Importance of Encryption Systems
Encryption systems serve several essential purposes:

o Confidentiality: By converting plaintext data into ciphertext, encryption ensures that
only authorized parties with the appropriate decryption key can access the original
information.

o Integrity: Encryption helps maintain the integrity of data by detecting any unauthorized
modifications or tampering attempts. Even minor alterations to encrypted data can render
it unreadable without the correct decryption key.

o Authentication: Encryption systems often incorporate digital signatures or authentication
mechanisms to verify the identity of parties involved in communication or data exchange.

o Compliance: Many industries and regulatory bodies mandate the use of encryption to
protect sensitive information and comply with data protection regulations (e.g., GDPR,
HIPAA).

2.3 Types of Encryption Systems

Encryption systems can be broadly categorized into symmetric and asymmetric
encryption:

2.3.1 Symmetric Encryption:

Symmetric encryption uses a single key for both encryption and decryption processes.
Examples include Advanced Encryption Standard (AES), Data Encryption Standard (DES), and
Triple DES (3DES).

Symmetric encryption is fast and efficient but requires secure key distribution
mechanisms.

Block ciphers and stream ciphers are two fundamental types of symmetric encryption
algorithms used to secure data. Let's delve into each type:
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o Block Cipher:

Block ciphers encrypt plaintext in fixed-size blocks, typically 64 or 128 bits in length.
The plaintext is divided into blocks, and each block is encrypted separately. A key is applied to
each Dblock to perform the encryption. Popular block ciphers include AES (Advanced
Encryption Standard), DES (Data Encryption Standard), and 3DES (Triple DES).

Operation Modes for Block Ciphers:
1. Electronic Codebook (ECB):

. Each block of plaintext is encrypted independently using the same key. ldentical
plaintext blocks will result in identical ciphertext blocks, making it vulnerable to
pattern analysis. See figure (2.1)
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figure(2.1) Electronic Codebook (ECBI mode encryption

2. Cipher Block Chaining (CBC):

« Each plaintext block is XORed with the previous ciphertext block before
encryption. This introduces diffusion, making it more resistant to pattern analysis.
See figure (2.2)
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3. Counter (CTR):

« The plaintext is encrypted by XORing it with the output of a counter function.
Each counter value is encrypted independently, allowing for parallel encryption
and decryption.

Morca ek ar Mo Caurkar M Caurkar
M o aza a2 ] i« e f = s i o f = TR
(ENEEEENENENNN OITTITITITT] ANINENNEENENE]
L] " "
Eleck ciphar Elodk dphar Elodck dphar
o — g —— A ——
arcry pHan anarypdon arcrypden
b Tot- -1 E: Flairka -:!.—-'5 Fairka -:!.—-'ﬂ
(NENEENENEEREE
L L L
OTTTTITITTIT T ATTTTTTTITTT
Cpharbaxt Cipharaxt Cipharbaxk

figure (2.3) Counter {CTR} made encryption

o Stream Cipher:

Stream ciphers encrypt plaintext one bit or byte at a time, continuously streaming the
ciphertext. They typically use a pseudorandom keystream generator combined with bitwise
XOR operation to encrypt the plaintext. The keystream is often generated based on a key and
an initialization vector (IV). Popular stream ciphers include RC4 and Salsa20.

Operation of Stream Cipher:

1. Initialization: Initialize the keystream generator with the key and an initialization vector
(V).

2. Keystream Generation: Generate a pseudorandom keystream based on the key and V.

3. Encryption: XOR each bit or byte of the plaintext with the corresponding bit or byte of
the keystream to produce ciphertext.

4. Decryption: XOR each bit or byte of the ciphertext with the corresponding bit or byte of
the keystream to retrieve plaintext.

Stream ciphers are generally faster and require less computational resources compared to
block ciphers. They are often used in applications requiring real-time encryption, such as
voice and video communication.

Both block ciphers and stream ciphers play critical roles in modern cryptography,
offering different advantages and use cases for securing data. The choice between them
depends on factors such as security requirements, performance considerations, and
application-specific needs.




2.3.1 Asymmetric Encryption:

Asymmetric encryption employs a pair of keys: a public key for encryption and a private

key for decryption. Only the recipient possessing the corresponding private key can decrypt
messages encrypted with the public key. Popular asymmetric encryption algorithms include
RSA, Diffie-Hellman, and Elliptic Curve Cryptography (ECC).

2.4 Advancements in Encryption Technologies

Encryption technologies continue to evolve to address emerging threats and enhance

security:

Post-Quantum Cryptography: With the potential advent of quantum computers, which
could compromise traditional encryption algorithms, research is underway to develop
guantum-resistant encryption methods known as post-quantum cryptography.

Homomorphic Encryption: Homomorphic encryption allows computations to be
performed on encrypted data without the need for decryption, offering privacy-preserving
solutions for cloud computing and data analytics.

End-to-End Encryption (E2EE): E2EE ensures that data is encrypted at the source and
can only be decrypted by the intended recipient, eliminating the risk of interception or
surveillance during transmission.

2.5 Applications of Encryption Systems:

Data Protection: Encryption safeguards sensitive data at rest (stored on devices or
servers) and in transit (during communication over networks).

Secure Communication: Encryption ensures the confidentiality of emails, instant
messages, voice calls, and video conferences.

E-commerce Security: Encryption secures online transactions, protecting financial
details and personal information.

Cloud Security: Encryption safeguards data stored in cloud environments, preventing
unauthorized access.




2.6 Challenges and Considerations
Despite the benefits of encryption, several challenges persist:

« Key Management: Securely managing encryption Kkeys, including generation,
distribution, storage, and revocation, remains a complex task, especially in large-scale
deployments.

. Performance Overhead: Strong encryption algorithms can introduce computational
overhead, impacting system performance and response times, particularly in resource-
constrained environments.

« Regulatory Compliance: Navigating regulatory requirements and compliance standards
while implementing encryption solutions can pose legal and operational challenges for
organizations.

2.7 type of attack

Positive and negative attacks can refer to various concepts across different domains,
including cybersecurity, social engineering, psychology, and more. Below, I'll provide
explanations and examples of positive and negative attacks in the context of cybersecurity along
with relevant sources for further reading:

2.7.1 Positive Attacks:
1. White-Hat Hacking:

« Description: Ethical hacking performed by security professionals to identify
vulnerabilities in systems, networks, or applications.

. Example: Penetration testing, vulnerability assessment, and security audits.
« Source: "What is White Hat Hacking? Definition, Types, and Tools" on Varonis.
2. Security Patching:

« Description: Proactively applying updates or patches to fix known vulnerabilities
in software, hardware, or systems.

. Example: Regularly updating operating systems, applications, and firmware.

« Source: "The Importance of Patch Management and How to Achieve It" on
Security Magazine.

3. Security Awareness Training:

« Description: Educating users and employees aBoat cybersecurity best practices,
threats, and how to recognize and respond to them.

« Example: Phishing awareness training, password hygiene training.
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Source: "The Importance of Security Awareness Training for Your Staff" on
Comodo.

2.7.2 Negative Attacks:

1. Malware:

Description: Malicious software designed to disrupt, damage, or gain unauthorized
access to computer systems or data.

Example: Viruses, worms, trojans, ransomware.

Source: "What is Malware? Definition, Examples, and Prevention" on Norton.

2. Phishing:

Description: Social engineering attack where attackers impersonate legitimate
entities to trick individuals into revealing sensitive information or performing
actions.

Example: Fake emails, websites, or messages claiming to be from a bank,
government agency, or company.

Source: "Phishing: What Is It and How to Protect Yourself From It" on Kaspersky.

3. Distributed Denial of Service (DDoS):

Description: Attack where multiple compromised systems flood a targeted system
or network with excessive traffic, rendering it inaccessible.

Example: Botnets launching coordinated DDoS attacks against websites or online
services.

Source: "Distributed Denial of Service (DDoS) Attacks™ on Imperva.

4. Insider Threats:

Description: Attacks or breaches caused by individuals within an organization who
misuse their access privileges or intentionally harm the organization's security.

Example: Employees stealing data, leaking sensitive information, or installing
malware.

Source: "Insider Threats: Types, Challenges, Prevention, and More" on Trend
Micro.

These sources provide in-depth information on positive and negative attacks in the
context of cybersecurity, helping you understand various attack vectors and preventive

measures.




2.8 Lightweight cryptography

Lightweight cryptography refers to cryptographic algorithms and protocols designed

specifically for resource-constrained environments, such as embedded systems, 10T devices,
RFID tags, and smart cards. These algorithms prioritize efficiency, low power consumption,
and small code size while still providing adequate security. Below is a report on lightweight
cryptography, including its importance, characteristics, and examples of lightweight algorithms,
along with relevant sources for further reading.

2.8.1 Title: Lightweight Cryptography: Balancing Efficiency and Security

X/
0’0

Introduction: Lightweight cryptography has emerged as a critical area of research due to
the proliferation of resource-constrained devices and the increasing demand for secure
communication and data protection in such environments. These devices, including loT
sensors, wearable devices, and smart cards, often operate under strict constraints of power,
processing capabilities, and memory. Traditional cryptographic algorithms may be too
computationally intensive or require excessive memory, making them unsuitable for these
devices. Lightweight cryptography addresses these challenges by providing efficient and
secure cryptographic solutions tailored to the constraints of these devices.

Importance of Lightweight Cryptography: The importance of lightweight cryptography
stems from its ability to enable secure communication and data protection in resource-
constrained environments. Key reasons for the significance of lightweight cryptography
include:

1. Resource Efficiency: Lightweight algorithms are designed to operate efficiently in
terms of power consumption, processing requirements, and memory usage, making
them suitable for devices with limited resources.

2. Security: Despite their lightweight nature, these algorithms aim to provide adequate
levels of security, ensuring confidentiality, integrity, and authenticity of data.

3. Versatility: Lightweight cryptography offers versatility, catering to a wide range of
applications such as 10T, RFID, smart cards, and embedded systems.

4. Standardization Efforts: Standardization bodies and research communities are
actively working on developing and standardizing lightweight cryptographic
algorithms, further highlighting their importance.

10




+ Characteristics of Lightweight Cryptography: Lightweight cryptographic algorithms
exhibit several key characteristics:

1.

Efficiency: Lightweight algorithms prioritize efficiency in terms of computation,
power consumption, and memory usage.

Low Complexity: These algorithms feature low computational and implementation
complexity to minimize resource requirements.

Compactness: Lightweight algorithms have small code and data size, making them
suitable for deployment on resource-constrained devices.

Security: Despite being lightweight, these algorithms provide sufficient security
against various cryptographic attacks, ensuring the confidentiality and integrity of
sensitive data.

Adaptability: Lightweight algorithms are adaptable to different application scenarios
and can be tailored to specific requirements.

2.8.2 Examples of Lightweight Cryptographic Algorithms:

Several lightweight cryptographic algorithms have been proposed and developed by
researchers and standardization bodies. Some notable examples include:

1. Present Algorithm

Introduction: Present is a lightweight block cipher designed by A. Bogdanov, L. R.
Knudsen, G. Leander, C. Paar, A. Poschmann, M. J. B. Robshaw, Y. Seurin, and C.
Vikkelsoe. It was introduced in 2007 and has gained attention for its simplicity and
efficiency.

Features:

« Block Size: 64 bits.
. Key Size: 80 or 128 bits.

« Round Function: Based on a substitution-permutation network (SPN) structure,
consisting of key addition, a nonlinear layer, a linear layer, and a key schedule.

« Number of Round:

= For a 80-bit key: 31 rounds
= For a 128-bit key: 32 rounds
= Fora 192-bit key: 33 rounds

Security: Present has undergone extensive analysis and is considered secure against
various cryptanalytic attacks. It provides a good balance between security and
performance, making it suitable for constrained environments. See to figure (2.4)
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Figure (2.4): Block-diagram-of-present-cipher

2. Simon Algorithm

Introduction: Simon is a family of lightweight block ciphers designed by the NSA. It
emphasizes simplicity, efficiency, and security, making it suitable for resource-
constrained environments.

Features:
. Block Size: Variable (e.g., 32, 48, 64, 96, 128 hits).
. Key Size: Variable (e.g., 64, 72, 96, 128, 144, 192, 256 bits).

« Round Function: Utilizes simple bitwise operations, such as XOR, AND, and
cyclic shifts.

« Number of Round: The number of rounds depends on the specific configuration.
Here are some common configurations:

=  Simon32/64: 32 rounds
=  Simon48/72: 36 rounds
=  Simon48/96: 36 rounds
= Simon64/96: 42 rounds
=  Simon64/128: 44 rounds

Security: Simon has undergone rigorous cryptanalysis, demonstrating its resistance
against various attacks. It offers a high level of security while maintaining efficiency. See
to figure (2.5)
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Figure (2.5): Block-diagram-of-Simon-cipher
3. Speck Algorithm

« Introduction: Speck is another family of lightweight block ciphers developed by the
NSA. It aims to provide high performance and security in both hardware and software
implementations.

« Features:
. Block Size: Variable (e.g., 32, 48, 64 bits).
« Key Size: Variable, similar to Simon.

« Round Function: Employs a combination of bitwise rotations, XOR operations,
and modular addition.

« Number of Round: The number of rounds depends on the block size and key size.
Common configurations include:

»  Speck32/64: 22 rounds
= Speck48/72: 22 rounds
= Speck48/96: 23 rounds
»  Speck64/96: 26 rounds

13




Security: Speck has been subjected to thorough analysis, demonstrating its resilience
against various cryptanalytic techniques. It offers a good balance between security and
efficiency. to figure (2.6)
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Figure (2.6): Block-diagram-of-Simon-cipher
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3.1 Speck Cryptography

SPECK is a lightweight block cipher designed by the National Security Agency (NSA)
for use in securing electronic communication and data privacy. It is designed to provide
efficient and secure encryption of data while maintaining simplicity and speed in its
implementation. SPECK operates on blocks of 64 or 128 bits in size, and uses a combination of
simple operations such as bitwise XOR, addition modulo 232, and bitwise shifts to achieve its
encryption and decryption functions. Due to its lightweight nature and strong encryption
properties, SPECK has gained popularity for use in resource-constrained devices and
applications where efficiency and security are paramount. See figure(3.1)

L R;
>>> € ¢
\4
R
>>> [€— ﬁ

Lis Ris1
Figure (3.1): speck round function
* Now the following is the encryption function
Algorithm Speck Encrypt (ctx, plaintext, ciphertext):
Input:
ctx: Speck context containing encryption parameters and key schedule.
plaintext: Array of two 64-bit integers representing the plaintext.

ciphertext: Array of two 64-bit integers representing the ciphertext.

15




Output:

None. The ciphertext is stored in the provided ciphertext array.

Procedure:
1. Copy the first 64-bit integer of the plaintext to the first 64-bit integer of the ciphertext.

2. Copy the second 64-bit integer of the plaintext to the second 64-bit integer of the
ciphertext.

3. Iterate over the number of rounds specified in the context:
a. Call the speck_round function with arguments:
- The address of the second 64-bit integer of the ciphertext.
- The address of the first 64-bit integer of the ciphertext.

- The address of the i-th key schedule entry in the context.

* Now, the algorithm for the round function

Algorithm speck_round(x, vy, k):
Input:
x: Pointer to a 64-bit integer representing one half of the block.
y: Pointer to a 64-bit integer representing the other half of the block.
k: Pointer to a 64-bit integer representing the round key.

Output:
None. The updated values of x and y are stored at the provided memory addresses.

Procedure:
1. Right rotate the value pointed to by x by 8 bits.
2. Add the value pointed to by y to the value pointed to by x.
3. XOR the value pointed to by x with the value pointed to by k.
4. Left rotate the value pointed to by y by 3 bits.
5. XOR the value pointed to by y with the updated value pointed to by x.

16




Etailed description of the Speck algorithm:
3.1.1 Key Features:
1. Block Size: Speck supports two block sizes: 64 bits and 128 bits.
2. Key Size: The key size can be either 64, 96, or 128 bits.

3. Round Structure: Speck employs a Feistel network structure with a variable number of
rounds depending on the block and key sizes.

4. Key Schedule: Speck uses a key schedule algorithm based on a simple round function.

3.1.2 Algorithm Overview:
3.1.2.1 Initialization:

e |nput: Plaintext block (64 bits), Key (64, 96, or 128 bits).
e Output: Encrypted block.
3.1.2.2 Key Expansion:

e The key is expanded into an array of round keys using a simple key schedule
algorithm.

3.1.2.3 Encryption:

e Speck operates on the plaintext block using the round keys generated from the key
expansion.

e The encryption process consists of a series of rounds, typically between 22 to 34
rounds depending on the block and key sizes.

e Each round involves a combination of bitwise XOR, left and right circular shifts,
and modular addition operations.

e The round function mixes the plaintext with the current round key using bitwise
XOR operations, rotates the resulting value, and adds the round key again.

e The number of rounds is chosen to achieve the desired level of security while
maintaining efficiency.

3.1.2.4 Decryption:

o Speck decryption is essentially the reverse process of encryption, with the round
keys applied in reverse order.

17




3.1.3 Security:

Speck has undergone extensive analysis by cryptographers to ensure its security. It has
been scrutinized for resistance against various attacks, including differential and linear
cryptanalysis. While it may not have the same level of scrutiny or assurance as more widely
adopted ciphers like AES, it is considered secure for many practical applications, especially

those requiring lightweight and efficient cryptography.

3.1.4 Implementation:

Speck's simplicity makes it suitable for implementation in hardware or software on
resource-constrained devices. It requires minimal memory and computational resources
compared to more complex ciphers like AES. However, efficient implementations must take
care to protect against side-channel attacks, particularly on hardware platforms.

3.2 Performance Results

In this section, we present the results of execution the speck algorithm that encrypt /
decrypt different gray scale image. Both, execution time and throughput are measured for each
Image size as will as histogram for both original image and encrypt image see table (1)

Table (3.1): Performance Results

Image name Image size Encryption time Throu_ghput
seconds Gbits/s
Cameraman 320 * 320 0.006828 0.307140
Boat 512*512 0.007207 0.290988
Fruit 305 * 305 0.007231 0.290022

18




3.3 Histogram analysis results

The histogram analysis must be close to the uniform distribution. The best threshold of
uniform distribution that the good cipher method must be is very close to image size /256.

For example, in the case of gray scale image that have size of 512*512 the histogram
must equal to 1024,

1. The histogram of cameraman image

The histogram for the plain and the encrypted images is computed and draws as follows:
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Figure (3.2): The histogram analysis for the cameraman image

The histogram analysis results of cameraman cipher image of size 320*320 is close to 400, which is
mean that is close to the desired histogram distribution.
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2. The histogram of boat image

The histogram for the plain and the encrypted images is computed and draws as follows:
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A. Plain Image Boat

D. histogram of Encrypted Boat Image

C. Encrypted Boat Image

Figure (3.2): The histogram analysis for the Boat image

which is mean that is

The histogram analysis results of Boat cipher image of size 512*512 is close to 1024

close to the desired histogram distribution.
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The histogram of fruit image

The histogram for the plain and the encrypted images is computed and draws as follows:
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Figure (3.2): The histogram analysis for the fruit image

The histogram analysis results of fruit cipher image of size 305*305 is close to 363.38, which is mean that is

close to the desired histogram distribution.
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4.1 Conclusions:

1. The project successfully implemented the encryption of grayscale images using the Speck
algorithm.

2. Efficiency was assessed by calculating execution time and throughput.

3. Productivity was evaluated based on the encryption process and comparison with original
Images.

4. The histogram results obtained indicate the required security level for the Speck algorithm
when encrypting the plain images.

4.2 Future works
1. Explore the possibility of optimizing the encryption algorithm for faster execution.
2. Conduct further analysis on the security level of the encryption method used.

3. Experiment with encrypting images of different types (e.g color images) and sizes to test the
scalability and performance of the algorithm.

4. Consider implementing additional features, such as decryption validation and error handling.
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