Ol salall Eanill g Aladl addatl) 351 5
b Al
la glaall Lin 515 441S
Gla gleal) ISl anid
(Aleall): aul Al

A2l i el G

Network packet analysis

Cila glaall Lip gl & cila ghaal) CilSed ol A Guga )y sl 4 3 o Jpaal) ciltlia ga z A3 £ g e

A Graduate Project Submitted to the department of Information Networks of the College of
Information Technology, University of Babylon, in Partial Fulfillment of the Requirements for the
Bachelor’s degree in the Information Networks of Information Technology

L

Lﬁ)}:‘%j\ dlae e &9 G

Gl




Abstract

The aim of this research is to develop a system for tracking data
packets in communications networks using Deep Packet Inspection
(DPI) technology. The goal of the research is to analyze data traffic
and determine the source and destination of packets across the
network, with the ability to block a specific set of unwanted IP
addresses and apply advanced security measures. The research
approach is: Developing a DPI system: It includes developing a
system that uses DPI techniques to monitor data traffic, including
This includes encrypting and decrypting IP addresses to determine
the source and destination of packets. Providing IP protection and
blocking: A mechanism is implemented to block a group of IP
addresses based on specific criteria, by applying classification and
blocking of packets received from these Protect packet data and
prevent security threats during the tracking and analysis process.
These goals will be achieved by applying the mentioned methods in
the Python development environment using the Crypto and Scapy
libraries to generate the RSA key, encrypt and decrypt the data, and

analyze the movement of packets in the network.



