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Abstract 

 

The aim of this research is to develop a system for tracking data 

packets in communications networks using Deep Packet Inspection 

(DPI) technology. The goal of the research is to analyze data traffic 

and determine the source and destination of packets across the 

network, with the ability to block a specific set of unwanted IP 

addresses and apply advanced security measures. The research 

approach is: Developing a DPI system: It includes developing a 

system that uses DPI techniques to monitor data traffic, including 

This includes encrypting and decrypting IP addresses to determine 

the source and destination of packets. Providing IP protection and 

blocking: A mechanism is implemented to block a group of IP 

addresses based on specific criteria, by applying classification and 

blocking of packets received from these Protect packet data and 

prevent security threats during the tracking and analysis process. 

These goals will be achieved by applying the mentioned methods in 

the Python development environment using the Crypto and Scapy 

libraries to generate the RSA key, encrypt and decrypt the data, and 

analyze the movement of packets in the network. 

 

 

  


