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Abstract

The utilization of machine learning techniques for malware detection has become
increasingly crucial in contemporary cybersecurity landscapes. In this project, we delve
into the realm of malware classification by employing a KMeans clustering model on
features extracted from Portable Executable (PE) files. These features encompass a
spectrum of attributes such as file size, header information, and byte-level characteristics,
which collectively form a comprehensive representation of each file's intrinsic properties.

Despite the overarching goal of accurately distinguishing between malicious and Normal
PE files, our implementation confronts several challenges and opportunities for
refinement. One notable issue lies in the selection and extraction of features, as the
efficacy of the clustering model heavily relies on the discriminative power of these
attributes. Ensuring the inclusion of relevant features while mitigating noise and
redundancy constitutes a pivotal aspect of our endeavor.



