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Abstract

Since spoofing attacks have increased significantly, a lot of research is
being done on biometric security systems. Researchers are more interested in
multimodal biometrics to give better security using biometric applications.

Human biometric fusion is an approach that combines multiple biometric
modalities. A deep learning model is designed to identify people using their face,
iris, and fingerprint biometrics.

The Convolutional Neural Networks (CNNs) that form the model's
structure extract features from the images and use the Softmax classifier to
categorize them.

Many fusion approaches were tested to fuse the CNN models to examine their
influence on recognition performance. As a result, score and feature level fusion
approaches were used. In addition, CNN algorithms (VGG16, ReseNet50,
MobilevNet, DenseNet, GoogleNet) are implemented to create the additional
single modal face, iris, and fingerprint biometric models to compare their results
and prove the efficiency and superiority of the multimodal model.

. Model training and testing as well as model evaluation use the publicly
accessible actual multimodal biometric dataset SDUMLA-HMT. With a feature-
level fusion technique, the proposed model accuracy was 97.55%, and with a
score-level fusion approach, it was 99.37%, easily outperforming existing state-

of-the-art methods, according to the results.

Thus, the proposed multi-biometric identification model could be

representing a robust authorization technique
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Chapter One General Introduction

1.1 Introduction

The science and technology of biometrics is the measurement and analysis of
biological data from the human body for enhancing system security by providing
precise and dependable patterns and algorithms for person identification and
verification. Governments, the military, and businesses all use biometrics solutions
extensively. For person identification or recognition system, various types of

biometrics traits can be used.

All biometrics traits are grouped into physiological, behavioral, and soft
biometrics [1]. Under these three categories, various biometric traits are classified.
Fig. 1.1 shows three groups of biometric traits. From these categories of biometrics,
more than one biometric trait can be combined in the multimodal biometric

recognition systems.

Unimodal systems, which are a unique source of data in biometric systems,
are flawless but frequently have several issues when dealing with noisy data, such
as intra-class variances, constrained degrees of freedom, and non-universality.
Utilizing multimodal biometric systems, also known as "Biometric Fusion" systems,
which combine two or more biometrics, can help alleviate a number of these issues.
Due to the high degree of sophistication in the formation's architecture, a fused
biometric classification is superior to a unimodal biometric classification.
Information fusion in multimodal systems can be accomplished using a variety of

techniques, fusion levels, and integration methodologies.
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A biometric recognition system typically consists of four stages: sensors,
extraction of features, matching, and identification decision making [3]. In essence,
multimodal biometric systems need more than one characteristic to identify the

person [3]. Information that can be accessed in a biometric system module can be

Figure 1.1 Biometric Traits [2]

used to combine many quantities in multimodal biometric systems.
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For purposes of recognition, several biometrics researchers have used
machine learning techniques [4]. Before classifying the raw biometric data, machine
learning algorithms need to be transform it into a suitable format ( do some
prepossessing steps such as scaling and rotating) and then extract characteristics or

features from it [5].

Recently deep learning has a significant impact and delivered outstanding
outcomes in biometrics systems. Many of the drawbacks of traditional machine
learning algorithms, especially those related to feature extraction methods, have
been solved by deep learning algorithms. Deep learning algorithms can handle the

transformation of biometric images and features from raw data [6].

This research intends to thoroughly evaluate the algorithm for convolutional
neural networks (CNN) performance in recognizing a person using three biometric
attributes, namely face, iris, and fingerprint. These characteristics were chosen
because the fingerprint is probably the most well-known and evident individual
recognition attribute, and the iris is a good alternative due to its distinctive and
extremely exact nature of recognition information. The third trait, face, has been
incorporated to increase the accuracy of identification outcomes as well as the

security and dependability of the suggested model.

1.2 Problem Statement

1.2.1 Programming challenges

Each biometric modality may have different data formats, resolutions, and
quality. Preprocessing the data to bring it to a consistent format and quality
level can be a challenging task. Different biometric modalities require specific
algorithms and techniques for feature extraction. Each modality may have

unique characteristics and require domain-specific knowledge. Developing
3
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efficient feature extraction methods for each modality and representing them

in a unified format for fusion is a complex programming task.
1.2.2 Application Challenges

Integrating multibiometric fusion systems into existing applications or
infrastructure can be challenging. The systems need to be compatible with the
existing software and hardware components, which may have different data
formats, protocols, and interfaces. Ensuring seamless integration and

interoperability requires careful planning and programming.
1.3 Hypothesis of thesis

In order to verify or identify individuals for authorization problems, multi-
biometric systems use the evidence provided by various biometric sources (such as
the face, iris, and fingerprint). The purpose of this thesis is to create reliable
multimodal biometric model for identity verification that fuses the modalities of
face, iris, and fingerprint at the feature and score levels. . It is also more user-

friendly, producing accurate results, attack-resistant, and matching data quickly.

1.4 Limitation of thesis

1. Increased complexity: Multibiometric fusion systems are inherently more
complex than single-modality systems. Integrating multiple biometric
modalities, preprocessing the data, developing fusion algorithms, and managing
the system architecture require additional complexity in design,
implementation, and maintenance. This complexity can make system

development and management more challenging.

2. Hardware and infrastructure requirements: Multibiometric fusion systems may

require specialized hardware and infrastructure to handle the processing and
4



Chapter One General Introduction

storage demands of multiple biometric modalities. This can increase the cost of
implementation and maintenance. Moreover, deploying such systems in
resource-constrained environments or on mobile devices with limited

processing power and storage capacity can be challenging.

3. Data availability and interoperability: Multibiometric fusion relies on the
availability of multiple biometric modalities from individuals. However,
obtaining data from all modalities for all individuals may not always be feasible
or practical. Some individuals may not have certain biometric traits, or the
quality of data from different modalities may vary. Achieving interoperability
between different biometric sensors and systems can also be challenging due to

differences in data formats and protocols.

1.5 Questions will Answers

The objective of this thesis is to answer the following research queries:

Research Queryl: How many levels of fusion are there to fuse multiple traits?
Research Query2: What are the most popular levels of fusion?

Research Query3: What are the existing multimodal databases?

Research Query4: What are the vulnerabilities of multimodal biometric?
Research Query5: What are the Challenges in multimodal biometric systems?
Research Query6: What are the future directions in the area of multimodal

biometric systems?
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1.6 Literature Survey

One of the common and increasingly effective machine learning techniques
used for feature selection, object classification, and object filtering processes is deep
learning (DL) [7].This section provides a survey of the most current developments
in the area of biometric fusion. The use of deep learning and artificial intelligence

techniques in this field is particularly highlighted.

In [8] Alay and Al-Baity proposed new multimodal biometric human
identification system is proposed, which is based on a deep learning algorithm for
recognizing humans using biometric modalities of iris, face, and finger vein. The
structure of the system is based on CNNs which extract features and classify images
by softmax classifier. For fusing the CNN models, different fusion approaches were
employed. The performance of the proposed system was empirically evaluated by
conducting several experiments on the SDUMLA-HMT dataset. The results showed
achieving an accuracy of 99.39%, with a feature level fusion approach and an
accuracy of 100% with different methods of score level fusion.while our proposed
model we using five different CNN , same datasets, three steps of preprocessing and

achives accuracy 97.55% and 99.37% with feature and score level respectivly.

In [9] Mahmoud et al suggested a multimodal biometric identification technique
to verify a person's identity using his or her iris and face features. The work used
feature-level fusion utilizing a novel fusion technique.Through a series of
experiments using the SDUMLA-HMT database, the suggested systems'
performance was confirmed and assessed. The suggested approach has produced
results with a reduced equal error rate (EER) and up to 99% recognition accuracy.

while our proposed model we using five different CNN , same datasets, three steps
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of preprocessing and achives accuracy 97.55% and 99.37% with feature and score

level respectivly.

In [10] Yadav used the biometric modalities of iris, fingerprint, and handwritten
signature, a new multi-modal human identification model A proposed algorithm
based on deep learning. The architecture of the system is based on convolutional
neural networks (CNNSs), feature and score-level fusion techniques were applied.
The multimodal biometrics dataset SDUMLA-HMT was used to conduct many tests
to evaluate the performance of the suggested system. The acquired results showed
that accuracy of 99.11 percent with the feature-level fusion technigue and an
accuracy of 99.51 percent with a different approach of score-level fusion. while our
proposed model we using five different CNN , same datasets, three steps of
preprocessing and achives accuracy 97.55% and 99.37% with feature and score level

respectivly.

In [11] Kamlaskar and Abhyankar proposed a feature-level fusion using
Canonical Correlation Analysis (CCA) to combine the feature sets of a person's iris
and fingerprint. The multimodal dataset ‘SSDUMLA-HMT"’ are taken into account in
this experiment to evaluate the effectiveness of the proposed system. They
demonstrated that the performance of the suggested technique greatly beats that of
the unimodal system in terms of equal error rate (EER). a study of the correlation
between images of the Left and Right Fingerprints (EER of 0.1050 percent) and the
Left and Right Iris (EER of 1.4286 percent) is presented in order to take into account
the impact of laterality and feature dominance of the selected modalities for the
trustworthy multimodal biometric system. while our proposed model we using five
different CNN , same datasets, three steps of preprocessing and achives accuracy

97.55% and 99.37% with feature and score level respectivly.
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In [12] Vijayakumar constructed a multimodal biometric user identification
model . The system performs feature extraction using the CNN deep learning method
to accurately and error-free identify an individual. The face, iris, palm print, and
finger vein were used to identify the subject, along with two different ways of score
fusion. This research created a hybrid deep-learning classification approach from
scratch that are appropriate for each character. For palm-print picture recognition,
for instance, combining CNN with a finger vein support vector machine (SVM)
delivers increased precision. Generally speaking, the SVM can classify the images
well. Additionally, this research used deep learning algorithms to investigate a wider
range of identification features, including DNA, signatures, and hand shapes. And it
achieved a 94% accuracy rate. while our proposed model we using five different
CNN , same datasets, three steps of preprocessing and achives accuracy 97.55% and

99.37% with feature and score level respectivly.

In [13] Channegowda and Prakash designed multimodal biometric models to
increase the accuracy of recognizing a person. This approach makes use of a
combination of physiological and behavioral biometric traits. The qualities of
signature biometrics and fingerprint are integrated to create a multimodal
recognition system. Biometric traits are used to derive histograms of oriented
gradients (HOG) features, which are then fused at two different levels. Deep learning
neural network models are then trained using these features. The outcomes of the
proposed study are assessed by a variety of hidden layers and hidden neurons using
Deep learning classifier and multi-level feature fusion for multi-modal biometrics.
On the MCYT and SDUMLA-HMT signature biometric recognition datasets,
experiments are conducted, and positive results were obtained. It achieved a 93.33%

accuracy rate. while our proposed model we using five different CNN , SDUMLA-
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HMT datasets, three steps of preprocessing and achives accuracy 97.55% and

99.37% with feature and score level respectivly.

In [14] Sarangi et al suggested a recognition system this system not only
addresses the drawbacks of ear biometrics but also boosts the total recognition rate.
It is based on the profile face and ear. the kernel discriminative common vector
(KDCV) technique is utilized over the collected feature set. With the help of deep
features extracted from three well-known pre-trained CNN models, namely
AlexNet, GoogleNet, and VGG16, the effectiveness of the proposed model has been
confirmed. Experimental results on two benchmark datasets unmistakably
demonstrate that the suggested strategy outperforms individual modalities and other

cutting-edge techniques in terms of performance.

Table 1.1 A Summary of Literature Review

References | Authors Biometric | Fusion used datasets Performance
Traits Approach | algorithms Metrics
used

[8] (Alay and | Iris, Face, |a feature CNN model SDUMLA- | Accuracy

Al-Baity | and Finger | level fusion | (VGG-32), HMT =99.39%
2020) Vein , different softmax Accuracy
methods of | classifier =100%
score level
fusion
[9] (Mahmoud | Iris & Face | a feature (R-HOG) SDUMLA- | Accuracy =
, Selim, level fusion HMT 99%
and Muhi Database
2020)
[10] (Yadav Iris,Finger | a feature CNN model | SDUMLA- | Accuracy
2021) printand | level fusion | (VGG-32), HMT =99.11%
written , different softmax Accuracy
signature | methods of | classifier =99.51%
score level
fusion
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[11] (Kamlaska | iris - a feature canonical SDUMLA- | Right Iris and
r and fngerprint | level fusion | correlation HMT Right
Abhyankar analysis Fingerprint
2021) (CCA) images (EER
of 0.2812%)
and b) Right
Iris and Left
Fingerprint
images (EER
of 0.1050%)
[12] (Vijayaku |iris, face, |a feature CNN USM and Accuracy
mar 2021) | finger level fusion SDUMLA- | =94%
vein, and | score level HMT
palm print | fusion
[13] (Channego | Fingerprint | multi-level | CNN fingerprint | Accuracy
wdaa. b. |- Signature | feature from =93.33%
and fusion SDUMLA-
Prakash HMT and
2021) signature
from
MCYT
[14] (Sarangi et | ear - a feature CNN side face Accuracy
al. 2021) | profile level fusion | (AlexNet, images of =99.05
face VGG1l6and | the
GoogleNet) collection E
(UND-E)
and
collection
J2 (UND-
J2)
databases.

10
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1.7 Layout of the Study
The reset of thesis has four chapters in addition to chapter one, organized as

follows:

1. Chapter Two: (Theoretical Background): The basic functions and
activities performed by multi-biometric systems and the corresponding
databases are covered in this chapter. In this thesis, deep learning techniques
and evaluation measures are applied.

2. Chapter Three: (The Proposed Model): The design and implementation of
the suggested models, which include two multimodal and three single-modal
biometric systems, are covered in this chapter.

3. Chapter Four: (Experimental Results and Evaluation): This chapter
provides an explanation of the experimental findings for each stage of this
work.

4. Chapter Five: (Conclusions and Future Works): This chapter presents the

thesis' conclusions and provides a list of recommendations for future work
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Chapter Two Theoretical Background

2.1 Introduction

This chapter provides an overview of the strategies and methods used in the
multimodal biometric model that has been developed. The following is how this
chapter is organized: First, a summary of biometric models is given, along with
descriptions of how face, iris, and fingerprint identification models work. Second,
an explanation of CNN and artificial neural networks is provided, along with a
discussion of the image processing techniques employed, the source database, and

performance metrics.

2.2 Biometric Model
A biometric model essentially consists of a pattern recognition model that

collects biometric information from a person's traits, extracts a set of characteristics
for training, and then is prepared it to perform personal identification or verification.
[15].
2.2.1 Modules of the Biometric Model

The generic biometric model primarily consists of four primary modules that
work together to perform various functions. Below is a description of each of these
modules [16] .

1. Sensor module: The sensor module is responsible for capturing biometric data
from individuals. It includes the hardware components such as fingerprint
scanners, iris scanners, cameras, microphones, or other sensors specific to the
biometric modality being used. The sensor module converts the biometric
traits into digital signals or images for further processing.

2. Feature extraction module: The feature extraction module analyzes the
preprocessed biometric data to extract distinctive and discriminative features.
It uses algorithms and techniques specific to the biometric modality being

12
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used. For example, in fingerprint recognition, this module may extract
minutiae points, while in face recognition, it may extract facial landmarks or
texture descriptors. The extracted features serve as a compact representation
of the biometric data.

3. Matching module: The matching module compares the acquired biometric
template with the templates stored in the database to determine the identity of
the individual. It uses matching algorithms to measure the similarity or
dissimilarity between the templates. The matching process may involve
statistical modeling, pattern recognition techniques, or machine learning
algorithms depending on the biometric modality and system requirements.

4. Database module: The database module stores and manages the biometric
templates of enrolled individuals. It allows efficient storage, retrieval, and
indexing of templates for matching operations. The database module may also
include functionalities for template enrollment, deletion, updating, and
backup.

These modules work together to form a complete biometric system.

2.2.2. The Biometric System's Phases
The training phase and the testing phase are the two primary phases:

A- Training Phase: This phase includes gathering the biometric information
from the person who wants to sign up for the system and storing it in the
system database. First, the biometrical attribute is scanned by a biometric
sensor, which creates the initial data. A pre-processing step is then
performed on the data to guarantee its validity. From this initial data,

features are then taken in order to create a feature set. In order to use this
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feature set in the identification or verification processes later, it is kept in
the system database [15] .

B- Testing Phase: In this phase, the biometric data is collected from the
already enrolled person and goes through the same feature extraction and
pre-processing steps to produce a feature set that will be compared to
corresponding reference feature sets that are stored in the database to
establish the identity of the person. Identity management functionalities
come in two processes : Identification and Verification Modes [17]:

1. Verification Mode: The verification mode is a one-to-one matching process.
In this mode, the person claims an identity, which is typically an
Identification Number, User Name, Label, etc. The system then compares
the person's feature set with the identity by looking just at the one feature set
that matches it. Depending on how closely these two feature sets resemble
one another, the person is either accepted or rejected.

2. ldentification Mode: Since the person does not claim an identity, the
identification mode is similar to verification but uses a one-to-many
matching procedure to identify the person by looking for a match in the
feature sets of all the enrolled users in the system database (or fails if the
individual is not enrolled). Identification mode serves as a convenience or a
means of preventing one person from utilizing several identities (the user is

not preferring to claim an identity).

2.3 Face Identification Model

The difficulty in face recognition or identification is that the frontal view of
different faces looks almost similar and the differences are quite small, this making
many of pattern recognition techniques unsuccessful in distinguishing between
them. There are several factors that cause variations in the face appearance such as
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illumination, age and pose variations (orientation of the face) which are the main
three problems for the face recognition systems.

In essence, during the face recognition phase, features from the face are
extracted and compared to those that the system has been trained on. This phase
typically consists of a feature extraction step, a classification or matching step, and
occasionally, face normalization techniques are used to normalize the face's

photometric and geometrical characteristics [18].

2.4 Fingerprint Identification Model
One of the most attractive biometric technology types is the fingerprint
identification system. Each person's finger has distinguishing features that can be

used to identify or confirm them [13].

2.5 Iris Identification Model

Iris is one of the most interesting type of biometric technologies. It refers to
the automated process of recognizing individuals based on their iris patterns. Iris
recognition algorithms have demonstrated very low false match rates and very high
matching efficiency in large databases. This is not entirely surprising given the
complex textural pattern of the iris stroma that varies significantly across
individuals, the perceived permanence of its distinguishing attributes, and its limited
genetic penetrance [18]. A large-scale evaluation conducted by the National Institute
of Science and Technology (NIST) has further highlighted the impressive
recognition accuracy of iris recognition in operational scenarios [19]. According to
a report from 2014 [8], over one billion people worldwide have had their iris images
electronically enrolled in various databases across the world. This includes about

one billion people in the Unique Identification Authority of India (UIDAI) program,
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160 million people from the national ID program of Indonesia, and 10 million people
from the US Department of Defense program. Thus, the iris is likely to play a critical

role in next generation of large-scale identification systems.
2.6 Artificial Neural Networks

Acrtificial Neural Networks (ANNS) architectures are similar to the biological
structure of the human brain's neurons. Neural networks have recently become the
standard tool for solving a variety of computer vision problems [20]. One of the most
basic ANN topologies is the Feed forward Neural Network. These neural networks
consist of three types of layers: layers for input, output, and hidden layers. For
pattern recognition tasks, external data is received by an input layer. An output layer
offers the answer to the issue. A hidden layer that links the other layers processes
data entries and map the inputs to the outputs. The more hidden layers a network
has, the deeper the network is considered. Fig 2.1 represent the structure of a single

neuron in the ANN architecture
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Figure2.2 Structure of a single Neuron [21]

As shown in Fig 2.1, a single neuron receives a number of inputs from nodes

in the previous layer. All inputs are weighted differently by multiplying each input
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by a learnable parameter called Weight. Then, the neuron sums up all of its input

with another learnable parameter called Bias [22].

Summation Function: §=), xi(W;+ B,) i=0-n (2-1)
Activation Function: Y = (§) (2-2)

where:. xi = input acquired from previous layer

Wi = learnable weight

B = learnable bias

n = number of inputs

¢ = summation output

Y = neuron output

2.7 Deep Learning

In the traditional machine learning approach, the system receives inputs from
specified features. In other words, just the most crucial and important elements are
chosen or created [23]. The engineer or programmer performs this manually. that
means a software engineer would have to select the relevant features in a more
traditional Machine Learning algorithm (manually choose features and a classifier)
because traditional Machine Learning algorithms have a rather simple structure,
such as linear regression or a decision tree, while Deep Learning algorithms require
much less human intervention [24]. The features are extracted automatically and the
algorithm learns from its own errors. However, the best outcomes are not usually the
result of doing this. Considering that there are several phases and numerous methods
for dealing with them. Furthermore, the greatest outcomes are not always achieved
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by manually selecting and developing features.[24]. Fig 2.2 illustrates the key

distinction between ML (machine learning) and DL (deep learning).

Machine Learning

&n &y — 237 Il

Input Feature extraction Classification Output

Deep Learning

Input Feature extraction + Classification

Figure 2.2 Basic Distinctions Between Deep Learning and Machine Learning
[25]

Briefly, Deep learning, machine learning, and artificial intelligence are related
concepts but differ in their scope and functionality. Table 2.1 explains a comparison

between these terms:
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Table 2.1 A comparison Between Deep Learning and Machine Learning and

Artificial intelligence [23]

Acrtificial Intelligence

Machine Learning

Deep Learning

Al refers to the broader
field of computer
science that aims to
create intelligent
machines capable of
performing tasks that
typically require human
intelligence

ML is a subset of Al
that focuses on
developing algorithms
and statistical models
that enable computer
systems to learn from
data without being
explicitly programmed

DL is a subfield of
machine learning that
specifically utilizes
artificial neural
networks inspired by
the structure and
function of the human
brain.

It involves the
development of
algorithms or systems
that can perceive,
reason, learn, and make
decisions. Al
encompasses various
subfields, including
machine learning and
deep learning.

ML algorithms learn
patterns and
relationships in large
datasets, allowing them
to make predictions or
take actions based on
new, unseen data.

DL models, known as
deep neural networks,
consist of multiple
layers of
interconnected nodes
(neurons) that process
and transform input
data. DL algorithms
learn hierarchical
representations of
data, automatically
extracting features at
different levels of
abstraction
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artificial intelligence is
the overarching field

traditional ML
algorithms often
require manual feature
engineering

DL algorithms can
automatically learn
relevant features from
raw data, reducing the
need for manual
feature extraction.

artificial intelligence is
the overarching field

ML algorithms can also
achieve high
performance but may
require more effort in
feature engineering.

its ability to learn
hierarchical
representations, has
achieved state-of-the-
art performance in
various domains,
especially those with
complex and large-
scale datasets

artificial intelligence is
the overarching field

ML models are often
more interpretable, as
the features and
decision-making
processes are explicitly
defined

DL models, with their
complex architectures,
can be more
challenging to
interpret, often
referred to as "black
boxes."

artificial intelligence is
the overarching field

ML has achieved
success and requires
less data and
computational
resources compared to
DL techniques.

DL has achieved
remarkable success
but requires more data
and computational
resources compared to
traditional ML
techniques.
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2.7.1 Deep Neural Networks (DNN)

DNN is ANN with several hidden layers in theory. One of the ANN structures
that is frequently utilized for DNN is the MLP. It is nearly impossible to successfully
train more than a few hidden layers since neural networks are made up of layers of
coupled neurons. A network can have dozens or even millions of weights, hence the
DNN needs a lot of data to be fed into the training phases as well as incredibly long

computation times [26] [27].

Fig 2.3 represents a DNN architecture with (5) input nodes, (4) hidden layers

with (7) neurons, and (4) output nodes, and simple neural network.

Simple Neural Network Deep Learning Neural Network

@ nput Layer () Hidden Layer @ Output Layer

Figure2.3 Architecture of Deep Neural Network [21]

A hidden layer can have any number of neurons that connect to one or more
nodes from the previous layer. A layer can be Fully-Connected If its neurons connect
to all outputs of the last layer. While ANN architecture can have only one layer,
DNN consist of any number of hidden layers. This helps DNN architectures to go
deeper than ANN in any defined task. Deeper means that a network can solve more

complicated and advanced problem [28].
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Fig 2.4 represents a DNN architecture with (3) input nodes, (4) hidden layers
with (5) or (7) neurons, and a single output node. Other types of DL architectures
differ in the neuron functionality or the nodes’ connection scheme. Fig 2.3 shows
different types of neural networks architectures. Input layers consist of nodes equal
to the number of input elements. This means an image requires as many nodes as the
number of pixels in an image array. Whereas; the number of output nodes indicates
the number of classification categories in a classification task. Determining the
number of hidden layers and neurons is problematic as it requires further knowledge

and many trials [29].
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Input
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Input Hidden Hidden Hidden Hidden Output
Layer Layer Layer Layer Layer Layer

Figure2.4 Feed Forward Deep Neural Network Architecture [30]
2.7.2 Convolutional Neural Networks

Convolutional Neural Network (CNN or ConvNet) is a common type of
Neural Network commonly used in computer vision applications such as image
classification and segmentation [22]. CNNs are similar to traditional neural networks

in that they consist of neurons with learnable weights and biases. But the neurons in
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a CNN hidden layer are connected efficiently to extract features and patterns from
images. If a 2D image had (N x M) number of pixels, a feed forward DNN

architecture would require (N x M) learnable weights per a single neuron.

CNN shares a defined number of learnable weights across all input elements.
Due to this, large-scale network designs are much easier with CNNs than other types
of DL architectures. CNNs are considered to be space invariant, that is, classification
ability is not influenced by features’ location within an input image. This is a
desirable characteristic for pattern recognition since a CNN can detect and extract a
feature regardless of its location [29]. An example of CNN architecture is illustrated
in Fig 2.5.

224x224x64

112x112x128

224x224x3 1024

face .
56x56x256 512

L g’ J r 28x28x512 14x14x512 106

14x14x512 7x7x512

28x28x256
56x56x128

112x112x64 C f Pooling layer

Convolutional layer +RelU

[] Fully connected layer

Figure2.5 Architecture of Convolutional Neural Network [22]

A commonly used type of a CNN architecture, consists of numerous
convolution operation proceeded by several Down-Sampling operations. CNN
architectures consist of various types of layers, or so-called the layers or building

blocks. Each layer type has a different functionality and use case scenario [31].
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2.7.2.1 Convolution Layer

It is the most significant layer that performs the essential convolution
operation in CNN architecture. Convolution layers have one or more arrays of
learnable weights called filters, or kernels, whose values need to be learned. Each
kernel, in a convolution operation, is convolved with the input to compute the output.
In other words, each kernel is slid across the input and the summation of the dot

products between the input and the kernel is computed at every single position.

Outputs of the convolution operation are called feature maps; or activation
maps. The number of feature maps is equal to the number of kernels as each kernel
would output a single feature map. Trained kernels within several consecutive
convolution layers can extract hard features efficiently [22] . Convolution operation
of a (3 x 3) kernel is illustrated in Fig 2.6.

Two concepts are important can impact the shape of the feature map when

performing a convolution operation:

e Stride: is the number of steps a kernel moves when sliding across the input map.
The stride of two means that the filter will slide across two elements at a time,

skipping one when moving in a direction.

e Padding: is the process of adding values to the outside boundary of the input
feature map. When aligning the center of a kernel to a corner of the input, (2) kernel
edges would go beyond the input border where there are no values. Hence, the filter
will start with the pixel next to the input borders if no padding existed. By default,

padding values are “0”
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Figure2.6 2D Convolution Operation [22]

2.7.2.2 Pooling Layer

The pooling layer, also called the down-sampling layer, usually lies between
a set of convolutional layers. Pooling layers take a small patch of its input and sub-
sample it to produce a single output. Pooling operation takes only one value of the
selected canvas, thus reducing the dimensionality of the feature maps. Convolution
layers could perform a pooling operation by themselves if they moved more than
one step at a time, skipping some pixels in-between steps. Due to pooling operations,
some information is lost; however, this is a necessary step to reduce the complexity

of the network.

Global Pooling layers perform a more extreme dimensionality reduction than

regular pooling layers. Global pooling layers do not down-sample but rather reduce
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the dimensionality of the input feature map to a single element. There are two types
of pooling layers in general: max-pooling and average pooling. Fig 2.7 shows an
example difference between pooling layers.

Global Global
Average Pooling Max-Pooling

W poon
T

T
aEan

E Average-Pooling Max-Pooling }

Figure 2.7 Max-pooling Operation [22]

2.7.2.3 Activation Layer

The output of the preceding layer, which is often a convolution layer, is
subjected to non-linearity in activation layers. By reducing pointless values, this
non-linearity enables the network to train more quickly. In neural networks, the
activation function decides whether the neuron will be activated or not based on the
summation function result. The same concept applies to CNN; the activation layer
defines the elements of the input feature map. Several activation functions can be
used like Sigmoid, Tanh, ReLU, SoftMax, etc. Fig 2.8 shows two different activation

function curves.
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Sigmoid: (x) = T (2-3)

+ e—Xxi

Tanh:(X)= 1_{_; -1 (2-4)

ReLU: (x) = argmax (0, xi) (2-5)

xi

SoftMax: (x) = —%; c : (2-6)
j=1¢"

Where: xi = input feature map element (i)
argmax = maximum between two values.

K = number of classesin the feature map.

Sigmoid RelLU
1.0 4 10 -
0.8 1 8
0.6 -~ 6 1
0.4 - 4-
0.2 1 2
0.0 | ! i i 0 i

-10 -5 0 5 10 -10 -3 0 5 10

Figure2.8 Sigmoid and RelL.U plots [25]

2.7.2.4 Normalization Layer
The normalization layer standardizes the inputs to a layer by subtracting the
mean and dividing by the standard deviation. Normalization has the effect of
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stabilizing the learning process and dramatically reducing the training time required
to train deep networks. Based on the dimension of the normalization; Normalization
layers are categorized into: batch normalization, layer normalization, instance

normalization, and group normalization.

X -
(o)

= (2-7)

normalization: X =

where: X = normalized array
U =mean o = standard deviation

2.7.2.5 Deconvolution Layer

Deconvolution is a mathematical operation that works the opposite way of
convolution and pooling operations. Instead of sliding the kernel across the input
feature map, each element of the feature map slides across that kernel.As a result,
the input feature map is up-sampled by the kernel size. Deconvolution layers are
substantial in the image segmentation field. Fig 2.9 illustrate a deconvolution

operation.

DeConvolution
Kernel : 2x2
stride=2

Figure 2.9 Deconvolution Operation with Stride of (2) [25]
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2.7.2.6 Dropout layer

In neural networks, dropout layers switch a defined percentage of the
network's neurons at random in the training phase. When neurons are switched off,
the incoming and outgoing connections to those neurons drop as well. The dropout
percentage must be lower than (50%) to avoid dropping out more than half of the
model. The dropout layer functions only during the training phase. Dropout has the
effect of making the training process noisy, forcing non-dropped neurons to take
more responsibility. This concept prevents learnable parameters from settling on

unwanted points. The dropout layer can be implemented as follows:

Consider a neural network with L hidden layers. Let | € {1, ..., L} index the
hidden layers of the network. Let y | denotes the vector of outputs from layer |. The

dropout equation is the following

rj = ~Bernoulli(p) (2-8)

yt=r'oy! (2-9)

Where r! is a vector of independent Bernoulli random variables, each of which has
probability p of being 1, y* the outputs of layer I, © element-wise product, and y~*
Is thinned output that will be as input x for next layer I+1. Fig 2.10 illustrate a dropout

operation.
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Figure 2.10 Dropout Operation [7]

2.7.2.7 Fully-Connected Layer

The Fully-Connected layer is similar to the feedforward ANN architecture
that has only one hidden layer. Fully-connected indicates that all the neurons of these
layers connect to all input map elements of this layer. Each neuron produces a single
output making the number of outputs equal to the number of neurons. Usually, fully-
connected falls at the end of a CNN architecture due to their classification ability.
Besides, due to their fully-connected nature, these layers require an enormous
number of learnable parameters. Placing the fully connected layers after several
dimensionality reduction operations, like pooling, reduces the number of learnable

parameters needed.
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2.7.2.8 Loss Function

In the CNN model training, a loss function is performed in the output layer
to calculate the predicted error created across the forward propagation pass. This
error reveals the difference between the actual predicted and desired output. The
main goal of the network training is to minimize the loss function, also known as the
cost function, by updating the learnable parameters iteratively. Choosing a loss
function for specific problem is not straightforward and may depend on the task in
hand. Several loss functions can be used such as Cross-Entropy, and Mean Squared

Error (MSE) [22] . Cross-entropy equation are described below:
N
1 . . . .
zZj = —;Z y'Ing(z)+(1-y)In (1 - g(Z‘))
i=1

(2-11)

Where n is number of classes, ' is the desired output for the i’th class . g (z*) is the

estimated probability of class i

2.7.2.9 Forward Propagation of Subsampling layer

Feed forward operation of subsampling layer is straight forward, since the
input feature-map is divided into none-overlapping sub-regions, mostly the size is
2x2 and each of these produces one output. Another possibility is to have
overlapping but using larger size of sub-regions [32]. The max-pooling subsampling

operation is defined as in equation (2.12):

xf].u.v = MAaX,p c(0s-1) (ya.(i+a).(i+b)) (2-12)

where q € F [ feature set, s is the size of pooling sub-region
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2.8 Image Processing Techniques
This section discusses the image processing methods that were employed in this
thesis to enhance and preprocess the source images.

2.8.1 Bilinear Interpolation Method for Image Resizing
Bilinear interpolation is a commonly used method for image resizing. It is a

technique that estimates new pixel values based on the surrounding pixels in the

original image. Bilinear interpolation considers the four nearest pixels to the desired
location and calculates the weighted average of their values to determine the new

pixel value [33].

Here's how the bilinear interpolation method works for image resizing:

1. Determine the target size: Decide on the desired dimensions (width and
height) for the resized image.

2. Calculate the scaling factors: Calculate the scaling factors for both the width
and height by dividing the target size by the original size. For example, if the
original image has dimensions of 100x100 pixels, and you want to resize it to
200x200 pixels, the scaling factors would be 2 for both width and height.

3. Iterate over each pixel in the resized image: For each pixel in the resized
image, perform the following steps:

a. Calculate the corresponding position in the original image: Divide the
coordinates of the pixel in the resized image by the scaling factors to find
the corresponding position in the original image. For example, if the
current pixel coordinates in the resized image are (50, 50) and the scaling
factors are 2, the corresponding position in the original image would be
(25, 25).
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b. Determine the four nearest pixels: Identify the four nearest pixels around
the corresponding position in the original image. These pixels will be used
for bilinear interpolation.

c. Perform bilinear interpolation: Calculate the weighted average of the pixel
values of the four nearest pixels based on their distances from the
corresponding position. The closer a pixel is to the corresponding position,
the higher its weight in the average. This weighted average determines the
new pixel value for the resized image.

4, Repeat the process for all pixels in the resized image: Iterate over each pixel
in the resized image and perform bilinear interpolation to determine their new
values.

By using bilinear interpolation, the resized image is generated by smoothly

blending the colors and intensities of the original pixels, resulting in a more visually

pleasing and natural-looking image [34].

2.8.2 Data Augmentation
Data augmentation is a technique used in computer vision and machine learning to
artificially increase the size and diversity of a training dataset by applying various
transformations to the original images. This helps improve the performance and
generalization of models by exposing them to a wider range of variations in the data
[35]. Here are some common data augmentation techniques applied to images:

1. Rotation: Rotate the image by a certain angle, such as 90 degrees, 180 degrees,

or a random angle within a specified range.
2. Flip: Flip the image horizontally or vertically to create a mirror image.
3. Scaling and Resizing: Scale the image up or down by a certain factor.

Resize the image to a specific width and height.
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4. Translation: Shift the image horizontally or vertically by a certain number of
pixels.
5. Shear: Apply a shearing transformation to the image, which slants the image
along a particular axis.
6. Zoom: Zoom in or out of the image by either cropping or padding the image.
7. Noise Injection: Add random noise to the image, such as Gaussian noise or
salt-and-pepper noise.
8. Color Jitter: Modify the color of the image by adjusting brightness, contrast,
saturation, or hue.
9. Elastic Distortion: Apply elastic deformations to the image, mimicking the
effects of stretching and contracting.
10.Random Cropping: Randomly crop a portion of the image to focus on specific
regions.
11.Random Erasing: Randomly erase a rectangular portion of the image,
simulating occlusions or missing data.
These are just a few examples of data augmentation techniques for images. The
specific combination and parameters of augmentation techniques depend on the
specific task, dataset, and desired variations. By applying these transformations to
the original images, you can generate a larger and more diverse dataset for training

machine learning models, ultimately improving their robustness and performance.

2.8.3. Data Normalization
Dataset normalization is a preprocessing step in machine learning that aims to
standardize the feature values of a dataset. The goal of normalization is to bring all

features onto a similar scale, which can improve the performance and convergence
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of machine learning models [36]. Here are some common techniques for dataset
normalization:
1. Min-Max Scaling (Normalization)
2. Standardization (Z-score normalization)
3. Robust Scaling
4. Unit Vector Scaling
These normalization techniques ensure that each feature has a similar scale,
avoiding the dominance of certain features with larger values and enabling the
model to learn from all features equally. The choice of normalization technique
depends on the specific characteristics of the dataset and the requirements of the

deep learning algorithm being used.

2.9. Different Types of CNN Models
There are numerous CNN architectures with various convolutional, pooling,
ReLU, fully connected, and custom layers. Below are descriptions of the most

popular architectures.
2.9.1 LeNet-5

The first effective implementation of CNN architectures was LeNet, which
Yann LeCun suggested in 1989[32]. The architecture was improved to LeNet5 and
successfully used to recognize handwritten digits. LeNet-5 has a straightforward
architecture made up of three fully linked layers and two convolutional layers. The
final fully connected layer included 10 neurons, one for every digit class probability,
and the incoming training images were (32x32) in resolution. LeNet-5 contains

(60,850) learnable parameters in total. LeNet-5 architecture is shown in Fig 2.11
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Figure 2.11 LeNet-5 Architecture [22]

2.9.2 AlexNet

AlexNet architecture was designed by Krizhevsky et al. [37] in 2012. AlexNet
was the best CNN architecture at the time and includes 61 million learnable
parameters. AlexNet contains three fully connected layers and five convolutional

layers, making it deeper than LeNet. The AlexNet architecture is shown in Fig 2.12.

inout e max-pool max-pool max-pool
inpu 3x3 3x3 3x3

224%224%3

4096 4096 1000

Figure 2.12 AlexNet Architecture [22]

As the first person to use the ReLU activation function, Krizhevsky's network trained
far more quickly. Max-pooling was used by Krizhevsky to carry out the down-
sampling procedure and a (50%) dropout layer to aid in the training process, both of

which have shown to be quite successful.
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2.9.3 Visual Geometry Group (VGGL16)

VGG16 was designed at Visual Geometry Group (VGG) by Simonyan and
Zisserman.[38] in 2014 using a more complex configuration of AlexNet . In
comparison to AlexNet, VGG has a smaller (3x3) convolution kernel and (2x2)
pooling kernel. VGG16's architecture typically comprises of (3) fully-connected
layers, ReLU activation, and max-pooling layers, followed by (13) convolution

layers.

More than twice as many learnable parameters as AlexNet are available in
VGG16 (138 million). Compared to VGG16, VGG19 is a deeper model with more

convolutions. Fig 2.13 provides an illustration of the VGG-16 architecture diagram.

max-pool
2x%2

max-pool
2x%2

224%224x3

4096

Figure 2.13 VGG16 Architecture [22]
2.9.4 GoogleNet

The architecture of GoogleNet (Inception-v1) designed by Szegedy [39], uses
a module from Inception to cut down on the number of parameters. The inception
module's concept is that it goes deeper and wider rather than just deeper. In other
words, it employs a number of concurrent convolution layers with pooling steps to
process a particular input. Feature maps are combined at the conclusion of the
inception module's convolution layers. The number of levels in the GoogleNet
architecture was also raised to 22.
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However, AlexNet uses 12 times more learnable parameters than (5) million,
which results in substantially higher accuracy. For a drastic dimensionality
reduction, GoogleNet substituted one fully linked layer with a (7x7) average pooling
layer [46]. GoogleNet uses parallel lines of convolutions with various filters (1x1),
(3x3), and (5x5), as seen in Fig 2.14, followed by concatenation. Since it has a stride
value of, the max-pooling layer does not reduce the dimensionality (1). Simply the
greatest activation value is repeated over a (3x3) region. Additionally, the (1x1)
convolution layers are used to increase non-linearity and decrease the amount of

feature mappings.
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Figure 2.14 GoogleNet Module [22]
2.9.5 Residual Neural Network

Researchers have increased the number and depth of network layers, as
evidenced in the aforementioned CNNs. Although deeper networks perform better,
accuracy might get saturated or even decline as a result. The network's inability to
learn the weight of the first layer’s results in accuracy decrease. In other words, a

sufficiently deep CNN architecture may perform worse with additional layers added
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to it. Kaiming He et al. [40] developed Residual Network (ResNet), which
introduced a novel idea. This novel idea clarified how deeper models learn via so-
called bypass lines (Skip-Connections). Using skip-connections to create a path for
the network to train a first layer of the network, he solved the issue with the deeper

networks.

Fig 2.15 demonstrates the ResNet identity building blocks. Without
degrading, ResNet can contain up to (152) layers overall. In the convolution layers,

a stride value of (2) performs the max-pooling operation.
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Figure 2.15 ResNet Architecture [22]
2.9.6 Mobile Net

A group of Google engineers announced the MobileNet model at CVPR 2017
[41] it features 27 convolutional layers, including 13 depth wise convolutions, one
average pool layer, one fully connected layer, and one softmax layer. While lesser
variants of MobileNet have 1.32 million parameters, the mainstream MobileNet
model has 4.2 million parameters. The architecture of the mobile net is shown in Fig

2.16.
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Figure 2.16 Mobilenet Architecture [22]
2.9.7 DenseNet

In 2016, Huang et al. [42] an idea from Facebook proposed DenseNet,
connects every layer of a CNN to every other layer in a feed-forward manner.
According to the authors, using densely connected topologies has various benefits,
including "lowering the number of parameters, strengthening feature propagation,
encouraging feature reuse, and relieving the vanishing-gradient problem." The
Appendix contains a full description of DenseNet-201's architecture. In this study,
we build the CNN Features for the iris detection task by extracting the results of a
predetermined number of dense layers (15).However, we have simply selected the
preceding architectures to demonstrate how well pre-trained CNNs perform on the

iris identification problem. The architecture of the DenseNet is shown in Fig 2.17.
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Figure 2.17 Densenet Architecture [22]
Table 2.2 A comparison Between (VGG16, ReseNet50 , MobilevNet ,
DenseNet , GoogleNet)
GoogleNet DenseNet MobilevNet ReseNet50 VGG16
Efficient use of Utilizes dense Specifically designed |[Introduced residual [Simple and
parameters by connections, for mobile and connections, straightforward
employing the allowing each layer |embedded devices |allowing the architecture with
Inception module, |to directly access  |with limited network to learn small 3x3 filters.
which reduces the outputs of all  |computational residual functions. |Achieved excellent
computational cost. |preceding layers.  |resources. Solves the performance on
Good accuracy on [Promotes feature  [Utilizes depthwise vanishing gradient |image
image classification |reuse, reduces the |separable problem and classification tasks.

advantages

tasks.
Deep architecture

Introduced the
concept of
auxiliary classifiers
to combat the
vanishing gradient
problem.

with multiple layers.

number of
parameters, and
encourages better
gradient flow.
Addresses the
vanishing gradient
problem.
Achieves strong
performance even
with fewer layers.

convolutions,
reducing the number
of parameters and
computational cost.
Achieves a good
trade-off between
accuracy and model
size.

Efficiently runs on
devices with low
power consumption
and limited memory.

enables training of
very deep networks
(100+ layers).
Better gradient flow
and improved
network
convergence.
State-of-the-art
performance on
various image
recognition tasks.

Easy to understand
and implement.
Suitable for
transfer learning.
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GoogleNet is more
complex compared
to some other
models ,deep
architecture and
multiple layers
increase the

Increased memory
requirements
,Computational
complexity
,Possible overfitting

MobileNet sacrifices
a bit of accuracy
compared to larger
architectures due to
its reduced
representation
power. It may not be

Increased memory
requirements
,Computational
complexity, larger
model size
compared to some
other architectures

High
computational and
memory
requirements,Lack
of efficiency: The
use of small filters
(3x3) results ina

be adjusted for
optimal training.

maps) are common
secondary
parameters.

Eg) memory the most suitable large number of
g requirements choice for tasks parameters, which
S |during training requiring fine-grained can make VGG16
§ , Training spatial information or less
S |GoogleNet can be precise localization. computationally
computationally efficient,Prone to
expensive and time- overfitting
consuming due to
its large number of
parameters and
deep structure.
The primary The primary The primary The primary The primary
parameter of parameter of parameters of parameter of parameter of
GoogleNet is the  [DenseNet is the MobileNet are the ResNet is the VGG16 is the
depth, which refers |growth rate, which |width multiplier and |depth, which refers |depth, which refers
to the number of  |determines the the resolution to the number of  |to the number of
g layers in the number of feature [multiplier. The width [layers in the convolutional
E network. It maps added to multiplier scales the  |network. ResNet  |layers in the
@ [introduced the each layer in the number of channels  |introduced residual |network (16 layers
& |concept of dense block. The |in each layer, and the |connections, in this case).
E "Inception depth of the resolution multiplier  |allowing the VGG16 uses small
£ |modules,” which  |network is also a  |scales the input network to learn | 3x3 filters
o |consist of multiple |primary parameter |resolution. residual mappings. |throughout the
parallel that affects the network.
convolutional overall model size
layers with different |and complexity.
filter sizes.
Learning rate, Learning rate, Learning rate, Learning rate, Learning rate,
regularization regularization regularization regularization regularization
techniques (e.g., techniques (e.g., techniques (e.g., techniques (e.g., techniques (e.g.,
» dropout, L1/L.2 dropout, L1/L2 dropout, L1/L.2 dropout, L1/L2 dropout, L1/L.2
£ |regularization), regularization), regularization), regularization), regularization),
% optimization optimization optimization optimization optimization
g algorithm, and algorithm, batch algorithm, and batch |algorithm, and algorithm, and
> |batch size are size, and Size are common batch size are batch size are
S |common compression factor |secondary common common
§ secondary (for reducing the parameters. secondary secondary
& |parameters that can [number of feature 4 parameters. parameters that

can be adjusted for
optimal training.
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2.10 Databases

The multimodal biometrics dataset SDUMLA-HMT was produced by a team of
machine learning and applications researchers at Shandong University [43]. A
variety of biometric information, including the face, iris, finger vein, fingerprint, and
gait, was collected from 106 individuals and stored by SDUMLA-HMT. Images for
61 boys and 45 girls between the ages of 17 and 31 can be found in SDUMLA-HMT.

The dataset includes various pictures for each subject's five biometric
characteristics. From the 106 subjects, 1060 iris pictures were collected by
SDUMLA-HMT. An intelligent iris capture tool created by the University of Science
and Technology of China captured 1,060 iris photos. The eye and the equipment
were within a 6 cm to 32 cm range during the capture operation. Regarding facial
photographs, SDUMLA-HMT has 8904 distinct pictures of 106 persons in various

stances, with various facial emotions, illuminations, and accessories.

Lastly, SDUMLA-HMT contains 25,440 fingerprint images that were collected
by a tool created by Wuhan University's Joint Lab for Intelligent Computing and
Intelligent Systems. Different images of each subject's thumb, index, and middle

fingers on both hands were taken during the capturing procedure.
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Table 2.3 Details of SDUMLA-HMT datasets

traits capture device varieties no of | details of |size of | no of samples
Images | images data
face 7 ordinary digital | poses (look 8,904 | “bmp” 8.8GB | 7x (3+4+2+3)x106
cameras upward, forward, files
and downward), ,640x480
facial pixels
expressions(smile,
frown, surprise,
and close eyes)
accessories
(glasses and hat)
illuminations (3
types)
iris intelligent 5 images for each | 1,060 | “bmp” 0.5GB | 2x5x106
iris capture device | of the eyes format
with 768
x 576
pixels in
size
fingerprint | AES2501 swipe thumb finger, 25,440 | “bmp” 2.2GB | 6x5%8%106
fingerprint scanner, | index finger and format
FPR620 optical middle finger of but the
fingerprint scanner, | both hands size
FT-2BU varies
capacitance according
fingerprint scanner, to the
URU4000 optical capturing
fingerprint scanner, Sensors

ZY202-B optical

fingerprint scanner
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2.11 Performance Measures
A multimodal biometric system's performance could be assessed using a

variety of metrics. The following is an explanation of some of them:

Evaluation of a trained CNN model plays a crucial role in testing the model
performance. A suitable evaluation metric is an essential key for ruling out poor
models and obtaining the optimal one. In supervised learning, the Confusion Matrix
Is a commonly used evaluation method. The confusion matrix collects and organizes
the predicted and ground truth labels in a matrix [44]. The number of samples
correctly predicted by the classifier exists on the diagonal. These are divided into
two categories; True Positives (TP) and True Negatives (TN).The confusion matrix
can be utilized to calculate overall accuracy, precision, recall, specificity, and

Sensitivity for each class. Fig 2.18 illustrate a two-class binary classification

problem.
Number of Positives Number of P
rrectly classified incorrectly classufxed
o
R
=
S
\*ﬂm/
o
c
o
o
| .
O
Number of Negatives Predicted Numberof Negatives

incorrectly classified rrectly classified

Figure 2.18 Confusion Matrix
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2.11.1 Accuracy
It is an all-purpose metric that is employed in verification experiments.
Accuracy is measured as a proportion of samples that have been successfully

matched to people using equation.(2.15) [45].

Generally, the accuracy measures the ratio of correctly classified samples to the total

number of samples.

TP + TN
Acc = (2-15)
TP + FP + TN + FN
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3.1 Introduction
There are two types of biometric models: unimodal and multimodal biometric

models, the latter of which is preferable. Multimodal models can be created by
combining two or more unimodal systems.

In this proposed model, the feature level and score level fusion are projected to
produce better outcomes than existing fusion techniques. The multi-modal biometric
identification model that is suggested in this thesis fuses face, iris, and fingerprint
modalities at the feature and score levels. This thesis also suggested three more
single-modal biometric models in five different CNN models for comparing their
outcomes to those of the multi-modal models. The SDUMLA-HMT database is used

to test all three models.
3.2 Proposed Method

The aim of this thesis comprises five models as following:
1- Implemented single modal based face recognition model, which is employs just

the face modality to personal identification, detailed in Section (3.3).

2- Implemented single modal based iris recognition model, which is employs just

the iris modality to personal identification, detailed in Section (3.3).

3- Implemented single modal based fingerprint recognition model, which is employs

just the fingerprint modality to personal identification, detailed in Section (3.3).

4- Proposed multimodal biometric identification model, which is fusion face, iris,
and fingerprint modalities for personal identification at the feature and score levels.

Different CNNs networks are tested, to compare them and demonstrate the

superiority of multimodal biometric models over single-modal models under fixed
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conditions. Each CNN network type is composed of the stages of preprocessing and

proposed CNN structure.

3.3 The Proposed Single-modal Identification Model (Face, Iris and
Fingerprint)

Single-modal personal identification system, consists of a face Identification
model, an iris ldentification model, and a fingerprint Identification model, is
proposed in this thesis to address comparative and evaluation issues and to
demonstrate the effectiveness of the proposed Multi-modal biometric identification

model .

Prepossessing stage and the suggested single-modal CNN structure stage are
the two primary stages of the single-module model, which is similar to the proposed
Multi-modal model. In our research, we applying different types of CNN models as
a pre-trained models to identify iris, face, and finger print such as (VGG16,
ReseNet50 , MobilevNet , DenseNet , GoogleNet). The steps of proposed fingerprint
Identification, iris Identification and face Identification system are shown in Fig 3.1,
Fig 3.2 and Fig 3.3.
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3.3.1 Preprocessing Stage

The preprocessing methods used were image resizing, data augmentation and
normalization. Images were downsized to 224 x224 pixels and data augmentation
was used to boost training data and decrease overfitting issues in order to make the

Images suitable for usage with the CNN model and data normalization to standardize

the range and distribution of input data.

3.3.2 The Proposed Single-Modal CNN Structure stage

Algorithm (3.1) illustrates the process of one image feature extraction using the

proposed CNN structure.

Algorithm (3.1):

Feature Extraction

goal

Extract three feature vectors from each face ,iris and

fingerprint images

input

xf // one face image, color image (224x224) pixel

xi /[ one iris image, color image (224x224) pixel

xp // one fingerprint image, color image (224x224) pixel

K /I initialized set of kernel weights for each convolutional
layer

W // initialized set of weights for the last layer FC1

N // dimension of feature-map, for first layer = 224

output

FC1F // face feature vector of 1024 neuron
FC11 // iris feature vector of 1024 neuron

FC1P /[ fingerprint feature vector of 1024 neuron
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Stepl:
XF° = xf// the input image will pass as input feature-map, where layer
L=0
XP° =xp
XI° = xi

F! = 64 // the number of feature-maps in first layer, the number used in
this thesis is 64
Step2: For L = 1 to 5// where L is the layer number
For g = 0 to FL// where FL is number of feature-maps in L
Fori=0to N //where N =64 is dimension of q feature-map
Forj=0toN

L-1 i i L
PassXFL~1 and K*into equation (2.10) for compute zf qij
Pass zf;;into equation (2.5) for compute  yfy;;/ Convolution L
in Face-CNN

L-1 L ; i =L
Pass XP*~" and K" into equation (2.10) for compute zig;;
4ij into equation (2.5) for compute yig;

L in Iris-CNN

.// Convolution

Pass zi ]

Pass XP'and K" into equation (2.10) for compute zp;;

L

Pass zig;;

into equation (2.5) for compute )’Pﬁ.i.j// Convolution

L in Fingerprint-CNN
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u = int(i/2) /I indexes for max-pooling feature-map
v =int(i/2)

Pass yffl_(i +a).(i+by 10 €quation (2.12) for compute Xfouy
where a, b €(0,1) // Max pooling L in face-CNN
Pass yiﬁ.(i +a).(i+b) 10 €quation (2.12) for compute xig .y Where
a, b €(0,1) // Max pooling L in Iris-CNN
Pass ypfl(i +a).(i+b) {0 €quation (2.12) for compute xpfl_u_v,where
a, b €(0,1) // Max pooling L in Fingerprint -CNN
Next j
Next i
Next q
F!*1 = FL x 2 // duplicate the number of feature-maps according to
structure
N = N /2 // reduce the dimensions parameter to be equal to dimensions of
pooled feature-map
Next L
Step3: Pass FLF into equation (2. 9) for compute DF
Pass FLI into equation (2. 9) for compute DI
Pass FLP into equation (2. 9) for compute DP
Step4: Pass ZF into equation (2.5) for compute FC1F
Pass ZI into equation (2.5) for compute FC1I
Pass ZP into equation (2.5) for compute FC1P // when FCL1 is a vector of
1024 values
End
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Algorithms (3.2) and (3.2) illustrated the processes of feature fusion steps by

applying two approaches (feature and score level).

Algorithm (3.2): Feature Fusion(feature level)

goal Concatenation of feature vectors of face ,iris and fingerprint , for

compute a single vector of potentials and Loss value

input FCF /[ face feature vector, which output from algorithm (3.1)

FCI /liris feature vector, which output from algorithm (3.1)

FCP /I fingerprint feature vector , which output from algorithm (3.1)
Y // vector of 106 label , one for each person (Desired outputs)

W /[ weights of FC2 layer

N // dimension of FC, which = 1024 here

output P // potentials vector contains 106 value

Loss // one value represent error in prediction of an individual

Stepl: For i =0 to N // where N is dimension of FC
FC; = FCp; + FC;; + FCp; [l feature fusion
Next i
Step2: Pass FC into equation (2. 9) for compute D // apply Dropout
Step3: Pass D and W into equation z = WT x + b for compute P // P is the
Potentials vector // contain 106 value
Step4: Pass P into equation (2.5) for compute FC2
Step5: Pass FC2 into equation (2.6) for compute S // probabilities vector computed
// using SoftMax function
Step6: Pass S and Y into equation (2.11) for computing Loss //one value represents
/lthe error of the neural network prediction
End

55



Chapter Three The Proposed Model

Algorithm (3.3): Feature Fusion(score level)

goal A sum rule of three feature vectors of face ,iris and fingerprint , for

compute a single vector of potentials and Loss value

input FCF /I face feature vector, which output from algorithm (3.1)

FCI // iris feature vector, which output from algorithm (3.1)

FCP /I fingerprint feature vector , which output from algorithm (3.1)
Y // vector of 106 label , one for each person (Desired outputs)

W /[ weights of FC2 layer

N // dimension of FC, which = 1024 here

output P // potentials vector contains 106 value

Loss // one value represent error in prediction of an individual

Stepl: Pass FC into equation (2. 9) for compute D // apply Dropout

Step2: Pass D and W into equation z = WT x+ b for compute P // P is the

Potentials vector // contain 106 value

Step3: Pass P into equation (2.5) for compute FC2

Step4: Pass FC2 into equation (2.6) for compute S // probabilities vector computed
Il using SoftMax function

Stepb:
For i =0 to N // where N is dimension of FC
FCi = )[.{ WS //Fusion_score = wf x score f + wi X score i + wp x score p

Next i

Step6: Pass S and Y into equation (2.11) for computing Loss //one value represents
/lthe error of the neural network prediction

End
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3.4 Proposed System for Multimodal Biometric Identification

This thesis proposes a multimodal biometric identification system for the fusion
of face, iris, and fingerprint modalities at feature level and score level. The
multimodal biometric system is more reliable and accurate than unimodal biometric
system.

The system is built in three stages: first is preprocessing stage, which prepares
the input images for the following stage, the second stage with the suggested CNN
structure, which is utilized for feature extraction, feature fusion, and matching and
third stage is fusion. The steps for each of these stages are shown in Fig (3.4) and
(3.5)

The extraction and classification of features were performed using the CNN method.

The three traits face, iris, and fingerprint were fused utilizing feature-level
fusion and score-level fusion. The SDUMLA-HMT dataset [43] was chosen to train

the multimodal system, conduct preliminary tests, and assess its effectiveness.

At the feature and score levels, the three CNNs single models (face, iris, and
fingerprint) were fused. The feature-level fusion was chosen since it is carried out
before the matching module and is typically successful because the data includes
rich details about the features. To significant trade-off between the ease of
combining the data from the traits and improved information content, score level
fusion was also chosen. Fig 3.4 illustrates the feature level fusion strategy used in
this study's multimodal CNN model, whereas Fig 3.5 illustrates the score level fusion

approach.

The Figures demonstrate how fingerprint, iris, and face images are first taken
from the dataset. The images are then submitted to some preprocessing operations,

such as image resizing. Three CNNs are then fused after each of the biometric
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attributes has been fed into its own CNN model. The features are merged prior to the
softmax classifier in Fig 3.4 because the fusing is done at the feature level. In Fig
3.5 the scores are merged after the softmax classifier, the fusing is done at the score
level. The user identity is the final output of the fused model. The following

subsections provide descriptions of the model's various components.
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The proposed system needs to be trained on all images of enrolled persons to be
able to identify them correctly in the matching Phase. The proposed system is trained
using training database which described in chapter 2, Algorithms (3.4) illustrated the

processes of proposed model steps by applying five type of CNN models (VGGL16,
ReseNet50 , MobilevNet , DenseNet , GoogleNet) which described in chapter 2 and

two approaches of fusion (feature and score level).
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Algorithm (3.4): proposed model

goal

Training the model to produce a set of trained weights and kernels

input

XF /I All face images in Train_Faces database

X1 // All iris images in Train_Iris database

XP /I All fingerprint images in Train_Fingerprint database

Y // All person’s labels (desired output)

epochs // number of iterations needed for training, 100 epochs

used

output

W // trained sets of weights

K /I trained sets of kernel weights

Step1: Preprocessing all image in XF ,XI and XP as described in the section (3.3.1)

Step2: Initialize the set of kernels weights K for all convolutional layers

Initialize the set of weights W for all fully connected layers

Step3: For epoch =1 To epochs

For i =1 to N //where N is the count of images in a database

/l Forward phase
Pass XFi, Xli, XPi, K, W | into algorithm (3.2) of feature extraction to
produce FCfi, FCpi, FCii//one of 5 cnn model (VGG16, ReseNet50, MobilevNet,
DenseNet, GoogleNet)
Pass FCfi ,FCpi , FCii, Yi, W into algorithm (3.3) of fusion(feature

or score)

Next i

Next epoch

End
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Chapter Four Experimental Results and Evaluation

4.1 Introduction

In this chapter, the performance results of suggested recognition models in the
previous chapter is recorded (Multimodal biometric identification model, Face
identification model, iris identification model, and fingerprint identification model).
Each model is composed of two phases, training and testing phases, and each phase
Is consisted of two stages, preprocessing stage and a proposed CNN structure stage.
This chapter is covered three main topics, the databases and its arrangement and the

evaluation of the proposed models.
4.2 Experimental Setup

The following are the hardware and software specifications which are used to

implement the proposed recognition models.

A. Hardware Specifications:
Personal computers are used to implement the proposed models is dell Latitude

E5570 Work-Station, with specifications as follow:
1-CPU: Intel(R) Core (TM) i7-6820HQ CPU @ 2.70GHz 2.70 GHz
2-RAM: 8 GB

3-GPU: NVIDIA Quadro K1000M, Parallel Processor Cores: 192 of 384 cores,
dedicated Memory: 2 G

B. Software Specifications:
Python 3.6 is the programming language used to construct the proposed

recognition models, which is installed on Windows 10.

Python and the Tensor Flow open-source framework are combined to construct the

CNN code quickly. Tensor Flow is a Google open-source software library that
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focuses on working effectively with tensors (tensors are generalizations of vectors
and matrices). Tensor Flow supports high speed for execution since Neural
Networks implementation depends on matrix computations. The proposed model is

created using the Keras Python library.
4.3 Databases Preparations

This study employed SDUMLA-HMT datasets [43]. As the first stage of
constructing the suggested multimodal system, training and testing the (face, iris and
fingerprint) unimodal identification models. After that, SDUMLA-HMT is

employed to assess how well the suggested multimodal system performs.

The SDUMLA-HMT dataset including the face, iris and fingerprint, was
collected from 106 individuals images for 61 men and 45 women between the ages
of 17 and 31.

All the biometric traits with the same person id are captured from the same
subject. All details illustrates in table (4.1)

62



Chapter Four

Experimental Results and Evaluation

Table 4.1 Details of SDUMLA-HMT datasets

traits capture device varieties no of | details of |size of | no of samples
Images | images data
face 7 ordinary digital | poses (look 8,904 | “bmp” 8.8GB | 7x (3+4+2+3)x106
cameras upward, forward, files
and downward), ,640x480
facial pixels
expressions(smile,
frown, surprise,
and close eyes)
accessories
(glasses and hat)
illuminations (3
types)
iris intelligent 5 images for each | 1,060 | “bmp” 0.5GB | 2x5x106
iris capture device | of the eyes format
with 768
x 576
pixels in
size
fingerprint | AES2501 swipe thumb finger, 25,440 | “bmp” 2.2GB | 6x5%8%106
fingerprint scanner, | index finger and format
FPR620 optical middle finger of but the
fingerprint scanner, | both hands size
FT-2BU varies
capacitance according
fingerprint scanner, to the
URU4000 optical capturing
fingerprint scanner, Sensors
ZY202-B optical
fingerprint scanner

Using percentages (60:20:20), the images of each topic (class) in SDUMLA-
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20% for validation, and 20% for testing. For training, validation, and testing, the
dataset images were divided into three folders, each of which comprises samples for
each subject. The validation set was used to assess the final model fit using only the
forward pass, while the training set was utilized to train and fit the deep learning
model utilizing continuous forward and backward passes through it. The accuracy
metric, which can be used to evaluate system performance, was the main emphasis
of the system evaluation procedure. Accuracy can be used to assess the suggested
models and investigate the impact of the various hyperparameters. It can be
measured as the percentage of images that were correctly categorized to all of the

images.
4.3 Experimental Results and Discussion

Tables (4.2) and (4.3) record the performance results of the unimodal and
multimodal models, respectively. These tables describe the testing time and
identification accuracy, precision and recall findings from the experiments that were
conducted. The findings show that, in compared to unimodal models, the multimodal
biometric model achieved greater accuracy rates. This demonstrates that multimodal
biometrics offers a highly effective technique to increase the accuracy rates of a

biometric model, as initially intended.

64



Chapter Four

Experimental Results and Evaluation

Table 4.2 Accuracy Results Using Unimodal Biometrics Models

Biometric accuracy of each CNN model
Model _

) VGG16 | ReseNet50 | MobilevNet | DenseNet | GoogleNet
(traits)
face 99.94% | 99.96% 84.53% 80.04% |62.73%
iris 99.87% | 99.54% 87.64% 80.07% | 62.65%
fingerprint | 98.21% | 97.59% 81.63% 58.13% | 57.19%

Table 4.3 Accuracy Results Using the Multimodal Biometrics Models

accuracy of each CNN model
Fusion Approach

VGG16 | ReseNet50 | MobilevNet | DenseNet | GoogleNet
Feature level fusion
(face, iris and|97.55% |96.15% 86.23% 72.41% | 59.90%
fingerprint)
Score level fusion
(face, iris and|99.37% |98.05% 89.17% 75.34% | 61.80%
fingerprint)

Depending on the kind of fusion approach have been used, a comparison between

the proposed multimodal model's results and those from a unimodal model was
made, as shown in Table 4.2 When using VGGL16, it is important to note that the

suggested multimodal model with Feature level fusion (accuracy of 97.55%)

outperformed the multimodal model with Score level fusion (accuracy of 99.37%).

In comparison to performance based on existing CNN models, a better recognition

accuracy was obtained by combining the three qualities at the score level by utilizing
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VGG16 and ReseNet50. The score level fusion, it should be highlighted, had a
higher detection performance than the feature level fusion. This is connected to the
softmax classifier; in the feature level fusion, the softmax classifier is given a vector
containing a combination of different feature sets retrieved from the various
biometric attributes, and the classifier then generates the final score. Three softmax
classifiers were used in the score level fusion, and each one was given a vector of
one trait's features to create a score. These scores were then fused using the fixed

rule technique.

A comparison of the proposed method's performance multimodal and single
modal based on the feature fusion method and score fusion method are shown in
Fig 4.1 and Fig 4.2 These two figures show the proposed multimodal fusion
biometric recognition model has achieved a better accuracy in score level than
feature level. The performance of the proposed unimodal model with all CNN types
that used (VGG16 , ReseNet50 , MobilevNet , DenseNet , GoogleNet) are also

illustrated.
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face fingerprint
W VgoNet16 1 ® VggNet16
W ReseNet50 ¥ ReseNet50
MobilevNet MobilevNet
B DenseNet B DenseNet
GoogleNet — —<TEBL__L g GoogleNet
& e e
\e‘\; a"/‘\ &
& o°°°
A B)
multimodal
100% I
B VggNetl6 80% +
W ReseNet50
60% ® Score level fusion
MobilevNet
feature level fusion
M DenseNet 40% T
GoogleNet 20% V7 '
© o% : ®)
Score level fusion feature level fusion

Figure 4.1 (A), (B) and (C) Presented Accuracy of Proposed Single Modal
with all CNN types (VGG16 , ReseNet50 , MobilevNet , DenseNet ,
GoogleNet) ,(D) Presented Accuracy of Proposed Multimodal with VGG16

The model with score fusion has achieved better results than model with feature
fusion. Accuracy greater than 97.55% has been achieved by model with feature
fusion, while model with score fusion achieved identification accuracy of
99.37%.
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Feature level fusion
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Score level fusion

s>

® VggNet16

" ReseNet50
MobilevNet
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GoogleNet

Figur4.2 Accuracy of Proposed Framework (Multimodal)

Score level fusion, is reasonably simple to use, has less noise, and has the most

information for all input data. In addition, compared to feature-level fusion, it has

the most comprehensive data about the input pattern.
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5.1 Conclusion

In this thesis, effective and efficient (face, iris and fingerprint) multimodal
biometric model has been developed. The proposed model employed the CNN deep
learning algorithm to identify the user. To our knowledge, this is the first study to
investigate the use of deep learning algorithms for a multimodal biometric with these
three traits. Moreover, as mentioned earlier, no work has been conducted on the
multimodal identification biometric model by applying several types of CNN models
such as (VGG16 , ReseNet50 , MobilevNet , DenseNet , GoogleNet).

The combination of three biometrics produces a robust multimodal biometric
model. Score level fusion and feature level fusion are adopted to perform the fusion
of face, iris and fingerprint features. The experiment is performed on the SDUMLA-
HMT database. Generally, the score level fusion approach obtained better accuracy
(99.37%) than the feature level fusion (97.55%) in biometric models due to several

reasons.

1. Independence of Biometric Modalities: Score-level fusion treats different
biometric modalities as independent sources of information. It combines the
matching scores or similarity measures obtained from each modality,
regardless of the specific features used to compute those scores. This
independence allows for the combination of modalities with different feature
extraction methods, matching algorithms, or even different levels of

information quality.

2. Robustness to Feature Variability: Feature-level fusion requires the alignment
and normalization of features extracted from different modalities to a common

representation.
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3.

Handling of Unequal Feature Contributions: In feature-level fusion, the
features from different modalities are combined before the matching process.

However, not all features contribute equally to the final decision.

Reduced Complexity: Score-level fusion tends to be simpler and
computationally more efficient compared to feature-level fusion. It directly
operates on the matching scores, which are typically scalar values, rather than

complex multi-dimensional feature vectors.

However, it's important to note that the choice between score-level and

feature-level fusion depends on the specific characteristics of the biometric model,

the nature of the biometric modalities, and the requirements of the application.

5.2 Future Works

Some potential areas for future work could include:

1-

Fusion Architectures: Explore and develop new fusion architectures
specifically designed for deep learning-based biometric fusion. This could
involve investigating novel neural network architectures, such as multi-scale
or attention-based fusion networks, that can effectively combine information

from different biometric modalities or fusion levels.

Explainability and Interpretable Fusion: Deep learning models are often
considered black boxes, making it challenging to interpret their decisions.
Future work can focus on developing techniques to provide interpretable

explanations for the fusion process in deep learning-based biometric models.

Privacy-Preserving Deep Fusion: Explore privacy-preserving techniques for
deep learning-based biometric fusion. Investigate methods to perform fusion

while preserving the privacy of biometric data, such as federated learning,
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secure aggregation, or differential privacy. Consider the trade-off between
privacy and performance to design efficient and effective privacy-preserving

fusion approaches.

4- Robustness to Adversarial Attacks: Deep learning models are vulnerable to
adversarial attacks, including attacks on biometric models. Future work can
focus on enhancing the robustness of deep learning-based biometric fusion

against adversarial attacks.

5- Investigate techniques to optimize the computational requirements, memory
usage, and energy consumption of the fusion models. Explore hardware
acceleration, parallel computing, or model compression techniques to enable

real-time and resource-efficient fusion.
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ABSTRACT

The goal of biometrics is to reliably and robustly identify people based on their unique personal
characteristics, primarily for security and authentication needs, but also to identify and track the users of
more intelligent applications. Fingerprints, iris, palm prints, faces, and voices are common biometric
modalities, but there are countless additional biometrics, such as stride, ear image, retina, DNA, and
even behaviour. An automatic way to identify a person depends on just one (single-modal biometrics)
or a mix of (multi-modal biometrics). A fusion of two or more images can create multi-modal biometrics,
and the resulting fused image will be more secure. Various fusion methods are now available and may
be categorised by the degree of information they combine. This paper discusses different fusion
approaches implemented in multi-modal biometrics to identify human biometrics by extracting features
and classifying images. It also describes the datasets that were used and the results and conclusions that
were obtained.
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