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Abstract

Video Steganography is the process of concealing data such as text,
images, or videos within a cover Video. There are various ways to conceal
messages in videos while making the changes to the video undetectable to
the human eye. However, there hasn't been enough methods done to
produce videos that are identical to unaltered videos while extracting the
secret embedded message without any loss of data.

In this thesis, the author suggests a steganography technique that
exploits certain objects, where the objects are detected and tracked
throughout the selected video, and also exploits pixels topology with a
pre-determined embedding threshold. The object will be selected based on
its area and appearance times then the secret message will be embedded
using the least significant bit (LSB) technique based on some pixels
topology and the threshold.

The method used in embedding and extraction of the secret message
is new and will be discussed thoroughly in the thesis and the targeted
secret message is of image type only.

The quality matric used was the Peak Signal to Noise Ratio (PSNR)
to measure the difference in the cover video before and after embedding
the secret message. Experimental results denote impressive PSNR dB
values where the stego-video in terms of visual is indistinguishable from
the original video, and the secret image extracted from the stego-video is
an identical copy of the original embedded secret image with 100 dB
PSNR.
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Chapter One General Introduction

1.1 Introduction

Concerns regarding the surge in unauthorized use of such data have
grown in recent years. However, due to the quick development of
encryption, watermarking, and steganography techniques, the issues are
dissipating. The use of steganography to validate the source of digital
information is arguably an essential requirement given the growing use of
digital media and the widespread usage of digital data, including text
voice, video, and image by practically all institutions and organizations.
In terms of the significance to this matter, this thesis primarily addressed
video steganography.

Steganography is the art of hiding a file inside of a different file.
Videos are ideal for embedding secret data because of their huge size and
high level of redundancy. Video embedding techniques can be divided
into two categories: embedding into uncompressed or compressed area.
The former places more emphasis on encryption capacity whereas the
latter prioritizes encryption security and speed. In uncompressed
techniques, the video must be fully decompressed into a series of frames.
Then, using encryption methods, secret data is inserted into each frame.
Even though the techniques are slow and don't use frame dependence, they
have a great capacity.

The research aims to develop and put into practice a novel algorithm
for embedding data into video files by examining widely used
Steganography methods based on the idea of embedding into
uncompressed space. An algorithm that uses motion objects and verifies
data changes in each object to intelligently split and embed the secret data

in each object.
1.2 Research Problem
Due to the significant increase in video data, video processing

researchers are becoming more interested in video steganography. A

1



Chapter One General Introduction

significant number of video steganography methods have been reported in
recent literatures. However, there is an absence in current video
steganography algorithms with preparatory phases for both cover videos
and secret messages. Additionally, recent steganography methods have
significant flaws in a number of areas, including imperceptibility,
embedding capacity, robustness against attacks, and the ability to retrieve

the original secret message without losing any data.
1.3 Thesis Objectives

Secure communication is one of the most crucial challenges for both
individuals and organizations. Most governments keep tabs on how
people, organizations, and even other governments communicate.
Attackers put in excessive effort in order to eavesdrop on some parties.
Therefore, communications could not be secure from watching or being
attacked. This research looks into a few cutting-edge strategies to enhance
video steganography techniques. The main objective of this thesis is to
validate and develop a novel method that can retrieve secret data and
outperform the existing video steganography methods.

1.4 Research Significance and Contributions

Due to the rapid growth of digital media and the usage of digital
data, including image, text, and video and voice messages the use of
Steganography to verify the sender's identity is indisputable.

Because of the rapid development of cryptography, watermarking,
and steganography, concerns about the potential misuse of data have
diminished. In recent years, concerns in this area have increased due to the
unauthorized use of these data. The following are the primary
contributions of this thesis:

1. Retrieving the embedded secret image from the stego-video with
100% PSNR (without any loss of data).

2. Increasing the embedding capacity of the stego video without
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sacrificing quality of the original video.
3. Resistance to Steganalysis algorithms making the secret data hard to

detect or even extracting it if it were to be detected by hackers.

1.5 Research Challenges

Many barriers were faced during different stages of this research as
summarized below:

1. The first challenge was finding a video steganography technique that
achieves a decent trade between visual performance, strong
robustness, and large embedding capacity to resist a variety of
unanticipated attacks.

2. The second challenge was the video steganography method, which can
be used in conjunction with other approaches like deep learning. The
secret message protection and visual quality of video steganography
will be improved by the application of deep learning, which allows for
the embedding of messages into regions of interest in the video, such
as moving cars, human behaviors, and so on.

3. How to track objects after detecting them in each frame was also a
challenge.

4. The final challenge was Retrieving the secret image after embedding

with 100 PSNR in other words without any data loss.
1.6 Related Work

Several video steganography algorithms have been proposed over
the past ten years using various spatial and transform domain techniques.
The use of object detection in video steganography is a novel technique
that needs further study. This subsection describes the related work of
video steganography using different embedding techniques.

Video steganography can be done by employing transform and
spatial domain techniques. Due to their quick and simple implementation,

spatial domain-based techniques were frequently used by researchers;
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nevertheless, researchers occasionally used hybrid spatial domain-based
approaches for embedding, such as LSB with DWT and other transform
domain techniques.

In 2014, Ramalingam et al. [1] proposed an integer wavelet
transform technique using the LSB and Haar wavelet in order to embed
secret information in a video frame. The RGB components of the high-
frequency sub-bands HH, HL, and LH coefficients were used for the secret
data embedding. Without reduction in the quality or size of the cover
video, the exact data could be extracted using the suggested method.

In 2015, Abbas et al. [2] proposed a method for video
steganography using the algorithm Cuckoo search. In this method, the
secret data was broken down into individual bytes and then 5 distinct types
were used to display each byte's bits. By comparing the similarity between
the pixels and various byte types, the Euclidian distance was then used to
choose a better pixel. After the secret message was transferred at random
from one pixel to another using the Levy flight random walk, the secret
message was then embedded inside the video frame using the LSB
method. The average PSNR is 51.19 dB.

In 2015, Mstafa et al. [3] suggested a video steganography
algorithm based on the (KLT) object tracking algorithm with BCH and
DWT algorithms. The suggested method made use of Viola-Jones
algorithm for facial recognition and the KLT tracking algorithm for video
tracking. For the purpose of embedding secret data, the approach used face
as ROI. To increase security, the secret data was encrypted using the error-
correcting code BCH before being embedded. High and Middle-frequency
of 2D-DWT sub-band coefficients of are used for embedding in the facial
region of the frames. The testing findings showed that the suggested
approach, with an average concealment ratio of 4.4%, reached high
embedding capacity and efficiency. The average PSNR is 46.26 dB.

In 2016, Sudeepa et al. [4] presented a technique for video
4
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steganography. This technique encrypts the secret message using a
feedback shift register (FSR) and a key, which avoids repetition by
selecting the frame at random. The LSB technique was then used to embed
the secret data inside a video.

In 2016, Sethi and Kapoor [5] proposed a technique for video
steganography that makes use of the genetic algorithm and the AES
cryptographic algorithm. This approach involved compressing the secret
message to make it smaller. The encoded data was then embedded in the
image using the LSB method and a genetic algorithm, where the genetic
algorithm is used to choose the pixel used for embedding the message by
using the LSB method. Next, the compressed message was transferred
using the AES algorithm into the cipher text.

In 2016, Solichin and Painem [6] suggested the less significant
frame (LSF) approach for video steganography. Using the properties of an
optical stream, the frame's movement determined which frame was chosen
to contain the secret information in this method. The average PSNR is
39.51 dB.

In 2017, Mumthas and Lijiya [7] proposed a novel technique for
video steganography, encrypting the secret message with RSA and
random DNA before compressing it with the Huffman encoding. The
secret message is then embedded using the 2D DCT to further strengthen
system security. The average PSNR is 37.29 dB.

In 2017, Mstafa et al. [8] moving objects in video frames were
tracked using several object tracking methods as ROI for inserting secret
data. When secret information were already encoded using BCH and
Hamming codes, the suggested strategy used coefficients from two
techniques, DWT and DCT, to embed the secret data using LSB. The test
results showed that, in comparison to other relevant studies, the technique
was able to attain high embedding capacity and PSNR. The average PSNR

for DWT is 49.01 dB and 48.67 dB for the DCT.
5
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In 2018, Kumar and Singh [9] proposed an algorithm for video
steganography that inserts 3-D and 2-D confidential images into the
human skin area of cover video frames. The red color channels of the
frames' third-level DWT decomposition components were used for the
embedding. The experimental findings showed that the suggested
approach was resilient to MPEG compression and could insert secret
images of various sizes with great imperceptibility. The average PSNR is
62.47 dB.

In 2019, Dalal et al. [10] introduced a video steganography
technique for various SD and HD videos, focusing on robustness and
imperceptibility. Before embedding, the suggested method transformed
the frames to YUV components. It then applied second-level 2D-DWT to
the Y components of the frame by iteratively applying it to all of the level
one 2D-sub-bands. DWT's The results showed that the suggested method
was effective at achieving imperceptibility with good PSNR values for all
of the videos, and that it was also reliable with adequate embedding
capacity. The average PSNR is 58.48 dB.

In 2020, Kumar & Soundrapandiyan [11] presented a strong video
steganography method that defends against geometrical and signal
processing attacks utilizing a combined keypoints detection algorithm. A
set of predefined geometrical and signal processing assaults are used to
extract keypoints first from each video frame utilizing a speeded-up robust
features (SURF) and scale-invariant feature transform (SIFT) descriptor.
After that The SURF and SIFT keypoint descriptors of the original frame
and the attacked versions of the frame are compared to produce ROI
keypoints. Then the embedding capacity of each ROI keypoint is
calculated by grouping them into four LSB groups. A symmetric key-
based shift cipher is then used to encrypt the secret data, adding another
degree of protection for secret communication. Finally, using the LSB

substitution method based on the values of the four LSB groups, the
6
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encrypted secret data have been inserted into the ROI keypoints. The
average PSNR is 51.59 dB.

In 2021, Dalal & juneja [12] proposed a scheme that utilizes
H.264/AVC video format for steganography. The method, which was
focused on monitoring several moving objects, used DWT on the Region
of Interest (ROI). Each object gets injected with a separate secret image
after being tracked by several others in order to increase capacity. The
average PSNR is 50.31 dB.

In 2022, Roselinkiruba et al. [13] presented a new pattern-based
reversible information hiding technique for video steganography based on
moving regions detection, where Every frame of the video is compressed
using the DCT algorithm. Following the detection of moving objects in
the frames, the image is divided into RGB channel 2x3 pixel blocks. By
taking into account the weights between the pixels and applying LSB data
hiding, the suggested Reversible Data Hiding Interpolation with Pixel
Value Differencing method conceals the information into the up-scaled
image. The average PSNR is 42.65 dB.

In 2022, Dalal & juneja [14] proposed a novel video steganography
method with an excellent compromise between imperceptibility and
robustness using 2D-DWT depending upon object tracking and detection
that includes hiding the secret bits in the middle frequency sub-bands after
using 2D-DWT to object detection for the video frames with moving
objects. The average PSNR is 46.31 dB.

1.7 Thesis Organization
This thesis is divided into five chapters. Each chapter begins with a
short overview that offers a general impression on the chapter. The key

contents of other chapters are as follows:

= Chapter Two: entitled ""Theoretical Background. This Chapter

provides an overview about steganography in general and every aspect
7
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of video steganography, video tracking, video quality metrics, and

video Steganalysis in detail.

= Chapter Three: entitled *"The Proposed System™. It covers the

proposed system and its algorithms.

= Chapter Four: entitled "Results and Discussion'. This Chapter
demonstrates the results of the proposed system and the research
experiments. It also discusses the evaluation of the system's

performance.

= Chapter Five: entitled "Conclusion and Future Works". This
Chapter presents the research conclusion and the possible future

research directions to improve this work.
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Chapter Two Theoretical Background

2.1 Overview

Steganography has been used for data transmission over a very long
time ago. It can now be used to discreetly send secret data via digital
communication channels thanks to the advancement of digital
communication technologies. This Chapter gives an introduction and
identifies the core principles and concepts of Steganography. Provides a
thorough explanation of steganography and all of its facets. Also gives a
brief introduction to video tracking and its techniques. Furthermore,
discusses the video quality metrics that well be used to assess the results.

And finally cover Steganalysis and its techniques briefly.
2.2 Ancient History

Greek word Steganos, which means "covered," and graphia, which
means "writing," are the roots of the word steganography [15, 16]. Hence,
"Covered Writing," which is the mixture of them, is steganography [17,
18]. It has been utilized for decades in a numerous ways [19].
Histaiacus shaved a slave's head in the 5th century BC and tattooed a
message on his skull to conceal it following the slave's hair growth. Then
he sent the slave with the message on his way [20, 21]. A Chinese secret
writing technique that relies on utilizing a paper mask with holes was
revived 500 years ago by the Italian mathematician Jerome Cardan.
Cardan Grille was used as the name for the approach. During World War
I, the Nazis developed a number of steganographic techniques and
repeatedly used null ciphers and invisible ink [19]. Steganography is now
widely employed in digital domains due to the rapid expansion of the
information technology sector, and its techniques are constantly
improving. Steganography can be used for multiple purposes, like
copyright  protection and identification, data authentication,

watermarking.
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2.3 Steganography Fundamental

The process of encrypting data to enable covert communication is
known as social steganography. When sending confidential information
to a distant recipient over a public network like the Internet, where anyone
can access it, and the information should not be made available to
unauthorized individuals, it is necessary to send the information covertly,
so that no one is aware that it is being sent. Steganography is used mostly
for this type of covert communication because it prevents people from
suspecting that stego files contain a secret message. Steganography thus
seeks to conceal communication by disguising the existence of
information transmission. The benefit of this is that nobody is aware of
the information, which allows to protect it from even attempted attacks
[22].

In order to send the produced item holding the information to the
intended individuals through the communication channel, the data must
be embedded within a medium, also known as the cover media. The data-
hiding object is referred to as the cover-file, and the final product is
referred to as the stegogramme or stego-file. There are a variety of
possible cover media. It could be a text, html, audio, video, image, or any
other type of object. After the data has been concealed, a high-quality
stegogramme must be produced in a certain way so that no one can tell
that it includes secret data. As closely as possible, it should match the
cover-file. Stego-files that differ from the cover-files could raise suspicion
and catch the notice of an attacker. Hence, stego-files should have
statistical and visual characteristics that are as similar to those of the
cover-file as much as possible [22].

Stego-files may be attacked while they are delivered to the intended
recipient to determine if they contain concealed data or not. Steganalysis
is a field of study that focuses on identifying stegogrammes and

steganographic messages [23]. Several steganographic methods have been
10
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created to generate high-quality stego-files, making it as challenging as
possible to discover them using steganalysis tools. Hence, identifying
stegogrammes is the main goal of steganalysis. So steganography is more
than just information hiding in files; it also allows for secret
communication. Additionally, it makes use of network protocols like
SOAP and TCP to conceal the secret information within them or their
headers because network headers typically have a large number of
optional or unused fields for delivery [24, 25]. These protocols are known
as carrier-protocols, along with others like ARP, TCP, UDP, or ICMP
[24].

2.4 Steganography versus Watermarking and Cryptography

Data protection and confidentiality are the main goals of both
steganography and cryptography. Although the cryptography establishes
an overt communication channel, steganography establishes a hidden
communication channel between authorized participants [26]. In
cryptography, the secret data is detectable, but its substance is rendered
incomprehensible to unauthorized personnel. Steganography and
cryptography can both be used in a single system to offer more layers of
protection [27].

To prevent unauthorized users from accessing the copyright
information, digital watermarking systems use a preservation mechanism.
This is done by blending the watermark data with the visible carrier data
[28].Similar to steganography, watermarking has a wide range of uses,
including copyright protection, broadcast monitoring, content
authentication, digital fingerprints, and intellectual property protection
[28-32]. There are various watermarking methods described in the
literatures [33-39]. The general similarities and differences between
cryptography, watermarking, and steganography methods are displayed in
Table 2.1 [40].

11
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Table 2. 1: Comparison between cryptography, watermarking, and steganography techniques [40]

Description Cryptography | Watermarking Steganography
carrier file Image, Text Image, video Audio, text, video, image
Secret data Text watermark all data types
Secret key Must exist Might exist Might exist
Extraction During the Availability of carrier data | No need for carrier data.
decoding phase, | depends on the program
stage : :
carrier data is
not essential.
Output Cryptogram Watermarked file stegogramme
Transparency | Visible The application determines | Not visible
of information transparency
Level of Robust Against | Fragile watermarking, semi- | Robust Against detection
RObUSESS deciphering fragile watermark_mg, and
robust watermarking
level of Subject to the Subject to the watermarking | Subject to the embedding
. secret keys algorithm algorithm
Security
Requirements | Robustness Fragile and semi-fragile Embedding capacity,
watermarking do not require | embedding efficiency,
robustness while Robust indetectability
watermarking needs
robustness
attacks Cryptanalysis | Signal processing Steganalysis
operations
achieved Goal | Covert Data on | Copyright protection Covert communication

communication

channels

channels
failed Goal Plain-text is Watermark is exchanged or | Communication is
extracted erased detected

2.5 Steganography Architecture

Two algorithms make up a steganographic system: one for message

concealing and the other for message extraction. The goal of the hiding

procedure is to embed information in the cover media, creating a

stegogramme. This technique should be carefully constructed to make

sure that the stegogramme is as similar to the cover medium as feasible

12
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because the message must be transmitted undetected. Consequently, the

essential building blocks of the embedding procedure system are a cover
file and a secret data as inputs, a steganography algorithm as the means of
concealment, and an output stego-file [25, 41, 42]. The retrieval
procedure, on the other hand, focuses on taking information out of the
stego-file. This technique is merely the opposite of the hiding procedure.
Stegogramme and the secret key are inputs for the retrieving procedure,
which outputs the secret data [25, 41, 42]. A steganographic system's

architecture is depicted in Figure 2.1.

Extracted
Secret
data

Extraction

Embedding

algorithm Stego video

algorithm

Secret
data

Figure 2. 1: steganography method General diagram

When the secret information is embedded inside some cover media,
the stego system should be carefully constructed to embed the information
and create a stego-file that is a perfect copy of the cover media, or at least
as near to it as feasible. This will ensure that the attacker views the
stegogramme and the communication currently happening as an ordinary
one. Once the stegogramme has been obtained, it is often transferred to a
distant receiver along with the secret key to reveal the embedded data [25,
41, 42].
2.6 Steganography in Depth

As steganography has been utilized, it has progressed, and

numerous new techniques and algorithms have been created to enhance

13
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the concealing process and boost the security of the hidden data. To make
cover mediums contain the data and produce stegogrammes, the
embedding procedure involves changing their contents and setting their
values. We are unable to change the data in all places of the cover file,
though. The cover file may be destroyed if certain values are changed, or
they may cause some obvious and visible distortion. The likelihood of
discovering the stegogramme would therefore be quite high if the
distortion was discernible. Hence, the probability of becoming
undetectable increases with decreasing distortion. Steganographic
systems must therefore basically recognize the redundant information of
the cover-file [22].

Redundant information is minor information that, when adjusted,
has no discernible effect on the cover file's overall perceptibility. As a
result, the change in the information isn’t readily apparent [25, 43]. So,
any adjustment to these superfluous bits shouldn't compromise the cover
medium'’s integrity, retaining the quality that in turn would increase the
stegogrammes' imperceptibility and indetectability. Therefore, even if the
hiding method is known to the public, the existence of hidden data cannot
be detected if the stego-file shows no suspicious changes or indications.
As a result, In order to avoid raising any suspicions and make it
challenging for steganalysts to detect steganography in stego-files similar
to original files, steganographic systems should produce stego-files that
are as similar to the cover-file as much as possible [20].

By increasing the robustness or the imperceptibility, secret data
security is improved. Moreover, some algorithms expand the amount of
hidden data that may be stored on covert mediums. Thus, imperceptibility,
robustness, and capacity are the main steganographic system
characteristics that must be taken into account [20, 44, 45]. Hence, the
following can be taken into account as efficiency criteria for

steganographic systems:
14
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1. Robustness: The degree of a steganographic system's resistance to
Steganalysis and other attacks, as well as how challenging it is to
ascertain whether or not it contains hidden data [20, 44, 46]. Being
robust means being able to endure the Steganalysis methods used for
hidden data discovery, extraction, and destruction.

2. Imperceptibility: The degree to which there is no perceptibly
observable change or distortion in the stego file. the quality of the
resultant stego file is therefore crucial. This is accomplished by not
altering the resulting stego medium significantly [20, 44, 47]. The
stego-medium must also not be statistically perceptive, therefore its
statistics must be the same as those of the cover medium [25].

3. Capacity: The capacity of a cover media is the amount of secret
information that can be covertly put within it. Data hiding within cover
files may occasionally be performed with significant amounts, but the
resulting stego files would be so obvious as to contain secret data. So,
enhancing an algorithm's capacity must be completed while preserving
the cover files' quality and causing the least amount of disruption to
its properties as feasible [23, 25].

Yet, there is a trade-off between capacity and imperceptibility,
where adding more data produces more artifacts into cover materials,
which then makes hidden data more perceptible [25]. Data embedding
should be as minimal as possible as a result, as the more data that is
embedded, the more the cover-file is affected, and the easier it is for
steganalysts to find the stego-file [20, 44, 47]. Thus, it is challenging to
simultaneously increase capacity and retain imperceptibility [25].

2.7 Steganography Classifications

There were several methods established for categorizing a
steganographic system, however there are two primary methods. The first
is dependent on the kind of cover file, and the second is based on the

technique employed for hiding [25].
15
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2.7.1 Cover Type-Based Classification

Since there are many types of cover mediums available,
steganography can be categorized as follows depending on the type of
cover medium used to conceal the data:
1) Network steganography.
2) HTML steganography.
3) Text steganography.
4) Audio steganography.
5) Image steganography.
6) Video steganography.
However, because the characteristics of different types of cover files vary,
so do the hiding procedures themselves.
2.7.2 Hiding Method-Based Classification

Steganography can be categorized based on how data is concealed.
As a result, there are three ways to hide data using steganography [25]:
1. Insertion-based technique.
2. Generation-based technique.
3. Substitution-based technique.
2.7.2.1 Insertion-based technique

The insertion-based approach finds locations in cover medium that
is disregarded by programs that read this cover medium, and hide the
secret information there. This technique has both an advantage and a
drawback. The drawback is that because this technique embeds the data
inside the cover medium, the size of the file containing the created stego-
file would be larger than the cover file size. Since it is uncommon to have
access to the original cover file for comparison, this method might be
successful if the stego file size is sufficient. The advantage is that the
quality of the cover file is maintained and that the stegogramme will not
noticeably change because the content of the cover file isn't changed.

For example, numerous files contain the End-Of-File (EOF) marker
16
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flag. This flag helps applications find the end of a file so they can finish
processing it. If you add the data after the cover file's EOF marker, the
application won't take into account the embedded information when
reading the produced stegogramme. This method's drawback is that the
size of the final stego-file equals the sum of the sizes of both the cover file
and the embedded information, which could create questions if the cover
file's size is too large to adequately account for. [19, 48]
2.7.2.2  Generation-based technique

In order to hide the data, the generation-based method first creates
a cover file. Hence, a cover file that already exists is not necessary. The
primary advantage of this technique is that the stego-file doesn't have
distortion or is larger than the original cover file. But since the generated
files have random content, people can find them to be unrealistic. So,
perhaps random-looking images are appropriate for this type of
information concealment. [48]
2.7.2.3  Substitution-based technique

The substitution-based approach uses cover files to find
unnecessary information and replace it with secret data by finding and
replacing the appropriate values. This method's main advantage over the
insertion-based method is that the sizes the stego-file of and the cover-file
are the same because no new data was inserted. On the other hand, it's
possible that the change diminished the quality of the cover file.
Additionally, the quantity of secret information that can be inserted is

limited by the size of the trivial data that may be deleted or altered. [48]
2.8 Least Significant Bit Substitution

One of the first and most used steganography techniques is LSB
substitution [21, 49]. In computer science, the smallest (right-most) bit of
a binary sequence is referred to as the (LSB) [20]. The act of putting a
secret data bit into a cover binary sequence's Least Significant Bit is

known as "LSB substitution”, No matter how the order in which the
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sequences of the cover binary used to contain the secret information were
used or whether the order of embedding was random or sequential, by
replacing the value of the Least Significant Bit cover binary sequence with
the secret bit value. Hence, if you need to conceal the secret bit using the
LSB substitution approach and you have a cover binary sequence of
11100111 and a secret bit with a value of 0, all you need is swapping the
secret bit with the LSB of the cover binary sequence, making the cover
binary sequence 11100110. From the start to the end of the cover file, the
Hide & Seek algorithm successively inserts secret bits into the LSBs of
the cover binary sequences, is the simplest algorithm that conceals data
through LSB substitution. When you wish to hide a byte of secret
information, all you have to do is take the 8 bits that make up the secret
byte, replace the least bit in a series of 8 binary sequences of the cover
information with these bits, and so forth. Your secret bits are simply
substituted for the least bit in each cover binary sequence. As a result, to

embed each secret byte, eight cover binary sequences are needed [43].

For example, assume that the cover data's binary sequence unit is
one byte, and the secret byte is 10001011 that is needed to be embedded
using the LSB substitution technique into a string of cover bytes. The

procedure would be carried out as illustrated in Table 2.2:
Table 2. 2: Sequence of cover bytes before and after Embedding by Sequential LSB

Cover byte Index The series of cover bytes The resulting stego bytes
before the embedding after the embedding
process process
0 10111110 10111111
1 10011001 10011001
2 10100001 10100000
3 01111100 01111101
4 01110110 01110110
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5 11110000 11110000
6 11011111 11011110
7 11010011 11010011

The new bit value differs from its original
The new bit value is identical to its original

The LSB substitution method has a number of advantages. First off,
because it doesn't change the number of cover data bytes or their size, it
has no impact on the size of the cover medium. It merely swaps out part
of the cover bits for the secret bits. Next, it does not significantly alter the
cover data, which is supported by two factors. Initially, the change
happens in the bit with the least weight (rightmost) out of all the bits in a
byte. Simply put, if this bit's value changes from 1 to 0 or from 0 to 1, as
indicated in Table 2.2 at bytes 3 and 2 respectively, the value of the byte
is modified simply by 1 progressively or decreasingly in each case. The
human visual systems can't pick up on this level of change. Second, some
of the bits are changed to have the same value. For instance, at byte 1 the
byte is unchanged. Therefore, on average the maximum cover size used to
modify is half of the cover bits [43, 46, 50]. Hence, even if the second
least significant bit is used for concealing, it is better to employ two bit
planes than one, if we hide any information inside [51]. From a capacity
perspective, LSB uses a modest amount of cover bytes to encode a specific
amount of secret data. Whereas it requires 8 bytes of the cover for each
secret byte to be placed. So, all that is required to conceal the data is the
employment of an appropriately sized cover-file.

2.9 Video-Based Steganography and LSB Substitution

A video is a collection of numbers that make up various frames that
are images with varying light intensities, and pixels which are the
numerical values form a grid of points [43]. The goal of video
steganography is to develop and enhance algorithms and techniques for
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concealing data inside of videos. Video steganography is The most widely
used type of steganography, because capacity and robustness to attacks
[25]. The two possible domains for information hiding in videos are the
transform domain and the spatial domain [43, 44, 46, 52]. Transform
domain techniques use lossy videos such as mp4, mkv, etc., and spatial
domain techniques use uncompressed videos as avi.
2.9.1 Spatial Domain LSB Substitution

The video frames' spatial domain consists of the images' planes; the
pixels that make up an image [23]. Data embedding in spatial domain
methods is accomplished by directly embedding the secret information
bits into the values of the image pixels [53, 54]. As LSB substitution
technique embeds the secret bits into the cover-file directly, it is the
approach most frequently utilized in the spatial domain. Therefore, in
video steganography, the secret information is directly embedded into the
LSBs of the pixels values that make up the cover video images. Spatial
domain techniques are applicable to videos that are uncompressed as avi
[53].
2.10 Video tracking

Video Steganography utilizes Multiple Object Tracking (MOT),
which is a computer vision application that seeks to examine videos to
recognize and track objects that belong to one or multiple classifications,
like animals, humans, cars, and non-living things, without having any
background knowledge about the targets shape and number. MOT
techniques associate each box with a target ID (referred to as a detection)
to differentiate between intra-class objects, opposite to object detection
algorithms, which only provide a group of rectangular bounding boxes
identifiable by their width, height, and coordinates. Figure 2.2 shows an

illustration of a MOT algorithm's output. [14]
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MOT algorithm

Figure 2. 2: MOT algorithm output

There are several ways to detect and track objects, and the one that
was utilized in this project is YoloV5 for detection with a novel tracking
algorithm plus OpenCV for video processing. OpenCV is a large library
that is open-source for image processing, machine learning, and computer
vision that is written in optimized C/C++ to take the benefit of multi-core
processing [55]. It currently has a huge role in real-time applications,
which is essential in modern systems. With it, one may analyze videos and
images to identify human handwriting, faces, and objects of any kind. In
order to identify the visual pattern and all of its various features, OpenCV
uses vector space and applies mathematical operations on these features
[56].

A more sophisticated form of image categorization called object
detection uses a neural network to recognize items in an image and to
highlight them with bounding boxes [57]. Therefore, the term "object
detection™ refers to the location and identification of objects within an

image that fall into a predefined set of classes. The wide application of
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tasks like recognition, detection, and localization in practical situations
makes object detection a key area in computer vision [57]. Generally,

there are two methods for detecting objects, which are:
e Two-stage object detection

e The phrase "two-stage object detection” describes the application of
methods that separate the object detection problem statement into the 2

stages listed below:
a) Detecting potential object regions.
b) Classifying the image into object classes in those regions.

Common two-step algorithms such as Faster-RCNN and Fast-RCNN
often employ a Region Proposal Network, which suggests potential

object-containing regions of interest. [58]
e One-stage object detection

One-stage detectors anticipate all of the bounding boxes in a single
neural network pass. It is significantly quicker and more suited for
portable devices. The most popular one-stage object detectors include
DetectNet, SSD, SqueezeDet, and YOLO. [59]

The highest accuracy rates are achieved by two-stage object
detection models, which are often slower. In contrast, one-stage object
detection models are substantially faster than two-stage object detectors
but achieve lower accuracy rates. Even while two-stage object detection
models produce accurate findings with a high mean Average Precision,
they require a lot of iterations within the same image, which prevents real-

time detection and slows down the algorithm's detection speed [59].

You only look once (Yolo) is an algorithm that (in real-time) detects
and identifies various elements in images. The object identification
process in YOLO, which is carried out as a regression problem, offers the
class probabilities of the identified images. Convolutional neural networks
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(CNN) are used by the YOLO method to recognize objects in real-time
[60]. The method just needs one forward propagation through a neural
network to detect objects, as suggested by the name. This shows that
prediction is carried out throughout the entire image using a single
algorithm run. The CNN is used to forecast multiple bounding boxes and
class probabilities at once. The YOLO algorithm comes in a wide variety.
The three most popular ones are YOLOv3, YOLOv4, and YOLOVS.
Ultralytics, the same company that created the Pytorch version of
YOLOv3, released YOLOV5 in June 2020 [60]. YOLOVS5 is available in
four models, which are X, L, M, and S, each one of them offering different
detection accuracy and performance and the L model was used in this
research.
2.11 Steganalysis Principles

Steganalysis is the art of recognizing and detecting stego-files that
hold embedded secret information [20]. Hence, while the primary goal of
Steganalysis is to identify stego files, it also includes data destruction and
data extraction [25]. While extracting the message should be regarded as
extremely unlikely, doing so would need the steganalyst to figure out the
mechanism used to conceal the message, and the secret data is typically
encrypted before being inserted. Therefore, Steganalysis becomes
successful and the steganography system is compromised if an attacker
detects the existence of the embedded secret information. Steganalysts are
individuals who use Steganalysis with the goal of detecting and
intercepting stego-files and the concealed information in the
communication channel [23]. The properties of a cover file typically
change when some parts are modified to embed secret data, and this can
be a sign that concealed data is there [25]. A comparison between a cover-
file and its associated stego-file may therefore be used to determine
whether a hidden message is there or not. Thus, In order to prevent this

kind of comparison, cover-files used to hide information shouldn’t be
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made available online for everyone, and they might even need to be
deleted after finishing [25]. The resulting stegogramme is often conveyed
to a remote receiver across a communication channel after the secret data
has been embedded within a cover medium. It might undergo Steganalysis
along the way. An attacker may choose to target the communication in
several ways after using Steganalysis tools to identify a stego-medium.

According to the Steganalyst's role, there are three different types of

steganography attacks: passive attack, active attack, and malicious attack

[20, 23, 25]:

« A Passive Attack is the situation in which the attacker merely keeps
track of the communication, allows or rejects the message delivery.

 An Mactive attack™ is when the attacker interferes with the
communication by tampering with the detected stegogrammes and
causing distortion to them.

« A malicious attack occurs when the attacker substitutes a false
message for the secret message and attempts to deceive one of the
communication parties by pretending to be that party. Nevertheless,
this form of attack is too difficult to execute, because the attacker must
be completely aware of the hiding procedure, including the method
employed and the secret key, if one exists. Additionally, this kind of
attack is rather simple for receivers to spot because the hidden

messages are illogical.
2.11.1 Techniques of Steganalysis

Steganalysis, as previously stated, is the science involved with
uncovering secret communications by looking for concealed information
in stego media that are being transmitted between parties. Because the
secret message is embedded there, steganographic technologies leave
certain traces in stego files. The stego files can be recognized in some way
thanks to these traces. Steganalysis therefore focuses on using these traces

to find the stegogrammes.
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2.11.1.1 Targeted Steganalysis

Targeted Steganalysis approaches are developed in direct contract
with a certain embedding methodology in order to locate stego files by
evaluating known side effects of specific steganographic systems, so it is
necessary to have in-depth knowledge of the steganographic algorithm
that the attack is directed at [20].
e Visual Attacks

Visual attacks involve inspecting the target file or specific parts of
it visually while using a software to spot any evident discrepancies [20].
Naturally, stego files with quality degradation due to steganographic
alteration appear suspicious and can be seen with the naked eyes.
Therefore, a steganographic algorithm should maintain the quality of
cover files as a means of concealing data inside as the first guideline to
avoid visual attacks. When steganalysts conduct visual attacks, they focus
solely on the possible embedding locations inside stego files to look for
manipulation indicators.
e Statistical Attacks

These attacks rely on identifying changes that have been made to
the statistical characteristics of cover files [25]. Statistical Attacks can
show that a file has been modified, but they cannot show what method was
employed. Because they may be automated, statistical attacks are
frequently favored [20]. Many statistical characteristics of images,
including the kurtosis, differential values, standard deviation, median, and
skew can be analyzed [25]. The RS Analysis, Chi-square Test, Sample
Pair Analysis, and Histogram Analysis are all examples of statistical
attacks.
2.11.1.2 Blind Attacks

These attacks seek to assess the likelihood of embedding based just
on the data in the allegedly suspected video, despite the fact that it is

unclear how the data may have been inserted. The core principle is that
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neither the algorithm nor the cover video are known [20]. Some of the
most common blind attacks are Farid’s Wavelet Based Attack, and
Wavelet Moment Analysis (WAM) [53].

2.12 Video Quality Metrics MSE and PSNR

The most popular and extensively used metrics for evaluating video
quality are mean square error (MSE) and peak signal-to-noise ratio
(PSNR) [25]. Whereas MSE assesses the difference between two videos
(how dissimilar they are from one another), PSNR assesses the similarity
between two videos (how similar they are) [25]. As a result, better video
quality is achieved with higher PSNR values and lower MSE values. Since
there is little difference between the original video and the reassembled
video, the highest video quality is obtained when the MSE value is very
low or close to zero [25]. For PSNR, the greater the PSNR number, the
better the level of imperceptibility [25]. Nonetheless, PSNR values that
are between 25 and 40 can be considered as normal values [48]. For
example, if the PSNR value surpasses 30 dB, it is impossible to distinguish
between a grey-scale cover video and its stego video [25, 61, 62]. PSNR

and MSE equations are as following below:

max?
MSE
Eqg. 2.1 shows how to calculate the PSNR, Where max indicates the
highest estimate of pixels in a frame, and (MSE) is used to assess the
distortion between the stego-image and the cover-image [63], where it is
determined using Eq. 2.2:

MSE = XiZ1"(pi — p)?/(N * M) (2.2)
Where pi and pi’ indicate the estimation of the pixel after and before the

PSNR = 10log;,

2.1)

data embedding into the cover image, and N*M represents the size of the
image (M=width, N=height) [64].

However, the MSE for colored images is defined in the following Eqg. 2.3
[25]:

MSEjy, = MSER+MS3EG+MSEB (2.3)
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Where MSEg, MSE;, and MSErare the MSE of blue, green, and red

respectively.
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Chapter Three The Proposed System

3.1 Overview

This chapter presents a novel video steganography scheme using
objects appearance times and area with embedding threshold. The basic
flow of the proposed approach is shown in block diagrams. Also, the
object detection, embedding and extraction process are illustrated in
detail.
3.2 The Proposed System

The proposed system consists of two parts, first is the embedding
of the secret message and the second is the extraction of the secret image.

3.2.1 The Message Embedding Part

The embedding of the secret message part is shown in Figure 3.1
which consists of a set of stages that will be covered in the next

subsections.

5
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where the area of the
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Figure 3. 1: Block diagram of the embedding part

3.2.1.1 Preprocessing Stage
The first Stage is to select a video that will be the cover of the secret

message then Preprocess the selected video by applying Huffyuv (Hfyu)
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lossless compression and (avi) video format so that the RGB values don’t
change during the embedding video rewriting phase and the extraction
phase using OpenCV with ffmpeg (you can skip this step if the video is

preprocessed before).
3.2.1.2 Objects tracking

In this Stage, the cover video will be read and put in a bufferlike
array called deque of (Mats) to speed the process of detecting of objects
and tracking them. Each frame will be taken from the deque and YoloV5
will detect the objects (YoloV5 was modified to ignore objects with area
less than 1000 to decrease tracking confusion of unnecessary objects) in
that frame and there coordinates points will be saved (X,Y) then these
points for each will be sent to the tracker to give them an identifier and
each object will have a number of information that will be saved as will
(id, appearance times, area, number of current frame, box point number).

The new tracking method will have memory about the detected
objects of (n) frames at a time, in the proposed system (6) frames were
used at a time because too high memory will cause objects to be given IDs
of another objects that were in the same points and too low memory will
make the tracker give new IDs often. The principle of the new tracking
method is that it will keep these information about the objects of the last
6 frames and it will compare them with the objects of the current frame if
the coordinates are not too far off then the object will retain the same id
that it was given before and if the object is new it will be given a new id.
Yolo objects detection and tracking will be repeated for all the remaining
frames in the deque.

Algorithm 3.1 illustrates the tracking algorithm that was used to

track the objects.
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Algorithm 3. 1: Objects tracking

Input: obj_info, current frame objects.

Variables definition:

obj_info = array of objects — an array that has the details about all the
detected objects.

dis_vec = array of integers — incudes all the distance vectors for each
object in the current frame.

prev_bbox_vec = array of objects - this array saves all objects that
have appeared in the last 6 frames.

cur_index = integer — saves the index of the current object.

cur_dis = integer — the distance of the current object in contrast to its
previously seen location.

max_object_count = Global — integer — how many objects have been
tracked to this point.

Output: obj_info which has the information of all past, currently add
and updated objects.

Begin
1. dis_vec «— calculate the distance vector for each object in the
current frame

2. for i « 0 to prev_bbox_vec length Do

3. begin

4 cur_index « -1

5. If the current object has the same ID of the current | object then

6 begin

7 cur_dis « calculate the current distance of the object by
using i object location with the location of the current
object as following: sgrt( (cur.x - prev.x) * (cur.x - prev.x)
+ (cur.y - prev.y) * (cur.y - prev.y)).

8. if the cur_dis is lesser than 100 and dis_vec of the current
object is greater than the cur_dis then

Q. begin

10. dis_vec of the current object < cur_dis

11. cur_index « current object index

12. End if

13. End if

14, If cur_index greater or equals 0 and track ID is absent then

15. current object track ID « i track ID

16. End for i

17. for i < 0 to number of objects in the current frame Do
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18. begin

19. If i object track ID equals 0 then

20. i object track ID « track ID + 1

21. End fori

22. for i < 0 to objects in the current frame Do

23. begin

24. if | object track ID greater than max_object_count then

25. add the new object to obj_info with all its details and
increment max_object_count by 1 with the object seen count
tol

26. else

217, update the current object with its new coordinates and
details and increment the objects seen count by 1

28. End fori

29. Return obj_info

End Algorithm.

3.2.1.3 Object Selection preparing

All the tracked objects will be sorted by the number of times they
appeared in descending form and if the number of any object appearances
iIs less than 70 it will be erased, after that each object as you know have a
lot of frames that it appears in so each object will be sorted by its area and
this in turn will lead us to the next most important step which is the
embedding the secret message itself.

Algorithm 3.2 demonstrates the deletion, sorting by appearance
times and then sorting by area for each object in the frames for the tracked

objects.

Algorithm 3. 2: Object selection preparing

Input: obj_info, min_seen_threshold.

Variables definition:

obj_info = array of objects — an array that has the details about all the
detected objects.

min_seen_threshold = integers — a threshold for the minimum number of
appearances of the tracked object in the frames to accept it for
embedding.

Output: obj_info after deletion and sortation.
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Begin

1. for i < 0 to obj_info length Do

2. begin

3. if the 1 object’s seen count is lesser than min_seen_threshold

then

4. Erease the object from obj_info array

5. Endfori

6. Sort the tracked objects in obj_info in descending order by there seen
count

7. Sort each object in the frames in obj_info by there area in descending
order

8. Return obj_info

End Algorithm.

3.2.1.4 Secret image Embedding

In this final stage a secret image will be selected and the embedding
process will start and (n) number of copies from the secret image will be
embedded in the object selected, and as for the object selected it will be
the object with the highest appearance times throughout the video and the
embedding will be done in the frames were the area of the object is at its
highest one after another. The entire new secret image embedding method

Is stated as follows:

a. Determine if the selected object has bytes enough to imbed the secret
Image into by checking how much bytes the secret image need and this
in turn will lead to pixel selection. The pixel selection is an essential
part of the image steganography. Its goal is to select a candidate pixel
in the cover image in a specific order and embed the part of the secret
image in that pixel value. In the proposed method the technique is as
follows:

e For example, start from the top left seventh pixel (X=6, Y=0)
because the first six pixels is reserved for information about the
secret image that will be discussed thoroughly in step (c).

e The pixel selected for embedding the secret data in will be the

middle pixel between each two pixels. For example, if X=6 now
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then X+2=8 and by this the secret data will be embedded in pixel
X=7 after that X=8 and X+2=10 so the secret data will be in X=9
and so on.

If there is no middle pixel (X=width) then the pixel is skipped.

Now to determine how much bytes the secret image is going to need

the method to do so will be as follows and it will be done for each
color band(R, G, and B):

Define the threshold and let it be for example 5, By default in the
method proposed the number of bits that will be embedded in each
selected pixel of the cover image will be (2), as long as the
difference between the two pixels left and right(X=6, X=8) of the
selected middle pixel(X=7) is less or equal to the threshold starting
from the secret image Most significant bits (MSB) that will replace
the cover image selected pixel's first two Least significant bits
(LSB) and then taking the next two bits from the secret data and
so on, else if it is higher than the threshold then the pixel will be
skipped.

The above method will take number of bytes as much as:
bytesneeded = secret image Width * secret image Height * 4, As
well as the number of information bytes needed about the secret
image to be reserved in the stego image first pixels that one pixel
for each two numbers of the bytesneeded and two pixels one for
the width and the other is for the height. To decrease the number
of bytes needed the below method was used.

now if the difference between the two pixels left and right(X=6,
X=8) of the selected middle pixel(X=7) is zero then four bits will
be taken from the secret data and embedded in the selected pixel's

four first least significant bits and decrease the bytes needed by

().

After checking if the selected object has bytes less than what is needed
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to embed the secret image then return to step 1 and choose another
cover that is larger with different objects.

b. If everything checks out from the previous step (a) then embedding
the secret data will begin in the selected object as stated above by
declaring a threshold and selecting the middle pixels between two
pixels for embedding and embedding in the LSB of the cover image.
What made the author decide to use (4-LSB) at most and not more is
because these LSB bits have lower amount of information than the rest
4-MSB. The amount of data that is saved in each bit of a data byte is

depicted in Figure 3.2 as a percentage.

8 7 6 5 4 3 2 1
[ 50 [24[13]68[35]17[07] 03 |
MSB LSB

Figure 3. 2: The percentage of information in each bit of one byte of data

Less than 1% of the information saved in a byte is held by the 2-LSB
bits, which pertain to a single byte of data [65]. Therefore, altering the
values of the image's 2-LSB bits will render the change invisible to
human sight [66], and if there a slight difference in colors values
between the left and right pixel of the middle pixel then 4-LSB bits
will be used. Every pixel in color images is identified by 3 values, one
each for green, blue and red color components. In the suggested
technique, we embed 2 or 4 bits per color pixel (max is 12 bit per
pixel). This large embedding rate will enable us to enhance the color
Image's payload capacity without compromising imperceptibility [67].
This process is repeated for each color band(R, G, and B) until all the
secret information is embedded in the cover image.

c. Unless the receiver of the stego video knows the precise dimensions
(height and width) of the secret image and the bytes needed for
embedding the secret data for each color band (B, G, and R), the
embedded secret data will not be correctly extracted by the receiver.

A new header information system is created and put into place to solve
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this issue. The receiver will be able to correctly obtain the embedded

secret data with the help of this header information. In the suggested

method, it is the sender's responsibility to generate n bytes of header

information from for example the object start at (X=0, Y=0 to X=?,
Y=0) where:

The first pixel will embed information about the number of
information bytes reserved in the R band and how many numbers
the bytesneeded have in the G band.

The (second pixel to information bytes reserved — 2) will have
information about the bytes needed of the secret data for each band
and each band in these pixels will have its corresponding bytes
needed. Because the number is too large and the largest value for
colors is 255. A new encoding method was used to store and
restore the values on the receiver's side by embedding two
numbers at a time from the bytes needed in each pixel.

The rest two pixels is for the dimensions of the secret image where
a similar to the above method will be used but will need only two
bands in each pixel (R, G). So to decrease the height to 255 or
lower to put the value in the color it will be divided by 255 and
compute a plus number to return the precise value of the height in
the receiver side, but in the receiver's side you will multiply the
value by 255 then add the plus value. The same will be done for
the width.

Algorithm 3.3 illustrates steps (a) and (b) above and algorithm 3.4

shows the embedding of the necessary information about the secret image

in step (c) for extracting later.

Algorithm 3. 3: Embedding data

Input: messege_bmp, original_bmp, th, bytesneeded, info_bytes.
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Variables definition:

messege_bmp = Bitmap — the secret image.

original_bmp = Bitmap — the cover image.

th = integer - this is the threshold for deciding to embed 2 bits or 4 bits
in the pixel.

bytesneeded = Global — integer — number of bytes needed to embed
the secret picture in the cover-picture for the color band.

info_bytes = integer — number of bytes needed to embed the
information about the secret image.

yStego = integer — current pixel height pointer for the color band
initial value is 0.

R_xStego = integer — current pixel width pointer for the color band
initial value

count = integer — counter for the number of bits of the secret picture.
original_bmp = Bitmap — the stego picture.

C = Color — template variable to put colors values in temporarily to
use and template variable for value of the color of the pixel left to the
selected middle pixel.

bin = 1D array of character — store the values of the color band in
binary format

y = integer — current pixel height pointer initial value is 0.

X = integer — current pixel width pointer initial value is 0.

C1 = Color — template variable for value of the color of the selected
middle pixel.

C2 = Color — template variable for value of the color of the pixel right
to the selected middle pixel.

k = integer — counter for the color band secret image bits.

within_th = Boolean — a flag that indicates whether the difference
between the value of left and right pixel to the selected pixel is equal
or lower than the threshold or not.

Output: The stego image without information about the secret image
in the first 6-bytes.

Begin

1. Function Embedding( messege_bmp, original_bmp, th, bytesneeded,
info_bytes)

2. begin

3 yStego < 0

4, xStego < info_bytes

5. count <— 0

6 stego_bmp <« original_bmp

7 Define C

8 R_bin « new char[(messege_bmp Width * messege_bmp

Height) * 8]
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9.

42

10.
11.
12.
13.
14.

15.
16.
17.
18.
19.
20.
21.
22,
23.
24,
25.
26.
27.

28.
29.
30.
31.

32.
33.
34.
35.
36.

37.
38.
39.
40.
41.

43.
44,
45.
46.

for y « 0 to messege_bmp Height Do
begin
for x « 0 to messege_bmp Width Do
begin
C < messege_bmp GetPixel(x, y)
msgdectobin(C, bin, count) // turn values from
decimal to binary
Increase Count by 8
End for x
End fory
Define C1,C2
k<0
while k not equal to bin Length Do
begin
iIf bin Length not equal to k then
begin
within_th « false
while within_th equals false Do
begin
If xStego + 2 greater or equal to stego_bmp
Width then
Increase yStego by 1
xStego «— 0
Else
within_th « thcheck(stego_bmp
GetPixel(xStego, yStego), stego_bmp
GetPixel(xStego + 2, yStego), th, ref xStego)
End while
C =stego_bmp GetPixel(xStego, yStego);
C1 = stego_bmp GetPixel(xStego + 1, yStego)
C2 = stego_bmp GetPixel(xStego + 2, yStego)
stego_bmp SetPixel(xStego + 1, yStego, Color
FromArgb(C1.A, msgembed(ref k, C.R, C2.R, C1.R,
ref bytesneeded, bin), C1.G, C1.B))
Increase xStego by 2
End if
End while
return stego_bmp

End embedding Function

. Function thcheck(int color,int color2 , int th, ref int xStego)
begin

if Math.Abs(color - color2) lesser r equal to th then
return true
Increase xStego by 2
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47. return false
48. End thcheck Function

49. Function msgembed(ref int k, int C,int C2, int C1, ref int
bytesneeded, char[] bin)

50. begin

51. StringBuilder sb < new StringBuilder(dectobin(C1))
52. iIf C-C2equals0and k less than bin.Length — 2 then
53. sb[4,5,6,7] < bin[k,k+1,k+2,k+3]

54, Increase k by 4

55. Decrease bytesneeded by 1

56. Else

57. sb[6,7] < bin[k,k+1]

58. Increase k by 2

59. return (Convert.Tolnt32(sbh.ToString(), 2))
60. End msgembed Function
End Algorithm.

Algorithm 3. 4: Secret image information embedding

Input: messege _bmp, stego_image_bmp.

Variables definition:

message_bmp = Bitmap — the secret image that was embedded
stego_image_bmp = Bitmap — the stego image that has the secret
message embedded in it

mWidth255 = integer — the width of the secret image after it is divided
by 255.

mWidthplus = integer — the plus value to return the precis number of
the width before it was divided.

mHeight255 = integer — the height of the secret image after it is
divided by 255.

mHeightplus = integer — the plus value to return the precis number of
the height before it was divided.

info_bytes = integer — how many pixels to reserve for the secret image
information embedding

obj_pixel_index = integer — the stego image selected object pixel index
pointer

index_of message_bytes = integer — index that points to the secret
message bytes numbers

Output: The stego image with the necessary information about the
secret image.
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1.

2
3
4.
5

o

8.
Q.
10

18

19

11.
12.

13.
14.
15.

16.

17.

Begin

mWidth255 «— message_bmp Width / 255

. mWidthplus < message_bmp Width - (255 * mWidth255)
. mHeight255 «— message_bmp Height / 255

mHeightplus < message_bmp Height - (255 * mHeight255)

. info_bytes < Floor(Log10(message_bmp Width * message_bmp

Height * 4) + 1)

info_bytes « Ceiling(info_bytes / 2) + 3

Embed in the first pixel of stego_image_bmp selected object the

info_bytes in the R band and the full secret message how many

bytes needed number to extract in G band

obj_pixel_index « 1

index_of_message_bytes « 0

. while obj_pixel_index is lesser than info_bytes — 2 Do

begin
embed two numbers for each color band of the bytes needed in
the stego_image_bmp, each in its corresponding band(2
numbers from the bytes needed to extract the message R
components in the R band and so on for the G and B but each
one is also embedded in its corresponding band)
increment obj_pixel_index by 1
increment index_of _message_bytes by 2
if index_of_message_bytes equals message bytes needed length
-1 then

Embed the last number for each color band of the bytes
needed in the stego_image_bmp, each in its corresponding
band.

End while

. Embed mHeight255 in the R band and mHeightplus in the G band
of stego_image_bmp objects (X + info_bytes - 2).

. Embed mWidth255 in the R band and mWidthplus in the G band
of stego_image_bmp objects (X + info_bytes - 1).

End Algorithm

3.2.2 The Message Extraction Part

in Fi

next

The extraction of the secret message from the stego-video is shown
gure 3.3 which consists of a set of stages that will be covered in the

subsections.
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Sort the objects
e and Select the
& = object with the

Multiple object cking highest number
(MOT) using OpenCV, of appearance
YOLOVS5 and novel method N
for tracking times

!

Apply the new
extraction method on

Secret .
) the object at frames
image -

where the area of the
object is at its highest

Figure 3. 3: Block diagram of the extraction part

3.2.2.1 Video selection and Objects tracking
Choose the video that has the secret message embedded in it (Stego-
video). Then, apply YoloV5 object detection and new tracking method as
in the embedding process to identify the objects.
3.2.2.2 Object Selection preparing
Again as the embedding process sort the detected objects by
appearance times in descending form and discard those with 70 or less
appearance times and then sort each object appeared in the frames by its
area to begin the next step which is the extraction.
3.2.2.3 Secret Image Extraction
Select the object with the highest appearance times and the frames
of that object with the highest areas sorted one after another and they as
done before have the (n) copies of the secret message embedded in them,
the extraction can now commence as following:
a. Retrieve the information of the secret image (bytes needed for each
color band R G and B, width, and height) embedded in the first n-bytes
of the stego video object and suppose the selected object starts from

(X=0,Y=0) then:
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e First retrieve the (n = number of information bytes reserved)
number embedded in the first (0,0) pixel in the R color band and
then retrieve the (L = length of the number of bytes needed)
embedded in the G band.

e Extract the R band bytes needed value embedded in the R band at
(X=1,Y=0 to X=n-2,Y=0) and like the embedding process each
two numbers embedded in the pixels will be extracted and saved
in a variable . The same technique will be used for the rest G and
B bands but the values retrieved will be in the G for the G color
and B for the B color.

e To retrieve the height of the secret image the information was
embedded in (n-2,0) in the R and G bands where the value of the
R band will be multiplied by 255 and the result will be added to
the plus value embedded in the G band. The same will be done for
the width but the information will be at (n-1,0) R and G bands.

b. The extraction process will be the same as the embedding process
were the agreed upon threshold (5) will be declared and the selection
of the pixels will begin from (X=n,Y=0) if for example the object
started at(X=0,Y=0) and so on but in the extraction process the middle
pixels will be selected and based on the difference between the left
and right pixels to the middle pixel the result was greater than (5) then
the pixel will be skipped and if it was equal or lower than (5) then if
the difference was zero then 4 bits will be retrieved from the middle
pixel else 2 bits will be retrieved and so on for the rest of the selected
middle pixels. Each 8 bits extracted will be changed to decimal value
and put in its color band , so the process above will be done for the R,
G and B bands to retrieve the secret image.

Algorithm 3.5 illustrates the extraction process that is stated in step

(b) above in detail.
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Algorithm 3. 5: Extracting data

Input: stego_bmp, Extracted_msg_bmp, th, bytesneeded, info_bytes.

Variables definition:

stego_bmp = Bitmap — the stego image.

Extracted_msg_bmp = Bitmap — the extracted secret image.

th = integer — this is the threshold for deciding to embed 2 bits or 4 bits
in the pixel.

bytesneeded = Global — integer — number of bytes needed to embed
the secret picture in the cover-picture for the color band.

info_bytes = integer — number of bytes needed to embed the
information about the secret image.

yStego = integer — current pixel height pointer for the stego image
color band initial value is 0.

xStego = integer — current pixel width pointer for the stego image
color band initial value is (info_bytes).

Ymsg = Global — integer — current pixel height pointer for the secret
message color band initial value is 0.

Xmsg = Global — integer — current pixel width pointer for the secret
message color band initial value is 0.

NumberOf2BitsRestored = integer — counter for how many times two
or four bits have been restored form the stego image or the color band.
s = String — temporary container for the color band secret image
retrieved bits.

count = integer — counter for the number of bits of the secret image.
original_bmp = Bitmap — the stego image.

C = Color — template variable for value of the color of the pixel left to
the selected middle pixel.

C1 = Color — template variable for value of the color of the selected
middle pixel.

C2 = Color — template variable for value of the color of the pixel right
to the selected middle pixel.

completed = Boolean — a flag that indicates that the color band secret
data has all be extracted from the stego image.

within_th = Boolean — a flag that indicates whether the difference
between the value of left and right pixel to the selected pixel is equal
or lower than the threshold or not.

Output: the secret image (Extracted_msg_bmp).
Begin

1. Function Extracting( stego_bmp, Extracted_msg_bmp, th,
bytesneeded, info_bytes)
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2. begin

3 yStego « 0, xStego «— info_bytes
4. Ymsg < 0, Xmsg < 0

5. NumberOf2BitsRestored «— 0

6 s «— null

7 Define C, C1, C2

8 completed « false

Q. while completed equals false DO

10. begin

11. within_th « false

12. while within_th equals false Do

13. begin

14, If xStego + 2 greater or equal to stego_bmp.Width
then

15. Increase yStego by 1

16. xStego «— 0

17. Else

18. within_th < Thcheck(

stego_bmp.GetPixel(xStego, yStego),
stego_bmp.GetPixel(R_xStego + 2, R_yStego), th,
ref R_xStego)

19. End while

20. C « stego_bmp.GetPixel(R_xStego, R_yStego)

21. C1 « stego_bmp.GetPixel(R_xStego + 1, R_yStego)

22, C2 « stego_bmp.GetPixel(R_xStego + 2, R_yStego)

23. s «— msgextract(ref NumberOf2BitsRestored, C, C2, C1,
bytesneeded, s, ref xStego)

24. Extract_message(Extracted_msg_bmp, ref s)

25. If Ymsg greater or equals Extracted_msg_bmp.Height OR
NumberOf2BitsRestored equals bytesneeded then

26. completed « true

27. End while

28. return Extracted_msg_bmp
29. End Extracting Function

30. Function thcheck(int color,int color2 , int th, ref int xStego)
31. begin

32. if Math.Abs(color - color2) lesser r equal to th then

33. return true

34, Increase xStego by 2

35. return false

36. End thcheck Function

37. Function Extract_message(Bitmap Extracted_msg_bmp,ref String

s)
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38.
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40.
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56.
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58.

59.

60.
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63.
64.
65.
66.
67.
68.
69.
70.

begin

if s.Length greater or equals 8 then
begin
Color C « Extracted_msg_bmp.GetPixel(Xmsg, Ymsg)
If s.Length greater or equals 9 then
Extracted_msg_bmp.SetPixel(R_Xmsg, R_Ymsg,
Color.FromArgh(255, Convert.Tolnt32(s.Remove(8,
2), 2), C.G, C.B))
s «— s.Substring(8, 2)
Else
Extracted_msg_bmp.SetPixel(Xmsg, Ymsg,
Color.FromArgb(255, Convert.ToInt32(s, 2), C.G,
C.B))
s «— null
Increase Xmsg by 1
If Xmsg equals Extracted_msg_bmp.Width then
begin
Increase Ymsg by 1
Xmsg «— 0
End if

End Extract_message Function

. Function msgextract(ref int NumberOf2BitsRestored, int C, int C2,
int C1, int bytesneeded, String s,ref int xStego)
begin

StringBuilder sb «— new StringBuilder(dectobin(C1))
If C-C2equals 0and NumberOf2BitsRestored less than
bytesneeded then
iIf NumberOf2BitsRestored equals bytesneeded - 1 And
s.Length equals 6 then
S «— s + sbb[6] + sbb[7]
Increase NumberOf2BitsRestored by 1
Else
s «— s + sbb[4] + sbb[5] + sbb[6] + sbb[7]
Increase NumberOf2BitsRestored by 1
Else
S «— s + sbb[6] + sbb[7]
Increase NumberOf2BitsRestored by 1
Increase xStego by 2
return s

End msgextract Function
End Algorithm.

44




hapter Four
RESULTS AND DISCUSSION




Chapter Four Results and Discussion

4.1 Overview

To determine which method is more effective, steganography offers
an evaluation mechanism for steganographic systems. No test or
measurement is regarded as being standard at this time. However, there
are guidelines and common procedures that can be applied for assessment
[25]. This project's main goal is to secretly store an immense amount of
data while maintaining the video's quality. This Chapter begins with the
software and hardware requirements in implementing the proposed
system. Afterwards, the proposed system is assessed by utilizing a number
of components (payload, quality), and videos with various sizes as a
dataset for evaluation.
4.2 Software and Hardware

The proposed system was done on a Lenovo Legion Y520 laptop
with a windows 10 pro Version (21H2) and the following specifications:
e Intel Core i7 7700HQ CPU @ 2.8GHz.
e 16GB Ram.
e Samsung 128GB ssd.
e Nvidia GeForce GTX 1050 4GB
The program was coded on visual studio 2019 and two programing
languages were used (C++, C#) using Common Language Runtime (CLR)
also OpenCV, YoloV5, cuDNN, Eigen and ffmpeg libraries were used
throughout the project.
4.3 Experiments and Results Discussion

The experiments that were conducted and discussion of the results
that were obtained is presented throughout this section. Our algorithm has
been evaluated on a dataset of cover videos to assess its efficacy. Our
dataset consists of 4 random MP4 videos and 5 random PNG secret

images, which are gathered from the internet.
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PSNR is used to evaluate the video's quality upon embedding. The

hidden information is invisible to human vision if the PSNR result is equal
to or greater than 30 dB [2, 7]. The distortion between the stego video and
the cover video is assessed using MSE. The following figures illustrates
the result from the program itself where:

e Figure 4.1 shows the Yolo Objects detection and tracking of each

object in the video by giving them unique IDs.

Figure 4. 1: Objects detection and tracking
e Figure 4.2 illustrates the results of embedding five PNG secret image
of size 50x50 in a 23 seconds 720p 30fps avi video in the lion which
is the highest appeared object through the video, and figure 4.3 shows

the extraction results of the same video and object after embedding.
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0006006/0 7 )

Figure 4. 3: Results of extracting the five copies of 50x50 secret image in 720p video

e Figure 4.4 illustrates the results of embedding five PNG secret image
of size 50x50 in the same 23 seconds 720p 30fps avi video in the lion
which is the highest appeared object through the video, and figure 4.5
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shows the extraction results of the same video and object after

embedding.
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Figure 4. 5: Results of extracting the five copies of 50x50 secret image in 720p video
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e Figure 4.6 illustrates the results of embedding five PNG secret image

of size 50x50 in a 13 seconds 1080p 30fps avi video in the rooster
which is the highest appeared object through the video, and figure 4.7
shows the extraction results of the same video and object after

embedding.
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Figure 4. 6: Results of embedding five copies of 50x50 secret image in 1080p video
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Figure 4. 7: Results of extracting the five copies of 50x50 secret image in 1080p video
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Chapter Four Results and Discussion
e Figure 4.8 illustrates the results of embedding five PNG secret image

of size 100x100 in a 7 seconds 1080p 60fps avi video in the dog which
is the highest appeared object through the video, and figure 4.9 shows

the extraction results of the same video and object after embedding.

000 0006/0

Figure 4. 9: Results of extracting the five copies of 100x100 secret image in 1080p video
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Chapter Four Results and Discussion
e Figure 4.10 illustrates the results of embedding the same five PNG

secret image of size 100x100 but this time ina 11 seconds 1440p 30fps
avi video in the elk which is the highest appeared object through the
video, and figure 4.11 also shows the extraction results of the same

video and object after embedding.
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Figure 4. 11: Results of extracting the five copies of 100x100 secret image in 1440p video
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Chapter Four Results and Discussion
o Figure 4.12 illustrates the results of embedding five PNG secret image

of size 108x101 in a 7 seconds 1080p 60fps avi video in the dog which
Is the highest appeared object through the video, and figure 4.13 shows
the extraction results of the same video and object after embedding.
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Figure 4. 13: Results of extracting the five copies of 108x101 secret image in 1080p video
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Chapter Four Results and Discussion
e Figure 4.14 illustrates the results of embedding the same five PNG

secret image of size 108x101 but this time in a 11 seconds 1440p 30fps
avi video in the elk which is the highest appeared object through the
video, and figure 4.15 also shows the extraction results of the same

video and object after embedding

ICHONOMCRCRONCHO,

Figure 4. 14: Results of embedding five copies of 108x101 secret image in 1440p video
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Figure 4. 15: Results of extracting the five copies of 108x101 secret image in 1440p video
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Chapter Four

Results and Discussion

Table 4. 1: Test results of various videos and secret images from the project

Num. | Num. of Cover Secret payload | Stego- Stego- Extracted
of fig. | Secret video Image Video Video secret
image | dimensions | dimensions MSE PSNR image
copies PSNR
2,3 (1) 1280x720 50x50 20,000 |0.129731 | 57.0004 dB | 100.00 dB
(2) 0.134137 | 56.8553 dB | 100.00 dB
(3) 0.130645 | 56.9699 dB | 100.00 dB
(4) 0.127352 | 57.0808 dB | 100.00 dB
(5) 0.135506 | 56.8112 dB | 100.00 dB
4,5 (1) 1280x720 50%50 20,000 | 0.11462 |57.5382 dB |100.00 dB
(2) 0.116895 | 57.4528 dB | 100.00 dB
(3) 0.115672 | 57.4985 dB | 100.00 dB
(4) 0.112189 | 57.6313 dB | 100.00 dB
(5) 0.116296 | 57.4752 dB | 100.00 dB
6,7 (1) 1920x1080 | 50x50 20,000 |0.053547 | 60.8434 dB | 100.00 dB
(2) 0.055341 | 60.7003 dB | 100.00 dB
(3) 0.052241 | 60.9506 dB | 100.00 dB
(4) 0.057580 | 60.528 dB |100.00 dB
(5) 0.061071 | 60.2724 dB | 100.00 dB
8,9 (1) 1920x1080 | 100x100 | 80,000 |0.163184 | 56.004 dB |100.00 dB
(2) 0.160314 | 56.0811 dB | 100.00 dB
(3) 0.161315 | 56.0541 dB | 100.00 dB
(4) 0.168539 | 55.8638 dB | 100.00 dB
(5) 0.166995 | 55.9038 dB | 100.00 dB
10,11 (1) 2560x1440 | 100x100 | 80,000 |0.105197 | 57.9108 dB |100.00 dB
(2) 0.105183 | 57.9113 dB | 100.00 dB
(3) 0.105104 | 57.9146 dB | 100.00 dB
(4) 0.106097 | 57.8738 dB | 100.00 dB
(5) 0.103601 | 57.9771 dB | 100.00 dB
12,13 (1) 1920x1080 | 108x101 | 87,264 |0.191555 | 55.3079 dB | 100.00 dB
(2) 0.1899 |55.3456 dB |100.00 dB
(3) 0.187556 | 55.3995 dB | 100.00 dB
(4) 0.193524 | 55.2634 dB | 100.00 dB
(5) 0.193289 | 55.2687 dB | 100.00 dB
14,15 (1) 2560x1440 | 108x101 | 87,264 | 0.13175 |56.9333dB |100.00 dB
(2) 0.130725 | 56.9672 dB | 100.00 dB
(3) 0.130715 | 56.9676 dB | 100.00 dB
(4) 0.132453 | 56.9102 dB | 100.00 dB
(5) 0.131432 | 56.9438 dB | 100.00 dB

As you can see from the table 4.1 above the results show good PSNR values
and a PSNR of 100dB that shows that the secret message embedded is the exact same
without loss of information whatsoever before embedding and after extraction from
the stego-video.
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51 Overview

This chapter provides the conclusion. We also offer some
suggestions for utilizing the proposed system most effectively and
minimizing failure risk. Finally, several future works efforts are proposed.
5.2 Conclusion

The capacity, imperceptibility, and robustness of the data
hiding process are improved with the use of steganography techniques
and algorithms. This thesis presents a novel algorithm that addresses
and enhances imperceptibility and robustness while maintaining high
capacity. The technique is based on object appearances times, areas,
and LSB substitution. The primary contribution of our study is a novel
approach to data embedding that employs threshold-based secret data
concealing and lossless secret data extraction.

Imperceptibility of the steganography system is evaluated by
measuring the PSNR of the resulting stego images selected from the
video.

Robustness is enhanced by embedding secret data in the object
with the highest appearance times and area throughout the video
frames and the data is embedded in the pixels the objects depending
on a threshold to make it even harder to detect and retrieve the secret
information.

Capacity is further enhanced by sometimes embedding secret
information into the first 4 LSB bits instead of just 2. Data embedding
into 4 LSB bits is decided upon based on an indicator. The technique
often results in a 30% improvement in capacity over embedding into
just 2 LSB bits.
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5.3 Recommendations

Since steganographic systems cannot guarantee complete security,
caution must be used while hiding secret information. First, the cover
video needs to be the right size to fit the secret data inside of it, with the
data typically taking up no more than 25% of the cover video frame.
Second, a 1080p or higher resolution cover video is preferred. Third, when
intending to insert information, the cover video should be new and
unavailable. Fourth, the selected cover video should have large and clear
objects as much as possible.

5.4 Future Work

Many directions can be highlighted based on the outcomes of this

present thesis. These include, but are not limited to:

» Making the proposed method work for text data.
= Encrypting the secret data before embedding it in the cover video.

= The proposed system opens the door for further research on object
tracking by enhancing the new tracking algorithm for better

accuracy.
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