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Abstract

Recently, the world has been witnessing the so-called age of social
media, as there is a complete dependence on these sites to follow up on
events and activities. On the other hand, most news agencies follow the wills
of their founders or owners, which makes people unbelieving the credibility
of any news or article. The problem is that fake news always focuses on
critical topics and is released appropriately, so it spreads quickly and takes a
wide resonance. As such, the research community has contributed to
conducting many studies to reduce this phenomenon. Although several
studies were performed to detect English fake news, the identification of
Arabic misinformation remains underdeveloped. This dissertation aims to
build developed machine learning models for fake news detection in Arabic
and English. Fake news predictions are improved through three developed
models: Developed Machine Learning Model (DMLM), the Attention-based
Bidirectional Hybrid Deep Model (ABHDM), and the Ensemble Deep
Learning Model (EDLM).

The Fuzzy Model (FM) is employed to select the relevant user-based
features. Initially, these features are evaluated by two proposed methods:
Mean Decrease in Gini-index (MDGI) and Drop-Feature Importance (DFI).
User-based features have been evaluated a third time using the correlation
method. Finally, the FM is fed with the outputs of these methods to identify
the relevant features. As for the DMLM, the random forest classifier has been
improved by focusing on the relevant user-based features in building trees

instead of random selection.

Two common text-processing techniques are Bidirectional Long
Short-Term Memory (Bi-LSTM) and Bidirectional Gated Recurrent Unit
(Bi-GRU). Although the popularity of these networks in handling arbitrary



sequences efficiently, they treat features extracted from the text with equal
importance. Consequently, the ABHDM is proposed in this dissertation to
address this problem. In this model, a convolutional neural network (CNN)
Is applied to reduce the dimensionality of a dataset. Then, two independent
Bi-LSTM and Bi-GRU layers are used. The idea behind the individual
implementation of these layers is to process short and arbitrary texts at the
same time. The attention model is applied to the outputs of these layers to
identify more informative words. Finally, multi-layer perceptron (MLP) is
applied to classify the news article as fake or real. The EDLM, on the other
hand, has used each of Bi-LSTM, Bi-GRU, and CNN to determine the
credibility or not the credibility of any news article. This model is built
similarly to the ensemble approach commonly used in machine learning.
Therefore, the final decision in the classification of the news article is taken

based on the opinions of all these networks.

Experiments have been conducted on five datasets: Arabic Twitter
Dataset, Sentimental Lair Dataset, AraNews Dataset, Arabic Fake News
Dataset (AFND), and Fake-or-Real Dataset. Accuracy has been used to
measure the quality of our proposed models, whereby the accuracy of
DMLM reached 0.886 and 0.762 for the Twitter and Sentimental LAIR
datasets, respectively. In contrast, the accuracy of ABHDM reached 0.8614,
0.9447, and 0.9944 for the AFND, AraNews dataset, and Fake-or-Real
dataset, respectively. The prediction results of the EDLM are slightly lower
than the results of ABHDM in terms of performance metrics. Moreover, the
results of our proposed models are better compared to previous studies that
used these datasets.
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Chapter One General Introduction
General Introduction

1.1 Introduction

Fake News (FN) is information or a claim verified to be incorrect [1].
Throughout the last few years, FN has been a common research topic in data
mining fields and Natural Language Processing (NLP) [2]. Historically, the
roots of FN go back to the 17th century in the form of propaganda that later
turned into disinformation. Today, this phenomenon refers to the publication
via the Internet of false information, intentionally or unintentionally [3].
Social media is another source of exchanging misinformation between
people. A commonly used social media platform is Twitter, which millions
of users adopt. The reason behind the tendency of online users to use this
platform is that it provides a channel that allows users to easily create,
publish and share information [1][4]. Usually, FN is produced by so-called
fakesters, who create an article with false content, often injected with trusted

news content [5].

The probability that an article, story, tweet, or publication is
intentionally misleading is called Fake News Detection (FND) [6]. As a
result of the lack of censorship on the Internet in news publications and the
huge amount of information circulating among people, FND has become a
difficult task [7]. The task of FND is further complicated by the presence of
many fakesters who aim to deceive the user for several purposes, including
religious, political, etc. Another source of fake news, as confirmed by the
Poynter institute, is that satirical news often turns into fake news that floods
the web [8]. Other terms close in concept to FND are rumour detection,
disinformation classification, stance classification, and misleading
information detection [9]. In the last few years, researchers and the scientific

community have paid great attention to FND. The research community
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widely uses artificial intelligence technologies, including machine learning
(ML) and deep learning (DL) to identify the credibility of news articles [10].

Manually determining whether a news article is fake or real is slow,
tedious, and impractical. A promising solution proposed by many studies is
the use of DL and ML algorithms for FND [11]. The ML models usually
apply traditional classification methods such as Random Forest (RF),
Logistic Regression (LR), Naive Bayes, and others on linguistic features.
These features are extracted by several methods such as Bag of Word (BoW),
Term Frequency-Inverse Document Frequency (TF-IDF), etc., which have
two major drawbacks; (1) it takes a long time to represent a word into a
feature; (2) words that are similar or close in terms of letters are assigned
somewhat similar vectors, which is the illusion of an ML model [12]. To
handle the above drawbacks, word embedding techniques were proposed and
used by many previous studies. The idea behind these techniques is to
represent words based on semantic meaning, making them the input to DL
[13].

The DL has achieved high performance in many fields, including
sentiment analysis, computer vision, and image processing [14]. Among the
wide deep neural network types, GRU, LSTM, and CNN are common in
sequence processing [15]. Both GRU and LSTM are suitable for processing
long and arbitrary sequences. Then, Bi-GRU and Bi-LSTM were used to
consider succeeding and preceding contexts by combining backwards and
forward hidden layers [16]. Although the popularity of these networks, there
have two major drawbacks: (1) the high dimensional space makes the
network more difficult to improve; (2) GRU and LSTM cannot focus on
important information in the text as they give all words equal importance
[17]. Thus, this dissertation has focused on identifying the most informative

by using CNN and attention model.
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On the other hand, the dissertation has contributed to building an FM
for identifying relevant user- and content-based features. Based on the
relevant selected features, the random forest classifier has been developed

by focusing on these features in building trees instead of random selection.

1.2 Problem Statement

The FN has become an important discussion topic in society because of
the permanent dangers this news poses to individuals, communities, and
countries. FND is a natural language processing task that involves
identifying and classifying news articles or other types of text as real or
fake..With the absence of censorship on the Internet and the huge amount of
data exchanged daily, FND is a considerable challenge. Another difficulty is
that publishers (fakesters) usually choose sensitive topics and publish them
at critical times, so their publications have a wide resonance and spread very
quickly. On the other hand, most news agencies follow the opinions and
whims of their owners, so the news issued by these agencies was in doubt

for the recipient.

Manually identifying news articles as fake or real is difficult, tedious,
and impractical. In other words, identifying FN and stopping its impact on
societies is difficult for humans because it requires a complicated activity to
collect evidence and sift the facts before making a decision. For all the
preceding, this dissertation is concerned with proposing the appropriate steps

that can be taken to provide sound solutions to the FN problem.

1.3 Related Works

Many studies have tried to solve the problem of FN and limit its spread
by building prediction models. Some studies have discussed the challenges
of FND from the perspective of NLP and data mining. Some of these
approaches consider content-based features and user-based features with ML
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to classify news articles. In contrast, Recurrent Neural Network (RNN) is the
first deep learning technique considered to solve this problem. This network

improved its predictions by deriving other versions such as LSTM and GRU.

Recently, researchers have contributed to a new development of NLP
by building so-called pre-trained models (e.g., Global Vector (GloVe),
FastText, etc.) for word representation. For all of the above, we present some
of the studies that strived to reduce the problem of FN. All the previous
studies listed below were conducted on the datasets used in our dissertation,

and the results found that our proposed models outperformed these studies.

In [8], experiments were conducted on the Fake-or-Real dataset to
detect English fake news. Initially, words were converted into numerical
features through traditional text representation methods. Then, more than
one ML technique was used to classify news articles. The Support Vector
Machine achieved the best performance among the prediction models used

in this work.

In [1], the authors have utilized ML to identify misinformation or
unreliable tweets in Arabic based on a supervised classification model. This
study is efficient in that it included both content-based and user-based
features, but the accuracy of the models was not sufficient. The random
forest classifier achieved the best results among the ML techniques used in

this study.

As for the study by [7], the authors built the models based on the
Sentimental LIAR dataset for English fake news detection. A CNN based on
BERT base pre-trained model was proposed to detect English fake news.
Although the study presented a hybrid and valuable method, the results were

not up to the level of ambition.
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The authors in [2] have used Twitter to collect the tweets dataset. The
study proposed a new feature selection method using optimization
techniques to select the best user-based features. On the other hand, many
text representation methods, such as TF-IDF and BoW, were used to convert
words into numerical features. Finally, ML techniques were applied to
classify any tweet as credible or not credible. Logistic Regression has

achieved the best results among the prediction methods used in this study.

The study in [4] has used DL for Arabic fake news detection based on
four datasets, including the AraNews dataset. In this study, pre-trained
models were used for word representation. After that, a deep neural network
was built based on CNN to classify news articles. The experiments
conducted on the AraNews dataset showed that the AraBERT pre-trained

model with CNN achieved the best results.

As for the study in [3], the authors utilized the AraNews dataset to
construct the prediction models. In word representation, TF-1DF was used to
convert each word into a numerical feature. Then, Naive Bayes, Random
Forest Classifier, and Logistic Regression are applied for Arabic fake news
detection. Among these models, the random forest classifier has achieved the

best results.

In [6], the authors have used AFND to build prediction models. The
study focused on both DL and ML for Arabic fake news detection. In DL, an
embedding layer was used for word representation, whereas ML models
relied on traditional methods such as TF-IDF in feature extraction. Through
experiments, it was found DL models achieved higher accuracy compared to
ML models. Moreover, multi-classifier and binary-classifier were

performed, and in both approaches, the capsule network model achieved the
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best accuracy (0.709 Accuracy for multi- classifier and 0.79 Accuracy for

the binary classifier).

In [5], the authors conducted their experiments on AraNews and other

datasets. Initially, the study focused on word embedding methods (pre-

trained models) for word representation. On the outputs of these methods, an

artificial neural network was added to classify news articles. JOIntBERT pre-

trained model with a batch size equal to 32 has achieved the best results.

A summary of the previous studies with additional details is listed in

Table (1.1):

Table (1.1) Summary of Related Work

Year

2018

2019

2020

2021

2021

Previous Study

[8]

[1]

[7]

[2]

[4]

Title

Detecting opinion spams
and fake news using text

classification

Classifying Arabic Tweets
Based on Credibility Using
Content and User Features
Sentimental LIAR:
Extended Corpus and Deep
Learning Models for Fake
Claim Classification
Intelligent Detection of
False Information in Arabic
Tweets Utilizing Hybrid
Harris Hawks Based Feature
Selection and Machine
Learning Models
Arabic Fake News
Detection: Comparative

Dataset

Fake-or-Real

Dataset

Tweets

Dataset

Sentimental

LIAR

Tweets

Dataset

AraNews
Dataset

Techniques Best Results
Support
Vector Acc. =0.92
Machine
Acc. =0.76
Random
Pr.=0.79
Forest
Re.=0.82
Acc. =0.70
CNN
F-score = 0.65
o Acc. =0.815
Logistic
) Pr.=0.8552
Regression
Re. =0.8235
Acc. =0.8002
CNN
Pr. =0.8004
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Study of Neural Networks Re. =0.9991
and Transformer-Based
Approaches
Detecting Arabic Fake capsule
[6] News Using Machine AFND network Acc. =0.79
Learning model

Multi-scale Machine

Learning Prediction of the AraNews Random
[3] _ ) Acc. =0.866
Spread of Arabic Online Dataset Forest
Fake News
JointBert for Detecting AraNews )
[5] ) Hybrid Model Acc. =0.80
Arabic Fake News Dataset

1.4 Challenges of Dissertation

Many research efforts were accomplished to identify English fake news
on the Internet or social media. However, developing a deep model for
detecting fake Arabic news proved to be a challenging task for several
reasons: (1) lack of resources; (2) most NLP tools do not support the Arabic
language; (3) instead of the formal Arabic language, most people tend to

utilize the informal language.

On the other hand, collecting tweets from Twitter and labeling them
requires more effort. Due to the noisy nature of Twitter content, data cleaning
and processing takes a lot of time. At the same time, labeling tweets by the

expert requires extra time and focus.

In addition, the biggest challenge is that no appropriate dataset in the
Arabic language is available to the research community. Even with the
availability of the dataset, dealing with FN requires constant updating of that
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dataset. The reason for this is that increasing events in most countries may

lead to updating an article or news from fake to non-fake, or vice versa.

1.5 Dissertation Aims
This dissertation aims to improve the prediction of any news article,
story, publication, or tweet as fake or real. To achieve this aim, the following

objectives will be considered.

1- Constructing a developed feature selection models to identify relevant

user-based features and content-based features.

2- Building developed machine learning model for improving the

prediction of Arabic fake news published on Twitter.

3- Proposing a new architectures of deep neural networks to improve
prediction accuracy through its ability to address arbitrary and short

news articles.

1.6 Dissertation Contributions

This dissertation has achieved the following contributions in

comparison to previous work:

1- Adapting Bidirectional Encoder Representations from Transformers
(BERT) pre-trained model with our proposed machine learning model by
extracting the embedding sentences vector. Most of the previous studies
add an output layer to this model to perform classification tasks, while
this dissertation focused on the outputs of this model and employing them
with DMLM.

2- Two feature selection methods are proposed to identify the relevant
user-based feature (MDGI and DFI). Based on the outputs of these
methods, a reliable feature selection method using fuzzy logic was

proposed.
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3-The behaviour of the random forest classifier was modified and
improved by focusing on the relevant features in constructing trees

rather than random selection.

4- A deep neural network is proposed to predict arbitrary and short news
articles. This network is hybridized from three networks (CNN, Bi-

LSTM, and Bi-GRU) with the participation of the attention mechanism.

5- Building a new architecture for deep neural networks based on the
ensemble approach. This architecture produces its predictions by taking

the opinion of three common deep learning algorithms.

1.7 Dissertation Organization

After this introductory chapter, the rest of the dissertation is structured
as follows:
Chapter Two, "Theoretical Background': Many concepts will be
introduced in this chapter, including datasets used in this dissertation, ML,
feature selection, fuzzy logic, NLP, transfer learning, DL, and evaluation
measures.
Chapter Three, ""Methodology and Proposed System': This chapter first
views the proposed methodology. Then, two parts will be discussed. The first
part presents developed ML. Furthermore, the second part explains the
proposed hybrid deep neural networks.
Chapter Four, ""Results and Discussion®*: This chapter presents the results
of the proposed models on all the datasets used in this dissertation. Then, the
results will be compared with the previous studies conducted on these same
datasets.
Chapter Five, ""Conclusions and Future Works'*: Many conclusions drawn
from our proposed models and suggestions for future work will be

introduced.
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Chapter Two Theoretical Background
Theoretical Background

2.1 Overview

This Chapter introduces an overview of modern text analysis and
processing concepts. Furthermore, it discusses the datasets used in this
dissertation and then explains the main steps in classifying texts. Feature
selection, word representation, and fuzzy logic are also highlighted. Next,
common ML techniques for FND were demonstrated. Finally, this Chapter
shows the theoretical background of the key concepts of DL and the metric

performance in classification algorithms.

2.2 Datasets

Data collection is the first stage or starting point in any ML or DL
project. Most previous studies in the text mining field rely on social media,
websites, or news agencies for data collection. When data is collected, the
research community faces a difficult challenge: data labeling. Two main
reasons behind the difficulty of data labeling: (1) The dataset is labeled by
experts (this procedure is accurate but tedious and time-consuming); (2) The
data is labeled by semi-supervisor learning (this procedure is fast, but it is
prone to some errors) [18]. This dissertation focuses on addressing FN in
both Arabic and English and uses five datasets: the Twitter dataset, AraNews
dataset, AFND, sentimental LAIR dataset, and Fake-or-Real dataset.

The Twitter dataset collected by the authors in [1] is used in this
dissertation. Twitter API enables users to access and download tweets and a
set of user-based features (the writer of the tweet) and other features of the
tweet itself [2]. As such, this dataset was expanded from 1,862 tweets to
3,000 tweets with the same features used by the researcher, as illustrated in

Appendix A. After that, the tweets are labeled manually by the experts.

10
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The second dataset used in this dissertation is called AraNews dataset
and is available at kaggle.com. The AraNews dataset is a large and public
Arabic fake news dataset collected from many newspapers on many topics
such as politics, economics, sport, etc. This dataset was collected from 15
Arabic countries, the United States of America, and the United Kingdom [3].
No additional features were used in this dataset, so NLP was performed on

the textual content of each news article [4].

AFND is a newly launched Arabic dataset. This dataset is suitable for
DL tasks because it contains a large number of news articles. The exact
number of news articles in AFND is 606912, collected from 134 sources
distributed in 19 Arab countries. The news articles are labeled as credible,

undecided, or not credible [6].

LIAR is a short statement dataset containing five target classes: false,
pants-fire, barely-true, mostly-true, and true. Sentimental LIAR is a modified
version of the LIAR dataset converted into binary-class labeling [7]. In
addition to texts, this dataset contains features related specifically to the

speaker or writer, as shown in Appendix B.

The Fake-or-Real dataset was collected from real-world sources. The
real news in this dataset was collected from an authoritative news site called
Reuters.com. As for the fake articles, it was collected from a fake dataset on
kaggle.com. For each article, some information is available such as the

article title, article type, article date, and class label [8].

2.3 Feature Selection

The main objective of feature selection is to select the best features (a
relevant subset of features) among all the features. This reduces time

complexity (reducing dimensionality) and improves classifiers by excluding

11
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irrelevant features. Generally, three common feature selection approaches

are filter, embedded, and wrapper [19].

These methods identify the best features based on their importance to
the target class [20]. All the filter methods assign a weight to each feature
based on its impact on the prediction process, and they are always applied

before the prediction model, as shown in Figure (2.1).

Applying Filter

All Features Methods for Selecting Learning Model
the Best Features

Evaluation of

the Performance

Fig. (2.1): Filter Method Framework [21]

The correlation method is one of the important filtering methods. This
method evaluates the features based on their correlation with the target class.
The feature weight is between (-1) and (1), so the feature is uncorrelated with
the target class (weak) if its weight is equal to zero, whereas it is strong if its
weight is close to £1. The correlation value is calculated by Equation (2.1)
[22].

i (Xi=X)(Y - Y)

y) = 2.1
) - DR Y

Where: X and Y represent the value of feature and target class respectively

and X and Y are the mean

The embedded methods are a special type of feature selection as they
are executed during the learning model. Decision trees only implement these
methods, where the features are pruned during the training process [23]. In
contrast, the wrapper methods differ from the filter and embedded methods,

as they identify the best subset of features by their performance in the

12
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prediction model. These methods use the strategy search to identify the

relevant features [24].

2.4 Text Pre-processing

Text pre-processing is the process of converting texts or sentences into
an appropriate form for the classifier model. Text pre-processing aims to
reduce data's feature space or dimensionality. Many pre-processing steps are
conducted for text classification, such as removing punctuations, symbols,
numbers, etc. After the text is cleaned, the tokenization approach is
performed [25]. Word tokenization divides the text document into words
(tokens) based on spaces between these words. Usually, two important pre-
processing tasks are performed with ML: removing stop words and
stemming. The main benefit of these tasks is to reduce the dimensionality of
the data by removing unimportant words and returning the words to their
roots [26].
2.5 Text Feature Extraction

The task of converting a particular text into feature vectors is called
feature extraction [27]. The outputs of this process are numerical vectors, so
they are often called vectorization. The extracted features from the text are
fed into the prediction model in order to perform text classification [28].
Previously, many studies used traditional methods such as TF-IDF for word
representation. Nowadays, the research community focuses on embedding
methods to represent words because these methods allocate a vector for each

word based on the semantic meaning of that word [29].

2.5.1 Term Frequency-Inverse Document Frequency

TF-IDF is one of the feature extraction methods that defines the
Important words in a set of articles or documents. This method assigns

weight or score to each word based on its appearance in articles or documents

13
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[30]. As shown in Equation (2.2), TF-IDF focuses on Term Frequency (TF)
and Inverse Document Frequency (IDF) to identify the score of each
word [31].

Score: TF — IDF (t,d) = TF (t,d) = IDF (t) (2.2)

Where (t) represents the word (term), and d means a document. TF is
the number of times a term t occurs in document d. In other words, TF
measures the frequency of a word or term (t) in document (d) and is

calculated according to Equation (2.3) [31].

countof tind
TF (t,d) =

number of words ind (23)

IDF measures the informativeness of the term (t) in a set of documents

and is calculated according to Equation (2.4) [31].

IDF (t) = log, _N (2.4)
(( df + 1))

Where (df) is the number of occurrences of the term t in a set of
documents N (number of documents in which the term t is present). IDF is
usually very low for the most occurring words (e.g., stop words) because
these words are apparent in all documents. Division by zero was avoided for

words that did not appear in the documents by adding 1 to the denominator.

2.5.2 Word Embedding

A word embedding is a learned representation for texts where words
that have the same meaning have a similar vector (similar representation)
[32]. Word embedding techniques are an improvement over the traditional
TF-IDF model, where large sparse vectors were utilized to represent the
words. Instead, in embedding techniques, each word is represented by dense
vectors by suggesting a set of features or criteria. The embedding values in

14
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the word vector represent the proximity of that word to the proposed criteria.
The process of manually constructing the embedding matrix for vocabulary
Is tedious, difficult, and time-consuming. To overcome this challenge, two
popular and efficient methods can be used: (1) a pre-trained model (see the

next section); (2) a Keras embedding layer [33].

The Embedding layer is the first hidden layer of a deep neural network
introduced by Keras for processing the texts. The input data of this layer is
integer encoded, where a unique integer is assigned to each word (Keras
provide Tokenizer API to implement this task). The output of this layer is an
embedding matrix that is initialized randomly, and then the embedding
values of this matrix are updated along with the neural network model itself
[34]. Three arguments control the size of the embedding matrix: (1)
input_dim, which represents the size of the vocabulary; (2) output _dim,
which means the length of the vector to each word; (3) input_length, which

represents the size (length) of input sequences [35].

Figure (2.2) shows how to obtain the embedding vectors for a two-
word sentence (nice food) using Keras embedding layer. In this example
the arguments are defined as follows: input_dim = 5000, output_dim = 4,

and input_length =2

After Food Nice ... Zonal |
0 1 2 3 . 5000 2.3
0 05 01 23 0.1 1.6 2.3
1 02 02 16 0.8 6.1 1.6
- 03 61 6.1 0.1 0.2 6.1
0 04 34 02 08 | 0.2
0.1
After Food Nice ... Zonal] 0.2
0 1 2 3 . 5000 0.1 6.1
1 0.5 01 23 0.1 0.2 3.4
0.2 02 16 0.8 6.1
0 03 61 6.1 0.1 3.4
0 04 34 02 0.8 |

15

Figure (2.2): Steps of Embedding Layer
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2.6 Transfer Learning

As the name implies, transfer learning is transferring what you have
learned from one task to another. Transfer learning or so-called pre-trained
models were proposed for word representation. Pre-trained models are
trained on huge datasets to learn a certain task, saved, and then utilized for
solving other similar tasks [36]. These models are a recent trend in NLP
and are characterized by their efficiency for two reasons: (1) they solved
the problem of a small dataset; (2) no need to train the model from scratch
[37]. GloVe, Bidirectional Encoder Representations from Transformers
(BERT), and FastText are three common pre-trained models on Arabic and

English datasets.

GloVe pre-trained model is an unsupervised learning algorithm
developed as an open-source project at Stanford. The effectiveness of this
model lies in representing words and assigning a vector to each word
through its semantic meaning. The main idea behind GloVe is to adopt a
co-occurrence matrix for identifying the relationship between the words;
thus, semantically similar words are usually assigned similar vectors [38].
A co-occurrence matrix focuses on pair of words that appear together and
its values are a count of these pairs when occurring together. The output of
the GloVe is either a matrix of vectors of size 300 or a matrix of vectors of
size 100 for each vector. The general form of the GloVe model is given by
Equation (2.5) [39].

F(Wi,wj,vT/k) = ﬁ (2.5)

Pi

Where i and j are word vectors, and k represents the context vector,
P;; is the probability of appearing word i with context k and Pj is the

probability of appearing word j with context k.

16
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FastText is another pre-trained model developed by Facebook for text
classification tasks and word embedding learning. The FastText pre-trained
model is a simple neural network that uses only one layer for word
representation. Instead of assigning vectors for words directly, this model
represents the word as an n-gram of characters [40]. For example, in the
word "technology" with n=3, the representation of this word is <te, tec, ech,
chn, hno, nol, olo, log,ogy, gy>, where the angular brackets represent the
end and beginning of the word. Once the word is represented using n-grams,

a model is trained to learn the embeddings.

FastText is efficient with rare words or tokens; thus, even if any word
IS not seen during training, it can be broken down into n-grams to obtain its
embeddings. In other words, FastText can represent words, not in the
dictionary. Through FastText, each word was represented with an

embedding dimension equal to 300 [41].

BERT is an open-source deep-learning framework for NLP that was
pre-trained using Wikipedia data. Most pre-trained models identify the
context by reading the text (sentence) in one direction, but the BERT pre-
trained model is different in that it is designed to focus on both directions
at once. Unlike other embedding methods such as GloVe and FastText that
map each word to a vector (encoder-decoder model), BERT's model
considers all the other words in the sentence (text) rather than processing
them one by one. As a result of this property, this model was used for many
tasks, such as text classification, sentence similarity, and missing word

prediction [42].

Two important versions of BERT: BERT_BASE with 12 Layers and
BERT_LARGE with 24 layers. For classification, BERT_BASE takes the
CLS token (classification token) as the first input, followed by the words of

17
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the sentence. Self-attention is applied in each layer, and the results are
passed to the next layer. The model's output in each hidden state is a vector
of size 768, where the vector corresponding to the CLS token represents the
whole sentence that can be used for classification tasks [43]. BERT

Architecture is explained in Figure (2.3).

Classification Vector

* 5
8
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g
o)
bl
g
3
E[CLS] E1 Ez EN —'é
A\ A\ [F3]
ﬁ ﬁ N B e z
[CLS) Tok 1 Tok 2 Tok N 4
~
l
Single Sentence

Figure (2.3): BERT Architecture [43]
2.7TAttention Mechanism

The Attention Model represents the latest development that scientists
have developed in the field of NLP so it is called "attention is all you need".
The idea of the attention model is to assign different weights to words in a
sentence (news article). The attention model addresses the entire sequence
(text, sentence, or article) and summarizes the more informative words into
a fixed-length context vector. Therefore, this model gives more attention to
certain words in the text and ignores other words [44]. As shown in Figure

(2.4), the architecture of the attention mechanism consists of three layers:
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the encoder layer, the attention layer, and the decoder layer. Usually, LSTM
or GRU are applied in the encoder and decoder layers. In contrast, the main
role of the attention layer is to generate a context vector. This is achieved
through three different processes: alignment process, softmax calculation,
and context vector calculation [45].
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Figure (2.4): Attention Model Architecture [45]

In the alignment process, the feedforward neural network is
implemented using each input vector's activation function (f). As explained
in Equation (2.6), the input of this function is the encoded hidden states (h;)

and the previous decoder output (s;_;) [46].
eri = f(Se—1,ht) (2.6)

As shown in Equations (2.7) and (2.8), the softmax operation is

applied to the outputs of the previous step (alignment process). Then, the
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context vector is fed into the decoder at each time step. Finally, a unique
context vector is computed by a weighted sum of all encoder hidden states

(T) to focus on the more informative words [46].

a,; = softmax (eg;) (2.7)
T

Ct - 2 at’i . ht (2.8)
i=1

2.8 Fuzzy Logic

In classical (traditional) logic, an element (x) is either a member or non-
member of (A). Therefore, the membership function of this element can be
expressed through the following formula [47].

1ifxeA
Ha = {0 if x ¢ A (2.9)

On the other hand, in fuzzy logic, a value or weight between (0 - 1) is
assigned to each element through Membership Functions (MF). These values

are this element's degree of belonging or importance in the fuzzy set [48].

In fuzzification, the Triangular MF is one of the most important MFs
that convert clear values into fuzzy values. This function is described in
Figure (2.5) and Equation (2.10) [49].

Triangular Membership Function
b
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0.1 57 N

universe of discourse

Figure (2.5) Triangular Membership Function [49]

20



Chapter Two Theoretical Background

w—a
b—a
Where: w is the real value within the universe of discourse,whereas a and b

Triangular MF (x: a,b) = (2.10)

are the coordinates of the triangular heads.

In defuzzification, the Center of Gravity (COG) is the function applied
to each fuzzy value (resulting from the MF) to obtain a final and clear value.
The COG is represented by Equation (2.11) [49].

i=1 (U(XTD) * X1)
D=1 W(XD)

Where: u(Xi) is MF of element X.

(2.11)

2.9 Machine Learning for Text Classification

ML is an important area of artificial intelligence concerned with
building and understanding models that learn from data. The ML concept
involves many techniques that build the model on a sample of data called a
training set. Then the quality of the model or algorithm is measured by
predicting the second part of the data, called the testing set. From these
datasets and by applying machine learning techniques, important
information and hidden patterns can be extracted within the concept of data
mining [50]. When data is text or documents, this concept is called text
mining. Text classification is the primary task in the concept of text mining
and is one of the popular tasks in NLP that separates texts into a pre-defined
class for each document, article, or tweet. These classes can be based on
sentiment, topic, or genre [51]. Figure (2.6) illustrates the framework of the

text classification.
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Figure (2.6): Text Classification Framework [51]
2.9.1 Random Forest
Random Forest (RF) is an ensemble technique that makes the final
decision based on a set of decision tree models. Each decision tree in the
random forest is constructed by randomly taking a subset of the features from
the original dataset. The number of features considered in each subset is
according to Equation (2.12) [52].

F=log,f +1 (2.12)

Where: F is the number of selected features, and f is the number of all

features in the dataset.

The final prediction calculation depends on the task type, whether
classification or regression. For the classification task, prediction is
performed by taking a majority voting of all predictions made by each

decision tree model [53]. The idea of RF is presented in Figure (2.7).

Original
D Training data

Step 1: * 4’ ‘ 4’
Create Multiple D, D, == D, D,
Data Sets l l l l
Step 2:
Build Multiple
Glassifierps C. C, Ci c,
L v v !

Step 3:
Combine
Classifiers

Figure (2.7) RF Framework [53]
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2.9.2 Logistic Regression

Logistic Regression (LR) focuses on the relationship between the
categorical variable (the dependent variable or the so-called target class) and
a set of independent variables (features) [54]. In contrast to linear regression,
which is used with continuous values, logistic regression can be used with
discrete values as it treats data with a different distribution and shape. Figure
(2.8) shows a simple example of a data distribution that can be processed by
logistic regression using the sigmoid function, whereas the dependent

variable (target class) is described by Equation (2.13) [55].

Sigmoid Function
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Figure (2.8): LR using the Sigmoid Function [55]
Y ! (2.13)

 1+e™ '

2.9.3 Multi-Layer Perceptron

MLP is considered one of the most common fully connected class of
feedforward artificial neural networks that efficiently learn complex
systems. In MLP, at least three layers of neurons: (1) input layer; (2) hidden
layer and (3) output layer. Except for the neurons of an input layer, each
neuron in the hidden layer and output layer uses a nonlinear activation
function to distinguish data points that are not linearly separable. For
training, this network uses a supervised learning approach called

backpropagation (see section 2.13) [56].
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Figure (2.9) shows the three layers of MLP. The input layer (x,,...,x;,)
Is the first layer that inputs data to feed the network's neurons. The hidden
layer (a,,...,a,,) is the second layer responsible for data processing, while
the output layer (a4,...,a;) is the third layer concerned with the output of the
results [57].

1%t Layer 2™ Layer 379 Layer
(input layer) (hidden layer) (output layer)

Figure (2.9): MLP Framework [63]

Each neuron in the hidden layer takes input (x;) multiplied by a weight
(w;,,) and then activation function (f) is applied to the result (f (x;. w;y,)).
MLP contains bias neurons (a,) in the hidden or output layers. The bias
neurons are connected with all the hidden neurons or output neurons. In the
above MLP Figure, a bias neuron was used with the output layer only. So,
every neuron in the output layer takes the output of the hidden layer neurons
(a;) multiplied by the weights (w},) plus the bias neuron (a,) multiplied by
the weights (w,) and then activation function (f) is applied to the result
(f (a;. wy+ aq. wy)). This has the impact of shifting the function (f) in each

output node by a constant amount (a, * wy)) [58].

2.10 Deep Learning for Text Classification

DL is defined as a part of ML that uses multi-layer neural networks to

achieve high accuracy in many fields, such as text classification, speech
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recognition, image processing, etc. Based on artificial neural networks, the
philosophy of DL techniques is to distribute tasks between layers, where
each layer is responsible for a specific function. In addition, DL deals
efficiently with unstructured data (e.g., the texts) and this is a key point that
distinguishes it from traditional ML [59] (See Figure (2.10)).

Machine Learning

=N=R"NC

Input Feature extraction Classification

Deep Learning

[9) - iZE-©

Feature extraction + Classification

Figure (2.10): DL vs ML [59]

Recently, DL models have achieved promising results in NLP areas
such as text classification. One of the main reasons behind the improved
performance of DL techniques with text data is the efficient representation
of words. Instead of using traditional methods such as TF-IDF to represent
words, DL uses word embedding techniques that assign a vector to each word
based on its semantic meaning. Among the deep learning techniques, LSTM,
GRU, and CNN are the most popular text-processing techniques [60]. LSTM
and GRU have achieved good performance in dealing with long and short
sequences, whereas the goal of using a CNN with texts is to reduce the
dimensionality of the data. MLP network was adapted with these networks
for text classification [61]. More details about these four techniques are

explained in the next subsections.
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2.10.1 Long Short-Term Memory

LSTM network is a special traditional recurrent neural network (RNN)
type. Despite the complex structure of this network, it efficiently addresses
the gradient vanishing problem faced by RNN [15]. Another important
benefit of LSTM is its ability to learn long-term dependencies. As shown in
Figure (2.11), each LSTM neuron contains a memory cell ¢, in which
information can be stored. In addition, LSTM consist of three gates: input

gate i, forget gate f; and output gate o,. The benefit of these three gates is to

regulate the information flow of the memory cell [14].
LSTM Cell

Figure (2.11): LSTM Cell [14]

Suppose tanh () and 6 () are hyperbolic tangent and sigmoid functions.
h; and x,, are the hidden state vector and input vector at time t. b is the bias
vectors. U is the weight matrix for the input vector, and W is the weight

matrix for the hidden state.

The forget gate focuses on the information that needs to be forgotten
and is calculated according to Equation (2.14) [17].

fiy = o(Wipyhe1 + Uipyxe + bp)) (2.14)

The input gate focuses on the information that needs to be stored and is
calculated according to Equations (2.15), (2.16), and (2.17) [17].

l(t) = O-(W(i)ht—l + U(i)xt + b(l)) (215)
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6(1:) = tanh(W(l-)ht_l + U(i)xt + b(l)) (216)

¢ty =fiy O o1t iy O iy (2.17)

Finally, the output gate focuses on which parts need to be outputted in

the cell state and is calculated according to Equations (2.18) and (2.19) [17].

O(t) = U(W(o)ht—l + U(O)xt + b(O)) (218)
hy = oy O tanh (c(g) (2.19)

The future context and preceding context are captured by combining

backward (Tlt) and forward (i_{t) hidden layers. The outputs of the above

equations are illustrated in the following example.

1- Forgate Gate:

Cr 1
sis's
5 177 136 fe
D iy E b,=[1,2,3]
-6 175 133 r
~ o 0 00 0 0 —1
SXN\w,=[5 6 7 8 9 10
h_, N 3 4 5 6 7 8
EaEE —..-4§6
4 56
X
B L
1
2
0O 0 0 0 0 -1 3 —6
wr.lhey,x]=|5 6 7 8 9 10 |.[71=/175
3 4 5 6 7 8 - 133
6
I
—6] i1 =5 -5 0
w,.[h,_,,x]+b=(175(+(2|=|177| f,=o(w,.[h_,.x]+b,)=0(|177])=|1
133| (3] [136 136 1
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2- Input Gate:

i
21 41 63
NBN 4 3 8 1 1
" RN\ w,=[2 2 2 2 2 2
=3 ¥ | T 3 3 3 3 3 3
HEE -NEE - s
4 5 6
Xl
i | 1 3 B | 1
we=[2 2 2 2 2 2| bc=[1,1,1]
3 3 3 3 3 3 .
1
1 1 1 1 1 1 ; 1 22
we.[h,_,,x]+bc=| 2 7. 2 2 2 2 al* 1|=| 42
-3 -3 -3 -3 —3 -3 5 1 —62
22 1 16 )
C,=tanh(w_.[h,_,,x ]+b.)=tanh (| 42|)=| 1
—62 -1
0) 5 1 1 i |
c=|1|* |s|+|1]|*| 1|=|6
1 = 1 —1 4
3- Output Gate:
Y N
c.=[1 6 4]
ﬂéb Ot :U(Wo [’7'f—17;,17t] -+ bo)
. e e hy = o * tanh (C%)
[ > result oftanh(C')5[0.76,0.9999,0.9993]
o Suppose O, = [0,0.5,1]

h, = [(0*0.76), (0.5*0.99), (1*0.99)]= [0, 0.495,0.99]

2.10.2 Gated Recurrent Unit

GRU network is a simpler version of LSTM distinguished by its
capability to memorize short and long sequences. As shown in Figure (2.12),
GRU has two gates: an update gate (z;) and a reset gate (r;,). The update gate
IS a mix between the input gate and the forget gate that focuses on
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transferring information to the current state, whereas the reset gate controls
whether or not the hidden state is ignored [62]. Similar to LSTM, the reset

and update is calculated as follows [15]:
Z(t) = O-(W(z)ht—l + U(Z)Xt + b(z)) (220)
T'(t) = O-(W(T)ht—l + U(r)xt + b(r)) (22 1)

The hidden state is calculated according to Equations (2.22) and (2.23)
[15].

i\l(t) = tanh (W(h‘t)(ht_l @ T(t)) + Wﬁtxt) (2.22)

h(t) = (1 - Z(t)) @ ht—l + Z(t) @ ﬁ(t) (2.23)
h GRU Cell

Figure (2.12): GRU Cell [15]

2.10.3 Convolution Neural Network

CNN is a deep neural network commonly used in image processing and
computer vision. Recently, the researcher community has been interested in
employing CNN for NLP. Text classification is achieved using CNN by
applying four steps: 1) converting words into vectors through word
embedding techniques; 2) identifying kernel and obtaining the local features

by convolution layer; 3) selecting the most important features through max-
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pooling layer; 4) applying dense layer (fully connecting layer) to classify the

texts or articles [63].

Figure (2.13) is an example of how to apply the CNN with texts for
obtaining the relevant features through a convolution layer and a max

pooling layer.

Star [1027] 01703 | 04l] " _—|—‘
Studded| 05 | 02 | 03 | 01] RN
I e ] R i a
| 03300 on N o LEAEA PP H
; disappeinting P RE [ T, T g
i 02 [-03 | 04 | 02 = L
i sometime — 0.2 b 02
1. 1.02_ -0 ]01 — — L
harrowing | 03 | ———— L » R
04 | -04 0.2 0.3 Convolution 1D [*) || MAX L CONCATENATING AFTER
movie — POOLING - ALL MAPS OROPOUT
J|1)2(3 L L INTO THE
The 12143 L L FULLY
111]-1[1 — o [ — CONNECTED
filming Kemel siza=3 _— — LAYER
as filter=100 L
excellent —

Figure (2.13): CNN Framework [63]

The convolutional is a fundamental layer of a CNN that includes most
of the computation tasks. This layer consists of a set of learnable kernels
(filters) by which many local features are extracted. To apply the convolution
layer on a sentence (S) with (s) tokens (words), first, the vector of size (e) is
generated. After that, a filter (kernel) (F) of size (exh) is repeatedly applied
to the sub-matrices of the input matrix. This, produces a local feature M =
[my, m4,......, mg_y] as follows [64]:

m; = F *Spi4n-1 (2.24)
Where i = [0, 1, ...., s-h] and S;.;,,,_; a sub-matrix of S from row i to

i+h-1 and h is number of rows in the kernal. On the output of this layer, a
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max-pooling layer is applied to identify the relevant features. By max-

pooling layer, the most important feature (b) is selected as follows [64].

b = max (m;) (2.25)
2.11 Activation Functions

In neural networks, the activation function of a neuron is responsible
for converting the summed weighted input from the neuron into the output
for that input. Activation functions are mathematical operations conducted
on the signal to learn linear and nonlinear tasks [65]. Linear functions are not
commonly used in neural networks because they address problems with
linearly separable data. However, only nonlinear activation functions allow
networks to address the problem of non-linearly separable data using a small
number of neurons. The most commonly nonlinear activation functions are
the sigmoid activation function, hyperbolic tangent (tanh) activation

function, and rectified linear unit (ReLU) activation function [66].

The sigmoid activation function is one of the most commonly used
functions in neural network modelling. The function combines linear and
nonlinear behaviour, transforming the entire number line into a small range

between 0 and 1, as shown in Figure (2.14) [67].

Diminishing Gradient Zone
1
1 r ]
0.5
L 1 & 1 1 J
— 6 —4 —2 (o] 2 4 (5]
L J
T
Active Gradient Zone

Figure (2.14): Sigmoid Activation Function [67]

The output of any neuron using the sigmoid function is interpreted as a
probability, so these functions are effective in classification tasks. However,
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using sigmoidal functions in hidden layers is not recommended because the
small gradient values lead to slow network learning. The general form of the

sigmoid activation function is shown in Equation (2.13) [67].

The hyperbolic tangent activation function is another important
function widely used in the neural network. Usually, hyperbolic functions
are classified into three classes: sinh, cosh, and tanh. Among the three types,
the tanh activation function is the most common. It is similar to sigmoid but
better where its range is from (-1 to 1) rather than (0 to 1). Figure (2.15)
shows the tanh activation function, while Equation (2.26) represents the

general formula for this function [68].

tanh {x)

1.0 ——— —

Vi

s -

— 1ok

Figure (2.15): Tanh Activation Function [67]
sinh(x) e*—e™

cosh(x) e*+ e

tanh(x) =

(2.26)

The sigmoid and tanh activation functions are not recommended for
application in networks with many layers due to the vanishing gradient
problem. The ReLU activation function, mathematically expressed in
Equation (2.27), overcomes this problem, allowing neural networks to learn
and train faster and perform better. ReLU is the default activation function
when developing MLP and CNN. As shown in Figure (2.16), ReLU is a
nonlinear function that outputs the same input directly if it is positive;

otherwise, it output zero [67].
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f(x) A

Figure (2.16): ReLU Activation Function [67]
ReLU (x) = max(0, x) (2.27)

2.12 Forward Propagation

Forward propagation moves from the input layer (the first layer) to the
output layer (the last layer) in a neural network. In forward propagation, the
input data is calculated, stored, and then fed in the forward direction to
generate the desired output [68]. At each neuron, the processing is performed
In two steps: preactivation and activation. The weighted sum of inputs is
calculated before applying the activation function in preactivation, as shown
in Equation (2.28) [69].

z=w.x+b (2.28)

Where: w is the weight vector, x represents the input vector, and b is
the bias. At first, weights and biases parameters are initialized randomly.
When the activation function (f) is applied to the resultant value of the
preactivation step, this state is called activation. The hidden activation vector

was obtained by this step, as shown in Equation (2.29) [69].

h=f(2) (2.29)

The output of the neural network was obtained by the output layer. In
this layer, the sigmoid activation function is usually applied. In general, the
output of any node in the neural network was obtained by the general
Equation (2.30) [69].
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At = f (wh. K=t + b (2.30)

In forward propagation, the performance of a neural network is
improved by defining some necessary parameters. Instead of feeding the
neural network all the examples in the dataset at once, the batch size was
proposed to control the number of examples that will be passed to the neural
network at one time. The goal of dividing the dataset into batches is to
facilitate the computational operations and thus improve the model's
performance. At the end of the batch, the expected values are compared
with the actual values in order to compute the loss function [69]. Once the
loss function is calculated, the backpropagation stage begins. In general,
three common techniques are dealing with the neural network training
mechanism: (1) when the batch size is more than one sample and less than
the training set size, this technique called mini-batch gradient descent; (2)
when the batch size equal to training set size, this technique called batch
gradient descent; (3) when the batch size equal to 1, this technique called

stochastic gradient descent [70].

The loss function or so-called cost function is an important criterion
for how well a neural network model is in a prediction task. As shown in
Equations (2.31) and (2,32), the loss function is the absolute difference
between the actual and expected values of a particular instance in the
dataset. In contrast, the cost function is the sum of the difference between
the actual and expected values of all instances in the dataset divided by the

number of instances [71].

loss = abs ( predected — Actual) (2.31)

* . loss;
cost = — (2.32)
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Therefore, the cost value defines the neural network's error, and the
main goal is to minimize it. The loss function depends mainly on network
parameters (biases and weights). So, this function was reduced by updating
these parameters through learning or optimization methods (see
backpropagation section). There are many types of loss functions. The most
common are: (1) mean square error loss with regression task; (2) cross-
entropy with a multi-classification task; (3) binary cross-entropy with

binary classification task [72].

With binary classification problems, binary cross-entropy is applied as
a loss function to compute the difference between predicted and actual

values. Binary cross-entropy can be expressed as follow [72]:

N
1
BCE (vu,9) = —3 ) (:log9) + (1= y)(1 —log@)  (233)

2.13 Backpropagation

Unlike forward propagation, backpropagation always starts from the
output layer (the last layer) and propagates backward to the input layer.
Backpropagation is the heart of the neural network, as its responsibility is
to update the weights and biases for each layer. The desired output can be
obtained from the neural network by adjusting these weights and biases.

These parameters are updated by calculating the gradients efficiently [73].

To update the weights and biases, it is first necessary to calculate the
cost function of the neural network (see Figure (2.17)). Then, the chain rule
Is used to calculate the derivative of this function with respect to weights
and biases. Finally, gradient (derivative) is applied to obtain new weights
and biases. This procedure is applied to each neuron in the neural network
to update its weights and biases [74].
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Figure (2.17): Forward and Backward Propagation [74]

Suppose that (h = f (z)) is the output of any neuron in the network
with cost function (C). Updating the weights (w) and biases (b) of this
neuron is given by [74]:

dC _0C oh 0z 524
ow 0h 9z ow (2.34)
dC _dC 0h 0z 5 35
ob  0h 9z db (2.35)

The gradient descent (or any optimization algorithm) is then applied

to obtain new weights and biases as follows [74]:

-_ a- il ( " )

Where: a is a learning rate. The learning rate is an important hyper-
parameter utilized to control the rate at which a neural network updates the
values of the weights or biases at each epoch (epoch means one complete
pass of all instances in the training set through the neural network). As
shown in Figure (2.18), the challenge lies in choosing the ideal value for

the learning rate because a value that is too small leads to a slowdown in
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the training of the neural network, while a value that is too large produces

non-ideal weight [75].

A
loss

low learning rate
high learning rate

I

good learning rate

L
epoch

Figure (2.18): Learning Rate with Different Values [75]

2.14 Neural Network Optimization

In the backpropagation phase, several optimizers are used for training
the neural network. While training the neural network using optimizers, the
parameters are modified to minimize the cost function. An optimizer is an
algorithm or function designed to adjust the parameters of the neural
network, increasing the model's efficiency and accuracy. The most
Important optimizers for updating neural network parameters are root mean
squared propagation (RMSProp), stochastic gradient descent (SGD),
adaptive moment estimation (Adam), Adaptive Gradient (AdaGrad), and
others. Adam's optimizer is the most widely used and recommended by
many researchers [76]. This optimizer is an extension of the gradient
descent technique and a natural successor to SGD and RMSProp techniques
that efficiently update network parameters [77]. Adam is a perfect
algorithm that combines the benefits of both AdaGrad and RMSprop
models. Like AdaGrad, Adam is an adaptive learning rate technique that

uses the moving average of the gradient instead of the gradient itself. In
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addition, Adam focuses on the properties of the RMSprop by using the

squared gradients to scale the learning rate [78].

Adam optimizer differs from other optimization algorithms by using
estimations of the gradient's first and second moments (the momentum
term) to adapt the learning rate parameter for each weight and bias of the
deep neural network. The first moment is mean (m;), and the second
moment is uncentered variance (v;) (this means that the mean is not
subtracted by calculating the variance). If (g;) represents a gradient, and
and S, represent two parameters for tuning, the neural network is trained

by updating the network's weights and biases as follows [79]:

me = pyme_1 + (1 — B1)Y: (2.38)
Ve = Boveoq + (1= Br)g¢? (2.39)

To correct the bias and obtain the desired values for the first and
second moments, the Adam optimizer adds an important step: bias
correction. The main reason to include this step is that somehow it prevents
the bias of the initialization of (m,) and (v;) to zero. The new values of first

and second moments are obtained as follows [79]:

mg
t
1-p;
Uy

1= B

Finally, the weights and biases are updated, which in turn train the

T?lt = (2.40)

)

, (2.41)

neural network through the following [79]:

A

t
\/ﬁ—t+s

Wt = Wt_l—OC

(2.42)
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Where: ¢ is a small value that added to avoid division by zero. The
recommended values of Adam parameters are as follows: € = 1078, 5, =
0.9, B; = 0.999, x= 0.001.

2.15 Neural Network Problems and Solutions

The deep neural network become one of the main research areas in
developing and improving intelligent machines. Deep Learning algorithms
emulate human brains by neurons and progressively learn and train to
accurately solve any problem. Despite the benefits of deep neural networks,
there are many challenges in building a deep model architecture. There are
many challenges when building a deep neural network model which are
overfitting, underfitting, gradient vanishing, overtraining, and slow
training. The research community contributed to providing appropriate

solutions for each of these challenges [S0].

Overfitting and underfitting are mainly responsible for the poor
performance of deep learning algorithms. Two important terms define the
presence or absence of overfitting or underfitting in a neural network
model: bias and variance [81]. The bias is simply the error rate of the
training set, whereas the variance is the difference between the error rate of
the training set and the test set. Underfitting occurs when the model has a
high bias in the training set. Thus, the model cannot perform well on the
training set and cannot generalize to new data. On the other hand,
overfitting occurs when the deep model has a high variance and thus it
performs well on the training set but does not work correctly on the testing

set. For more details, see Figure (2.19) [82].
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Figure (2.19): Deep Model Fitting [82]

2.15.1 Dropout

In deep neural networks, there are different architectures, sometimes
simple and sometimes complex, to generalize the dataset. Usually, deep
neural networks quickly overfit a training set with few instances. In
contrast, neural networks with different model configurations reduce
overfitting but need the additional computational expense of training. The
dropout mechanism is the simple and common method to process

overfitting in a deep neural network [83].

The term "dropout” in deep neural networks refers to dropping out the
neurons in a neural network to create a new deep learning architecture out
of the parent deep neural network (as shown in Figure (2.20)). The
dropping-out process for neurons is performed randomly during training.
Dropout offers a remarkably effective technique to reduce overfitting and
optimize generalization error in deep neural networks of all types. In
overfitting, complex co-adaptations between neurons are generated through
sharing errors in successive layers. Therefore, the dropout prevents this
complex co-adaptation by deleting the nodes that spread errors with a

certain probability [84].
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Figure (2.20): The Concept of Dropout [84]

Dropout is implemented with most types of layers, such as fully

connected layers, recurrent layers, convolutional layers, etc. With dropout,

a new hyperparameter is provided, which specifies the probability at which

outputs of the layer are dropped out (or the probability at which outputs of

the layer are retained). Each node remains with a fixed probability (p)

independent of others, where (p) can be chosen using a validation set. Half

of the network nodes are dropped when the probability (p) is set to 0.5 [85].

2.15.2 Early Stopping

The main challenge in training a deep neural network is how long to

train it. Too little training means the model may underfit the training and

testing sets. Too much training means that the model may overfit the

training set and perform poorly on the testing set. As shown in Figure

(2.21), the solution is to train the model on the training set but stopping the

training at the point when performance on a validation set starts to degrade.

Early Stopping is an effective and widely utilized approach for training

deep neural networks [86].
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Figure (2.21): Early Stopping [86]

The problem of overtraining was addressed through many approaches.
One method to solve this problem is using the number of training epochs as
a hyperparameter and then training the deep neural network model multiple
times with different values. Then, the number of epochs is selected based
on the best performance of the deep neural network. The downside of this
method is that it is computationally ineffective and takes a long time,
especially for large deep-learning models trained on large data over hours
or days [87].

An alternative approach is early stopping which trains the deep neural
model once for a large number of epochs. The deep model is evaluated on
a validation set after each epoch during training. If the performance of the
deep model begins to degrade (e.g., loss starts to increase or accuracy starts

to decrease), then the training is stopped [88].

Early stopping depends on an important hyperparameter called
patience. Suppose this hyperparameter is set to (p) with a number of
training epochs or training iterations. In that case, the training process will
not be stopped only if there is no improvement in the performance deep
neural network model for (p) iterations or epochs in a row [88].
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2.15.3 Batch Normalization

Normalization (at large) is a pre-processing step used to transform the
numerical values to a specific scale without distorting its shape. Batch
normalization, or so-called batch norm, is a technique utilized to train deep
neural network algorithms faster. The term "Batch™ in batch normalization
means that the normalizing process is performed in the batches of epochs,

not as a single input [89].

Training deep learning algorithms with many layers is challenging
where they are sensitive to the configuration of the learning model and the
initial random weights [90]. The reason for this difficulty is the distribution
of the inputs for each layer may change after each batch when the weights
are updated. This causes the problem of internal covariate shift and makes
the deep neural network model slower and unstable. Thus, batch

normalization is proposed to address these problems [91].

Batch normalization aims to ensure that the input for each layer is
distributed with the same mean and standard deviation (see Figure (2.22)).
By normalizing the inputs, the deep neural network model training
dramatically reduces the number of epochs needed. It also makes the model

faster and more stable [91].
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Figure (2.22): Batch Normalization [91]
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To apply batch normalization on vectors (h;) over a minibatch B of
size m (B = {hq, hy, ..., hy,}), it is first necessary to calculate the mean (u)

as follows [92]:

1 m
=— h; 2.43
p=n ) (243)

Once the mean is calculated, the next step is to calculate the standard

deviation (o) of the vector (h) as follows [92]:

1 m
o= n—IZiﬂ(hi — 1)? (2.44)

The hidden activations are normalized using the mean, the standard
deviation, and the smoothing term (e) that prevents a division by a zero
value as follows [92]:

hy —u
o—¢€

(2.45)

hi(norm) =

2.16 Evaluation Measures
The performance of an ML or DL model is measured through data

division strategies and performance metrics. Therefore, this section
discusses two important strategies for dividing the dataset into a testing set
and a training set, as well as clarifies the most important metrics used to

evaluate the performance of the classification model.

2.16.1 Train-Test Splitting Strategies

After the data pre-processing and feature selection but before
beginning to train ML or DL models, it is important to have a strategy for
dividing the dataset into training and testing sets. Two common strategies

are used to achieve this purpose: holdout and cross-validation [93].

As shown in Figure (2.23), the holdout technique for training the
prediction models is used to split the dataset into two sets: one for training

44



Chapter Two Theoretical Background

and the other for testing. The prediction model is trained on the training set.
The testing set is then used to test the model and to know how well it
predicts new instances. The original dataset is usually divided into (70%)
for training and (30%) for testing [94].

| DATASET

Training Dataset Testing Dataset
A A
[ \( \
| TRAIN

l |

Train Model Evaluate Model

Figure (2.23): Holdout Method [94]

K-folds cross-validation is common and widely used for training and
testing a prediction model. In this approach, the data is partitioned into (k)
equal parts, as shown in Figure (2.24). Using the data, (k) times are
performed for training and testing the model. Each (k) part is utilized in one
iteration as the testing set and in the other (k-1) iterations as part of the
training set. In the end, the performance metric is used in all iterations to

determine an average error rate or accuracy [95].
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Figure (2.24): Cross-Validation Met_hod [95]

2.16.2 Performance Metrics
Evaluating a DL or ML model's performance is one of the main steps

while building an effective model. Different metrics are utilized to evaluate
the quality of any model, which are called evaluation metrics or
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performance metrics. These evaluation metrics help to understand how well
the prediction models have performed for the given dataset. In addition, the
evaluation metrics are used to improve the model's performance by tuning

the parameters [96].

In DL or ML, each task is divided into Regression or Classification.
Not all metrics are utilized for all types of tasks; thus, it is important to
understand which metrics should be utilized. Four important metrics are
used for the classification task: accuracy, precision, recall, and f-measure
[97].

On the other hand, the confusion matrix is a performance measurement
for a prediction model where the output can be two or more classes. As
shown in Table (2.1), the confusion matrix is a table with 4 different
combinations of actual and predicted values that is extremely useful for

measuring precision, recall, f-measure, and accuracy [98].

Table (2.1): Confusion Matrix

Predicted Class
+ -
Actual Class | + TP FN

- FP N

Where TP represents True Positive, the number of records (instances)
from class positive predicted correctly as class positive. TN represents True
Negative, the number of instances from class negative predicted correctly
as class negative. FP represents False Positive, the number of instances
from class negative predicted incorrectly as class positive. FN represents
False Negative, the number of instances from class positive predicted

incorrectly as class negative [98].
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Accuracy is the number of correctly classified examples over the total
number of data examples (see Equation (2.45)). Accuracy is a good
measure if the dataset is balanced (this means that the number of positive

and negative examples is equal in number or close) [99].

TP+TN
TP+TN+ FP +FN

Accuracy = (2.45)

Precision is a metric that identifies the number of correct positive
predictions made. As shown in Equation (2.46), precision is computed as
the ratio of correctly predicted positive instances divided by the total

number of positive instances [99].

Precision = TP 2.46
T‘eClSlon—TP_I_FP (2.46)

Unlike precision which only indicates the correct positive predictions
out of all positive predictions, recall indicates missed positive predictions.
As in Equation (2.47), Recall can be calculated by dividing true positive

predictions by true positive predictions plus false negative predictions [99].

Recall = —F 247
CCAt = TP FN (247)

F-Measure introduces a method to combine precision and recall into
one measure that captures both properties. Precision alone or recall alone
does not give a complete perception of the model, as the model can achieve
excellent precision but poor recall or vice versa. So, f-measure provides a
way to express both metrics to one score. The f-measure is computed as
follows [99]:

F _ 2(Precision * Recall) 248
CASUTe = T precision + Recall (2.48)
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Chapter Three The Proposed System

The Proposed System

3.1 Overview

This dissertation introduces the DMLM, ABHDM, and EDLM for
improving the prediction of fake news. It focuses on long news articles
circulated in news agencies and short articles or tweets exchanged on social
media.
3.2 The Proposed System Architecture

As shown in Figure (3.1) the proposed system uses traditional machine
learning and deep neural networks for FND. The proposed system views
Three developed models: DMLM, ABHDM, and EDLM. The DMLM is a
developed model for traditional machine learning methods, whereas the
ABHDM and EDLM are two new and improved architectures of deep neural

networks.

The DMLM is concerned with detecting Arabic fake news circulating
on social media. This model focuses on the user-based features and
contained-based features on the one hand, and the features extracted from
the text (tweet) on the other hand. The proposed model improved its
performance by constructing a FM for selecting important user-based
features. The FM selects relevant features of the user based on two proposed

models for feature selection: MDGI and DFI.

On the other hand, a ABHDM is proposed for addressing arbitrary and
shorter news article. This model focuses on the most informative word in the
classifying any news article by relying on the attention mechanism. The
EDLM is another deep model that makes its decisions based on training three
deep neural networks: CNN, Bi-LSTM, and BiGRU. Each network is

independently trained and then used to classify unseen examples.
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Figure 3.1: The Proposed System Framework
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All three models depicted by the proposed system include four stages
to achieve their objectives: the first stage is data preprocessing which
includes normalization and text cleaning and processing. The second stage
Is feature extraction and feature selection. Traditional feature extraction
methods such as TF-IDF were used in extracting features, and modern
feature extraction methods represented by word embedding methods. On the
other hand, fuzzy logic was employed to develop a feature selection method
for identifying relevant user-based features. The third stage includes building
prediction models. At this point, the random forest classifier was developed
and two new architectures for deep neural networks were proposed. Finally,
the fourth stage is the evaluation of the performance of developed models
based on common evaluation metrics such as accuracy, precision, recall, and

f-measure.

3.3 Data Pre-processing Stage

Data preprocessing is a necessary procedure in building prediction
models because the raw tweets or news articles are not in the optimal format
to be fed into these models. The preprocessing in this dissertation has been
achieved in three basic steps: (1) data cleaning; (2) deleting meaningless

news articles and short news articles; and (3) tokenization.

The datasets used in this dissertation (especially Twitter dataset)
contain many unwanted words or noises. The data cleaning step focuses on
deleting unnecessary information (noises). Unnecessary information
removed in this step are symbols, punctuation, URL, username, and stop
words. Finally, Arabic stemming is performed to reduce the maximum
number of words. In this dissertation, Arabic stop words and Arabic
stemming were used with machine learning models (i.e., they were not
applied with deep learning models). Table (3.1) explains some Arabic stop

words, whereas Table (3.2) shows some examples of Arabic stemming.
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Table (3.1): Some of the Arabic Stop Words

Arabic Stop Words Arabic Stop Words  Arabic Stop Words

Cad e sl
IS Ladic e
é e Loge
&/ O Oas
o 4] Jaa
N 134 el
! <l

S| 4 L

Cua Ll LSl
e s 4

Table (3.2): Stemming for Some Arabic Words

Arabic Word Arabic Stemming
Lulaud) o
gLy Alaid)
PRAIRIN a3 S
Gl 5yl ol
Claall (ay sl Clas
‘EAJA]‘ u]\;ﬂ\ ‘EAJJ LJhA:I
and so on

As shownin Table (3.3), the AraNews dataset and AFND contain many
short articles that don't make sense. Also, some articles in these two datasets
cannot be considered news. Such articles may mislead the prediction model.
Therefore, data pre-processing included the deletion of all news articles

containing ten words or less and the deletion of all news articles with no

51



Chapter Three The Proposed System

meaning. Finally, tokenization is conducted by dividing the text (news

articles or tweets) into words based on spaces between them.

Table (3.3): Meaningless News Acrticles
Description News Article
It's Short News delaada b bl a8

OM

It's Meaningless News

For user-based features in the Twitter dataset and Sentimental LIAR
dataset, the values of all features have been normalized between zero and

one based on the min-max normalization.

3.4 Feature Extraction Stage

Converting a particular news article or tweet into vectors is a major task
in text processing. This principle falls within the concept of feature
extraction that focuses on transforming text which prediction models do not
accept into applicable text. Many traditional techniques are available for
feature extraction, the most important of which is the TF-IDF technique. On
the other hand, the modern trend is to use pre-trained models for word
representation. This dissertation used TF-IDF technique and three pre-

trained models for word representation: BERT, GloVe, and FastText.

Each technique was applied to represent a particular dataset from the
five datasets used in this dissertation. The TF-IDF is used to convert the
Arabic words in Twitter dataset into features. BERT pre-trained model is
applied on Sentimental LIAR dataset. The GloVe pre-trained model is
exploit to represent the words in Fake-or-Real dataset. Finally, matrix of
vectors was built for each of the AraNews dataset and the AFND, depending

on each of FastText and GloVe pre-trained models.
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The TF-IDF technique focuses on the number of times that the term
(word) appears during all tweets in the dataset. Three main steps represent
the words in each tweet. First, a list of unique words (vocabularies) from all
tweets is created. From all vocabularies, a list of features has been created in
which each feature consists of a pair (key, token) where the key represents
the index in the list and the token refers to the feature. Second, the tweets
have been represented as a vector space of features where each tweet is an
array of features. The number of columns corresponds to the total number of
unique words (features) for the Twitter dataset as shown in Figure (3.2).
Finally, each feature can be weighted using TF-IDF according to equation
(2.2).

Featurel = Feature n
TweetlTF'IDF _______________________________ Vector space
----------------------------------------------------------- Vector space
Tweet3000| | Vector space

Figure (3.2): TF-IDF for Feature Extraction

The BERT pre-trained model was used to convert every sentence in the
Sentimental LIAR dataset into a vector containing embedding values for the
entire sentence, not for each word. Thus, we use this model to generate
embedding values for 12786 sentences in the Sentimental LIAR dataset. The
output of the BERT pre-trained model in each hidden state is a vector of size
768 where the vector corresponds to the CLS token. For all sentences in the
Sentimental LIAR dataset, the output of BERT is an embedding matrix of
size (768*12786). BERT Architecture for word representation was explained
in Figure (3.3).
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max length
Only The First
062 Position (CLS)
012 All Hidden Units All Sentences
(ko2 Last Hidden State [0][ :, 0, :
ast Hidden State [0]] ' Matrix of Vectors
030 CLs 768 Hidden
W : Usts
All Sentences
BERT
[101 |50 [230 [15 [1130 |50 [e90  [1023[13 [154 |49 [202 |

3. Substitute Tokens with Their IDs

[CLS |the |world [is | witnessing | the | So-called | age |of | social | media | SEP |
2. Add “CL5" and “SEP” Tokens
1. Break Word into Tokens

‘ The world 15 witnessing the so-called age of social media |

Figure (3.3): BERT Architecture for Word Representation

Two pre-trained models have been used to build the input matrix for the
AraNews dataset and AFND: FastText and GloVe. The AFND embedding
matrix and AraNews embedding matrix are built based on these models.
These matrixes represent the initial weights of the embedding layer. The
AFND embedding matrix contains the embedding values for the words in
the AFND. Likewise, The AraNews embedding matrix contains the
embedding values for the words in the AraNews dataset. FastText is mainly
used for word representation. In contrast, the GloVe is used to represent

words that do not have vectors in FastText. In addition, any word that was
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not represented in both models is assigned a vector based on the closest word
to it. Two main benefits behind this matrix: (1) increase the efficiency of the
model by searching in a small matrix; (2) increase accuracy by addressing

the "out of vocabulary" problem.

It should be noted that any embedding matrix is constructed depending
on three parameters: max words (top_words), embedding dimension
(emb_dim), and max length (max_len). These parameters are chosen based
on the nature and size of the datasets. The top_words parameter is assigned
based on the number of unique words available in the dataset. The max_len
Is determined by the length of each news article in the dataset. Depending on
this parameter, the padding or truncating technique is used. The emb_dim

parameter defines the number of embedding values in each vector.

Algorithm (3.1) describes the data pre-processing steps as well as the

procedures taken in the feature extraction process.

Algorithm 3.1: Data Preprocessing and Feature Extraction
Input: Dataset of news articles

Output: Two Arrays (Pre-processed Dataset[N*M]) where N is number of
rows (vectors) and M is number of columns (number of embedding values in
each vector)

Begin

1.

£ N e O

Read Dataset
// Data Cleaning
fori=1tondo //n is a number of news articles
removing punctuations, symbols, username, URL, and stop words
end for
// Removing Short News Articles
fori=1tondo
if len(i) <= 10 then
drop news article (i) from dataset
end if
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9.

10.
11.
12.
13.
14.

15.

16.
17.
18.
19.
20.
21.

22.
23.
24.
25.
26.
217.
28.
29.
30.
End

end for
/l Tokenization
for Term t in Dataset do
extract tokens Ts of news article based on space between words
SOT[t]=Ts I Set of tokens (SOT)

end for

Set max unique words (top_words), embedding dimension (emb_dim),
and max length for news article (max_len)

/I Feature Extraction
MOV is a matrix of vectors for dataset.

/l TE-IDF Matrix
Finding unique words in dataset and listing them as features
for every tweet in dataset do
Converting the tweets' texts into sparse feature vectors
Calculating the weight of each feature using Equation (2.2)
Saving the results in MOV
end for
// Word Embedding Matrix
GLV is GloVe words embedding and FT is FastText words embedding
for each word (w) in SOT do
if word vector (WV) of w exist in FT
EM [w] =WV I EM is embedding matrix
else if word vector (WV) of w exist in GLV
EM[w] = WV
end if
end for
Return MOV and EM

3.5 The Selection of User-Based Features

In this dissertation, feature selection methods were applied on the

Twitter dataset and the sentimental LIAR dataset to determine the relevant
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user-based features. Unlike previous studies that used only NLP (text
processing) to predict fake news, this dissertation analyzes texts using NLP,
on the one hand, and on the other hand, identifies the best user-based features

in classifying fake news.

Therefore, selecting these relevant features can improve the accuracy
of fake news prediction as well as reduce the dimensionality of the dataset.
The relevant user-based features have been selected based on two phases. In
the first phase, all features were evaluated in three techniques, MDGlI, DFl,
and correlation methods, independently. The second phase is to propose a

fuzzy model based mainly on the outputs of the first phase.

3.5.1 Mean Decrease in Gini-index

The behavior of the MDGI method is very similar to the embedded
methods for feature selection in that it weighs the features while training the
prediction model. The MDGI method exploits the properties of the random
forest classifier in constructing trees for feature evaluation. Usually, trees in
random forest classifier grow without pruning to the nodes (features). Thus,
each feature reduces by a certain percentage the amount of the Gini index

when it is selected as a splitting node in the random forest trees.

The proposed method monitors the feature in each tree and calculates
its contribution to reducing of Gini-Index criteria. The contribution of the
feature to the reduction of the Gini index is calculated by subtracting the
amount of the Gini index after selecting that feature as the splitting node
from the amount of the Gini index in the dataset before the splitting process.
It then calculates the average for the contributions of the feature in all trees
as a weight of this feature. For more details see algorithm (3.2).
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Algorithm 3.2: MDGI for feature Selection
Input: Dataset of user-based features
Output: Array (MDGI) of two vectors contains features and their weights

Begin
// Compute Decrease in Gini index to build trees
1. for each tree in the forest
2. forf=1ton fdo /[ n_fis a number of features in sample
Compute Gini for the features: Gini (f) =1- ¥:{_, p(i)?

I/l where c is number of classes and p is probability

4 Select the best feature (f) as a splitting node
5 Calculate the Gini index for its Childs using the above Eq.
6. Dec_Gini = Gini(f) — [Gini (left child) + Gini (right child)]
7 end for
8. endfor

/I Compute the mean decrease in Gini index for f
9. forf=1tonum_fdo // num_fis a number of all features
10. f count=0
11. for t =1 to Num_Trees do

12. if feature f € tree t

13. Dec_Gini[f] = Dec_Gini
14, f count= f count+1
15. end if

16. end for

17.  Mean_Dec_Gini = Sum (Dec_Gini[f]) / f_count

18.  MDGI[f] = Mean_Dec_Gini

19. end for

20. Return MDGI

End
3.5.2 Drop-Feature Importance

DFI method evaluates features based on the concept of the wrapper

method for feature selection, as it employs a prediction model in weighing
features. Using the random forest classifier, this proposed method assigns a
weight to the feature according to its contribution to increasing the accuracy.

This is achieved as follows:
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First, the accuracy of the model is calculated for all features. Then the
first feature is removed and the model is re-evaluated. Finally, the difference
between accuracy with all features and accuracy after removing the first
feature is the weight of that feature. The same goes for all the other features.
Algorithm (3.3) shows the steps of the DFI method.

Algorithm 3.3: DFI for feature Selection

Input: Dataset of user-based features
Output: Array (DFI) of two vectors contains features and their weights

Begin
1.  Set Random Forest Classifier as a Prediction Model
2. Training the Model Using Hold-out Method
3 Original_Accuracy = Tp+;;:1T:Z+FN
4. forf=1tondo // nis a number of features
5. Drop Feature (f)
6 Re-trained the Model
_ TP+TN
7 Drop_Accuracy = TP+TN+FP+FN
8. Feature_Weight = Original_Accuracy - Drop_Accuracy
Q. DFI[f] = Feature_Weight
10. Return the Feature f to the Dataset
11. end for
12. Return DFI
End

3.5.3 Fuzzy Model

The proposed FM identifies relevant user-based features. This model
assigns a rank or weight to each feature based on three models: MDGI, DFl,
and correlation method. Each of these methods assigns a different weight to
the same feature. Thus, the FM unifies the weights by assigning one weight

to each feature. Fuzzification and defuzzification were applied as follows:
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As shown in Figure (3.4), the triangle membership function shown by
equation (2.9) was applied to the feature weights obtained from the above
three methods. Thus, each feature now has three weights from the MDGl,
DFI, and correlation methods and three other fuzzy values from the triangle

membership function.

0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

Membership Function

- O S e . | . AW e ..

Figure (3.4): Triangle Membership Function

The Center of Gravity method (COG) has been applied in
defuzzification to assign one weight for each feature using Equation (2.10).
The final weight is obtained through the COG method by relying on three
weights and three values of the Membership Functions for each feature.
Finally, the relevant features are selected according to a predefined
threshold.

Figure (3.5) and Algorithm (3.4) illustrate the most important steps for

selecting the relevant user-based features using the FM.
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Figure (3.5): FM Architecture
Algorithm 3.4: FM for Feature Selection
Input: Three vector of features: MDGI, DFI, Corr_F, and ©
Output: Array (Relevant_Features) contains the Best Selected Features
Begin
/I Computing membership function for the input (the weights of MDGl,
DFI, and Corr_F) (fuzzification)

1. forf=1tonum_fdo // num_fisa number of features

2. form=1tow fdo //w f= 3 (three weights for each feature)
_ Wp-a

3 MF[m] = P—

/Il w is the weight of feature. a and b are the triangle coordinates
4. end for
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5. end for
/l Computing the COG method (defuzzification)
6. forf=1tonum fdo
7. COG = Z?“,(lMF(Wf)*W” /I n is number of weights for each feature
i=1 MF (W)

: if COG > O then
Q. Relevant_Features [f] = COG
10. end if
11. end for
12. Return "Relevant_Features™
End

3.6 Developed Machine Learning Model

The DMLM focuses on the properties of the random forest classifier
and is concerned with modifying its behavior to improve the prediction of
fake news. The random forest classifier is an ensemble predictor algorithm
based on a set of decision tree models. The disadvantage of this algorithm is
that it randomly selects the features in building each tree in the forest. Thus,
this algorithm is developed by controlling the selection of user-based

features in each tree rather than random selection.

The DMLM is trained on the Twitter dataset and the sentimental LIAR
dataset. In the Twitter dataset, each record or object contains the tweet as
well as a set of user-based and content-based features (see Appendix A).
Similarly, in the sentimental LIAR dataset, each record contains the text or
article as well as a set of speaker-based features (see Appendix B). As shown
in Figure (3.6), improving the prediction of fake news using these two
datasets was conducted in parallel between texts or tweets on the one hand,

and user-based features on the other hand.
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Figure (3.6): DMLM Architecture

In the Twitter dataset, user- and content-based features have been
preprocessed by normalizing their values between (0 and 1). Then, these
features were evaluated using FM to select the best ones. According to the
predefined threshold, the FM reduced these features to (9) out of (48)
features.

In contrast, the tweets are represented and converted into features

(unique words) by the TF-IDF technique. Since these features are very large,
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max-features are determined in the TF-IDF model to be 2000. Next, these
features (the 9 selected features using FM and the 2000 extracted features by
TF-IDF) are concatenated. Based on selected and extracted features, the
Twitter dataset became a matrix containing 3000 instances or records and
2009 features.

After that, the random forest classifier is developed by controlling the
selection process for features in each sample, which implies that the selection
process is not random. The number of trees in the random forest model is set
to 100, and 12 features are selected for each tree. Finally, the model chooses
the first 5 relevant user- and content-based features (the first 5 features out
of the 9 features resulting from the FM) in each tree, whereas randomly
chooses the other 7 features resulting from the TF-1DF technique and the last
4 remaining features from FM (i.e., the 4 remaining features from FM are

also include in random selection).

In the same way the sentimental LIAR dataset was processed. The only
difference is using a BERT pre-trained model for word representation instead
of using the TF-IDF method. Each record in the sentimental LIAR dataset

contains the article and 23 speaker-based features.

Regarding articles, instead of using TF-IDF with machine learning
techniques for word representation, BERT pre-trained model has been used
to represent any article (sentence) into vectors. The benefit of using BERT
Is that this model assigns a vector to each sequence or each sentence. In other
words, BERT converts every article or sentence in the dataset into a vector
containing embedding values for the entire sentence, not for each word in
the sentence. Thus, 12786 vectors are extracted, which is equal to the number
of sentences in the Sentimental LIAR dataset. Each of these vectors has a

length of 768 embedding values.
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The sentimental LIAR dataset contains 23 speaker-based features. The
FM was also used to select the best features that improve the prediction
accuracy. Therefore, these features were weighed and the five best features
are selected based on a predefined threshold. Finally, these five features are
merged with the features extracted from BERT pre-trained model. After the
merging process, the embedding matrix of this dataset has a size of (12786
*773).

In the same way, the developed random forest is used for FND. The
number of features in each tree is configured according to equation (2.27).
All forest trees contain the five speaker-based features selected by the FM,
while the other required features in each tree are randomly selected from the
features extracted by the BERT pre-trained model. The prediction of fake
news using DMLM is shown in Algorithm (3.5).

Algorithm 3.5: DMLM for Fake News Prediction

Input: Pre-processed Dataset (output of algorithm 3.1) and Relevant
Features (output of algorithm 3.4)

Output: The Prediction Accuracy of Developed Model

Begin
1.  Set number of trees N_TREE and number of features N FEATURE
2.  Merge Pre-processed Dataset and Relevant Features
Ordering the features, so the Relevant Features are at the beginning and
3 the other extracted features after and saving the indexes of all features
in a Matrix (features index). Creating the matrix (selected index) to save
the selected features.
Il Selecting the features in each tree in the forest (DMLM)
4.  Set Index_RF to zero
5. fori=1toN_TREE do
6. for j=1to N_FEATURE do
7. if (Index_RF< ©) Then
8. Selected_Index = Index_RF
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Q. Index RF= Index RF+1
10. Else
11. Selected_Index = randomly selected index (features index)
12. end _if
/Il Shifting the selected features out of matrix
13. feature index (selected index) = feature index (length — 1)
14. feature index (length — 1) = selected feature index
15. length = length — 1
16. end_for
17. Building Decision Tree Classifier on (Selected Index)
18. end_for
// Training and Testing the Model
19. Training DMLM
20. Set ACC_TREES to zero
21. fort=1to N _TREE do
22, Computing the accuracy (ACC) for the tree (t)
23. ACC_TREES = ACC_TREE + ACC
24. end_for
25. Model Accuracy = ACC_TREES/N_TREE
26. Return Model_Accuracy
End

3.7 Attention-Based Hybrid Deep Model

The main objective of using the ABHDM is to improve the prediction
of fake news in both Arabic and English languages. Each deep neural
network has useful properties and may have some drawbacks. A CNN is
good at reducing the dimensionality of data and selecting relevant features
from the text, but its drawback is that it neglects context. On the other hand,
both the Bi-LSTM and the Bi-GRU are distinguished in focusing on the
context of the sentence, but they give all features (words) equal importance.

To address these drawbacks of the existing deep neural networks for
fake news detection, this dissertation proposes a deep model, ABHDM, for

the prediction of both short and long fake news articles. In ABHDM,
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pre-trained models (FastText and GloVe), CNN, Bi-LSTM, Bi-GRU, and
attention mechanisms are used to identify better short-term dependencies,
long-term dependencies, and more informative words (relevant features).
The proposed deep model is trained on three datasets: the AFND, the
AraNews dataset, and the Fake-or-Real dataset. Then the performance of this
model was evaluated and its results were promising compared to previous
studies conducted on these datasets. Figure (3.7) views the main stages of

the proposed model.

= Data Preprocessing

Datasets
Pre-trained Mhiodel l
GloVe Word | Unrepresented words FastText Word
Embedding Embedding
Drataset Word Embedding
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Bidirectional LSTh Bidirectional GRU
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!
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e
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2 =
MLP

News Article Prediction and Model Accuracy
Figure (3.7): ABHDM Stages

As shown in Figure (3.7), five deep neural networks (layer or two from
each one) contributed to the prediction of fake news: CNN, Bi-LSTM, Bi-
GRU, attention model, and MLP. Initially, the dataset was processed and

cleaned as described in the pre-processing section. The words were then
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represented as described in the feature extraction section. The word
representation output represents an embedding matrix that is added as an

embedding layer in our proposed model (ABHDM).

On the output of this embedding layer, CNN layers were applied (The
CNN is fed with the outputs of the embedding layer). The ABHDM uses two
layers of the CNN: convolution layer and max pooling layer. the convolution
layer is applied to reduce feature space of dataset, whereas the relevant

features are selected by a max pooling layer (see Figure (3.8)).

Convolution L.asver MMax Pooling L.ayer

[

|
Hermels (332000 ] Local Featmres

Importamce
Features

I

Dataset Embedding Niatrix

Figure (3.8): The Output CNN Based on of Pre-trained Model

The traditional approach when using CNN in text classification is to
add a flattened layer to concatenate the max pooling layer outputs. Then, a
fully connected layer or output layer was used to classify the texts. Instead,
this dissertation uses both Bi-LSTM and Bi-GRU in parallel (two
independent layers) on the output of the max pooling layer. The idea behind
this implementation is to make the model capable of remembering both long

and short sequences. The following equations achieve this:

hisem = LSTM(max,),t € [1 —n] (3.1)
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hisem = LSTM(max,),t € [n —1] (3.2)
hgry = GRU(max,),t € [1 —n] (3.3)
hgry = GRU(max,),t € [n — 1] (3.4)

Where hgtr, 1S @ forward context of LSTM, hg,, IS backward context
of LSTM, hg,,, is a forward context of GRU, hg,., is backward context of

GRU, and max; is the output of max pooling layer.

Then, the backward and forward contexts have been concatenated

according to the following equations:

hLSTM = [hlstm ’ hlstm] (3-5)
heru = [heru » herul (3.6)

The Bi-LSTM produces output independently of the Bi-GRU. These
two parallel layers (Bi-LSTM and Bi-GRU) are merged by adding

concatenating layer as follows:

hLSTM_GRU = [hLSTM» hGRU] (3-7)

The attention mechanism focuses on the more informative words of the
sentence (news article) or the best encoder vectors resulting from Bi-LSTM
and Bi-GRU layers. Thus, the attention model is applied to the output of the
concatenation layer (hysry gry) t0 make the proposed model capable of
focusing to create effective context vector from entire words in a sentence.
This context vector is created by Equations ((2.6), (2.7), and (2.8)).

At this point, we have a vector representing the most important words
(relevant features) in the news article. Having obtained this vector, batch

normalization is applied to accelerate the network training. Finally, MLP
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with five layers is used to classify news articles as fake or real. Two of these
layers are fully connected layers. The ReLU is employed with these layers
as an activation function. To reduce the overfitting, two dropout layers with
a certain probability have been added (after each fully connected layer, a
dropout layer was added). Finally, the output layer (classification layer) with
the sigmoid activation function is applied for the binary classification of
news articles. All the above details for ABHDM are shown in a Figure (3.9)
and algorithm (3.6).
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Figure (3.9): ABHDM Architicture
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Algorithm 3.6: ABHDM for Fake News Prediction
Input: Dataset Embedding Matrix DS € R™*¢ where n is a number of

words (top-word) and e is embedding dimension
Output: The Prediction Accuracy of ABHDM

Begin
1. Initialize the embedding layer with the output of the pre-trained

Set max length (max_len), number of filters (n_filters), and filter size

2. _
(f_size).
3. num_conv = (max_len) — (f_size) + 1
4. forf=1ton filtersdo
5. =0
6. while i < num_conv do
7. lf; = 1D-CNN (DS, f_size)
8. i=i+1
Q. end_while
10. rfr= max pooling (If;)
11. end_for

12. branches = {Bi-GRU, Bi-LSTM}

13. for br € branches do
applying br on rf; to obtain both forward and backward

14. contexts (hy, and hy, ) by using Eq (3.1), (3.2), (3.3) and
(3.4)

15. construct hy,- by applying Eq (3.5), (3.6), and (3.7)

16. end_for

17.  Applying alignment process on hy,. by using Eq. (2.6)
18.  Applying softmax to the output of alignment process by Eq. (2.7)
19.  Finding context vector (cv) by using Eqg. (2.8)

20. Feeding cv into fully connected layer (64 neurons) with ReLU
21. Adding dropout Layer (the probability is 0.25)
22.  Adding fully connected layer (64 neurons) with ReLU
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23. Adding dropout layer (the probability is 0.25)

24.  Adding classification layer (one neuron) with sigmoid function

25, Updating parameters of the model using the binary cross-entropy
loss function with the Adam method and train the network.

26. Compute evaluation metric (accuracy) after the training
27. Return Model_Accuracy
End

3.8 Ensemble Deep Learning Model

This dissertation is concerned with an ensemble approach because the
decision-making process is done by taking the opinion of more than one
model about the correctness or incorrectness of news articles. The EDLM is
an ensemble learning-based model that aims to improve the classification of
any news article as fake or real by involving three common text classification
techniques in the decision. These three techniques are Bi-LSTM, Bi-GRU,
and CNN.

The news articles in the dataset are first pre-processed and tokenized
into words. Then, these words (tokens) are converted into embedding matrix
of the d dimension using a pre-trained model. Instead of loading random
weights, this embedding matrix was load to the embedding layer as weights
in the topology of the network and make it non-trainable layer. After that,
the output of the embedding layer is fed to both Bi-LSTM, Bi-GRU, and
CNN where each of these three deep neural networks gives its decision with

the probability that the news article is fake or real.

The necessary steps performed in the construction of the topology for
both Bi-LSTM and Bi-GRU are similar. The Bi-LSTM layer is applied to
the output of the embedding layer to address the sequences of arbitrary length
and extract long and short dependencies in both backward and forward
directions. The ReLu activation function was adapted with the Bi-LSTM
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layer. The output of this layer is fed to the attention layer. The idea behind
using the attention layer is to find the best vector in the news article that
represents the most informative words in this article. The important vector
extracted through the attention layer is passed to the last layer in this
network, which is the output layer. Through the sigmoid activation function,
this layer produces an estimated value (¥) that represents the probability that
the news article is fake or real. The Bi-GRU applies exactly the same
procedure. The only difference is that text processing and extracting long
and short dependencies are done by the Bi-GRU instead of by the Bi-LSTM.

The Bi-GRU produce (f}) which represents the probability that the news

article is fake or real according to the opinion of this deep network.

Two layers of CNN (convolution layer and max pooling layer) with
MLP is used to produce (). The output of the embedding layer is fed into
the convolution layer to reduce the feature space. ReLu activation function
and many filters with fixed sizes are used in this layer. The max pooling layer
is applied on the top of the convolution layer to select the relevant features.
To obtain the decision of the CNN, three layers have been used: a fully
connected layer containing many nodes with a ReLu activation function, a
dropout layer to reduce overfitting, and an output layer with a sigmoid
activation function to calculate the estimated value that determines whether

the news article is fake or real.

So far, we have three decisions (9,7, and fz) for each news article.
Therefore, the concatenation layer was added to concatenate these values and
then fed to an output layer with a sigmoid activation function to classify any
news article. The descriptive algorithm (3.7) and Figure (3.10) and (3.11)
shows the most important steps conducted to classify news articles by using
the EDLM.
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Algorithm (3.7): EDLM for Fake News Prediction

In

put: Dataset Embedding Matrix DS

Output: The Prediction Accuracy

Begin
1 Set number of filters, filter size, and number of units for Bi-
' LSTM, Bi-GRU, and fully connected layer (Dense Layer)
) Loading the embedding matrix (DS) to the embedding layer and
" making it non-trainable
3.  On the output of embedding layer do

// Bi-LSTM
3.1 Build Bi-LSTM Network through
3.1.1 add Bi-LSTM layer
3.1.2 add attention layer
3.1.3 add output layer to find y
3.2 Build Bi-GRU Network through
3.2.1 add Bi-GRU layer
3.2.2 add attention layer
3.2.3 add output layer to find f
3.3 Build using CNN Network through
3.3.1 add convolution layer
3.3.2 add max pooling layer
3.3.3 Add flatten layer to sort the output of max pooling
// Adding Three Layers for Prediction
3.3.4 The output of flatten layer is fed to dense layer
3.3.5 Adding dropout layer (the probability is 0.25)
3.3.6 Adding output layer to find y

/I Concatenate the three outputs
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4 Adding concatenation layer to concatenate (¥, y, and 5)
/I Add Classification Layer
Feeding the output of concatenation layer into output layer and
> fitting the model to classify the news article
/[ Train the Model and Update the Parameters
Updating parameters of the model using the binary cross-
6 entropy loss function with the Adam method and train the
model.
7 Compute evaluation metric (accuracy) after the training
8 Return Model_Accuracy
End
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Figure (3.10): The EDLM Layers Based on Single News Article
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3.9 Evaluation of the Proposed Models

The evaluation stage is the most important part of the proposed system
to determine the quality and efficiency of our proposed models in detecting
Arabic and English fake news. Because our proposed models aim at binary
classification, the evaluation metrics used for this task are Accuracy,
Precision, Recall, and F-measure. The concepts k-fold cross validation and
holdout train-test splitting are employed to calculate these evaluation
metrics. In the proposed deep models, the datasets were partitioned as 80:20
to train and test the model. In contrast, the 10-fold cross validation method
Is applied to train and test the DMLM.
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Chapter Four Results and Discussion

Results and Discussion

4.1 Overview

This Chapter views and discusses the results of the proposed system
stages presented in Chapter three. Experiments have been conducted on five
datasets available to the research community: Twitter Dataset, AraNews
Dataset, AFND, Sentimental LIAR, and Fake-or-Real Dataset. Then, the
results are arranged based on their appearance in the previous Chapter.
However, this Chapter begins with the software and hardware requirements

in implementing the proposed models.

4.2 System Requirements

The specifications (software and hardware) that have been utilized to

implement the proposed system are as follows:
1- Hardware:

e PC: (HP).

e Processor: Intel(R) Core i7 CPU, speed 2.70GHz.
e RAM: the memory capacity of 8.0 GB

e Hard: storage 250 GP SSD.

2-Software:

e Windows 10 64-Dbit.

e Python for executing deep learning techniques.

e JAVA for executing machine learning techniques.
e Anaconda Navigator and NetBeans.

e Library (Tensor flow, Keras, NLTK, and WEKA).
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4.3 Description of Datasets

This dissertation uses five datasets available to the research community.
Three of these datasets are in Arabic: Twitter, AraNews, and AFND. The
remaining two are English language datasets: The sentimental LAIR dataset

and the Fake-or-Real dataset.

The Twitter dataset contains exactly 3,000 tweets categorized as
reliable (not fake) or unreliable (fake). The number of fake tweets is 1400,
whereas the number of real tweets is 1600. In addition to a tweet, each record
or instance in this dataset contains a set of user-based features and content-
based features (see Appendix A). This dissertation aims to select relevant
features as well as analyze the tweet itself in order to improve prediction
accuracy. Figure (4.1) shows the most frequent words (word cloud) for a

sample of the Twitter dataset (word cloud).
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Figure (4.1): The Most Frequent Words in Twitter Dataset

The AraNews dataset is a large dataset collected from many countries
and includes comprehensive topics on politics, economics, health, sports,
and others. Because this dataset contains many noise and redundant articles,
preprocessing was performed. After conducting a preprocessing that
includes removing noise, duplicate articles, meaningless articles, and short
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news articles that do not give full meaning, the number of news articles has
reached approximately (16,600). The number of fake news articles is 8406,
while the number of non-fake news articles is 8194. Figure (4.2) views the

most frequent words for a sample of the AraNews dataset.
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Figure (4.2): The Most Frequent Words in AraNews Dataset

AFND consists of 134 different files in JSON format. These JSON files
are gathered from 134 public Arabic news websites. The number of news
articles in these files is exactly 606912, classified into three categories:
credible, undecided, or not credible. Each object in the JSON files stores the
article's text, title, and publication date. The text and title are considered in
each object, while the date is omitted. According to the previous and
comparative study in this dissertation, news articles classified as credible and
not credible were relied upon, while the third category (undecided) was
neglected. The number of credible news articles is 167233, while the number
of not credible news articles is 207310. Finally, all JSON files were
combined into a single CSV file, the details of which are shown in Figures
(4.3).
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Figure (4.3): The Most Frequent Words in AFND

Sentimental LIAR is a modified version of the LIAR dataset containing
multi-class labeling. In addition to texts, this dataset contains features that
are specific to the speaker or writer. The dataset is converted to a binary class
by changing false, barely-true, pants-fire, and half-true labels to Fake and
the remaining labels to Not-Fake. The rationale behind this procedure is that
the performance of our proposed models is compared with previous studies,
which also transformed the classification into binary in this way. The number
of fake examples is 7278, while the number of non-fake examples is 5508.

For more details, see Figures (4.4).
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Figure (4.4): The Most Frequent Words in Sentimental LIAR Dataset
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The Fake-or-Real Dataset contains two CSV files, the first contains the
fake news, and the second contains the real news. Each news article consists
of atext, title, article type, article date, and class label. The text and title were
considered in the dissertation. The number of fake news articles is 23481,
while the number of non-fake news articles is 21417. Figure (4.5) shows the

word cloud or the most frequent words in this dataset.
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Figure (4.5): The Most Frequent Words in Fake-or-Real Dataset

4.4 Results of Data Preprocessing

The main objective of this stage is to prepare the datasets in an
acceptable format for machine learning algorithms. The Preprocessing steps
mentioned in Section (3.3) are illustrated in Figure (4.6). This Figure shows
the general framework for the preprocessing stage, where additional steps

depending on the dataset's type and nature.

For example, the deletion of short tweets is not performed with the
Twitter dataset and the sentimental LIAR dataset because most tweets or
sentences of these datasets are short. In contrast, two other preprocessing
steps were taken with these two datasets: the deletion of stop words and
stemming. Likewise, with the AraNews dataset, an additional preprocessing

step was taken: removing incomplete news articles that do not meet the news
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event criteria and removing repeated and short news articles (see Table
(3.3)). After cleaning the datasets from the unwanted information, the next
step is tokenization. In this step, each news article or tweet was divided into

tokens (words) based on the spaces between the words.
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Figure (4.6): Data Preprocessing Steps
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4.5 Results of Feature Extraction

In fact, feature extraction is a part of the data preprocessing when
dealing with text. Feature extraction techniques aim to represent words and
convert them into features or vectors to be fed into machine learning or deep
learning techniques. Thus, this stage aims to convert the words or tokens
obtained from the previous section (the preprocessing section) into features.
Before representing words and converting them into vectors, it is necessary
to initialize three basic parameters that effectively improve prediction
accuracy: max_words, max_len, and emb_dim. These parameters are

initialized based on the nature of the dataset being used.

In practice, focusing on the most important words in the dataset and
neglecting the less important words is important. Therefore, the max_words
parameter determines the most important unique words in the dataset or the
top most common words. Table (4.1) presents the specific value of this

parameter for the datasets used in this dissertation.

Table (4.1): The max_words parameter initialization

Dataset Twitter ~ AraNews AFND Sentimental Fake-or-Real
Paramet dataset dataset Dataset LIAR dataset Dataset

max_words 2000 7000 10000 4000 6000

When the numeric sequence representations of the text are encoded, the
news article's lengths will not be uniform. Thus, the max_len parameter is
needed to specify a fixed length for all news articles. Therefore, any news
article whose word count is less than this parameter is padded with zeros
either at the beginning (pre-padding) or at the end (post-padding) of the news
article. Likewise, in any news article whose word count exceeds the value
assigned to the max_len parameter, the words are truncated, either from the
beginning of the news article or from the end of the article. The max_len

parameter is usually initialized through three mechanisms: (1) the parameter
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Is equal to the length of the longest news article in the dataset; (2) it is equal
to the average length of all news articles; or (3) it is initialized through trial
and error. Table (4.2) shows the value of the max_len parameter with the
datasets. For the Twitter dataset, the TF-IDF was used, which does not need

this parameter.

Table (4.2): The max_len Parameter Initialization

Dataset AraNews AFND Sentimental LIAR Fake-or-Real
Paramet dataset Dataset dataset Dataset

max_len 80 128 25 50
Padding and Post Post Post Post
truncating

Each word in a news article is represented by a vector containing
embedding values. The number of values representing each word (size of
this vector) is determined by initializing the emb_dim parameter. Therefore,
the size of the feature or vector depends on the feature extraction technique

used with the datasets.

TF-IDF has been applied to the Twitter dataset for feature extraction.
This technique assigns a vector (feature) to the tweet as a whole, not to each
word. Thus, the size of the extracted feature is equal to the number of unique
words specified by the max_words parameter (this means the size of the
extracted feature is equal to 2000). Table (4.3) shows a sample of the features
extracted by TF-IDF. The defect in traditional methods, including the
TF-IDF, is that it does not take into account the semantic meaning of the
word in the process of extracting features. Therefore, most of the vectors
resulting from these methods have zeros values. This problem was addressed

through the use of embedding methods or pre-trained models.
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Table 4.3: Features Extraction Using TF-IDF

Features Feature 4 Feature, Features; ----.. Feature ;5499
Tweets Bk] alaill ugodd | el e o

Tweet 0.294846 0 o e 0
Tweet , 0 0 0.369472  ...... 0
Tweet ; 0 0.530210  0.192375 ...... 0
Tweet 4 0 0 o ... 0.5726575
Tweet ¢ 0 0.634421 o ... 0

The features of the Sentimental LIAR dataset were extracted using
BERT pre-trained model. Similar to TF_IDF, this model allocates a vector
at the sentence level, not the word level. BERT base version is used in the
dissertation; thus, a vector of size 768 is assigned to each sentence in this
dataset. Table (4.4) shows a sample of the features extracted by the BERT

pre-trained model.

Table 4.4: Features Extraction Using BERT

ArtidesFeatures Feature, Feature, Features; ...... Feature ;¢g
Sentence 4 0.004107 -0.06822 -0.09841 - -0.01641
Sentence -0.13417 0.056375 -0.45205  ----e- -0.20983
Sentence ;3 -0.02755 -0.08062 -0.34574 ... -0.27301
Sentence 4 -0.00713 0.013269 -0.12596  ...... -0.00537
Sentence 5 0.004107 -0.06822 -0.09841  ...... -0.01641

The Keras embedding layer and pre-trained models were adapted to
extract features in the AraNews dataset, the AFND, and the Fake-or-Real
Dataset. The Keras embedding layer was used to extract features for these
three datasets by creating a random embedding matrix for this layer and
learning it during training (dynamic training). The emb_dim parameter for

this layer is set to 150.

On the other hand, pre-trained models are the research community's
modern trend through their feature extraction use. Among the most important
of these models that deal with the Arabic and English languages are FastText

and GloVe, respectively. Unlike BERT, which assigns a vector to the whole
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sentence, these models allocate a vector to each word by pre-training on
millions of words. The FastText pre-trained model was used to extract the
features of the AraNews dataset and the AFND, while the GloVe pre-trained
model was applied to the Fake-or-Real Dataset. Each word is represented by
these two models with a vector containing 300 embedding values (this means
that the emb_dim parameter is equal to 300). This dissertation uses the
embedding matrix generated by these two models and uploads it to the
embedding layer. Then, this layer was added directly after the input layer in
the proposed deep model architecture, which will be clarified later. Because
the outputs of this layer are the outputs of the pre-trained models, we have
made this layer untrainable (static training). Table (4.5) provides more

details about this section.

Table (4.5): The Results of Feature Extraction

Dataset ; Sentimental .
g;‘t’gstgtr AraNews dataset AEND LIAR Fa‘gags;ea'
Parameter S
Feature FastText and FastText and

GloVe and Keras

Extraction TF-IDF Keras Keras embedding BERT .
: . embedding layer
Technique embedding layer layer
emb_dim 300: FastText 300: FastText 300: Glove
Parameter 150: embedding  150: embedding 150: embedding
The Size of
Embedding  [3000*2000]  [7000*300] [10000*300] [12786*768] [6000*300]
Vectors (The [7000*150] [10000*150] [6000*150]
Output)

4.6 Results of Feature Selection

Most of the previous studies interested in FND depend mainly on NLP
to determine the credibility of the news and neglect some important features
of the user. In contrast to these studies, user-based features are considered
with the texts for FND in this dissertation. In addition to the sentence or the

tweet, the Twitter and Sentimental LIAR datasets contain several features
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specific to the user or speaker. However, not all of these features are suitable
for the prediction task, as some of them do not improve the model's
performance and may reduce the accuracy of the prediction. For this reason,
this dissertation focuses on identifying relevant features only and excluding

irrelevant features.

4.6.1 The Best Selected Features of the Twitter Dataset

Appendix A shows that the Twitter dataset contains exactly 48 features.
To identify the relevant features, a reliable fuzzy model based on three
different approaches for feature selection has been proposed: filter,
embedded, and wrapper approaches. In the filter approach, the correlation
technique has been applied to evaluate and weigh user-based features
according to their importance and relevance to the target class. Table (4.6)
explain the user-based features and their weights according to the correlation

method.

Table 4.6: Rank the User-Based Features According to Correlation Technique

Features Weight Features Weight
count_of followers 0.311 registration_age 0.078
tweet_is_a_reply 0.300 has_negative_words 0.071
count_of special_symbols 0.269 has_positive_words 0.071
count_of mentions 0.260 length_of screen_name 0.064
status_count 0.250 count_of urls 0.064
length_of tweet in_words 0.228 favorites_count 0.056
has_hashtag 0.227 average_urls_mentions 0.055
has_url 0.222 day of week 0.049
count_of unique_words 0.208 count_of ellipses 0.037
count_of unique_chars 0.191 negative_sentiment_score 0.030
count_of hashtags 0.180 focus_of user_on_topic 0.026
retweet_fraction 0.175 has_user_mention 0.026
listed_count 0.148 tweet_time_spacing 0.025
Fefo 0.148 has_default_image 0.024
has_exclamation_mark 0.139 has_question_mark 0.016
average_number_of hashtags 0.130 count_of_question_marks 0.016
length_of description 0.128 retweeted 0.013
Fofe 0.124 positive_sentiment_score 0.012
count_of exclamation_marks 0.113 count_of friends 0.012
is_verified 0.110 count_of retweets 0.012
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has_description 0.106
length_of tweet_in_chars 0.093
average_retweet_count 0.089
average_tweet_length 0.083

Results and Discussion

average_favorite_count
used url_shortner
tweet_is_a_retweet

0.010
0
0

In a manner similar to the embedded approach, this dissertation

proposes an MDGI that evaluates user-based features according to each

feature's contribution to reducing the Gini index in dataset. These features

are implicitly evaluated and weighted with the random forest classifier. Each

feature reduces the impurity (Gini Index) in the sample chosen from the

original dataset to construct the forest decision tree by a certain percentage

when it is selected as a splitting node. Thus, the feature that contributes the

most to reducing the Gini index by taking the average contributions in all

decision trees has a higher rank (see Table (4.7)).

Table 4.7: Rank the User-Based Features According to MDGI

Features

count_of friends
count_of followers
has_hashtag
has_default_image
length_of tweet in_words
registration_age
count_of unique_words
count_of retweets
Retweeted
count_of special_symbols
has_user_mention
count_of hashtags
has_url
count_of unique_chars
average_favorite_count
average_number_of hashtags
count_of urls
has_negative_words
has_positive_words
average_retweet_count
average tweet length
average _urls_mentions_ratio_in_tweets
count_of exclamation_marks

day of week

Weight

0.460
0.440
0.430
0.420
0.410
0.400
0.390
0.360
0.350
0.350
0.340
0.320
0.320
0.300
0.300
0.300
0.300
0.290
0.290
0.290
0.290
0.280
0.280

0.270
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Features

fefo
length_of tweet in_chars
length_of screen_name
positive_sentiment_score
fofe
count_of mentions
focus_of user_on_topic
favorites_count
has_exclamation_mark
length_of description
listed count
status_count
tweet_time_spacing
retweet_fraction
has_question_mark
has_description
tweet _is_a_reply
count_of question_marks
count_of_ellipses
negative_sentiment_score
is_verified
used_url_shortner
tweet_is_a_retweet

Weight

0.260
0.260
0.250
0.250
0.250
0.240
0.240
0.240
0.230
0.230
0.230
0.220
0.220
0.220
0.220
0.220
0.210
0.200
0.180
0.160
0.150
0.000
0.000



Chapter Four Results and Discussion

The DFI is a method similar to or close to the wrapper approach that
weighs user-based features based on the contribution of each one in
increasing accuracy. Through this method, a weight is assigned to each
feature as follows: (1) tuning the random forest classifier to calculate
prediction accuracy using all user-based features; (2) dropping the first
feature, and then the prediction accuracy is calculated after dropping this
feature; (3) calculating the difference between the two accuracies, as the
resulting value determines the contribution of the feature in increasing the
accuracy, noting that the greater this value, the more important the feature;
(4) finally, the feature is reverted to the original features, and then these steps
are applied to all remaining features. Table (4.8) presents the importance

degree of user- and contianed-based features.

Table 4.8: Rank the User-Based Features According to DFI

Features Weight Features Weight
tweet_is_a_reply 0.169 average_urls_mentions 0.027
count_of retweets 0.113 has_exclamation_mark 0.026
has_user_mention 0.108 average_number_of hashtags 0.024
count_of mentions 0.101 length_of screen_name 0.023
count_of followers 0.065 count_of unique_chars 0.020
count_of_hashtags 0.056 average_tweet_length 0.019
registration_age 0.056 average_favorite_count 0.017
count_of_friends 0.048 length_of_description 0.015
count_of unique_words 0.046 focus_of user_on_topic 0.012
average_retweet count 0.046 length_of tweet in_chars 0.011
tweet_time_spacing 0.046 has_description 0.011
Fefo 0.043 has_negative_words 0.010
count_of_ellipses 0.042 has_positive_words 0.010
retweet_fraction 0.039 has_default_image 0.010
favorites_count 0.039 positive_sentiment_score 0.000
has_hashtag 0.038 negative_sentiment_score 0.000
count_of exclamation_marks 0.038 has_question_mark 0.000
length_of tweet_in_words 0.037 tweet_is_a_retweet 0.000
count_of _urls 0.037 Retweeted 0.000
has_url 0.036 used_url_shortner 0.000
listed_count 0.035 day_of week 0.000
Fofe 0.034 count_of question_marks 0.000
status_count 0.033 count_of _special_symbols 0.000

is_verified 0.032
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So far, each user-based feature has three different weights from the
three methods above. These vectors containing the weights of the features
were fed to the FM in order to have one weight for each feature. The
proposed fuzzy model includes two main steps: In the fuzzification step, the
triangular membership function was used to calculate the fuzzy value (the
belonging degree). Thus, each feature has three weights and three
membership degrees. One weight was calculated for each feature using the

COG in the defuzzification step.

After the importance of the features relative to the target class was
determined according to the FM and the user-based features were weighted
and arranged from best to least, any feature weighing less than or equal to
(0.3) was deleted. This procedure reduced the features to only 9 out of the

48. Table (4.9) presents the feature weights according to the FM.

Table 4.9: The Relevant User-Based Features According to FM

Features Description weight
count_of friends The number of friends 0.412
has_default_image Does the account contain a personal 0.403
count_of_followers The number of followers 0.361
count_of_retweets The number of retweets 0.349
has_hashtag Does the tweet contain a hashtag? 0.342
length_of tweet in_words The number of words in tweet 0.328
has_user_mention The account has a name mentioned 0.318
registration_age The age of user 0.317
count_of _unique_words The number of unique word in tweet 0.307

Table 4.9 shows the most important features affecting the target class.
Therefore, this dissertation recommends that decision-makers consider these
features when verifying any tweet's reliability.

4.6.2 The Best Selected Features in Sentimental LAIR Dataset
The Sentimental LIAR dataset also contains several speaker-based

features (see Appendix B). To determine the relevant features, the proposed
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fuzzy model applied to the Twitter dataset was also applied to this dataset.
Before the proposed feature selection models evaluated the speaker-based
features, some non-predictive features, such as 1D, were manually omitted.
Tables (4.10), (4.11), and (4.12) view the rank (weights) of the remaining
speaker-based features according to correlation technique, MDGI, and DFI
respectively.

Table 4.10: Features Rank of Sentimental LIAR According to
Correlation Technique

Features Weight
Sentiment 0.157
party_affiliation 0.108
false_counts 0.101
Subject 0.066
Anger 0.064
speaker_job 0.050
sentiment_score 0.046
Sad 0.043
pants_on_fire_counts 0.041
state_info 0.038
Disgust 0.035
mostly true_counts 0.024
Joy 0.024
barely true_counts 0.022
half _true counts 0.022
Fear 0.018
sentiment_magnitude 0.005

Table 4.11: Features Rank of Sentimental LIAR According to

MDGI

Features Weight

speaker_job 0.400

Sentiment 0.300

Subject 0.300

Sad 0.290

sentiment_magnitude 0.280

Anger 0.280

Fear 0.270

Joy 0.260

Disgust 0.260
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false_counts
state_info

sentiment_score
barely true_counts

half _true _counts
mostly true_counts

party_affiliation
pants_on_fire_counts

Results and Discussion

0.250
0.250
0.250
0.230
0.220
0.220
0.210
0.200

Table 4.12: Features Rank of Sentimental LIAR According to DFI

Features

Subject
pants_on_fire_counts
Fear
mostly true_counts
barely_true_counts
speaker_job
Sad
false_counts
state_info
Sentiment
Disgust
half_true_counts
Joy
Anger
sentiment_magnitude
sentiment_score
party_affiliation

Weight

0.100

0.090
0.035
0.021
0.019
0.016
0.011
0.007
0.006
0.002
0.000
0.000
0.000
0.000
0.000
0.000
0.000

Finally, the relevant features were determined according to the

proposed FM where any feature whose weight is greater than or equal to

(0.2) is selected, and all other features are ignored. This procedure reduced

the features to only 5 out of 23. Table (4.13) presents the feature weights

according to the FM.
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Table 4.13: The Relevant Features of Sentimental LIAR According to FM

Features Description weight
Speaker_job The job of the speaker 0.349
Subject The type of topic, for example, political, economic, etc 275
Sentiment_sad The speaker's feeling of sadness 0.250
Sentiment Feeling of the speaker in general 0.250
Sentiment_joy The speaker's feeling of joy 0.240

From Table (4.13), it can be concluded that the relevant speaker-based
features that can be considered when checking a news article's reliability are

Sentiment_sad, Sentiment_joy, Sentiment, Subject, and Speaker_job.

4.7 Results of Developed Machine Learning Model

The DMLM is proposed to improve the prediction of Arabic and
English fake news. The proposed model focuses on one of the most
important machine learning algorithms, the random forest classifier, and
modifies its behaviour in building decision trees. Instead of randomly
selecting the features in each sample, we have made the random forest
classifier focus on the relevant user-based features in its decisions. Thus, the
user-based features defined by the FM are selected in all decision trees, while

the features extracted by TF-IDF or BERT are randomly selected.

4.7.1 Experiments on Twitter Dataset

To build a reliable model on this dataset, the random forest model is
improved by controlling the process of selecting features in each tree instead
of random selection. First, the top 9 features identified by the FM shown in
Table (4.9) were combined with the features extracted from the tweet itself
by TF-IDF. Then, the indices of the nine user-based features is memorized
(we specified the index for each one). In this dissertation, the relevant user-
based features are initially concatenated with features extracted from TF-IDF

(i.e., the indices of these features is from 0 to 8, as shown in Table (4.14).
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Finally, the number of decision trees in the random forest classifier was
initialized to be 100, and each tree requires 12 features in the construction
process. Therefore, a random selection is made for TF-IDF features and the
last four features identified by the fuzzy model. Meanwhile, the first five
user-based features were selected for all trees. In other words, each tree of
the random forest model is constructed from the five user-based features and

ieght randomly selected features from the other features.

Table 4.14: Sample of Updated Twitter Dataset

Feature 4 Feature q Feature 4
has_user_mention """ count_of_unique_words pdaill e
o .. 0.1 0 e
o ... 0 o
T 0.15 o
o ... 0.23 0294 ...
T 0 o

Our proposed model was trained based on the K-fold Cross-Validation
approach. The 10-fold Cross-Validation method is adopted for training and
testing the proposed model and baseline model (LR). This means that the
Twitter dataset was divided into ten parts, nine of which are used for training,
and one part is used for testing. This process is repeated ten times; thus, the

model's accuracy is calculated by taking the average.

The Twitter dataset (a sample of which is shown in Table 4.14) was
expanded and updated by adding approximately 1,138 tweets and labeled
manually by the expert. Thus, the total number of tweets in the updated
Twitter dataset equals 3,000 tweets. Based on the Twitter dataset and the
updated Twitter dataset, the quality of the proposed model was evaluated.
The common evaluation metrics used in this dissertation are accuracy,

precision, recall, and F-measure. Table (4.15) presents the results of our
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proposed model, the baseline model, and the results of previous studies

conducted on the Twitter dataset.

Table (4.15): The Results of the Proposed Model (DMLM) Based on the Twitter Dataset

Dataset The Model Accuracy Precision Recall M "
easure
Twitter Dataset RF 0.747 0.485 0.747  0.748
(User-Based
Features) LR 0.722 0431 0720  0.723
Feature Extracted RF 0.799 0.615 0.803 0.798
by TF-IDF
(Original) LR 0.747 0.485 0.747 0.748
Expanded dataset RF 0.849 0.695 0.850 0.850
(from 1862 to LR
3000 instances) 0.750 0.505 0.759 0.740
The Final DMLM 0.889 0.881 0.891 0.884
Updated Dataset
(Top Feature and
TFE-IDF) LR 0.775 0.591 0.775 0.772
Twitter Dataset
(User-Based | eSWdy  pr 0.79 076 083
in[1]
Features)
Twitter Dataset =~ The Study RF 0.7539 0.7603  0.8240  0.7909
(NLP) n[2]  VBHHO 08150 08235 0.8552  0.8390

Table (4.15) shows the possible outcomes of predictive models when
they are trained on user-based features or features extracted from the tweet
using the TF-IDF method. This table also presents the results of previous
studies conducted on the Twitter dataset. This dissertation is concerned with
the development of the random forest classifier, so the performance of this
classifier will be monitored by taking the accuracy criterion as an example
from the above table. The random forest classifier, when it was trained on
the features extracted by the TF-IDF method, achieved an accuracy of 0.799,
and thus it performed better when it was trained on the user-based features.

When the dataset was expanded from 1862 to 3000, the random forest
classifier achieved an accuracy of 0.849, and thus the model improved 5.8%.
The final stage is to merge the important features identified by the FM with
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the features extracted from the TF-IDF method. Our proposed model was
trained on the updated dataset and achieved an accuracy equal to 0.889. In
comparison with previous studies conducted on this dataset (the studies by
[1] and [2]) and the LR that was used as a baseline model, Figure (4.7) shows

the preference of our proposed model in terms of accuracy.

0.96

0.88

0.8

0.72

0.64 B DMLM  wm LR m Studyby[l] Study by[2]
doCuracy accuracy  accuracy accuracy
(.8ES 0.775 078 0.815

Figure (4.7): The Proposed Model Accuracy of the Twitter Dataset

Overall, our proposed method outperformed the LR and previous
studies (the studies by [1] and [2]) in terms of accuracy and other evaluation
metrics. Moreover, the improvement ratio between the proposed and LR
models was 12.52%. The improvement ratio between the proposed model
and the best accuracy obtained in previous studies is 8.013%. Finally, the
evaluation metrics of our proposed model and other models are shown in
Figure (4.8).
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Figure (4.8): The Evaluation Metrics for Twitter Datasets

4.7.2 Experiments on Sentimental LAIR Dataset

The DMLM was also tested on the Sentimental LIAR dataset. Each
record of this dataset contains a sentence (text) and a set of speaker-based
features. Applying the FM for feature selection identified the five best
features among all the features (see Table 4.13). As described in the feature
extraction section, the BERT pre-trained model is used for word
representation. So, the first procedure combines the features defined by the
FM with the features obtained by the BERT pre-trained model. After that,
the relevant speaker-based features were located, so their index would be

from 0 to 4, as shown in Table 4.16.
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Table 4.16: Sample of Updated Sentimental LIAR Dataset

Feature 4 Feature Feature ¢
sentiment sad 77 speaker_job say ~ UUUUTY
-0.53925 Senator -0.21308  eeeeeees
-0.18179 Senator -0.26108 ...
-0.16628 Governor 0.007978 ...
-0.39333 Senator -0.24106 ...
0.044449 President -0.06197 ...

In our proposed model, the number of trees was set to 100 trees in the
forest, and the number of features in each tree was identified to be 10. Thus,
in each decision tree in the model, the five features identified by the FM were
selected, and the remaining five features were randomly selected from the

features extracted by the BERT pre-trained model.

In the experiments, the 10-fold cross-validation method was used to
train and test the proposed and baseline models. The performance of these
models was identified by the evaluation metrics: accuracy, precision, recall,
and f-measure. The results of our proposed model, the baseline model (RF
and LR), and the previous study conducted on the Sentimental LIAR dataset
are presented in and

Table 4.17: The Results of DMLM (Proposed Model) Based on Sentimental LIAR Dataset

The Model Accuracy Precision Recall F-Score
DMLM 0.762 0.782 0.695 0.736
RF 0.729 0.735 0.730 0.723
LR 0.651 0.620 0.624 0.647

The Study in [7] 0.700 0.6370
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Sentimental LIAR Dataset

0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

0

Accuracy Precision Recdll F-Measure
EDOMLM mRF ELR  mPrevious Study

Figure (4.9): The Evaluation Metrics for Sentimental LIAR

According to Table (4.17) and in comparison with the previous study
conducted on the Sentimental LIAR dataset, our proposed model is superior
in prediction accuracy, precision, recall, and f-measure. It also outperformed
the LR that was used as a baseline model. In addition, the ratio of accuracy
improvement between our proposed model and the model proposed in the
previous study is 8.13%, while this improvement in comparison with the RF
and LR is 4.33% and14.57% respectively.

4.8 Results of Proposed Deep Learning Models

This dissertation proposes two models, ABHDM and EDLM, to
improve the prediction of fake news in English and Arabic. Both models
were built based on deep learning techniques and have achieved promising
results in dealing with long and short news articles. The experiments were
conducted using the AFND, the AraNews dataset, and the Fake-or-Real

dataset, which were explained in the previous sections.
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ABHDM is a combination of CNN, Bi-LSTM, Bi-GRU, and the
Attention model. The idea behind hybridizing these networks into a single
model is to contextualize long-term dependencies by using the Bi-LSTM and
the Bi-GRU layers and reducing the dimensionality of the dataset and
identifying the most informative words through the use of the convolution
layer, max pooling layer, and attention layers. In contrast, the EDLM builds
its predictions by adapting the common ensemble approach in machine
learning to deep learning. Thus, any news article is classified as fake or real

by taking the opinion of three deep learning techniques.

In both models, the following procedures were used: (1) the Holdout
technique is used to train and test the models, where all datasets were divided
into 80% for training and 20% for testing; (2) the accuracy metric is used to
identify the convergence of the proposed models and binary cross-entropy is
utilized as the loss function; (3) the Adam optimizer is used to update
hyperparameters in back-propagation; (4) Keras is used to implement these

deep models.

The ABHDM and EDLM are optimized in three ways: early stopping,
dropout, and batch normalization. Early stopping based on accuracy with
patience of 4 is used to avoid excessive training. The dropout layer with a
probability of 0.25 is used to avoid overfitting. To accelerate the network

training, batch normalization is employed.

On the other hand, hyperparameters play an important role in network
training convergence and non-fall in local minima. As such, the batch size is
set as 256. The learning and decay rates were set as 102 and 10%
respectively. Finally, the number of epochs was determined by trial and error
to be 25 (this challenge was addressed by using early stopping).

summarises the hyperparameter’s setting of the proposed models.
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Table (4.18). The Hyperparameters Setting of Proposed Models

Parameter Size
Training Set 80%
Testing Set 20%
Batch Size 256
Dropout Rate 0.25
Learning Rate 103
Decay Rate 1010
Patience 4
Epochs 15, 20, and early stopping

4.8.1 Experiments on AraNews Dataset

Both proposed models were trained and tested on the AraNews dataset
after preprocessing and preparing it to be in an acceptable format when
introduced to deep learning techniques (see Sections 4.4 and 4.5). The
common layers in the proposed models are the embedding layer, the
convolution layer, the Bi-LSTM layer, and the Bi-GRU layer. Thus, the
parameters of these layers and other hyperparameters have been set because

this step is very important to improve the accuracy of models.

To build the input matrix in the embedding layer, 7000 tokens (words)
are considered in the tokenization stage. By defining the padding size to 80,
the first 80 words in each news article are considered (i.e., max length equal
to 80). In contrast, any news article of fewer than 80 words will be padded
with zeros. This layer (embedding layer) is concerned with word

representation, so it is usually used to perform two tasks:

The first task is the possibility of loading the embedding matrix resulting

from the pre-trained models, and in this case, it is prepared as untrainable.

The second task of this layer is to randomly generate an embedding matrix
and make it trainable so that this matrix is updated as the network is trained.

Thus, the output of the pre-trained FastText word embedding model

with an embedding dimension equal to 300 was loaded to this layer. In
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contrast, when the embedding layer itself is used for word representation (not

using pre-trained models), the embedding dimension is set to 150.

In CNN, only two layers are added: the convolution layer and the max
pooling layer. The kernel size of 3 with 32 filters is utilized in the
convolutional layer. In this layer, the ReLU activation function was applied
to introduce the output. On the output of this layer, the max pooling layer is
added to identify relevant features. Bi-GRU and Bi-LSTM, each with 64
neurons, are utilized to handle short and longer sequences. In both these

layers, ReLU is used. The summary of parameters tunning was presented in

Table (4.19). The Summary of Parameters Setting of AraNews Dataset

Name Size
Max Features 7000
Embedding Dim. 300, 150
Max-Length 80
Number of Filters 32
Kernel Size 3
No. of Units 64

To prove the effectiveness of ABHDM and EDLM, they were
compared with three previous studies that were conducted on the AraNews
Dataset (the studies by [3], [4], and [5]). Bi-LSTM, Bi-GRU, and CNN are
also used for comparison because these networks contributed to building our
proposed models , so they trained individually. Moreover, the proposed
models' results are better than all these models, as shown in and
Figure (4.10).
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Table (4.20): The Results and Comparisons of the ABHDM and EDLM Based on the AraNews
Dataset Without Early Stopping Technique
The Word Rep. Epochs  Accuracy Precision Recall F-Score Time Per

Model Tech. Epoch
CNN FastText 25 0.8984 08891  0.8815  0.8853 175
Bi-LSTM  FastText 50 0.8714 09022 07972  0.8465 23s
Bi-GRU  FastText 50 0.8349 08572 07544  0.8025 21s
ABHDM  FastText 20 09359 009402 00283  0.9317 265
EDLM  FastText 20 00032 009001  0.8897  0.8973 73s
The Study
b 0.866
The Study 0.8002 08004  0.9991
in [4]
The Study
o5 0.80
ABHDM Kef‘;y'i:nb' 25 09205 09299 009137  0.9251 31s
EDLM | KerasEmb. | 0.8990 08789  0.9095  0.8881 855
Layer
Accurcy Results of AraNews Dataset
0.95
0.8
>
& 085
=
o 03
<
0.75
0.7
Accuracy
m ABHDM m EDLM m Study by [3] m Study by [4]

W Study by [5] ® BFLSTM mB+GRU m CNN

Figure (4.10): The Accuracy of AraNews Dataset

According to Table (4.20), it was found that using pre-trained models
to represent words achieves better prediction accuracy and execution time
than using the Keras embedding layer to represent words. On the other hand,
our proposed models have achieved better results than the baseline models

and previous studies that used the same dataset. As such, the improvement
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ratio of our proposed models compared to other models and studies can be

summarized as follows:

(1) the improvement ratios are 4.06%, 6.89%, 10.79%, 7.46%, 14.52%, and
14.52% in comparison between the ABHDM and the CNN, BiLSTM, Bi-
GRU, study by [3], study by [4], and study by [5] respectively.

(2) the improvement ratio is 1.01%, 3.52%, 7.56%, 4.11%, 11.42%, and
11.42% in comparison between the EDLM and the CNN, BiLSTM, Bi-GRU,
study by [3], study by [4], and study by [5] respectively.

Finally, Figures (4.11) and (4.12) explain the convergence of AMHDM
and EDLM in terms of accuracy and loss function, respectively, whereas

Figures (4.13) and (4.14) show the confusion matrix of these models.

model accuracy

= ABHDM (Our Proposed Model)_Train M

| —— ABHDM (Our Proposed Model) Test

o 2 A & 8 10 12 14

accuracy

model loss

—— ABHDM (Qur Proposed Model)_Train
10 - ABHDM (Our Proposed Model) Test

DE‘- xv‘
e = e

8 10 12 14

loss

o 2 a 6
epochs
Figure (4.11): The ABHDM Convergence of AraNews Dataset

105



Chapter Four Results and Discussion

model accuracy

091 — Ensemble model (Our Proposed Model] Train
= pg | — Ensemble model (Our Proposed Model)_Test
L=
=]
(W]
H 07 4
06 - 0 T T T ¥ !
0 S 10 15 20 25
model loss
0.6 — Ensemble model (Our Proposed Model}_Train

Ensemble model (Our Proposed Model) Test

0.5 -
04 '

o 5 10 15 20 25
epoch

Figure (4.12): The EDLM Convergence of AraNews Dataset

loss

Confusion Matrix / ABHDM
AraNews Dataset

Not-Fake 1434 39

Fake 124 1685

Figure (4.13): The ABHDM Confusion Matrix of AraNews Dataset

Confusion Matrix / EDLM
AraNews Dataset
Nﬂt—Fﬂkﬁ 1359 151
Fake 17 1634

Figure (4.14): The EDLM Confusion Matrix of AraNews Dataset
The results of fake news predictions improved when using the early-
stopping technique. Table (4.21) presents the prediction results after the early
stopping technique was used instead of the epochs parameter.

Table (4.21): The Results of ABHDM and EDLM Based on the AraNews Dataset with
Early Stopping and Batch Normalization

The Model Early  Accuracy Precision Recall F-Score Time Per
Stopping Epoch
ABHDM 35 0.9447 0.9609 0.9129 0.9363 24s
EDLM 41 0.9146 0.8561 0.9557 0.9032 63s
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According to Table (4.21), the early stopping technique slightly
improved the accuracy of both the ABHDM and the EDLM. Moreover, the
improvement ratio of ABHDM accuracy is 1.02% with and without early
stopping. In comparison, the improvement ratio of EDLM accuracy is 1.59%
by using early stopping instead of defining the network with epochs by the

user.

4.8.2 Experiments on AFND Dataset
AFND is a huge dataset and most of its news articles are lengthy, so the
parameters of ABHDM and EDLM were set according to the nature of this

dataset. The important layers of these models are configured as follows:

Initially, the embedding matrix generated by the FastText pre-trained
model was loaded into the embedding layer to represent the words. This pre-
trained model assigns a vector to each word based on its semantic meaning.
To determine the dimensions of this embedding matrix, the max-words (max
features) were determined to be 10,000 in size, while the emb_dim is 300,
which the FastText pre-trained model specifies. The max_len of each article
was identified as 128 to ensure that the models receive a fixed length of all
articles. After that, the concept of truncating is applied to each news article
that exceeds 128 words, and similarly, the padding with zeros is performed
for news articles less than 128 words thus, the output of this layer is a matrix
of size 10000* 300.

In the convolutional layer, a kernel size of 3 with 64 filters is utilized to
reduce the feature space. Bi-GRU and Bi-LSTM, each with 64 neurons,
address long-short dependencies. The ReLLU activation function was applied
in these three layers. presents the parameters tunning of the

proposed models.
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Table (4.22). The Summary of Parameters tunning of AFND

Name Size
Max Features 10000
Embedding Dim. 300, 150
Max-Length 128
Number of Filters 64
Kernel Size 3
No. of Units 64

So far, the proposed models have become trainable, so they were trained
and their quality was determined using evaluation metrics. Based on the
accuracy metric, the proposed models were compared with previous works
and baseline models (CNN, Bi-LSTM, and Bi-GRU). Not many studies were
conducted on the AFND. However, compared to the study by [6] that used
the same dataset, it was found that the proposed models are better in terms
of prediction accuracy. presents the results of the proposed

models and their comparison with baseline models and previous studies.

Table 4.23: The Results and Comparisons of the ABHDM and EDLM Based on AFND

The Model Epochs Accuracy Precision Recall F-Score Time Per
Epoch
CNN 25 0.8109 0.8107 0.8047 0.8077 21s
Bi-LSTM 25 0.8121 0.7748 0.8172 0.8101 25s
Bi-GRU 25 0.8068 0.8120 0.7918 0.8018 23s
ABHDM 15 0.8486 0.8492 0.8580 0.8516 35s
EDLM 20 0.8301 0.8219 0.8454 0.8308 77s
The Study in [6] 0.79

By looking at Table (4.23), it was found that the proposed models
outperformed the baseline models and the previous study that used the
AFND. Moreover, the improvement ratio in accuracy achieved through the

proposed models can be explained as follows:

(1) the improvement ratio is 4.44%, 4.02%, 5.72%, and 6.90% in comparison
between the ABHDM and the CNN, Bi-LSTM, Bi-GRU, and study by [6]

respectively.
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(2) the improvement ratio is 2.28%, 2.11%, 3.48%, and 4.96% in comparison
between the EDLM and the CNN, BILSTM, Bi-GRU, and study by [6]

respectively.

Figure (4.15) shows the accuracy percentages obtained by the proposed

models compared to the baseline models and the previous study.
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Figure (4.15): The Proposed Model Accuracy of AFND

Figures (4.16) and (4.17) show the convergence in training accuracy
and test accuracy as well as the loss function of the proposed models, while
Figures (4.18) and (4.19) present the confusion matrix for them.
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Figure (4.16): The ABHDM Convergence of AFND
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Figure (4.17): The EDLM Convergence of AFND
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Figure (4.18): The ABHDM Confusion Matrix of AFND
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Figure (4.19): The EDLM Confusion Matrix of AFND

The proposed Models are optimized by applying early stopping and
batch normalization. The fake news prediction accuracy of the proposed
models improved by applying early stopping while the training time was
reduced by using the batch normalization layer as shown in Table (4.24).

Table (4.24): The Results of the ABHDM and the EDLM Based on the AFND with
Early Stopping and batch normalization

The Model Early  Accuracy Precision Recall F-Score Time Per
Stopping Epoch
ABHDM 38 0.8595 0.8517 0.8572 0.8545 31s
EDLM 32 0.8363 0.8146 0.8581 0.8358 71s
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According to Table (4.24), the accuracy improvement ratio for the
ABHDM increased by 2.48% compared to what it was previously, while this

improvement ratio amounted to 1.94% in the EDLM.

4.8.3 Experiments on Fake-or-Real Dataset

This dissertation is also concerned with English fake news detection by
applying the proposed models to the Fake-or-Real Dataset. In both models,
the GloVe pre-trained model was used for word representation. Then the
proposed models were trained on this dataset after setting the parameters as
shown in Table (4.25).

Table (4.25). The Summary of Parameters tunning of Fake-or-Real Dataset

Name Size
Max Features 6000
Embedding Dim. 300, 150
Max-Length 100
Number of Filters 32
Kernel Size 3
No. of Units 64

After that, the proposed models were trained, and their performance
was measured according to the evaluation metrics. Our results were
compared with the baseline models and previous studies (study by [8])
conducted on this dataset. Moreover, the proposed models achieved the best

results, as shown in Table (4.26).

Table (4.26): The Results and Comparisons of our Proposed Model Based on Fake-or-Real
Dataset

The Model Epochs Accuracy Precision Recall F-Score  Time Per
Epoch
CNN 20 0.9807 0.9742 0.9855 0.9798 19s
Bi-LSTM 25 0.9749 0.9817 0.9871 0.9842 24s
Bi-GRU 25 0.9708 0.9618 0.9774 0.9665 20s
ABHDM 20 0.9944 0.9933 0.9953 0.9937 31s
EDLM 20 0.9881 0.9870 0.9892 0.9875 59s
The Study in [8]) 0.92
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Dealing with the English language in FND is less challenging than in
Arabic. Therefore, the results shown in Table (4.26) are close, despite the
superiority of our proposed models by a slight difference. Figure (4.20)
presents the prediction accuracy ratios obtained by conducting experiments
on the Fake-or-Real Dataset, while Figures (4.21) and (4.22) show the
confusion matrix of ABHDM and EDLM.

Accurcy Results of Fake-or-Real Dataset
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Figure (4.20): The Accuracy of Fake-or-Result Dataset
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Figure (4.21): The ABHDM Confusion Matrix of Fake-or-Real

Confusion Matrix / EDLM
Fake-or-Real Dataset
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Figure (4.22): The EDLM Confusion Matrix Fake-or-Real
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4.9 Analysis of ABHDM Layers and Justification

Both proposed models, ABHDM and EDLM, are hybrid models from
deep neural networks. For the EDLM, the CNN, the Bi-LSTM, and the Bi-
GRU are complete networks, each of which decides the credibility of the
news article. Then, these decisions are collected in order to classify any news
article. This concept is implied under the ensemble approach, a common
machine learning mechanism. This dissertation focused on simulating this
common approach in machine learning and its application in deep learning.
When training individually, the proposed model proved its superiority
compared to CNN, Bi-LSTM, and Bi-GRU. As for the ABHDM, the
mechanism is somewhat different, as this dissertation is concerned with
adding one or two layers from each network. Each layer performs a specific

task, and the contributions of each layer can be explained as follows:

1. Convolution and Max Pooling Layers (CNN): CNN is characterized by
its ability to deal well with big data and feature selection. Therefore,
convolution and max pooling layers were used in ABHDM to reduce
the dataset's dimensionality and identify the relevant features.

2. BIi-LSTM Layer and Bi-GRU Layer: In the proposed model, a single
layer of B--LSTM and Bi-GRU networks was used because it
efficiently handles long and short-term dependencies (processing long
and short sequences of texts).

3. Attention Layer: The goal of using the attention layer is to generate a
context vector representing the context of the entered sentence.

4. OQutput Layer (MLP): The final stage in addressing any news article is

to classify it as real or fake by using output layer.

This dissertation employed the above five layers and other layers, such
as the dropout and normalization layers, to speed up network training and
improve prediction accuracy in building a robust and effective model for
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FND. The contributions of each layer to improving the accuracy of fake news
prediction are shown in the four points above. In fact, this dissertation
focuses on knowing the effect of each layer of the ABHDM in improving
accuracy. Therefore, four possible hybrid architectures were constructed
from this model: CNN_Bi-LSTM_MLP, CNN_Bi-GRU_MLP, Bi-
LSTM_Attention_MLP, and Bi-GRU_Attention_MLP.

The purpose of building these hybrid models is to seek the possibility
of obtaining a prediction accuracy equal to or close to the prediction accuracy
in the ABHDM with the least number of layers. However, by training these
hybrid networks and testing them in detecting fake news, it was found that
the proposed model achieved better prediction accuracy, as shown in Table
(4.27). Finally, and through the practical experiments of this dissertation, we
must note that it is not necessary that adding more layers to the network leads
to more complexity in terms of training time. The reason for this is that some
layers are interested in reducing the dimensionality of the data and thus may
facilitate the actions that must be taken in the next layer, which speeds up
the training of the network (e.g., max pooling layers and batch normalization

layer).

Table (4.27): The Results of Hybrid Models Based on the two Dataset

Dataset The Model Epochs (Early Accuracy Time Per
Stopping) Epoch

AraNews CNN_Bi-LSTM_MLP 63 0.9200 32s
CNN_Bi-GRU_MLP 58 0.9191 29s
Bi-LSTM_Attention_MLP 48 0.9108 255
Bi-GRU_Attention_MLP 35 0.9232 22s
AFND CNN_BIi-LSTM_MLP 43 0.8150 47s
CNN_Bi-GRU_MLP 48 0.8232 41s
Bi-LSTM_Attention_MLP 41 0.8132 33s
Bi-GRU_Attention_MLP 39 0.8201 28s
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Conclusions and Future Works

5.1 Conclusion

In the last few years, it was observed that the data circulated via the
Internet and social media increases dramatically, and thus transferring fake
news within such data and misleading people is easy for the user or publisher.
The research and academic community have given a significant interest in
mitigating the consequences of spreading fake news through the use of ML
and DL. The proposed system aims to improve the prediction accuracy of
Arab fake news circulating on social media or other sources by focusing on
relevant user-based and content-based features. Relevant features are
selected through a technique of feature selection developed using fuzzy
logic. Next, the random forest algorithm was improved by controlling the

process of selecting features in each tree for Arabic fake news detection.

Nowadays, the modern trend is to use DL techniques, especially
BILSTM and BiGRU in NLP and FND. These existing networks are
characterized by their high performance, but at the same time, they have
some drawbacks in that it gives equal importance to all the words in the
sentence. In this dissertation, two new deep neural networks are proposed,
ABHDM and EDLM, to address these drawbacks through the use of the

CNN and attention mechanism to focus on the more informative words.

Based on the findings of the proposed models, many conclusions can

be drawn:

1. Performing data preprocessing especially, removing the missing rows,
meaningless sentences, and noise led to better training (execution time)

and prediction accuracy.

2. The use of pre-trained models and loading their results into the
embedding layer improve model performance by assigning perfect
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word representation and also improve time complexity by making this

layer untrainable.

3. The proposed FM proved to be effective in selecting the relevant user-
based features and content-based features and removing irrelevant ones
or those that have negative effects. According to FM, it was found that
the reduction rate of selection is equal to 78% for the features in the
Twitter dataset and 81% for features in the Sentimental LIAR dataset.
Moreover, it was concluded that some features such as "count of
followers" has a greater impact (higher weights) on the model in the
Twitter dataset. On the other hand, some features such as "speaker job"

has a greater effect on the model in the Sentimental LIAR dataset.

4. The proposed DMLM by this dissertation has proved its efficiency in
classifying Arabic fake news by improving prediction accuracy. Also,
when the Twitter dataset was expanded, the model performance has

been significantly improved compared to other studies.

5. In view of the fact that the ABHDM is a hybrid of two layers of the
CNN, the Bi-LSTM layer, the Bi-GRU layer, and the attention layer, it
achieved the best performance compared to previous studies and
individual training of these networks. Likewise, the EDLM achieved
higher accuracy than the networks contributing to its construction and

previous studies.

6. By using the three optimization methods: early stopping, dropout, and

batch normalization, the following was concluded:

e The early stopping controlled the number of epochs, which
increased the network training time, but in return, the prediction

accuracy increased significantly.
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e The time to update parameters and the network training is
improved by 6 to 10 seconds per epoch through the use of a batch

normalization layer.

e Thedropout layer helped in the convergence between the training
accuracy and the testing accuracy, and the absence of a high drop

in the testing accuracy.

7. Finally, in the backpropagation stage, which in turn updates the network

parameters, it was concluded that the Adam optimizer is the best among

the other optimization methods.

5.2 Future Work

Some future work can be listed below:

|
1

Due to the limited data available in Arabic fake news detection, in
future work, we can use data augmentation techniques, which in turn
augment training data to improve the prediction accuracy.

Applying the proposed model to social media platforms like Twitter and
Facebook online (real time).

Improve the proposed deep models by initializing them with optimal
parameters instead of random initialization at the start of training (e.g.,
by using a genetic algorithm, we can tune network parameters).

Study other metaheuristic algorithms such as particle swarm
optimization for optimizing the proposed deep models to update
weights and biases and reduce model complexity.

This dissertation focused on fake news detection. In the future, we can
use our proposed models to include other areas, such as sentiment
analysis, detecting deceptive opinions, and recognizing stances in
debates.
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Appendix A
The Features of Twitter Dataset

has_user_mention count_of exclamation_marks Fofe
count_of _mentions has_question_mark has_default_image
count_of retweets has_exclamation_mark has_description
tweet is_a_retweet count_of ellipses is_verified
tweet _is_a_reply count_of special_symbols length_of _description
Retweeted used_url_shortner length_of screen_name
day of week average_favorite_count listed count
length_of tweet in_words average_number_of hashtags registration_age
count_of urls average_retweet_count retweet fraction
length_of tweet_in_chars average_tweet_length status_count
count_of hashtags average_urls_mentions_ratio_in_tweets tweet_time_spacing
count_of _unique_words count_of followers positive_sentiment_score
count_of unique_chars count_of friends negative_sentiment_score
has_hashtag favorites_count has_positive_words
has_url Fefo has_negative_words
count_of _question_marks focus_of user_on_topic
Appendix B
The Features of Sentimental LIAR Dataset
ID party affiliation Context Joy
Statement barely true_ counts Sentiment Disgust
Subject false_counts sentiment_score Sad
Speaker half_true_counts sentiment_magnitude speaker_id
speaker_job mostly true_counts Anger List
state_info pants_on_fire_counts Fear sentiment_code
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