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Abstract

Networking has a significant part in contemporary life. Cyber security
Is essential to Internet safety on the network. A cyber security system known
as an intrusion detection system (IDS) keeps track of and finds unexpected
threats to the hardware and software on a network. Despite the fact that there
are numerous IDS already in place, there are still difficulties with increasing
the accuracy of spotting security flaws, not enough ways to lower the level

of alertness, and spotting intrusion attempts.

The effectiveness of the techniques and the approaches employed to
increase classification accuracy and cut down on training and testing times

are key components of successful of IDS.

The above issues have been addressed by numerous researchers who
have concentrated on building IDSs through Deep Learning (DL)
techniques. DL techniques can distinguish between normal and abnormal

data and recognize data from prior experiences.

The proposed model enhances intrusion detection and introduces a
new strategy to intrusion detection studies. In our approach, we provide a
powerful DL approach that relies on hybrid Autoencoder and Multi-Layer
Perceptron (MLP) methods. The proposed approach is developed utilizing
the Autoencoder technique, it is a successful learning approach for the
unsupervised reconstruction of new feature representation by reducing the
number of features based on the number of features that we specify by using
just the encoder phase. After the training phase, the new data are introduced

into the MLP classifier for classification and prediction of the class. The




hybrid model will increase the accuracy of its classification and intrusion

detection.

Additionally, the performance of the suggested algorithm was
evaluated using the whole Network Security Laboratory-Knowledge
Discovery and Data Mining (NSL-KDD) and UNSW-NB15 training and
testing datasets for binary and multi-class classification, and it was
compared to other approaches that also employed these datasets, like
Convolutional Neural Network (CNN), MLP, Recurrent Neural Network
(RNN), Support Vector Machine (SVM), and SAE-SVM. The findings
indicate that our model sped up testing times and outperformed the majority
of the earlier techniques in terms of performance measures for binary and
multi-class classification. Obtaining an accuracy rate is 87.6%, and 81.06%,
a testing time of 0.768 ms and 0.647 ms (in binary and multi-class

classification) respectively, for the NSL-KDD dataset.

Obtaining 88.178%, and 77.47%, a testing time of 0.219 ms and 0.203
ms (in binary and multi-class classification) respectively, for the UNSW-
NB15 dataset.
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Chapter One General Introduction

1.1 Introduction

Various network users profit from the Internet's ongoing advancement
and widespread use in many different ways. As well as networks are more
used, network security becomes considerably more crucial. Network
security is intimately connected to computers, networks, applications,
different data, etc. [1].

However, the growing number of internet-connected systems become
network attack targets, leading to considerable danger and harm. In
essence, it's important to develop efficient methods for detecting assaults,
fending them off, and maintaining network security.

Moreover, the various attacks need to be handled in various ways.
Thus, the primary difficulty in the domain of network security is how to
recognize various types of network threats, particularly ones that have
never been observed before. Conventional defenses like firewalls and
antivirus software are not enough to stop all threats. Therefore, in addition
to the conventional approaches, it is necessary to provide more security.

Intrusion Detection Systems (IDS) plays an effective role in this
respect. It attentively monitors network traffic data and determines if the
content is authoritative or malicious [2].

In order to find malicious behavior, network traffic is monitored by
an IDS. It can better identify attacks that get past the firewall. It
continuously monitors the network detects threats, and alerts the
management when an intrusion is detected. However, despite decades of
research, current IDSs still challenge to detection of undiscovered threats,
decrease the number of false alarms, and enhance detection accuracy [3].

There are common methods to build an IDS including Machine
Learning (ML), statistic knowledge, Data Mining (DM), and expert rules

[4].
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Through the last several years, researchers have classified network
threats using a variety of ML techniques without having any advanced
knowledge of their specific properties. However, because of their
constraints in computational complexity, conventional ML algorithms are
unable to provide discrete feature explanations for the difficulties in threat
detection [4].

Recently, there is substantial progress in machine learning through the
use of neurons, which are known as DL techniques due to the deep tiers'
overall structure to address challenging troubles. DL approaches have
lately acquired prominence as strong techniques due to promising
outcomes in the disciplines of image processing, Computer Vision (CV),
Natural Language Processing (NLP), and other areas [5]. Numerous DL
techniques have recently been used in intrusion detection. To achieve
intrusion detection, DL techniques can categorize and extract the data
automatically.

1.2 Problem Statement

In recent years, the discovery of large numbers of threats besides the
fast development of the networks has the difficulty to improve the IDS by
using various types of DM and ML algorithms.

The main problem of IDS until now is associated with its
performance, especially when dealing with new attacks.

Various techniques have been introduced, but these techniques still
need new suggestions for improvement, that is this improvement is still
continuing on the issue of the accuracy of the performance of the IDS.

1.2 Thesis Objectives

This research can achieve the following objectives:
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e Propose an efficient hybrid model utilizing DL approaches based
Autoencoder and MLP methods to improve the effectiveness of
detection accuracy and processing time.

e Evaluate the proposed model by using the entire 10% NSL-KDD and
UNSW-NB15 datasets for binary classification and multi-
classification.

e Employed a new dataset (UNSW-NB15) that contains the latest attacks,
As compared to the NSL-KDD dataset.

1.3  Thesis Contributions
e The Hybrid AE-MLP model enhances IDS performance and introduces

a new research approach for intrusion detection.

e Introduce an AE model that encodes the input features and the obtained
features are compressed and different from the original data then this
new data is sent to the MLP classifier.

e Two intrusion datasets, UNSW-NB15 and NSL-KDD, have been used
to validate the effectiveness of the suggested method. The outcomes of
the trial demonstrate that AE-MLP performs more effectively than
conventional approaches.

1.4 Related Works
The most crucial component of the protection networking systems
architecture for cyber security is intrusion detection. A variety of ML and

DL techniques are applied in IDS to discover and differentiate between

legitimate network activity and threats. We review the existing state-of-

the-art in improved detection and classification using a DL based neural
network here. Where divided the review papers based on the type of dataset
that used. The summary of the related works for NSL-KDD and UNSW-

NB15 datasets are illustrates in table (1.1) and (1.2) respectively.
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I. The Related Works for NSL-KDD dataset

C. zhang et al., 2019 [6], proposed approach is based on DL for IDS
to address the issue to some extent. Used Autoencoder and the suggested
method developed the network and discovered threats more quickly by
using the encoder of the deep autoencoder to reduce the less significant
characteristics and extract crucial features without a decoder. The
framework was evaluated by using NSL-KDD datasets for 5 — class, the
accuracy rate is 79.74%.

S. Z. Linlet al., 2018 [7], introduced CNN structure in char CNN-
IDS which contains 11 layers, 7 of which are convolutional and 4
completely linked. The framework is evaluated by using NSL-KDD
datasets for binary class and multi class, the degree of accuracy is 85.07%

and 79.05 respectively.

K. WU et al., 2018 [8], suggested a CNN techniques to address a
challenge with an imbalanced data. This model would Collect traffic
attributes using raw data sets and using each class's numbers, calculate the

weighted cost function factor.

The model increases the class's accuracy when working with limited
values while simultaneously lowering the false alarm rate (FAR). They
changed the original vector traffic data converted to image format to
further lower calculating costs. Used the common NSL-KDD data set to
evaluate how well the suggested approach performed and the accuracy of
this model is 79.48%.

G. Kamdem et al., 2019 [9], proposed building a CNN that can
identify breaches in a cyber-physical system by utilizing recent
advancements in deep learning. A feature extraction technique with a
cross-entropy loss function has been employed with CNN. There are 448

features in the output features based on the NSL-KDD training data. After
4
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that, A CNN classifier was used to categorize the 448 characteristics that
were produced by the CNN features extraction using two separate class

classifications.

The NSL- KDD dataset is employed to assess the suggested CNN-
CNN intrusion detection scheme. The framework is tested through the use
of NSL-KDD datasets for binary class and multi-class, the accuracy rate is
80.07% and 77.15% respectively.

B. A. TAMA et al., 2019 [10], proposed enhanced IDS using two-
level classifier ensembles and hybrid feature selection. To minimize the
size of the training data's attributes, a hybrid feature selection strategy
which merges 3 techniques Particle Swarm Optimization, Ant Colony and
genetic algorithm is used. NSL-KDD and UNSW-NB15 are discussed in
this study. A reduced error pruning tree (REPT) classifier's performance is

considered when determining attributes.

Then it is suggested to use a two-level classifier ensemble based on
rotation forest and bagging, two meta-learners. On the NSL-KDD dataset
the suggested algorithm got 85.8% accuracy and on the UNSW-NB15 the

accuracy is 91. 27%.

M. AL-QATF et al., 2018 [11], suggested a successful DL strategy
built on the IDS for self-taught learning (STL). The Sparse Autoencoder
(SAE) and SVM are combined in the suggested method to learn features

and reduce dimensionality.

It effectively increases the SVM attack prediction accuracy while
reducing the training and testing times by a significant amount. The NSL-
KDD dataset is used to validate the methodology for binary and multi-

classification, KDDTrain+ 10-fold cross-validation must be employed to
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determine whether the model is effective for five-category categorization.

The accuracy rate was 84.96% and 80.48% respectively.

M. Yousefi-Azar et al., 2017 [12], proposed to learn the latent
representation of various feature sets using techniques that utilize Auto-
encoders (AEs). They demonstrate how effectively the AE can learn a
logical concept of semantic similarity between input data automatically.
AE-Gaussian Naive Bayes. The model was evaluated by using the NSL-
KDD dataset for binary classification, they achieved an accuracy rate of
83.34%.

C. YIN et al., 2017 [13], presented a DL technique to detecting
intrusions based on Recurrent Neural Networks (RNN-IDS). Moreover,
they studied the number of neurons and various learning rate that affects
how well the suggested system will work. The model is evaluated by using
the NSL-KDD dataset for binary classification and they achieved an

accuracy rate of 83.28 %.

Y. Wu 1, 2 et al., 2020 [14], proposed Stacked Autoencoder (SAE),
SVM, and the kernel approximation method are combined in a joint
training model. It was able to utilize a SVM to a properly approximating
linear SVM for the Gaussian kernel SVM approximate to the Gaussian
kernel SVM thanks to the training model's usage of the SAE to achieve
decrease of the attribute dimension, Random Fourier (RF) attributes to
accomplish kernel approximation, and explicit application of RF
translating to the sample's subset. The SAE then engages in cooperative
training with the effective linear SVM. The NSL-KDD dataset was
employed to verify the approach and the accuracy for binary classification
was 85.8%.
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Z. Lietal., 2019 [15], proposed RNN with various numbers of latent
layers: Long Short-Term Memory (LSTM) and Gated Recurrent Unit
(GRU), as well as analyze which proposed the Broad Learning System
(BLS) and its additions. The NLS-KDD dataset is applied to build and
validate the methodologies. The methods are constructed based on

accuracy and F-Score. The accuracy for binary classification was 81.34 %.

Z. Li et al.,, 2017 [16], suggested CNN in IDS using the visual
converting of the NSL-KDD data structures. Used (ResNet 50) and
(Google Net) as CNN algorithms for comparative. Both algorithms utilized
cross entropy as the cost function and gradient descent as the optimizer.
The accuracy rate for multi and binary classification respectively proposed
algorithm 1 (ResNet50) 79.14%, 81.57%, proposed algorithm 2 (Google
Net) 77.04%, 81.84%.

Il. The Related Works for UNSW-NB15 dataset

Sydney M. Kasongo & Yanxia Sun, 2020 [17], Presented a study of
the intrusion detection dataset UNSW-NB15 was utilized for testing and
training approach. Additionally, they use the XGBoost method to choose
a strategy for feature reduction dependent on filters, then ML techniques
utilizing the compressed attribute space to implement the SVM, K-
Nearest-Neighbor (KNN), Logistic Regression (LR), Artificial Neural
Network (ANN), and Decision Tree (DT). Both binary and multiclass

classification sets were taken into account in the trials.

The outcomes showed that techniques like the DT can improve
the accuracy rate by using the XGBoost-based feature selection
mechanism. By lowering the dimension of the attribute parameter from 42
to 19, the majority of machine learning techniques employed in this study
increased their accuracy rate for the multiclass classification method. An

improvement above 75.62% (42 characteristics with 30 neurons in the

7
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hidden layer) to 77.51% (19 instances and 15 neurons in the hidden layer)

was observed in the ANN case.

When employing the 19 features produced by the XGBoost technique
instead of the 42 features used in the KNN technique, the accuracy for
multiclass improved from 70.09% to 72.30% on the testing set. Utilizing
42 and 19 characteristics for the multiclass classification, the DT
classifier's accuracy rate went up from 66.03 to 67.57%. The accuracy rate
in the multiclass class increased from 61.09 to 61.53% when the SVM
technique was used with the best input vector (19 characteristics).
Additionally, the SVM method improved the binary classification
accuracy from 70.63 to 75.51%.

S. Almogren, 2020 [18], proposed a method to fully utilize the
potential of the loT by promptly and correctly detecting intruding
behaviors in the 10T network. Particularly, a Deep Belief Network (DBN)
depending on a powerful intrusion detection method was proposed.
Researched various detection models using various DBN architectures,
additionally, after the feature subset is chosen, a DBN method uses it to do

the estimates.

The UNSW-NB15 was utilized by the authors to evaluate the
effectiveness of their suggested approach. The primary performance
measure was the accuracy discovered using testing data. The topology of
a network (layerl= 64 hidden items, layer2= 60 hidden items, and the serial
value of the DBN structure is 28) obtained an accuracy of 85.73% for the
two class. The authors carried out the experiments utilizing various

architectures of DBN networks.

J. Gao et al.,, 2019 [19], suggested combined Extreme Learning

Machine (IELM) incremental technique and the Advanced Principal
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Component (APCA) method. The APCA's job is to produce an appropriate
threat prediction by flexibly choosing the attributes that the IELM

considers more important.

The UNSW-NB15 was employed by the researchers to measure the
effectiveness of the suggested IDS approach. The most crucial factor taken
into account to reach their result was the accuracy gained from the testing
data. The researchers additionally thought about additional parameters like
the FAR and the detection rate (DR). According to the experimental
outcomes, the IELM-APCA achieved an accuracy of 70.51%, DR of
77.36%, and FAR of 35.09%.

Zong et al., 2018 [20], presented a Two-Stage (TS) architecture
according to the RF method. The criteria for the binary
classification required attributes were chosen using the Information Gain
(IG) approach. The classified features of the UNSW-NB15 dataset were

modified by the researchers using the one-hot encoding method.

The first part of the IG-TS involves the identification of minority
classes, while the second part involves the identification of majority
classes. The overall prediction is then produced by combining the
outcomes of each step. The Accuracy and the FAR were used by the
authors as evaluation criteria. The IG-TS obtained an Accuracy of 85.78%
and a FAR of 15.78% after multiple testing.

KAIYUAN et al., 2020 [21], suggested an IDS that integrated deep
network and hybrid sampling. They first eliminated the noise data in the
majority class using One-Side Selection (OSS), then, they increased the
minority instances using the Synthetic Minority Over-sampling Technique
(SMOTE).
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By doing this, a balanced data may be created, allowing the approach
to properly understand the attributes of minority instances while also
significantly reducing the amount of time it needs to train. Next, they
create a deep network model using CNN to obtain spatial characteristics
and a Bi-directional Long Short-Term Memory (BILSTM) to discover
temporal characteristics. Trials were used to validate the suggested
intrusion detection technique on the UNSW-NB15 dataset, and the

classification accuracy can be obtained at 77.16%.

Dishan Jing and Hai-Bao Chen, 2019 [22], Proposed SVM. The
performance of the method is evaluated with the UNSW-NB15 dataset via
accuracy, DR, and FBR.

The empirical findings demonstrate the suggested SVM method's
advantage over alternative approaches. When it comes to binary class, the
accuracy of the suggested approach is 85.99%, versus 78.47% for
Expectation-Maximization (EM) clustering. The accuracy of the suggested
SVM for multi-classification is 75.77%, 6.17% more than that of Nave
Bayes (NB). In the binary class, the DR is 97% and the FPR is 3%, DR is
50.9% and FPR is 3.0% for multi classification.

The above works show that most researchers try to combine various
techniques to achieve high accuracy for IDS; there is still room for
improvement. Therefore we believe the proposed work in this research can

improve the current research domain.

Table (1.1): The Summary of Related Works for NSL-KDD dataset.

Reference Techniques Supervised or | Datasets Performance
unsupervised (accuracy)

C. zhangetal., AE Unsupervised | Full NSL-KDD | 79.74% in multi

2019 [6] classification.

S.Z. Linetal, CNN Supervised Full NSL-KDD | 85.07% in 2 class

2018 [7] 79.05% in 5 class

10




Chapter One General Introduction
K.WU etal.,, 2018 | CNN Supervised Full NSL-KDD | 79.48% in 5 class.
[8]

G. Kamdem etal.,, | CNN-CNN Supervised Full NSL-KDD | 80.07% in 2 class
2019 [9] 77.15%. in 5 class
B.A. TAMAetal., | (PSO + Ant Unsupervised | 20% of NSL- 85.8% In binary
2019 [10] Colony + GA). KDD dataset, classification.
KDDTrain+, it
includes 25,192
instance, with
13,499 attack
and 11,743
normal
instance.
Two separated
test sets,
KDDTest+
(22,544
instance) and
KDDTest21
(11,850
instance).
M. AL-QATF et al., | Self-taught Unsupervised | NSL-KDD In 2 class 84.96%
2018 [11] learning + supervised (Used 10-cross | In 5 class
(STL), (SAE + validation). 80.48%.
SVM).
M. Yousefi-Azar et | AE-Gaussian Unsupervised | Full NSL-KDD | 83.34% for binary
al., 2017 [12] Naive Bayes. | + supervised class.
C.YINetal, 2017 | RNN Supervised NSL-KDD 83.28 % in binary
[13] (Used 10-cross | class.
validation).
Yukun Wu 1, 2 et (JSAE-FSVM) | Unsupervised | Full NSL-KDD | 85.8% in 2 class.
al., 2020 [14] SAE + SVM + | + supervised
the kernel
approximation
method.
Z. Lietal., 2019 RNN using a Supervised Full NSL-KDD | 81.34 in 2 class.
[15] varying
number of
latent tiers:
(LSTM) +
Gated
Recurrent Unit
(GRU).
Z. Lietal., 2017 Google Net Supervised Full NSL-KDD | (ResNet50)
[16] and ResNet 50 79.14%, 81.57%,
as CNN (Google Net)
models. 77.04%, 81.84%.

For multi and
binary

11
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classification
respectively.

Table (1.2): The Summary of Related Works for UNSW-NB15

dataset.

Reference Techniques Supervised Datasets Performance
or (accuracy)
unsupervised

Sydney M. ANN Supervised UNSW-NB15 In multi class

Kasongo & Yanxia | LR (Division of the 75.62, 65.53,

Sun, 2020 [17] KNN UNSW-NB15- 70.09, 61.09,

SVM TRAIN into two 66.03
DT parts: UNSW- respectively.
NB15-TRAIN-1 In binary class
(75% of the whole | 86.71, 79.59,
training data) for | 83.18, 62.42,
training and 88.13
UNSW-NB15- respectively.
VAL (25% of the
entire training set)
for validation
prior to testing.
A. S. Almogren, Deep Belief Unsupervised | Full UNSW-NB15 | 85.73% in binary
2020 [18] Network classification.
(DBN)
classifier
J.Gaoetal., 2019 | Extreme Unsupervised | Full UNSW-NB15 | 70.51% in multi
[19] Learning class.
Machine
(IELM)

progressive
strategy using
Developed
Principal
Component
algorithm
(APCA).

Zong etal. , 2018
[20]

Depending on
the RF
classifier, the
two-stage (TS)
classifier
approach,
Information
Gain (1G)
technique. (1G-
TS).

Supervised

Full UNSW-NB15

85.78 % in
binary
classification.
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Chapter One General Introduction
K. JIANG et al., CNN Supervised Full UNSW-NB15 | 77.16 in multi
2020 [21] +BiLSTM class
D. Jing and H. (SVM) Supervised Full UNSW-NB15 | 85.99% for
Chen, 2019 [22] binary

classification
75.77% for multi
classification

1.5 Thesis Organization

This research is organized into five chapters, the summary of each

chapter is as follows:

e Chapter one includes introduction about this research.

e Chapter two includes the background on the intrusion detection systems

and the deep learning techniques based on IDS, specific problems and

challenges related with the intrusion detection system.

e Chapter three describes the framework of the proposed work and its

level.

e Chapter four presents the obtaining results, analysis, and discussions.

e Finally, chapter five presents conclusion and future works.

1.6 Summary

e Reference studies, as well as this research, focused on the importance of

intrusion detection systems in protecting information from attacks

sophisticated and growing spread across the Internet and various types of

networks.

e The reference studies included different algorithms and approaches that

were applied and tested in the design of intrusion detection systems

research machine learning methods in designing an intrusion detection

system, then the results were compared with the results of the techniques

In previous studies.
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e The purpose of this research is to improve the detection rates of types of
violence within the NSL-KDD and UNSW-NB15 datasets gained from

previous research improved the false alarm rates to be as low as possible.
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2.1 Introduction

Network security is a crucial area of study since the internet's
expansion has a growing impact on contemporary life. Network
information manipulation, counterfeiting, viruses, and hacking are the
main types of network security breaches. Serious losses come from these
security failures. To protect ourselves from these risks, we utilize cyber
security such as anti-virus software, firewalls, an intrusion detection
system (IDS) is used to deal with increasingly complex and serious cyber-
attacks IDS still has trouble detecting unexpected violation, lowering the
false alarm rate, and improving detection accuracy [23].

The goal of security violation is typically to obtain access to sensitive
information systems without authorization and then change, reveal, or use
that information [24]. Consequently, in light of their rising ferocity and
variety, therefore, developing efficient and effective strategies to control
cyber security threats seems to be crucial given their growing intensity and
variety.

2.2 Intrusion Detection Systems (IDS)

The Internet is becoming more and more important to our work and
daily lives as internet technology continues to improve and get better.
However, a lot of data is created, processed, and transferred when people

use and interact with the internet.
2.2.1 Overview

These data have been used for illegal purposes, posing a serious risk
to the safety of networks. Fortunately, the intrusion detection system (IDS)
can effectively address these issues. Jim Anderson initially put forth the
concept of IDS in 1980. Since then, multiple IDS programs have advanced

to meet the demands of system security [25].
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IDS monitors networks or hosts as an active security technology and
issues notifications when threats are found. Through the use of intrusion
detection techniques, network attack behavior can be better protected by
understanding it through data analysis and modeling. A crucial issue that
cannot be avoided is how to recognize any form of illegal network activity,

particularly unexpected harmful [26].

The researchers have investigated how to employ machine learning
(ML) and deep learning (DL) approaches to meet the needs of an efficient
IDS. The main goal of ML and DL is to gather useful information from
large amounts of data. These technigues have gained a lot of traction in the
field of cybersecurity as a result of the past ten-year increase in the

performance of graphics processing units (GPUSs).

Both ML and DL are effective ways to extract important information
from connectivity, forecast both regular and unusual action based on the
similarities discovered, and identify key features. For the ML-based IDS
to get useful information from network activity, the concept of data
preprocessing is crucial. While DL-based IDS do not depend on feature
extraction and are efficient learning automatically complicated attributes

of the original data because of their deep network [25].

2.2.2 Concept of IDS

The terms "intrusion detection system,"” or IDS, are a combination of
the two terms. Unauthorized access to data in a computer or network
system that violates its availability, confidentiality, or security is referred
to as an intrusion [25]. Whereas a detection system is a security tool for
spotting this sort of violent conduct. Therefore, Intrusion Detection
systems (IDS) are hardware or software systems that monitor and control

the operation display network or computer system occurrences and analyze
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them from a security point of view. As network threats rise, IDS is now a

crucial complement to cybersecurity. [24].

In order to protect the security and dependability of systems and
resources, intrusion detection gathers data from a number of crucial points
in computer network systems, including audit data of the operating system,
system logs, and network data packages. The collected data is then
analyzed to identify behaviors that violate security rules and adversely
affect system security. Availability and reliability intrusion detection
system is an expansion of the conventional firewall and other protection
mechanisms. It focuses on monitoring system and network communication
data, and by taking specific corrective actions, it lowers the system's risk

of victimization and fully secures the host and network [25].

Obtaining a good dataset is a substantial difficulty in and of itself
since many academics suffer to get complete and reliable datasets to test
and analyze their suggested methodologies. Reliable datasets that (i)
contain both benign and many threats, (ii) interact with real requirements,
and (iii) are easily accessible are required in order to verify the

effectiveness of such techniques [26].

2.2.3 Classification of IDS

It is possible to categorize intrusion detection systems using several
methodologies illustrated in figure (2.1) [27]. It can be classified based on
attack type for Network Intrusion Detection System (NIDS) and Host
Intrusion Detection System (HIDS). NIDS are positioned strategically
throughout the network to watch traffic. While scanning all incoming and
outgoing traffic would be ideal, doing so could slow down the network as
a whole. In contrast, HIDS operates on different hosts or the network's

devices and only monitors incoming and outgoing packets from the device,
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alerting the user or supervisor if a strange activity is discovered. Our
proposed system is NIDS.

There are several IDS that look for specific signatures of known risks
in order to find threats, the same as how antivirus programs normally
identify threats and guard against malware, a process known as Signature-
based Detection (SD). A pattern or string that is associated with a known
threat or attack is called a signature. SD is sometimes referred to as
knowledge-based detection or misuse detection because of the fact that it
makes use of the information gathered by particular threats and system
flaws [27].

There are IDS that check for anomalies by comparing traffic patterns
to a baseline and detecting them. An illustration of this kind of IDS is
anomaly-based IDS, which will track network activity and evaluate it in
comparison to a predetermined standard. The baseline can observe often
network threats by comparing the present anomalous behavior with what
is thought to be usual. It will notify the supervisor or user when
connectivity is observed that is anomalous, or completely different, from
the baseline. The baseline will define an intrusion when the analyzed
activities in computer systems display a huge variance from the usual case
profile constructed on long-term regular activities [27]. Our proposed
system is anomalies.

IDS are divided into active and passive IDS when they are categorized
according to how they behaved following the attack. The benefit of the
active IDS is that it can immediately take corrective action in the event of
an attack. An IDS that just monitors and analyzes network traffic activity
and notifies an operator of potential threats and flaws is known as a passive
IDS. A passive IDS cannot, by itself, carry out any defensive or remedial

actions [27]. Our proposed system is passive IDS.
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Attack
type —~  NIDS

Approach

Figure (2.1): The IDS classification types [27].
2.3 Machine Learning Models (ML)

ML is used to teach machines how to handle data more efficiently.
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)
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Passive IDS ]

Sometimes after viewing the data, we cannot interpret the extracted
information from the data. In that case, we apply machine learning. With
the abundance of datasets available, the demand for ML is on the rise.
Many industries apply machine learning to extract relevant data.

The purpose of machine learning is to learn from the data.

Many studies have been done on how to make machines learn by
themselves without being explicitly programmed. Many mathematicians
and programmers apply several approaches to find the solution to this
problem which is having huge data sets [50].

There are two main types of ML: supervised and unsupervised
learning. Supervised learning relies on useful information in labeled data.
Classification is the most common task in supervised learning (and is also
used most frequently in IDS); however, labeling data manually is
expensive and time consuming. Consequently, the lack of sufficient

labeled data forms the main bottleneck to supervised learning.
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In contrast,

unsupervised

learning extracts valuable feature

information from unlabeled data, making it much easier to obtain training

data. However, the detection performance of unsupervised learning

methods is usually inferior to those of supervised learning methods. The

common ML algorithms used in IDSs are shown in Figure (2.2) and the

advantages, disadvantages of various ML techniques in table (2.1) [3].

[ ANN (Artificial Neural Network)

ML

Supervised

/'[ SVM (Support Vector Machine)

Learning

KNN (K-Nearest Neighbor)

S

NB (Naive Baves) ]

LR (Logistic Regression) ]

Unsupervised

DT (Decision Tree) ]

Learning

Figure (2.2): Taxonomy of ML techniques [3].

Table (2.1): The Advantages and Disadvantages of Various ML techniques.

Techniques | Advantages Disadvantages
ANN e Able to deal with nonlinear data; Apt to overfitting;
e Strong fitting ability [ Prone to become stuck in a local
optimum;
’o Model training is time consuming
SVM o Learn useful information from small fe Do not perform well on big data or
train set; multiple classification tasks;
@ Strong generation capability e Sensitive to  kernel  function
parameters
KNN Apply to massive data; Low accuracy on the minority class;
Suitable to nonlinear data; l: Long test times;
Train quickly; Sensitive to the parameter K
Robust to noise
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Naive Bayes @ Robust to noise; o Do not perform well on attribute-
F Able to learn incrementally related data
LR t Simple, can be trained rapidly; @ Do not perform well on nonlinear
Automatically scale features data;

’o Apt to overfitting

DT [Automaticallyselectfeatures; o Classification result trends to

Strong interpretation majority class;

’o Ignore the correlation of data

K-means Simple, can be trained rapidly; o Do not perform well on nonconvex
Strong scalability; data;
Can fit to big data Sensitive to initialization;
L Sensitive to the parameter K

2.4 Deep Learning Models (DL)

In essence, it's important to develop efficient methods for detecting
violent acts, fending them off, and maintaining network security.
Furthermore, various violence types typically need to be handled in various
ways. Thus, the primary problem in the field of network security is how to
recognize several forms of malicious activities, particularly ones which
haven't been seen previously [28].

Across recent years, researchers have categorized network violent
acts using a variety of ML techniques without having any previous
knowledge of their specific properties. Furthermore, owing to the
constraints on model accuracy, existing machine learning techniques
cannot offer distinguishing feature descriptors to describe the difficulty of
detection accuracy. Lately, DL techniques named for their overall design
of deep layers to address challenging troubles have achieved a significant
advancement in ML by modeling the human brain with neural network
structure [27].
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One of the hot topics in current academic study is the use of DL for
network intrusion detection. The advancement of hardware computer
power and the quick increase in data size has encouraged the development
of DL, which has substantially increased its applicability and popularity
[28].

DL is a ML technology created to enable artificial intelligence to
enhance computer systems through experience and data. To describe data
learning, DL employs numerous nonlinear feature transformations or
processing layers created by multilayer perceptual processes [29].
Application of DL in computer vision [30], speech recognition [31],
natural language processing [32], biomedicine [33], and malicious code
detection [34], along with numerous other domains.

Since 2015, DL research for network security has increasingly come
into focus, garnering significant interest from academics. The IDS system
is depicted in figure (2.3), and the researchers concentrated on DL
techniques for its design. It is notable that only 20% of recommended
solutions are based on ML models, while 60% of proposed ways are totally
dependent on DL techniques, and 20% of solutions use a hybrid strategy
that combines ML and DL-based technigues. DL enhances detection
effectiveness and lowers false positives when compared with standard ML,
which is currently employed mostly in the two core network security
domains of malware detection and network intrusion detection [25].

Additionally, deep learning techniques eliminate the need for feature
engineering and have the capacity to automatically recognize attack

features, aiding in the detection of potential security flaws.
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= Deep Learning
= Machine & Deep Learning
= Machine & Deep Learning

Figure (2.3): The Rate of Researchers Focused on DL Methods for Effective IDS
[25].

Moreover, figure (2.4) displays how frequently ML or DL-based
techniques are used by researchers to create effective IDS solutions. The
four most often employed techniques, all of which are DL in type, are
noticed to be AE, DNN, CNN, and RNN, in that order. Following that,
ML-based methods like RF and SVM are included in the ranking and are
primarily utilized in combination designs to support and enhance DL-
based techniques. Additionally, less often used ML-based techniques
include DT, KNN, and FLN [25].

The ability of deep architectures to learn features with different levels
of abstraction at multiple processing stages without human involvement is
the primary distinction between shallow ML and DL. Deep models
therefore automatically identify intricate mappings and relationships
between raw input and output [25].

Additionally, while shallow ML algorithms break a problem into
multiple sections, solve each one separately, and then combine the
findings, DL offers end-to-end problem-solving. Both dimensionality

reduction and classification problems in anomaly detection can be
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performed using deep learning techniques. DL methods automatically

learn complicated data.
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Figure (2.4): The Rate at Which Researchers Use ML or DL Methods to Develop
Efficient IDS Solutions [25].

2.5 Deep Learning Techniques

Three main categories are used to classify deep networks:
unsupervised (e.g., Autoencoder (AE), deep belief network (DBN), and
generative adversarial network (GAN)), supervised (e.g., deep neural
network (DNN), convolutional neural network (CNN), and recurrent
neural network (RNN)), and other hybrid techniques; we display the
classification information to Security and Communication Networks in
figure (2.5) [35].

Various DL techniques could offer multiple benefits for attack
detection techniques. Because of the large amount of data offered by
manually labeled samples, unsupervised learning-based algorithms
frequently produce excellent accuracy. Supervised learning-based

techniques typically perform poorly without enough information from
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labeled data. However, manually labeling takes a while, particularly for
complicated attacks. Due to the intrinsic complexity of actual network
attacks, there are circumstances that cannot be adequately characterized by
a single label. Therefore, approaches based on unsupervised learning could
function effectively without being aware of attacks beforehand, which is a

clear advantage.

Stacked AE ]

Network (GAN)
Deep Neural
Deep Network (DNN)
Learning Supervised

Convolutional Neural
Network (CNN)

J
N

Deep Belief
Network (DBN) Denoising AE ]
Auto Encoder Nonsymmetric AE
(AE) .
[ Sparse AE
Generative ’
Unsupervised Adversarial [ Variational AE
4
. J
( )
\}

Recurrent Neural
Network (RNN)

J

.
Hybrid ]

Figure (2.5): Classification of the Available DL Intrusion Detection
Techniques [35].

Hybrid approaches use fewer training samples while maintaining
excellent performance, making them suited for dealing with a variety of
assault scenarios. However, its widespread use is limited by its typically
intricate design and lengthy processing time [35]. Table (2.2) illustrates
the comparison between the deep learning techniques widely used.
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Table (2.2): Comparison between DL Techniques.

Techniques | Supervised Advantages Disadvantages
Or
Unsupervised
Auto Unsupervised | e Reducing the ¢ To maintain a robust
Encoder dimensionality of the data = Autoencoder, you need a
we are using and the large representative data set
learning time. and that training a robust
e The compactness and autoencoder will take time.
speed in coding using
backpropagation.

DBN Unsupervised | Special resilience in e Machines are required.
categorization size, and  © Itis challenging for those
location, the same neural ~ With less experience to
network technique can be | utilize.
used on multiple e It requires classifiers to
applications and data grasp the output.
formats. e It requires huge data to

e Efficient in the use of adopt efficient strategies.
hidden layers greater e Training is costly because it
performance increase by has complicated data
adding layers compared to | structures,

Multilayer perceptron.

e Even when there is a large
quantity of data, DBN's
characteristics are
routinely obtained and
properly tailored for
predicted outcomes,
avoiding time-consuming
procedures.

GAN Unsupervised | e It creates data that e It's more difficult to train
resembles the original since you have to constantly
data. submit new sorts of data to

e |t can also produce see if it's accurate or not.

multiple versions of the e It's difficult to get outcomes
text, video, and audio, as from text or speech.

well as dive into the

minutiae of data and

readily interpret it into

different forms, making it
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useful for machine
learning work.

e It can measure the
distance between different
items.

DNN Supervised ¢ The identical neural e It requires a lot of data to
network-based strategy outperform alternative
may be used for more methods.
varied applications and e Because of the intricate
data sources. data structures, training is

e The DL approach is costly.
adaptable enough to handle e Since selecting the
new challenges as they appropriate DL tools
arise. necessitates an

understanding of structure,
training techniques, and
other features, there is no
established theory to guide
you.

CNN Supervised e It is developed to analyze e If the system doesn't have a
multidimensional array strong GPU, CNN training
data. will take a lengthy time.

e |t can identify local e A CNN needs a vast dataset
feature correlations and to process and train.
improve feature extraction
accuracy.

e Combining CNN with
Dropout, ADAM, and
Softmax classifiers.

RNN Supervised e Remembers each and e It is exceedingly tough to
every piece of train an RNN.
information through time. e If tanh or ReLU are used as

e The ability to identify the activation function, it
prior inputs makes it cannot analyze extremely
valuable for time series large amounts of data.

prediction, this is called
Long Short Term
Memory.

e Used to improve the
effective pixel area with
convolutional layers.
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Table (2.3) presents the comparison of the deep learning and machine
learning techniques [51]. However, the important issue in both methods is

the quality of the data and it determines the quality of the final result.

Table (2.3): The Comparison of Deep Learning and Machine Learning

Techniques.
Deep Learning (DL) Machine Learning (ML)
e Need a large dataset for training. e Can be trained with small datasets.

e Can learn features from the raw data.

External intervention is necessary to

provide the right input.

e Do not require human intervention. e Need to be retrained through human

intervention.

e Regarding the overheads of the DL

Because ML needs labeled data, it is not
methods, they are more appropriate for appropriate for handling large-scale
dealing with largescale problems. problems that need a large set of labeled

data.

e Solving large-scale problems using

ML algorithms can be handled using
high-end computer systems or special CPU on low-end computer systems.
hardware such as Graphics Processing
Unit (GPU) can increase the
performance of the DL algorithms.

e DL networks require more execution

ML techniques need less time for

time. execution.

e The problem solving using DL e The problem solving using ML such as
methods, based on multi-layered decision tree and linear regression,
ANNSs, are more intertwined and benefit from a simple structure and is
complex. much easier to interpret.

e The output of the DL methods can be in

The output of the ML techniques is in

various forms. numerical form.
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For this work, the typical methods used in experiments, each one of these

methods will be briefly discussed in the following:

2.5.1 Autoencoder

It is an artificial neural network that teaches a reduced (encoded)
version of the input data. With an initial tier that is smaller neurons in their
hidden layers and the exact size as the previous layer, these networks have
a unique hourglass shape. A basic Autoencoders objective is to rebuild the
input data so that x; is as similar to x; as possible. To put it in another way,
an Autoencoder picks up a rough estimate of the identity function. The
problem is that the network must identify patterns and constructions in the
input data in order to encode it (in a hidden layer) and subsequently decode
it (output layer) because there are only a finite number of hidden neurons
[36].

There are two symmetrical elements in an auto encoder: an encoder
and a decoder. The encoder takes the raw data and derives features,
whereas the decoder uses those characteristics to reconstruct the data.
Slowly reducing the discrepancy between the decoder's output and the
encoder's input occurs throughout training. The encoder's factors reflect
the data's core if the decoder is able to recreate the data using the extracted
features.

The AE constructions includes an input layer, a hidden layer, and an
output layer. As shown in figure (2.6) [26], the input layer and the output
layer are equal in size, and the size of the hidden layer must be smaller
than that of the input layer.

For a given training dataset x = {x;, x5, ..., X,,} With m instances,
where xi is a d-dimensional attribute vector, the inputvector is
transformed by the encoder xi to a hidden representation vector h;

through a deterministic transforming fg as given in (2.1)
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h; = fo(x;) =s(w*x; +b) (2.1)
Where w, d x d, d the number of hidden tiers, b is a bias
vector, 0 is the transforming variable set 8 = {w, b }.

The ReLU (rectified linear unit) function was used. The RelLU
function can be expressed as f(x) = max (0, x), and if x > 0 the output is
a straight line with a slope of 1, and if x < 0 the output value is always
Zero.

The decoder return the hidden form that produced h; to a rebuilt a

vector in the d-dimension y; in the input layer like in (2.2):

Yi = 9o = S(Whi + 15) (2.2)

Where wis a d x d, b is a bias vector and 6 = {{w,b}}. The
autoencoder must be trained to minimize the variance between input and
output. Consequently, the below equation is used to calculate a loss
function in (2.3):

L@y) = Ym Emi=11x - yill2 (23)

Where m the overall number of training set.

The important goal is to obtain the best parameters(© and 6). This
efficiently reduces the disparity among input and rebuilt output across the
full training set like on (2.4):

6 = {w,b} = arggminL(x,y) (2.4)
Adjusting the parameters of the encoder and decoder minimizes errors

between the output data and the original data.
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Figure (2.6): The Structure of AE [26].

2.5.2 Types of AE
There are many types of Autoencoder used for various purposes:

1. Stacked Autoencoder
Another construct with symmetry is the SAE. AEs are stacked one on

top of the other to create SAE. The next AE is trained to utilize the hidden
layer from the initial AE after the single-layer AE has been trained. By
doing this step again.

To obtain greedy hierarchical learning, AEs are tired, with the Ith
hidden layer serving as input to the stack's | + 1st hidden layer. Rather than
initializing the weights at random, the SAE outcomes are utilized to pre-
train the fully linked DNN. This technique aids in improving the optimal

effect and initializing model parameters around desirable local minimum

values [36].
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2. Sparse Autoencoder
It is utilized for data reduction and unsupervised rebuilding of
additional data representation. Minimal training time is required by the

sparse Autoencoder, which also improves prediction performance [37].

3. Denoising Autoencoder

A Denoising Autoencoder works by rebuilding the original input after
part damaging the actual model input in order to train an Autoencoder
algorithm to provide a resilient input feature representation. The procedure

described here is how a Denoising autoencoder learns [38].

4. Variational Autoencoder
In contrast to conventional Autoencoders, a variational Autoencoder
requires the hidden representation's probability to adhere to a specified
probability. In principle, variational Autoencoders work similarly to
stacked autoencoders in that the encoder creates a hidden representation,
and the decoder reconstructs the input data using the hidden representation
[39].

5. Nonsymmetric Autoencoder

It has many non-symmetric hidden tiers and an autoencoder.
Essentially, this entails the suggested change from the symmetric encoder-
decoder architecture to relying solely on the encoder phase
(Nonsymmetric). This is justified by the fact that, given the right ability
tests, it is possible to minimize the impact on precision and efficiency

while reducing computational and time overheads.

NDAE functions effectively as a scalable hierarchical unsupervised
feature extractor for high-dimensional inputs. It employs a training method

similar to that of a normal Autoencoder to learn non-trivial features [40].
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2.5.3 Multi-Layer Perceptron (MLP)

It is one very common varieties of ANN, is an artificial neural
network that feeds information forward. It consists of an input layer, one
or more hidden layers, and an output layer. One or more neurons make up
each layer, and their job is to apply what is known as an “activation
function” to the input. The neuron also adds a value known as "bias," and
each link between nodes has a weight corresponding to its significance in
the network [41].

Deep MLP is defined as having more than one hidden layer. Before
being supplanted by other machine learning techniques like support vector
machines in the 1990s, MLPs were widely employed for pattern
identification and handwriting recognition the 1980s. MLPs are frequently
employed for intrusion detection since they are among the simplest neural
network architectures to develop. Figure (2.7) illustrates the structure of
MLP model [42].

Numerous neurons make up each tier, and each neuron is completely
coupled with the neuron in the tier below by nodes connected. As a result,

the network can be expressed generally as given in (2.5):

Y=F [Z]L, Wi, . F[ X, Wy Xi + Bj] + Byl (2.5)

where W;; are the weights between hidden and output layer, W, ; are
weights between input and hidden layers; and X; are input parameters; m
Is the amount of cells in a hidden layer; n is the amount of cells in an input
layer, B; and By are the bias values of the cells in the hidden and output

layers, respectively; F is the transfer function; and Y is the output [43].
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Input layer Hidden layer Output layer

Figure (2.7): The structure of MLP [42].

2.6 Benchmark Datasets

Standard datasets are a crucial component used to evaluate the
effectiveness of the suggested strategy. Figure (2.8) displays the analysis
for using the available datasets [25]. The NSL-KDD and KDD Cup'99
were utilized for testing and verifying 60% in the literatures, as shown.
Because of the availability of numerous outcomes in the literature, despite
the fact that both of these datasets are fairly old, researchers continue to
use them frequently and found from the UNSW-NB15 modern datasets
were more used also. Therefore, we will use these datasets to evaluate the

performance of proposed DL-IDS in all phases.
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Figure (2.8): The Analysis for Using the Available Datasets [25].
2.6.1 The NSL-KDD Dataset [53]

NSL-KDD dataset was enhanced version of KDDCup’99 intrusion
detection benchmark dataset to solve some of the inherent problems. Table
(2.4) illustrates the distribution of instances in NSL-KDD dataset for
training and testing [44]. Each instance in the dataset displays 41
continuous and discrete attributes (38 numerical and 3 symbolic), to more
details [45, 46]. Basic features, content features, traffic features, and Host-
based features are the four categories of features in NSL-KDD.

As a result, NSL-KDD avoids the problem of categorization bias.
Duplicate and superfluous records were also removed using the NSL-
KDD, reducing the overall volume to a reasonable level. As a result, the
tests may be run on the entire dataset, and the results from other studies are
similar and consistent. To some extent, the NSL-KDD solves the concerns

of information loss and bias.
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Table (2.4): Distribution of Instances in NSL-KDD Dataset for Training and

Testing

Types of Attack Number of instances

Training Dataset Test Dataset
Normal 67343 (53.46%) 9711 (43.08%)
Denial of service (DoS) 45927 (36.46%) 7456 (33.07%)
Probe 11656 (9.25%) 2421 (10.74%)
Remote to local (R2L) 995 (0.79%) 2756 (12.22%)
User to root (U2R) 52 (0.04%) 200 (0.89%)
Total 125973 22544

1. Normal: data is normal did not any attacks.

2. DoS (Denial of Service): by using up bandwidth or overtaxing compute

power, an attacker tries to stop authorized users from using network

resources.

3. Probe: an unauthorized user attempts to learn more about the target

system prior to initiating an attack.

4. R2L Remote to User. Sending a packet over a network to a target host,

an attacker who does not have an account, uses various vulnerabilities to

acquire entry as a user on that host.

5. U2R User to Root: if an attacker gets into the system, they begin out with

a regular account. Then, they use system flaws to get root access to the

system.
2.6.2 The UNSW-NB15 Dataset [54]

Mustafa and Slay at the Australian Centre of Cyber Security (ACCS)

developed UNSW-NB15, one of the newest current intrusion detection

benchmark datasets, to evaluate IDS. In the dataset, which was collected

in January and February of 2015, there are more than 100 GB of real

network traffic.

The UNSW-NB15 has 39 of the 42 features are numeric, while 3 are
non-numeric (categorical) features. The five sets that make up the dataset

are: (1) content features; (2) basic features; (3) time features; (4) flow
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features; and (5) other originated attributes [47]. To more details about the
features of UNSW-NB15 datasets.

Samples of the listed network threats may be found in the UNSW-
NB15: Backdoor, Shellcode, Reconnaissance, Worms, Fuzzers, DoS,
Generic, Analysis, and Exploits. Additionally, table (2.5) gives
information on each violence class's specifics and values distribution
throughout the data subsets [47].

Table (2.5): UNSW-NB15 Instances Repartition

Attack Type UNSW-NB15-Train | UNSW-NB15-Test
Normal 56,000 (31.94%) 37,000 (44.94%)
Generic 40,000 (22.81%) 18,871 (22.92%)
Exploits 33,393 (19.04%) 11,132 (13.52%)
Fuzzers 18,184 (10.37%) 6062 (7.36%)
DoS 12,264 (6.99%) 4089 (4.97%)
Reconnaissance | 10,491 (5.98%) 3496 (4.25%)
Analysis 2000 (1.14%) 677  (0.82%)
Backdoor 1746 (1.00%) 583 (0.71%)
Shellcode 1133 (0.65%) 378  (0.46%)
Worms 130  (0.07%) 44 (0.05%)
Total 175,341 82,332

2.7 The Basic Principles
In this part, we provide a quick explanation of the basic principle
behind our suggested model.
2.7.1 Activation Function
The activation function provides the nonlinear modeling capability of
the network. ReLU (Rectified Linear Unit) is the most popular function
[48]; it can keep the gradient from attenuating, thus effectively solving the

issue of gradient disappearance; the function expression is as follows: the
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ReLU activation function produces 0 as an output when x < 0 and
produces a linear with slope of 1 when x > 0:
y" = max (0,x). (2.6)
2.7.2 Cross-Entropy Loss Function
Cross-entropy loss measures the effectiveness of a classification
model whose output is a probability ratio between O and 1. As the
anticipated probability departs from the true label, it rises. The cross-
entropy loss in binary classification, where M = 2 classes, can be
determined as follows:
Loss = — (ylog (p)) — (1 —y) log (1 -p).  (2.7)
Where y is binary indicator (0 or 1) and P is expected probability.
If M > 2 (i.e., multiclass classification), we calculate a separate loss for
each class label per observation and sum the results:
Loss' =~ X2, ¥, log (Py,c). (2.8)
Where y is binary indicator (0 or 1) if class label ¢ is the correct
classification for observation o and P is expected probability of the

observed o is of class c.

2.7.3 Optimizer

We use Adam (Adaptive moments) optimizer to learn the network
weight parameters. Independent adaptive learning rates are created for
various parameters by computing the first-order moment prediction and
the second-order moment prediction of the gradient. Empirical results
prove that Adam has larger benefits over other optimizers in practice [48].

Moving averages of gradient:
m; = Bmy— 1+ —B1)g: (2.9)
And squared gradient:
V= Bov e~ 1+ (1-B;) g%, (2.10)
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2.7.4. One Hot Encoding

As a simple and effective encoding technique, one-hot encoding is
the most popular approach to handling numeralization of categorical
attributes [43]. It can convert each value of categorical attributes to a
binary vector, whose element with value 1 is only one, the others are zeros.
The element with value 1 indicates the presence of corresponding possible
value of a categorical attribute.

In NSL-KDD dataset every record has 41 attributes, containing 3
symbolic attributes and 38 continuous attributes. To easy process this
features, it is necessary to transform symbolic attributes into attribute
values [49], as example to encoded the attributes “protocol type”,
“‘service’’, and ‘‘flag’’, that include 3, 70, and 11 characters, respectively.
Figure (2.9) illustrates this method [43]. As example the attribute
“protocol type” contains three types of characters “‘tcp’’, ‘‘udp’ and
““icmp’’, and their numeric values are ““100°°, ““‘010°’, and *“001°°. After
one hot encoding method each record contains 121 features.

X bits
A

10000000...000
01000000...000

00100000...000
00010000...000
00001000...000

yyYyvy

symbolic
features
(X values)

one-hot encoding

/

00000000...100
- 00000000...010

00000000...001

Figure (2.9): One Hot Encoding Method [43].

2.7.5. Normalization
A Normalize of both training and testing datasets is one of the

important preprocessing steps. To minimize the effect the numeric scale of
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various characteristics for training sets. The value is scaled to [0, 1] via

normalization, and the normalized value x’ is

X = (X = Xmin)/ Xmax — Xmin) (2.11)
Where X is the starting value, X,,,,, and X,,,;,, are the features heights

and lowest values. The algorithm (2.1) illustrates the normalization of data.

Algorithm (2.1): Normalization
Input: dataset (DS)

Output: normalize DS

1 fori « 1toxdo

2 min; < find the minimum value of X ;
3 max; «<— find the maximum value of X ;
4 end for;

5 fori < 1tosize of DS do

6 forj < 1toxdo

7 Xis e xij—minj .
ij

8 end for;

9 end for;

man - ml?’lj

2.8 Evaluation Metrics
Accuracy, or the percentage of correctly classified data, is a widely
used performance evaluation measure. Table (2.6) provides an example of
the confusion matrix using the terms true positive (TP), true negative (TN),
false positive (FP), and false negative (FN).
The accuracy is as follows:
Accuracy = (TP + TN)/ (TP + TN + FP + FN) (2.12)
The following variables are also used to measure the model's
performance because of the significant variation in record counts between
categories in the NSL-KDD data set [30].
Recall or Detection Rate (DR) = TP/ (TP + FN) (2.13)
FPR or False Alarm Rate (FAR) = FP/ (FP + TN) (2.14)
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Precision = TP/ (TP + FP) (2.15)
F —score =2TP/ (2TP + FN + FP) (2.16)

Where the Recall is the percentage of accurately identified positives,
also known as the true positive rate (TPR) or detection rate (DR); the
percentage of negatives that are wrongly forecasted as positives is known
as the false positive rate (FPR), often referred to as the False Alarm Rate
(FAR); The F-score is the harmonic average of recall and precision, where
precision is the percentage of expected to actual positives.

An ROC curve (receiver operating characteristic curve) is a graph
showing the performance of a classification model at all classification
thresholds. This curve plots two parameters (TPR, FAR) [52].

Macro-averaged: all classes equally contribute to the final averaged
metric. Weighted-averaged: each class contribution to the average is
weighted by its size.

Table (2.6): Confusion Matrix.

Total population Predicted condition
Normal Anomaly
Actual Normal TN FP
condition | Anomaly ' FN TP

2.9 Summary
This chapter has reviewed the overview that relates to intrusion
detection systems, and the overview of the deep learning techniques based
on intrusion detection systems. The important issues and challenges of
existing proposed methods have been identified. Various studies in the
fields were discussed in detail by addressing their methods, advantages,
and disadvantages, as well as the summary. Then, a background and

related work of Autoencoder and MLP methods were presented.
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As well, the studies related have been discussed considering to
achieve by these methods of high results. The final discussion shows

several gaps in the field that provides the baseline for this research.
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3.1 Introduction

The proposed work is discussed in this chapter. A hybrid model is
proposed based Autoencoder and MLP methods that produce improvement
of IDS performance.

This chapter is organized as follows: the details of the proposed
model, the framework of the proposed model and the main phases, explain
each phase in separate sections. Some figures, tables, and Algorithms will
be used to illustrate the proposed model construction process.

3.2 Proposed Model

The framework of the proposed hybrid deep learning AE-MLP model
is shown in figure (3.1). The figure illustrates the phases of the proposed
model. We explain each phase in separate sections. But briefly, this
structure is composed of The NSL-KDD and UNSW-NB15 datasets that
be adopted in this thesis.

Preprocessing of data phases such as data cleaning, representation of
data, and normalization of data to make the datasets more suitable for use
by the proposed classifier. Propose a new model for IDS the hybrid AE-
MLP model then implement and evaluate the experiment for this phase,
evaluate and comparison of the proposed model with state of art methods
then apply several performance criteria and validate the results with
statistical tests.

Some figures, tables, and algorithms will be used to illustrate the

system construction process.
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3.2.1 Preprocessing of Data
The primary objective of this stage is to obtain appropriate data for
the classification stage. The dataset pre-processing can be shown as
including three stages: data cleaning, representation of data, and

normalization of data discussed below.

I. Data Cleaning
To assure the quality of the data, data cleaning is a crucial data mining
operation that is typically carried out prior to model training. Although the
NSL-KDD data set has been updated, it has been discovered that "num
outbound cmds," the twentieth attribute, often has a value of 0. As a result,
this attribute is meaningless and should be eliminated. So, we eliminate
this attribute from the dataset. Therefore each sample in the data collection
has 40 attribute after data cleaning.
1. Representation of Data
In NSL-KDD dataset every record has 41 attributes, containing 3
symbolic attributes and 38 continuous attributes. To easy process this
features, it is necessary to transform symbolic attributes into attribute
values. We used the one hot encoding method to encoded the attributes
“protocol type”, ‘‘service’’, and ‘‘flag’’, that include 3, 70, and 11

characters, respectively. As discussed in chapter two.

After one hot encoding method each record contains 121 features.
Table (3.1) below illustrates the NSL-KDD dataset after preprocessing
phase and before the training phase, the number of features becomes 121
features in the training and testing data when applied the one hot encoding

method and data cleaning.

Table (3.1): The NSL-KDD dataset after preprocessing of data.

Name | Type | Size | Value
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C str 13 Service_urh_i
Missing_cols set 6 {‘servise_http 2784’, ‘service harvest’,
‘service http 8001°, ‘service...
Names Index (121) Index : 121 entries, duration to flag_SH
Scalar Preprocessi 1 MinMaxScaler object of sklearn.preprocessing._data
ng._data.Mi module
nMaxScaler
Test DataFrame | (22544,121) | Column names: duration, src_bytes, dst_bytes, land,
wrong fragment, ur...
Test class DataFrame (22544,2) Column names: 0,1
Train DataFrame | (125973,121) | Column names: duration, src_bytes, dst_bytes, land,
wrong fragment, ur...
Train _class | DataFrame | (125973, 2) Column names: 0,1

In UNSW-NB15 dataset every record has 41 attributes, containing 3

symbolic attributes and 38 continuous features. We also use one hot

encoding method to encode the features ‘proto’, 'service', ‘state’ which

contain 133, 13 and 9 characters respectively. After one hot encoding

method each record contains 188 features.

Table (3.2) below

illustrates the UNSW-NB15 dataset after

preprocessing phase and before the training phase, the number of features in

the training and testing data becomes 188 features when applied the one hot

encoding method.

Table (3.2): The UNSW-NB15 dataset after preprocessing phase.

Name Type Size Value
Missing_cols Set 6 {‘state. URN’, ‘state PAR’, ‘proto_icmp’,
_in_test ‘state. ECO’, ‘pro ...
Missing_cols Set 2 {‘state. ACC’, ‘state. CLO’}
_in_train
Names Index (188,) Index : 188 entries, dur to state RST
Scalar Preprocessin 1 MinMaxScaler object of sklearn.preprocessing. data
g._data.Min module
MaxScaler
Test DataFrame | (82332,188) | Column names: dur, spkts, dpkts, shytes, rate, sttl,
dttl, slo ...
Test_class DataFrame (82332,2) Column names: 0,1
Train DataFrame | (175,341,18 | Column names: dur, spkts, dpkts, sbytes, rate, sttl,
8) dttl, slo ...
Train_class DataFrame | (175,341, 2) Column names: 0,1
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I11. Normalization

Normalize training and testing datasets to minimize the effect of
numeric of scale of various characteristics for training sets. In this study,
the value is scaled to [0, 1] via normalization, the algorithm (2.1) illustrates
the normalization of data and the details was discussed in chapter two.

We make two normalization in preprocessing of data phase, one after
representation of data and the second after apply AE method.

3.2.2 Hybrid AE — MLP Proposed Method

In this thesis, a hybrid DL approach is proposed to effectively identify
network IDS. This proposed model is develop a network IDS with a high
accuracy, detection rate, low computational complexity and fewer false
alarms rate.

Propose a new model Hybrid DL Model based on two techniques:
Autoencoder (AE) and Multi-layer perceptron (MLP). Algorithm (3.4)
illustrates the steps of the proposed model.

I. Autoencoder (AE)

The AE architecture has an input tier, a hidden tier, and an output tier.
The input tier and the output tier are similar in size and the size of the
hidden tier should be less than that of the input tier. A basic autoencoders
objective is to rebuild the input data, which can reduce the number of the
original features based on the number of features that we specify, as

explained in chapter 2. The algorithm (3.1) illustrates the AE steps.

AE demonstrates better performance than other traditional machine
learning classification techniques. The previous works [6,11,12,14] show
that AE achieves good results versus other deep learning and machine
learning techniques which are characterized by reducing the data are using
and the learning time. AE is not computational costly, it can be applied to

issues with binary classes and multiple classes. Moreover, AE can handle
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big training and testing datasets in few time [37]. So it is suitable for use

as a robust classifier.

So, in the proposed work first, enter the original data on the AE and
reduce the number of the original features based on the number of features
that we specify. Then, the training phase was implemented on data and the
new encoding data on training and testing data to predict the classification
by using just the encoder stage (non-symmetric). This method called
Nonsymmetric Autoencoder, which like AE structure but applying

only the encoder stage (non-symmetric) after make the training dataset.

This entails the suggested change from the symmetric encoder-
decoder architecture to relying solely on the encoder phase
(Nonsymmetric). This is justified by the fact that, given the right ability
tests, itis possible to minimize the impact on accuracy and efficiency while

reducing computational and time overheads.

Algorithm (3.1): Autoencoder: training

Input: dataset x = {x;, x5, ..., X,,,} With m attributes
Output: trained AE

1: 1nitialize parameters @, O, e, b

2. Fori « 1toedo

3: Forj«—1tob

4: /I the input vector is transformed by the encoder xi to a

hidden vector h; through a deterministic transforming
fo

5: by equation (2.1)

6: I/l b is a bias vector, 6 is the transforming variable set.

7 6={w,b}

8: f(x) = max (0, x),

9: If x > 0 the output is a straight line.

10: Else if x <0 the output value is always zero.
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11: /I the decoder return the hidden form that produced h; to
a rebuilt a vector in the d-dimension y;

12: by equation (2.2)

13: /I calculate a loss function:

14: by equation (2.3)

15: /I Adjusting the parameters of the encoder and decoder
minimizes errors between the output data and the
original data.

16: by equation (2.4)

17: end for;

18: end for;

19: return AE trained model.

Il. Multi-Layer Perceptron (MLP).

A supplement of a feed-forward neural network. It consists of 3 types
of tiers: the input tier, output tier, and hidden tier. The input tier receives
the input signal to be processed, as explained in chapter 2. The required
task such as prediction and classification is performed by the output tier.
An arbitrary number of hidden tiers that are placed in between the input
and output tiers are the true computational engine of the MLP.

Similar to a feed-forward network in an MLP the data flows in the
forward direction from the input to the output tier. The neurons in the MLP
are trained with the backpropagation learning algorithm. The algorithm
(3.2) of MLP illustrates the steps.

The previous studies show that MLP also achieves high accuracy
versus other deep learning and machine learning techniques. MLP is not
computational costly, it can be applied to issues with binary classes and
multiple classes. It is suitable for use as a robust classifier.

Used MLP Classifier, which is characterized by choosing the best
epochs and the best batch size. Worked to train and test for the data, after

training the autoencoder we took to the MLP classifier to classify the data
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into binary and multi class classification. The algorithm (3.2) illustrates
the hybrid AE-MLP model steps. Figure (3.2) illustrates the hybrid of AE-
MLP model.

Algorithm (3.2): MLP classifier

Input: the AE trained model
Output: the classification result

1: initialize parameters x, M, N, ¢
2: Choose a learning rate(x, c);
3: hy =x;

4. forM = 1toNdo
5 gm= ny(hM—1) =Wy x hy_; +by;
6: | hy=on(gm)

7: end for;

8

. return classification result.

Table (3.3) and table (3.4) shows part of the NSL-KDD data after
applying the autoencoders model to rebuild the input data, it reduced the
number of features in the training and testing data from 121 to 64 which
can minimize the number of the original instances based on the number of
features that we specify.

Table (3.3): The Number of Instances in NSL-KDD dataset after
applied the AE method.

Name Type Size Value

Missing_cols Set 6 {‘servise_http 2784’, ‘service harvest’,
‘service_http 8001°, ‘service...

Names Index (64, Index : 64 entries, feature_0 to feature_63
Scalar Preprocessin 1 MinMaxScaler object of sklearn.preprocessing._data
g._data.Min module
MaxScaler
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Reduced data | DataFrame (22544,64) | Column names: 0,1, 2,3,4,5,6,7,8,9, 10, 11, 12,
13 ...

Test DataFrame (22544,64) Column names: feature_0, feature_1, feature_1,
feature 2 ...
Test_class DataFrame (22544,2) Column names: 0,1
Train DataFrame | (125973,64) Column names: feature_0, feature_1, feature 1,
feature 2 ...
Train_class | DataFrame | (125973, 2) Column names: 0,1

Table (3.4): The Part of Data in NSL-KDD dataset after applied AE

model.
Index 0 1 2 3 4 5 6

0 0.070595935 0.0 0.509116 | 0.65189064 | 0.8176483 | 0.6447177 1.225056

0.070595935 0.0 0.509116 | 0.65189064 | 0.8176483 | 0.6447177 1.225056
2 0.0 0.20918939 | 0.1363985 | 0.027176663 | 0.100837 | 0.06064854 0.0
3 0.0 0.059667535 | 0.23878935 | 0.24741846 | 0.29424486 | 0.48052326 0.0
4 0.0 0.31185228 | 0.0743429 0.0 0.0 0.0 0.0
5 0.0 0.48047942 | 0.06276462 0.0 0.0 0.018925441 | 0.0539698
6 0.0 0.19722195 | 0.049206033 | 0.15145475 0.0 0.19410554 | 0.20326233
7 0.0 0.3181411 | 0.17730913 | 0.16160911 0.0 0.12920398 | 0.03963999
8 0.0 0.5385625 0.0 0.0 0.0 0.0 0.00935603

Tables (3.5), (3,6) shows the number of features and the part of data
in UNSW-NB15 dataset after reduced the original data by using

Autoencoders model, which reduced the number of features in the training

and testing data from 188 to 64 features and rebuild the new data.
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a. Autoencoder b. MLP classifier

MLP
classifier

Layer 1
Data reduced (new features)

Figure 3.2: Hybrid DL (AE — MLP) model steps.
Table (3.5): The Number of Instances in UNSW-NB15 dataset after

AE model.
Name Type Size Value
Missing_cols set 6 {‘state. URN’, ‘state PAR’, ‘proto_icmp’,
_in_test ‘state ECO’, ‘pro ...
Names Index (64, Index : 64 entries, feature_0 to feature_63
Scalar Preprocessin 1 MinMaxScaler object of sklearn.preprocessing._data
g._data.Min module
MaxScaler
Reduced data | DataFrame | (82332,64) | Columnnames:0,1,2,3,4,5,6,7,8,9, 10, 11, 12,
13...
Test DataFrame (82332,64) Column names: feature_0, feature_1, feature 2,
feature 3 ...
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Test class DataFrame (82332,2) Column names: 0,1
Train DataFrame | (175,341,64 Column names: feature_0, feature_1, feature_2,
) feature 3 ...
Train_class DataFrame | (175,341, 2) Column names: 0,1
Table (3.6): The Number of Instances in UNSW-NB15 dataset
after reduced the data.

Index 0 1 2 3 4
13989 0.575487 0.057166062 | 0.884618 0.0 0.0
13990 0.74212414 0.0 0.7720365 0.0 0.0
13991 0.7733305 0.0 0.84058374 0.0 0.0
13992 0.8042454 | 0.2136108 | 1.2882439 0.0 0.0
13994 0.74212414 0.0 0.7720365 0.0 0.0
13995 0.62373847 | 0.16808325 | 1.1967576 0.0 0.0
13996 0.64883417 | 0.15879638 | 1.167895 0.0 0.0
13997 0.7733305 0.0 0.84058374 0.0 0.0

When reducing the number of features by using the AE model it

produces new data we found that it needs to make normalization of data

again to minimize the effect of the numerical range of various features and

make it suitable for model training. Tables (3.7), (3.8) illustrates part of the
data in NSL-KDD and UNSW-NB15 datasets after normalization.

Table (3.7): Part of NSL-KDD dataset after Normalization.

Index | Feature 0 | Feature 1 Feature 2 Feature 3 | Feature 4 | Feature 5
0 0.14468609 0.0 0.6198586 0.6068301 | 0.42393652 | 0.8117917
1 0.06666248 0.0 0.6128985 | 0.51661474 | 0.5631415 0.42104
2 0.0 0.23888838 | 0.16420312 | 0.021537147 | 0.06944979 | 0.039607197
3 0.0 0.068138644 | 0.2874662 | 0.19607587 | 0.20265621 | 0.313811
4 0.0 0.35612652 | 0.08949759 0.0 0.0 0.0
5 0.0 0.54869395 | 0.075559095 0.0 0.0 0.012359468

Tables (3.8): Part of Data in UNSW-NB15 dataset after Normalization.

Index 0 1 2 3 4 5
0 0.19101687 | 0.078634545 | 0.041556083 | 0.09843846 0.0 0.0
1 0.21884051 | 0.104150735 | 0.07889659 | 0.108951256 | 0.0 0.0
2 0.175954 0.13608894 | 0.052961916 | 0.12283314 0.0 0.0
3 0.17626485 | 0.1325804 0.03885682 | 0.11511019 0.0 0.0
4 0.20780142 | 0.12931028 | 0.08895467 | 0.10845765 0.0 0.0
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Algorithm (3.3): The hybrid deep learning model based AE and MLP.

Input: Training dataset NSL-KDDTrain+, Testing dataset NSL-
KDDTest+, Training dataset UNSWTrain+, Testing dataset
UNSWTest+;

Output: Classification results: Accuracy, Precision, DR, and F1-score;
Step 1: Data preprocessing
data cleaning
z2', 73', zZ4'=one—hot (22, z3, z4);
zf'=normalization (zf);
EndStep
Step 2: data reconstruction

procedure code of AE train;

o N o o1 B~ W DN B

Implemented the new encoding data on training and
testing data to predict the classification by using just
the encoder;

9 zf'=normalization (zf); after training the AE;
10  EndStep
11  Step 3: Classification

12 The weights of the latent tier of trained AE is used to
initialize  the weight of the MLP;

13 Train the MLP classifier;

14 Testing dataset NSL-KDDTest+ or UNSWTest+ are input
into the trained AE-MLP classifier to detect attacks;

15 EndStep
16 Return the classification result.
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3.2.3 Performance Evaluation

The popular benchmarks NSL-KDD and UNSW-NB15 datasets are
employed to examine the suggested methods in all phases.

There are defined metrics for performance evaluation, such as
accuracy, detection rate, false alarm rate, and the processing time of
detection. IDS' primary objective is to reliably and promptly identify
intrusions while using the fewest amounts of resources possible.
Therefore, researchers are interested in the decrease in false-positive rates
and the time needed to identify an incursion detection with increased
detection rates.

Additionally, it takes time to evaluate and process the entire testing
dataset, starting with preprocessing the data and ending with obtaining the
final outcome of the detection of the typical attacks.

This study utilized two types of classification for IDS: binary and
multi-classification. The binary is either normal or attack, but the multi is
either normal or one of four categories of threat (DoS, Probe, R2L, U2R)in
NSL-KDD and 9 categories of attack (Generic, Exploits, Fuzzers, DoS,
Reconnaissance, Analysis, Backdoor, Shellcode, Worms) in UNSW-NB15
datasets.

In addition to determining the time metric, the interval time in
milliseconds was obtained using the (time. time ()) python function. The
test time is computed rather than the training time since the training phase
only needs to be done once to develop the system, so its significance is not
as great as the test time, which must be used each time the intrusion
detection system is used. The time required for the test can be broken down
into two parts: the time required for preprocessing, and the time required

for classification.
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3.3 Summary

This chapter presented the methodology of the research that acts as
the significant point of the research. Four phases of research methodology
that include a collection of datasets and pre-processing, propose hybrid AE
and MLP classifier-based IDS, and performance evaluation was described
in detail.

This chapter gives the datasets which are used to evaluate the
performance of MAS-IDS. Then, the phase of proposing a model to
improve the performance of IDS is subsequently discussed. This was
followed by presenting the criteria that were used in measuring the

performance of the proposed methods in this research.
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4.1 Introduction
This chapter presents the experimental results concerning detecting
and learning the unknown attacks and the proposed method's performance
based on criteria like accuracy, precision, f-value and detection rate, false
alarm rates, and testing time. Moreover, to confirm the model's
performance, we compare it with other associated working techniques. The
findings demonstrate that, in comparison to previous approaches, the
suggested approach is effective at enhancing performance.
4.2 Experimental Setting
We implement examination to determine the effectiveness of the
proposed hybrid AE-MLP. Our proposed was implemented in the python /
ANACONDA / Spyder environment version 3.9.12, with processor 11th
Gen Intel(R) Core(TM) i5-1135G7 @ 2.40GHz 2.42 GHz and 8.00 GB
RAM, 64-bit operating system, x64-based processor and Windows 10 Pro.

4.3 Experimental Results

A number of datasets have been produced to help in the evaluation
and comparison process of intrusion detection systems. The NSL-KDD
datasets are among these datasets that are used widely for evaluating the
IDS's effectiveness and the UNSW-NB15 datasets which are one of the
newest current intrusion detection benchmark datasets to evaluate IDS.
Therefore, we implement experiments on the NSL-KDD and UNSW-NB15
datasets to evaluate the efficiency of the proposed model and examining the
outcomes of the proposed hybrid AE-MLP model with commonly DL
methods.
The data utilized in the evaluations are:
I. NSL-KDD dataset
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In the field of intrusion detection, NSL-KDD are well-known dataset
& Revathi study demonstrated that NSL-KDD data sets are appropriate for
comparing various intrusion detection techniques [35]. Within this data
set, every instance in the NSL-KDD dataset displays 41 continuous and
discrete instances (38 numerical and 3 symbolic). The label mostly
includes four categories of threat data and normal data (Dos, Probe, U2R,
R2L).

During the experiments of this thesis, the training set composed of
(125973) records and test set (22544) records in the NSL-KDD datasets
Is utilized as the model's training set and test set, in both.

The table (4.1) below show the number of attributes in the training
and testing dataset in NSL-KDD before preprocessing of the data.

Table (4.1): Number of Features in the Training and Testing in NSL-
KDD Dataset.

Name | Type Size Value

Test Data Frame | (22544, 42) Column names: duration, protocol_type,
service, flag, src_bytes ...

Train | Data Frame | (125973, 42) Column names: duration, protocol_type,
service, flag, src_bytes ...

1. UNSW-NB15 dataset

The UNSW-NB15 dataset was produced by the Australian Centre for
Cyber Security (ACCS) cyber security research group. The KDDCup99
and NSL-KDD datasets were determined to have problems, which were
fixed by the UNSW-NB15. A partitioning of fully connected records is
made up of (82337) test connection records and (175343) train connection

records governed by 10 threats.
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The partitioning dataset has 42 features with their parallel class labels
which are normal and 9 different threats. The UNSW-NB15 has 39 of the
42 features are numeric, while 3 are non-numeric (categorical) features.

The table (4.2) below show the number of attributes in the training

and testing dataset in UNSW-NB15 before preprocessing of the data.

Table (4.2): Number of Features in the Training and Testing in
UNSW-NB15 Dataset.

Name | Type Size Value

Test Data Frame | (82332, 43) Column names: dur, proto, service, state,
spkts, dpkts, sbytes, dbytes ...

Train | DataFrame | (175341, 43) Column names: dur, proto, service, state,
spkts, dpkts, sbytes, dbytes ...

4.3.1 Results by Using NSL-KDD Datasets
We implement tests on the NSL-KDD dataset to determine the

efficiency of the proposed approach and examine the outcomes of the
proposed hybrid AE-MLP with certain associated work techniques.

Each algorithm has a set of parameters whose values influence the
classification performance. Optimizing these parameters is therefore an
important step in improving detection accuracy. Tables (4.3), (4.4)
illustrates the parameters in binary and multi-classification in this model.

In binary classification, the parameters of AE are: in the encoder,
Dense 1 is 121 and Dense 2 is 64. In the decoder, Dense 1 is 64 and Dense
2 15 121 with epochs 10 and batch size 200. The optimizer of AE is Adam,
and the activities per tier is ReLU. Additionally, softmax acts as the output
tier's activation function. The parameters of MLP classifier are:
[random_state = 1, learning_rate_init = 0.7, alpha = 0.008, epsilon = le-
8].
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In multi-classification, the parameters of AE are: in the encoder,
Dense 1 is 121 and Dense 2 is 64. In the decoder, Dense 1 is 64 and Dense
215 121, with epochs 10 and batch size 500. The optimizer of AE is Adam,
and the activities per tier is ReLU. Additionally, softmax acts as the output
tier's activation function. The parameters of MLP classifier are:
[random_state = 1, learning_rate_init = 0.08, alpha = 0.004, epsilon = le-
4].

The optimal parameters to utilize in the AE and MLP algorithms are
determined for every one of these parameters during the training phase

using the trial-and-error technique.
Table (4.3): Training Parameters for 2 Classes, on the NSL-KDD Dataset.

Algorithms parameters Values

AE Encoder \
Dense 1 121
Dense 2 64
Decoder \
Densel 64
Dense 2 121
Hyper parameters Values
Epochs 10
Batch size 500
The optimizer Adam
Activation function of each RELU
layer
Activation function of output Softmax
layer

MLP Random state 1
Learning rate 0.7
Alpha 0.008
Epsilon Le-8

Table (4.4): Training parameters for 5 classes on the NSL-KDD dataset.

Algorithms

parameters

Values
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AE Encoder \
Dense 1 121
Dense 2 64
Decoder \
Densel 64
Dense 2 121
Hyper parameters Values
Epochs 10
Batch size 500
The optimizer Adam
Activation function of each RELU
layer
Activation  function Softmax
output layer

MLP Random state 1
Learning rate 0.08
Alpha 0.004
Epsilon Le-4

4.3.1.1 Performance of this Strategy

Classification

in Binary and Multiclass

Depends on the NSL-KDD dataset, two sets of experiments have been
created to determine the efficiency of the hybrid AE-MLP model in binary
class and multi-class, respectively. Based on criteria like accuracy,
precision, f-value and detection rate, we evaluate the model's performance.
Lastly, based on the most recent study, we compare the efficiency of the
hybrid AE-MLP model with some other methods.

The confusion matrix that was produced via the hybrid AE-MLP
structure on the NSL-KDD dataset is displayed in Figures (4.1), (4.2).
These shapes show the outcomes of the experiments of the hybrid AE-
MLP approach for the 2-class and 5-class classifications, respectively. To
better explain the confusion matrix's findings, consider that 9347 refers to
the actual normal class, which is categorized as normal, 69 to the actual
normal class, which is expected to be DoS, 6141 to the actual DoS class,

which is classified or expected to be DoS class, and etc.
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According to the experimental outcomes, the confusion matrix's
diagonal is where the majority of the samples are located, demonstrating a
very high level of overall classification performance. Therefore, the
confusion matrix's main diagonal's numbers indicate that the actual classes
are properly identified as identical actual classes.

Additionally, the percentile represents the ratio of the number of
predictions to the total number of instances for a class such 96.52% is the
predicted actual class, that is equivalent to 9347 on the overall number of
normal instances in the testing collection, etc. Tables (4.5) and (4.6) shows
the classification report in NSL-KDD dataset.

Table (4.7) shows the evaluation results of the hybrid AE-MLP model
analyze the outcomes of the binary classification and multi-classification
using the accuracy, precision, recall, and F1-score assessment indices.

As we can see, the suggested model's accuracy for binary
classifications is 87.6%, its false alarm rate is 0.172, its testing time is
0.768 ms, and its precision, recall rate, and F1-score are each 90.80, 0.94,
and 0.87. The accuracy of the suggested model is 81.06%, the false alarm
rate is 0.1156, the testing duration is 0.647 ms, and the precision, recall
rate, and F1-score are each 0.75, 0.96, and 0.84 in the multi-classification
outcomes.

The effectiveness of the hybrid AE-MLP approach is enhanced and
reaches 81.06% in five classes and 87.6% in two classes. This
demonstrates that the suggested approach will work efficiently. Figure
(4.3) displays the suggested approach's ROC curve for a binary class which
ensures the superior performance of our suggested method.
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Figure (4.1): Multi-Class Confusion Matrix in the NSL-KDD dataset.

Table (4.5): Categorization Report the NSL-KDD dataset's Multi-Class.

Precision Recall or DR | fl-score | support
0 0.75 0.96 0.84 9711
1 0.97 0.82 0.89 7458
2 0.81 0.77 0.79 2421
3 0.00 0.00 0.00 200
4 0.64 0.33 0.43 2754
Accuracy 0.81 22544
Macro 0.63 0.58 0.59 22544
avg
Weighted 0.81 0.81 0.79 22544
avg

10000
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True label

4000
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0 1
Predicted label

Figure (4.2): Binary Class Confusion Matrix in the NSL-KDD dataset.
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Table (4.6): categorization report the NSL-KDD dataset's binary class.

Precision | Recall or DR | fl-score | support

0 080 094 0.87 9711
1 095 083 0.88 12833
Accuracy 0.88 22544
Macro avg 0.88 0.88 0.88 22544
Weighted avg | 0.89 0.88 0.88 22544

Table (4.7): metrics in 2 and 5-class NSL-KDD datasets.

Classification = Category @ Accuracy @ Precision = Detection @ F- FAR | Testing
(%) rate (%) | value time
(%)
Normal | 96.52% | 0.75 0.96 0.84
DoS 82.34% | 0.97 0.82 0.89
Multi- U2R 77.11% | 0.81 0.77 0.79
classification
R2L 0.00 0.00 0.00 0.00
Probe 32.75% | 0.64 0.33 0.43
Overall 81.06% | 0.75 0.96 0.84 | 0.115 0.647
Binary normal 94.10% 0.80 0.94 0.87
classification
Attack 82.74%  0.95 0.83 0.88
Overall 87.6 % 0.80 0.94 0.87 | 0.172  0.768

ROC curve

True Positive Rate

- — ROC curve {area = 0.88)
o0 — — Random guess

o0 0.2 (R o6 0.8 1a
False Positive Rate

Figure (4.3): The ROC curve for binary class in NSL-KDD dataset.
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4.3.1.2 Comparison with Other Methods

To demonstrate efficacy of the proposed approach, outcomes are
compared with alternative techniques. It was evaluated against several
research publications It utilized all NSL-KDD testing datasets and whose
findings were based on them. The tests showed that the suggested
methodology produced improved outcomes in classifications of five and
binary classes.

Table (4.8) and figure (4.4) displays the contrast between the
suggested method the hybrid AE-MLP and previously published
techniques on NSL-KDDTest sets, and evaluates Outcomes from different
assessment indices of accuracy, precision, recall, and F1-score include
binary classification and multi-classification. We can observe that the
accuracy of the hybrid AE-MLP model is higher than the other methods
respectively. Out of these distinctions, we can observe that the proposed
model can significantly increase the efficacy of intrusion detection.

We first applied each of the AE and MLP methods separately for each
of the NSL-KDD datasets and achieved good results to show that the
proposed method, which is a hybrid between these two methods, has been
improved and is more efficient.

The accuracy rate in the Autoencoder method has reached 80.7% in
multi-classification and 82% in binary classification, and the accuracy rate
in the MLP classifier method achieved 80.4% in multi-classification and
84.56% for the NSL-KDD dataset. While the combination of these
methods enhances the results and achieves high accuracy, the proposed
model AE-MLP reaches 81.06% in multi-class and 87.6% with binary

class.
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So combining AE and MLP classifiers improves the results and
achieves high accuracy.

The proposed model is a comparison with AE [6], this method
obtained an accuracy rate of 79.47% in multi-class, were used the encoder
of the deep Autoencoder without a decoder and used full NSL-KDD
dataset. While the proposed model achieved better performance when
applying the AE we obtained 80.7% and when applying the hybrid AE-
MLP obtaining 81.06%.

The suggested strategy is compared with SAE+SVM [11], this
technique resulted the accuracy rate and testing time was 84.96%, 4.648
(ms) and 80.48%, 5.395 (ms) in binary and multi-class respectively. Where
it applied 10-fold cross-validation KDDTrain+ to evaluate the
performance of the model. Although the suggested scheme improved
performance by getting 87.6%, 0.647 (ms) and 81.06%, 0.768 (ms) of
accuracy in binary and multi-class with a full NSL-KDD dataset.

CNN [7], which contains 11 tiers, 7 of which are convolutional and 4
completely linked and used full NSL-KDD dataset, obtained accuracy
79.05% in multi class and 85.07 in 2 class, it indicates a low accuracy in
comparison to our developed approach.

In CNN-CNN [9] where CNN was used as a features extraction
technique and then output from CNN was passed to a CNN classifier to be
classified and used full NSL-KDD dataset, obtained accuracy 80.07% and
77.15 in binary and multi class classification. While the proposed model
AE-MLP achieved better accuracy 81.06% and 87.6% in binary and multi
classification.

The proposed model is comparison with (SAE) + SVM + the kernel
approximation technique[14] which utilize a linear SVM to uniformly

approximate to the Gaussian kernel SVM thanks to the training model's
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usage of SAE to achieve a lower in the attribute dimension, random Fourier
attributes to accomplish kernel approximation and used full NSL-KDD
dataset. This method obtained the accuracy rate 85.8% in 2 class which is
lower accuracy when comparison with the proposed model achieved
87.6% in 2 class.

In [15] RNN with a variable number of hidden layers: (LSTM) +
Gated Recurrent Unit (GRU) and used full NSL-KDD dataset. The
accuracy rate and testing time was obtained 81.34%, 32.99 in 2 class which
is lower accuracy when comparison with the proposed model achieved
87.6% in 2 class.

The outcomes show that the suggested methodology performs better
than other approaches, especially in terms of accuracy.

Table (4.8): The comparison of the proposed approach with other
methods in the NSL-KDD dataset.

Papers Techniques No.  of | Testing | Accuracy Precision | Detection | F-
instance | time (%) rate (%) | value
(ms) (%)
C.zhang | AE Full - 79.74% in| 0.82 0.79 0.81
etal., multi
2019, [6] classification
M. AL- SAE +SVM |10 cross | 4.648 In 2 class | 96.23 76.56 85.28
QATF et validation 84.96%
al., 2018, 5395 |80.48% in 5
[11] class
S.Z.Lin | CNN Full - 79.05 in 5191.68 81.12 86.08
etal., class
2018, [7] 85.07% in 2
class
G. CNN-CNN Full - In 2 class 80.07 85.00 -
Kamdem 80.07%
etal., In 5 class | 75.15 74.14
2019, [9] 77.15%
Y.Wuet | (JSAE- Full - 85.8% in 2|0.919 0.785 0.847
al., 2020, | FSVM) class
[14] Autoencoder
(SAE) + SVM
+ the kernel
approximation
technique.
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Z. Liet RNN with a | Full 32.99 8134 in 2|- - 81.99
al., 2019, | variable class
[15] number of
hidden layers:
(LSTM)  +
Gated
Recurrent
Unit (GRU).
AE Full 1.044 80.7% in 5|- - -
Our class
proposed 0.745 82% in 2
class
MLP Full 0.525 80.4% in 5/|- - -
class
0.215 84.56% in 2
class
AE + MLP | Full 0.647 81.06% in 5| 0.80 0.94 0.87
classifier class
0.768 87.6 % in 2|0.95 0.83 0.88
class
90
88 87.6
86 85.8
84,56 85.07 84.96
84 81.34
82
82
- 807 80.4 80.07
80 79.0
78 77.1
76
74
72
70
hybrid AE MLP CNN  SAE+SVM CNN-CNN RNN  JSAE-FSVM
AE+MLP

® multi-classification

m binary classification

Figure (4.4): Comparisons of performance with other methods in the
NSL-KDD dataset.
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4.3.2 Results by Using UNSW-NB15 Datasets

We implement tests on the UNSW-NB15 dataset to determine the
efficiency of the proposed approach and examine the outcomes of the
proposed hybrid AE-MLP with some related work techniques. Tables (4.7)
and (4.8) illustrate the parameters in binary and multi-classification in this
model.

In multi-classification, the parameters of AE are: in the encoder the
Dense 1 is 188 and dense 2 is 64, in decoder dense 1 is 64 and dense 2 is
188, with epochs 10 and batch size 100. The optimizer of AE is Adam, and
the activities per tier is ReLU. Additionally, softmax acts as the output
tier's activation function. The parameters of MLP classifier are:
[random_state = 1, learning_rate_init = 0.09, alpha = 0.0009, epsilon = le-
9.

In binary classification, the parameters of AE are: in the encoder the
Dense 1 is 188 and dense 2 is 64, in decoder dense 1 is 64 and dense 2 is
188 with epochs 10 and batch size 500. The optimizer of AE is Adam, and
the activities per tier is ReLU. Additionally, softmax acts as the output
tier's activation function. The parameters of MLP classifier are:
[random_state = 1, learning_rate_init =0.09, alpha = 0.0009, epsilon = le-
9.

The optimal parameters to utilize in the AE and MLP algorithms are
determined for every one of these parameters during the training phase
using the trial-and-error technique.

Table (4.7): Training Parameters for 2 Classes, on UNSW-NB15 Dataset.

Algorithms Parameters Values
AE Encoder \
Dense 1 188
Dense 2 64
Decoder \
Densel 64
Dense 2 188
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Hyper parameters Values
Epochs 10
Batch size 500
The optimizer Adam
Activation function of each | RELU
layer
Activation function of output | Softmax
layer

MLP Random state 1
Learning rate 0.09
Alpha 0.0009
Epsilon Le-9

Table (4.8): Training Parameters in Multi Classification on UNSW-NB15 Dataset.

Algorithms Parameters Values

AE Encoder \
Dense 1 188
Dense 2 64
Decoder \
Densel 64
Dense 2 188
Hyper parameters Values
Epochs 10
Batch size 100
The optimizer Adam
Activation function of each | RELU
layer
Activation function of output | Softmax
layer

MLP Random state 1
Learning rate 0.09
Alpha 0.0009
Epsilon Le-9

4.3.2.1 Performance of this Strategy in Binary and Multiclass
classification

Depends on the UNSW-NB15 dataset, two sets of experiments have

been created to determine the efficiency of the hybrid AE-MLP model in

binary class and multi-class, respectively. Based on criteria like accuracy,

precision, f-value and detection rate, we evaluate the model's performance.
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Lastly, based on the most recent study, we compare the efficiency of
hybrid AE-MLP model with some other methods.

The confusion matrix that was produced via the hybrid AE-MLP
structure on the UNSW-NB15 dataset is displayed in figures (4.5) and
(4.6). These shapes show the outcomes of the experiments of the hybrid
AE-MLP approach for the 2-class and multi-class classifications,
respectively. To better explain the confusion matrix's findings, consider
that 31380 refers to the actual normal class, which is categorized as
normal, 21 to the actual normal class, which is expected to be Generic, and
17710 is the actual Generic class, which is classified or predicted as

Generic class, and etc.

S0000
35000
30000

25000
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20000

15000

1O
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T
0] 1
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Figure (4.5): Binary Class Confusion Matrix in the UNSW-NB15 dataset.
Table (4.11): Categorization Report the UNSW-NB15 dataset's Binary Class.

Precision | Recallor DR | fl-score | Support
0 0.94 0.79 0.86 37000
1 0.85 0.96 0.90 45332
Accuracy 0.88 82332
Macro avg 0.89 0.87 0.88 82332
Weighted avg | 0.89 0.88 0.88 82332
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Figure (4.5): Multi-Class Confusion Matrix in the UNSW-NB15 dataset.
Table (4.9): The Classification Report for multi-class in UNSW-NB15 dataset.

2 3

5 & 7 8B

Predicted label

Precision Recall or DR | fl-score | Support
0 0.90 0.85 0.87 37000
1 1.00 0.94 0.97 18871
2 0.52 0.94 0.67 11132
3 0.31 0.23 0.26 6062
4 0.42 0.03 0.05 4089
5 0.64 0.74 0.69 3496
6 0.00 0.00 0.00 677
7 0.00 0.00 0.00 583
8 0.35 0.27 0.31 378
9 0.00 0.00 0.00 44
Accuracy 0.77 82332
Macro avg | 0.41 0.40 0.38 82332
Weighted | 0.78 0.77 0.76 82332
avg

According to the experimental outcomes, the confusion matrix's
diagonal is where the majority of the samples are located, demonstrating a
very high level of overall classification performance. Therefore, the

confusion matrix's main diagonal's numbers indicate that the actual classes

are properly identified as identical actual classes.
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Table (4.10): Multi-Class Confusion Matrix in the UNSW-NB15 dataset.

Predict
Actual Normal | Gener | Exploit | Fuzzer | DoS | Reconna | Anal | Back | Shell | Wor
ic -S S issance | ysis | -door | code | ms
Normal | 31380 21 1312 3008 1 812 436 | 0 3 0
0
Generic 438 17710 595 40 67 20 0 0 1 0
Exploits 380 0 10495 73 67 76 20 0 21 0
Fuzzers | 2379 0 1776 1392 0 404 0 0 111 0
DoS 186 0 3693 28 116 49 0 0 17 0
Reconna 58 0 835 4 9 2590 0 0 0 0
issance
Analysis 5 0 672 0 0 0 0 0 0 0
Backdo 15 0 546 1 6 7 0 0 8 0
or
Shellcod 132 0 67 5 0 71 0 0 103 0
e
Worms 5 0 32 0 7 0 0 0 0 0

Additionally, the percentile represents the ratio of the number of
predictions to the total number of instances for a class such 90 % is the
predicted normal class, which is equal to 31380 on the overall number of
normal instances in the testing collection, etc.

Table (4.12) shows the evaluation results of the hybrid AE-MLP
model evaluate the binary classification and multi-classification results
from four evaluation indexes of accuracy, precision, recall, and F1-score.

We can observe that in the binary classifications, the accuracy of the
proposed approach is 88.178 %, the False Alarm Rate is 0.0435 and testing
time is 0.219 ms, and the precision, recall rate, and F1-score are 94%, 79%,
and 86%, respectively. In the multi-classification results, we can also
observe the outcomes, the accuracy of the proposed technique is 77.47%,
the False Alarm Rate is 0.024 and testing time is 0.203 ms, the precision,
recall rate, and F1-score are 0.90, 0.85, and 0.87 respectively.

The effectiveness of the hybrid AE-MLP approach is enhanced and
reaches 77.47% in multi-classes and 88.178% in binary classes. This

shows that the suggested approach can be efficient. Figure (4.7)
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demonstrates the ROC curve of the suggested technique for a binary class

that guarantees the superior performance of our proposed technique.

Tue Positive Rate

RO curwe

— ROC curve (area = 0.87)
—_— Random guess

O OS oLE 10
False Positive Rate

Figure (4.7): The ROC curve for binary class in UNSW-NB15 dataset.

Table (4.12): Metrics in binary and multi-class UNSW-NB15 datasets.

Classifica | Category Accura | Precisi | Detectio | F- FAR | Testing
tion cy (%) | on (%) | nrate value time (ms)
(%) (%)
Normal 84.81 0.90 0.85 0.87
Generic 93.84 1.00 0.94 0.97
Multi- Exploits 9427 |052 0.94 0.67
classificat
ion Fuzzers 22.96 0.31 0.23 0.26
DoS 02.83 0.42 0.03 0.05
Reconnaissan | 74.08 0.64 0.74 0.69
ce
Analysis 0 0.00 0.00 0.00
Backdoor 0 0.00 0.00 0.00
Shellcode 27.24 0.35 0.27 0.31
Worms 0 0.00 0.00 0.00
Overall 77.47 0.241 | 0.203
%
Binary Normal 79.03 0.94 0.79 0.86
plassificat Attack 95.64 0.85 0.96 0.90
lon Overall 88.178
0]
o 0.435 | 0.219
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4.3.2.2 Comparison with Other Methods

To demonstrate efficacy of the proposed approach, outcomes are
compared with alternative techniques. It was evaluated against several
research publications It utilized all UNSW-NB15 testing datasets and
whose findings were based on them. The tests showed that the suggested
methodology produced improved outcomes in classifications of multi and
binary classes.

Table (4.13) and figure (4.8) displays the contrast between the
suggested method the hybrid AE-MLP and previously published
techniques on UNSW-NB15 test sets, and evaluates outcomes from
different assessment indices of accuracy, precision, recall, and F1-score
include binary classification and multi-classification. We can observe that
the accuracy of the hybrid AE-MLP model is higher than the other methods
respectively. Out of these distinctions, we can observe that the proposed
model can significantly increase the efficacy of intrusion detection.

We first applied each of the AE and MLP methods separately for the
UNSW-NB15 datasets and achieved good results to show that the
proposed method, which is a hybrid between these two methods, has been
improved and is more efficient.

The accuracy rate in the AE method has reached 63% in multi-
classification and 73.13% in binary classification, and the accuracy rate in
the MLP classifier method achieved 75% in multi-classification and
82.35% in binary class for the UNSW-NB15 dataset. While the
combination of these methods enhances the results and achieves high
accuracy, the proposed model AE-MLP reaches 77.47% in multi-class and
88.178% with binary class.

So combining AE and MLP classifiers improves the results and

achieves high accuracy.
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The proposed model is a comparison with CNN +BiLSTM [21], this
method obtained an accuracy rate of 77.16% in multi-class, , they create a
deep network model using a convolution neural network (CNN) to obtain
spatial characteristics and a bi-directional long short-term memory
(BiLSTM) to extract temporal features and used full UNSW-NB15 dataset.
While the proposed model achieved better performance when applying the
hybrid AE-MLP obtaining 77.47%.

The suggested strategy is compared with Deep Belief Network (DBN)
classifier [18], this method obtained the accuracy rate and testing time was
85.73% in binary class. Used full UNSW-NB15 dataset to evaluate the
performance of the model. Although the suggested scheme improved
performance by getting 88.178% of accuracy in binary classification with
a full UNSW-NB15 dataset.

In [20] Depending on the RF classifier, the two-stage (TS) classifier
architecture. Information Gain (IG) is a technique (IG-TS). Used full
UNSW-NB15 dataset to evaluate the performance of the model, this
method obtained an accuracy rate of 85.78 % in binary classification and
the FAR is 15.64%. Although the suggested scheme improved
performance by getting 88.178% of accuracy in binary classification with
full UNSW-NB15 dataset and the FAR is 0.241.

In [19] the Advanced Principal Component (APCA) algorithm and
the Extreme Learning Machine's (IELM) incremental approach. Used the
full UNSW-NB15 and obtained the accuracy rate of 70.51% in multi class.
The FAR is 0.3509 and testing time is 476.1880. While the proposed
system achieved a better performance by obtaining 77.47% of accuracy in
multi class classification with full UNSW-NB15 dataset and the FAR is
0.241and the testing time is 0.203.

The proposed model is a comparison with [17] used ANN, LR, KNN,
SVM, and DT methods and obtained the accuracy rate of 75.62, 65.53,
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70.09, 61.09, 66.03 respectively in multi class, and in binary class 86.71,
79.59, 83.18, 62.42, 88.13 respectively. Used UNSW-NB15 dataset
(divide the UNSW-NB15-TRAIN into the two sections below: UNSW-
NB15-TRAIN-1 (representing 75% of the entire training set) for training
additionally, the UNSW-NB15-VAL (25% of the total training set) was

used for validation prior to testing. Although the suggested system showed

improvement by getting 77.47% and 88.178% of accuracy in multi class
and binary class classification with full UNSW-NB15 dataset.

other approaches, especially in terms of accuracy.

Table (4.13): The Comparison of the Proposed Model with other

methods in the UNSW-NB15 dataset.

The outcomes show that the suggested model performs better than

Papers Techniques | Accuracy | Precision | Recall | F-value | FAR Testing
(%) (%) (%) time (ms)
K. JIANG | CNN 77.16 in|82.63 79.91 81.25 - -
etal., 2020 | +BiLSTM multi class
[21]
Sydney M. In multi - -
Kasongo & | ANN class 79.92 75.61 76.58
Yanxia LR 75.62 76.91 65.54 66.62
Sun, 2020 KNN 65.53 75.79 70.21 72.03
[17] SVM 70.09 47.47 62.00 53.77
DT 61.09 79.82 66.04 51.12
66.03
In binary | 78.56 98.53 87.42
class 73.18 93.74 82.20
86.71 80.31 95.09 87.08
79.59 58.89 95.88 72.97
83.18 80.33 98.38 88.45
62.42
88.13
Ahmad S. DBN 85.73% in | - - - - -
Almogren, classifier | binary
2020, [18] classificati
on.
Gaoetal., | Incremental | 70.51% in | - - 0.7736 | 0.3509 | 476.1880
2019, [19] | Extreme multi
Learning class.
Machine
(IELM) +
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an
Advanced
Principal
Component
(APCA)
Zongetal. | Two-Stage | 85.78 % - - - 15.64% | -
2018, [20] | (TS) in binary
classifier classificati
model based | on.
on the RF
classifier.
AE 63% in|- - - - 2.492
Our multi-
proposed class
73.13% in 2.331
binary
class
MLP 75% in |- - - - 0.498
multi-
class
82.35% in 0.503
binary
class
AE + MLP | 77.47% in | 0.90 0.85 0.87 0.241 0.203
classifier multi
class 0.94 0.79 0.86 0.435 0.219
88.178 %
in binary
class
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Methods

Figure (4.8): Comparisons of performance with other methods in the
UNSW-NB15 dataset.
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Chapter Five Conclusions and The Suggested Future Works

5.1 Introduction
This chapter summarizes the conclusions that result from the
proposed work in the DL approach to IDS, the future works that can improve

the existing research domain.

5.2 The Conclusions

Several important conclusions have been obtained as a result of building

Intrusion Detection System.

e The AE was designated to process the training dataset and reduce the
number of the original features based on the number of features we
specify which can improve the overall performance of hybrid AE and
MLP, and reduced processing time. Experiment results demonstrated that
the new features are effective and achieved more accurate results in
classification.

e A general framework is proposed that utilizes an MLP classifier after
used AE that is used to perform the final classification. The final results
showed the superiority of this approach in terms of efficiency and
accuracy compared to individual classifiers.

e Preprocessing training and testing data is an essential step in the
proposed work to assure the quality of the data. Where data cleaning is a
crucial data mining operation that is typically carried out prior to model
training. To easily process these features, it is necessary to transform
symbolic attributes into attribute values. Finally, use normalized to
minimize the effect of the numeric scale of various characteristics for
training sets.

e The performance of the suggested algorithm was evaluated using the
whole NSL-KDD and UNSW-NB15 training and testing datasets for
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binary and multi-class classification, and it was compared to other
approaches that also employed these datasets, like CNN, AE, MLP,
RNN, SVM, and SAE-SVM. The findings indicate that our methodology
sped up testing times and outperformed the majority of the earlier
techniques in terms of performance measures for binary and multi-class
classification.
5.3 Future Works
We believe that the suggested approach in this research can advance
the existing research domain because there is still room for development to

obtain better accuracy for IDS.

e \We aim to research more practical techniques like CNN or LSTM to raise
IDS performance in subsequent works.

e We hope to research more AE types. Such as a variational or sparse
Autoencoder to improve the accuracy of detection.

e We hope to implement the proposed model in real time.
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Appendix A

Attack Types and Description for NSL-KDD Dataset.

Categories Description Examples
Normal  include data with no attack. normal

Probe include attacks in which attackers try to scan  ipsweep, nmap, portsweep, satan, saint,
the computer networks with the purpose mscan
of collecting information and finding out
vulnerabilities.

DoS include attacks in which attackers try to back, land, neptune, pod, smurf, teardrop,
prevent legitimate users of a service from apache2, mailbomb, udpstorm, processtable
using the service

U2R include attacks in which attackers have local ~ perl, rootkit, loadmodule, buffer_overflow,
access to the victim target machine and try to  httptunnel, ps, sqlattack, xterm
get super user privileges.

R2L include attacks in which attackers do not have  ftp_write, guess_passwd, multihop, phf,

a local account and try to gain access by
sending packets to the target host over the
internet.

imap, spy, warezclient, warezmaster,
named, xsnoop, xlock, sendmail, worm,
snmpgetattack, snmpguess

Attack Types and Description for UNSW-NB15 Dataset.

Sr. No. Type Description
1 Normal Natural transaction data.
’ Analysis An attack targets web appl1cat1(?ns through emails,
ports, or web scripts.
3 Backdoor Using backdoor to secure remote access.
4 DoS Attacks computer memory
5 Exoloit An instruction that takes advantage of bugs/errors
PR caused by unintentional behavior on the network.
6 Fuzzers An attack to crash the system by inputting a lot of
random data.
7 Caiigiie A technique to clas.h the block-cq?her configuration by
using hash functions.
8 Reconnaissance A probe to evade network security Fontrols by collecting
relevant information.
9 Shellcode Code is used to exploit software vulnerabilities.
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Appendix B

Part of Data in NSL-KDD Dataset.

1 |duration ~ | protocol_type ~ |service [~ flag |+ |src_bytes jdst_bvtesiv land ~ |wrong_fragi ent\'hrgenti' hot jnum_failed_logins?v logged_in jnum_ p d~ root_shelllv SU_ pted * |num_root /i
2 0tep ftp_data |SF 491 0 0 0 0 0 0 0 0 0 0 0
3 0/udp other SF 146 0 0 0! 0 0 0 0 0 0 0 0
4 0/tcp private S0 0 0 0 0 0 0 0 0 0 0 0 0
5 0/tep http S 232 8153 0 0! 0 0 0 1 0 0 0 0
6 0 tcp http SF 199| 420 0 0 0 0 0 1 0 0 0 0
T/ 0/tcp private REJ 0 0 0 0! 0 o0 0 0 0 0 0 0
8 0 tcp private S0 0 0 0 0 0 0 0 0 0 0 0 0
9 0/tcp private S0 0 0 0 0! 0 0 0 0 0 0 0! 0
10 0|tcp remote_job S0 0 0 0 0 0 0 0 0 0 0 0 0
1 0 tcp private S0 0 0 0 0 0o o 0 0 0 0 0 0
12 0/tcp private REJ 0 0 0 0 0 0 0 0 0 0 0 0
13 0ltep | private S0 0 0 0 0 0 O 0 0 0 0 0 0
14 0 tcp http SF 287 2251 0 0 0 0 0 al 0 0 0 0
15 0/tcp ftp_data SF 334/ 0 0 0! 0 0 0 1 0 0 0 0
16 0 tcp name S0 0 0 0 0! 0 0 0 0 0 0 0! 0
17 0 tcp nethios_ns SO 0 0 0 0! 0 0 0 0 0 0 0 0
18| 0tcp http  SF 00 13788 0 o o0 0 0 1 0 0 0 0
19 0/icmp eco_i SF 18 0 0 0 0 0 0 0 0 0 0 0
20 0/tcp http SF 233 616 0 0 0 0| 0 1 0 0 0 0
2] 0tep http S M 1m0 o0 0 0 1] 0 0 0 0
22 0 tcp mtp S0 0 0 0 0 0 0 0 0 0 0 0 0
23 0/tcp private S0 0 0 0 0 0o 0 0 0 0 0 0 0
24 0 tcp http SF 253 11905 0 0! 0 0 0 il 0 0 0 0
25 5607 udp other SF 147 105 0 0! 0 0 0 0 0 0 0! 0
26 0/tcp mtp S0 0| 0 0 0 0 0| 0 0 0 0 0 0
27 507 tcp telnet SF 437/ 14421 0 0 0 0 0 1, 3 0 0 0
28 0 tcp private S0 0 0 0 0 0 0 0 0 0 0 0 0
29 0/tcp http SF 227 6588 0 0 0 0 0 1 0 0 0! 0
Part of Data in UNSW-NB15 Dataset.
1 dur ~ |proto uservice v'smef;lspkts v'dpkts:" shytes udbytesi' rate |~ st ~ dnlﬂsload |~ |dload MIE IR dlouﬂsinpkt v'dinpkt i;]sjit [+] djit M swinﬂstcpb _'J
2 | 0.121478 tcp - FIN 6 4 258 172 74.08749 252 2541 14158.94238 8495.365234 0 0} 24.2956 8.375 30.177547  11.830604 255 621772692
3 | 0.649902 tcp FIN 14 38 734 42014 78473372 62 252 8395.112305 503571.3125 2 17 49.915| 15432865 ~ 61.426934) 1387.77833 255 1417884146
4| 1623129 tcp : FIN 8 16 364 13186 14170161 62 252 1572271851 60929.23047 1 6 231875571 102.737203  17179.58686 1142092623 255 2116150707
5| 1.681642tcp ftp FIN 12 12 628 770, 13.677108| 62| 252 2740.178955 3358.62207 1 3| 152.876547 90.235726 259.080172| 4991.784669 255 1107119177
6 | 0.449454/tcp - FIN 10 6 53 268 33373826 254 252 8561499023 3087.059814 2| 1 47750333  75.650602) 2415837634 115807 255 2436137549
7 | 0.380537 tcp FIN 10 6 534 268 39.41798 254 252  10112.02539 4709.134766 2 1 39.928778 52.241 2223.730342 82.5505 255/ 3984155503
8 | 0.637109 tcp E FIN 10 8 534 354  26.683033 254 252“ 6039.783203  3892.58374 2 1‘ 68.267778  81.137711 4286.82857 119.422719 255 1787309226
9 | 0.521584 tcp FIN 10 8 534 354 32.593026 254 252 7377.527344 4754.74707 2 1 55.794)  66.054141 3770.580726, 118.962633 255 205985702
10| 0.542905tcp - FIN 10 8 534 354 31313031 254 252 7087.7963¢7 4568018555 2 1 60210889 68109 4060.625597 106611547 255 884094874
11| 0.258687 tcp FIN 10 6 534 268 57.985135 254 252  14875.12012| 6927.291016 2 1 27.505111 39.106801 1413.686415 57.200395 255 3368447996
12 | 0.304853 tcp FIN 12 6 4142 268  55.764583 254 2521 99641.46875 5878.243164 3 1‘ 25.948818  53.668801 1471.649189| 80.404844 255 137150292
13| 2.093085|tcp smtp FIN 62 28 56329 2212 42.520967 62/ 252 211825.125| 8152.559082 28 8| 34312868  75.092445| 3253.278833| 106.113453 255 1824722662
14| 0.416952 tcp = FIN 10 6 534 268 35975363 254 252 9228.879883 4297.856445 2 1 45088778 64481199 2610.908343  99.860875 255 88408021
15| 0.996221 tep FIN 10 8 564 354/ 17.064487 254 252 4079.416016 2489.407471 2 1 110.691222 131.48 6542.815197 202.433047 255/ 2321780530
16 | 0.576755 tcp FIN 10 8 534 354 29.475254 254 2521 6671.810547 4299.919434 2 1‘ 64.083889 72.27157| 4194.544962| 116.493234| 2553772251972
17 | 0.000002 udp snmp INT 2 0 138 0 500000.0013 254 0 276000000 0 0 0 0.002 0 0 0 0 0
18] 0.728252/tcp T 100 6 53 268 20597266 254 252 5283885254 2460.686768 2 1  80.916889 122.462203| 5333.802207] 231801797 255 1735938977
19| 0.393556 tcp http FIN 10 8 860 1096 43.195886 62| 252| 15733.46582| 19494.04883 2 2| 43728444 47.669145 2124.837873| 71.805867 255 3882971404
20 | 0.387852 tcp FIN 10 6 534 268  38.674545 254 2521 9921.30957 | 4620.318848 2 1 38119667  68.279203 2226182762 105.440859 255 527350728
21 0.53784 tcp FIN 10 8 534 354 31.607913 254 252| 7154.543945 4611.036621 2 1 59.669444 68.351859 3893.395914| 104.835672 255 1082242371
22| 0.23372 tcp = FIN 10 6 534 268 64.179359 254 2521 16464.14453 | 7667.293945 2 1‘ 25.968889 40.812| 1300.719343  65.724688 255 3154063438
23| 0.338017 tcp http FIN 10 6 998 268 44.376468| 254 252 21277.03711 5301.508789 2 1 35218111  56.579801 1928.55071  82.022258 255 2665974075
24 0.964656)tcp e coN 14 12 6% 950 25915074 62 252 5315884766 7223300203 5| 6 74204308 50.700727 3860.615403 6575518 255 996917509
25 | 0.449703 tcp FIN 10 6 738 268 33.355347| 254 252 11830.03027| 3984.852051 2 1 42.611222 67.666 2352.173583|  90.684992| 2553332877477
26 0.921025 tcp FIN 10 6 534 268  16.286203 254 2521 4177.954102 1945.658447 2 1‘ 98.922556 170.070203 6572.489441 298.921438| 255 3206068676
27 0.600982 tcp FIN 10 8 534 354 28.287036| 254 252| 6402.854004 4126.57959 2 1 65.344556,  78.634141 4216.405159 125.804047 ~ 255 27784615
28 | 0.568945 tcp = FIN 10 6 534 268 26364588 254 252 6763.395508  3149.689453 2 1 50910556 92755203 2977.49563 131.706531 255 2091538399
29 | 0.497636 tcp FIN 10 6 2074 268 30.142514) 254 252 30013.90625 3601.025635 2 1/ 49.544111  83.069602 2540.823927| 112.737664 255 3752199860
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