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Abstract 

I 
 

Abstract 

Recent years have seen a rise in the elderly population (those aged 

65 and older) in several countries, as the global population of senior 

citizens has grown. The ability to undertake remote monitoring of the 

body's status and the surrounding environment has grown in importance to 

examine the health status of older individuals who have limited financial 

resources and access to contemporary medical services. Therefore, it is 

vital to monitor all movements and bodily activities conducted in daily life. 

A wireless body area network (WBAN)constitutes one such surveillance 

system. A WBAN consists of sensors that are either placed around the 

body or are small enough to be inserted within the body. 

Incorporating and embedding WBAN sensors into the Internet of 

Things (IoT) has been a topic of considerable attention among scholarly 

and industrial communities due to the revolutionary effect it has had on 

human existence. The rapid development of IoT technology has altered 

human existence by introducing, among other innovations, smart gadgets, 

smart healthcare, smart industry, smart cities, and smart grids. 

The rapid development of IoT technology has altered human 

existence by introducing, among other innovations, smart gadgets, smart 

healthcare, smart industry, smart cities, and smart grids. 

This work aims to design and prove a monitoring system for a 

patient using Rivest–Shamir–Adleman algorithm (RSA) and transmuting 

the information over a wireless medium from the patient to the doctor's 

computer. The proposed system consists of three parts, firstly, three sensors 

have been considered, which are heart rate, temperature, and sound. 

Secondly, the security system processes the data and encrypted using the 

RSA algorithm which can be sent over the internet to the remote doctor.  



Abstract 

II 
 

Finally, the data is stored and processed, de-encrypted in the cloud, 

and then resolved to be displayed on the doctor's PC. In the doctor's 

computer, data are displayed using a new proposed platform which 

includes patient age, patient gender, heart rate, temperature, and cough 

sound.  

In addition, the system performance was analyzed using simulation 

tools by Matlab. In the simulation  Bit error rate (BER) is considered a 

performance to show the effect of using the RSA algorithm on the 

performance.     

The proposed system shows that data can be transmitted over a 

wireless medium and the internet with a high performance of reliability and 

security compared to the recent work, then developed a new user interface 

to display patient data efficiently 
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CHAPTER ONE 

GENERAL INTRODUCTION 

1.1 Back ground 

A sensor network, commonly referred to as a wireless sensor network 

(WSN), is a multihop self-organizing network system made up of several 

reasonably priced mini-sensor nodes that are wirelessly dispersed around the 

detecting area. The goal of a WSN is to gather, analyze, and send data to an 

observer from sensing objects inside the network's coverage region [1-4]. Smart 

healthcare is only one of the many businesses that have adopted the WSN, 

which is a crucial element of the Internet of things. A universal medical system 

that can quickly verify patient emergencies through the remote monitoring 

function and enhance patient care quality may be built using wireless medical 

sensor networks (WMSNs) [5]. 

Medical sensors are physically affixed on patients in a WSN-based healthcare 

system, and the collected data are subsequently sent securely to authorized 

parties. However, the wireless medical sensor network's sensors have limited 

storage and computing capabilities, thus collecting too much data may 

compromise the network's ability to analyze data in real-time [6]. 

Typically, sensor nodes are low-resource devices with networking, 

computation, and storage capabilities. Additionally, sensor nodes are often 

dispersed in an area with a low population. Academics are very concerned about 

the security of wireless sensor networks, especially in WMSN where sensitive 

patient-specific private data makes security, privacy, and medical data problems 

more important. Before the whole process may be used and run effectively, 

many challenges must be overcome. The main challenges that need to be 

addressed and managed with care include preserving the integrity of the medical 

data gathered from sensor nodes, ensuring that only authorized users have safe 

access to this data, and preventing the exploitation of data conveyed over public 
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channels. Data transferred between parties must be guaranteed to be private and 

accurate [7]. 

Body sensor network (BSN) The most current technological 

advancements in WBAN systems may be used for the early diagnosis and 

prevention of diseases that may emerge later in people's lives. Wireless body 

area networks (WBAN) are one kind of WSN. The implementation of sensor 

nodes on WBAN for continuous health monitoring makes this feasible [8]. In 

WBAN, on the body or in clothes, sensors may be worn [9-10]. It is possible to 

measure aspects of the human body with these sensors. The measured data may 

be collected and transferred to the main server where the medical applications 

reside. 

The Internet of Things (IoT) is a network of electronic, computational 

devices, and digital that are all interconnected and capable of moving data over 

a defined network without the aid of humans at any level [9]. 

BSN and IoT technology has been intertwined with healthcare for a 

while. However, the public acceptance of small wearable biosensors and the 

rapid expansion of the Internet of Things has opened up new horizons for 

personalized e-health and services. With wearable devices and smart healthcare 

services as examples, a smart service in healthcare may collect many types of 

data used in a sensor layer or physical or wearable electronic devices equipped 

with sensors. All data can be sent to the cloud or to the server that hosts it over 

the wireless network at the network layer. True healthcare services are provided 

by the service layer, which also manages patient data on their heartbeat, blood 

pressure, and blood sugar levels. 

A system's security is one of its most vital components. People have 

diverse perspectives on security, and as a result, it is defined in several ways. In 

general, security is a notion comparable to system-wide safety. Currently, the 

majority of communication in sensor network applications (such as the body 

sensors network, or BSN) in healthcare is wireless. This may provide a variety 
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of security risks to these systems. These are the security concerns that might 

cause significant difficulties for wireless sensor systems [10]. 

1.2  Literature review 

Increasing rates of population aging have posed several difficulties for 

healthcare providers. For example, A new issue that requires a long-term 

commitment of medical and human resources is stroke rehabilitation for the 

elderly [11]. A relatively recent specialty, medical rehabilitation was developed 

in the middle of the 20th century. It has been considered a brand-new field of 

therapy that focuses on recuperating or rebuilding impairments to lessen or cure 

bodily or mental dysfunctions. It has been identified as an excellent method for 

enhancing the bodily functioning of several patients sorts. However, there are a 

few hurdles to the expansion of medical rehabilitation's spectrum of 

applications. Initially, the majority of rehabilitation treatments require 

extensive, long-term therapy. To give patients easier access to rehabilitation 

services, more assistive facilities are needed. The aging population in today's 

society is growing at a quicker rate than the availability of resources for 

rehabilitation, making them more limited. 

Using the Internet of Things (IoT) to improve healthcare systems is a 

viable solution to the aforementioned problems. In recent years, the use of 

Internet-based technology for rehabilitation services has increased in popularity 

[12] due to the development of fresh concepts such as the Smarter Planet and 

the Smart City. 

In [13] a secure healthcare system built on the IoTs makes use of the BSN 

architecture. By creating two communication channels for assuring transmission 

secrecy and providing entities in open IoT-based communication networks, 

system efficiency, and transmission resilience may be achieved concurrently. 

In [14] Innovative, (IoT)-aware, intelligent architecture that allows 

autonomous, real-time monitoring and tracking of patients, personnel, and 

biological devices across hospitals and nursing institutions. A Smart Hospital 
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System (SHS) is suggested in line with the IoT vision. It employs RFID, WSN, 

and Smart Mobiles (SM), among other complementary technologies. These 

communicate using a CoAP/6LoWPAN/REST-based network architecture. The 

SHS contains a node-based ultra-low-power hybrid sensing network (HSN) that 

is based on 6LoWPAN to collect real-time physiological data from patients as 

well as ambient factors. The capability of UHF RFID is also included. 

In [15] For a cognitive cooperative communication system, two cognitive 

master nodes (TCMN) are suggested. These nodes may speed up the 

retransmission process and prevent collisions. First, an extensive investigation 

of a scheme's network architecture is conducted. Second, the suggested 

protocol's connection and outage probabilities are represented mathematically 

and generated. Third, Throughput, energy use, and end-to-end latency are all 

examined and studied. The simulation and numerical findings show that the 

TCMN can use the Direct Transmission Mode (DTM) and previously finished 

work to run its system under normal operating conditions. 

In [16] Utilizing the information provided by the random forest model, a 

technique is shown that is efficient enough to predict outcomes and accurate 

enough to track patients' sleep using Commercially Accessible Sensors (COS). 

With the use of this technological innovation, snoring patterns, as well as the 

patient's body movement, heartbeat, and SPO2 level (the amount of oxygen in 

the blood required for optimum biological function) may be evaluated. The 

computer system receives real-time data transfer. The recommended technique 

makes it easy and affordable to evaluate patients' sleep habits, improving patient 

treatment. This study demonstrates how to apply a smart, resource-efficient 

Internet of Things-based sleep quality monitoring system on a variety of 

participants. 

In [17] This study proposes a wearable fabric platform based on open 

hardware and software that wirelessly collects data about users' movements and 

heart rates and uploads it to cloud infrastructure open for monitoring and 
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analysis. People who wish to track their health and fitness without intrusive 

equipment should wear this platform. The approach that is being suggested has 

the potential to enable senior citizens and other individuals who need continual 

medical attention to live freely. 

In [18] This research examines the process of developing a framework for 

mobile cloud telemedicine as well as an evaluation of the possible performance 

of such a framework. The huge processing capacity of the cloud is combined 

with the local, real-time monitoring capabilities of Android mobile devices to 

accomplish this goal. 

In [19] To facilitate semantic interoperability across various IoT devices 

in the healthcare sector, we proposed an IoT-SIM or IoT-based Semantic 

Interoperability Model. Doctors interact with a range of IoT devices to check 

the current health status of their patients. Information that has been semantically 

tagged is meaningfully communicated between the doctor and the patient. A 

straightforward method for semantic annotation of data using heterogeneous 

IoT devices is presented to provide annotations for the data. A semantic web 

framework called Resource Description Framework (RDF) is used to link 

objects using triples to give them semantic meaning. Data from patients with 

RDF annotations have been made semantically interoperable. From an RDF 

graph, records are extracted using a SPARQL query. Tools like Tableau, Gruff-

6.2.0, and Mysql were used to simulate the system. 

In [20] To stop these kinds of assaults, a useful architecture called 

Privacy-Protector—patient privacy-protected data collection—is given in this 

study. For the protection of patient data, Privacy-Protector incorporates the 

concepts of secret sharing and share mending (in the event of data loss or 

compromise). The Slepian-Wolf-based secret sharing (SW-SS) has been used in 

privacy-protection for the first time. The design employed a distributed database 

made up of several cloud servers, which guarantees that patient data privacy 

may be safeguarded so long as one of the servers is secure. Present a patient 
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access control system as well, wherein many cloud servers work together in a 

common framework to give healthcare professionals patient data without 

disclosing the details of the data. The Privacy-Protector framework is safe and 

privacy-protected against a variety of assaults, according to the privacy 

performance study. 

In [21] We advocate shifting the focus of healthcare from clinics to 

patients and streamlining communication between all parties, including the 

healthcare facility, the patient, and the services provided. IoT with a main focus 

on patients The electronic Health ecosystem requires a multi-layer design that 

incorporates devices, fog computing, and managing complex data for clouds in 

terms of diversity, speed, and data latency. This is required for the healthy 

functioning of the ecosystem. Several case studies of services and applications 

are developed on those tiers after this fog-driven IoT architecture. This area 

comprises, among other things, assisted living technology, medicine electronic, 

implants and early warning systems, mobile health, smart cities, and population 

monitoring. This article will discuss the challenges that Internet of Things (IoT) 

electronic health confronts in the management of data, scalability, legality, 

interoperability, device-network-human-interfaces, security, and privacy. 

In [22] The Adaptive Switching (AS) algorithm is a one-of-a-kind 

adaptive access approach. The algorithm for adaptive switching (AS) is a 

unique adaptive access approach. This methodology is based on the adaptive 

selection of either the well-known Go-Back-N or Selective Repeat algorithms. 

Using the resulting MATLAB simulation, the throughput performance of the 

suggested approach is evaluated and compared to that of the Go-Back-N and 

Selective Repeat ARQ strategies currently in use. It has been determined at 

what speed the network should transition from the Selective Repeat to Go-

Back-N technique or from the Selective Repeat to Go-Back-N approach to 

achieve the desired level of throughput performance. 
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In [23] For telecare medical information systems, a brand-new resource-

efficient AKE approach called REAS-TMIS is recommended. It makes use of a 

hash function and Authenticated Encryption with Associative Data (AEAD). 

For encrypted communication among IoT devices with limited resources, 

AEAD schemes were developed expressly for this purpose. REAS-TMIS is 

resource-effective due to these AEAD characteristics. Additionally, REAS-

TMIS does away with the computationally costly processes of elliptic curve 

point multiplication and chaotic map. In addition, after verifying the user's 

validity, REAS-TMIS provides Session Key (SK) setup capabilities for usage in 

future encrypted communications between MS and users. The well-known 

random oracle concept is used to confirm SK's security. 

In [24] For CHI using the Internet of Medical Things (IoMT) during a 

pandemic, a safe and compact authentication technique (RAPCHI) based on 

cryptographic primitives is described. The proposed framework is more secure 

than current frameworks and resistant to a variety of security risks. The Random 

oracle Model (ROM) and two different techniques are used to validate the 

formal security analysis of RAPCHI in the study. Further, the study uses the 

simulation programming language AVISPA to demonstrate that RAPCHI is 

resistant to man-in-the-middle and reply attacks. In addition, the study finds that 

RAPCHI is comparatively light in terms of computation and communication 

when compared to equivalent frameworks. These results suggest that the 

proposed paradigm is viable for usage in real-world circumstances. 

1.3 Problem Statement 

Where security is a serious challenge wherever large-scale networks are 

installed. IoT-based healthcare solutions work with data about people. Even if it 

was obtained from harmless wearable sensors, major privacy issues might still 

affect this data. Two of the most pressing concerns in IoT-based healthcare 

applications are data security and patient privacy. This is because wireless 

connections and devices constitute the vast majority of connected devices. 
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In this research project, an Internet of Things (IoT) in a healthcare system 

that is hosted in the cloud is created, and its theoretical and practical 

vulnerabilities are investigated. Data may be communicated through wireless 

media and received by an authorized doctor, as has been shown. The doctor can 

show the patient's status and other meta data securely. 

1.4 Thesis Objectives 

This thesis is comprised of two parts, a theoretical part, and an experimental 

part, where the theoretical part is explained as: 

• Design and suggested new WSN system-based IoT healthcare. 

• Working with the RSA algorithm as a reliable solution for the IoT-

cloud healthcare system. 

The experimental parts : 

• To detect coughs, measure temperatures, and record heartbeats, three 

sensors are utilized: voice, body temperature, and heartbeat sensors. 

• Data is transferred via the wireless channel from the sensors to the 

computer, where it is encrypted using the RSA algorithm. 

• The data is uploaded to the cloud after encryption. 

• Data is also authenticated with a user name and password at end user 

devices, hospital or doctor devices. 

• At the doctor device's end, all the data collected by the sensors is 

shown. 

1.5 Thesis Aim  

1. Implementation of the Internet of Things in the cloud-hosted 

healthcare system. 

2. Receive patient data using sensors, encrypt it with the secondary 

computer, and transmit it to the cloud. 

3. The data is received and decoded only by the attending physician, 

who performs the necessary actions for each case 
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1.6 Thesis outlines 

This thesis comprised of the fifth chapters, and summarized as follow : 

Chapter 1: a description of the cloud and the Internet of Things in the healthcare 

sector. 

Chapter 2: a literature review on The IoT health care systems that are now 

available. 

Chapter 3: the suggested system from the perspectives of both theory and 

experiment. 

Chapter 4: the results and discussion 

Chapter 5: conclusion and future works 
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CHAPTER TWO 

Theoretical Introduction to Body Area Monitoring System 

2.1 Introduction to Body Care System (BCS) 

In every civilization, the elderly require greater health services and care 

facilitation. Thus, the evolution of science has made it easier to monitor the 

aged, as well as the general population. According to the World Health 

Organization (WHO) study, cardiovascular illnesses accounted for 30% of 

global deaths. Without regard to time, the vital indications of health control and 

detection were the most intriguing topic. In hospitals, at home, and even when 

patients are being transported and vital signs are being transmitted to the 

medical database, the wireless body area network (WBAN) monitors human 

physiological markers. The majority of energy is expended during the data 

transfer process on communication. Therefore, the enhancement of data 

transport is of the biggest importance [25]. 

Wireless body sensor networks are comprised of several types of 

biological sensors. This network's sensors are installed on various body areas 

and may be implanted or covered. Each of these sensors must meet specified 

standards to detect and record indications. A sensor network is typically capable 

of recognizing sensors with faults brought on by the failure or loss of energy 

sources by using fault-tolerant design strategies at each level of data processing 

or data transmission by a sensor. For example, in collaborative data collection 

systems, an energy-efficient sensor may send insufficient data or no data to the 

center at different times. So, this sensor will make the final decision in the 

middle more difficult. These networks can identify false sensors by employing a 

variety of methods, such as giving each sensor a reputation or identifying outlier 

data and data mining in the center's output. The majority of the aforementioned 

approaches also rely on the fact that the number of sensors in the network is 

insufficient, the number of environmental measurements is unrestricted, and the 
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network latency is ineffective. Due to the limited number of sensors in WBSN 

networks, it is typically difficult to identify defects using the aforementioned 

techniques [26]. 

In general, a sensor from the WBSN network consumes energy during one 

of the three phases of its operation: 

1. When measuring the environment. 

2. When information is being processed or stored. 

3. A data center or other sensors are being connected. 

Hardware problems, as well as the electrical and physical architecture of 

the relevant sensor, must be observed during the analysis of the first two 

scenarios. The majority of a WBSN network's sensor's energy is extracted and 

sent when interfacing with the environment, on the other hand. To this end, the 

current study concentrated more on a review of contemporary methods of 

transmission and communication in the transmission of one sensor of the 

WBSN network while telemedicine monitored patient vital signs in the field of 

medical care systems. Due to its importance in the field of human health and the 

difficulties of its implementation, this research examined and implemented 

wireless sensor networks that were installed on the body [27]. 

In body sensor networks, sensors are put on the bodies of patients to 

monitor their vital signs and detect movement. Examples of these sensors are 

motion sensors and ECG sensors. A variety of biosensors make up the body 

sensor network. A wireless body sensor network not only tracks patients' vital 

signs but also gives them real-time feedback so they may track the course of 

their illness and take the necessary preventative measures. A wireless body 

sensor network is a component that is put on the patient's body as a case sensor 

network. RFID tags and electrocardiogram sensors can be thought of as parts of 

the body sensor network. Wireless sensor networks and body sensor networks 

share several difficulties and potentials. Body sensor networks give doctors the 

ability to continuously check patients' health in physiologically normal 
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circumstances without interfering with their daily activities. All body sensor 

networks employ cheap, many, tiny nodes with communication and 

computation capabilities as well as the information they gather to diagnose 

illnesses and recommend treatment. The unique possibility that these networks 

provide to transfer medical treatment from the hospital setting to the patient's 

home environment is what makes the usage of body sensor networks in medical 

contexts significant [28]. 

The increase of wireless network penetration becomes logically more, simpler, 

and less expensive as hardware and software technologies progress. But because 

of this issue, operational sensors within these networks require more battery 

power and have a shorter usable life [29]. 

2.2  IoT in Healthcare Systems; 

The Internet of Things (IoT) has received much investigation and is now a 

proven technology standard. Currently, sensors are employed in practically all 

goods, from ordinary items to industrial monitoring systems. It has been noticed 

that the use of sensor-based Internet of Things (IoT) technology in intensive 

healthcare systems is quickly rising. The Internet of Things facilitates a simpler, 

more intelligent, and more productive lifestyle. The data processing platform of 

the prototype model is a smartphone; this was done so that user-friendly voice 

recognition capabilities and alarm features could be provided [30]. 

IoT-based technologies make it simple to monitor several fatal illnesses. 

Cardiovascular illnesses, or CVDs, are very prevalent and account for the vast 

majority of deaths worldwide. As a direct result of the revolution in information 

and technology, there is now a growing need for health monitoring solutions 

that are accessible by smartphone. It is conceivable to collect and transmit real-

time health data to both patients and healthcare practitioners using these 

technologies. Everybody needs to be allowed to assess their health, and in times 

of crisis, they should be urged to seek quick medical treatment. Long-term 
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medical costs for the country may be reduced by the adoption of these 

monitoring systems. Given the widespread availability of mobile internet 

connections, it is fairly straightforward to combine a mobile internet connection 

with an open-source Android health care system [31]. Electrocardiography, 

often known as an ECG, has become a common diagnostic test that everyone 

may have. This development has been placed in the last several decades. 

Electrocardiograms can correctly assess heart function due to their ability to 

detect the small voltage difference created by cardiac muscle. With the help of a 

smart gadget, medical professionals and patients may continually monitor heart 

rates, gather vital information, and take appropriate action to avoid grave harm. 

Some of the most crucial physical characteristics of the human body, such as 

heart rate and body temperature, play a significant role in establishing a patient's 

state of health [32]. 

Our health monitoring system's integration of IoT has given us a 

substantial competitive advantage in the creation of modern medical treatments. 

Smaller sensors as a result of VLSI technical breakthroughs have eased the 

development of wearable solutions. The devices are growing more effective and 

powerful as a result of constant internet connectivity. Internet of Things-based 

medical monitoring gadgets keeps a close eye on a patient around-the-clock, 

every day of the week [32], [33]. 

The gadgets analyze statistical data to produce the required signals at any 

important point. Patients may be monitored remotely and emergency actions 

can be performed since IoT-based gadgets are always linked to the internet. 

Therefore, Detection and emergency response services can be provided by IoT-

based devices. IoT-based health monitoring systems are very different from 

traditional health monitoring systems. It can be difficult to integrate IoT into 

health monitoring systems [34]. 

  Here are a few of the difficulties: Most IoT initiatives have not yet been 

put into practice satisfactorily. IoT creates enormous amounts of data that need 
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to be managed properly using specialist big data and data warehouse 

technologies. IoT systems face significant security challenges. If security 

mechanisms are flawed or antiquated, hackers might readily get critical personal 

information from users. Infrastructural systems that are outdated and do not 

adhere to current security procedures might cause issues [35]. 

2.3 Encryption 

In cryptography, encoding data is the process of encryption. By using this 

method, the data is converted from its original plaintext representation into a 

different version called ciphertext. The ability to convert ciphertext to plaintext 

and access the original data should only be available to persons with the 

appropriate authorization. Even though encryption doesn't prohibit interference 

by itself, it does make it more difficult for a possible interceptor to interpret the 

data [36]. 

Due to technological restrictions, a pseudo-random encryption key 

produced by an algorithm is often employed in encryption techniques. Without 

the key, it is feasible to decryption the message, but doing so requires a lot of 

computer power and expertise for a well-designed encryption system. 

Communication may be quickly decryption by an authorized recipient using the 

key that the sender sends to recipients but not to unauthorized users. On the 

other hand, this key is inaccessible to unauthorized users [37]. 

Numerous different kinds of encryption have been used successfully in 

cryptography throughout its development. Many types of encryption, especially 

simpler ones, were originally used by the military. Since that time, new methods 

have been created, and they are presently being used in many settings 

throughout the whole modern landscape of computer technology. Modern 

encryption systems use both the public-key and symmetric-key ideas [38]. 

Encryption is a method used in cryptography to maintain secrecy. 

Sensitive information, like passwords and private communications, may be 
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accessible to prospective interceptors since data may be viewed online. Keys are 

used in the encryption and decryption of communications. Symmetric keys and 

public keys (also known as asymmetric-key) are the two primary types of keys 

used in cryptography. Simple modular arithmetic is frequently used in the 

development of complicated encryption algorithms [38]. 

The encryption key is made public in public-key encryption systems so 

that anybody may use it to encrypt communications. The decryption key, 

however, which permits communications to be read, is only known to the 

person that is receiving them. Before public-key encryption was introduced in 

1973, every encryption technique employed symmetric keys (also called 

private-key).   The subsequent publication of Diffie and Hellman's work was in a 

journal with a sizable audience, and the benefits of their method were detailed 

in-depth. The Diffie-Hellman key exchange is the name given to this technique 

[39]. 

RSA is a popular public-key cryptosystem. It was developed in 1978 and 

is being utilized today for uses involving digital signatures. The RSA algorithm 

chooses two prime integers based on number theory, which aids in producing 

both the encryption and decryption keys. Phil Zimmermann created Pretty Good 

Privacy (PGP) in 1991, a public-key encryption program that is freely 

accessible and comes with the source code. Symantec acquired PGP in 2010 

and updates it frequently [40]. 

In the twenty-first century, encryption is used to safeguard digital data 

and information systems. Over time, as processing power has grown, encryption 

technology has also progressed and become safer. However, this technological 

development has also brought to light a possible drawback of current encryption 

techniques [41]. 

The size of the encryption key determines how strong the encryption 

mechanism is For example, Data Encryption Standard (DES), the first 

encryption algorithm, used a 56-bit key with 2^56 possible combinations. A 56-
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bit key is no longer safe given today's computer capability since it may be 

broken via a brute force assault [42]. 

Large volumes of data may be processed concurrently thanks to quantum 

computing, which makes use of quantum physics' features. Quantum computing 

has the potential to function hundreds of times more quickly than current 

supercomputers. The encryption technology of today faces a challenge from this 

computational power. For example, extremely large prime numbers are 

multiplied to produce a semiprime number that serves as the public key for RSA 

encryption. This semiprime number has to be factored in to decode this key 

without its private key, which can take so much time on contemporary 

computers.  

The computation of this key would need a special computer for weeks or 

months. However, this semiprime integer can be factored by quantum 

computing using quantum algorithms in the same amount of time as 

conventional computing. All data currently secured by public-key encryption 

would thereafter be exposed to quantum computing assaults. In addition, several 

types of encryption, including elliptic curve cryptography and symmetric key 

encryption, are susceptible to the threats presented by quantum computers [43]. 

Although quantum computing as it stands now is still quite restricted, it 

may one day pose a challenge to the security of encryption. Large volumes of 

code cannot be handled by quantum computing, which is presently not 

commercially viable because quantum computers are only computational 

devices. Furthermore, the development of quantum computing will also allow 

for the support of encryption. The National Security Agency (NSA) is currently 

developing standards for post-quantum encryption. As a countermeasure to the 

threat presented by quantum computing, quantum encryption has the great 

potential [44]. 

2.4 RSA Encryption 
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One of the primary methods to safeguard information security is the use 

of cryptographic techniques. Its primary function is to protect sensitive data, but 

it also handles other system security tasks including authentication, digital 

signatures, and secret storage. Using this technology, both encrypted and 

decrypted data may be protected against tampering, forgery, and counterfeiting. 

When an encryption key is compromised, anybody with access to the system 

may decode the data, rendering the technology useless. The encryption key is 

the most crucial part of the whole operation. To that end, careful consideration 

must be given to the selection of key data, the distribution of the private key, 

and the storage of both sets of data transmission keys throughout the encryption 

and decryption processes. The author of this piece, who is well-versed in the 

RSA public key algorithm, offers advice on how to build a complete and useful 

RSA encrypt/decrypt solution. Additionally, a thorough explanation of the 

encryption method and code implementation is provided [45]. 

The RSA algorithm has been used as a possible authentication method in 

the ISAKMP / Oakley authentication framework. A critical element of the 

system is the key exchange algorithm, Diffie-Hellman. First, the participants 

engage in conversation and use the Diffie-Hellman method to produce shared 

keys for the session. The next steps of the key agreement protocol will make use 

of these previously established shared keys [46] [47]. 

In addition to protecting the information's confidentiality, the encryption 

and decryption system may also guarantee the data's integrity and authenticity, 

which would be useful in avoiding forgeries and knockoffs. The total security of 

the encryption and decryption process relies on the rigor of the mathematics, the 

internal organization of the algorithm, and the secrecy of the key. 

Information security is a major problem in many fields; this article 

presents a thorough examination of how cryptography, encryption, decryption, 

RSA public key, and other related technologies have been put to use in these 

and other fields. 



Chapter two                                                                         Theoretical  

 

(18) 
 

It uses the example of RSA file encryption to show how important RSA 

mathematical approaches are in the IT sector while also highlighting its 

limitations. This kind of public-key encryption is known as RSA. It covers 

topics of how to apply RSA information security issues to one's everyday life. It 

also covers the principles of data encryption and decryption as well as an 

explanation of how RSA is utilized. In response to the increasing use of RSA 

encryption, a new program intended to enhance the RSA algorithm was finally 

made available to the public [48]. 

2.5 RSA implementation 

The four phases of the RSA algorithm are key generation, distribution, 

encryption, and decryption. If three very large positive numbers are found, e, d, 

and n, So that the regular exponent (m) is true for all integers, then RSA is used 

to observe one of its basic principles. Equasion (1) is used to observe 

(  )    (     )………………………………….............(1)     (with 0 ≤ m < n) 

It might be quite challenging to find (d) even when one knows (e, n, or even 

m), in this case, the triple bar ( ) stands for modular congruence. The condition 

for modular congruence is that the remainders resulting from dividing{ (m
e
) d} 

by n and m by n must have comparable values. This property indicates modular 

congruence. Additionally, it is useful for particular operations because this 

connection also implies that the two exponentiations can be varied in sequence 

in eq (1). 

RSA employs both a public key and a private key. The public key, which 

is used to encrypt messages, is available to everyone. It is intended that utilizing 

the private key is the only way to quickly decode communications encrypted 

using the public key. The private key is represented by the integer d, whereas 

the public key is represented by the numbers n and e. However, since n is used 

at several points during the decryption process, it is feasible that it may also be 

regarded as a component of the private key. The word "message" is shortened to 

the letter M. 
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2.5.1  RSA Key generation 

The following process is used to create the RSA algorithm's keys: 

1. First, P and Q should be two separate prime numbers (numbers p and 

q be selected at random). 

2. Compute 

             n = p q …………………………………………………...(2) 

(The modulus for both the public and the private keys is n). where 

n is a number that has been revealed publicly and is included in 

the public key. 

3. Compute λ(n), where λ is Carmichael's totient function.  

4. Choose an integer e such that 1 < e < λ(n). where, e having a short bit-

length and small Hamming weight results in more efficient 

encryption – the most commonly chosen value for e is     + 1 = 

6553.  

5. Then, e is released as part of the public key. 

6. Determine d from the equation bellow  

           d ≡     …………………………………………………(3) 

(mod λ(n)); that is, d is the modular multiplicative inverse of e 

modulo λ(n).  

In the original RSA paper, the Euler totient function 

            φ(n) = (p − 1) (q − 1)………… …………………………. (4) 

is used instead of λ(n) for calculating the private exponent d. Since φ(n) is 

always divisible by λ(n), the algorithm works as well. The possibility of using 

the Euler totient function results also from Lagrange's theorem applied to the 

https://en.wikipedia.org/wiki/Carmichael%27s_totient_function
https://en.wikipedia.org/wiki/Bit-length
https://en.wikipedia.org/wiki/Bit-length
https://en.wikipedia.org/wiki/Hamming_weight
https://en.wikipedia.org/wiki/Modular_multiplicative_inverse
https://en.wikipedia.org/wiki/Euler_totient_function
https://en.wikipedia.org/wiki/Euler_totient_function
https://en.wikipedia.org/wiki/Lagrange%27s_theorem_(group_theory)
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multiplicative group of integers modulo p q. Thus any d satisfying d e ≡ 1 

(mod φ(n)) also satisfies d e ≡ 1 (mod λ(n)), However, computing d modulo 

φ(n) will sometimes yield a result that is larger than necessary (i.e., d > λ(n)). 

Most of the implementations of RSA will accept exponents generated using 

either method (if they use the private exponent d at all, rather than using the 

optimized decryption method based on the Chinese remainder theorem 

described below), but some standards such as FIPS 186-4 may require that d < 

λ(n). It is always possible to reduce the size of an "oversized" private exponent 

modulo n to get a smaller equivalent exponent if the exponent does not meet 

this requirement. 

Since any common factors of (p − 1) and (q − 1) are present in the 

factorization of n − 1 =( p q) − 1 = (p − 1) (q − 1) + (p − 1) + (q − 1), it is 

recommended that (p − 1) and (q − 1) have only very small common factors, if 

any, besides the necessary 2. The authors of the original RSA paper carry out 

the key generation by choosing d and then computing e as the modular 

multiplicative inverse of d modulo φ(n), whereas most current implementations 

of RSA, such as those following PKCS#1, do the reverse (choose e and 

compute d). Since the chosen key may be short, but the calculated key is, the 

method used in the RSA article prioritizes decryption above encryption. In 

contrast, the contemporary technique promotes encryption above decryption. 

 

2.5.2  RSA Encryption and decryption   

The distribution of keys is a requirement for the implementation of our 

strategy. In this example, we will assume that (B) has something to convey to( 

A) and want to do it through messaging. In the case that they choose to work 

using RSA, (B) will need access to (A) the public key to encrypt the message, 

and (A) will need access to (B) the private key to decode the encrypted 

message. To allow (B) to transmit encrypted messages, (A) shares her public 

https://en.wikipedia.org/wiki/Multiplicative_group_of_integers_modulo_n
https://en.wikipedia.org/wiki/RSA_(cryptosystem)#Using_the_Chinese_remainder_algorithm
http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf#page=62
https://en.wikipedia.org/wiki/Modular_multiplicative_inverse
https://en.wikipedia.org/wiki/Modular_multiplicative_inverse
https://en.wikipedia.org/wiki/PKCS1
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key (n, e) with him across a private but sometimes open channel. There will be 

moments when the public may use this channel. No one ever finds out who (A) 

is or where she hid key (d). 

Here is a description of how encryption works: Having (A) a public key 

will allow (B) to contact her via M. To do it, He first uses an agreed-upon 

reversible technique known as a padding scheme to convert M (strictly 

speaking, the un-padded plaintext) into an integer m (strictly speaking, the 

padded plaintext), such that 0 ≤ m < n. Then he deciphers (A) message using her 

public key e to get at the ciphertext c. 

      (     )………………………………………. (5) 

Modular exponentiation enables this to be completed quite rapidly, even 

for very big integers. Then (B) sends c to (A). Observe that a ciphertext with c 

equal to m will result from at least nine different values of m, yet this is unlikely 

to happen in real life. 

Then, the summary of the decryption process is as follows:  Using her 

private key exponent d,( A) can compute m from c. 

    (     )……………………… ……………………. (6) 

Given m, can recover the original message M by reversing the padding 

scheme.  

2.5.3 Numerical example  

Here is an example of RSA encryption and decryption. The parameters 

used here are artificially small, but one can also use OpenSSL to generate and 

examine a real keypair. 

1. Choose two distinct prime numbers, such as 

              . 

2.  Compute n = p q giving 

             . 

3.  Compute Carmichael's totient function of the product as 

https://en.wikibooks.org/wiki/Cryptography/Generate_a_keypair_using_OpenSSL
https://en.wikibooks.org/wiki/Cryptography/Generate_a_keypair_using_OpenSSL
https://en.wikipedia.org/wiki/Carmichael%27s_totient_function
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 λ(n) = lcm(p − 1, q − 1) giving 

 (    )     (     )     . 

4. Choose any number 1 < e < 780 that is coprime to 780. Choosing a 

prime number for e leaves us only to check that e is not a divisor of 

780. 

         . 

           5. Compute d, the modular multiplicative inverse of e (mod λ(n)), 

yielding         

           (      )       . 

The public key is (n = 3233, e = 17). For a padded plaintext message m, 

the encryption function as in eq. 5 

             . 

The private key is (n = 3233, d = 413). For an encrypted ciphertext c, the 

decryption function as in eq.(6) 

                

For instance, to encrypt m = 65, then calculate 

                      

To decrypt c = 2790, then calculate 

                       

Using the modular exponentiation square-and-multiply approach, each of 

these computations may be performed quickly. It would be simple to factor n = 

3233 (obtained by the publicly accessible public key) back to the primes p and q 

in our example, even if in reality the primes chosen would be considerably 

bigger. The private key is then retrieved by inverting e, which was also 

generated from the public key, to produce d. Modulus of factors calculations 

may be sped up by using the Chinese remainder theorem, which has many 

practical uses (mod p q using mod p and mod q). 

https://en.wikipedia.org/wiki/Least_common_multiple
https://en.wikipedia.org/wiki/Coprime
https://en.wikipedia.org/wiki/Modular_multiplicative_inverse
https://en.wikipedia.org/wiki/Plaintext
https://en.wikipedia.org/wiki/Ciphertext
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The components of the private key, d p, d q, and     , may be 

calculated using the formula below: 

        (   )……………………………………………..…….(7) 

         (    )      

As in eq.(7) 

        (    )      

      
        ………………………...……………………….(8) 

                

 (      )                      

The following describes how to effectively employ dp, dq, and qinv for 

decryption (encryption is effective by selecting an appropriate d and e pair): 

    
        ……….……………………………….…………………..(9) 

                  

    
        ………………………………………………………….…(10) 

                   

  (     (     ))     ……………………………………………..(11) 

 (     )          

        …………………………………………………………….(12) 

             

2.6 Cloud Computing 

 Cloud computing is the on-demand availability of computer system 

resources, particularly data storage (cloud storage) and processing power, 

without the user's direct administration. Large clouds often spread their services 

across many sites, each of which is a data center. Cloud computing depends on 

resource sharing to accomplish coherence and often uses a "pay-as-you-go" 

approach, which may aid in decreasing capital expenditures but may also lead to 

unanticipated running expenses for uninformed users [49].  
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All of the following defining features are shown by the cloud computing 

model: 

 By allowing users to more easily re-provision, add, and grow their 

technical infrastructure resources, cloud computing has the potential to 

boost an organization's overall agility. 

 Cost savings are introduced by cloud service providers. In a public cloud-

based delivery model, upfront investments like those made in hardware, 

such as servers, are transformed into recurring operating expenditures. 

Since infrastructure is generally supplied by a third party, and hence does 

not need to be acquired for rare or one-time demanding computer 

functions, this is said to reduce barriers to entry. Many different pricing 

models may be used in the realm of utility computing. These can range 

from "fine-grained" models to models that are based on the amount of 

actual usage. As well, as reduced internal Implementing projects that 

make use of cloud computing require IT expertise. Other articles go 

further into financial matters and may be found in the e-FISCAL project's 

state-of-the-art repository [50] [51]. The bulk of these publications 

concludes that the potential for savings is conditional on the nature of the 

activities being supported and the types already present. 

 Users may access systems through a web browser even if they are in a 

different location or using a different device. This is possible due to 

device and location independence. Technology such as a personal 

computer or a mobile phone. This is possible because the infrastructure is 

hosted remotely (typically by a third party) and is accessible online. 

 Since the data is saved on an external server that is managed by a 

provider, it is far simpler to keep a cloud environment up and running 

than it would be to invest in the infrastructure of a data center. Because 

the cloud service provider's IT department manages and updates the 
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system, cloud computing is more cost-effective than keeping a data center 

in-house. 

 Resource and expense sharing across a wide user base are made possible 

by multitenancy, providing : 

 inexpensively concentrating infrastructure (such as electricity, real estate,  

etc.) 

 increased potential for handling peak demands (Users do not need to 

design and pay for resources and equipment to handle the highest possible 

load levels). 

 system upgrades for systems that are normally barely utilized 10% to 

20% of the time.  

 The IT staff of service providers use web services as an interface to see 

things and build a cohesive structure and have a loose network of links.  

 Instead of waiting for the data to be stored and sent by email, productivity 

may rise when numerous users may work on the same piece of 

information concurrently. Time is saved for everyone involved when 

fields are consistent since duplicate data entry is avoided and application 

software changes are not required. 

 Because the availability of the cloud may be increased by employing 

many redundant locations, it is a viable option for usage in ensuring 

business continuity and reacting to calamities.  

 Scalability and elasticity through fine-grained, self-service resource 

dynamic ("on-demand") provisioning in close to real-time (Note that 

different VM types, locations, operating systems, and cloud providers 

have different VM startup times), without requiring customers to plan for 

peak loads. This enables scaling up as usage requirements increase or 

down when resources are not being used.  Because it takes less time to 

add new resources than it used to, The time-saving benefits of cloud 
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scaling also mean faster time-to-market, and greater enterprise agility and 

agility. To propose models of efficient elasticity, machine learning 

methods have recently been used as a method for regulating elasticity. 

 Even if data centralization, more resources being allocated to security, 

and other factors may contribute to an improvement in security, Loss of 

control over some sensitive information and key stored vulnerabilities 

may exist. Most of the time, the security provided by these systems is on 

par with or even better than that provided by more conventional systems, 

because service providers can afford to invest resources in resolving 

security vulnerabilities that many customers either cannot afford to 

address or for which they lack the technical expertise [68]. However, 

when data is spread over a large area or across multiple devices, as well 

as in multi-tenant systems shared by offline users, the complexity of 

security increases exponentially. There's also a chance that users won't be 

able to access the security audit logs if they try. The desire of users to 

prevent the loss of information security and control over the underlying 

infrastructure has been a driving force in the creation of private clouds. 

2.6.1 Types of cloud computing.  

There are three methods for creating and deploying cloud computing 

services [52]: 

1 .Public Cloud 

In this model, the company providing cloud computing services, which is 

sometimes referred to as a third party since it provides cloud computing services 

to other businesses for a fee, owns and controls the cloud computing services. 

Users of this service use online apps, which are often accessed using a web 

browser. 

2 . Private Cloud 
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Cloud computing services utilized just by one business or organization 

are referred to as private clouds. The private cloud resources may be housed 

within the business that owns the private cloud, or some businesses may use 

other cloud computing service providers to host their cloud. This model can be 

seen as a hybrid solution. The data center for cloud computing. 

3 . Hybrid Cloud 

In this model, the public cloud and private cloud are merged, and 

contemporary technologies are used to connect the services so that cloud users 

may use the general services offered, and these services often utilize additional 

services in the private cloud. 

 

 

2.6.2 Types of cloud computing services. 

The most important types of cloud computing services are software 

services, platform services, and infrastructure services. 

1- IaaS  

Companies may employ a service called "Infrastructure as a Service" 

which provides them with physical resources like servers, networks, and storage 

spaces and bills them on a pay-as-you-go basis. One of the most important 

advantages of this service is that it helps companies to avoid the price of owning 

servers, which saves them time and effort in managing and maintaining them 

and gives them flexibility in choosing server capacity depending on 

consumption. Along with these benefits, this service also helps organizations 

save money by not having to buy servers [53]. 

2 .Online Platform Service - PaaS 

This service, also known as Platform as a Service, consists of the 

operating systems, databases, and software required to build and execute 

Internet-based applications. It also includes IaaS infrastructure services. 
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3 .Software Service - SaaS 

The phrase "Software as a Service" refers to a kind of cloud-based 

computing service comprised of "PaaS" or "platform as a service" electronic 

platform services and "third-party software" that is operated over the Internet 

and is generally accessed using a web browser. The fact that the fee for using 

the service is paid when the user needs the programs is one of the most 

important benefits for the user of this service. This saves the user a substantial 

amount of money compared to the cost of purchasing and updating these 

software, as shown in figure 2.2. For a fee that may be paid either monthly or 

annually, Office can be accessed via the user's browser. 
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Figure (2.2): Electronic platform services  
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2.6.3  Cloud computing uses 

There are many uses for cloud computing, and even if you are not aware 

of them, you likely use one of the services it offers. If you're using the internet 

for anything—from storing data to listening to music to playing games to 

watching live broadcasts—then you're using cloud computing services. 

However, there are many other uses for cloud computing as well, and the 

following are just a few of them [54]: 

 Saving and storing data (backup) 

Google Drive and Drobox are just two of several similar free 

services. Large organizations often pay for this service to preserve multiple 

copies of their databases, as opposed to individuals. By storing data in the 

cloud, it is accessible from any location and device. 

 Live broadcast of audio and video 

With the use of this service, you may show audio or video files on 

platforms provided by cloud computing service providers, whether you're 

watching a live broadcast or watching previously recorded content. 

 Customized software                                      

This capacity makes it simpler for software developers to 

disseminate their goods broadly, which is a significant benefit of cloud 

computing. This reduces the program's vulnerability to hacking and 

ensures that users always have access to the most recent version of any 

software they use. The most popular services of this kind are Google Docs 

and Google Sheets. 

 data analysis 

The ever-increasing volume of data is one of the most crucial 

challenges facing firms of all types, including public and private 

organizations today, making the analysis of data on desktop computers 

inefficient despite their remarkable capabilities. As a result, since the 
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majority of cloud computing service providers provide a variety of 

platforms for data analytics, many institutions use cloud computing 

services to analyze their data. 

 Application development and testing 

While cloud computing service providers offer numerous specialized 

platforms for developers (programmers) to enable them to develop cutting-

edge applications and test them before making them available to users, 

there are times when a software developer needs to use high-end devices to 

develop a particular program and other times when the developer cannot 

obtain a computer. As a result of these capabilities, it turns to cloud 

computing platforms for this. 

 Hosting websites and applications 

This service offers freedom in determining the resources required to 

operate websites, web apps, or application programming interfaces (APIs) 

while enabling the option of hosting these types of applications. 

 

2.7 Data Security in Cloud Computing using RSA 

 The ability of cloud computing to reduce computing costs has made it 

the most widely studied emergent paradigm. Internet-based technology that 

provides on-demand services to customers is the most fascinating and alluring 

innovation of our day. For obvious reasons, security is a major issue that 

prevents the widespread use of cloud computing. Since cloud computing is still 

a new concept, this is to be expected. Various security issues have been raised 

concerning cloud computing since the user does not have direct physical access 

to the data. It's clear that cloud computing has huge potential and is also quite 

efficient. It suggested a technique using the RSA algorithm to assure the 

security of the data [55]. 

2.8 Data Security Issues in the Cloud 
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1. Privacy and Confidentiality: There should be some assurance that 

access to the client's hosted data in the cloud will only be permitted by 

those with the proper authorization. Another issue that might potentially 

endanger cloud data is cloud staff having improper access to sensitive 

client information. Cloud users should be provided guarantees regarding 

the security of their data, and suitable procedures, privacy policies, and 

practices should be in place [56]. 

2. Data integrity: The capacity to determine precisely what happened to a 

given dataset and when it happened is just as important as protecting the 

security of the data stored in the cloud. The client must be made aware 

of the type of data being kept in the cloud, its origin, and any integrity 

protections that have been put in place by the cloud service provider. 

Cloud service providers need to have procedures in place to protect the 

integrity of the data and to know what occurred to a dataset and when it 

happened. This is in addition to ensuring data security. The cloud 

service provider must inform the customer of the type of data being 

stored in the cloud, its source, and any integrity safeguards that have 

been implemented. 

3. Data placement and relocating: Cloud computing provides a high level 

of data mobility. ConsUsers typically do not understand where their data 

is stored. The location of the device used to store confidential 

information in the cloud may be of interest to organizations. It is also 

suggested that they choose a location that has some personal 

significance (e.g., data to be kept in India). It is thus necessary for the 

Cloud provider and the customer to enter into a written contract 

specifying the location or known server where the data will remain. 

Also, the security of systems, particularly the security of data, should be 

ensured by cloud providers, who should also offer strong authentication 

to protect client data. The transfer of data between locations is another 
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problem. Data is first kept at a location determined by the cloud service 

provider as being suitable. However, it frequently relocates from one 

location to another. Cloud service providers have agreements with one 

another and share resources. 

4. Data Availability: Customer data is typically saved in chunks on 

several servers, generally located in various regions or Clouds. In this 

case, As the availability of seamless and uninterruptible supply becomes 

more and more challenging, data availability emerges as a serious 

genuine concern [57]. 

2.9 The hardware component of the Sensing Area 

2.9.1  Arduino (Node MCU) 

An open-source and affordable Internet of Things platform is NodMcu. A 

hardware platform based on the ESP-12 module and a firmware platform based 

on the ESP8266 Wi-Fi SoC made up the first components. Support for the 32-

bit ESP32 MCU was later added [58]. 

You may get prototype board designs for use with the free, open-source 

NodeMCU firmware. Node and MCU are abbreviations for the microcontroller 

(micro-controller unit). In a strictly techical sense, "NodeMCU" refers 

exclusively to the firmware and not to the associated development kits. 

Lua is a scripting language used by the firmware. The firmware is based on the 

eLua project and was developed using the Espressif Non-OS SDK for ESP8266. 

It makes use of a lot of free source programs, including SPIFFS and lua-cjson. 

Users must choose the proper hardware for their project and develop firmware 

that is optimal for their requirements due to limitations on the resources that are 

available. The 32-bit microcontroller ESP32 has also been supported. Circuit 

boards with a Dual In-Line package (DIP) are often utilized as prototype 

hardware. This board has a USB controller as well as a second, smaller board 

with a surface-mounted microprocessor and antenna. It is simple to prototype on 
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breadboards thanks to the DIP format selection. The ESP-12 module of the 

ESP8266, which is a Wi-Fi SoC combined with a Tensilica Xtensa LX106 core 

and is extensively utilized in IoT applications, served as the design's basic 

foundation [58]. 

It can list the uses of the nodemcu as follow:  

 Internet Smoked Alarm. 

 VR Tracker. 

 Octopod. 

 Serial Port Monitor. 

 ESP Lamp. 

 Incubator Controller. 

 IoT home automation. 

 Security Alarms. 

The advantage of the nodmcu is listed below : 

 Open-source 

 Arduino-like hardware 

 Status LED 

 MicroUSB port 

 Reset/Flash buttons 

 Interactive and Programmable 

 Low cost 

 ESP8266 with inbuilt wifi 

 USB to UART converter 

 GPIO pins 
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Fig. (2.3): output Pins of the Node MCU 

 

Fig. (2.4):  Node MCU hardware model ESP8266 

 



Chapter two                                                                         Theoretical  

 

(36) 
 

2.9.2 Heart rate sensor 

 A portable monitoring device called a heart rate monitor (HRM) allows 

for both real-time heart rate measurement and display as well as heart rate 

recording for future studies. The user's heart rate may be recorded while they 

are engaging in physical activity, which is one of its main applications. There is 

information regarding monitoring one's heart rate [59]. 

 Electrical and optical heat rate sensors are the two types available. Each 

electrical monitor consists of a transmitter and a receiver that is worn to the 

chest. A radio signal is sent when a heartbeat is detected, and the receiver 

utilizes this signal to show or calculate the current heart rate. The chest strap 

itself may be the source of this signal, or it may be an unexplained radio pulse 

(such as Bluetooth, ANT, or other low-power radio links). Both eavesdropping 

and using a user's receiver to pick up signals from other nearby transmitters are 

now impossible thanks to recent improvements in technology. Eavesdropping 

can no longer be done (a phenomenon known as cross-talk interference). It's 

vital to keep in mind that older radio transmission technology called Polar 5.1 

kHz could potentially be used below the waves. 2.4 GHz is the frequency that 

Bluetooth and Ant+ both utilize since higher-frequency signals cannot pass 

through water. 

Modern devices use the optical method, which includes shining light through 

the skin from an LED and detecting how the light is scattered by blood vessels 

to get a heart rate. Some of these technological instruments can monitor blood 

oxygen saturation in addition to heart rate (SpO2). As previously indicated, 

certain modern optical sensors can also send data. 

Modern gadgets may be used to show and/or gather data, such as watches 

and cell phones. Some gadgets can track many metrics at once, including heart 

rate and oxygen saturation. These might have sensors that measure distance, 

speed, and position, such as accelerometers, gyroscopes, and GPS. In recent 
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years, Heart rate monitors are already a commonplace inclusion in 

smartwatches, greatly enhancing their appeal. PPG sensors are often used in 

some smart watches, smart bands, and mobile devices. The shape of the sensor 

used for heart rate is shown in figure (2.5). 

 

Fig. (2.5): Heart rate sensor 

2.9.3  Temperature sensor 

It's challenging to define the idea of temperature. Temperature is typically 

used as a qualitative criterion to categorize whether a substance seems to be hot 

or cold. More specifically, every molecular component of matter that moves has 

a unique kinetic energy and motion. Temperature is inversely related to the 

average kinetic energy of molecules, even though it is not an independent 

measure of energy. Temperature is a property of physics that describes the 

average amount of molecule kinetic energy. This implies that when the 

temperature rises, the molecules move more quickly the hotter it is. At absolute 

zero, the temperature is 0 kelvin (or -273.15 degrees Celsius) since the 

molecules are not vibrating at all. As shown in figure (2.6) [60]. 

Any instrument used to measure temperature is referred to as a 

"thermometer." The molecular kinetic state cannot be directly detected by 

thermometers; instead, they monitor thermometric variables, which are qualities 

that vary under the molecular kinetic state. There are several ways to measure 

temperature, depending on the thermometric variable. Thermistors and 
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Resistance Temperature Detectors are types of constant temperature sensors 

used in oceanography (RTDs).  

 

 

 

 

 

 

 

 

 

Figure (2.6): Sensor for digital temperature 

2.9.4 Sound Sensor 

A sound sensor records the acoustic waves and displays a vibrational 

representation of the sound. It has a sensitive capacitively electret microphone 

built right into it. The electret fil min microphone vibrates in response to the 

acoustic pulse, which shifts capacitance and results in a micro voltage change. 

Following that, the blue potentiometer-controlled threshold is checked by the 

LM393 comparator in the module after the micro voltage has been transmitted 

there. The sound sensor illustrated in figure ( 2.7 ) generates low-level signals if 

the ambient sound intensity is below the threshold; high-level signals when the 

threshold is not reached [61]. 

 

Main Features 

measuring the sound's strength (note: the vibrational principle can only be 

used to detect the presence of sound); Adjustable sensitivity (you can use the 

blue potentiometer shown in the picture); Working Voltage: 3.3V~5V; Output 
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Mode: Digital Switch Output (low level under working mode); Mounting Hole; 

Size of PCB: 3.2cm x 1.7cm 

 

 

 

Figure (2.7): Sound Sensor Module 
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CHAPTER THREE 

Proposed Framework 

3.1 Introduction 

Hospital operations have been enhanced thanks to the "Internet of Things", 

particularly in terms of patient care. In this regard, the international research 

firm "Gartner" forecasts that by 2020, there will be more than 20 billion 

connections and 646 million medical devices with the Internet of Things 

capabilities. This indicates that the IoT market share (25%) is expected to come 

from the healthcare sector. Any gadget may be connected to another device 

through the Internet to establish the "Internet of Things," which is a large 

network of interconnected "things," including interlinked interactions between 

things and people as well as between things and other things. By enabling 

patients to spend more time conversing with their doctors, the integration of 

medical devices and the availability of data, exchange capabilities have 

improved how doctors treat patients, protected their safety and health, and 

encouraged patient participation. 

3.2 Proposal Health Care Monitoring System design 

In this section, the specifics of the system's operation as described here 

and as seen in figure (3.1). Where the movement of data from the patient to the 

doctor's device has been mapped in detail.  

  

 

 



 Chapter Three            Proposed Framework 
 

(40) 

 

Fig.(3.1): An e-healthcare monitoring system's framework 

 

IoTs are now one of the most potent communication protocols of the 

twenty-first century. Because of their connection and processing capability, all 

of the everyday items we use become a part of the internet in the IoT ecosystem. 

IoT diffuses the Internet's concept and makes it more general. IoT enables 

unified communications between many types of electronic devices. In other 

domains, such as healthcare technology, the IoT has therefore gotten more 

inventive. 

In healthcare technology, the Internet of Things included several varieties of 

low-cost sensors, both implantable and wearable, that allow seniors to access 

current medical healthcare services anywhere and at any time, so improving 

their quality of life. This article proposes designs based on the validity of the 

Internet of Things, which are divided into four steps and shown in Figure (3.2). 
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The next section provides a more comprehensive explanation of each level of 

this architecture. 

 

Fig. (3.2): IoT scenario presented for body care system. 

1. The WBSN stage (area -1- ), Currently, some sensors are implanted beneath 

the skin or worn on the body (intra-body sensors). These sensors might be ones 

that measured body temperature, heart rate, cough sound, or any number of 

other parameters. The master node (MN) receives the data from the sensors and 

transmits it by the 802.15.6 wireless standard. transmits information to the local 

processing unit (LPU), which might be a computer, a tablet, or a smartphone. 

2. The internet stage. ( stage -2-) , To link levels 2 and 3, this level makes use 

of directed media like fiber optics or wireless technologies that are already 

available. 

3. Data storage and analyzing stage (stage -3-), Information is retained  

Heart 

bate  

sound 

temperature 

ciphering 
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4. Health-care-service stage (stage -4- ), During this time, patients receive 

medical care. The information may be given to medical professionals, 

hospitals, or middle-class families. 

 

3.3 The proposed method 

In the form of the proposed system, it will explain each part and how to 

apply it as follows 

 3.3.1. Sensors (I/P) 

In this part, the sensors (temperature, heart rate, sound) pick up vital 

signals from the human body, and these signals are in the form of electrical 

signals and collected via the Arduino. 

3.3.2 ADC 

The Arduino gathers the analog electrical impulses from the sensors and 

transforms them into digital output using the Arduino program which is based 

on C language. This digital output is a high and low value represented by 1,0 

respect. These digital outputs are subsequently sent to the Arduino's Wi-Fi. 

3.3.3 Data coding 

A rule for transforming information (for example, a letter, word, phrase, 

or sign) into another form or representation - usually abbreviated or secret - 

(one sign against another), not necessarily of the same type or length. In 

communication Communication and information processing Data processing, 

encoding Encoding is the process by which information is converted from a 

source code into symbols to be communicated to a target. Decoding is the 

reverse process, which is the conversion of these codes back into information 

understood by the receiver. One of the reasons for resorting to coding is to 
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enable communication in cases where it is impossible, or difficult, to use plain 

language, whether spoken or written. 

  

3.3.4 HTTP protocol 

Web Protocol for Hypertext It serves as the primary and most popular 

means of transmitting data on the World Wide Web. It is a stateless protocol for 

resource transfers across the Internet. The main goal in creating it was to figure 

out how to transmit and receive pages.  

Web browsers employ the user agent, which is port 80 on the server and 

is part of the seventh layer of the Internet Protocol packet system. To collect the 

required pages, it typically cooperates with the fourth layer, more especially 

with the Transport Control Protocol, before the TCP protocol's role begins to 

take over 

3.3.5 Connected sensors; 

The temperature, heart rate sensor, and sound sensor have been linked 

with the microprocessor ESP32 to read the temperature, heart rate, and sound 

level for the human body. For synchronization, each sensor needed a 2-wire 

connection, while the other line was used to relay data from the master to the 

slave. To establish the connection, the master always sends a message to the 

slave, to which the slave responds. Without a request from the master, the slave 

is unable to transmit a message. In this context, the master also creates the 

clock. 

There is no need for an extra line of specification since each slave has a 

distinct address. The unique address of the slave is used to determine how the 

master and slave communicate. Only the slave's address should be included in 

the message if the master wishes communication with the slave. The master 

microcontroller (ESP32) initially provides a 7-bit address followed by a 1-bit 

read and writes after giving the start signal.  
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The mechanics of connecting sensors to the Arduino will be explained as 

follows 

1- Temperature sensor; 

In this part, the temperature sensor was linked, which has three 

terminals: one for supplying voltage to the sensor, one for ground, and one 

for data transfer. As shown in Fig.(3.3), the temperature sensor is linked to 

the CPU by connecting the voltage terminal to pin 5v, the ground terminal to 

the ground pin, and the data transfer terminal to pin (13). 

 

Fig. (3.3): Heat sensor connection  

2- Heart rate sensor 

The heart rate sensor is linked in this section, which has three 

terminals: one for giving power to the sensor, one for grounding, and one for 

transferring data. When linked to the processing unit, the voltage end is 

attached to the voltage pin 5v, the ground end is connected to the ground pin, 

and the data transfer end is connected to the data transfer pin A0, as indicated 

in figure (3.4). 
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Fig. (3.4): Heart rate sensor connection  

3- Sound sensor; 

The sound sensor is linked in this section, which has three terminals: 

one for giving voltage to the sensor, another for grounding, and another for 

transferring data. It is linked to the processing unit as shown in the picture by 

connecting the voltage end to voltage pin 5v, the ground end to the ground 

pin, and the data transfer end to data transfer pin A1 on the processing unit 

(3.5).  
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Fig. (3.5): sound sensor connection 

 

4- Overall map of the practical part 

The whole system among three sensors and the processing unit is 

depicted in this figure (3.6). 

 

Fig. (3.6): whole system component connection  

3.3.6 Wifi Adapter  

Utilizing the Wi-Fi protocol, the data acquired from the three sensors 

(which were Digitized and encoded electrical impulses) will be transmitted to 

the secondary computer, which may carefully monitor the patient. 

3.3.7 Secondary PC 

It is permissible for the secondary computer to talk about mapping, as 

well as talk about the encryption algorithm and its mechanism of work as shown 

in the flow chart drawn in figure (3.7). 
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Figure (3.7): mechanism of Secondary PC of the encryption  

3.3.7.1 ASCII code 

The ASCII standard is a computer symbol representation system, that 

defines a correspondence relationship between a numeric value of a bit 

sequence and a symbol or graphic used in a written language. Since computers 

can only process electrical impulses that are either zero or one or the bit in a 

programming language, 

3.3.7.2 RSA algorithm Encryption 

Using the initial value, the public key was generated and thus the data 

was encrypted using the RSA algorithm, as shown in figure (3.8), which shows 

us the flow chart of the system used for the RSA encryption. 
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Figure (3.8): Flow chart for RSA encryption 

start 

Read plain text 

 

Generate RSA key 

Read each of data 

Encrypt by using RSA function 

END 

Encrypted Data 

Collect all encrypted data  

Is all data 
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3.3.8 The Doctor PC 

It is acceptable for the doctor's computer to discuss remapping as well as 

the decryption method and how it works, as indicated in the flowchart in figure 

(3. 9). 

 

 

Figure (3.9): procedure and machinist at doctor's computer. 
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3.3.8.1 Initial value 

Any two distinct large random prime numbers are used here to compute 

the private key and the public key of the encryption method utilizing the 

algorithm functions and equations described in chapter two. 

3.3.8.2 Public key Gen. 

The RSA algorithm uses a public and private key. Anyone attempting to 

get in touch with the key owner must be aware of the public key, which is 

merely the encryption key. As its name indicates, it is a public key. It's okay for 

everyone to know him. Which is generated in the doctor's computer and sent to 

the secondary computer, through which the encryption algorithm is run and the 

results are displayed in the secondary computer. 

3.3.8.3 Privet key  

Only the public key can be used to encrypt the information data, and the 

private key is required to decrypt this data. As its name indicates, it is a private 

key. Nobody should know that. RSA database keys are generated in the manner 

previously described in Chapter 2 in detail and here only a doctor can follow up 

on patients 

3.3.8.4 RSA algorithm decryption 

As illustrated in figure (3.10), which displays the flow chart of the system 

used for the RSA decryption, the Privet key was produced using the initial 

value, and as a result, the data was decrypted using the RSA technique. 
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 Figure (3.10): Flow chart for RSA decryption 
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3.3.8.5 Decoding 

 Coding involves reinterpreting the encoded data into a form similar to 

the original form of the data that can be displayed 

3.3.8.6 DE mapping 

In this part, The ASCII code process will be reversed and the data 

returned to its original form. 

3.3.8.7 Cloud type (Hybrid cloud); 

In the previous chapter, he discussed the cloud and its types in general, 

and in this section, the hybrid cloud type employed in the practical portion of 

the proposed system will be described. Since it integrates both public and 

private clouds, it is considered cloud computing. As opposed to this, a hybrid 

cloud integrates and organizes the benefits and services offered by both public 

and private clouds. 

The hybrid cloud was chosen from among the types of clouds because it 

represents an excellent choice due to its main advantages, including: 

 Scalability. 

 Quick response. 

 Reliability. 

 The administration. 

 Security. 

  Low Price. 

3.3.8.8 Cloud service  (IaaS): 

IaaS is a type of cloud computing service that lets you process, store, and 

connect on-demand and pay-per-use. (SaaS), (PaaS), and (IaaS) are three 

different types of cloud services. Reduce local data center maintenance, save on 

hardware costs, and get real-time insights into your business by moving your 

enterprise infrastructure to IaaS services. With the flexibility to change your IT 
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resource allocation in response to demand, IaaS solutions are available. In 

addition, they improve the reliability of your core infrastructure and enable the 

rapid deployment of additional applications. 

Reasons to use IaaS 

 costs are optimized while capital expenditures are decreased. 

 The scale and performance of IT workloads are increased. 

 Improves supportability, stability, and dependability. 

 Enhances disaster recovery and business continuity. 

 Security is increased. 

 Helps you develop and more rapidly release new applications to 

consumers. 

 

3.3.8.9 ASP.Net core 

Technology helps to build high-performance websites and helps to make 

Web API Server, which is a server without interfaces and which will be the 

source of data for many parties, including mobile applications that need to store 

their data on the Internet. The primary Asp.net is the update, updated and free 

version of the old technology called Asp.net. The programming language used 

in this technology is C#, which is rich in the definition. 
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CHAPTER FOUR 

RESULT AND DISCUSSION 

4.1 Performance Evaluation 

` The scheme in Figure (3.2) was implemented using the software. Whereas 

MATLAB simulation language was used and the results were as shown in the 

following curves. Where an important metric is the bit error rate (BER) along 

with the RSA algorithm and without RSA on two types of channels, flat fading 

and AWGN  

4.2 The AWGN channel with RSA 

       In this part the performance of the system is discussed using AWGN 

channels in the case of ciphring represented by the red curve, and in the absence 

of ciphering represented by the blue curve. as in Figure(4.1); ( 

 

Figure (4.1): ciphering and without ciphering curve in AWGN channel 



 Chapter Four                    Result and Discussion 
 

   

(55) 

        We find that the relationship between Eb/No and BER is an inverse 

relationship for the coding curves and without the coding curves because the 

higher the (Eb/No) the less the effect of noise on the signal due to the energy 

difference between them. We note that ber for encryption is slightly higher than 

without encryption because the encryption process increased the number of bits 

sent and thus led to an increase in the bits in which an error occurred and this 

leads to increased security of the transmitted data 

4.3 Flat fading channel with RSA: 

       In this part the performance of the system is discussed using flat 

fading channels in the case of ciphring represented by the red curve, and in the 

absence of ciphering represented by the blue curve. as in Figure )4.2) 

 

Figure (4.2):ciphering and without ciphering curve in flat fading channel 
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      We find that the relationship between Eb/No and BER is an inverse 

relationship for the ciphering curves and without the ciphering curves because 

the higher the (Eb/No) the less the effect of noise on the signal due to the energy 

difference between them. We note that ber for encryption is slightly higher than 

without encryption because the encryption process increased the number of bits 

sent and thus led to an increase in the bits in which an error occurred and this 

leads to increased security of the transmitted data. 

We also note that in each run we find the noise random and therefore its 

effect on the data is random so we will notice slight differences between the 

curves in each run but the values and limits are almost equal and the system 

performance is stable 

4.4 Decryption failure (DF); 

It is the condition that occurs if the decryption bits get an error due to the 

strength of the encryption and the system is unable to extract the sent message. 

There is a relationship between the decoding failure that increases with 

increasing (p, q) values which are represented by figure (4.3); 

(p,q) 

 Fig (4.3); decryption failure(DF) 

 

D
F
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From Figure (4,9), it has the advantage of allowing you to regulate the 

cipher's strength. For example, if we use a communication system with a high 

BER, we recommend using low P and q values to keep the DF low, and if the 

system has a low BER, we recommend using high P and q values to keep the 

DF high, but this value is considered too low for a robust system because its bit-

error rate is low. 

As a result, the suggested system may adapt to this system and raise or 

reduce the encryption strength as desired by the user. 

On the other hand, some systems, such as those that utilize the TCP / IP 

protocol, may fix a very big error or retransmit it again, where the error rate is 

zero, allowing the suggested encryption to be used to its maximum efficiency. 

Maximum security and extremely high transaction values. 

The data was transported across the cloud using the TCP / IP protocol 

when the system was developed and realistically implemented. This protocol 

does not tolerate and correct faults. Therefore, in all tested circumstances, there 

was no difficulty in delivering data from the patient to the doctor entirely and 

without mistakes. As a result, the suggested system is very efficient in data 

transfer and encryption. 

4.5 Examples of encryption and decryption of messages 

Examples of implementing the mechanism of sending a message, 

encrypting and decrypting it using the Matlab program; 
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Table (4.1): Implementation of RSA encryption and decryption for P=13 

and q=23 

Parameters P=13 q=23 N=299 

Public key 5 

Privet key 53 

Message 12345 

ASCII code of inter  

message in hexadecimal  

49   50  51  52  53 

Cipher text of the 

entered message 

82  150  181  117  40 

Decryption ASCII code 

of the message 

49  50  51  52  53  

Decryption of message 12345 

 

Table (4.2): Implementation of RSA encryption and decryption for P=23 

and Q=61 

Parameters P=23 Q=61 N=299 

Public key 7 

Privet key 943 

Message 12345 

ASCII code of inter  

message in hexadecimal 

49   50  51  52  53 

Cipher text of the entered 

message 

324  560  523  1383  28  

Decryption ASCII code 

of message 

49  50  51  52  53  

Decryption of message 12345 
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Table(4.3): implementation of RSA encryption and decryption for P=61 

and Q=97 

Parameters P=61 Q=97 N=5917 

Public key 7 

Privet key 823 

Message 12345 

ASCII code of inter  

message in 

hexadecimal 

49   50  51  52  53 

Cipher text of the 

entered message 

751  5562  3268  5592  5823  

Decryption ASCII code 

of the message 

49  50  51  52  53  

Decryption of message 12345 

 

4.6 Practical Performance Evaluation; 

The scheme in Figure 3.2 was implemented using the software. Where 

the C# language was chosen because it is a programming language that 

supports the platforms that generate Windows software used and the results 

were as shown in the following curves. 
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4.6.1 Heart rate measurement 

The figure in the results above depicts the heart rate over time, which is 

measured for a patient when the device is set up in practice 

 

Figure (4.4): Heart rate is measured. 
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4.6.2 Temperature measurement    

The temperature over time, which is measured in practice for a patient with the 

device set up, is depicted in the results above in the figure.

 

Figure (4.5): Temperature is measured. 

4.6.3  Cough measurement  

The figure in the findings above depicts the Cough over time, which is measured 

for a patient using the device in a clinical setting. 
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Figure (4.6): The measurement of Cough in real life. 

4.7 Secondary pc GUI 

In this section, the graphical user interface that appears to us after using 

the device in practice, which is near the patient and tracks his condition in the 

process 

 Inside the hospital or even if it is in the patient's home, this interface appears to 

us where 

1- it must put the IP of the patient's computer 

2- It represents the public key entry generated using the RSA algorithm 

3- Representing the operation of the interface and showing the results 

4- It represents the digital display of the results for each of the 

temperature, sound, and heart rate 

5-Presentation of the results in curves 

Time 

sec 

cough 
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Figure (4.7): The Secondary pc GUI 

4.8  Doctor GUI 

In this section, the graphical user interface that appears to us after using 

the device in practice, which is close to the doctor where the doctor monitors 

the patient’s condition, follows up, and takes the necessary action for him 

according to his health condition, and it will explain the details of the graphic 

user interface in detail as follows; 

1- It is the Internet address or website link, and it is an essential part of the 

Uniform Resource Identifier, through which Internet sites are identified. 
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2- Here it will generate the cryptographic keys for the RSA algorithm (public 

and private) that will be generated when the key generation key is pressed. 

3- In this key, the encryption key will be entered and run to open the encrypted 

data and display it in the interface 

4- After selecting the private key, it will start booting with the start key 

5- That it defines the temperature threshold that when the patient’s temperature 

is exceeded, an emergency will be announced and the doctor will be 

alerted to take the necessary measures for the case, which has been set at a 

temperature of 37 degrees, and this threshold can be changed according to 

the condition, gender, age and according to the doctor’s opinion 

6- That it defines the heart rate threshold that when the patient's heart rate is 

exceeded, an emergency will be declared and the doctor will be alerted to 

take the necessary measures for the case, which have been set at a rate of 

100 beats per minute. 

7- That it defines the cough sound threshold that when exceeded by the patient's 

coughing sound, an emergency will be declared and the doctor will be 

alerted to take the necessary measures for the case, which is set at 60 dB. 

The patient's health status, gender, age, and the doctor's recommendation 

may all influence this limit. 

8- Display results in curves for a temperature, heart rate, and cough sound 

9- This part can be called the notes board where he can write anything related to 

the patient from his name, age, other diseases, and previous diagnoses so 

that the doctor can follow the patient's condition and know all the previous 

procedures 
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Figure (4.8): Doctor GUI 

4.9 Data Reading Comparison 

The proposed system was tested against a reference device (electronic 

thermometer, heart rate ox meter, and digital sound level meter). This 

subsection, looked at different ages and genders of people, female and male, 

and used the proposed framework and compared it to reference devices. All data 

is collected at the same time and from a different hand. In the proposed system, 

it can see the data close by while measuring heart rate, sound, and temperature. 

As the normal temperatures should be from 35 to 37 degrees, which is not heat, 

and more than that, is considered high, as for the sound of a normal cough as 

well, it ranges between 20db and 60db, and if the degree increases more than 
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that, it will be a stronger and more severe cough, and thus it is considered a 

critical condition. The heart rate ranges during rest and should be between 60 

and 100 beats per minute, if it rises more than that it is considered a dangerous 

and embarrassing condition.  The measured data with different ages are listed in 

the tables (4.5): 

Table (4.4): Measurement values for males using reference devices against 

the proposed framework 

 

Gender 

 

Sl. 

No.  

Reference devices 
 

Proposed framework 

Age 
Heart 

rate 
sound Temperature 

Heart 

rate 
sound Temperature 

Male 1.  8 80 50 36.6 85 55 37.1 

Male 2.  15 85 57 37 81 59 37 

Male 3.  35 88 60 36 91 59 36.2 

Male 4.  43 115 62 35.5 120 63 36.1 

Male 5.  
 
 

65 67 53 36.7 65 53 37 
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Figure (4.9): comparison of the measures of heart rate using a proposed 

framework with a reference device 

 

Figure (4.10): comparison of the measures sound using a proposed 

framework with a reference device 
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Figure (4.11): comparison of the measures temperature using a proposed 

framework with a reference device 

Table (4.5): Measurement values for females using reference devices 

against the proposed framework 

 

Gender  

 

Sl. 

No.  

Reference devices 
 

Proposed framework 

Age 
Heart 

rate 
sound Temperature 

Heart 

rate 
sound Temperature 

Female 1.  10 80 51 36.7 78 54 37.2 

Female 2.  14 81 55 36.6 85 58 36.9 

Female 3.  25 83 60 35.5 85 61 36 

Female 4.  37 72 54 36 72 56 36 

Female 5.  
 
 

70 71 50 36.3 67 51 36.7 
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Figure (4.12): comparison of the measures of heart rate using a proposed 

framework with a reference device 

 

Figure (4.13): comparison of the measures sound using a proposed framework 

with a reference device 
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Figure (4.14) comparison of the measures temperature using a proposed 

framework with a reference device 

 

4.10  comparisons with some researchers: 

Table (4.6); Comparison with some research by other researchers 

Authors  Year Proposed Best 

search 

result 

 

The result 

of our 

system 

 
-M. Shankar 

Lingam 

-Raghavendra Gs 

-Arun Kumar- 

-V. Anand 

2020 In this 

paper, we 

propose 

encryption 

and data 

aggregation 

techniques 

to enhance 

the security 

of 

healthcare 

Encrypted 

using data 

compression 

level up to 

12.4 

Data 

transmission 

from the 

sensors is 

encrypted 

with the 

RSA 

algorithm 

and sent 

through the 

cloud for 

34.5

35

35.5

36

36.5

37

37.5

age 10 age14 age 25 age37 age 70

Temprature  

Temprature (Proposed) Temprature ( Reference )
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systems 

using IoT 

sensors and 

devices. 

only the 

doctor to 

receive, 

where the 

data is 

encrypted in 

a strong, 

efficient and 

successful 

way. 

Kadhim Takleef 
Kadhim 

2020 New people 

control 

system 

suffering 

from heart 

disease is 

proposed in 

this thesis 

The 

proposed 

system has 

been 

designed and 

successfully 

implemented 

based on 

Internet of 

Things (IoT) 

technology 

and the 

system can 

be used to 

sense a 

sudden 

change in 

vital signs of 

patients of 

all ages. 

-Kedir Mamo 

Besher 

-Zareen Subah 

-Dr. Mohammed 

Zamshed Ali 

2020 Suggesting 

an 

encryption 

algorithm 

embedded 

in the sensor 

to the 

patient 

immediately 

before 

sending it 

Encrypted 

using the 

suggestion to 

add one 

number or 

one letter to 

the sent 

message 

 

RanjeetaPandhare- 

-Swatee S. Nikam 
2021 Use the 

AES 

encryption 

algorithm to 

get effective 

data 

Create 

encryption 

more 

efficient and 

powerful 

than other 
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encryption 

across the 

Internet of 

Things 

algorithms 

 

 When data is compressed at a level higher than 12.4, this data will be 

distorted and thus limited to a certain size of transmitted data. Thus, our 

search is better in terms of the amount of data transmitted. 

 In the second research, we found that the data was successfully collected 

and transmitted using the Internet of Things, but without the use of 

encryption for this data, and therefore it is vulnerable, so our research is 

better in terms of patient data safety. 

 The encryption algorithm level is very weak and insecure as it is 

suggested to add one number or one letter to the sent message so that this 

algorithm is almost worthless and the hacker can easily detect it. The 

RSA encryption algorithm we used is very strong and cannot be hacked. 

 In the fourth research, this encryption algorithm is effective in encrypting 

data, but it is very slow compared to the RSA algorithm because it 

contains computational complexities that make it take a long time, and 

types of computers with a powerful processor must be able to encrypt, 

and it is also a symmetric algorithm that is the same as the encryption key 

in decryption which the hacker can decrypt using all possible 

combinations 
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CHAPTER FIVE 

CONCLUSION AND FUTURE WORKS 

5.1 Conclusions 

1. Practical application is very beneficial because it reduces direct patient 

contact and remote follow-up, gradually reduces the use of human 

resources and increases the operational efficiency of advanced and 

affordable technology resources. 

2. The proposed system provides direct access to patient data through the 

use of the doctor's personal computer from anywhere so that it is a high-

quality environment that is easy to use reliably via the cloud. 

3. The system provides instant alerts in case of an emergency regarding the 

patient's vital signs, thus prompt and timely treatment 

4. Ease of developing the implemented system in practice by adding 

devices and sensors and programming them in proportion to the function 

for which they were designed, making it a high-quality and accurate 

development environment. 

5. The speed of your Internet network is an important factor in transmitting 

reports and data between the local server and the cloud for this system. 

6. The use of system data graphical user interface makes the system highly 

efficient for display and information exchange. 
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5.2 Future Works 

The future suggested by the authors is summarized as follow:  

1. Including more sensors by the demands of the medical institution. Using the 

required hardware and software components to identify emergency vital 

signs that affect the patient's situation through a comparison of the 

measurement data for the measured vital signs for all patients and extract the 

worst critical condition among them and then send a report of the critical 

condition that needs medical intervention faster than others.  

2. Use urgent alarms depending on the worst critical status among patients 

through calls, E-mail, or SMS notifications. 

3. Use machine learning /AI to identify and classify to separate urgent and 

normal data.  
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 انخلاصت
 

  أ

ػبيًب  56حبهغ أػًبسهى شهذث انغُىاث الأخُشة اسحفبػًب فٍ ػذد انغكبٌ انًغٍُُ )انزٍَ 

فأكثش( فٍ ػذد يٍ انبهذاٌ ، زُث صاد ػذد انًغٍُُ فٍ انؼبنى. ًَج انقذسة ػهً إخشاء يشاقبت ػٍ بؼذ 

نسبنت اندغى وانبُئت انًسُطت يٍ أخم فسص انسبنت انصسُت نلأفشاد الأكبش عُبً انزٍَ نذَهى يىاسد يبنُت 

نزنك يٍ انعشوسٌ يشاقبت خًُغ انسشكبث والأَشطت يسذودة وانىصىل إنً انخذيبث انطبُت انًؼبصشة. 

اندغذَت انخٍ حخى فٍ انسُبة انُىيُت. حشكم شبكت يُطقت اندغى انلاعهكُت أزذ أَظًت انًشاقبت 

(WBAN ٌَخكى .)WBAN  ٍيٍ أخهضة اعخشؼبس يىظىػت زىل اندغى أو صغُشة بًب َكف

 لإدخبنهب داخم اندغى

( يىظىػًب َسظً IoTفٍ إَخشَج الأشُبء ) WBANنقذ كبٌ ديح وإديبج يغخشؼشاث 

ببهخًبو كبُش بٍُ انًدخًؼبث انؼهًُت وانصُبػُت َظشًا نهخأثُش انثىسٌ انزٌ أزذثخه ػهً انىخىد انبششٌ. 

أدي انخطىس انغشَغ نخكُىنىخُب إَخشَج الأشُبء إنً حغُُش انىخىد انبششٌ يٍ خلال إدخبل ، يٍ بٍُ 

، وانشػبَت انصسُت انزكُت ، وانصُبػت انزكُت ، وانًذٌ انزكُت ،  ابخكبساث أخشي ، الأدواث انزكُت

 وانشبكبث انزكُت.

أدي انخطىس انغشَغ نخكُىنىخُب إَخشَج الأشُبء إنً حغُُش انىخىد انبششٌ يٍ خلال إدخبل ، يٍ 

كُت ، بٍُ ابخكبساث أخشي ، الأدواث انزكُت ، وانشػبَت انصسُت انزكُت ، وانصُبػت انزكُت ، وانًذٌ انز

 وانشبكبث انزكُت.

وَقم  RSAَهذف هزا انؼًم إنً حصًُى َظبو يشاقبت خذَذ نهًشَط ببعخخذاو خىاسصيُت أيبٌ 

انًؼهىيبث ػبش وعُػ لاعهكٍ يٍ انًشَط إنً كًبُىحش انطبُب. َخكىٌ انُظبو انًقخشذ يٍ ثلاثت أخضاء 

ظشببث انقهب ودسخت انسشاسة ، أولاً ، حى أخز ثلاثت أخهضة اعخشؼبس فٍ الاػخببس ، وهٍ يؼذل 

وانخٍ ًَكٍ  RSAوانصىث. ثبَُبً ، َظبو خذَذ َقىو بًؼبندت انبُبَبث وحشفُشهب ببعخخذاو خىاسصيُت 

 .إسعبنهب ػبش الإَخشَج إنً انطبُب انبؼُذ

أخُشًا ، َخى حخضٍَ انبُبَبث ويؼبندخهب وفك حشفُشهب فٍ انغسببت ثى زههب نُخى ػشظهب فٍ 

بُب. فٍ كًبُىحش انطبُب ، َخى ػشض انبُبَبث ببعخخذاو يُصت خذَذة يقخشزت خهبص كًبُىحش انط

 حخعًٍ ػًش بشاءة الاخخشاع وخُظ انًشَط ويؼذل ظشببث انقهب ودسخت انسشاسة وصىث انغؼبل.

. فٍ Matlabببلإظبفت إنً رنك ، حى حسهُم أداء انُظبو ببعخخذاو أدواث انًسبكبة بىاعطت 

 ػهً الأداء. RSAثببت يقُبط أداء لإظهبس حأثُش اعخخذاو خىاسصيُت بً BERانًسبكبة ، َؼخبش 



 انخلاصت
 

  ب

َىظر انُظبو انًقخشذ أَه ًَكٍ َقم انبُبَبث ػبش انىعبئػ انلاعهكُت والإَخشَج بأداء ػبلٍ يٍ 

انًىثىقُت والأيبٌ يقبسَت ببنؼًم الأخُش ، ثى غىس واخهت يغخخذو خذَذة نؼشض بُبَبث انًشَط 

 بكفبءة.

َقخشذ اعخخذاو انخؼهى اِنٍ نخسهُم انبُبَبث انىاسدة واقخشاذ انخذيت انًُبعبت نهًشَط.



 

 

       وصاسة انخؼهُى انؼبنٍ وانبسث انؼهًٍ

 خبيؼت بببــم / كهُت انهُذعت

 قغى انهُذعت انكهشببئُت

 

 

تصوين نظام هراقبة الرعاية الصحية باستخدام 
 على شب

ً
كة هنطقة الجسن الآهنة غير المرنة بناء

 إنترنت الأشياء

 

 ةــــالـــرس

 بابل جامعة في ندسةهال يةلك لىا مقدمة

 في علوم الهندسة الكهربائية/اتصالات الماجستير درجة نيل باتلمتط من كجزء
 

 

 من قبل
 ضحى عاجل جاسم الحيدري

 
 

 اشــراف 
 سعد سفاح حسون الأستاذ الدكتـور
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