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Abstract 

Ransomware is defined as malicious software designed by specialized 

people in the field of computing to blackmail whether individuals or business 

by blocking their computer systems and encrypting their data. It considers an 

essential threat to Cyber Security. Medical Healthcare Records (MHRs) have 

been one of the main targets of Ransomware attacks. This could be attributed 

to the fact that attackers here deal with personal medical statistics and 

sensitive patient data. Most patients who fall under such threat hastily respond 

to their blackmailers as they fear being scandalized. Accordingly, utilization of 

Ransomware in medical healthcare has become an immoral means for those 

attackers to gain huge amounts of money.      

The main objective of this thesis is intended to enhance the healthcare 

system through Blockchain technology to treat and investigate unusual 

transactions that may have unfavorable effects on people’s privacy. For this 

purpose, an astute arrangement (smart contract) has been developed. Thus, 

MHRs are protected from any Ransomware attacks, especially from those 

attackers who pretend to be patients and attempt to penetrate the network 

through their claimed records. Besides, it is adopted two procedures in case a 

node is failed and is unable to do any transaction through the network. Either a 

copy of the impaired data is retrieved randomly from any network node or 

restored from the nearest node. 

Finally, the proposed system is evaluated through the Blockchain-Ethereum 

platform. In addition, metrics are utilized for evaluating performance, 

including cost, immutability, data storage, estimated time required by attackers 

to attack the block, and recovery time needed to recover the lost transactions. 

According to that, the proposed system has improved the MHR protection 

based on Blockchain technology, by increasing the estimated attacker time 

required via the attacker to attack the network by 98%.  Furthermore, it 

reduced the cost to 855304 Wei and the execution time for raising patient 

records on Ethereum Network compared to the standard system by 60% 
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 الخلاصة

ف  جالم في متخصصون أشخاص قبل من تصميمها تم ضارة كبرامج الفدية برامج تعُرَّ

 أنظمة حظر طريق عن ذلك يتم حيث الشركات، أو للأفراد سواء الابتزاز لغرض الحوسبة

. سيبرانيال للأمن أساسياً تهديداً تعتبر البرامج هذه. بياناتهم اوتشفير بهم الخاصة الكمبيوتر

 برامج لهجمات الرئيسية الأهداف أحد اعتبارها يمكن (MHRs) الطبية الصحية الرعاية سجلات

 شخصيةال الطبية الإحصاءات مع يتعاملون هنا المهاجمين أن حقيقة إلى ذلك يعُزى أن يمكن. الفدية

 عجل ىعل يستجيبون التهديد هذا تحت يقعون الذين المرضى معظم. الحساسة المرضى وبيانات

 الرعاية في Ransomware استخدام أصبح لذلك، وفقاً. خصوصيتهم انتهاك من خوفاً لمبتزهم

 .المال من ضخمة مبالغ لكسب المهاجمين لهؤلاء أخلاقية غير وسيلة الطبية الصحية

 تقنية خلال من الصحية الرعاية نظام تعزيز هو الرسالة هذه من الرئيسي الهدف

Blockchain اتيةمو غير آثار لها يكون قد التي العادية غير المعاملات في والتحقيق لمعالجة 

 من محمية MHRs فإن وبالتالي،. ذكي عقد تطوير تم الغرض، لهذا. الأشخاص خصوصية على

 ويحاولون مرضى بأنهم يتظاهرون الذين المهاجمين هؤلاء من سيما لا وير، رانسوم هجمات أي

 شلف حالة في إجراءين اعتماد يتم ذلك، جانب إلى. المزعومة سجلاتهم خلال من الشبكة اختراق

 البيانات من نسخة استرداد يتم أن إما. الشبكة عبر معاملة أي إجراء من تمكنها وعدم العقدة

 .عقدة أقرب من استعادتها أو شبكة عقدة أي من عشوائي بشكل المعطوبة

 إلى بالإضافة. Blockchain-Ethereum منصة خلال من المقترح النظام قيم ، أخيرًا

 البيانات نوتخزي والثبات التكلفة ذلك في بما الأداء، لتقييم مقاييس مجموعة استخدام يتم ، ذلك

 لاسترداد اللازم الاسترداد ووقت الكتلة لمهاجمة المهاجمون يحتاجه الذي المقدر والوقت

 تقنية إلى استناداً MHR حماية من حسّن المقترح النظام لذلك، وفقاً. المفقودة المعاملات

Blockchain، لمهاجمة المهاجم قبل من المطلوب للهجوم المقدر الوقت زيادة خلال من وذلك 

 لرفع التنفيذ ووقت Wei 933558 إلى التكلفة خفضت ، ذلك على علاوة. ٪89 بنسبة الشبكة

.٪05 بنسبة القياسي بالنظام مقراتنا Ethereum شبكة على المرضى سجلات
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1.1   Introduction 

Healthcare is a top priority for every society and every human being in the 

world. Therefore, the sector should be covered with resources and technical 

expertise since life and death risks are involved in its work. In addition to 

treating patients, healthcare providers are responsible for keeping their patients' 

private information safe. Medical Healthcare records (MHR) is made up of 

Electronic Health Record (EHR) and Remote Patient Monitor (RPM) [1][2]. 

Information and Communication Technology (ICT) has facilitated 

improvements possible. Consequently, patient care has changed in many ways. 

Smart wearable devices and other sensors monitor a patient's data, which is 

collected and sent for intelligent analysis to make better inferences and provide 

more personalized care. In addition, hospitals keep EHR up-to-date with patient 

health information so that reports and medical histories can be accessed quickly 

and shared easily [3]. 

 Malicious software, including worms, malware, viruses, and spyware, can 

attack computers in various ways. For example, cybercriminals have started 

targeting the healthcare industry with Ransomware, a type of malware that 

encrypts an infected device and any devices or network drives connected to it. 

After encrypting a device, cybercriminals ask for a ransom before they will 

decrypt it. Unfortunately, many businesses are forced to pay a ransom because 

they do not have good disaster recovery and backup plans [4]. 

In September 2020, a large hospital chain was hit hard by Ransomware, 

according to NBC News. Because of its effects, all workers and medical staff 

were relegated to using pen and paper to track the patient's condition over the 

weekend. Over 400 locations in the United States were impacted by this cyber -

attack, making it the largest in history [1]. Ransomware is a type of malicious 
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software that encrypts data, i.e., rendering it useless, and locks down the 

systems that rely on. There are two types of Ransomware, Crypto Ransomware 

and locker Ransomware. In the case of crypto Ransomware, it uses phishing 

email to attack the victim, Once Ransomware becomes active, and it encrypts 

files. TOR is a malicious program belonging to the Ransomware family. This 

malware encrypts data for the purpose of making ransom demands for the 

decryption. In other words, victims cannot access or use the files affected by 

this Ransomware, and they are asked to pay - to recover access/use of their data. 

Figure 1.1 illustrates to understand how Ransomware is worked [5]. 

 

Figure 1.1 Crypto Ransomware Attack [6] 

Researchers have offered many ways to prevent Ransomware from attacking 

and encrypting MHR, like Implementing intrusion detection tools, awareness 

of users, Configuring firewalls, and backup data regularly. However, these tools 

are rudimentary compared to the rapid development of Ransomware. In 

addition, the researchers developed a methodology for preventing the 

Ransomware attack and mitigating its effects in the medical community, like 



Chapter One                                                                                 Introduction                                                       

3 

 

Machine Learning (ML), Software Defined networks(SDN), and Blockchain 

technology [7].  

Researchers realize that Blockchain can be used for more than just financial 

transactions. As a decentralized technology, Blockchain can be used in a wide 

range of valuable ways, such as in healthcare, logistic support, supply chain 

management, and other areas (see Figure 2.1 [10]). Blockchain is a tamper-

proof list of records implemented with a distributed ledger's help. Blockchain 

enables users to record transactions in a shared ledger within a community, such 

that under normal operation of the Blockchain network, no transaction can be 

changed once published. It gives us a secure, decentralized database that can do 

its work without any help or a central administration. Furthermore, Blockchain 

uses cryptographic methods (like hash functions, asymmetric encryption, and 

digital signatures) between different parties in a system. This helps keep their 

trust while interacting [8][9]. 

 

Figure 1.2 Workflow Environment for Healthcare Applications Using Blockchain 

Technology [10] 
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Currently, Blockchain technology in MHR has changed the traditional 

identity management utilized in numerous healthcare applications by which 

performance has boosted, and the healthcare industry's costs and expenditures 

have decreased. The four levels of Blockchain-based healthcare solutions 

consist of raw data sources, Blockchain technology, healthcare apps, and 

healthcare stakeholders.  

1.2   Related Works 

Several prior studies have been made regarding the Blockchain network 

by some researchers. Healthcare is one of the most sensitive areas regarding 

privacy, security, access control, and availability of medical data since it 

handles essential information[11]. Transmission, storage, and manipulation are 

three primary phases where this industry must ensure security. In this section, 

several works that used Blockchain technology to process the security of 

medical data are addressed   

The author in [12] presented how people use healthcare systems and 

applications could identify the abnormality. The risk index is obtained by the 

individual conducting such activities, depending on their similarity to the 

standard behavior. When the risk value has been calculated in real-time, the 

device may either access a low-risk event during a login event, challenge Multi-

Factor Authentication (MFA), or block access for risky events during the login 

event. The Artificial Intelligence (AI) and Machine Learning (ML) techniques 

have a 360-scale perspective of how (EHR) consumers communicate with 

patient data and consider the clinical context behind each access to turn reactive 

toward constructive data management. This will rapidly identify behavioral 

defects as critical factors in enhancing cyber-security in healthcare.  
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Almashhadani et al., [13] proposed a multi-classifier intrusion detection 

system with a modern topology to detect the Ransomware network's operation, 

which is implemented using machine learning techniques. It also uses a 

language-independent algorithm to detect gibberish domain names based on 

general sonic axioms. A dedicated testbed environment is created and recorded 

and analyzed Packet Capture (PCAP) images. In addition, the Malware Capture 

Facility Project (MCFP) data set for Locky's PCAP files are also compiled and 

carefully analyzed. The experimental evaluation of the proposed detection 

system reveals that it provides high detection precision, low false positive rate, 

legitimate extracted functionality, and detects Ransomware network activities 

in a highly successful way. The acute lack of Ransomware datasets is a key 

problem. Several benchmark datasets have been analyzed, such as KDDCUP 

99, NSL-KDD, UNSW-NB15 and Canadian Institute for Cyber-security 

datasets. The core issue of this research was the extreme shortage of 

Ransomware datasets.  

Hirano & Kobayashi [14] presented a novel machine for learning based on 

the Ransomware detection process. They investigated the features extracted 

from a live forensic hypervisor labelled way back visor access patterns. They 

also chose cinema-defining features from hardware I/O logs to distinguish 

Ransomware from harmless applications with close compliance with 

Ransomware. Three machine learning models were developed, namely the 

Random Forest, Support Vector Machine, and K-Nearest Neighbors. Their 

studies used the five-dimensional features and obtained a measurement score of 

98%. They created and evaluated machine learning models using the same 

factors mentioned above. 
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Akbanov et al., [15] demonstrated Ransomware analysis findings and the 

SDN-based security system they've designed. The famed WannaCry 

Ransomware is utilized as a proof of concept. When WannaCry is being run in 

a virtual lab environment, they pay close attention to how it behaves. Create an 

SDN detection and mitigation framework based on OpenFlow, which is now 

the most commonly utilized SDN standard, and construct a solution based on 

it. Suspicious activity is detected by monitoring network traffic, which is then 

blocked by adding flow Table entries to OpenFlow switches in real-time. The 

POX controller has been updated to reflect the logic of the suggested 

architecture. The implementation makes use of WannaCry's characteristics and 

produces traffic for detection purposes. The test findings here with several 

WannaCry samples demonstrate that the created method can quickly identify 

the infected devices in every situation and stop WannaCry from spreading. An 

SDN-based mitigation mechanism for Ransomware with worm components, 

such as WannaCry, has been investigated and developed for the first time. The 

WannaCry features identified in the static and dynamic WannaCry analysis 

have been used to develop mechanisms for the real-time detection of 

WannaCry. However, this model neglects to preserve the privacy of users' data 

by making it visible to all, scalability issues. 

A new framework was proposed by Kumar et al., [16] for malware detection 

mechanisms with the Internet of Things (IoT) devices in the healthcare sector 

using Blockchain, clustering, and classification machine learning. The machine 

learning mechanism collects threat information automatically using the 

clustering and classification algorithms and then holds data in Blockchain. The 

dataset includes 6192 benign and 5560 malware apps collected from the Google 

Play Store and Chinese App store. For evaluation measurement, they obtain true 
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positive and false positive rates and precision of classification. The drawbacks 

associated with the solution are its failure to deal with such hiding strategies 

and features when compiling APK with Dex2jar. 

Akarca et al., [17] presented regulatory frameworks to facilitate handling 

health data, patient rights, cyber security, and provider-centric perspectives. 

They used Blockchain technology to improve healthcare processes and lower 

transaction costs by using smart contract techniques to promote the handling of 

health records and patient privileges and prevent Ransomware attacks. They 

presented legislative structures using Blockchain technologies to optimize 

healthcare practices. They reduced the processing costs through the use of a 

smart contract. 

Chenthara et al., [18] proposed a system using the Hyperledger Fabric 

Blockchain platform. That can be used to efficiently share and maintain health 

information while implementing access control. As a result, this study presents 

a new patient-centric Blockchain called Healthchain for EHRs that, by 

establishing a distributed ledger platform, reduces the majority of bottlenecks 

and avoids the possibility of a single point of failure in current systems. The 

Health Chain Framework uses self-governing and continuously running smart 

contracts to retain patient history by synchronizing records in various formats 

and retrieving data through REST server API. This technical advancement, 

which includes cryptographic components, provides a more efficient 

framework for storing, transferring, and accessing EHR in the cloud 

environment. The results of the research and prototype implementation 

demonstrate that the method is tamper-resistant since information will be stored 

as hash values for each healthcare transaction on the Blockchain. The research 

must be well-versed in all varieties of healthcare applications, such as remote 
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patient monitoring, and all of the configurations of the Blockchain network 

have not been disclosed.  

Wani & Revathi [19] suggested an SDN-based Crypto Ransomware 

mitigation method which is proposed for the IoT environment, known as 

IoTSDN-RAN, which keeps track of all IoT traffic with the outside world, 

including any connection between an IoT device and a Command and Control 

(C&C) server in the event of Ransomware. The SDN controller immediately 

deploys IOTSDN-RAN. Removing the Constrained Application Protocol 

(CoAP) headers may identify Ransomware. Three primary phases make up the 

suggested method's execution. The first step is Sample Collection, which entails 

gathering samples of both attack traffic and regular traffic using a realistic 

dataset. The suggested algorithm is trained in the second step using the 

particular traffic characteristics obtained in the first step. For producing correct 

results, the training algorithm parameters are changed. Naive Bayes and 

Principal Component Analysis (PCA) are utilized in the second and third rounds 

of the recommended technique to find Ransomware. Utilizing the data from the 

earlier phases, the third and last step, Detection and Mitigation, includes 

recognizing Ransomware assaults. Ransomware is reduced after its existence 

has been established. The experiment findings show that the suggested 

approach increases the Ransomware attack accuracy and detection rate. Future 

work should focus on reducing the false negative rate for identifying all 

Ransomware variants and other common malware that affect the IoT 

environment. As for the data set used to simulate the experiment, they used an 

online dataset. Even though the SDN technology remains not robust enough to 

prevent an attack on the IoT devices themselves, it still may help reduce the 

impact on the whole network of IoT devices 
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Al Qartah in [5] introduced a study on health systems that are a top target 

for Ransomware due to a variety of factors, such as the constantly growing 

attack surface, the inadequate cyber defenses, the human component, and the 

increased feeling of urgency to recover private patient information or medical 

systems. Also, it is noticed that Ransomware attacks may have significant 

repercussions, including harm to one's reputation, interruption of medical 

service, compromise of patient safety, loss of data privacy, and financial 

penalties. Examining the evolving Ransomware in the healthcare sector 

provides best practices to reduce cyber security risks. Understanding the effects 

of Ransomware attacks on the healthcare industry and the factors contributing 

to their success will help hospitals and cyber security professionals better 

prepare for Ransomware attacks and respond to successful breaches without 

paying the ransom and breaking the attack cycle. Numerous Ransomware 

attacks on healthcare professionals have occurred since 2016, costing the 

American health system about $157 million. The research findings suggest 

recommended mitigation measures to make healthcare providers resistant to 

Ransomware and extortion risks, including phishing simulation and awareness 

training, data backups, vulnerability and patch management, email security, 

threat intelligence, incident response plan, multi-factor authentication, network 

segmentation, and deception. From our point of view, all of these solutions are 

primitive solutions due to the continuous development of the Ransomware 

attack and their ability to break any system's security barriers. 

In  [20], the authors proposed an efficient and tractable data analytics 

framework to detect new malicious addresses in a Ransomware family 

automatically. Using a topological data analysis-based approach and novel 

Blockchain graph-related features showed that the proposed methodology 
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significantly improves precision and recall for Ransomware transaction 

detection compared to existing heuristic-based approaches. It can thereby 

utilize to automate Ransomware detection. As for the data set, a union of 

datasets from 27 Ransomware families has been deployed. However, their work 

results could have been improved by combining their approach with other 

methods and including intelligence information to increase prediction accuracy. 

Sowthily et al., [21] presented a new method of Ransomware identification 

suggested based on Hexacodes only and without opcodes and invoking machine 

learning classifiers. There are two methods of functionality selection: 

Knowledge Benefit (IG) and Gain Ratio (GR). They concluded that IG with RF 

is statistically important. It is suggested that Shell-based feature discovery 

techniques may be used over Hexacodes features and deep learning techniques 

as classifiers. In addition, when constructing a paper word matrix, the term 

frequency-inverse document frequency (TF-IDF) values of the hex can be 

directed instead of the frequency. Table 1.1 is presented to summary the 

selected related works studies. 

Table 1.1 Summary of Related Works 

R
ef

. 

Method Advantage Disadvantage 

[1
6
] Blockchain  and 

ML 

A framework can achieve 

higher accuracy for 

Ransomware detection with a 

low number of false-negative 

and positive rates. 

Its failure to deal with such 

hiding Strategies and features 

when compiling APK with 

Dex2jar. 



Chapter One                                                                                 Introduction                                                       

11 

 

[1
7
] Blockchain, and 

Smart Contract 

Facilitate the handling of health 

data in the context of regulatory 

frameworks, patient rights, and 

cyber-security. 

Scalability and Storage issues 

for nodes and networks 

requiring greater Bandwidth. 

[2
0
] Blockchain graph-

related features 

Efficient and tractable data 

analytics framework to 

automatically detect new 

malicious addresses in a 

Ransomware family. 

Difficult to know Ransomware 

address detection after the 

ransom is received. 

[2
1
] 

ML 
Detect & prevent Ransomware 

only from Hexacodes using ML. 

High Level of Error 

Susceptibility. 

[1
2
] 

AI and ML 
Identify the abnormality in 

healthcare systems. 

Susceptible to errors. 

[1
4
] 

ML, Domain 

Generation 

Algorithm 

The multi-classifier intrusion 

detection system detects the 

operation of Ransomware in 

case of Locky. 

The acute lack of Ransomware 

datasets was a key problem. 

[1
5
] SDN and Open 

Flow Protocol 

Mitigate the WannaCry 

Ransomware attack. 

Scalability issues. 

[1
9
] 

IoT SDNRAN 

application and 

Open Flow Protocol 

Detection mechanism for IoT 

healthcare sector from the 

Ransomware attack. 

Not robust enough to prevent an 

attack on the IoT devices 

themselves. 
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[1
3
] 

ML techniques 

Offers high detection accuracy, 

low false positive rate, valid 

extracted features, and is highly 

effective in tracking 

Ransomware network activities. 

Not tested on healthcare 

implants and other internet-

connected gadgets, and an 

extreme shortage of 

Ransomware datasets. 

[1
7
] 

Hyperledger Fabric 

Blockchain 

platform 

secure and effective framework 

to store, transfer and access 

HER. 

Lack in scalability. 

[5
] 

Miscellaneous 

Technologies 

Providing solutions such as 

paying attention to the user's 

awareness of the system, 

constantly taking a backup copy 

of the data. 

Primitive solutions due to the 

continuous development of the 

Ransomware attack.  

According to the above studies, even though many studies and tools were 

found to handle Ransomware attacks, they did not mention how the attack can 

choose and encrypt patient records. Instead, the proposed system considered the 

possible attack cases for Ransomware, whether the attack was from outside or 

inside the network. Therefore, it is noted that the Blockchain is the best 

technology to prevent and detect Ransomware attacks. The main reason is that 

Blockchain solutions are not centralized, therefore, there would be no copies of 

information that could be held for ransom. Also, Blockchain cannot be changed; 

no one, not even the person in charge of the system, can change information 

written to a Blockchain. 



Chapter One                                                                                 Introduction                                                       

13 

 

1.3   Research Problem 

One of the most significant challenges facing MHR systems is patient data 

protection. Currently, MHR depends on centralized systems for managing and 

transmitting patient data and healthcare providers [22][23]. As a result, MHR 

is one of the fields most likely to be targeted by cyber-attacks. As health 

insurance continues to evolve fast and keeps moving toward digitally-enabled 

services, cybercriminals look for ways to take advantage of the security holes 

and weaknesses that come with these changes, especially the Ransomware 

attack. There are various ways for Ransomware to attack. Methods of a 

Ransomware attack on MHR that have not been discussed by researchers may 

be accrued from outside or inside the Blockchain (Ethereum) network. By 

impersonating a patient and trying to send transactions that contain the attack 

link, or one of the nodes in the Blockchain network fails or is damaged for any 

reason. 

1.4 Research Question 

To meet such motives, though Blockchain technologies have played a 

decisive role, its efficacy remains unexplored to answer the following research 

questions:  

i. How could Ransomware attack to victim of the health sector? 

ii. Can Blockchain technology prevent the Ransomware attack probability?  

iii. What effective measure could be employed in the Blockchain technique to 

detect Ransomware at the initial stage? (To thwart away the possibility of 

the future adversary). 

iv. How can a Blockchain-driven proposed system enable seamless data 

recovery post-error conditions? 
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v. How to evaluate the proposed system? 

1.5 Research Objective  

The primary goal of the present study is to provide a system with security 

against Ransomware attacks on MHRs using Blockchain technology. The 

proposed system can prevent attackers using Ransomware programs from 

attacking the victims who have MHRs and exploiting them financially. This is 

achieved by employing the latest security technology (Blockchain Technology) 

by which will provide complete protection of patient data and reduce additional 

costs to the user incurred by relying on a third party.  

In addition, the following specific research goals can also help to reach this 

goal: 

1. To investigate and study the behavior or the ways of Ransomware attacks 

in the health sector? 

2. To develop a security system against Ransomware attacks on MHRs 

using Blockchain technology to prevent the Ransomware attack 

probability. 

3. To build a new smart contract algorithm that can detect Ransomware at 

the initial stage. 

4. To develop data recovery methods in case of post-error conditions. 

5. To validate and evaluate the proposed system based on several metrics: 

cost, immutability, data storage, estimated, and recovery time. 

1.6   Scope of Research  

The scope of this study includes the implementation using the smart 

contract that will be written in the Solidity language to be published on one of 
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the Ethereum networks. Three cases have been highlighted; the first case, 

prevent any attempt to attack patients' records from outside the network. In the 

second case, prevent any attempt to attack patients' records from inside the 

network. The third case is where one of the network nodes is failure or assuming 

hacked by a Ransomware attacker. 

1.7   Major Contribution of this Thesis  

The major contributions of this thesis are listed below: 

1. Developing a smart contract algorithm to protect patient healthcare records 

using Blockchain technology.  

2. Increasing the security of the MHR by preventing the outside and inside 

attacker from transmitting a hyperlink infected with Ransomware using 

privet Ethereum Blockchain network-based smart contracts. 

3. Designing a backup model in case any node included in the Blockchain 

network cannot transmit its transactions for any damage. This may be done 

by employing two methods of data retrieval. 

 

a) The First Method: Retrieve a copy of the lost data from one of the nodes 

at random. 

b) The second method: Retrieve a copy of the lost data from the nearest 

node, depending on the shortest path between the failed node and the rest 

of the node. 

1.8   Research Plan 

In this Section, a general view of our research plan has been illustrated 

in Figure (1.3). 
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Figure 1.3 Research Plan 

1.9 Thesis Outline  

There are five chapters in the thesis. Each chapter starts with a short 

introduction that says what the chapter is about and what its main points are. 

The following is a summary of each chapter: 

● Chapter One: gives a general overview of the research area. It shows the 

problems with this study and emphasizes how important the study is. 

● Chapter Two: This chapter presents a review of the works of researchers 
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who investigated Blockchain, the Ethereum network, and the smart contract 

with the healthcare system. 

● Chapter Three: The goal of this chapter is to explain and define all the 

algorithms listed in this thesis, then to have a widespread idea about the used 

algorithms and the ideas of all parts. 

● Chapter Four: The objective of this chapter is to show and compare the 

different methods used in the thesis. 

● Chapter Five :This explains what our research is about and to suggesting 

some thoughts to extend the current work. 
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2.1  Introduction  

In the previous chapter, a general introduction to health care is given, and 

how important and sensitive patient data is in this field. Since the care is seen 

as a target for most types of cyber-security attacks, especially Ransomware 

attacks, some researcher’s works have tried to find methods for preventing these 

attacks in healthcare. This chapter provides an overview of Blockchain 

technology, its structure, features, and its most important applications. It also 

explains that Ethereum is a programmable application for Blockchain, what an 

electronic healthcare record is and how it works with health systems. Finally, it 

provides an overview of the development tools of Ethereum that are used in the 

proposed application. 

2.2  Medical Health Records Applications 

Medical Health Records (MHRs) are the most crucial data source about 

how a patient's health is handled. Consistent recording by doctors, nurses, and 

other staff shows that health, planning, and treatment are monitored correctly. 

The first medical records were used to describe each process. In the past, only 

doctors kept records of their patients' medical histories, but now a far wider 

range of stakeholders contribute to these documents [24].  

Individuals rely on their health records and documentation for a variety of 

reasons, including the protection of their privacy, verification of their health 

history, and the resolution of any disputes that may arise as a result of their civil 

or legal interactions. MHRs applications include two basic classifications: 

electronic health records and remote patient monitoring [25]. 
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2.2.1 Electronic Health Records  

 Electronic Health Records (EHRs) are long-term electronic records of a 

patient's health information coming from one or more care experiences in any 

setting. This information includes the patient's demographics, progress notes, 

complaints, prescriptions, vital signs, past medical history, immunizations, lab 

results, and radiology reports [8]. Creating, expanding, and connecting EHR 

systems are essential goals of highly developed health systems. The use of EHR 

technology comes with a slew of advantages. Electronic patient data storage 

and transmission can minimize clinical errors, enhance patient safety, and 

enable clinicians to communicate more rapidly and accurately, moreover, 

identifying relevant data more easily. Figure 2.1 shows examples of EHR. 

 

Figure 2.1 Examples of Electronic Health Record [26] 

Well-designed EHR programs will improve effectiveness, reduce waste and 

duplication, and improve the cost-effectiveness of healthcare services. EHR 

systems will also make information more accessible to patients and give them 

more control over their health history, allowing them to take a more active role 

in their self-care. Furthermore, electronic health information databases can be 

used for various other purposes [27]. For example, provide direct care, such as 

clinical auditing and research. 
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2.2.2 Remote Patient Monitoring 

 RPM refers to Remote Patient Monitoring, also called telemonitoring, in 

which a patient sends health information to a care provider (sometimes through 

a data processing service) safely and securely, sometimes outside a traditional 

care setting. Remote patient monitoring devices obtain data about a patient's 

health. Electrocardiogram (ECG), Electroencephalogram (EEG), heart rate and 

breathing, oxygen volume in blood or pulse oximetry, nervous system signals, 

blood pressure, body/skin temperature, and blood glucose are the most common 

types of information. In some cases, the patient's weight, activity level, and 

sleep amount are also considered [27] [28]  

 

Figure 2.2 Remote Patient Monitoring [11] 

2.3  Healthcare Application Issues 

This section presents the issues facing healthcare systems in the current 

central environment. 
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2.3.1 Data Management Issue 

 Data has become an important part of all business operations, but 

managing data for healthcare is still the most important. By identifying the three 

main challenges in managing healthcare risks, it can give a big picture about  

the ability to identify accurate strategies to reduce them and finally make 

hospitals and patients safer [29] 

2.3.2  Data Storage Issue 

 With the rate of data explosion, organizations and enterprises' storage 

systems are experiencing enormous issues from massive amounts of data and 

the ever-increasing amount of generated data [30]. Big data has the benefit of 

predicting future health issues, but it also carries a significant risk: doctors will 

be replaced. Big data cannot yet be exploited without human intervention, 

although this is a concern. If its use grows, patients will stop going to doctors 

and instead turn to technology, undermining doctors' authority. In the case of 

healthcare, big data cannot be ruled out since more and more institutions and 

organizations invest in this rapidly growing industry. However, one must 

consider its flaws to create a safe technique for doctors and patients [31]. 

2.3.3  Healthcare Security Issue 

 The United Nations described health security for the first time in 1994. 

Many references after that have used the term "health security" to describe 

health problems that directly impact human security. Public health security, 

global health security, international health security, and global public health 

security are all commonly used [19]. Although information security is a top 

priority for all organizations, healthcare providers must be vigilant in protecting 

sensitive patient information. Government regulations, such as the US Health 
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Insurance Portability and Accountability Act (HIPAA), create privacy 

protections for protected health information, in addition to the emerging threat 

posed by hackers and other intruders. The development of a network firewall 

alone is inadequate. Instead, providers must take a holistic approach to 

safeguard patient data at all points of entry, both within and outside the network. 

Healthcare organizations are becoming more vulnerable to nontraditional 

attacks as they rely on networks for their core operations [32].  

 2.4  Cyber Security  

According to the National Institute of Standards and Technology (NIST), 

cyber security is the ability to protect or defend the use of cyberspace from 

cyber-attacks[10],which  mean any form of malicious activity that occurs over 

the internet and targets people who are not taking adequate precautions to 

protect their personal information (cyber stalking or inside man, etc.). MHRs 

industry has been facing many cyber-attack problems, such as malware attacks, 

Distributed Denial-of-Service (DDoS) attacks [33], and so on, which have led 

to identity theft and data manipulation by people who should not have access to 

it[33]. As shown in Figure 2.3, the most common types of cyber-security are:  

 Botnet Attack: The Mirai botnet attack was a DDoS attack that 

employed tens of millions of insecure Internet of Things (IoT) devices to 

knock out service for major ISPs [33]. 

 Advanced Persistent Threat (APT): It is a complex set of continuous, 

stealthy computer hacking processes done by a person or group of people 

after a specific entity. The goal of an APT attack is to steal high-value 

information from businesses and government agencies, like those in the 

manufacturing, financial, and national defense industries. 
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 Side-channel Attack (SCA): This type of attack is hard to stop with 

traditional methods because they take advantage of the flaws in IoT 

devices and only depends on the manufacturer's ability to predict flaws 

in their system. 

 Denial of Service Attack (DDos): an attempt to stop a computer system 

or network from giving its intended user access to its computing 

resources. 

 Data Identity Theft: This attack leads to leaks of private information 

and information about how people act, turning the hacked device into 

spyware. 

 Ransomware Attack: Ransomware is one of the most dangerous things 

that can happen online, and it can cause companies to lose so much 

money. People are willing to pay the amount they asked to get their 

private information back, so it is becoming the most successful cyber-

attack. The most significant types that impact the (MHRs) are WannaCry, 

CryptoLocker, CryptoWall, Petya, Locky, and TeslaCrypt [34]. 

 

Figure 2.3 Types of Cyber Security 



Chapter Two                                                             Theoretical Background                                                        

24 

 

2.5  Ransomware Attack 

Ransomware is a type of malware that is especially bad. It has become 

very common and is causing many troubles for businesses and individuals [4]. 

Ransomware can attack a person's hardware by locking their screens, which 

stops them from using their system and forces them to pay a ransom to get their 

hardware back. It can also break into a user's files, encrypt them, and demand a 

ransom from the user to get the files back. Most of the time, the ransom is paid 

in Bitcoins or another crypto currency. As a result, Ransomware is boosting 

business by a huge amount.  

2.5.1 How Ransomware Works 

The steps a Ransomware attacker holds to attack a patient using email are 

as follows [4]: 

In this attack, the hacker contacts the victim via email. The intended recipient 

receives an email that appears to come from a trusted source, like a manager, 

and contains a malicious link or zip file. The user is taken to what looks to be 

an authentic website when they click the URL. When the web page is loaded, 

the server abuses the package that initiates communication with the target 

device. The toolkit attempts to take advantage of the vulnerability once a 

version has been accepted. It repeats the steps from this shield, like making a 

backup copy, to eliminate any shadows that can be used on the victim's 

computer and make new ones to cover them up. The binary runs a PowerShell 

script that can be run to make copies of itself and spread them through the file 

system.  

The powershell.exe process makes three copies of the original malware 

binary. The first copy is in the AppData directory, the second is in the Start 

directory, and the third is in the C directory. The malware sends the encrypted 
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key and the rest of the information about the host to the server that controls the 

malware. The server then sends a note to the victim asking for a ransom.  

2.5.2 Types of Ransomware  

 Symantec, a computer security company, thinks that Ransomware makes 

people pay millions of dollars every year. However, it also argues that if a 

ransom is paid, there is no guarantee that the encrypted file will be sent back to 

the person who paid it [35]. According to [35], there are mostly three different 

kinds of Ransomware (see Figure 2.4). 

 

Figure 2.4  Types of Ransomware [36] 

2.5.2.1 Crypto Ransomware  

Recently, the focus of Ransomware attacks has changed more toward 

crypto Ransomware. Crypto-Ransomware is becoming more common because 

it encrypts files and threatens to delete them if a ransom is not paid. The 

encrypted files cannot be opened even after the malware has been removed. 

When sensitive files are lost and there is no backup, Ransom demands may be 

paid by the victim [34]. 
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2.5.2.2 Locker Ransomware  

This type of Ransomware locks the victim's computer by showing them a 

post where they need to log in. The hacked person will have to pay a ransom to 

get the password that will let them get into the system again. Locker-

Ransomware is not very dangerous because most attacks can be stopped by 

restarting the computer in safe mode [4][36]. 

2.5.2.3 Scareware Ransomware  

Scareware is one type of Ransomware. This kind of Ransomware does not 

hurt the person who gets it. Its main goal is to make the person scared enough 

to pay the ransom. Scareware works by pretending to be an authority that has 

found that the victim did something wrong. To avoid legal repercussions, it will 

seek a ransom payment. Another kind of Scareware threatens to tell the victim's 

family and friends about the wrongdoing; it is also called leakware [36]. 

2.5.3 Common Encryption Algorithms Deployed by Ransomware 

In this section, two types of encryption algorithms will be described, which 

are Advanced Encryption Symmetric (AES) and Rivest-Shamir-Adleman 

(RSA) Encryption Algorithm. 

2.5.3.1 Advanced Encryption Symmetric Algorithm 

The Advanced Encryption Symmetric (AES) is an algorithm for 

encrypting and decrypting information files, text and documents. Specifically, 

the symmetric-key block cypher technique is used for encryption and 

decryption. Also, the AES algorithm uses different encryption keys to encrypt 

data, such as ones with 128, 196, or 256 bits, to encrypt data [37], as shown in 

Figure 2.5. 
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Figure 2.5 AES Encryption Keys 

The AES works with blocks of data that have 128 bits. This is because the 

input block, the output block, and the State all have the same length, 128 bits. 

Therefore, the algorithm can both encrypt and decrypt blocks using secret keys. 

Key lengths can be 128 bits, 192 bits, or 256 bits. The AES comprises the first 

Round Key Addition, the first Nr-1 Rounds, and the last Round [38]. 

2.5.3.2 Rivest-Shamir-Adleman Algorithm 

RSA refer to Rivest-Shamir-Adleman encryption. It is an example of 

asymmetric cryptography, where a public key is used for encryption, and a 

private key is used for decryption [37]. RSA cryptography has many benefits, 

some of which are privacy, integrity, validity, and the fact that it cannot be 

changed. Many programs use the Internet to send encrypted messages and data 

that are meant to be kept secret[38][39] . 

2.6  Blockchain Technology 

The Blockchain is a distributed database that stores all data securely, 

transparently and verifiable. Blockchain is a digital transaction arranged in 

chunks of data called blocks; it is linked by chain via a cryptographic validation 

called hashing function that forms an unbroken chain. A Cryptographic Hash 
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Function (CHF) of the previous block is included in each new block, as shown 

in Figure 2.6 [40]. Blockchain is programmed not only to record financial 

transactions but also for everything that has value. Blockchain is also called 

Distributed Ledger [41]. The most popular Blockchain  implementation is the 

Bitcoin (BTC) to handle crypto-currency that was proposed in 2008 by Satoshi 

Nakamoto [42]. 

 

Figure 2.6 Create Chain in Blockchain [42] 

Blockchain operates in a P2P network, meaning each node in the network 

has a full copy of the information. No single node can control the network, thus 

removing the central authority over this database [43]. The P2P architecture of 

Blockchain technology increases the toleration of error. Even if some peers are 

removed from the network, they still work in a normal way. Furthermore, since 

blocks cannot be changed without changing the complete chain of blocks, it 

makes the system more flexible and increases the difficulty for the attacker [44]. 

Modern researches exhibit that Blockchain technology is an efficient solution 

for issues such as unsecured data storage, high cost, and low efficiency [45]. 

Bitcoin, Ethereum, and Hyperledger Fabric are just a few of the most well-

known and representative Blockchain platforms[45]. 
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 2.6.1 Components of Blockchain Structure  

The Blockchain system generally consists of a number of peers, each 

owning a local duplicate of a distributed ledger. These nodes do not need a 

central authority to confirm and coordinate transactions. However, they 

communicate with each other to obtain an agreement on the content of the 

ledger [46]. A block header and the body header make up the block (see Figure 

2.7). 

 

Figure 2.7 Block Structure [47] 

The most important components are explained as follows: 

1) Transaction: In Blockchain, the transaction represents the procedure the 

user launched on the network. It could be recording information that a 

Blockchain-based system deals with [48]. 

2) Block: is the set of valid transactions and other details. In the Blockchain, 

any peer can initiate a transaction and broadcast it to all peers in the 

network. Network peers validate the transaction using the old 

transactions, the moment that the transaction is validated next step is 

added to the existing Blockchain. It can be divided into two parts, block 
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header and block data [49]. It is worth noting that each Blockchain can 

define its block fields; Many Blockchain s contain the following fields: 

A. Block Header: The Blockchain comprises blocks, each of which has a 

complete record of all the transactions that have ever occurred in that 

particular block. A block has just one parent if its header includes a 

hash of the block before it. The first block in a Blockchain is called the 

genesis block, and it does not have any parents. These fields of the 

Block header are summarized as follows: 

 The block number: It represents the block's sequence in the 

Blockchain. 

 The previous hash block: The Blockchain system uses the previous 

hash to create the new block's hash, making the Blockchain 

tamperproof. 

 The current hash block can be accomplished in various ways using 

the hash of the fully integrated block information. 

 A timestamp is a recorded unit of information that records the 

order in which transactions occur in blocks, given by time 

reference. 

 The block size: which determined by protocol rules applied in each 

Blockchain. 

B. Block Data: These fields of the Block Data are summarized as follows: 

 A list of transactions.   

 The number of transactions. 

 The number of validated transactions in each block. 
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 After validation, the block is distributed to all participants in the 

network. The first block in any Blockchain is called a Genesis 

Block [47]. 

3) Mining: is the process of appending a new block (transactions) to the 

Blockchain. The Blockchain relies on the miners (specific nodes in a 

network) to aggregate valid transactions into blocks and append them to 

the Blockchain. New blocks are broadcast across the entire network, so 

each node contains an exact copy of the entire data structure [47][49]. 

4) The Consensus Algorithm: is used in the Blockchain to solve the 

problem of guaranteeing data consistency in various failure peers in a 

distributed system. Consensus mechanisms allow distributed systems to 

work together and stay secure. There are several consensus mechanisms 

used in different Blockchain networks. The most famous of them is Proof 

of Work (PoW) is adopted in Bitcoin, and Proof of Stake (PoS) is adopted 

in Ethereum. The main advantage of PoS over a PoW is that PoS uses 

much less electricity to run and is thus more cost-effective [50]. 

 2.6.2 Layers of Blockchain Technology 

Blockchain architecture generally consists of six-layer [47][51][52]:  

 Data Layer: This layer specifies the essential structure of data, including 

digital activities, blocks, and cryptographic keys, arranges them into 

Blockchain s, transaction pools, and wallets, and manages a wide range 

of data functions (read/write/cache/encrypt/decrypt). 

 Network layer: The technology of point-to-point transmission (P2P 

network technology is another name for peer-to-peer network 

technology), propagation mechanisms, and verification methods are the 

major components of this technology. Consensus techniques, encrypted 
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signatures, data storage, and other features are included. The network 

layer's main goal is to create a chain of information communication 

between nodes in a network. 

 Incentive layer: The main purpose of the incentive layer, which 

combines economics with Blockchain technology, is to offer incentives 

to encourage other blocks to check the security of the Blockchain and to 

get people to help with the computing power. 

 Smart Contract Layer: The contract layer encompasses a variety of 

script codes, algorithmic processes, and smart contracts that create 

regulated and auditable contract specifications. Smart contract flaws 

include a disordered exception, reentrancy, dependency on timestamps, 

reliance on block numbers, appeal for a damaging delegate, and freezing, 

to name a few. Hackers can easily exploit smart contracts owing to faults 

and weaknesses. A single trusted verifier or a group of trusted verifiers 

can confirm a smart contract. Smart contract development, on the other 

hand, lacks discipline and consistency. Program testing can be performed 

to discover the presence of bugs. However, it is unable to determine 

whether or not bugs exist. Given the financial nature of smart contracts, 

vulnerabilities or faults in their systems could have disastrous effects. On 

the other hand, smart contracts can benefit from the formalized process.  

 Consensus Layer: The network maintainers of this layer validate digital 

activity and generate new blocks for system consensus. Consensus 

mechanisms fall into two categories when it comes to describing the 

trade-off between security and expense. Any entity can be a maintainer 

for permission less consensus. Permission less consensus can help to 
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promote network neutrality and democracy, but it can also add a lot of 

overhead. 

 Application layer: This is the highest layer of the Blockchain which 

comprises its applications in various practical fields such as IoT, finance, 

AI, etc. The application layer, as the uppermost layer, provides clients 

and developers with trusted Application Programming Interfaces (API), 

as well as supports a variety of DAPPs such as ubiquitous access, edge 

services, and trusted intelligence. 

2.6.3 Blockchain Consensus Layer Algorithms  

 In this section, the most famous Blockchain algorithms are explained. 

Then, compare them in terms of processing time and choose the best algorithm 

in the proposed system. 

 Proof of Work  

The combination of encryption and processing power in a Proof of Work 

(POW) algorithm establishes consensus and ensures the authenticity of data 

stored on the Blockchain. After proving the validity of a block, network nodes 

(known as miners) use their computational power to validate transactions 

(ensure that a sender has sufficient funds and is not engaging in double-

spending) and, more significantly, compete in a race to solve the protocol's 

cryptographic challenges [53] [54]. 

 Proof of Stake  

One of the most promising strategies for replacing (POW) while maintaining 

similar resilience qualities is Proof of Stake (POS). Despite the fact that (POW) 

necessitates the honesty of a (qualified) majority of computer power, (POS) 

assumes that honest participants control the majority of the money in the 
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system. Individuals with significant interests in the system have a financial 

motive to keep it working according to the protocol specifications because they 

risk losing their shares if the coin loses trust [55]. To accomplish the leader's 

election and maintain network consensus, (POS) uses virtual resources such as 

a node's stake. Because the mining resources are virtual, the POS-based 

consensus process is instantaneous and has no costs. However, some attacks 

that specifically target POS protocols using voting mechanisms are far-reaching 

[56]. 

 Proof of Authority 

It is a permissioned Blockchain consensus algorithm family that has grown 

in popularity due to improved efficiency over traditional Byzantine Fault 

Tolerant (BFT) algorithms due to lighter message exchanges. Proof of 

Authority (PoA) was first proposed as part of the Ethereum ecosystem for 

private networks [57]. Because it permits different blocks to be appended to the 

same chain index, the standard Ethereum protocol based on (PoW) can fork. If 

not identified early enough, this forking condition can lead to security issues 

such as double-spending. Alternative protocols aimed at avoiding forks, known 

as PoA protocols, have recently been implemented into the most extensively 

deployed versions of Ethereum, parity. As a result, PoA has grown in 

popularity, and it is currently available from major SaaS providers and used on 

several Blockchain networks [58].  

2.6.4 Blockchain Features 

Blockchain provides a new model for securely storing information based 

on decentralization property. The major features can be summarized as follows 

[40] [59] [60]: 
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 Decentralized Data Management: Each user owns the authority to add 

data to the Blockchain; thus, no single user owns the system more than any 

other user. 

 Immutability: Blockchain is a way to store information that cannot be 

changed or tampered with. A unique cryptographic hash is used to check 

the data in the Blockchain. The previous block's hash links the new block 

to the one before it. Even if changes are made to the block, the next block 

will still have the previous block's hash. So, the hacker must change all 

blocks to hide the change to one block. 

 Transparency: Every information or transaction on the Blockchain is 

public, which allows each node in the Blockchain network to access all 

information or transactions without tampering with it; this makes the system 

transparent. 

 Disintermediation: When middlemen like banks are taken out of 

transactions, costs and risks related to the existence of this middleman go 

down. 

 No Risk of Central Failure: Usually, the central server stores the big data. 

However, users do not control their data. The decentralized storage of the 

Blockchain is not stored in one location, and that means keeping a copy of 

the data on every peer in the network. 

 Redundancy: All Blockchain nodes keep a copy of the information on a 

P2P network. This means that a malicious action cannot change it (attacker). 

Therefore, if a hacker wants to change any information in a Blockchain, he 

or she has to make the same changes to all nodes in the network. This takes 

a lot of computing power. 
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2.6.6 Blockchain Classification Forms 

Blockchain technology comes in many forms, but the most important ones 

are [61]: 

 Public Blockchain: They are chains that anyone can join and have a say 

in what happens. In this type, no participant has a ledger because it is 

accessible to everyone. Instead, the instructors use a decision-making 

method called "distributed consensus" to keep a copy of the ledger on 

their contract. 

 Private Blockchain: This kind is not available to everyone. Only a 

certain group of people can access it, and only those can see the ledger. 

 Semi-Private Blockchain: Some parts of the network are controlled and 

run by a group, while others are available to anyone. 

2.7  Peer-to-Peer Networks 

Peer-to-peer (P2P) networks refer to the fact that nodes in a network are 

peers to one another, that they are all equal, and that all nodes share the 

responsibility of delivering network services such as file sharing and storage. 

The network nodes connect in a decentralized network with a “flat” topology. 

There is no controlling authority or centralized server within the network. The 

P2P networks are inherently resilient and open. This means that any node in the 

network can send and receive data and that nodes can enter or leave a P2P 

network at any time [62]. One of the most fundamental ideas behind P2P 

technology is decentralization. Blockchain decentralized peer-to-peer structure 

makes it possible for different nodes in the Blockchain network to share 

information directly with each other [62]. The nodes, may perform a variety of 

functions.  



Chapter Two                                                             Theoretical Background                                                        

37 

 

It can do a lot of simple things such as accepting or refusing a transaction, 

transaction process, and simplifying communication [63] [64].In this thesis, 

hybrid P2P network has been used Hybrid P2P networks are a mix of structured 

and unstructured peer-to-peer networks. This is beneficial in networks where a 

central organizer is needed to coordinate the connections and interactions 

among nodes[65][66]. There are three types of P2P networks: Unstructured P2P 

Networks, Structured P2P Networks and Hybrid P2P Networks[64] [65]. 

2.7.3.1 Random Method 

Many unstructured P2P and overlay networks are built on top of random 

graphs of varying types. The nodes in unstructured networks are not structured 

in any particular way. This indicates that contact between the nodes is random 

[62][67]. For message transmission, the nodes depend solely on adjacent nodes. 

Broadcasting (flooding) schemes are used in the search. It is ideal for 

applications that need a lot of interaction, such as social media networks. For 

the failure nodes, a random mechanism was used. For example, Parallel 

Spanning Tree Broadcast (PSTB) mechanism randomly selects a node from the 

core nodes as the backup node [68][63]. On the other hand, unstructured P2P 

networks need more network resources, which is why they are less scalable but 

have a higher degree of fault tolerance [69] [70]. 

2.7.3.2 Shortest Path Method 

The shortest path between pair of nodes is the one in which the total weight 

of all edges is minimized. When a node in a network wants to communicate 

data, it uses the shortest path connection between those nodes, which will 

minimize the total cost of the path[71]. In particular, the global search 

(flooding) process is used when a node wants to find a new short route [72][73]. 
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The initiator node uses a broadcast to notify all of its neighbors to determine 

the shortest route to the receiver node.  

2.8  Ethereum 

Ethereum is a public, open-source platform that runs on Blockchain 

technology and with smart contract functionality features. Ethereum is built as 

a Turing-complete scripting language. This is important due it needs to 

understand the agreements that allow for defining smart contracts. Ethereum is 

a programmable Blockchain. It allows anyone to build decentralized 

applications. Developers can use it to write code that controls digital assets and 

build any kind of application and not limited to crypto-currencies [42].  

Ethereum owns a digital crypto-currency called Ether (ETH). ETH, like 

Bitcoin, has many of the same features.  It can be sent through the internet 

immediately. ETH is uncontrolled by the government or company (it is 

decentralized). Users around the world use it to pay for services on the network 

[74]. 

2.8.1 Smart Contract 

 The smart contract (as shown in Figure 2.8) is a piece of program code 

that runs on the Blockchain. It is called a “contract” due to its codes that running 

on Ethereum can control valuable things (e.g. Ether or digital asset value). The 

contracts in the Blockchain are formatted in binary format in Ethereum Virtual 

Machine (EVM) bytecode, Ethereum smart contract written in Solidity that 

compiled into byte code using an EVM compiler and then uses Ethereum client 

to be uploaded on the Blockchain [75]. 
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Figure 2.8 Smart Contract [76] 

2.8.2 Ethereum Virtual Machine  

 The Ethereum Virtual Machine (EVM) is a part of Ethereum. It is 

considered with the runtime environment that deals with the deployment and 

execution of the smart contract. All peers in the network are running EVM and 

executing the same codes. EVM contains a stack-based structure. It is used to 

store values and contract program bytecode and includes several components: 

ROM, volatile memory, and permanent storage [77][78].   

2.8.3 Solidity Language  

Solidity language is a modern programming language for constructing 

EVM-compatible smart contract applications. The norms of networking, 

assembly code, and web programming are all combined in this modern 

language. Solidity is a high-level contract-oriented language similar to 

JavaScript. It allows you to write contracts and compile them into bytecode for 

EVM. At the moment, it is Ethereum official language. While it is the most 
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widely used language library for the EVM, it was not the first and is unlikely to 

be the last.SC written in Solidity may contain a function, function modifiers, 

state variables, struck types and events. Figure 3 is an example of SC written in 

solidity [79]. 

2.8.4 Ganache  

Ganache is a personal Blockchain for the Ethereum platform. It can be 

considered an Ethereum client. That allows us to run the test locally, deploy 

smart contracts, and develop an application in a secure and deterministic 

environment without needing to connect to a real Blockchain. Ganache has two 

versions: Command-Line Interface (CLI) as a command-line tool and Graphical 

User Interface (GUI). Figure 2.9 shows the second version of GUI of Ganache 

[42]. 

 

Figure 2.9 GUI of Ganache 
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2.8.5 Truffle  

Truffle is a framework development environment for Ethereum, testing, 

and asset pipeline with Blockchain using EVM. Truffle makes life for 

Ethereum's developers easier [80], e.g., the developers can use Truffle to: 

 Built smart contracts compilation, deploying, linking and binary 

management. 

 Automated contracts testing for fast-developing. 

 Network management for the deployment of any number of private and 

public networks. 

 Interacting console for direct contract connection. 

 An external script runner executes the script in a truffle environment. 

The project structure consists of the following items: 

 The contracts/: are solidity language files that include all smart contracts 

in the project. 

 The migrations/: are JavaScript files that include scripts for deploying 

contracts to the Ethereum network. 

 The test/: includes files for the testing application and smart contract.  

 Truffle-config.js: is a JavaScript file that executes code to create the 

configuration file. The default configuration for the network, running on 

127.0.0.1: 7545 

2.8.5 Remix IDE 

Building contracts in Solidity language using the online Remix IDE is the 

simplest method. It served as the Blockchain technology for medical devices. 

With the following restrictions, any user with an Ethereum account may publish 

a bounty in ETH. The remix is used as an IDE for SC implementation. 
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2.9 MetaMask    

MetaMask is a browser extension that allows users to use the distributed 

web in the browser. It allows running Ethereum decentralized applications right 

in the browser. The regular web browser does not know how to connect to the 

Ethereum network and read && write to the Blockchain. MetaMask is a special 

browser that is able functions to make write and read requests to the Blockchain. 

As shown the Figure 2.10, by injecting a JavaScript library called Web3.js in 

the namespace of every page loaded in the browser An Investigation into Smart 

Contract Deployment on Ethereum Platform Using Web3.js and Solidity Using 

Blockchain [2]. To Connect MetaMask with Ganache, the RPC (Remote 

procedure code) Server address shows the endpoint link; this link will be used 

for the connections: 

 In MetaMask wallet setting put http://127.0.0.1:7545 as a new RPC 

address.  

 Select the new custom network. 

 MetaMask also allows the user to create and manage their own identity. Thus 

when dApps want to make a transaction and set data to the Blockchain, the user 

will get a secure interface to review the transaction before approving or 

rejecting it [81]. 

 

Figure 2.10 MetaMask and Personal Blockchain (Ganache) [81] 

http://127.0.0.1:7545/
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2.10 Web3.js    

Web3.js is a set of built-in libraries that let users communicate to Ethereum 

nodes that are distant away or nearby. It is used by Node.js on the server side. 

Figure 2.17 shows that Web3 connects to the Ethereum network through an 

Ethereum node using an HTTP (Hypertext Transfer Protocol) connection. This 

could be a local system node for ETH wallets. MetaMask is a wallet for 

Ethereum that you can use in your browser. It links the browser to a Web3 

provider class. A Web3 provider is a data structure that links to publicly 

accessible Ethereum nodes. With MetaMask, a user can use, save, and keep 

track of public and private keys that are unique to their account. Combining 

Ethereum, MetaMask, and web3.js with a web interface lets the back and front 

end talk to each other [82][42].  

2.11 Performance Evaluation of Proposed System  

This section presents the main interesting metrics and the dataset that 

employed to evaluate the proposed system. The Performance Evaluation is 

critical in checking the completed results for any study or research results. 

Therefore, choosing the right dataset and metrics is an essential key to 

differentiating in all performance evaluations.  

2.11.1 Performance Metrics 

In this study, the performance evaluation will be done using the same 

performance metrics which were employed by other studies in the related 

works. Thus, to be used multiple different metrics for validating the model of 

this thesis, such as cost and immutability, while the evaluation metrics are 

Recovery time, time estimated, Data storage and timely execution, giving us 

entire facts of how the proposed system will work. 
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2.11.1.1 Cost  

To calculate the cost of Ethereum in relation to the dollar, you must know the 

following things [83]: 

Gas: It is a unit that measures the amount of crypto currency required to execute 

each operation on Ethereum, as each operation on Ethereum, whether a smart 

contract instruction or a transaction, requires a certain amount of gas. 

Gas Limit: The maximum amount of gas for all transactions created in the 

remix. We going to website (https://eth-converter.com/) to calculate the 

Ethereum. In Ganache the Default GAS Price =20000000000. 

According to Equation 1, the cost can be calculated: 

Costtransaction = EtherWei * EtherIQD ………………….. (2.1)  

Where EtherWei is represented the value of Ether in Wei, and EtherIQD is 

represented the value of Ether in IQD. 

According to the website:  

https://thecoinacademy.co/blockchain/how-to-calculate-the-cost-of-an-

ethereum-erc20-transaction-in-dollars/, the updating of the cost to both EtherWei 

and EtherIQD 

EtherWei = 10^18 Wei        

EtherIQD = 2,689,379.68 IQD   

Cost (1 Ether) =10^18 * 2,689,379.68 

Costtransaction = 0.00000000000268937968 IQD 

2.11.1.2 Immutability  

Immutability, also defined as irreversibility, means transactions 

cannot be changed or removed after they have been successfully validated and 

registered on the Blockchain. The blocks are linked and combined with the hash 

of the genesis block, resulting in this property. Each block has been written 

https://thecoinacademy.co/blockchain/how-to-calculate-the-cost-of-an-ethereum-erc20-transaction-in-dollars/
https://thecoinacademy.co/blockchain/how-to-calculate-the-cost-of-an-ethereum-erc20-transaction-in-dollars/
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based on the block header by providing a hash of the data transaction in the 

previous block in its header. For all of the transactions in the block, Blockchain 

uses a Merkle tree to calculate this hash [84]. Increasing the immutability of the 

system depends on two main factors is the blocks number and the miner's 

number. This was demonstrated in the reference [85] by measuring a system 

that uses dual chain design, mixed chain Design, and Concurrent-Dual-Chain 

Design according to the equations below. In writing the equations, the work of 

Satoshi was relied upon, as Satoshi used the problem of destroying the gambler 

to find the probability of the attacker. 

Equation of Mixed-Chain Design: 

The immutability measure of MC based on Equation 2.2.  

Immutability =1 - Pr (attack)     ……………..………. (2.2) 

Where n is the number of miners, z represents the total number of blocks. Pr 

(attack) is the probability of attack [84] that an attacker can mine z blocks ahead 

of other miners, which is: 

Pr (attack) = (1/n)z    ……………………….....…….(2.3) 

Where n is the number of miners and z is the total number of blocks 

 So: 

Immutability =1 - (1⁄n) 2z…………………………..  (2.4) 

Equation of Concurrent-Dual-Chain Design:  

Immutability = 1 - Pr (attack) = 1-(2/n)4z …………… (2.6)   

As for the number of z-block and how to increase it, the proposed system uses 

a multi-peer distribution system, where the peers are distributed in different 

blocks instead of everyone being in one block. The number of blocks will be 

the same number of miners [84]. 
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2.11.1.3 Data Storage 

The data storage metric refers to the amount of data stored in the application 

database. Blockchain, storing and unlocking the power of data through a 

distributed means not just in one server, not just in the cloud controlled by one 

company, but by many nodes. The use of smart contracts will limit the amount 

and type of data stored on the Blockchain, reducing the rate of data inflation. 

Using Blockchain technology significantly reduced the size of files and solved 

the storage problem, freeing up less storage space. In addition, this procedure 

will speed up the knowledge of the patient's condition instead of observing 

normal and abnormal readings [86]. 

2.11.1.4 Estimated Time  

Estimated time is the measure of time that an attacker needs to hack into a 

block in the Blockchain. If the attacker cannot hack the block on time, it will 

retry from the last created block instead of the specified honest miner. To 

calculate the estimated time, the equations mentioned in reference [77] are 

applied to the proposed system to prove the effectiveness of the system, which 

is shown below. 

Estimated Time for the Standard System: 

E (time Success) = T * (n)2z    ………………......... (2.6) 

Where T: difficulty time for Ethereum =12s  

 n: No. of miners.  

z: No. blocks 

Estimated Time for the Proposed System: 

E(time success) =T * (n/2)4z ………………………… (2.7) 
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2.11.1.5 Recovery Time 

This section evaluates and quantifies the performance of Blockchain 

connection when it recovers from a failure in the underlying network. On the 

collapse of the node, the Blockchain connection and transaction stream to the 

failed node is interrupted. Therefore, we can define the recovery time as the 

period from when the node in Blockchain synchronization lost blocks to the 

moment it resumes them [87]. 

2.11.1.6 Execution Time 

The time for each set of transactions. The time required to implement the 

smart contract, the execution time, is the total amount of time (number of 

seconds) during which the Blockchain platform took to execute and confirms 

all transactions in the dataset [88] [89]. 

2.11.2 Dataset 

In the proposed system, the dataset used contains a set of Tables. Each 

Table contains different data about the patient. The dataset is integrated into the 

patient health record database. The dataset's purpose is to apply the metrics 

defined for system evaluation and validation. Due to the suffering of choosing 

a dataset suitable to the proposed system format, as well as the lack of sources 

that talk about the use of the dataset with the Blockchain technology. In this 

research the dataset is used according to this link: 

https://figshare.com/articles/dataset/A_dataset_of_radarrecorded_heart_sound

s_and_vital_signs_including_synchronised_reference_sensor_signals/969154

4.  

The dataset contains 11 patients’ records for different  periods of time, the 

dataset contains the records for set of patients, and those records are the result 

https://figshare.com/articles/dataset/A_dataset_of_radarrecorded_heart_sounds_and_vital_signs_including_synchronised_reference_sensor_signals/9691544
https://figshare.com/articles/dataset/A_dataset_of_radarrecorded_heart_sounds_and_vital_signs_including_synchronised_reference_sensor_signals/9691544
https://figshare.com/articles/dataset/A_dataset_of_radarrecorded_heart_sounds_and_vital_signs_including_synchronised_reference_sensor_signals/9691544
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of heart rate sensor readings, which were represented by symbols reflecting the 

patient's state, In our work, we provide protection for these records from the 

attempted Ransomware attack by dealing with this data in the form of a string 

and preventing any link from being sent, and this is what will be clarified in the 

chapter three. The dataset was also uploaded to MySQL so that the records 

could be read in sql format. Figure 2.11 shows the database (Electronic record), 

contains datasets. 

 

Figure 2.11 Database of Patients 



Chapter Three                       Research Methodology and Proposed System                                                       

49 

 

3.1  Introduction 

The previous chapter presented an overview of Blockchain technology, 

Ethereum, smart contracts, and all tools and environments used to implement 

the proposed model. This chapter presents an overview of the proposed model 

of the healthcare system that provides a unique privacy and security approach 

through a Blockchain framework and also describes the design of the proposed 

system in detail. Each part has a different function integrated to protect the data. 

A brief description of the steps of the research method and the system will be 

included in this chapter, the algorithms that use in our proposed system and 

Blockchain Ethereum environments and their tools. 

3.2  The Proposed System  

The research methodology of the thesis consists of several stages, 

including a preliminary plan for this research, a study of related works, a 

discussion of the techniques used against Ransomware as well as criticizing 

them, model design, and implementation, and the development of a simulation 

of one of the crypto-Ransomware attack types to understand the working 

environment of this assault and how to cope with it.  

The proposed system focuses on Medical healthcare records protection. 

Blockchain technology is presented as a solution to privacy and security issues. 

Leveraging the distribution feature of Blockchain technology, a multi-peer 

distributed system has been created to distribute the data among multiple peers 

to protect patients' records from tampering. The methodology of protecting the 

patient's record, and protecting it from the attempted external or internal 

Ransomware attack on the Ethereum Blockchain network, is done by preparing 

algorithms programmed in the Solidity language in the smart contract. 
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Finally validation, and evaluation to check the performance of the works 

using specific metrics like cost, immutability, estimated time, data storage and 

recovery time, and finally, the reporting of the work. This section is described 

the high-level architectural design of the Healthcare system. The proposed 

system focuses on criteria that enable it to cover healthcare requirements, 

simplify the system, and make it more valuable and reliable for users. Figure 

3.1 shows general view of our reaserch plan. 

 

Figure 3.1 Block Diagram of Research Methodology and Proposed System 

As illustrated in the Figure 3.2, the system steps start with receiving patient’s 

record from the dataset: 

1- The dataset contains the Patient’s healthcare record collected from the IoT 

heart rate sensor. Then, it feeds the application fields for each patient, which 

consist of a set of records for each user. 
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Figure 3.2 The Proposed System Block diagram 

2-  Next, the application reads the dataset to upload to the Smart Contract in 

two ways: JSON and SQL Data.  

3- After that, it is sent to the smart contract for analysis of the data and sends it 

to private Ethereum networks according to the type of data in the form of a 

transaction. 

4-  The Ethereum network distributes the transaction's hash to each Patient's 

wallet (MetaMask Wallet). 

5- Before sending the Transaction to the Ethereum network, the smart contract 

will check the validity of the transaction when the transmission is from 

outside or inside the network.  

6- An algorithm for smart contract has been developed to handle the following 

cases: 
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 The first case includes: when a Ransomware attack tries to send the 

attack link from outside the network, the algorithm of smart contact 

checks the Ether address of the sender's wallet because the addresses 

of patients already known to the contract in the system are fixed. Any 

other external Ether address gets rejected. 

 The second case includes: In this case, the Ransomware pretends to be 

one of the patients in the system and tries to send a transcription 

containing the attack link. Here, the smart contract algorithm checks 

the transaction metadata to see what kind of record was sent. Any 

Ransomware link is initially rejected. At the same time, the right 

transaction is accepted. The metadata transaction for that medical 

record will be processed. A portion of data called transaction metadata 

is appended to a transaction after it has been processed. Contracts 

provide metadata about record titles, access, and data integrity. The 

metadata owner, who is also the data set owner, can start giving, 

rejecting, or restricting access permission automatically through a 

smart contract.  

7- After being processed by smart contract algorithms to protect the medical 

healthcare records from a Ransomware attack, the correct readings are sent 

to the Ethereum Blockchain network. 

3.3  Simulation of Ransomware Attack  

In this study, simulates the working environment of the Ransomware 

attack where it is closer to a type of encryption attack named TeslaCrypt use 

AES encryption algorithm. As shown below in the flowchart (see Figure 3.3), 

which encrypts as many files as possible using the 128-bit key length. 
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Figure 3.3 Flowchart Simulation of Ransomware Attack 

The explanation of the simulated Ransomware attack consists of the 

following steps: 

1- The Ransomware attack sends a Ransomware link via email to the victim; 

as the Ransomware does not work randomly, it identifies the victim that it 

wants to target because it’s first and last purpose is to obtain the ransom. 

2- The victim downloads the file, and malicious code can be executed secretly 

by hiding the Windows console of an executable file. 
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3- Generate the encryption key of the AES encryption algorithm and send it 

via email to keep it away from the victim; it also generates a random 

number for the victim's device. 

4- AES encryption functionality encrypts all files inside the path where the 

attack executable is located and changes the file extension so that it is not 

open or readable.  

5- Change the file extension to (.enc) or any other extension, to be unreadable 

format. 

6- After the encryption process is completed, an interface will appear to the 

victim explaining that all files have been encrypted and that to retrieve 

them, he must pay a ransom and send it to an address placed by the attacker. 

We noticed that the time takes the attacker execution to encrypt the files 

depends on the size of the files inside the Folder path. 

3.3.1 External Ransomware Attack Prevention 

To prevent an external attack, where the Ransomware attacker tries to send 

a transaction containing the Ransomware attack link to encrypt the patient 

medical record inside the systems, Figure 3.4 depicts an attempt by someone 

from outside the Blockchain network to join the network and send a transaction. 

The attacker takes a patient's identity to trick a doctor into thinking that message 

is a link to all of the patient's medical healthcare records and images using email 

phishing.  

The proposed system uses a private Blockchain, and the smart contract 

checks any request based on the sender's Ether address. Because the smart 

contract preserves all of the Ether addresses of patients identifiable inside the 

network, it does not allow any new ether address to transmit any transaction, 

even if the person has a MetaMask wallet account. 
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Figure 3.4 External Attack  

All steps of the external attack algorithm are shown in the Flowchart (see 

Figure 3.5).  

 

Figure 3.5 Flowchart of External Ransomware Attack 
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The main stage of the external attack: 

1. Once the Medical healthcare record has been uploaded to the application, 

the smart contract will begin the verification process. 

2. The smart contract will check the sender's Ether address to see if it's 

registered in the Blockchain network or not. All patient's Ether addresses 

in the private Blockchain network are well known. 

3. If the smart contract knows the sender's Ether address, will start checking 

the validity of the requested transaction to see if it is empty or not. 

4. After that, the transaction is confirmed. 

5. Otherwise, the smart contract will prevent the requests. 

3.3.2  Internal Ransomware Attack Prevention 

An internal attack is defined as an attempt to attack the MHRs, by a trusted 

patient inside the network, as shown in Figure 3.6. 

 

Figure 3.6 Internal Attack 
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To prevent the internal attack, the medical record's metadata (data of data) 

transaction will indeed be handled. The Smart Contract checks the content of 

the record, as the records of the dataset that was previously shown in the chapter 

two, contains only a string data, so when a patient send transaction  contained 

a hyperlink , the SC will reject this transaction and block this patient and prevent 

him from sending any other transactions.  

In Internal attack part, the XAMPP is used to upload patients' information as 

SQL data format so that it can be read based on the priority of each patient's 

health. The Flowchart 3.7 below shows each algorithm step. 

The main stage of the internal attack: 

1. Once the MHR has been uploaded to the application, the smart contract 

will begin the verification process. 

2. The smart contract will check the sender's Ether address to see if it's 

registered in the Blockchain network or not. All patient's Ether addresses 

in the private Blockchain network are well known. 

3. If the smart contract knows the sender's Ether address, it will start 

checking the validity of the requested transaction to see if it is empty or 

not. 

4. Where patients are not allowed to send hyperlinks through the 

transactions. The smart contract rejects any transaction that contains a 

link. By checking the regular expression of the hyperlink. 

5. If the transaction is correct, immediately, the smart contract will accept 

the transaction. 

6. Otherwise, the smart contract will block all other records of that fake 

patient. 
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Figure 3.7 Flowchart of Internal Attack 

Both external and internal cases use the Proof of Authority (PoA) conscience 

algorithm to validate the blocks. 

3.6  Node Failure in Blockchain Network  

In the third case, the worst-case scenario for the Blockchain network, when 

one of the nodes in the network stopped working, which was either the node 
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had not ability to send and received the transactions for any own properties or 

maybe Ransomware attacker was able to attack a transaction inside the node . 

Therefore, we designed a model that attempts to simulate the environments on 

a Blockchain network produced by several nodes and clients. This simulation 

was based on the Flask framework, the Pycharm editor, and the Python 

programming language. The simulation has two dashboards, one for the node 

and one for the client. These dashboards were built from scratch using HTML, 

CSS, and JS. 

The features of the node in the simulation of Blockchain network: 

 The capability of incorporating additional nodes into the Blockchain 

network. 

 Using the Proof of Work (POW) algorithm. 

 RSA encryption is used for transactions, the most used public-key 

cryptography algorithm. 

 

The features of the client in the simulation of Blockchain network: 

 Wallets are made using encryption with public and private keys (based 

on the RSA algorithm). 

 Transactions with RSA encryption have been created. 

 

As depicted in the above (Figure 3.8), the processes for establishing the 

Blockchain network are as follows: 

1. All nodes are immediately notified of new transactions. 

2. Each node collects new transactions into blocks. 

3. Verifying the validity of the transactions using PoW algorithm. 
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Figure 3.8 Simulation of Blockchain Network 

For this purpose, two techniques have been employed to retrieve the data of 

a failed node whose own data has been damaged for any reason. 

3.6.1 Randomly Backup Method 

The first technique is the standard method of connecting nodes, the random 

method, in which nodes are connected at random, as illustrated in the flowchart 

(see Figure 3.9). When a failure occurs in one of the nodes, it sends an HTTP 

request to random connected nodes and backup of the lost transactions from the 

other connected nodes. As soon as it gets a copy of the backup, it will check the 

backup, if it is readable or not, and then restores its data completely. 

The main steps of the random method: 

1. When a node cannot read the transactions, either because of node failure 

or because a Ransomware attack encrypted it. 
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2. The failure node will send HTTP request to random neighbor-connected 

nodes in the network to get a backup of the Transaction. 

3. Download the backup of transactions and back to work normally. 

4. Otherwise, choose another node. 

 

Figure 3.9 Flowchart of Randomly Backup Method 

3.6.2 Shortest Path Backup Method 

In the second backup technique, when one of the nodes in the Blockchain 

network could not be able to send its transaction because of failed or gets hacked 
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by a Ransomware attack. In this thesis, five nodes are used, and it is assumed 

that one of these nodes fails, rendering it unable to receive new transactions or 

read old ones, so it sends a Broadcast request to all neighbor nodes and 

calculates the shortest path, based on the delay transmission between the failed 

nodes and the rest of the nodes in the network. An http request is sent to the 

nearest node and the damaged data is restored, which means it chooses the URL, 

based on the shortest path between the failure node and other nodes, it sends the 

request from the failure node to the nearest destination node and returns it to 

the failure node. Figure 3.10 illustrates the flowchart for this technique. 

 

Flowchart 3.10 Shortest Path Backup Technique 
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The main steps of the shortest path method: 

1. When a node cannot read the transactions, either because of node failure 

or because a Ransomware attack encrypted it. 

2. The failure node will send a ping request to the other neighbor-connected 

nodes in the Blockchain network to get a shortest path.  

3. The shortest path length between the failure nodes and the other nodes is 

determined after getting the responses from the nodes. 

4. Calculate the shortest path length between the failure node and other 

nodes, by sending a ping to all nodes and the shortest path is approved. 

5. Check if the backup is readable. 

6. Download the backup of transactions and back to working normally by 

using http protocol  

7. Otherwise, select another node. 

3.7  Building Smart Contract Algorithm   

In this section, the smart contract for protecting the medical healthcare 

record from external and internal Ransomware attacks is building. This smart 

contract use two basic libraries: 

 HitchensUnorderedkeySet.sol: To create, Retrieve, Update and Delete the 

dataset in the solidity smart contract. 

 Stringsutil.sol: Dumping data as a string in Solidity can be simpler. 

The below steps must be done to implement this contract: 

 Run Ganache Network. 

 Open Git Bash terminal, and write the path of the location of code. 

 Open Node.js, in terminal Npm run dev. 

 Reset deploying the smart contract in terminal Truffle migrate-reset. 
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 Upload smart contract to Ganache. 

 Convert HealthContract.sol to HealthContract.json. 

 Loading the files project using window. load function 

 Load APP.web3provider (http://localhost:7545). 

 ABIEEncoderV2 for encodes data into bytes. 

The smart contract has a set of special functions for adding, deleting, 

updating, and checking the patient's Ether address format to update the data 

coming from the smart contract and link it to the interface and vice versa 

web3.js. In the normal state of the Blockchain network, which is that the node 

is working, the smart contract allows only normal patient’s records to be stored 

on the Blockchain. The smart contract will reject all transactions from unknown 

Ether addresses or abnormal patient records containing Ransomware attack 

hyperlinks, and the smart contract will block the transactions. Algorithm 3.1 is 

presented in the smart contract created as a part of the proposed system. 

Algorithm 1: Smart Contract Algorithm for Proposed System 

Input: 
MHR: Medical Healthcare Record 

Output:  
Accepted transaction or rejected transaction 

Begin: 

1.  Check whether the PS greater and equal 0.5.0    # Check the solidity version 

2.  Set PatientArray                                                   # Array that store Patient data              

3.  Set PatientSet                                                        # Set that store Ether address 

4.  Set MHR                                                              # Medical healthcare record 

5.  Set incomingPat is True          # To all incoming patient try to enter this network 

6.  While incomingPat do                                                   

7.           Check whether MHR[patient-Ether-address] equal address(0x0) and   

           MHR[patient-Ether-address] in PatientSet then          

8.  Repeat  

9.  Read MHR_data from PatientArray[MHR]    # Read the patient data  

10.  Check  MHR_data included hyperlink then  # Metadata for each 

transaction 

http://localhost:7545/
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11.  Block MHR[patient-Ether-address]   # All new transaction of this 

patient will be rejected 

12.  Break 

13.  Otherwise; add MHR_data to the Blockchin network as new 

transaction                                                 # Accept the transaction 

14.  End_check  

15.  Next MHR_data 

16.  Until no anymore transaction        

17.  End_loop 

18.  Otherwise; Ignore MHR[patient-Ether-address]      # Outside private network 

19.  Break 

20.  End_check 

21.  End_loop 

End Algorithm 
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4.1  Introduction 

The previous chapter discussed algorithm and the tools used to build a 

new smart contract and a Blockchain network to secure patient records 

against Ransomware attacks. This chapter presents an implementation and a 

discussion of the practical results of the security of the proposed system to 

improve Ransomware security systems based on Blockchain technology.  It 

is important to note that the obtained results that will be presented are a 

simulation of the system since the real results require deploying the smart 

contract on a real network of Ethereum. 

4.2  Implementation Environment 

The proposed system is implemented using a Lenovo laptop with the 

following specifications: 

 Windows edition: Windows 11 Home. 

 Version: 21H2 

 The processor: Intel(R) Core(TM) i5-9300H CPU @ 2.40GHz. 

 The memory (RAM): 8.00 GB. 

 System type: 64-bit Operating System, x64-based processor. 

4.3  The Proposed System Interfaces 

The implementation of proposed system interfaces consisted of two 

parts, the front-End part and the Back-End part: 

4.3.1 Step-by-step process of the system (Front-end Part) 

The front end includes some basic parts as follows: 

4.3.1.1 The Main Interface 

The main interface of the proposed system is shown in Figure 4.1 

below. It has two main parts: before using Blockchain technology, the 

normal state of the standard system, and after using Blockchain technology 

to protect patient healthcare records from Ransomware attacks. 
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Figure 4.1 Main Interface of the Proposal System 

A. Standard System without Using Blockchain: Figure 4.2 below 

illustrates the normal case in the standard system, where a Ransomware 

attack sends a fake message that tricks the doctor into thinking that the email 

link contains the needed medical images and analyses. In reality, this link 

contains the Ransomware attack code to encrypt patients' files. 

 

Figure 4.2 Before using Blockchain  Interface 



Chapter Four                                                         Results and Discussions                                              

68 

 

B. Proposed System based on Blockchain: All parts of the model are 

used in this interface, from uploading a patient's record to the smart contract 

and Ethereum Blockchain network. Also, how to protect a patient's health 

record from a Ransomware attack, whether the attack came from outside or 

inside the Ethereum Blockchain network (see Figure 4.3). 

 

Figure 4.3 Proposed System Based on Blockchain Interface 

4.3.1.2 Uploading Dataset Interface 

On the "upload patient data" page, the patient records from the 

"Dataset" are sent to the smart contract in two different ways, as shown in 

Figure 4.4. Since the smart contract in the Ethereum Blockchain network 

cannot read the data directly from the "Excel file", so the file is changed into 

two different formats: 

1- The patient record was read from the JSON file so the records could be 

sent one at a time. 

2- Read patients' records using MYSQL to read patients' records based on 

the patient's health condition and the priority of response. 
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Figure 4.4 Upload Patient Dataset  

It is important to mention that the MetaMask pop-up will appear, as 

shown in Figure 4.5, by selecting the account that will be used. 

 

Figure 4.5 Upload Patient Record  

4.3.1.3 External Attack Interface 

In case of external Ransomware attacks, every transaction sent from 

outside the Blockchain network is automatically rejected based on the Ether 

address of the sender, even if the sender has data and an account in the 

MetaMask wallet (see Figure 4.6). 
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Figure 4.6 External Attack Interface  

Figure 4.7 shows the error message in the MetaMask wallet that appears 

when the external attack tries to send transactions containing a Ransomware 

attack. 

 

Figure 4.7 Error Message for External Attack in MetaMask Wallet  
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4.3.1.4 Internal Attack Interface   

In case of an internal attack, the Ransomware attack manipulates a 

patient inside the Blockchain network and simultaneously tries to transmit 

the Ransomware attack link as a transaction. Therefore, the Ransomware 

attack link may be randomly located in any patient's records. In our test, we 

have assumed that the seventh patient is the Ransomware attacker, and 

he/she transmitted the Ransomware attack link in any record. 

 

Figure 4.8 Internal Attack Interface   

As depicted in Figure 4.9, an alert message of rejecting the transaction 

and blocking all remaining records. 

 

Figure 4.9 Rejecting Alert Message  
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Figure 4.10 shows the error message when a patient uploads an abnormal 

file link. 

 

Figure 4.10 Error Message When Patient Uploads Abnormal File Link 

4.3.2 Step-by-step Process of the System (Back-end Part) 

The Back-End includes some basic parts as follows: 

4.3.2.1 Results of Ganache UI 

Ganache has been used to simulate a fully functional Ethereum 

Blockchain network. In this section, we display the ganache result when 

adding Patients transactions. Figure 4.11 shows the block of Ganache before 

deploying the smart contract. Figure 4.12 after running the smart deploy 

contract and Figure 4.13 the blocks on ganache after uploading transactions. 

 

Figure 4.11 Block of Ganache before Deploy Smart Contract 
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Figure 4.12 Block of Ganache after Deploy Smart Contract 

 

Figure 4.13 Block of Ganache after Uploading Dataset 

4.3.2.2 Compiling and Migrations Contracts 

To compile the smart contract, change to the directory root where the 

source code is located and type the following in the terminal:-truffle compile. 

The output is in Figure 4.14.          
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Figure 4.14 Output Compile Contracts  

Migrations are JavaScript files that help to deploy contracts to the 

Ethereum Blockchain. To run your migration, type the following in the 

terminal:- truffle migrate. The output is shown in Figure 4.15. 

 

Figure 4.15 Output Migrations Contracts 
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4.4  Simulation of Ransomware Attacks 

A simulator simulates the workplace environment of the Ransomware 

attack has been developed, specifically the TeslaCrypt Ransomware attack. 

First, the executive file is sent to the doctor's email account in the form of an 

image depicting the patient's medical analyses and examinations. In other 

words, the attacker sends an email to the victim containing the attack link. 

Finally, when the victim downloads and executes the file, the Ransomware 

begins to perform. The simulation of a Ransomware attack is separated into 

four main stages: 

 It hides the console interface that appears when running any 

executable file. 

 It encrypts all files inside the path of a Ransomware executable file. 

 It changes the extension of all encrypted files to make them 

unreadable or recoverable. 

 After completing the encryption process, the payment process 

instruction interface appears. 

Figure 4.16 shows the interface of files after encryption by a Ransomware 

attack. 

 

Figure 4.16 Encrypted Files By Ransomware Attack 
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After the encryption process, the victim notices an interface 

README.txt as shown in Figure 4.17, a file with instructions on getting his 

encrypted files back by paying a ransom in bitcoin currency.  

 

Figure 4.17 Alert Message for Victim 

This process results when the attacker's privacy is protected, and his 

identity and location cannot be tracked. Also, the ransom must be sent to the 

Ransomware attacker's address within a specific time. If not, he will delete 

all the encrypted files. After paying the ransom, there are two ways to 

generate and save the decryption key to decrypt all encrypted files: 

 Online decryption key: When the encryption, the attacker gets an email 

with the decryption file and a unique ID, which indicates a random 

number representing the victim's serial number. This keeps the 

decryption key from falling into the wrong hands (See Figure 4.18). 

 

Figure 4.18 Online Decryption Key 
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 Offline decryption key: After the ransom is paid, the attacker has an 

executable that stores the decryption file so that they can send it to the 

victim, who can then use it to decrypt the files and get their data back. 

Figure 4.19 shows the offline decryption key. 

 

Figure 4.19 Offline Decryption Key 

4.5  Deploy Smart Contract to Ethereum Network 

The proposed system will use the Ganache Ethereum test network to 

deploy smart contracts, record results, and evaluate system performance 

based on them. The following steps are to deploy a smart contract on the 

Ganache Ethereum test network to validate the smart contract. 

1- The following are the configuration of the Ethereum network. 

 Host Name:127.0.0.1 

 Port number: 7545 

 Network Id: 5777 

 Account Default Balance:100 Ether 

2- Open the MetaMask wallet and submit the amount of Crypto-currency 

required to deploy a smart contract over the network for each Patient 

(see Figure 4.20, for example). 
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Figure 4.20 Patient Account in MetaMask  

3- The next step is deploying a smart contract from Visual Studio Code 

to the Ganache Ethereum local test network (See Figure 4.21). 

 

Figure 4.21 Deploy Smart Contract on Ganache Ethereum Network 

4- A smart contract address is created to make transactions and call smart 

contract functions on the Ganache Ethereum network (see Figure 

4.22). 
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Figure 4.22 Blocks creation after Deploying a Smart Contract 

5- Git Editor has been used for deploying the healthcare contract. This 

is run by executing the script (see Figure 4.23-4.24): 

Truffle migrate –reset// Reset the Deployment of the smart 

contract 

 

Figure 4.23 Deploying the Healthcare Contract 
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Figure 4.24 Deploy the Migration Contract 

Then as shown in the below Figure (4.25), calculate the total cost of 

deploying the healthcare and migration contracts.  

 

Figure 4.25 Cost of Deployment Smart Contract 

4.6    Failure Node Backup: Python Flask 

When a node in the Blockchain network fails or gets hacked by 

Ransomware. So we proposed a secure backup strategy to restore the failed 

node data.  

We built a simulation that simulates the environment of the Blockchain 

network and restores a backup of the lost data from other nodes in the 

network. Nodes URL can begin from:   

http://127.0.0.1:5001 and http://127.0.0.1:5002,  etc. 

http://127.0.0.1:5001/
http://127.0.0.1:5002,%20%20etc.
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While clients' URLs can begin from: http://127.0.0.1:8081 and 

http://127.0.0.1:8082, etc. 

The node dashboard has two tabs in the navigation bar: 

  Mine: To see information about transactions and the Blockchain, 

as well as to find new blocks of transactions (see Figure 4.26) 

 

Figure 4.26 Interface of Node Mining Tab 

 Configure: Set up links between the different Blockchain nodes 

(see Figure 4.27). 

 

Figure 4.27 Interface of Node Configuration Tab 

http://127.0.0.1:8081/
http://127.0.0.1:8082/
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Figure 4.28 below illustrates the node's terminal normal state once it has 

been started. 

 

Figure 4.28 Node's Normal State 

When a node fails, it sends a direct HTTP request to the remaining nodes 

to retrieve the lost node transaction. Moreover, randomly recovered the data 

from the node, as shown in Figure 4.29. 

 

Figure 4.29 Retrieve the Backup of Transaction from another Node 
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4.7  Ethereum Gas Test  

This section shows the performance test results regarding usage costs, 

as shown in Table 4.1. The amount of gas used in every procedure that 

requires a transaction to be sent to the Blockchain is recorded using 

Ganache. Execution of the Solidity code is deterministic, and the gas uses 

are calculated as the total gas used by the implemented EVM operating 

codes. 

Table 4.1 Ethereum Gas Test 

Behavior Gas Used Ether Cost U.S. Dollar Cost 

Deploy Smart 

Contract 
21.60 0.0360736 ETH 65.19$ 

 

4.8  Performance Evaluation of Proposed System  

In this section, the proposed system is evaluated according to the 

metrics that have been adopted (see Section 2.13.1 in Chapter Two) as well 

as the selected dataset (see Section 2.13.2 in Chapter Two). 

4.8.1 Cost Results  

Table 4.2 shows the cost of all patients' records of the dataset, which 

contains all the records, including the Ransomware attack link, where each 

reading represents a transaction, before using the proposed system and 

preventing the Ransomware attack link, and how these costs have been 

reduced. 

Table 4.2 Cost of the All Patient Records before Using the Ransomware 

Protection System 

No. Patient No. Readings Cost in Wei Cost in Iraq Currency 

Patient 1 31 697376 0.00000123762768490336 
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For example, we have assumed that the Seventh patient is a Ransomware 

attack, the second record of its records contains the link to a Ransomware 

attack, and when the proposed system is executed, all records of this patient 

will be rejected, and the cost will be reduced by 855304, as shown in Table 

4.3. 

Table 4.3 Cost of the All Patient Readings after Using the Ransomware 

Protection System 

Patient 2 35 787780 0.0000013980669504158 

Patient 3 21 472668 0.00000083884017024948 

Patient 4 17 382636 0.00000067906109020196 

Patient 5 20 450160 0.0000007988954002376 

Patient 6 20 450160 0.0000007988954002376 

Patient 7 39 877812 0.00000155784603046332 

Patient 8 19 427652 0.00000075895063022572 

Patient 9 27 607716 0.00000107850879032076 

Patient 10 22 485276 0.00000086121548837236 

Patient 11 14 315112 0.000000867655219984 

No. Patient No. Readings Cost in Wei Cost in Iraq Currency 

Patient 1 31 697376 0.00000123762768490336 

Patient 2 35 787780 0.0000013980669504158 

Patient 3 21 472668 0.00000083884017024948 

Patient 4 17 382636 0.00000067906109020196 
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4.8.2 Immutability Results 

In this section, the number of peers is 2, n is the number of miners, 4 

is the maximum block can attacker to be attacked, and z is the number of 

blocks. Hence, the result of the Immutability for the proposed system is: 

 Each reading represented a transaction 

 Each transaction represented a block 

 Each reading was distributed to multiple peers  

 Number of readings based Dataset =    256 

 Immutability = 1 - Pr (attack) = 1 - (2/n)4z  

Immutability = 1 - Pr (attacker) 

Pr (attacker) = (2/265) 4*265 

 Immutability = 1 - (2/265) 4*265  = 1 

4.8.3 Estimated Time Results 

From the observation of the obtained results according to the 

equations below, the estimated time of the attacker to perform an attack 

increases as the number of blocks increases and miners.in our proposed 

system, we assume that the number of miners is the same number of blocks. 

E (time) = T * (number of miner/number of pairs) 2z  

E (time) =12 * (1/2)2*1 

Patient 5 20 450160 0.0000007988954002376 

Patient 6 20 450160 0.0000007988954002376 

Patient 7 1 22508 0.000000061975372856 

Patient 8 19 427652 0.00000075895063022572 

Patient 9 27 607716 0.00000107850879032076 

Patient 10 22 485276 0.00000086121548837236 

Patient 11 14 315112 0.000000867655219984 
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E (time) = 3s 

E (time) =T * (n/2)4z  

E (time) =12 * (265/2)4*265 

E (time) = 4.246315072352341830654782431489e+2250s 

4.8.4 Data Storage Results 

According to the model proposed in this thesis, it is not possible to 

know if the Ransomware attack in which accounts for any of the known 

patients, so we assumed that the attack was carried out by the seventh patient, 

who has 39 records and the Ransomware attack link in the second record. 

After using the smart contract algorithm, it will store only 227 records. The 

cost is also reduced by 855304 Wei, as shown in the bellow Figure 4.30. 

 

Figure 4.30 Data Storage 

If the Ransomware program's attack link could happen in a certain record, 

that record might be 17 from 39 records. In this case, when the amount of 

space needed to store the data decreases, the cost also will be decreased and 
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become 495176 Wei. To calculate the probability of a Ransomware event in 

any record as follows: 

If the selection record = 2, then the proposed system will block 37 record 

If the selection record = 37, then the proposed system will block 1 record 

Block-record = n - LinkedBlock + 1 

Where n = sequence of attack record 

x = number of transactions 

z = number of reduced transaction 

P(select-record) = x - n   z 

P(Record number2) = 39 - 2    37 transactions are blocked 

P(Record number17) = 39 - 17   22 transaction are blocked 

P(2) - P(17) = 37 - 22  transactions are blocked 

                    = 15 transactions are blocked  

This means the probability of blocked transactions in patient 7 . 

4.8.5 Recovery Time Results 

It is the amount of time to retrieve the failed node lost transactions. 

We notice that the recovery time increase with the number of Blocks. Two 

methods were used to get the data from the failed node. The data was either 

taken from a random node on the network or from the closest node based 

on the shortest path. The results calculated by start time - end time for 

recover each recover blocks. We assume to recover 10 blocks, the 

difference in how long it takes to get the block using the two methods is 

shown in Table 4.4 below.     

Table 4.4 Comparison of the Two Methods Recovery Time for 10 Blocks  

Number of   Recovery 

Blocks 

Time in Randomly 

Method 

Time in Shortest Path 

Method  

1 0.015622139 0.03124404 
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We have made a comparison between the two algorithms based on the 

number of blocks retrieved after the attack and during a time measured in 

seconds, as shown in Figure 4.31. 

 

Figure 4.31 Recovery Time 

2 0.015622139 0.03124404 

3 0.031243563 0.046867371 

4 0.046900749 0.062488556 

5 0.062525511 0.078111887 

6 0.078128576 0.031244993 

7 0.093786478 0.031244993 

8 0.109409809 0.046865702 

9 0.125005007 0.062488317 

10 0.148600204 0.078072309 
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Where it was found that the shortest path algorithm comes with slightly 

less time than the random Recovery, both methods yield typical values 

during the data retrieval rate. 

4.8.6 Execution Time Results 

The execution time to deploy smart contracts and run their tests. We 

checked how well the proposed system worked by measuring how long it 

took this smart contract to run on average from the time it was uploaded to 

the Ganache Network. This Blockchain simulator contains almost instant 

mining, which greatly reduces the time for testing execution. As a result, it 

was found that the execution time of transmitting patient records without the 

framework proposed will take time  9.5992984771728517 seconds. On the 

other hand, the execution time using the proposed framework, which took   

2.625976563 seconds. In the end, we can show that the proposed smart 

contract-based model is possible because our model takes very little time and 

has very little overhead, which doesn't have a big effect on the Blockchain 

network or its users.  

4.9    Setting up Development Environment for DAPPS 

As explained in Chapter Two, Ethereum enables developers to create 

dApps, it is crucial in our project because it is the development platform and 

the Blockchain network used. Therefore, this section identifies the main 

elements of application architecture from Ethereum usage. Figure 4.32 

shows the implementation platform and tools that are used to build Ethereum 

dApps, where Visual Studio IDE and Solidity development environment are 

used to write, compile and debug Solidity code. Truffle is an Ethereum 

framework and test environment. Ganache is a Blockchain private test 

platform, and the web3.js was used to interaction between the system 

interfaces and the Ethereum Blockchain network and MetaMask. 
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Figure 4.32 Ethereum Environments and its Tools 

4.10 Connect Truffle to the Ganache  

To connect truffle to the Ganache Ethereum network, improve the 

environment by trying to call network development and the host (URL) and 

port. Ganache is already listening on host URL: 127.0.0.1 and the port 

number: 7545 by using these settings to put the smart contract on the 

Ethereum. To get started, open truffle-config.js, a JavaScript file at the root 

of the project directory that can run any code needed to set up the project's 

configuration 
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5.1   Conclusions 

Mostly in recent years, there have been a lot of Ransomware attacks 

and their alternatives. These attacks are now clearly targeting health facilities 

and other places that provide health care. In response to this change, this 

thesis provides a broad overview of Ransomware attacks in the healthcare 

industry. Although many studies, such as machine learning, SDN 

technology, Blockchain technology, etc., have looked at how to detect and 

prevent Ransomware in the healthcare sector in general, at the moment, 

Blockchain technology is receiving a lot of attention and research on a large 

scale. And there is some research on it, such as the consensus mechanism, 

post-quantum Blockchain technology, and building smart contracts. Also, 

we can see that Blockchain technology is the best technology that can be 

used to protect patient records from Ransomware. This is because 

Blockchain technology is secure, scalable, and immutable and stores 

information in a decentralized environment.  

For this reason, our work is adopted Blockchain technology in order to 

develop a secure system against Ransomware attacks. Firstly, we simulated 

the behavior of Ransomware attack software based on the AES encryption 

algorithm to study and analyze the effect of this software on healthcare 

patient records. Secondly, we proposed a security system that has the ability 

to provide protect healthcare patient records from external and internal 

Ransomware attacks, as well as recover data when any node within the 

network is exposed to any damage that prevents it from sending its data and 

sharing in the network.  

Each time when any patient sent own data (in our study, the IoT data) 

over the network, the smart contract checks the patient's own Ether address 

or/and the metadata of patient transaction to prevent attack links from being 

sent within the network, where they are immediately rejected. Moreover, the 
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simulation was made to simulate the Blockchain network when one of the 

network nodes may be attacked or fails, and it could not send its own 

transactions. In this situation, it can retrieve the data of these nodes in two 

ways: randomly selecting the backup copy of one of the network nodes or 

selecting the node that is nearest to the failed node.  

According to the obtained results of the proposed system, it is noted that 

it reduced the cost of transactions by 855304 Wei by preventing (blocking) 

all the transmitted records from attackers after detecting it. Hence, the data 

storage was also decreased because the smart contract allows sending only 

the correct transactions. Furthermore, the proposed system over Blockchain 

technology increased the estimated attacker time by 98% compared to the 

other types of networks. The execution time for raising patient records on 

Ethereum Network is better than the standard system by 60%. 

5.2  Limitation  

In this section, some of the limitations are presented which had not been 

considered in the proposed system. 

 The proposed system has not been considering the effect on the 

network's performance, Because of the focus on the security side 

 The other type of attacks that may attack the Blockchain network is 

not addressed, such as DDOS, botnet and rootkit attacks. 

 Difficulty in Implement the new build the smart contracts on the real 

Blockchain network, because of issues (cost and security).  

 In addition, the proposed system has not been evaluated on multiple 

datasets of varying sizes and formats. 

5.3  Future Works 

This thesis presents an initial look at creating a multi-peer distributed 

system using Blockchain technology that can be used in various fields, 
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taking into consideration the specificity of each field. Below are some areas 

where it is suggested that the system be applied in future work. 

 Implement the smart contracts on a real Blockchain network, for 

example, the Rinkeby network. 

 Design a secure medical application by implementing the proposed 

system on a testbed (real data for IoT devices). 

 Implement the proposed system on the Linux operation system via 

combining Ethereum with Hyperledger and IPFS technologies. 

 Develop the proposed system to protect and prevent the MHRs from 

other types of attacks like a botnet and, rootkit, DDOS attacks. 

 Fix the problem of the vulnerable node with a bigger and broader 

technology by making an algorithm for faster and better data retrieval 

and putting it on a real network like Ethereum.  
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