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Abstract

A biometric system provides automatic identification of an individual
based on a unique feature or characteristic possessed by the individual. Iris
recognition is one of the most representative identification technologies in
biometric recognition, which is widely used in various fields. These systems
depend on iris texture features, which are characterized by richness, randomness,
and uniqueness, in addition to stability, and this makes iris recognition systems

more accurate and reliable.

Irregularities in iris images (like poor quality, nonlinearly deformed iris
images) make the recognition task harder and more challenging. Also, the
inherent noise in iris i1mages causes significant degradation in cognition
efficiency. All these problems open challenges in iris recognition topic. Hence, it
is important to develop an effective and accurate iris identification system that
enhances the identification accuracy. To address these needs, in this thesis, iris
identification system based on finding a set of iris features that enhance the

system accuracy is investigated.

In recent years, deep learning has achieved high performance in many
computer vision tasks, such as image classification, semantic segmentation, and
object detection. Therefore, deep learning techniques have been relied upon to
extract iris texture features. To extract the features, the deep learning technique
represented by Convolutional Neural Network (CNN) is used. The CNN Network

is designed to consist of several layers to extract the features.

Through the phases of training and testing, the input eye image is passed
through a sequence of main processing stages (i.e., iris Segmentation,
normalization and features extraction). Segmentation is the process of separating
the iris region from the rest of the eye parts. First, the iris region is localized by

first finding the boundary of pupil by using a set of image processing operations.



Second, a method for identification of the outer boundary of iris region is applied.
To bypass the problems, arise due to the normal change in pupil size the circular
iris is resampled & mapped to be rectangular. The iris is located between the pupil
and the white sclera, so it has an annular shape and an unstable size, so another
process is needed to turn it into a fixed-dimensional rectangle whose features are

easy to extract. This process is called Normalization.

To show the impact of extracted features by proposed CNN model, several
methods were used to identify the person identity. The first method of
classification was using the artificial neural network (ANN) represented by the
fully connected layer in CNN model and SoftMax classifier. The second one
includes classification by using minimum Euclidean Distance. In this method, the
extracted features in the training phase are used to build a template of each person
based on applying average fusion method on training samples of each person
which is saved in train database. The third classification method is to use a

Support Vector Machine (SVM).

The developed system was tested on two databases (CASIA-1 and CASIA-
4). The accuracy results for first method were 98.89, 98.5 for the CASIA-V1 and
CASIA-V4 respectively. The accuracy results for the second method were
96.29%, and 95.83 for CASIA-V1 and CASIA-V4 respectively. The accuracy
results for third method were 99.54%, and 98.83% for CASIA-V1 and CASIA-
V4 respectively.
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Chapter One

General Introduction

1.1 Introduction

Nowadays, the great interest in biometric recognition systems can be
justified due to the increased demand for security, additionally, it’s having some
advantages: cannot be stolen, lost, or forgotten. However, to be reliable, biometric
traits should be unique and persistent over time. A biometric feature can be
defined as a physiological (face, fingerprints, iris, etc.) or behavioral (gait, voice,
signature, etc.) attribute of a human being that can discriminate one individual
from another [1].

Iris recognition is considered one of the important methods of effective
personal identification because it has many characteristics [2]. The characteristics
of the iris can be summarized: Firstly, the iris trait represents the annular region
of the eye lying between the black pupil and the white sclera; this makes it
completely protected from varied environmental conditions [2]. Secondly, it is
believed that the iris texture provides a very high degree of uniqueness and
randomness, so it is very unlikely for any two iris patterns to be the same, even
irises from identical twins, or from the right and left eyes of an individual. This
complexity in iris patterns is due to the distinctiveness and richness of the texture
details within the iris region, including rings, ridges, crypts, furrows, freckles,
and zigzag patterns[3]. Thirdly, the iris trait provides a high degree of stability
during a person’s lifetime from one year of age until death. Finally, it is
considered the most secure biometric trait against fraudulent methods and
spoofing attacks[4].

Usually, the input images of the eyes are in un-constrained conditions.
Meaning the algorithm should detect and identify the iris area. This operation is
considered complicated due to the noise and variation of the iris location[5].

Thus, iris location should be identified and detected first in order to process it
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later. The features of the iris region are extracted after being selected for matching
operations. A range of algorithms is provided for feature extraction, including
traditional techniques like 2D Gabor filters, Wavelet transforms, and Laplacian
of Gaussian filters as well as newer techniques like Convolutional Neural
Network (CNN) [6]. Extracting effective features is the major important stage in
a lot of object recognition and computer vision tasks. Therefore, several
researchers have focused on designing robust features for a variety of image
classification tasks. Nowadays, much attention is given to feature learning
algorithms and Convolutional Neural Networks (CNN)[7][8]. Here, the meaning
of the concept of feature is any distinctive aspect or characteristic which is used
to solve a computational task related to a certain application. The combination of
n features can be represented as an n-dimensional vector, called a feature vector.
The quality of a feature vector is dependent on its ability to discriminate image

samples from different classes[9].

1.2 Related Works

Most of research in iris recognition system field deals with one of the
problems that is found in the relevant steps of iris recognition system (i.e. iris
segmentation, iris features extraction, and pattern matching) in order to get
accurate results. This section lists two sub-sections of research, the first sub-
section contains some research that includes some localization methods, in the
second section, several recent systems of iris recognition have been reviewed.
Also, these sub-sections include some of the latest studies about deep learning

and its role in the identification system.

1.2.1 Related Works (Iris Segmentation)
The most effective and modern approaches in detecting the iris could be
grouped into two general approaches. The first approach involves using two

typical algorithms were proposed by Daugman (integro-differential operators)
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and Wildes (Hough Transform) [10]. The second approach involves using Deep

Learning techniques.

A. Approaches Using Daugman and Wildes Methods and other methods

In 2018, Kennedy and others proposed a method for iris segmentation. It
entails switching from the integro-differential operator approach (John
Daugman's model) to the Hough transform (Wilde's model) as the segmentation
strategy for this implementation. This study analyzed the two segmentation
approaches in-depth to determine which is superior for recognition based on
wavelet packet decomposition. The integro-differential technique to
segmentation was found to be 91.39 percent accurate, whereas the Hough

Transform approach was found to be 93.06 percent accurate[11].

In 2021, Ahmed and others proposed a method for iris segmentation. In
this method for pupil boundary detection, processes such as morphological
filtering and two-direction scanning were applied. The Wildes approach (Hough
Transform) is adjusted for limbic border identification by limiting the Canny edge
detector and Hough transform processes to a tiny Region of Interest (ROI) not
exceeding 20% of the picture area. This method was tested on several databases,
including CASIA-V1and V4, and the accuracy rate was 96.48 - 95.1 respectively
[12].

In 2022, Tariq M. and others presented a compound method to perform the
iris segmentation based on several techniques such as LoG Filter (Laplacian of
Gaussian), region growing (One of the ways to segment images), and zero-
crossings of the LoG filter. In this suggested method, to detect the pupil region
used LoG filter with region growing, and used zero-crossings of the LoG filter to
correctly identify the boundaries of the inner and outer circular iris. This method

has been tested on several public databases including CASIA-V1 and CASIA-
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V3. The segmentation accuracy of the proposed method was good and

outperformed many methods [13].

B. Approaches Using Deep Learning Methods

In 2018, Lozej and others proposed a model based on U-Net to perform
iris segmentation. The architecture of U-Net is known in the medical image
processing field due to its high performance on a relatively small dataset. It uses
the encoder-decoder design. The encoder is performing classical CNN operations.
In this work, the VGG model is used for the encoder. The decoder up-samples
the lower layer's feature maps while also concatenating and cropping the encoder
part's output of the same depth. The training technique employs adaptive moment
estimate (Adam) and binary cross-entropy. CASIA database is used with 160
images for the training phase, and 40 images for the testing phase. Accuracy
ranged between 96% - 97% based on network depth and Batch

Normalization[14].

Another U-Net based work is proposed in 2019 by Zhang and others.
However, they extracted more global features using dilated convolution rather
than original convolution to better process the details of images. In fully dilated
convolution (FD-UNet), the convolutional mask has zero values inside of it (i.e.,
avoid some parts of the original image). This will lead to more receptive field
information without increasing the complexity of the algorithm and losing the
information. This method was tested on several databases, including CASIA-Iris

V4 (interval), and the accuracy rate was 97,36% [15].

In 2019, Yung-Hui Li and others presented a method composed of learning
and edge detection algorithms for iris segmentation. The bounding box is found
by Faster R-CNN that is built of six layers; the region of the pupil is detected by

using a Gaussian mixture model. On the CASIA-Iris-Thousand database,

4
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experimental findings for this proposed technique obtained 95.49 % accuracy
[16].
Table (1.1) presents the summary of all listed works related to iris

segmentation stage.

Table (1.1): Summary of the Literature review for Iris Segmentation Methods

References Year Method Dataset Accuracy%

CASIA-VI
[12] 2021 | Morphological filter CASIA-V4
&two direction scanning
ranged between
[14] 2018 U-Net CASIA-V1 96% - 97%
based on
network depth
and BN

[16] 2019 Faster R-CNN CASIA-V4 95.49

1.2.2 Related Work (Iris Identification Systems)

In 2017, Kien Nguyen and others presented Iris Recognition System with
Off-the-Shelf CNN Features. This work consists of several steps: Segmentation
(used Integro-Deffrentioal Operator), Normalization (used Rubber Sheet Model),
Feature Extraction ((using Off-the-Shelf CNNs), where a number of pre-trained
CNN architectures has been applied such as, VGG-Net, Dense-Net, and RES-
Net& Inception), and finally classification (using Support Vector Machine
(SVM)). This system was tested on several databases including CASIA-Iris-
Thousand. Where VGG-Net, ,Dense-Net, and RES-Net& Inception networks

5
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achieved results with accuracy up to(93.1% with 9 layers),(98.8% with 5 layers),
and (98.3% (10 layers), 98.5% (12 layers)) respectively[17].

In 2018, Maram.GAlaslani and Lamiaa A. Elrefaeil evaluated the extracted
learned features from a pre-trained Convolutional Neural Network (Alex-Net
Model) followed by a multi-class Support Vector Machine (SVM) algorithm to
perform classification. The performance of the proposed system is investigated
when extracting features from the segmented iris image and from the normalized
iris image. The proposed iris recognition system is tested on several datasets:
CASIA-Iris-V1, CASIA-Iris-thousand and, CASIA-Iris- V3 Interval. 60 classes
were used from each dataset and the results were 98.3%, 98%, and 89%

respectively[18].

In 2018, Yuslena Sari and others proposed a new feature extraction based on iris
texture patterns with Principal Component Analysis (PCA). PCA is used to store
computing process in classification process. The focus of this research was to
compare the accuracy result of classification methods of distance measurement
such as Euclidean Distance, City Block Distance, Chebyshev Distance, and other.
Accuracy test shows that PCA can be used in various classification methods that
use distance measurement. This method was tested on CASIA- V4 Database and

the results of accuracy was 85.0 for the Euclidean Distance measure. [19]

In 2019, T.Zhao and others proposed iris recognition system based on
Deep Learning Techniques. After pre-processing the iris images to obtain the
normalized images, Capsule network deep neural architecture is applied for iris
identification purpose. Three cutting-edge pre-trained models are introduced:
VGG16, InceptionV3, and ResNet50. The three networks are divided into a
series of subnetwork architectures based on the number of primary constituent

blocks. Instead of a single convolutional layer in the capsule network, they are

6
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used as the convolutional component to extract primary features. Three models
have been proposed InceptionV3 5block+DRDL, Iris-Dence+DRDL, and
VGG16_4block+DRDL. The term DRDL stands for dynamic routing-based
algorithm, which depends on the direction and length information of the vectors,
so itis called DRDL. The proposed method was tested on the CASIA-V4 dataset.
VGG16_4block+DRDL model has achieved the highest accuracy for this
dataset, reaching93.87%][20].

In 2019, Maram.G Alaslnil and Lamiaa A. Elrefaei proposed iris
recognition system based on Transfer Learning with Convolutional Neural
Network. This work, like any iris recognition system, consists of several stages,
from the initial processing of the iris images to the extraction of features using
the principle of transfer learning with CNNs. The proposed system is
implemented by fine-tuning a pre-trained Convolutional Neural Network (VGG-
16) for feature extraction and classification. The performance of the iris
recognition system is tested on CASIA-Iris-V1,CASIA-Iris Thousand, and
CASIA-Iris Interval and the results were 98.3%, 95%, and 91.6% respectively[6].

In 2020, SaiyedUmer and others presented a method for iris recognition
that consists of a number of stages: preprocessing, feature extraction, and
classification. In image preprocessing an annular iris, the portion is segmented
out from an eyeball image and then transformed into a fixed-sized image region.
The parameters of iris localization have been used to extract the local periocular
region. For features extraction and classification tasks VGG16, ResNet50, and
Inception-v3 CNN architectures have been employed. The proposed method
applied on several databases including CASIA-Iris-Distance and the accuracy

results ranged between 96-98% dependence on the CNN architecture used[21].
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In 2021, K.Kumar and others proposed a system for iris recognition based
on several techniques such as Circular Hough transform for iris segmentation,
Doughman Rubber Sheet Model for performing Normalization to obtain images
in a unified form, and then used CNN(Mini-VGG) which has not been educated
before. This Net Consists of two sets of Convolutional and ReLU layers, Max
pooling, Collection of fully connected layers. This work used CASIA-Iris
V1(Dataset consisting of 756 iris images from 108 folders having 7 samples each)
and split it into 80 % for the training phase and 20% for the testing phase to
validate the model performance on unseen data. Experimental results were

accuracy, precision, recall is 0.98%,0,99% and 0.99% respectively[22].

In 2021, S.Sujana and VSK Reddy proposed an iris recognition system
based on two phases: pre-processing is the first phase that includes iris
segmentation and Normalization, that used Circular Hough Transform with
Canny Edge Detection to obtain the segmented images and Doughman Rubber
Sheet Model for Normalization. The second phase include sex tracing the features
from the normalized images by using deep learning techniques (CNN
Architecture). The performance of this architecture depends on hyper-parameters
tuning, optimizer used, and learning rate schedules. This system has been tested

on CASIA-Iris V1(where the accuracy was 95.4%)[23].

In 2021 A. N. Hashim, R. R. Al-Khalidy suggested a developed system for
iris identification. This system is based on the fusion of scale-invariant feature
transforms (SIFT) and local binary patterns of features extraction. This work
applied in several steps include: convert images to grayscale, perform iris
segmentation by using Circular Hough transform, for Normalization used
Daugman’s rubber sheet models, apply the histogram equalization to enhance the
iris region, and finally, extract the features by using the scale-invariant feature

transformation (SIFT) and local binary pattern. SIFT Algorithm consist of four

8
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stages: (Detection of Scale Space Extreme, Accurate Localization Extreme
Points, Orientation and KeyPoint descriptor).This system has been tested on
CASIA-Iris V4 Dataset ((30 class) every class has 20 samples, with a total of 600
images) and was the accuracy 98.67% for left eyes and 96.66% for right eyes
[24].

In 2021, Kai Yang and others proposed a network architecture based on
the dual spatial attention mechanism for iris recognition, called DualSANet. This
work includes several steps: Image Pre-processing to obtain normalized images,
Network Architecture to extract dual spatially corresponding iris feature
representations for iris recognition. This net is performed by encoder-decoder
structure. CASIA V4 Thousand and Distance Dataset is among the databases to
which this architecture has been applied, and the results show that this method
achieved superior performance compared with the existing methods. (FRR and
EER for CASIA-IrisV4-Thousand was 0.31%, 0.27% and for CASIA-IrisV4-
Distance was 10.67%, 3.23% respectively[25].

In 2022, Suzwani Ismail and others experimented with 17 pre-trained CNN
networks such as DarkNet-19, SqueeseNet, Alex-Net, Google Net, ... etc.) with a
different number of epochs in each experiment, starting from 4 epoch to 20 on a
dataset CASIA-Iris Lamp. A multi-class Support Vector Machine (SVM)
algorithm used to perform classification task. In this work utilized different epoch
number on the model until a good accuracy is achieved with different types of
layers in CNN in order to identify which type of layers could extract good
features. Simulation results of 92% by DarkNet-19 on CASIA-Iris-Lamp dataset
reveal the effectiveness of deep learning algorithms on extracting irregular
features of deformed iris[26].

Table (1.2) presents the summary of all listed works related to iris

recognition system.
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Table (1.2) Summary of Literature review for Iris Recognition System
References Year  Feature Extraction Classification Dataset Accuracy%
VGG-Net
[17] Dence-Net SVM Classifier CASIA-Iris

Res-Net &Inception Thousand

[20] 2019 | VGG16-4block+DRDL | SoftMax Classifier CASIA-Iris-V4 93.87

VGGle 96.79

[21] 2020 ResNet 50 SoftMax Classifier CASIA-Iris- 97.68

Inception v3 in Pre-trained Distance 98.69

Inception- ResNet e 98.43

[23] 2021 Proposed CNN SoftMax Classifier CASIA-Iris V1 95.4
Architecture

[25] 2021 DualSANet Model Minimum shifted CASIA-V4 ---
and Masked Thousand
Distance (MMSD) CASIA-V4
Distance

[EEN
o ‘
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1.3 Problem Statement

The limitation of traditional iris recognition systems to process iris images
captured in unconstraint environments is challenging. Automatic iris
recognition has to face unpredictable variations of iris images in real-world
applications. For example, the most challenging problems are related to the
severe noise effects that are inherent to these unconstrained iris recognition
systems. The typical sources of noise include motion blur, lighting, the
distance between the person and the camera, and specular reflection, among
others. The most difficult challenge is to develop an accurate and reliable iris
recognition system for use in security applications, which is the key reason
for this thesis. Finding robust iris features representation for a variety of

images can enhance the recognition accuracy.

1.4 Aims of Thesis

In order to achieve the aim of high accurate person identification, thus sub

aims are required to be accomplished including:

1. Iris localization is an important step in iris recognition system, thus design
an algorithm to segment the region of interest (Iris region in the image of
eye) based on a combination of image processing technique and Hough
transform.

2. The main objective of this thesis is to overcome the poor robustness of the
classical hand-crafted feature extraction method in the iris recognition
system. Design and implement an iris identification system using Deep
Learning for iris images to discover a feature representation scheme that is
primarily data-driven.

3. By automatically learning the feature representation from the iris data, an

optimal representation scheme can potentially be deduced by building iris

11
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template based on features fusion, leading to high recognition results for

the iris recognition task.

1.5 Thesis Outline

The remaining part of the thesis is organized as the following:

- Chapter two: “Theoretical Background”
This chapter will provide a background of Iris Recognition Systems,
Segmentation and Normalization techniques used in the proposed system,
and an introduction about Machine Learning and Deep Learning (CNN

Architectures).

- Chapter three: “Proposed Iris Identification System”
A thorough explanation of the main stages for building the Iris Recognition
Systems, Convolutional Neural Network (CNN), and the selected
algorithm of the Deep Learning to tackle our problem is presented. This
chapter contains all the principles of Iris Recognition Methods,
Convolutional Neural Networks, besides the related researches and
published works and codes that may be useful and insightful for our
understanding of how this technique is working. Moreover, the design of

our work and algorithms are explained.
- Chapter four: “Experimental Results and Evaluation”

The experimental results of the proposed system will be presented in this

chapter.

12
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- Chapter five: “Conclusions and Future Works”
This chapter shows the major conclusions gotten from the results of the

proposed system in addition to the suggestions of some future works.

13
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Chapter Two

Theoretical Background

2.1 Introduction

This chapter includes the different approaches and mechanisms that have
been implemented in the iris recognition systems. And also includes a detailed
explanation of the image processing techniques that used in these systems.

The basic stages of building the iris recognition systems are Image
Acquisition, Iris Segmentation, Iris Normalization, Features Extraction, and the
classification. These stages will be clarified during the chapter in some details
and an explanation of the techniques used, both manual and related to machine

learning and deep learning.

2.2 Biometric Systems
Biometrics is the most promising system for identifying a user, where it is
associated with uniquely human characteristics. Figure (2.1) shows types of
biometric identifiers. Biometric authentication can be preferred over many
traditional methods, such as smart cards and passwords because biometrics makes
information difficult to steal. Physiological traits such as fingerprints, DNA,
facial recognition, iris, and so on, and behavioral characteristics such as voice,
gait, signature, and so on, are the most frequent biometric identifiers [23].
Some of the principal properties of a biometric system are the following [27]:
1- Robustness (Stability): the biometric characteristics have to be highly
unchangeable over a period of time.
2- Individuality: biometric characteristics should not be identical in two
individuals.

3- Availability: every person should be possessed biometric characteristics.

14
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4- Accessibility: the degree that which the users are ready to agree to use a
specific biometrical feature (characteristic) in their everyday routine.

5- Unforgettable: biometric characteristics are unforgettable because they
depend on the human or behavioral characteristics of each person.

6- Not subject to theft or guesswork: biometric characteristics cannot be
stolen or guessed as in a smart card or password because they are linked to

human and behavioral characteristics specific to each person.

Fingerprint

Heartbeat

Palmprint Vein Pattern

Individual

S
Keytroke Dynamics

Figure (2.1): Types of Biometric Identifiers [28]

Various Biometric Identification Techniques in use today:

A. Physiological Biometric Features:
- Face Recognition: Facial recognition systems are a technology that can identify
a person or verify their identity through a digital image, where facial features are

extracted [29].

15
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- Fingerprint Recognition: The ridges and valleys on the surface tips of a human
finger is used to identify a person [30].

- Palmprint Recognition: It is the extraction of the features of the palmprint to
identify the person or verify his identity [31].

- Eyes: That includes Iris Recognition and Retina Recognition. Iris Recognition
uses the Iris features to identify a person whereas Retina Recognition uses the
Veins patterns in the back of the eye to recognize people.

- Ear Recognition: Using the shape of a person’s ear to identify them.

- DNA Matching: The identification of a person based on the analysis of DNA
segments [30].

A. Behavioral Biometric Features [30]:
- Gait Recognition: Using a person’s walking style or gait to determine their
identity.
-Signature Recognition: The study of a person’s handwriting style, especially a
signature, to verify their identity.
- Voice/Speech Recognition: The use of a person’s voice to determine their
identity.
- Keystroke Dynamics Recognition: They are systems that have the ability to
authenticate the user by studying typing patterns[32].

2.3 Parts of the Human Eye
Before getting into the details of the iris recognition systems, let us mention

a brief overview of the main parts of the human eye as shown in Figure (2.2):
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Upper/Lower Upper/Lower
Eyelashes

Scalera

Pupil

Figure (2.2): Parts of a Human Eye

e Upper/Lower Eyelids: A slender skin crease that extends out and secures
the human eye.

e Upper/Lower Eyelashes: These are the hairs that go along the edge of the
eyelid to protect it.

e Sclera: The white covering of the eyeball on the outside.

o Pupil: It is a gap in the iris of the eye’s focal point that allows light to strike
the retina (Retina is a thin layer of tissue that lines the back of the eye on
the inside and is more sensitive to light than other eye tissues, it is convert
the light into neural signals and send these signals on to the brain for visual
recognition).

e Iris: It is a thin, spherical structure in the eye that regulates the width and
size of the pupil and, as a result, the amount of light that reaches the retina
And it 1s represent the colored part at the front of the eye that contains the

pupil in the center [30].

2.4 Iris Recognition Systems
The automated method of detecting individuals based on their iris patterns
is known as iris recognition. The iris stroma's seemingly random character
distinguishes it as a biometric recognition trigger[17]. These systems ranked high

among the biometric systems due to the accuracy and high efficiency that they
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are characterized by [24]. Where the iris is characterized by continuity,
uniqueness, and stability [33], therefore, it is used in high-security environments
such as airports and harbors to control borders.

Iris recognition system has major stages of construction as shown in Figure
(2.3). For the iris recognition system, several algorithms have been employed,

and we will review the most essential algorithms in each iris recognition stage.

T g |
ol <

Image acquisition Iris segmentation : H

s o e e e B o o i e o

Normalization

| Decision Ih < m

T Feature extraction

Figure (2.3): The main stages of the Iris Recognition System [34]

2.4.1 Image Acquisition

Image Acquisition is the first step in the iris recognition system. It takes
the iris images by using special cameras developed for this purpose in different
environments[6]. The databases differ according to the spectrum in which they
were captured, such as the near-infrared spectrum, visible light, or other. It is
possible to take images of the iris under a specific environment and work on them
through databases available free of charge via the internet, as about 65% of
databases were taken by infrared spectrum and the rest in the visible
spectrum[35]. From databases that are freely available on the internet: CASIA-
Iris Dataset, IITD-Iris Dataset, UBIRIS-Iris Dataset ...etc.

18
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2.4.2 Iris Segmentation

Iris segmentation is the process of detecting the location of the iris area in
the eye image. So, it will be used later to identify the identity of the person with
that eye. It involves defining the inner and outer borders of the iris, which is
crucial for the accuracy of iris recognition systems [36].Additionally, this stage
of segmentation also allows for the normalization of the iris region and the
extraction of discriminative features from well-aligned iris samples [37].

This stage, along with the post-normalization stage, is a pre-processing of
the iris image before the features are extracted and before they are applied, the
image is enhanced so that the segmentation results are correct and accurate. Image
enhancement methods are used to eliminate noise such as median filter, Gaussian
filter, and others, in order to get a clearer iris image.

The most effective approaches in detecting the iris could be grouped into
two general approaches. The first approach involves using algorithm proposed by
Daugman called Integro-differential operators and the second approach depends

on the Hough Transform that proposed by Richard Duda and Peter Hart[30] .

I. Daugman’s Integro-Differential Operators
In 1993, John Daugman presented the first successful iris segmentation
algorithm which uses Integro Differential operator, so it is called Daugman’s
Integro-Differential. It is considering the iris to be a perfect circle. The iris
boundaries are approximated by two non-concentric circles. And this algorithm
boils down to maximizing a specific integro-differential operator that acts as a
circular boundary detector. The stronger contrast at the circular region's
boundary, the stronger this operator's response[38].
II. Wildes (Hough Transform)
In image analysis, computer vision, and digital image processing, the

Hough transform is a feature extraction approach. The technique's goal is to use
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a voting mechanism to locate imperfect instances of objects inside a given class
of forms. This voting mechanism is carried out in parameter space, from which
object candidates are obtained as local maxima in an accumulator space that is
generated directly using the Hough transform technique. The traditional Hough
transform was concerned with detecting lines in an image, but it was later
expanded to identifying positions of arbitrary shapes, most often circles or

ellipses[39].

The circle Hough Transform (CHT) can be applied to detect any circular shape
in an image. It's widely used to determine the iris region in an eye image. The

equation for finding the circular shape is:
(x —a)®>+ (y—b)*> =r? ..(2.1)

where (a,b) is the center of the circle, and r is the radius. If a 2D point (x,y) is
fixed, then the parameters can be found according to equation (2.1). The
parameter space would be three-dimensional, (a, b, r). And all the parameters that
satisfy (X, y) would lie on the surface of an inverted right-angled cone whose apex
1s at (x, y,0). In the 3D space, the circle parameters can be identified by the
intersection of many conic surfaces that are defined by points on the 2D circle.
This operation is done by fixing the radius and then finding the optimal center of
circles in a 2D parameter space as shown in Figure (2.4). For each point (x, y) on
the original circle, it can define as a circle centered at (x, y) with radius R
according to equation (2.1). The intersection point of all such circles in the
parameter space would be corresponding to the center point of the original

circle[40].
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Circle: center (a, b) and radius r
(x,—a)’ +(y,—b)’ =r*

A A
y b
— t[ ! Intersection:
-~ : \ { most votes
o ""-—’_ﬁ | for center
! occur here.
- :
O ' _\."'" 0] : a""
Image space Hough space

Figure(2.4): Circular Hough Transform.[41]

Before applying, the Hough transform must use the edge detector. The
edge detector is applied to the iris image to generate the edge map which is
obtained from the calculation of the first derivative of intensity values and

thresholding of the results[42][30].

III. Image Processing Techniques used in the Iris Segmentation stage
Among the image processing techniques that were used in the iris

segmentation stage are:

1- Contrast Stretching for Image Enhancement.

Contrast stretching (often called normalization) is a simple image
enhancement technique that attempts to improve the contrast in an image by
“stretching' the range of intensity values it contains to span a desired range of
values. It can only apply a linear scaling function to the image pixel values.
As a result, the "enhancement' is less harsh. (Most implementations accept a
gray level image as input and produce another gray level image as output).

Figure (2.5) shows a typical transformation used for contrast stretching. The
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location of points (r1, s1) and (12, s2) control the shape of the transformation

function.[43]
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0 I/ ] 3K 54 I —1

Input gray level. r
Figure (2.5): A typical transformation for contrast stretching[44]

The contrast of an image is the distribution of its dark and light pixels. An
image of low contrast has a small difference between its dark and light pixel
values. The histogram of a low contrast image is usually skewed either to the left
(mostly light), to the right (mostly dark), or located around the right (mostly
gray). Figure (2.6) shows the effect of contrast stretching on the image. It
computes the highest and the lowest pixel intensity values, sets them to 255 and
0 respectively, and scales all other pixel intensities according. This technique

works best when the histogram of the image is Gaussian[45].

Low ontrast orginal Histogram of low contrast image
0.10 -
0.05
0.00 -

0.0 0.2 0.4 0.6 0.8 1.0

Contrast Stretched Histogram of contrast stretched image

0.08 A

0.06 -

0.04 A

0.02 1

0.00 -
0.0 0.2 0.4 0.6 0.8 1.0

Figure (2.6): the effect of contrast stretching on the image[46]
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2- Canny Edge Detector

Many machines vision and image processing algorithms, including
those for image enhancement, image segmentation, and etc., start with an
essential pre-processing step called edge detection[47][48]. Edge detection
is a technique to finding the boundaries of objects within images by
detecting discontinuities in brightness. Common edge detection algorithms
include Sobel, Roberts, Perwitt, Canny, and Fuzzy logic methods.

The use of Canny edge detector is due to its high performance. This
performance is due to providing the ability to adjust the output quality by
manipulating edge detection parameters, Sigma and Threshold. This

operator is developed by John F. Canny in 1986 [49].

The Canny edge operator algorithm keeps running in five separate steps:

A- Smoothing: this step includes applying a Gaussian filter in order to
remove the noise.

B- Finding Gradients: find the intensity gradients of the image.

C- Non-maximum suppression: apply gradient magnitude thresholding or
lower bound cut-off suppression to get rid of spurious response to edge
detection.

D- Double thresholding: the double threshold is applied to determine
potential edges

E- Track edge by hysteresis: finalize the detection of edges by suppressing

all the other edges that are weak and not connected to strong edges.

3- Gamma Correction
Gamma Adjustment is a nonlinear operation used to encode and
decode luminance or tristimulus values in images. It is represented in the

simple cases, defined by the following power-law expression:
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Glmg(i,j) =cX Elmg(i,j)y (22)

Where the non-negative real input value E ;45 18 raised to the power y
and multiplied by the constant ¢ to get the output value Gppg(;j). In the

common case of ¢=1, inputs and outputs are typically in the range [0 — 1].
Varying Gamma (y) obtains family of possible transformation curves as

shown in Figure (2.7) [53].
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Figure (2.7): Gamma correction curve for different values of vy.

4- Gaussian Filter

Gaussian filter plays an important role in filtering different kinds of surfaces.
The simplicity of the algorithm, ease of implementation, and the robustness of
the results make this type of filtration the first choice for filtration in any
application. The liner Gaussian is very popular in surface characterization, it has
been widely used in image processing applications, and it has become an
industrial filtration standard. A Gaussian filter can be applied to the input surface
by convolving the measured surface with a Gaussian weighting function. In the
Gaussian filter, the process is to apply the 2D kernel to the original image G —
Img at location x,y. The kernel coefficients of Gaussian decrease, when the
distance from the center of the kernel increase. Moreover, the center values of the

kernel hold more weight than the values on the edges of the kernel.
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1 x2+y?

e 202 ..(2.3)

G—Img(x,y) = Y

Equation (2.3) shows the Gaussian filter. Where o is the standard deviation of

the distribution. The larger the value of o, the greater the blurring is [50].

5- Morphology Operations

Mathematical morphology is a useful technique in the description and
representation of region forms, such as boundaries and convex objects, and
for extracting image components[51].The basic morphological operations
include dilation, erosion, opening, and closing. In binary morphology, both
dilation and erosion operation involve the convolution of an image and
structuring elements (SEs), including disk, line, and diamond- shaped
structures. The pixels in a binary SE and image (I) are (0) or (1) respectively.

As shown in equations (2.4) (2.5).

Dilation(Image I): I®B = {x|(B,)NA # ¢} ... (2.4)

Erosion (Image1):AS© B = {x|(B,) € A} ... (2.5)

The opening operation, which combines erosion and dilation techniques,
cleans out isolated noisy pixels and flattens image shapes. However, the
closing operation or the opposite operation order is useful for bridging minor
gaps and filling small holes in the connected region [52]. Equation (2.6) (2.7)

represents opening and closing operation.
Opening(Image 1):1 0B = (A© B)®C ...(2.6)

Closing(Image I):1sB=(A@ B)S C ..(2.7)
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6- Binary Object Features

For pattern recognition, image analysis, and computer vision, the quantity of
objects, their contours, and their fundamental form characteristics, such as their
areas, perimeters, circularities, and centroids, are crucial.[53]. We present several
useful features for binary objects. A binary object, in this case, is a connected
region within a binary image f(x,y),which will be denoted as 0; 1 > 0.

Mathematically, we can define a function O;(x, y) as follows:

1L iffey) €0 (pg)

0;(x,y) =
i(67) {0 otherwise

1- Area

The area of the ith object 0; measured in pixels, is given by the equation[54]:

M-1N-1
A= z Z 0;(x,y) .. (2.9)
X=0 y=0

2- Centroid

The coordinate of centroid (center of area) of object O; denoted ((x;,y;) are

given by the equations:

M-1N-1
X; = — x0;(x,y) ...(2.10)
A;
x=0 y=0
And

1 M-1N-1
V= T Z z y0; (x,y) ... (2.11)

L x=0 y=0

Where A; is the area of the object 0; as defined in equation (2.9).[55]
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2.4.3 Iris Normalization

The area enclosed by the inner and outer boundaries of an iris can vary due to
the dilation and contraction of the pupil. The effect of such variations needs to be
minimized before comparing different iris images. To this end, the segmented iris
region is typically mapped to a region of fixed dimension. Daugman proposed the
usage of a rubber sheet model to transform the segmented iris into a fixed
rectangular region. This process is carried out by re-mapping the iris region,
I(x,y), from the Cartesian coordinate (x,y) to the dimensionless polar coordinates

(r,0), and can be mathematically expressed as,

I(x(r, 0),y(r, 9)) - I(r,0)... (2.12)
Where r is in the unit interval [0,1], and O is an angle in the range of [0,2]. X(1,0)
and y(r,0) are defined as the linear combination of both pupillary (x,(0),y,(0))
and limbic boundary points (x4(0),y,(0)) as,[17]

x(r,0) = (1 —1)x,(0) +1x:(0) ... (2.13)
y(r,0) =(1—-1)y,(0) + rys(9) ... (2.14)

Figure (2.8) explains Dougman's Rubber Sheet model, the circular shape
represents the segmented iris region and the rectangular shape represents

normalized iris which is equivalent to the segmented iris region.

70

Figure (2.8): Daugman’s rubber sheet model.
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One of the benefits of normalization is the ease of dealing with the iris area
after converting it to a rectangle with a fixed dimension, as we explained
previously. In addition to the other benefit of normalization is that the rotations
of the eye (e.g., due to the movement of the head) are reduced to simple

translations during matching[17].

2.4.4 Features Extraction

Feature extraction is the process of extracting highly discriminative
features from the images[6], and in every confirmation method is the crucial
assignment. The most important step in achieving high authentication rates in the
iris 1dentification system is selecting an efficient feature extractor component.
Every iris image has a unique property that sets it apart from the others[24].These
features are extracted from the iris image for correct authentication purposes. The
iris features can be extracted through the two types of algorithms, hand-crafted
algorithms such as 2D Gabor filters, Wavelet transform, Laplacian of Gaussian
filters...etc., and Deep learning algorithms such as Convolutional Neural
Network (CNN)[6].

The Deep Learning algorithm can be based on the pre-trained models CNN
to extract the features such as Inception V3, VGG-Net, Dence-Net, Alex-Net, and
etc. It is possible to build a model and train it on the database used by the

researcher and extract the features as described in Figure (2.9).
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Figure (2.9): Using Deep Learning as Features Extractor.

Before going into the details of the machine learning, artificial neural
networks (ANN), Deep learning techniques, and Convolutional Neural Network
(CNN), let's get an idea of Fusion process of features and its types

I.Features Fusion
Before delving into the fusion of features, let’s get to know a more general
concept, which is biometric fusion. Biometric fusion is the technique of
combining the information from each single biometric source together to improve
the performance of a biometric recognition system. In the biometric field, the
information of the biometric traits can be merged at different levels of fusion as
follows:
(a) pre-classification fusion techniques: in these techniques, the biometric
information is fused before the classification task. This category has two types
of techniques which are sensor-level and feature-level fusion techniques as

shown in figure (2.10)[21].
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Figure (2.10): Types of pre-classification fusion techniques [56]

-Sensor-level Fusion Techniques

It involves combining sensor raw data. It can be done by collecting the same
biometric using two compatible sensors or by using the same sensor for two
acquisitions [21].
-Feature-level Fusion Techniques

Features can be extracted from the same (or different) input image and

combined into a feature vector which is stored in a template. The new feature
vector represents the identity of the individual in a different (and more distinct)
feature space. Compared with other fusion techniques, feature-level fusion is
referred to as tightly convergent integration, and is expected to achieve better

accuracy in personal identification[57] .
(b)post-classification fusion techniques: the biometric information in these

techniques is fused after classification task based on the scores obtained by the

classifiers as shown in figure (2.11) [21].
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Figure (2.11): Types of post-classification fusion techniques [56]

-Matching score level-Fusion Techniques

The matcher of each biometric system, implies a similarity score, which
indicates the proximity of the input feature vector with the stored template
feature vector. These scores can be combined to get the final decision.
-Decision level-Fusion Techniques

Each biometric system makes its own identification decision. A majority

vote scheme can be used to make the final identification decision[57].

II. Machine Learning Models
A branch of artificial intelligence (AI) that enables computer programs to
learn from data and then make appropriate decisions based on the information
that has been learned from a prior experience. It depends on computer science,
statistics, and mathematic. Machine learning methods are generally classified into
three classifications [58]:

e Supervised learning: adjusts a system such that it generates the desired output

given the supplied data. The learning data consists of two tuples, attributes and
label, where attributes refer to the input data and label to the desired result.
The objective is to modify the system so that it can forecast the desired output

in response to a new input.
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e Unsupervised learning: includes data that consists of input vectors without
any target output. In unsupervised learning, there are different objectives such
as clustering, visualization, and density estimation.

e Semi-supervised learning (reinforcement learning): uses unlabeled data to
first develop a feature representation of the input data, which is subsequently
used to the supervised job. The data samples with corresponding labels and
the data samples for which the labels are unknown can be separated into two
categories in the training dataset. Sometimes referred to as reinforcement
learning, semi-supervised learning can involve not giving each time an explicit
form of error but just receiving a generalized reinforcement that indicates how

the system should change its behavior.

I11. Artificial Neural Networks (ANN)

Artificial Neural Networks (ANNs) are computer techniques that imitate how
the human brain does a particular activity through intensive processing of
fundamental units that are closely coupled in groups. These units are the
computational components that have the characteristics of neurons or nodes. By
adjusting weights, experimental data and practical knowledge are processed and
made available to the user[59]. There are many different kinds of ANN, including
Multi-Layer Perception (MLP), Recurrent Neural Networks (RNNs), and
Convolutional Neural Networks (CNNs), that have gained the most popularity in
recent years. Among the concepts and techniques of ANNs that it will be

explained in this section are:

1- Multi-Layer Perceptron (MLP) Structure is an ANNs feedforward structure.
A number of computing units (nodes) with trainable weights and biases at
various levels make up the major parts of an MLP (one input layer, one or more

hidden layers, and one output layer). As a result, as shown in Figure (2.12),
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every node (neuron) in these layers is connected to every node in the subsequent
layer. The MPL, which is trained using backpropagation and forward-
propagation, will use a feedforward method to translate an input vector (X) to
the desired output vector (Y). By using the former, the biases and weights of the
network are determined to roughly approximate the complex relationship
between the desired output and the input vector, and the training's goal is to
reduce the discrepancy between the predicted results and the desired results by
using a specific cost function. This process is repeated until the difference

reaches zero or almost zero[60].

Input Layer Hidden Layers Output Layer

Figure (2.12): the basic architecture of the Multi-Layer Perceptron.

A neuron first computes the dot multiplication between the input vector X =
[x1x5 ... x,,] and its corresponding weights W = [w;w, ... w,]. and then adds the
bias value(b) as shown in the equation (2.15). The value (Z) is finally passed on

to the activation function[61].

n
7= z xwi+b  ..(2.15)
i=0

2- The activation Functions: A neural network must have the activation
function in order to learn and complete any challenging tasks. There are
many different types of activation functions, some of which are linear and
some of which are nonlinear. The output value for a unipolar activation
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function is either (0 and 1) or (-1 and 1) for a bipolar activation

function[62]. The most widely used activation functions in hidden layers

of neural networks are the sigmoid function and the Rectified Linear Unit

(ReLU) function. The equations (2.16) and (2.17) explain the sigmoid

function and ReLU function respectively.

R(z) = max(z,0)

.. (2.16)

- (2.17)

In deep networks, the most successful activation function is ReLU. It is a non-

linear function that replaces all image pixels with zero values in the activation

map when their values are negative. As a result, calculation speed is an

advantage and overfitting are less common[58].

10 ) sigmoid o

0

RelU

R(z) =maz(0, z)

5 10

-10

-5 [] 5 10

Figure (2.13): Activation Function (Sigmoid and ReL.U).

A SoftMax activation function is a mathematical function that takes an

input vector and produces an output vector with items that add up to 1 in the

range (0—1). In other words, the SoftMax function's total outputs add up to 1.

SoftMax function is important in the final layer of deep neural networks for

multiclass classification because its outputs are probability distributed.

SoftMax function is implemented by applying equation (2.18), where the

variable y is represented the number of classes[58]:
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eyi
Softmax(y;) = S o ..(2.18)
j

3- Loss Functions: When a deep network is being trained, the error (difference
between the prediction and the ground truth label) is calculated using a loss
function. There are numerous loss functions that can be employed in deep
learning networks, depending on the application. For instance, in classification
problems, mean squared error loss, cross-entropy loss, and hinge loss are
frequently employed. Regression problems are well-suited to absolute deviation
error loss [58]. Most common functions:

-Mean Squared Error (MSE) Loss
Mean Squared Error (MSE) loss function, the most used loss function in
machine learning, computes the squared average error E of all the individual

errors. Mean Squared Error (MSE) can be calculated by:

E=23" ¢ .. (2.19)

n

where e; is the ith output neuron's individual error, denoted by:

e; = target(i) — output(i) ... (2.20)

During the training phase, an error is calculated using a loss function at the
output layer, and its derivative (gradient) is propagated in the network's reverse
direction. The network's weights are then updated with the appropriate gradients
[58].

-Cross-Entropy Loss
Another loss function that is frequently utilized in regression and

classification issues is cross-entropy loss. The cross-entropy loss function is
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chosen for SoftMax classifiers since it is employed when the output is a

probability distribution. This function applied by:

H({y) = — X' log(y:) .. (2.21)
Where y; represents the output of the classifier, y;’ represents the target label[58].

4- Back-propagation Algorithm: Due to its effective and simple structure, the
supervised learning algorithm known as back propagation is frequently
employed for training neural networks (NNs). To reduce a neural networks
prediction error, the gradient descent technique is being used[59].After setting
all weights and biases in the network to a random beginning value to begin the

training, there are two phases:

» Forward Propagation: Equations (2.15) and (2.17) are used to propagate input
instances across the entire network layer by layer from input to output in order to
create a prediction value.

» Backward Propagation: The gradient descent learning algorithm, which works
as follows, starts at the output and goes back to the input. When utilizing loss
equation (2.21) to calculate the error of the output layer, the delta § ]L is obtained,

where J is the index of the neuron in that layer and L is the layer as following:

§E=Vv,LO g'(Z") .. (2.22)
Where:
8L: Matrix of Deltas of all neuron in L.
V. L: Gradient of Loss with respect to x.
X: Output of Activation Function.
(®: Hadamard product (element-wise product of matrices).
In lower hidden layers the deltas are computed using the following equation:
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8= (DT O g'(zH .. (2.23)
Where:
I: Number of Hidden Layers.
(wDT: Weight Matrix of the next layer.

During training, neural networks (NNs) learn by adjusting weights as follows:

oL
Awij = —ngo- = —ndjz; .. (2.24)

Where:

1: learning Rate.

8;: Delta of neuron j.
When these equations are repeated for all input instances, this is called an epoch.
Neural networks (NNs) continue in many epochs until we get the optimal
solution[57]. Learning rate is hyper-parameter which cannot be too high or too
low. Large value of learning rate can miss the optimum value, and too low

learning rate will result in slow training time [58].

Optimization Algorithms: is the process of developing a procedure that can
minimize or maximize the output of function, giving it the same input. By
modifying some variables such as weights and biases of the network. This is a
difficult task since there are large and high dimensions space to seek the optimal
values for these variables.

Gradient descent i1s an optimization technique used to minimize or maximize the
cost function by calculating gradient necessary to update the parameters. There

are many performance optimization tools used in deep neural networks, such as
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Batch Gradient Descent (BGD), Mini-Batch Gradient Descent (M-BGD),
Stochastic Gradient Descent (SGD).

1-Batch gradient descent (GD): The weight parameter is updated after
computing the error gradient with respect to the weight parameter w for the full
training set in classical gradient descent (GD), also known as batch gradient
descent as shown:
w=w —n1.VE(w) .. (2.25)

Where:

w: weight.

n: learning rate.

VE(w): error gradient with respect to weight w.
Batch gradient descent can be extremely slow and is infeasible for datasets that
do not fit in memory since we must calculate the gradients for the entire dataset
in order to make just one update. Additionally, batch gradient descent prevents
us from updating our model online [63].
2-Stochastic gradient descent: In contrast, stochastic gradient descent (SGD)

updates a parameter for each training example x and label y®:

w=w —1.VE(w; x®y®) ... (2.26)

Where:

VE(w; x(y®): gradient of loss function.
For big datasets, batch gradient descent conducts redundant calculations since
it recalculates gradients for related samples before to each parameter update.
SGD eliminates this redundancy by carrying out updates one at a time. As a
result, it is typically significantly quicker and can be used for online learning.
Momentum

SGD has difficulty negotiating ravines, which are frequently found around
local optima and are defined as regions where the surface curves substantially
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more sharply in one dimension than another. SGD oscillates across the ravine's
slopes while moving slowly towards the regional optimum towards the

bottom, as seen in Figure (2.14)

—>) (&

A: SGD without Momentum B: SGD with Momentum

Figure (2.14):The effect of momentum [63].

In essence, momentum is used to push a ball down a hill. As it rolls downhill,
the ball gains momentum and accelerates (until it achieves its terminal velocity,
which is 1 if there is air resistance). The momentum term affects our parameter
updates in a similar manner, increasing them for dimensions whose gradients
point in the same directions and decreasing them for dimensions whose gradients
vary. We benefit from quicker convergence and less oscillation as a result.

3-Mini-batch gradient descent

Finally, mini-batch gradient descent combines the best aspects of both

methods by updating each mini-batch of n training examples.
w = w — 1. VE (w; x(GH+m)yLitny .. (2.27)

This approach lowers the variance of parameter updates, which may result in
more steady convergence. It can also make use of highly optimized matrix
optimizations seen in modern deep learning libraries, which greatly increase
the efficiency of computing the gradient in a mini-batch. When training a
neural network, mini-batch gradient descent is frequently utilized, and when

mini-batches are used, the term SGD is also frequently used[63].
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IV. Deep Learning
Deep learning is a new field of machine learning which has gained a lot of
importance lately. In order to learn various features with various levels of
abstraction, deep learning refers to architectures that incorporate several hidden
layers (deep networks). With higher level learnt features expressed in terms of
lower-level characteristics, deep learning algorithms strive to take advantage of
the unknown structure in the input distribution to find good representations,
frequently at several levels. For many years, developing a pattern recognition or
machine learning system required a great deal of domain knowledge and careful
hand engineering to create a feature extractor that converted the raw data (such
as the pixel values of an image) into a suitable internal representation or feature
vector from which the learning system, such as a classifier, could detect or
classify patterns in the input. Deep learning algorithms are capable of learning
the proper set of features, and they do this far more effectively than manual
coding would. Deep learning entails automatically picking up these features while
being trained, as opposed to manually creating a set of rules and algorithms to
extract them from raw data[58].Figure (2.15) explains the deep network

architecture.

40



Chapter Two Theoretical Background
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Figure (2.15): Deep Network Architecture[64]
Deep learning can be classified into:
1- Deep Neural Network (DNN).
2- Convolutional Neural Network (CNN).

1- Deep Neural Networks (DNN)

The DNN is a multi-layered hidden neural network created
artificially. The ANN architecture that is utilized for DNN the most
frequently is (MLP) Neurons that are coupled at different levels together
to form neural networks. The implementation of DNN requires lengthy
computation times and numerous data feeds for training samples, therefore
the number of weights in these networks will be in the thousands or

millions [59].

2- Convolutional Neural Network (CNN).
An advanced form of artificial neural network known as a

convolutional neural network uses the mathematical operation known as

41



Chapter Two Theoretical Background

convolution for generic matrix multiplication in at least one of its layers.
They are employed in image detection and processing since they were
created expressly to handle pixel data[39].

An input layer, hidden layers, and an output layer make up a
convolutional neural network. Any middle layers in a feed-forward neural
network are referred to as hidden layers since the activation function and
final convolution hide their inputs and outputs. The hidden layers in a
convolutional neural network contain convolutional layers. This typically
contains a layer that does a dot product of the input matrix of the layer with
the convolution kernel. The convolution procedure develops a feature map
as the convolution kernel moves across the input matrix for the layer,
adding to the input of the following layer. Following this, further layers
like normalizing, pooling, and fully connected layers[65] .Figure (2.16)
shows CNN layers.

Feature Maps Feature Maps Feature Maps
Feature Maps R

I l D Boat (0.04)
DHouse (0.05)
DTree 09)

% | T

Convalution Poaling Convolution Pooling
+Relu +Relu

Fully Connected Layers
Output Layer
Figure (2.16): CNN Architecture[66]
In CNN, there are different types of layers. Each layer works in a specific way,

for a specific task. These layers are:
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e Convolutional Layer.

A convolutional layer is the main building block of a Convolutional Neural
Network (CNN). It contains a set of filters (or kernels), parameters of which are
to be learned throughout the training. The size of the filters is usually smaller than
the actual image. Each filter convolves with the image and creates an activation

map or feature map as shown in the Figure (2.17) [67]

2| 2] s |
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Figure (2.17): The Convolutional operation between the input layer and the
Kernel in CNN.

For one input, several convolution filters are used. The final output for a
single convolutional layer is then created by combining the resulting activation
maps, and this final result serves as the following layer's input data. Each value
of the filter matrix represents a default weight. To impart distinct qualities or
features to each matrix from the feature map matrices, these values must differ
from one filter to the next[68]. A general convolutional layer’s process for images

described in the following equation [69]:

K1 K2
l] - (X K)(l]) _ZZZX(l+l]+ab)K(lab) (2 28)
=1 a=1b=
Where:
X: Input.

K: Kernel Weights.
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Z: Feature Map.

K1: Height of the Kernel.
K2: Width of the Kernel.
C: Number of Channels.

The results of each convolutional layer will be passed to the activation

function (ReLU) as in the equation (2.18). The size of the feature map is

determined by three parameters these are:

1. Depth: The depth denotes the number of filters used during the

convolution process. The activation maps' "depth" will equal three if the

original image was convolved using three filters.

Stride: indicates the number of pixels in the filter matrix that are moved

during convolution. The kernel will advance by 1 if a stride is equal to 1.

In the same case, the kernel advances by 2 if a stride is equal to 2. The

function maps get smaller as the number of steps rises.

Zero-padding: The process of symmetrically adding zeroes to the input

matrix is known as zero-padding. It's a widely utilized tweak that enables

us to change the input's size to meet our needs. When the dimensions of

the input volume must be kept in the output volume, it is mostly employed

in the design of CNN layers. There are three types of padding in CNNs,

these are Same padding, Causal padding, and Valid padding [58].

25
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Figure (2.18): A zero-padded 4x4 matrix becomes 6x6 matrix [39].
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Batch Normalization Layer

Batch Normalization is a normalization technique done between the
layers of a Neural Network instead of in the raw data. It is done along mini-
batches instead of the full data set. It serves to speed up training and use higher

learning rates, making learning easier.

Max Pooling Layer

It involves down sampling a collection of nearby pixels into a single pixel.
To make the image activation maps smaller, this layer was applied after the
convolution layer. There are two types of pooling used in CNNs: Max pooling
and Average pooling. The max-pooling chooses the largest element from the
corrected Activation Maps within each window, determining a spatial area (sub-
region) such as (a 2x2 window). This down sampling reduced the Activation
Maps picture size from (4%4) to (2x2) as shown in figure (2.19). Whereas average
pooling returns the mean value for each sub-region [70].
The max pooling is preferred over average because it is more efficient and

stronger and it can be described as an equation:

S; = max h; ..(2.29)

iERj
Where / represents pixels in the window Rj from the rectified Activation Maps.

The importance of the pooling process is that it doesn’t only reduces the

dimensions of the activation map, but also solves the problem of overfitting.
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Max Pool

.

Filter - (2 x 2)
Stride - (2, 2)

Figure (2.19): Max-Pooling Operation in CNN[71]
¢ Flatten Layer
The generated feature maps are typically flattened, or converted into a one-
dimensional (1D) array of vectors (or numbers), and then connected to one or
more completely connected layers (normal Artificial Neural Network). The
primary goal of the flatten layer is to make the input layer of the CNN's
classification component suitable for receiving the signal from earlier feature

extraction layers. Figure (2.20) demonstrates how to do the flatten operation[72].
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Figure (2.20): Flatten Operation in CNN[73]

e Fully Connected Layer (Dense Layer)
Each node in this layer ("Fully Connected") has a full connection to every
node in the layer below (similar to the classic MLP network), as shown in Figure

(2.21) [89]. Using the SoftMax function in the output layer, it serves as a
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classifier in the final layers of the CNN structure to determine the liklihood that

an object is present in the image[67].
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Figure (2.21): Fully Connected Layer in CNN.
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V. Regularization Techniques
Many techniques can be used to solve some of the problems that may
encounter in the work of CNN, from these problems is, Overfitting Problem. First

of all, let’s see the Overfitting Problem.

Overfitting Problem

Deep neural networks may express learning quite effectively. Over-
fitting issues in deep neural networks can result from a lack of control over
the learning process. Models with overfitting have a limited ability to
generalize. Despite the model producing a lot of training or validation data,
this causes the test data to be poorly predictable. When there is a significant
difference between training and testing errors, it takes place. Figure (2.22)
illustrates the overfitting issue. This indicates that the deep neural network
model is set up to match the training data well rather than recognize data

patterns [74][75].
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Figure (2.22): Overfitting Problem in CNN.

The techniques to solve this problem:

1. Early Stopping

The ideal number of epochs for deep learning network training is

determined by early halting, a potent regularization strategy. The training process

must be stopped after a few additional periods using early stopping, as shown in

Figure (2.23), because if the number of epochs increases, it will result in

overfitting, and if the number of epochs decreases, it will result in underfitting.

This is because as the number of epochs increases, the loss increases in the

validation sample and reduces in the training sample[76].

48



Chapter Two Theoretical Background
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Figure (2.23): Early Stopping Technique.

2. Data Augmentation

Data augmentation is a method that increases the number of images used
for training the neural network. That is, creating new data for categories that have
fewer numbers in the data set. This process succeeds the constraining effect on
data to prevent an asymmetric representation and successfully escape overfitting
complications. Appropriate data augmentation techniques can help improve deep
learning model strength. There are various techniques to augment classic data
such as zooming, flipping, shifting, rotation, adding noise, and transformation to
be implemented to the original images[77].
. Dropout

The dropout strategy involves randomly removing a group of neurons at
each training cycle with a predefined probability value. Nitish Srivastava and
Geoffrey Hinton presented this method in 2014, which significantly enhanced the

capability of neural networks to address the overfitting issue [78].

2.4.5 Classification
A classifier, also known as a classification model, is used to predict

categorical labels and decide which category the data belongs to (decision). There
are two approaches for classification: the static formula for matching and

classification of Algorithms based on Machine Learning.
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. The static formula for matching

The database templates are compared to the user template using the matching
metric. The similarity between two templates was determined by the matching
metric. There are several metrics for matching such as Hamming Distance,
Normalized Correlation, Manhattan Distance, Minkowski Distance, Weighted
Euclidean Distance, and etc. In this thesis, using Weighted Euclidean distance
because it is used to measure the distance between two vectors and for the ease
of its calculations.

Weighted Euclidean distance

To measure the similarity between two templates, can use weighted
Euclidean distance according to equation (2.30), which compares the two
templates to identify the class, where each template consists of integer values.

The minimum distance means the two templates are matched[6].

D(X, y) = \/Z{=1 Wi(xi - yi)z (230)

Where:
x;: Value of ith measure for the data.
y;: Corresponding benchmark value for that measure.

w;: Value of the Weight 0 < w; < 1and )7, 1.

Classification Algorithms based on machine learning
Machine Learning systems are categorized based on how much and what
kind of supervision they receive during training. There are a variety of

classification methods available, such as Support Vector Machines (SVMs).
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Support Vector Machine is one of the supervised machine learning
techniques used for regression and classification tasks. But due to its great
accuracy across a range of applications, it is mostly employed for classification
tasks. The basis of Support Vector Machine (SVM) is the idea of locating an ideal
hyperplane (also known as a decision surface) that best separates the input data
set into two classes. The margin is the distance between the hyperplane and the
nearest point of either of the input data sets (this distance should be equal).
Support vectors are the data that are most closely related to the hyperplane, as
seen in Figure (2.24).To increase the likelihood that any new data will be
correctly classified, the hyperplane with the biggest margin between it and any
point in the training data set should be selected.[27]
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Figure (2.24): Support Vector Machines (SVM).

One benefit of SVM is that it makes decisions with a high degree of efficiency
by only using a portion of the training data. This means that the best high level is
selected based on the data points that are placed on the supporting vectors rather

than on the whole training data. When the number of dimensions is bigger, it also
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operates. SVM is mostly favored for categorizing images due to these and other

benefits[79].

2.5 Performance Measures

In this part, the performance measures that are used to measure the

performance and efficiency of classification algorithms will explain [80].

1- Accuracy: the number of accurately identified cases, whether positive or

negative, serves as a measure of accuracy.

TP+TN

Accuracy = ————
y TP+TN+FP+FN

.. (2.31)

2— Precision: testing the true positive from the expected positives yields

information on the accuracy of the model's performance.

TP
TP+FP

Precision = .. (2.32)

3— Recall: Recall is the accuracy with which positive samples are correctly

1dentified.

TP
TP+FN

Recall =

.(2.33)

4— F-score: for calculating a balanced mean output, the FI-score

demonstrates the combination of precision and recall.

2+Recall+Precision
F — score = ... (2.34)

Recall+Precision

Figure (2.25) depicts the above parameters.
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Figure (2.25): Confusion Matrix

The prediction error is recorded by four parameters [80]:

oTrue Positive (TP) is the positive states that are correctly labeled as
positive states.

eFalse Positive (FP) denotes the negative states that are incorrectly labeled
as positive states.

eTrue Negative (TN) represents the right classification of negative
diagnosis.

eFalse Negative (FN) indicates the positive cases that are incorrectly

classified as negative.
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Chapter Three
Proposed

Iris Identification System

3.1 Introduction

This chapter explains the processes of stages of the Iris Identification System.
This system consists of a number of stages: Pre-processing (Iris Segmentation, and
Iris Normalization), Features Extraction (using CNN Algorithms), and the
classification.

Image enhancement and processing to extract the region of interest is carried
out in the pre-processing stage. As for the process of extracting the features, a new
model for CNN is built to extract the iris features and pass it to the classification
stage. In the classification stage of the proposed system three approaches are used
to classify and match data.

The first approach is using artificial neural network (ANN) with SoftMax
classifier. The second approach: build a template for each person from the features
extracted from CNN and store it in the database. And recognize the person by
matching the features using distance. The third approach: input features extracted

from CNN on Support Vector Machine (SVM) Classifier.

3.2 Proposed System
In order to develop a model that is capable of classifying images based on the
extracted iris features, Figure (3.1) explain the major system stages (a: pre-
processing, b: Feature Extraction and Classification by CNN+ SoftMax and, other
classification methods that used in this system (Feature Fusion and CNN + SVM))

are followed:
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Figure (3.1.a): Pre-Processing Stage for Proposed Iris Identification System
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Figure (3.1.b): Feature Extraction Stage for Proposed Iris Identification System
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Figure (3.1.c): Classification Methods of the proposed Iris Identification system

3.3 Pre-processing

In Iris Recognition Systems, the process of detect the iris of the eye is an
important step as it aims to make an accurate determination of the iris boundaries.
As shown in figure (3.2), the iris is an annular part located between the white

sclera and the pupil, representing the outer and inner circles respectively.

Inner iris boundary

Figure (3.2): Inner and outer iris boundaries
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Then normalization is applied to the selected area to reduce its size and to extract

its features accurately.

3.3.1 Iris Segmentation

In this work, the goal is to detect the required area of the eye which is the iris
area, without the pupil area. Since the images in the dataset are for eye images, we
noticed that there is a common feature that could be based on to detect the iris region.
Each image has central and almost cycle shape in the middle of the image, with a
darker colour than the area around it which represents the pupil area. The properly
locate and distinguish the iris pattern in the input eye image is a key stage of the
biometric recognition process. By applying two stages, an automatic algorithm of
segmentation would localize the iris region from an eye image. The iris is located in
two stages: in the first stage is the detection of inner iris boundary (outer boundary
of pupil). And the second stage, is the detection of the outer iris boundary. The
resulted image will contain the region of interest (ROI), which is the iris of the eye

only. These steps are shown in Figure (3.3).
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Figure (3.3): Steps of Iris Segmentation.

57



Chapter Three Proposed Iris Identification System

Stagel: Inner Iris Boundary Detection

The behavior of image intensity in both the pupil and iris of the sections of
the eye is taken into account in order to determine the inner circle of the iris area
which is the pupil area.

The value of the total intensity in the pupil area of the complete eye image is
smaller than it is in other eye locations. Aside from that, the pupil is the largest linked
and densely packed black area in the eye image. As a result, the processes in

Algorithm (3.1) were used to obtain the benefits of these qualities.

_Algorithm (3.1): Pupil Detectionsteps
Input: O-Img Eye image
Output:
Y, // coordinate of pupil center along horizontal
xp // coordinate of pupil center along vertical
R, // radius of pupil region
Begin
Stepl: Read eye image (O-Img).
Step2: Apply Gaussian Smoothing Filter on (O-Img) to obtain smoothed image
(G-Img) using equation (2.3).
Step3: Convert (G-Img) to binary based histogram thresholding according to
equations (3.1) and (3.2).
Step4: Apply Morphology Operations on the image that resulted from step3
Step5: Extract the pupil area by using equation (2.9), and compute the
centroid of this area (yp, xp) by using equation (3.3).
Step6: Compute pupil radius R, by using equations (3.4), (3.5), and (3.6).
Step7: Return pupil center yy, x, and pupil radius R,.
End.

Step1: Integration by Gaussian Filter

In this step, which is the first step at this stage. The elimination of the effect of
artifacts in the eye image and improve it as desired is necessary. Therefore,
smoothing is applied to the entire eye image using a Gaussian filter with mask size

(3%3) according to the equation (2.3) described in chapter two.
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Step2: Binary Conversion
The correct intensity value to employ as a threshold in order to binarize the
image into two types of pixels: (pupil and non-pupil) should be found in this step.
The challenge of determining an ideal threshold value suitable to all eye images can
be regarded unreasonable due to the broad range of brightness distribution difference
of eye images. Furthermore, for every threshold value, some pixels which have an
intensity value lower than the threshold value and may not be part of the pupil area.
To address these two issues, a threshold value is generated using first-order
statistical analysis based on the intensity distribution, and steps of cleaning are used
to the resulting binary image to eliminate from non-pupil pixels. The image
histogram is divided into five bins, since the pupil pixels have the lowest value near
or equal to zero. The gray level G that corresponds to average of histogram bins (1
and 2) will be used as threshold as in conditional formula (3.1).
G = (imgginc1) + iMYGpin(2))/2 .....(3.1)
Where:
imggin (i): The histogram frequencies at gray level i.
In general, all intensity values below (T) are changed to 1 (consider as object),
and all intensity values above or equal to T are changed to O (consider as
background), that is:

1if I(x,y)<T

Bi JY) =
im(x,y) {0 otherwise

Where:
I (x, y): The intensity value at location (X, y).

Bim (x, y): the pixel value that has been converted.
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Step3: Morphology Operation
Eye image contains in the pupil region white points. In CASIA-V4, the pupil
region contains eight roughly white dots randomly located inside it. The main white
segment is represented by the backdrop area (i.e. the area surrounding the pupil
region), and the other white spots are reflection locations inside the pupil (which
should convert to black points). To detect the presence of these reflection points, the
closing morphology process with kernel (5%5) is used to the resulting (pupil/non-
pupil) binary images according to the equation (2.7).
The morphological opening procedure (equation (2.6)) is used to reduce the
effect of pores/gaps appearing in the binary image. Using a window with a size of

(11x11), the opening process is carried out.

Step4: Pupil Area Extraction
To collect the pupil region, the connected components in 2-D binary image
are extracted by using 8-neighboors. Then the area of each connected component is
computed according to the area calculation equation (equation 2.9). Then the
component with largest area represents pupil region. The center of the pupil (Xp,Y)p)
is calculated by averaging the coordinates of the points in the pupil area using the

equation:

1 1
Xp =Xix Y =XV (3.3)

N N
Where, N is the number of collected points in pupil regions.
x; 1s the ith row

y; is the ith column
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Step5: Compute Pupil Radius
To calculate the radius of the pupil, move in four directions (up, right, down, and
left) from the specified point (Xp,yp), which is the center point we defined in the
previous step. For each direction, the first pixel of the background is found. Let x;
be the first background pixel detected on the left side of the line (y=y,) during the
horizontal scan, and x; be the first pixel of the background found on the right side of

the same horizontal scan. The horizontal radius, Ry, is then calculated as follows:
1

When a vertical scan is done down the column (x=x,), let X, X be the first met
background pixels to the bottom and top sides, respectively. Ry is the vertically

assessed radius, and it's calculated like this:
Ry =2 (xp—x¢) e (3.5)
Then, the pupil radius Rp can be calculated as follows:
Ry =~ (Ry +Ry) oo (3.6)

Figure (3.4) shows how the proposed method steps on detecting the pupil area.
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d € f

Figure (3.4): Results of pupil segmentation for CASIA-V4 dataset (a)Ilnput image (Original)
(b)Image after smoothing (¢) Convert to binary image (d)Applying the morphology
operation and reflection point removal results (e¢) The pupil region with four directions (f)
Detected pupil region

Stage2: Outer iris boundary detection
Segmentation of outer boundary of iris image was achieved through using the
Circular Hough Transform (HT). In this stage the iris is detected in eye image using

steps depicted in Algorithm (3.2).

Input: O-Img original eye image.
vp, xp // coordinates of pupil region center
Rp // radius of pupil

Output: Outer Iris boundary

Begin
Stepl: Read eye image (O-Img).
Step2: Apply enhancement process on (O-Img) to obtain enhanced image (E-Img)
using equation (3.6).
Step3: Apply edge detection process on (E-Img) by using Canny edge detector.
Step4: Apply Gamma adjustment on the image (E-Img) that result from step 3 to
enhance iris edge and obtain (G-Img) by equation (2.2).
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Step5: Convert edge image (G-Img) into binary image.
Step6: Apply Circular Hough Transform (CHT) on result of step (5) to detect the
circle around iris region using Equation (2.1).
Step7: Obtain iris circle by removing incorrect circular.
Step8: Detect Outer Iris boundary
End.

Stepl: Eye Image Enhancement
Two interface region (pupil/iris) and (iris/sclera) make up the eye image. To
make the iris border more visible, firstly, a contrast stretching is used based
mapping approach on the original eye image according to the equation:
0 I(x,y) < Low
E — Img(X,Y) = { 255 x ’H(’l‘;h)—_‘fx if Low < I(x,y) < High ... (3.6)
255 I(x,y) = High
Where E — Img(X,Y) represent the enhance image, Low, High is the lowest and

highest gray -levels in image, respectively.

Step2: Eye Image Edge Detection

In order to detect the iris of the eye, the first step will be to apply canny
edge detection on the image. This will convert the image into lines that represent
the edges of the image. Canny edge detection is the process of finding the
intensity gradient of the image first. Then a threshold value is applied to suppress
the small and irrelevant parts of the image, for this edge map, the hysteresis
threshold will be applied. With this operation, the values of the image above and
below a threshold value will be omitted. The goal of this step is to ensure that the

important edges are kept together, with no multiple edge parts.
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Step3: Edge Enhancing Using Gamma adjustment

The edges obtained from previous step are not very clear therefore gamma
adjustment with (y=1.9) is applied to enhance the contrast of images according to
equation (2.2). The value of y can be set with in the range [1-2] in order to reduce
the illumination. It is also known that the value of the gamma when it is greater than
one gives a somewhat dark image, so it is used here to solve the problems of

excessive lighting in the image.

Step4: Edge Image Binarization

In this step, the gamma enhanced image is converting to binary edge image.
Hysteresis thresholding method is used which needs two threshold T1, and T2. All
pixels with values greater than T1 are considered edges. All pixels with values over
threshold T2 that are next to points that have been defined as edges are also marked

as edges. Eight connectivity is utilised.

StepS: Iris Boundary Detection (Circular Hough Transform)

In the edge image, there are more circular edges along the iris boundary, and a
circular Hough transform will be used. In Hough transform, the goal is to find the
features that match the predefined shape. Since in Hough transform, only regular
and predefined shapes could be detected, such as lines and circles. Even if the circles
are not clear and incomplete, Hough Transform could identify them. As explained
in detail in chapter two. Figure (3.5) shows how the proposed method steps on
detecting the outer Iris boundary. The circle that has maximum in the Hough space

will be taken and remove all other incorrect circles.
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(d)

Figure (3.5): Resultant images of iris boundary (a) original image (b) enhanced
image (c) image after canny edge detection (d) image after gamma correction (e)
binarized edge image (f) resultant image with iris boundary

3.3.2 Iris Normalization
In this point, the segmented iris images have been converted from Cartesian
coordinates to polar coordinates according to Daugman’s rubber sheet model which
are detailed in chapter two. Figure (3.6) shows the results of the pre-processing

steps including iris normalization process on a sample of eye image.

PT—TTOR l;ft;
&? i

64"512

Original Image Segmented Image Iris Normalized Image

Figure (3.6): The results of the preprocessing steps
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3.4 Features Extraction Using CNN

Feature extraction is the process of extracting highly discriminative features
from the iris image for correct authentication purposes. In this work, a CNN network
model is built and train. This modal consisting of a number of layers and hyper-
parameters. The design and training of the model were adjusted to obtain high
accuracy for classifying iris data. A Deep Learning technique is employed using
repeating neuron blocks in the form of convolutional, pooling, and fully connected
layers in order to extract the features from an acquired normalized iris image as

shown in Figure (3.7).

ReLU

R —

FC(Na. of Class)

SoftMax

Figure (3.7): Architecture of proposed CNN

3.4.1 CNN Design
Proposed CNN network layers are:

I. Convolutional layers

The proposed model consists of four layers of convolution that define certain
features or patterns in the input image. The outputs of these layers are stored in
matrices called Feature Map or Activation Map, as shown in column “Activation”

of the Table (3.1). Here, a number of filters of different sizes, or what is known as a
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kernel, are used to warp the whole image and extract the features, as shown in
columns “filter size” and “#filter” of the Table (3.1). It is also used with each
convolutional layer a batch normalization layer. It can be used as regularization to
prevent the model from being overfitted as well as to normalize the output of the
earlier layers. ReLU function is used as an activation function after each
convolutional layer.
Max pooling layers

Max pooling is to reduce the size of the feature map by setting the largest value
in each window, which not only reduces the number of required computations, but
also prevents falling into the problem of Overfitting. 2 X2 window size is used, and

Stride 2 for all pooling layers.

II1. Fully connected layer

In the multi-layer perceptron, this layer is the final one in which all of the nodes
from the layer before are entirely connected to the neurons. The final classification

step is completed in this layer. SoftMax activation function is used.

Table (3.1): Details of various layers of the proposed CNN network

Layer Type Activations | Filter\Window | #Filter | Stride | Padding | Learnable
Size weight
64*512%]
Input Image Height*Width
*Channel
Convolution] +BN+ReLU | 64*512*16 3*3 16 3 1 160
Max Pooling 32*256 2*2 -—- 2 0
Convolution2+BN+RelLU | 32%256%*32 3*3 32 3 1 4,640
Max Pooling 16*128 2%2 — 2 0
Convolution3+BN+Relu 16*128*64 3*3 64 3 1 18,496
Max Pooling 8*64 2%*2 -—- 2 0
Convolution4+BN+ReLU 8*64*64 5*5 64 5 1 102,464
Fully Connected No. of Class 4,761,800
+SoftMax
Sum of Learnable Weight 4,882,920
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3.4.2 Training Hyper-parameters

During CNN training, a set of hyper-parameters that have a major role in

increasing network accuracy and training speed are set as follows:

I1.

I11.

IV.

VI

Dataset split: This step is done after the pre-processing the eye image to

obtain the iris only as the data is split into 70% training and 30 % testing.

Loss function: In this model, the sparse multiclass cross entropy loss is
used according to the equation (2.21) because we are dealing with a multi-
class classification problem, in addition to the fact that memory needs to
complete the training faster.

Optimizer: stochastic gradient descent with momentum (SGDM)
described in the previous chapter is used. The momentum value 0.9 and
the learning rate is 0.01.

Batch size: the training data is divided into batches to be trained. The mini-
batch size used in this model is 64.

Epochs: the number of epochs used to train CASIA-Iris V1 Dataset is 50,
while CASIA-Iris v4 Dataset needed 100 epochs to get the required
accuracy.

Early stopping: in designing this network, the early stopping technique
was used to eliminate the overfitting problem where training stops if the

validation accuracy decreases for the last 6 epochs.

After explaining the proposed network architecture and tuning the hyper-parameters,

Figure (3.8) shows the steps of training process.
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Figure (3.8): CNN Training and testing Process

In the training phase of CNN, The train is performed on the eye image; the
train algorithm begins with preprocessing as described in Algorithm (3.3) that
illustrates the steps of training CNN. The following step is to pass the normilized
images on the convolutional neural network structure in the forward direction and
the backward direction within a number of epochs depending on an early stopping
to decrease the error between the predicted output of the CNN model and the actual
label of the training sample, and adjust the weights to be used in the testing phase.
The output of a convolutional neural network training algorithm is a trained set of
weights and kernels for all layers of the network architecture. These trained

weights and kernels are stored for use by the network later in the testing

process.

69



Chapter Three Proposed Iris Identification System

3.5 Classification

After the features of the images are extracted by using CNN model. Now these
features should be classified by using classification algorithms. In this work, three

approaches of classifications are used as shown in Figure (3.9).

3.5.1 ANN + SoftMax Classifier

Algorithm (3.3): Convolutional Neural Network (CNN) training
Input Traing,;: normalized iris images in the Training sample database

E: the maximum number of epochs
CNN: the design of proposed CNN

Output Features of normalized iris images. #trained sets of kernels values for all
“convolutional layers”,and trained sets of weights for all “fully connected
layers”.

Begin

Stepl: For each epoch in E

Step2: Divide the images in Traing,; into batches of size 64

Step3: Pass forward the Traing, through the CNN model

Step4: Calculate the Cost Function by using Categorical Cross Entropy

Step5: Update the weights by using SGDM optimizer

Step6: Pass the Valg,; through CNN

Step7: Calculate validation accuracy

Step8: If (the validation accuracy is decreasing in the last 6 epochs): #Early Stopping
Step9: Terminate the For loop.

Step10: Go to Stepl.

Stepl1: Return Deep Features from Conv4 layer
End.

To determine the identity of the person, its eye image will pass to the proposed
biometric system. Firstly, the test algorithm begins with preprocessing to determine iris
region and convert it to normalized image. The next step is to pass the normalized image

to the convolutional neural network structure to extract the test feature vector. This
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vector will classify using the trained weights in the fully connected layers and the trained
kernel in the convolution layers that were stored in the training phase and applied later

in the test phase.

In this classification method, the iris data of each person is classified using
artificial neural networks (ANNs) represented by the fully connected (FC) layer

followed by the SoftMax activation function described in the previous chapter.

In this classifier, 108 and 200 nodes are trained for both CASIA-Iris V1 and
CASIA-Iris V4 respectively, depending on the number of classes in each dataset.
Each value in the extracted features from the CNN is considered as input for the

ANN classifier as shown in Algorithm (3.4).

Input: I,  #test iris images
QOutput: Prediction of Iris image class.
Begin
Stepl: Pass I;ps to CNN model.
Step2: Classify I by this model (by Fully Connected layer (ANN) and
SoftMax Classifier).
Step2: Return the class of test image.
Step3: Calculate test accuracy.
End.

3.5.2 Features Fusion
In this method, the training and testing processes are done as explain in

Figure (3.9).

71



Chapter Three Proposed Iris Identification System

| Normalized Iris Images I

Deep features Extraction by CNN

Training Features Testing Features

A

~u,
-
-

Building Template (S Matching by

v e Templates s iaas
by A cra g Mini-Distance
Fusion

l\
Templates Database ; S Lt
Y ’

e ”

e - Testing phase

e,

Training phase

Figure (3.9): Block Diagram of training and testing processes based on Features Fusion

The features are extracted using trained CNN model. During the training
phase and the construction of the template, a number of images taken in different
situations of the same person are inserted into the CNN and its features are
extracted, which are in the form of a vector for each image.

Hence, the features fusion technique combines various features vectors to
create a single vector that represents a template for each person as shown in Figure
(3.10).

Feature Fusion is a method used after extracting a feature from Convolutional
Neural Network (CNN), which integrates related information extracted from a set
of training images without losing any data. Feature fusion of iris recognition can
considerably increase system performance and reducing the failure-to-enroll rate.
The fusion process was carried out by averaging the values from each person's n-

vector.
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For database CASIA-Iris V1, the five features’ vectors extracted from the

training images were combined to build the template for each person. As for

database CASIA Iris V4, seven features’ vectors were combined for each person.

In the matching process, the Euclidian distance was used to determine the

minimum distance between two vectors (The template from the training phase and

the feature extracted from the testing phase).

# The number of
feature vectors is
as many as the
number of images
for each person

— #no. of persons

Feature Vector for Image 1
person1 | Feature Vector for Image 2
Feature Vector for Image 1
Person2 Feature Vector for Image 2
# for each person in Dataset Featiites Datasst
",
0.2931 0.4250 0.4256 0.9942 1.0613 ....| [0.6603 0.1111 0.4909 0.2088 0 -] [0.5769 0 0.0216 0.4527 0 HEER
.
:'mm‘ Person1 template1
T, L i \ Parson3 template3
#lemplate ID.4809 0.2807 0.2927 0.3175 0.2066 ] |
|

Template Database

Figure (3.10): Steps of building Template for each person

Algorithm (3.5) shows the features fusion and perform the matching process by

using Euclidian Distance.
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Input: I; = lirqinz0) + ltestzo)y ~ #images in each class in database

Output: Matching Accuracy (ACC).
Begin
Building the Template
Stepl: Pass lirqin to CNN Model to get the features Frygin.
Step2: Build the Template for each class (person), by applying this
Equation: Finalrem, = Avg(Firqin). #4vg: Average
Step3. Store Finalieny, in Database.
Step4: Repeat Step2 and Step3 for all Classes in database.
Matching
Step5: Pass Iip to CNN Model to get the features Fypg; .
# For iris image in each class in the testing samples database.
Step6. Match the Fips with Finaliemy, by applying Euclidian
Distance according to the equation (2.30).
Step7: Compute Accuracy (ACC).
End.

3.5.3 SVM Classifier
In this method, and after feature extraction, the SVM classifier is used
to discover the associated label for each test image as shown in Algorithm
(3.6). The SVM receives the features extracted from CNN model, and treats
them as inputs. It tries to distinguish the patterns revealed from CNN.
Practically in MATLAB, “fitcecoc” function was used, which is one of
the SVM functions that are suitable for multi-class models, because it reduces
the computation time for high-dimensional data, and it trains the data more

efficiently.

Input: I; = ltrqin70y + ltest(z0)  #images in each class in database

Output: Prediction of Iris image class.
Begin
Training Steps
Stepl: Pass liyqin to CNN Model to get the features Fr,gin.

# For iris image in each class in the training samples database.
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Step2: Use Fipqin to train the SVM Classifier.
Testing Steps
Step3: Pass Iipqr to CNN Model to get the features Fp .

# For iris image in each class in the testing samples database.
Step4: Use the trained SVM Classifier to predict the label for Fypg;.
Step5: Obtain the well-known label for F .
Step6.: Compute the average accuracy.
End.
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Chapter Four
Experimental Results and Evaluation

4.1 Introduction

In the previous chapter, the work of the iris recognition system is described
in all its details and the sequence of its operations. In this chapter, the performance
results of the proposed system, which consist of three phases, will be discussed:
results of the pre-processing stage, results of features extraction stage, and results
of the classification stage (CNN+ SoftMax, Feature fusion, and CNN-+SVM). This
chapter also include details about the iris databases used to test the results of this
system in addition to the detailed outputs for each step and the evaluation of the

proposed system by calculating performance measures.

4.2 Hardware and Software Requirements
The proposed Iris Recognition System operates by using a personal
computer (Laptop) hp with specifications (Intel ® Core ™ i7-8565U@1.80 GHz (8
CPUs), ~2.0GHz for CPU), (8192 MB RAM) and (Windows 10 Pro-64-bit).
Programmatically, this system was implemented in the MATLAB-2020

environment.

4.3 Iris Dataset Preparations
Image Acquisition is the first stage of the work of any biometric system. In

this work, we used the CASIA-Iris Dataset in two versions [81]:

CASIA Iris Image Dataset V1: The Centre for Biometrics and Security Research
compiled this dataset. The CASIA iris image dataset, version 1.0, contains 756
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images from 108 different persons. There are seven grayscale images for each
person. With a resolution of 280 x 320 pixels.

CASIA Iris Image Dataset V4 (interval class): Here used 2000 iris images from
this dataset. 8-bit gray-level JPEG files are used for all iris images that were
captured or produced under near-infrared illumination. Each iris image is 280 x
320 pixels and is grayscale (256 levels). We use 200 classes; each class contains 10
images.

The datasets are divided into three groups: the training data group is 70% of
the total dataset (540 for CASIA-V1, 1400 for CASIA-V4 (Interval)), and the
testing data group is 30% (216 for CASIA-V1, 600 for CASIA-V4 (Interval)).
Table (4.1) shows the Statistics of the CASIA-Iris divide.

Table (4.1) Statistics of CASIA-Iris V1 and V4

CASIA-Iris V1 CASIA-Iris V4 Total
Train 540 1400 1940
Test 216 600 816
Total 756 2000 2756

Each database has a set of characteristics that distinguish it from the other, and
each of them has problems, as explained earlier. The following is a set of samples

on each type of database used in this research (Figure (4.1) and (Figure (4.2)).
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—

BT sy Wy

Figure (4.1): Some samples of the dataset CASIA-Iris V1 (The Original Images).

Figure (4.2): Some samples of the dataset CASIA-Iris V4 (The Original Images).
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4.4 Results of the Proposed System

The results of the proposed system will be reviewed according to the three stages
in which the system work, namely:

4.4.1 The Results of Pre-processing
The goal of pre-processing is to make the original image ready for feature
extraction algorithms. This stage consists of several treatments and improvements
that are applied to the image, they will be summarized in two stages:
A- Results of Iris Segmentation.

The process of iris segmentation, as explained in chapter three, goes through
two stages:

I. Inner Iris Boundary Detection

The results of applying the steps of this stage to the databases CASIA-
Iris V1 and database CASIA-Iris V4 are described in Tables (4.2) and (4.3),
respectively, based on the following steps:

a) Integration by Gaussian Filter.
b) Binary Conversion.

c) Morphology Operations.

d) Pupil Area Extraction.

e) Compute Pupil Radius.
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Table (4.2): Steps of the results of inner iris boundary detection (CASIA- V1)

Original Image Gaussian Filter Binary Image Morphology Pupil Area Compute Radius &
Operation Extraction ___ Detect pupil
) .

= ’ %

Xp

%r

e

79




Chapter Four Experimental Results and Evaluation

Table (4.3): Steps of the results of inner iris boundary detection (CASIA-V4)

Original Image Gaussian Filter Binary Image Morphology Pupil Area Compute Radius
Operation Extraction

By ey,
"‘@"(. W ™ 3" ﬁ?‘\ T
¥ N i

Xp

A _’:‘&“W

e ®
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II.  Outer Iris Boundary Detection
The results of applying the steps of this stage to the databases CASIA-Iris

V1 and database CASIA-Iris V4 are described in tables (4.4) and (4.5),
respectively, based on the following steps:

a) Eye Image enhancement (Contrast Stretching).

b) Eye Image Edge detection (Canny Edge Detection).

c) Edge Enhancing (Gamma Adjustment).

d) Edge Image Binarization.

e) Iris Boundary Detection (Circular Hough Transform).
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Table (4.4): Steps of the results of outer iris boundary detection (CASIA-V1)

Original
Images

Contract Stretching

Canny Edge
Detection

Gamma Adjustment

Binarization

Circular Hough
Transform

()

:-Ja‘}dl‘( I‘
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Table (4.5): Steps of the results of outer iris boundary detection (CASIA-V4)

Original Contract Stretching Canny Edge Gamma Adjustment Circular Hough
Images Detection Binarization Transform
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After determining the inner and outer borders of the iris, we can observe the final
results of segmentation of the entire iris region on both databases used in this work.
Iris Boundary Segmentation is achieved by determining the geometrical parameters
of the iris, namely the iris center and radius (inner and outer). The suggested
method's results on several randomly selected images from the CASIA-V1 and

CASIA-V4 datasets are shown in figures (4.3) (4.4).

Figure (4.3): Samples of accurate Iris Segmentation results for images CASIA-Iris V1.
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Figure (4.4): Samples of accurate Iris Segmentation results for images CASIA-Iris V4.

The results will be evaluated by calculating the accuracy of the correctly
detected iris in the dataset. The accuracy is about (100%) for CASIA-Iris V1 for
both inner and outer boundaries. While the accuracy for CASIA-Iris V4 is about
(99.60) for the inner boundary and is about (99.16) for the outer boundary.

Table (4.6) shows the comparison of the overall accuracy with several

existing methods for CASIA-Iris Dataset with its many versions.
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Table (4.6): Comparison between the proposed Segmentation method with the previous methods

A version of
Reference Method CASIA-Iris Accuracy %
Dataset
[22] integro-differential operator CASIA-Iris 91.39
Hough Transform 93.06
[27] Faster R-CNN CASIA-V4 95.49
[23] Morphological filter &two CASIA-V1 96.48
direction scanning CASIA-V4 95.1
[25] ranged between
U-Net CASIA-VI 96% - 97% based
on network depth
and BN
[26] Fully dilated convolution CASIA-V4 97.36
combining U-Net (FD-UNet)
Proposed Hough Transform+ Image CASIA-V1 100
Method Processing Techniques CASIA-V4 99.16

B. Results of Iris Normalization.

It is the process of transforming the iris region from an annular shape to a

fixed-dimensional rectangle. The final results are shown in table (4.7).
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Table (4.7): The results of the normalization process

Segmented Image Normalized Image
CASIA-Iris V1 Dataset

CASIA-Iris V4 Dataset
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4.4.2 Results of Feature Extraction Stage
To extract the features from the iris pattern that was previously determined,

we used a proposed model of CNN, as we have explained in detail in chapter three,
where this model consists of four layers of convolution, max pooling, and fully
connected layer.
A-CASIA-Iris V1

This model was trained on CASIA-Iris V1 which was divided into 70%
training, 15% validation, and, 15% testing. The results of the training were as
shown in Figure (4.5), the light blue in this figure represents the training, the dark
blue represents smoothed training and, the black dotted represents validation.
Figure (4.6) represents the loss function over the iteration. In this figure, the pink
line represents training; the red line represents smoothed training, and the black

dotted validation.
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Figure (4.5): The training and validation accuracy over the iterations (CASIA-V1)
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Figure (4.6): Loss Function over the iteration (CASIA-V1)
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The proposed Convolutional Neural Network (CNN) outputs are shown in table
(4.8), in this table, the first column contains the layer name and the feature map
dimensions represented by (width*height* number), while the second column in

the table displays the feature map image.

Table (4.8): the outputs of the proposed CNN Model for CASIA-V1

Layers Feature-map images
|
Convl 1
64*512*16 B
Conv2
32*256*32
Conv 3
16*128*64
Conv4
8*64*64
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B-CASIA-Iris V4

This model was also trained on CASIA-Iris V4 Dataset and the results were
as shown in Figure (4.7) which shows the accuracy of the training and Figure (4.8)
which represents the loss function. The features extracted from the proposed

network of the dataset CASIA-Iris V4 are shown in Table (4.9).

s 000 PR P o I ETE ISP I-b bbbt g b-0d- Fna

Y of
ot
~ O
€ ol
g
3%
< 40
m |
20
10 Accuracy
10 20 30 40 50 60 70 80 90 100 S
0 2 - : |
0 500 1000 1500 2000 Training
Iteration = = § = = Valdation
Figure (4.7): The training and validation accuracy over the iterations (CASIA-V4)
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Figure (4.8): Loss Function over the iteration (CASIA-V4)
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Table (4.9): The outputs of the proposed CNN Model for CASIA-V4

Layer Feature-map images

64*512*16
_ |
| [

Conv2
32*256*32

Conv 3
16*128*64

Conv4
8*64*64
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4.4.3 Results of Classification Stage
I. Results of (CNN + SoftMax) Classifier
The results of classification by using the artificial neural network (ANN)
represented by fully connected layer in CNN network and followed by SoftMax
classifier can be displayed in the table (4.10) that explains the validation accuracy
during training the model and test accuracy for CASIA-Iris V1 and CASIA-Iris
V4. A set of metrics can be calculated such as precision, recall and, Flscore that
evaluates the efficiency of the system.

In table (4.10), includes the calculation of these measures.

Table (4.10): The classification accuracy for (CNN+ SoftMax)

Dataset | Train | Validation | Test | Val- | Test- | Precision | Recall | F1-
Data Data Data | Acc % | Acc% Score

CASIA- | 70% 15% 15% | 98.15 | 98.89 98.88 98.97 | 98.92

Vi

CASIA- | 70% 15% 15% | 97.50 | 98.5 98.4 98.66 | 98.52

V4

I1. Results of Feature Fusion

In the training phase, after extracting the features of the training data that
make up 70% of the database, we build the template through the process of
integrating the features of each person according to the algorithm (3.5) described in
the third chapter.
Tables (4.11) consist of three fields representing the ‘Dataset’ field, which
represents the databases that have been worked on, and ‘Input Images’ represents
the number of images entered per person (5 images in CASIA Iris V1, 7 images in
CASIA Iris V4), and ‘Feature Vectors’ represents the features extracted from the
CNN. Then, by calculating the average of the values, a single vector is formed that

represents the template.
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Table (4.11): Results of the feature fusion algorithm (CASIA-V1 & V4)

Input Images Feature Vectors

Dataset

0, 0, 0.2299, 0.2826, 0.1093, ......
0, 0, 0.0805, 0.0805, 0.1906, ......
0, 0, 0.3794, 0.4567, 0.2467, ......

0, 0, 0.0948, 0,1309, 0, 0, .......

CASIA-Iris V1

0.2667, 0.3739, 0.7799, 0.7100, ....

Template 0.0533, 0.0748, 0.3129, 0.3638, 0.2243, ...

0.2931, 0.4250, 0.4256, 0.9942, 1.0613, ....
0.6603, 0.1111, 0.4909, 0.2088, 0, ....
0.6754, 0.6788, 0, 0, 0.1003, ....
0.5769, 0, 0.0216, 0.4527, 0, ....
0.5811, 0.5119, 0.3679, 0.3040, 0.2843, ....

0.3196, 0.2357, 0.5023, 0.0960, 0, ....

CASIA-Iris V4

0.2596, 0.0027, 0.2405, 0.1665, 0, ....

Template 0.4809, 0.2807, 0.2927, 0.3175, 0.2066, ....

In the testing phase, the features extracted from CNN for the test data that make

up 30 % of the database are matched to the template using Euclidean Distance.
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1. CASIA-Iris V1 Dataset
For this dataset, the test data is 30% of the dataset (216 images) which is the
equivalent of (2 images) per person. Table (4.12) shows the matching of the two

test images with the template for each person.

Table (4.12): Results of matching (CASIA V1)

Result of Matching for Label
Index .
Testing Images (Person number)

1 1
1

2 1

3 2
2

4 2

5 3
3

6 3

7 4
4

8 4

9 5
5

10 5

11 6
6

12 6

13 7
7

14 7

215 108
108
216 108
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2. CASIA-Iris V4 Dataset
For this dataset, the test data is 30% of the dataset (600 images) which is the
equivalent of (3 images) per person. Table (4.13) shows the matching of the three

test images with the template for each person.

Table (4.13): Results of matching (CASIA V4)

Result of Matching for Label
Index .
Testing Images (Person number)
1 1
1
2 1
3 1
4 2
2
5 2
6 2
7 3
3
8 3
9 3
10 4
4
11 4
12 4
595 199
199
596 199
597 199
598 200
200
599 200
600 200
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3. Performance Evaluation
To evaluate the performance of this method, we calculate the accuracy by
calculating the number of images whose matches were correct over the total number
of images. Table (4.14) represents the accuracy of the system. This table consists of
five fields: ‘Dataset’ indicates which databases have been worked on, ‘Test Data’
percentage of test data from total databases, ‘No. of images’ total test images, ‘No.
of images for each person’ number of test images per person, and ‘Accuracy’ system

accuracy for each database.

Table (4.14): The accuracy of the feature fusion method

Dataset Test No of No. of images for | Accuracy%
data images each person
CASIA-V1 | 30% 216 2 96.29
CASIA-V4 | 30% 600 3 95.83

III. Results of (CNN+ SVM) Classifier
The features are extracted from the last layer of the convolutional neural
network (CNN), which is the Conv4 fed into the support vector machine (SVM).

Table (4.15) also show the calculation of system performance metrics on both

databases.
Table (4.15): The classification accuracy for (CNN+ SVM)
Dataset Accuracy Precision Recall F1-Score
CASIA-Iris V1 99.54 99.53 99.69 99.61
CASIA-Iris V4 98.83 98.83 99.22 99.02

4.5 Comparison of Proposed System and Previous Methods
Table (4.16), (4.17) and (4.18) contain a comparison of various Iris

recognition methods with the proposed system. It should be noted that the proposed
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system outperformed the other existing systems in terms of performance. The main
reasons for obtaining these achieved results:

Firstly, the design of the Convolutional Neural Network architecture is shown in
Figure (3.1), in which identical blocks of layers were stacked to capture
discriminative features, and the batch normalization layer was used after each
convolutional layer to prevent overfitting and improve accuracy. In addition, we
used the early stopping technique that also prevents the overfitting state.

Secondly, the network was trained on segmented images as a region of interest
(ROI), and this gives higher accuracy results because it focused on iris tissue only.
Thirdly, the number of parameters in the proposed model reached (4,882,920),

which is not much compared to the other literature models.

. CNN +SoftMax Classifier

By comparing the proposed method (CNN +SoftMax Classifier) with
previous research in this field, it was noted that this method out performed these
researches, and the reason is due to the superiority of the proposed CNN network in

training and testing data as shown in table (4.16).

Table (4.16): Comparison of the proposed method (CNN & SoftMax Classifier) with the
previous methods

Reference CNN Model with Dataset Accuracy%
SoftMax
[7] VGG-16 CASIA-V1 98
2019
[32] Mini-VGG Net CASIA-V1 98
2021
[11] CNN network CASIA-V1 95.4
2021
Proposed Method Proposed CNN CASIA-V1 98.89
CASIA-V4 98.5
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I1. Feature fusion & Matching by Euclidean Distance
By comparing this proposed method (Feature Fusion) with previous
research in this field, it was noted that this method greatly outperformed others,
and the reason is due to the superiority of the CNN network in extracting

features, as it greatly outperformed the traditional methods as shown in table

(4.17).

Table (4.17): Comparison of the Proposed Method (Feature fusion & Matching by

Euclidean Distance) with the previous Methods

Methods Features Extraction& Database Accuracy%
Similarity Measures
Radon Transform Thresholding
[82] (RTT) & Gradient-based CASIA- Interval 84.17
2015 Isolation (GI).&
Euclidian Distance
[19] Principle Component Analysis 85.0
2018 (PCA).& CASIA-V4
Euclidian Distance
[83] Multi-channel Gaber Filters & CASIA-V1 93.34
2017 Euclidian Distance
Fourier Descriptors (FD) 94
2[?)41% Principle Component Analysis CASIA-VI 92
(PCA)
Euclidian Distance
Proposed CNN Network& CASIA-V1 96.29
method Euclidian Distance CASIA-V4 95.83

III. CNN & Classification by SVM
This method was also compared with a previous search for the same

databases and showed its superiority as shown in the table (4.18).
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Table (4.18): Comparison of the Proposed Method (CNN & Classification by SVM) with
the previous Methods

Reference CNN Model with SVM Database Accuracy (%)
[18] Pre-trained Alex-Net CASIA-V1 98.33
2018 CASIA-Iris Interval 86.6
CASIA-V1 99.54
Proposed System | Proposed CNN model CASIA-V4 98.83
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Chapter Five

Conclusions and Future Works

A. Conclusions

The mean conclusions of the results of using the proposed iris recognition system are

as follows:

1-

Pre-processing represented by the segmentation and normalization stages is a
very important process to determine the iris region of the eye, where the features
of this region are extracted only using the Convolutional Neural Network
(CNN) without going into details about the features of other parts of the eye.
This has increased the accuracy of the iris identification system.

Through the results, it was found that the Circular Hough Transform (CHT)
along with the image processing techniques have outperformed the other
segmentation methods, because the use of image processing techniques has
solved many of the problems that the eye’s image suffers from, and thus made
it easier for Circular Hough Transform to determine the iris accurately.

By building a CNN model and training it on the data used, it was found that
adjusting the hyper-parameters such as the number of epochs, the number of
filters and their size have a role in increasing the accuracy of the CNN.
Through the application of the feature fusion technique, it was found that the
template that was built by integrating the features extracted from CNN and
matching it with the test features give higher accuracy than the built templates
from the features extracted from the traditional methods.

By experimenting with other classification methods, it was noted that the SVM

classifier outperformed other used methods such as SoftMax classifier and
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feature fusion, due to its high efficiency, which uses part of the decision-making
data, the best level depending on the data points on supportive vector and not

depending on the entire training evidence.

B. Recommendations for future works

1- The proposed system can be developed to work on larger databases containing
thousands of images.

2- Proposed system serves to identify a person (Identification), it can be
developed to verify the identity of people (Verification).

3- Other methods of fusion features (such as mean, max, ... etc.) can be
implemented in which a template for each person can be built with high
accuracy.

4- Other distance measures can be used to determine whether the classification

accuracy is greater or less
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