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Abstract

Today, Online Social Networks (OSNSs) is one of the important microblogging
and data exchange. It has millions of users worldwide, and its users communicate
together via messages and posts. Because of OSNs open architecture and behavior,
it is susceptible to attacks from bogus accounts and an enormous number of
automatic programs, or “bots”. Bots are viewed as harmful since they utilize the
internet to send spam to social network members. Users of social networks place a
high value on data security and privacy since these demands must be met if the
network is to retain user interest and, ultimately, legitimacy. To address these
difficulties, an effective approach for detecting and classifying bogus Twitter

accounts is required.

In this thesis, a variety of feature selection techniques as well as a variety of
machine learning-based methodologies are employed to identify fake accounts,
Fraudulent social engineering messages that can deceive users and Text posts with
sensitive information. Eight feature selection strategies were combined with five
machine learning methods to preprocess the dataset and identify bogus accounts,
Fraudulent messages and sensitive information. The feature selection process (which
uses multiple methods to rank features) includes eight feature selection processes
(Chi-Square Test Feature Selection, ANOVA Feature Selection, Mutual Information
Feature Selection, Logistic Regression Feature Selection, Additional Tree Feature
Selection, Embossed Feature Selection, mrMR features Selection and, Light GBM
Trait Selection), all outputs are evaluated by finding similar features in the process
of choosing between the outputs of the eight algorithms to find the best features to
be used by the classifier for best performance. A classification method consisting of
five machine learning algorithms: Support Vector Machine (SVM), Gaussian Naive
Bayes (GNB), Stochastic Gradient Descent (SGD), Random Forest (RF), and



Decision Tree (DT) was used and tested, the best of which proved to be the best in

the identification process we mentioned.

Five classifiers were used for the purpose of classifying Twitter accounts,
Fraudulent Social Engineering Messages and Sensitive Texts. A wide range of
preprocessing operations was applied for the data cleaning and facilitating data
handling, in addition to experimenting with many feature extraction techniques and
then choosing the best features between their outputs. The proposed system has been
tested using three datasets (Fake and Normal dataset, Social Engineering Attack
using text messages and Sensitive Texts), these data were released by the Institute
of Informatics and Telematics of the Italian National Research Council (1IT-CNR)
for twitter to the purpose of research, and the part of sensitive text has been modified
to be more suitable for this system. The results obtained indicate that the classifier
Decision Tree was the best for the social Engineering texts dataset with an accuracy
1v%, while the Random Forst was the best classifier with an accuracy rate equal to
14.4% for the Fake and Normal dataset. As for the Sensitive Texts dataset, the

classifier Decision Tree has the highest and ideal classification accuracy, which is
\ o Z.
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Chapter One General Introduction

Chapter One
Introduction

V,Y. Overview

Online Social Networks (OSNs), such as Facebook, Twitter, and LinkedIn,
have grown in popularity in recent years. OSNs are used to keep in contact, exchange
information, arrange activities, and even run an e-business. Social media has grown
at an exponential rate during the last two decades. Various forms of social
networking have attracted many users, various events have been organized, and
social networking has a tone of false profiles and fabricated news. Furthermore, the
bogus accounts use their accounts for a variety of purposes, including spreading
falsehoods that have an impact on a certain economy or even culture. The detection

of deception news is a continuing issue [V].

Twitter, Facebook, and Instagram are significant forms of online
communication that likely contains a wealth of information, opening up new avenues
for text content analysis. In actuality, many people claim that the biggest obstacle to
employing technology is either a “lack of IT infrastructure” or an overarching cost-
benefit analysis. Despite these challenges, the technology looks to be gaining
acceptance. Antifraud technology solutions have been used by more than half of the

insurers studied in the previous five years, including several in the last two years [Y].

To prevent Social Network attacks and protect user privacy, Online Social
Networks offers a variety of ways to report spam. A web user can detect spam on
their webpage by clicking on the link. The spam profiles will be deactivated when
the Social Network Application evaluates the network user reports. The Social
network is attempts to quickly identify bogus posts and suspicious complaints. When

blocking harmful posts and questionable profiles, for example Twitter blocks several
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legitimate login credentials but user cannot detect sensitive texts or social
engineering text attack and detect fake accounts that follows him. As a result, there
IS a need to find some quick approaches to detect sensitive texts, texts attacks and
discover fake accounts. In the meanwhile, these contemporary tactics have little

effect on genuine user tweets [Y].

Machine Learning (ML) has gotten a lot of interest in numerous
implementations and research fields, especially in cyber security. ML techniques can
be used to analyze and identify threats from the vast dataset available, with hardware
and computing resources becoming more accessible. Unsupervised and supervised
learning are two types of machine learning algorithms and methodologies. Machine
Learning is one of the most effective approaches for detecting these harmful
behaviors, thus this proposed system focuses on improving the performance of

classifier on detecting the three mentioned goals [£].

This work started at Y+ Y+ to make a new proposed system for detections of
fake and real accounts, social engineering texts attack and sensitive text and

continued till the end of year Y+ YV,
V,Y. Social Networking

The Internet has swiftly evolved from a platform for exchanging information
to one for sharing goods, ideas, and information. Social networking is a global
phenomenon that has changed the way people connect with one another. It has an
impact on practically every element of our lives: Education, communication, work,
politics, healthcare, social relationships, and personal productivity are all important

factors [°].

A social networking service is an Internet-based platform for forming and

maintaining social connections. It allows users to communicate online with people

¢
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who share similar interests, whether for romantic or social reasons. Users can send
and receive emails, instant messages, online comments, digital photographs, and
videos, as well as write blog posts. It also allows persons with impairments to

express their views and opinions in a virtual setting [1].

Social media platforms play a dual role as content producers and consumers.
They allow the user to control who can see their profile. Answers to questions such
as age, location, and interests are used to create a profile. Users can upload photos,
add multimedia content, change the style and feel of their profiles, write blogs,
comment on postings, and construct and share a contact list on some sites. Users can
choose who can read their profile, contact them, add them to their contact list, and

S0 on, to preserve their privacy [V].
V,¥. Machine Learning

Machine learning and artificial intelligence have become so pervasive in our
daily lives that it is no more a place where esoteric academics and scientists go to
address a difficult research topic. Evolution is more natural than unintentional.
Organizations have discovered that they may harness a massive volume of data in
creating solutions with far-reaching economic value thanks to exponential
development in processing speed and the emergence of smarter algorithms for

tackling complicated and hard problems [A].

In recent years, artificial intelligence (Al), particularly machine learning
(ML), has expanded fast in the context of data analysis and computing, allowing
applications to perform intelligently. ML gives systems the ability to learn and
improve based on their experiences [1]. In general, the effectiveness and efficiency
of a machine learning solution are determined by the nature and qualities of the data

as well as the learning algorithms' performance. As a result, a wide range of machine
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learning methods (e.g., supervised, unsupervised, semi-supervised, and reinforced)

has been created to handle a wide range of data in various ML issues [ +].
V. ¢, Related Works

In this section, we will go through some of the studies on the current machine
learning models for detecting attackers in social media. A social network is a site
where users can use visual computer technology to share their activities, interests,
backgrounds, and real-life connections. The most important areas that have been
worked on in these studies are (identifying Twitter bot accounts, investigate the
nature and characteristics of spam accounts in twitter, phishing prevention, spam
tweets detection, and classify the URL as valid or illegitimate, categorizing normal
and abnormal users in social networks, detecting terrorist attacks, identify unsuitable
content and faked images) and they are arranged in chronological order, from oldest

to newest as follows:

= A. Al-Zoubi et al., (Y+Y%) [ '] investigate the nature and characteristics of
spam accounts in a social network like Twitter to improve spam identification
based on several publicly available language-independent features. Four
datasets are retrieved for four different linguistic settings, and a fifth is
generated by integrating them together to assess the usefulness of these features
in spam detection, these datasets are collected from twitter profiles use REST
API. The k-Nearest Neighbors (k-NN), Random Forest (RF), Naive Bayes
(NB), Decision Tree (DT) (J¢A), and Multilayer Perceptron (MLP) classifiers,
as well as five filter-based feature selection approaches, were used in the
experiments. The results reveal that when employing the KNN model with an

Arabic-language dataset, the greatest accuracy was 4V, 4.
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Muhammet S. Basarslana, Fatih Kayaalp, (Y+Y+) [ Y] this study aims to
investigate the effect of types of text representation on the performance of
sentiment analysis. Two datasets were used in this study. The first one is the
user reviews about movies from the IMDB, which has been labeled by Kotzias,
and the second one is the Twitter tweets, including the tweets of users about
health topic in English in Y+Y4, collected using the Twitter API. They use
classification models (Naive Bayes (NB), Support Vector Machines (SVM) and
Artificial Neural Networks (ANN) algorithms) for categorizing the sentiments
as positive, negative and neutral. They use Term Frequency-Inverse Document
Frequency (TF-IDF) and WordYVec (WYV) modeling techniques as feature
extraction methods from the dataset According to the experimental results,
Acrtificial Neural Network has the best accuracy performance in both datasets
compared to the others with 4:% of accuracy for IMDB dataset and AY7. for
twitter dataset while SVM has A¢7 of accuracy for both dataset and NB has

accuracy of AY7 for IMDB dataset and V¢7 for twitter dataset.

M. Jabardi and A. Hadi, (Y Y+) [ Y] presents a novel method that performs
two tasks at once: it identifies and classifies Twitter bots using rules from
Semantic Web Rule Language (SWRL) and ontological engineering. This study
uses Fake Project dataset released by the Institute of Informatics and Telematics
of the Italian National Research Council (IIT-CNR). The Web Ontology
Language (OWL), Semantic Web Rule Language (SWRL) rules, and reasoners
were employed to classify fake accounts as spam bots or fake followers. These
techniques are used to inductively learn the criteria that separate a bot from a
genuine account. After accurately detecting the false accounts with (3V7)
accuracy in the first step, their algorithm correctly classified the fake accounts

into spam or fake follower bots with an accuracy score of (3 ¢,47%). Additionally,
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it has been shown that the ontology classifier offers straightforward and
intelligible decision criteria, making it a more interpretable model than other

machine learning classifiers.

= A. Sarker et al., (Y+Y+) [Y£] develops a new methodology for analyzing
Twitter data and detecting terrorist attacks. This study collect dataset from
twitter using Twitter ¢j which is a Java library for the Twitter API. The Aho-
Corasick algorithm is used to do pattern matching and assign the weight in this
model, which uses a ternary search to identify the weights of predefined
keywords. The weights are divided into three categories: terror attack, severe
terror attack, and normal data, and are utilized as classification attributes. Two
machine learning techniques, K-Nearest Neighbor (KNN) and Support Vector
Machine (SVM) are used to predict whether a terror incident occurred. The
results of the KNN algorithm give an accuracy of 4V,)Z while the SVM

algorithm gives an accuracy of 1V, VY7,

= A Ramalingaiah , S Hussaini , S Chaudhari, (YY) [Y¢] Detection of
malicious bots using supervised Machine learning techniques such as Decision
tree, K nearest neighbors, Logistic regression, and Naive Bayes and calculate
their accuracies and compare it with the proposed classifier which uses Bag of
bots’ word model to detect Twitter bots from a given training data set which
was get from Kaggle under the name(charvijainY Y/detecting-twitter-bot-data).
This dataset contains various attributes like URL, description, friends, several
followers, a screen name (used to communicate online), location, id, verified
(if the user is authenticated), favorite (used for liked tweets), listed count. The
proposed model performs the best as it uses a bag of words model, which only
searches for particular words in users, screen names, and tweets. With such a

simple algorithm, it efficiently detected those words, vectorize them, and easily

-
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classify them as bots or non-bots as two binary values. The training and the test
accuracies as exclusively different i.e., the features are trained only on the
training data which is a separate file and experimented on test data which is a
separate test file. This proposed classifier has 49,Y% of accuracy against
another compared classifier which has (DT AY,YZ, KNN AY,% LR 1V, ¢/ and
NB with ¥4,V7).

= S.Rahmanetal., (Y+Y)) [Y1] propose a hybrid anomaly detection approach
that cascades multiple machine learning methods (DT-SVMNB), such as:
decision tree (Ce,+), Support Vector Machine (SVM), and Naive Bayesian
(NB) classifier for categorizing normal and abnormal users in social networks.
They compiled a list of distinct traits based on user profiles and content. The
suggested machine learning model, DT-SVMNB, is trained using two types of
datasets with the selected features. In the social network, this approach
categorizes users as depressed or suicidal. An experiment with their approach
utilizing synthetic and actual social network datasets. The accuracy of the
performance analysis is around %A%, demonstrating the usefulness and

efficiency of the proposed solution.

= Asma A. Alsufyani, Sabah M. Alzahrani, (Y+YY) [VY] proposed to use
natural language processing (NLP) along with machine learning techniques for
text phishing detection, they started with 1<YY ¢ emails from an existing dataset
that contains both phishing and legitimate emails. Four different machine
learning algorithms were used for training which are k-nearest neighbors
(KNN), Multinomial Naive Bayes (MNB), Decision Tree and AdaBoost. The
developed models had to classify the text messages into two categories, which
are phishing and legitimate. They used dataset collected by the researcher [El
Aassal, A., Moraes, L., Baki, S., Das, A., Verma, R., and Verma, A. D. R.
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(Y+YA)], they found that KNN, Decision Tree and AdaBoost models are
effective against text phishing attack with accurzcy of 4Y7 for KNN, 47 for
DT and Y7 for ada boost.

= Xiaoyu Luo, (Y+ YY) [YA] made two analytical experiments in weka to check
Support Vector Machine, Naive Bayes and Logistic Regression classifiers in
English text classification using available dataset on the UCI library which
contain English documents. The experimental results performed on a set of
)+ Y'Y text document present that the SVM classifier outperforms the rest of the
machine learning technique with +,AAZ of accuracy.

= Maryam Heidari, James H Jr Jones, Ozlem Uzuner, (Y« YY)['4] using
Cresci Y+ V)V labeled data set of bots and human users on Twitter proposed a
new way to classify bots by identifying new features to be used with the
evaluation of the machine learning models such as Random Forest, Support
Vector Machine, Logistic Regression, and feed-forward neural network. This
experiment identifies Random Forest as powerful models for social media bot

detection with accuracy of AAZ,

» B. Kavinetal., (Y+YY) [Y+] presents an artificial intelligence technique for
detecting spam on Twitter social networks. To construct a model, they used a
Support Vector Machine (SVM), Artificial Neural Network (ANN), and the
Random Forest (RF) technique. The findings show that the proposed support
vector machine algorithm has the best precision, recall, and F-measure when
compared to RF and ANN algorithms. The findings might be used to monitor
and track shared photos on social media to identify unsuitable content and faked
images, as well as to protect social media from digital threats and attacks. For
SVM, RF, and ANN, the accuracy is 4V, £¢7, 42,077 ‘and 4Y,Y\ 7, respectively.

Table (V,)) presents the comparison of the related works.
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Table (Y,Y). Comparison of related studies
Ref.No. = Year Author Techniques Accuracy
"] ARBR A. Al-Zoubi et al. KNN+ RF+ DT+MLP v, v
['Y] Yo¥ Muhammet S. Basarslana SVM, NB, NN .y
'] YooY M. Jabardi and A. Hadi SWRL+ OWL YKV
[Y€] AR A. Sarker et al. SVM+KNN av, vy
Bag of bots’” word
[)e] Y+¥\ A Ramalingaiah , S Hussaini 19,Y7
model
['7] ARRN S. Rahman et al. DT-SVMNB WY/
['V] AR Asma A. Alsufyani DT aY04
[YA] ARAR Xiaoyu Luo SVM AN,
[Y9] Yo Maryam Heidari RF AN,
[Y-] AR B. Kavin et al. SVM+RF+ANN av,s07
V,8. Problem Statement

The fundamental issue addressed by this thesis is that there is currently no

codified approach or model for individuals to use, particularly for teaching

themselves to be more attentive against social networking attacks, particularly OSNs

attacks [YV]. The presence of fake profiles may lead to major problems for users of

social networking sites, the most important of which is phishing or blackmail. And

because social networks are available to all people and of all ages, such problems

threaten an entire society and must be addressed. The lack of high detection

accuracy, especially when the diversity of data and attacks is one of the main

problems in Online Social Networks (OSNs).
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V,%. Aim of Thesis

The purpose of this work is to construct a system for predicting of sensitive
tweets, social engineering text messages and fake profiles into predefined classes
based on contents of tweets, messages, and followers' profile so that the textual
information in the datasets is considered as features used for classification and the

account appearance characteristics are considered as features.

Find efficient techniques for sensitive tweets, social engineering messages

and fake Twitter followers’ detection and evaluate their performance.
V,V. Objectives of Thesis

This thesis sought to detect attacks in OSNs and provide a prediction model
that can help in fake accounts detection and prevent attacks. To achieve these aims,

the following objectives would be met:

V) Modifying a dataset based on specific texts to be analyzed in identifying the
sensitive texts and attack texts on social media platform.

¥) Feature selection methods are used to make the processing more accurate. It
also increases the prediction power of the algorithms by selecting the most
critical variables and eliminating the redundant and irrelevant ones.

¥) Training a classifier to categorize the modified tweets into sensitive and not
sensitive information. In comparison to earlier research, it is hoped that our
chose features will improve the accuracy level of identifying sensitive
information.
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V,A. Thesis Layout

Aside from the current chapter, there are four more chapters in this study,

which are organized as follows:

Chapter Two, “Theoretical Background”, deals with the fundamental of social
networks, types of Machine Learning (ML) algorithms, attacks on social
networks, and so on.

Chapter Three, “The Proposed System Architecture”, is concerned with
describing the design of the presented system.

Chapter Four, “Results and Discussion”, The experimental results of each of
the measures in this study are shown by the reasons.

Chapter Five, “Conclusions and Recommendations”, This chapter offers a
collection of suggestions for potential directions for future works in addition to

the findings from the research that was done.
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Theoretical Background
¥,). Introduction

Nowadays, social networks are becoming an integral element of modern life,
enabling widespread communication and interaction amongst individuals who share
common beliefs, interests, and worldviews. People use social media sites like
Facebook, Myspace, and Twitter to build personal and professional networks, get
information that is pertinent to them, and share a lot of sensitive information with
others. Even while Online Social Networks (OSNs) are becoming more and more
popular, spammers and attackers are increasingly targeting various social media by

uploading messages that include dangerous information.

In this chapter, the basic concepts of OSNs especially Twitter will be
discussed in some detail. The basic knowledge of machine learning for classification
Is described, including the main procedures and role of machine learning, the most
used pre-processing and statistical techniques for feature extraction and feature
reduction, and the basic theory of some machine learning techniques used in this

thesis. The chapter concludes with a set of performance measures of classifiers.
¥,Y. Online Social Networks (OSNs)

Information could now be shared in ways that had never been possible before
once the internet started to gain popularity in the middle of the Y34.s. But the
exchange of information still lacked a human touch. Later, social networking sites
introduced a personal preference to online information exchange in the early Y+ « +s,
which was well-liked by the general public. Online Social Networks (OSNs) like
Facebook, Twitter, and Instagram have grown to be quite important in today’s

society.
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OSNs are utilized not only as a means of communication but also for company
promotion and popularity. At first look, indicators such as follower count or
characteristics of the shared material, such as the number of likes, comments, or
views, are used to gauge an account’s popularity. As a result, users of any social
network may have a propensity to artificially boost its metrics in order to gain greater

advantages from OSNs [YV].

Social networks play a dual function in content consumption and production.
They provide the user the option to control who can see their profile. Answers to
inquiries about things like age, location, interests, etc. are used to create a profile.
On certain websites, users may write blogs, and multimedia material, change the
profile’s appearance and feel, upload photos, add contacts, and create and share
contact lists. Social networks often contain restrictions that let users decide who may
read their profile, contact them, add them to their contact list, and other functions in

order to preserve user privacy [YY].

People often take the need to protect the data contained on these social
networking sites for granted since they view social media as a personal
communication tool. People are gradually posting more and more information on
social networks in a variety of formats, which might result in unparalleled access to
personal and corporate data. For opponents looking to hurt someone, the wealth of

information saved on social networks is immensely alluring [YY].

With this enormous quantity of knowledge at their disposal, they can wreak
devastation on the entire planet. Additionally, social media has developed into a
fantastic platform for marketers to promote, and if they do not take social media
security concerns seriously enough, they leave themselves up to a number of dangers
and endanger the security of their sensitive data. The fundamental components of

AR
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social networks are depicted in Fig. (Y,)), along with the industries in which they

are most prevalent [Y£].

Figure (Y,V). Constituents of online social networks [Y £]

Y,Y,). Dataon Online Social Networks

Boyd and Ellison’s definition already implies that there are two categories of
user-related data on which OSNs depend [YY]:

A. Profiles: A user’s profile serves as their representation of the outside world and
is linked to them. Typically, this is a description of oneself or one’s alter ego

(pseudonym, avatar).
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B. Connections: A link between two users exists and can take many different forms,
such as a friend, coworker, fan, etc. A graph can be used to depict a set of
connections. Other sorts of user information, however, are frequently implicated

depending on the extra services the OSN provides.

C. Messages: messages are taken in their broadest sense. Multimedia may be a part
of any data that is transmitted between individuals or between groups of users.
The foundation for new OSN functionality is this. Even more so than friendship
graphs, user interaction has been shown to be a valuable source of data about the

underlying social network.

D. Multi-media: Users can send each other pieces of information, as well as publish
them to either public or private data spaces (like picture albums, blogs, or
Facebook “Walls™). Examples include written blog posts, visual images, audio

recordings of music or voices, and video clips (video).

E. Tags: A user-defined tag is a keyword (meta-data) added to material (either the
uploader or other users). When a user recognizes the individuals in a photo and
tags the image with their names, this is referred to as “tagging” on Facebook.

This directly links the identified individuals to the image.

F. Preferences: Many OSNs provide their users with some sort of peer or content
matching or recommendation capabilities. Users frequently express preferences
openly, which may or may not be made public. Preferences can occasionally be

inferred indirectly from user behavior.

G. Groups: a number of users, the collaborative document, shared tastes or
histories, or access to a common area are just a few examples of the resources,

characteristics, or privileges that groups frequently share.

VY
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H. Behavioral information: browsing patterns and activities made by a user when
using the OSN to complete tasks This kind of meta-data is especially
comprehensive. It may and be used to infer information like interests, friendships,
or even implicit information like physical location. Even if the activity there is
unrelated to using a social network, behavioral data may also be discovered on

conventional websites.

I. Login credentials: Most OSNs ask for or let users’ login in order to access the
service. The login credentials include this login information. The same item may

be obtained on conventional websites.
\FARAS Applications of Social Networks

Applications for social networking have developed into significant businesses
that provide consumers with online social networking platforms. Common uses
include crowdsourcing, education, business, finance, healthcare, politics, and social

contact mediated by computers, as follows [V ¢]:

A. Social Interaction: Social networking websites make it possible to link people
who share interests and activities beyond political, economic, and geographic
boundaries. They also allow computer-mediated social contact. They offer a
contemporary sort of amusement. People use them to make new friends,
reconnect with existing friends, find others who share their interests and maintain
contact with long-lost acquaintances. Additionally, they offer a platform for
online interaction and the sharing of private data for dating. Social networking
sites are used by some job searchers to improve their chances of getting job offers
and landing lucrative jobs.

B. Education: The manner that students and instructors interact in learning is being

impacted by social networks. These days, they are utilized for information

V¢
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sharing, educator professional development, and learning. Social media is used
by scientific groups for information exchange. Social networks are often used by
researchers and librarians to discuss ideas and maintain professional connections.
Networks for learning and research can emerge from social media. Many colleges
use social networking sites like Facebook, Twitter, and Instagram often, and
every university has at least one page on each of these sites. Education through
social networking has difficulties with privacy, true friendship, time
consumption, and misunderstanding. On the other hand, the main advantages are
flexibility, reproducibility, convenience, and accessibility.

C. Business: Another great use is social networking among businesses. It may be a
powerful marketing tool for companies, company owners, actors, musicians, or
artists. Social networking sites are used by businesses primarily for five purposes:
building brand recognition, managing their online reputation, recruiting, learning
about new technology and rivals, and snooping on prospective customers. Social
networking sites assist businesses in marketing their goods, identifying the
requirements of customers, and gathering feedback from a variety of sources. Use
of virtual money in social networks opens up the new financial potential for the
world. Customers may share their own experiences on social media, which
lowers the risk of purchasing a new product and assists early adopters in making
an educated selection.

D. Healthcare: Different forms of social connectedness among various
stakeholders, including physicians, patients, and caregivers, are made possible by
social media. Social networking sites (SNS) are used to share fresh knowledge
from the research and help physicians and nurses give high-quality treatment to
their patients, making them useful teaching and learning tool. These technologies

have the potential to directly impact almost every area of healthcare.

Yo
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E.

Politics: Social media appears to be having an effect on political activity and
movements all around the world. All around the world, it has affected voting and
sparked societal transformations, turmoil, upheavals, and revolutions. Citizens
will be able to exercise their right to free expression thanks to social networking.
Additionally, it is beneficial to interest the younger generations in politics and to
encourage participation in the democratic process. For instance, Barack Obama
used social media effectively in his Y++A campaign to mobilize supporters,
empower volunteers, and greatly increase donations. Obama was the first US

president to properly appreciate social media’s power.

Y,Y,v. Various threats on online social network

Due to the availability of the internet and our technologically advanced world.

The assaults that people have been tracking since social media first became popular

are listed below. The following three groups are used to categorize threats [Y°]:

A.

Conventional threats: contain dangers that users have encountered since the
social network’s inception.

Modern threats: involve assaults that target user accounts using sophisticated
methods.

Targeted attacks: involve assaults that are directed at a specific user and can be

carried out by any user out of a variety of personal grudges.

¥,¥. Social Networks Data Processing of machine learning

The following preprocessing and feature extraction techniques are used for

data and are described in this section:

1
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\FAAN Preprocessing data

The data is subjected to a number of operations in this step to get it ready for
the classification process, including text cleaning procedures such as eliminating
stop words, URLs, numerals, lower case, stemming words, lemmatizing words,

symbols, removing non-English terms, and normalizing data.
Y,¥,V,). Texts preprocessing

The process of cleaning and preparing the text for classification is known as
pre-processing the data. Online writings frequently have distracting elements like
HTML tags, JavaScript, and ads. Additionally, many words in the text have little
bearing on its overall direction on a word-by-word basis. Keeping those words
increases the problem's high dimensionality and makes classification more
challenging because each word in the text is considered as one dimension. Here is
the idea behind having the data appropriately pre-processed: cutting down on text
noise should help the classifier perform better and classify data more quickly, which
will help with real-time sentiment analysis. Online text cleaning, white space
removal, expanding abbreviation, stemming, stop words removal, negation
handling, and feature selection are some of the phases that make up the entire
process. The remaining phases are referred to as transformations, while the last
step—which applies various functions to choose the necessary patterns is referred to
as filtering [Y1].

AFAAS Features Extraction

The words, concepts, or phrases that powerfully indicate an opinion as good
or negative are known as features in the context of opinion mining. This indicates
that they have a greater influence on the text’s orientation than other words do. There
are various techniques for selecting features, including some that are syntactic (based
on the syntactic position of the word, such as adjectives), some that are univariate
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(based on the relationship between each feature and a single category, such as chi-
squared (x") and information gain), and some that use genetic algorithms and
decision trees depending on feature subsets.

By giving the text a particular amount of weight, it is possible to evaluate the
significance of each feature in a variety of ways. Feature frequency (FF), Term
Frequency Inverse Document Frequency (TF-IDF), and feature presence are the
most widely used ones (FP). The document has tf instances in total. Eq. (¥,)) yields
the TF-1DF as follows:

TF — IDF = tf(t,d) * Log (N/DF(d,t)) (V)
where N represents the total number of documents and DF represents the total
number of documents that include this feature and tf represents the frequency of term
in document. [TV].

v.v.v Data Normalization

Data normalization is the process of changing raw data values into another
form with qualities that are more suited for modeling and analysis. Normalization
seeks to guarantee that all genes are measured in the same unit of measurement. As
a consequence, it is utilized to prevent the discrepancy between the effect of tiny
values and big values that dominate the outcomes. Many methods for data
normalizing exist, including min-max and z-score normalization. Eg. (Y,Y) is used

In min-max normalization to determine the value [TA].

5 V—min )
V= ——— x new_max, - new_min, (Y,Y)
max g— ming

Where V: represents the feature value, min, : is the minimum original value for
any feature, max,: is the maximum original value for any feature, new_max,, and

new_min,: are the maximum and minimum interval of values.

YA
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\FANE S Data splitting

Data splitting is the process of dividing accessible data into two halves,
typically for cross-validation reasons. A predictive model is created using one set of
data, while the effectiveness of the model is assessed using another set of data.

Where the data has been split using hold out cross validation with Y+ 7 training
for each dataset and Y+ 7 for testing to avoid overfitting.
Y,¥,¢,Y. Cross-Validation

One of the strategies for ensuring correct generalization and preventing
overtraining is the use of cross-validation methodologies. The fundamental idea is
to split data set T into two subsets: one for training and one for estimating the results
of the final model. Cross-main validation’s goal is to approximate the model's results

in a way that is reliable and consistent [Y4].
» K-fold Cross-Validation

The initial sample will be randomly divided into k equal-sized sub-samples for
the k-fold cross-validation which is shown in Fig. (Y,Y). The remaining k sub-
samples will be used for data training while one sub-sample from the total of k sub-
samples will be used as validation data to test the model. Additionally, k repetitions
of cross-validation are performed, with k subsamples serving as validation data each
time. Additionally, one estimate might be produced by multiplying the k findings.
This method has the advantage of repeated random subsampling in that all
observations were used for training and validation, with each observation only being

used once [£+].
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Iteration 1 Iteration 2 Iteration 3 Iteration K
Fold 1 Fold 1 Fold 1 Fold 1
Fold 2 Fold 2 Fold 2 CCN ) Fold 2
Fold 3 Fold 3 Fold 3 Fold 3

[ ] ® o [ ]
e O s °®
[ ] o o o
Fold K Fold K Fold K ® o0 Fold K
Training data Test data

Figure (¥,Y). K-fold cross-validation method [¢°].
» Hold-out Cross-Validation

The simplest form of cross-validation method, hold-out cross-validation in Fig.
(Y,¥) is known for its simplicity and effectiveness. It divides the data set T (of size
n) into three mutually disjoint subsets: testing T, validation T, and training T,.of
nt, nv, and ntr, respectively. One of the advantages of this method is that the
proportion of these three data sub-sets is not strictly restricted. Furthermore, the
model was trained on the training subset T},., while the validation subset T,, was used
to evaluate the model’s success during training to prevent overtraining. When the
output on T, is good enough, or when it can no longer be improved, training will be
discontinued. When comparing the performance of m > Y computational models
Ly,..., L,, against each other, the testing subset T, will be used to obtain a confident
estimate of the models’ performance. The problem with this method is that the three
subgroups must be efficiently divided; as a result, the model’s output would remain

constant because the model’s accuracy is dependent on the test group [ £1].
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Hold-out validation

Data

v

v

Training

Validation

Figure (¥,¥). Hold-out cross-validation [¢V].

Table (Y,)) explain the main difference between these two types.

Table (¥,). Hold-out vs K-fold cross validation [£Y].

Hold-out

K-fold

).

Holdout method partitions the full set of
data into two sets, namely the training set
and the test set. It is common to hold out
two-thirds of the data for training
(learning phase) and the remaining one-
third of the data are for testing

(classification phase).

. Each set must be chosen independently

and randomly.

AR

).

k-fold Cross method

randomly partitions the document into

Validation

K mutually exclusive subsets (called
fold)

approximately equal size.

Sy, Sy,..., S, each  of

. Model training and testing is performed

k times, iteratively. The i*", a subset s;
is reserved as the test documents while
the remaining subsets are used as
training documents. For example, at
first, iteration s; will be the testing
documents, and sy, sv,..., s Will be the
training documents. Accuracy equals
the ratio of total appropriate
classification from k iterations with a

total number of documents.
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Y,¢. Feature Selection Methods

Feature reduction technology is used to obtain the best features that can
contribute to obtaining higher accuracy in detection. Common ways to reduce

features are as follows:
Y., Chi-square

The chi-square (xY) statistic is a measure for determining how well a model
fits real data. A chi-square statistic needs data that is random, raw, mutually
exclusive, and derived from a large enough sample. It is used in statistics to
determine if two events are independent. From the data of two variables, we may get
the observed count O and anticipated count E. The Chi-Square test reveals the
difference between expected count E and actual count O. The chi-squared formula
Is as follows:

X¢ = sum @ (N
Where c is the number of degrees of freedom.
O stands for observed value (s)

E stands for anticipated value (s)

It was used to pick features that are heavily dependent on the reaction while we’re

selecting features [¢¥].
Y.¢,Y, ANOVA

It is a statistical analysis technique that differentiates observed aggregate
variability within a data set into systematic and random variables. Random variables
have no statistical significance in the data set supplied, but systematic impacts do.
The ANOVA test is used in regression research to investigate the influence of

Yy
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independent variables on the dependent variable. The ANOVA test is used in
regression research to investigate the influence of independent variables on the
dependent variable. The ANOVA test is used in regression research to investigate
the influence of independent variables on the dependent variable. In regression
research, the ANOVA test is used to explore the impact of independent factors on
the dependent variable. The F-Value is calculated by multiplying two Chi-

distributions by the degrees of freedom of each.

F = (> (19

Xy

Where: x, and xv are chi-distribution and n,, ny are its respective degrees of freedom
[£¢].
Y,£,Y, Mutual information

Mutual information is a measure between two (possibly multi-dimensional)
random variables X and Y that quantifies the amount of knowledge received about
one random variable through the other random variable. The reciprocal information

comes from:

. _ p(x.y)log p(x.y)
Ixy)=[ f, Sy dxdy . (Y59)

The combined probability density function of X and Y is p (X, y), while the marginal
density functions are p(x) and p(y). This is a useful feature when the combined

mutual information for a chosen feature and the target variable is maximized [¢°].
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Y.¢,¢, Regularized Logistic Regression Feature selection

Logistic regression is a standard statistical technique addressing binary
classification problems [©]. However logistic regression models tend to over-fit the
learning sample when the number p of features, or input variables, largely exceeds
the number n of samples. This is referred to as the small n large p setting, commonly

found in biomedical problems such as gene selection from microarray data.

A typical solution to prevent over-fitting considers an IY norm penalty on the
regression weight values, as in ridge regression [ +], or an I norm penalty for the
(Generalized) LASSO [Y+«)1], possibly a combination of both, as in Elastic Net
[YY]. The IY penalty has the additional advantage of forcing the solution to be sparse,
hence performing feature selection jointly with the classifier estimation. This
classifier is chosen because, if well regularized, it tends to offer good predictive
performances and its probabilistic output helps assigning a confidence level to the

predicted class.

Let x € Rp denote an observation made of p feature values and lety € {-),
+1} denote the corresponding binary output or class label. A logistic regression
models the conditional probability distribution of the class label y, given a feature

vector x as follows.

P(x;y) = dxdy . (5

Y+exp(—y(wt x+v))

where the weight vector w € RP and intercept v € R are the parameters of the
logistic regression model. The equation w' x+v = + defines an hyperplane in feature
space, which is the decision boundary on which the conditional probability of each

possible output value is equal to V/Y.[£7].
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Y,¢,0, Tree-based feature selection

a Decision tree induction is used for selecting relevant features. Decision tree
induction is the learning of decision tree classifiers. It constructs a tree structure
where each internal node (non-leaf node) denotes the test on the attribute. Each
branch represents the outcome of the test, and each external node (leaf node) denotes
the class prediction. At each node the algorithm chooses the best attribute to partition
data into individual classes. The best attribute for partitioning is chosen by the
attribute selection process with Information gain measure. The attribute with highest
information gain is chosen for splitting the attribute. The information gain is of the

attribute is found by

Info(D) = X, pi logy(p) ..(%Y)

where p; is the probability that a arbitrary vector in D belongs to class ci. A
log function to the base Y is used, because the information is encoded in bits. Info
(D) is just the average amount of information needed to identify the class label in
vector D. Before constructing the trees, base cases have to be taken into
consideration with following points: If all the samples belong to the same class, it
simply creates the leaf node for the decision tree. If no features provide any
information gain, it creates a decision node higher up the tree using the expected

value of the class.

The algorithm for decision tree induction is given as follows Y. Check for base
cases. Y. For each attribute a, find the information gain of each attribute for splitting
Y. Let a-best be the attribute with highest information gain £. Create a decision node
that splits on a-best . Recur on the sub lists obtained by splitting on a-best and add
those nodes as children for the tree. The trees are constructed from top-down

recursive approach which starts with training set of tuples and their associated class
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labels. The training set is recursively partitioned into smaller subsets as the tree is
built. After the tree is built, for easy interpretation the rules are extracted using the
leaf nodes of the tree, because rules give more comprehensibility than tree structure

in case of big dataset.[£V].
Y, ¢, Relief

Kira and Rendall introduced relief as a traditional filtering feature selection
strategy. Kononenko (Y44¢) describes it as an example-based learning strategy.
Relief F determines which characteristics are relevant based on their feature weights.
It begins by selecting a single R sample from the training set. We calculate the
distance between each sample H and R for a sample set H in the same category as
R, then choose the K samples that are the closest. Simultaneously, we must calculate
each of the R separate categories of sample distance in the sample sets M and R, and
then choose K closest samples as R not the same type of nearest neighbor sample.
When calculating the feature weight of a certain feature A, there is a mismatch
between two samples R and H in the training set. When the training set’s two
samples R and Mj(c) disagree, feature A is given a low feature weight. When they
are identical, feature A is given a high feature weight. A feature’ s feature weight is

defined as [£A]:

k

WOA) = W(A) - z diff(A. R. Hj) .

m * k
j=)

z 9 __ Z  diff(A. R.Mj(c))] /m * k

c A class(R) \ P(class(R))

(Y.
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Y,£,v. The Minimum Redundancy Maximum Relevance

The Minimum redundancy maximum relevance feature selection technique
uses a forward selection filter. The technique works by adding one explanatory
variable (feature) to the list at a time, enhancing relevance to the objective variable
while reducing repetition among previously chosen variables. The purpose of the
FS algorithm is to use mutual information to discover the subset S of explanatory

variables on which Y has the largest reliance.

Assuming there are in total m features, and for a given feature Xi (i € {V, Y,

.., m}), its feature importance based on the mMRMR criterion can be expressed as [1]:
\
frRMRX) = 10V, X)) = 5 Sy es [ (X5 X)) . (T49)

where Y is the response variable (class label), S is the set of selected features,
|S| is the size of the feature set (number of features), X € S is one feature out of the
feature set S, X; denotes a feature currently not selected: X; 1€ S. The function

I(+, -) is the mutual information:

1(V,%) = [ gy [ oy PGoY) log(rols dxdy ... (T:)+)

where Qv and Qx are the sample spaces corresponding to Y and X, p(x, y) is

the joint probability density, and p( * ) is the marginal density function.

For discrete variables Y and X, the mutual information formula takes the

form:

[(X,Y) = Zyeay Tyenr P(xY) logGa 20 .. (1))
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In the mMRMR feature selection process, at each step, the feature with the
highest feature importance score max x;. f™*"* (X;) will be added to the selected

feature set S.[£9].
Y.¢,A Light GBM

Light gradient boosting (LGB) model is an efficient implementation of the
classic gradient boosting decision tree (GBDT) model. +e LGB model handles the
classification, regression, and ranking problems in machine learning. GBDT obtains
the final answer by combining multiple decision trees and by adding up the results
of all the decision trees. +is process has been improved to obtain extreme gradient
boosting (XGB). The difference between XGB and GBDT is in the way the tree is
split and the way the value of the leaf node is determined. the core idea is to conduct
a second-order Taylor expansion of the loss function to be fitted by GBDT and to
introduce the regular term of the tree intelligently, so that the formula of the second-
order Taylor expansion can be simplified and solved analytically. thus, a new tree
splitting method and leaf node value determination method are derived. LGB is
further optimized on the basis of XGB’s improvement of GBDT formula. Figure
presents a flow chart of the transition from the gradient boosting method to the LGB

model.

LGB model is further optimized on the basis of the XGB. These optimizations
are performed to reduce the computational cost, but they can also play a role in
preventing overfitting (because the original data are noisy, some rough processing
may increase the generalization ability of the model). The computational cost of each

leaf node split is

Cost time = feature nym X sample num X point pum  ...(¥,)Y)

YA
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where Cost time represents the time (s) consumed by calculation, feature num
represents the number of features, sample nm represents the number of samples, and

point n,m indicates the number of candidate points.[¢-].
¥,¢. Machine Learning (ML) Techniques

One of the most important and beneficial uses of artificial intelligence (Al) is
machine learning, which enables computer systems to automatically learn and
improve their functioning without explicit programming. The main goal of machine
learning algorithms is to create automated systems that can access and utilize
training data. (The training dataset, also known as the learning labeled data, is where
the e-learning process begins. Real-world examples, reviews, examples, or user
comments can all be used to identify trends in the data and inform decisions that will
be made in the future. The primary goal of machine learning models is to
automatically learn without human intervention. Fig. (¥,¢) depicts the three main

categories of machine learning, which are employed for a variety of applications

[)]

Y4



Chapter Two Theoretical Background

Random Forest (RF) ]

Desicion Tree (DT) ]

Support Vector Machine (SVM)

Machine Naive Bayes (NB)
Learning L

Hierarchal Models

Partition Models

Figure (Y, ¢). Types of machine learning [°)].

Q learning ]

R learning ]

The main types of machine learning are:
V) Supervised Learning

This learning strategy requires labeled data to better explain the relationship
between the feature vector and the label. The Markov hidden model, decision tree,
support vector machines, neural networks, and random forest were among the gait
research techniques used. The prominence of the support vector machine in gait
analysis stems from its ability to perform well even with minimal datasets. Kernels
may solve both linear and nonlinear problems. In addition to the binary form, the
classification efficiency was extended to numerous classes and is quite beneficial

for gait analysis. Fig. (Y,°) explains supervised learning method [°Y].
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Y) Unsupervised Learning

It is an unlabeled learning method. The algorithm creates the relationship
between multiple inputs in order to evaluate output. The distance between all
vector features is the focus of the majority of clustering approaches. These
approaches were not investigated in gait research since accurately identifying the
learning goals and managing a large number of feature vectors was a time-
consuming task. Certain strategies can thus be used when the relationship between
several outcomes is uncertain. Combining classification with some dimensional
reduction approaches is important when working with large data sets. These
unsupervised procedures can develop a variety of habits. An explanatory review

can guarantee that the distance metrics for the challenge are correctly chosen [°Y].
¥) Reinforcement Learning

In rehabilitation facilities, such as exoskeletons, reinforcement learning is
required for systems to interact and walk in a dynamic context. Several recovery
control mechanisms have been devised. Reinforcement learning and deep neural
networks have been frequently employed in rehabilitation devices because of their
ability to aid in recognizing participant heterogeneity and hence simplifying

according to particular settings [©£].

Y,e,, Attacks Prediction in Online Social Networks Based on ML

Techniques

This section briefly describes the commonly used supervised machine
learning algorithms for social network attack prediction. These algorithms are:

¥,9,%,Y. Support Vector Machine (SVM) Algorithm

)
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Both linear and non-linear data may be classified using the SVM method.
Each piece of data is first mapped into an n-dimensional feature space, where n is
the total number of features. The hyperplane that divides the data points into two
classes is then identified, maximizing marginal distance for both classes and
reducing classification errors. The distance between the decision hyperplane and the
closest instance that belongs to the class is what is known as the marginal distance
for that class. In a more formal setting, each data point is initially represented
graphically as a point in an n-dimensional space (where n is the number of features),
with the value of each feature being the value of a particular coordinate. Researchers
must then locate the hyperplane that separates the two classes by the greatest margin
in order to accomplish the classification. A simple representation of an SVM

classifier is shown in Fig. (Y,1) [¢°].

A

Hyperplane

v

Figure (Y,%1). SVM classifier [¢°].

If the dataset is linearly bounded, linear SVM may be used; if the dataset is
non-linearly bounded, non-linear SVM can be used for classification tasks. Let us
consider a dataset (4,, By,.... A, By); where (4,,... A4,) is the set of the input
variable, (B,,..., By) is the output variable, and ‘C’ is the intercept, then the SVM

classifier is given as like Eq. (Y.V).
\
SVM = 271'1:\ B: — ] gj:w bibjC (ai,aj)BiBj . (NY)
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Where, 1=)¢Y ‘v....Il; and C= blBl'l'b]B] [O‘L]_

¥,2,%,Y. Decision Tree (DT) Algorithm

One of the first and most well-known machine learning algorithms is DT. To
classify data elements into a tree-like structure, a decision tree represents the
decision logic, that is, the tests and outcomes that correspond to them. A DT tree's
nodes typically have several layers, with the first or highest node is referred to as the
root node. Tests on input variables or characteristics are represented by all internal
nodes, which are nodes with at least one child. The classification algorithm branches
in the direction of the suitable child node based on the results of the test, and then
continue the test and branching procedure until it reaches the leaf node. The choice
outcomes are represented by the leaf or terminal nodes. DTs are often used in various
medical diagnostic regimens since they are simple to use and quick to learn [°V].
The results of all tests at each node along the path will be sufficient information to
speculate on the classification of the sample when navigating the classification tree.
Fig. (Y,Y) shows a representation of a DT together with its constituent parts and
rules. The choice outcomes (Class A and Class B) are depicted by rectangles, and
each variable (C), CY, and CY) is represented by a circle. Each branch is given a
label of “True” or “False” based on the result of the test of its ancestor node in order

to correctly classify a sample to a class [°A].
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Decision Node ~ Sub- Decision Node
Tree
v A Z—
! Leaf Mode Leaf Node Decision Node Leaf Node
Leaf Mode Leaf Node

Figure (Y,V). DT Classifier [°A].
¥,¢,%,¥. Random Forest (RF) Classifier

Like how a forest is made up of several trees, RF is an ensemble classifier
made up of multiple DTs. Very deep DTs frequently lead to overfitting of the
training data, which produces a large degree of classification variance. result for a
little modification in the supplied data. They are prone to errors on the test dataset
because they are particularly sensitive to their training data. The various DTs of an
RF are trained using the various training dataset components. The input vector of a
fresh sample must pass down with each DT of the forest to be classified. Each DT
then considers a distinct aspect of the input vector and provides a classification
result. The classification that receives the most “votes” (for a discrete classification
outcome) or the average of all the trees in the forest is then chosen by the forest (for
numeric classification outcome). The RF method can decrease the variance caused
by the consideration of a single DT for the same dataset since it takes results from
several distinct DTs into account. The RF method, which comprises three separate
decision trees, is illustrated in Fig. (Y,A). A random subset of the training data was

used to train each of those three decision trees [°4].

Y
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Dataset

Random subset Random subset Random subset

Figure (Y,A). RF algorithm [¢°].

More formally, for a p-dimensional random wvector X =
(Xy....X,) " represents the real-valued input or predictor variables and a random
variable Y represents the real-valued response, it assumes an unknown joint
distribution Pxy (X, Y). The goal is to find a prediction function f(X) for predicting
Y. The prediction function is determined by a loss function L (Y, f(X)) and defined
to minimize the expected value of the loss:

Eyy = L(Y, f(X)) (VA
where the subscripts denote expectation with respect to the joint distribution of X
and Y [1+].

¥,¢,1,¢, Stochastic Gradient Descent (SGD) Algorithm

The most often used approach for training data is Stochastic Gradient Descent
(SGD). Due to the lengthier training times caused by larger networks and datasets,
training on distributed systems is frequent, and distributed SGD variations, primarily
asynchronous and synchronous SGD, are commonly employed. Asynchronous SGD

Is efficient in terms of communication, but its accuracy degrades because of delayed
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parameter updating. Regardless of its benefit, synchronous SGD becomes
communication intensive as the number of nodes rises. This classifier is calculated
by Eq. (Y.°) as follows [ V]:

Cui = Tui— Zﬁ:\ Puk * 9ki .. (N9)
¥,9,%,¢. Gaussian Naive Bayes (GNB) Algorithm

One of the top )+ data mining methods is simply Naive Bayes, a powerful
classifier. The classifier Naive Bayes is effective and frequently used in a variety of
applications, including text categorization, document evaluation (such as spam
filtering), and data stream classification. The generative model-based classifier Nave
Bayes has a quick learning and testing cycle. The Bayesian rule and probability
theorems are the foundation of Bayesian classifiers. An NP-hard issue exists when
attempting to learn an ideal Bayesian classifier from training data [1V]. Naive Bayes,
a condensed form of the Bayesian classifier, makes two assumptions. The first is that
attributes are conditionally independent given the class label, and the second is that
no latent attribute effects on the label prediction process exist. A Bayesian
classifier’s benefit is that it can make classifications with a limited training dataset.
This classifier performs multiclass prediction effectively and predicts the test data

set’s class quickly and accurately [1Y].

_ pXIOp@© ‘.
p(clx) = B2 ()

Where,

p(c|x): given predictor, the posterior probability of class (c, target) (x, attributes).
p(c) : the likelihood of a certain class in the past.

p(x|c) : the likelihood, which is the likelihood of a predictor in a particular class.

p(x) : the predictor’s prior probability.

1
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Gaussian Naive Bayes classification is a case of Naive Bayes method with an
assumption of having a Gaussian distribution on attribute values given the class
label. For example, suppose that it"attribute is continuous and its mean and variance
are represented by u.; and o, ; respectively, given the class label c. Hence, the
probability of observing the value xi in i*" attribute given the class label c, is

computed by Eq. (Y.Y) that is also called as normal distribution.

_Xi— Hci
\ ( “O-Y i )
. exp cl

Y
Yo, ;

p(x;lc) = (YY)
Even with Gaussian estimation, this method suffers the weakness of conditional

independence of attributes [ Y].

Table (Y.Y) shows the advantages and limitations of different supervised machine

learning algorithms.

Table (Y.Y). Advantages and limitations of different supervised machine learning algorithms
[4].

Supervised algorithm Advantages Limitations

Support Vector
Machine (SVM)

More robust compared to LR
Can handle multiple feature
spaces.

Performs well in classification
of semi-structured or
unstructured data, such as
words, photos, etc.

Less possibility of overfitting

v

Computationally  expensive
for large and complex
datasets.

Performs poorly when the
data are noisy.

It might be challenging to
comprehend the  model,
weight, and influence of the

final set of variables.
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Decision Tree (DT)

Random forest (RF)

Stochastic Gradient
Descent (SGD)

The classification tree that is
produced is simpler to
comprehend and interpret.
Preparing data is simpler.
Support for a variety of data
formats, including numeric,
nominal, and categorical.

Has the ability to produce
reliable classifiers that can be
tested using statistics.

RF takes the average value
from the results of its

individual  decision  trees,
which reduces variation and
overfitting of training data
compared to DT.

This ensemble-based classifier
outperforms its individual
base classifiers, or DTs,
empirically.

It can offer estimates of what
factors or characteristics are
significant in the
categorization and scales well

for huge datasets.

Because the network only -

processes one training sample,

YA

Theoretical Background

Unless expanded, a generic
SVM can only classify up to
two classes.
Demand that classes be
exclusive of one another.

If any attribute or variable
value for a non-leaf node is
absent, the algorithm cannot
branch.

The order of the qualities or
variables affects the

algorithm.

Costlier to compute and more
complicated.

The quantity of base
classifiers must be specified.
When

significance, it

assessing  variable
prioritizes
variables or qualities that may
take many alternative values.
Overfitting can  happen

quickly

The steps taken to reach the
minima are highly noisy

because of frequent updates.
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AFRN

Gaussian Naive
Bayes (GNB)

it is simpler to fit in the
memory.

Since only one sample is
processed at a time, it is
computationally quick.

For bigger datasets, it may
converge more quickly since
the parameters are updated
more frequently.

Because of frequent updates,
the steps necessary to reach the
loss function minima feature
oscillations that might assist
you escape their local
minimums  (in case the
computed position turns out to
be the local minimum).

Easy to use and excellent for
huge datasets.
Applicable  to  situations
involving binary and many
classes in classification.

Less training data are needed,
according to this.

It is capable of handling both
continuous and discrete data
and can produce probabilistic

predictions.

Online Social Network Security Threats

Y4

Theoretical Background

This frequently causes the
gradient drop to tilt in another
direction.

Additionally, it could take
longer to get convergence to
the loss function minima due
to noisy steps.

Because one training sample
is processed at a time,
frequent updates are
computationally costly.

As it only handles one sample
at a time, it lacks the benefit

of vectorized operations.

Classes must be exclusive of
one another.
Dependency between
characteristics has a
detrimental impact  on
categorization accuracy.

It presupposes that numeric
properties are distributed

normally.
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OSN is an interaction-based tool that allows registered users to engage with
individuals of various ages in the network. It may be further subdivided into three

categories: classic threats, advanced persistent threats, and current threats [ °]:
\FRTAR Classic Threat

Because of the OSN structure, this danger spreads quickly and readily
throughout the network among users. By using users’ personal information, this
malware impacts users’ profiles and credentials. It spreads via clicking on malicious

code or links. This hazard is further categorized into categories.

A. Man in the Middle Attack: This form of attack is like spamming and is used
to exploit OSNs on a wide scale.

B. Phishing attacks: This sort of assault is increasing at an alarming rate, with
more than Ae7 of organizations experiencing this type of attack. The virus is
best delivered via email attachments. To obtain all of the personal information,
the attacker creates an identical social networking page.

C. Spamming Attack: OSN users utilize third-party email providers to send
unwanted messages and advertisements. Many researchers discovered that
attackers construct a phony profile and engage individuals in harmful behavior
without their awareness.

D. Malware: It is a harmful code that includes Trojan horses, viruses, and worms.
This has the potential to spread to many internet users. Most organizations are
phasing out the problem of being unable to safeguard the material flow from
users to servers.

E. Ransomware: This type of assault is likewise malware, but the attackers
prevent computer access until a quantity of money is paid.

AP N Advanced Threats
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This sort of threat targets users’ sensitive information by impersonating
legitimate users in a deceptive manner. It is further subdivided into many assaults as

follows:

A. Whaling attack: This attack gathers user information from many OSNs and
poses as legitimate users to get personal information. This sort of assault gathers
information about employees working for a certain firm.

B. DDoS attack: This assault originates from a variety of sources and uses users’
computers without their knowledge.

C. Speculation attack: It is a geographical depiction of users under assault. When
the number of users grows, so does the graph. This allows attackers to determine
the location and use of users.

D. Online chat attack: This form of attack involves injecting harmful code into
the conversation box. These chat rooms allow members to freely communicate
any content and provide all personal information.

E. Vicinity Attack: The major hazard is information sharing via OSN. Users must
safeguard their bank account numbers and other critical information.

F. Sybill attack: This assault focuses on peer-to-peer systems and dispersed
environments.

AFR A Modern Threats

These types of attack are basically related to OSN.

A. Clickjacking: It is a sort of attack that takes advantage of mouse clicks. When
people click on some undesirable advertisements, they may be unaware of this
form of assault.

B. Social -Bots: A social botnet is a collection of people that do harmful behaviors

and time mimicking.

€y
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C. SQL injection: This attack primarily targets the backend by uploading
malicious data into the system.

D. Internet fraud: It is the use of the internet to carry out illicit actions. This is
done with malicious motives.

E. Cross-site scripting: This attack injects malicious code onto many websites.

Y,V. Evaluation Metrics

In a binary classifier’s confusion matrix Fig. (¥,%). Actual values are denoted
True () and False (+), whereas anticipated values are marked Positive () and
Negative (+). Estimates of classification model possibilities are generated using the

confusion matrix expressions TP, TN, FP, and FN [V +].

Actual Condition
Positive Negative
Positive TP FP
Negative FG TN

Figure (¥.%). Confusion matrix for the classification problem [V +].

For evaluating the performance of the system, certain parameters are used to

determine its behavior [VV]:

¢y
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)

. Accuracy: The percentage of instances properly classified out of all those

presented. It’s computed as follows:

TP+TN
Accuracy =
TP+TN+FP+FN
(YY)
Y. Precision: For all those identified as class x, the proportion of true x-class

occurrences. It is computed as follows:

TP
TP+FP

Precision =
(r.1m
Recall: The proportion of instances classified as class x out of all examples
classified as class x. It is computed as follows:

TP
TP+FN

(r.79)

Recall =

. F- measure or F-score is a measure of the test’s accuracy. It is determined using

the following formula in Eq. (Y, Y), which is based on accuracy and reminders:

precisionxrecall

F\zY*

precision+recall

(V)9)

. Specificity is computed by dividing the total number of negatives (N) by the

number of correct negative predictions (TN). The highest specificity is Y, +, while

the lowest is +»-.

e TN .
Specificity = TNTTP \RRWA (9N

Where,

¢y
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TP = True positives are the number of cases that were anticipated to be positive but
turned out to be true.

FP = False positives: the number of cases that were expected to be positive but
turned out to be negative.

TN = True negatives are the number of cases that were expected to be negative but

turned out to be true.

FN = False negatives: the number of cases that were expected to be negative but
turned out to be positive.

1. Area under the ROC Curve: Its area under the ROC curve is a performance
metric for classification problems with varying thresholds. AUC is the degree or
measure of specificity, whereas ROC is a probability curve. It indicates how well
the model can discriminate between classes. The greater the AUC, the better the

model predicts +s, )s as classes.
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¥,Y. Introduction

This chapter discusses the suggested methods for achieving the objectives of
the thesis. Also provided are the algorithms and techniques utilized to accomplish
these goals. The suggested approach is made up of five classification models, which
are trained on an ensemble of different models. It then predicts an output (class)
based on the class that has the highest likelihood of being selected as the output.
Based on the total majority of votes cast for each output type, the suggested
technique forecasts outputs. The suggested technique includes the following models
that cooperate to forecast results: Stochastic Gradient Descent (SGD), Support
Vector Machine (SVM), Gaussian Naive Bayes (GNB), Random Forest (RF), and
Decision Tree (DT).

¥,Y. The Proposed System Architecture

The suggested approach is divided into numerous steps. Choosing a training
approach is part of the initial stage. The data are preprocessed in the second stage to
get them ready for classification. In the third stage, text features are retrieved using
TF-IDF, and when detecting bogus accounts, additional features are analyzed, and
rank feature selection methods are used to choose features with a high chance of
making accurate predictions. The data will then be divided into training and testing
sets and fed into a combination of models to forecast the results.

The proposed system has three use cases: the first case involves classifying
social engineering text as an attack or a normal message using a dataset of tweeter-
labeled messages, the second case involves classifying fake accounts using a dataset

of fake and normal labeled tweeter accounts, and the third case involves classifying

A
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the text (tweet) as a sensitive or not sensitive tweet. The result determines whether
the account is secure or whether more action is required to ensure the protection of

personal information.

The block diagram in Fig. (¥,) which contain three parts where the first part
includes read one of the three dataset and doing data preprocessing (Character lower
case, stop words removal, Non- English words removal, URL’s removal and merge
other features if the chosen data set is for fake account detection that contain more
features like time zone, geo enabled, followers count, like counts...), part two contain
feature selection methods that’s have been used and third part contain the machine
learning methods that were used to classify the dataset. The methods employed to

accomplish these phases and actions are also made clear in Algorithm (¥, )).

1Y
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Social
Engineering
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Data Preprocessing Part one
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§  Chi-Square | ANOVA | Tree-based Mutual Logistic LightGBM
g Tests Information Regression
D
S~
% _
o Relief F MR-MR
S I
N |
& I

Rank

v

| Data Splitting

I Part three

. "RV
| Training Data l: I

________ |______________________________I |
IR T i L = . |
I Support Vector || Stochastic Gradient : Gaussian Naive | | Random | Decision [ :
: Machine (SVM) : Descent (SGD) I Bayes (GNB) | | Forest (RF) : Tree (DT) : I
) | |

| I |
S v | ' | v | | |
8 : Prediction I Prediction : Prediction | Prediction | | Prediction JI I
'E | Model ' ! Model ¥ * Model ¥ €' Model ¢ Model & :

g " '

S |
. ; . |
: Evaluation Evaluation Evaluation Evaluation Evaluation |
| Model Model ¥ Model * Model ¢ Model ¢ |
| I
| I
e |

Figure (¥,V). The proposed system architecture End

predication

EA



Chapter Three The Proposed System

Algorithm (¥,). The proposed system architecture

Input: Anyone of the three Datasets (Social engineering messages, Fake and
normal accounts, and Sensitive and non-sensitive text).
Output: List of predictions
Begin
\: Training Mode Selection Stage
e Select Training mode (Social Engineering detection, Fake Account
Detection, Sensitive Text Detection).
Y. Text Cleaning and Data Preprocessing Stage
e Remove stop words
e Removing digits(numbers)
e Remove links
e Stem words
e Lemmatize words
e Remove symbols
e Remove non-English words
e Lower case
Y. Text Feature Extraction Stage
e X =TF-IDF(Txt)
e |f Training mode = fake account detection
e |f (the chosen dataset is fake account)
e Concatenate (X, statuses_count, friends_count, listed_count, time_zone,
profile_use_background_image, profile_background tile...)
¢.  Data Normalization Stage
e Min Max Scalar

¢: Splitting Stage

€9
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Train=Scaler (Train)

Test=Scaler (Test)

1. Best Feature Selection (Ranked Feature)

Return Features by Chi-Square Tests using equation (Y,Y)

Return Features by ANOVA F-value using equation (Y,¢)

Return Features by Mutual Information using equation (Y,°)

Return Features by selecting from model Logistic Regression using
equation (Y,1)

Return Features by Tree-based using equation (Y,VY)

Return Features by Relief F using equation (Y,A)

Return Features by (Minimum-Redundancy-Maximum-Relevance) using
equation (Y,%)

Return Features by LightGBM using equation (Y, Y)

Return Features Similar in the results of the above methods

V: Classification Stage

Predication Result (1) = SVM (Features Set, Targets)
Predication Result (Y) = SGD (Features Set, Targets)
Predication Result () = GNB (Features Set, Targets)
Predication Result (¢) = DT (Features Set, Targets)
Predication Result (°) = RF (Features Set, Targets)

A: Best Classifier = High (Accuracy)

End

Now each stage will be explained in more detail as follows:
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IR Selecting Training Mode (First
Stage)

Three datasets are used as input by the suggested system, as illustrated in
Algorithm (¥,)). One of the benefits of this approach is the ability to train on
numerous modes while using different datasets on the same code, which results in
fewer code steps and faster processing. The user must select one of three alternatives
from the proposed system to begin the treatment process in order to conduct one of
these three modes. The first option is social engineering detection, the second is fake
account detection, and the third is sensitive text detection. The proposed system
reads each dataset and satisfies its features separately from one another, with the
fake account dataset having both text and additional features while the social

engineering and sensitive text datasets just have text features.

v, Yy, Data Preprocessing (Second
Stage)

The data is subjected to a number of operations in this step to get it ready for
the classification process, including text cleaning procedures such as eliminating
stop words, URLs, digits, lower case, stemming words, lemmatizing words,
symbols, removing non-English terms, and normalizing data. The steps below
summarize it and are also presented in Algorithm (¥, Y):

I. Text Cleaning
The suggested system’s initial stage is data cleaning. It preprocessed the data
content to remove unnecessary words from document text since they provide no use.
There are various phases in this stage as follows: -
a) Remove Stop Words
To remove stop words from a phrase, first, use NLTK to obtain a list of stop
words, then convert words to lowercase and split the text into words, and then

remove the word if it appears in the list of stop words supplied by NLTK. The
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NLTK library, which includes stopping word removal, is one of the oldest and
most widely used Python libraries for Natural Language Processing.
b) Removing Digits (Numbers)

Texts typically contain random numbers that must be removed in order to
find the correct English word and classify and identify them. Using an iterative
loop that passes all the words in the text and is tested using the function of
distinguishing numbers, nothing is placed in its place save a separator between the

first and second words.
c) Stemming Lemmatizing Words

After removing stop words, use an iterative loop to pass all the words in the
text, then find the root word for each one and return the base or dictionary form

of a word.
d) Remove Links (URLS)

The links in the texts have been removed because they might be fake links
intended to inflict harm on victims by tricking them into visiting phony websites
or engaging in other fraudulent activities using these links. As a result, it was
dropped and included in the project’s future development plans. Also, by using a
"for loop™ and an iterative loop that runs through all of the words in the text and

checks its pattern (HTTPS: www. ... .com), it will be deleted.
e) Remove Symbols

Remove characters like (! @#$%"&*() _+=) by using the same for loop

that’s used to remove links above.
f) Remove Any Non-English Words
Removing all symbols that represent non-English words.
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g) Lower Case

Removing all symbols that represent the lower case.

Algorithm (¥, ). Text Cleaning

Input: T is the set of documents
Output: Stop word Removing-List (T), Digits Removing-List (T), Stem-List
(T), Links Removing-List (T), Symbols Removing-List (T), Non-English
Removing-List (T), and Lower case (T).
Begin
Step Y: Read the document from the dataset.
Step Y:  While not (EOF) do:
e Separate every word from others based on space for obtaining (tokens).
e Eliminate all symbols token:
If no. of token > + then
I=i+)
End if
Tokenization-List = Token]i]
e Return (Tokenization-List T))
e Put the word in a new list called (stop word Removing-List T)
e For each word in (stop word Removing-List T) do If word € stop word
then
Remove word
Else
Stop word Removing-List (T) = word

oy
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End for
e Return (Stop word Removing-List T))

e Put the word in a new list called (Links Removing-List T)
e For each text in (Links Removing-List T) do
If text € Links, Then
Remove Links
Else
Links Removing-List (T) = text
End if
End for
Return (Links Removing-List (T))
Put the word in a new list called (Stem Removing-List T)
e For each word in (Stem Removing-List T) do
If word € Stemming words, Then
Remove word
Else
Stem Removing-List (T) = word
End if
End for
e Return (Stem Removing-List (T))
Put the word in a new list called (Lower Case Removing-List T)
e For each word in (Lower Case Removing-List T) do
If word € Lower Case, Then
Remove word
Else

Lower Case Removing-List (T) = word

o¢
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End if
End for
Return (Lower Case Removing-List (T))
Put the word in a new list called (Non-English Removing-List T)
For each word in (Non-English Removing-List T) do
If word € Non-English, Then
Remove word
Else
Non-English Removing-List (T) = word
End if
End for
Return (Non-English Removing-List (T))

Put the word in a new list called (preprocessed-List T)

End while

v,y

Text Feature Extraction (Third

Stage)

Create a feature vector for each preprocessed data set. The document should

be converted from full text to a data vector before being represented as an array of

features. The TF-IDF model was used to compute the frequency of each word or

extract features from the data, and then the normalization procedure was employed.

I. Term Frequency Inverse Document Frequency (TF-1DF)

This process of finding the meaning of sentences made up of words helps the

machine to read the words by numbers. The steps of this process are presented in
Algorithm (¥, Y).

00
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Algorithm (¥,¥). Calculating of TF-IDF

Input: preprocessed-List T
Output: F is the output file (table of ranking, TC, TF, M, IDF, and TF-IDF),
Function: String Matching (R, D), initialize F= @

Begin
V. Foreach rule r in the prediction rule base R do

v: For each example d € D do
v If rreferstod (R, D)
£ Add information to F
e: End if
1 End for
g End For
End
USRS Normalization Data (Fourth
Stage)

Normalize Data using Min-Max Normalization preparing data to train and test
set to + and Y in order to be under stainable by classifiers using min-max scale
normalization. See the Algorithm (Y.¢) for more information on the min-max

normalizing approach.

Algorithm (¥.£). Min-Max Normalization

Input: YD array InP [n * m] in which n is the number of samples and m is the
number of features.

Output: YD array OutP [n * m] after normalization process.

Begin

o1
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V. Let Min[i] and Max [i] two arrays holding minimum and maximum values

for each feature.

Y: Fori=)tom
v Find max and min values by setting them to the first value of feature i
£ Forj=)Yton
e If value < min then
1 min = value
V: else if value > max then
A max = value
4: End if
Voo End if
VY End for
\¥: modify every value v in feature vector i using Eq. (Y. Y).
VY. End For
End
v,Y,e, Feature Selection (Fifth Stage)

Finding the optimal features by integrating the Filter and Wrapper techniques
for privacy-preserving feature selection. Eight methods of feature selection were

used in this stage, Algorithm (¥,7) explains the feature selection steps work.

Algorithm (¥.¢). Text Feature Selection

Input: Extracted Features
Output: Best Features

Begin

oy
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V. Calculate chi-square tests by using Eq. (¥,Y)

Y. Calculate ANOVA F-value by using Eq. (Y,¢)

¥. Calculate mutual information by using Eq. (Y,°)

¢ Calculate Logistic Regression by using Eqg. (¥.7)

¢: Calculate Tree-based by using Eq. (Y.V)

1. Calculate Relief F by using Eq. (Y.A).

V: Calculate (Minimum-Redundancy-Maximum-Relevance) by using Eq. (¥.9)
A.  Calculate LightGBM. by using Eq. (Y.)Y)

Concatenate all returned features and put them in (all features array)

D

Y +: mode (all features array) (*)

VY: put final features in (Final Features array)
VY: Return (Final Features)

End

v, YA, Data Splitting (sixth Stage)

It is the process of splitting supplied data into two halves for the purpose of
cross-validation. The first set of data is used to build a prediction model, while the
second is used to evaluate the model’s performance. One way to assuring accurate
generalization and prevent overtraining is to use cross-validation processes. The
main idea is to divide data set T into two subsets: one for training (Y « 7 of the dataset)
and one for testing (¥+ 7 of the dataset). Cross-major validation seeks to generate a
consistent and dependable approximation of the model’s outputs. Algorithm (¥,°)

explain this stage in more detail.

Algorithm (¥.%). Dataset Splitting

Input: Anyone of the three Datasets (Social engineering messages, Fake and

oA
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normal accounts, and Sensitive and non-sensitive text) after applying the
previous stages.
Output: Splitting dataset into a training set and testing set

Begin

—
..

Define sets of model parameter values to evaluate.

¥ For each parameter set do
v For each resampling iteration do
£ Hold-out specific samples
o: Fit the model on the remainder
L) Predict the hold-out samples
V: End for
A Calculate the average performance across hold-out predictions.
4: End for
Voo Determine the optimal parameter set.
AR Fit the final model to all the training data utilizing the optimal parameter
set.
End
.Yy, Classification Stage (Seventh
Stage)

The most important phase in the proposed system is the machine learning data

classification step. This section discusses the five classifiers employed in this work:

I. Classify data with Support Vector Machine (SVM) Classifier

o9
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Taking splatted sets that’s result from algorithm (¥.V) after splitting best
features that’s result from the eight feature selection methods in algorithm

(Y57).

Algorithm (Y.V) presents the working steps of this classifier.

Algorithm (¥,V). Support Vector Machine (SVM) Classifier

Input: The split dataset
Output: Predication accuracy of SVM

Begin
Select the optimal value of cost and gamma for SVM using Eq. (¥,V).

A -

While (the stopping condition is not met) do:

v Implement the SVM train step for each data point.

£ Implement SVM classification for testing data points.
¢: end while

1. Return accuracy

End

ii. Classify data with Gradient Descent (SGD) Classifier

Taking splatted sets that’s result from algorithm (¥,V) after splitting best

features that’s result from the eight feature selection methods in algorithm (¥,7).

Algorithm (¥.A). Stochastic Gradient Descent Classifier (SGD)

Input: The split dataset, Learning Rate ), Reg. factor A, n° of latent factors K,

Randomly initialize matrices P and Q ;
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Output: Predication accuracy of SGD

Begin

\: n==¢

Y:  While not(convergence) do:

Y. Randomly shuffle observed entries in S;

¢:  Foreach (u, i) € S then:
Apply Eq. (7,9).

End for
°: n=n+)
1. Endwhile
End

ii.  Classify data with Gaussian Naive Bayes (GNB)

Taking splatted sets that’s result from algorithm (Y,Y) after splitting best

features that’s result from the eight feature selection methods in algorithm (V7).

Algorithm (¥.%). Gaussian Naive Bayes (GNB) Classifier

Input: The split dataset

Output: Predication accuracy of GNB

Begin

\:  Splitting the data set training set and testing set

Y. P(C;) = Calculate the frequency and the probability for each class (fake or
real, sensitive or not and attack or not) in the training dataset, utilizing Eq.
(Y,)).

Y. P(F;) = Calculate the frequency and the probability for each feature

in all datasets depending on the class label, utilizing Eq. (Y,) ).

Ay
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For each F;in Feature Set
TF;= get the probability value from the training set for the feature of

(F;)

1. TF,; (C) = get the probability for (C)
Vi R(C;) =R (C;) *TF; (Cy)* P(Cy)
A: Next F;
4: Class =max R(C)
\ +: Enf for
End
Iv.  Classify data with Random Forest (RF) Classifier

Taking splatted sets that’s result from algorithm (Y,V) after splitting best

features that’s result from the eight feature selection methods in algorithm

(¥57).

Algorithm (¥.Y +). Random Forest (RF) Classifier

Input: The split dataset

Output: Predication accuracy of RF

Begin

\:

Y:

Draw n,,.., bootstrap samples from the original data

For each of the samples to generate an unpruned classification tree

make the following changes:
Rather than selecting the best split among all predictors, at each
node, randomly sample n predictors and select the best split from
among those variables.

End for
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Y. Predict new data by aggregating the predictions of the n;,,
End

vi.  Classify data with Decision Tree Classifier (DT)

Taking splatted sets that’s result from algorithm (¥,V) after splitting best features

that’s result from the eight feature selection methods in algorithm (¥,7).

Algorithm (¥.V V). Decision Tree Classifier (DT)

Input: The split dataset
Output: Predication accuracy of Decision Tree
Beqin
V. If stopping condition (S, F) = true then
e Leaf = create Node
o Leaf Label = classify(s)
e Return Leaf
Y: root = create Node
Y. root test condition =find Best Spilt (S, F)
¢:  V={v|vapossible outcomecfroot.test condition}
¢: Foreachvaluev eV:
e S,={s]|root test condition(s) =vands € S;
e Child = Tree Growth (S,,, F);
e Add child as the descent of root and label the edge {root—child} as
V.
End For
1. Return (root)
End
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Chapter Four

Experimental Results
and Discussion
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Chapter Four

Experimental Results and Discussion

¢,V. Introduction

The research goals shown in chapter one were covered by the suggested
system shown in chapter three. The first section includes a brief description of the
three datasets used, along with the study needs. The experimental results are then

presented and discussed in this chapter.

¢,A, Software and Hardware Requirements

The proposed system requires the following hardware and software to achieve
its aim:
¢,A,). Software Requirements

The Python Y,% programming environment and PyCharm Y«Y. IDE were

used to implement the suggested system. It runs on Microsoft Win) + Pro 1 ¢-bits.
¢,A,Y.Hardware Requirements

This work is implemented on a Lenovo computer with the following
characteristics:

e CPU Intel Core iV 4th gen 1 Core
e GPUNVIDEARTX Y:V: 1GB
e RAM VY1 Y1.. MHz.



e Hard Samsung m.Y NVME

¢,4. Datasets Description

This section discusses the datasets utilized by the proposed technique, which
are three datasets: one for detecting social engineering words, another for detecting
fake accounts, and a third for detecting sensitive content. In this study, the Institute
of Informatics and Telematics of the Italian National Research Council (1IT-CNR)

released the twitter dataset as described below with example.
£,%,Y. Social Engineering detection

Dataset for detecting social engineering sentences: Here are some samples of

data used in the proposed system’s operation.
Table (¢,Y). Social engineering sentences dataset sample

Message Class

Dear how is chechi. Did you talk to her .

This is Tim rose with rose industries. | am a security
officer. | need you to write me your password so | can make )

sure it is secure. thanks bye.

¢,4,Y. The Fake Accounts dataset
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There are two types of Twitter accounts in the dataset: fake accounts, and real

accounts. Were the dataset containing ¢‘ee Twitter accounts with YYYV fake

accounts and YA A real accounts. Table (£.Y) shows attributes and their description.

Table (£.Y). The dataset description. It contains £)e¢ accounts, YA’ fake accounts, and

Attributes

¥+ 7 trust accounts

Description

Statuses count
Followers count

Friends count

Favorites count

Listed count
Language

Time zone

Geo enabled

Profile use

background image
Profile text color

Profile sidebar

border color

The number of statuses posted from the account
The number of followers for the account
The number of friends for the account

the number of tweets that given user has marked

as favorite
The number of groups the account belongs to
The language for the account
The time zone of the account holder

Twitter enables users to specify a location for

individual Tweets

Is this profile use background image

Color code of text that’s displayed to user

Color code of sidebar that’s displayed to user

1y
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Profile Is this profile use the background for Twitter

background tile profile

Profile sidebar fill . .
Color code of sidebar fill that’s displayed to user

color
Profile background Color code of the background for that profile
color that’s displayed to user

o Color code of profile link that’s displayed to
Profile link color

user
UTC —offset The UTC-offset given time zone
Description The description that user used on his profile

¢,%,Y.Sensitive or Not Sensitive Speech

Sensitive text detection: The text in this dataset, which comprises of ¥4V
sentences, is classed as sensitive text or non-sensitive text (sensitive and non-
sensitive). Many of these words are written by individuals and represent sensitive
text that may be tweeted, and someone should be aware and think twice before
publishing them, since this text represents sensitive information that may be used to
damage the user, and it is critical to make the user aware of them. An example from

this data shown below in table (£.Y):

Table (£.Y). Sensitive dataset sample

Text Class

My aunt’s cell phone number is +VV+271££¢YY Sensitive

Might cry at the harry styles concert if he sings Kiwi = Non-sensitive

TA
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£,V Implementation of the Proposed System

The system is implemented utilizing three datasets, and the implementation
outcomes for each dataset depending on the metrics given in chapter two are shown
in this section:

£,1+,) . Classification Results on Social Engineering Detection “Dataset '

In this section, the classification results for the first dataset are presented using

the five machine learning classifiers in both the training and testing stage.
I. Training Phase “Dataset \”

The results of the five classifiers in this stage are shown in figures from (£,))
to (i .\ n)_

Support Vector Machine (SVM)

Confusion Matrix SVM train Receiver operating characteristic SVM train
1.0 1
3500 e
e
’
s
3000 e
0 3811 0.8 - e
”
/I
2500 Y R
— & ’
] o 0.6 Vi
s
= 2000 2 P
W E 4
”
2 2 -
: 3 .
1500 g 0.4 .
= 7
’I
1 1000 R
td
0.2 7
500 e
l’
,/ ROC curve (area = 0.83)
0.0 ‘ ‘ : :
o 1 0.0 0.2 0.4 0.6 0.8 L0

Predicted label False Positive Rate

Figure (¢,V). Confusion matrix of SVM in Figure (¢.Y). ROC curve of SVM in training
training stage “dataset ) Where the square stage “dataset ) and showing the performance

with the number YA)) represents the of this classifier in classifying the correct

14
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Chapter Four

number of correctly predicted class values
and the square with the number Y¢
represents the number of incorrectly
predicted class values and the square with
the number Y)Y represents the number
of incorrectly predicted no-class values and
the square with the number £¢V

represents the number of correctly

predicted no-class values.

predicted class and incorrect predicted class
and the result is *,AY which is above the
threshold (+,°)

Stochastic Gradient Descent Classifier (SGD)

Confusion Matrix SGD train
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Figure (¢,Y). Confusion matrix of SGD in

training stage “dataset )”’
where the square with the number YA
represents the number of correctly

predicted class values and the square with

Receiver operating characteristic SGD train
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Figure (¢,¢). ROC curve of SGD in training
phase “dataset )’ and showing the performance
of this classifier in classifying the correct

predicted class and incorrect predicted class



Chapter Four

the number Y'¢ represents the number of
incorrectly predicted class values and the
square with the number Y1) represents
the number of incorrectly predicted no-
class values and the square with the

number Y44 represents the number of

correctly predicted no-class values.

Experimental Results and Discussion

and the result is +,A+ which is above the
threshold (+,°)

Gaussian Naive Bayes (GNB)

Confusion Matrix Naive bayes train
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Figure (¢,¢). Confusion matrix of GNB in
training phase “dataset > where the square
with the number YV3A represents the
number of correctly predicted class values
and the square with the number £V
represents the number of incorrectly

predicted class values and the square with

Receiver operating characteristic Naive bayes train
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Figure (¢,%). ROC curve of GNB in training
phase “dataset )’ and showing the performance
of this classifier in classifying the correct
predicted class and incorrect predicted class
and the result is +.A+ which is above the

threshold (+,°)
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the number Y1+ represents the number
of incorrectly predicted no-class values and
the square with the number £--

represents the number of correctly

predicted no-class values.

Experimental Results and Discussion

Random Forest (RF)

Confusion Matrix RandomForest train
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Figure (¢,V). Confusion matrix of RF in

training phase “dataset 1”

where the square with the number YA -
represents the number of correctly
predicted class values and the square with
the number © represents the number of

incorrectly predicted class values and the

Receiver operating characteristic RandomForest train
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Figure (¢,A). ROC curve of RF in training
phase “dataset )’ and showing the performance
of this classifier in classifying the correct
predicted class and incorrect predicted class
and the result is +.%+ which is above the

threshold (+,°)
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square with the number YY) represents
the number of incorrectly predicted no-
class values and the square with the

number Y4 represents the number of

correctly predicted no-class values.

Experimental Results and Discussion

Confusion Matrix Decision Tree train
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Figure (%,%). Confusion matrix of DT in

training phase “dataset 1”
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threshold (+,°)

Al



Chapter Four Experimental Results and Discussion

square with the number Y YY represents
the number of incorrectly predicted no-
class values and the square with the

number °YV represents the number of

correctly predicted no-class values.

Table (£.¢) explain the results of the measurements for the training phase of the five

classifiers on “dataset ).

Table (¢.¢). Results of training phase on “dataset }”

Accuracy = Precision Recall F-score | Specificity
SVM 1£04 1404 9404 1104 Y04
SGD Y0 1404 170 1004 Y04
GNB 1Y% 1A0p Y04 3004 A0
RF 1104 1404 1104 1A 1404

- 1Y% Va0 Y04 1404 Y a0

Ii. Testing phase “dataset \”

The results of the five classifiers in this stage are shown in figures from (£.)))
to (£.Y+).

Support Vector Machine (SVM)

A&
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True label

Confusion Matrix SVM test

Predicted label

Experimental Results and Discussion

Receiver operating characteristic SVM test
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Figure (¢.Y)). Confusion matrix of SVM in Figure (¢.1¥). ROC curve of SVM in testing

testing phase “dataset \”
where the square with the number 1YY of this classifier in classifying the correct

represents the number of correctly

phase “dataset ' and showing the performance

predicted class and incorrect predicted class and

the result is +»AY which is above the threshold

predicted class values and the square

(+°)

with the number 7 represents the

number of incorrectly predicted class

values and the square with the number

¢Y represents the number of incorrectly

predicted no-class values and the square

with the number V¢ represents the

number of correctly predicted no-class

values.

Stochastic Gradient Descent Classifier (SGD)
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Confusion Matrix SGD test
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Figure (£.1Y). Confusion matrix of SGD in
testing phase “dataset \”

where the square with the number 11¢
represents the number of correctly
predicted class values and the square
with the number ‘e represents the
number of incorrectly predicted class
values and the square with the number
¢+ represents the number of incorrectly
predicted no-class values and the square
with the number Y1 represents the

number of correctly predicted no-class
values.

Gaussian Naive Bayes (GNB)
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Figure (£.Y¢). ROC curve of SGD in testing

phase “dataset ) and showing the performance

of this classifier in classifying the correct

predicted class and incorrect predicted class and

the result is +,AY which is above the threshold
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Confusion Matrix Naive bayes test

True label

Predicted label

Figure (£.Y¢). Confusion matrix of GNB in

testing phase “dataset \”

where the square with the number V¢
represents the number of correctly
predicted class values and the square
with the number © represents the
number of incorrectly predicted class
values and the square with the number
¢o represents the number of incorrectly
predicted no-class values and the square
with the number V) represents the

number of correctly predicted no-class

values.
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Receiver operating characteristic Naive bayes test
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Figure (¢.1%). ROC curve of GNB in testing
phase “dataset ' and showing the performance

of this classifier in classifying the correct

predicted class and incorrect predicted class and

the result is +»A+ which is above the threshold

(+°)

Random Forest (RF)
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Confusion Matrix RandomForest test
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Figure (£.VV). Confusion matrix of RF in

testing phase “dataset \”” where the square
with the number 1A represents the
number of correctly predicted class values
and the square with the number 1)
represents the number of incorrectly
predicted class values and the square
with the number ©- represents the
number of incorrectly predicted no-class
values and the square with the number

17 represents the number of correctly

predicted no-class values.

Receiver operating characteristic RandomForest test
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Figure (£.YA). ROC curve of RF in testing
phase “dataset ) and showing the performance
of this classifier in classifying the correct
predicted class and incorrect predicted class and

the result is +,VA which is above the threshold
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Confusion Matrix DT test
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Figure (£.Y+). ROC curve of DT in testing

Figure (¢.1%). Confusion matrix of DT in

testing phase “dataset \”

where the square with the number 11¢
represents the number of correctly

predicted class values and the square

phase “dataset ) and showing the performance

of this classifier in classifying the correct

with the number ‘e represents the

number of incorrectly predicted class

values and the square with the number

¢+ represents the number of incorrectly

predicted no-class values and the square

with the number Y1 represents the

number of correctly predicted no-class

values.

predicted class and incorrect predicted class and
the result is +,VY which is above the threshold

(+°)

Table (£.°) explain the results of the measurements for the testing phase of the five

classifiers on “dataset ).
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Table (¢.¢). Results of testing phase on “dataset \”

Accuracy | Precision Recall F-score = Specificity
SVM Y04 1404 Y04 1004 Y04
SGD Y0 1Y Y0 110 AY 0%
GNB 7 1404 Y0 1004 Y04
RF 1Y% 1A% Y% 1£04p NI
DT Y0 1Y Y% 1004 AY 0%

¢,)+,Y.Classification Results on Fake Account “Dataset Y”
In this section, the classification results for the second dataset are presented
using the five machine learning classifiers in both the training and testing stage.

I. Training phase “dataset ¥”

The results of the five classifiers in this stage are shown in figures from (£.Y)) to

(£52).

Support Vector Machine (SVM)
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Confusion Matrix SVM train
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Figure (£.YY). Confusion matrix of SVM in

training stage “dataset ¥”’
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Figure (£.YY). ROC curve of SVM in training

stage “dataset Y” and showing the performance

of this classifier in classifying the correct

predicted class and incorrect predicted class and

the result is Y,++ which is above the threshold

predicted class values and the square

with the number ¢ represents the

number of

incorrectly predicted class

values and the square with the number

VY represents the number of incorrectly

predicted no-class values and the square

with the number Y)Y represents the

number of correctly predicted no-class

values.

(+-°)

Stochastic Gradient Descent Classifier (SGD)
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Confusion Matrix SGD train
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Figure (¢.YY). Confusion matrix of SGD in
training stage “dataset ¥”’

where the square with the number 234
represents the number of correctly
predicted class values and the square
with the number © represents the
number of incorrectly predicted class
values and the square with the number
Vo represents the number of incorrectly
predicted no-class values and the square
with the number Y-+3A represents the

number of correctly predicted no-class

values.
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Figure (£.Y¢). ROC curve of SGD in training

phase “dataset Y” and showing the performance

of this classifier in classifying the correct

predicted class and incorrect predicted class and

the result is +,49% which is above the threshold

(+-°)

Gaussian Naive Bayes (GNB)
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Confusion Matrix Naive bayes train
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Figure (£.Y¢). Confusion matrix of GNB in

training phase “dataset Y”

where the square with the number 3AY
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Confusion Matrix Decision Tree train
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Table (£.7) explains the results of the measurements for the training phase of the

five classifiers on “dataset Y.
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Table (¢.%). Results of training phase on “dataset ¥”

Accuracy | Precision Recall F-score | Specificity
SVM 44,004 14,A0% 44,004 14,A0 14,A0%
SGD 44,Y04 44,004 1,004 1,404 14,V04
GNB 14,Y04 4 A0 Y0 44,Y04 1404
RF \~~Z \'hz \"Z \"Z \"Z
\~~Z \nhz \"Z \"Z \"Z

Testing phase “dataset Y”

The results of the five classifiers in this stage are shown in figures from (£.Y)) to

(2.52).
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the number Y represents the number of
incorrectly predicted class values and the
square with the number 7 represents the
number of incorrectly predicted no-class
values and the square with the number

149 represents the number of correctly

predicted no-class values.
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number 1A¢ represents the number of

correctly predicted no-class values.
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the square with the number - represents
the number of incorrectly predicted no-
class values and the square with the

number V+© represents the number of

correctly predicted no-class values.
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Table (£.Y) explains the results of the measurements for the testing phase of the five

classifiers on “dataset Y.
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Table (£.V). Results of testing phase on “dataset ¥”

Accuracy | Precision Recall F-score | Specificity
SVM 14,Y04 14,Y04 1A,Y0%% 14,Y04 14,A0%
SGD 1v,40 Yo 0h 9404 1v,40 Y 0p
GNB 1V,A0 1V,40 1V,40 1V,V% 1V,A%
RF 44,404 14,Y04 Y 0p 14,A0 Y 0h
14,10 14,¢04 14,¢04 1404 14,V0p

¢,)+,Y.Classification Results on Sensitive “Dataset ¥”
In this section, the classification results for the third dataset are presented
using the five machine learning classifiers in both the training and testing stage.

I. Training phase “dataset ¥”

The results of the five classifiers in this stage are shown in figures from
(£.€))to (¢.04).
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where the square with the number 43A of this classifier in classifying the correct

represents the number of correctly predicted class and incorrect predicted class and

the result is Y, + which is above the threshold

predicted class values and the square
with the number © represents the
number of incorrectly predicted class
values and the square with the number
1 represents the number of incorrectly
predicted no-class values and the square
with the number Y\ ¢ represents the

number of correctly predicted no-class

values.

(+°)
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number of incorrectly predicted class
values and the square with the number
Vo represents the number of incorrectly
predicted no-class values and the square
with the number Y« %A represents the

number of correctly predicted no-class

values.
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values and the square with the number
V represents the number of incorrectly
predicted no-class values and the square
with the number Y)Y represents the

number of correctly predicted no-class

values.
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Random Forest (RF)

Confusion Matrix RandomForest train

2000
1750
1500
1250

1000

True label

Predicted label

Figure (£.¢V). Confusion matrix of RF in

training phase “dataset ¥”

where the square with the number
\ + + Y represents the number of correctly
predicted class values and the square

with the number

represents the
number of incorrectly predicted class
values and the square with the number
« represents the number of incorrectly
predicted no-class values and the square

with the number Y)Y represents the

Receiver operating characteristic RandomForest train

101

0.8 4

e
=)

True Positive Rate
<o
=

0.2

0.0

ROC curve (area = 1.00)

T T T
0.4 0.6 0.8

False Positive Rate

T
0.2

1.0

Figure (¢.¢A). ROC curve of RF in training

phase “dataset ¥ and showing the performance

of this classifier in classifying the correct

predicted class and incorrect predicted class and

the result is Y,++ which is above the threshold

(-+°)

q¢



Chapter Four Experimental Results and Discussion

number of correctly predicted no-class

values.
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number of correctly predicted no-class
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Table (£.A) explains the results of the measurements for the training phase of the

five classifiers on “dataset Y.

Table (¢.A). Results of training phase on “dataset ¥’

Accuracy | Precision Recall F-score | Specificity
SVM 94,004 14,004 14,104 14,004 14,V0p
SGD 14,Y04 14,104 1A,004 1404 14,A0
GNB 14,004 1A,A% 1A,A% 14,004 14,404
RF 14,404 14,404 Yo 0p Y1 0p 14,404
Yo 0p Yo 0p Yo 0p Y1 0p Y0

Ii. Testing phase “dataset ¥”

The results of the five classifiers in this stage are shown in figures from (¢.°))

to (¢£.7+).
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where the square with the number Y'Y
represents the number of correctly
predicted class values and the square
with the number Y represents the
number of incorrectly predicted class
values and the square with the number
1 represents the number of incorrectly
predicted no-class values and the square
with the number 142 represents the

number of correctly predicted no-class

values.
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the result is +,4% which is above the threshold

(+-°)
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number of incorrectly predicted class
values and the square with the number
V1 represents the number of incorrectly
predicted no-class values and the square
with the number 1A% represents the

number of correctly predicted no-class

values.
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values and the square with the number

+ represents the number of incorrectly

predicted no-class values and the square
with the number V:© represents the

number of correctly predicted no-class

values.
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number of correctly predicted no-class

values.
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testing phase “dataset ¥’ phase “dataset ¥ and showing the performance
where the square with the number ¥YY of this classifier in classifying the correct
represents the number of correctly predicted predicted class and incorrect predicted class and
class values and the square with the the resultis .+« which is above the threshold
number Y represents the number of (*-°)

incorrectly predicted class values and the

square with the number Y represents the

number of incorrectly predicted no-class

values and the square with the number V.Y

represents the number of correctly predicted

no-class values.

Table (£.9) explains the results of the measurements for the testing phase of the five

classifiers on “dataset Y.
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Table (£¢.4). Results of testing phase on “dataset ¥

Accuracy | Precision Recall F-score | Specificity
SVM 14,Y04 44, £04 1A, Y0 1404 14,V04
SGD 1A, £04 Va0 90,804 1V,A0 Y0
GNB 1V,A% % % % 1V,A%
RF 1¢,Y04 AY %% Va0 14,10 1Y,
DT 44,704 44, £04 44, £04 14,V04 14,V04
£,1), Discussion of Experimental
Results

In this section, the performance of each classifier will be discussed with each
data set in the training and testing phases, and the best and worst classifiers will be

mentioned as follows:
£,3,).Classifiers performance with “dataset \”

In the training phase, the DT classifier was the best, with a classification
accuracy of 1v%, followed by an RF classifier with an accuracy rate of 1%, then
SVM, and finally, SGD and GNB shared a classification accuracy equivalent to
1Y%. In the testing phase, all classifiers showed an accuracy of 1Y% except for the
RF which classified the data with an accuracy of 4Y%. It can be said that the decision

tree classifier is best with this dataset.
£,1),Y.Classifiers performance with “dataset ¥”

In the training phase, the DT, and RF classifiers shared an ideal accuracy rate
of Y+ +%, followed by the SVM classifier with a high accuracy rate also reached
14,09, while the results of both SGD and GNB were equal to 44,Y7. In the testing
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phase, the RF classifier was the best in terms of the possibility of classification with
an accuracy rate equal to 1%,%%, followed by the DT classifier with an accuracy rate
of 44,7%. The accuracy value of the SVM classifier was also close to the mentioned
classifiers with an accuracy rate of 14,Y%, and then the SGD classifier came with
an accuracy rate of V. 4% As for the GNB classifier, it was far worse than the rest

of the used classifiers, with an accuracy of 1V.AZ,
£,1),Y.Classifiers performance with “dataset ¥”

In the training phase, the best classifier was DT with a Y+ +7 accuracy rate,
followed by the RF classifier with 14,4%, and both SVM and GNB shared the same
value equal to 44,°7 while the SGD had the lowest accuracy rate with 44,7, In the
testing phase, DT also outperformed the rest of the classifiers in accuracy, which
reached 44,%%, followed by the SVM classifier with an accuracy rate of 14,Y%, and
the accuracy of the SGD and RF classifiers was 1A.¢7 and 4¢,Y%, respectively,

while GNB was also worse with this data set with an accuracy rate of 1V,AZ,

From the above results, it can be confirmed that the DT classifier is the best among

the five classifiers with the three datasets.

£,\Y, Comparison with Previous
Studies

In this section, the results of the accuracy of the proposed system are compared
with the studies mentioned in chapter one. Fig. (¢£.7)) show the accurate results of

the proposed system and these studies. Results are shown in Table (£.)+).

By comparing the proposed system results with the previous work, the

proposed system using Decision Tree gives an accuracy of 4VZ for social
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engineering attack Which depends only on the texts sent via messages, which was
supposed to be ©Z higher than the method of detecting social engineering attacks
that use texts to phish victims, but as its result in the previous study was Y% as
shown in table (¢,Y+) reference number VV, that is, %less than the proposed
method. And for Fake Account Detection the proposed system using Random force
gives 44,47 of accuracy which is higher then previous study on detection of spam
bots in reference number Y1 that used DT-SVMNB which gives 1A% and for
Sensitive Text Detection the proposed system using Decision tree gives )+ 7 of
accuracy which is higher than previously studies reference number [) Y] using SVM,

NB and NN where the NN had ¢ + 7 of accuracy less than the proposed system results.
See Table (¢,V+).

Table (£.Y+). Accuracy Comparison with related studies

Ref. No. Techniques Accuracy
[VY] KNN+ RF+ DT+MLP v, Y
[VY] SVM, NB, NN .7
[V¥] SWRL+ OWL 1¢,47
['¢] SVM+KNN Y,V
[Ye] Bag of bots’ word model 9,7
['7] DT-SVMNB AT,
['V] DT vy
['A] SVM AN,
[V9] RF AN
[*-] SVM+RF+ANN av, 07

Social Engineering Detection DT vy

“dataset \”
Fake Account Detection “dataset ¥” RF 14,47

Sensitive Text Detection “dataset ¥” DT ARRVA

VoY
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Chapter Five

Conclusions and Recommendations

o,¥. Conclusions

From the comparison of the proposed system results with the previous
studies it can bee seen the effect of choosing the best features among the results
of different methods improving the classifier’s performance and accuracy in
classifying texts as sensitive or not and attack or not and fake profile or real.
Focusing on selecting features is better than incorporating more than one
Machine learning algorithm in one system which consume less time in training.

The training database for detecting sensitive texts or social engineering
attack texts can be modified depending on the vision of the organization
benefiting from the system to protect its employees and business policy
according to its needs.

Social engineering attacks are one of the most common cyber-attacks.
Phishing attack is a type of social engineering attack, which can be performed
over several ways. Text phishing attack is a prevalent kind of phishing attack.
This thesis addressed the text attack using machine learning and natural
language processing. Trained five classification models to distinguish text from
normal text. Support Vector Machine (SVM), Gaussian Naive Bayes (GNB),
Stochastic Gradient Descent (SGD), Random Forest (RF), and Decision Tree
(DT) algorithms were used with best features of preprocessed data for training
the classifiers. Found that the most effective model against text attack is the

Decision Tree model.



¢,%. Suggestions for Future Works

The following issues have been noticed and should be resolved in the future

to improve the suggested systems:

V. Using other classifiers from machine learning classifiers such as K-Nearest
Neighbors (KNN), Logistic Regression (LR), and so on.

Y. Deep learning techniques can be used instead of machine learning techniques to
discover vulnerabilities and problems with the Twitter application.

¥. Work on datasets for other applications such as Facebook and Instagram.
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