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Abstract.

In this work, new versions of the symmetric encryption (SE) schemes are
proposed using the binary tree graph (BTG). The shared secret key is computed.
using the Diffie- Hellman key exchange. This ciphertext of the plaintext, that is
an English word or English sentence, is computed and sent in the channel as the
BTG. The attackers here with the proposed SE scheme facing the difficulty to
recover the original plaintext. So, the security of the proposed BTG-SE scheme
depending on how to generate the secret key. Thus, the BTG-SE scheme
considers as more secure SE scheme in compare with previous ones for

communication.
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Chapter One
INTRODUCTION

1.1 Introduction

Cryptography is science to design and analysis the mathematical
techniques that enable secure communications in the presence of malicious
adversaries. It is a technique that enables secure communication in the face
of attacks by hackers or other attackers. Graph theory is widely used as a tool
for encryption due to its various properties and its easy representation on
computers as a matrix. It is considered as an essential tool in many
cryptographic applications. Most of them focused on applying various
concepts of graph theory to design the symmetric encryption algorithms [11,
63]. Some researchers proposed cryptographic algorithms using paths in any
graph [54] and others proposed encryption algorithms using directed graphs
[43].

1.2 Previous Works

In 2001, Ustimenko patented a new study using graphs as tools for
symmetric encryption. The general idea of this study is to treat the vertices
of a graph as messages and walks of a certain length as encryption tools. He
studied the quality of such an encryption in the case of graphs of high girth
by comparing the probability of guessing the message (vertex) at random
with the chance of breaking the key.



In 2004, Samid, presented an encryption method that considered a graph
as a key. Charting a path on that graph is used to encrypt the data. A sequence
of vertices on the path of the key graph forms the plaintext. Whereas, a
sequence of edges between those vertices forms the ciphertext. In 2007,
Mittenthal, proposed an algorithm for finding the complete Latin squares
based on the directed graphs and their applications to encryption schemes.

In 2012, Selvakumar and Gupta, [56], proposed their study using the
fundamental circuits and cut-sets in cryptography. They presented an
innovative algorithm for encryption and decryption using the connected
graphs.

In 2015, Femina and Antony, introduced a study of data encryption
standard using graph theory. Her study used the rules of Hamilton’s path and
the process of anti-magic graph labeling on a cube to arrive into the ultimate
secure condition,

In 2017, Ahmed and Babujee, introduced an encryption scheme through
the labeled graphs using the strong face bimagic labeling.

In 2019, Ajeena, proposed two studies, first one is her chapter to use
subgraph H of the graph G or the other graphs to represent a scalar v in elliptic
scalar multiplication vP directly. Speeding up of elliptic scalar multiplication
computations have been obtained through reducing the computational

complexities of the proposed algorithms and previous ones.



1.3 The Problem Statement of This Research

This work proposed new symmetric encryption scheme using
the binary tree graph (BTG). The shared secret key is generated
using the Diffie- Hellman key exchange. The plaintext is divided
into two blocks, encrypted and sending to receiver as the BTG to

increase the level of security for these schemes.

1.4 The Structure of this Research

This research consists of four chapters:
Chapter 1. It includes the general introduction, previous works and the
problem statement of this research.
Chapter 2. Mathematical Background on Graph theory and Cryptography
Chapter 3. The Symmetric Encryption Scheme Based on BTG.
Chapter 4. Conclusions and future works.
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Chapter Two
Mathematical Background to Graph Theory
and Cryptography

2.1 Introduction

In this chapter, some concepts of graph theory are presented and
discussed through the definitions and examples in the first part. Whereas, the
introduction to cryptography and some symmetric encryption schemes are

explained in the second part.

2.2 Basic Concepts of Graph Theory

In this section, some important concepts of the graph theory are
discussed as follows.
Definition 2.2.1. (Graph) . The graph G=(V(G),E(G) or simply G=(V,E) is
collection of non-empty finite vertex set V(G) and edge set E(G) can be an
empty set. Each element of V(G) is called a vertex of G and each element
(u,v) € E(G) is an unordered pair called an edge of G where (u,v) eV(G).

Definition 2.2.2. (Adjacent). If E;=V1V, is an edge of G then V; and V, are

adjacent to each other as shown in Figure (2.1).



Definition 2.2.3. (Order and Size of G ). A graph G is said to be of order n
if V(G)|=n and, of size m if |E(G)|=m.
For example, in a graph G in Figure (2.1), |V(G)|=5 and |E(G)|=5.

Definition 2.2.4. (Edge). Two vertices u and v are adjacent if they are

connected by an edge, in the word (u,v) is an edge.

Definition2.2.5. (Parallel). In a graph if edges have the same end vertices,
then these edges are called parallel whereas, a loop can be formed by edge
that has the same begin vertex and end vertex. See Example (2.2.1), the

parallel edges are E;and Es, while E; forms a loop has a vertex Vs.

Definition 2.2.6. (Simple Graph). A graph is simple if it has no parallel
edges or loops.

Definition 2.2.7. (Multi Graph). A graph that has more than one edge
between a pair of vertices is called Multi Graph.

Example 2.2.3. A multi graph as shown in Figure (2.3).

Cs

Figure 2.3. A multi graph.



Definition 2.2.8. (Null graph) [38]. A graph with an empty edge set is called
a null graph. A null graph with n vertices is denoted by Ni,.

Example 2.2.4. A null graph Ng with six vertices as shown in Figure (2.4).

O O

OOO

O

Figure 2.4. A null graph.

Definition 2.2.9. (Complete Graph). A graph in which each pair of distinct

vertices are adjacent is called a complete graph. A complete graph with n

vertices is denoted by K.

Example 2.2.5. A complete graph Ks as shown in Figure (2.5).

Figure 2.5. A complete graph Ks.



Definition 2.2.10. (Bipartite Graph). A graph G is called a bipartite graph
if the vertex set V of G can be partitioned into two disjoint nonempty sets Vi

and V;, both of which are independent.

Example 2.2.5. A bipartite graph as shown in Figure (2.6)

\" 1

Y Ve

Figure 2.6. A bipartite graph.
V={V1,V2,V3,V4,V5Vs ,V7}
U={V,V, Vs}
T={V4,V5,Vs ,V7}
No edge between any vertex Uand T. AndV=U U T.

Definition 2.2.11. (Complete Bipartite Graph) [38]. A complete bipartite
graph where the two partite sets contains 3 and 4 vertices, respectively. This
graph is denoted by K3 4. In general, a complete bipartite graph is denoted by
Km.n I its two partite sets contain m and n vertices, respectively. One can

easily see that Ky, contains m x n edges.

Example 2.2.6. A complete bipartite graph as shown in Figure (2.7).



Vaav

G G
Figure 2.7. A complete bipartite graph.

Definition 2.2.12. (Regular Graph). If all the vertices of a graph G have
equal degrees, then we call G a regular graph. We call it a k-regular graph if

the common degree is k.

Example 2.2.7. A regular graph as shown in Figure (2.8).

V) Vs

V 5 Ve

Figure 2.8. A regular graph.

Definition 2.2.13. (Path Graph). A path graph is a graph G that contains a
list of vertices V1,V,,...,V, of G such that for / <i <p-1, there is an edge (V;
, Vi+1) in G and these are the only edges in G the two vertices V; and V, are
called the end-vertices of G, path with n vertices P,



Definition 2.2.14. (Open Path). An open path in which the first and last

vertices are distinct.

Example 2.2.8. A path graph has 9 vertices and 8 edges.

c b
d
a k
@ @
e h i 8

Figure 2.9. A path graph.

Definition 2.2.15. (Walk Graph). Let G be a graph, a walk in G is a
nonempty list W=V,,E1, V1,E,, ..., Vi1,Er . whose element are alternately
vertices and edge of G where for 7/ <i <f, the edge E; has end vertices Vi
and Vi . The vertices V, and V; are called the end vertices of W. If the end
vertices of a walk W of a graph G are u and v respectively, W is also called

an u, v-walk in G.

Definition 2.2.16. (Trial Graph). A graph G isawalk in G with no repeated

edges. That is, in a trail an edge cannot appear more than once.



Remark 2.2.1. A path is with no repeated except and vertices.

Remark 2.2.2. A path is a trial but the converse is not true.

Example 2.2.9. A walk and trial graph

Figure 2.10. A walk graph.

Wi=a,(a,i),i,(i,h),h,(h,c),c,(c,b),b
W,= a,(a,i),i,(i,h),h,(h,c),c,(c,b),b,(b,a),a,(a,i),i
W, is a walk and trial

W5 is walk but not trial.

2.2.1 Trees

One of the important classes of graphs is the trees. The importance of
trees is evident fromtheir applications in various areas, especially theoretical

computer science and molecular evolution.



Definition 2.2.1.1. A graph having no cycles is said to be acyclic. A forest is

an acyclic graph.

Definition: A tree is a connected graph without any cycles, or a tree is a
connected acyclic graph. The edges of a tree are called branches. It follows
immediately from the definition that a tree has to be a simple graph
(because self-loops and parallel edges both form cycles). Figure 4.1(a)

displays all trees with fewer than six vertices.

(a)
Figure. 4.1(a).

The following result characterizes trees.

Theorem2.2.1.1. Agraph isatree ifand only if there is exactly one path

between every pairof its vertices.

The next two results give alternative methods for defining trees.

Theorem 2.2.1.2. A tree with n vertices has n—1 edges.
Proof  We prove the result by using induction on n, the number of
vertices. The result is obviously true for n = 1, 2 and 3. Let the result

be true for all trees with fewer than n vertices.



Let T be a tree with n vertices and let e be an edge with end vertices u
and v. So the only path between u and v is e. Therefore deletion of e
from T disconnects T. Now, T — e consists of exactly two components
T, and T, say, and as there were no cycles to begin with, each
component is a tree. Let n; and n, be the number of vertices in T; and
T, respectively, so that n; + n, = n. Also, n; < n and n, < n. Thus, by
induction hypothesis, number of edges in T; and T, are respectively n;
—1 and n, —1. Hence the number of edgesin T =n;—1+n,—1+1=n;

+n,—1=n-1.

Theorem 2.2.1.2. Any connected graph with n vertices and n—1 edges is

a tree.

Proof. Let G be a connected graph with n vertices and n—1 edges. We
show that G contains no cycles. Assume to the contrary that G contains
cycles. Remove an edge from a cycle so that the resulting graph is again
connected. Continue this process of removing one edge from one cycle at
a time till the resulting graph H is a tree. As H has n vertices, so number
of edges in H is n—1. Now, the number of edges in G is greater than the
number of edges in H. Son — 1 >n — 1, which is not possible. Hence, G has

no cycles and therefore is a tree.

2.2.2 Rooted and Binary Trees

A tree in which one vertex (called the root) is distinguished from all

the others is called a rooted tree.



Definition 2.2.2.1. A binary tree is defined as a tree in which there
Is exactly one vertex of degree two andeach of the remaining vertices is

of degree one or three.

Obviously, a binary tree has three or more vertices. Since the
vertex of degree two is distinct from all other vertices, it servesas a root,

and so every binary tree is a rooted tree.

Below are given some properties of binary trees.

Theorem 2.2.2.1. Every binary tree has an odd number of vertices.

Proof Apart from the root, every vertex in a binary tree is of odd degree.
We know thatthere are even number of such odd vertices. Therefore
when the root (which is of even degree) is added to this number, the

total number of vertices is odd.

Corollary 2.2.2.2. There are (n+1) pendant vertices in any binary tree
with n vertices.

Proof Let T be a binary tree with n vertices. Let q be the number of
pendant vertices in T . Therefore there are n — q internal vertices in T and
son —q— 1 vertices of degree 3. Thus the number of edges in T = [3(n
—g—1)+2+q]. But the number of edges in T is n—1.



2.3 Introduction to Cryptography

Some basic concepts related to cryptography are discussed as follows.
2.3.1 Basic Concepts
In this section, some important definitions are presented as follows.

Definition 2.3.1.1. [1] Cryptography is the design and analysis of
mathematical techniques that enable secure communications in the presence

of adversaries.

Definition 2.3.1.2. [1] Cryptosystem. A cryptographic system is specifically
a set of methods (algorithms) for computing (implementing) the encryption
and decryption.

Definition 2.3.1.3. [1] Cryptanalysis is the study of analyzing cryptosystem

in order to study the hidden aspects of the systems.

Definition 2.3.1.4. [40] Plaintext. The information which we want to protect

from other people (attackers).

Definition 2.3.1.5. [40] Security. It means that the difficulty to know the

information which transferred over the channel easily.
2.3.2 Basic Communications Model

[1] In Figure (2.11), entities A (Alice) and B (Bob) are communicating over

an unsecured channel. We assume that all communications take place in the

presence of an adversary E (Eve) whose objective is to defeat any security

services being provided to A and B.



- Unsecured channel

Figure 2.11. Basic communications model.

For example, A and B could be two people communicating over a cellular

telephone network, and E is attempting to eavesdrop on their conversation.

2.3.3. Some Important Kinds of Cryptosystems
2.3.3.1 Symmetric-Key Cryptosystems.

[1] The cryptosystems which use the same cryptographic keys for both
encryption of plaintext and decryption of ciphertext. The keys, in practice,
represent a shared secret between two or more parties that can be used to
maintain a private information. Basically, symmetric encryption uses a single
key for both encryption and description. And it is fast in execution. It is
algorithm DES, 3DES, AES, and RC4. The purpose of the symmetric
encryption is uses for bulk data transmission.


http://s.mo/

g Plaintext | Ciphertext U Plaintext
‘—b - —

Sender Encrypt Decrypt Recipient

Same key is used to encrypt
and decrypt message

AN
(
Shared Secrat Key

Figure 2.12. Symmetric-Key Cryptosystems.

2.3.3.2 Asymmetric-Key Cryptosystems (Public-Key Cryptosystems).

[1] They use public and private keys to encrypt and decrypt data. The keys
are not identical (asymmetric). One key in the pair can be shared with
everyone; it is called the public key and another one can stay as a secret,
which is called a private key. Basically, asymmetric encryption uses a
different key for encryption and decryption. And it is slow in execution due
to the high computation burden. It is algorithm Diffie-Hellman, RSA. The
purpose of the asymmetric encryption is often used for securely exchanging

secret key.



Plaintext G Ciphertext G Plaintext 6
e > » »

Sender Encrypt Decrypt Recipient

1 !

Different keys are used to
encrypt and decrypt message

Recipient’'s Recipient’s
Public Private
Key Key

Figure 2.13 Asymmetric-Key Cryptosystems (Public-Key cryptosystems).
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Chapter Three
A symmetric Encryption Schemes Based on the

Binary Tree Graph

3.1 Introduction

The chapter presents new versions of symmetric encryption
(SE) schemes which are used the binary tree graph (BTG) to
compute the ciphertext of a plaintext that is represented by an
English word or sentence. These versions are discussed as

follows.

3.2 The SE Scheme Based on BTG Using the EAVs
Suppose M is plaintext that can be given in an English word or sentence

is chosen by first user. In other words,

M={my, my, ...,m}={mi}i= 2. ... With length
n. The message m is divided in to blocks m; and my if my = (Mg, My, ...,
my) then my = (Mg, ..., M2y). The English alphabetic values (EAVs) is
given n Table (3.1).

Table 3.1. English alphabet Table.

C D E F G H

0 |1 2 3 4 5 6 9 10 |11 |12 |13
Q R S T U \% X Y Z

14 15 16 17 18 19 20 21 22 23 24 25

G K L M | N

2 ° 7




Using the EAVSs to convert the letters of the plaintext into the numbers
modulo 26. He/ She also uses his/her shared secret key k to compute the
ciphertext C = (C4,C,) through the following relation

C1 = myi + k(mod 26) = ¢1; and Cy= my; + k (mod 26 ) = ¢y, for
1=1,2,....,l and j=1,2,...n.

These numbers, namely ci; and cy; are represented into English letters
using the EAVs in Table (3.1). The ciphertext C = (C4,C,) is represented
by binary tree graph (BTG) and send to second user.

After second user receives the BTG, he /she do the following steps to
recover the original message m. Based on the branches of BTG, he /she
converts these letters into numbers as given in Table (3.1). He/She uses
his/her shared secret key k to recover the message through the following
relation

My = ¢y; + k (mod 26) = my and my= ¢y + k (mod 26 ) = my;, for
i=1,2,...,] and j=1,2,...,n.

So, the original message m=(m;,m,).

3.3 Study Case 1 of the SE Scheme Based on BTG Using the
EAVs

Suppose m is award "Cryptography". The massage m is divided in to
blocks myand my if my = (My1, M2, M3, Mys, Mis) = (C, 1, Y, P, t) then m, =
(m21, M22, Moz, Mog, Mos, Myg, m27)=(0, g, ranp, h, y) First user converts

these letters in to numbers using the EAVS. So,
m; = (c,r,y,p,t) = (2,17,24,15,19)
and

m, = (0,9,r,a,p,h,y) = (14,6,17,0,15,7,24).



He/ She also uses his/her shared secret key k = 4 to compute the ciphertext

C = (C4,Cy) through the following computations:
C1=m;(mod 26) and C,=m;(mod 26)
2+4=6, 17+4=21, 24+4=28 (mod 26) = 2, 15+4=19, 19+4=23
and

14+4=16, 6+4=10, 17+4=22, 0+4=4, 15+4=19, 7+4=12,
24+4=28(mod26) =2.

These numbers are represented into English letters using the EAVSs:
6—>¢g2l->v,2—>c¢19—>1t,23 5x,18 55,10k, 21>V,
4—e,19—>t, 11> 1land2— ¢

So, the ciphertext C of m is given by Ci= (gvctx) and C,=(skvetlc). The
ciphertext C = (C1,Cy) is represented by binary tree graph (BTG) as shown

in Figure (3.1) and send to receiver.

°:

Figure 3.1.The ciphertext C;=gvctx and C,= skvetlc of m = cryptography.



After second user receives the BTG, he /she do the following steps
to recover the original message m. Based on the branches of BTG, he /she
converts these letters into numbers as follows:

Ci: g—6,v—> 10 , c—2,t—19,x— 23 and
Cy: s— 18, k—10,v—21, E—4  t—14

1—-11, c—2.

She/he uses his/her shared secret key k = 4 to recover the message through
the following computations:

6-4=2—c 21-4=17— r, 2-4=-2(mod26)=24—y,
19-4=15—p. 23-4=19—t

mi=crypt

Also, 18-4=14—0, 10-4=6—¢g , 21-4=17—1,
4-4=0— a, 19-4=15—p , 11-4=7—h,
2-4=-2(mod26)=24—y

m,=ography

So, the original message m=(m;,m,)=cryptography.

3.4 Study Case2 of the SE Scheme Based on BTG Using the
EAVs

Suppose m is award "Study law". the massage m is divided in to blocks
my and my if m;=(My3,M12,M13,M14,Ms1s5)=(S, t, U, d, y) and m,=
(m21,ma2,my3) = (l,a,w). First user converts these letters in to numbers
using the EAVs. So,

m;=( s,t,u,d,y)=(18,19,20,3,24)
and

my=( l,a,w)=(11,0,22)



He/She also user his/her shard secret key k=2 to compute the cipher text

C=(C;,C)through the following computations :

C1=m; (mod 26) and C,=m;(mod 26)

18+2=20, 19+2=21, 20+2=22, 3+2=5, 24+2=26 (mo0d26)=0

and

11+2=13, 0+2=2, 22+2=24,

These numbers are represented into English letters using the EAVSs:
20> u ,21-v 2 2—w, 5—>f,0—a, 13—n,2— ¢, and 24—y

So, the ciphertexd C of m is given by C;=(uvwfa)and C,=(ncy)

the ciphartext C=(C,,C,)is represented by binary tree graph as shown in

figure (3,1) and send to receiver.

N AT

Figure 3.2 the cipher text C;=uvwfa and C,=ncy of m= study law.



After second user receives the BTG ,he /she do the following step to
recover the original massage m.

Based on the branches of BTG ,he /she determines two lists of C; and C,
by C;=uvwfa and C,=ncy using the EAVS he/she converts these letters in
to numbers as follows:

Ci: u—20,v—21 ,w—22, f->5a—0 and

Cy: n—13,c—2, y—23.

He /she user his/her shored secret key k=2 to recover the massage through
the following computation

20-2=18—s, 21-2=19—c, 22-2=20—U,

5-2=3—d, 26-2=24—y.

my=study

Also, 13-2=11— |, 2-2=0—a , 24-2=22—W.

my=law

So the original message m=(m;,m,)=studylaw

3.5 The SE Scheme Based on BTG Using the ASCII Values

Suppose M is plaintext that can be given in an English word or
sentence is chosen by first user. In other words,
M={my, my, ...,m}={mi}i= 2. .. . with length
n.
The message m is divided in to blocks m; and my if my = (M1, My, ..., my)
then my = (myy, ..., M2y). The American Standard Code for Information
Interchange (ASCII) is given n Table (3.2).

Using the ASCII to convert the letters of the plaintext into the numbers
modulo 26. He/ She also uses his/her shared secret key k to compute the

ciphertext C = (C;,C,) through the following relation



Table 3.2 ASCII Values Table

Dec. Char. Dec. | Char. | Dec. | Char. | Dec. Char.
0 Null 32 |Space | 64 | @ 96 )
1 Start of heading 33 I 65 A 97 a
2 start of text 34 " 66 B 98 b
3 end of text 35 # 67 C 99 c
4 end of 36 $ 68 D 100 d

transmission
5 Enquiry 37 % 69 E 101 e
6 Acknowledge 38 & 70 F 102 f
7 Bell 39 ' 71 G 103 g
8 Backspace 40 ( 72 H 104 h
9 horizontal tab 41 ) 73 I 105 [
10 | NL line feed, new | 42 * 74 J 106 J
line
11 vertical tab 43 + 75 K 107 k
12 | NP form feed, new | 44 , 76 L 108 |
page
13 carriage return 45 - 77 M 109 m
14 shift out 46 : 78 N 110 n
15 shiftin 47 / 79 @) 111 0
16 data link escape 48 0 80 P 112 p
17 device control 1 49 1 81 Q 113 q
18 device control 2 50 2 82 R 114 r
19 device control 3 51 3 83 S 115 S
20 device control 4 52 4 84 T 116 t
21 negative 53 5 85 U 117 u
acknowledge
22 synchronous 54 6 86 \/ 118 Y
idle
23 end of trans. 55 7 87 W 119 w
Block
24 Cancel 56 8 88 X 120 X
25 | end of medium | 57 9 89 Y 121 y
26 Substitute 58 ; 90 Z 122 z
27 Escape 59 ; 91 [ 123 {
28 file separator 60 < 92 \ 124 |
29 | group separator | 61 = 93 ] 125 }
30 | record separator | 62 > 94 N 126 ~
31 unit separator 63 ? 95 127 Del




C1 = my; + k(mod 127) = ¢4 and C,= my; + k (mod 127 ) = cy;, for
i=1,2,...,l and j=1,2,...,n.

These numbers, namely c;; and c,; are represented into English letters using
the ASCII values in Table (3.2). The ciphertext C = (C4,Cy) is represented
by binary tree graph (BTG) and send to second user.

After second user receives the BTG, he /she do the following steps to
recover the original message m. Based on the branches of BTG, he /she
converts these letters into numbers as given in Table (3.2). He/She uses
his/her shared secret key k to recover the message through the following
relation

M1 = cy; + Kk (mod 127) = my and my= ¢y + k (mod 127 ) = my;, for

1=1,2,....,l and j=1,2,...n.

So, the original message m=(m;,m,).

3.6 Study Case 1 of the SE Scheme Based on BTG Using the
EAVs

Suppose m is award "Cryptography". The message m is divided in to
blocks m; and my if my = (Mg, My, M1z, Myg, Mis) = (C, 1, Y, p, t) then my =
(m21, M22, Moz, Mog, Mos, Myg, m27)=(0, g, ranp, h, y) First user converts

these letters in to numbers using the ASCII values. So,
m.= (c,r,y,p,t) = (67,114,121,112,116)
and
m.= (0,g,r,a,p,h,y) = (111,103,114,97,112,104,121).

He/ She also uses his/her shared secret key k = 4 to compute the ciphertext



C = (C4,Cy) through the following computations:
67+4=71, 114+4=118, 121+4=125, 112+4=116, 116+4=120
and

111+4=115, 103+4=107, 114+4=118, 97+4=101, 112+4=116,
104+4=108, 121+4=125 .

These numbers are represented into English letters using the ASCII values:

71 - ¢g,118—> v, 125 — },116 > t, 120 > x, 115 — s, 107 - k, 118—
v, 101—e, 116—t, 108— l and 125— }

So, the ciphertext C of m is given by C,= (gv}tx) and C,=(skvetl}). The
ciphertext C = (C4,C,) is represented by binary tree graph (BTG) as shown

in Figure (3.3) and send to receiver.

T
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v ¢ ||< \
} X '

e }

Figure 3.3. the ciphertext C;=gv}tx and C,= skvetl} of m = cryptography.

After second user receives the BTG, he /she do the following steps

to recover the original message m. Based on the branches of BTG, he /she



converts these letters into numbers as follows:
Ci: g—71,v— 118 |, }—125,t—116, x— 120 and
C,. s— 115, k—107,v—118,e—101,t—116,1—106, }—125.
He/She uses his/her shared secret key k = 4 to recover the message through
the following computations:
71-4=67—c ,118-4=114—r, 125-4=121—y,
116-4=112—p. 116-4=112—t
my=crypt

Also, 115-4=111—0, 107-4=103—(q, 118-4=114—r,
101-4=97— a, 116-4=112— p, 108-4=104— h,
125-4=121—y

my=ography

So, the original message m=(m;,m,)=cryptography.

Example 1

Suppose m is award "ali is clever". The massage m is divided in to
blocks m; and my if my = (Mg, Mi2, Mi3, Mg, Mys) = (A, I, 1, 1, S) then my =
(M1, Ma2, M3, Mag, Mys, Mys )=(C, |, €, v, €, r). First user converts these

letters in to numbers using the ASCII. So,
mi= (A, 1, i, i, s) = (65,108 ,105,32,105,115)
and
m.=(c, I, e, v, e, r) = (99,108,101 ,118,101,114).

He/ She also uses his/her shared secret key k = 3 to compute the ciphertext
C = (C4,Cy) through the following computations:

65 +3=68, 108 +3=111, 105+3=108,32+3=25, 105+3=108, 115+3=118



and

99+3=102, 108+3=111, 101 +3=104, 118+3=121, 101+3=104,
114+3=117 .

These numbers are represented into English letters using the ASCII:

68 > D,111—- 0,108 - 1,35 > #,108 -1, 118 —» v, 102 - f, 111—
0,104—h, 121— vy, 104— hand 117—u }

So, the ciphertexd C of m is given by C,= (Dol#lv) and C,=(fohyhu). The
ciphartext C = (C4,C,) is represented by binary tree graph (BTG) as shown

in Figure (3.4) and send to receiver.
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Figure 3.4 the ciphertext C,= Dol#lv and C,= fohyhu of m = Ali is clever.

After second user receives the BTG, he /she do the following steps
to recover the original message m. Based on the branches of BTG, he /she

converts these letters into numbers as follows:



C.: b—68,0— 111 ,1—108,#—-35,|— 108,v —118 and
Cx f— 102, 0—111, h—104, y—121 , h—104, u—117.
He/She uses his/her shared secret key k = 3 to recover the message through
the following computations:
68-3=65 —A ,111-3=108 — |, 108-3=105—i,
35-3=32—space. 108-3=105—1 , 118-3=1115 — s
m;=Ali is
Also, 102-3=99—c, 111-3=108—1, 104-3=101 — e,
121-3=118—v, 104-3=101— e, 117-3=114—r,
my=clever

So, the original message m=(m;,my)=Ali is clever.



Conclusions and Future Works

The conclusions and future work of this work can be discussed as
follows. The proposed BTG-SE scheme is more secure in compare with
the previous SE schemes, since the ciphertext with proposed BTG-SE
scheme is divided into two blocks and computed and sent as BTG, while
in previous SE schemes, the ciphertext is computed as number modulo 26
or 127.

For future works, it is possible to use BTG with other kinds of the

SE schemes.
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