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Abstract. 

      In this work, alternative symmetric encryption (DE) scheme are proposed 

based on new formula of shared secret key. This key is generated using the 

coloring star graph (CSG). This cipher text of the plaintext, that is an english 

word or english sentence, is computed and sent in the channel as the CSG. The 

attackers here with the proposed SE scheme facing the difficulty to recover the 

secret key. So, the security of the proposed CSG-SE scheme depending on how 

to generate the secret key. Thus, the CSG-SE scheme considers as more secure 

SE scheme in compare with previous ones for communication.  
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CHAPTER 1  
 

 

1.1 Introduction  

    Cryptography is science to design and analysis the mathematical techniques 

that enable secure communications in the presence of malicious adversaries[4]. It 

is a technique that enables secure communication in the face of attacks by hackers 

or other attackers. Graph theory is widely used as a tool for encryption due to its 

various properties and its easy representation on computers as a matrix. It is 

considered as an essential tool in many cryptographic applications. Most of them 

focused on applying various concepts of graph theory to design the symmetric 

encryption algorithms [1,2]. Some researchers proposed cryptographic 

algorithms using paths in any graph [3] and others proposed encryption 

algorithms using directed graphs [4]. 

 

1.2 Previous Works  

 

      In 2001, Ustimenko patented a new study using graphs as tools for symmetric 

encryption. The general idea of this study is to treat the vertices of a graph as 

messages and walks of a certain length as encryption tools. He studied the quality 

of such an encryption in the case of graphs of high girth by comparing the 

probability of guessing the message (vertex) at random with the chance of 

breaking the key [2]. 

      In 2004, Samid [3], presented an encryption method that considered a graph 

as a key. Charting a path on that graph is used to encrypt the data. A sequence of 

vertices on the path of the key graph forms the plaintext. Whereas, a sequence of 



 
2 

 

edges between those vertices forms the ciphertext. In 2007, Mittenthal [4], 

proposed an algorithm for finding the complete Latin squares based on the 

directed graphs and their applications to encryption schemes. 

      In 2012, Selvakumar and Gupta, [5], proposed their study using the 

fundamental circuits and cut-sets in cryptography. They presented an innovative 

algorithm for encryption and decryption using the connected graphs. 

    In 2015, Femina and Antony [6], introduced a study of data encryption 

standard using graph theory. Her study used the rules of Hamilton’s path and the 

process of anti-magic graph labeling on a cube to arrive into the ultimate secure 

condition. 

     In 2017, Ahmed and Babujee [7], introduced an encryption scheme through 

the labeled graphs using the strong face bimagic labeling. 

      In 2019, Ajeena [8], proposed two studies, first one is her chapter to use 

subgraph H of the graph G or the other graphs to represent a scalar v in elliptic 

scalar multiplication vP directly. Speeding up of elliptic scalar multiplication 

computations have been obtained through reducing the computational 

complexities of the proposed algorithms and previous ones. 

 

 

1.3 The Problem Statement of This Research  

     This work proposed new symmetric encryption scheme using the 

coloring star graph (CSG). The shared secret key is generated as a 

sequence based on the CSG and encrypted the plaintext and sending to 

receiver as the CSG to increase the level of security for these schemes.  
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1.4 The structure of this Research  

       This research consists of three chapters: 

Chapter 1. includes the general introduction, previous works and the problem 

statement of this research. 

Chapter 2. Mathematical Background on Graph theory and Cryptography 

Chapter 3. Coloring Star Graph for Encryption Scheme           
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Chapter Two 

Two Graph theory and Cryptography 

 

 

      This chapter includes two parts, first one presents some graph theory 

concepts. Whereas, in second part the introduction to cryptography has been 

discussed.   

2.1 Introduction to Graph Theory 

     This section presents some important concepts of the graph theory, especially, 

coloring graph 

Definition 2.2.1. (Graph)[9]. The graph G=(V(G),E(G) or simply G=(V,E) is 

collection of non-empty finite vertex set V(G) and edge set E(G) can be an empty 

set. Each element of V(G) is called a vertex of G and each element (u,v)  E(G) 

is an unordered pair called an edge of G where (u,v) V(G). 

Example 2.2.1 A graph with five vertices and five edges. 

 

Figure 2.1. A graph with five vertices and five edges. 
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are  2Vand  1Vthen  Gis an edge of  2V1=V1EIf  ].[9 (Adjacent) Definition 2.2.2. 

adjacent to each other as shown in Figure (2.1). 

Definition 2.2.3. (Order and Size of G ) [10]. A graph G is said to be of order 

n if |V(G)|=n and, of  size m if |E(G)|=m. 

For example, in a graph G in Figure (2.1), |V(G)|=5 and |E(G)|=5. 

Definition 2.2.4. (Edge) [9]. Two vertices u and v are adjacent if they are 

connected by an edge, in the word (u,v) is an edge. 

Definition2.2.5. (Parallel) [9]. In a graph if edges have the same end vertices, 

then these edges are called parallel whereas, a loop can be formed by edge that 

n vertex and end vertex. See Example (2.2.1), the parallel has the same begi

.3Vforms a loop has a vertex 3 E, while 5Eand 4 Eedges are  

Definition 2.2.6. (Simple Graph) [10]. A graph is simple if it has no parallel 

edges or loops. 

Definition 2.2.7. (Multi Graph) [9]. A graph that has more than one edge 

between a pair of vertices is called Multi Graph. 

Example 2.2.2.  A multi graph as shown in Figure (2.2). 

 

Figure 2.2. A multi graph. 
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Definition 2.2.8. (Null graph) [9]. A graph with an empty edge set is called a 

.nnull graph. A null graph with n vertices is denoted by N 

).3with six vertices as shown in Figure (2. 6NA null graph Example 2.2.4.  

 

Figure 2.3. A null graph. 

 

Definition 2.2.9.  (Complete Graph) [10].  A graph in which each pair of 

distinct vertices are adjacent is called a complete graph. A complete graph with 

. nKvertices is denoted by n  

 

 

 

).4as shown in Figure (2. 5KA complete graph   Example 2.2.5.  

 

.5K. A complete graph 4Figure 2. 
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Definition 2.2.10.  (Bipartite Graph) [9]. A graph G is called a bipartite graph 

and  1Vcan be partitioned into two disjoint nonempty sets G of V if the vertex set 

, both of which are independent.2V 

Example 2.2.5.  A bipartite graph as shown in Figure (2.5) 

 

Figure 2.5. A bipartite graph. 

}7,V 6,V5,V4,V3,V 2,V1V {V=  

}3,V 2,V1V {U=   

}7,V 6,V5,V4V{T= 

No edge between any vertex U and T. And V= U ∪ T. 

Definition 2.2.11. (Complete Bipartite Graph) [9]. A complete bipartite graph 

where the two partite sets contains 3 and 4 vertices, respectively. This graph is 

if its m,n K. In general, a complete bipartite graph is denoted by 4,3Kdenoted by 

vertices, respectively. One can easily see that n and m two partite sets contain 

edges.n × m contains m,n K 

Example 2.2.6.   A complete bipartite graph as shown in Figure (2.6). 

 

Figure 2.6. A complete bipartite graph. 

3 , 3K 
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Definition 2.2.12. (Regular Graph) [9]. If all the vertices of a graph G have 

equal degrees, then we call G a regular graph. We call it a k-regular graph if the 

common degree is k. 

 

 Example 2.2.7.   A regular graph as shown in Figure (2.7).  

 

Figure 2.7. A regular graph. 

that contains a  GA path graph is a graph . ][9 (Path Graph)Definition 2.2.13. 

,  iVthere is an edge (1, -1 ≤ i ≤ psuch that for  Gof  p,…,V2,V1Vlist of vertices 

are called  2Vand  1Vthe two vertices  Gand these are the only edges in  Gin  )i+1V

nPvertices  n, path with Gvertices of -the end 

Definition 2.2.14.  (Open Path) [10]. An open path in which the first and last 

vertices are distinct.  

Example 2.2.8.   A path graph has 9 vertices and 8 edges. 

 

Figure 2.8. A path graph.(open path) 
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is a  Gbe a graph, a walk in  GLet  .][9 Graph)Definition 2.2.15.  (Walk 

. whose element are alternately vertices  f,E1-f,…,V2,E1, V1,E0W=Vnonempty list 

The  . iVand  1-iVhas end vertices  iEthe edge 1 ≤ i ≤ f, and edge of G where for 

 . If the end vertices of a walkWare called the end vertices of  fand V 0vertices V

W of a graph G are u and v respectively, W is also called an u, v-walk in G. 

Definition 2.2.16.  (Trial Graph) [10]. A graph G is a walk in G with no 

repeated edges. That is, in a trail an edge cannot appear more than once. 

Remark 2.2.1. A path is with no repeated except and vertices [11]. 

Remark 2.2.2. A path is a trial but the converse is not true [11]. 

 

 

 

 

 

Example 2.2.9.   A walk and trial graph 

 

Figure 2.9. A walk graph. 
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,b)c,b(,c,)h,c(,h,)i,h(,i,)a,i(=a,1W 

,i)a,i(,a,)b,a(,b,)c,b(,c,)h,c(,h,)i,h(,i,)a,i(= a,2W 

is a walk and trial 1W 

is walk but not trial. 2W 

 

 

2.3 Color Graph 

2.3.1. Vertex Coloring: 

It is nothing but an assignment of colors to the non-adjacent 

vertices of the given Graph[9]. It means that the terminal vertices 

of the edge should not be assigned by the same color. 

2.3.2. Edge Coloring: 

It is the way of assigning colors to the non-adjacent edges of the given 

graph[14]. 

2.3.3. Region Coloring:  

  It is an assignment of colors to the different region of the planar 

graph [12]. These regions are converted into graph. The regions are 

partitioned into different connected graph. The edges of the regions 

are collected. Different edges enclosed the region are assigned by 

same color 

2.3.4. Chromatic Number  

The minimum number of colors required to color the non-

adjacent vertices of the graph is called as chromatic number. It is 

denoted by CN (G)[13]. 
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2.3.4.1. Calculating Chromatic Number to Various Types of 

Graphs 

In this section, calculating the chromatic number for Various Graph is 

determined [13]. Such as Null Graph, Trivial Graph, Complete Graph, 

Regular Graph, Star Graph, Cycle Graph. Chromatic Number depends 

on their structures of the corresponding graphs. 

2.3.5.Null Graph 

      It has single vertex or more than one vertex without edge. This 

graph chromatic number is equivalent to number of vertices of the 

given graph. Each vertex is not adjacent itself. Each vertex has 

colored by different colors.   Therefore CN (G) = Number of 

Vertices V (G) [13]. 

2.3.6.Trivial Graph 

This graph has single vertex only. It has colored by single color only 

ie.  

CN (G) =1. 

 

2.3.5. Complete Graph:  

      Each vertex of Complete Graph is adjacent with other vertices of the 

given graph. A graph with n vertices has n-1 degree. It is denoted by Kn. 

Each vertex is colored by different colors [13]. A complete Graph has n 

Chromatic Number i.e. CN (G) =n. 

2.3.6. Wheel Graph 

      This graph looks like a wheel. All Vertices are adjacent with the center 

vertex through the edges. It gets from the cycle graph [13]. All the vertices 

of the cycle graph are incident with the center vertex. It is denoted by Wn. 
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This graph has n vertices and 2n-1 edges. In the First  

 

2.3.7. Star Graph 

      This is the very interested type of Graph [13]. Here single vertex is 

connected with all the other vertices in the given graph. n vertex star graph 

is denoted Sn. n-1 vertices are adjacent with nth vertex (called as center 

node). These n-1 vertices are not adjacent themselves. It looks like wheel 

graph but it has loosened its boundary edges. Center Node only has degree 

n-1. Remaining vertices has single degree. It may be considered as 

terminal nodes. Coloring of this type of graph is very easiest one. It needs 

only two colors for coloring this type of graphs. Here Chromatic number 

is two only [13]. 

 

 

Figure 2.10. Graph Coloring of Star Graphs. 

 

 
 

 

 

2.4     Introduction to Cryptography  

      Some basic concepts related to cryptography are discussed as follows. 

2.4.1 Basic Concepts 

      In this section, some important definitions are presented as follows. 
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Definition 2.4.1.1.  Cryptography is the design and analysis of mathematical 

techniques that enable secure communications in the presence of adversaries 

[14]. 

Definition 2.4.1.2.  Cryptosystem. A cryptographic system is specifically a set of 

methods (algorithms) for computing (implementing) the encryption and 

decryption [14]. 

Definition 2.4.1.3. Cryptanalysis is the study of analyzing cryptosystem in 

order to study the hidden aspects of the systems [14].  

Definition 2.4.1.4. [40]  Plaintext. The information which we want to protect 

from other people (attackers) [14]. 

Definition 2.4.1.5.  Security. It means that the difficulty to know the 

information which transferred over the channel easily [14]. 

2.4.2 Basic Communications Model  

 

    In Figure (2.11), entities A (Alice) and B (Bob) are communicating over an 

unsecured channel. We assume that all communications take place in the presence 

of an adversary E (Eve) whose objective is to defeat any security services being 

provided to A and B [14].  
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Figure 2.12   Basic communications model. 

 

For example, A and B could be two people communicating over a cellular 

telephone network, and E is attempting to eavesdrop on their conversation. 

2.4.3. Some Important Kinds of Cryptosystems 

2.4.3.1 Symmetric-Key Cryptosystems. 

     The cryptosystems which use the same cryptographic keys for both encryption 

of plaintext and decryption of ciphertext. The keys, in practice, represent a shared 

secret between two or more parties that can be used to maintain a private 

information. Basically, symmetric encryption uses a single key for both 

encryption and description. And it is fast in execution. It is algorithm DES, 3DES, 

AES, and RC4. The purpose of the symmetric encryption is uses for bulk data 

transmission [14].   

 

http://s.mo/
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information. Basically, symmetric encryption uses a single key for both 

encryption and description.

 

Figure 2.13. Symmetric-Key Cryptosystems. 

 

2.4.3.2 Asymmetric-Key Cryptosystems (Public-Key Cryptosystems). 

    They use public and private keys to encrypt and decrypt data. The keys are not 

identical (asymmetric). One key in the pair can be shared with everyone; it is 

called the public key and another one can stay as a secret, which is called a private 

key. Basically, asymmetric encryption uses a different key for encryption and 

decryption. And it is slow in execution due to the high computation burden. It is 

algorithm Diffie-Hellman, RSA. The purpose of the asymmetric encryption is 

often used for securely exchanging secret key [14]. 
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Figure 2.14 Asymmetric-Key Cryptosystems (Public-Key cryptosystems). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
17 

 

Chapter Three 

Coloring Star Graph for Encryption Scheme 

3.1 Introduction 

      The chapter presents new version of symmetric encryption scheme 

which used the coloring star graph to generate the shared secret key and 

to compute the cipher text of a plain text that is represented by an 

English word or sentence this version is discussed as follows.     

3.2 The Symmetric Encryption Scheme Based on CSG 

     The coloring star Graph for symmetric Encryption scheme suppose M is 

plaintext that can be given in an english word or sentence. In other words,  

                                   M = {m1, m2, …, mn} = {mi } i =1, 2 , …., n. 

The English alphabetic values (EAVS) is given by  

                                  𝐴 → 0,   𝐵 → 1, 𝐶 → 2, 𝐷 → 3, … , 𝑍 → 25.  

Using the EAVS  to convert the letters of the plaintext into the numbers modulo 

26. The binary representations of these numbers are computed. Let K be a 

coloring star graph (CSG) that shown in Figure (3.1). 

 

 

 

 

 

 

 Figure 3.1. 
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Based on the K graph, first user can determine his / her secret key by  

𝐾 ≡ 𝑛 ∗ the color (mod26), 

K= {Ki≡ n*ci (mod 26 )     ǀ     n = ǀvǀ , ci  is the number of letter  

When n is the number of the vertices in CSG except the color of the center vertex. 

The decimal representations of the letters of the color are done using the EAVS. 

After that, these decimals are represented in binary strings. The ciphertext C of 

M is computed by   

𝐶 ≡ (𝑀 + 𝐾 )(mod 2). 

                                            C≡ {Ci≡mi(mod 2) + ki(mod2 )   ǀ   mi ɛ M ,Ki ɛ K } 

In more details, 

                                 𝑐𝑖 ≡ (𝑚𝑖 + 𝑘𝑖)  (mod 2),   𝑓𝑜𝑟 𝑖 = 1, 2,3, … , 𝑛.  

       

The string of the cipher text 𝐶 = (𝑐1, 𝑐2, … , 𝑐𝑛} is represented as the CSG     that 

will be sent to second user as shown in Figure (3.2). 

 

 

 

 

 

 

Figure 3.2. 

nC  

2C 

1C 3C 

4C 
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       Second (receiver) receives the cipher text as the CSG, he / she will do the 

following steps to recover the original plaintext. He / She depends on the CSG to 

determine the correct cipher text that is {𝑐1, 𝑐2, 𝑐3, … , 𝑐𝑛}. He / She converts it 

into decimal representations using the EAVs. Second user computes the binary 

representations of these decimal numbers. Also, from the CSG, he / she 

determines his / her secret key, namely, since the color of vertices in CSG is (say 

red) and the number of the vertices is n, so the secret key is determined by  

                                      𝐾 ≡ 𝑛 ∗ the color (say red) (mod 26). 

K= {ki≡ n*ci (mod 26 )     ǀ     n = ǀVǀ-1 , ci  is the number of  letter } 

The original plaintext is computed by  

                                     𝑚𝑖 ≡ (𝑐𝑖 − 𝑘𝑖)   (mod 2), 𝑓𝑜𝑟 𝑖 = 1,2, … , 𝑛.    

Therefore, the original plaintext is  

                                      M≡{m1 ,m2 , m3….. , mn } 

3.3 Study Case of the CSG for the SE Scheme 

Let M  be a plaintext, which is given by the word Ali. In other words,  

𝑀 = {𝑚1, 𝑚2, 𝑚3} = { 𝐴, 𝑙, 𝑖}. 

Based on the EAVS , the letters of 𝑚1, 𝑚2 and  𝑚3 are converted into numbers 

as follows. 

𝑀 = {0, 11, 8}. 

The binary representations of the numbers 0, 11 and 8 are 

0 → 00000, 

11→ 01011, 

8 → 01000 . 
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Now, suppose the K is a coloring star graph that is given by  

 

 

 

                                                                    

 

 

Figure 3.3. 

 

       Based on the K graph, first user can determine his / her secret key by  

K= 3* red, 

where 3 is the red color vertices and red is a color of the vertices except the center 

vertex of a coloring star graph (CSG). 

Now, the decimal representations of the letters r, e, d in the red word are done 

based the EAVS. 

 

Let 

𝑟 → 17, 𝑒 → 4   and 𝑑 → 3 

Thus 

                            𝐾 ≡ 3 ∗ { 𝑟 , 𝑒, 𝑑 }(𝑚𝑜𝑑 26) 

                                 ≡ {3 ∗ 17 , 3 ∗ 4 , 3 ∗ 3 }  (𝑚𝑜𝑑 26) 

                                  ≡ {25 , 12 , 9 }.    

The binary representations of the numbers 25 , 12 , 9 are  

                                    25→ 11001   =  𝑘1,  

                                    12→ 01100   =  𝑘2, 

                                    9→ 01001     =  𝑘3.  
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The ciphertext C of M is computed by  

                            𝐶𝑖  ≡ (𝑀𝑖 + 𝐾𝑖   )    (𝑚𝑜𝑑2),   𝑓𝑜𝑟 𝑖 = 1,2,3. 

In more details, 

                              𝐶1  ≡  𝑀1 + 𝐾1     (𝑚𝑜𝑑 2)  

                                   ≡ 0000 + 11001 = 11001                              

                             𝐶2   ≡  𝑀2 + 𝐾2    (𝑚𝑜𝑑 2) 

                                   ≡  01011 + 01100 = 00111      

                            𝐶3   ≡  𝑀3 + 𝐾3    (𝑚𝑜𝑑 2) 

                                  ≡  01000 + 01001 = 00001     

So,  

                            C = {11001, 00111, 00001} 

                               = {25 , 7 , 1 }                                 

 

Thus, 

C = ZHB. 

The CSG of C is formed by 

 

 

 

 

 

 

 

 

 

 

Figure 3.4. 

 

Z H 

B 
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First user sends the CSG to the receivers. 

Second user (receiver) receives the cipher text CSG, he /she will do the following 

steps to recover the original plaintext.  

He / She depends on the CSG to determine the covert cipher text that is ZHB.  

 He /She converts it into decimal representation based on by   

                               𝑍 → 25,    𝐻 → 7 𝑎𝑛𝑑 𝐵 → 1.  

He / She computes the binary representation of these numbers 

𝑍 → 25 → 11001,    𝐻 → 7 → 00011 𝑎𝑛𝑑 𝐵 → 1 → 00001. 

Also, from the CSG, he /she determines his / her secret key. Since the color of 

vertices in CSG is red and the number of them is 3, so, the secret key is  

𝑍 → 25 → 11001,    𝐻 → 7 → 00011 𝑎𝑛𝑑 𝐵 → 1 → 00001 

Since 

𝑟 → 17,   𝑒 → 4 and 𝑑 → 3, 

 So, 

                            𝐾    ≡  3 ∗ {17, 4, 3 }    (𝑚𝑜𝑑 26).   

                                  ≡ { 25 , 12, 9 },  

 In other words, 

                              25 → 11001,     12 → 01100 𝑎𝑛𝑑  9 → 01001.  

The original plaintext is computed by  

                            𝑀    ≡ ( 𝐶 + 𝐾 )  (𝑚𝑜𝑑 2).   

                           𝑀1 ≡ 11001 + 11001 = 00000 → 0 → 𝐴,  

                          𝑀2 ≡ 00111 + 01100 = 01011 → 11 → 𝑙,   
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                         𝑀3 ≡ 00001 + 01001 = 01000 → 8 → 𝑖 

Therefore, the original plaintext is the word Ali. 

3.4 Study Case of the CSG for the SE Scheme 

Let M be a plaintext which is given be the sentence " Hi Ahmed " , namely  

                                   M = { m1 , m2 , m3 , m4 , m5 , m6 , m7 } 

                                        = { H , i , A , h , m , e , d }  

Mi , for  i=1, 2 , 3 , … 

Are converted into numbers as follows.  

                                         M= { 7 , 8 , 0 , 7 , 12 , 4 , 3 } 

The binary representations of the numbers  

        7 , 8 , ….. 3 are  

                                                   7 → 00111 = 𝑚1 

                                                   8 → 01000 =  m2 

                                                   0 → 00000 = m3  

                                                   7 → 00111 =m4 

   12 → 01100 = 𝑚5                                                       

                                                   4 → 001000 = 𝑚6   

       3 → 00011 = 𝑚7                                                

   

Now, suppose the K is a coloring star graph that  
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        Figure 3.5. 

Based on the K graph , first users can determine 

  

His / her secret key by  

                                   K = 7 * yellow (mod 26 ) , 

   Where  7  is the yellow color  vertices and yellow 

Is a color of the vertices except the center vertex of a coloring star graph (CSG ) 

Now, the decimal representation of the letters y , e , l , l , o , w  in the yellow 

word are done based on the EAVs.  

So,  

𝑌 → 24      ,     𝑒 → 4     ,   𝑙 → 11     , 𝑙 → 11    , 0 → 14      ,    𝑤 → 22.  

Thus,  

             𝐾 ≡ 7 ∗ { 𝑦 , 𝑒 , 𝑙 , 𝑙   , 𝑜  , 𝑤 }   (𝑚𝑜𝑑 26 ) 

                ≡ 7 ∗ { 24 ,4 ,11 ,11  ,14 ,23 }  ( 𝑚𝑜𝑑 26 ) 

                ≡ { 12 ,2 , 25  , 25 , 20 , 24 }  
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The binary representations of the numbers  

        12 , 2 , 25 , 25 , 20 , 24 are  

                    12 → 01100   

         2 → 00010   

     25 → 11001  

     25 → 11001 

    20 → 10100    

    24 → 11000     

The ciphertext C o f  M is computed be  

   𝑐𝑖 ≡ (𝑚𝑙 + 𝑘𝑙 ) (𝑚𝑜𝑑 2 )     , for i = 1, 2 , …. 7 . 

 

In more details    

                                   𝐶  ≡ (𝑚1 + 𝑘1 )(𝑚𝑜𝑑 2 ) 

≡ 00111 + 01100 = 01010 → 11 → 𝑙1c 

𝑐2 ≡ 01000 + 00010 = 01010 → 10 → 𝑘  

𝑐3 ≡ 00000 + 11001 = 11001 → 25 → 𝑧  

 𝑐4 ≡ 00111 + 11001 = 11110 → 4 → 𝑒  

𝑐5 ≡ 01100 + 10100 = 11000 → 24 → 𝑦  

𝑐6 ≡ 00100 + 11000 = 11100 → 2 → 𝑐  

𝑐7 ≡ 00011 + 01100 = 01111 → 15 → 𝑝  

     So, 
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       The ciphertext C is   

                                      

                   𝐶 = 𝑙 𝑘 𝑧𝑒𝑦𝑐𝑝   

The CSG of C is formed by   

  

                     

 

 

 

 

 

Figure 3.6 

. 

First user sends the CSG to the receiver . 

Second user ( receiver ) receives the cipher tat as the CSG , he / she will do the 

following steps to recover the original plaintext .  

He / she depend on the CSG to determine the correct cipher text that is l k 

Zeycp .  

He / she converts it into decimal representations based on the EAVs by  

𝑙 → 11  . 𝑘 → 10 . 𝑧 → 25 . 𝑒 → 4 . 𝑒 → 4 . 𝑦 → 24                           

          𝑐 → 2  . 𝑝 → 4 . 𝑙 → 15                         

He / she computes the binary representations of these numbers  

c 

l 

y 

k p 

e 

z 
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𝑙 → 11 → 01011 

𝑘 → 10 → 01010 

𝑧 → 25 → 11001 

𝑒 → 4 → 11110 

𝑦 → 24 → 11000 

𝑐 → 2 → 11100 

𝑝 → 15 → 01111 

Also, from the CSG , he / she determines his / her secret key .  

Since the color of vertices in CSG is yellow and the number of them is 7.  

So,  

     The secret key is  

                                                 𝐾 ≡ 7 ∗ { 𝑦 . 𝑒 . 𝑙 . 𝑙 . 𝑜 . 𝑤 }   (𝑚𝑜𝑑 26 ) 

𝐾 ≡ 7 ∗ { 24 . 4 . 11 .11 . 14 . 22 }   (𝑚𝑜𝑑 26 ) 

                                                       𝐾 ≡ { 12 . 2 . 25 .25 . 20 . 24 }    

The binary representation of the numbers 12, 2, 25, 25, 20, 24 are   

                    12 → 01100   

        2 → 00010   

     25 → 11001  

     25 → 11001 

    20 → 10100    

                                                   24 → 11000 



 
28 

 

 The original plaintext is computed by  

                                                       M = C – K ( mod 2 ) 

𝑚1 ≡ 01011 − 01100 = 00111 → 7 → 𝐻 

   𝑚2 ≡ 01010 − 00010 = 01000 → 8 → 𝑖  

   𝑚3 ≡ 11001 − 11001 = 00000 → 0 → 𝐴  

   𝑚4 ≡ 11110 − 11001 = 00111 → 7 → 𝐻 

  𝑚5 ≡ 11000 − 10100 = 01100 → 12 → 𝑚  

  𝑚6 ≡ 11100 − 11000 = 00100 → 4 → 𝑒  

  𝑚7 ≡ 01111 − 01100 = 00011 → 3 → 𝑑   

         So,  

              The original plaintext is  

                                              

.Ahmed M = Hi   
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Applications of Graph Coloring  

► Map Coloring 

► Making timetable    

►Mobile Radio Frequency Assignment 

► Data mining 

►Image segmentation 

► Networking 

► Resource allocation 
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Conclusions and future works 

The conclusions and future work of this work can be discussed as follows. 

The proposed CSG-SE scheme is more secure in compare with the previous SE 

schemes, since the shared secret key is generated using the coloring star graph to 

form a sequence as compare as with previous SE schemes those using the 

numbers modulo 26. Also, the ciphertext with proposed CSG-SE scheme is 

computed and sent as CSG, while in previous SE schemes, the ciphertext is 

computed as number modulo 26. 
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 الملخص

  جديدة صيغة على بناء   ( DS )  المتماثل للتشفير بديل مخطط اقتراح تم ، العمل هذا في 

 (CSG)   مةنج شكل على الملون البياني الرسم باستخدام المفتاح هذا إنشاء يتم. المشترك السري للمفتاح

 باسم قناةال في وإرساله حسابه يتم ، إنجليزية جملة أو إنجليزية كلمة أي ، العادي للنص المشفر النص هذا

CSG )   )مخطط مع هنا المهاجمون يواجه SE مديعت ، لذلك. السري المفتاح استعادة في صعوبة المقترح 

 مخطط CSG-SE مخطط يعتبر ، وبالتالي. السري المفتاح إنشاء كيفية على المقترح CSG-SE مخطط أمان

SE للاتصال السابقة بالمخططات مقارنة   أمان ا أكثر.
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