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Aubstract

The increasing dependence of states on the use of cyberspace has led
to the emergence of a new type of conflict called cyber attacks, which are
attacks in contrast to the attacks carried out by conventional weapons.

These attacks are carried out via the Internet and computers, and their
remarkable spread has helped by many characteristics, including, the low
material cost of the devices used to launch them, and the difficulty of
identifying the identity of the information attacker, which are transnational
attacks, and other characteristics that characterize them,

These attacks are also distinguished from many other attacks that may
be similar to them, such as information war, information crime,
information security, and information terrorism, and many researchers
from legal affairs have been interested in trying to adapt these attacks, most
of which are associated with international and non-international armed
conflicts. including it as the use of armed force; Others tried to adapt it in
the context of armed conflict in accordance with the four Geneva
Conventions of 1949 and the two protocols attached to them.

Many international legal scholars and experts have worked hard to
search for the suitability of these attacks to the rules and principles of
international humanitarian law, whether codified or customary, and how
these principles are applied to information attacks.

Today, states are facing an important challenge in the implementation
of the principle of duty of care and the reason for its impact on information
attacks. This principle is characterized by its customary nature, and its lack
of a legal basis on which to base it. International jurisprudence was unable
to find a specific definition for it, but the beginning of its application was
through jurisprudence. The international judiciary, in the decision of the
International Court of Justice in the Corfu Channel case of 1949, between
Britain and Albania, and then followed by many judgments and judicial
decisions related to the issue of environmental damage

The international community has begun to take serious steps at the
global and regional levels towards developing a legal system that reveals
the features of these attacks to face their dangers. Limiting its effects, such
as the United States, Russia, and China, as well as regional organizations
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adopted information defense strategies, such as the North Atlantic Treaty
Organization (NATO) and the Shanghai Cooperation Organization.

On the other hand, many legal specialists and researchers are
interested in discussing the legal bases on which these attacks are based
within the framework of international conventions and covenants, in
addition to customary rules that can be used to organize these attacks, and
the issue of states’ compliance and non-compliance with the duty of care
remains a relevant issue. Importance

And the consideration of states when exercising their actions in the
light of their informational sovereignty and after. The defense took the
right of legitimate defense as a legal justification in it to respond to hostile
information attacks. Countries began to think clearly about taking more
flexible and harmonious measures when resorting to them, which are the
countermeasures contained in Article (22) of the Internationally lllegal
Acts of 2001 Draft.

As states seek, by resorting to countermeasures, to use their right to
respond to information attacks and replace the aggressor state to fulfill its
obligations to refrain from the illegal act. International responsibility, after
its conditions are met, may be borne by the state or by individuals or
entities working under its control and supervision.

This responsibility may be individual criminal, as is the case in the
responsibility of superiors and commanders, for the actions committed by
their subordinates that lead to serious violations within the framework of
international humanitarian law
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