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Abstract

Smart home automation is one of the main topics of the current era, which has
attracted the attention of researchers for several years because smart home
automation contributes to the realization of many capabilities. Specialists have
begun to exploit the technological and scientific revolutions in this regard. When
the age of automation, the Internet, and the Internet of Things started, smart
homes were developing and growing to include many important features that
helped a lot with things like saving energy, making a good environment,
preventing fires and toxic gas leaks, and keeping your home safe.

The proposed system, which has been practically designed and
implemented, includes several vital aspects of smart homes. The system focused
first on home security, due to the increased rate of crime and theft and build a
smart home that controls and monitors all the entrances to the house that are
often vulnerable to intrusion by intruders based on personal identification using
face detection and recognition technology, in addition to using the Radio
Frequency Identification (RFID) technique as a mechanism to improve the
performance of home security systems. The cloud server analyzes the identity of
the receiving member to retrieve the home entry pass. The system was effective
and responsive in transmitting live footage of any illegal intrusive activity at the
door or windows of the house. Where the processing to open the door from the
local computer took about 2 seconds, and the processing from cloud computing
took about 3 seconds, which is a record time as compared with other systems.
Many features have been added to achieve seamless monitoring and control in
this field.

The second approach implemented in the proposed smart home
automation system is to detect any leakage of gases, smoke, or fires with a
warning via telegram app to the owner when any danger is detected and achieves




the right climate for the home, and reduces energy consumption. The proposed
system is built using a sensor to detect fires, toxic gases, and smoke.

Another one that measures temperature and humidity and controls the
cooling and heating systems operation based on the set value to turn each on/off,
with a motion sensor that ensures none of these devices works when the house is
empty. Two threshold values have been added to avoid continuously turning
machines on and off when the temperature fluctuates at a certain value. These
sensors are also connected to a small, open-source microcontroller that will
transmit data and values via Wi-Fi to the cloud, and then display important

results to the homeowner.
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Chapter One

General Introduction

1.1 Introduction

Smart home automation is a broad term to express any device that could
eliminate the repetitive behavior of household tasks. More accurately, smart
home automation refers to the fluent integration of all things connected, smart,
and automatic devices that control the entire home environment to the user's
desire.[1][2]. The mechanism of protecting houses with a lock and key has
become a traditional mechanism, and relying on it is somewhat risky. Therefore,
it was necessary to secure the home in more modern ways. The activation of
home security equipment such as cameras, motion and sound detectors, etc., has
several benefits. It also allows you to monitor children, People with special
needs individuals, and the elderly [3]. Under worsening climatic and weather
circumstances, it is now simple to construct pleasant and suitable smart home
systems, therefore reducing fire catastrophes and poisoning by poisonous gases
and smoke [4]. The reducing of electrical energy consumption has become one
of the most important topics that smart home projects focus on due to the high
costs consumed by air conditioners, heating systems, fans, and lighting[5]. With
the increased popularity of smart homes, more connections are being
established. As a consequence of this great improvement in connection, issues
such as the expansion of Internet-uploaded data, information security, and
irregular response times have emerged. To develop acceptable solutions to these
challenges and to propose an appropriate concept of the situation, fog computing
has been proposed to manage large and sensitive data related to security and
latency. Fog computing acts as an intermediary between different 10T devices

and cloud-based servers on the supply side (cloud layer) or the demand side

(user device layer)[6].
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1.2 Literature Review

This section of the introduction will discuss several pertinent works,
which are listed below:
Kushank Sehgal and Richa Singh (2019)[7]. proposed a security system that
relies on 10T and cloud computing and SMS messages. The cloud processes the
data and sends it to the owner. A motion sensor was used. As a result, the system
will close all doors and windows; then, it will send an alert message to the
owner. Another system has been used, which is the correct key system; the
system works when the wrong key is entered and pushed hard. All these sensors
were connected to the Arduino MEGA ADK and the Amazon cloud server
Musaddak M. Abdul Zahra et al (2020) [8]. It showed a home security system
using cloud computing with the ESP Arduino system. They improved the
previous system by adding a wireless camera from Zmodo ZP-1BI13-WiF and
using GSM to call a specific number when there is no internet connection. Three
types of sensors were used (Gas, Temp, and Motion) connected to the ESP8266
Microcontroller as a Wi-Fi device to transfer data from these sensors to the cloud
server and from there to the web server in Apache and MySQL format. The
camera is directly connected to the web server. It can be opened directly through
an application on a mobile phone.
Shaik Anwar and D. Kishore implement this (2016) [9]. It is based on the
Raspberry Pi, PIR motion sensor, Raspberry Pi camera module, and an image
storage feature received in the RAM in the Raspberry Pi, which sends a picture
of the person via the user's e-mail. Other features were added to this system
without depending on the cloud. The user can send a sound alert from his mobile
phone if there is an intruder; the door lock can be controlled through the Android
platform. The owner can open the camera directly at any time.
P.Amith Teja et al (2021). [10]. Use a Raspberry Pi, a camera, a PIR, an |.R.,

and a Piezo to find out who is there, temperature, and what sounds are around.
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The system sends a message to the owner and then takes pictures and records a
live video of the place when the event occurs, using the 10T cloud for GUI.
Shraddha Somani et al (2019) [11]. Introduced the same concept as the
previous one with the addition of SMS via a phone in the event of an intruder.
They used AES to encrypt the data to obtain security over the network. Other
sensors have been connected to the Raspberry Pi, such as MQ2 and DHT22, to
preserve the environment in the smart home.

M.Medhat et al (2020) [12]. It was based on the concept of fog computing. The
system consists of three-layer sensors (open door, glass breaker, PIR, fi, re and
water leakage sensors, and Arduino board) layer, a fog computing layer
(Raspberry Pi and Camera Pi), and a cloud layer. This system can reduce the
amount of data sent to the cloud. When this system was compared to the cloud
system using the iFogsim Toolkit, the results showed that fog computing has
made clear progress in terms of how long it takes to set up and how quickly it
works.

T.Juhana, and V. Anggraini (2016) [13]. Based on a camera will detect an
intruder by subtracting the current image from the background frame and
activating the alarm to alert the homeowner when the intruder exists and sending
the image to Dropbox to notify the owner aware at an early moment. The
researcher treats the lack of detection accuracy that may be happened by using
threshold value when making a comparison between the previous background
and the current frame in terms of pixel count (white and black pixels) for the
frame.

S. Fattah and F. Mahmood (2019) [14]. The main goal of this system was to
secure, monitor, automate, and control home appliances according to the powers
assigned to each member of the home by using cloud services and biometric
techniques. The system begins to recognize faces, takes a picture of the face, and
uses the DWT and PCA methods to extract image features, reduce the image,

and get the matching operation using Euclidean distance. Using the MATLAB

3
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procedure, the user index can be sent to the cloud server; the cloud will analyze
the member's identity to retrieve the member's profile and give permission.

M. Dhobale (2020) [15]. Based on facial recognition using a Pi camera type,
motion sensor, and ultrasonics with the Raspberry Pi as the main controller. The
system takes a picture of the person near the door. Then the LBP program in the
Raspberry Pi compares the picture with the pictures previously stored in the SD
RAM of the Raspberry. Once the face is recognized, the door will open directly.
At the same time, if it is a stranger, the photo will be sent via Gmail.

N.Tkauc et al (2020) [16]. The programs used in facial recognition are often
poorly performing, have low accuracy, and are prone to errors, so an online
platform was adopted for face detection and recognition. Therefore, Amazon
Web Services (AWS) were used in this regard. The mechanism of this project
lies in the entry of employees and visitors to a company or factory building by
recognizing the face. Then a special code is generated for the employee who
intends to enter the building. As for the visitors, their speech will be converted
into a text sent to the employee whose name is mentioned. The Google platform
was used to convert speech into a speech-to-text APIl. The project was
implemented using a Raspberry Pi, a camera, an LCD screen, a microphone, and
a speaker.

Yulian Findawati et al (2020) [17]. The system is based on the use of the Node
MCU Lua V3 microcontroller. A set of sensors (fire, motion, temperature, and
humidity), in addition to the relay module that works like a key to turn on and
off electrical appliances inside the house, is controlled by the Telegram chat app.
Where the Node MCU is connected to the Telegram chat application server,
there are advantages to using the Bot Telegram chat application, such as the
ability to access it from any operating system. 10S, Android, Windows, or

Linux.
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Ridho Rahman Hariadi et al(2019) [18]. It has become necessary to reduce
electricity consumption for air conditioners. Using 10T technology, this project
was implemented to monitor the electrical energy consumption of the air
conditioner and control it remotely and make it work automatically according to
room temperature using temperature and humidity sensors. A device called
Termo has been developed to monitor the use of electrical energy. The data will
be transmitted to the server. All data will be saved to the database every 30
hours. There are two types of Termo devices installed in this first project that
control the switching off of the air conditioner. Moreover, the other device was
linked with the infrared LED to replace the remote control for the air
conditioner. The proposed system reduced energy consumption by 81.8%.
Mohammad Miraj Shekh et al (2018) [19]. They designed a low-cost home or
factory automation system to remotely control devices using a mobile or web
application. Through a set of relays that have been linked with the Node MCU,
which will be connected to the Wi-Fi network to receive commands via Wi-Fi.
From the phone, instructions will be sent via Wi-Fi to the Blynk server.

Madhu B R et al. (2019) [20]. Control fan speed based on temperature and
humidity readings using IoT and cloud computing. The electronic circuit has
been connected using the Node MCU ESP8266, DHT11, LDR, and Relays; the
potentiometer was used to control the speed of the D.C. motor depending on the
value of temperature and humidity. The cloud is used to store and process data
from sensors that come in over Wi-Fi,

Hikmat Yar et al. (2021) [21]. . The system consists of five layers. The first
layer is the device layer, which consists of several sensors. The second layer is
the broker (Raspberry Pi has been used as a broker) layer to transfer data from
sensors to the service layer through the MQTT protocol. Layer 3 (service layer)
receives data from the broker. This layer is designed using Node-red dashboard
software. The fourth layer is the application layer. This layer is considered the

front end for managing loT devices.
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Table 1.1 shows the comparison between previous systems In terms of strengths

and weaknesses.

Table 1.1 Comparison of similar work

Hikmet Yar et al. [21]

Environment

Raspberry Pi

- Strength Weakness
References Capabilities Controller 9
] Arduino GSM SMS alert Automatically only, low
Kushank[7] Security .
MEGA ADK security
. GSM SMS alert High Data uploaded,
Security, .
Musaddak et al [8], ] ESP8266 Sensor's value only low security.
Environment .
Automatically only
. ) . Sound alert from delay in notifications
Shaik Anwar [9] Security Raspberry Pi ) ) . .
mobile for security Gmail, annoying system
) ] ) Alert on phone multi-condition for
P.Amith, et al. [10], Security Raspberry Pi o .
achieving security
Security, . Security and AES Algorithm low
Shraddha [11] ) Raspberry Pi . .
Environment environment, SMS security
) Arduino Uno Artificial intelligent Security only, Dropbox
T.Juhana, [13] Securiy .
and Laptop to notify
Security, Arduino Uno, Low latency costly
M.Medhat et al. [12] . .
Environment Raspberry Pi3
Security, powers assigned Low security
S. Fattah [14] Environment Arduino Mega
policy
. ) Face Detection and Low accuracy
M.Dhabale [15] Security Raspberry Pi .
Recognition
detection and Costly
N.Tkauc et al Security Raspberry Pi recognition, Speech to
text platform
Two E Telegam control Environment only
Yulian et al[17] ) NodeMCU Lua
Environment
V3
Environment power consumption no security
Ridho et al [18] power ESP8266
consumption
) nodemcu Low cost Control
Mohammad et al[19] Home appliances .
esp8266 appliances
) Node MCU Low cost Control fan
Madhu [20] Environment
ESP8266 only
Security, Low latency High Data uploaded,

No artificial intelligent




Chapter One General Introduction

1.3 Aims of the project

In this project, a smart home automation system that focuses on boosting
security and the environment has been planned and constructed as a functioning
prototype with the following goals:

1- To design a smart home that is easy to use, improves home control
management, and keeps an eye on all the entrances that are often used by
burglars and thieves.

2- To ensure authorized people enter the home and send alerts if reliability is
not achieved.

3- To detect any leakage of gases, smoke, and fires with a prior warning sent
via Telegram app when any danger is detected and achieves a suitable

climate for the home and reduces energy consumption

1.4 Outline Thesis

The thesis is organized as follows:

e Chapter 2, "Smart Home Automation System theory" covers some
fundamental ideas on the usage of home sensors in the implemented
system, as well as loT topologies, Cloud and Fog computing, Wi-Fi
technologies, protocols, and applications.

e Chapter 3, "Design and Implementation of Smart Homes Automation
System," introduces the proposed system's hardware, software, and
operation.

e Chapter 4, "Results and Discussion," demonstrates the results of the
suggested system and their discussion

e Chapter 5, "Conclusions and Future Works," familiarizes conclusions and

future works.
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Chapter Two Smart Home Automation Theory

Chapter Two

Smart Home Automation Theory

2.1 Introduction

Home automation or smart home is used interchangeably to describe one
concept: to refer to a distinctive home emulating the latest technology. The latest
innovations achieved by researchers are to create an environment suitable for a
decent life that meets all the requirements of comfort and safety and to reduce
electrical energy consumption at the lowest cost. and anyone can use an
intelligent home system to adjust their sprinklers, adjust and monitor their home
security system and cameras, or control devices such as air conditioning or
heating [22].

Smart home devices are connected and can be accessed through one
central point, such as a smartphone, tablet, or laptop. Through one home
automation system, it can control door locks, windows, temperature, light
intensity, and even appliances such as heating and cooling. the user can keep
time schedules for detailed changes to take effect. Smart home devices are
linked with machine learning skills to make it easier for the homeowner to make
adjustments without human intervention. Some home automation systems alert
the homeowner in case of a fire or gas leakage and detect any abnormal
movement in the home. In turn, the authorities, the police, or the fire
department, can be contacted in the event of danger. Services such as smart
doorbells, smart security systems, and smart devices have become part of the
Internet of Things (10T), a network of physical and virtual objects that exchange

electronic information between the home and its owner [23].
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2.2 Computing Models

Cloud computing is a computing model, and to clearly understand cloud
computing, it is necessary to look at the different types of computing [24].
1-  High-Performance Computing (HPC): It is a general concept; other
types of computing may have the same characteristics as this type. It is a
collection of processors, machines, or central processing units (CPU) CPUs.
There is software that controls them. These processors may be homogeneous or
heterogeneous. It was formerly called a "supercomputer.” The most important
uses are in scientific experiments that require high data processing, such as
nuclear and chemical.
2-  Parallel Computing: Parallel computing can be considered HPC, but the
difference here is that a set of processors work collaboratively, meaning that
each processor will process a specific problem while the other processor will
work on another problem simultaneously, and so on. To increase processing
speed, all processors will be homogeneous; on a PC, the applications are
executed as a series.
3-  Distributed Computing: A set of computers, or the so-called processor
machines, are connected through a network so that this group can solve complex
operations. It can be homogeneous or heterogeneous. Its advantages include
scalability and redundancy.
4-  Cluster Computing It is smaller than distributed computing, which is a
set of computers linked by LAN cables. Each computer has a message-passing
interface (MPI) to communicate with them. It all works at the same time.
5-  Grid Computing: Grid computing is the use of a set of clusters of
computers in different geographical areas. When connected through a wide area
network (WAN) and controlled by software like middleware, costs go down,

processing power goes up, and it can work with other heterogeneous clusters.
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6-  Biocomputing: uses the biological mimicry concepts of molecules to
perform computational processes to solve complex problems, instead of relying
on chips and silicon. It becomes possible to manufacture by depending on other

materials that mimic the molecules found in nature such as DNA

/- Mobile Computing: With the advent of cellular phones, processing
elements are small. Cellular phone communication for voice applications
proliferates worldwide. This technology is characterized by sending and
receiving data through worldwide mobile phone networks such as voice calls,

messaging, pictures, and video or group video calls.

8-  Quantum Computing: manufacturing small integrated circuits (ICs) to
obtain processing power. Quantum computers are more efficient and perform
faster than the most powerful supercomputers.

9-  Optic Computing: If we convert the computing system based on the
electric circuit to the optical computing system, that is, the use of optical fibers
in manufacturing computers, using photons in visible or infrared light to perform
operations computationally Light is about ten times faster than an electric signal.
It will be very expensive.

10- Nanocomputing: Parts of computers will be manufactured using
nanotechnology. Transistors based on carbon nanotubes replace the silicon
transistors in traditional computers. It is possible to put vast numbers of devices
in a small area for computing operations and obtain enormous computing power.
11- Network Computing: Systems are designed using the latest technologies
to support users with the best services possible, using a comprehensive and
distributed network of computing resources to provide a valuable set of
necessary services at a low cost appropriate to the user's needs.[24].

12- Cloud Computing: The simplest form of cloud computing is accessing
stored data and programs when the internet is available from any location instead
of the local computer's internal storage. There is a fixed and formal definition of

cloud computing defined by the National Institute, which sets definitions,
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descriptions, and standards for each new technology (NIST). Cloud computing is
a way to access a set of computing services, such as storage units, applications,
communication networks, servers, and other features, on demand from anywhere
on the network. These services can be set up and taken down whenever we want.
be obtained. These services are provided by the service provider very quickly
[24].

2.3 Need for Cloud Computing

There are several reasons for the need for cloud computing and its
applications in our daily lives to achieve convenience and reliability:

1- Previously, if we needed a file, we would save it on a thumb drive, USB,
HDD, SSD, CDRW, etc. Today we keep a file in the cloud by using a
cloud application such as Dropbox, and we will be able to access it from
any device on the internet.

2- It is possible to cooperate over the network to make it easier to exchange
files with anyone.

3- The probability of losing the data is much lower. due to having many
copies of our data.

4- Reduce the effort of administration, maintenance, and updating the system

used by the customer[25].

2.3.1 Essential Characteristics of Cloud Computing

1-  Service request as needed: no need to contact an expert to create a
cloud subscription. There are accessible user interfaces to book any
service as needed, and it is possible to cancel any unwanted service in
the future.

2- It provides comprehensive network access, meaning a network to
connect the different devices. Usually, the cloud is not homogeneous

because there are different devices and software.
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3-  Flexible resource collection: Cloud computing providers can rent the

resources to many consumers, depending on a multitenant concept

4-  Flexibility in the rapid provision of resources and services for the

customer, sometimes automatically, as well as the process of canceling
it.

5-  Measured service: There are reports sent to both the service provider

and the consumer about the quantity of resource consumption and the

type of services at the time and date [26].

2.3.2 Cloud Computing Deployment Models

1-

Private Cloud: Cloud infrastructure provides for the specific use of a
company or organization with a limited number of users (the cloud is
usually managed, operated, and acquired by the owners of the organization
or third party.

Public Cloud: It is more common than the other types. The infrastructure of
this cloud is available to the general public. It may be managed and operated
by an establishment, company, government-supported, or combination.
Community cloud: many organizations or institutions share a single cloud
infrastructure that performs specific tasks in one common field between
them, such as (tasks, protection requirements, guidelines, and observation).
Organizations or a third party manage.

Hybrid Cloud: When a company or organization has a hybrid cloud
infrastructure for two or all previous cloud infrastructures (private,

community, or public) [26].

2.3.3 Cloud Computing Service Models

1- SAAS: Software as a service. The highest levels of cloud services are

provided. The end customer only needs simple access to the web via the

12
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internet and the use of ready-made applications. The customer does not
care about upgrading, data protection, or ensuring service continuity.

2- PAAS: platform as a service, programmers, and developers often use this
cloud-provided service to take advantage of this platform to develop their
software and applications. There are specialized companies that provide
this type of service. To accommodate the customer's working
environment, the consumer must consult the software license agreement
(SLA)

3- IAAS: infrastructure as a service, the client rents a complete virtual device
and starts installing his platform (OS), applications, and programs. Start-

up companies often benefit from this type of device[26].

2.4 Fog Computing

Fog computing is sometimes called edge computing. A local server is any
device with computing, storage, and network connectivity that can be a fog node.
It will be an intermediate between end devices or sensor groups and cloud
computing, used to transfer the data after processing to cloud computing [27].
The idea of fog computing is to extend the cloud nearer to the 10T device and use
decentralized servers between the network core and a network edge for data
processing and immediate requirements of the end systems. The Fog Computing
market was valued at 22.3 million dollars in 2018; it is anticipated to increase to
205 million dollars in approximately 2023. Given the excellent performance of
intelligent devices, it will have considerable significance for the Internet of
Things vision [28]. Many reasons make using fog computing valuable. The most
important ones will be mentioned:

1- Processing and storing of data between the cloud and an end device. It is a

way of providing requirements more instantly and near ground devices.

2- There is no need to send every piece of information to the cloud channels,

which reduces the amount of bandwidth required.
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3- The ability of the current cloud model to handle some of the requirements
Is insufficient, such as volume, latency, and bandwidth.

4- There are an unlimited number of sensors and devices that can be
connected to the fog with the possibility of adding other devices in the
future.

5- Users can select the data they want to upload to the cloud according to the
sensitivity, size, and importance of this data from a security point of view.
Some data may be confidential, which we do not want to share online
[29].

2.5 Wireless networks

Wireless networks transfer data and information between two or more
devices by radio waves. The necessary reason this technology is so widely used
is the ability to connect to remote devices for a few feet or several kilometers
without thinking about cables and connections and the difficulty of installing
them. Each wireless technology has its frequency, transmission speed, and range.
The waves are transferred from one place to another with the possibility and
presence of interference between them. Therefore, it was necessary to set
standards to specify the spectral range and transmission permittivity for each
technique in all countries. It is a set of various rules for wireless local zone
networks by the Institute of Electrical and Electronics Engineers (IEEE). As it is
known, it is difficult to confine electromagnetic waves to a specific geographical
area, which facilitates penetration and infiltration of wireless networks if the data
is not encrypted. So, the information must be secure and encrypted before being
sent. Wireless networks are categorized into four specific groups. Figure (2.1)

describes the classifications for these networks [30].
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Figure 2.1 Wireless network classification

2.6 WI-FI

Wi-Fi is a set of wireless networking technologies founded on the 802.11
standards. The Wi-Fi Alliance is a brand of non-profit worldwide network
established in 1999, which consists of a group of companies evolving and
implementing Wi-Fi to ensure compatibility for Wi-Fi devices. The Wi-Fi
Alliance vigorously participates in developing the IEEE 802.11 standard by
submitting suggestions for technical features, beginning with presenting the
basic version of IEEE 802.11, with a maximum range of 2 Mbit/s since 1997,
and improving the bandwidth reliability and accessibility with each new
development step. Every five years, a new IEEE 802.11 standard generation is
introduced, while three recent versions have often been called the fourth, fifth,
and sixth Wi-Fi standards [31]. The evolution of the Wi-Fi standard is
represented in Figure 2.2[32].
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STANDARD FREQUENCY MAXIMUM
(GHZ) DATA RATE
WiFi 1 802.11b 1999 24 11 Mbps
WiFi 2 802.11a 1999 5.0 54 Mbps
WiFi 3 802.11g 2003 2.4 54 Mbps
WiFi 4 802.11n 2009 24/50 600 Mbps
WiFi S 802.11ac 2013 5.0 1.73 Gbps
(Wave 1)
802.11ac 2015 5.0 3.46 Gbps
(Wave 2)
WiFi 6 802.11ax 2020 2.4 /50/60 9.60 Gbps

Figure 2.2 The evolution of Wi-Fi standard

2.7 Internet of things

Generally mentioned worldwide, the Internet of Things (loT) consists of
two main words: Internet and things. The broad expression of the IoT is
constructing things capable of connecting to the internet and generating useful
information. More than that, it makes the interaction between the virtual and
physical worlds very easy. The Internet of Things has become the most vital
topic that has occupied people and has loomed large on the horizon due to its
excellent ability to connect millions of objects with intelligent sensing
capabilities and embedded machines connected via Internet Protocol (IP),
innovative entities, and or just (things) or everything for ordinary life,
supplemented by microcontrollers, wire, or wireless transceivers, followed by
sensors, actuators, and protocol accumulations proper for contact in different
environments where intended devices have specified resources, permitting them

to collect data and represent it in the physical world [33].

2.7.1 Internet of Things Architectures

Managing millions of non-homogeneous interconnected devices via the
networks demands a flexible, multi-layer architecture. There is more than one

loT architectural model. Nevertheless, no standard reference architecture has
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been embraced. To methodically discuss the 10T technologies to obtain an
overview of public 10T, there is an architecture of IoT technologies that
describes the thorough, public, and uncomplicated architecture; the 10T Model
consists of the five-layer shown in Figure 2.3. This model is compatible with
many of the meanings of further models and simplifies and sums it up.
Consequently, architecture has been used broadly in contemporary studies; each
layer contains examples of technologies classified depending on the
functionalities provided. The layers can be compared with the Transmission
Control Protocol TCP/IP layers. However, considerable l1oT technologies can
conform to the TCP/IP or Open Systems Interconnection (OSl), and classifying

all 10T technologies based on the TCP/IP model does not enclose whole layers.

Thus, their classification based on the five-layer model is highly suitable [34].

Business layer

- Semantics: SensorML
- Big Data Analvtics: Apache Spark

Application layer

- Identity services: Shipments tracking
- Information aggregation services: Smart grids

- Collaborative aware services: Smart homes
- Ubiquitous services: Smart cities

- Data exchange: CoAP, MQTT Middleware layer
- Computation: Fog, Cloud

- Service Discovery: mDNS, Physical Web

- Identification: EPC, IPv6 N etw Dl'k l ayer

- Communication: ZigBee, Z-Wave
- Security: PSec
- Routing: RPL

- Passive: QR -
- Semipassive: RFID Perceptlon layer
- Active: Wearables

Figure 2.3 Five-layer 10T architecture model

2.7.2 10T Architecture Based on Fog Computing

Despite the numerous benefits of cloud computing in 10T, there has been

some concern about unloading entire data sets and analyzing and processing
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them in the cloud [35], [36]. In many cases, the service user is near the data
producer, such as sensors, which are transmitted to the cloud. One of the most
important problems is the unnecessary uploading of data on the internet and the
time wasted in transferring this data to the cloud. Excessive traffic may make the
network expensive where no broadband connection is available. Fog computing
Is a paradigm coined by Cisco for a concept similar to cloud computing that
presents a highly virtualized resource pool near users and provides computing,
storage, and processing services to consumers. While the cloud naturally exists
at the boundary of the network, Consequently, the fog will have an adequate
distribution and a more comprehensive range with considerable hardware
heterogeneity. The fog vision can represent a cloud near the user's environment.
The overall architecture for the 10T, including cloud and fog, is illustrated in
Figure 2.4 [34].
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Figure 2.4 Architecture combining fog and cloud-based 10T
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2.8 Sensors

It is a device whose principle is to convert a physical quantity into an
electrical signal, which may be either an electric current or voltage, a change in
the value of resistance, or capacitive, or inductive impedance [37]. In other
words, it is a device that reacts to a material stimulus (such as temperature, rays,
sound, pressure, gas magnetism, displacement, speed, or acceleration) and
supplies an output for either measurement of that physical amount or operating
control [38]. Home automation has many sensors that help build an intelligent
home capable of providing comfort and safety, improving energy sources, and
reducing them. Figure 2.5 represented Common sensor categories in loT

applications.
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figure 2.5 Common sensor categories in loT applications
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2.8.1 Smart Home Environment System Sensors

What makes a house smart are the interactive technologies that are
included inside it, not the fact that it is environmentally friendly, uses solar

electricity, and recycles its wastewater. The term "intelligent” is used to describe
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a smart home since its computer systems can monitor several areas of everyday

living[39]. Some types of sensors used in smart home automation:

2.8.1.1 Temperature and Humidity Sensors

Monitoring the values of the temperature and humidity inside the home is
needed to ensure comfortable weather living. There are several types of sensors
for measuring temperature and humidity. There is a difference between these
sensors in terms of their ability to measure high or low temperatures and the
percentage of measurement error, as well as in terms of cost and response time.
which must be balanced with something that suits the user's needs. The DHT11
sensor will be chosen as a model to describe the idea of this type of sensor. This
sensor model can measure temperature and humidity and produce a built-in
digital value for sensing humidity and temperature. It has a very accurate value
of humidity and temperature, high reliability, and is long-term. It is easy to use
with any microcontroller like Arduino, Raspberry Pi, etc. It consists of resistive-
type humidity measurement and a Negative Temperature Coefficient (NTC)
temperature measurement and has an 8-bit microcontroller; Therefore, it has the
best quality, elevated response, and low cost. The DHT11 module works in
communication consecutively by sending data in a train of pulses at a time-
specific duration; the process duration time is 4 ms approximately. Its small size,
low power consumption, and sense of up to 20 meters make it the best choice for
many applications. The component is a 4-pin single-row pin package [40]. The
DHT11 temperature range is from 0°C to 50°C with (+-2) degrees of accuracy,
and the humidity range is from (20 to 80%) with (5%) accuracy. DHT11 is
depicted in Figure (2.5)[41].
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Terﬁperature & Humidity .

Figure 2.6 Temperature and Humidity Sensor DHT11

2.8.1.2 Gas Sensor

The MQ?2 is the most widely used gas sensor in the MQ series. It is a Metal
Oxide Semiconductor (MOS) type Gas Sensor. It detects the new reading of the
resistance of the sensor material when gases approach the material. A simple
voltage divider can detect quantities of different gases. The MQ2 Gas sensor
needs 5V DC and consumes roughly 800 milliwatts. It can detect gases such as
liquefied petroleum gas (LPG), smoke, alcohol, propane, hydrogen, methane,
and carbon monoxide (CO) with various condensations from 200 to 10,000 ppm.
The sensor is usually covered with a double layer of anti-explosion stainless steel
[42]. The output voltage provided by the sensor is directly proportional to the

smoke or gas concentration [43]. As shown in figure 2.6.
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Figure 2.7 MQ2 Gas Sensor

2.8.2 Smart Home Security System Sensors

In the short term, more than 25 billion 10T devices are expected to be used
by businesses and consumers by 2021. Depending on the latest technology
available to improve home security and comfort and reduce energy consumption
[44]. Figure (2.7) [45]. It represents innovative home architecture consisting of

three-node sensors: node, internet, and users.

Service =

provider S ~:&

Figure 2.8 Smart home architecture

One of the most important that resonated on the horizon is the home
security system, which has developed rapidly in recent years[46]. [3]. Security
systems have become significantly advanced by integrating them with innovative
home technologies, including real-time sending and receiving of data via the
internet [47]. Some types of sensors used in smart home security systems:
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2.8.2.1 Radio Frequency ldentification (RFID)

RFID is a widely used technology for preserving and retrieving data based
on radio frequency. RFID techniques usually include RF tags, an RF reader, and
a database. RFID is used to automatically determine the identity of somebody or
thing from several millimeters to hundreds of meters. It is used in several areas,
including marketing and security, and is widely used in systems for opening and
closing doors and giving authorized access to specific users. The RFID tags have
unique identifiers (UIDs) that pass identification by the reader based on the
database [48]. A combination of RFID technology and computing technology is
called an RFID system. An RFID system consists of the following components:

1- RFID Reader

The reader, or an interrogator or scanner, exchanges RF data to and from the
tag through antennas. A reader may have multiple antennas that send and receive
radio waves. A reader informs the data processing system about the existence of
a tagged object. It consists of three main parts: control, high-frequency interface,
and antenna. Reading across a range of readers is affected by several factors.
Antenna gain, the frequency range, and the direction of the antenna. Readers
have four types: Read, read/write, fixed, and mobile.[49]. Figure (2.8) shows the

internal electronic circuit of the RFID.
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RF Signal
Generator

Microcontroller

Figure 2.9 RFID Reader electronic circuit
2- Transponder (Tags)

RFID Tags or Transponders It contains a microchip and an antenna (the chip
and the antenna are called TAG). The antenna allows the chip to transmit the
information to a reader after being powered by an RFID reader via radio waves.
The reader converts the radio waves mirrored from the RFID tag into digital

data. Figure (2.9) shows the internal electronic circuit of the RFID tag.

Rectifier Transponder

Figure 2.10 RFID tag electronic Circuit

There are many types of tags: active tags, passive tags, and semi-passive
tags; The passive tag's antenna will receive a signal when the reader sends
electromagnetic waves. The tag reflects the RF signal sent after adding the
information to the chip by modifying the reflected signal. Passive RFID tags are
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most commonly used for safety access, stock monitoring, and good tracking. The
active tag has a battery built-in. Generally, it ensures a more extended read range
than passive tags and is more costly compared to passive tags. The batteries need
to be replaced. Active tags are used for road tolls and asset tracking in larger
areas. but Semi-Passive Tags use a battery to keep memory inside the tag and
operate it in the same way as passive tags [50].

RFID technology is a sufficiently-prominent wireless application for
tracing and access management. RFID has become a unique product. It is used in
wide fields such as ticketing, passports, key systems, fees, etc. RFID benefits a
as low-cost tag system. The frequency range of RFID is represented in Table
2.1[51][52].

Table 2.1 The frequency range of RFID

Type Range Frequency Reading Range Application
LF 30-300 K Hz 125 kHz less than 10 cm Access control, tracking
Ticketing, Payment, Data
HF 3-30 MHz 13.56 MHz 10 cm-1.0 m transfer
UHF | 860-960 MHz | 900, 915MHz 1.0-12.0 m Rain RFID

MW | 2.4-6.8 GHz | 2.45,3.0 GHz Up to 100 m Industrial, Scientific, Medical

There are many types and models of RFID technology. The most
important one in the field of security for homes and other buildings is RC522
RFID 13.56MHz radio frequency reader module is designed to communicate
with RFID tags according to 1SO 14443A standard tags). The reader can connect
to a microcontroller over a 4-pin with a maximum data rate of 10 Mbps. It also
establishes communication over 12C and UART protocols. The method of
communication between the transmitter and the receiver is based on the radio
wave [53]. As shown in Figure (2.10).
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Figure 2.11 RFID-RC5

2.8.2.2 Ultra-Sonic Sensor

The ultrasonic sensor (HC-SR04) measures the distance between an
object and a sensor using a radio or sound wave. It is also called a transceiver. It
works like radar or sonar. The object's distance can be determined by calculating
the wave's actual time returned or reflected from this object, suitable for use
indoors and outdoors. The applications and their forms can be seen in Figure
(2.112).

Figure 2.12 Ultra-Sonic HC-SR04

The ultrasonic sensor detects distances ranging from 2 cm to 500 cm with
a 0.3 cm resolution. The voltage supply required by the sensor is 5V and littler
than the 2mA standby current. The ultrasonic sensor consists of ultrasonic
transmitters, a receiver, and a control circuit. This sensor measures distance by

sending an ultrasonic signal, receiving its echo, and then measuring the time
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between the two events, generating a waveform where the high time peak is
proportional to the distance. The transmitter of the ultrasonic sensor emits an
ultrasonic wave in one direction by launching the waves, and it starts timing. If it
meets a hitch on the way, the ultrasonic spreads in the air and returns
immediately [54]. The formula for distance measurement is expressed as seen in
the following equation (2.1):

Where D: is the measurement of distance

V: the velocity of ultrasonic spread in the air is 340 m/s.

t: time delay between wave emission and echo reception ()

D = 340t /2 oot ce oo et et ete e et ee vt e et ee e e e (2.2) [B5].

2.9 Face detection and recognition

Face detection and recognition are essential in today's biometric
authentication techniques. Facial recognition involves using the characteristics of
a face in biometric systems. Face recognition has two main steps: confirmation
and identification. Face identification denotes a 1. N problem that compares a
query face image with all the image templates in a face database.

The general term "face recognition" can be described in multiple
scenarios. The first is recognition or identification, and the second is
authentication or confirmation. People will initially be registered in the database.
Then, images are used as tests to match them with the photos in the gallery. In
the recognition process, the match is 1: N. This means that one image is
investigated against all previously-stored images to find the best approximation
with a value above a certain threshold. As for the authentication process, the
match will be 1:1. When entering the gallery, the image is matched to the
identity, and the required identity is taken for authentication if the matching

quality exceeds the threshold value.
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The recognition procedure is technically more complex than the
authentication scenario. One reason is that the probability of error is relatively
high. Another reason is that you have to scan and scrutinize the entire gallery in
every recognition process. Generally, two procedures associated with image
processing are face detection and face recognition, as shown in Figure 2.12. Face
detection is an essential initial step to selecting the boundary and extracting the
face part from the backdrop. The solution to the problem involves the division
and extraction of faces and perhaps facial features from an uncontrolled
environment. A face recognition operation involves achieving verification and
identification; this stage takes the investigation image extracted from the
background during the face detection step and compares it with an earlier
registered face database. Exploring for the closest matching images is then
executed to specify the most likely matched face. The final step of face
recognition is identification and verification. Identification compares a face with
more than one face to determine the most likely probability. Face verification
compares the test face with another known face in the database, resulting in
either being accepted as a known person or rejecting the face as a deception.
[56].
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Figure 2.13 Face detection and face recognition

2.10 Microcontroller

Programming embedded computers is a difficult task that should only be
undertaken by experienced individuals. Then, many institutions tried to make
this challenge effortless and available to all. The Arduino is one of the latest
innovations to make technology less complicated and more creative. Arduino is a
microcontroller platform that is based on simple software and hardware and has
an open source. Arduino Boards can read analog or digital inputs from sensors or
any data source and perform some actions after turning the data to the output,
like switching on an LED, starting an actuator, or broadcasting something online.
By uploading a group of commands to the microcontroller, you can tell your
board what to do. A programing language like C/C++ writes the instructions of
the Arduino language and uploads them by using an "Integrated development
environment (IDE)"[57].
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2.10.1 Arduino Uno

The Arduino Uno is a favorite and most used among other Arduino models; it
contains an ATmega328p microcontroller with 14 digital input/output pins
(analog pins are also possible to use as digital pins in some cases). Six pins from
14 digital pins can operate as PWM outputs, six as analog inputs, a 16 MHz
crystal oscillator, a power port, a reset button, an ICSP header, and a USB
connection. This board contains all the components needed to support the
microcontroller; it's ready to connect to a computer and program. This board can
be powered with an external battery or an AC-to-DC adapter [58] See figure
(2.13) [59].
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Figure 2.14 Arduino Uno

2.10.2 Uno R3-Atmega328p-Node MCU ESP8266 -USB-TTL
CH340G

The Arduino Uno Wi-Fi R3 AtMega328p+NodeMCU ESP8266 capacity
8 Megabyte Memory USB-TTL CH340G is a collection on a single electronic
chip that is the same as the Arduino UNO. The modules can work concurrently

or individually. Furthermore, each one has pins. It is the correct key for a new
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project needing Uno and Wi-Fi. You can modify sketches and firmware for
ATmega328 and ESP8266 through USB. For this purpose, there is a USB-serial
converter CH340G. It is a recent release of the traditional Arduino UNO R3
model. Modules can function together or separately, making the
microcontrollers the facility to connect sensors and actuators with high
efficiency. The new microcontroller compatible with Arduino UNO is a suitable
solution for designing the latest practical projects that demand Uno and Wi-Fi in

their design. For more details, see appendix A.
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Figure 2.15 Uno R3-Atmega328p-Node MCU ESP8266 -USB-TTL CH340G
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Chapter Three

Design and Implementation of Smart Home Automation System

3.1 Introduction

This chapter discusses the design and implementation of the smart home
automation system, which consists of several essential parts that reflect the
benefits they provide to homeowners' comfort. The first part is concerned with
the security of the home and ways to protect it from intruders and strangers. In
contrast, the second part maintains a suitable environment for living by
providing appropriate temperatures and humidity to fit the desires of persons in
the house and reduces energy consumption, and the third part ensures the safety
of everyone from the leakage of gases and smoke with a previous alert. These
parts have different methods and programming languages that help this system

integrate and work as a single system environment.

3.2 Proposed System Smart Home Automation

The proposed work aims to design and practically implement a smart
home automation system based on IoT and cloud computing. Fog computing
technology has been added as a new idea because of its many advantages. The
home is monitored and controlled through a Web application and text message
alerts. The programming languages used in this project are C, C Sharp (C#),
JSON, HTML, ASP.NET, React, Cascading Style Sheets (CSS), and MSSQL.

The proposed system can read sensor data such as temperature and
humidity and control the operation of heating or cooling devices according to the
climate inside the house based on the presence of persons only to reduce power
consumption, as well as measure the proportion of gas, fire, and smoke by

specific sensors distributed inside the house. The system is also able to monitor
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the security aspect of the house by opening the door for those authorized to enter
only and detecting intruders, whether from the door or window, and controlling
it manually or automatically at anytime from anywhere using the web

application. The block diagram for the overall system is shown in Figure (3.1).
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Figure 3.1 Schematic of smart home automation system

The proposed system design can also be applied to a group of homes, where they
are directly linked to one cloud and a web application for more than one user. As
shown in Figure (3.2).
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Figure 3.2 Schematic For a group of smart homes

3.3 Overall System Description

Since Wi-Fi is so widely used, there is no need to complicate things by using
additional devices, thus Wi-Fi technology has been used to link smart home
gadgets. Wi-Fi takes matters into its own hands regarding simplicity. Four parts
make up the proposed system: an interior unit, an outdoor unit, a broker unit
(fog computing), and a cloud computing unit. A web application is used to
monitor and manage the system.

The indoor unit consists of sensors such as (DHT11, MQ2, Ultra-Sonic_, relays,
actuators such as (Cooling LED, Heating LED, and Fan) and Arduino UNO to
collect the data and then send it to the broker node, and the indoor camera is
connected directly to the broker node.

The outdoor units consist of RFID, push-button, relays, door locks, and MCU-
ATmega328P to collect the data and send it to the broker node, and an outdoor
camera connected directly to the broker node. The broker collects data from all
sensors after analyzing, processing, storing it, displaying it on the computer

screen, and then sending the information to the cloud for display on the
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Graphical User Interface (GUI) via Wi-Fi. The GUI is used to monitor and
control the system manually or automatically. The user receives data during the
observation period. The system will be described according to the characteristics
common to the units. Figure (3.3) shows the smart home system components.

Figure (3.4) depicts the completed demo Smart Home system.

- —
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Arduino Uno Indoor Cam

MQ2 Power supply
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328P

ATy
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Figure 3.3 Smart Home system components
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Figure 3.4 Constructed demo of Smart home

3.3.1 Sensors

This unit is an integral part of smart home automation systems such as
temperature and humidity sensors, microwave motion sensor, Ultra-Sonic
sensor, gas ssensors and RFID. Their purpose is to provide as much detail as

possible about home conditions.

1- DHT11 Sensor

DHT11 Is used to measure the temperature and humidity inside the house. This
data helps control heating and cooling systems, save energy, and create a suitable
living environment inside the home. As shown in Figures (3.5) and (3.6).
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Figure 3.6 Temperature and Humidity Sensor DHT11

2- Microwave Motion Sensor
This type of motion detector can detect an area with a diameter of 360 and a
distance of 1-8 meters, ranging from 2 seconds to 12 minutes. It is suitable for
the living room and can control heating and cooling devices. The motion
detection system works with DHT11 to measure temperatures, and accordingly,
the fog decides whether to turn on the air conditioning or not. As shown in

Figure 3.7
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Figure 3.7 Microwave motion sensor

3- MQ2 Sensor
It is necessary to monitor the gas leakage, the amount of smoke in case of a fire,
carbon dioxide, and other toxic gases. The system makes use of a gas sensor
(MQ2) that can detect smoke and flammable gases at concentrations ranging
from 300 to 10,000 ppm. Figure (3.8) shows how to practically connect with the
Arduino UNO microcontroller and Figure (3.9) shows how to connect it to the

proposed system.

Figure 3.8 MQ2 connection with Arduino UNO
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Figure 3.9 Gas sensor MQ2
4- Ultra-Sonic Sensor (HC-SR04)

An ultrasonic sensor (HC-SR04) has been used to measure the real distance
between the sensor and objects, to secure the home from thieves and robbers,
and keep the doors and windows under continual observation. As a result, it
keeps track of any instances when this distance changes as a result of opening a
door or window. It is attached to the house's camera. to alert the homeowner in
case of a security breach. Figure (3.10) below shows the electronic circuit for
the Ultra-Sonic sensors and buzzer alert connected with the Arduino Uno.

Figure (3.11) represents the design of the sensor.
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Figure 3.10 Circuit of Ultra-Sonic sensors and buzzer connected with
Arduino UNO

Figure 3.11 Ultra-Sonic Sensor
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5- RFID-RC522

This technology was used as part of the outdoor unit, which allows tag holders in
the system to enter the house. The door will be opened automatically when the
card is known, and its data is registered in the system. As shown in Figures
(3.12) and (3.13)

® RFID-RC522 9

Figure 3.12 RFID connected with MCU-ATmega328P

Figure 3.13 RFID Reader
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3.3.2 Power Supply
DC-DC Buck Converter Step-down, 12V to 5V, 2A power, A voltage

source was used to feed the devices in this system due to the significant need for
a 5-volt voltage source for many sensors and relays and a 12-volt source for

other purposes. As shown in Figure (3.14)
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Figure 3.14 Buck Converter DC-DC Step-down

If an auxiliary power supply is needed in the proposed system, there are many
ways to supply this, such as a DC battery, an AC adapter, a rechargeable battery,

etc.

3.3.3 Control unit

The microcontroller is the main element to which almost all sensors and
relays are connected. On the other hand, it transmits the sensor's readings and the
status of different devices to the broker node. This system makes use of the
following microcontrollers:

o Arduino UNO

This part connects all the sensors in the indoor unit for the house. such as
DHT11, MQ2, Ultra-Sonic motion sensors, and relays. On the other hand, it
transmits sensor readings and other devices to the broker node to be displayed in

the fog node and then, via Wi-Fi, transmitted to the cloud and from there to the
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web application. Arduino Uno is programmed using an integrated development
environment (IDE), which is based on the C/C++ coding language. Appendix (d-
1) refers to the Environment System's running software.

o Uno R3-Atmega328p-MCU ESP8266 -USB-TTL CH340G

The main components of this part are RFIDs and relays connected to them. On
the other hand, it transmits the readings of the sensor and other devices to the fog
node to control the opening and closing of the door based on the permission of
the person to enter. (IDE) is used to program (Uno R3-Atmega328p-MCU
ESP8266-USB-TTL CH340G), which is based on the C/C++ language. The
operating program for door access based on RFID is referred to in Appendix
(d.2).

3.3.4 Relays

The 2-line relay shield connects with the Arduino Uno and waits for the
activation signal from the controller to operate devices connected to it; each
relay is responsible for one task. These tasks and the Arduino pins are shown in
Table 3.1. The shield is 5 volts powered by the Arduino or by an external source.
Figure 3.15 shows another 2-line connected to an Uno R3-Atmega328p to
operate the solenoid door lock for the outdoor unit.

Table 3.1 Relay Shield pins and Microcontroller pins

Board Type Pin No. | Relay No. Description
MCU-ATmega328P 4 1 Main Door Lock
MCU-ATmega328P 5 2 Garage Door (Future Work)

Arduino Uno 9 3 Ventilation Fan ON
Arduino Uno 10 4 Cooling LED ON
Arduino Uno 6 5 Heating LED ON
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Figure 3.15 Door lock Relay connection

3.3.5 Actuators

This part represents the practical and applied side of the system, which
means the output of the sensors and other mechanisms. For example, when
temperatures rise above a threshold value, the cooling system will work, and so

on.
3.3.5.1 Bush Button

Typically, push buttons are used in electrical circuits to switch on a
component or transfer signals to a microcontroller when depressed., as shown in
figure (3.16). The pins on the same side are connected when the button is
pressed. Push buttons can act as switches. This switch is combined with an LED
light; the LED can only be on while the button is pressed. Through this button,
you can log in via the camera, and it also has another use, it activates a mic to

record the voices of people at the door.
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Figure 3.16 Bush Button

3.3.5.2 Solenoid Door Lock

This lock will operate based on the instructions from the microcontroller,
which allows the door to be opened by authorized persons or manually by the
owner. This lock works well. It works with 12 volts, is fast in response, and is

tight. As shown in Figure (3.17)

& ;7/
\F,/ v 7

Figure 3.17 Solenoid Door Lock
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3.3.5.3 Buzzer
A small device that serves as a warning siren is used in the event of an
intrusion into the house through a window or door. It has been practically linked

with the ultrasonic sensor system.

3.3.5.4 Ventilation Fan
The indoor unit of the house is hooked up to a ventilation fan that works

based on a gas sensor to let the air out if toxic or flammable gases start to leak.

3.3.6 Surveillance and Security

This part is for the security side of the house, which consists of
surveillance cameras, consisting of two external and internal cameras. (USB-
Webcam RAPOO C200) has been used inside and outside the home. To monitor
the house from the inside and take photos if an intrusion happens into the place
through the door or window. In contrast, the external camera will enable
authorized persons to enter the house after recognizing them and verifying their
identities using face detection and recognition technology. Also send photos for
persons, whether they are trusted or not, to be displayed in the user interface. As

shown in figure (3.18), appendix B for more details.

Figure 3.18 USB-Webcam RAPOO C200
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3.3.5 Broker (Fog Computing)

It is correct to call it the local processing unit, which will work like the
cloud but close to the peripherals. The application that connects all peripheral
devices, actuators, sensors, microcontrollers, and cameras with cloud computing
Is designed in the C # language.

The tasks performed by this part of the system are as follows:
1- analyze, process, store, and present all the readings from the sensors, and
send the readings to the cloud and from the cloud to the graphical user
interface (GUI) to be monitored and controlled, such as (Temperature,

Humidity, Gases, Distance).

N
1

The cameras are connected directly to the local server, so live photos are

sent to the cloud and the homeowner right away.

w
1

Through it, persons authorized to enter are added or deleted with ease by

saving a previous image of the person authorized to enter.

N
1

Receive the voice recording of the owner if there is a person at the door
asking for permission to enter through the microphone and vice versa

5- The previous conditions can be changed programmatically via the C#
language

6- The main entrance door can be opened manually through the Fog node

3.3.6 System Cloud Design

The goal of the cloud design is to collect data from different sensors such
as temperature, humidity, gas, and smoke quantity and access it from anywhere
and at any time through a web application. The devices can be controlled and
home monitored through surveillance cameras and data storage The cloud
consists of three main parts that are important in the design of a cloud system:
client-side, server-side, and database-side. The client side displays data through a

graphic user interface (GUI) consisting of two parts: the back end and the front
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end. ASP.net Core and HTMLS5 have designed the back end, while the front end
was created using many languages such as HTML5, React, and CSS. The server
side provides information to the client side by collecting it from the database
side or vice versa. The ASP Smarter.net server was used for this task. On the
database side, MSSQL stores information from sensors and devices and displays
it to the user on demand.

An SSL layer certificate protects the web application. The user can enter the site
securely via HTTPS protocol and log in with a password to maintain the security
of the transmitted information using the RSA algorithm. The RSA algorithm is
one of the asymmetric cryptography techniques that have two keys the public
key used for encryption and the private key techniques to make the process
decryption [60]. One design feature is its high flexibility because the process of

control provides the user with manual or automatic control using the website.

3.4 System operation

The suggested system is comprised of two components: the environmental

system and the security system. Each area has its unique scenario:

3.4.1 Environment System

The temperature, humidity, and other factors like the amount of gas leaks,
smoke, fires, etc., the system will create the ideal atmosphere for those within
the home in this section.

I.  Starting with the endpoint's sensors, the endpoint gathers sensor data and
compares it to threshold values previously set in the Arduino Uno's
memory to make decisions on how to operate the devices connected to
each reading.

Ii.  Once all tasks have been completed, the data may be transferred to the

broker via a USB cord. to use the application to show the data on the
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iv.

Vi.

Vii.

computer's screen (local server). The C# language is the primary tool used
to display and modify data

The broker node uses Wi-Fi to transmit packet data from sensing nodes to
the cloud. Keeping data safe across internet connections using the HTTPS
Protocol

There are alerts sent directly from Fog Computing to the homeowner in
case of abnormal readings, such as the sensor that detects harmful gases,
which may cause disasters. Alerts are sent through the Telegram
application by using the Bot API platform to send text messages to the
owner through a Wi-Fi that is connected to the internet immediately when
a gas leak or fire occurs.

All readings will be stored in the cloud through the database MSSQL, then
displayed over the GUI.

When the user opens the web page with a secure username and password,
they can see how the house is doing in terms of temperature, humidity,
different gases, and previous readings. This is done through a simple and
easy-to-use user interface.

The following flow chart describes the entire environment system in
Figure (3.19) for the end node part and Figure (3.20) for the broker and

cloud part.
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Figure 3.19 End node system operation Flow chart
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3.4.2 Security System

The most important part is the protection and security of the home, which is

the part that is done in monitoring and controlling the entry of authorized

persons and the detection of strangers and intruders.

First, the person asked to enter the house will press the button to activate
the camera. The camera will start taking photos and send them
immediately to the fog computer, which will send the path of the images
in Base 64 format with a unique code encrypted with APl KEY and API
Script keys over HTTPS to the FACE++ API application. After detecting
and recognizing the face, the photo will be processed with the images
previously stored on the computer. It sends the result of whether the
person is reliable or not.

Then, after the broker node receives the data from the Face++ API
application as a JSON array, it will convert the format of String JSON to
Object JSON and compare the result with the fog condition that must be
greater than 85% as a comparison ratio rate. The broker will analyze the
data and send it to the final node as a packet. A packet received at the end
node will carry the control data to the node. Fog automatically sends a
request to the MCU-ATmega328P to open the door via WIFIL. The
controller will instruct the relay to be in the normally open mode to open
the door for the authorized person to enter. The door will open for no more
than several seconds and then lock again as a kind of protection to ensure
that the door is locked after people enter.

If the person was not detected in the system, the comparison rate was less
than 85 percent, or there was no previous data, the door would stay locked
and an instant snapshot of the stranger would be transmitted from the fog

to the cloud and then to the GUI. Additionally, a text message will be
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iv.

delivered immediately through the Telegram app. The homeowner may
communicate with the person via loudspeaker, while the individual can
converse with the homeowner using the camera's microphone. The
homeowner may manually unlock the door using the online application.
Another feature is to enter the house via the pre-defined RFIDs in the
cloud, where the holders of the defined tags can enter the house with the
exact mechanism as in the images. It is possible to add new tags and delete
stolen or lost cards with ease through the graphic user interface or the web
application.

The ultrasonic sensor has been placed inside the house concerning the
door and window security system. When the door or window is broken,
the protection system will work when the signal is sent from the Arduino
UNO via USB to the local computer, calculating the distance with the pre-
set distance as a threshold value. The buzzer will deliver a warning when
someone cuts off the signal; it will then transmit the data to the fog. After
processing and analysis, the camera will activate and start capturing
images and sending them to the cloud, from where they will be visible on
the web page immediately and with less response time. At the same time,
an alert message will be sent to the homeowner as a Telegram message

stating that there has been a security breach in the house.

For this system not to be a nuisance or create concern for the homeowner,

consideration has been given to the people that the system can recognize. When

the owners enter their houses, the security system will wait sixty seconds to

ensure that outsiders and intruders are detected upon admission. In other words,

when a recognized person enters a residence, the ultrasonic sensor system is

deactivated for sixty seconds.

The following flowchart describes the whole security system: Figure (3.21)

For the RFID portion and the admission of allowed individuals, Figure (3.22),
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for the camera portion and the access of individuals using face detection and
recognition technology, and Figure (3.23) The security system for both the

window and the door based on the internal camera.
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Figure 3.21 Access permission using RFID
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Chapter Four

Results and Discussion

4.1 Introduction

In this chapter, the smart home automation system will be presented and
discussed from several aspects to show the positive characteristics and
improvements provided by the proposed system. The system consists of four
main parts: indoor and outdoor units; a broker (FOG), and a cloud (GUI) web
application. So, the system's results will be talked about from the point of view

of each unit.

4.2 Description of user interfaces for monitoring and controlling

It is possible to monitor and control the home through the user interface of
a local computer, which is part of the system as a broker between end nodes and
the cloud. At the same time, it is a means of monitoring and control to display
the reading of all sensors, including Ultra-Sonic distance, temperature, humidity,
and gas, and smoke percentage, as shown in figure (4.1). Indoor and outdoor

surveillance cameras as shown in figure (4.2).
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Figure 4.2 Indoor and Outdoor Surveillance Cameras from Fog Node

The home can also be monitored and controlled through a graphical user
interface to show the measured sensor values sent by the broker node. The GUI

consists of four parts: the login page, monitoring sensors values page, RFID list,
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and security page. The first part is (login) using the username and password as
shown in figure (4.3); the second part is the values, which display sensors'
readings in real-time. The third part is the RFID tags registration, which displays
the pre-defined tags and the possibility of deleting and adding tags. The fourth
part is the media, which monitors people's entry upon each entry process. Also,

it is possible to create a voice call, as shown in figure (4.4).

¢ oo b —ggmmmmHTTPS://anwer.mi:1011 — g

Login
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Figure 4.3 GUI Login page
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Figure 4.4 GUI Sensors reading, RFID list, and indoor/outdoor cameras

4.3 The Results from The Indoor Unit Perspective

The indoor part of the house is concerned with all issues related to living,
whether it is in providing the appropriate environment and controlling the
temperatures according to the user's desire, or in securing the owners of the
house from the leakage of gases, smoke, and fires, or in protecting the home
from intruders and burglars. and power consumption. All of these aspects will be

tested and presented with their practical results.

4.3.1 Temperature and Humidity

The proposed temperature and humidity systems will work based on the
presence of people in the place only to reduce electrical energy consumption and
turn off the devices when there is no one in the area. In case there are people in

the room; the system will check the room's temperature; if it is greater than 32°C
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or the humidity is greater than 70%, the cooling system will work and stop only
when the temperature becomes less than 30°C and the humidity is 60%. These
percentages are not fixed and can change according to users' needs. This
condition will be executed automatically without human intervention, as shown
in figure (4.5). The temperature reading will also be displayed in the program
interface on the broker (Fog) computer screen, then sent directly to the cloud and
from there to the graphical user interface to be displayed in real-time in the web

application, as shown in figures (4.6) and (4.7).

Figure 4.5 Temperature More than 32 °C
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The measured temperatures were calibrated from the DHT11 temperature sensor
in the proposed system with the (Fluke 59 MAX/59 MAX+) Infrared

Thermometer device. The results were very close with a small error rate, as
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shown in figure (4.8). The percent error calculator equals 0.07886 % error. As

the equation below:

A imate—E .
Percentage Error = | pprox;t:z: U 100 7 oo 4.1)

For more information on the specifications of this device, see appendix C.
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Figure 4.8 Temperature calibration results

4.3.2 LPG, CO, and Smoke Detection

Liquid petroleum gas (LPG), carbon monoxide, and smoke are considered
dangerous gases, and warning about them and treating them in advance is very
important. So, when these gases are in specific proportions, the ventilation fan
will automatically work, as shown in the following figure (4.9). A warning
message will be sent via Telegram to the personal account of the homeowner, as
shown in Figure 4.10. In all cases, the readings for all these percentages will be

displayed in the fog user interface and GUI as in figures (4.11) and (4.12).

63



Chapter Four

Results and Discussion

Figure 4.9 ventilation fan automatically working
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4.3.3 Main Door and Windows Security System

To protect the home from intruders and burglars, the proposed system
secures the place with Ultra-Sonic sensors located on both the door and
windows. When an object cuts off the waves, the alarm will sound immediately,
after which an alert message will be sent via the Telegram app, stating that there
IS a security breach, as shown in figure (4.13). The second step will send instant
photos through the indoor camera from the Broker (Fog) as shown in figure
(4.14) and from there to the cloud to be displayed in the graphical user interface
GUI as shown in figure (4.15). The homeowner can monitor the distance reading

of the ultrasonic sensor through the web application, as shown in figure (4.16).
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Figure 4.13 Alarm detected intruder inside the home
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application

4.4 Result from the Outdoor part perspective

This part of the proposed system is concerned with the procedures for entering
the home by authorized or unauthorized persons. This part will test the different
ways to get in, with two of them being automatic and the other being done

manually.
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4.4.1 Access permission using RFID

By using RFID tags and pre-defining cards in the cloud, anyone who has
the registered tag can enter by placing the tag near the RFID, and the door will
open automatically, as shown in figure (4.17). There is also the possibility to
delete lost or stolen tags from the web application easily, as in figure (4.18).
Another approach is that, through the program in Fog's computer, unknown or
known tags can be read-alike, as in figure (4.19).

—

. L — 1
Door Unlock

Figure 4.17 Opening the door with the registered tag
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4.4.2 Access Permission using Face detection and recognition
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Initially, pre-images are saved for all family members on the broker's
computer, as a database for verification, for one time only, as they are stored in a
specific folder on the computer. When you press the button at the door, the
camera will open directly and start to take a picture of the person after
processing and matching the photo with the previous photo. When the
authentication occurs, and the percentage of matching is 85%, enough to verify
the person's identity, the door will open automatically, as shown in figure (4.20).
At any rate, less than the specified percentage does not open the door to anyone
who does not have prior information. At the same time, the system will send a
warning message via Telegram as a notification of an unreliable login attempt.
Each time an authorized or unauthorized person accesses the system, the photo

will be stored and shown in the fog, then directly uploaded to the cloud and
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Figure 4.20 opening the door with based on face detection and recognition
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There is the possibility of updating members' data and deleting or adding a new
person by simply removing or adding the photo of the person concerned from the
folder.

4.4.3 Access Permission Using Mic and Speaker

For the entry of visitors and persons known to the homeowner, anyone
with no prior data in the system can use the Mic button to speak directly to the
homeowner as a voice call. The homeowner can receive the call through the web
application. The homeowner could open the door manually through the web

application as well. as shown in figure (4.23).
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Figure 4.23 Opening the Door Manually

The table 4.1 represents the time Response for access Permission for the main

door of the home by different methods:

Table 4.1 Time Response for access Permission

Access Mode | Testl Test2 Test3 Test4
Manually 1.65 Sec 2 Sec 1.74 sec 1.86 sec
(Fog)

Manually 4.37 sec 4.25 Sec 3.33 Sec 2.93 Sec
(Cloud)

RFID Tag 3 Sec 2.66 Sec 2.39 Sec 3.1 Sec
Camera 4.05 Sec 3.055 Sec 2.25 Sec 3.055 Sec

Table 4.2 shows the comparison between our proposed system and the system
presented by Musaddak M. Abdul Zahra et al.2020 [8]. Many enhancements
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have been added concerning security and the environment, as will be

summarized in the following table.

Table 4.2 Summarize the comparison between the two systems

The Proposed System Related work[8]

Automatic monitoring for Sensor|automatic monitoring of sensor
readings such as (Temperature,|readings such as (Temperature,
Humidity, gas, and Smoke) and| Humidity, gas, and Smoke)

control for home appliances

Telegram Urgent Notifications for| GSM SMS Notifications

Security & Environment requirement

Capture images in case of Intrusion| Live Video using Wi-Fi Camera
or authorized or unauthorized access| without notifications

with Telegram notifications

Access to home by using face| Not support

detection and recognition and RFID

Keeping the door and window under | Door only by PIR
monitoring by the indoor and

outdoor camera and Ultra-Sonic

Power consumption By Motion| Not support
Sensor, DHT11

Table 4.3 shows the test results of face recognition where 7 participants were
taken to perform the test to find out the success rate. 10 trials were carried out
per person. The test was conducted on 5 well-known participants, including the

owner, and 2 unknown participants:
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Table 4.3 results of face recognition

Participants No. of Trials RFID, Success Rate (%) | Camera, Success Rate (%)

Userl 10 100 100
User2 10 100 100
User3 10 100 100
User4 10 90 100
Users 10 100 90

Unknown 10 100 100
Unknown 10 100 100

Average success rate =

_ 2100 + 100 + 80 + 80 + 90 + 100 + 100

> Success of Each Participant y

No.of Participants

x 100

7

Average success rate =98.57 %

Table 4.4 below represents a comparison between the techniques used in

face detection and recognition with the percentage of accuracy for previous

works and the proposed system:

Table 4.4 Comparison with other Algorithms:

Research Papers Algorithm System Accuracy (%)
Pawar et al 2018 [61] LBP 80

Gunawan et al. 2017[62] PCA, Eigenface 90

Dhobale et al. [5] 2020[63] | LBP 80-90

Mohi Uddin et al 2020[64] | Haar Cascade, LBPH | 92.86

The proposed system F++ API 98.57
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4.5 Discussion

St

udies and research on smart home automation have shown that there are a

lot of problems, which helped this proposed system show how to solve the most

impo
1-

rtant problems in this field.
Building a system that can inform the owner of any security breach in real
time. The proposed approach focuses on this issue by using a server close
to 10T devices to handle receiving, analyzing, and processing the data as a
broker between the embedded devices on one side and the cloud server on
the other side (fog computing). There are several advantages to using fog
computing technology. In addition to reducing latency, it is possible to
store and encrypt data before sending it to the cloud as a protection system
that maintains the security of the transmitted data using the latest data
encryption methods and keeps sensitive data near the end node, reducing
the cost of reserving storage spaces in the cloud.
Homeowners face many problems and security threats if their RFID cards
are lost or stolen. So, it makes sense to be able to quickly delete trusted
tags or add new ones from the web application interface.
Ease of use and flexibility in changing the permission to enter the house
manually and automatically from the local computer and cloud, whether
adding or deleting defined people such as photos or RFID tags.
The door can be opened for a trusted person for 5 seconds and then closed
automatically. This way, if the person forgets to close the door behind him
Alerts are sent only in emergencies to reduce the inconvenience to the
homeowner
The system is designed to send alerts via Telegram in the event of a
broken door or window or only in the event of a gas leak and make the

system work automatically without human intervention.
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7-

O-

The system is designed to reduce energy consumption and, at the same
time, maintain a suitable atmosphere for homeowners, using a motion
detection sensor with a temperature and humidity sensor

There is a case observed. To the results, if you set the temperature sensor
to a specific value and make the air conditioner or heating system run at
that temperature, there will be a fluctuation in the performance of the
devices at this temperature, which is an unstable point; Consequently, the
air conditioning or heater will work intermittently when the system
reaches this point, so this state has been addressed by allocating two
threshold value points.

The equipment for the designed system with the price for each piece is

shown in table 4.5 below:

Table 4.5 Number of the equipment for the designed system with the price

No. Part Quantity Price in $ Total price
1 DHT11 Sensor 1 5 5
2 MQ2 Sensor 1 3.95 3.95
3 Ultra-Sonic Sensor HC-SR04 2 0.78 1.56
4 Microwave motion sensor 1 3.69 3.69
RFID-RC522 1 1.13 1.13
6 Buck Converter-Step-down, 12V LM2596 1 5.75 5.75
7 Arduino Uno 1 9.41 9.41
Uno R3-Atmega328p-MCU
8 ESP8266 1 7.98 7.98
9 Relay HL-52S 3 1.25 3.75
10 Momentary Pushbutton Switch 1 0.45 0.45
TMBO09AO03 3V Integrated Active buzzer sound
11 1 1.69 1.69
12 Solenoid Door Lock 1 10.95 10.95
13 BLDC FAN 12V 1 151 151
14 USB-Webcam RAPOO C200 2 19.98 39.96
16 Total 73.52 96.78
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3.5 Features of the System

The following is a description of the proposed system features:

1.
2.

Instantaneous observation and management.

Sensor values and data can be displayed on web applications at any time,
anywhere.

Both manual and automated control are supported by the design system.
By regulating the temperature within the home, the system created an
atmosphere that was suited for living comfortably.

The system contributed to reducing electrical energy consumption through
the operation of air conditioners in the presence of humans only through
the use of a motion sensor with a DHT11 sensor.

The system protects the house from flames and toxic gases using a
ventilation fan and pre-warnings.

The system is flexible in terms of adding authorized people to enter or
delete them, such as RFID Tags and Photos, with ease through a simple
user interface suitable for everyone.

Three security systems were installed to allow entry to the home through
the camera, RFID, microphone, and speaker to identify the individual.

The online application is protected with a login and password, as well as
HTTPS protocols.
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Chapter Five

Conclusion and Future Works

5.1 Conclusion

This thesis presents the design and implementation of a home automation

system using cloud computing based on enhancing security and the environment.

The conclusion may be drawn from the following points:

1-

The implemented system can display different sensor values (temperature,
humidity, distance from window and door, LPG gas level, smoke level,
and CO) locally from the broker's computer user interface and remotely
from the GUI.

Without human assistance, the whole system may be operated
automatically within the home, for instance, by managing the ventilation
fan, cooling, and heating devices based on the temperature, humidity,
gases, smoke, and carbon dioxide levels.

The user can use a mobile phone, a tablet, or a personal computer to get to
the web application panel.

The system makes use of a Wi-Fi network, which allows wireless
connections between two or more devices for data exchange. A lot of
users today utilize it on a variety of devices, including PCs, laptops,
cameras, numerous home appliances, cell phones, etc.

In case of a leakage of toxic or flammable gases, fire, or smoke, the
system will directly turn on the ventilation fan and send a telegram
message. Installing a fire extinguishing system is possible.

The system contributed to reducing electrical energy consumption by

linking the work of heating and cooling devices with the motion sensor.
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So, the devices won't work unless the allocated temperature is met and
some people are present.

There are three methods to unlock the entrance to the house: the first uses
facial detection and recognition technology, RFID technology and
manually operates the third approach is via the web application, the fog
computer's user interface.

The system takes photographs and sends them immediately to the
application, notifying the homeowner only in the case of a security breach
via a door or window by text messages through the Telegram app

The system is characterized by ease of use and flexibility in deleting and
adding RFID cards through the web page described in the fourth chapter.
and the ability to delete and add personal photos to the system database

from the fog computer.
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5.2 Future Works

It is possible to make some improvements and additions to the proposed

system using some modern technologies, which may contribute to reducing costs

or adding convenience and safety in a wider and more reliable way. There are

still many ideas and applications on the way to development regarding

automated smart homes. We will mention some of these ideas:

1-

Increasing home security and reliable access by adding voice and iris
recognition systems to household members Recognize Iris-based solutions
as the most accurate modern security technology. It has been largely used
for identity authentication, as it has been used to control access at doors
and entrances

It is expected that the satellite Internet service, especially the Star Link
company, will be launched in multiple places, so the idea of transmitting
data between the fog and the cloud through it is a good idea in terms of
service stability and data transfer, which reaches nearly 300 Mbit/s and
real-time transmission plus information security.

The system can be developed to include the garage door and automatically
unlock it based on the car plate number and color pre-set in the system.
Based on occupancy sensors, we aspire to design a system for turning
on/off air conditioners inside the sleeping room, where persons are present
without movement during sleep, and thus to ensure that the various
devices continue to operate during sleep.

Added more control options to the web application. For example, buttons
or voice commands to operate various home appliances such as TV,
music, heating, cooling, etc. Which can serve the elderly, the disabled, and

children

82



Chapter Five Conclusion and Future Works

6- Replacing the fog computer with an (Intel NUC) that is small in size, high
In processing capabilities, and at an affordable price is a successful option
for the home computer.

7- Distributing the powers of automation and control to the members of the
house according to the needs of the person, for example, making the
control of some household appliances under the control of the parents and

other important matters.
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Appendices

Appendix A

Uno Wi-Fi R3 AtMega328p+NodeMCU ESP8266 capacity 8 Megabyte
Memory USB-TTL CH340G




A-1

1 2 3 4 5 b 7 H
CH340 connect to
ESPB266 (upload OFF OFF OFF OFF O OM O MNollSE
cketch)
CH340 connect to

e OFF OFF OFF OFF O OM OFF MallSE
ESPE26E (connect)

CH340 connect to
ATmega3 2B (upload OFF OFF OM OM OFF OFF OFF MolISE
sketch)

Mega32B+ESPB266 oM oM OFF CHFF OFF OFF OFF MallSE

All modules work

OFF OFF OFF OFF OFF OFF OFF MolUSE
independent

After choosing the mode of the board can proceed to setting up the IDE

Itis important that when the ESPB266 module is programming, it is necessary to press the button “ESP Reboot”




Appendix B
USB-Webcam RAPOO C200

Main features;

1. 720 full HD;

It adapts high-definition phatosensitive chip, with -ayer coating lens, supports 1280%720 resalution, and the maximum frame rate s 30
frames.

2.100° wide-angle viewing angle;

3. Omnidirectional dual naise reduction microphone;

It can receive a range of about 3 meters, and the calis clear and stable.

4, 360° horizontal rotation;

It can be rotated 360° horizontally, and the upper and lower viewing angles can be adjusted fresly within a specific angle to mest different
framing compositions.

5. Adjustable base;

Adapt to various sizes of monitors, can be placed flat or hung, can also be equipped with a tripod (this product does not include a tripod)
6. Support multiple systems and platforms

Windows 7/8/10 or higher, Mac 05 X 10.6 or higher, Chrome 05, Android 5.0 or higher

Package Including

1* Wehcam (Comes with original box)

1* User Manual

1+USB




Appendix C

Fluke 59 MAX/59 MAX+

Fluke 59 MAX/59 MAX+

Infrared Thermometer
Fits your budget. Fits your job.

With 65 years of expertise as the leader in the test tools

in , Fluke MAX and 59 MAX+ IR
th ometers with the precision you need to do your job
accurately and within your budget, Designed to withstand
a1 meter drop, you can count on these lightweight,
compact IR thermometers to work when you need them,

Technical Data

Product highlights

» Prectse laser technology for
more accurate and repeatable
measurements

¢ Large, easy-to-read backlit
LCD display for easy viewing

* Small and lightweight design
fits easily fits into your tool box

« P40 rated for extra protection

« 10:1 Distance to Spot ratio,
59 MAX+ (8:1 Distance to
Spot ratio, 59 MAX)

« Displays the minimum, maxi-
mum or average temperature,
or the difference between
two measurements

« Hiand Lo alarms for rapid
display of measurements
outside the limits

* Powered by one (1] AA
batery

* One yearwarranty




Acruracy [Calihration
geometry with

-30 G 10 350 °C |22 “Flo 662 ‘R -30°C w0 500 T {22 ‘Fwild ‘n

ambient temperature
@Y |spcwor  tiv  |swteon i
232 T +40For+20%ef | 232°F: + 30 "Fort 1| 5% o
resading, wiicheveris reading, whichever &
A Er greater
< 14T t60F <14 F; t 60 °F
Resg rime |88 %) | <500 ms {35 % of reading) < 800ms {35 % of reading)
Spectral reaponse 8 pm o 14 pm
Emissivity 0010 80 1.00
Distance o spot ratio | 8:1 101
| calolated 2180 % & nergy) ol ged a1 00 % energy)

Display resclution LITP2T

Tepestshility £1.0 % of resding or £10°C 0.8 % o reading or £1.0°C

o of reading) |20 F), whichever i gmater (2.0 “FL whichever i greaer
[Gomerslspectistons 0000000 ]
Power 1 AL IBC LAOG Battery

Batter lifs 12 hours winth baser and backdight on

Walght 230 g (776 cx)

Sim 1158 x 80 S0y mm .14 x3.15 x 3) mches

Operating temperature | 0 °C 0 50 T |32 "Fra 122 °F)

Starage temy -20°C 1o +80°C 4T o 140°FL {withom banery)

I g humidity 10 % w0 90 % AH non g @ 30°C @6 T

Operating ahtinde 2000 meters above mean sea kel

Starage altitude 12000 meters abons mean s bewsl

Drop teat 1m
[swoyspoctieasions 0000000000000 ]
Ingress protedion P40 per IEC 60529

rating

Vibration and shock IEC 63-2-6 25 ¢ 100 200 He, [EC 63-2-27,. 50 ¢ 11 n8

Complisncs ENIEC 61010-1

Laser safety FDA and EN §0825-1 Class B

Elsctromagnetic 61328-1 EN 81328-2

eompaibiliy

1 Nube Coporation Mule 55 MALES MAK+ Indnmd Thamometer

C-2




Appendix D

D-1. Environment System:
#include <MQ2.h>

int Analog_Input = 1;

int Ipg, co, smoke;

MQ2 mqg2(Analog_ Input);

#include "DHT.h"

#define DHTPIN 8

#define DHTTYPE DHT11 //DHT 11
DHT dht(DHTPIN, DHTTYPE);

int pirPin = 7;
int pirStat = 0;

int countt = 0O;

#define echoPin 2
#define trigPin 3
#define echoPin2 4
#define trigPin2 5
long duration;

int distance;

long duration2;

int distance2;

void setup() {
pinMode(trigPin, OUTPUT));




pinMode(echoPin, INPUT);
pinMode(trigPin2, OUTPUT);
pinMode(echoPin2, INPUT);,
pinMode(12, OUTPUT);
Serial.begin(9600);
dht.begin();
pinMode(pirPin, INPUT);
pinMode(9, OUTPUT);
pinMode(10, OUTPUT);
pinMode(6, OUTPUT);
mg_2.begin();
digitalWrite(9, HIGH);
digitalWrite(10, HIGH);
digitalWrite(6, HIGH);

}
String str =""";

void loop() {
str =",
delay(100);

digitalWrite(trigPin, LOW);
delayMicroseconds(2);
digitalWrite(trigPin, HIGH);
delayMicroseconds(10);
digitalWrite(trigPin, LOW);,
duration = pulseln(echoPin, HIGH);
distance = duration * 0.034 / 2;




str += (distance);

str+=(",");

digitalWrite(trigPin2, LOW);
delayMicroseconds(2);
digitalWrite(trigPin2, HIGH);
delayMicroseconds(10);
digitalWrite(trigPin2, LOW);
duration2 = pulseln(echoPin2, HIGH);
distance2 = duration2 * 0.034 / 2;

str += (distance2);

str +=(",");

float h = dht.readHumidity();

float t = dht.readTemperature();

float f = dht.readTemperature(true);

float hif = dht.computeHeatIndex(f, h);

float hic = dht.computeHeatIndex(t, h, false);
str += (h); str+=("");

str += (t); str+=(",");

pirStat = digitalRead(pirPin);

if (pirStat == HIGH) {
str+= ("1"); str+=("");
countt = 0;

}

else {




str += ("0"); str +=(",");
countt = countt + 1;

¥

if (1>32|h>70){
digitalWrite(10, LOW);

ky

else if (t <30 && h <60) {
digitalWrite(10, HIGH);

}

if (t<16) {
digitalWrite(6, LOW);

b
else if (t >25

){
digitalWrite(6, HIGH);
¥
float* values = mqg2.read(false); //set it false if you don't want to print the
values in the Serial
Ipg = mg2.readLPG();
co = mg2.readCO();

smoke = mqg2.readSmoke();

if (1pg > 1000 | co > 1000 | smoke > 1000) {
digitalWrite(9, LOW);

by

else {
digitalWrite(9, HIGH);




str += (Ipg); str+=(",");
str += (co); str += (",");
str += (smoke);

Serial.println(str);

if (distance < 20 | distance2 < 20)
{
for (inti=0;1<=10;i+=1)
{
digitalWrite(12, HIGH);
delay (100);
digitalWrite(12, LOW);,
delay (100);




D-2. RFID System

#include <SPI.h>
#include <MFRC522.h>
#define SS_PIN 10
#define RST_PIN 9

const int ledPin = 2;
const int buttonPin = 3;
int buttonState = 0;
MFRC522 mfrc522(SS_PIN, RST_PIN); // Create MFRC522 instance.
unsigned long code = 000;
void setup() {
Serial.begin(9600); // Initialize serial communications with the PC
SP1.begin(); /I Init SP1 bus
mfrc522.PCD_Init(); // Init MFRC522 card
pinMode(ledPin , OUTPUT);
pinMode(buttonPin, INPUT);
pinMode(4 , OUTPUT);
pinMode(5 , OUTPUT);
digitalWrite(4, HIGH);
digitalWrite(5, HIGH);

void loop() {
if (Serial.available()) {
String val = Serial.readString();




if (val =="1") {
digitalWrite(4, LOW);
delay (2000);
digitalWrite(4, HIGH);

b

else if (val =="2") {
digitalWrite(5, LOW);
delay (2000);
digitalWrite(5, HIGH);

¥

¥

if (mfrc522.PICC_IsNewCardPresent()) {
unsigned long uid = getID();
code = uid;

¥

else {
code =0;

}

buttonState = digitalRead(buttonPin);
if (buttonState == HIGH) {

// turn LED on:

digitalWrite(ledPin, HIGH);




Serial.printin(String(code) +','+ String(1));

}else {
/[ turn LED off:

digitalWrite(ledPin, LOW);
Serial.printIn(String(code) +','+ String(0));
by

if (code == 4294967295 | code == 4294955029) {
digitalWrite(4, LOW);
delay (5000);
digitalWrite(4, HIGH);

by
else if (code == 21411)

{
for (inti=1;i<30 ; i++)
{
digitalWrite(ledPin, HIGH);
delay (80);
digitalWrite(ledPin, LOW);
delay(80);

¥

¥
delay (500);




unsigned long getID() {
if (! mfrc522.PICC_ReadCardSerial()) { //Since a PICC placed get Serial and
continue
return -1,
by
unsigned long hex_num;
hex_num = mfrc522.uid.uidByte[0] << 24;
hex_num += mfrc522.uid.uidByte[1] << 16;
hex_num += mfrc522.uid.uidByte[2] << 8;
hex_num += mfrc522.uid.uidByte[3];
mfrc522.PICC_HaltA(); // Stop reading

return hex_num;




L4

AaMAl

Baad fiall) oLl Cuda Allg puandl 138 B dpwi ) Cile gudagall aaf S35l A e
Liba Ao Aida 06 L ols Al g ol pal) (e dyand) (a8 SA) J ial) Al palud < gl
Gl (B Qaldl) g U agad) g B gl) b o5 IS g daf ) ) Uil Gl g e (B sl Aa gl
OSa A oMl Of Laggy AdSan B bl JBL &l oty Gadlgad) (e Aglaadly g Al ) o
ey Ladie suall 13 B dsalal) g Ao ol gl il gl MBIl ¢ puaidall fay 38 (a0
dagal) &l Jaal) (pa anlf Jadidl galiy ) ghati ACAY () jlial) S cpladt) el A3) g <l A g Adady)
Balialf g cAabud) el JUd) quyead g (31 adla g By Ay (3185 A8l b g5 8 1S ciaelu 1)
Gl J 3iall o

Jokiall 4 gaal) g dagall il gad) (e 3 o (ilas 21T g dagaial ad s M) (g yikall aUAH Jaidiy
i) (b 3 ggad) (g and) Sy a3 i) gad) 08 abf aal g g o 3al) Gl e Vgl Al 35 ASA)
V) g AR Al Chagy A8 pudl g day pal) Jama Bal) G Jlaall 13 e 385 Al @Al
wagalll g e Jludll L o 0985 L LIS A1) J ) JA0ae gran ) g aSaty S5 J30e sy
) RBLDYL e Uil An gl GiLEES) AR aladaly eeddd) Gl el o Ul adiay
A aghs A 55al Ca) Aaiil £ Gpuadl A (REID) saail claa 8 aad A8 aladiad
Gy ad Al S J35al) ) J sl g el a1 i daliceall gaadl 498 Jalady dglad)
aand) Adl) cuad J ) 31 g8 ol by dis  SeiE e A BLAS oY da cildall B85 8 Al
Jlall 138 B abes a8 g A8) ja (giadl &) Jaal)

S QAN gh el Gl g CILESS) g 7 lall SAN Jal) Adal] aUS LB o0 a1 AT gl
abiall FUiall (38a3 5 AT AT i o GiLEIS) wie o) S Gudai e Gaa pdad aa (3 )
Ga g 08 Agl3ial) 3¢l (B asadl) Uiyl el alial ¢Say 48U eblgiund (e JIG g () 3all
pladiuly 7 sial) pUI el a3 (lSa (g) (A Lgl) Jpuaslly pladia) Algu adiiuws dgaly DA
Aokl g 3 Al dajy Guily AT Jlga Ol g dalud) @ Jadl g (550 ad) Gilaisy jledin) jlga
& clga JS Jadl i) / Judl Basaal) dall) o gl ABall g &y i) Aalii] Juhidd B aSadyg
Oaflad ALl cuad 12 8 el 0198 Ladie 33gaY) odd (e ol Jeo e (el ASa jrdiins
A dad dis 5 ) al) da 0 I Ladie el (S YY) Gl Gl g Sl quiadl Gl
) Wi-Fi s afllly i) J8l juaall 7 gida piua aSaliay Uyl ) pddeall o2 Jag
el AUl Lagal) il iy a3 Aglaal)



Cila glral) cpal (A Cnial) Jali g A ghial) e glaall jlaka il ASH JLall 2 ggda A giy gal aa
836 O dapen 58 A4S J3lal) (8 laudal) Apen g Ay aladiian) o A Alaia) g il shaal g
(haglrall (ol Ao Blial) g bl ¢p3ady J s sl (e R dplaal) a2l gl g s Ludl) i i)
pladiuly J3ial) Jala (e 4d asadlly aUaill A ey el alal ciludal) dpwga 44085 gand
OSa gl (o 4GBl ey b aSadl) Uil (Sang cdasasll figmaS o Bagagall axdiuall dgaly

Aa g ) aaiiual) dgal g aladiudy



Shal) a6
Al Sl QU ol 5513
J—l sl
13l 580 sz o [ a1

Cuugall o dainy ST ) jla Liad) alliil ¢ pdS $udi7
Lulacdf
s,
b ol faotigl A ) Aot
Azl dys Jb Oldlaie (o £35S
U3/ 25,681 dundigl! /il (3

dsd o4
@uld Byta sl 343l
<glsal
sl @t agla 1

2022 — 1444 -



