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Abstract

The Internet of Things (loTs) applications could choose fog
computing nodes for responding to the resource requirements, and load
balancing is one of the key factors to achieve resource efficiency and avoid
bottlenecks, overload, delay and low load. However, it is still a challenge to
realize the load balance for the computing nodes in the fog environment
during the execution of 10T applications. The load balancing has some goals
in fog environment, including throughput maximization, response time
minimization, and traffic optimization. Consumption optimization in the
server-side resources, request processing time minimization, and scalability
improvement in the distributed environment are some other purposes of the

technique of fog computing load balancing.

To reduce the impact load of traffic nodes and fog node failure on
the fog computing architecture, each node should use a distributed structure
for better results. For the aspect of node load. The service node uses the
distributed technology, which integrate the computing resources of the
whole network, improve the utilization of computing resources. The
proposed methodology is based on hybrid load balancing with Least
Connection (LC) and Weighted Round Robin (WRR) algorithms combined
together in fog nodes to take into consideration the traffic load, and response

time to distribute requests to the available servers.

The results showed improving network performance by it ensures
the efficient servicing of the 10T requests, as in distributed Hybrid approach
the response time is 131.48 ms, total packet loss rate is 15.670%, average
total channel idle is 99.55 %, total channel utilization is 77.44 %, average
file transfer speed is 260.77 KB/seconds, average time of file transfer is
19.27 seconds.
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Chapter One General Introduction

1.1 Introduction

Internet of Things has been growing, due to which the number of
user requests on fog computing layer has also increased. Fog works in a real-
time environment and offers from connected devices need to be processed
immediately. With the increase in users requests on fog layer, virtual
machines (VMs) at fog layer become over loaded. Load balancing
mechanism can distribute load among all the VMs in equal proportion[1]. In
addition, 10T networks are embedded with technologies that helps to
communicate and interact within themselves and external environment [2].

Fog Computing is a new architecture to migrate some data center's
tasks to the edge of the server. The fog computing, built on the edge servers,
Is viewed as a novel architecture that provides the limited computing,
storing, and networking services in the distributed way between end devices
and the traditional cloud computing Data Centers[3]. The primary objective
of fog computing is to ensure the low and predictable latency in the latency-
sensitive of Internet of Things (loT) applications such as the healthcare
services [4].

Fog computing is based on the idea of locating data processing
and storage closer to the nodes that are really producing the data at the
lowest perceptual layer[5]. A few examples include application placement,
scheduling, provisioning, offloading allocation, and load balancing. Control
Process Unit(CPU) utilization, reaction time, bandwidth, power
consumption, delay, data traffic, service migrations ratio, and number of
active nodes are among the most important performance measures studied in

the literature[6].
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1.2 Problem Definition

Because of rising requirements and demands for high quality in
loT applications, the fog computing situation requires for improved output,
decreased latency, enhanced performance, etc. Effective resource allocation

in the fog computing environment is another key challenge in fog computing

[7].

To reduce latency and computing requirements, the most pressing
Issue is developing resource management algorithms for deciding which
parts of analytics applications should be distributed to which fog load

balancer nodes[8].

However, the compute device's resources may not always be
readily available since they are shared with other tasks outside of the Fog
environment. The execution of apps may be impacted by this in addition to
user behavior that is always changing [9]. The proposed model of Internet of
Things, Fog, and Cloud is applied and the effect of resource management
strategies to deal with delay, response time, consumption of resources,
bandwidth, execution time, and resource availability are measured to

accommodate users' unpredictable behavior in this environment.
1.3 Thesis Contribution

The main contributions include:

- Implementing a method for resource management in a fog
environment that uses a hybrid load balancing strategy and a weight
value to better determine which server will be used to handle requests.
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- To guarantee a balanced network loading within the restrictions of the
transmission performance, it is necessary to analyze the resource
allocation issue in fog computing networks using a hybrid load

balancing approach with minimum delay.
1.4 Aims of the Thesis

The main aims of the proposed system are :

- Enhancement resource allocation, and traffic optimization in fog
computing environment by using a hybrid load balancing method by
combination of the Least Connection load balancing algorithm and the
Weighted Round Robin load-balancing algorithm to implement a
server load balancer approach.

- Improving the resource management based on the used evaluation
parameters through designing an efficient architecture and a resource
allocation algorithm with the main goals:

A- Bandwidth maximization by increasing channel utilization by
wireless nodes in distributed case study.
B- Response time minimization, and request processing time
minimization.
C- Scalability improvement, and decrease end-to-end latency.
1.5 Related Work

In this section, the most related works in term of improve Fog
computing performance using efficient resource allocation algorithms have

been discussed and overviewed as follow:

The researchers in [10] at 2020 proposed a Fog-to-Cloud

architecture based on the Internet of Things to address the problem of packet

3
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loss on Fog servers via the use of load balancing and virtualization. The fog
layer is separated into a fixed number of fog servers using Network
Simulation Simulator-3 and VirtualBox on the underlying physical server.
The Server Load Balance router is configured to use the Weighted Round
Robin allocation technique, and the Message Queue Telemetry Transmission
(MQTT)control protocol to disperse the very high amount of data. By
increasing the efficiency with which the Fog layer stores and processes
messages, they also able to double the layer's throughput and cut packet loss
in half.

An effective exploitation of the Public cloud has concentrated in
[11] at 2020 by dividing the application modules across Fog devices and the
cloud data centers. This was done in order to maximize the consumption of
the Cloud-Fog resources. The performance of several performance criteria,
including reaction time, latency, energy usage, and so on, are improved
when application modules are placed on Fog devices. They suggested two
load balancing algorithms, the performance of which was tested using the
IFogSim simulator, and the performance of which was compared with the
performance of the cloud-only solution. Fog computing has been proven to
be able to lower the amount of delay and network bandwidth usage by
around 90 %.

The energy efficient (EE) allocation of resources problem in fog
computing networks has been evaluated in [12] at 2020 with the candidate
fog nodes (FNs) process to ensure the connectivity loading balance under the
transmission constraints. EE stands for energy efficient, and resource
allocation refers to the process of distributing available computing resources

in an effective and efficient manner. The results of the simulations show that
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the Candidate FN based EE allocation of resources (CF-EE) technique that
was presented might produce a noteworthy performance increase in

comparison to the algorithms that are already available in the literatures.

An explanation of the challenges associated is provided by [13] at
2020 with the allocation of tasks and the placement of virtual machines
while using a single fog computing platform. In order to examine how well
the suggested method operates in a fog environment, it was developed in the
CloudSim tool. According to the findings, the suggested technique is
capable of allocating resources in a manner that is superior to the strategy
that handles resource allocation by default. When contrasted to the other
approaches, the overall processing time required by the model that has been
presented is shorter. The experiment has been completed, and the results
demonstrate that the suggested framework enhances Quality of

Service(QoS) in an environment characterized by fog.

The challenge of assigning limited fog resources to vehicular
applications, which was stated by [14] at 2020, in such a way that the
operation latency is reduced, by making use of parked automobiles via the
use of a heuristic algorithm. The proposed algorithm is also combined with
supervised learning in order to make decisions regarding resource allocation
that are more effective. These decisions are made by utilizing the
information regarding the movement of vehicles and their parking status that
is obtained from the intelligent environment and infrastructure. When
compared to traditional resource allocation algorithms, the findings indicate
that the Vehicular Fog Computing (VFC) resource allocation algorithm is

capable of achieving greater levels of service satisfaction.
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A optimal power flow scheme for the Internet of Things fog
computing network of interconnected multiple mobile devices (MDs)has
been suggested by [15] at 2020. The purpose of this scheme is to minimize
the scheme costs associated to latency, energy consumption, and weights of
MDs, and it is dependent on a Lyapunov optimization-based algorithm for
the joint processing offloading and radio allocation of resources. by reducing
as much as possible the upper limit that has been calculated for the
Lyapunov dispersion function. The viability of the strategy that has been

presented may be established via the use of performance assessment.

To reduce total delay, time loss, and Service Level Agreement
(SLA) breaches, a multi-criteria-based resource allocation strategy was
presented [16] at 2020 with capacity reserve. This method takes into account
objective functions and dynamic changes in user requirements in order to
locate suitable resources for implementing time-sensitive tasks in a Fog
environment, taking into account characteristics unique to Fog computing
such as device diversity, resource constraints, and mobility. As shown by the
experiments, the suggested approach is superior than the current one, cutting
down the overall delay by 51%. Time-critical applications may benefit from
the suggested algorithm's reductions in process time and SLA violations in

the Fog environment.

For the purpose of handling heterogeneity, the authors of [17] at
2020 have proposed two decentralized load balancing algorithms: Sequential
Forwarding and Adaptive Forwarding. They also use theoretical models and
simulations in their investigation. The suggested methods significantly
improve upon the status quo in which no balancing is implemented, as

shown by a 19 improvement in drop rate reduction and a 19% improvement
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In response time. It can virtually half the reaction time in a practical
environment, and the loss rate can be reduced from 13% to the less than
0.2%.

In [18] at 2020, the authors have implemented both static and
dynamic load balancing methods through the POX controller and examine
how they affect the average network performance as the workload requests
increase from 0 to 180 per second (reqg/sec). Compared to static load
balancing systems like random, round robin, and weighted round robin,
dynamic least bandwidth-based load balancing has been demonstrated to
significantly increase average network performance by up to 8%, 3.3%, and
2.56 percent, respectively. In contrast, Dynamic Least Bandwidth showed a
marginally inefficient improvement. When comparing the performance of
static and dynamic least connections, we found that they differed by less
than 1 %.

A cloud-to-fog architecture with fog nodes has been developed by
in[19] at 2020 to handle tasks such as large-scale storage, low latency,
heterogeneity, resource allocation and interaction with a small number of
Internet of Things devices, and security. Factors including bandwidth use,
location awareness, reaction time, cost maintenance, intrusion detection,
fault tolerance, and maintainability are just some of the areas that have been
analyzed in depth to compare and contrast various scheduling algorithms'
approaches to load balancing.

The resource allocation problem in Cloud-Fog situations has been
addressed by [20] at 2021. Load Balanced Service Scheduling Approach

(LBSSA) takes into account load balancing across resources when allocating
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requests to them, categorizing them as either real-time, essential, or time-
tolerant. The method employs a collection of algorithms for processing
various requests. CloudSim is used to execute simulation studies that
evaluate the LBSSA strategy with regards to the quantity and usage of
computing resources, the load balance variation, and the amount of time

required to complete a given task.

There is a need for a reliable system to allocate fog layer resources
and tolerate failures has been presented by [21] at 2021. Utilizing Nash
equilibrium as a starting allocation method and feeding that information on
to a reinforcement learner is a win for game theory. The allocation is
predicated on the current and past activity of the network. The suggested
work provides an enhanced 32ms recovery time and an increased average
processing times in the event of a breakdown. In terms of increased service
time, decreased delay, and optimum energy utilization, the experimental

findings make sense.

In order to effectively allocate and manage resources, a new
method has been developed by [22] at 2021 by Technique for Resource
Allocation and Management (TRAM), a method for managing and
allocating resources, to make sure the fog layer makes use of its available
resources. This method employs an Expectation Maximization (EM)
algorithm to keep tabs on the stress level of ongoing projects and determine
where things stand in terms of available resources. For the purpose of
resource grading in the fog computing setting, it offers a scheduling
technique. The findings of the iFogSim simulator were compared to those of
Shortest Job First (SJF), First Come First Serve (FCFS) and Modified
Practical Swarm Optimization (MPSO) simulations. The experiments

8
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showed that TRAM significantly reduces task execution time, network use,

energy consumption, and average loop delay.

A load balancing technique called Mist-assisted Fog computing-
based load balancing (M2F) balancer has been proposed in [23] at 2021 for
each server load using dynamic resources allocation method. The proposed
method is being compared with the Least count, Round Robin, and
Weighted Round Robin. In the end, the results demonstrate that the solutions
enhance QoS in the mist assisted cloud environment concerning
maximization resource utilization and minimizing the makespan.

Consequently, it improves performance even at peak times

In order to effectively allocate resources in Fog computing, a [24]
at 2022 have used a Queuing Theory based Cuckoo Search (QTCS) model to
enhance Quality of Service will lead to more efficient use of available
resources. The suggested model is simulated using CloudSim, a cloud
computing simulator. The findings demonstrated a 20.39 % improvement in
average reaction time and a 12.55 % decrease in average energy usage when

compared to conventional methods.

In order to improve the efficiency of the fog computing
environment, a load-balancing technique that takes use of the optimization
of processing time (OPT) algorithms has been presented by [25] at 2022.
The performance of the suggested algorithm is analyzed by comparing it
with other algorithms. The results show that the suggested load-balancing
algorithm with optimized processing time provides faster response and
process time for user requests and lower total cost of ownership for data

centers.
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In order to effectively balance workloads, a cloud services system
has been suggested by [26] at 2022. Load balancing is improved by
combining the Whale Optimization Algorithm with the Bat Algorithm
(WOA-BAT). The model's processing and reaction time are compared to
those of state-of-the-art load balancing methods including throttled, round
robin, whale, and particle swarm algorithms. According to the findings, the
suggested WOA-BAT outperforms the other three algorithms by 4.3
percentage points when comparing reaction time. Moreover, it has the fastest

processing time of any algorithm by at least 22.3%.

Table (1.1) illustrated the aims of previous researchers and the

main methods which are used to achieved the works.

Table 1.1: The literature survey summary.

Ref, Year Methods Tool Aims Results

[10], 2020 Weighted Ns-3 solve the problem of packet | Avg Speed 110 KB/sec,

Round Robin loss on Fog server using | Packet Loss Rate (%) is 180
Load Balancing and | %
virtualization

[11],2020 Proximity Cloud-Fog | Improving performance like | Total Time Taken of
Algorithm, Ib?iallgncing, response  time, latency, | Proximity Algorithm is 90
Cluster iFogSim energy consumption sec, and Cluster Algorithm
Algorithm is 100 sec.

[12], 2020 FNs  based | cloud-fog Energy Efficient Resource | It achieved a highly
EE resource | analytics Allocation in Fog | considerable  performance
allocation Computing Networks improvement
(CF-EE)
algorithm
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Ref, Year Methods Tool Aims Results
[13], 2020 efficient CloudSim | Improving quality-of- | the processing time
resource service in fog computing | of proposed model is
allocation through efficient resource | reduced by 61%
algorithm allocation
(ERAA)
[14], 2020 vehicular fog | Python 3.7, | Resource  Allocation for | VFC resource allocation
computing Tensorflow | Vehicular Fog Computing algorithm  can  achieve
(VFC) higher service satisfaction
algorithm compared to conventional
resource allocation
algorithms.
[15], 2020 Lyapunov Fog cloud | Dynamic Resource | the effectiveness of the
optimization Allocation and Computation | proposed scheme
Offloading for loT Fog
Computing System
[16], 2020 Multi- CloudSim | address dynamic changes in | reducing the total delay by
Criteria- user 51%.
based behaviour in a resource
resource limited Fog device
allocation
policy
[17],2020 sequential Omnet++ address the problem of | decrease drop rate, and
forwarding .
and resources management Response time
adaptive
forwarding
algorithms
[18],2020 dynamic least | Mininet improve the load | Least  bandwidth  load
connections performance of the server balancing scheme better
handled the
network traffic
[19],2020 FCFS, SJF, | Cloud allocating the devices to | Enhanced throughput, burst
PS, RR and | analytics respective fog nodes based | time, average waiting time
WRR on the
number of devices
connected

11
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Ref, Year Methods Tool Aims Results

[20],2019 Load CloudSim | reduce load of | Enhanced computing
Balanced computing in data centers | resources, utilization of
Service and reduce latency of | resources, load balance
Scheduling requests variance and running time.
Approach
(LBSSA)

[21],2020 Game theory, | Mininet improve the efficiency of | Improved service time,
and Nash task scheduling in | lower delay, and optimal
equilibrium dynamically changing | energy utilization
allocation network resource allocation.
strategy

[22],2021 SJF, FCFS | iFogSim Resource allocation and | Minimized execution time,
and MPSO management in fog | network consumption,

computing environment energy consumption and
average loop delay of tasks.

[23],2021 A mist- | MATLAB | increase resource utilization | Enhancing QosS,
assisted fog maximization resource
computing- utilization and minimizing
based load the makespan.
balancing
(M2FB)

[24],2022 Queuing CloudAnal | Allocating resources to | Time Taken for Resource
Theory based | yst, ensure Quality of Service | Allocation is 8 sec
Cuckoo CloudSim | (QoS)

Search
(QTCS)
model

[25], 2022 Optimizing Hybrid Decreasing processing and | Total Response Time of
Processing load- the response time OBT is 309.5 ms, FCFS is
Time (OPT) , | balancing- 326.7 ms, Priority algorithm
First Come | Fog, is 323.7 ms.

First  Serve | iFogSim
(FCFS),

Priority

algorithm

[26], 2022 Round Robin | cloud-fog, | To overcome latency and | Total Response Time of RR
(RR), Whale | Java processing time is 270.14 ms, and WOA-
Optimization | Netbeans BAT is 256.59 ms
algorithm and cloud
with bat | analyst
algorithm
(WOA-BAT)

12
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1.6 Thesis Outline

The thesis is divided into five chapters in addition to chapter one :

Chapter Two: It presents fundamental concepts of Fog computing, fog
layers, interfaces, packet forwarding, Fog-load balancer signaling. Also, Fog
Architecture Issues, Limitations and challenges. In addition to the load
balancing techniques as static load balancing, dynamic load balancing and
Hybrid Load Balancing, finally evaluation of Load Balancing algorithms

have been sorted.

Chapter Three: It presents the used system and illustrates the working steps
of the system as the used architecture for designing and implementing the

proposed method.

Chapter Four: It shows the achievement of the suggested algorithm with the

result explanations.

Chapter Five: It summarizes the findings and makes recommendations for

future research.
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2.1 Introduction

The term "Internet of Things" refers to the general concept of
things, participants took things, that are intelligible, readily identifiable,
locatable, directly accessible through sensors and other application specific
device and/or easily controlled via the Internet, regardless of the effective
communication (whether via Radio Frequency Identification (RFID),
connectivity local area network (LAN), public networks, or other means).

[27] Internet of Things is a term that was coined by Kevin Ashton.

Fog computing is a computing architecture in which a series of
nodes receives data from IoT devices in real time. These nodes perform real
time processing of the data that they receive, with millisecond response
time[28]. The nodes periodically send analytical summary information to the
cloud. On the other hand, due to the resource limitations, resource
heterogeneity, dynamic nature, and unpredictability of fog environment, it
necessitates the resource management issues as one of the challenging

problems to be considered in the fog landscape [29].

2.2 Fog Computing

Fog is a new development in the world of communication that
uses "fog nodes," which are located on the edge of a cloud, to perform cloud
services. Each fog node has a certain number of users to whom they may

provide services, like in the examples below[30], [31]:

- Data storage and retrieval
- Network using
- Tasks Relating to Command and Control

- Data server coordination and resource allocation

14
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- Capabilities in computation
Fog computing system models will be presented, including
network, computation, analysis, and communication models[32]. Figure
(2.1) presented a systemic view of the interconnections between fog

computing and 0T applications [33].

Figure 2.1: System model for Fog Computing[33].

Methods are needed so that a network model for evaluating fog
computing may be established. Fog layer interpreter, resource selection,
processing effectiveness and analysis, history analyzer, resource picker, task
scheduler, l1oT device allocation and management, etc, are all possible
solutions based on the premise of the fog computing environment, these
features may be interpreted in a way that meets the needs of a fog computing

environment[34].

Fog computing have huge benefits in the real time applications. It
is broadly used in IOT applications which involves real time data. It acts as
an extended version of cloud computing. It is an intermediate between the

cloud and end users (closer to end users).It can used in both the ways, that
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can be between machine and machine or between the human to machine
[35].

2.2.1 The architecture of Fog Computing

A- The physical and virtualization layer : It is the layer that is the most
fundamental, and it is concerned with each and every "thing" that is able
to connect to the internet or a network and produce data. It is made up of
nodes, devices, virtual and physical sensors, vehicles, and other things
like that[36].

B- The monitoring layer : It dictates the next job that will be carried out to
monitor generated data. The amount of energy that nodes use is also
monitored in order to ensure that appropriate actions, such as job
offloading, are done at the appropriate moment in accordance with the
condition of the sensor[37].

C- The storage layer : The storing of data inside a fog is the responsibility
of this component. The majority of the data that is kept in fog is only
there temporarily. The cloud is preferable for long-term storage due to
the fact that it offers much more resources[37].

D- The fog security layer : Before delivering the data across a public or
potentially susceptible route, it protects the information by implementing
the necessary safety and privacy safeguards[38].

In fog computing, resource management is one of the most
essential topics that need be taken into mind in order to spread load across
servers node based on load balancing algorithms. This is one of the reasons
why fog computing was developed. Whether it be over one or more
computers, network ports, hard disks, or other computer resources, load

balancing techniques are responsible for distributing the burden. These risks
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include equipment failure, energy and/or network disruptions, and
insufficient resources during times of high demand. In fog computing, the
load is balanced using the primary two approaches, which are known as
static collectively called and dynamic load balancing, respectively [39].

As mentioned earlier, fog computing spreads the standard cloud
computing to the edge, and therefore, it is also referred to as edge
computing. The concept of fog computing is to bring net-working resources
near the nodes that are generating the data residing at the lowest perception
layer. Fog is a highly virtualized platform that is responsible for providing
computation, storage, and networking services between the end nodes in an

0T environment and traditional clouds, as showed in Figure (2.2) [40].

smart gateway
) (FSG)

Micro
data center | =2
(MDO) =

Virtual Storage  Management  Streaming
server  subsystem  subsystem  subsystem

loTs

Figure 2.2: Overall architecture and positioning of fog [40].
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2.2.2 Benefits of Fog Computing

Some advantages of using Fog Computing are as follows:

- As an alternative to transmitting data to the cloud, it processes them
on-premises. As a result, it helps save data transfer rates across
networks. Thus, operating expenses are reduced[41].

- For this reason, decisions may be taken rapidly with less delay. When
done, this aids in the prevention of accidents [41].

- Since user data is processed locally rather than uploaded to a remote
server, this solution provides increased security and privacy for the
user's information. In addition, the IT department has complete
control over all the hardware.

- Using the correct technologies, creating fog apps that can drive
equipment based on client needs is simple.

- The fog nodes are always on the mobility. Thus, they are not restricted
in any way in terms of entering or leaving the network[42].

- Fog nodes are resilient enough to function in extreme environments
including train tracks, moving vehicles, the under ocean, and
industrial settings. Additionally, it may be set up in outlying areas.

- Since data is evaluated at the edge nodes, latency is decreased with
fog computing. This is because there is less data capacity and shorter

round trip time[43].

2.2.3 Fog Computing Issues

Fog computing is a kind of Internet of Things-enabled cloud
computing. The so-called fog nodes are portable and may be set up wherever
an internet connection is available. When it comes to processing needs, the

fog has supplementary edge storage. Because of this, the Fog server will
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need to adjust its offerings, which will need more time and money to operate
and maintain. Furthermore, the operator must deal with the following
difficulties [44]:

A- Network Management

There will be a lot of effort involved in controlling fog nodes,
networks, and connections between each node if heterogeneous devices are
used [45].

B- Placement of Fog Servers

Optimal placement of a cluster of fog servers to meet the needs of
a given area is a challenge. The price of server upkeep may be minimized by

analyzing the workload of each node before deciding where to place it [46].
C- Delay in Computing

Problems with data collection, When fog servers are overworked,
they can't perform as well, which slows down data processing. Prior to
processing, data should be gathered, and scheduling for resource-constrained

fog nodes should be based on a priority and mobility model [47].
D- Energy Consumption

Computation in fog settings is scattered among a large number of
fog nodes, which may reduce efficiency. Energy efficiency is so crucial in
fog computing [48].

2.2.4 Fog-computing in IoT applications
In a conventional network, a single hub would struggle to handle

the massive amounts of data generated by various devices and transactions.
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Techniques based on older data warehouse models might be slower to
respond and fail to provide the low latency rate demanded by end users. Fog
computing provides infrastructure with reduced latency and fewer
bottlenecks. At the end of the system, geo-distributed fog servers do
calculations. Each fog server is equipped with similar processing power,

allowing for massive workloads to be handled locally [49].

As a result, fog computing has become an important force behind
the Internet of Things at academic institutions. With the proliferation of
Internet-enabled gadgets comes an explosion of data, and with that comes
the possibility of uploading that information to a centralized cloud. Data
may be examined locally, and users can then decide what information needs
to be sent to a centralized cloud (2.3) [50].

“‘ Fog Nodes
_FIERE
A

Figure 2.3: Edge Computing and Fog Computing Together[50].

loT devices

2.2.5 Resource management approaches in Fog-IoT Environment
The following difficulties related to managing network resources
or effecting fog node load balancing are mentioned in[51] as a result of the

exponential increase of fog node end-users:
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- Controlling the load of numerous Internet of Things devices on fog
nodes

- Assigning resources to multiple Internet of Things (IoT) devices
through fog nodes

- ldentification or tracking of different 10T's; Estimation of substantial
bandwidth owing to device mobility; Location awareness; Intrusion
Detection; Preservation of data integrity, conviction, and privacy;

Authentication of various 10T's via fog nodes [51].

2.3 Load Balancing Techniques

Load balancing is the technique of distributing the workload
evenly among many processors to improve overall performance. Workload
refers to the entire amount of time a machine must spend processing in order
to complete its given work. With load balancing, idle Virtual Machines are
used by transferring their workload to other, less busy VMs. While an
application is running, load balancing may slow down or speed up the
system. Since the time it takes for an application to complete its work on a
given set of resources is highly variable depending on the circumstances,
load balancing is used to improve performance in this regard[52]. In fog
computing, load balancing is performed across both the real and virtual
nodes. The load balancing technique divides the workload uniformly across
the available processing nodes. Both the starting point and the current
condition may be used to categorize load balancing algorithms. The first
category has three subtypes: those that are initiated by the sender, those that
are initiated by the recipient, and those that rely on both the sender and the
receiver [53]. In addition, Figure (2.4) that follows presents a classification

of the load-balancing techniques used in fog computing.
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Approximate

Load balancing mechanisms in fog computing

Exact

Fundamental

Stochastic

Theoretical Background

Hill Climbing

Heuristic

Analytic Hierarchy
Process

Min-conflicts algorithm

Fireworks Algorithm

Particle Swarm
Optimization

Meta-heuristic

Bat Algorithm

Ant Colony Optimization

Genetic Algorithm

Honey Bee Optimization

Machine learning

k-means

Probabilistic/ Statistic

Fuzzy logic

Probabilistic
Neural Networks

Graph theory

Game theory

Bankruptcy game

Graph partitioning

Breadth First Search

Newton

Gradient-based

Gauss

Decomposition

Combinatorial

Gradient algorithm

Weighted sum

Linear programming

Hungarian method

Round Robin

Hybrid

First Fit

Shortest Job First

Throttled

Greedy algorithm

Figure 2.4: In fog computing, a classification of load-balancing techniques[53].
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Load balancing is required in fog computing to maximize the
efficiency of the available resources. Below it explored some benefits of

integrating resource scheduling with fog computing[54]:

- Availability : As a result of task scheduling, fog resources are readily
accessible. If a particular resource fails to respond, there are still
others that may be used. In the event of latency-sensitive applications,
a load balancer monitors for both under- and over-utilization to

prevent service disruptions[55].

- Flexibility : In the event of a failure in one resource, the load balancer
ensures that the other resources can continue to process data and reply

to users[56].

- Reduced energy consumption: All resources, whether actively
performing a task or sitting idly, require energy. Load balancing
ensures that all available resources work at about the same rate.
Therefore, power usage in hardware nodes may be lowered by

preventing both overuse and underuse of available resources[57].

- Reduced cost : The cost of fog load balancers is low since it is
proportional to the amount of resources used. As a result of load
balancing, a variety of capabilities may be employed selectively in
response to user demands in fog computing while keeping hardware

costs low[58].

- Resource utilization : By using load balancing, all of the available
resources in a fog computing setting may be used effectively. Because
load balancers prevent both under- and over-utilization of resources,

they are becoming common[59].
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The main Load balancing methods for static, dynamic, and hybrid

loads were shown in Figure (2.5) along with the most popular load balancing

categories.
Load Balancing Techniques
Static L.B Dynamic L.B
S Pl > Least Connection

Hybrid L.B

Weighted Round
Robin

Dynamic Round

Randomized
algorithm

Robin

Response Time and

Ratio

Weighted Response

Combined More
than one type of
L.B technique

Predictive

2.3.1 Static Load Balancing

Figure 2.5: The Load Balancing technique types[60].

The method of load balancing in this method is based on data

collected in the past about the system. Then, the burden is split up without

taking the node's health into account, based on its performance. The load

cannot be moved from the node to which it was first assigned. Working on

behalf of their customers, the nodes complete their tasks and report back

with the findings. static load balancing algorithm characteristics[60]:
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- The execution time is decreased since less communication is required,

which in turn minimizes the communication delays.

- The allocation distribution is generated independently of the present

system status.

- In terms of both response and processing speed, weighted algorithms
perform much better. Before beginning execution on a node, load

balancing algorithms choose a node based on the expected load.

- Algorithms that do not adapt to their surroundings are called “static,"
and they tend to perform best in contexts that are both consistent and
well-defined. It's simple to put into action. Static algorithms' outcomes

are often well-known in advance.

- The arrival timings of loads and the processing timeframes needed for

future loads are almost impossible to forecast.
There are several static algorithms; this survey includes five of them[61]:
A- Round Robin Algorithm

It is a simple method for distributing clients' requests across set of
listed servers, where an equal load is assigned to each node in a circular
order without any priority. Whereas round-robin cycles over the queues or
tasks and gives one service opportunity per cycle, weighted round robin
offers to each a fixed number of opportunities, as specified by the configured
weight which serves to influence the portion of capacity received by each

queue or task [62].
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B- Weighted Round Robin Algorithm

Each server's relative importance is calculated by its ability to
process requests. It is a specified improvement on the round robin method

that addresses the major difficulties that it presents[63].

The method may use the results of these frequent load calculations
to determine which VM would be best suited to handle the request. The load
is used to dynamically determine how much each virtual machine (VM)
should weigh. Along with these other considerations, the addition of priority

shortens the queue for requests that are more urgent.

Priority is taken into account while sorting incoming tasks, and the
work queue is arranged with the tasks from major priority to low importance
in a manner that distributes high priority duties to VMs with weights
determined by their processing capability and load. As a result, incoming
high-priority activities are handled before low-priority tasks, and the time it
takes for high-priority jobs to be finished is cut down. However, this strategy
can't be used in real time since requests can't be sorted in advance. As shown
in Algorithm(2.1), the priority parameter is useless in this kind of task

scheduling if the immediately preceded are not sorted [64].

Algorithm 2.1 : The weighted round robin algorithm

Input: required time for each request as speed
Output: elapsed time (speed for requests)

Require: Weight
1= 1 # process number
cw = 0 # counter of weight

while TRUE do
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1=(1+ 1) mod n # n = total number of process
if i == 0 then

cw =cw — gcd(W)
if cw <0 then

cw =max(W)
if cw == 0 then
return null

end if
end if
end if
if Wi > cw then
return i
end if

end while

End of algorithm

For explanation Example (2.1) for Weighted Round-Robin Load Balancing:

The high weight is the best optimal server for incoming request
depending on the current weight value for server and the proposed system

based on the speed per seconds

Server A weight = 5 Bps speed (Byte per second) on average
Server B weight = 2 Bps speed (Byte per second) on average
Server C weight = 1 Bps speed (Byte per second) on average

That are waiting to serve incoming requests behind the load balancer. The

load balancer will forward:
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Incoming 8 Bps as 8 requests each request size is 1 Byte
# 5 Bps requests to Server A
# 2 Bps requests to Server B
# 1 Bps request to Server C.

If any of the other incoming requests arrive, the load balancer will forward
those requests back to Server A again for the next five incoming requests
with (5 Bps), then Server B will get its turn with (2 Bps), and after that the
requests will be forwarded to Server C. The cycle will continue in this way,

as shown in Figure (2.6).

s 8@

(5]
]
T
mn]

Load Balancer

Figure 2.6 :Weighted round-robin load balancing technique[64].
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C- The Randomized algorithm
In this method, each node N has a chance (probability) of handling

a given process.
D- Ratio

A specified fraction (ratio) is used to decide how the algorithm
will function during system startup (initial state). With this method, the
workload 1s distributed proportionally throughout the load balancing

network's servers[65].
2.3.2 Dynamic Load Balancing

These algorithms keep tabs on how much work is being done by
the system and reorganize things if the load shifts. In most implementations,
this technique is broken down into three sub-steps: transfer, location, and
information. It is up to the transfer strategy to determine which jobs may be
split up between different nodes. To carry out a delegated responsibility, the
location strategy will choose a distant node. In the Task Allocation algorithm
[66], the information strategy is the nerve center for all the data that flows

through it.
A- The Least Connection and Weighted Least Connection algorithm

The load balancer delivers the request that is receiving to the
fewest number of concurrent connection. The existing server load is
included into the least connections approach. This means that the load
balancer must monitor the overall number of open connections at any one
time. The requests are distributed across available servers based on their
numerical values in the Weighted Least Connection algorithm method. As

seen in Algorithm (2.2), if servers have same list of available connections,
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the load balancer will direct the message to the server with the greater

weight [67].

Algorithm 2.2: the pseudocode for least connection

Input : Active connection for each server
Output: Number of active connection
Begin
Initial servers S = {SO, S1, ..., Sn-1}, The weight = W(Si), Connection number = C(Si),
m = message request, n= total number of message requests.
for (m=0; m <n; m++)
if (W(Sm) > 0)
for (i=m+1;i<n;i++)
if (W(Si) <=0)
continue;
if (C(Si) < C(Sm))
m=i;
return Sm;
return NULL;

End algorithm

For explanation Example 2.2 for Least connection Load Balancing

Let started six requests to communicate with the servers hiding behind load

balancer.

1- Requests are being handled by Server A, (1, 3, 5)
2- Requests are being handled by Server B, (2, 4, 6)
3- Requests are being handled by Server C. (7, 8, 9)

# Following a definite delay, requests 1, 2, and 3 are completed.
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- In this current state, Server A is responsible for processing requests
(5)
- Requests are being handled by Server B, are (4, 6)

- Server C is also handling the same load, are (7, 8, 9)

Since Server A has the fewest open connections, the load balancer

should send any subsequent requests (let's say number 10) there.

- At this time, Server A is managing two requests that are (5, 10)

- Additionally, Server B is handling two requestss, which are (4, 6)

- The amount of requests handled by Server C is equivalent (7, 8, 9) .
To illustrate this point, Figures (2.7), Figures (2.8), and Figures (2.9).
have been included.

Figure 2.7: Servers managing assigned tasks[67].
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Figure 2.9: Modified the new request in order to use the load-balancing method with the
fewest number of connections[67].
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B- Predictive algorithm

In order to forecast the best server to route the request to the next
time, this algorithm categorizes the performance of many servers in the
system over a period and selects the best within them based on the increase

in performance[68].
C- The Dynamic Round Robin algorithm

It's quite equivalent to the Weighted Round Robin technique; the
main difference is that here, each server is given a weight depending on its
actual load at any given moment. It's always different, since the weights are

continuously changing [69].
D- The Response Time and Weighted Response Time algorithm

This strategy takes into account the speed with which all servers
reply and provide service. Requests are sent to the server with the quickest

response time by means of the load balancer [70].

2.3.3 Hybrid Load Balancing

These algorithms have been developed and suggested to address
the shortcomings of both static and dynamic load balancing strategies by
combining the best features of each into a single solution. This means that it
is possible to create a new algorithm by combining the best features of two

or more preexisting algorithms, whether they are dynamic or static[71].
For explanation about Hybrid Load balancing :

- 1= Number of redirect request + total required time
1- Increased weight due to the incoming request
- New Weight = weight + i = Sum weight
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2- decreased weight due to the finished request (terminated)
- 1= Number of terminated request on the server + total required time.

- New Weight = weight — i = Sum weight
Initial :
- Weight value for all servers = 0.0 through the starting state

Suppose Weight value after a specific number of requests from IoT sensors
changed depending on the computation process of request with required time

for over all request of each session as :

- Server 1 Weight =0.2
- Server 2 Weight =0.4
- Server 3 Weight = 3.7

A- Case 1 incoming requests

New Requests R=2 process, Time = 0.4 seconds

i= Number of redirect request + total required time
Sum Weight(SW) of i=2+0.4=2.4

New Weight = for instance Server 1 Weight (less weight) + i = Sum

weight

New Weight = 0.2 + 2.4= 2.6 as the current weight value of Server 1
through processing new requests.
B- Case 2 finished requests

Decreased weight due to the finished request (terminated)
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1-

Suppose 1 request completed on server 1 with time 0.1 seconds so the
finished sum weight value is (SW= 1+0.1 =1.1 weight), For more
explanation :

iI= Number of terminated request on the server + total required time.

iI= 1+ 0.1= 1.1 completed weight

New Weight = current weight — i = Sum weight

New Weight = 2.6 — 1.1 = 1.5 = New updated Server 1 Sum Weight =
1.5

Suppose 2 request completed on server 3 with time 0.6 seconds so the
finished sum weight value is (SW= 2+0.6 =2.6 weight)

New Weight = current weight — i = Sum weight

New Weight = 3.7 — 2.6 = 1.1 = New updated Server 3 Sum Weight =
1.1

Last updated weight value for all servers are :

Server 1 Weight=1.5

Server 2 Weight =0.4

Server 3 Weight = 1.1, So, the optimal server for the next incoming

requests is Server 2 Weight = 0.4

2.3.4 Compare Between Algorithms

The contrast between the methods for static load balancing and

those for dynamic load balancing, and according to characteristics in Table
(2.1) [72].

The data presented in this table suggests that dynamic load

balancing methods are superior than static load balancing strategies. Because

it can make changes to the load balance during the process's runtime,
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dynamic load balancing algorithms are a superior technique to offer high
availability and are suitable for use with process migration. [73] This is
because dynamic load balancing algorithms can make adjustments to the

load balance.

Table 2.1: Shows The Comparison Between The Load Balance Algorithms.

Parameter Static Dynamic
Process Migration Limited Better
Overhead High Better
Scalability Limited Better
Availability Limited Better

When compared to the dynamic load balance, the static load
balance has a much higher level of overhead. Even while dynamic load
balancing requires monitoring the state of each host while the executions are
taking place, the costs associated with this monitoring are deemed to be
quite low in comparison to the expenditures required by static load balance
[74].

Static algorithms are superior than dynamic algorithms of
scalability since the performance of dynamic algorithms decreases as the
number of processing unit or the quantity of tasks is increased. This is

because static methods do not depend on the state of the system.
2.4 Resource Allocation Algorithm

In the proposed system, the Particle Swarm Optimization (PSO) is
used to balance the load across the entire system is introduced while trying
to minimize the makespan and increase the processing capacity. Besides, the

resource allocation process depending on the hybrid approach is based on
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the weight value for each server and fog load balancer node decide where
request served, the main steps for resource allocation method as showed in
Algorithm (2.3) [75].

Algorithm 2.3: Resource allocation algorithm

Input: User request as R, Resources as S.
Output: Allocate resource Ss based on priority
Begin
if (Ri == valid) then
if (Ri & R) then
call Manage Priority
User i gets RIi
status (Ri) = allocated
else
R is rejected
else
User R is invalid
End if
End if
End

End algorithm

The task scheduling for resource allocation applied in the
Basebroker module to reserve resources based on application time
scheduling submission history in the Fog environment. The main steps of

PSO algorithm explained as follow:

1- Evaluating current process
2- Checking to see if the current position is an individual best

3- Updating new particle process
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SN
]

Evaluating current weight as constant inertia weight (how much to weigh

the previous velocity)

ol
1

Update the particle position based off new velocity updates

(@]
1

Adjust maximum fog position if necessary

Dy

Determining the best fog position for request
8
9

10- Cycle through particles in swarm and evaluate fitness

Establishing the swarm

Beginning the optimization loop

11- Determining if current fog particle is the best.

12- Cycle through swarm and update velocities and position.

Algorithm (2.4) showed the used PSO algorithm to scheduling the

Incoming request tasks.

Algorithm (2.4): Task-scheduling based on Particle Swarm Optimization (PSO)

algorithm

Input : Incoming processes from 10T nodes through access point to pass to the fog nodes
Output: Process scheduling for ach fog node, and fog node balance the load for each
server.

1. Define a set of n parallel tasks of an application A ={T;, T,, ..., T,,}, to be distributed
over a set of resources in the fog network Fnet = {R{, R;, ... , R}

2. Initialize the importance weights of the criteria W™make | W CPU yylink of the task
scheduling.

3. Repeat:

- Define Wk with Wk =W, ., — k W For each particle i = {1, ..., q} do:

- Determine the speed of request

- xp)

. . i o0
Velocity of practicleiat timek + 1 = vy, =wvj, + ¢, rand (pA—tx")+Cz rand v

- Determine the Fog position to optimize requests.

Go to next iteration k=k+1
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Until k=kmax or a stop condition is reached

4. gbest is chosen as the optimal fog solution for the task scheduling

End of algorithm

2.5 Resource Allocation Evaluation Metrics

The proposed method is based on different evaluation metrics as follows:

A- Response Time: It is characterized by the amount of time that passes
between the accepting of a response (or task) and the delivery of a
response to requests made of a server operating in a fog environment
[76].

Response Time =Total round trip required time from source event node to

destination node (2.1)

B- Channel Resource Utilization: It refers to the condition in which all of
the fog system's readily accessible resources are used up to their full
potential [77].

C- Latency: It is the amount of time between the load balancer receiving a
request and returning a response [78].

dirans = L/R (2.2)

Where d represents as delay time in seconds and L is the packet length

in bits and R is the rate of transmitted data in bits per time unit[78].

D- Packet Loss rate: It represents the ratio of the number of lost packets to
the total number of sent packets. Each packet has a deadline before
which it must be executed, and if this is not possible, the scheduler tries

to minimize the number of lost packets due to deadline expiry [79].
Loss rate = Total Number of sent — Total number of received packets(2.3)

E- Throughput: It is the measurement of a successfully completed job
which, in the case of the load balancer, means the number of requests
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successfully completed per unit time. It’s an insightful metric to measure
since higher throughput indicates higher efficiency of load
balancers[80].

Total Number of sent and received packets (2 4)

Throughput =

Time

2.6 Simulation Tools

The common simulation tools in this thesis are :

2.6.1 iFogSim Simulation

A necessary framework of the OMNET++ Fog modelling tool. It
Is built atop the essential structure of CloudSim, which served as its basis.
The CloudSim simulator has become one of the most popular tools for
modeling cloud computing infrastructures[81]. Extending the abstraction of
the fundamental CloudSim classes, iFogSim gives scopes to simulate a
personalized fog computing platform with a significant number of fog nodes

and Internet of Things (10T) devices (such as sensors and actuators)[82].

However, in iFogSim, the classes are analyzed in such a way that
even users who are not familiar with CloudSim can quickly define the
facilities, service placement, and resource allocation regulations for cloud
computing[83]. This is because iFogSim is designed to work with users who
have no previous knowledge of CloudSim. Sense-Process-Actuate and a
distributed dataflow model are both used by iFogSim in the process of
modeling any given application scenario inside a fog computing

environment[84].

It makes it easier to evaluate end-to-end latency, network

problems, power use, operating expenditures, and the level of satisfaction
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with quality of service. iFogSim is already used in a significant number of
research works for the purpose of simulating resource management, mobility
management, latency management, Quality of Experience (QOE), energy
and Quality of Service (QoS)

management in fog computing environments[85].

management, security management,

2.6.2 OMNET++

As the primary open-source simulator tool with a GUI, it makes
the simulator's internal events easy to understand. In addition to providing a
modular framework, Omnet++ also has built-in debugging and tracing
facilities. By piggybacking the Fognetsim or iFogSim framework onto an
existing one, it is possible to simulate Fog computing network devices with
a variety of configurations and apply load balancing models within the
context of fog computing. Furthermore, it was used in the creation of the
Fog nodes architectural [86].

In this thesis the used tool is iFogSim(FogNetSim++) framework
in OMNET++ simulation tool and the main comparison among common fog
tools showed in Table (2.2)[86].

Table 2.2: A comparison of the current simulation tools in fog environment

Ref. | Main ideas Simulation | Advantages Limitations
[87] | Resource management approach | iFogSim The proposed approach | Not  consider the
based on the dynamic scheduling of guarantees a decrease in | monetary cost of
multi-user devices using classification the network usage and | cloud resources and
methods  for cloud servers and hence substantiates its | power consumption.
heterogeneous devices to minimize efficiency in streamlining | Not apply in large
latency for 10T applications. the patient information | scale applications.
flow and its accessibility
for health care providers.
[88] | Heuristic-based algorithm to achieve | CloudSim The proposed algorithm | High workload

the balance between the make span and

achieves better cost make-

execution time. Low
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the monetary cost of cloud resources.
Determine the task priority and
choose a suitable node to execute
each task.

span trade-off value than
Greedy, Heterogeneous
Earliest ~ Finish ~ Time
(HEFT), and Distributed
Load Sharing (DLS)
algorithms.

scalability.

Not  consider the
important parameters
like deadline
constraints of
workflow  execution

and Fog provider’s
budget.

[89]

Efficient Resource Allocation (ERA)
for resource provisioning in fog
computing environments by using the
virtualization technique.

Cloud
Analyst
(part
Cloud
Sim)

of

Proposed strategy can be
allocated resources in an
optimized way and better
than existing algorithms
[Reconfigure Dynamically
with  Load Balancing
(RDLB) and Optimize
Response Time (ORT)]
in terms of overall
response  time, data
transfer cost and
bandwidth utilization in
the fog computing
environment.

Not satisfying the
requirement of
resources during the
execution  of  the
request. They have
only allocated those
resources to the clients
who are requesting
before processing.
Applicable for only
reserved instances.
Low availability.

High complexity
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Chapter Three The proposed hybrid load balancing in FOG computing

3.1 Overview

This chapter explains the main steps of the proposed system
implementation, configuration and installation. The proposed algorithms are
explained as Least Connection(LC), Weighted Round Robin(WRR), and
Hybrid algorithm, in addition task scheduling algorithm is implemented to
optimize incoming requests(tasks) to an existing fog nodes from the list of

connected active fog node.
3.2 The proposed implementation Requirements

The proposed system installation is based on OMNET++ and
FOGNETsim++, and C++ programming language. The proposed algorithms
installation are Least Connection, Weighted Round Robin, and Hybrid
algorithm, the proposed system based implemented with two main models

are centralized and distributed.
A- Centralized Fog computing

The architecture of the centralized fog node system involving
three layers. The first layer is IoT sensors as the clients to transmit data. the
second layer is Fog load balancer, which is control on the network
component, and resource allocation through network transmission. The third
layer is the servers as network services elements to provide the response for
each request by IoT sensors. The proposed method, which is based on fog
load balancing, has as its primary objective the distribution of load across a
number of servers in order to optimize the consumption of the processing
capacity of each server as well as reducing the typical response time of
tasks, which is the same as increasing the amount of work that can be done

by the system. The Fog node that receives and distributes all task requests to
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every server in the pool according to some conditions based on the nature of
scheduling algorithms used as weighted round robin algorithm, least
connection algorithm, and hybrid approach.This node is responsible for
receiving and distributing all task requests. In fog environment, the
architecture has three layers: the first layer is IoT sensor, the second layer is

Fog, and the last layer is the servers resources, as it showed in Figure (3.1) .
2 I’, ~ TR
E i

Centralized Fog Manager

/

Sum(Bandwidth/Weight)

|

Fog Node

(@) B .
g Service
5 ¢
a8 g
E ST |
o m o
O g z Resource Allocation
=% S (CPU+ Channel)
LC

HTTP Request

FTP File Upload

loT Sensors

(11171

9)|@)||®)|[@)(®

Figure 3.1: The proposed resource allocation system architecture in centralized Fog
Computing environment.
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The 10T sensors

responding to the resource requirements, and load balancing is one of the
key factors to achieve resource efficiency and avoid bottlenecks, overload,
and low load. However, it is still a challenge to realize the load balance for
the computing nodes in the fog environment during the execution of loT
applications. Due to the diversity of execution duration and specifications

for the computing nodes in the fog, the resources could not be fully utilized.

could choose Fog computing nodes for

The proposed system steps showed in Figure (3.2)..

Start

v

10T Sensor Requests

| Servers

Weight ICMP Messages

.................

oy |

\4

Decision making By Fog

Load Balancer

No

Hybrid
approach
(Weights)

. Weights | server 1

Server 2 Server 3

Figure 3.2 : The proposed centralized system steps.
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B- Distributed Fog Node

The structure of Distributed Fog Nodes consists of three-layers. At
the bottom, wireless Internet of Things sensors serve as the Hosts that send
and receive information, access point, router with basebrocker as a
virtualized layer. The second layer is distributed a many Fog load balancers
(three Fog nodes), which are control on the network component, and
resource allocation through network transmission. The third layer is the
servers as network services elements to provide the response for each

request by IoT sensors.

The proposed distributed process is based on Fog load balancing,
and its primary goal is to evenly distribute work across multiple servers in
order to maximize system throughput by maximizing the utilization of each
server's computational capacity and minimizing the average response time of
individual tasks. The Weighted Round Robin method, the Least Connection
technique, and the Hybrid approach are only three examples of scheduling
algorithms that the Fog nodes employ to accept and distribute all task

requests to each server in the pool.

The basic structure of the PSO algorithm in the proposed system
depending on the evaluation main function, save individual and global
optimize number of request value, update rate and fog position in the active
fog pool and finally verify optimization criteria for optimal fog selection to
process incoming request and redirect it to the better server selection based

on hybrid load balancing approach.

Figure (3.3) showed the proposed distributed fog computing with
PSO task scheduling algorithm and hybrid load balancing approach.
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Server 1 Server 2 Server 3
e e R

PSO Task Scheduling
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\ % Calculating Weight

Nodes

Fog Computing
Load Balancer

Fog Node Fog Node Fog Node
Servles | Service 2 Service N .
 — ] I &
Resource Allocation Resource Allocation Resource Allocation <
(CPU+ Storage) (CPU+ Storage) (CPU+ Storage) =
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Network
Elements

PSO Task Scheduling

BaseBroker
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Access Point

Wireless loT
Sensors
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Figure 3.3: The proposed resource allocation system architecture in distributed Fog
computing environment.

Fog load balancing is an important aspect in achieving resource
efficiency and avoiding bottlenecks, overloading, and low load, and the
basebroker device may choose Fog computing nodes to react to wireless
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Sensing devices for resource needs. The proposed system steps showed in
Figure (3.4).

Start

A 4
Wireless IoT Sensor Requests

\4
Network Elements (AP, Router)

Task Scheduling with PSO

In BaseBroker

A
i Distributed Fog Computing Nodes
I \ 4
Fog Node 1 | Fog Node 2 L Fog Node 3

| Servers

Weight ICMP Messages

H 1
e e e e e e ]

!

Decision making By Fog

\4

Load Balancer

Hybrid
approach
(Weights)

Yes

Server 1 Server 2 Server 3

Figure 3.4 : The proposed distributed fog computing system steps.
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ICMP used to calculate weight values from each servers and it
sent by fog node as echo messages. In addition, because node connectivity in
loT sensors may be very unstable owing to mobility and disconnections,
synchronization algorithms designed for distributed Fog networks cannot be
applied directly to these sensors. As an extra, it offers a load balancing
strategy for distributed fog computing that uses task scheduling as Particle
Swarm Optimization (PSO) to schedule a task to an existing resource on the
Fog nodes environment, as distribution can happened in fog node and among
servers, each Fog node can distribute task for multiple servers, so it provides
enhancement in response time and equivalent overloading high traffic data
rate system. It dealt with huge amount of request and big data traffic in
distributed environment and decrease waiting processes in queue with
adaptively data management especially with fault tolerant state for centralize

fog node.

Using criteria and goals such as the number of incoming requests
and the Basebroker task scheduling needed to complete the work, the PSO
event scheduling algorithm allocates tasks to the available computer
resources in a distributed system. By analyzing the needs and actions of fog
nodes and servers, Basebroker ranks potential allocations of such resources.
Through the use of the Fog infrastructure, suitable resources are chosen. The
Basebroker also makes reservations dependent on the actions of 10T devices.
All of the Fog infrastructure's resource management needs, including
scheduling, monitoring, and reservation, are met by this product. It also
keeps an eye on the Fog environment's resource availability. Once resources
have been chosen, the Fog platform will schedule applications to run on

those resources and keep an eye on them while they run. The basebroker
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infrastructure reschedules the application to the Fog resources based on
changes in load needs from task scheduling if the 10T sensor traffic with
loading status initiates any dynamic changes. As an added bonus, it
schedules applications and reserves resources in the Fog cloud computing

infrastructure according to past submission patterns.

Besides, the proposed system of centralized and distributed based
on the least connection. Weighted round robin and hybrid load balancing to

manage resource allocation

3.3 The proposed Development Approach

The hybrid method is presented to load balancing, which is
dependent on the weighted round robin and least connection algorithms,
serve as the development system. Both the efficiency in which resources are
deployed and the system performance as a whole are strongly impacted by
the load-balancing technique that decides which target server processes a
request. The suggested load-balancing module would first gather the most
recent server loads in order to achieve a more accurate load distribution
among several servers, the capabilities of which may or may not be
identical. After that, it makes use of this information to choose the server
that is most suited to handle the processing of a new request. The processing
overhead is required in order to collect the most recent server loads. As a
result of the fact that servers are required to regularly collect their load
current status and transmit it to the Fog scheduler, and as a result of the fact
that the Fog is required to keep received load status for all servers, this has

an influence on the packet processing traffic.
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3.3.1 The used Weighted Round Robin (WRR) algorithm

It is designed in the proposed system to better handle servers with
different processing capacities. Each server can be assigned a weight, an
integer value that indicates the processing capacity. Servers with higher
weights receive new connections first than those with less weights, and
servers with higher weights get more connections than those with less

weights and servers with equal weights get equal connections.

In addition to this, the pseudocode for the Weighted Round Robin
that was implemented in Algorithm (3.2). W = (W0, . . ., WM —1) is the
weight matrix in the method, where | is just the servers that was chosen
during the previous installment, Wi is the weighting for servers | + 1 with |
=0,..., M 1, and cw is the present weight. The acronym gcd stands for the

"greatest common divisor".

The main steps of the used Weighted Round Robin algorithm

presented as follows :

1. Initializing the main class Function to find the waiting time for all
processes

- Make a copy of burst times to store remaining burst times.

2. Keep traversing processes in WRR manner until all of them are not
done.

- Traverse all processes one by one repeatedly.

- If burst time of a process is greater than 0 then only need to process
further.

- There is a pending process.

- Increase the value of time of process has been processed.
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N o o

3.3.2

Decrease the burst time of current process quantum.

Checking the burst time

If burst time is smaller than or equal to quantum. Last cycle for this
process.

Increase the value of time process has been processed.

Waiting time is current time minus time used by this process.

As the process gets fully executed make its remaining burst time = 0.
If all processes are done

Building the function to calculate turn around time by:

Calculating turnaround time by adding burst time and waiting time.
Building the function to calculate average time.

Building the function to find waiting time of all processes.

Building the function to find turn around time for all processes.
Display processes along with all details.

Calculating total waiting time and total turn around time

The Least connection (LC) algorithm

In the system that is being proposed, it will route connectivity to

the server that already has the fewest number of connections established. In

order to have an accurate picture of the load being put on each server, it

must dynamically count the amount of connection being made to each one.

The connection count of the each server is recorded by the Fog load

balancer.

The connection value of a service is increased whenever a novel

connection is redirected to that server, and the number of connections that

may be maintained by a server is reduced in case that one of those

connections fails or times out. It is essential to take into consideration that a
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server having a weight of zero implies that it is not accessible, and that

server should be taken off the list of servers that are available. The

pseudocode for the least connection method can be found in Algorithm (3.3),

the main parameters are servers sets are S = {S0, S1, ..., Sn-1}, W(Si) is the

weight of server Si, C(Si) is the current connection number of server Si.

The process of the proposed Least Connection algorithm presented as

follows :

1.

> w

Initializing the main class function to visit the nodes of a graph

If current node is already visited return the node.

If current node is not visited return the IP node as idle node.
Utility function to check if it is possible to connect all computers
or not

Stores whether a node is visited or not

Build the adjacency servers list

Storing the fog count of network connections

Stores count of components

Count redundant edges

Check if components can be rearranged using redundant edges
Function to check if it is possible to connect all the devices or not
Stores count of minimum operations required

return the minimum number of operations required

Body of algorithm processes

Given number of computers

Given set of connections.
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3.3.3 The proposed hybrid load balancer algorithm

The hybrid approach of the used load balancing based on both
algorithms implemented at the same time and the proposed value weight
generated from both algorithms based on their characteristics and then each
Fog node in distributed environment evaluated the servers periodically to
decide which optimal server to process the incoming request. The steps of

the hybrid approach for explanation in example :

- 10T sensors make request to access to specific website as HTTP
request, or file upload request.

- Request passed to fog nodes to redirect it to specific server.

- Fog nodes periodically send ICMP echo request packets to servers and
it creates weighed value (depending on the response time and number
of connections) for each active servers, in addition, Fog nodes still
sending check packet periodically to be updated with the last servers
state and evaluate servers to be optimal for processing the next

request.

The pseudocode for the proposed hybrid weighting in fog

computing environment is shown in Algorithm (3.1).

Algorithm (3.1): the pseudocode for the proposed hybrid least weight

Input: Number of active request based on LC, required time based on WRR.
Output: Weight value as the amount of required load.

Begin

Initial main class WScheduler(), and parameters.

cw = 0 as counter of weight

I = -1 counter of processes
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max_s = None
gcd_s = None
len_s = None
counter =0
repostryevents(self, s): Record number of connection in repository
self.reposnt = s
self.max_s = max(s, key=lambda x: x[1])
self.gcd_s = reduce(fractions.gcd, weight for data, weight in s)
self.len_s = len(s)
schedule(self): Task scheduling with PSO
while True:
self.i = (self.i + 1) % self.len_s
if self.i ==0:
self.cw = self.cw - self.gcd_s
if self.cw <=0:
self.cw = self.max_s
if self.cw ==0:
return None
if self.data_set[self.i][1] >= self.cw:
self._inc_counter(self.data_set[self.i)
return self.data_set[self.i]
inc_counter(self, item): Calculating required time for each process with WRR
self.counter[item[0]] +=1
except KeyError:
self.counter[item[0]] = 1
set_data(self, s):

self.reset()
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self._init_dataset(s)
reset_counter(self) if there isn’t: server found
self.counter=0
get_next(self, n = 1):
ifn>1:
return [ self.schedule() for i in range(0,n)]

return self.schedule()

End of algorithm

The proposed Hybrid algorithm based on the combining

algorithms Least Connection and Weighted Round Robin, the process

explained as follows:

1.

8.
9.

When a connection is made, this function will be triggered, if a new
fog node or endpoint is connected to this fog node, this fog node will
send a fog ready message

When this fog node receives data, data received will be triggered
Saving this connection to connection repository

Distributing this task to local processing, neighbour fog node or
neighbour server

Handling the received results

Handling the received state information of neighbour fog nodes
Handling the fog ready message, respond a fog ready acknowledge
message.

Handling the fog ready acknowledge message, calculate delay

When a connection is lost, this function will be triggered.

10. Analyzing the incoming task, status of the task queue and neighbour

fog state table to determine where to process the task.
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11. Sending the task to the best neighbour fog node in case of distributed
fog nodes

12. Sending the task to server

13. Processing the task locally by the selective server

14. Using task delay to insert the task to the task queue for processing

15.Distributing the task to local processing, neighbour fog node or server
based on the result of task Inspection function.

16. Return the result to the fog node that offloads the task to this fog

17. Storing the received state information of neighbour fog node in state
table in weight attribute column.

18. Putting the link between a fog node and a fog neighbor in the
repository for storage.

19.When a fog node's neighbour connection is complete, the connection
with that fog node will be deleted. Specifying the period of state
sharing in distributed fog node

20. Sending the state information to neighbour fog nodes

21. Finding the best neighbour fog node with minimal estimated waiting

time, number of active connection.
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4.1 Overview

This chapter discusses the results for the proposed system that are
described in chapter three. The proposed system implemented in OMNET
++ simulation tool. It implemented with three load balancing algorithms, as
the Least Connection (LC), Weighted Round Robin(WRR), Hybrid
algorithm (LC, and WRR). The approach that has been presented, which is
based mostly on two primary case studies depending on the fog computing
node. The 1* case study based on the one centralized fog node to distribute
load among the used three servers. The 2™ case study based on three
distributed fog node to distribute request among them depending on the task
scheduling approach, and then redirect incoming requests to the optimal

SCTVCT.
4.2 The proposed System Implementation

An system with the following requirements, as shown in
Table(4.1), has been used to test the proposed system. In addition, the code
for the proposed system has been created in C++ using the OMNET++

simulation tool.

Table 4.1: Environment specifications for the proposed system.

Operating Systems Windows 10 pro, 64-Bit

CPU Core (TM) 15-4210U

RAM 8.00 GB

Implementation Tools | OMNET++ 4.6, INET 3.3.0, and FogNetSim++
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The proposed system implemented with two main case studies as follow :
A- Centralized Fog Computing

The centralized fog computing approach is based on the fog node
controlled on the traffic and redirects the request to the servers in load
balancing state, in addition to the sixth IoT sensors, three servers, and wired
connection among overall network elements. Table (4.2) presents the
specifications of each network elements which effect the resource allocation
process, with network configuration IP Address, network interface, and port
number is 21. As mentioned the prefix /30 due to the point to point

connection between [oT sensors and next device fog, and fog to the server.

Table 4.2: The Specification of the Fog environment.

Node IP (Point-to-Point) | The behavior | Network interface | Local port
10.0.0.2/30 IoT sensor 1 eth0-eth( 1000
10.0.0.6/30 IoT sensor 2 ethO-ethl 1005
10.0.0.22/30 IoT sensor 3 ethO-eth5 1006
10.0.0.30/30 IoT sensor 4 ethO-eth7 1007
10.0.0.14/30 IoT sensor 5 eth0-eth3 1008
10.0.0.18/30 IoT sensor 6 eth0-eth4 1009
10.0.0.1/30 Fog Node ethO-to-eth8 1010
10.0.0.10/30 Server 1 eth0-eth2 1002
10.0.0.26/30 Server 2 ethO-eth6 1003
10.0.0.34/30 Server 3 eth0-eth8 1004
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Initially, the network environment is initialized based on the Fog
load balancer for resource allocation management that is based on the

network servers with the main setting as:
Step 1: Initializing queue with Queue management.
- Buffer management

Step 2 : Configuring local port number, interfaces, message length, packet

type, and time management.
Besides, the main steps of the used system are :

1
2

Building system topology.

Fog configuration with the network setting for IoT sensors and

network servers.

w
1

Changing network packets to build route table and system paths.

N
1

Fog node received 10T sensor packets and calculating weight for each
servers dynamically.
The Fog and data path is built with the flow FTP file traffic, and port

ol
1

numbers. Incoming packet with destination address checked with the

flow table to see where to forward it, or Fog decide how deal with it.
In addition, the recommended phase for the system is as follows:

1- The servers received queries from the 0T sensors to process their
request as HTTP web access or File uploading service through Fog
node.

2- After receiving requests from sensors, fog nodes adjust flow rules and

attempt to distribute the load evenly over all of the accessible servers.
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The Internet of Things sensors are only aware of the fog transparent
transmission; they are unaware of the backend servers.

3- The fog node will, at regular intervals, send an ICMP echo signal to
the servers in order to calculate the overall weight (load) of the servers
as well as the best server response that has the least amount of weight.

4- Check the link statuses of each of the three servers, and adjust the
weight value accordingly, taking into account the connection traffic
characteristics and the amount of congestion in the network.

5- 10T sensors will send a request, and servers will respond with the

answer to each request.

Figure (4.1) demonstrates the proposed system's implementation in
OMNET++.
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Figure 4.1: The simulated implementation of the proposed system in OMNET++.
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In addition, Figure (4.2) shows the proposed Fog node select

optimal server to pass request from loT sensors.
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Figure 4.2: The proposed Fog node redirect request to the optimal server.

B- Distributed Fog Computing

The distributed fog computing system is based on three fog nodes
to control traffic in the network and redirect the incoming request to the
selective server taking into consideration the load balancing approach, in
addition, sixth IoT sensors wireless connected with access point, gateway

router, base broker, three fog nodes, and three servers.

Table (4.3) presents the specifications of each network elements
which affected the resource allocation process, with network configuration

IP Address, network interface, and port number.
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Table 4.3: The Specification of the distributed Fog environment.

Node IP (Point-to-Point) | The behavior Network interface Local port
10.0.0.2/30 Wireless-loT-sensor 1 1000
10.0.0.6/30 Wireless-loT-sensor 2 1005
10.0.0.22/30 Wireless-IoT-sensor 3 | Wireless  connection  with | 1006
10.0.0.30/30 Wireloss-ToT-sensor & | 001y service 1007
10.0.0.14/30 Wireless-loT-sensor 5 1008
10.0.0.18/30 Wireless-loT-sensor 6 1009
10.0.0.46/30 Fog Node 1 Eth1-to-eth3 1010
10.0.0.30/30 Fog Node 2 ethO-to-eth3 1010
10.0.0.62/30 Fog Node 3 ethO-to-eth3 1010
10.0.0.45/30 Server 1 ethO-to-eth2 1002
10.0.0.29/30 Server 2 ethO-to-eth2 1003
10.0.0.53/30 Server 3 ethO-to-eth2 1004
/ Access point / /
10.0.0.17/30 Gateway Router ethO-to-ethl 1014
10.0.0.1/30 BaseBroker(virtual) Eth0-to-eth3 1015

Initially, the network environment is initialized based on the

distributed Fog load balancer for resource allocation management that is

based on the network servers with the main setting as:

Step 1: Initializing queue with Queue management for each network

elements.

- Queue management (Buffer management)

Step 2 : Configuring local port number, interfaces, message length, packet

type, and time management.
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Besides, the main steps of the used system are :

6- Building system topology.

7- Distributed Fog configuration with the network setting for 10T sensors
and network servers.

8- Exchanging setting messages from wireless 10T sensors with access
point and gateway router to build network table and update sensor
locations.

9- Router received packets from wireless sensors through access point
and pass the packet to virtualize layer as basebroker device which
passed the incoming messages to the distributed Fog nodes (three Fog
nodes).

10- Fog nodes received Wireless-loT-sensor packets and
calculating weight for each servers dynamically.

11- Incoming packet with destination address is checked with the
traffic table to see where to forward it, or Fog decides how deal with
it.

In addition, the suggested system phase is as follows:

6- 10T sensors sent queries to servers to process their request as HTTP
web access or File uploading service through Fog nodes.

7- Network elements such as access point, gateway router, and
basebroker configured to pass data messages to the Fog nodes layer.

8- Fog nodes accept requests from sensors, adjust flow rules, and
distribute load over all accessible servers. 10T sensors are unaware of

backend servers; only Fog transparent transmission is known to them.
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9- Fog nodes deliver frequent ICMP echo messages to servers in order to
detect the most recent load (load) of servers as well as the optimal
server response with the least weight.

10- Fog nodes are responsible for monitoring the link conditions of all
three servers and providing an updated weight value based on the
network traffic characteristics and network overloading.

11- Fog nodes depend on the incoming request weight to distribute the
request in some cases of high overloaded data to multiple servers to

reply with the response to each request by the 10T sensors.

In addition, the proposed distributed Fog system implementation
with wireless 10T sensors and network elements in OMNET++ are shown in
Figure (4.3).
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Figure 4.3: The proposed system simulated in OMNET++.
In addition, Figure (4.4) shows the proposed Fog node select
optimal server to pass request from IoT sensors, in case of requested passed

from different Fog nodes at the same time, to redirect to different servers.
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Figure 4.4: The proposed Fog node redirect request to the optimal server.
4.3 The results of Centralized Fog Computing (Case 1)

The proposed structure is predicated in four case studies: the first
case study is represented without a load balancer; the second case study is
based just on load balancer with the Least Connection (LC) algorithm; the
third case study is based on the algorithms to Weighted Round Robin
(WRR); and the fourth case study is based on the hybrid approach merged
LC and WRR. The first case study is represented without a load balancer;

the second case study is based just on load balance.

4.3.1 The 1* case study without Load Balance

The system that has been suggested, which is based on the 4 main
findings. The first case study discusses the state of overburdening and high
traffic load, which required a load balancing method to balance the load and
reduce response time. This state is represented by the second case study all
the way up to the fourth case study of performing multiple strategy with a
combination of dynamic and static load balancing . The HTTP web request

results made by IoT sensors is shown in Table (4.4), and it was sent to link
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servers through Fog Node. The Response Time is calculated from loT
sensors to the Fog node as point to point connection so the servers are not
showed the response time but it calculated between sensors and servers are
far away from them, instead the servers calculated the network latency of
total sent and received packets.

Throughput is calculated in double values due to the frames are
fragmented when it transmit from source node to the destination nodes
through the required time for each packets to arrive. Packet loss rate showed
the value of lost packets when it transmitted from the source to the
destination, it calculated as (number of sent frames — number of received

frames) to find the ratio of lost packets.

Table 4.4: The Main Evaluation Parameters Of The 1% Case Study with
HTTP Requests of without load balancer.

HTTP WEB | Throughput / Bps Latency / ms | Response Packet
request Time/ms Loss Rate
command Frames/sec | Frames/sec (%)

Sent Received
10T sensor 1 18.35915 | 17.679 40602 ms 55.6188 ms | 0.959 %
10T sensor 2 2.209 0.960 982.8 ms 1.179 ms 1.677 %
loT sensor 3 20.24 18.96 20961.6 ms 50.674ms |2%
10T sensor 4 21.608 20.8 14871.6 ms 44793 ms | 1.262 %
10T sensor 5 17.871 16.882 13761.6 ms 57.339ms | 1.545 %
loT sensor 6 2.817 2.089 1059.6 ms 0.529 ms 1.137 %
Server 1 1.274 1.200 1059.81 ms / 0.115 %
Server 2 49.918 44.958 30534.820 ms / 7.75%
Server 3 31.495 29.696 19490.545 ms / 2.811%
Fog 82.608 75.855 51085.176 ms / 10.804 %
HTTP  Packet | 1024 Byte
Size
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Table (4.5) shows the channel resources allocation for 10T sensors
and how sensors get benefits from the channel through channel utilization,
and the amount of time required for each packets in queue before started to
process by the servers. Channel utilization is represented as the amount of
used channel by each sensor as channel allocation, the high value is the
better and channel idle is represent as the channel is optimal to use by nodes.

Table 4.5: Channel resources allocation for 1st Case Study of without
load balancer.

Requests Channel Idle | Channel Utilization | Waiting Time in

(%) (%) sec
1oT sensor 1 68.744 0.097 27.3
loT sensor 2 68.122 6.428 2.6
loT sensor 3 69.277 0.73 13
10T sensor 4 60.763 7.097 35.1
10T sensor 5 69.339 0.0081 36.4
10T sensor 6 69.349 7.194 15.6
Server 1 69.300 6.7970 26
Server 2 69.282 0.0417 70.2
Server 3 66.568 6.726 2.6
Fog (avg all 69.341 3.439 19.337
interfaces)

Table (4.6), Table (4.7), and Table (4.8) showed the upload and
download files to the servers (server 1, server 2, and server 3)with different
file size to measure speed of data transfer and required time to complete the
process. The used protocol for this purpose is the FTP protocol with 21 port

number.
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Chapter Four

Table 4.6: FTP file upload/download by server 1 of the 1% case study of

without load balancer.

The Implementation, Results and Discussion

Server 1: 10.0.0.10/30
FTP File Size Upload/Download | Speed in KB/sec | Time in Sec
256 KB 91.2 1.771
2 MB 186.675 5.644
15 MB 187.387 88.315

Table 4.7: FTP file upload/download by server 2 of the 1% case study of

without load balancer.

Server 2: 10.0.0.26/30
FTP File Size Upload/Download | Speed in KB/sec | Time in Sec
256 KB 109.725 1.799
2 MB 194.512 5.661
15 MB 193.087 88.526

Table 4.8: FTP file upload/download by server 3 of the 1% case study of

without load balancer

Server 3: 10.0.0.34/30
FTP File Size Upload/Download | Speed in KB/sec | Time in Sec
256 KB 101.887 1.845
2 MB 190.95 5.649
15 MB 192.375 22.626

4.3.2 The 2" case study of Least connection load balance algorithm

In the second case study, a suggested system was used to balance

the load inside the fog computing environment. This system was based on an
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algorithm that required the fewest connections possible by distributing the
IoT sensors to the idle server taking into consideration the amount of
connection overloading. Table (4.9) showed the HTTP request distributed
among three servers.

Table 4.9: The Main Evaluation Parameters Of The 2" Case Study with
HTTP Requests of Least connection load balancer algorithm.

HTTP WEB | Throughput/ Bps Latency / ms | Response Packet
request Time/ms Loss Rate
command Frames/sec | Frames/sec (%)
Sent Received
10T sensor 1 21.599 20.7994 33835 ms 46.349 ms 0.7996%
loT sensor 2 2.599 1.201 819 ms 0.983 ms 1.398 %
10T sensor 3 25.3 23.7 17468 ms 42.229 ms 1.6 %
loT sensor 4 27.01 26.00 12393 ms 37.328 ms 1.01 %
10T sensor 5 22.339 21.103 11468 ms 47.783 ms 1.236 %
10T sensor 6 3.522 2.612 883 ms 0.441 ms 091 %
Server 1 1.593 1.501 883.175 ms / 0.092 %
Server 2 62.398 56.198 25445.684 ms / 6.2 %
Server 3 39.369 37.120 16242.121 ms / 2.249 %
Fog 103.26 94.819 42570.98 ms / 8.441 %
HTTP  Packet | 1024 Byte
Size

Table (4.10) showed the channel resources allocation for loT
sensors and it was enhanced compared with the 1% case study through
channel availability. Utilization are increased while Waiting Time is

decreased.
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Table 10: Channel resources allocation for 2" Case Study of Least
connection load balancer algorithm.

Requests Channel  Idle | Channel Utilization | Waiting Time in
(%) (%) sec

10T sensor 1 94.171 0.133 21

loT sensor 2 93.318 8.806 2

10T sensor 3 94.901 1 1

10T sensor 4 83.238 9.723 27

loT sensor 5 94.985 0.0112 28

loT sensor 6 94.999 9.855 12

Server 1 94.932 9.311 20

Server 2 94.908 0.0572 54

Server 3 91.190 9.215 2

Fog (avg all 94.988 4.712 14.875

interfaces)

Table (4.11 to 4.13) showed the upload and download files to the

idle servers with different file size and it showed the least connection useful

for file uploading.

Table 4.11: FTP file upload/download by server 1 of the 2™ case study of

Least connection load balancer algorithm.

Server 1: 10.0.0.10/30
FTP File Size Upload/Download | Speed in KB/sec | Time in Sec
256 KB 128 1.250
2 MB 262 3.982
15 MB 263 62.304
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Table 4.12: FTP file upload/download by server 2 of the 2™ case study of

Least connection load balancer algorithm.

Server 2: 10.0.0.26/30
FTP File Size Upload/Download | Speed in KB/sec | Time in Sec

256 KB 154 1.270
2 MB 273 3.995
15 MB 271 62.453

Table 4.13: FTP file upload/download by server 3 of the 2™ case study of

Least connection load balancer algorithm..

Server 3: 10.0.0.34/30

FTP File Size Upload/Download | Speed in KB/sec | Time in Sec

256 KB 143 1.302
2 MB 268 3.986
15 MB 270 62.412

433 The 3™ case study of Weighted Round Robin load balance

algorithm

In this instance, the suggested system distributes work using a
technique called WRR balancing load among the connected server
depending on the weight value assigned to each server to decide which
optimal server for the incoming requests. The primary criteria for judging
the third case study were laid forth in Table 4.14.This algorithm better than
from least connection in case of speed or required time(response time), and
it used for requests to servers in a rotational manner, even if some servers
have more active connections than others. It adding the ability to spread the

incoming client requests across the shared servers.
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Table 4.14: The Most Important Criteria for Evaluating the 3™ Case Study
with HTTP Requests of Weighted Round Robin load balancer.

HTTP WEB | Throughput / Bps Latency / ms | Response Packet
request Time/ms Loss Rate
command Frames/sec | Frames/sec (%)
Sent Received
10T sensor 1 22.678 21.839 32143.25 ms 44.031ms | 0.759 %
loT sensor 2 2.728 1.261 778.05 ms 0.933 ms 1.328 %
loT sensor 3 26.565 24.885 16594.6 ms 40.117 ms 1.52 %
10T sensor 4 28.360 27.3 11773.35 ms 35.461 ms 0.959 %
10T sensor 5 23.455 22.158 10894.6 ms 45393 ms | 1.174 %
loT sensor 6 3.698 2.742 838.85 ms 0.418 ms 0.864 %
Server 1 1.672 1.576 839.016 ms / 0.087 %
Server 2 65.517 59.007 24173.399 ms / 5.89 %
Server 3 41.337 38.976 15430.014 ms / 2.136 %
Fog 108.423 99.559 40442.431 ms / 8.018 %
HTTP  Packet | 1024 Byte
Size

Table (4.15) showed the channel allocation for fog computing

environment

Table 4.15: Channel utilization for 3" case study of Weighted Round Robin load

balancer.
Ping Channel  Idle | Channel  Utilization | Waiting Time in
(%) (%) sec
10T sensor 1 99.128 0.139 19.952
loT sensor 2 98.230 9.246 1.9
10T sensor 3 100 1.05 0.951
10T sensor 4 92.231 10.209 25.65
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10T sensor 5 99.985 0.0117 26.6
loT sensor 6 99.999 10.347 114
Server 1 97.929 9.776 18
Server 2 98.904 0.0600 51.3
Server 3 94.99 9.675 1.9
Fog (avg all 97.988 4,947 14.131
interfaces)

Table (4.16 to 4.18) showed the upload and download files to the
idle servers with different file size in the Fog computing environment. It
showed how file uploaded with different data size into 3 servers in some
cases frames packets are fragmented into piece of frames to pass through

channel from loT sensors to the servers.

Table 4.16: FTP file upload/download by server 1 of the 3™ case study of
Weighted Round Robin load balancer.

Server 1: 10.0.0.10/30
FTP File Size Upload/Download | Speed in KB/sec | Time in Sec

256 KB 121.6 1.312
2 MB 248.9 4181
15 MB 249.85 65.419

Table 4.17: FTP file upload/download by server 2 of the 3" case study of
Weighted Round Robin load balancer.

Server 2: 10.0.0.26/30
FTP File Size Upload/Download | Speed in KB/sec | Time in Sec

256 KB 146.3 1.333
2 MB 259.35 4.194
15 MB 257.45 65.575

74




Chapter Four

The Implementation, Results and Discussion

Table 4.18: FTP file upload/download by server 3 of the 3™ case study of

Weighted Round Robin load balancer.

Server 3: 10.0.0.34/30

FTP File Size Upload/Download | Speed in KB/sec | Time in Sec
256 KB 135.85 1.367

2 MB 254.6 4.185

15 MB 256.5 65.532

4.3.4 The 4" case study of Hybrid load balance approach

It used the hybrid methodology to distribute the load among

servers through the weighted summation approach, which assigned weight

value for each server and redirected traffic to the least weight value

depending on the least connection and weighted round robin algorithms.

Table (4.19) showed the used evaluation parameters for the 4™ case study.

Table 4.19: The Main Evaluation Parameters Of The 4™ Case Study with
HTTP Requests of Hybrid load balancer.

HTTP WEB | Throughput / Bps Latency / ms | Response Packet
request Time/ms Loss Rate
command Frames/sec | Frames/sec (%)

Sent Received
10T sensor 1 24.265 23.367 29250.357 ms | 40.068 ms | 0.5589 %
loT sensor 2 2.918 1.349 708.025 ms 0.849 ms 0.92412 %
loT sensor 3 28.424 26.626 15101.08 ms 36.506 ms 1.0579 %
loT sensor 4 30.345 29.211 10713.74 ms 32.269 ms | 0.6664 %
10T sensor 5 25.096 23.709 9914.08 ms 41.307ms | 0.8170 %
loT sensor 6 3.956 2.933 763.35 ms 0.380 ms 0.6012 %
Server 1 1.789 1.686 763.50 ms / 0.0604 %
Server 2 70.103 63.137 21,997.79 ms / 4.0996 %
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Server 3 44.230 41.704 14041.31 ms / 1.4863 %
Fog 116.012 106.528 36802.61 ms / 5.2531 %
HTTP  Packet | 1024 Byte

Size

Table (4.20) showed the channel utilization with queue time of the 4"

case study.

Table 4.20: Channel utilization with Waiting Time of the 4™ case study of Hybrid

load balancer.

Ping Channel Idle | Channel Utilization | Waiting Time in

(%) (%) sec
loT sensor 1 99.623 0.145 18.954
loT sensor 2 98.721 9.708 1.805
10T sensor 3 100 1.102 0.903
loT sensor 4 94.075 10.719 24.367
loT sensor 5 99.991 0.012 25.27
10T sensor 6 100 10.864 10.83
Server 1 99.929 10.264 17.1
Server 2 99.904 0.063 48.735
Server 3 96.99 10.158 1.805
Fog (avg all 99.988 5.194 13.424
interfaces)

Table (4.21 to 4.23) showed server speed and required time to the

upload and download files by idle servers with different file size streaming.

Table 4.21: FTP file upload/download by server 1 of the 4™ case study of

Hybrid load balancer.

Server 1: 10.0.0.10/30

FTP File Size Upload/Download

Speed in KB/sec

Time in Sec

256 KB

134.4

1.187
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2 MB 275.1 3.782
15 MB 276.15 59.188

Table 4.22: FTP file upload/download by server 2 of the 4™ case study of
Hybrid load balancer.

Server 2: 10.0.0.26/30
FTP File Size Upload/Download | Speed in KB/sec | Time in Sec

256 KB 161.7 1.206
2 MB 286.65 3.795
15 MB 284.55 59.330

Table 4.23: FTP file upload/download by server 3 of the 4™ case study of
Hybrid load balancer.

Server 3: 10.0.0.34/30

FTP File Size Upload/Download | Speed in KB/sec | Time in Sec

256 KB 150.15 1.236
2 MB 281.4 3.786
15 MB 283.5 59.291

The proposed system showed that the hybrid approach is better in
case HTTP and FTP file transfer with different file size with the least
connection algorithm and WRR algorithms. The least connection is better
from weighed round robin in case of FTP file transfer, while the weighted
round robin is better from the least connection in case of HTTP requests. In
addition, the hybrid approach is better in channel utilization from both
standalone algorithms. Figure (4.5) and Figure (4.6) showed the system

comparison.
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Network Evaluation of Load Balancer Algorithms in
Centeralized Architecture
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Figure 4.5: The total latency ,response time and packet loss rate of the proposed system.

Channel Resource Allocation of Centerlized Environment
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Figure 4.6: Channel resource allocation for the proposed Hybrid system case studies.

Figure (4.7) showed the transfer speed and time elapsed to execute
the FTP file transmission job for the used case studies, It was shown that the
hybrid strategy that was presented performed better when compared to the
other cases of load balancing as it represented the average for all three used
servers speed in KB/sec (FTP File size 256KB to 15 MB) as 237.0666
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KB/sec, and average time /sec (256KB to 15 MB) as 21.42233 sec. While

the least connection algorithm showed the second level enhancement in data

transmission traffic with speed is 225.77 KB/sec, and time is 22.5504 sec.

The Total Transmission Speed of Centerlized Environment
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™ Avg Speed EB,\/ASg; (256KB10 105 8564 22577 214.4888 | 237.0666667
= Avg Time /SIS/(I: B()256KB 015 1 379817 225504 23.677555 | 21.42233333

Figure 4.7: The total transmission speed and required time of the proposed centralized

system.

showed better evaluation results as it showed in Table (4.24).

The proposed system compared with other related works and it

Table 4.24 : A comparison of the proposed system with the other relevant works.

Load Balancing comparisons

Ref.Year | Arch, Tool Algorithm Avg Speed Packet Loss | Time Taken
KB/sec Rate (%) for Resource
Allocation
[10], 2020 | Fog-4 servers, Weighted 110 KB/sec 180 % /
Ns-3 Round Robin
Fog-loT, Queuing / / 8 sec
[24], 2022 | CloudAnalyst, | Theory based
CloudSim Cuckoo Search

(QTCS) model
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The Fog-3 Servers, Weighted 237.066 15.5249% | 3.786¢
proposed | Fognetsim++, | Round Robin, KB/sec
system OMNET++ Least

Connection

4.4 The results of Distributed Fog Computing (Case 2)

The proposed system is based on four case studies, the 1% is
represented without load balancer, while the second case is based on the
middleware with the Least Connection (LC) method, while the third case
study just on algorithms with Weighted Round Robin (WRR), and the fourth
case is based upon the hybrid model combining LC and WRR that was
implemented for each fog node. Particle Swarm Optimization (PSO) task
scheduling has been used in distributed fog computing to optimize and
scheduling incoming request to the specific fog node. PSO is used to manage
tasks in processing (active requests) executed on the Fog, also have different
direction to specific server. Therefore, in order to acquire an optimum choice
of fog, it is required to discover an ideal way to put the various
responsibilities evenly on the various fogs, taking into consideration the

various properties of both the fog as well as the application.

4.4.1 The 1* case study of without Load Balance

The system that has been suggested, which is based just on four
major findings. The first case study discusses the state of swamping and high
traffic load, which required a load balancing method to balance the load and
reduce response time. This state is represented by the second case study all
the way up to the fourth study case of load balancing strategy with a
combination of dynamic and static load balancing. Table (4.25) showed the

HTTP web request by lot sensors to the connected servers through fog node.
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Table 4.25: The Main Evaluation Parameters Of The 1% Case Study with
HTTP Requests of without Load Balance in distributed environment.

HTTP WEB request | Throughput/ Bps Latency /ms | Response Packet
command Time/ms Loss Rate

Frames/sec | Frames/sec (%)

Sent Received
Wireless-1oT-sensor 1 | 18.5427 17.855 39789.96 ms 54.506 ms 0.6877 %
Wireless-loT-sensor 2 | 2.231 0.969 963.144 ms 1.155 ms 1.263 %
Wireless-loT-sensor 3 | 20.442 19.149 20542.368 ms | 49.660 ms 1.523 %
Wireless-loT-sensor 4 | 21.824 21.008 14574.168 ms 43.897 ms 0.816 %
Wireless-loT-sensor 5 | 18.049 17.050 13486.368 ms 56.192 ms 1.011 %
Wireless-loT-sensor 6 | 2.845 2.109 1038.408 ms 0.518 ms 0.789 %
Server 1 1.286 1.212 1038.613ms / 0.067 %
Server 2 50.417 45.407 29924.123 ms / 5.128 %
Server 3 31.809 29.992 19100.73 ms / 1.796%
Fog 1 27.118 25.102 17008.123 ms / 2.018 %
Fog 2 29.302 27.233 16010.109 ms / 2.906 %
Fog 3 28.100 27.206 15905.056 ms / 0.898 %
HTTP Packet Size 1024 Byte

Table (4.26) shows the channel resources allocation for loT

sensors and how sensors gets benefits from the channel through channel

utilization, and the amount of time required for each packets in queue before

started to process by the servers.

Table 4.26: Channel resources allocation for 1st Case Study of without
Load Balance in distributed environment.

Requests Channel  Idle | Channel Utilization | Waiting Time in
(%) (%) sec
Wireless-loT-sensor 1 | 69.431 0.098 27.027
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Wireless-loT-sensor 2 68.803 6.492 2574
Wireless-loT-sensor 3 69.969 0.737 1.287
Wireless-loT-sensor 4 61.370 7.167 34.749
Wireless-loT-sensor 5 70.032 0.0081 36.036
Wireless-1oT-sensor 6 70.042 7.265 15.444
Server 1 69.993 6.864 25.74
Server 2 69.974 0.0421 69.498
Server 3 67.233 6.793 2.574
Fog 1(avg all 70.134 3.473 9.928
interfaces)

Fog 2(avg all 72.236 5.919 10.919
interfaces)

Fog 3(avg all 71.458 4.790 12.980
interfaces)

Table (4.27 to 4.29) shows the upload and download files to the
servers with different file size to measure speed of data transfer and required

time to complete the process.

Table 4.27: FTP file upload/download by server 1 of the 1% case study of
without Load Balance in distributed environment.

Server 1: 10.0.0.10/30

FTP File Size Upload/Download | Speed in KB/sec | Time in Sec

256 KB 93.024 1.735
2 MB 190.408 5.531
15 MB 191.134 86.548

Table 4.28: FTP file upload/download by server 2 of the 1% case study of
without Load Balance in distributed environment.

Server 2: 10.0.0.26/30

FTP File Size Upload/Download | Speed in KB/sec | Time in Sec
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256 KB 111.919 1.763
2 MB 198.402 5.547
15 MB 196.948 86.755

Table 4.29: FTP file upload/download by server 3 of the 1% case study of
without Load Balance in distributed environment.

Server 3: 10.0.0.34/30
FTP File Size Upload/Download | Speed in KB/sec | Time in Sec

256 KB 103.924 1.808
2 MB 194.769 5.536
15 MB 196.222 22.173

4.4.2 The 2™ case study of Least connection load balance algorithm

The proposed system in the second case study was based on an
algorithm called least connection load balancing. This algorithm was
designed to balance the load that was being carried by each of the three fog
nodes. This was accomplished by distributing the 10T sensors from the
active server to the idle server pool through take into consideration the
amount of connection overloading. Table (4.30) showed the HTTP request
distributed among three servers.

Table 4.30: The Main Evaluation Parameters Of The 2™ Case Study with
HTTP Requests of Least connection Load Balance in distributed environment.

HTTP WEB request | Throughput/ Bps Latency / ms | Response Packet
command Time/ms Loss Rate
Frames/sec | Frames/sec (%0)
Sent Received
Wireless-loT-sensor 1 | 22.678 21.839 32143.25 ms 44.031 ms 0.783 %
Wireless-loT-sensor 2 | 2.728 1.261 778.05 ms 0.933 ms 1.370 %
Wireless-loT-sensor 3 26.565 24.885 16594.6 ms 40.117 ms 1.56 %
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Wireless-loT-sensor 4 | 28.360 27.3 11773.35 ms 35.461 ms 0.989 %
Wireless-loT-sensor 5 | 23.455 22.158 10894.6 ms 45.393 ms 1.211%
Wireless-1oT-sensor 6 | 3.698 2.742 838.85 ms 0.418 ms 0.891 %
Server 1 1.672 1.576 839.016 ms / 0.090 %
Server 2 65.517 59.007 24173.39 ms / 6.07 %
Server 3 41.337 38.976 15430.01 ms / 2.204 %
Fog 1 36.124 33.590 13480.117 ms / 2.534 %
Fog 2 35.236 34.172 12480.287 ms / 1.101 %
Fog 3 38.780 37.120 15160.097 ms / 1.661 %
HTTP Packet Size 1024 Byte

Table (4.31) showed the channel resources allocation for IoT

sensors and it enhanced compared with the 1* case study through channel.

Availability and utilization are increased while Waiting Time is decreased.

Table 4.31: Channel resources allocation for 2™ Case Study of Least
connection Load Balance in distributed environment.

Requests Channel Idle | Channel Utilization | Waiting Time in
(%) (%) sec

Wireless-loT-sensor 1 | 95.112 0.134 20.58
Wireless-1oT-sensor 2 | 94.251 8.894 1.96
Wireless-1oT-sensor 3 | 95.850 1.01 0.97
Wireless-1oT-sensor 4 | 84.070 9.820 25.92
Wireless-loT-sensor 5 | 95.934 0.0113 26.88
Wireless-1oT-sensor 6 | 95.948 9.953 11.52
Server 1 95.881 9.404 19.2
Server 2 95.857 0.057 51.84
Server 3 92.101 9.307 1.92
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Fog 1(avg all 95.937 4.996 4.68
interfaces)

Fog 2(avg all 96.896 5.187 5.127
interfaces)

Fog 3(avg all 97.855 5.615 5.068
interfaces)

Table (4.32 to 4.34) showed the upload and download files to the
idle servers with different file size and it showed the least connection useful

for file uploading.

Table 4.32: FTP file upload/download by server 1 of the 2™ case study of
Least connection Load Balance in distributed environment.

Server 1: 10.0.0.10/30

FTP File Size Upload/Download | Speed in KB/sec | Time in Sec

256 KB 134.4 1.187
2 MB 275.1 3.782
15 MB 276.15 59.188

Table 4.33: FTP file upload/download by server 2 of the 2" case study of
Least connection Load Balance in distributed environment.

Server 2: 10.0.0.26/30

FTP File Size Upload/Download | Speed in KB/sec | Time in Sec

256 KB 161.7 1.206
2 MB 286.65 3.795
15 MB 284.55 59.330

Table 4.34: FTP file upload/download by server 3 of the 2" case study of
Least connection Load Balance in distributed environment.

Server 3: 10.0.0.34/30

FTP File Size Upload/Download | Speed in KB/sec | Time in Sec

256 KB 298.777 1.236
2 MB 281.4 3.786
15 MB 283.5 59.2901
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4.4.3 The 3" case study of WRR L.B algorithm

The weighted rounds robin load balancing method has been

proposed to distribute load among the connected distributed servers with

distributed fog nodes depending on the weight value assigned to each server

to decide which the optimal server for the incoming requests. The most

Important assessment criteria for the third case study showed in table (4.35).

Table 4.35: The 3" Case Study with HTTP Requests of WRR Load

Balance in distributed environment.

HTTP WEB request | Throughput / Bps Latency / ms | Response Packet
command Time/ms Loss Rate
Frames/sec | Frames/sec (%)
Sent Received
Wireless-loT-sensor 1 | 23.811 22.930 30536.087 ms | 34431ms | 0.743%
Wireless-1oT-sensor 2 | 2.864 1.324 739.147 ms 0.793 ms 1.301 %
Wireless-1oT-sensor 3 | 27.893 26.129 15764.87 ms 34.099ms | 1.489 %
Wireless-loT-sensor 4 | 29.778 28.665 11184.682 ms | 30.141ms | 0.939 %
Wireless-loT-sensor 5 | 24.627 23.265 10349.87 ms 38.584 ms | 1.150 %
Wireless-1oT-sensor 6 | 3.882 2.879 796.907 ms 0.355ms 0.846 %
Server 1 1.755 1.654 797.065 ms / 0.085 %
Server 2 68.792 61.957 22964.729 ms / 5.772 %
Server 3 43.4038 40.924 14658.513 ms / 2.093 %
Fog 1 43.102 42.357 12132.105 ms / 0.734 %
Fog 2 41.689 40.631 11232.258 ms / 1.058 %
Fog 3 40.147 39.859 13644.087 ms / 0.288 %
HTTP Packet Size 1024 Byte
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Table (4.36) showed the channel allocation for distributed fog

computing environment with distributed three servers.

Table 4.36: Channel utilization for 3™ case study of WRR Load Balance in
distributed environment.

Ping Channel Idle | Channel Utilization | Waiting Time in
(%) (%) sec
Wireless-loT-sensor 1 100 0.140 19.153
Wireless-1oT-sensor 2 99.212 9.338 1.824
Wireless-loT-sensor 3 100 1.060 0.912
Wireless-loT-sensor 4 93.153 10.311 24.624
Wireless-loT-sensor 5 100 0.0118 25.536
Wireless-loT-sensor 6 100 10.450 10.944
Server 1 98.908 9.873 17.28
Server 2 99.893 0.060 49.248
Server 3 95.939 9.771 1.824
Fog 1(avg all 98.967 5.194 4.586
interfaces)
Fog 2(avg all 98.125 5.243 5.024
interfaces)
Fog 3(avg all 98.829 5.293 4561
interfaces)

Table (4.37 to 4.39) showed the upload and download files to the

idle servers with different file size in the Fog computing environment.

Table 4.37: FTP file upload/download by server 1 of the 3 case study of

WRR Load Balance in distributed environment.

Server 1: 10.0.0.10/30
FTP File Size Upload/Download | Speed in KB/sec | Time in Sec
256 KB 125.248 1.272
2 MB 256.367 4.055
15 MB 257.345 63.456
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Table 4.38: FTP file upload/download by server 2 of the 3 case study of
WRR Load Balance in distributed environment.

Server 2: 10.0.0.26/30

FTP File Size Upload/Download | Speed in KB/sec | Time in Sec

256 KB 150.689 1.293
1 MB 267.130 4.068
16 MB 265.173 63.607

Table 4.39: FTP file upload/download by server 3 of the 3 case study of
WRR Load Balance in distributed environment.

Server 3: 10.0.0.34/30

FTP File Size Upload/Download | Speed in KB/sec | Time in Sec

256 KB 139.925 1.325
2 MB 262.238 4.059
15 MB 264.195 63.566

4.4.4 The 4" case study of Hybrid load balance approach

The fourth case study of evaluating the proposed system to
distribute the load among servers through the weighted summation approach
which assign weight value for each active servers and redirect traffic to the
least weight value depending on the least connection and weighted round
robin algorithms depending on the distributed fog nodes. Table (4.40)

showed the used evaluation parameters for the 4™ case study.

Table 4.40: The 4™ Case Study with HTTP Requests of Hybrid Load
Balance in distributed environment.

HTTP WEB request | Throughput/ Bps Latency / ms | Response Packet
command Time/ms Loss Rate
Frames/sec | Frames/sec (%)
Sent Received
Wireless-loT-sensor 1 | 25.001 24.076 29009.282ms | 32.709ms | 0.705 %
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Wireless-1oT-sensor 2 | 3.007 1.390 702.189 ms 0.753 ms 1.235%
Wireless-loT-sensor 3 | 29.287 27.435 14976.626 ms | 32.394ms | 1.414 %
Wireless-loT-sensor 4 | 31.266 30.098 10625.447ms | 28.633 ms | 0.892 %
Wireless-1oT-sensor 5 | 25.858 24.428 9,832.376 ms | 36.654 ms | 1.092 %
Wireless-1oT-sensor 6 | 4.076 3.022 757.061 ms 0.337 ms 0.803 %
Server 1 1.842 1.736 757.211 ms / 0.080 %
Server 2 72.231 65.054 21816.492 ms / 5.483 %
Server 3 45,573 42.970 13925.587 ms / 1.988 %
Fog 1 45.257 44474 10918.894 ms / 0.697 %
Fog 2 43.773 42.662 10109.032 ms / 1.005 %
Fog 3 42.154 41.851 12279.678 ms / 0.273 %
HTTP Packet Size 1024 Byte

Table (4.41) showed the channel utilization with queue time of the

4™ case study.

Table 4.41: Channel utilization with Waiting Time of the 4™ case study of
Hybrid Load Balance in distributed environment.

Ping Channel Idle | Channel Utilization | Waiting Time in
(%) (%) sec

Wireless-1oT-sensor 1 | 100 0.159 17.058
Wireless-1oT-sensor 2 | 99.708 10.678 1.624
Wireless-loT-sensor 3 | 100 1.212 0.812
Wireless-1oT-sensor 4 | 96.015 11.790 21.930
Wireless-loT-sensor 5 | 100 0.013 22.743
Wireless-loT-sensor 6 | 100 11.950 9.747

Server 1 100 11.290 15.39

Server 2 100 0.069 43.861
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Server 3 98.929 11.173 1.444
Fog 1(avg all 100 5.609 3.668
interfaces)
Fog 2(avg all 100 6.232 4.421
interfaces)
Fog 3(avg all 99.99 7.271 4.104
interfaces)

Table 4.42, Table 4.43, and Table 4.44 showed the distributed
servers speed and required time to the upload and download files by idle
servers with different file size streaming.

Table 4.42: FTP file upload/download by server 1 of the 4" case study of
Hybrid Load Balance in distributed environment.

Server 1: 10.0.0.10/30
FTP File Size Upload/Download | Speed in KB/sec | Time in Sec
256 KB 147.84 1.068
2 MB 302.61 3.403
15 MB 303.765 53.269

Table 4.43: FTP file upload/download by server 2 of the 4™ case study of

Hybrid Load Balance in distributed environment.

Server 2: 10.0.0.26/30
FTP File Size Upload/Download | Speed in KB/sec | Time in Sec
256 KB 177.87 1.085
2 MB 315.315 3.415
15 MB 313.005 53.397

Table 4.44: FTP file upload/download by server 3 of the 4™ case study of

Hybrid Load Balance in distributed environment.

Server 3: 10.0.0.34/30
FTP File Size Upload/Download | Speed in KB/sec | Time in Sec
256 KB 165.165 1.112
2 MB 309.54 3.407
15 MB 311.85 53.361
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The proposed system showed the distributed fog hybrid load
balancer approach better in case HTTP and FTP file transfer with different
file size and the least connection algorithm and WRR method. The least
connection is better than weighed round robin in case of FTP file transfer,
while the weighted round robin is better than least connection in case of
HTTP requests. In addition, the hybrid approach was better in channel
utilization than both standalone algorithms. Figure (4.8) and Figure (4.9)
showed the system comparison. The best latency from the Hybrid approach
due to the channel allocation in better way compared with others and
response time is decreased due to the decreased required time to pass request

from loT sensors to the servers.

Network Evaluation of Load Balancer Algorithms in
Distributed Architecture

250

200

150

100

Evaluation Value

50

Without L.B L.C WRR Hybrid
m Total Latency / sec 189.38117 154.585617 144.80032 135.709875
m Total Response Time/ms 205.928 166.353 138.403 131.48
Total Packet Loss Rate (%)| 1890.00% 2046.00% 1650.00% 1567.00%

Figure 4.8: The total latency ,response time and packet loss rate of the proposed system.

91




Chapter Four The Implementation, Results and Discussion

Channel Resource Allocation of Distributed Environment
300

250

200

150

Evaluation values

100

50

0 Without L.B L.C WRR Hybrid
m Avg Total Channel Idle (%) 69.2229 94.641 98.5855 99.5535
m Total Channel Utilization (%) 49.6482 64.3883 66.7448 77.446
= Total Queuing Time in sec 248.756 175.665 165.516 146.802

Figure 4.9: Channel resource allocation for the proposed system case studies.

Figure (4.10) showed the transfer speed and time elapsed to
execute the FTP file transmission job for the used case studies, it showed
that the proposed distributed hybrid approach better compared with the other
cases of load balances as it represented the average for all three used
distributed servers speed in KB/sec (FTP File size 256KB to 15 MB) as
260.7733 KB/sec, and average time /sec (256KB to 15 MB) as 19.2796 sec.
While the least connection algorithm showed the second level enhancement
in data transmission traffic with speed is 253.58077 KB/sec, and time is
21.42233 sec.
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Evaluation values

The Total Transmission Speed of Distributed Environment

300
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Hybrid

m Avg Speed KB/sec (256KB to

15 MB)

164.0833

253.58077

220.9233

260.7733

m Avg Time /sec (256KB to 15

MB)

24.1551

21.42233

22.96677

19.2796

Figure 4.10: The total transmission speed and required time of the proposed system.

The proposed system compared with other related works showed

better evaluation results as shown in Table (4.45).

Table 4.45 : A comparison of the suggested system with the other relevant works.

Ref.Year | Arch, Tool Algorithm Total Response | Total Time Taken
Time in ms
Cloud-Fog load Proximity / 90 sec
[11], 2020 balancing Algorithm
algorithms, Cluster Algorithm / 100 sec
iFogSim
Hybrid load- Optimizing 309.5 ms /
balancing- Fog, | Processing Time
[25], 2022 iFogSim (OPT)
First Come First 326.7ms /
Serve (FCFS)
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Priority algorithm 323.7ms /
Round Robin 270.14 ms /
(RR)
cloud-fog, Java
[26], 2022 Netbeans and 0 \_Nh_ale_
cloud analyst ptl_mlzathn
algorithm with 256.59 ms /
bat algorithm
(WOA-BAT)
The 3 Fog-3 Servers, Hybrid : 131.48 ms 57.838 sec
proposed Fognetsim++, | Weighted Round
system OMNET++ Robin, Least
Connection

4.5 Summary

The proposed architecture is implemented practically over four
different case studies in each centralized and distributed fog node. Fog load
balancer layer is suggested in this architecture to improve performance such
as reduce delay, response time, loss rate and increase throughput. To
confirm the efficiency and efficacy of the proposed fog hybrids load

balancer system technique, comparison analyses are being carried out.

The findings indicate that the proposed support resource allocation
in each servers especially in distributed environment . In addition network
performance is improved because it guarantees the effective servicing of
Internet of Things (10T) requests emanating from the Internet of things layer
by making use of the services provided by centralized and decentralized

cloud computing with hybrid task scheduling algorithm.

94




Conclusions and Suggestions

for Future Works



Chapter Five Conclusions and Suggestions for Future Works

5.1 Conclusions

This chapter presents an explanation of the proposed system's
conclusions and the main suggestions for future works. They can be

summarized as :

1- The implemented system is based on two main case studies of load
balancing as the 1% centralized fog computing, and the 2" case study is
distributed fog computing.

A- The centralized fog computing approach is based on the fog node
controlled on the traffic and redirect the request to the servers in load
balancing state.

B- The Distributed Fog Computing approach is based on distributed fog
nodes controlled on the traffic with Particle Swarm Optimization
(PSO) task scheduling to optimize and scheduling incoming request
to the specific fog node.

2- The results show the proposed system improved network evaluation
parameters in :

A- Centralized hybrid approach better compared with the other cases of
load balances as it represents the average for all three used servers
speed in KB/sec (FTP File size 256KB to 15 MB) as 237.0666
KB/sec, and average time /sec (256KB to 15 MB) as 21.42233 sec,
average total channel idle is 99.221 %, total channel utilization is
58.229 %, Total Latency is 140.055 sec, Total Response Time is
151.379 ms, and Total Packet Loss Rate is 1552.49 %.

B- Distributed hybrid approach better compared with the other cases of
load balances as it represented the average for all three used
distributed servers speed in KB/sec (FTP File size 256KB to 15 MB)
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as 260.7733 KB/sec, average time /sec (256KB to 15 MB) as 19.2796
sec, average total channel idle is 99.55 %, total channel utilization is
77.44 %, Total Latency is 135.709 sec, Total Response Time is
131.48 ms, and Total Packet Loss Rate is 1567.00%.

3. The proposed system enhanced the network performance and resource
allocation with load balancing algorithms, it increased channel idle,
channel allocation, throughput, and decreased waiting time and response
time due to the channel allocation and task scheduling processes applied

in basebroker, and fog nodes.

5.2 Suggestions for Future Works

For the further development of current research, the following

suggestions are important to implement in future:

1- Investigating the interplay of the cloud center and fog node, where the
fog node can further offload the data to the cloud center if it does not
have enough computational resources.

2- Implementing the real time applications which requires high bandwidth
with reduced latency to ensure Quality of Service (QoS) of embedded
devices deployed with the Internet of Things (IoT) technology.

3- Employing energy consumption model in the fog layer to help in proper
utilization of resources, which helps to reduce latency and enhance the
quality of service in in state of huge amount of 10T sensors of tasks

need to be assigned equally to all the nodes in the fog layer.
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