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Abstract 

 
Digital watermarking is used to authenticate and identify the ownership of the valuable 

contents. In the same context, DNA watermarking is a data hiding technique that aims to 

protect the copyright of DNA sequences and ensures the security of private genetic 

information. 

In this thesis, a proposed a DNA watermarking technique that can be used for 

preserving the selected DNA sequences (vitamin D) used as a reference and securing of 

private genetic information. 

The main parts the proposal consist of are: dynamic coding tables, a central Dogma 

encryption algorithm, message segmentation, and a docking technique 

The need for coding tables to convert the plain message to DNA bases and the ciphered 

message to an amino acid codon. These tables are generated dynamically, i.e., each 

message has its coding tables. Using central dogma technique to encrypt the plain 

message partially (using the first step from this technique (Transcription process) 

producing a form of coding called (mRNA) sequence. 

The mRNA sequence will be segment upon a mathematical module has been built. The 

number of segments depends on the length of the ciphered message length. 

The mutation of codons postfix is done according to a docking technique based on two 

parameters (concealing key and measuring key) in embedding message segments. The 

embedding process for each segment has particular manipulation such that, before any 

embedding process, a location and an amount of distance to place the segment must be 

specified, and each segment is tailored by a special codon called start and end codons. 

The method was tested for preserving the identity of DNA sequences and extracting the 

amount of similarity to other DNA sequences using BLAST software. The test results 
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identity was a 96% with the D vitamin database. This test shows there is not identity 

100% between our selected database and all others on NCBI web site which that a prove 

to the security and preservation to the identity of DNA sequences and biological 

functions, undetectable, and resistance. The cracking probability test result was very 

small amount less than 1e-300. Although, a cracking test has been used to present the 

ability of undetectable. 
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CHAPTER ONE 

General Introduction 

 
1.1 Introduction 

People's communications have altered dramatically due to the rapid 

development of computer and network technology. Digital multimedia 

material transmission over the Internet has grown more common. However, 

because of the openness and sharing of networks, the security of multimedia 

is seriously jeopardized. People must pay more attention to online data 

transmission security. Encryption and information hiding are two of the most 

powerful and well-known securing data strategies [1-3]. 

Information hiding is a technique to protect information from any 

modification, including steganography and watermarking, and each has its 

algorithms. [4, 5] 

A watermark is a technique of inserting information such as a number, 

text, image, … , etc. within a digital object like image, text, audio or video 

to protect the rights of the owner and authentication, which is a good strategy 

for dealing with liability difficulties, particularly in the case of multimedia 

data. Using the data's great redundancy and the notion that the eye cannot 

distinguish little variations between data values, [5, 6]. Personalized 

watermarking is suitable for security systems, which are unique and difficult 

to copy or duplicate, Biometric characteristic can be used in copyright 

protection and authentication like DNA codes [7, 8]. DNA watermarking is a 

method to protect the copyright of genomic DNA and ensuring the protection 

of genomics privacy information . DNA watermarking solutions must provide 

security, undetectable, robustness, and biological function maintenance [9]. 
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DNA has a number of features that make it an ideal way to hide data. 

These features are based on two main points: First, DNA has a tremendous 

storage capacity for information. Second, any desired length of DNA 

sequence can be generated. The various strategies for DNA-based data 

concealing have been presented in the previous decade. [5-9]. 

Although maintaining safe and completeness transmission and 

reception of data and information is achieved by constructing an innovative 

cryptographic algorithm. These algorithms are among the most effective 

methods for concealing information by encrypting data so only authorized 

individuals will access and decrypt the original data. RSA, DES, Blue Fish, 

OTP, ..., etc. are samples of these algorithms [7, 10]. 

        Nowadays, introducing the modern molecular biology DNA into security 

aspect has opened a new direction for information protection, whether it is 

from the aspect of cryptography or hiding information. 

A ciphered watermark is obtained by applying a well-known ciphering 

algorithm. In this thesis, the watermark is ciphered biologically by exploiting a 

special molecular biology encryption algorithm called central dogma for 

encrypting direct messages. Where, the biological follow of central dogma 

procedures explain the transfer of genetic information from a living 

organism's DNA molecule to the production of functional protein using two 

main processes (Transcription and translation). Each process has a unique 

contribution to the production the functional synthesis (protein). DNA 

cryptography uses the biological central dogma method that take the plaintext 

through several processes from DNA to RNA and Amino Acid coding 

[11,12]. 

Dropping the watermark at a specific location in a selected DNA 

database sequence, a supported mechanism is used for this purpose called the 

docking technique, which is used to anticipate the preferred orientation of 
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DNA watermarking when bound in an active site to build a stable complex 

according to a function and pervert the active site [13,14]. 

Exploiting the above techniques to innovate a new watermark scheme 

and its encryption method to protect the transmitted information and data 

while preserving the copyright privacy of the selected DNA sequence. The 

whole structure of the proposal thesis is based on exploiting biological 

specific techniques. 

 

1.2 Related Work 

DNA cryptography and DNA information concealing are two types of 

DNA security research that have been done since the 2000s. The purpose of 

this comparison is to give a knowledge to work on more efficient and accurate 

robust DNA cryptography and information concealing techniques in the 

future. The following are some of the results of these studies: 

In 2022, Satir and Kendirli.[15], proposed a DNA cryptography system by 

cooperating DNA encoding and DNA operators into a Feistel network 

topology. With its biological tools, DNA is used as a transporter. To simulate 

biotechnical hardware, the generated DNA sequence is digitally and 

biologically merged. In vitro, experiments are used to demonstrate the 

experimental outcomes  

In 2019, Basu,etal.[16], presented an encryption/decryption technique 

based on the Central Dogma of Biological Sciences (CDMB) that uses two 

processes for encryption and decryption: transcription (products mRNA) 

and translation (products protein). The input is in the form of 16-bit 

blocks. The end result is a concatenated cipher text in the form of protein 

derived from the blocks. The key generation was achieved by employing 

randomized data trained with Bidirectional Associative Memory Neural 

Network, by re-storing the regeneration keys on a regular basis to save 

memory space. 
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In 2017,Harry.[17], presented a method for encoding messages text into 

genomes and their regulatory sequences, as well as transcription, translation, 

protein complexes sequences. These codes represent the foundation for a 

cryptographic paradigm. The method is presented in a hierarchical structure 

that starts with encoding the message text in a DNA code (cipher-gene), then 

uses transcription and translation to produce a protein code (cipher-protein), 

resulting in a set of cryptography algorithms for securing data and providing a 

fully evolved form of security between multiple parties. 

In 2020, Reddy, etal.[18], A DNA bio-cryptography system is suggested in 

this study based on encryption/ decryption, and key generation. Central 

Dogma of Molecular Biology is used for genetic coding, transcription, and 

translation. The Bidirectional Associative Memory Neural Network is used 

for generating and restoring keys with various number of hidden and input 

neurons, Whale optimization algorithm (WOA) is used to get a highest weight 

vector . 

In 2019, RashaS, etal.[19], suggested a biomolecular computing-based 

modified Play fair method for encrypting/decrypting for any type of symbols 

,characters and integers. To reduce time and storage space, any duplicate for 

characters is eliminated when producing ciphered keys based on safe lock up 

tables derived from other secure lock up tables. Instead of the standard 

method's 5*5 matrix, the suggested updated Play fair matrix has 4*16 rows. 

Converting Amino Acid (protein) codons to one special symbol; resulted a 

reduced encrypted text to 1:3, this resulting in a threefold reduction in 

memory storage compared to the original representation of protein codes. The 

suggested technique overcomes the restriction of encrypting any data type 

(Arab, ,Russian, English, Roman language, integers, and symbols) in a few 

milliseconds encryption/decryption procedure. 
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In 2018,Krishna,etal.[20], As an advanced crypto analysis model, Pseudo 

biological cryptography was presented. Through biological structure, a new 

cryptographic model called a central dogma was introduced to secure 

information. The message is transformed to DNA, MRNA, and TRNA 

standards. At each stage, a portion of the transformed message is sliced in an 

asymmetrical fashion to generate a random key. The genetic information is 

used in the sliced unsymmetrical key generation technique. To increase the 

level of security, the technique entails splicing the message and producing 

several random sequences of keys from various phases. The Algorithm makes 

use of a less of public key infrastructure. 

In 2019,BMKRISHNA[21], Presented a partial configurable area biological 

symmetric encryption algorithm based on central dogma. DES Algorithm and 

DNA Cipher are used in the encryption/decryption process, followed by a 

symmetric key scheme and DNA cryptography. There are two stages to the 

suggested technique: The cipher is created in the first stage using the standard 

DES method. PR is used to generate the key that is used to generate the 

cipher, and this key is then encrypted using the tradition key. The encrypted 

key and cipher are then submitted to DNA computing, followed by the amino 

form, in which the cipher is displayed in the form of non-breakable proteins. 

 

In 2022,Farri and Ayubi[22], proposed a method for digital video 

watermarking. The method based on chaotic systems, Cellular Automata 

(CA), and DNA sequences. The proposed approach consist from contourlet 

transform (CT) and single value analysis (SVD) methods with insertion 

requirements in low- frequency sub-bands as a practical application of 

copyright protection for watermarked digital videos. The DNA-based on 1D 

chaotic automata is built with applying many CA bases in parallel. 
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In 2018,Mohamed,etal.[23], proposed an algorithm for watermarking using 

Discrete Wavelet Transformation (DWT) and Singular Value Decomposition 

(SVD) to probing imperceptibility. For copyright protection and 

identification, biometric watermark based on DNA sequence-based image has 

been used, where the DNA sequence represents a unique biometric 

characteristics that is hard to replicate or duplicate. the watermarked image 

was tested at various DNA sequence-based images by applying peak signal to 

noise ratio (PSNR). 

In 2017,Hamad,etal.[24],Introduced a new DNA watermarking approach in 

this research that is used to insert binary bits into DNA sequences. The 

proposed method alters the codon postfix based on embedded bit value. This 

approach was applied on a collection of DNA sequences for evaluation, and 

mutation resistant found from the extracted bits. The proposed DNA 

watermarking approach was found to be secure, invisible, resistant to 

biological functions, and preservative. 

In 2015,Iftikhar,etal.[25], Suggested employing watermarks as proof of data 

ownership to allow permitted access to genetic codes. The majority of DNA-

based watermarking systems alter genetic data, making them sensitive to data 

loss. Distortion-free techniques ensure that no changes are made during the 

watermarking process. Vulnerable to malicious attacks and therefore cannot 

be used to secure property (especially in the case of a threat model). A 

watermarking technique having the aforementioned features has been 

proposed in this approach. 

 
In 2015,Agbaje,etal.[26], Introduced a digital watermarking to the cyber 

watermarking method, which focuses on information theft (identity &credit 

card theft). It is made up of an embedding algorithm for merging a picture 

with a sample of the owner's fingerprint. A 
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watermarked image is created by combining them. The embedding and 

extract the finger print are used a same secret key. To compare the two 

signals, a comparator is used to scan the database. For every transaction to 

proceed, the decision to match or not match must be made. 

 
In 2022,Öksüz,etal.[27],Offered a unique watermarking method for 

sequential genome data. To achieve this, two criteria were used: first, 

embedding robust watermarks such that malevolent attackers cannot modify 

the watermark and are easily identifiable. Second, achieving local differential 

privacy in all data sharing (genome data) with service providers in order to 

identify hostile reporters and service providers that aims to share genomic 

data without users' consent and unnoticed. 

 

 

1.3 Problem Statement: 

 
During the transmission process over the Internet, varieties of methods are employed 

to protect information and data from theft and penetration for diverse reasons. 

These tactics are matched by methods equal or parallel to them by force of theft 

and penetration, i.e, it is a stable process in finding trends and techniques that 

make the process of sending information safer and more reliable, one of these 

trends being the adoption of bio-information.  
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1.4 Thesis Aim 

The goal of this thesis is to build a new DNA watermarking model based 

on two strategies: Docking and central Dogma. The proposed model includes: 

a) DNA Watermarking Generation using: 

- Docking technique and DNA Seq. 

- Docking technique is based on a function called scoring function 

parameters (concealing key and measuring key). 

- Hiding the encrypted message based on rRNA and tRNA Strategies. 

b) Central Dogma Encryption based on: 

- Using two processes technique ;Transcription and Translation. 

- Dynamical generated encoding table to DNA 

- Quadric representation based on codons and amino acids. 

 

 

 

         1.5  Thesis Layout 

Additionally, to chapter one four chapters will be introduced: 
 

concept and its basic techniques, cryptography bioinformatics techniques such 

as DNA, Central Dogma algorithm, Docking. 

Covers the proposed system algorithms. 

Presents the implementation and result analysis 

conclusions and future research suggestion
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Chapter Two 

Theoretical Background 

 
2.1 Introduction 

The theoretical basis of the proposed work is presented in this chapter. 

This background will explain all the deals with theoretical background subjects 

that are related to our work,  such as Bioinformatics, central Dogma, docking 

technique, cryptography,  and digital watermarking disciplines. 

 

 

2.2 Bioinformatics 

The discipline of bioinformatics is a diverse discipline that provides 

strategies and technology techniques for analyzing biological information. 

Pauline Hogweed and Ben Hesper [68] developed the term bioinformatics to 

characterize "the investigation of informatics procedures in biology," It was first 

used when the first biology sequence data was shared . Bioinformatics has grown 

as a field breakthroughs in molecular biology and computer science, which have 

combined computer science, biology, mathematics, information engineering, , 

and statistics into a single discipline that can be used to analyze and understand 

biological data. The bioinformatics integrated disciplines are depicted in Figure 

(2.1) [28.29]. 

 
         The demand for Bioinformatics has emerged of the current expansion of 

available genetic material, such as the Human Genome Project, to enhance gene 

assessment and taxonomy and advancement to work effectively on safe
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and effective medication formulations and reduce the amount of time it takes to develop 

a pharmaceutical manually. Bioinformatics arose from the need to comprehend the DNA 

molecule, commonly called the code of life. Enormous DNA sequencing studies had 

become an actuality with the introduction of next-generation techniques, contributing to 

the advancement of bioinformatics science. Bioinformatics is studied in a variety of 

methods. Some people are working on new computational tools for improved processing 

and handling of biological information, both in terms of software and hardware. Others 

regard bioinformatics as the study of biology through informatic information services 

and system methods [31]. 

 

Figure (2.1): Bioinformatics disciplines [30] 
 

2.3 The Central Dogma Technique: 

The main central dogma of molecular genetics is a description of how 

genetic material moves through a biological system[32]. Figure (2.2) illustrates 

the central dogma's progression (a.the general structure of central dogma 

processes, b. description of each process in central dogma). In the most common 

living organisms, the central dogma is a framework for understanding the 

passage of sequence data between biopolymers that carry information in nearly 

all of the most common living organisms. The Dogma usually declared as 

"DNA forms RNA, 
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and RNA forms protein,". This, however, indicates that once "data" has         

transferred into protein, it cannot be retrieved[35]. 

DNA            RNA            Protein. 

 

Figure (2.2) Central Dogma Diagram [33] 

Watson's edition varies from Crick's in that Watson depicts the basic dogma as a 

two-step (DNA → RNA and RNA → protein) pathway. While Crick's version of 

the dogma is still accrual today, Watson's version is not. Biopolymers are 

divided into three categories: DNA, RNA, and protein. There is a total of 3 × 3 = 

9 possible fast data flows between them [34]. The dogma types organize into 

three categories of 3 as shown in Table (4.1) [35]. 

 

General transfer of biological sequential information 

 
 

 

 

 

 

 

 

 

 

 

Table (4.1): 3*3 Groups of transform information [35] 

General Special Unknown 

DNA                   DNA RNA                   DNA Protein                   DNA 

DNA                   RNA RNA                   RNA Protein                   RNA 

DNA                   Protein DNA                   Protein Protein                   Protein 
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The three major transferring (suspected to happen across most cells), the three 

special transferring (known to be involved, but only under specific 

circumstances in the instance among some viruses and in a laboratory), and the 

three unexplained transports (suspect never to happen) [35]. 

The ordinary moving   characterize the natural pass of biological data: 

DNA is duplicated by replication process. The DNA sequence transcript to 

mRNA,    the proteins is    produced through the    co-operated     between 

mRNA, tRNA, amino acid table by a translation. The specific transport report : 

RNA forms from coping of RNA (replication of RNA), RNA replication, DNA 

creation utilizing a template of RNA (reverse transcription) and proteins can be 

directly produced from template of DNA without needing of mRNA. The 

undiscovered moves include protein copying from another protein, The 

fundamental structure of the proteins can be used a template for synthesis of 

RNA, and creation of DNA utilizing the basic structure of a protein as a 

template - none of which is considered to occur naturally[36]. There are three 

main types of biopolymers. The three major classes of biopolymers will be 

discussed in the following sections. 

 

2.3.1 Deoxyribose Nucleic Acid  

Deoxyribonucleic acid is abbreviated as DNA. It is a long-structured 

molecule that contains the genetic code of any living creature. Just like an 

instruction manual includes the stages and rules for any procedure, the DNA 

contains the direction for a whole the proteins in any living body. This 

specific code stores all of a living being's features, i.e. DNA makes each 

individual unique, and this individuality is found on DNA and passed down the 

generations from parents to offspring and so to following hierarchies. Because 

no two people are alike, everyone will have their own DNA structure; even twins 



 

 

Chapter Two                                                                                  Theoretical Background 

13 

have different DNA structures. DNA is responsible for an organism's 

biochemistry since it contains genetic information and governs the generation of 

proteins. A phosphate group, a pentose sugar (ribose sugar), and a base make up 

every nucleotide. There are four types of bases: Adenine (A), guanine (G), 

cytosine (C), and thymine (T)[37]. The DNA nucleotide structure and 

components are depicted in Figures (2.4) and (2.5). 

 

 
Figure (2.3): DNA Nucleotide Structure [38] 

 

 

 

Figure (2.4): Nucleotide Parts [39] 
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DNA is made up of two strands that run in opposite ways. Each strand's 

backbone is made up of pentose and phosphate groups. Purines and pyrimidines 

form hydrogen bonds that bonds the two DNA strands together, forming double 

helix. A base A always couples with a base T on the other side by hydrogen 

bond, and a G with C. This binding is known as base pairing[40.41]. 

 
2.3.2 Ribonucleic Acid  

The other kind of nucleotide termed ribonucleic acid (RNA). The 

nucleotides of ribonucleic acid (RNA) are similar to those of DNA, except the 

base T is replaced by a Uracil (U), as seen in figure (2.6). In most cases, RNA is 

a single strand. The base-pairing pattern can Become a, U-A, G-C, and C-G 

when an RNA strand mates with a DNA strand[40,41]. The RNA structure is 

shown in Figure (2.6). 

Figure (2.5): RNA structure [41] 

 

 

RNA is a single-stranded molecule made up of ribonucleotides connected 

by phosphodiester linkages. Ribose (a pentose sugar), with four (A, U, G, C) 

bases, and a phosphate group make up the ribonucleotide in RNA chain. The 

main difference of sugar structure in DNA and RNA is: in DNA, the sugar 
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provides additional stability to DNA, making it better for storing genetic 

material, but a relative instability to RNA makes it better for short-range 

activities[41]. 

The Uracil pyrimidine that is particular to RNA is utilized instead of thymine in 

DNA because it makes a complementary base pair with adenine. RNA has a 

diversity of shapes , involving ribose ribonucleic acid (rRNA),transfer 

ribonucleic acid (tRNA) and messenger ribonucleic acid (mRNA)[40,41]. 

 
2.3.2.1 Messenger Ribonucleic acid (mRNA) 

The name messenger RNA was proposed by Jacob and Monod[42] for the 

RNA that contains data for the synthesis of proteins from the DNA (genes) to the 

protein production sites (ribosomes). The length and molecular weight of 

messenger RNA (mRNA) are highly variable [42]. 

 
2.3.2.2 Transfer Ribonucleic Acid (tRNA) 

The transfer RNA (tRNA)is another frequent RNA found in cells (tRNA). 

tRNA is a tiny RNA with a molecular weight of approximately 25,000 to 30,000. 

tRNA is a vital constituent of the protein synthesis, that transports amino acids to 

mRNA through the process of protein synthesis.A certain tRNA take every 

amino acid. There are up to 20 amino acids. Therefore, there are at least 20 

different forms of RNA. Several situations have proven that every amino acid 

has at least two kinds of tRNA. Its molecules outnumber amino acid types. tRNA 

is produced On a DNA template in the nucleus. tRNA is coded for by only 0.025 

percent of DNA. 

Only a small portion of the DNA molecule is used to make tRNA. As a 

result, there are no evident base links to DNA. A single strand coiled around 

itself makes up the tRNA molecule. In the cell, there are at the minimum twenty 

different types of trauma, each of which transports a certain amino acid to the 

place of translation. The short single-stranded RNA molecule folds into a 
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specific shape to generate the L-shaped RNA[43]. Figure (2.7) shows L 

shape of tRNA. 

 

Figure (2.6): L-shaped tRNA[44] 

 

 
- Amino Acid 

Every amino acid possesses a unique side chain and is abbreviated a 

three- letter as well as a one-letter symbol. The standard amino acids are 20 

amino acids to synthesis proteins. The basic compositions of all 20 amino acids 

are shown in Figure (2.8)[45]. 

Figure (2.7): Formation of Amino Acids Cracking [45] 
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             2.3.2.3 Ribosomal Ribonucleic Acid (rRNA) 

The ribosomal Ribonucleic Acid (rRNA) is presented in the ribosomes, as 

the name proposed. The ribosome composed of RNA and proteins. The 

percentage of RNA in the cell about 80%. The RNA sequence is generated by 

complementary to DNA region from which is generated. rRNA is a single strand 

that is twisted on itself at some places. It posses s helical areas that are joined by 

intermediate single-strand regions. The majority of base pairs in the helical 

region is the complementary and connected by hydrogen bonds. The bases have 

no complements in the unfolded single strand areas[47,48]. To illustrate the 

rRNA structure, figure (2.9) explain that. 

 

Figure (2.8): The structure of ribosomal RNA (rRNA) [48] 

 

 

2.3.3 Protein 

The protein is a long chain of amino acids linked together , as shown in 

Figure (2.10). The order in which distinct amino acids are linked together to 

make proteins determines their shape and function. The 20 standard amino 

acids are found in all proteins, regardless of their shape or function[49]. 
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In translation process, four bases (A, U, G, and C) of mRNA read three basses 

known as codon to decided the direction in which amino acids are incorporated 

in to a protein[49,50]. 

 

Figure (2.9): Protein structure [50] 

 

 

The mechanism of protein synthesis involves two processes, as shown in Figure 

(2.11). 

1- The Transcription Process: (DNA)  (RNA) 

2- The Translation Process: (RNA) (Protein) 

 

Figure (2.10): Protein Synthesizing Processes [50] 
 



 

 

Chapter Two                                                                                  Theoretical Background 

19 

2.3.4 Central Dogma Processes 

To synthesis proteins, two main processes are included they are: 

 
 

2.3.4.1 Transcription Process 

Transcription is the mechanism in which the data that found in the region 

of DNA is duplicated to form new assembled sections of mRNA. The new 

molecule of RNA is generated by inserting complementary nucleotides into the 

template strand. RNA varies from DNA synthesis in that just one DNA strand 

can use a template to form mRNA[51] as seen in Figure (2.12): 

 

 

 

 
Figure (2.11): Transcription Process [52] 

 

 

2.3.4.2 Translation Process 

Transfer RNA (tRNA) is included in protein synthesis, although to 

messenger RNA (mRNA). The translation is a process where mRNA guides the 

synthesis of protein with the aid of tRNA [51.52]. As demonstrated in 

Figure(2.13), the procedure of translating a mRNA' sequence and producing the 

amino acid sequence of a protein is known as translation. 
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Figure (2.12): Translation Process [52] 

 

 

2.4 Docking Technique 

Docking is the process of attempting to identify the best possible fit 

between two molecules. It can also be characterized as a strategy that predicts 

one ligand's preferred orientation when attached in an active site to create a 

constant complex with the lowest total energy [53], as shown in Figure (2.14). 

Docking is a technique for predicting signal strength and kindness. 

 

 

Figure (2.13) The process of Docking[53] 
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The goal of molecular docking is to find the best shape and relative orientation 

between the ligand of protein. 

 

Scoring functions performed in docking applications form many 

supposition and facilitation in the assessment of modeled combination and do 

not completely account for a variety of physical processes that impact molecular 

recognition, such as entropic effects. 

Scoring the assessment and classification of concluding ligand 

configuration is critical to the construction-depended actual checking. Even if 

interaction structures are accurately predicted, computations will fail if they 

cannot distinguish correct from wrong poses and if 'real' ligands are not 

identified. As a result, developing accurate scoring systems and schemes is 

critical [43]. 

 
2.4.1 Scoring Function 

Evaluating the energy of pose can be obtained from prophesying binding 

affinity between two molecules and predict strength of intermolecular 

interactions between protein-protein, protein-DNA, and protein-drug[53]. 

The score function is the fractional derivative of the log-probability function, 

which is the standard probability function [53]. 

2.5 Securing Data Techniques 

Because the Internet is an open and popular communications network, 

information security has become a significant matter. Although it is usually 

belief that connection is protected by information encryption, this has seldom 

been enough in practice. Although modern encoding techniques have started to 

evolve researchers have focused on techniques to hide messages rather than 

encrypt them. So, the study of communications security involves not only 

encrypts data but moreover hide their existence whose essence lies in 

information hiding [54]. 
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2.5.1 Cryptography 

Cryptography is known as the study of mathematical approaches connected to 

information security features such as integrity, confidentiality and authentication 

is known as cryptography. Utilizing competent methods so that the authorized 

person only can read this data with maintaining the characteristic of information 

security of data[55]. Cryptography is divided into two categories: 

 
1. Symmetric key Cryptography: the key encryption and decryption methods 

is identical as illustrate in Figure (2.15) [55]. 

 
2. Asymmetric Key Cryptography: Encryption and decryption processes are 

performed using two distinct keys. A first key is refered to as the public 

key and utilized for encryption, while the second is refered to as the 

private key and utilized to decryption [56]. Both groups are explained in 

Figure (2.15 and 2.16). 

 

 

 

 

 

Figure (2.14): symmetric key Figure (2.15: )The Asymmetric 

key cryptography[55]  cryptography[56] 
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2.5.2 Information Hiding 

As shown in Figure (2.17), the idea of data concealing is commonly 

characterized by a pair of algorithms: embedding and extracting an embedding 

algorithm is the process of combining two files, the secret information and 

carrier, plus an optionally key, to create a stego (the file containing the secret 

information). The extraction algorithm extracts the secret information from the 

stego file. 

 

 

Figure (2.16) General Structure of Data Hiding System [20] 

 

 

 

Pure data hiding is a kind of data concealing that does not require using a key; its 

security depends on the algorithm's privacy. As a result, it is seen as a less secure 

method. Another type of data hiding is secret data hiding, which uses  a single 

key for both procedures: embedding and extraction. One of the most significant 

benefits of this kind is that it allows for a quick process in both processes. Unlike 

prior kinds, public data hiding employs two keys for both embedding and 

extraction: one is for embedding and the other for extracting. The major 

benefit of this kind is the system's resiliency; if one key is well known by a third 

party, finding another key can be difficult. This kind, on the other 
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hand, it is 100-1000 [57]. Times slower than personal data concealment. In 

systems of data hiding ,these applications are utilized to covering elements or 

carriers. Each carrier has its individual properties that aid in the data 

concealment process. The quantity of private documents necessary to hide data 

in every carrier is determined by the availability of the certain carrier's region. 

As a result, carriers are a crucial component of any information concealment 

technique. Text, video, photos, and DNA are examples of multimedia that can be 

used to hide data [58]. 

 
Text can be concealed by changing the design of the text by utilizing the nth 

characters from the text or by changing several of the parameters, like spacing, 

etc. The most benefit of this transmitter is that it doesn't take a lot of memory 

and is simple to transmit. When compared to other carriers, it possesses a tiny 

amount of redundant data[58]. 

 
The utilize of inaudible frequencies and a tiny alteration in the binary 

sequencing of an audio file can be used to hide data in audio files, the 

information hidden in various video frames. Because of their great level of 

redundancy, large capacities in images, minimal impact on visibility, and ease of 

manipulation, digital images have become attractive transmitters for hiding 

secret information. DNA is a relatively new carrier employed in the data 

concealing sector. DNA is the most important molecular structure in biology for 

encoding the information needed to build and manage all chemical components 

in the human body. DNA has been proposed as a potential candidate for applied 

in computational purposes[57.58].DNA used as a carrier in the proposal system.  

In general, there are two types of hiding data: steganography and digital 

watermarking. 
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2.5.2.1 Steganography 

 Steganography is the technique of writing messages that are not visible to 

anybody but only the sender and the meant recipient. The concept identifies 

hiding sensitive information or secret messages in other media files, such as 

audio or video files (audio, texts, video, image, DNA) [59]. 

The efficiency and achievement of every steganography defined by: robustness, 

capability and imperceptibility. The term "robustness" refers to the length of 

time that the hidden information may be held, i.e., the amount of effort needed to 

break up the secret message without damaging the covering item. 

Imperceptibility refers to the ability to avoid detection, i.e., failing to realize the 

cover item and failing to find the hidden communication[59]. 

 
2.5.3 Digital Watermarking 

Digital watermarking techniques are a growing topic in computer science, 

cryptography, signal analysis and networking. The authors of digital 

watermarking designed it to be a resolution to the requirement for value added 

security on best of information encryption and scrambling for content 

conservation. Digital watermarking, like most other emerging technologies, 

raises a variety of critical inquiry including the following[60]. 

 
2.5.3.1 Digital DNA Watermarking 

Due to the obvious changeable of unidentified gene regulators and the 

insensitivity, the watermark is more successfully incorporated in the coding area 

than in the non-coding area. The watermarking of coding DNA sequences is 

discussed in this section. 

 
2.5.3.2 Coding DNA Watermarking 

DNA watermarked coding sequence accepts the inserted rules to replace 

the inserted codon with one of the codons amid similar codons. Figure (2.18) 
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explains a sample of a watermark coding sequence in DNA. Excluding the first 

and end codons, this construction integral the two bits in the third base of four-

fold similar codons. Likewise, in n-fold identical codons, n bits can be contained. 

Utilizing the DNA-Crypt algorithm, this mechanizim has been used in a DNA 

(steganography and watermarking). 

DNA Watermark Coding converts the codons or nucleotides into a 

numeric value, and then uses the signaling steps to implant the watermark into 

the digital sequence. When analyzing a DNA signal, the four bases of the DNA 

sequence must be converted into integral, floating or complex numbers in order 

to process the signal [61]. 

 

Figure (2.17: a: DNA watermark generation.b: Embedding DNA watermark ) 

The example of constructing a DNA Watermark [57,58].
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2.5.3.3 DNA Watermarking Coding Requirements 

Amino acid preservation, Mutation resistance and privacy are the most 

requirements for a DNA watermark. The purposes of these necessities are 

comparable to that of other multimedia watermarks. 

1- Mutation Resistance: The mutations are produced by introducing viral genes, 

radiation, transposons, and mutagenic substances and also mistakes throughout 

meiosis or republication of DNA [58,62]. Coding DNA watermarks must be to 

both purposefully acquired moreover natural and induced mutations. Mutations 

divided into Small-scale mutations influence one or a little nucleotide, but big 

mutations the structure of chromosomes. The previous involve point mutations, 

deletions and insertions, and the last involves many chromosomal repeats, 

deletions, and lack of heterozygosity. For copyright preservation or possession 

confirmation, DNA watermark provides a verification of the watermark in 

stolen DNA sequence information. During a disagreement appears across 

copyright or ownership of DNA sequence, Watermarked and pirated DNA is 

cognitively identical. The pirated DNA sequence will not be significant If the 

cognitively variance is large. 

As a result, small-scale mutations at the single-base level can be only analyzed, 

as opposed to large-scale chromosomal mutations. The length of encoding DNA 

sections must be long enough to detect the watermark in the area surviving the 

large-scale mutation when large-scale mutation occurs. Chemicals or mistakes 

in replication of DNA can produce a point mutation, which modifies a single - 

base base. Point mutations involve silent mutations that express the same amino 

acid, nonsense mutations produce a stop codon which cut the protein and 

missense mutations which express a various amino acid. A transposable element 

(TE) frequently causes one or some of nucleotide insertions and deletions, which 

can change the reading frame and create a non - functional protein or produce 

such a fusion protein with modified, new, or no functionality. Point mutations 

can be reverted by either editing the code or repeating inserting the watermark. If 
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point mutations happen at adjacent sites at the same time, however, extracting 

the watermark is difficult [62]. 

2- Amino acid preservation: The watermark in a genome is analogous to noise. 

Watermark alters the amino acid sequence, analogous to a missense mutation, 

the produced proteins may be dysfunctional. The procedure of inserting a 

watermark causes a meant silent mutation, Thus, the alteration span of condoms 

must restrict to the identical codons of every amino acid. The transparency of 

multimedia watermarking matches amino acids preservation [62]. 

3- Security: The watermark should not be taken or removed easily, and even if 

the watermark algorithm and biological study conditions are recognized. As a 

result, the watermark must always be combined into different targets or closely 

propagated as a Wide Spread Spectrum (WSS) in the frequency domain with the 

watermark encoding. Creating a specific watermark depends on different goals 

or positions[62]. 

4- Codon optimizing: When it comes to the expression of genes and genetic 

analysis, DNA watermarking should take the optimization   of   codons into 

account. Parameters for optimizing codons are codon utilization, codon content, 

GC content, DNA patterns and direct/reverse repeating[62]. 

5- Blind watermark detecting: In bioinformatics, a DNA watermark has 

remarkable benefits compared to a multimedia watermark. In general, digital 

watermarks can be categorized by recognition type as either blind or non-blind 

watermark. Non-blind watermark which needs the original information (non- 

watermark information) in identification methods and has greater stability. 

However, the multimedia watermark is rarely considered non-blind due to the 

leakage of the original data. DNA sequencing needs to understand the reference 

sequence[58.60.62]. 
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2.6 Performance analysis 

To measure the performance of the proposed system, several metrics used such 

as: 

2.6.1 Blast Analysis 

The "National Center for Biotechnology Information" (NCBI) site offers a 

series of biomedical and genomic information applications known as BLAST. In 

data base programs look for sequence similarities between proteins and nucleic 

acids (DNA). A number of definitional, algorithmic, and statistical 

enhancements have been proposed for protein comparisons. By using its site, the 

BLAST algorithms' execution time can be significantly reduced, while their 

sensitivity to low similarities is increased. BLAST has two basic terms, the first is 

the input sequence of RNA (our selected Database) that is called Query,and the 

second is the reference sequence of RNA in another Database at BLAST site that 

matches our input query, it’s called Subject (consider the measure of 

similarities)[63]. 

 
2.6.2 Alignment Analysis 

The technique or result of matching the genomic (DNA) or amino acid 

residues of two or more genomic data to reach maximum degree of identification 

and, in the case of amino acid sequences, conservation, in order to quantify the 

similarity and potential of homology. This technique is called  Alignment[63]. 

2.6.3 Cracking Probability 

There are around 163 million publicly available DNA sequences [64]. 

As a result, the possibilities of an attacker making a precise estimation are 

 

             𝐶𝑃 =   
1

1.63 ∗ 108
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Because the represented coding of A, C, G, and T yields diverse combinations of 

two, the likelihood of guessing the represented coding is  
1

24
 ,The text and RNA 

are segmented using randomly generated key values, which gives the attacker 

with more information, the probability of predicting the text segmentation 

is  
1

2𝑚−1
 . 

The predicting of guessing RNA segmentation (massage segments) is   
1

2𝑠−1
 

Using the experimental setup, the entire chance of finding the message concealed in                                    

the RNA sequence database is: 

 

𝐶𝑟𝑎𝑐𝑘𝑖𝑛𝑔 𝑃𝑟𝑜𝑏𝑎𝑖𝑙𝑖𝑡𝑦 =
1

1.63 ∗ 108
∗

1

24
∗

1

2𝑚 − 1
∗

1

2𝑠−1
  … (2.1) 

 

             Where: 

M = codon length basis (codon representation). 

2.6.4 Capacity 

To measure the amount of hiding information inside the final database 

RNA (size of cover after embedding processes) in comparison with the size of 

the original message(size of plain text) use blow equation [65]: 

 

 

𝐶𝑎𝑝𝑎𝑐𝑖𝑡𝑦 =
𝑠𝑖𝑧𝑒 𝑜𝑓 𝑚𝑎𝑠𝑠𝑎𝑔𝑒 𝑖𝑛 𝑏𝑖𝑡𝑠

𝑠𝑖𝑧𝑒 𝑜𝑓 𝑐𝑜𝑣𝑒𝑟 𝑖𝑛 𝑏𝑎𝑠𝑒
=

1
4

∗ |𝑠1|

𝑠2
=

1

4
𝑏𝑝𝑛 … (2.2) 

 
Where: 

S = length of database after hiding processes.
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CHAPTER THREE 

The Proposed System 

 

 
3.1 Introduction  

This chapter presents the proposal DNA watermark technique principles 

clarified as algorithms, explanations, diagrams and figures. The DNA watermark 

is based on two biological techniques: Central Dogma and Docking Technique. 

 

 

3.2 Proposal system structure 

The proposal aims to design a developed DNA watermark to 

preserve the selected DNA sequence ownership rights, provide biological data 

storage as large amount of data to be stored, and protect the genetic information. 

The proposed DNA watermark structure consists of an encryption process using 

the central Dogma technique and a DNA watermark embedding process using the 

docking technique. Vitamin D sequence is the selected DNA sequence. With two 

sites:   transmitter and receiver. Figure (3.1) illustrates the general proposed 

structure. 
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Transmitter Site 

Plaintext 

message 

Marking Phase 

Converted to 
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Figure (3.1): general proposal structure. 

3.2.1 Transmitter Site 

On this site, several processes are executed to generate the DNA 

watermark. These processes will pass through three phases: (the marking 

phase, the encryption phase, and the embedding phase) as shown in Figure 

(3.2). 

Figure (3.2): Transmitter Site Procedures 
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Phase 
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3.2.1.1 Marking phase 

This phase consist of : generating (DNA coding table and DNA single 

strand). The description of these stages is illustrated bellow: 

 
- DNA coding table Generation stage 

This stage is responsible for generating a DNA watermark coding table for 

each plain message consist of {alphabets (A-Z, a-z), special thirty four characters 

(@#* %..), numbers (0-9)}. This stage represents one of the watermark data 

coefficients where each character in the plain message is assigned to a specific 

coding as a first step in generating a single strand of DNA. Algorithm (3.1) 

explains this process. 

 

 

Algorithm (3.1): DNA codon table Generation 

Input: characters (upper and lower cases, numbers and special characters), DNA bases of 

codons  

Output: array of DNA Watermark quadruple codon table [A] 

 
// Generate the DNA codon table 

1: For the sample of codon = (ATCG) 

2: // Calculate the permutations of (ATCG) with repetition (for each base there are 

4 probability arrangement accordingly there are 256 probability in generation 

quadruple codons). 

3: For i=1 to 96 

4: Enter the generated codons in A[i] 

5: End for 

6: // Assign each character to a specific coding at A[i] table such that: 

7: Assign the first 26 coding for each characters of uppercase 

8:   Assign the second 26 coding for each characters of lowercase 

9: Assign the remaining 44 coding for each special characters 

10:  End 
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The coding table is generated dynamically, i.e., the table is regenerated for 

each new message uniquely. For example, the character Z in some message 

represented by ATGC, but in other message represented by AAGG. 

The natural representation of the biological codons is formed by three 

nucleotides (triangular base). In contrast, the codons represented by four 

nucleotides bases (quadruple base) form for the sake of the proposed goal. The 

table is up-to- date and can be developed according to the required structure. 

 
- Single Strand DNA Generation stage 

The DNA coding assignment process results convert the plain message to a 

DNA bases. These base are re-assembled to configure a single strand DNA 

sequence (SSDNAS). 

 
3.2.1.2 Encryption Phase 

The structure of the proposal is designed to obtain a developed DNA 

Watermarking method. The developing process begins with partial central dogma 

encryption. This partially comes from using only one of the dogma processes. 

- Partial Central Dogma Encryption Stage: 

This stage produces a ciphered message by applying central dogma 

technique using transcription process. Figure (3.3) illustrates the diagram of 

generating SSDNAS and the central dogma encryption process. 
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Converted to 

 

- Transcription Process 

The transcription process is the first step in central Dogma encryption 

process. Such that, the generated SSDNAS is converted to messenger ribonucleic 

acid (mRNA), some conversion to the sequence is done: complement the 

SSDNAS and whenever a "T" base exists will convert to a "U" base. Algorithms 

(3.2) explains the procedures of generating SSDNAS and mRNA using 

transcription process. 

Algorithm(3.2): SSDNAS generation and mRNA. 

Input: ch (Msg. character), coding table (A), SS (Single Strand array), 

Output: SSDNAS, mRNA sequence 

//Apply Transcription process 

1: read the length (L) of plain msg. 

2:  for i:=1: L 

3: // Assign each ch (i) to specific codon according to (A) 

4:  SS (i) = ch (i) 

5: SSDNAS = SS // SSDNAS is generated 
8: end // for 

9: complement SSDNAS 

10:  // check SSDNAS for "T" base 

11: compute SSDNAS length (L1), 

12: 
13: 

14: 

for i:=1: L1 
if SSDNAS (i) ="T" then 

SSDNAS (i)= "U" 

Transmitter Site 
Central Dogma Encryption 

Marking Phase 

Plaintext 

message 

SSDNAS 

Figure (3.3): Central Dogma Encryption 

Stage 

DNA Coding Table 

Ciphered Message 

Synthesis 

mRNA 

seq. 

Transcription Process 
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Plaintext 

message 

15: 
16: 

end // if 

end // for 
17: mRNA sequence is generated 

 

 

3.2.1.3 DNA Watermark Embedding Phase 

In this phase the DNA Watermark embedding process is based on a 

docking technique, that advantage properties of docking coefficients to embed the 

ciphered message (mRNA) into D sequence. Figure (3.4) illustrate the block 

diagram of embedding process. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure (3.4): Block Diagram of DNA Watermark Embedding Process 

 

  To embed the ciphered message (mRNA) in the mark D sequence, many 

steps have to do such as segmentation, according to the segmentation step there 

will be a decision made to extend the selected sequence or not and finally: The 

docking step. 

Transmitter Site 

DNA Watermarking Embedding 

Split mRNA 

to segments 

Compute D 

seq. length 

(len) 

NCBI Database 
N Len ≤ 

seg 

Y 

Key Generation 

ck+mk 

Extend 

DNA len 

 

Receiver embedding DNA 

Watermarking 

P
u
ll

u
p
 a

 

D
N

A
 s

eq
 



Chapter Three                                                                                                                                    the Proposed System 

 

37 

 

- Message Segmentation step 

Processing this step results in a number of message segments being 

distributed randomly in the marked D sequence. To do this segmentation, a 

mathematical module has been built. 

 
- Mathematical Segmentation Module 

The module spilt the message to a number of segments according to the 

mRNA (ciphered message) length. The module will segment the message upon 

several length options: 

1- If a message consists of 250 codons, less than 9500 characters, the number 

of segments will be: 

No of Section = |√4 ∗ 250
2

| = 31 

2- If the length of the message is greater than 9500 codons or less than 

95000, the number of message segments will be: 

NO of section= | 3√𝑙𝑒𝑛𝑔𝑡ℎ 𝑜ƒ 𝑚𝑎𝑠𝑠𝑎𝑔𝑒   | 
 

 

3- When the length of the message is greater than 95000, the number of 

segments will be: 

NO of section=|4√𝑙𝑒𝑛𝑔𝑡ℎ 𝑜ƒ 𝑚𝑎𝑠𝑠𝑎𝑔𝑒 | 

4- Length of segments will be: 

 

Length of section =|
𝑳𝒆𝒏𝒈𝒕𝒉 𝒐𝒇 𝒎𝒂𝒔𝒔𝒂𝒈𝒆

𝑵𝒐 𝒐𝒇 𝒔𝒆𝒄𝒕𝒊𝒐𝒏−𝟏
 | ∗4
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The procedure of executing this process illustrated in Algorithm (3.3). 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

- Docking Stage 

Docking technique locates the mRNA segments in D mark sequence. This 

technique has a dual process represented by selecting a proper place in D 

sequence for storing the mRNA segments and determining the ideal location in 

this place. These duties are done by a Scoring Function. This function needs two 

parameters to be executed a concealing key and a measuring key that represents 

another type of watermark data coefficients. 

Algorithm (3.3): Message Segmentation Process 
Input :mRNA sequence (ciphered message) 

Output :Segmented mRNA (Message), Length of Segment 

// mRNA Segmentation  processes. 

1: For each mRNA  do  

2:    compute the numbers (N) of mRNA segmentation and the length of segment (len)  

3:      N of segment =length of (mRNA) 

4:      if  < 9500 𝑡ℎ𝑒𝑛  

     5:         N =√𝑆𝑒𝑐
2

 

6:     else  

7:         if  9500 > 𝑁 ≤ 95000 then   

8:             N =∛sec 

9:        else 

10:          If  N > 95000 𝑡ℎ𝑒𝑛 

11:              N =∜𝑠𝑒𝑐 

12:            For all segments do  

13:                 Length of segment = | Length of massage/ No of section -1 | *4 

    14:             End for 

15:              For each N do  

16:                 Scoring process  

17:                 Add the start and end code for each ck  

18:                 Start code=AATT 

     19:               end code=GGAA 

     20:              end for  

     21:          end // if 

     22:       end //  if  

     23:   end  // if  

     24: end  //  for - Separation massage processes. 
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- Concealing Key and Measuring Key Generation Process 

To select a proper place in a D sequence using watermark data for hiding 

the mRNA segments a concealing key is needed. This key is used as an index for 

storing which segment in which location. For example, assume that the sum of 

the number of segments of the message is four, then ck will generate four random 

numbers in the range of number 4 as follows :{03,04,01,02} based on these 

numbers, such that; the third segment of the original message is hidden in the first 

place within D sequence while the fourth segment is in the second place, and so 

on until the last segment. The range of generating ck numbers within the range of 

100 i.e. (0 to 99), these numbers are considered as an index. 

To locate a proper location in the located place (ck) another key is 

generated called a measuring key . The mk ensures that the distances between 

segments within the D sequence are different. The steps of generating (ck) and 

(mk) are illustrated in Algorithm (3.4). 

Algorithm (3.4): Concealing Key and Measuring Key Generation 

Input    : len (Meg Seg ) value ,DNA coding table, integer  number  

Output : ck and mk 

 

// ckey generation process 1:

 let ck= len 

2: ck =random set of (len) 3:

 if 0 ≤ 𝑐𝑘 < 100 𝑡ℎ𝑒𝑛 

4: Assign each ck to a specific coding using (A) table 5: else 

6: Ignore ck 

7: end if 

8: // Scoring process 

9:   Insert the start and end code for each ck 

10: Start code= "aaccttgt" 

11: end code= "tcttgcaa" 

12: end // key generation process 

 
// mkey generation process 13: for j 

= 0: 99 

14: mk = random set of (j) 
15: end //measuring key generation 
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- Masking Process 

Embedding the mRNA segments (message segments) in a D sequence 

starts whenever ck, mk, number of message segments, and size of DNA database 

already prepared. If the size of the D sequence cannot include the number of 

message segments, then an extended process to the size of the selected DNA 

sequence is required indeed. Algorithm (3.5) explain the extended process. 

 

Algorithm (3.5): Extended Data Base Size. 

Input: length of D sequence, Number of sections, length of segment. Output: selected 

extended Data Base. 

 
//Extended Data base processes. 

// For each new massage. 

1: mRNA length ={𝑁𝑜 𝑜ƒ 𝑆𝑒𝑐 * 𝐿𝑒𝑛𝑔𝑡ℎ 𝑜ƒ 𝑆𝑒𝑔𝑚𝑎𝑛𝑡 * 4 + 100 * 𝑁𝑜 𝑜ƒ 
𝑠𝑒𝑐}. 2: Factor of DB size =Integer of (Massage length Require/length of D sequence). 
3: Extended size of D sequence = Factor of DB size* length of D sequence. 

4: End // of extended D sequence process. 

 

Masking the message segment is figured by adding additional codons at the 

begin and the end of the segment. These codons are called respectively start and 

end codons (another marking coefficients type to D sequence i.e. 

(DNAWatermark)). Embedding the mask segment depends on the scoring 

function value (ck, mk). For example, if we assume that the length of the cut-off 

segment is 8 and the number of codons in it is 4, the segment mask process and 

the embedding message in the D will be as follows: 

 
 

GGGG AUCGGCCC CCGG AUCGGGACUGCU AUGC CCGCUAACGGAUUUAC UGUG 
 

 S codon CK E codon Space of MK S codon Message Segment E codon 
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Converted to 

The embedding process illustrated in Algorithm (3.6). 
 

 
 

Algorithm (3.6): Mask Process 

Input: ck, mk, D seq., mRNA segments 

Output: Embedded DNA Watermark . 

 

// Embedding Process . 

1: start embed the segments in an order according to ck value 

2: based on mk value store the message segment 

3: End 

 

 

Finally, the D sequence, codon table, ck, mk values will send on a secure 

channel upon agreement protocol between the transmitter and receiver.The 

flexibility of the proposed design can be exploited to give another direction of 

output, this output is about getting a ciphered message only by exploiting the 

complete central dogma processes. 

- Fully Central Dogma Encryption: 

This stage produces a ciphered message as a result of applying all central 

dogma processes (transcription translation) as shown in Figure (3.5). 

 

 
 

Figure (3.5): Fully Central Dogma Encryption Algorithm 
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The first process is transcription as explained in the above sections. The 

second is: 

- Translation Process 

The new mRNA sequence will be divided into codons of four bases. These 

codons will be translated to an amino acid using amino acid table generated in 

aspecial form that simulates the actual standard biological amino acid table. This 

translation is done by assigning each codon to its represented amino acid to 

synthesis the ciphered message by arrange these amino acid as a sequence build 

upon mRNA sequence . Algorithm (3.7) explains the procedure of this process. 

 

 

Algorithm (3.7): Translation process  

Input : mRNA sequence, amino acid table [b] 

Output: protein synthesize 

1: divide the mRNA sequence into subsequence of four bases called codons 

 // search amino-table for a specific codons of mRNA via tRNA 

 

2: For i=1 to 256 

3:   For  j=1 to length (codons)  

4:       If codon [j] = b[i,j] 

5:            get the amino-acid via tRNA 

6         end 

7:   end          

8: end // for 

9: assemble the getting amino-acid in a sequence synthesizing a specific protein 

 

 
 

 

The standard universal amino acid table contains 64 amino acids.However, 

only 20 amino acid were used. In Contrast, the new corresponding amino acids 

table is extended to 256 amino acids. 

The actual codon representation as a biological form consist three bases, 

but for the sake of the proposal, the codon is represented by four bases. 
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3.2.2 Receiver Site 

At this site, the receiver will reveal the DNA watermark using in an inverse 

steps. 

             3.2.2.1 Extract DNA Watermark 

To reveal the DNA Watermark from a NCBI database called vitamin D, 

several processes have to take, such as searching for a DNA watermark to extract 

the hidden message. Figure (3.6) illustrates these processes. 

 

 
Figure (3.6): Extract DNA Watermark Phase 

 

 

 

- DNA Watermark Revealing Process 

This revealing process is based on scoring function values the (ck and mk). 

Algorithm (3.8) explains this process.

 

Segment 

number 

Scoring 

Function 

ck mk 

Trimming 

process 

Segment 

location 

Reveal DNA 

watermark 

DNA 

coding table 

SSDNAS= re- 

assemble segments 

plain 

message 



Chapter Three                                                                                                                                    the Proposed System 

 

44 

Algorithm (3.8): Secret Message Retrieving Process 
Input: Vitamin D database, ck, mk, DNA coding table 
Output: Pmsg (plain message) 

// Search for Segments 

1: for I = 1: len (D) 

2: get scoring function 

3: get ck values 

4: ck= trimming 

5: search trimming (ck) in DNA coding table 

6: ck = assign value from DNA coding table 

7: if resulted ck (value) = send ck (value) 

8: get mk value 

9:  mk= trimming (mk from start & end) // Segment trimming 

10: mk = assign value from DNA coding table 

11: if resulted mk (value) = send mk (value) 

12:  extract the message segment (msg-s) 

13:  p= assign (msg-s) in DNA coding table 

14:  Pmsg = Pmsg + p 

15: else 

16:  send warning message " there are suspicious in mk value" 

17: end // if 

18: else 

19:  send warning message " there are suspicious in mk value" 

20: end // if 

21: end // for 

  3.2.2.2 Partial Central Dogma Decryption 

To re-synthesis the ciphered message using central dogma decryption, 

phase the following processes used. Figure (3.7) illustrate these processes. 

 

 

 

 

 

 

 

 

 

 

 

 

      Figure(3.7): Decryption Central Dogma processes 
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- De-transcription Process 

The result [C] in the previous step will be transcribed to a form 

called mRNA as explained in Algorithm (3.9). 

 

Algorithm (3.9): De- transcription Process 

Input: mRNA sequence 

Output: SSDNAS 

1: retrieve SSDNAS as follows: 
2: C= mRNA sequence (RNA basese (A,U,C,G)) 

 

// convert each U base to T base 
3 for i=1: len (C) 

4: if C[i] = "U" then 

5: C[i] = "T" 
6: end // if 

7: end // for 

// apply complement process to each base in C 

8: for i=1: len (C) 

9: S[i] = complement of C[i] according to table (3.2) 
10: end // for 

11: S = SSDNAS 

 
- Plain Message Retrieving 

The last step for the receiver in getting the plain message is to apply 

Algorithm (3.10). 

 

Algorithm (3.10): Plain Message Retrieving Process 

Input: S (SSDNAS) 

Output: P (plain message) 

// for each base in S 

 

1: for i=1: len (S) 

2:  P[i] = assign each base in S[i] according to able (3.2) 

3: end // for 

4: resulted plain message (p) 
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De-transcription 

Process 

Assign Amino 
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De-translation 

Process 

Extract 

SSDNAS 

 Plain message 

DNA coding 
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ryption 

In case of using another direction of output, i.e. a fully central dogma 

ciphered message only. In this case, the sequence of decrypted message begins 

with translation process, transcription to the retrieve the plain message; Figure 

(3.8) explain this direction. 

                                                      Figure (3.8): Full Central Dogma Encryption 

              -Translation Process 

This process is a first step in retrieving the plain message as shown in Algorithm 

(3.11). 

General Dogma Decryption Phase 

    Algorithm (3.11): Re - translation Process 

Input: C (sequence of e, Assignment table, k, 

As,C Output: Sequence of codons 

 

1: retrieve the codons as follows: 

2: k= amino acid sequence 

3: As = assignment table 

4: for i=1: len (k) 

5: for j=1: len (As) 

6:  find k[i] in As[j] 

7: if k[i] exist then 

8:  C[i]= As[j, codon] 

9: end // if 

10: end  // for 

11: end // for 
12: sequence of codons [C] 
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Chapter Four 

Results and Discussions 

 
4.1 Introduction 

This chapter introduces a discussion of the experimental work results of the 

proposed system. The system has been simulated using MATLAB program version 

R2016a on Windows 10 platform on Intel core i5. The experimental results were 

analyzed to clarify the results by some performance metrics such as cracking 

probability (CP), blast. 

 
4.2 Proposal System implementation 

The general follow of implementing the proposed system on both sites 

(sender and receiver) with their stages and the obtained results from each stage are 

explained below: 

4.2.1 Sender Site 

This site is responsible for generating DNA Watermarking securing 

procedures. The proposal includes two main stages: DNA Watermarking and central 

dogma               encryption, described bellow. 

 
        4.2.1.1 DNA encryption table Generation Process. 

A DNA coding table is generated to encode the plain message to DNA bases. 

The result of this process is illustrated in Table (4.1). The generated table contains: 

alphabets (upper case ,lower case ), numbers, and special characters. On the other 

hand, each case, has its representation in a DNA coding. 
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Table (4.2): DNA Coding 
 

CCAA a GACC y GTCC W GGCG { 

GCTA b GATT z GTTC X GGTC [ 

CCCC c CACC A CTCG Y CGCG } 

CCTT d CATC B CTTC Z CGTA ] 

TCCC e TACG C TTCG 0 TGCC | 

TCTC f TATC D TTTA 1 TGTA \ 

ACCG g AACG E ATCC 2 AGCC + 

ACTC h AATA F ATTA 3 AGTT = 

GCGC i GAGG G GTGT 4 GGGA _ 

GCCG j GACG H GTCG 5 GGCC - 

GCTT k GATA I GTTG 6 GGTG ) 

GCAA l GAAG J GTAG 7 GGAT ( 

CCGG m CAGA K CTGA 8 CGGG * 

CCCG n CACG L CTCC 9 CGCC & 

CCTA o CATG M CTTG < CGTT ^ 

CCAG p CAAT N CTAT > CGAA % 

TCGT q TAGA O TTGG , TGGC $ 

TCCG r TACC P TTCC . TGCG # 

TCTG s TATG Q TTTT ? TGTT @ 

TCAT t TAAT R TTAA / TGAA ! 

ACGA u AAGG S ATGC : AGGG ~ 

ACCC v AACC T ATCG ; AGCG ` 

ACTG w AATT U ATTT “ AGTA € 
ACAT x AAAA V ATAA ‘ AGAG £ 

 

The encoding process will be in the form of quadruple bases. While, the 

traditional biological representation is a triple bases. 

Coding the plain message to  DNA results in a single strand DNA sequence 

(SSDNAS). The result of this process illustrated in execution bellow: 

If a sender has sent a message (Hello Agent Sara #220) to the receiver, the message 

conversion according to Table (4.1) will be: 

GACG TCCC GCAA GCAA CCTA AGCG CACC ACCG TCCC CCCG TCAT 

AGCG ATGC GGGGTCCG GGGG AGCG TGCG ATCC ATCC TTCG. 

 
The generation of DNA coding table and SSDNAS processes used for both central 

dogma encryption and DNA watermarking stages. 
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The next step is to apply the securing procedures for the generated SSDNAS. The 

first stage is applying central dogma encryption procedures as follows: 

 
          4.2.1.2 DNA watermarking stage 

To conceal the plain message generated a DNA watermarking main processes take 

place such as. 

1-Partial Central Dogma Encryption 

To implement this type of encryption partially, one of two types of processes needed: 

it’s a transcription process. 

- Transcription Process 

               This process converts the SSDNAS to the first version of coding of the first type of 

RNA, the messenger (mRNA) as shown below: 

CTGCAGGGCGTTCGTTGGATTCGCGTGGTGGCAGGGGGGCAGTATCGCTA 

CGCCCCAGGCCCCCTCGCACGCTAGGTAGGAAGC. 

CUGCAGGGCGUUCGUUGGAUUCGCGUGGUGGCAGGGGGGCAGUAUCGC 

UACGGGGGAGGCGGGGUCGCACGCUAGGUAGGAAGC . 

          2-Scoring Function Processes. 

Select the concealing place and determine the location of concealment in the 

selecting place known by the Scoring function based on ck and mk values. 

Example: If we take the previous example above, the notation value of (ck) 03 will 

be: 
 

TTCG ATTA 

 

 
- Segment Masking 

The starting code and the ending code are added to each (ck) after they are preset. 

Suppose that the start code is: AAGG and the end code is: CCAA, the final form of 

the ck will be in the image below: 

AAGG TT CG ATTA CCAA 

0 3 
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The process of adding the start code and end code to (ck) is a biological simulation of 

the (ck) process present in the protein synthesis process and is a supportive addition 

to the coding process. 

 
- Key Measuring Generation : 

 

 
The process of generating (mk) is by generating random numbers within a 

range of number 100 i.e. (0≈ 99), these numbers are considered as an indicator to set 

the segments to the hidden location within the database. 

3-Extending Data Base Processes 

The required database is pulled from the website (NCBI) as this website 

contains the databases for each vitamin. The vitamin D database is chosen in the 

design of the program to hide the cipher text inside it. The size of the database is 

calculated It is required to hide the cipher text inside it, after the process of 

calculating the total number of segments of the original message with the length of 

the private keys for each segment (ck+mk),  applying start and end codons for each 

segment divided along the database. 

 
4- Hiding Processes (Docking watermark) 

To hide the massage (Hello Agent Sara #220) in a selected DNA database 

called vitamin D from NCBI data set. The watermarking processes give us the below 

results according to message segmentation process: 

Length of Massage (Lm ) = 21 characters 
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gggagcgcggaacagcuuguccacccgccggccggaccagggcuccugaaccuagcccagcuggacggagaaauaac 

cuuguuuuucuauuuuucuuguuaauugguuuuuuuuuuaauuccuuaacuuguuaaguuguuuucuccuuaagu 

auuuuuuugguuaacugauuaauuuuuuuuuuccuuaacuccuuuuuuaauuaacuauucuugcaaacuuaccugc 

ccccugcuccuucaggcagucauugaggacauucccccaggccggcuugcuaccagacgaucauggucuacgacauu 

cccucauggucacauucaggcugagaccgagccacuggcuuucacuucaaugcuaugaccugugaaggcugcaacag 

ucauugcuuacgaggucuaaugccgccccucauaccgacauuccgucauggucaaccaccgucauacauggucucag 

gcugacgccacugccaggccugccggcucaaacgcuguguggacaucggcaugaugaaggaguucauucugacacag 

ucauuacauuccgccaggcuuuccgauuagguccaccucaugcccucccggucaaccccggucauaccgucccucag 

gcugucugaggagcagcagcgcaucauugccauacugcuggacgcccaccauaagaccuacgaccccaccuacuccga 

cuucugccaguuccgcagucauuucucucucacauuccgucauggucacaugcgcgcgcccggccagucauucucgg 

ucucccgccgggucucgggagcgcggaacagcuuguccacccgccggccggaccagggcuccugaaccuagcccagc 

uggacggagaaauaaccuuguuuuucuauuuuucuuguuaauugguuuuuuuuuuaauuccuuaacuuguuaagu 

uguuuucuccuuaaguauuuuuuugguuaacugauuaauuuuuuuuuuccuuaacuccuuuuuuaauuaacuauu 

cuugcaaacuuaccugcccccugcuccuucaggcagucauugaggacauucccccaggccggcuugcuaccagacga 

ucauggucuacgacauucccucauggucacauucaggcugagaccgagccacuggcuuucacuucaaugcuaugacc 

ugugaaggcugcaacagucauugcuuacgaggucuaaugccgccccucauaccgacauuccgucauggucaaccacc 

gucauacauggucucaggcugacgccacugccaggccugccggcucaaacgcuguguggacaucggcaugaugaagg 

aguucauucugacacagucauuacauuccgccaggcuuuccgauuagguccaccucaugcccucccggucaaccccg 

gucauaccgucccucaggcugucugaggagcagcagcgcaucauugccauacugcugcca 

Length of  vitamin’s D Database (Ldb) = 1440 bases as shown in Figure (4.1). 
 

 

Figure (4.1): D vitamin’s Database 
 

if 

Lm ≤ 200 characters do 
 

No of Sections (Ns) = 2√𝐿𝑚 ≈ 5 

Length of Section (Ls) = 𝐿𝑚 * 4 ≈ 17 
𝑁𝑠 

 

CUGCAGGGCGUUCGUUGGAUUCGCGUGGUGGCAGGGGGGCAGUAUCGC 

UACGGGGGAGGCGGGGUCGCACGCUAGGUAGGAAGC 

Concealing Key (cK) = Random set of numbers 

Suppose a set is (4,1,5,2,3) and after convert it to mRNA form measuring Key (mK) 

= Random set of (100) 

UUCGGUGU,UUCGUUUA,UUCGGUCG,UUCGAUCC,UUCGAUUA 
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- - 

We suppose a set is (2,5,12,9,99,88,60,29,72,43 …..etc.)  

Start code of cK = aaccuugu 

End code of cK = ucuugcaa 

Variable value of Ck = uucggugu 

Start code of each Section = cagucauu  

End code of each Section = ucaggcug 

Palin text = GGGG 

Variable value of Mk= gucca…. 

Massage Length require (Ml_r) of each sections after add size basses of (mK+cK & 

Ls with its Start & End codes) = 1069 bases 

Database Required = 𝑀𝑙_𝑟 * Ldb = 1440 extending the Database used. 
𝐿𝑑𝑏 

The Database Required = Length of Database used because there is no need to 

extend the embedded DNA database. 

As a result, the embedding massage in database of vitamin D as shown in Figure 

(4.2). 

 

ggaaccuuguuucgguguucuugcaaguccacagucauuGGGGGAGGCGGGGU 

CGCs4ucaggcuguaaccuuguuuuaaccuuguuucguuuaucuugcaauuuuuuuaa 

cagucauuCUGCAGGGCGUUCGUUGs1ucaggcuguauuuuuuugguuaacu 

gauuaauuuuuuuuuuccuuaacuccuuuuuuaauuaacuauucuugcaaacuuaccug 

cccccugcuccuucaggcagucaaaccuuguuucggucgucuugcaauugcuaccagacga 

ucauggucuacgacauucccucauggucacauucaggcugagaccgagccacuggcuuuca 

cuucaaugcuaugcagucauuACGCUAGGUAGGAAGCs5ucaggcugggucua 

augccgccccucauaccgacauuccgucauggucaaccaccgucauacauggucaaccuugu 

uucgauccucuugcaaugccggcucaaacgcuguguggacaucggcagucauuGAUUC 

GCGUGGUGGCAGs2ucaggcugacauuccgccaggcuuuccgauuagguccaccuc 

augcccucccggucaaccccggucauaccgucccucagaaccuuguuucgauuaucuugcaa 

cauugccauacugcuggacgcccaccauaagaccuacgacccccagucauuGGGGGCA 

GUAUCGCUACs3ucaggcuguucucucucacauuccgucauggucacaugcgcgcgc 

ccggccagucauucucggucucccgccgggucucgggagcgcggaacagcuuguccacccgcc 

ggccggaccagggcuccugaaccuagcccagcuggacggagaaauaaccuuguuuuucuau 

uuuucuuguuaauugguuuuuuuuuuaauuccuuaacuuguuaaguuguuuucuccuu 

Aaguauuuuuuugguuaacugauuaauuuuuuuuuuccuuaacuccuuuuuuaauua 

acuauucuugcaaacuuaccugcccccugcuccuucaggcagucauugaggacauuccccca 

ggccggcuugcuaccagacgaucauggucuacgacauucccucauggucacauucaggcug 

agaccgagccacuggcuuucacuucaaugcuaugaccugugaaggcugcaacagucauugc 

uuacgaggucuaaugccgccccucauaccgacauuccgucauggucaaccaccgucauaca 
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Figure (4.2): Embedded Message Configuration. 

 
 

The proposed system infrastructure is a flexible structure in terms of updating 

the techniques and methods used or in adding new procedures. The current research 

path of gives a purely DNA watermark for copyright as a concealing output. Another 

type of output can be gained according to the proposed infrastructure by adding the 

reset steps of the central dogma encryption algorithm to obtain a pure ciphered 

message that explained in the steps bellow. 

 
4.2.1.3 Complete Central Dogma Encryption Stage 

To implement this type of encryption, two types of processes are needed: 

transcription and translation in addition to the three types of RNA (mRNA, tRNA, 

and rRNA) are needed and amino acid table. The first step in this algorithm is the 

transcription process mentioned in paragraph DNA watermarking stage section 

(4.2.1.2) in chapter (4), the next step is: 

 
- Translation Process 

In this process, the sequence of mRNA is translated to amino acids. The 

translation process is done by dividing the sequence into quadruple codons, during 

this session a table is generated called amino acid table according to the four bases 

(A,U,C,G) as shown in Table (4.2). 

uggucucaggcugacgccacugccaggccugccggcucaaacgcuguguggacaucggcaug 

augaaggaguucauucugacacagucauuacauuccgccaggcuuuccgauuagguccacc 

ucaugcccucccggucaaccccggucauaccgucccucaggcugucugaggagcagcagcgca 

ucauugccauacugcugcca 
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Table (4.3): Amino Acid table 
 

 

In the Table (4.2), an appropriate amino acid for each codon in the chain is 

searched. These amino acids of all codons will re-assembled to configure a sequence 

of amino acid to synthesis the ciphered text to send it to the receiver. The table 

contain 256 Amino Acids each consist of 4 bases. The assignment process illustrated 

in Table (4.3). This table is regenerated to each new message. 
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Table (4.4): DNA Assignment Process 
 
 

 CA AA UA GA GU UU AU CU CC AC UC GC GG UG AG CG 

G 
G 

GGC 
A 

GGA 
A 

GGU 
A 

GGG 
A 

GGG 
U 

GGU 
U 

GGA 
U 

GGC 
U 

GGC 
C 

GGA 
C 

GGU 
C 

GGG 
C 

GGG 
G 

GGU 
G 

GGA 
G 

GGC 
G 

 AA AB AC AD AE AF AG AH AI AJ AK AL AM AN AO AP 

U 
G 

UGC 
A 

UGA 
A 
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The result of this step is: 
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4.3 Experimental Results 

Table (4.4), explain the coding and decoding time, while Table (4.5) explains 

the total execution time of the encoding and decoding in the proposal algorithm. 

Table (4.5): Coding and Decoding time (milliseconds) 
 

Input Size 

(words in 

count) 

Encoding Time 

(msec) 

Decoding 

Time(msec) 

500 0.0.65 0.0.58 

1000          0.1.225        0.16.405 

2000 0.2.61 0.2.42 

8000         0.9.8       2.11.24 

Table (4.6): Total execution time 
 

Input Size 

(words in count) 

Total Time 

(msec) 
500 0.1.33 

1000 0.17.63 

2000 0.5.142 

8000 2.21.04 

Table (4.7): Time Results (4 Bases Compare with 3 Bases)[67]. 

 

Input Size 

Massage 

(Plain text 

length) 

 
Section 

Length 

 
No. of 

sections 

Database 

length 

(before 

hiding 
process) 

Datadabe 

length 

(after 

hiding 
process) 

 
Cracking 
probability 

 
 

Capacity 

500 96 22 4738 9476 1e-300 0.013218 

1000 128 32 4738 18952 1e-300 0.01327 

2000 184 45 4738 37904 1e-300 0.013257 

8000 360 89 4738 66332 1e-300 0.029872 

 

Time results (4 bases represent) quad codon compared with previous research 

depend on triple codon (3 bases represent) by (msec)[67]: 
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Table (4.8): Encoding / Decoding execution time (4 Bases Compare with 3 Bases) 
 

Input size Encoding 

time(3 bases) 

Encoding time 

(4 bases) 

Decoding 

time 
(3 bases) 

Decoding 

time 
(4 bases) 

Total 

execution time 

(3base) 

Total 

execution time 

(4base) 

500 0.00006 0.042 0.0001 0.0007 0.0002 0.05 

1000 0.0002 0.07 0.00027 0.001 0.0006 0.08 

2000 0.0008 0.146 0.00092 0.003 0.001 0.1 

8000 0.023 0.54 0.020 0.043 0.045 0.5 

 

4.4 Security Analysis 

To prove the copyright of DNA Watermarking and the privacy of data several 

measuring test used such as: 

4.4.1 BLAST Software 

The preservation of the selected DNA database (Vitamin D), a software called 

BLAST to compare and show if other databases are similar to the used database. 

 

Figure (4.3): Percent Identity on NCBI sit 

 

Date and time of database sequences test on NCBI site. Also, the identity of a 

selected database has been tested by BLAST as in figure (4.4). 
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Figure (4.4): Identity Database Test 

Figure (4.4) shows no identity 100% between our selected database and all others on 

the NCBI site. This result gives us a proof to non-redundancy of database that used. 

The alignment test is used to explains the gaps and identities of genome 

bases between Query and Subject sequences. Alignment resultes of identites and 

gaps between Query and Subject as in Figure (4.5). 

 

Figure (4.5): Dissimilarity Percentage 
 

 

As shown in Figure (4.5),the dissimilarity equal 21% for one section that belong to our 

database after the hiding process. 

Another test for the segment distribution has been done as in Figure (4.6). 
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Figure (4.6): Dissimilarity Percentage 
 

Figure (4.6) shows the Alignment test of another section that belong to the same 

database. The Differences in results between sections due to the difference in the 

random distribution of the locations of the syllables at database. 

 

4.4.2 Cracking Probability  

By using the equations of cracking probability (CP) and capacity (C) for the last 

example, the result will be: 

 

1 1 1 1 

CP = 
1.63*108 * 

24 
* 

24−1 
* 

21440−1  . 

CP = Very small amount less than 1e-300. 

 

4.4.3 Capacity 

Capacity result very small because adopting the substitution method that does not make 

any change on the embedding database. 

 

𝑐 =

1
4

∗ 84

1440
= 0.014 

Where (1440) : length of database selected 
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Chapter Five 

Conclusion and Future Work 

5.1 Conclusion 

Through the implementation of the proposed system and the obtained 

results, several indicators have been reached that explains the strength of 

the system and the security level. These indicators: 

1- The new representation of codons and re-generation process for 

DNA encoding and amino acid tables for each input message give 

the encryption process more complication and hard work to the 

hacker in predicating the ciphering message. 

2-  Randomizing the spaces between segments and their dependent 

keys(ck,mk) ensures the security of embedding and anonymity 

within the database. 

3- The number of message segments is unpredictable because they 

produced up-to- time using mathematical model.  

4- Measuring the strength of DNA Watermarking proved by BAST 

SOFTWARE test results. 

5.2 Future Work 

In this section, some future directions are suggested as an extension 

of the proposed system in this thesis: 

1- Symmetric and Asymmetric ciphering algorithms can be 

applied instead of central dogma ciphering algorithm for coding 

plain messages. As example as the medical fields that use DNA 

in its work. 

2- The proposal can be adopted in cloudy environment by 

oriented the used techniques according to cloudy requirements. 

3- Applying Single Nucleotide Polymer (SNP) as another 

technique for implementing DNA watermarking
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 ةــــــــلاصـــالخ

نصوص والفيديو والصور بين كالبسبب التطور المستمر لتكنولوجيا المعلومات وانتشار تبادل الوسائط الرقمية 

. إحدى هذه التقنيات لابد من وجود تقنيات حماية لذلك،. وفقاً ياتضرورمن ال تها أصبحت حماي ،مستخدمينال

 .العلامة المائية الرقمية لحماية الوسائط الرقمية من العبثهي 

نفس ، وعلى  الإلكترونية القيمة وتحديدهاات تسُتخدم العلامات المائية الرقمية للمصادقة على ملكية المحتوي

خفاء البيانات التي تهدف إلى حماية حقوق التأليف لافإن العلامة المائية للحمض النووي هي تقنية  السياق،

 .والنشر لتسلسل الحمض النووي وتضمن أمن المعلومات الجينية الخاصة

اقترحنا تقنية العلامة المائية للحمض النووي التي يمكن استخدامها للحفاظ على تسلسل  الأطروحة،في هذه 

 ة.وتأمين المعلومات الجينية الخاص ( المستخدمة كمرجعدالحمض النووي المحدد )فيتامين 

 Centralالتشفيروخوارزمية  اميكية،الدينالأجزاء الرئيسية التي يتكون منها الاقتراح هي: جداول الترميز 

Dogma ،  وتقنية الإرساء الرسائل،وتجزئة. 

يتم بناء جداول الترميز لتحويل الرسالة النصية الى قواعد امينية والتي تؤدي الى تحويل كامل القواعد الامينية 

 ي)الرسالة النصية( الى سلسلة من الاحماض الامينية )كودونات(. هذه الجداول يتم توليدها بشكل ديناميكي، أ

سالة نصية تمتلك جداول ترميز خاصة بها تختلف عن باقي جداول الترميز للرسائل الأخرى. باستخدام ان كل ر

)الخطوة الأولى( والذي يسمى بعملية الاستنساخ، فان  Central Dogmaالتشفيرالجزء الأول من خوارزمية 

 الامينية الناقلة.الرسالة النصية سوف تكون على شكل سلاسل من الاحماض الامينية تدعى بالأحماض 

يتم تقسيم السلاسل الامينية الناقلة الى عدة مقاطع بناءا على تمثيل رياضي يتم انشاءه. ان التمثيل الرياضي الذي 

 يقوم بتقسيم السلاسل الامينية الناقلة الى عدة مقاطع يعتمد اعتمادا كليا على طول الرسالة النصية المشفرة. 

البيولوجي في تضمين مقاطع الرسالة المشفرة داخل قواعد البيانات من خلال كذلك تم توظيف عملية الارساء 

توليد مفتاحين )مفتاح الاخفاء و مفتاح المسافة (. ان كل مقطع من مقاطع الرسالة المشفرة سوف يمر بمراحل 

المسافة  من المعالجات الخاصة لضمان عملية التضمين داخل قواعد البيانات ، حيث يتم تحديد طول المقطع و

بين كل مقطع و اخر ومن ثم امتلاك كل مقطع على كودونات محددة ) كودون شفرة البدء و كودون شفرة 

 النهاية( قبل ان تتم عملية التضمين داخل قاعدة البيانات.

 

 

 



 

 حماضالتشابه مع تسلسل الاتم اختبار طريقتنا للحفاظ على هوية تسلسل الحمض النووي واستخراج مقدار 

كانت هوية  ثحي .(المركز الوطني لمعلومات التكنولوجيا الحيوية) الأخرى باستخدام برنامج بلاست ةالنووي

 .٪ بقاعدة بيانات فيتامين )د(96نتائج الاختبار 

 

٪ بين قاعدة البيانات المختارة وباقي قواعد البيانات الأخرى 100يبين هذا الاختبار عدم وجود تطابق بنسبة 

NCBIالموجودة على الموقع  والتي اثبتت الحفاظ والأمنية على هوية تسلسل الحامض النووي والقدرة على  

عدم قابلية الكشف و المقاومة. كذلك اثبت معيار التتبع
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