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Abstract

loT devices are widely used today, and these devices handle digital data
like video data streaming. For the importance of this data, a sophisticated
security mechanism must be found to prevent breaches of information privacy,

since every part of these devices, must be secured to prevent many attacks.

In this thesis, an encryption method for surveillance systems was designed
to protect digital data sent over the Internet of Things. The mechanism adopted
for the system relies on encryption and authentication to provide security for the
data. The system mechanism was designed and built using two lightweight
encryption algorithms (hummingbird and speck) and the two algorithms were
combined together by hybridization with three different proposed methods.
Each proposal is a hybrid lightweight encryption algorithm consisting of parts
of the speck algorithm and parts of the hummingbird algorithm, but in a
different merging way in each method. The Chaos system was also used to

generate random keys for algorithms to make encryption more efficient.

A New proposed modified hashing algorithm was also used to
authenticate encrypted data to increase the level of security and to ensure the
authenticity and reliability of the data. Because of the weakness in the SHA-3
hash system where it loses the speed required to achieve a fixed-length hash, the
design of SFHASH3 has been proposed. This proposal involves incorporating
the SPECK - FPHLE algorithm (nine rounds for the purpose of accelerating the
encryption process) as an additional layer that complements the layers of the
sponge structure found in SHA3.

The proposed lightweight encryption algorithms, it gave satisfactory

encryption results, and all three proposals passed all the tests of NIST.



Encryption and decryption time was calculated for each proposed hybrid
algorithm on different frame sizes 128x128, 256x256 , 512x512. For the frame
size 256x256, the encryption and decryption time was calculated with a
different number of rounds each time: 10 rounds, 14 rounds,16 rounds. The
encryption results of the first proposed hybrid lightweight algorithm to
encryption the average of 7-frame , the 256x256 frame size is 16.024 ms and the
decryption time is 15.927 ms. The second proposal gave encryption results for
the same previous specifications: 33.81743 ms for encryption and 30.72014 ms
for decryption. The results for the third proposal were 13.996 ms for encryption
and 13.583 ms for decryption. As shown in the results, the third proposal is the

fastest, because the two algorithms work at the same time.
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Chapter one
General Introduction

1.1 Introduction

One of the main network models at the moment is the Internet of Things
(1oT). The basic idea of the Internet of Things is that there are a large number of
devices interconnected with each other, which may be sensors, cameras, mobile
devices and many more. Nowadays, the increasing use of the Internet of Things
has greatly increased the amount of data and information transmitted in the
network. Taking advantage of this technology has become an urgent necessity
to keep pace with development and employ it in many fields [1]. Among these
important areas are critical building monitoring systems and live video
recordings of the venue. Surveillance cameras have developed as in other
technologies, and the progress they are witnessing is similar to other modern
technical devices, as they are advanced and connected permanently to the

Internet to form the so-called Internet of Things technologies [2].

Video streaming is common in loT networks and has been used in 10T-
related monitoring systems. Since it is based on the idea of sharing data between
multiple service providers, it is one of the most demanding types of traffic for
quality of service and complete security. As some data may be important and
confidential and due to the ability of devices connected to the Internet of things
to capture it was necessary to maintain its confidentiality [3]. Video content is
very important and no one is allowed to access it because it may contain
confidential clips. Therefore, it is important to rely on A tight security
mechanism for preserving video clips and multimedia that are transmitted
through the Internet of Things [4].
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Privacy and security are important issues related to the Internet of Things
and require more attention and constant research. Recently, the focus was on the
important problems associated with the Internet of things in terms of privacy
and security due to frequent use of the Internet of Everything in our daily lives
[5]. The problem of insecurity in the Internet of Things can lead to users' data
being compromised and stolen. Therefore, it was necessary to find encryption
algorithms built into these devices. The 10T environment is a very constrained
environment with very limited resources. In such an environment, traditional
encryption algorithms such as AES cannot be used because they require
complex operations. For this reason, a suitable alternative solution has been
found which is to use lightweight encryption algorithms to get secure and fast
encryption with consideration of cost and performance. Lightweight
Cryptography (LWC) is an advanced encryption method used for encryption
and increased security at low cost, fewer and simpler computations, and faster
processing. Lightweight encryption algorithms are classified into stream
ciphers, block and hash ciphers [6][7].

Raspberry pi may be the popular choice when using projects related to the
Internet of Things. The camera and the Raspberry pi are used to obtain an
encoded video stream . Raspberry pi is a small device that does all the work of a
normal computer. It is available at very affordable prices with the possibility to
attach its own camera which also transmits the live broadcast and provides
many options to the user. The Raspberry Pi can also be connected to a monitor
and a mouse and performs many tasks. These tasks are like processing, playing
games, playing videos, and much more. More importantly, its memory can be
expanded by using external random access memory (RAM) to store information
and data. A set of sensors can be connected to a Raspberry pi, which collects
information and data from the environment in which it is located and sends this
data to the desired destination. Before sending data from these sensors, it goes

through an encryption process to ensure that it reaches confidentially and does
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not violate its privacy from hackers. For this, purpose lightweight encryption

algorithms are suitable for working inside different sensors [8].

By making some modifications to the algorithms used, their weaknesses
can be eliminated. One possible modification procedure is to use a method to
generate keys for the algorithm to make it more robust. Randomization of keys
complicates and randomizes the generated keys for cryptographic systems and
increases the speed of encryption [9]. A chaotic system is a non-linear dynamic
system that exhibits some kind of random behavior that is influenced by the
initial conditions. Sensitivity to initial conditions indicates that if a chaotic map
is applied to two very closely spaced points repeatedly, this causes the iterations
to diverge rapidly and thus become uncorrelated. This is especially useful in
image encryption because two adjacent pixels in an image are closely related,
but when using a chaotic map they will not be joined after several rounds of
iteration [10].

Videos when transmitted over the network are vulnerable to attack.
Therefore, using of the chaotic system in encrypted videos helps to increase
their protection. This is in that the system avoids leaking the features of people
in the video and also helps in resisting a brute force attack. In addition, the
generation of a chaotic signal is low cost, which makes it suitable for encrypting

big data such as multimedia [11].

1.2 Related Works

In recent vyears, interest in lightweight encryption algorithms has
increased, as they combine fast performance, encryption efficiency, and good

security. Many of these algorithms have been introduced.

1- Mohamed et al. (2018) explained the importance of analyzing and
processing visual data collected from sensors before they are sent.

Because sending it in full size consumes energy and resources, and there
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Is also a lot of unimportant information that doesn't need to be encrypted.
Used their own approach to extract key frames from the video to reduce
redundancy and increase encryption speed. The frame extraction
algorithm used in the work is lightweight, computationally efficient and
can be used for small devices such as sensors. Using motion detection
can identify important video frames in which motion occurs and is
encoded. Relying on using surveillance cameras with multiple visions of
the Internet of Things. The advantage of these cameras was the feature of
analyzing and examining videos and selecting important data from the
unnecessary. So that only a small amount of data is encrypted by a
lightweight probabilistic framework encryption algorithm. Encrypting
relied on using a 2D chaotic map to create an image-encryption PRNG.
In addition to suggesting an RGB image encrypting algorithm to ensure
frame privacy as well as using a random approach. The algorithm is
based on producing an encrypted image completely different from the
original image with the use of the same secret key. Proposing system has
passed NPCR and UACI testing and proven resistant to detail attacks on
encrypted data. With a frame size of 256 * 256, the encoding speed of
this system is 0.1616 (sec) [12].

2- Jawad Kubba & Hoomod.,(2019) proposed to introduce a hybrid
algorithm that combines the lightweight cryptographic algorithms
PRESENT and Salsa. Used a chaotic system to generate pseudo-random
keys. A chaotic system with a two-dimensional map of the chaotic
system gives greater complexity to the proposed hybrid algorithm. The
suggested algorithm proved to be very efficient and fast in execution
time and their random keys passed the NIST random test. The data type
proposed for the algorithm is text data collected by sensors. Also, relied
on setting a table of the 15 NIST tests and comparing the test results of

their proposed algorithm and the PRESENT algorithm. Proposed
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algorithm took (8.45 Millisecond) to execute while the original
PRESENT algorithm took (10.13 Millisecond) to execute on the same
data size [13].

3- Naif et al.,(2019) proposed a security system that consists of a modified
AES algorithm and combines it with a chaotic 5D system to protect the
data of loT sensors. Also for authentication, hash technologies
(SHAKE128bit and .HMAC 256-bit) were used. Since the AES
algorithm is complex, they modified it to reduce processing time and
increase its speed by about 145%. Chaotic system was used to generate
lightweight, modified random AES keys. The system passed the
statistical tests passed by the original AES algorithm. The working
environment used consisted of 40 sensors connected to a Raspberry Pi
B after obtaining the data, it is encrypted and transmitted over the
network. statistics indicate that the encryption time of their modified
algorithm (132.672 Millisecond) is faster than the original algorithm
(161.2235 Millisecond) for the same data size [14].

4- Abdul-Kadhim's (2020) research is based on image encryption using a
modified and lightweight current algorithm. Algorithm keys are
generated using Chaos System. Proposed a new method for generating
algorithm keys instead of the traditional method of generating original
algorithm keys that are subject to parsing and breaking. The random key
Is generated by the unpredictable and unknown logistics map.
Experiments show modified algorithm is better than the original
algorithm. The entropy of this work is 7.884 as the average of 5 images
Is close to the ideal value of 8, while the entropy of the original algorithm
was 6.779 for five images. The results also showed the processing time
of the proposed algorithm is better than the original algorithm. The time

of the original algorithm was 97 ms, while the modified algorithm took



Chapter One

60 ms for five images [15].

Al-Husainy's (2020) work was based on proposing a secure video
surveillance model to protect content from unauthorized access. To
provide an update to the secure and effective key for video encryption,
using Chinese Remainder Theory (CRT) to manage the group key. For
encryption and decryption, transparent encryption methods are used that
protect data when decrypted in computers that display videos. The model
can be applied to a variety of scales of smart city monitoring systems.
Also, it is made up of Trusted Authority (TA), media cloud, screen, and
camera. The encryption system is characterized by a high speed of 91.47

Mbit / s on average [16].

Masood et al.,(2021) proposed a lightweight encryption system that uses
a multi-stage encrypting algorithm to encode medical images that merge
Chaos Theory, Brownian Motion (BM) and Chutech Chen System
(CCS). The correlation between pixels of digital medical images has
been reduced by using Chaos Maps (Henon) which generates random
numbers. According to their results, work can secure fully encrypted
medical images suitable for application in real-time cryptography. Also,
the model is scalable for encryption videos and audio. It is clear from
research results that the result of the time complexity of the model is that
it takes 1.53 seconds of time to encrypt a medical image. This is low

compared to the time taken by modern technologies at present [17].

Denis & Madhubala.,(2021) presented a new hybrid cipher for the
encryption of diagnostic data for medical images. The proposed hybrid
system is strategically designed by applying Advanced Encryption
Standard (AES) as well as Rivest-Shamir-Adleman (RSA) algorithms. In
order to ensure the security of diagnostic data to be included with the

RGB channels of the medical cover image. Adaptive Genetic Algorithm

General Introduction
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Is one of the new additions used for Pixel Optimization Tuning (AGA-

OPAP) that increases data steganography as well as agnostic attributes.

The suggested work was evaluated by performing numerical tests. The

results proved that their proposed algorithm has the ability to provide

secure transmission of medical data. Claimed that the proposed algorithm

passed metrics, such as peak signal-to-noise ratio (PSNR), correlation,

structural content (SC), structure similarity (SSIM), entropy, histogram,

NPCR, UACI and immutability. Mentioned proposed model also can

prevent attacks, such as steganalysis or RS attacks [18].

Table (1.1) Summary of related work

Ref. Technique Year| Data | Attacks against Metri Encrypt
. etrics .

No. Type | /analysis ion
time in
seconds

[12] | Used a 2D chaotic mapto | 2018/ Video | Resistant to detail| NPCR and UACI | 0.1616

create an image-encryption Data attacks on testing (sec)
PRNG, also suggesting an encrypted data.
RGB image encryption
algorithm.
[13]| 2D chaotic 2019| Text Insensitive to NIST 8.45
map and D statistical attacks Millisec
) ata
Hybrid ond
algorithm
PRESENT
and
Salsa20
[14] | 5D chaotic 2019| Dataof | Against Brute- | Their system 132.672
map with loT force Attack. no | passed the Millisec
modified differential statistical tests ond
AES Sensors linear attacks passed by the
algorithm able to broken it. | original AES
algorithm(all NIST]|
statistical tests).

[15]| Modified 2020, Image | Attackers cannot 60

lightweight analyze Millisec
Data . ;

present information from ond for

Algorithm encrypted images 5

based because they are images

logistics using a chaotic

map map.
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[16] | Secure 2021 Image Can resist man- The
authenticat Data in-the-middle high
ion attacks (MITM) speed of
protocol , and replay 91.47
Remainder attacks is Mbit / s
Theory implemented. on
(CRT),
MAC average.
[17] Henon Chaotic| 2021 Medical Differential NIST, (HCAV), | 1.53
Map (HCM) Image attacks, (APCA), (CA), | seconds
Brownian (HA), (EA), NIST
Motion (BM) ,(IE), (NPCR),
and Chutech (UACI), (MSE),
Chen System (PSNR), (TC).
(CCS).
[18] | Encryption 2021| Medical Steg analysis , PSNR, correlation,
Standard Image RS attacks. structural content
(AES) and (SC), structure
Rivest— similarity (SSIM),
Shamir— entropy,
Adleman histogram, NPCR,
(RSA) and UACI and
Genetic embedding
Algorithm capacity.

1.3 Problem Statement

The Internet of Things contains various data, including multimedia

data such as videos. Due to the lack of security and privacy in the IoT

environment, the fear of attacking and accessing this data has become a

concern for many. For this reason, encryption is required to prevent the

content from being recognized even after it has been acquired [19]. There

are some issues in the loT environment that should be given a lot of

attention by researchers. The main problems of this thesis relate to a set of

Privacy problems and security challenges associated with the Internet of

Everything as follows:

1. Internet of Things environment (IoT) is constantly growing and very

huge, which in the near future may lead to a significant and unexpected

increase in the total volume of data. The biggest challenge is how to

secure this huge amount of data and be able to take quick action in real-
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time. Concerns have been raised about threats to users and the possibility
of inability to provide privacy and security and which may lead to the

destruction of 10T services.

2. The most important obstacle in transmitting video streams on loT
devices is video encryption. Therefore, choosing fast and powerful
encryption algorithms is very important and has an impact on video
throughput. But the security challenges become more difficult as 10T
devices operate in an environment with limited resources and limited
computing power. Well-known encryption algorithms such as DES and
AES cannot be used because they require high power and complex
calculations. Therefore, the trend was to choose lightweight encryption
algorithms, which have the ability to work in such an environment. Also,
choosing the above solutions may not provide an ideal security solution
because they may cause real-time communication delays due to reasons
such as execution time requirements, running environment and
executable code length. For example, the time that the encryption
algorithm spends on encryption, decryption, and key distribution

operations, may lead to an additional burden on 10T devices.

Thesis suggested a security monitoring system for any 10T application.
The proposed system is generally divided into three layers, the first layer is
responsible for sensing and collecting data. The second layer is responsible for
security, this layer consists of two sub-layers (confidentiality and
authentication). The third and final layer is the response layer which is

responsible for authenticating and decryption data.

1.4 Thesis Aims

In light of the security threats faced by the Internet of Things,
researchers have recently proposed several Lightweight Cryptographic (LWC)

algorithms that are commensurate with their limited resources. Encryption
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protects transmitted data from threats. Moreover, a lot of research has revealed
many security attacks on a number of these algorithms [20]. The main motive of
this thesis is to build a hybrid chaos-based cipher system capable of
withstanding the challenges of limited energy and resources in I0T. Where the
majority of research relied on simulation to evaluate the efficiency of the
algorithm's work in encryption. Suggested implementing the algorithm in a real

working environment and on sensors gives more reliable results.

1.5 Thesis objectives
This thesis has three main aims, including:
1. Building a monitoring system for important buildings that broadcasts
live videos of the place, equipped with a set of sensors. It also sends

alerts on mobile devices in the event of fires or security breaches.

2. Generating random keys using a chaotic system and applying a nine-
dimensional logistic chaotic map that gives greater complexity to the

proposed hybrid algorithm.
3. Designing a lightweight hybrid encryption algorithm suitable for

working within 10T devices with limited resources.

In order for the mentioned suggestions and modifications to be suitable
for working in the Internet of Things environment. They must be light in
weight, taking into account the limited resources of loT devices and wired

Sensors.
1.6 Significant of Thesis

The main contributions of this thesis focus on finding a security solution
to the problem of multimedia encryption in a resource-constrained environment
such as the Internet of Things. The system is based on choosing the most
suitable lightweight encryption algorithms and integrating certain parts of the

algorithms to form a strong hybrid algorithm with high encryption
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specifications. In this case, several problems arise when developing or
Improving the algorithm. Sometimes the focus is on achieving one goal, as it is
difficult to optimize the algorithm to achieve more than one goal. Security may
be compromised by hacking when optimizing, as well as when reducing
algorithm operations and reducing the number of rounds may expose data to
attacks. For this reason, the trade-off is always between security, speed, and
response time and they should all be taken into account. In addition to the
hybrid algorithm, a powerful and fast key generation system is chosen to avoid
any delays that may occur and cause distortion in the encrypted video. To
implement these requirements summarized the contributions of this thesis as

follows:

1. Proposing a hybrid model consisting of two lightweight encryption

algorithms (speck and Hummingbird).

2. Suggesting use the 9D-chaotic system to generate the key for each

round.

3. Encryption of the video only when the object path track, not the entire
video, this results in faster encryption. Thus, there will be no additional

burden on the algorithm and this will increase its speed.

4. Authentication of encrypted data gives stronger results in terms of data
security and protects data from tampering and unauthorized access. In
this work, it is proposed to use the hash method that will be modified
SHA-3 256.

1.7 Thesis Outline

After the first chapter that present a general introduction to the topic, the
thesis is organized as follows:

e Chapter Two: "Theoretical Background **, provides a comprehensive

description of the basic concepts of the Internet of Things system, security

11



Chapter One General Introduction

and video streaming in l10T. In addition to explaining the encryption
methods, the chaotic system, and the criteria used to test the encryption

system.

e Chapter Three: ""The Proposed System Design ", describes the design of

the proposed system and the algorithm of the system stages.

e Chapter Four: "Proposed System Implementation, Results and

Discussion **, describes the evaluation result of the proposed system.

e Chapter Five: "Conclusions and Suggestions for Future Works".

12
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Chapter Two
Theoretical Background

2.1 Introduction

Lightweight encryption technologies are an important area of IoT
security. The challenge in the loT environment is how to achieve secure
encryption with low resource consumption [21]. Lightweight encryption has
become the appropriate solution proposed to protect data transmitted through
IoT devices and sensors. Although there are powerful traditional cipher
algorithms, using them in such an environment is resource consuming, energy-
consuming and there is no capacity for complex algorithm operations.
Lightweight encryption works in proportion to the available resources and for
this reason, there are many lightweight algorithms, each with special features

and working under certain conditions [22].

In this chapter, some details about the Internet of Things, its structure and
its security challenges are presented. Then discussing some details about video
streaming and encryption requirements in the loT environment. The Chaos
system is then defined and used to generate the keys, as the video encryption
depends on it. After that, the types of encryption methods are briefly explain,
the difference between them, and the advantages and weaknesses of each. Then
there is an introduction to the alternative encryption to the usual methods, which
is the light encryption, its definition and a statement of its features and some of

its algorithms.
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2.2 Internet of Thing (loT)

A network of interconnected devices that have the ability to share data
between themselves and the rest of the devices on the network without human
intervention is called the Internet of Things. Examples of such physical objects
include sensors, smartphones, smart watches, and other electronic devices that
are connected to each other [23].

These devices have the ability to collect information from the
surrounding environment, analyze it quickly and logically, and take the
appropriate action necessary. These devices have unique identifiers and are able
to transmit information over the network without human intervention [24].
There are many common examples of the Internet of Things, including tracking
devices that are implanted inside the bodies of animals to track them, also the
pacemaker that is used to monitor the condition of a patient's heart, smart
homes, and many others [25].

The difference between the Internet of Things and the regular Internet
may be that it not only connects the phone and the computer, but also all the
devices together. Therefore, the refrigerator, heating and washing machine are
all linked to each other. The Internet of Things makes these devices more
intelligent and aware and enables them to send alerts and take actions to
facilitate people's lives. For example, a smartwatch can measure your heart rate.
This watch can call an ambulance on its own to help if the heartbeat stops. The
person wearing this watch has become an integral element of the Internet of
Things and this is the exact concept of 10T technology [26].

Artificial intelligence systems can also be integrated with the Internet of
Things to facilitate work and learning, make them smarter, and analyze data
faster [27].
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It also helps reduce working time for companies and factories, improves
the performance of machinery, logistics services, and completes work while
reducing human dependence, thus reducing material costs. These matters
improve the performance of the company and thus increase the spread and
strength of its market, its production and its brand [28].

A technology such as the Internet of things is undoubtedly extremely
important and useful in our lives, but at the same time there are drawbacks to
any technological revolution and therefore the consequences of using the
Internet of things must be known. The advantages of 10T lie in the ability to
access information at any time, from anywhere and on any device connected to
the network. As well as reducing time, money, human and material
consumption, accomplishing work more quickly, and improving the quality of
task automation [29].

As for its drawbacks, the more devices are connected and the more data is
shared between different devices, the higher the potential for data theft. Also, in
complex systems that contain huge data, many devices have to be dealt with.
Collecting, processing and managing data from all these devices is extremely
difficult. Any error or virus that appears in any of the connected devices infects
other devices and may disable or damage them. Interconnected devices have
different manufacturers and therefore it is difficult to communicate with each
other, due to the lack of an international standard for compatibility with loT
[29].

2.3 1oT Architecture

The loT architecture is made up of users, sensors, a number of physical

objects, communication layers, 10T protocols, cloud services, developers, and

business layers. The wide spread of Internet of Things objects has led to the lack
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of an agreed structure for the Internet of Things globally. There are a variety of
0T architectures proposed by researchers and also by consensus there is a
conventional and agreed-upon 10T architecture. This architecture consists of
three layers: the perception layer (recognition layer), the network layer, and the

application layer [30].

1. Perception Layer

It is the bottom layer of the Internet of Things. This layer consists of various
physical objects dedicated to collecting information, which sense the
surrounding environment such as devices dedicated to sensing heat in a
particular place, or a device dedicated to detecting a places known as GPS.
Initially, data from the environment is collected by sensors attached to the
device. It can be as simple data as temperature and humidity readings, or it can
be as complex and important as broadcast videos from homes and important
places [30].

2. Network layer

This layer represents the basis of the Internet of Things, due to its ability to
transmit information and data from sensors for analysis and subsequent action.
This layer is represented by the Internet, which is the bridge between the
devices or applications on the one hand and the last layer on the other (IoT

architecture’s perception layer) [31].

3. Application layer
It is the highest layer in the structure of the Internet of Things, in which
services in it are available according to the needs of the user. This layer bridges

the large gap between applications and users and this its primary function. After
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the process of analyzing the collected data, the end user can make use of this
information in different ways. The application can also provide services to the
user according to the analyzed data by alerting the user either by e-mail or by
sending a text message or an alert message . For example sending a text alert
when temperatures are too high in the place. Also, a user may want to watch
live clips of their home or even video recordings with an application on the
phone or through a web browser [32].

It is worth noting that some researchers divide the structure of the Internet
of Things into four layers. Whereas the fourth layer is considered as a support
layer such as fog computing, cloud computing, and intelligent computing [33].
Other researchers have a different opinion, as they consider that the architecture
of the Internet of Things is composed of five layers. In this architecture, the
bottom layer is the object layer, and its responsibility is to collect data from
heterogeneous devices, analyze the data, and give a unique number for each of
them. The five-layer structure of the Internet of Things is illustrated in Figure
(2.1) In this structure, the upper layer, which is the application layer, is divided

into three sub-layers according to functions [34].
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Business layer

Application
layer

Application layer

Service management

Network layer _
abstraction

Perception layer

Figure (2.1) The five structural layers of 10T.[34]

2.4 The Security in loT

The Internet of Things market is expanding day by day as there are
millions of devices connected together, every connected device provides
opportunities for attackers. The growing popularity of the Internet of Things and
the abundance of applications developed for it has coincided with the
emergence of security concerns and challenges. The risks are data transmission,
accessing devices, broken devices, and always-on/always-off devices. It is
normal that there is little interest in issues of security and confidentiality of
information transmission by manufacturers. where they are focusing their
attention on competing with each other, racing to produce more devices for

consumers quickly. With regard to the Internet of Things services, there are
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many challenges and security issues that need to be addressed and considered
[35]. Figure (2.2) presents the most important challenges and security risks that

the Internet of Things environment may face.

IoT Security and Thread

Privacy: Authentication:
e Data Privacy — Device Authentication

e Device Privacy e Data Authentication
e User Privacy e User Authentication
e Node Impersonation Attack
Confidently:
e Data Confidently
e Device Confidently | Integrity:
e Data Ownership — e Data Accuracy
o Eavesdropping Attacks ¢ End-to-End Data Security
e Traffic Analysis Attack e Masquerading Attacks
e Device Tempering
e Data Suppression

/fabrication and Alternation
Availability:

e Access Control

e Denial of Service Attack

e Replay Attacks Policy Enforcement:
o e Policy Standers

e Service Level Agreement
Heterogeneity:
e Compatibility
o Interoperability ——

Figure (2.2) Major security challenges and Threats in 10T Environment. [35]

In a multi-layer architecture such as the Internet of Things, a security
system for each layer must be built according to the threats facing the layer and

the technologies used in it [36]. The Perception layer is very important in the

19



Chapter Tow Theoretical Background

security process of the Internet of Things because it is responsible for collecting

information from the environment.

2.4.1 Security challenges in the layers of 10T

There are many challenges for 10T layers as:

1. Security challenges in perceptron layer: The characteristics of the

perceptron network in the Internet of Things are different from those of

traditional network perceptron. This layer contains the sensors that

remain in the same place for a long time and are vulnerable to human

attack [37]. The responsibility of this layer is to transfer information

between 10T devices and this information may be confidential and

important which may be attacked by hackers. There are a number of

attacks that fall into the perceptron layer that can be described as follows:

Fake nodes attack: This attack relies on the introduction of
malicious or fraudulent nodes between real nodes. These nodes
control the connection and can stop the transmission of data and
destroy the entire 0T environment. It also allows access, acquisition
and manipulation of data [38].

Entering malicious code: The attacker uses the method of entering
malicious code to gain access to the network, take control of it, and
cut off services from it [39].

Device jamming attack: This attack causes much damages,
including destroying the contract by replacing the valid parts in the
devices with harmful ones. Through this attack, possible to obtain
security information related to the encryption and communication

keys and the routing table by changing the electronic integration and
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obtaining the gate node [39].

Attack prevent sleep for nodes: In the Internet of Things, there are
contracts in which batteries are installed when they are located in
remote places, so they are programmed to sleep when not in use to
save the battery. The attacker prevents these nodes from sleeping and
keeping them running by sending wrong instructions to the node,
causing damage to the node's battery and thus ending the life of the
node [39].

IoT service denial: In this method, the attacker jams the wireless
sensor network node by sending noisy signals to the network and
jamming the wireless sensor network signals [39].

Exploiting data errors: The probability of an error or deficiency in
the transmitted data is very large because the nodes are located at
great distances. Wireless transmission of data over these nodes comes

with many risks [39].

2. Security Challenges in the Network Layer: Transporting data in the

network layer requires a challenge in providing security, reliability, and

credibility in transit. At the network layer, a number of security

challenges appear, namely [40]:

DoS attack: Servers are unable to provide services to users in a
denial of service attack. DoS attack causes a complete halt in data
transfer between devices [41].

Sinkhole attack: This attack eliminates data security and also
corrupted packets instead of delivering them to the correct
destination.

Man-in-Middle attack: The attacker can hide his presence in the
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network and rely only on the use of a special protocol to
communicate with the Internet of Things. The confidential
information is obtained through the protocol transmitted between the
two sensor nodes [41].

RFID authorized access: Because RFID systems lack security

authentication, anyone can access RFID-certified access tags. This
means that these tags are easy to manipulate and change [41].
Gateway attack: This attack includes the routing attack, which
prevents data from being routed from the Internet to sensors and to
nodes. In addition, it works to cut off the connection between the
Internet infrastructure and the sensors [41].
RFID Spoofing: The information stamped on the RFID card is
obtained by targeting the RFID signal. Thus, through the original
identifier, the attacker can transfer his data and gain full access to the
0T system [42].

3. Security Challenges in the Application Layer: Hacking the application

is very easy if there are deficiencies in security and confidentiality. A

virus implanted in the application program code may cause the

application to completely destroyed [43]. There are a number of threats

to the application layer:

Malicious code attacks: The malicious things that can be injected into
the application are used by the code to attack all the applications that
have internet service, such as security cameras etc. [44]. For example,
a car connected to the Internet of Things was attacked. The attack
leads to control of the vehicle's Wi-Fi network, driving control and

causing a severe accident.
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e Phishing attacks: An attacker can impersonate the owner of the email
or website by obtaining and infecting them [44].
e Virus attacks: Worms, spyware, and viruses can lead to data theft,

denial of service, or impersonation [45].

2.5 Concept of the Digital Video

Digital video can be defined as a set of moving visual images (frames) in
the form of encoded digital data that can be represented electronically. The
digital video consists of a series of orthogonal bitmap images (BMP) that are
displayed in quick and steady succession, and appear as a video clip, but are
actually collections of images called frames. Each frame consists of a set of
pixels, frame rate is defined as the number of frames displayed per second, the
more frames displayed per second, the higher the video resolution. The reason
for this is that several consecutive and overlapping frames display and capture
the finest details of the movement. Man receives information from the world
around him through the five senses, and therefore it is analogue information.
While digital video and audio information consist of separate units of data.
These data are so closely grouped together that it appears to humans that it
appears in a constant flow. The frames that make up the digital video are
individual, and each of these frames represents a time slice of a scene from the
video clip [46].

2.5.1 Video Tracking and object Detection
Video tracking and motion detection technologies are used in surveillance

systems to determine the appearance of certain objects. These techniques are
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divided into methods based on movement, and there are methods based on
appearance [47].
1- Motion-based Methods

Background modelling is divided as to the way of data processing into
statistical (parametric) approaches and non-statistical (non-parametric)
approaches. In the non-statistical methods, initial frame is considered to be the
background and the following frames are subtracted from the background. Then
the pixels with a value greater than a threshold are considered to be the objects.
Each pixel in a frame is considered either a part of the moving object or the
background. The background is updated or maintenance along with frame
sequences. However, they are suitable for real-time application since it is faster
than statistical methods [48].

For the statistical methods, the probability distribution functions
(PDF) of the background pixels are estimated. Then in each video frame, the
likelihood that a pixel belongs to the background is computed. The statistical
approaches have better performance as compared to the non-statistical
approaches in background modeling of the outdoor scenes. However, it may
require more memory and processing time. In traffic scenarios, for better
foreground objects extraction; the impact of dynamic changes of backgrounds
should be eliminated well. Such dynamic changes are flag fluttering and
swaying trees along the roadside and many other changes [49].

2- Appearance-Based Methods

The objects appearance like vehicles such as (cars, trucks, etc.) differs in
size, figure, and color. For detection purposes, segment the foreground and the

background methods are employing prior knowledge and using various features
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such as the color, the symmetry, the horizontal or vertical edges, and the
shadow according to the nature of the rectangular shape of targets. Image
matching is one of the most important tasks in the target detection and
recognition systems. However, the local feature detectors or descriptors
methods may be a robust and more reliable where it is designed to allow
searching objects' blobs in the consequent images of the frames even when
many objects and updating background are considered at the same time. Also,
local feature descriptors are invariant to geometric and photometric alteration.
Haar-like descriptor [50] for example is a popular descriptor used for car
detection in static images and it works based on the edge, line, and the point-
surround features and then, many modification approaches for representing the
feature and collecting vehicle’s edges. Extra feature detectors work based on
other appearance features used to collect contextual information such as FAST
corner detector, speed-up robust features SURF , and the scale-invariant feature
transform SIFT, BFSIFT, BRIEF, ORB, Local Difference Binary LDB, and
KAZE [51].

2.6 10T video streaming

In recent years, video streaming has been increasingly developed, to
provide a better user experience. In order to improve the user experience, the
streaming client changes the video quality according to the available conditions
of the network and as they change. The video is split into clips from a few
seconds of playback, and the video is stored on the server side. The clips are
available in multiple bit rates, and adaptive algorithms for the rates are
responsible for selecting the bits of the videos. When the client requests

information about the stored clip, it chooses the appropriate video transmission
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quality for the device and its memory size. The video starts playing when the
initial buffer threshold is reached. The buffer grows when the available

throughput is greater than the encryption rate of the video [52].

In the Internet of Things, there is a need for web monitoring applications
for environmental monitoring, such as monitoring a home for healthcare,
monitoring of banks or a home for obtaining videos. While the video is
uploaded to a server, it is divided into several clips for the client to download.
When a certain event occurs, the recorded video clip can be viewed through the
camera on the mobile devices of the concerned parties. There may be a feature
for the device to select the customer in choosing a specific video display quality

depending on the device's capacity or network conditions.

The communication between server and client in loT is through
Constrained Application Protocol (CoAP). It is a protocol proposed as a
protocol for transmitting web data in the Internet of Things, as an alternative to
HTTP used to transmit multimedia over the Internet. Data can be transferred
through CoAP with lower power and bandwidth consumption. CoAP defines a
simple mechanism for controlling network congestion and provides reliable

communication between 10T end nodes [53].

2.7 Security of Video Streaming in IoT

In the architecture of the Internet of Things layers, multimedia (video and
images) is a branch of the perception layer. Multimedia messages and video
streams are captured by capture appliances like cameras and transmitted to store
servers for processing and then sent over the Internet to the end user. In the
process, for the video to reach these repositories, it passes through multiple

access points and nodes. Transmission is carried out using heterogeneous
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communication technologies, so these nodes and access points may be
vulnerable to hackers, attacks and espionage [53]. There are many attacks

targeting multimedia security in the Internet of Things, there is as follows:

e Cloning: The attacker clones and duplicates the multimedia replaces the
existing data with a fake and malicious one like a bogus video and thus
the user receives fraudulent data [54].

e Eavesdropping Attack: While sending data over the network, the
eavesdropper is waiting for the data to cross, and as soon as it arrives, he
captures the video streams, obtains confidential information, and violates
the privacy of the information contained in the video clip [54].

e Replay Attack: The attacker records a fake video and then sends the
recorded video to the monitoring network. Thus, operators in the control
room are deceived that the video is being transmitted in real time [54].

e Location Disclosure Attack: Through the video stolen from the
network, the attacker reveals information about the place, reference maps
and the location of the person. This dangerous information is being
exploited by terrorists [54].

o Unlawful surveillance: By intercepting surveillance devices connected
to the Internet, the attacker can identify the people under surveillance

and take information about them [54].

With these threats to 10T video data, it is necessary to have a security
mechanism that protects the end-user data from the risks of hacking. On the
other hand, the limited capabilities of the Internet of Things make it difficult to
encode and transmit videos in real-time quickly and without loss. That is why
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there was a need to build suitable compression algorithms and techniques for
processing and transmitting this information.

Nowadays, a number of security technologies are used for the integrity
of multimedia security, such as watermarks, shorthand, encryption and
compression [55]. However, these technologies remain insufficient due to the
hardware limitations imposed in the IoT environment. There is also a type of
encryption called blind encryption, which is widely used to provide security for
transmitted data. It encrypts the entire multimedia data (head with payload),
which causes a higher computational cost for encryption and an increase in the
bandwidth of encrypted data transmission.

Because of these problems, the trend to provide security has been to
propose lightweight partial encryption techniques that provide security for
multimedia at different levels. In these methods, encryption is applied to the
transmitted video, but not all of the video, but only secret parts of it, such as
people's faces and license plate numbers. Data obtained from sensors and
cameras is partway encrypted and thereafter transmitted through the network.
Even if the attacker got hold of the video, it would appear distorted to him.

Lightweight or partial multimedia encryption is convenient and efficient
to operate because it has several levels of encryption depending on the
computing capabilities of the device. Video encryption may be required when
the object is in motion, this will preserve the security of the moving objects in
the video. Or it may require background encryption of the video when the
background is secret such that the background must not be recognized for
location recognition. Encryption of people's facial features is also available to

preserve their privacy. Lightweight full video encryption includes maximum

28



Chapter Tow Theoretical Background

security for video and includes object and background motion encryption and

face (full partial) encryption [56].

The level of confidentiality is chosen based on the storage capacity,
encryption time and transmission of encrypted videos. From conducting
experiments by researchers, they found that the use of the AES encryption
standard in partial stream encryption provides a maximum degree of security

due to its dependence on four rounds of encryption [57].

2.7.1 Requirement of the Video Streaming Encryption
Videos have characteristics such as large data volume, high frequency
and the necessity of real-time response. That's why in order for a video

encryption algorithm to be perfect, it must meet some requirements :

1. Real-time requesting: Encryption and decryption algorithms cannot
cause late video access and transmission. For this reason, the encryption
and decryption algorithm must be fast to meet the demands of video
applications in real-time [58].

2. Security: Security is the most important requirement in video
encryption. In general, an encryption algorithm can be considered secure
if the cost of hacking the algorithm is not less than the cost of licensing
paid video content. For example, in broadcasts, content has no value
after half an hour of its broadcast. If the attacker can hack the encryption
algorithm within half an hour, then this algorithm for this application can
be considered secure because it met the security condition at the same
time as the broadcast [59].

3. Withstand transmission errors: Because real-time video data is

transmitted in noisy environments such as wireless channels, the video
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that is delivered becomes subject to bit errors. For this reason, the ideal
encryption algorithm must be robust to transmission errors and
insensitive [60].

4. Fixed Bitrate and Fixed Compression Ratio: Fixed compression ratio
means that the encryption conversion must preserve the video data size.
Constant bit rate is when the constant compression rate algorithm can
keep the same storage space or transmission bandwidth [61].

5. Format compliance: Often and in many applications, before the video
data is sent, it is encrypted or compressed, so the output is data
streamlets with some format information. The video data is successfully
restored by the decoder which uses the format information for that. It is
preferable that the encryption algorithm keeps the multimedia in the
same format. This means that multimedia can be decoded with standard
decoders without being disabled. This means that when media is encoded
with format information, the output will appear random and garbled.
When encrypting video data except for the format information, the
format of the video information will be preserved. This supports to some
extent error strength optimization and also some straightforward
operations such as decryption, bitrate conversion, game play, and the like
[62].

6. Low load: The processing and bandwidth requirements of the encryption
techniques should be low because the light load algorithms provide users
with a large processing power that enables high-quality video rendering.
Furthermore, providing secure streaming should not result in too much
bandwidth required for transmission [62].

7. Security at multiple levels: The user may sacrifice some amount of
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security in order to process a complex video. Encryption systems are
available with multiple options of security levels, and person can choose
the appropriate level of security for him. It also has the ability to
develop in whole or in part by allowing changing the sizes of the keys
and repeating the number of rounds. The level of safety is greater with

the big size of the key and with the increased number of rounds [62].

2.7.2 Cryptography in Video Streaming

Traditional encryption methods such as AES (encryption), SHA-256
(hashing), and RSA/Elliptic Curve (signature) work efficiently on resource-
intensive systems with good processing power and sufficient memory. Although
they are efficient and powerful encryption algorithms, they also consume
power, storage space, and processing power. Because not enough resources are
available for all devices, and because these algorithms cannot be included in
them. On this basis, a new type of encryption has been proposed, called
lightweight encryption, which targets resource-limited environments such as the
RFID environment, sensor networks, and embedded systems such as the
Internet of Things (loT). Lightweight cryptography is a sub-field of symmetric
cryptography dedicated to a variety of resource-limited devices in terms of
memory capacity, processing power, and limited power resources. There are
many lightweight encryption algorithms, such as PRESENT, speck,
Hummingbird and many others [23].

Small Scale Embedded Systems are designed using an 8-bit or 16-bit
microcontroller. They can be powered by a battery. In this devices it is a
difficult to work with traditional encryption algorithms and their requirements

in real time. Safety gates available in these environments are few and limited
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due to the limited power constraints of the device. In lightweight cryptography,
the computations are less complex, contain fewer rounds, block size (usually
64-bit or 80-bit), and the key (often less than 90 bits) is smaller than traditional
method blocks and keys. There is a major limitation with lightweight
encryption. These limitations are related to power requirements, with RFID
devices there is no battery connected to the power supply, while the chip
operates on power associated with the radio wave [63].

For this reason, an RFID device is limited by the power consumption
required for encryption operations, as well as by timing limitations and the
number of gates used. Even if the RFID device contains a battery, it can be
difficult to recharge it, so it is important to reduce power consumption. While
the Internet of Things is widespread, and the availability of security and
protection in the 10T is essential, because the success of the Internet everything
depends on the percentage of protection available [64].

Lightweight encryption is a compromise that combines security assurance
with the use of inexpensive, energy-efficient encryption methods and gateway
equivalents. For these reasons, researchers in recent years have relied on
developing a lightweight symmetric cipher for the Internet of Things that also
includes hash functions, MAC systems such as Quark and Marvin, and
block/stream ciphers such as PRESENT, SPONGENT, and others. Asymmetric
encryption also has a share in the security of the Internet of Things, including in
the theoretical encryption of numbers such as ECC, PBC and the like [65].

In table (2.1) three main characteristics of encryption algorithms and their
offerings are presented. As shown in the table, lightweight encryption
algorithms must take into account the main characteristics of resource-

constrained devices, which are performance, security, and cost. The (physical)
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properties (performance) can be achieved by applying simple circular functions

to small blocks, using small keys, and scheduling simple keys. Security remains

the most important among them and is achieved when one of the six internal
structures (SPN, FN, GFN, ASX, LFS, Hybrid) is implemented to achieve

security against attacks [23].

Table (2.1) Characteristic of LWC [23]

Characteristic What LWC can offer?
Physical Physical Area(GEs, logic blocks) ¢ Tiny key & block
(cost) Memory(registers, RAM, ROM) e  Simple round with

Battery power(energy, consumption)

Performance @ Computing power(latency,
throughput)

Security Minimum security strength(bit)

Attack models(related key, multi-
keys)

Side-channel and Fault-injection
attacks

2.8 Lightweight Cryptographic Algorithms

simple computation
Simple key generation

Strong internal structure

There are several types of encryption algorithms, as follows [66]:

1. Lightweight Block Ciphers Algorithms
a. Lightweight Symmetric Algorithms.
b. Lightweight Asymmetric Algorithms.
2. Lightweight Stream Ciphers Algorithms.
3. Lightweight Message Authentication codes.
4. Lightweight Hash Functions Algorithms.
5. Lightweight Authenticated Encryption.
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2.8.1 Lightweight Block Ciphers Algorithms

Any cipher has the following basic characteristics, the diffusion and
confusion that Shannon introduced into cipher systems to increase the strength
of cipher. The diffusion in his work is based on the use of substitution (S-box)
to complicate the relationship between the cipher text and the key. Whereas the
confusion relies on the use of permutation to dissipate the spread of the plaintext
statistical structure over the larger cipher text portion. Stream cipher uses only
confusion while block cipher uses diffusion and confusion with easier design
than stream design. The decryption process in block cipher is difficult while the

process is easy in stream cipher to recover the original text [67].

For this reasons, in an Internet of everything is resource-constrained, it
is preferable to use block ciphers rather than stream ciphers [63]. Figure (2.3)
shows the classification structure of lightweight encryption algorithms. In block

cipher, symmetric lightweight cipher blocks use one of the following structures:

+ Substitution-Permutation Network (SPN)

* Feistel Network (FN)

* General Feistel Network (GFN)

* Add-Rotate-XOR (ARX)

* NonLinear-Feedback Shift Register (NLFSR)
* Hybnd

34



Chapter Tow Theoretical Background

SPN
>

Ve
/ ) N

>
Asymmetric(p /
ublic key) Block &
Cryptography < / | cipher ~_| GFN
\‘_‘3 Symmetric(Pri H_/ \ \\

vate key) -\\\\, Stream \‘. |‘ \> ARX
\ 7| cipher | \

| | \
\ 5/ NLFSR

Hash
-1 Functio \

\3, Hybrid

Figure (2.3) classification structure of lightweight encryption algorithms

Substitution-Permutation network: uses a combination of a substitution box
and a permutation table to modify the data and reformat it for the next round
[23].

Feistel network (FN): The input blocks are divided into two halves of equal
size, and the diffusion in each round is applied to only half a round. At the

beginning of each round two halves are exchanged.

The generalized Feistel network (GFN): It is a classic version of the Feistel
network in which the input block is divided into several sub-blocks, each pair of

these sub-blocks to which Feistel functions are applied.

ARX: The S-box is not used in the encryption process. It only uses XOR,
Addition, and rotation operations. It is fast and compact, but at the expense of

the security it provides compared to SPN and Feistel ciphers.
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Nonlinear feedback shift register (NLFSR): It works on both types of block
cipher and stream cipher. It uses the basis of stream cipher, which is based on
taking the current state from the previous state and is a non-linear feedback

value.

Hybrid: Hybrid cipher combines any three of the five previous block types.
Also, to improve some features (throughput, power, etc.), it combines the
features of block and stream ciphers. Table (2.2) shows the classification
structure of lightweight encryption algorithms and also shows the class of each
algorithm in this classification [23]. Table (2.3) shows a comparison of the

performance of block algorithms for lightweight cryptography.

Table (2.2) Structure of lightweight Block cipher algorithms [23]

Structure Algorithm

tvpe

SPN AES. PRESENT, GIFT, SKINNY, Rectangle. Midori, mCrypton, Noekeon,
Iceberg, Puffin-2, Prince, Pride, Print, Klein, Led. Picaro, Zotro, I-Present, EPCBC

FN DESL/DESXL, TEA/XTEA/XXTEA, Camellia, Simon, SEA, KASUMI, MIBS,
LBlock, ITUbee. FeW., GOST. Robin, Fantomas

GFN CLEFIA. Piccolo, Twis, Twine, HISEC

ARX Speck. IDEA, HIGHT. BEST-1. LEA

NLFSR KeeLog, KATAN. KTANTAN, Halka

Hybrid Hummingbird, Hummingbird-2, Present-GRP
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Table (2.3) Comparison of lightweight block cipher algorithms

Algorithm Key Size (bits) Structure Performance Merits Attacks/Analysis
Block Size (bits)
Rounds Tech. | Power | Area | Throughput
(M) | (uW) | (GE) | At100Khz
(Kbps)
AES 128 | 128 | 10 SPN 0.13 | 248 | 2400 56.64 Supports larger Related key
key sizes, faster in attack,
both hardware and Boomerang,
software. Biclique
cryptanalysis
PRESENT | 80 64 32 SPN 0.18 1.54 | 1030 124 Ultra Lightweight Integral.
128 018 | 200 [ 1339 12.12 cipher, Energy Bottleneck
efficient. attacks, truncated
differential
cryptanalysis,
Side-channel
attacks
RECTANG | 128 | o4 26 SPN 0.13 178 | 1787 246 Fast slide attack,
LE implementations related-key
using bit slice cryptanalysis,
techniques statistical
Saturation Attack
HIGHT 128 64 | 32 EN 025 | 548 | 3048 188.20 Ultra-lightweight, Impossible
provides high differential attack
security. good for on 26% round,
RFID tagging. Biclique
cryptanalvsis
CLEFIA 128 | 128 | 18 EN 0.13 248 | 2488 39 Has fast Key Recovery
encryption and Attack on 10
decryption, lesser | round. Saturation
rounds, energy Cryptanalysis
efficient
CAMELLIA | 128 | 128 | 18, SPN 1.54 | 6511 290.1 Resistance to Cache timing
24 brute force attack attacks ,
on keys. security Impossible
levels comparable | differential attack
to AES.
TWINE 80, | 64 | 36 EN 0.09 1.30 | 1866 178 Good for small Meet-in-the-
128 hardware, middle attacks,
efficient software | Saturation Attack
performance
SIMON 128 | 128 | o4 SPN 0.13 1.32 | 1317 229 Supports several | Differential fault
key sizes, attacks, Attacks
performs well in on reduced
Hardware versions
SPECK 128 | 128 | 32 SPN 0.13 1.40 | 1396 1211 Performs better in |  Key Recovery,
software Boomerang attack
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2.8.1.1 Speck Algorithm

It is a family of lightweight symmetrical block blades with a Feistel-
like structure. The Speak and Simon algorithm was proposed by the National
Security Agency (NSA) in 2013 after traditional cryptography failed to operate
within resource-limited environments.

After conducting many experiments, the algorithm has proven to be
safe, and it is distinguished from other lightweight ciphers as being more
flexible. With the development of devices day by day, no matter what
operations they perform, but there is no doubt that they support simple
operations such as AND, OR and XOR, which this algorithm operates on,
giving the algorithm the advantage to work efficiently and flexibly even in the
future [68].

While the rest of the lightweight ciphers work with a fixed-size key
and block, Speck’s algorithm has the advantage of providing different block and
key sizes to suit the user's hardware resources. The algorithm supports 10
different sizes depending on block size (2n) and key size (mn) resulting in 20
different sizes 10 for encryption and 10 for decryption. Table (2.4) shows the
variable parameters of the Speck algorithm. To increase the efficiency of the
algorithm and prevent rotation attacks and slip attacks, a counter has been

placed inside the main Speck scheme [69].
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Table. (2.4) Parameters of SPECK [70]

SPECK Parameters

hsl:l[:i3 k :i?; ‘:?zl‘ed wI:)?ds Rot Rot | Rounds
(2ﬂ ) (mn ) (ﬂ ) (m) (EI) (ﬁ) (?)
32 64 16 4 7 2 22
48 72 24 3 8 3 22
06 4 23
64 96 32 3 8 3 26
128 4 27
96 96 48 2 8 3 28
144 3 29
128 128 64 2 8 3 32
192 3 33
256 4 34

The round function of Speck uses a number of operations on n-bit words in each

round :

e bitwise XOR, &,
e addition modulo 2%, +, and

e left and right circular shifts, S/ and S, respectively, by j bits.

The SPECK round function for encryption and decryption is denoted by R, as
depicted in equations (2.1) and (2.2), respectively. As shown, for both the
encryption (equation (2.1)) and decryption (equation (2.2)), the SPECK round
function mainly uses XOR (€) logic operators, addition and subtraction
operators, and left-shift (S' ) and right-shift (S7 ) round operators, where j is the
number of bits being shifted. For both the equations, the rotation amounts of f3
and a are 2 and 7 respectively, for the block size equal to 32; and for all other

block sizes, these two rotation amounts are 3 and 8, respectively.
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R Y)=((S"x+y) @k Sy (S "x+y) @K (21)
RTxY)=E"(x®K-STx®dy)S"(xdy) (22)

The block in the Speck is divided into two parts, figure (2.4) and the
equations shows the round function of the Speck. containing two parts, the
block on the left x (Xi),and the block on the right y (Yi). k represents one of a
set of round keys (kO, k1, . . ., kT—1) where T is the number of rounds. S * and
S ? Denotes a left and right circular offset by o or B bits, The products of the i,
round are X;+ 1 and Y; + 1 [70].

X
+ |

Sk
ki —— C/B
Xit+1 Yigr

Figure (2.4) Structure of SPECK round function [70]

Speck's key generation functionality requires that round keys be generated
from the original k key. The round key is generated for each round using the
mentioned key generation function of the round function, the figure (2.5) shows

the structure of the Speck key generation function.
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— bigm—2 [— ' — L k;

Figure (2.5) Structure of SPECK key generation function [70]

K=(,2,...l.k), m={23,4}. Equation 3 represents the key generation

function, where ki is the i round key, forO<i<T:
i1 = (Ki+ S 1) D i), Kiur =S ki @ liyrms (2.3)

Encryption process of Speck: The encryption process in Speck algorithm
works in different modes such as ECB, CTR, CBC, PCBC, CFB and OFB. Any
data type can be encrypted in the Speck algorithm, including image data. The
different cipher modes hide the patterns in the encrypted data by the sequence of
outputs from the cipher block or other global deterministic variables in the
subsequent cipher block. Table (2.5) shows the different encryption modes that

the Speck algorithm works on [71].

Table (2.5) Modes of encryption [71]

Mode Formulas Ciphertext
Electronic codebook | (ECB) | Y; = F(PlainText, Key) (i
Cipher block chaining | (CBC) | Y; = PlainText; XOR Ciphertext; 4 F(Y, Key); Ciphertext, = IV

Propagating CBC PCBC) | Y; = PlainText; XOR (Ciphertext,_; XOR PlainText,_,) | F(Y, Key); Ciphertext, = IV

(
(
(
(
(
(

Cipher feedback CFB) |Y;=Ciphertext_, Plaintext XOR F(Y, Key); Ciphertext, = IV
Output feedback OFB) | Y;=F(Y_4, Key); Yy = F(IV, Key) Plaintext XOR Y
Counter CTR) | Y;=F(IV + g(i), Key); IV = token() Plaintext XOR Y;
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In the case of image encryption using the Speak algorithm, the image size
consists of three parameters M x N x P where M is the number of columns, N is
the number of rows and P is the level number (assuming gray scale equals 1).
The image is initially stored by " Pixmap ", which stores and displays the image
as a rectangular array of pixel colors for easy handling. Algorithm 2.1 shows the
pseudocode to implement the SPECK encryption algorithm and Algorithm 2.2
shows the scheduling of SPECK encryption keys [72].

Algorithm 2.1 : Speck Encryption

input: plaintext, K encryption key
output: ciphertext
split plaintext into n-bit x, y
initialize T, B, a
generate round keys kg, . . ., kr_q
fori=0to T-1
X=[S_HK "'}’] EB JEL'I'
v=SPy @®x

end for loop

Algorithm 2.2: Round Key generation

Input: Encryption key
Output: sequence of keys
mitialize m;
generate [,,, -, . .., lp, kg
forI=0to T-2
lisvm— =g +S ) D
kKiv1=SP ki @ Liym—

end for loop
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2.8.2 Lightweight Stream Ciphers Algorithms

They are symmetric ciphers that generate text encrypted by plaintext data
bit streams and associated key streams. The lightweight ciphers are very fast,
consume less energy and resources, and provide a high level of security, which
makes them the ideal choice for resource-constrained devices and the Internet of
Things environment [73].

They are important in applications where plaintext is persistent or of
unknown length to secure communication, such as network streams, which are
used in military applications [74]. There are many algorithms in this field such
as Rivest Cipher 4 (RC4), A5/ 1, EO, Rabbit, HC-128, SOSEMANUK, Salsa20,
and many other algorithms. Stream cipher encryption algorithms are briefly
pointed in table (2.6).

Table (2.6) The general features of the stream ciphers algorithms [75]

Cipher | Year Key Block | 1V Type Analysis / Attacks
size(bits) | size
(bits)
RC4 | 1987 | 8-2048 1 - ARX | Correlated-key
attacks [54,55],
attacks on WEP,
biased outputs of
keystream
A5/1 | 1989 | 54,64 - 0 LFSR | Time-memory
tradeoff and
known-plaintext
attacks,
attacks on GSM
EO 1998 128 - 0 SHR Cryptanalysis ,
attacks on
Bluetooth
AES | 1998 | 128,192, | 128 0 SPN Biclique

256 cryptanalysis
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Rabbit | 2003 128 128 - Chaotic | Practical fault
tables + | analysis
simple
arithmetic
Trivium | 2004 80 1,8,| 80 3 SHR | Improved
16 differential fault
attack
Salsa | 2004 | 128, 256 32,| 64, ARX | Attacks on reduced
512 | 128 Versions
HC 2004 | 128, 256 - 128, | 2 Large | Cryptanalysis
256 tables

2.9 Hummingbird Algorithm

It is a lightweight encryption algorithm that is specifically designed to be
suitable for devices with limited resources, such as wireless sensors and RFID
tags. The algorithm is a combination of block cipher and stream cipher with a
256-bit key size, an 80-bit internal state, and a 16-bit block size. The algorithm
has proven its ability to withstand some attacks such as birthday attack, coercive
attacks, differential and linear cryptanalysis, cube attacks, and hierarchical
attacks [76].

The advantages of the hummingbird are that it is safe and can only
provide a small area of the state space for the algorithm. Very suitable for
environments with resource constraints such as the Internet of Everything
environment. Encryption and decryption also require simple, uncomplicated and
few operations, as the algorithm needs a small number of gates. Suitable for
implementation on both hardware and software, the algorithm is characterized

by its ability to switch keys quickly and easily.

The cipher text cannot be expanded if the message authentication token is

not added to the cipher text. The algorithm is based on a rotor machine which is
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equipped with new rules of rotation and the algorithm structure for initialization
and encryption consists of 4 16-bit block ciphers Ek1, Ek2, Ek3, and Ek4. It
also consists of 4 internal 16-bit registers RS1, RS2, RS3, RS4 and 16 Linear
Shift Feedback Register (LFSR) [77]. For clearness, the details of the

encryption used in the algorithm are listed in the table (2.7).

Table (2.7) Notation [77]

PT,; the i-th 16-bit plaintext block, i=1;2;::::n

CT; the 1-th 16-bit ciphertext block, 1=1;2;::::n

K the 256-bit secret key

Ex(*) the encryption function of Hummingbird with 256-bit secret key K

Dx(*) the decryption function of Hummingbird with 256-bit secret key K

k; the 64-bit subkey used in the i-th block cipher, 1=1; 2; 3; 4, such that K =
k1lIk2|[k3 k4

Eg(*) a block cipher encryption algorithm with 16-bit input, 64-bit key ki, and 16-

bit output, 1.e.,
By {0 1370 {0, 1™ — {0 1} % i=1:2:3: 4

Dii( ) a block cipher decryption algorithm with 16-bit input, 64-bit key ki, and 16-
bit output, i.e., Dy : {0; 130 % {0: 1}% — {0; 1}"%:i=1:2;3: 4

RSi the 1-th 16-bit internal state register, 1=1; 2; 3; 4

LFSR a 16-stage Linear Feedback Shift Register with the characteristic
polynomial

< X
fx) = xS+ x5 +x 2+ x4 XT3+ 1

H modulo 2'° addition operator

= modulo 2" subtraction operator

2 exclusive-OR (XOR) operator

m<« | left circular shift operator, which rotates all bits of m to the left by | bits, as
if the left and the right ends of m were joined.

K the j-th 16-bit key used in the i-th block cipher, j = 1; 2; 3; 4, such that k; =
K, | K KO K|

Si(x) the i-th 4-bit to 4-bit S-box used in the block cipher, Si(x) : F,' = F,’

NONCE; the 1-th nonce which 1s a 16-bit random number, 1=1,2, 3, 4

Y the 64-bit initial vector, such that IV =

NONCE, INONCE,|INONCE;INONCE,
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A. Initialization Process

When the hummingbird algorithm is implemented in practice, the four
RSi internal registers (i = 1, 2, 3, 4) are respectively initialized by selecting
four 16-bit random NONCEi. This is followed by 4 consecutive operations of
encryption on the message RS1 - RS3 by the hummingbird operating in the

initialization mode [76].

The figure (2.6, ¢) shows the initialization process for the hummingbird.
To initialize the LFSR a 16-bit final cipher text TV is used. In addition, bit 13
of the LFSR is always set to prevent zero registration. Also, before using the
LFSR it is stepped once to update the internal RS3 state record [77]. The

algorithm 3 summarizes the initialization process for the hummingbird.

(a) Encryption Process (b) Decryption Process (c) Initialization Process

Figure (2.6) The Hummingbird Cryptographic Algorithm and its Internal Structure
[77]
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Algorithm 2.3 Hummingbird Initialization [78]

Input: Four 16-bit random nonce NONCE; (i=1; 2; 3; 4)
Output: Initialized four rotors RS1,4 (1= 1; 2; 3; 4) and LFSR
: RS1, = NONCE, [Nonce Initialization]|
- RS2, = NONCE,

- RS3, = NONCE;

: RS4, = NONCE,

cfort=0to 3 do

- V12, = Ey; ((RS1, HRS3,) H RS1)

V23, =E» (V12 H RS2)

- V34, = Ei3 (V23, H RS3))

- TV, = Ey (V34,HH RS4))

10: RS14+; =RSI1, H TV,

11: RS2+, = RS2, AV12,

12: RS3,; = RS3, H V23,

13: RS4,.; = R84, H V34,

14: end for

15: LFSR =TV3 | 0x1000 [LFSR Initialization]
16: return RS14 (1= 1; 2; 3; 4) and LFSR

O 00 =] 3% L B L b e

B. Encryption Process

After the system initialization process is completed, the 16-bit PTi
plaintext block cipher, by executing a modulo 2'® addition of PTi and the
content of the first internal state register RS1. Then, via the first block cipher
Ek1, the result of the addition is encrypted. Three times the procedure is
similarly repeated and the output Ek4 is the corresponding cipher text CTi. Also
for the four internal registers and depending on their current state they are
updated in an unpredictable way, outputs the first three zeros, and the state of
the LFSR [77]. The figure (2.6, a) shows the encryption process for a
hummingbird.
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Algorithm 2.4 Hummingbird Encryption [78]

Input: A 16-bit plaintext PT; and four rotors RS1, (1=1; 2; 3; 4)
Output: A 16-bit ciphertext CT;

1: V 12, = Ekl (PTi H RS1,) [Block Encryption]

2:V 23,=Ek2 (V12, H RS2)

3:V 34t = Ek3 (V23, H RS3))

4: CT, = Ek4 (V34, H RS4t)

5: LFSR:; «— LFSR, [Internal State Updating]
6: RSl =RS1tH V 34t

7: RS3.; =RS3, BV 23t H LFSR,

8: RS4y; = RS4, BV 12t HH RS1

9: RS2, = RS2, @V 12tH R84,

10: return CT;

C. Decryption Process
The decryption pattern is similar to the encryption pattern, as shown in
the figure [2.6,b]. Also, the process is more detailed in Algorithm 4.

Algorithm 2.5 Decryption Process [78]

Input: A 16-bit ciphertext CT; and four rotors RSi, (1= 1; 2; 3: 4)
Output: A 16-bit plaintext PT;
1: V34, =D (CT;) H RS4, [Block Decryption]

2: V23, =Dy (V34 B RS3,

3: V12,= Dy, (V23,) HRS2,

4: PT; =Dkl (V12 H RS,

5: LFSR:; «— LFSR; [Internal State Updating]
6: RS1; = RS1, B V34,

7:RS31 = R83, H V23t H LFSR

8:RS4., =RS4,H V12, H RS,

9: RS2, = RS2, B V12t H RS4,,,

10: return PT;

D. 16-Bit Block Cipher
Block cipher is the most important and basic part of hummingbird cipher

as it provides protection from a number of attacks such as interpolation attack,
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differential attack and linear attack. Block cipher encrypts 16-bit data blocks by
using a 64-bit sub-key [76].

The block cipher consists of 4 regular rounds and one final round, and each

regular round consists of three steps:

e Key exchange step.

e Replacement step.

e The key shuffling step: It involves shuffling the circular key from the data
block.

The 64-bit sub-key is divided into 4 16-bit round keys Kg)', Ki)', K@), and
K(4)i and they are used respectively in the subsequent 4 rounds. From these four
round keys two direct keys are derived which are using in the last round K(5)i
and K(6)‘ as shows in figure (2.7). Whereas each of the four regular rounds
consists of a master mixing step, a switching layer, and a replacement layer, the
final round consists of only the switching step and the S-box replacement steps.
A simple exclusive process is used in the key mixing process, whereas the
substitution layer is composed of four S-boxes with 4-bit inputs and 4-bit

outputs as shown in table (2.8) [79].

Table (2.8) four s box hexadecimal notation [79]

z [0]|1[2]3]4[5]6|7[8][9[A|[B|[C[D[E]F
Si(z) [8]6|5|F[1|C|[A|9|E[B|[2[4[7|0|D]|3
So(z) [0/ 7|E|[1[5|B|[8|2|3|A[D|[6|F|C|4]09
Ss(z) [2|E|F|[5|C|[1 |9 A[B|4[6[8|0|7|3|D
Siz) [0|7|3|4|[C|I|A|F|D|E|[6|B|2|8|9]5
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Linear Transform L : {0,1}% — {0, 1} (2.4)
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Figure (2.7) 16-Bit Block Cipher [79]

2.10 Chaos System

Chaos theory is a modern technique in physical mathematics that deals
with highly complex and sensitive systems, where very small changes lead to
large results. Chaotic systems are dynamic, complex, and nonlinear systems.

Dynamic systems depend on time, and the nature of the system changes as the

system continues.

Dynamic systems are categorized into two types, linear and non-linear.
The nonlinear dynamic system is characterized by the fact that the output values
are not commensurate with the changes that are made to the input. While linear

dynamic systems are evaluated through a linear function, it means that the
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changes that occur in the output are commensurate to the changes that occur in
the input. This theory is concerned with studying the properties of deterministic
systems whose behavior depends on a set of initial conditions [80].

Chaos theory suggests that, in the long run, moving a butterfly's wings in
one place will contribute to changes in the weather by causing very small
ripples at first, but over time it will cause a hurricane in another, the example
talks about an inevitable causal contribution between the movement of the
butterfly and the hurricane, as talking about millions of butterflies around the
world may be the cause of this hurricane or even its prevention! The causative
event, in turn, may be different, it could be the take-off of a plane or the
movement of a baseball bat. The theory assumes that systems that remain in a
state of chaos sometimes generate energy, but this energy or its direction cannot
be predicted. While the random behavior appears at first, chaotic, stochastic
systems can be identified with mathematical equations, which are not without
clear order or boundaries. It can be said that the idea of sensitive dependence on
the initial conditions and the accumulation of simple effects across the system,
the feedback and its permanent link between the inputs and the outputs in
continuous renewal [81].

The sequence to the critical points in the systems, the endless branching,
and the strange attraction, which combines convergence and divergence, which
is the shape of the butterfly in Lorenz's model, nonlinearity and simulation. All
of these concepts constitute the dimensions of an integrated model of chaos
theory, and despite the scientific complexities of these concepts, they easily

cross into the daily life of humans and social systems [80].
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2.10.1 Chaos-Based Cryptography

In recent years, there has been a great deal of interest in the study of
chaotic systems, which have many advantages, including their dependence on
initial conditions, their non-periodic behavior, the similarity of their behavior
with that of randomness, and their possession of a continuous broadband
frequency spectrum. There are many applications of chaos in many fields, and
cryptography was one of them, the so-called chaotic cipher. Where chaos is
applied to encryption methods or techniques used in the process of transmitting

data in a confidential and secure manner [82].

In order to use chaos theory in cryptography efficiently, entropy is
generated by implementing chaotic maps. Entropy produces the propagation and
noise necessary for the success of any safety system. The main advantage of
using it in encryption is that the chaotic signal looks like noise to users who are
not authorized to access its generation mechanism. Also, the sensitivity of the
parameters and the sensitivity of the initial state make the initial value and
parameter value suitable for generating encryption keys. The performance of
any chaotic system in terms of speed and cipher strength depends a lot on the
chaotic generator used. Also, the sequences that are generated must show good

encryption properties [83].

A generator can be defined as a function that has an input, which is a
short random seed, and an output, which is a long stream that is indiscernible
from true random bits. The output of these numerical sequences are keys that
are used to store and transmit secure data and are necessary to secure
communications. This method is fast and inexpensive and depends only on the

speed of the processor. However, the sequence of numbers produced in this way
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Is only pseudorandom, so if two similar programs start in the same condition,
they beget the identical sequence. Pseudo-random number algorithms based on
commas produce non-recursive sequences as if they were truly random. Its
advantage lies in the difficulty of predicting the pseudorandom number resulting
from the chaotic system due to the lack of statistical results that enable the
inference of the random number that results from the chaotic behavior. Chaos
TRNs have better random properties than pseudo-random numbers, and they

also have unpredictability in the key and cipher [84].

2.10.2 Chaos in the Lorenz system

There are many examples of chaos system , Lorenz's system which is a
simple system and the best-known instance of a chaos system. The Lorenz
system consists of a series of three first-order ordinary differential equations.
The Lorenz system has become a model that shows how to create very complex
behavior from a simple dynamical system [85]. The Lorenz system is defined by

the following equations:

d
d—jzfaxwy, (1)
d
d—f=rxfyfxz7 2)
dz
—~—=_b ) 3
- Z 4+ xy (3)

where a, r and b are fixed parameters.

Because the system is nonlinear, there is no analytic explanation for it. At
first, the form of the system is converted into an iterative form, and then the

numerical solution is calculated. The high-dimensional Lorenz system is used in
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the encryption to confusion the position of the pixels. The high-dimensional

Lorenz system is chosen because its chaotic state is unquestionable [86].
The encryption sequences generated by this system have three main advantages:

1. Itis difficult to predict random sequences because the complexity of the
system is higher than that of other low-dimensional systems.

2. The possibility of using sequences real value sequence for the three
values of system variables individually or in combination.

3. The possibility of expanding the secret key space of the algorithm by
setting the three parameters to control the system and the initial state as a
secret key. Thus, The chaotic, high-dimensional system has a secret key

that is larger than the secret key of low-dimensional systems.
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Figure (2.8): Lorenz Chaotic [87]
2.10.3 Chaotic maps
Chaotic maps are used to encrypt video and image data (multimedia) as
well as to create pseudorandom number generators. Chaotic maps are the

specific formula in which a chaotic system is presented mathematically. Chaotic
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maps are divided into two types: continuous maps such as the Lorenz system
and the Rossler system, and discrete maps such as the logistic map and the
Arnold cat map. These maps may be complicated or they may operate with real
numbers and have several dimensions, they may be three dimensions, four
dimensions, and even six dimensions. The inputs of these chaotic maps are the
control parameters and the initial conditions, and their output is a chaotic
function [88].

Figure (2.9) shows a scheme for using a chaotic map to generate a series of
random numbers. The chaotic series is created using several different random
maps. When a map becomes cyclical or deterministic, the chaos sequence must
be modified. The final 1-bit pseudorandom output is generated using the binary
sequence converter and based on decisions like max, min, minus, compare, and
the like [89].

Control . Chaotic . Chaotic series
Parameters Maps adjustment
Initial Convert to
S binary 0100110
conditions sequence .

Figure (2.9) General scheme for generating a pseudorandom number using a
chaotic map [89].
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2.10.4 Video Encryption Using Chaos

The role of chaos-based multimedia encryption has become important and
dominant compared to traditional algorithms. Mostly, traditional ciphers such as
AES and RSA are used for text encryption, but they are not suitable for video
encryption for several reasons, including: video, as know, consists of a large
number of frames, consecutive frames are similar, change in a few unit pixels
from frame to framework. This massive redundancy of data leads to the failure
of traditional methods of masking all visible information.

Moreover, in video encrypting, lightweight encryption is preferred to
preserve perceptual information. Because it is possible that traditional ciphers
transform the form of data into perceptually unrecognizable content. And
because a video consists of a large number of images, each image (frame) in the
video is encoded separately. When encrypting a 3D image, it is inserted into the
channel separator, the image is converted by the separator into a string of one-
dimensional numbers. This is done by transforming RGB channels into separate
channels of color, then dividing and adding each row in a single sequence.

The chaotic map type and initial conditions are determined by providing
the secret key. When the chaotic map is completed and based on it, the image is
encrypted in a confusing sequence and the final encoded image is produced by
repeating the diffusion and confusing of a number of N rounds. Sometimes the
secret key may affect the number of rounds [90]. Figure (2.10) presents a

general scheme for encrypting images based on chaotic maps.
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Figure (2.10) General Scheme for encryption images based on chaotic maps [91].

2.11 Message Authentication codes

Authenticated encryption is a form of encryption that achieves encrypted
data authentication, integrity and confidentiality simultaneously. message
authentication code (MAC) it is a security measure to verify that the received
message is indeed from the original source and has not been tampered with or
altered. This procedure involves typing a security code by a computer user in
order to gain access to the accounts. This code is sent with the user's message

requesting access and must be recognized by the MAC receiving system [92].

Authentication can also be achieved through sequence and timing.
Usually, three algorithms are used to create Message Authentication Code
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systems: the key generation algorithm that generates a random key, and the
signature algorithm for signing a tag when the message and key are delivered.
As well as the verification algorithm to verify the integrity and authenticity of
the message when the key and the tag are handed over, and in the event that the
message has not been tampered with, it will return an acceptance message and

in the opposite case it will be rejected [93].

2.11.1 Hash Function

It is a mathematical function or algorithm that converts big data into
smaller data by specifying a small number as the index of the big data in the
hash table. The input is random data and the output is a fixed-size encrypted text
called the hash value. This ciphertext can then be stored in place of the original
text and used to verify the identity of the user. The difference from data
compression is that the latter can decompress and restore data, but in the hash
function, it cannot return the data to its original size again because it is a one-
way function. The hash function can be used to encrypt and decrypt digital
signatures. After the process of converting the digital signature by the hash
function, the signature and the hash value is sent to the receiving device. The
receiving device creates a hash value using the same received hash function and
then compares the two functions, if they are the same then the message is from
the correct destination and without errors [93]. There are two types of hash

functions :

e keyless hash functions (Hash Message Authentication Code HMAC):
This type produces a hash value by taking a single parameter (message
contents).

e keyed hash functions: This type produces a hash value by taking two
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parameters (contents of message and key).
The contents of the message are divided into blocks of equal sizes, and in case
the last block is not equal to the other blocks, a padding is added to it. The

figure (2.11) shows the hash value creation process [94].

I-bits

v

-

I Message m (arbitrary length) [

v

h

-
n-bits

Figure (2.11) process of generating the hash value [95]

The hash functions have several properties, for example, it is not possible
to create the original password from the hash or the output. Also, the Diffusion,
when changing a small part of the password leads to the production of a very
different cipher text. changing half of its hash bits. The deterministic property
creates the same hash or encrypted syntax from the same password. Collision
prevention determines the difficulty of obtaining two different hashes from the
same cipher text (two different passwords). Finally, the unpredictable feature
states that the hash value cannot be predicted from the password. One of the
advantages of hash functions is that they can slow down the penetration process.
Cryptographic hashes take clear text passwords and turn them into enciphered
text for storage. Attackers who access the database are forced to decipher those
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hash values if they want to exploit them. In other words, hashes slow down
attackers. Simple cryptographic hashes can slow down attackers, but ultimately

attackers will be able to overcome and crack it [96].

2.11.1.1 Secure Hash Algorithm (SHA)

There are many hash algorithms, the most important being the Secure
Hash Algorithm (SHA) used for authentication of transmitted messages between
the sender and the recipient. After finding significant weaknesses in
cryptanalysis, the National Institute of Standards and Technology developed
SHA in 1993 and published it as a Standard for Federal Information Procedures
(FIPS 180). After finding weaknesses in SHA, known as (SHA-0), the SHA
hash function was developed in 1995 with a NIST version called SHA-1 known
as SHA-160 and then produced in 2002. It was called NIST FIPS 180-2 It is an
updated and modified version of the old version, then new versions appeared,
which are SHA-512, SHA-384, and SHA-256, also known as SHA-2. This
company added another version in 2002, which is SHA-224. The table (2.9)
shows an overview of hash functions, as all older hash versions have the same

structure, so they use the same logical and mathematical operations [95,96].

Table (2.9) Standard Hash Functions [95]

Name Block size | Word size | Output size | Rounds | Year of the
(bits) (bits) (bits) standard
MD4 512 32 128 I8 1990
MD5 512 32 128 64 1992
SHA-0 512 32 160 80 1993
SHA-1 512 32 160 S0 1995
SHA-224 512 32 224 64 2004
SHA-256 512 32 256 64 2002
SHA-384 1024 64 384 80 2002
SHA-512 1024 64 512 80 2002
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A. SHA -3

It is the third version of the SHA algorithm and it is also called Keccak. The
Keccak framework differs from SHA-2 in that its architecture is devices-
oriented and has also relied on hashing growth using a new technology called
"sponge”. The sponge function gives flexibility to the algorithm structure by
allowing the use of inputs and outputs of variable lengths. The domain extender
also helps the sponge used to examine the security effects of increasing the
message block size to increase efficiency. Keccak was designed for the need for

a new cryptographic hash architecture that is more immune to attacks [97].

The message entered in the sponge function is divided into blocks of fixed

size, the function depends on four parameters:

1) f = the internal function used to process each input block.
2) r = the size in bits of the input blocks, called the bitrate.
3) C=isreferred to as the capacity (complexity of the sponge construction).
4) Pad = the padding algorithm.
The default values for Keccak are ¢ = 1024 bits, r = 576 bits, and b = 1600 bits.

In the figure (2.12) the SHA-3 block diagram is shown, Part B of the diagram

shows more details of SHA-3's main algorithms and functions.
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Figure (2.12) Block diagram of the SHA-3. [95]

2.12 Randomness Measurements

In cryptographic applications, there is a need to generate pseudorandom
and random numbers. For example, the keys used for the encryption algorithm
need to be random numbers. There is also a need to use random inputs in
encryption protocols at different points. Such as those used for auxiliary
guantities used to create digital signatures, or to create challenges in
authentication protocols. There are a number of different statistical tests that are
applied to a sequence to attempt to compare and evaluate the sequence with a

truly random sequence. The probability property can describe the properties of a
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random sequence. Since there are possible outcomes of statistical tests, they are
defined previously and can be described in probabilistic terms. There are a large
number of statistical possibilities, each of which assesses the presence or
absence of a "pattern” which, if detected, will indicate that the sequence is not
random. Because the tests are numerous, it is not possible to consider a
particular set of tests to be complete. Moreover, statistical test results should be
interpreted cautiously to avoid incorrect conclusions about a particular generator
[98].

2.12.1 NIST Tests
National Institute of Standards and Technology is a statistical package

consisting of 15 tests that were developed to test the randomness of (arbitrarily
long) binary sequences produced by either hardware or software-based
cryptographic random or pseudorandom number generators. These tests focus
on a variety of different types of non-randomness that could exist in a sequence.
Some tests are decomposable into a variety of subtests [98]. The 15 tests are:

1. The Frequency (Mono bit) Test,
Frequency Test within a Block,
The Runs Test,
Tests for the Longest-Run-of-Ones in a Block,
The Binary Matrix Rank Test,
The Discrete Fourier Transform (Spectral) Test,
The Non-overlapping Template Matching Test,
The Overlapping Template Matching Test,

© 0O N o g B~ w N

Maurer's "Universal Statistical" Test,
10.The Linear Complexity Test,
11.The Serial Test,
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12.The Approximate Entropy Test,
13.The Cumulative Sums (Cu sums) Test,
14.The Random Excursions Test, and

15.The Random Excursions Variant Test.

2.12.2 Entropy

Entropy is a measure of the randomness or chaos and unpredictability of
the state in a system. A high degree of entropy indicates a chaotic and random
series, while a low degree indicates a highly regularity of the system. The
entropy H(X) of a random variable X is a measure of its average uncertainty. It
Is the minimum number of bits required on the average to describe the value x
of the random variable X. Shannon Entropy [99]. The Shannon entropy of a

random variable X is :

- Px(z)logPx(z). (25)
zeX

In image encryption, if the information entropy values of the encrypted images
are close to the theoretical value of 8, this indicates that it is difficult to perform
a successful attack. The information entropy values change very slightly each
time, because the random numbers that are entered into the image in each
encryption[100][101].

2.13 Mean Square Error
Mean squared error (MSE) measures the amount of error in statistical
models. It assesses the average squared difference between the observed

and predicted values. When a model has no error, the MSE equals zero. As
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model error increases, its value increases. The mean squared error is also known
as the mean squared deviation (MSD). A model with less error produces more

precise predictions [102]. The formula for MSE is the following :

MSE = %Z Z (E” _(),:r,')2

Where, N is the image size, O is the original image, whereas, E is the edge
image.
A. Motivation for Use as an Image Quality Metric

The mean squared error (MSE) for practical purposes allows comparing
the “true” pixel values of the original image to the degraded image. The MSE
represents the average of the squares of the "errors" between the actual image
and noisy image. The error is the amount by which the values of the original
image differ from the degraded image. The MSE represents the cumulative

squared error between the compressed and the original image [102].

2.14 Peak Signal-to-Noise Ratio

The PSNR block computes the peak signal-to-noise ratio, in decibels,
between two images. This ratio is used as a quality measurement between the
original and a compressed image. The higher the PSNR, the better the quality of

the compressed, or reconstructed image [102].

MAX; )

PSNR — 2010g10<
JMSE

Where MAX; is the maximum signal value that exists in our original “known
to be good” image, MSE (Mean Squared Error).
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2.15 Signal-to-Noise Ratio

SNR or signal-to-noise ratio is the ratio between the desired information
or the power of a signal and the undesired signal or the power of the background
noise. SNR describes the total noise present in the output edge detected in an
Image, in comparison to the noise in the original signal level. SNR is a quality
metric and presents a rough calculation of the possibility of false switching; it
serves as a mean to compare the relative performance of different

implementations [102].

SNR =

L (Ey)
Z;‘ Zj(E,j - (),‘J,‘)2
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Chapter Three
The Proposed System Design

3.1 Introduction

In this chapter, the security mechanism used to design the proposed
encryption system, algorithms and work steps will be explained. The
mechanism adopted to provide security for transmitted data depends on
encryption and authentication. The adopted security mechanism was built and
designed using lightweight encryption algorithms, with modifications made to
them, and the use of the Chaos system to generate keys to give the algorithm
more efficient encryption.

This system can provide a high degree of confidentiality for the data
transmitted through 10T sensors to the server. It also provides the possibility of
not reading the data even after it has been obtained by hackers. This system is
designed to be effective in covering confidentiality, integrity and the inability to
repudiate the various types of data transmitted through the different sensors.
Providing protection for important data, such as company data, and medical or
personal data, and encrypting it to ensure that it is not modified and stolen by
attackers.

There is great flexibility in dealing with encrypted data for this system
and great speed in encryption and decryption. In addition, the system allows
checking message packages and their integrity upon receipt. The availability of
such a system makes the user reassuring when transferring his data, ensuring

that it does not fall into the wrong hands and ensuring its confidentiality.
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3.2 The Proposed System Design

One of the main goals of the proposed system is to achieve the security
and confidentiality of sensor data transmitted over the Internet of Things
network. The proposed system consists of connecting three sensors (flame
sensor, motion sensor and temperature and humidity sensor) through the
Raspberry Pi attached to the surveillance camera. The camera transmits a live
broadcast of the place permanently. If there is something abnormal, such as
detecting moving objects or a fire, the camera will record a video of the place.
The proposed lightweight and efficient encryption algorithm implementation, as
well as the hashing function, is applied to the encoded video (frames). The
encoded video is sent to the server, which decodes the video, takes the same
hash function and compares it with the hash function sent to prove the integrity
of the video.

Figure (3.1) shows the structure and relationship between the proposed
system parts (the Proposed Lightweight Video Streaming Security Mechanism
(PLVSSM), and other layer components. The presented model consists of three
main stages:

1) Collection of data from the sensors (a set of sensors and a connected
camera) to a Raspberry Pi which collects and controls the data.

2) Use the proposed security mechanism to protect this data, as the data is
encrypted in Raspberry pi. The hash authentication is then used on the
encrypted data to ensure that it is not tampered with on transmission.

3) Finally, this data is sent to the server to open it and do the necessary work
depending on the type of problem.

In the data collection stage, there are 3 sensors connected to the Raspberry

Pi as well as a camera capable of broadcasting live video of the place as well as
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capturing and storing images on the Raspberry Pi. The second stage is the stage
of providing a security mechanism for sensor data and camera data before
sending it. The proposed Lightweight Video Stream Security Mechanism
(PLVSSM) consists of three stages: Chaos security key generation using Chaos
system, Data encryption using Lightweight hybrid algorithms, and
Authentication. Thus, PLVSSM consists of more than one algorithm combined
Into one security system, and these systems are As follows:

1. 9D Chaos Keys Generation (using a combination of 5D and 4D chaotic
systems).

2. Hybrid Secure Hash Function (SHA3-256).

3. FPHLE: First Proposed Hybrid Lightweight Encryption Algorithm
(Speck- Hummingbird Algorithm).

4. SPHLE: Second Proposed Hybrid Lightweight Encryption Algorithm
(Hummingbird- Speck Algorithm).

5. TPHLE: Third Hybrid Lightweight Encryption Algorithm (The Two
algorithms work together in parallel).

Data blocks are encrypted using hybrid cipher algorithms, which consists
of more than one algorithm (speck and hummingbird). Where the algorithms are
combined in a different way each time, which is to take the basic parts of the
first algorithm and insert them as layers in the second algorithm. This method
helps get rid of weak parts of the algorithm that may cause poor performance.
The generated Chaos keys will be used for encryption, as well as hashing, in all
PLVSSM algorithms.

Hybrid SHA-3 authentication was used on the encrypted data generated
by the algorithm to further complicate hashing and protect sending videos from
tampering. The Chaos Keys Generation algorithm was used to generate random

numbers using a combination of the 5D and 4D Chaotic systems with initials
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and various parameter values to produce 9-D Chaos Key values. Chaos keys
used in all PLVSSM algorithms: in the generation of cipher/hash keys, and in

some cipher/hash functions.
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Figure (3.1): General Diagram of the Proposed System Structure
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3.2.1 Sensing Data Aggregation layer

Data is transmitted and received through the system in a wired manner.
The confidentiality and security of this data must be maintained by applying
encryption algorithms on the sensor data in the Raspberry pi. The data is
collected by the sensors and the camera from the environment in which they are
located and stored within the Raspberry pi. Sensors obtain data from the
environment in many different ways. The symbol D sensor indicates data
incoming from a sensor node attached to the Raspberry Pi controller.

The symbol Rp.e also stands for the wired connection between the
Raspberry pi device and the sensors. There is a connection between the
Raspberry pi device and the server (the responsible party) denoted by the Rserver,
which processes the data after receiving it. Ry Uses the PLVSSM algorithm to
encrypt sensor data, while Rene Validates and authenticates the packet and
sends the authorized packet to the administrator's machine to decrypt the data.

Algorithm (3.1) demonstrates data collection from sensors.

Algorithm (3.1) Sensing Data Aggregation

Input: (Sensors, Raspberry pi Re..» Raspberry pi R,,., Network parameters,

and connections links).
Output: Sensing data

Begin
Step 1: While the Rgerver and Ry, State= start
Step 2: For all Sensors groups: Initial the sensors, Raspberry Pi, network

parameters, protocol, environment, and connections links.
Step 3: Get state for each sensor in group connect to Ry

Step 4: If any sensor state=stop send group failure signal to administrator
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th roug h Rserver-

Step 5: Collect and aggregates sensing data D sensing ={ Dsensorts Dsensor2 » - - -

DSE‘I’]SOI’ n}

Step 6: Pass sensing data to the PLVSSM algorithm.
Step 7: Repeat steps 4 and 5 until Ry, Or Ry, State= released

End.

3.3 The Proposed Motion Object detection module

Motion is detected in the video if the difference between the current and
the previous frame is not zero. When movement occurs, the pixel values differ
from one frame to another, so it is possible to determine the movement of the
object in a particular frame. After capturing the video, it is sent to the server
after it is encrypted and authentication is applied. With this processing, the

captured and sent image will depend on the event and not periodically.

Algorithm 3.2: Motion Detection Algorithm

Input: Cam- Frames

Output: Assign Masks //represented motion Object Mask

Begin
Steps

[EEN

: Ref €< Reading the background image // input the background image
: N< Calculate the number of frames // find the number of frames per second
- Nrow€<find number of rows in background // find row in background size
- Ncoi € find number of columns // find column in background size
:Fork€<1toN
Freument € CamFrames(1toNgow,1 t0 Neoi, K) //specifying current frame
Fori € 110 Nrow

For j& 1 to Neg

if abs(Frcurren(i,j)-Fback(l,j))>threshold1l // finding the differences of current
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frame with respect to background

10: Mask(i,j) €1 // assigning mask to one if there is a difference
11: Sum=sum+1 // count number of white pixels in mask
12: Else
13: Mask(j,j)<0 // assign the value of mask to zero
14: end j
15: end i
16: if sum>Threshold2 // comparing motion with threshold to find motion object
17: assign Motion on Cam-frames
18: endif
19: end for k
End Algorithm

3.4 Proposed IoT Video Streaming Lightweight Security
Mechanism (PLVSSM)

Execution and processing time is one of the biggest challenges in
designing security systems for 10T applications. Especially if the use of more
than one algorithm is relied upon under the concept of hybrid algorithms.
PLVSSM is designed with minimal resource and storage space requirements
while minimizing the number of rounds to reduce encryption time. Since video
encryption requires high processing and encryption speed, the system with rich
features contributes to providing security with efficient implementation very
quickly. The proposed lightweight security mechanism for an loT system
contains three stages: chaos keys generation using chaotic system, data
encryption using the proposed (Speck, Hummingbird) algorithms, and data
hashing using SHA-3. Since Raspberry pi is where the data is collected, the data

In it must also be encrypted.
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3.4.1 The 9-D Chaos Keys Generation Stage

The chaotic system is included in the work to increase safety and
strength, due to the random properties of the output numbers of the chaotic
systems. Where chaotic keys are widely used in encryption operations. This is
by taking advantage of the property of large change that occurs in later cases
once there is a small change in the initial stages of a nonlinear system. Because
a random key is needed in PLVSSM algorithms for their security processes to
use messy 9-D (K1, K2, ..., K9) keys. The 9-D messy key generation system is
designed and proposed in the key generation process. This system is a system
consists of a four-dimensional Chaotic System (from [103]) and another five-
dimensional Chaotic System (from [104]). And that's with different initials and
parameter values to create 9-D clutter key values. This system was used in the
Chaos Key generation stage for proposed hybrid algorithms.
xt[i + 1] = xt[i] -a*(1-xt[i]-zt[i])*dt
yt[i + 1] = yt[i] +(-yt[i]-xt[i]*zt[i]+r*yt[i]2 )*dt
zt[i + 1] = zt[i] +(xt[i]*yt[i]-b*zt[i])*dt ...(3.1)
kt[i+1]=kt[i]+(c * yt[i] * (xt[i]*zt[i] -kt[i]))*dt —

N

-

Where a, b, c, r is the chaos parameters. While xt,yt,zt, kt and is the initial

conditions for chaos map.
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Figure (3.2): Map of the First 5-D Chaotic System.

The second five-dimensional chaotic system is the second part of the chaos

generator. Equation (3.2) shows the equations of the chaos system and its

parameters.

X =X +(-s*X+ y*K-r*p)
y=Yy +(-y-X*Z + r*x-u*p)
2= 7 +(z*x*y-1.5*s*p-k)
k= k+(s * x + (U*y-r*k))
p=p+(b*((x + k)/z)+y)

- (3.2)

where X, VY, z, k, and p are the vectors that represent the behavior of the

system. The behavior shows chaotic system for s =0.95, r = 0.5, b=0.01, u =1.1.

The significance of the proposed system is that it produces a new 4D chaotic

system that is more complex and sensitive to initial conditions. In this system,
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five-dimensional system results with five positive Lyapunov exponents which
are 0.0199, 0.017, 1.496, 0.015, and 0.016 as the order of the system maps.

Figure (3.3) The Map results of the second 5-D chaotic system.

The figure (3.4), it is shown Parameters and initial value for proposed chaos

system generator.

Parameters and initial value for proposed chaos system

Yast aights v

v vy
First 4-D Chaotic System || Second 5-D Chaotic
System

New proposed
9-D Chaotic
System

|
v v

K1 to K4 K5 to K9

Figure (3.4): The block diagram of the propose Combination Chaotic

Generator.
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The nine random keys generated (K1, K2, K3, K4, K5, K6, K7 and K9)
are used in all PLVSSM operations. The algorithm (3.3) illustrates the process

of generating chaos keys.

Algorithm (3.3) key Generation by the Chaos.

Input: Initial parameters and values.

Output: Chaos keys results (K1, K2 ..., K9).

Begin

Step 1: Loading the initial values and parameters of the chaotic system
suggested.

Step 2: Apply equation (3.1) to generate the first 4-D chaos keys (K1 to K4).
Step 3: Load the parameters of the new proposed chaotic system.

Step 4: Get the last significant value from the key Generation (K1 to K4).
Step 5: Add the split significant values to the selected initials values of the
second part's proposed chaotic system dimensions.

Step 6: Apply the equation (3.2) to generate the last part of chaos keys

(K5 to K9).

Step 7: Save the chaotic keys created in the hexadecimal number format file.
End.

3.4.2 The Encryption Stage in PLVSSM

At this point, the proposed lightweight encryption algorithms (speck and
hummingbird) were used to provide security for camera data. The first step in
the Internet of Things system is to collect data from sensors and apparatuses

communed to the Internet of Things system. In this proposed work, three
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sensors were utilized in addition to a camera and they are controlled by a
Raspberry Pi 4B. The second step is to provide security and encryption for the
video' data before sending it to the server. This is done by applying the
proposed safety mechanism, which is the hybrid algorithm (speck
Hummingbird). Figure (3.5) shows a flowchart of the proposed encryption
algorithms, in terms of random key generation and authentication use. As

shown, encryption is only done when a movement appears.
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Aﬂlization of Raspberry pi, Raspberry-camera, connection link'/

|

Collection sensors data and recording real time video

If motion
Detection

Apply the combination chaotic system and get the chaos keys (k1
to k9)

\
Apply one of proposed hybrid encryption algorithms (Hummingbird-
Speck) to encrypt video data

|

Apply Authentication algorithm SFHASH3 on encrypted video data

y

Send encrypted video data to sever, using TCP/IP protocol

)

Figure (3.5) The Flowchart of Applying the Proposed Hybrid Encryption
Algorithms (Sender Side).
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3.4.2.1 First Proposed Hybrid Lightweight Encryption Algorithm

(FPHLE)

The FPHLE algorithm was designed by merging the Speck algorithm
(one round) with the Hummingbird algorithm. Figure (3.6) illustrates a block
diagram of the Hybrid Hummingbird -Speck Algorithm. The Speck algorithm
was inserted as a layer in the Hummingbird round layers to increase the
complexity of the encrypting results. The suggested hybridization the
Hummingbird algorithm with the Speck algorithm in order to increase
randomness strength of the whole Hummingbird structure processing, even if its
key generation is weak.

After collecting the video frames data from the data collection phase in
the form of image frames streaming file, it enters to FPHLE algorithm, where
the following stages of FPHLE work:

1) Divide this file data into blocks from 128 bits.

2) Using a Chaos key generator to generate strong and secure random
numbers.

3) The total number of rounds for the hybrid algorithm is 16 rounds, which
hybrid algorithm rounds include the XOR operation, the S-box which
consists of 4 S-boxes different parts, Speck algorithm with one round.

4) After completing 16 rounds from hybrid algorithm rounds in
Hummingbird structure with the 256-bit key with four inner registers to
80-bit internal state to produces 64-bit encrypted data.

5) The Speck algorithm is used twice in this proposed. The enter encrypted
data to Speck in first step using NONCE and K2, while the second using
of the Speck algorithm is used to encrypted RS4; using K3 in
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Hummingbird encryption/decryption processing for

encrypted data in file.
6) The chaos keys (KI,..., K9) used in the different stages of

produce final

encryption/decryption processing steps for the purpose of generating

strong and secure random numbers for a structure of Speck.

These stages are in the encryption, but in the decryption, is reversed.

Where the following algorithms (3.4-3.5) illustrate the steps for the FPHLE.

(@) Proposed Encryption Processes

P 13
RS 7 +
+ Ek 7
M\
RS2 +
+
Speck Ek2
1Round
|—.- S3 +
Ek .2
A
Speck
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|+ Ek 4
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!

Dk 4

]

+ ?}geck
oun

A /J
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RS 3
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+

{RS2—{ |
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(b) Proposed Decryption Processes
Figure (3.6) The First Proposed Lightweight Encryption Algorithm
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Algorithm (3.4): The First Proposed Hybrid Lightweight Encryption.

Input: A 16-bit plaintext PT; and four rotors RSy, (1=1; 2; 3; 4)
Output: A 16-bit ciphertext CT;

1: V 12,=Ekl (PTi HH RSI)) [Block Encryption]
2:V23,=Ek2 (VI2, HRS2)

3:V 34t =Ek3 (V23, H RS3)

4: CT, = Ek4 (V34, HH RS41)

5: RS3=Speck (NONCE, K2) one round.

6: RS1 =RS1tH V 34t

7:RS3; =RS3, HV 23t H LFSR,

8:RS4.; =RS4 BV I2t H RSl |3 Speck (RS4;, K3) one round.
9: RS2, = RS2, BV 12tH RS4,,

10: return CT;

Algorithm (3.5): The First Proposed Hybrid Lightweight Decryption.

Input: A 16-bit ciphertext CT; and four rotors RSy, (1=1; 2; 3; 4)
Output: A 16-bit plaintext PT;

1: V34,= D (CT)) H RS4, [Block Decryption]
2:V23,=Dy (V34y) B RS3,

3:V12,=Dy, (V23)) HRS2,

4: PT; =Dkl (V12,) H RS1,

5: RS3;=Speck (NONCE, K2) one round.

6: RS1., =RSI, H V34,

7:RS3:1 = RS83H V23t H LFSR

8:RS4., =RS4, B VI2, B RS, B Speck (RS4;, K3) one round.
9: RS2, = RS2, H V12t H RS4,.,

10: return PT;

The Variables that used in Algorithms (3.4,3.5) explained and described in
Table (2.7) in chapter two.
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3.4.2.2 The Second Proposed Hybrid Lightweight Encryption (SPHLE)
Algorithm

SPHLE algorithm was illustrated in figure (3.7) as a second proposal used
in the proposed system to encrypts the frames of video. The video is encrypted
using a proposed algorithm by segmenting the frames into blocks per 128-bit
block. Speck algorithm is hybrid with Hummingbird algorithm and applied for
ten rounds. These steps are repeated for ten rounds and produce the output for
sending it to the server.

The proposed encryption algorithm is a hybrid Speck-Hummingbird that
Is designed from combined the Speck algorithm (with 10 rounds to reduce the
Speck encryption time) with the Hummingbird algorithm (with 3 rounds). The
Hummingbird algorithm was inserted as a layer in the Speck round layers to
increase the complexity of the encryption results and to avoid many attacks. The
generated keys were distributed between the Hummingbird algorithm and Speck
algorithm as encryption keys. In this case, the key schedule was removed from
the Speck algorithm and replaced by generated chaos keys. These chaos keys
were used to raise the randomness of the output cipher text and give the best
strengths to the encryption algorithm. Algorithm (3.6) illustrated the steps of
SPHLE.

Yi

Xi

h 4
Hummingbird 3 rounds

v

>>>a
<<< B
H_m..

" — K1
| Hummingbird 3 rounds |
I e K«
Xi+1

Figure(3.7) The Second Proposed Hybrid Lightweight Encryption Process
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Algorithm (3.6) The Second Proposed Hybrid Lightweight Encryption

Input: data block. chaos key(K1..... K9). a, B, rounds
Output: cipher block.
Begin
1: Load mput block data of size 128 bits into two parts of 64 bits (x; and ;).
2: load chaos keys with size 256bit.
3: for i=0 to rounds

3.1: Hummingbird (vi . [k1.k2.k4 k9])

3

32:X%=X PR A Vi == B
3:X%=Xi tvi. vi=yixor Kl

v

3.4: x+41= X; Xor K2
3.5: y= Hummingbird (y; . [k5.k6.k7 k8])
3.6:yi-1= Vi Xor K3
3.7: swap between x;+1 and yi+1, thenreturn Xj-1_yi+1
4: Return final encrypt x, y
5:end

3.4.2.3 The Third Proposed Hybrid Lightweight Encryption (TPHLE)
The TPHLE designed also by merging the Hummingbird algorithm
(three rounds) with the SPECK algorithm (one round). Figure (3.8) illustrating a
block diagram of the Hybrid SPECK-Hummingbird Algorithm. The TPHLE is
designed in type of Feistel structure type with 10 rounds. The SPECK algorithm
was taking the left side of the proposed TPHLE, while the Hummingbird take
the right side. In each end of the round, the left and right sides will be swapped.

The round designed to raise the complexness of the data encryption outcomes.
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The collected sensory data will be passed to TPHLE, where the following

stages below of TPHLE works:

1) Dividing file of video data into blocks from 128 bits, then divide 128 bits
into 64 bits for both sides (left and right).

2) Using Chaos key generator to generate nine random keys strong and
secure. These nine keys will be used in Hummingbird and Speck
algorithms.

3) The total number of rounds for the hybrid algorithm is 10 rounds, which
hybrid algorithm rounds include the two algorithms (Hummingbird and
Speck) work in the same time (parallel), XOR operation, modular add
operation, and circular shift operations on both sides.

4) The output of the two sides will be shifted (by 8 cycles right for right
side, or by 8 cycles left for left side). Then swap operation between the

two sides will be done.

The algorithm (3.7) illustrates the steps of TPHLE encryption operation.
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Figure (3.8) Block Diagram of the TPHLE
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Algorithm (3.7) The Third Hybrid Lightweight Encryption (TPHLE) Algorithm

Input: Sensor data, key generatorl, key generator2.

Output: Encrypted data.

Begin:
Stepl: Divide input data into blocks of 128 bits.
Step 2: Use key generator 1 and divide the 256-bit secret key into nine parts
of the sub keys (K1, K2, ...... , K9) each part is 32 bits.
Step 3: Apply the XOR operation between the input data and keys (K1,.., K9).
Step 4: Split the outputted data from step3 into the left (L) and right (R) sides
by 64 bits.
Step5: Apply Hummingbird with 3 rounds on the right-side data (R), and
Speck with one round on the data of left-side (L).
Step6: Apply the shift operation on the right side by 8 to right, and left-side
data by 8 to left.
Step 7: Swap between data in right and left sides.
Step8: repeat steps from step 2 to 7 until complete 10 rounds.
Step9: Stop the process permanently when getting to the completion of all
sensor data.
End

3.4.3 Proposed Authentication Layer in PLVSSM
The SHA-3 hash was used in the proposed security mechanism to

authenticate the encrypting video data . SHA-3 runs on E-Stream technologies
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and uses two keys generated by the proposed combination chaotic system to
replace the initial values used. At first, the data is encrypted by the proposed
encryption method, and then the encrypted data is sent to SHA-3 for
authentication and the creation of a serial hash for it. Figure (3.9) shows a
diagram of the authentication method proposed in PLVSSM. Also it shows that
the PLVSSM operations that include the authentication steps and all parameters
and raw values entered are done on both sides, of the sender side (Raspberry pi

sensors) and the recipient side (10T server).

The received video is validated from the server side of the IoT by
calculating the hash using the proposed lightweight authentication scheme on all
received data. The received payload hash results are compared with the hash log
of the payload sent by the user. Depending on the result of the comparison, the
packet is accepted or rejected. On the server side, the final hash is generated by
applying the same operations to the video data Raspberry pi. The results for the
final hash from the server side are compared with the final hash received from
the sensors packet associated with Raspberry pi. This applies to every packet

received by the 10T server.
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nitialization of Raspberry pi, Raspberry-camera, conmection hn/

/ Read received video data /
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encrypted video data
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Figure (3.9) Proposed authentication algorithm in PLVSSM (server side)
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A. Hybrid SHA3-256 bits algorithm

In this stage, certain the SHA3 by using the Hybrid SHA3-SPECK-FPHLE
Algorithm (SFHASH3) in order to achieve the following:

1- Ensure that the message is correct (ensuring that the data is not tampered

or modified).
2- This message has to be issued by an authorized authority.

There is a weakness in SHA3 in that it losses the required speed for
achieving constant-length fragmentation. Which slows down the work when
using SHA-3 for validating the information. So was proposed the design of
SFHASH3 by merging the SPECK- FPHLE algorithm (with nine rounds for the
purpose of speeding up the encryption process) as an additional layer
complementing the sponge structure layers found in the SHA3. Figure (3.10)
illustrates a block diagram of the hybrid SHA3-SPECK algorithm. SPECK
algorithm was inserted as an additional layer to the sponge structure layers of
SHAZ3 to increase the complexity of the algorithm as well as obtain a stronger
hybrid SHA3 structure and different from the original SHA3 structure.

Where the following algorithm (3.8) illustrates the proposed SFHASH3
work. In addition, the basic idea of SFHASH3 that includes several steps is

shown below:

1. Entering the plain file into the SPECK algorithm for the purpose of the
encryption process, which includes dividing this file data into blocks of
128 bits, so that each side (right-left) contains 64 bits, and with the
generate the key size 256-hit.
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2. With rounds 9, in order to reduce encrypting process time and also to be
suitable for restricted devices. Where each round consists of three main
operations (modular add, XOR and circular shifts to left and right).

3. Merging the result of the encrypted data file from the SPECK algorithm
with the encrypted text produced from Hummingbird &SPECK, then
split them into k-blocks of fixed size. The resulting splits are a sequence
of bit blocks (PO, P1, P2, ..., Pk - 1). These blocks are then passed to the
proposed SFHASHS3 hashing algorithm.

4. The SFHASH3 design will be the basis of the SHA-3 architecture. The
sponge design is a simple repetitive construction where the blocks are
absorbed, forming a padded input message, then whenever we require
the output, the sponge is compressed to get the maximum possible
output.

5. The sponge function is constructed from three components (a parameter
called the rate, denoted by r, a basic function in fixed-length strings
denoted by the symbol f and the padding base denoted by a pad), where
the sponge function operates on the initial value r, which is the size of
the block used divides the input data resulting from merging the
encrypted data by the proposed algorithm and the original data, where
this value is called bitrate.

6. Also, the sponge structure consists of 2 stages: the absorption stages that
at this phase the input block to be processed is padded with zeros to
boost its length from r bits to state bits. Then comes the squeezing stage
in which the first bits are kept as Zi block and concatenated with

function f that the previously generated blocks.
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Figure (3.10) Block Diagram of SFHASH3
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Algorithm (3.8) The Proposed SFHASH3
e
Input: Data content(file), k=256.

Output: Final Message Digest.

Stepl: Start with input data and divide it into a block of 128 bits. Also,

used key size 256 bit.

Step2: Merge encrypted text with the encrypted data produced from FPHLE
&SPECK, and then read it and partition it into series of bit blocks (PO,

P1, P2...., Pk-1).

Step3: Use the keys as the initial value in (R, C) the

value handled on each iteration in SFHASH3.

Step4: Use the F-function of KECCAK to calculate the message digest using

one iteration a function F.

Step5: Repeat previous process until reached completes rounds in order to
produce

a new message digest (Z0).

Step6: Save message digest(Z0).

Step7: Return to step 4 to produce a new message digest (Zi), previous

processes are repeated until all the contents of the input data are finished.

Step8: End
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Proposed System Implementation,
Chapter Four Results, and Discussion

4.1 Introduction

After the proposed system design is completed, the role of implementing
this system is in the practical environment and seeing the results using the
Raspberry pi device and associated sensors. The design of the execution system
included the implementation of data encryption and decryption based on the
generation of chaotic keys for the proposed algorithms. It also provided an
authentication process for encrypted data to ensure that data and videos are not
tampered with. In this chapter the results of the proposed system
implementation will be clarified, analyzed and discussed, as well as the fact that

the system has been tested with various security tests.

4.2 Proposed System Implement

In the third chapter, it was clarified that the proposed system consists of
three layers: the data collection layer, the lightweight safety mechanism
provision layer (PLVSSM), and the emergency response layer to create the
appropriate response to the event. The first step in the system includes
collecting information and data from the sensors associated with the Raspberry
pi device. In this work, 3 sensors were used to test the security of the proposed
system. After receiving the data by the responsible calculator, the encoded data

is analyzed to generate an appropriate response.

4.3 Requirements and Environment

The proposed system was implemented in the presence of various
requirements such as hardware requirements (Raspberry pi device, sensors,
camera and wires to connect sensors). In addition to software requirements such
as the operating system for the Raspberry pi device, which is Raspbian, the

programming language Python 3.9, and a computer with the operating system (
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Windows 10). Three Various types of sensors were used, a motion sensor, a
sensor for measuring temperature and humidity, a sensor that senses the smell of
gas produced by fires, in addition to a Raspberry pi camera. Table (4.1) shows

the types of sensors used and a simple explanation of each.

Table 4.1: Sensors and their details

Sensor Description Used Sensor name

Type

Raspberry Used to sense the environment for any changes in Camera .Pi 5
Megapixel

picamera | the visual scene, the data represented in image form,
image processing methods used to process the data

of camera sensor.

Humidity | Used to sense the changes in the Humidity scene, the | DHT-11
Sensor representation of data is on numerical form, its

output used in momnitoring in sensor area.

Fire Used to monitor the environment for the change in | Flame Sensor
Flame the temperature and fire flame caused by fire, Flame
Sensor sensor represents the data on numerical form and

used to monitoring sensor area for firing events.

Motion Used to sense the motion and gestures in sensor area :

PIR Motion sensor
Sensors environment, this sensor used to monitor the change
in the gesture in specific area, the data representation

m form of numeric.

These sensors are grown in the environment by attaching them to the
Raspberry pi conductors as shown in the figure (4.1). These sensors monitor and
collect data from the environment in which you are located and store it in the
Raspberry pi. The sensors make be wired connections using the following

circuits (as shown in Figure (4.2)):
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I

Figure (4.2) Circuit to make sensor work wired.

Raspberry pi does the data collection process from the sensors and then the
data is encrypted by the PLVSSM algorithm. The Raspberry pi camera sensor
provides an RGB image which is also analyzed and encoded by the PLVSSM
algorithm. The encrypted data values are stored in a file for later use. The output
of the encrypted data is hashed using modified SHA3 to authenticate the data
and ensure that it has not been tampered with and generate the final hash code

for the system. The final hash size is fixed at 512 bits and a numeric data model
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Is also mapped to a fixed-size token on the receiver side for authentication
verification. The data is obtained synchronously by the Raspberry pi through the
wired connection and the Raspberry pi in turn communicates the data
continuously. In each chip, there is a time-varying data flow between the sender
and receiver that is processed in real-time. The table shows the specifications of
the used Raspberry Pi Model 4B.

Table (4.2) The specification of the Raspberry Pi 4B.

Raspberry Pi 4 Model B specification

Broadcom BCM2711, Quad core Cortex-A72 (ARM v8) 64-bit SoC @ 1.5GHz

4GB LPDDR4-3200 SDRAM (depending on model)

2.4 GHz IEEE 802.11ac wireless, Bluetooth 5.0, BLE

Gigabit Ethernet

2 USB 2.0 ports.

Raspberry Pi standard 40 pin GPIO header (fully backwards compatible with previous
boards)

2 x micro-HDMI ports (up to 4kp60 supported)

2-lane MIPI DSI display port

2-lane MIPI CSI camera port

4-pole stereo audio and composite video port

H264 (1080p60 decode, 1080p30 encode)

OpenGL ES 3.1, Vulkan 1.0

Micro-SD card slot for loading operating system and data storage

5V DC via USB-C connector (minimum 3A*)

5V DC via GPIO header (minimum 3A¥*)

Power over Ethernet (PoE) enabled (requires separate POE HAT)

Operating temperature: 0 — 50 degrees C ambient

A good quality 2.5A power supply can be used if downstream USB peripherals consum
less than 500mA in total.
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4.4 Data Aggregation Stage

At this point, data is collected from sensors attached to the Raspberry pi
that is in the place. The table shows an example of the process of collecting data
from sensors. There may be more than one place in which there is also a
Raspberry pi device with the sensors attached to it, but this work was limited to

a simple model, which is a single Raspberry pi in one place.

Table (4.3) Example of sensing data collection

Date & Time Temp Humidity Flame Camera CameraSensor

Sensor Sensor Sensor Sensor (Le[0))

(Fahre (Fahrenheit) (image)

nheit)
17:24:54 21.0 45.0% Flame Motion Imagel 21Dec01_17:
14/12/2021 Detected Detected! 24:54.h264
20:17:33 20.0 47.0% 0 Motion Image2 21Dec01_12
14/12/2021 Detected! 0:17:33.h264
18:12:23 23.0 62.0% Flame 0 Image3 21Dec01_18:
15/12/2021 Detected 12:23.h264

As shown in Table (4.3), Raspberry pi collects sensor data during slice
time = 1 ms. Where the data indicates on the date 12/14/2021 that the
temperature in the room is 22.0 and this is normal, as the humidity is 44%, also
there is motion detection and fire. imagel This means that there is an image
captured by the camera and stored as imagel as well as a video clip. This sensor
reading data will be sent to the PLVSSM algorithms within the Hybrid
Authentication and Encryption Algorithms to produce the final cipher - the

authentication tokens.
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4.5 PLVSSM Implementation and Results
The PLVSSM has three stages: Chaos keys generator, encryption, and

authentication. The implementation of each stage was explained bellow:

45.1 Chaos Keys Generator

In this work the proposed Chaotic system was used as a generator for
Chaos keys and to generate floating numbers for 9-D keys. The first part of the
Chaotic system contains a 4-D chaotic system [103] that in turn generates 4-D
Chaos keys (K1, K2, K3, and K4). And the second system of 5-D chaotic
system [104] that in turn generates 5-D Chaos keys (K5, K6, K7, K 8, and K9).
The combination has in the 4D keys were Chaos numbers with 3 positive
Lyapunov values and in 5D has 3 positive Lyapunov values. It is clear that the

combination made to the chaotic system increased the degree of chaos.

For the second part of the proposed Chaos generator is the Chaotic 5D
system [103]. This system is explained in Chapter Three Section 3.4.1. The
output of this chaotic system is (K5, K6,... K9) and then this output is then

unified with the results of the first part of Chaos generators.

The last 6 digits of each nine key are converted to hexadecimal numbers
from the final 9-D Chaotic keys, which are then saved to a file for later use in
various stages of encryption and authentication. Figure (4.3) shows an example
of 9-D chaos switches used in PLVSSM .
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21b7bd1b4db42d160161e230e5e1122512eb14082305¢c1225271b8bfecl141f259519081cd0b9313eal211245e19d616cefcBealBl26ac161clabbfedf45
713dda21ff1b6f243856828c07a11f8115b7b7ea2191a17d7631241b108dc1f£537152¢19F5721a641d171aaB24a3215d902e7561aled815a81cd818b7
194b1a5c1Bed®B171c154f156989e1eab4813balef24cd36e5100715deddd2ab18d411ef112d1ade22fb96c8Belba5db256dc85a7dfc29c1f7126ef12b
41016121617bd1265976c462679b6c1b7582a54a23372498351296a01348216d1ea3c46b0810e909214F1a0F1c6417c7e8be7d193e1c71b4714773d19d
B1cf29e726c110201adf1abc98c26b837424ad1c3e£98233b5522831932370F5c3361caB17b6202e1daela2elB641513c1611Fb1305195718d84411elba
0e1934184491e125197¢1520bbefed1920315673e7206cf2cccalbd718cbfbe587c4bl9bbbed 255626291 fa73cBlcc520fel21eab119b24eb5a681296e
da5ed21a315898fd24aBal12232165¢185216185512d913e51eb123Fc14d519241816dab8c 7dd266525fad32191d25b722d8d4ec7222e1f9cfAcf51bebl
19110d10c412fdBccl1756175e78F26c3131F1e0820¢5F614982175189a1db31ddc20982545ee9e2175710c01041af3ae21411F8728a3a8bd1e341c1d18
8156b24d71b3fe572041152b63175526¢158b5cd11619F5254c1b77347fed1ch921b1208814652242190abad176de3d5881e111917726¢F016901978c6fa

Figure (4.3) An example of the generated 9-D Chaos keys used in PLVSSM.

A- Key Space Analysis

A key space, or keyspace, is the set of all valid, possible, distinct keys of
a given cryptosystem. This test is used for preventing the attack called brute
force attack. The security of a cryptosystem is proportional to the size of the key
space. An intercepted message with a larger keyspace is more resistant to
attackers’ decryption efforts (cryptanalytic attack). Since an attacker will try to
brute force the message with all possible key combinations. An encryption
system’s key space can range from a small number of combinations to millions.
The larger the size of all possible permutations, the stronger the encryption
system. In the case of a strong encryption scheme, many keys must be tried in
any brute-force attack on that technique. The key or seed-generating chaos is

defined by the initial parameters and conditions, from which the key space is
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obtained. Shannon [105] illustrates, in one of the classic security studies, that
the bits needed for the encryption algorithm to be considered as viable for
cryptographic applications must be greater than 127 bits. In this work, the key
space is found from the initial parameters of two chaotic maps [103][104],
which are (x0, y0, z0, w0, a, b, c, d). Thses are double-precision real numbers
and they can have 14 decimal digits, so each double-precision real number
parameter has 10 possible values. The key space is calculated as (10*%)® ~ 2%,
indicating that the keyspace is large and the encryption scheme can withstand
brute force attacks. So, this system can be relied upon to produce keys that are
more resistant to the attacks mentioned above and then can be relied upon for

entering into encryption and decryption operations for the same reason.

4.5.2 The First Proposed Hybrid Lightweight Encryption Algorithm (Speck
Hummingbird)

After the process of collecting the data in the Raspberry pi, it is followed
by the stage of encoding this data. The encryption phase is based on the use of a
hybrid algorithm consisting of two light algorithms, and parts of the algorithms
are combined to form a single efficient algorithm. Sensing data collected as a
data file is normalized and passed in blocks (with a size of 128 bits per block) to
a lightweight hybrid algorithm. A lightweight hybrid algorithm will be applied
to acquire data encrypted with the generated Chaos keys (using the proposed
Chaotic system). Table (4.4) shows examples of the results of the first proposed
encryption algorithm. The first field includes the original image before
encryption, followed by the encryption result of the image. After decryption, it
IS noted that the image matches the original image before the encryption. It is

also noted that the three images used are of different sizes. This indicates that
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the proposed hybrid encryption algorithm can applied on images of different

dimensions.

Table (4.4) The examples result of proposed encryption algorithm

no original encrypted decrypted

S1

S2

S3

Table (4.5) shows the encryption time and decryption time for 7 frames
cut from the live broadcast. As these frames are small clips that the camera
records when a certain movement occurs. The encoding and decoding time was
calculated for each frame from these clips in different sizes 128x128, 256x256,
512x512. It is noted that the larger the dimensions of the frame, the greater the
time for encryption and decryption due to the increase in the data of the frame.
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Table 4.5: Time consuming for first hybrid encryption / decryption algorithm

Frame size 128x128 256X256 512x512
operation | Enc. Time (ms) | Dec. Time(ms) TirﬁZ(Cr.ns) Tir?ee(cﬁs) Tirﬁg‘fﬁs) Tirlr?:(cr.ns)
1 4.432 4.388 15.988 15.822 43.657 43.630

2 4.643 4.768 15.589 15.399 43.873 43.725

3 4.765 4.654 15.989 15.875 43.865 42.728
4 4.657 4.630 16.198 16.178 43.549 43.335

5 4.547 4.520 16.199 16.107 43.740 43.650

6 4.435 4.403 16.099 16.025 43.465 43.231

7 4.879 4.823 16.109 16.089 43.765 43.698
Average 4.622 4.598 16.024 15.927 43.702 43.428

Table (4.6) shows the encryption time and decryption time also for 7 frames,
but in this case, the frame size is 256x256. A different number of rounds is
applied to each frame each time (10 rounds 14 rounds 16 rounds). It is known
that increasing the number of rounds leads to stronger encryption results, but at

the cost of time. It is noticed that at 16 rounds, the encryption and decryption

time is higher than at 10 rounds.

Table 4.6: Time consuming for first hybrid encryption / decryption algorithm

with frame size 256x256 pixel and different rounds.

Frame size | 10 rounds 14rounds 16 rounds

operation Enc. Time (ms) | Dec. time(ms) 52}2 (ms) t[i);c; (ms) Err:::e fis) 5;2 i)
1 11.989 11.998 15.099 15.123 17.322 17.257
2 11.895 11.780 15.102 15.543 17.654 17.120
3 11.876 11.799 15.132 15.876 17.965 17.439
4 11.756 11.706 16.364 16.678 17.883 17.947
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5 11.325 11.256 16.599 16.546 17.434 17.346

6 11.543 11.433 16.765 16.425 17.049 17.273

7 11.897 11.676 16.798 16.657 17.567 17.254
Average 11.0401 11.092 15.865 16.121 17.839 17.662

In Table (4.7) the evaluation of the first proposed encryption algorithm by

NIST standards, where 12 tests were selected out of 15. A test is considered as

passed if the p-value is above the significance level of 0.01 or below 0.99. The

comparison was made with the hummingbird algorithm as the basic algorithm in

the proposal. The comparison was made with different number of rounds for the

proposed algorithm (10 rounds 14rounds 16 rounds). The results show that the

proposed algorithm has passed all NIST statistical tests. On test "2", "7", "9
and "12"

proposed algorithm passed the tests with good results.

Table 4.7: NIST Tests of the first hybrid Algorithm

the original algorithm shows a failure to pass the tests, while the

Humminab First First First
Test ird g Proposed Proposed Proposed
aloorithm Algorithm (10 Algorithm Algorithm
g round ) (24 round) | (16 round)
Run Test 0.237676 0.89435 0.93211 0.94563
Serial Test 0.006733 0.273912 0.282368 0.29457
random excursion | soa53e | 0.943125 0.966232 | 0.975647
variant test
:zgtdom EXCUTSION 1 5 874637 | 0.98876 0.989883 | 0.99989
non  overlapping
template 0.990465 0.527673 0.763241 0.778951
matching test
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6 i;i?”e”CyMO”Ob't 0.2384 0.254104 0.364951 | 0.476539

;7 | Maurersuniversal | ) 0a/00 | g o054 0.743250 | 0.809564
statistical test
the longest run of

8 | ones in a block 034880 | 0.98826 0.998752 | 0.99975
test

9 #g;far complexity | o 103948 | 0.956796 0.984210 | 0.989996
Frequency test

10 | within 023894 | 0.883304 0.898975 | 0.900404
a Block test
Discrete Fourier

11 0.639874 | 0.865436 0.925436 | 0.935486
Transform test

12 $:;I‘“'a“"e SUMS 1 0.003943 | 0.235467 0.398975 | 0.405379

4.5.3 The second hybrid encryption

The second hybrid algorithm was applied to the same data collected by
Raspberry Pi. The results showed that the second suggestion of the algorithm
gave results in encryption and decryption slower than the first suggestion, but
the randomness increased because the main algorithm is the speck algorithm.

Table (4.8) shows the examples result of proposed encryption algorithm.
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Table (4.8) The examples result of proposed encryption algorithm

no original encrypted decrypted

S1

S2

S3

Table (4.9) illustrates the encryption and decryption times for 7 frames with
different sizes. Compared with the results of the first proposal for the same
Image size at 128x128, for example, in the first proposal, the encryption speed
was 4.432. While in the second proposal for the same data size, the encryption
speed is 16.449. There is a clear and big difference in speed because the basic
algorithm is the speck algorithm. As it is known, the algorithm structure is block

cipher, which is much slower than the stream cipher.

106



Proposed System Implementation,
Chapter Four Results, and Discussion

Table 4.9: Time consuming for second hybrid encryption / decryption

algorithm
frame size 128x128 256x256 512x512
operation | Enc. Time (ms) Dec. Time(ms) TimEZ(Cr'ns) Tin?tffﬁs) Tinfgfrﬁs) Tirlr?ee(crﬁs)
1 16.449 15.672 33.321 30.232 79.930 74.654
2 16.142 15.290 33.301 30.582 82.897 76.980
3 16.320 15.824 33.452 30.632 82.750 76.760
4 16.488 14.423 33.634 30.502 82.655 76.087
5 17.332 14.265 33.752 30.654 82.532 75.123
6 17.543 15.025 33.540 30.757 82.121 75.225
7 16.842 15.150 33.722 31.682 82.098 75.324
Average 16.730857 15.092714 33.81743 | 30.72014 | 82.1404 75.7361

Table (4.10) also shows the encryption and decryption average of the
combined 7 frames. The results of encryption and decryption were calculated a
different number of rounds each time, as shown in the table (4.10). The results
of the proposed algorithm were compared with the results of the original speck
algorithm. The encryption time of the proposed algorithm is calculated with a

different number of rounds each time (10 round, 14 round , 16 round).
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Table 4.10: Time consuming for second hybrid encryption / decryption

algorithm with frame size 256x256 pixel and different rounds.

frame size 10 rounds 14rounds 16 rounds
operation | Enc. Time (ms) Dec. time(ms) tinE:((;.ws) tin?ee((r:ﬁs) tir:en((r:ﬁs) tinl?e:(a(;s)
1 29.490 28.902 34.009 31.079 38.224 37.321
2 29.220 28.225 33.198 31.087 38.345 37.520
3 29.620 28.987 34.098 31.076 38.458 37.009
4 29.489 28.254 34.760 31.387 38.542 37.019
5 29.023 28.420 34.599 31.370 38.675 37.120
6 29.564 28.321 34.529 30.870 38.722 37.980
7 29.854 28.189 34.427 31.011 38.876 37.064
Average 29.751 28.756 34.231 31.125 38.406 | 37.147

This proposal also passed all NIST statistical tests as shown in Table (4.11).
The original algorithm (speck) failed the tests "2, "9" and "10". While the

proposed algorithm has passed these tests.

Table 4.11: NIST Tests of the Second hybrid Algorithm

second Second
Speck Proposed second Proposed Proposed

#o|Test algorithm Algorithm(10 Algorithm(14 Algorithm(16

round)
round) round)
1 | Run Test 0.4443 0.983241 0.99811 0.99875
2 | Serial Test 0.00755 0.362801 0.382128 0.411873
g | fandomexcursion | ) oo e 0.954341 0.967431 0.977324
variant test

4 ::;dom EXCURSIon 1 4 45003 0.989981 0.998992 0.999891
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non overlapping
5 | template 0.88789 0.648732 0.786541 0.793495
matching test

Frequency Monobit

Test 0.18870 0.354302 0.375341 0.486529

Maurer’s universal

7 L 0.44324 0.540764 0.643653 0.708594
statistical test

The longest run of
8 | onesin ablock 0.39802 0.998763 0.998672 0.99985
test

Linear complexity

Test 0.000786 0.987893 0.988760 0.989967

Frequency test
10 | within 0.00887 0.894304 0.899495 0.900567
a Block test

1q | Discrete Fourier 1 ) gane 0.896542 0.926736 0.946756
Transform test

12 ?:S'I‘“'a“"e MM 001332 | 0.343567 0.418975 0.435369

4.5.4 The Third proposed hybrid encryption

On the same data stored in Raspberry Pi on which the first and second
suggested methods were applied, the third proposed algorithm is applied. It is as
shown in the results that it is faster than the previous two methods because the
two algorithms work in parallel at the same time. This mechanism of action
shortens the time a lot and gives very fast results. Table (4.12) shows the

examples result of proposed encryption algorithm.
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Table (4.12) The examples result of proposed encryption algorithm

no original encrypted decrypted

S1

S2

S3

Table (4.13) illustrates the speed of encryption and decryption for the third
proposal with different image sizes for 7 frames. Each frame has a different
encryption and decryption speed because the pixel information in the frame
varies from one to another according to the movement in the frame. At the end

of the table, there is an average speed of 7 frames combined.
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Table 4.13: Time consuming for third hybrid encryption / decryption

algorithm

Image size 128x128 256x256 512x512
operation | Enc. Time (ms) | Dec. time(ms) 52\2 (i) 5;2’ (i) E:; i) Eslce' i)
1 3.321 3.277 13.876 12.876 | 31.437 | 30.535
2 3.532 3.657 13.475 12.546 31.523 30.626
3 3.654 3.543 13.876 12534 | 31.725 | 30.627
4 3.546 3.520 14.256 14.456 31.669 30.236
5 3.436 3.410 14.240 14.327 31.570 30.453
6 3.324 3.332 14.120 14.219 31.485 30.135
7 3.768 3.712 14.132 14128 | 31.325 | 30.644
Average 3.511 3.493 13.996 13.583 31.533 30.465

Table (4.14) shows the encryption and decryption speed of 256 * 256
frame size with a different number of rounds each time, the number of rounds is
reduced to make the algorithm run faster.

Table 4.14: Time consuming for third hybrid encryption / decryption
algorithm with frame size 256x256 pixel and different rounds

frame size 10 rounds 14 rounds 16 rounds

operation | Enc. Time (ms) Dec. time(ms) tinlfg((;r.\s) tin[1)ee((r:r.15) tirrlfer](:ﬁs) tin[1)ee(fr.15)
1 11.989 11.822 13.180 13.554 16.123 15.557
2 11.895 11.750 13.145 13.419 15.454 15.720
3 11.876 11.702 13.135 13.089 16.865 15.739
4 11.756 11.698 13.278 13.178 16.783 16.985
5 11.325 11.203 13.452 13.354 16.334 16.566
6 11.543 11.398 13.564 13.433 16.039 16.543
7 11.897 11.760 13.432 13.329 16.437 15.764

Average 11.183 11.0475 13.312 13.336 16.719 15.982

111




Chapter Four

Proposed System Implementation,

Results, and Discussion

As in the first and second proposals, the third proposed algorithm passed all
NIST statistical tests as shown in the table (4.15).

4.15: NIST Tests of the third hybrid Algorithm

Third Third Third
4 Test Speck Hummingbird | Proposed Proposed Proposed
algorithm algorithm Algorithm(1 | Algorithm Algorithm
0 round) (14 round) (16 round)
1 Run Test 0.237676 0.237676 0.872833 0.884313 0.93321
2 Serial Test 0.006733 0.006733 0.178872 0.179792 0.246758
random
3 excursion 0.798635 0.798635 0.934627 0.87927 0.897325
variant test
random
4 excursion 0.874637 0.874637 0.88785 0.914235 0.964328
test
non overlapping
5 template 0.990465 0.990465 0.40871 0.426871 0.546731
matching test
Frequency
6 Monobit 0.002384 0.2384 0.175843 0.187104 0.247367
Test
Maurer’s
7 universal 0.000034 0.03477 0.574784 0.587354 0.643123
statistical test
the longest run
8 of . 0.000348 0.34880 0.87626 0.93286 0.987659
ones in a block
test
Linear
9 complexity 0.039485 0.003948 0.84396 0.872396 0.893510
Test
Frequency test
10 | within 0.023894 0.23894 0.734504 0.765504 0.796065
a Block test
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1q | DISCTEEFOUNEr g 6ao874 | 0630874 | 0652236 | 0698736 | 0.760531
Transform test

12 %Tu'a“"e MM 10003943 | 0003943 | 0134277 | 0.247657 | 0.387907

4.6 Hamming distance Analysis

Hamming distance is used to measure the similarity or dissimilarity
between two sequences. Used in Software and Hardware decision decoding.
,an.1) and b=(by,bs,...,by.
1) in Galois Field GF(2), is the number of coordinates in which the two blocks
differ.

dHamming=dH(a,b)=#{j:aj#bj,j=0,1,---,n—1}.

For example, the Hamming distance between (0,0,0,1) and (1,0,1,0) in GF(2) is

Hamming distance between two words a=(ay,as,

3, since they differ in three digits.
The hamming distance of the test image is that encrypted by two keys using a
proposed algorithm should be the difference in total bits when finding Hamming
distance as shown in table (4.16). The results prove that the hamming distance
of the two proposed is secure and able to resist statistical attacks.

Table 4.16: Hamming distance Results of Encrypted images

Text SPECK Hummingbird Third

. First hybrid | Second  hybrid | hybrid
Size . . .
(byte) algorithm algorithm hybrid

algorithm

128*128 | 11521 10663 17563 19462 20752
256*256 | 51790 50998 76231 78409 80509
512*512 | 162109 154434 293289 302531 324598
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4.7 Image Quality Test

There are several objective tests for qualifying the similarity of two
Images and this test may be used for finding the dissimilarity between them.
The image Quality was tested for encrypted images concerning the original
image by finding the difference to assure image quality. Mean square error
(MSE) denoted the high value between the original and encrypted images.
Another test depends on MSE used such as signal-to-noise ratio (SNR) and peak
signal-to-noise ratio (PSNR) these two tests are denoted by minimizing value
and the last test is structural similarity index (SSIM) used to find the interior
correlation on image objects. Also, the entropy test is applied to the encrypted
image and the value of all images is near the maximum required bits (8 bits) for
all images. Tables 4.17-4.19 explains these tests in detail for image set 1 for the
three proposed hybrid algorithms.

Table 4.17: Image quality test for set 1 using first hybrid encryption

algorithm.
# | MSE PSNR SNR SIM Entropy
1 | 9871.44698 | 0.00401 2.32483 113.82103 7.98723
2 | 8659.68729 | 0.00434 1.89688 110.75863 7.98748
3 | 9853.57029 | 0.00452 1.54778 143.78329 7.98764
4 | 9906.69612 | 0.00466 2.10949 112.76748 7.98772
5 | 9034.32273 | 0.00498 1.97565 145.54257 7.98735
6 |9869.8341 | 0.00482 1.80787 132.18569 7.98798
7 |8949.70713 | 0.00501 2.20594 133.64545 7.98883
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Table 4.18: Image quality test for set 1 using second hybrid encryption

algorithm.
# | MSE PSNR SNR SIM Entropy
1 | 9793.45898 | 0.00419 1.98321 102.86596 7.99830
2 |8899.78640 | 0.00456 1.50459 98.17480 7.99850
3 |9920.77123 | 0.00363 1.34198 120.59209 7.99863
4 |10234.84112 | 0.00349 1.89054 108.45485 7.99872
5 | 9644.45325 | 0.00439 1.86565 127.92110 7.99865
6 | 9890.54539 | 0.00418 1.74598 101.9328 7.99845
7 | 9560.56726 | 0.00429 1.32474 113.78267 7.99765

Table 4.19: Image quality test for set 1 using third hybrid encryption

algorithm.
# | MSE PSNR SNR SIM Entropy
1 |9923.43498 | 0.00420 1.87331 109.87796 7.98967
2 | 9189.76740 | 0.00463 1.46019 104.11980 7.99409
3 | 10890.75323 | 0.00370 1.231098 137.57109 7.99671
4 | 10450.85812 | 0.00350 1.87754 118.40785 7.99811
5 | 9674.47625 | 0.00440 1.78965 131.93310 7.99870
6 |9987.55239 | 0.00420 1.68098 114.9009 7.99873
7 | 9378.57426 | 0.00430 1.198774 124.79087 7.99755

From the previous tables, the value of the tested image explained the high
differences between the original and encrypted image. It denoted that no

correlation between input and output image.
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4.8 The Proposed Authentication in PLVSSM

The authentication proposed in PLVSSM for loT contains the proposed
lightweight algorithm cipher stage and the modified SHA3-256 stage. After
collecting the data from the sensors, we apply the proposed hashing lightweight
(512-bit) segmentation for all sensors.
4.8.1 Modified SHA3-256

In the third chapter, in the algorithm (3.7) the steps of Hybrid SHA3-

256 are explained. Modifications were made to SHA3 to get more randomness
due to the transformation process. The functionality of SHA3-256 is compared
with SFHASH3-256 as shown in the table (4.20).
For example, when the data is *000000000", the hash value when used SHA3-
256 is "7TE1890AE2F6097FOBC8D2CA59". But the result will be different for
the same data using the proposed hybrid authentication system. This gives

strength to the results as they are unpredictable.

Table (4.20) SFHASH3 and SHA3 Results Comparison

DATA SFHASH3-256 SHA3-256

000000000 | AO18F4F11C1E836D990BD2 7E1890AE2F6097FOBC8D2CAS9

88800 E6FC6A3F4E56B04703D389 75A8819D74CE9EABADGAE1BS
4DA0001F5C9B14C8D3B6 B4446EAEQ04A3ABB

012345678 | BAA03AFBEFE965CA18662 ASDF4ACAAESFDB5DBACF6670

9B'éDEF 1D59DE194538EC95DC57C 75B709A2F30A115C43168AF332
ABACO00544AFB5407304CC 062B42D4BODAO01F
8
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FFFFFFFF | 218C8E1FB78138F2817F0B8 2A8BBC71BCF6442EC96DB96F4

EEFFFF E7837C2C87025BF3727A63 77345AA38050FFE7B88F15A35E
C842DF12D2A8919F648 991912C6DC81A

111111111 | 97CF34D1FE61A87A1C5C0 1AFD827639BD0919COF788EB1

iﬁl 741159172CA8129E3D0641 CI9F80AAABD13AC91949610CB
CFOF8DE215D673790A484 DBBCA909401DD14

101010101 | 029CAO03AE25A1A28E676F 002E4343C2E457947C1E3F9F188

(1)(1)(1)0 BE78E0C48794B568C267F5 878F9C44C1COB52FE7FC71DDA
B14BF5EEABD85983BEAS3 BOAO66E010EB

000000001 | F791EB276F260946954E5FB EDFCAG6BFA232070876F9E7F49

iﬁl 3F93590F4B744C634A6F0D E431CBDB02E3C7981CE5801470
AB3B34270916E7FE14A B56503DF36AA0

Table (4.21) shows the comparison hashing time. As shown, the
SFHASH3-256 has little more time in its operation.

Table (4.21) Comparison of Hashing Time for SFHASH3

Text  Size| SFHASH3-256 | Throughput SHA3-256 Throughp
(Byte) (msec) (byte/msec) (msec) ut
(byte/mse
c)
1 0.0067 1492.54 0.0069 1449.2754
0
2 0.0098 2551.02 0.0101 2475.2475
5
7 0.0110 6363.64 0.0121 5785.124
0
100 0.0123 8130.08 0.0131 7633.5878
1000 0.0467 21413.3 0.0512 19531.25
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2000 0.0788 25380.7 0.0843 23724.792
10000 0.1110 90090.1 0.1233 81103.001

500000 9.2131 54270.5 9.3034 53743.793

1000000 12.1210 82501.4 13.9705 71579.399

4.9 Results Discussion

Relying on the results obtained from testing the system and the evaluations
presented in the previous sections, the objectives of this thesis have been
achieved and satisfied. The goals of the system have been achieved, which are
to provide protection for the place and respond to emergency events through the
proposed algorithms for the system.

1. The proposed hybrid algorithm that resulted from merging parts of the
Hummingbird and Speck algorithm increases the strength of the security
encryption with an acceptable fast encryption/decryption time. It also
makes the algorithm suitable for embedding inside the sensors to achieve
power consumption.

2. As a result of the tests, it was confirmed that the proposed hybrid
algorithm passed the NIST statistical tests for encryption of different
volumes of data.

3. The use of SHA3-256 authentication in the hybrid algorithm increased
the randomness of the encrypted result of the data.

4. The modifications to Chaotic system have to change the Lyapunov
extensions to be positive values in the specific parameter parameters,
make results key randomization and powerful to use in the encryption
algorithm, and be more satisfying to embedded into I0oT devices and

sensors for power-consuming due to fasting keys generation.
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5. The proposed Chaotic system has a positive Lyapunov extension for 4- D,
causing more security to all encryption/ authentication algorithms used.

6. Using PLVSSM operation help in avoiding many attacks and reduce the
false alarm ratio in emergency response by keeping transfer the correct
(actual) data, and avoiding any manipulation.
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5.1 Conclusions

From the tests results and the evaluations of the proposed system which is
presented in the previous chapter, the goals of this dissertation were achieved
and satisfied. The confidentiality, integrity and encryption of video data from
unauthorized access. Were attained and accomplished by the proposed
algorithms in the proposed system. After the proposed system has been
implemented, there are some conclusions that are clarified as follows:

1. The first suggestion of the hybrid algorithm gave rather fast results,
while the second suggestion had slower results, but it was characterized
by more randomness. The third proposal was faster than the previous
two proposals and gave good results in encryption and decryption.

2. The proposed algorithms passed all NIST statistical tests for encryption
different data volumes. That's why the algorithms can avoid a brute force
attack.

3. The system must be fast in sending data to the responsible party. As the
slightest delay may cause many problems, especially that the video clips
do not bear a delay. The delay may lead to distortion of the clip and the
loss of important data. For this reason, algorithms that are faster than
traditional algorithms were chosen.

4. The system has increased data security by authenticating the data and
verifying the identity of the user using the developed Hash system
(SHA3).

5. Strong and random keys were obtained for use in the encryption
algorithms. This was due to the use of positive Lyapunov extensions of

the 9D combination chaotic system.
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6. The chaos keys generated by the proposed 9D chaos system are more
suitable for inclusion within 10T devices and sensors. It also provided
more security when using the chaotic system outputs proposed on the

encryption/authentication algorithms.

5.2 Future Works
There is a set of suggestions for future work by which the proposed

system can be tested, evaluated and improved. Which can be listed as follows:

1. Groups of sensors can be placed in different places, all connected to the
Raspberry Pi and a camera. All sensors information is collected in the cloud.

2. An intelligent Encryption algorithm can be used in data encryption layer in
order to increase the security issue.

3. An intelligent Hashing technique can be embedding to the authentication
layer to decreased the hashing time.

4. The fog and cloud computing can used to support the PLVSSM different

levels for storing data, keys, and parameters.
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