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Abstract

Internet of things (loT) networks have become more prevalent and
widely used, security has become one of the fundamental requirements, and a
Distributed Denial of Service (DDoS) attack poses a significant security threat due
to the limited resources (CPU, memory, open source, persistent connection) that
can be used to either intentionally or unintentionally increase DDOS attacks. A
DDoS assault is a congestion-based attack that prevents legitimate users from
accessing the victim's resources by flooding them with worthless packets.
Detecting a DDoS attack is difficult since there are no standardized guidelines for

reliably identifying the legitimate network flow.

In this work, propose an entropy-based framework with machine
learning algorithms to optimize the detection result. The proposed system consists
of three parts: the first part is to create a sliding time window to calculate the
entropy; the second is to use the entropy threshold value to make early detection
possible during the DDoS but not after the collapse; The third part is the use of
machine learning algorithms (KNN and SVM) to improve the accuracy of the

results in early detection.

Several experiments were used to implement the proposed system. The
results obtained showed that it is able to detect DDoS attacks with high efficiency.
The overall accuracy for CICDD0S2019(Canadian Institute for Cybersecurity
Distributed Denial of Service) was 99.99%, the false positive rate was 0, and the
log_loss rate was 0.003. While the overall accuracy in the UNSW-Bot-10T2018
dataset was 100%, the false positive rate was 0 and the log_loss rate was 0. DDoS
attack pattern information was extracted from the CICDD0S2019 and UNSW-
Bot-10T2018(University of New South Wales-Bot-Internet of Things) datasets,

and the proposed system was trained on them for real-time implementation. The



overall real-time accuracy was 99.88%, the false positive rate was 0.01%, and the

log_loss rate was 0.04%.
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Chapter One Introduction

1.1 Introduction

The introduction of a new technology has aided the exponential
growth of 10T, allowing for the connecting of more devices in the 10T
network to be made possible by the availability of quicker connections and
reduced latency. As 10T networks have become more prevalent and widely,

used security has become one of the fundamental requirements.

As technology advances, devices get smaller and less costly, not to
mention the widespread acceptance of the always-connected notion in
today's networks, the world is becoming more linked. This innovation
makes it possible for all devices to connect with one another without
difficulty, establishing the framework for the Internet's future [1].

1.1.1 loT

Improved communication technologies such as 5G, as well as
the low cost and high density of sensing devices, have all contributed to
the expansion of I0T. loT applications have the potential to dramatically
improve people’s lives, including how they live, work, study, and have fun.
For example, smart homes, smart health, smart cities, smart agriculture,
and other industries may offer occupants a variety of benefits. More items
will be linked at a faster rate and with lower latencies as a result of the 5G
network, which will improve the efficiency of delay-sensitive Internet of
things applications[2]. Figure (1.1) shows the statistics on the growth of
the 10T devices up to 2025.
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Figure 1.1 10T connected devices up to 2025[3]

1.1.2 Fog Computing

The proliferation of 10T devices, the amount of data has
expanded, resulting in the need for a strong processing engine. In order to
get to cloud computing, this vast amount of data must first go via IoT
networks, which generates substantial congestion. Eventually, the concept
of fog computing arose, which processes data close to the devices and
stores it locally in order to reduce overall data flow to the cloud while
maintaining high-quality service and giving a speedy, real-time response

to applications that demand it[4][5].

When used in conjunction with 10T devices, fog computing can
help to alleviate the limitations imposed on the devices by their need for
high computing power due to the large amount of data they generate. Data
can be sent to the cloud for storage, and the fog layer acts as an
intermediary layer between the IoT networks and the cloud layer, allowing

for a faster response rate than what was previously available in the cloud.
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1.1.3 DDoS attacks

The existence of numerous devices connected to the Internet that
launch a DDoS attacks at the same time in order to interrupt the services
that the server provides to customers is referred to as DDoS [6]. DDoS
attacks are becoming more common. An attacker floods the target server
with data packets from network computers to the point that it is unable to
receive or reply to data packets, resulting in the system being forced to shut
down. However, a significant delay is sufficient to make the system

unworkable as a result of the increased reaction time[7].

Because of the fog of computing, it necessitates a continuous
Internet connection, making it vulnerable to various types of attacks, such
as DDoS, which is one of the most serious types of attacks, in which a large
number of requests are made to a server until it stops responding or
becomes inaccessible, and which is one of the most serious types of
attacks[8].

Because of this growing threat, researcher is coming up with new
ways to find and stop attack traffic from botnets on 1oT. Machine learning
(ML) is a type of artificial intelligence (Al) in which a dataset is used with
an algorithm or, in this case, a model to find patterns that can be used to
predict what will happen with new data. ML is helpful for this task because
it can watch both incoming and outgoing traffic to find traffic that might
be suspicious[9].

1.2 Problem Statement

The rise in DDoS attacks, particularly after 2016 and the
proliferation of code for the Mirai attack, has made detection and
mitigation of DDoS attacks one of the most important issues in recent

years:
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1- DDOS attacks are most common in 10T devices due to their lack of
powerful processing and are unable to ensure security in general
[10][11][12].

2- A scarcity of reliable intrusion detection solutions that can provide
a secure and acceptable environment for I0oT applications [13][14].

3- Most of the solutions offered are trained on legacy datasets that do
not include modern DoS and DDoS attacks, so they are not able to
accurately detect the attacks[15][16][17].

1.3 Aim and objectives

Aim to robust classifier to detect DDoS in real-time using a proactive
and real way. implement detecting mechanisms based on the entropy of
network connections and optimize the sliding window time approach for
quick entropy computation. Development of an entropy-based detection
mechanism using early detection with machine learning algorithms to
obtain a classifier capable of detecting attacks with high accuracy.

The following are the primary goals of this study after a review

of relevant literature:

1- Securing loT networks by using machine learning to design a robust
system that can stop DDoS attacks in real time.

2- Detecting attacks by collecting traffic using fog computing,
processing it using entropy and normalization, and generating a data
set to detect the attack early on in its progression.

3- To detect DDoS attacks using a machine learning algorithm with
minimal computer resources (CPU and RAM usage).

4- Evaluating the method by applying a performance criterion that
takes into account accuracy, precision, Brier score loss, recall, f1-
score, mean absolute error, Geometric Mean, Cohen's Kappa,
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Matthews correlation coefficient throughput and root mean square
error.

5- Contrast the results with previous work.
1.4 Related works

This section is meant to give light to various studies that are
related to the one that is being discussed here. A significant number of
researchers make use of symmetric algorithms in order to detect DDoS
assaults using an algorithm that combines data mining and machine

learning.

Neural networks and KNN may be used to identify DDoS in 0T
traffic with high accuracy, based on loT-specific network patterns, such as
limited endpoints or packet-to-packet jitter. Doshi et al.,2018, KNN
algorithm achieved 99.9% for (TCP, UDP and HTTP)DDoS attacks[18].

With the aid of the Support Vector Machine (SVM) algorithm,
Gurulakshmi and Nesarani, [19],2018, suggested the analysis of 10T Bots
against DDoS attacks in order to categorize the traffic against regular and
abnormal flow, as well as to forecast early aberrant activity. The KNN
algorithm achieved 97% and SVM 98% low accuracy rate as compared

with others.

According to Adeilson et al.,, [20],2018, Complex Event
Processing (CEP) technology, which permits real-time analysis and
processing of data to identify DDOS assaults in edge computing to achieve
quick reaction time, has been suggested. The suggested system Achieve
93.10 for syn flood and 99.24 for UDP flood attack, but the fraction of
missing data exceeds 8%, which is irrational given the high accuracy

acquired.
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Rajesh Kumar et al., [21],2018, developed an SVM model to
gather assaults on Internet of Things devices while employing the Cowrie
honeypot as a collection tool. They classified the attacks into different
types using machine learning algorithms (namely, Naive Bayes, JRandom
Forest, J48 decision tree, and SVM) and evaluated its performance using
machine learning algorithms (namely, Random Forest, Naive Bayes, J48

decision tree, and SVM) with accuracy ranging from 67.7% to 97.39%.

A methodology for detecting DDoS assaults in fog computing is
proposed by Joao Vitor Cardoso et al.,2019, utilizing a Raspberry Pi 3B as
a fog server. DoS and DDoS assaults are generated with the help of the
HPING3 application (SYN Flood, Ping Flood, and UDP Flood). They
conducted a simulation to determine the resources required to prevent DoS
and DDoS assaults, and the findings revealed that the capacity to identify
and block the addresses of attackers took less than 20% of the CPU and 1%
of the RAM, respectively[22].

A fog computing approach was used by Luying Zhou et al.,
[14],2019, to mitigate DDOS attacks in three stages: the first stage involved
a firewall capable of filtering botnet attacks in real time, the second stage
involved using network functions to analyze traffic, and the third stage
involved central coordination of connecting local servers to cloud services.
The results showed that the detection rate of TCP protocol type attacks is
99.56% and Modbus is 70.35% in the Fog level alone, while the detection
rate of TCP protocol type attacks is 99.84% and Modbus is 88.02% in the
Fog computing approach. The results showed that the detection rate of TCP
protocol type attacks is 99.84% and Modbus is 88.02% in the Fog
computing approach.
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Using fog computing for quick and precise detection,
Muhammad et al.,2020, offer a framework for mitigating DDOS assaults
on loT. A database that maintains signatures of previously identified
assaults CICDoS 2019 was utilized in conjunction with skew-based
mitigation, which use the k-NN classification method to identify DDOS
attacks. They said that the model would be able to identify DDOS assaults
with a high degree of accuracy 99.99%][23].

DDoS attacks were detected in two parts by Shubham Bishnoi et
al., [24],2021, using deep learning in a fog environment. The first part used
LSTM (long short-term memory) to classify the attacks into two categories,
benign and harmful; the second part used CNN (convolutional neural

networks) to classify the data, with accuracy reaching 98% in both parts.

Vimal Gaur and Rajneesh Kumar,[25],2021, used a hybrid
methodology to identify features. The researchers reduced the number of
features to 15 and obtained a high accuracy of 98.34% when using the
CICDD0S2019 dataset.

Churcher et al., [26],2021, proposed multi ML methods,
including NB, RF, SVM, DT, ANN, KNN, and LR, to highlight their
applications and uses in IDS. They draw a comparison between machine
learning techniques for binary and multi-class classification on the Bot-10T

dataset, not implementation on real time.

Tong Liu et al.,[27], 2021, Deep learning technology may
reliably identify distributed denial of service attacks when combined with
blockchain technology. This is accomplished by incorporating an AE and
MLP into the deep learning system. The researchers tested their method on

three different kinds of datasets and found that it had an accuracy of F1-
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score of up to 95% for all three types (BoT-loT, CIC- IDS2017, and
CICDD0S2019).

Rami and Ahmed ,[28], 2021, employed a number of different

machine learning algorithms and compared them to one another in order to

decide which sort of algorithm was the most effective while they were
evaluating this algorithm utilizing CICDD0S2019 datasets. Their method,

which was based on several classifications, was able to attain varying

degrees of accuracy depending on the kind of algorithm it used.

Table 1.1 A Recapitulation of the Related Works

Author | years Method Advantage Disadvantage ACC.
The accuracy of the | KNN=99.9%
data should be
KNN, SVM, DT, RF i L
[18] | 2018  SVM, DT, High accuracy rate | calculated when it is
and ANN
both normal and
abnormal
. KNN=97%
[19] 2018 KNN and SVM Implemzlart].t ation in Low accuracy rate
real time S\VM=98%
percentage of 93.10% for
[20] 2018 CEP Good accuracy missing data reaches syn and 99.24
rate 8% for UDP
attacks
[21] 2018 NB, J48, DT, RF and Multiclass Low accuracy rate | SVM=97.39%
SVM detection and high time
Redlce resource Not mentioning the -
[22] 2019 - methods used for
use .
detection
. Low accuracy rate | 99.84 for TCP
[14] 2019 NFV High accuracy rate Modbus protocol attack
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. Only detection KNN =
[23] 2020 k-NN High accuracy rate method 99.99%
i 0
[24] 2021 LSTM and CNN Us!ng two'forms Low accuracy rate 98%
in real time
Ext h -
[25] 2021 KNN and XGBoost xtract the best Low accuracy rate
feature
The accuracy of the | KNN=99%
data should be
[26] 2021 KNN,SVM,DT,NB,RF High accuracy rate | calculated when it is
and ANN
both normal and
abnormal
Combined Deep Not implement in F1=95%
27] | 2021 AE and MLP learning with Pie
. real time
blockchain
. Low accuracy rate -
[28] 2021 KNN,SVM,NP,DT, Ml_ml i and not implement
and RF classification . :
in real time

In light of the aforementioned studies, entropy appears to be effective

in the DDoS detection situation, but striking a balance between efficiency

and accuracy remains a difficult task. On the basis of this, the study

presented in this paper makes an additional progress.

1.5 Thesis Outline

In addition to the first chapter, the suggested system is separated

into four more chapters.

Chapter two: This chapter discussed the concepts of loT ,

DDoS attack, IoT architecture, Datasets, Machine learning and evaluation.

Chapter three: It was discussed in this chapter how to

implement the suggested system, how to demonstrate the system's practical
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phases, and how to explain the proposed algorithmic system inside 10T in
DDoS detection.

Chapter four: This chapter describes the findings and provides

an evaluation of the system technique that was used.

Chapter five: The conclusion of the findings was reported in

this chapter. It also included a description of future works.

10






Chapter Two Theoretical Background

2.1 Introduction

IoT is a network of connected devices, including smart
appliances and sensors, that are able to exchange information with one
another over the internet. 10T has applications in a variety of fields,

including smart cities, smart homes, and so on[29].

The concept of 10T was initially put out by Kevin Ashton in
1999, and it has since grown in popularity. Aiming to connect everything,
everywhere, at any time, 10T is predicted to connect billions of devices in
the near future[30].

Because of the rapid development of the 10T, cloud computing,
edge computing, and other sophisticated technologies in recent years, an
increasing number of resource-constrained intelligent Internet of Things
devices have begun to appear in people's daily activities as a result of the
rapid development of these technologies. The fact that these Internet of
Things devices have limited resource capabilities does not detract from
their ability to perform a broad variety of activities via the interchange of
data, collaboration, communication, and collaboration with edge and

distant servers[31].

It is possible that the volume of data generated by millions of
networked devices may be overwhelming[32]. For real-time applications,
fog computing has the potential to outperform traditional hardware
configurations and software tools since they are incapable of processing
and analyzing massive volumes of data in a timely way[33]. A
consequence of this is that fog computing acts as a connection between the
cloud and Internet of Things devices, enabling real-time analytics of data
that cannot be handled on the end device while also allowing data from

11
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several devices to be connected together and evaluated as a single entity.
In spite of the fact that the computing and storage capabilities of edge
devices are often limited, they are capable of processing data as soon as it
Is recognized and making speedy decisions independent of data from other
devices[34].

2.2 The architecture of loT

There are many architectures of 10T devices, each of which will

be explained separately:

2.2.1 Human brain Internet of Things architecture

There is no general consensus on the design of loT, and
academics have suggested numerous architectures. [35] suggested an
architecture for 10T inspired by the human brain for its capacity to think
and make choices fast. The suggested architecture consists of three parts as

shown in Figure (2.1): -

/CEHHal processing unit
4 — — _r/.: - [ ' _

—f A/ | ~L it Sensor

N oo . T

Dispersed of nodes | - -

for data processing

Figure 2.1 human brain Internet of Things architecture[35]

I.  The human brain: It is akin to the central processing unit for data.

1.  Spinal cord: a set of nodes dispersed for data processing.
iii.  Nerve network: to interact and be compatible with the gadgets of

loT and the network.
12
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When it comes to 10T, experts have separated the levels of the

network into three and five layers[11-12],

2.2.2 Three-layer architecture

with the three-layer design being classed as starting from the
simplest structures as illustrated in Figure (2.2). The following structure
encapsulates the basic concept of loT architecture:

+ Smart health.
+ Smart home.

= wireless

= 3G

= LAN

= Bluetooth
= RFID

= NFC

Figure 2.2 three-layer Internet of Things architecture[11-12]

I. Perception layer: This layer includes the sensors, which are
believed to be the physical layer through which the environment may
be perceived or even the devices in close proximity to it can be
detected or recognized.

Ii.  Network Layer: This layer manages the connection between
Internet of Things devices, servers, and network devices. It allows
data to be transported for processing and storage between devices
and between servers and network devices.

iii.  The application layer: is near to the user since it offers him with a
variety of application services such as health care, smart cities, and

other similar services.
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2.2.3 Five-layer architecture

as depicted in Figure (2.3), provides subtle aspects of searching

in 0T because, in addition to the perception layer and application layer, it

provides us with three additional layers (transport, processing, and

business layers): -

o control and management of [oT system
protection and confidentiality of users'

® Smart city.
# Smart health.

Figure 2.3 five-layer Internet of Things architecture [11-12]

Perception layer.

Transport layer: The process of transporting sensor data from the
perception layer to the processing layer or vice versa over a
network is referred to as the "transport layer," and the phrase
"transport layer" is used interchangeably.

Processing layer (middleware layer): This layer makes use of a
sophisticated processing unit in order to handle and store the vast
amounts of data that it gets from the transport layer. The transport
layer sends the data to this layer so that it may be processed.

Application layer.

14



Chapter Two Theoretical Background

v. Business layer: via it, can control all aspects of loT system,
including the protection and confidentiality of users' data and

information.
2.3 DDoS attack

The following is an explanation of what is meant by the phrase
"explicit attempt to prohibit legitimate users from accessing the service in
question” when applied to the context of a DoS attack: This objective may
be accomplished with the use of a DDoS attack by simultaneously
launching a large number of entities designed to disrupt service on a
computer network[38]. In its simplest form, it is malicious conduct
intended to obstruct the flow of workflow traffic via a server, network, or
other piece of hardware. The main goal is to swiftly shut down the system's
infrastructure and prevent a flood of data from entering it. This form of
attack has the potential to be effective when the devices and systems that

it targets have been hacked.

This breach, which occurs in a dispersed environment, where
data transmission occurs among diverse network devices that are scattered
throughout the network without the ability to exercise centralized control,
is often referred to as a DDoS assault [39]. In order to carry out a DDoS
attack, the attacker must obtain control of the network and the devices that
help in its execution. Hackers can take over the machine with the use of
malicious software. Each bot is remotely controlled by hackers, who then

guide it to the IP address of the desired source.

Hackers transmit hundreds of orders to the robots that are

outfitted with the malware, causing a port or server to become overloaded
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as shown in Figure (2.4). The DDoS assault aims to make the service

unavailable for regular traffic, which is the goal of the attack [40].

F.
’ -_H!ir_- R{"J"t‘ﬂ
—————
— .

Attacker (Controller) Target server

Figure 2.4 DDoS attacks in 10T network

IoT which was once considered a blessing to technology, is now
on its way to becoming a curse by contributing to massive DDoS attacks.
As more and more things are connected to the internet, there is a greater
possibility that they will be targeted in a DDoS attack. These assaults are
carried out on the basis of malware infections, which are dispersed across
the network as a consequence of numerous 10T devices being breached and

taken over by the attackers.

These breaches are the result of numerous 0T devices being
taken over by the attackers. The strength of such an assault is directly
proportional to the number of compromised Internet of Things devices that
the attacker uses to initiate the attack. Bots are the term used in the hacking
community to refer to these exploited 10T devices[41]. The following are

examples of botnets that have recently been discovered:

A large number of interconnected 0T devices provide a
favorable environment for DDoS assaults; as a result, malware

implementation bots may be deployed on IoT quite simply:[42]
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2.3.1 Mirali

Mirai is one of the malwares that is gaining notoriety these days
as a consequence of its indisputable influence on the 2016 DDoS assault.
It is meant to infect Linux PCs and loT devices, and it is one of the
malwares that was responsible for the attack[43]. Malware written for
Linux has been responsible for the transformation into bots of millions of

computers running Linux and other Internet of Thing’s devices.

2.3.2 WireX Botnet-2017

The command-and-control protocol used to infect Android
devices includes its name as one of the delimiter strings. It had featured
thousands of Android cellphones that were running apps that had the
impression of being real but were, in fact, malicious malware. These
programs provided the appearance of being authentic but were designed to

steal information.

2.3.3 Reaper Botnet:

This bot has the capability to search the devices that are part of
loT for flaws and weaknesses that might allow an attacker to take control

of such devices.

2.3.4 3ve-2018

WhiteOps, the FBI, Google, and other ad fraud-fighting
businesses recently took down 3ve, the most sophisticated digital ad fraud

scam, in the autumn of this year[44].
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2.4 DDoS Attack Classification at the 10T Layer

The Observation Layer, Network Layer, and the Application
Layer are the three fundamental tiers that make up 10T [45]. DDoS assaults

vary depending on which layer is targeted, as shown in Figure (2.5):

ICMP flood or an SYN flood

-

Figure 2.5 DDoS Attack Classification at the loT Layer

2.4.1 Network Layer

Similarly, to TCP/network IP's layer, this layer has the same
security issues that influence confidentiality, availability, and integrity of
data as the network layer[46]. The network layer, which includes both
wired and wireless networks, is the most vulnerable to assaults, as large
amounts of data are used to carry out the attack. The system that gathers
the data tries to delay responding to requests and allocating the necessary
resources if there are no more direct connections left, which eventually

makes it impossible to deliver the service:

An ICMP flood or an SYN flood assault are two examples of
network layer attack[47].

2.4.2 Application Layer

The most basic user interface, which may be found in mobile

applications, the web, and other places, is contained in the application
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layer. The application layer is also the layer through which applications are
utilized. A reprogramming attack and a path-based DoS can occur in this
tier[48].

The following are some well-known DDoS assaults that have

grown increasingly popular in recent years:

iI. Flooding of ACK and SYN messages

In order to carry out an ACK flood attack, attackers take
advantage of TCP when the three-way handshake process is in
progress[49]. The sending of a SYN packet is the first step in the three-way
handshake protocol that will take place. The device to which the
connection needs to be made then sends a (SYN + ACK) packet in
response. In turn, it is responded to by the ACK packet, which marks an
end to the connection setup phase. The device then responds by sending
(the SYN + ACK) packet [50] as shown in Figure (2.6). When an attacker
has malicious intent, he sends an ACK-enabled packet with a spoofed
source address, which is often ignored by the target device since it does not
have an established connection to the host with the spoofed IP address.
This necessitates the processing of each incoming packet, depleting

available resources in the process.

Client sServer

S¥Ywn

Establish connection
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Figure 2.6 TCP three-way handshake [49]

The SYN flood attack is a form of assault in which the attacker
sends a high number of SYN packets to the device that is the target of the
attack in order to begin the process of the three-way handshake[51]. The
targeted device sends back a response consisting of a SYN + ACK packet,
which he reads as a confirmation of his request. The whole connection is
only partially opened since the attacker purposefully forgets to deliver the
necessary ACK packet. So, the targeted server has to wait for an ACK
packet from the right source address before it can finish setting up the

connection.

ii.  DNS (Domain name server) amplification attack

The DNS amplification vulnerability is used in this attack by the
UDP amplification vulnerability. In this attack, the UDP application
responds with data that is multiplied in contrast to the initial request that
prompted the responses. To be more specific, it takes use of a mechanism
known as reflection, in which the attacker poses as an administrator of the
target system while sending a DNS query to a recursive DNS server., as
seen in Figure (2.7) [52].

Target

'*‘m.
DNS response
5 Spoofed IP g
=,
DNS server Attack

Figure 2.7 DNS amplification attack
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The query will receive a response from the recursive DNS server,
which will include the answer to the question. An attacker will carry out
an amplification attack by sending a large number of DNS queries to the
recursive DNS server. Each of these queries will ask for all of the records
associated with a particular domain, but they will do so from a variety of
spoofed IP addresses. The victim's network becomes overloaded as a result
of the additional traffic, which also renders the DNS infrastructure
unavailable. The DNS query packets are designed to create a response
packet that is much larger than the query packet as a result, which results
in the packets being amplified in this specific way. The main goal of this
attack is to send several large response packets to the victim's network,
which will eventually cause the victim's network to become
overloaded[53].

ii.  UDP (Uniform Datagram Protocol) flood attack

By taking this strategy, the intruder will endeavor to maintain
their anonymity while simultaneously attempting to continuously
broadcast UDP packets to random ports on the target device. If such an
application does not already exist on the target device, then the device will
be forced to investigate each port and send an ICMP destination
unreachable message if it discovers a problem with any of them. In the
event that the target device does not include such an application, it will

respond with an unavailable packet.

As a consequence of this entire process, the gadget in question

will not be used since there will be an excessive amount of waiting[54].

iv. HTTP flood attack
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A distributed denial-of-service attack is carried out in this attack
by the cybercriminal by taking advantage of valid HTTP GET or POST
requests in order to initiate the assault[55]. These attacks need less
bandwidth to be shot into the targeted server than other attacks do due to

the fact that they do not involve spoofing or reflection techniques.

v. ICMP (Internet Control Message Protocol) flood attack

It frequently generates error messages to alert the source of any
network or destination issues, such as when a data packet cannot reach its
destination because the gateway is down or when a packet cannot be
accessed by the destination. These failures can occur for a number of
reasons, including: when a data packet is unable to reach its destination due
to a failure of the gateway; when a data packet is not accessible by its Ping
Is a function that may be carried out in ICMP, and when it is, it causes an

echo request to be broadcast and then receives an echo reply in response.

If you do not receive this answer, it is an indication that the other
server is not operational or that the other host does not have the capability
to send a ping request[56]. In this circumstance, echo requests continue to
be made without waiting for an echo response, causing the network to
become clogged with traffic and waste unnecessary bandwidth. A smurf

assault[57] is another term for this type of attack.
2.5 Machine learning

Humans have used a wide variety of tools to do a wide variety
of jobs in a more efficient manner. The inventiveness of the human brain
resulted in the development of a variety of devices[58]. These technologies
make human existence easier by enabling individuals to satisfy a variety of
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living demands, such as transport, industry, and computing, all at the same

time. And machine learning is one of those technologies[59].

Several areas, including social networking services, data mining,
traffic forecasts, and medical diagnostics, have profited from machine
learning. There are three types of challenges that Machine Learning may
address: classification, regression, and clustering concerns. Depending on
the types and categories of readily accessible training data, it may be
necessary to select the most appropriate machine learning algorithm from
among the available techniques, such as supervised learning, unsupervised

learning, semi-supervised learning, and reinforcement learning [60].

From the foregoing, it was discovered that distributed denial-of-
service assaults adhere to a pattern while they are active. In this context,
the significance of machine learning algorithms in effectively dealing with
patterns is highlighted. Machine learning's main goal is to find patterns in

data so that decisions can be made based on this data[61].
2.6 Machine learning algorithm

The kind of algorithm employed depends on the kind of problem
you wish to solve, the number of variables, the kind of model that would
suit it best and so on. Here's a quick look at some of the commonly used

algorithms in machine learning (ML)

2.6.1 KNN

Classification strategies are used in the process of doing research
to develop a model or function that explains and characterizes the ideas or
data classes for a certain set of requirements. Many approaches or
procedures are used in classification, and one of them is KNN method,
which is used for categorizing objects based on learning data, with the
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closest distance to the object being used as the classification criterion.
Actually, classification refers to the attempt to forecast which cases will fit
Into a given group or class, as opposed to regression, which is concerned

with predicting the number of values a variable will have[62].

The KNN classification approach is one of the most extensively
used classification techniques. It is often utilized because of its simplicity
of understanding and short calculating time. The selection of the parameter
K is quite important in this procedure. In order to access the training error
rate and validation error rate on distinct k values, it is necessary to access

both parameters at the same time.

The KNN technique may be used to classify text across a wide
range of topics and domains. Machine learning methods that are either
predictive or descriptive have been successfully applied to the resolution
of a wide variety of problems. These methods include data mining, natural
language processing, picture identification, and expert systems, amongst
others[63].

Nonparametric, instance-based, or lazily applied: The KNN
algorithm is one of the most widely used methods in data mining and

machine learning, as well as one of the simplest[64].

The KNN approach is predicated on the concept that the most
similar samples that belong to the same class have a high probability of
being picked. This is the fundamental premise of the KNN method. The
query is predicted based on which of the k nearest neighbors have the major
class in the training dataset, as is common for KNN methods. This is done
after the technique identifies which of the k nearest neighbors have the

query's main class in the training dataset. As a direct consequence of this,
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it was only just recognized as one of the best 10 data mining
algorithms[65].

The KNN approach is usually sensitive to the choice of the k
value, in addition to being widely acknowledged for its effectiveness. In
spite of the fact that studies on this topic have been carried out for a
significant amount of time, calculating the K value for the KNN algorithm

continues to be a challenging endeavor[66].

[67] a said that while selecting an acceptable value for kK, it
should be able to meet the equation k = +/n for training datasets that have
a sample size of more than 100 individuals. [68] researched a Bayesian
method to assist us in making the right decision in selecting k as the major
variable.[69] Despite the fact that there are no theories to ensure that k =
vn is appropriate for each test sample,[70] As previously stated, it has been
demonstrated that a fixed k value is incompatible with a large number of

test samples in a given training dataset.

In Figure (2.8), it can be seen that the border becomes smoother
as the value of k is increased. The most difficult aspect of the KNN
algorithm is determining the appropriate value of k. In the case when K is
equal to 1, the procedure is referred to as the closest neighbor algorithm,
for short. The KNN method is incredibly simple to construct and requires

just two parameters to function properly.
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Figure 2.8 KNN classification is shown in this simple example. Test sample green
triangle is put in the blue circle group if k = 1, if k = 3 then the red quadrilateral
group, and if k = 5 the red quadrilateral group.

The description of the KNN algorithm, as well as the well-
studied and sluggish learning approach[63], were both investigated. The
performance of the classifier is only dependent on two parameters: k and
the degree of similarity or dissimilarity between two classes. In addition,
the KNN classification is employed for the test set derived from the
training set. For each row of the test set, the k training set vectors that are
closest to it using the Euclidean metric are computed. This is done for each
column of the test set. It is categorized based on the votes cast by a majority
of the judges, with any ties being resolved at their discretion. If there are
any ties for the k-the closest vector, all of the candidates are included in the

voting process for that candidate.

The various distance metrics are discussed in further detail in the
following paragraphs[71]:

i. Euclidean distance
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It is the most often used and default distance in most situations.is
given by[72] and be computed using Equation(2.1)the distance between

two subjects on a level with a variety of options a(x1, x2) and b(y1, y2)

Dist = (a,b) = /(x1 — y1)2+(x2 — y2)2 (2.1)

X1 and X2 is point that want to calculated the distance with y1 and

y2)
ili. Manhattan Distance

It computes the differences in the coordinates of a pair of data

points by comparing them.

Dist = (a,b) = |x1 — y1| + |x2 — y2| (2.2)
X1 and x2 is point that want to calculated the distance with y1

and y2)

iii.  Chebyshev distance

Specifically, the Chebyshev distance is a vector space metric
defined as follows: The distance between any two vectors is equal to the
sum of their differences along any coordinate dimension. It was given this

name in honour of Pafnuty Chebyshev.

It is sometimes referred to as the Tchebychev distance or the

maximal metric.

Dist = (a,b) = MAX(|x1 — y1|,|x2 — y2]) (2.3)

Algorithm 2.1 Pseudo code of a KNN algorithm in general [73]

1- start
2- Load the data.
3- Set the value of K to its initial value.

4- Taking into account each point in the testing set consists of:
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Calculate the distance between the testing data and all rows of
the training set using the (Euclidean distance, Chebyshev distance, and
Manhattan Distance) formula.

4.1.Sort the distances that have been calculated in ascending order
based on the distance value.
4.2.Choose the first K rows from the sorted array.
4.3.Find the class that appears the most often in these rows.
4.4.Return the projected class label.
5- End.

2.6.1.1 KNN algorithm has a number of Pros and Cons[74]:

Pros:
I.  Simplicity in terms of comprehension and application
ii.  Training that is quick.
ii. It has a high sensitivity to noisy training data.

iv.  Itisbeneficial when a sample of several different class labels is used.

Cons:
I.  Itis characterized by laziness in learning.
Ii. Itis sensitive to the structure of the data on the local level.
lii.  The cost of memory.

Iv. It operates at a sluggish pace since it is a supervised, slow learner

2.6.2 SVM

In the late 1970s, Vapnik and his team created the support vector
machines methodology. Since then, a variety of machine learning
applications have employed it as one of the most well-liked kernel-based
learning methods[74].
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The input data is converted into a high-dimensional space using
kernel techniques (functions), which are then trained and returned to the
two-dimensional space, which is excellent for two-class scenarios in which
both positive and negative samples are present. The goal of SVM analysis
Is to find a separation plan, also known as a hyperplane in the feature space,

that optimally separates the two sample classes (Figure 2.9)[75].

Figure 2.9 SVM classification sample two classes

There is a lot of overlap between the data samples of different
classes in practice, in this case, linear SVM cannot guarantee a high level
of classification accuracy and requires changes. Soft margin and kernel
trick approaches were proposed by Cortes and Vapnik[76] to alleviate the
limitations of linear SVM. In order to handle data that is not linearly
separable, it may be necessary to include additional components (also
known as slack variables) while doing SVM optimization using the soft
margin approach. Because of this kernel approach (in which the feature
space is transferred into a higher dimension, such as Euclidean or Hilbert
space), it is now much simpler to differentiate between the various

categories[77].
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To optimize SVM performance, choose a kernel function that
produces dot products in the higher-dimensional feature space[78]. This
space, which may have an unlimited dimension and in which linear
discrimination is possible, may have an infinite dimension in theory.
Several kernel models, including the Sigmoid, Radial basis function(rbf),
Polynomial(poly), and Linear, can be utilized to create SVMs that satisfy
Mercer's requirement. Models such as the linear, rbf, and poly are included

in this category.

In the field of remotely sensed image processing, the polynomial
kernel and rbf kernel are two of the most often employed kernels[79]. The
vast majority of the time, kernels are selected by first defining the model
of the kernel (whether it be Gaussian, polynomial, or anything else), and
then adjusting the kernel parameters through the use of tuning procedures,
which may be fairly computationally intensive. The most important factor
to consider when selecting a kernel function for classification is the
performance of the classifier on a subset of the training sample or the

validation set.

The performance of an SVM technique is significantly impacted
by the kernel function as well as other hyper-parameters, and the
performance of the whole model may be improved by fine-tuning these
parameters. These parameters are as follows[80][75]:

i. Kernel functions:

The functions that are used by the kernel are referred to as
"kernel functions." In the field of machine learning, the term "kernel" refers
to a linear classifier that is utilized in order to address a problem that is not

linear. It makes use of a space that was originally low-dimensional but has
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now been converted into a space that is high-dimensional. A kernel

function is represented mathematically by the equation Equation(2.4),

KQx,y) ={f(), f()} (2.4)

x and y are considered to be inputs with an n-dimensional
dimension, K is the kernel function, fis a map from an n-dimensional space
to an m-dimensional space, and (X, y) represents the dot product of (x) and
(y). (x and y) are considered to be n-dimensional inputs. SVM algorithms
frequently make use of kernel functions such as the 'linear’, ‘polynomial’,
'radial basis function (RBF)', 'Gaussian', and 'sigmoid" functions. Other
kernel functions include the 'radial basis function (RBF)'. RBF and
polynomial kernel functions are typically advised responses in large-scale
modelling (LSM) inquiries. In contrast, linear kernel functions are better
suited for basic data.

ii.  penalty function or regularization parameter (C-value):

controls the cost-benefit ratio between it and a less capable
hyperplane. It does this by lowering the total amount of mistakes, which in
turn enhances the misclassification in each training sample. If the C-value
Is too high, it may cause the data to be over-fit, despite the fact that hyper-
plane separation has the potential to be useful in some circumstances. On
the other side, in the event that the C-value is too low, there is a possibility
that the data will exhibit misclassifications or under-fitting.

iii. Gamma:

This value is known as the kernel's coefficient. When the value
of gamma is high, the fit to the training data is closer to perfect, and the
opposite is true when the value is low.

Iv. epsilon insensitive loss function (The g-value):
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The function's e-value influences its accuracy. A small value
increases the number of support vectors, whereas 0 causes overfitting and
a big value decrease them.

v. Degree:

Is used to referring to the order of a polynomial in the polynomial
kernel function, which is used to locate the hyperplane that will split the

data.

Algorithm 2.2: Pseudo Code for SVM algorithm in general [81]

Start

Require: A and B are loaded with training data that has been labelled,

a <=0 or o <= partially trained SVM

1. C <=some value (30 for example)
2. Repeat

2.1.for all {ai, bi}, {aj, bj} do

2.2.0Optimize the values ai and o

2.3.end for
3. Until no change in a

Ensure ai >0
4-Labal data
End

2.7 Dataset

utilize the two largest and most up-to-date DDoS datasets publicly
available online. believe that a comprehensive range of DDoS attack
classes, both from reflection-based and exploitation-based DDoS attacks,
contained in these datasets are relevant to the Smart Transport Systems

context and aligns well with the types of DDoS attack [82]. Use
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CICDD0S2019 [83] that contains the largest number of DDoS attack
classes that are up to date. BoT-loT dataset contains three different types
of attacks but again only extracted DoS/DDoS attack-related data samples.
These datasets have two different types of sub-datasets, one set is used in
the training phase while this other set is used in the testing phase of a
machine learning model.
2.7.1 CICDD0S2019 Dataset

For this investigation, the CICDD0S2019 dataset that was
compiled by the Canadian Institute for Cybersecurity at the University of
New Brunswick was utilized. This comprehensive dataset includes 50
million occurrences, 80 characteristics, and 11 different class labels for the
purpose of DDoS attack forecasting.
2.7.2 1oT-Botnet UNSW-2018

In the Cyber Range Lab in the core of UNSW Canberra Cyber,
where the BoT-1oT dataset was developed after being collected, a realistic
network environment was constructed. The environment contains both
conventional Internet traffic and botnet traffic. The dataset's source files
are provided in many formats, including the csv files and etc. It contains
three types of distributed denial of service attacks TCP, HTTP, and UDP.

extract Five points from this database (Source IP/port,
Destination IP/port and Protocol) and then transform them using entropy
and make them into four points and store them in a CSV file. So, train

machine learning algorithms to predict future attacks.

2.7.3 Feature selection

The selection of features is one of the primary ideas in machine
learning, and it has a substantial impact on the overall performance of
models. A model's performance for the identification of DDoS attacks
might be significantly impacted by characteristics that are inappropriate or
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only partly connected. In the process of model creation, the first and most
significant phase should be the cleaning and selection of the data features.
The process of deciding which features will be included in a product, either
manually or automatically, is known as feature selection. The existence of
unsuitable features in the data might cause a reduction in the quality of the

models and cause them to train based on unimportant characteristics.

The two feature selection methods are filter and wrapper models.
The filter technique chooses characteristics based on a threshold and user
requirements. Feature importance can be assessed individually and by
analyzing the whole feature space. The filter technique accepts continuous
and categorical information and generates categorical and continuous
replies. Filter techniques have a significant association between
independent variables. This variable independence must be considered
when training a model. High-accuracy wrapper approaches exist for
dealing with these difficulties. Searching for a subset of features, creating
a machine learning model, and assessing model performance is part of the
wrapper technique. This technique is repeated until the goal is reached.
This repetition makes wrapper techniques costly. An embedded technique
Is provided to overcome the drawbacks of filter and wrapper methods.

Various filter and wrapper approaches increase accuracy to do this.

2.7.4 Calculating entropy to identify DDoS attacks

To detect DDOS assaults, it is necessary to measure the
randomness of the network using the entropy. The notion of entropy was
introduced for the first time by the scientist Claude Shannon in his article
"A Mathematical Theory of Communication" published in the year 1948
[84]. This is known as the entropy principle. It is possible that the entropy
Is large, which suggests that the random distribution is high, but it is also

possible that the entropy is zero, which implies that all values are the same.
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This idea may be used to identify DDoS assaults based on the parameters
of the packet (sourcelP,destinationlP,sourcePort,destinationPort) and the
calculation of randomness. A collection of packets' entropy is calculated,
with the number 1 indicating that the randomness is high and 0 indicating
that the packets are all identical to one another. The general formula of

Entropy:

HX) = = XL, pGologz (p(xy)) (2.5)

Where: H(X)= entropy of X, X= discrete random variable, P(x;)=
possible outcomes (X1 to X,), which occur with probability P(x;) to P(xy).
Algorithms that use machine learning look for patterns in data by
comparing and contrasting the similarities and differences among different
data points. There is an issue, however, when the traits are measured on

such vastly different scales.

2.8 Evaluation Metrics

A confusion matrix is a popular table that shows how well a
classification model performs when applied to a set of test data with known
values[85]. This can be accomplished by comparing the anticipated values
of the model to the actual values. Most frequently, this table is given in
matrix format. The confusion matrix itself is not difficult to comprehend;
nevertheless, the language used in conjunction with it might be challenging
to grasp. The application of a confusion matrix is a well-known way for
analyzing and summarizing the performance of a classification system. The
information recorded in a confusion matrix is utilized in the calculations

that determine precision, recall, and accuracy[86].

A confusion matrix is often used to evaluate a classifier in
classification analysis. In the Table (2.1), the columns show the predictions

made by the classifier, while the rows show the actual classes. (True
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Positive) which is what TP stands for, is the number of cases that have been
correctly labeled as positive. The FN is the number of positive cases that
were recorded as negatives by mistake (False Negative). TN (True
Negative) is the number of negative cases that are correctly labeled as
negative. FP (False Positive) is the number of negative cases that are

mistakenly labeled as positive (True Negative).

Table 2.1 confusion matrix

Classified
Actual
Positive Negative
Positive TP TN
Negative FP FN

When modeling unbalanced data, the class that is
underrepresented is often called the "positive class,” and the class that is
overrepresented is often called the "negative class." Most of the
performance metrics used in classification tasks are built on top of the
confusion matrix. Some of these performance metrics are listed in the
Table (2.2) below.

Table 2.2 Show some of the common performance metrics that are dependent on the
confusion matrix

Methods Equation
Recall TP/(TP + FN)
Precision TP/(TP + FP)
F1-Sscore 2 X ((Precision x Recall)/(Precision + Recall))
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Accuracy ((TP+ TN)/(TP + TN + FP + FN))

Brier score loss 1 — Accuracy

True Positive Rate (TPR) TP/(TP + FN)
True Negative Rate (TNR) TN/(TN + FP)
False Positive Rate (FPR) FP/(FP + TN)

False Negative Rate
FN/(FN + TP)
(FNR)

Accuracy is the most frequently discussed feature of classifiers
in reports. For an algorithm, this statistic indicates how well it works in
practice. However, as previously shown, expected accuracy can be a
misleading evaluation statistic when the data are uneven. This is because,
under these conditions, the majority class is given greater weight than the
minority class, making it difficult for a classifier to do well in the minority
class. Positive cases are evaluated by sensitivity and negative ones by
specificity, respectively. There are two types of performance metrics:
sensitivity and specificity. It is the classifier's sensitivity that determines
how effective it is, while its specificity determines how effective it is when
applied to the negative/majority group. The sensitivity and specificity of
an analysis are almost always inversely proportional. A model's accuracy,
on the other hand, refers to how well it captures reality. One approach to
tell if a classifier is accurate is to look at its precision value, which will be

higher than that of other classifiers.

There should be a balance between false positive and false
negative results for analysts in general. The metrics that have been

provided thus far do not provide an appropriate evaluation basis in this
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situation. False positives and false negatives are equally weighted in the
following performance metrics:
2.8.1 Mean Absolute Error

The mean absolute error (also known as MAE) is yet another
quality measurement that finds common use in the field of autonomously
generated continuous functions (models). It is defined as the average
absolute difference between the value that was anticipated and the value
that was really attained. Specifically, it compares the value that was

predicted A% to the value that was actually obtained 4; (or right)[85]:

1
MEA = 5L A~ 4 (26)

Where: n=number of errors, 4;= actually value, A%= predicted
value.
2.8.2 Root Mean Squared Error

The standard deviation of the residuals is equivalent to the root
mean square error, or RMSE (prediction errors). This residuals' dispersion
Is measured using a statistic called the root-mean-square error (RMSE). To
put it another way, it shows how tightly the data is clustered around the
line of best fit. The use of root mean square error as a technique for
experimental data validation is common in the domain of regression

analysis[87].to calculate RMSE value by using equation (2.7):

RMSE = \/%Z?zl(/li % (2.7)

2.8.3 Geometric Mean

The root of the equation that calculates class-wise sensitivity is
the geometric mean, sometimes referred to as the G-mean. This metric aims
to balance the accuracy levels of each class while maximizing their overall
accuracy. The G-mean is calculated for binary classification by taking the
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square root of the product of sensitivity and specificity[88]. In
circumstances involving many classes, the solution is the higher root of the
product of each class's sensitivity. Even if negative examples are accurately
labeled as such, a low G-Mean indicates poor performance in classifying
positive occurrences. Even if the examples were appropriately labeled as
negative, this holds true. This care is necessary to avoid overfitting the
negative class and underfitting the positive class, respectively. to calculate

G-mean value by using equation (2.8):

G — mean = /specificity = sensitivity (2.8)

2.8.4 Matthews correlation coefficient

A more reliable statistical measure is the Matthews correlation
coefficient (MCC)[89], It only results in a high score being given if the
forecast delivers strong results in all of the confusion matrix categories,
according to the amount of both positive and negative items contained
within the dataset. Because of this, there is no doubt that the MCC is a
reliable way to measure correlation[90]. Equation (2.9) for calculation
MCC:

(TP+*TN)—(FPxFN)
\/(TP+FP)*(TP+FN)*(TN+FP)*(TN+FN)

2.8.5 Cohen's Kappa

MCC =

(2.9)

The initial purpose of Cohen's Kappa was to assess how closely
two observers agreed on how to rank the same group of people on a
nominal scale with two or more classes. The metric is also frequently used
for two-class categorization issues. use the individual cells that comprise a
standard confusion matrix[91]. The following is the definition of Cohen's

Kappa Equation (2.10):
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CK = 2x((TP+TN)—(FP*FN))

"~ (TP+FP)*(FP+TN)+(TP+FN)*(TN+FN) (2.10)
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Chapter Three Propose System

3.1 Introduction

In this chapter, introduce the design of a system to detect
distributed denial of service attacks on Internet of Things networks. The
loT network consists of Raspberry Pi and loT sensors. The proposed
system goes through three stages. The first stage is the process of
calculating the randomness of the grid using entropy every 2 seconds. The
second stage involves passing a sliding time window to an early detection
method using entropy threshold value. In the third stage, the decision is
made whether the packet is attacked or not using machine learning
algorithms (KNN and SVM) trained using the loT-Botnet UNSW-2018
and CIC-DDoS Benchmark dataset.

3.2 The Proposed System's Basic Procedures

Our proposed system is implemented in real-time using loT
sensors that collect data and send it to the fog layer. The fog layer performs
the processing and analysis of packets in order to ensure the integrity of the
network using machine learning algorithms as shown in figure (3-1). The

general steps for implementing our proposed system consist of:

1. loT layer:

It includes 10T devices and the Raspberry Pi. The sensors sense
the surroundings and send the data using the Raspberry Pi to the fog layer
using (TCP, UDP).

2. fog layer:
In this layer, perform early and robust classification of network

data using machine learning algorithms and Entropy.
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Figure 3.1 General step of propose system

3.3 Propose system for DDoS detection

The work technique is divided into two layers: the first is 0T

devices layer, and the second is the fog layer. The 10T devices layer is the
first layer. As shown in the Figure (3.2).
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Figure 3.2 The propose system for DDoS detection
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3.3.1 Network packet capture

Wireshark is used in conjunction with Python and the pyshark
library to gather packets every 2 seconds. The five attributes of each future
package (Source IP, Source port, Destination IP, Destination port and

Protocol) are extracted and entered into the sliding window time.

Algorithm (3.1): Network packet capture

Input network capture
Output sliding time window
Begin
While every income packet do
Filter packet of null:
Pass;
Extract:
(Source IP/port, Destination IP/port, Protocol);
Added to sliding window;
End

3.3.2 Calculate the entropy

determine the likelihood of each IP and port via mathematical
labor, and do it using both the numpy and collections libraries, to ensure
that get the most accurate results. Between now and then, after computing
the probability, compute the randomness for each of the four attributes that
have extracted using Shannon entropy. These data points are sent on to the

prediction algorithms for analysis.

Algorithm (3.2): Calculate the entropy

Input sliding time window from real-time
Output four point Entropy
For each sliding window do

Begin
C = Collection counter for (IP,port);
Counts = Count number of C value;
P = Count/sumCount;
H = sum (-(P*log(P)));

End
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3.3.3 Detection and mitigation attack

At this stage, use machine learning algorithms. Use two types of
algorithms (SVM and KNN) as well as use entropy to set a threshold value,
which will be mentioned in detail.

A dynamic suggested system depicted in figure (3.3) is utilized
proactively to identify abnormalities such as DDoS assaults. Then, these
taught patterns (signatures) are evaluated using data from the testing set.

For early DDoS attack detection, applied the entropy threshold
value. This approach enables a security analyst to monitor and identify
huge floods of DDoS assaults in an efficient period. The patterns generated
in the training step is utilized for categorizing the unknown packets from
the network flow. The datasets comprise of massive network traffic from
loT-Botnet UNSW-2018 assaults and CIC-DDoS 2019 dataset.
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Figure 3.3 Training and testing on offline dataset to building Benchmark dataset.

3.3.3.1 Early detection
The idea is to use entropy to set a threshold value for the Source

IP address. If the real-time entropy calculation of the Source IP address
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goes above the threshold, an alert is sent to the admin about DDoS attacks,
and suspicious traffic is sent to machine learning algorithms to see if an

attack has already happened.

Algorithm 3.3: Entropy to set a threshold value

Input (sliding window) = Entropy for (Source IP))
Output (Attack / Normal)
Begin

If sliding windowp) > threshold value do
alert the admin about DDoS attacks;
send sliding window to ML algorithms for the final diction
End
3.3.3.2 KNN (K-Nearest Neighbors algorithm)
the data will be named based on their proximity and distance

from attack points and natural points that are categorized in advance in the
datasets. In this research use Euclidean Distance because it is not affected

by dimensions, all dimensions will be calculated correctly[92].

Algorithm (' 3.4): Pseudo code of a KNN algorithm

Input (Entropy for (Src_IP, Src_port, Des_IP, Des_port))
Output (Attack / Normal)
1- Begin
2- Load the train data.
3- Set the value of K = 3.
4- Calculate the distance between the testing sliding window from real
time with all rows of the training set.
4.1.Sort the distances that have been calculated in ascending order
based on the distance value.
4.2.Choose the first K rows from the sorted array.
4.3.Find the class that appears in label data.
4.4.Return the projected class label.
5- End.

The Algorithm (3.4) shows the KNN algorithm was built and
trained using the IloT-Botnet UNSW-2018 and CIC-DD0S2019
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Benchmark dataset. The algorithm chooses the three closest neighbors to
the predicted point from the training data, after which the projected class

label is returned.

3.3.3.3 Support Vector Machine (SVM)

For an SVM to generalize across two separate classes, it needs a
collection of labelled data as input in order for the algorithm to train on.
The SVM's primary job is to look for a hyperplane that can tell the
difference between two classes.

Several hyperplanes can accomplish this duty, but the goal is to
identify one that allows for the greatest distances between the two classes,
so that any additional data points that need to be classed can be done
quickly and accurately in the future. rbf is one of the most commonly
utilized kernels (Radial Basis Function)[79].

Algorithm (3.5): Pseudo Code for SVM algorithm

Input (sliding window =Entropy for (Src_IP, Src_port, Des IP,
Des_port))
Output (Attack / Normal)
Begin
Training data:
1. Load the train data (loT-Botnet UNSW-2018 and CIC-DDoS)
2. Apply kernel function for SVM (rbf).
3. Specify hyperplane.
Test data
1. Put sliding window to predict it class label
2. Label sliding window
End

The Algorithm (3.5) shows the SVM algorithm was trained on
loT-Botnet UNSW-2018 and CIC-DD0S2019 using the kernel function
(rbf) to select hyperplane to ensure easy and fast prediction.

3.3.3.4 Close port

In addition, the port where the attack occurred is closed if the
algorithm's rating and entropy indicate an attack as shown as algorithm
(3.6).
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Algorithm 3.6 close or open port class

Input (Port)
Output (Close Port)

Start

For close port Do:
Sudo ufw deny Port
End

Algorithm (3.7) Overview of the proposed system

Input network capture
Output Attack or Normal
Begin
While every income packet do
Filter packet of null:
Pass;
Extract:
(Source IP/port, Destination IP/port, Protocol);
Added to sliding window;
Calculate the entropy for sliding window
C = Collection counter for (IP,port);
Count = Count number of C value;
P = Count/sumCount;
H = sum (-(P*log2(P)));

sliding window (ointy=Entropy for (Src_IP, Src_port, Des_IP, Des_port))
Entropy threshold value

If Entropy for (Source IP) > threshold value do

alert the admin about DDoS attacks;

send sliding window (roint) to machine learning algorithms for the
final diction

In the same time run (KNN and SVM) class

Load the train data (loT-Botnet UNSW-2018 and CIC-
DD0S2019) for both KNN and SVM
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Set the value of K = 3 and calculate the distance for KNN
algorithm.
Apply kernel (rbf) and Specify hyperplane for SVM
If any algorithms agree with entropy threshold value do:
Close port
Label sliding window as attack
Else
Label sliding window as normal
End
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4.1 Introduction

This chapter details the implementation of the suggested system
as well as the outcomes of its use. The proposed system is put through its
paces using a variety of malicious datasets, including the CICDD0S2019
and UNSW 1oT Botnet 2018 datasets, among others. The DDoS attacks
that are a part of CICD0S2019 are designed to be safe and up to date, and
they are meant to be as accurate a simulation of real-world data as possible.
The University of New South Wales in Canberra (UNSW Canberra), made
it possible to create the BoT-loT dataset. The environment of the network
contained both regular internet traffic and traffic from botnets, in addition
to other types of internet traffic. These datasets explanations are provided

in the subsequent subsections of this section.

4.2 Requirements for System Installation
The proposed system is characterized by the ease of installation

in the 10T networks and provides protection in the event that the network
Is exposed to distributed denial of service attacks. Our proposed system
consists of:

1. Internet of things devices (temperature sensor, and temperature-

humidity sensor).
2. Raspberry Pi (contains the Raspbian operating system).

3. Computer system (running on the Ubuntu 22.04 operating system).

4.3 Particulars about the device node
The 10T layer has two Raspberry Pi 400 with 4GB of RAM and

32 GB MicroSD card, a temperature sensor, and a temperature and

humidity sensor as shown in Table 4.1.

Table 4.1 details about node
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Device Model Number Size Range Voltage
Raspberry Pi 400 2 12*28 cm - Sv
DS18B20
Temperature
P Waterproof 2 6*50mm .55 t0 +125 °C 31055V
Sensor Digital
Temperature:
Temperature and DHT11 ) 3em*1 0°C 10 50°C 35V t0 5.5V
i cm*1cm iditv: 200 5V to 5.
humidity sensor Digital Humidity: 20%
to 90%

4.4 Details Regarding the Characteristics of Network
Traffic

There were one million packets from each type of DDoS assault
in the CICDD0S2019 and UNSW IoT Botnet 2018 datasets that were

selected at random and saved in an associated file. Then, a computer

language was used to read from the saved file in order to analyze the data.

Only the TCP/IP ensemble's header information is used by

proactive systems based on extracted ensemble pattern data. The majority

of the discovered attributes (characteristics) are provided in the Table(4.2)
since the payload has been eliminated from the CICDD0S2019 and UNSW
0T Botnet 2018 datasets.

Table 4.2 Selection feature in CICDD0S2019 and UNSW loT Botnet 2018 datasets

No. | Feature Layer Information Dataset
1 saddr Network Layer Source IP address
CICDD0S2019
2 daddr Network Layer | Destination IP address and UNSW loT
Botnet 2018
3 sport Transport Layer Source Port
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4 dport Transport Layer Destination Port

TCP, UDP, HTTP and

etc.

5 Protocol TCP/IP suite

CICD0S2019 contains the most current instances of distributed
denial of service (DDoS) attacks. Only their distributed denial of service
attack, which targets DNS, LDAP, MSSQL, Net BIOS, NTP, PORT MAP,
SNMP, SSDP, TFTP, UDP, and UDP Lag, could be extracted. Again, were
only able to extract TCP, UDP, and HTTP DDoS attack related data
samples from the UNSW loT Botnet 2018 dataset, despite it including
three unique types of attacks. The total number of datasets that were
categorized based on whether they contained benign or malicious DDoS

payloads is displayed in Table (4.3).

Table 4.3 Explained total number of records

Dataset Protocol attack Total number of records
DNS 1046500
LDAP 1047795
MSSQL 1047561
Net BIOS 1047700
CICD0S2019
NTP 1035033
PORT MAP 186976
SSDP 1048590
TFTP 1048576
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UDP 1047441

UDP Lag 366488
SYN 1048264

Normal data 29533
TCP 1048577

UDP 948289

Bot-10T2018

HTTP 1000000

Normal data 25733

4.5 Preprocessing data

The collection of data consists of one file per attack class. There
are twelve attack classes in CICDDO0OS2019, compared to three in UNSW
loT Botnet 2018. The distinguishing characteristic of each attack class
consists of diverse network conditions. To verify the proposed system's
ability to accurately detect each attack, each type of attack's data is
processed individually. After evaluating exploratory data and resolving
outliers and missing values, the data is then transformed for training and
testing.

4.5.1 Data transformation using entropy
Table (4.4) shows the number of packets captured in real time in

2 second when the network is in a steady state.

Table 4.4 show number of packets captured in 2 second
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Source IP Source port | Destination IP | Destination port | Protocol
192.168.0.9 49354 192.168.0.100 9090 TCP
192.168.0.100 9090 192.168.0.9 49354 TCP
192.168.0.100 9090 192.168.0.9 49354 TCP
192.168.0.9 49354 192.168.0.100 9090 TCP
192.168.0.9 49354 192.168.0.100 9090 TCP
192.168.0.9 49356 192.168.0.100 9090 TCP
192.168.0.9 49354 192.168.0.100 9090 TCP
192.168.0.100 9090 192.168.0.9 49356 TCP
192.168.0.9 49356 192.168.0.100 9090 TCP
192.168.0.10 42624 192.168.0.100 9090 TCP
192.168.0.100 9090 192.168.0.10 42624 TCP
192.168.0.100 9090 192.168.0.10 42624 TCP
192.168.0.10 42624 192.168.0.100 9090 TCP
192.168.0.10 42624 192.168.0.100 9090 TCP
192.168.0.10 42626 192.168.0.100 9090 TCP
192.168.0.9 49354 192.168.0.100 9090 TCP
192.168.0.100 9090 192.168.0.10 42624 TCP
192.168.0.100 9090 192.168.0.10 42626 TCP
192.168.0.100 9090 192.168.0.9 49354 TCP
192.168.0.10 42626 192.168.0.100 9090 TCP
192.168.0.9 5900 192.168.0.100 57287 TCP
192.168.0.100 57287 192.168.0.9 5900 TCP
192.168.0.100 57287 192.168.0.9 5900 TCP
192.168.0.9 5900 192.168.0.100 57287 TCP
192.168.0.9 5900 192.168.0.100 57287 TCP
192.168.0.100 57287 192.168.0.9 5900 TCP
192.168.0.100 56865 149.154.175.100 443 TCP
192.168.0.100 56866 149.154.175.100 80 TCP
192.168.0.9 49356 192.168.0.100 9090 TCP
192.168.0.9 49360 192.168.0.100 9090 TCP
192.168.0.100 9090 192.168.0.9 49356 TCP
192.168.0.100 9090 192.168.0.9 49356 TCP
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Depending on the Table (4.4) give an example showing how to
calculate the entropy of packets during real time using both collections and

numpy libraries:
Source IP:

Calculate the entropy of the first column, Source IP, using the
collections library that defines each IP's how many iterations are in the

Source IP list.

Collections of Source IP= {'192.168.0.100" 15, '192.168.0.9" 12,
'192.168.0.10": 5}

Use counts to extract the number of iterations for each Source
IP.

counts of Source IP=[12.,15. ,5.]

Calculate the probability of a source IP by dividing the counts
by the sum of the counts.
The probability of 192.168.0.100 = 15/32 = 0.375
The probability of 192.168.0.9 = 12/32 = 0.46875
The probability of 192.168.0.10 = 5/32 = 0.15625
Calculate entropy:
H(OC)—_(_I 232 _1 gz 32 8232)
H(x) = —((—=0.512395) + (—0.530639) + (—0.418448))
H(x) = —(—1.461482831)

H(x) = 1461482831

Destination IP
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Collections of Destination Port= {'192.168.0.100": 17, '192.168.0.9": 9,
'192.168.0.10" 4, '149.154.175.100": 2}

counts of Destination port=[17. 9. 4. 2.]

The probability of 192.168.0.100 = 17/32 = 0.53125

The probability of 192.168.0.9 = 9/32 = 0.28125

The probability of 192.168.0.10 = 4/32 = 0.125

The probability of 149.154.175.100= 2/32 = 0.0625

H(x) = —(:—Zlogz % + 3—9210g2 % + %logz % + %logz %)

H(e) = —((—0.484785) + (—0.514708) + (—0.375) + (—0.25))
H(x) = —(—1.624493)

H(x) = 1.624493

Using the same strategy, the sliding window idea is also applied
to the CICDDOS2019 and UNSW IoT Botnet 2018 datasets. Entropy is
utilized to quantify the quantity of this unpredictable event. The idea of
entropy reduction is an excellent signal for identifying assaults such as
DDoS attacks, in which the entropy values of the source IP addresses will
grow and the entropy values of the destination IP addresses will decrease
throughout the attack period. Table (4.5) displays the final data count for
both data sets after the Entropy transformation procedure has been

executed.

Table 4.5 Show final data count for CICDD0S2019 and UNSW loT Botnet 2018

datasets
Dataset Protocol attack Entropy transformation
DNS 20930
CICD0S2019
LDAP 20956
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MSSQL 20952
Net BIOS 20954
NTP 20700
PORT MAP 3739
SSDP 20971
TFTP 20971
UDP 20948
UDP Lag 7329
SYN 20964
Normal data 590
TCP 20971
UDP 18965
Bot-10T2018
HTTP 20000
Normal data 260

4.5.2 Feature Selection

Feature selection is the process of manually or mechanically
choosing which features will be included in a product. It is conceivable that
the existence of insufficient features in the data will result in a deterioration
in the quality of the models and drive them to train based on less relevant

attributes. The range of viable options:
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4.5.2.1 Chi-square

It is a filter strategy for evaluating features using statistical
methods, and it reduces the chance that the model is overfit. If the value of
chi-square is high, there is a larger dependence of features on response; if

it is low, there is less dependence.

In the proposed DDoS detection system, the chi-square method
Is used to analyze the five proposed properties for syn attack that are chosen
from the CICD0S2019 dataset, which are as follows: Saddr, Sport, Daddr,
Dport, the protocol, and the expectation. The results of this analysis are

displayed in the table below:

Table 4.6 chi-square value

Feature Src_ip | Src_port | Des_ ip | Des_port Protocol
chi-square value 31692 75 60593 1148 0
Probability value 0.0 0.0 0.0 0.0 1.0

The value of the chi-square statistic is displayed in the first row
of Table (4.6), while the value of the probability is displayed in the second
row. According to the data presented in the table above, src_ip, src_port,
des_ip, and des_port all received a high value. This means that there is a
greater dependency on the characteristics, whereas the value 0 that Protocol

received shows that it is independent and has the lowest value.
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Comparison of different Feature
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Figure 4.1 Show p-value for the five features

Figure (4.1) shows that since the p-value for the Protocol feature
Is higher, it means that the variables in question have nothing to do with

the outcome and can't be taken into account when training.

4.5.2.2 Extra Tree feature selection

It is an ensemble method that randomly produces numerous tree
models from the training dataset and then sorts the most well-liked
features. An illustration of this kind of algorithm is the Extra Tree
Classifier. In this model-based approach to feature selection, tree-based
supervised models are used to help assess the relative value of the various
attributes. When fitting each decision tree, it uses the entire dataset rather
than a bootstrap replica and chooses a random split point to divide the tree's

nodes. The Extra Tree Classifier parameters are shown in Table (4.7).
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Table 4.7 Extra Tree Classifier parameters and setting

Parameter n_estimators criterion max_features

Setting 5 Entropy 2

Explanation of the columns in Table (4.7) n estimators equals 5.
This indicates that five decision trees are utilized during execution to select
the best property. criterion = "entropy" is a function for measuring the
split's quality by use Information Gain; max features = 2 This means that

each decision tree will test two characteristics.

Figure (4.2) depicts the final output of the Extra Tree Classifier
method when applied to the five features for TCP attack that are chosen
from the Bot-10T2018 dataset.

Comparison of different Feature Importances
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0.05 A

0.00 - T
src_ip src_port des ip des port protocol
Feature Labels

Figure 4.2 Feature selection Extra Tree

According to Figure (4.2), the feature "src_port" is the most

essential variable to consider when determining the output label based on
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Extra Trees, whereas the feature "protocol” is the variable that should be

given the least amount of consideration.

In light of the fact that all of the classifiers have reached a
consensus regarding the selection of the most important characteristics, the
"protocol” feature ought to be disregarded when training the data in order
to ensure that both training and testing are confined to a maximum of only

four characteristics.

4.5.3 Machine learning algorithms Analysis and Results

The suggested method is evaluated in three steps for DDoS
detection: The basic stage entails testing it against the CICDD0S2019
database. The second stage of the Bot-10T2018 database has been reached.
The third and last stage is testing the system in real-world conditions. Using
KNN and SVM algorithmic techniques in the suggested system, the
parameters to be employed by each classifier are provided below Table
4.8): -

Table 4.8 Component and tuning for KNN and SVM algorithms

Algorithms Components Tuning
n_neighbors 3
weights uniform
algorithm auto
KNN
leaf sizeint 30
p 2 (Euclidean distance)
metrics minkowski

61



Chapter Four System implementation and Result

C 1.0
kernel rbf
SVM
Degree 3
Gamma scale

4.5.3.1 Evaluation on CICDD0S2019

This database contains various distributed denial of service
attack types. The proposed system was evaluated on 7 types of attacks, with

a 30% test and 70% training for each.

As shown in Table (4.9), the syn attack is the first type of attack

that the proposed system has been tested against.

Table 4.9 Evaluation propose system on syn attack

Evaluation metrics KNN SVM Evaluation metric KNN SVM
Time in second 1.21 0.60 FPR 0 0
Recall 1.00 1.00 FNR 0 0
Precision 1.00 1.00 MAE 0 0
F1-Sscore 1.00 1.00 RMSE 0 0
Accuracy 1.00 1.00 G-Mean 1.00 1.00
Brier score loss 0 0 MCC 1.00 1.00
TPR 1.00 1.00 CK 1.00 1.00
TNR 1.00 1.00 Log_loss 0 0
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Table (4.9) demonstrates that the process of detecting flood
attacks using the KNN and SVM algorithms was highly accurate, with a
difference in the detection times for each algorithm. The KNN algorithm
required 1.26 seconds to be discovered, while the SVM algorithm required

only 0.60 seconds.

On the proposed system, the UDP_attack selected from the
CICDD0S2019 database is evaluated as shown in Table (4.10).

Table 4.10 Evaluation propose system on UDP attack

Evaluation metrics KNN SVM Evaluation metric KNN SVM
Time in second 1.81 0.60 FPR 0 0.0015
Recall 1.00 100 FNR 0 0.00031
Precision 1.00 100 MAE 0 0.00045

F1-Sscore 1.00 100 RMSE 0 0.017
Accuracy 1.00 0.9995 G-Mean 1.00 0.9971
Brier score loss 0 0.0005 MCC 1.00 0.9916
TPR 1.00 0.9996 CK 1.00 0.9916

TNR 1.00 0.9945 Log_loss 0 0.016

Using KNN and SVM algorithms, the proposed system achieved
high accuracy in detecting a UDP attack. KNN is rated highly for its ability
to handle non-separable data, while SVM is rated at 99.95. This is probably

the reason for the non-separable data as shown in Figure (4.3).

63




Chapter Four System implementation and Result

KNN Confusion Matrix SVM Confusion Matrix
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Figure 4.3 Confusion matrix for UDP attack (KNN and SVM)

In terms of the MAE scale, discovered that there was a disparity
of 0.045 between the expected value and the obtained value as shown in
Table (4.10).

Port-map attack, which is used to search for open ports on a

victim's device, is one of the initial methods of attack that an attacker can
utilize. The proposed defense mechanism was put to use in order to thwart

this assault, and the outcomes are detailed in Table (4.11).

Table 4.11 Evaluation propose system on Port-map attack

Evaluation metrics KNN SVM Evaluation metric KNN SVM
Time in second 0.31 0.22 FPR 0 0
Recall 1.00 1.00 FNR 0 0
Precision 1.00 1.00 MAE 0 0
F1-Sscore 1.00 1.00 RMSE 0 0

Accuracy 1.00 1.00 G-Mean 1.00 1.00
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Brier score loss 0 0 MCC 1.00 1.00
TPR 1.00 1.00 CK 1.00 1.00
TNR 1.00 1.00 Log_loss 0 0

The G-Mean value in Table (4.11) suggests that 1 is correct. This
reveals the degree to which the classifiers for the positive categories are
effective in their categorization. A correlation coefficient between the
categories that were expected and those that were seen are displayed by
MCC. A correlation of 1 shows a perfect forecast, often known as an ideal
value for the correlation. whereas CK achieved a value of 1, which
represents a situation in which the model's prediction and the actual
categories are in perfect accordance with one another.

The next type of attack chosen is the MSSQL attack. In order

to launch distributed denial of service attacks, attackers take use of the
Microsoft SQL Server Resolution Protocol. The proposed system
mechanism was put to the test to identify this particular form of assault,

and the results of those tests are presented in the Table below (4.12).

Table 4.12 Evaluation propose system on MSSQL attack

Evaluation metrics KNN SVM Evaluation metric KNN SVM
Time in second 1.88 0.68 FPR 0.0153 | 0.01818
Recall 1.00 0.99 FNR 0 0.0003
Precision 1.00 0.99 MAE 0.00046 | 0.00077
F1-Sscore 1.00 0.99 RMSE 0.0215 0.0278
Accuracy 0.9995 0.9993 G-Mean 0.9922 0.9907
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Brier score loss 0.0005 0.0007 MCC 0.99204 | 0.98441
TPR 1.00 0.9996 CK 0.99200 | 0.98440
TNR 0.9846 0.9818 Log_loss 0.0160 0.0267

Log loss is one of the international standards used to evaluate the
performance of our suggested system. Its value varies from 0 to 1, with 0
representing the lowest value and 1 representing the maximum. This shows
that the suggested system's prediction accuracy is high, as the likelihood of
errors is low. Table (4.12) demonstrates that both the KNN and SVM
algorithms achieved a low log-loss value (KNN=0.0160 and
SVM=0.0267).

LDAP attack is the fifth attack studied against the proposed

system. Attackers use the LDAP protocol to generate distributed denial-of-

service attacks by flooding the server with tiny requests and bringing it to

a halt in order to react to these fabricated addresses.

Table 4.13 Evaluation propose system on LDAP attack

Evaluation metrics KNN SVM Evaluation metric KNN SVM

Time in second 1.27 0.89 FPR 0.012048 | 0.01754
Recall 1.00 1.0 FNR 0.000635 | 0.0025
Precision 1.00 1.0 MAE 0.00092 0.0029
F1-Sscore 1.00 1.0 RMSE 0.0304 | 0.05421
Accuracy 0.99907 | 0.99707 G-Mean 0.9936 0.9899
Brier score loss 0.00093 | 0.00293 MCC 0.98157 | 0.9456
TPR 0.9993 0.9974 CK 0.98155 0.9446
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Figure 4.4 Confusion matrix for LDAP attack (KNN and SVM)

Figure (4.4) demonstrates that the number of false positives for
the KNN algorithm is 2, while the number for the SVM technique is 3. This
indicates that the benign traffic was identified as an LDAP assault. In
addition, the number of false negatives for the KNN method is equal to 4
and the number of false negatives for the SVM algorithm is equal to 16,
indicating that the LDAP assault is classed as benign traffic. As indicated
in Table (4.13), these are the fundamental features of the confusion matrix
that influence the typical performance metrics that depend on the confusion

matrix.

Another attack used to test the proposed system is NetBIOS

attack. Attackers send multiple inquiries utilizing the NetBIOS protocol
to flood the victim to react to many fake requests as valid requests. These

answers might flood and bloat the network.
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Table 4.14 Evaluation propose system on NetBIOS attack

Evaluation metrics KNN SVM Evaluation metric KNN SVM

Time in second 2.55 0.96 FPR 0.04522 0.0154
Recall 0.98 1.00 FNR 0 0.0012
Precision 1.00 0.99 MAE 0.00139 | 0.00170
F1-Sscore 1.00 1.00 RMSE 0.03731 | 0.04125
Accuracy 0.99861 | 0.99862 G-Mean 0.9771 0.9916
Brier score loss 0.00139 | 0.00178 MCC 0.9764 0.9712
TPR 1.00 0.9995 CK 0.9761 0.9711

TNR 0.9547 0.9845 Log_loss 0.0480 | 0.05877

According to Table (4.14), the training and detection time for

both algorithms appear to have exceeded the rest of the previously used

attacks. The reason for this appears to be that the data is intertwined with

each other. For this attack, the SVM algorithm creates more than one

hyper-plane until it reaches the optimal state of a separation between the

two types of data, with some incorrect classifications, as shown in Figure

(4.5). This interference also had an impact on the KNN algorithm; even if

the correct positivity was categorized with high accuracy, see an inaccurate

classification of the real negativity, as illustrated in Figure (4.5).
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Figure 4.5 Confusion matrix for NetBIOS attack (KNN and SVM)
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The UDP-Lag assault This attack attempts to absorb the

bandwidth of the victim's network until it responds slowly. This

vulnerability was exploited by attackers and included in online games to

slow down and defeat the opponent's game. The results of testing this type

of attack on the proposed system are shown in Table (4.15).

Table 4.15 Evaluation propose system on UDP_Lag attack

Evaluation metrics KNN SVM Evaluation metric KNN SVM
Time in second 0.45 0.29 FPR 0.0062 0
Recall 1.00 1.00 FNR 0 0.00045
Precision 1.00 1.00 MAE 0.00042 | 0.00042
F1-Sscore 1.00 1.00 RMSE 0.02051 | 0.02051
Accuracy 0.9995 0.99957 G-Mean 0.9968 0.9997
Brier score loss 0.0005 0.0043 MCC 0.9966 | 0.99705
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TPR

1.00

0.9995

CK

0.9966

0.99704

TNR

0.9937

1.00

Log_loss

0.0145

0.0145

The proposed system was also evaluated using precision, recall,

and F1-score as shown in Table (4.15). Precision is a measure of algorithm

quality; if the precision value is high, the algorithm displays relevant

results more frequently than irrelevant ones. It is also known as a positive

prediction. Recall is a measurement of quantity. The greater the recall, the

more frequently the algorithm displays the most relevant results; this is

known as sensitivity. F1-scores are the harmonic mean of recall and

precision.

All prior attacks were compiled into a single file, and the

proposed system was evaluated against various sorts of CICDD0S2019

attacks, as illustrated in Table (4.16) and Figure(4.6).

Table 4.16 Evaluation propose system on all CICDDoS attack

Evaluation metrics KNN SVM Evaluation metric KNN SVM

Time in second 8.34 4.16 FPR 0.0 0
Recall 1.00 1.00 FNR 0.0081 0.0001

Precision 1.00 1.00 MAE 0.00042 0.0
F1-Sscore 1.00 1.00 RMSE 0.0089 0.0098
Accuracy 0.9999 0.9999 G-Mean 0.9999 0.9999
Brier score loss 0.0001 0.0001 MCC 0.9986 0.9983
TPR 0.9999 | 0.99989 CK 0.9986 0.9983
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Figure 4.6 Confusion matrix for all CICDD0S2019 attack (KNN and SVM)
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UNSW-Bot-10T2018 includes two varieties of attacks (DoS and
DDoS). Only distributed denial of service (DDoS) attacks is evaluated on
the proposed system. This database contains HTTP, UDP, and TCP attacks

with a 25% test and 75% training for each to evaluating the proposed

system.

TCP assault is the first type of attack selected from the UNSW-

Bot-1oT 2018 database. This attack is used to evaluate the proposed system

across 16 criteria, as given in Table (4.17).

Table 4.17 Evaluation propose system on TCP attack

Evaluation metrics KNN SVM Evaluation metric KNN SVM
Time in second 2.32 0.85 FPR 0 0
Recall 1.00 1.00 FNR 0 0.00019
Precision 1.00 1.00 MAE 0 0.00018
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F1-Sscore 1.00 1.00 RMSE 0 0.01364
Accuracy 1.00 0.9998 G-Mean 1.00 0.9999
Brier score loss 0 0.0002 MCC 1.00 0.9960
TPR 1.00 0.9998 CK 1.00 0.9960
TNR 1.00 1.00 Log_loss 0 0.0064

In Table (4.17), the KNN algorithm classified the attack with

100% accuracy and a Log loss ratio of zero, indicating that the

classification was flawless. In contrast, the SVM algorithm achieved a 99%

accuracy due to the lower percentage of true positivity than the KNN

algorithm. In terms of time, the SVM method was three times faster than

the KNN approach to detecting attacks. In general, the suggested system

utilizing both methods detect this type of assault with excellent precision.

As indicated in Table (4.18), the suggested system was evaluated
using the second type of attack from the UNSW-Bot-10T 2018 database, a

UDP assault.

Table 4.18 Evaluation propose system on UDP attack

Evaluation metrics KNN SVM Evaluation metric KNN SVM
Time in second 1.74 0.57 FPR 0 0
Recall 1.00 1.00 FNR 0 0
Precision 1.00 1.00 MAE 0 0
F1-Sscore 1.00 1.00 RMSE 0 0

Accuracy 1.00 1.00 G-Mean 1.00 1.00
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Normal

Attack

Brier score loss 0 0 MCC 1.00 1.00
TPR 1.00 1.00 CK 1.00 1.00
TNR 1.00 1.00 Log_loss 0 0

The G-Mean Standard, which

received the highest rating value,

accurately identified all positive categories as shown in Table (4.18),

achieving the highest rating value. In corroboration of the preceding, the

CK criterion revealed that the model predictions and actual categories were

in perfect agreement. Figure (4.7) displays the confusion matrix for both

algorithms to validate the detection accuracy of the model.
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Figure 4.7 Confusion matrix for UDP attack (KNN and SVM)

The HTTP assault is one of

the attacks that target the seventh

layer, and it is considered one of the most current attacks because it uses

less bandwidth to attack than prior attacks. This attack demands

comprehensive knowledge of the victim'

s website or server. This attack has

been evaluated against the suggested system.

Table 4.19 Evaluation propose system on HTTP attack

- 2000

- 1000

KNN SVM

Evaluation metrics

Evaluation metric KNN SVM
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Time in second 3.39 0.76 FPR 0 0
Recall 1.00 0.99 FNR 0 0.00119
Precision 1.00 0.99 MAE 0 0.00116
F1-Sscore 1.00 1.00 RMSE 0 0.0342
Accuracy 1.00 0.9988 G-Mean 1.00 0.9994
Brier score loss 0 0.0002 MCC 1.00 0.9751
TPR 1.00 0.9988 CK 1.00 0.9748
TNR 1.00 1.00 Log_loss 0 0.04040

The results of the proposed system evaluation against HTTP

attacks are presented in Table (4.19). The KNN algorithm classifies the

HTTP attack with accuracy = 100% because the number of true positives

=5009. This means that it correctly classifies all DDoS attacks because the

number of false negatives is 0, the number of true negatives is 120, and it

also classifies them correctly because the false positives are 0. As for the

second classifier, SVM, it also got a high accuracy of 99.88%. It is noted

that it is less than the previous one because it classified the number of true

positives as equal to 5004, false negatives as 0, the number of true

negatives as 119, and the number of false positives as 6. This shows the

SVM classifier's failure to classify six points, as shown in Figure (4.8).
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Figure 4.8 Confusion matrix for HTTP attack (KNN and SVM)
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All prior attacks were compiled into a single file, and the

proposed system was evaluated against various sorts of 10TBotNet2018
attacks, as illustrated in Table (4.20) and Figure (4.9).

Table 4.20 Evaluation propose system on all UNSW-Bot-l1oT 2018 attack

Evaluation metrics KNN SVM Evaluation metric KNN SVM
Time in second 5.19 2.65 FPR 0 0
Recall 1.00 1.00 FNR 0 0
Precision 1.00 1.00 MAE 0 0
F1-Sscore 1.00 1.00 RMSE 0 0.0
Accuracy 1.00 1.00 G-Mean 1.00 1.00
Brier score loss 0 0 MCC 1.00 1.00
TPR 1.00 1.00 CK 1.00 1.00
TNR 1.00 1.00 Log_loss 0 0
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Figure 4.9 Confusion matrix for all UNSW-Bot-loT 2018 attack (KNN and SVM)

4.5.3.3 Evaluation on Real-time

After training and testing the algorithms on two types of

databases containing different and

modern DDoS attacks, the proposed

system is now tested in real time using this dataset as a benchmark dataset.

On the other hand, the Raspberry Pi 400, with an IP address of
192.168.0.10, sends data normally to the fog layer. On the other hand, the
Raspberry Pi 400, with an IP address of 192.168.0.9, generates DDoS

attacks using scapy tools and Hping3 as shown in Figure (4.10).

Fog Laver

192.168.0.10 192.168.0.9

Do DDoS
—— | Il

| IoT Laver |

Figure 4.10 An overview of how the system works in real time.

76



Chapter Four System implementation and Result

Using the Python programming language's scapy library, it is
possible to create various DDoS attacks on the TCP and UDP protocols.
Using Ubuntu terminals, Hping3 also generates very potent distributed

denial of service attacks.

Five types of DDoS attacks were applied to the proposed system
to test its accuracy in detection and mitigation. Each attack was
implemented and evaluated separately from the others. The time limit for
evaluation of the proposed system is 2 hours and 20 minutes. During this

time, different DDoS attacks were carried out at different times.

Before discussing the specifics and types of each attack, the
network must be displayed and monitored in terms of throughput and

network monitor (uploading and downloading):
1. Throughput

Normal network operation is depicted in Figure (4.11) as the
transmission of a message containing a single reading from the Raspberry

Pi to the fog layer in one second.
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Figure 4.11 throughput in normal state.

As depicted in Figure (4.12), in the event of a distributed denial
of service attack, the network throughput drops significantly, reaching a

transmission rate of 0.08 KB per second.
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Figure 4.12 throughput in normal state.

2. Network monitor

Upload speed refers to the pace at which data is transmitted,
whereas download speed refers to the rate at which data is received. In the
normal state of the network, these readings are different from in the attack
state. As demonstrated in Figure (4.13-b), the read download and delivery

rates are quite high in the event of an attack.
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Figure 4.13 a-normal network traffic. b-attack network traffic.

Following the presentation of the current state of the network,
will now provide the primary user interface of the DDoS attack detection

system that have suggested.

Following the execution of the proposed system, it was subjected
to testing with the scapy and Hping3 library, which involved five different
kinds of assaults (HTTP, DNS, LDAP, MSSQL, and NetBIOS). As shown
in Table (4.21), which shows the attack methods using Hping3, in addition
to the algorithm (4.1), which shows the attack method using the scapy

tools.
Table 4.21 Hping DDoS attack
Attack type Script Protocol
HTTP Sodu hping3 —s —flood —rand-source —p 80 192.168.0.100 TCP
DNS Sodu hping3 --udp —flood —rand-source —p 53 UDP
192.168.0.100
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LDAP Sodu hping3 —s —flood —rand-source —p 636 192.168.0.100 TCP

MSSQL Sodu hping3 —s —flood —rand-source —p 1433 192.168.0.100 TCP

Sodu hping3 --udp —flood —rand-source —p 138 UDP
192.168.0.100

NetBIOS

Algorithm 4.1 Scapy tools DDoS attack

Input (target IP, target Port)

Output flood paket

While True Do
Tep(

IPlayer = IP(src=random ,dst= target IP)

TCPlayer = TCP(sport=random, target Port)

pkt = IPlayer / TCPlayer

send(pkt))

UDP(

IPlayer = IP(src=random ,dst= target IP)

UDPlayer = UDP(sport=random, target Port)
pkt = IPlayer / UDPlayer

send(pkt)

In the proposed system, for each network reading, the reading is
compared to a threshold value, If the Source IP's entropy value is less than
the threshold value, the data is classed as normal; otherwise, the reading is
sent to machine learning algorithms for decision-making. In order for the
algorithms to agree on a threshold value, traffic is classed as suspicious if
one of the algorithms agrees with the entropy value indicating that the data

IS suspicious, as depicted in Figure (4.14).
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Figure 4.14 Algorithms vote with entropy to confirm the attack.
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The recent results of the proposed system for detecting the five

types of real-time DDoS attacks are presented in Table (4.22).

Table 4.22 Evaluation propose system on real-time.

Evaluation metrics KNN SVM Evaluation metric KNN SVM
FPR 0.0017 0.0022
Recall 1.00 1.00

FNR 0 0
Precision 1.00 1.00 MAE 0.0009 | 0.00118
F1-Sscore 1.00 1.00 RMSE 0.0313 0.0343
Accuracy 0.9990 0.9988 G-Mean 0.9991 0.9988
Brier score loss 0.0009 0.0002 MCC 0.9980 0.9979
TPR 1.00 1.00 CK 0.9980 0.9976
TNR 0.9982 0.9977 Log_loss 0.0340 | 0.04082
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KNN Confusion Matrix for Real time Attack SVM Confusion Matrix for Real time Attack
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Figure 4.15 Algorithms vote with entropy to confirm the attack.

The latest data classified by the proposed system and stored in a
CSV file are displayed in Table (4.22) and Figure (4.15). This data was
separated into two sections: a training segment comprising 70 percent and
a testing section comprising 30 percent. The results demonstrated that the
suggested system achieved extremely precise classification of data in real

time.

After ensuring that the proposed system is capable of detecting
assaults with high precision, the mitigation phase entails putting the
finishing touches in place. The suggested system for Ubuntu will utilize
ufw as a straightforward firewall through which a specific port can be
closed or opened using specific commands. After machine learning
algorithms establish the presence of an attack, the precise port that the
attack got is sent to a Python-programmed class to closes or opens the
ports. It also provides the system administrator with an alert notification

about the occurrence of the attack.
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4.6 Comparison

The tables below presents a comparison with other works using
the previously mentioned evaluation methods. In addition, it is comparable
to several papers that used the UNSW-Bot-lIoT 2018 and CICDD0S2019

datasets. as well as comparing it to research that works in real-time.
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4.6.1 Comparison with works evaluated on CICDD0S2019

Table 4.23 Comparison propose system with other work evaluated on CICDD0S2019.

G-

MC

Log_Los

Aoth At |Algo.| Acc | P | R | FL | TP | TN | FP | FN | MAE RMsE| > | M© | ck - BSL
[23] Al | Knn | 09999 | - | - | - | - | - | - | - - i 3 - - i i
Istm
[24] Al | and | 008 | - | - | - | - | - | - | - ] i ] ] ] i i
cnn
[25] Al | Knn | 09128 | 0.98 | 0.95 | 0.94 | 0.94 | 0.94 | 0.04 | 019 | - i - - - i i
Ldap ~ loo1|099] 095 - | - | - | - - § - - - ; ;
Mssql | % - 0.98 [ 094096 [ - - - - - - - - - - -
27] [Netbios| = 100100 200 | - | - | - | - - ; - - - § §
syn | o 100100 200 | - | - | - | - - ; - - - § §
Udp 0961096097 - | - | - | - - § - - - ; ;
Knn | 098 099099099 | - | - | - | - - : - - - § §
[28] Al —om T 086 |086] 087085 - | - | - | - - i - - - § §
son |_Knn | 100 | 100 (100|100 100 | 100 | 0 | 0 | 0 0 100 | 1.00 | .00 0 0
YN TSym | 1.00 | 1.00 | .00 | 1.00 | .00 | 200 | 0 | 0 | o 0 1.00 | 1.00 | L.00 0 0
Knn | 100 | 1.00 | 100 | 1.00 | .00 | Lo0 | 0 | 0 | o0 0 1.00 | 1.00 | L.00 0 0
udp | sym | 0.0995 | 1.00 | 1.00 | 1.00 | 0.99 | 0.99 O'fo 0(')%0 0'300 0.017 | 0.9971 0'%91 Oigﬁg 00L | 0.0005
rg“gse | Kan | 100 | 100100100 | 100|100 0 | 0 | © 0 10 | 10 | 10 0 0
prop portmap T 100 | 1.00 | .00 | 1.00 | .00 | L0 | 0 | 0 | o0 0 10 | 10 | 10 0 0
Knn | 0.9995 | 1.00 | .00 | 1.00 | 1.00 | 0.98 | 0.01 | © 0'300 0.021 | 0.9922 0'%92 Oé%g 0.0L | 0.0005
mssql
svm | 0.9993 | 0.99 | 0,99 | 0,99 | 0.99 | 98 | 0.01 o(.)%o 0'(;00 0.027 | 0.9907 0384 04'318 002 | 0.0007
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Knn | 0.9990 | 1.00 | .00 | 1.00 | 0.99 | 0.98 | 0.01 o.é)o 0'%()0 0.03 | 0.9936 0'9581 Oi%8 003 | 0.0009
Idap
svm | 0.9970 | 1.00 | 1.00 | 1.00 | 0.99 | 0.98 | 0.01 o.go 0'%02 0.05 | 0.9899 0'%45 055254 010 | 0.003
0.976 | 0.97
Knn | 09986 | 0.98 | 100 | 1.00 | 100 | 095 | 004 | 0 | 0001 | 003 | 09772 | %370 | O2 004 | 0.0014
Netbios 0.00 0071 | 0.97
svm | 0.9986 | 1.00 | 099 | 100 | 099 | 0.98 | 001 | °?° [ 0001 | 004 | 09916 | 07| % 005 | 0.0014
Knn | 0.9995 | 1.00 | .00 | 1.00 | 1.00 | 0.99 | @90 | o | 9000} 4650 | 00968 | 99| 029 | 401 | 0.0005
Udp_la 6 4 6 | 66
g svm | 09995 | 1.00 | 1.00 | 1.00 | 099 | 1.00 | 0 06910 0'300 0.020 | 0.9997 0'%97 0}%8 001 | 0.0005
Knn | 0.9999 | 1.00 | .00 | 1.00 | 0.99 | 1.00 | © 0(')%0 0'300 0.008 | 0.9999 0'9698 Oé%Q 0.002 | 0.0001
Al
svm | 09999 | 1.00 | .00 | 1.00 | 0.99 | 1.00 | 0 0620 0o | 0.009 | 0.9999 0'%98 Oégg 0.003 | 0.0001
4.6.2 Comparison with works evaluated on UNSW-Bot-loT 2018
Table 4.24 Comparison propose system with other work evaluated on UNSW-BOT-1oT 2018.
Aoth Att. | Algo. | Acc P |[R |FL |[TP |TN |FP |EN | MAE |RMSE |G- |MCC |CK | Log Loss | BSL
Main
[25] http Knn 1099 1099 | 1.00 |099 |- |- - |- - g g § § 0.009 §
Svm 099 099 |1.00 (099 |- |- I - g g § § 0.009 §
Tep Knn 1099 1099 |1.00 |099 |- |- I - i i i i 1.76 i
Svm | 0.99 100 (099 (099 |- |- I - § § : : 5.87 :
udp Knn |1.00 1.00 | 1.00 | 1.00 | - - - - - - - - - 4.56 -
svm 099 009 |1.00 (099 |- |- I - § § § § 8.93 §
27] all Ae- |- 095095 095 |- |- I - § § § § § §
mip
http Knn | 1.00 100 |1.00 100 |1.00 100 [0 |0 |0 0 100 100 | 100 |0 0
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svm 0.9988 | 0.99 | 099 | 100 |0.99 |1.00 (O 0.00 |0.001 | 0.03 0.999 | 0.975 | 0.97 | 0.04 0.001
1 4 1 48 2
Tcp Knn 1.00 1.00 | 1.00 | 1.00 |1.00 |1.00 |O 0 0 0 100 100 |100 |0 0
svm 0.9998 1.00 | 1.00 | 1.00 | 0.99 |1.00 |O 0.00 | 0.000 | 0.01 0.999 | 0.996 | 0.99 | 0.006 0.000
Our
(OD0SE 01 1 9 0 60 2
prop Udp Knn_ | 1.00 1.00 [ 1.00 | 1.00 [1.00 [1.00 [0 |0 |0 0 1.00 | 1.00 |1.00 |0 0
svm 1.00 1.00 | 1.00 | 1.00 |1.00 |1.00 |O 0 0 0 100 100 |100 |0 0
all Knn 1.00 1.00 |1.00 | 1.00 |1.00 |1.00 |O 0 0 0 100 |1.00 |[1.00 |0 0
svm 1.00 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | O 0 0 0 1.00 |1.00 |100 |0 0
4.6.3 Comparison with Work evaluated in real time
Table 4.25 Comparison propose system with other work evaluated on Real-time.
Aoth Att. Algo. Acc P R F1 TP TN FP FN | MAE | RMSE MC;n MCC | CK | Log Loss | BSL
Tcp,udp
[18] and http Knn 0.999 | 0.99 | 0.99 | 0.99 - - - - - - - - - - -
(o] | Ntte.udp [ Knn [ 097 - - - - - - - - - - - - - -
andtcp | svm | 0.98 - - - - - - - - - - - - - -
Syn 09310 | - | - | - |9 69| - | - i i A i i
09
[20] cep 0.98
udp 0.9924 %5 - 0.75 - - - - - - - -
[22] DDoS | svm | 09739 | - - loo7 | - - - - - - - - - - -
[14] tcp NFV | 0.9984 | - : : - - : : : : : : : - :
HTTP, 0.99 | 0.00 0.000 0.999 | 0.998 | 0.99 0.000
DNS | knn 0.9990 | 1.00 | 1.00 | 1.00 | 1.00 82 1 0 9 0.0313 1 0 80 0.034 9
Our LDAP
propose | MSSQL 0.99 | 0.00 0.001 0.998 | 0.997 | 0.99 0.001
and svm | 0.9988 | 1.00 | 1.00 | 1.00 | 1.00 77 5 0 1 0.0343 3 9 76 0.040 5
NetBIOS
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5.1 Conclusions

Even though there are several technologies designed to
recognize and mitigate DDoS attacks, they continue to score highly in
global network security statistics. This is despite the fact that several
options exist to address this issue. In commercial enterprises, intrusion
detection has become a vital aspect of any protection system. Intrusion

detection may be effectively integrated into computer network hardware.

An inquiry was conducted on the detection of entropy values
utilizing a time-based detection method in order to determine the presence

of DDoS attacks. The main conclusions points of this work were: -

1. The entropy concept gives a way to break up and reduce large amounts
of data. This is accomplished by converting huge nominal datasets,
such as CICDD0S2019 and Bot-10T2018, into a numerical feature
utilizing a window of consecutive packets, referred to as Window size
in this study. This characteristic is useful for early detection.

2. Detecting a DDoS attack based on the entropy notion is a good strategy
for studying the attack and constructing an efficient detection model
using machine learning techniques.

3. A high level of accuracy and speed in classification may be achieved
by selecting a subset of the features that were used to categorize the
data rather than selecting all of the features.

4. The SVM algorithm gives faster attack detection compared to KNN

that is why SVM is very efficient in real time.
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5.2 Future Works

In this work, a proactive way based on entropy and machine

learning is implemented. suggest for future work the following: -

1. Using deep learning algorithms to detect distributed denial of service
attacks based on entropy.

2. Dealing with slow and weighty Denial of Service attacks.

3. Design a proactive approach to detect DDoS attacks in a short time.

4. As a DDoS avoidance approach for a big-scale company, create a
massive hierarchical DDoS signature-based database using several

sub-anomaly detection systems.
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