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Abstract

Day after day, websites are used extensively in terms of data deposit and
retrieval, so it required continuous development and expansion. On the other
hand, many ways to attack it are also being developed. Therefore, there is a need
to propose a (refined) method as a countermeasure that keep tracks of existing
attacks. A framework is proposed for using blockchain as a technology to secure
websites. The blockchain network in general is a strong and proven security-wise

network, therefore it’s naturally used to protect websites precious data.

The research methodology of the thesis consists of several stages. It
included a preliminary plan for this research, a study of related works, as well as
criticizing them, model design and implementation, validation and evaluation,

and finally the work report.

This thesis introduces proposed system that builds a complete website
within the blockchain network, where websites have been protected by adding
them to the system using elements through which the real website can be known
from others, namely (title, website link URL, user name and password (after
registering with them on the real website)) as well as A complete website has
been built inside the blockchain network that contains all the details of the
existing websites. Thus, the characteristics of the blockchain of decentralization,

stability and privacy were exploited to protect websites.

The proposed system is evaluated according to a set of standards,
including the cost results ratio is about 119 dollars, which is less than if used
TLS (Transport Layer Security) method was used, where it reaches 268 dollars,
as well as the time results percentage O (n),, which is the same time used in
building a website by traditional methods, but the time increases if the length of
the chain increases. The work was evaluated by comparing it with the previous
works, and it proved to be better than them in results. Based on the study
conducted by (Cyber Security Cloud, Inc.) in the first half of 2021, as well as the

annual report of (Positive Technologies Application Firewall ) for the year
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2018.Where in the first study, proposed system will avoid more than 90% of the
existing attacks, as it will avoid ( Blacklisted user agents, Web attack, Web scan,
SQL injection, Brute force attack).As for the second study, it will avoid (SQL
injection, Path Traversal, Cross-Site Scripting, Local File Inclusion, Information
Leakage, Brute force ) that reach 82% of avoiding these attacks.
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CHAPTER ONE
GENERAL INTRODUCTION



1.1. Introduction

A website is a collection of data and information that can be
accessed over the Internet. These files and resources are grouped together
under a single domain name. A website is a collection of web pages
scattered around the Internet that all have the same domain name. There is
a distinction between a website and a web page, because a website is made
up of a collection of web pages, which can number in the millions in certain

cases [1].

The World Wide Web is made up of websites, which may be built
by anybody or any organization to provide a variety of electronic services
that vary based on the site's nature and kind. If the URL of the site is not
known, a search engine can be used to locate the address of the website on

the Internet within the browser's address bar [1].

Blockchain represents a rather recent approach to information
technology, initially adverted in 2008 by Satoshi Nakamoto’s white paper
[2]. Satoshi Nakamto presented a solution to the issues of implementing
and using digital currency, particularly the double spending issue [3].
Blockchain gives an open decentralized database for any form of
transaction, including values like goods and money. Consequently, the
technology of blockchain has slowly started to invade the internet as a
guaranteed substitutional digital model that utilizes cryptography and

mathematics [4].

The technology of blockchain has several basic properties such as
decentralization, transparency, shared ledger based on consensus,
immutability, and privacy, thereby realizing the features needed for
authentication and authorization including security, decentralization and

anonymity [5].



Scientific research presents a lot of after the emergence of the
blockchain technology are presented, which helped solve the problems of
the Internet of things, voting problems and the protection of electronic
currency, so the vision was to use this technology to solve the problem of
security and privacy for websites, where need a decentralized solution and
distribution and this is one of the most important features of the blockchain

technology [5].

1.2. Related Work

Several major concerned investigations are discovered throughout the
literature scan of researches addressing the associated themes. Such studies
contributed to identifying the path to achieving a realistic research
contribution and instilling confidence in the researcher that he or she is on

the correct track and at the cutting edge of the issue being addressed.

1. Faaroek,Panjaitan,Fauziah and Septiani [6] 2022, presented
the results of research and system design, it can be concluded that the
process of making blockchain technology as a medium for issuing
certificates and their validation can be made using Ethereum's program,
namely Geth, and storing data using smart contracts issued on the
blockchain network. The results of the reliability testing of the system
show that the system has successfully processed 200 transactions in
approximately 8 seconds. For scalability testing, it is estimated that 10
million blocks require a storage capacity of 22.6 GB to become anode or
miner on this blockchain network. This research can still be developed and
researched further. One of the novelties in this research is to explore
various applications of blockchain technology for various fields. For

example, to increase reliability by using a boot node hosted on a web



service. System testing can also be improved by performing automated
tests so that more transactions and data are tested.

2. Ramos, Melon and Ellul [7] 2022 discuss aspects of
blockchains' technical vulnerabilities and related cyber-attacks in order to
develop a deeper understanding of the extent and efficiency of possible
regulatory remedies concerning crypto-assets in the EU. He present a
regulatory overview of the emerging fields of cyber risk and blockchain in
Europe and illustrate a techno- regulatory gap which requires further
attention. He underlines the difficulty of assigning traditional cyber
regulatory measures due to certain technical characteristics related to
blockchains. He maintains how the relationship between cyber law and
technology may evolve in the near future, as decentralized technologies
and the cyber risks that go with them, continue to develop rapidly. By
providing an interdisciplinary perspective of cyber security in the
blockchain domain, heaim to bridge the gap that exists between legal and
technical research, supporting policy makers in their regulatory decisions
concerning crypto-assets, decentralized technologies and associated cyber
risks.

3. Riadi, Umar and Lestari [8] 2021, used the blockchain in the
Internet of Things to improve the security of the smart payment application
so that the security and integrity of the data within the application is
preserved, the blockchain has security features through decentralization as
well as through the consensus algorithm, where it can eliminate data
changes made by hackers and make improvements to it, where nodes
containing different data are isolated from the network nodes and then
deleted from the network. The result in this research against attacks (Cross-
Site Scripting (XSS) , Man-In-The-Middle) before using the blockchain
was very high, and after using the blockchain, the result was not found,

meaning that its result was zero .



4. Dirsehan [9] 2020,presented the idea of creating a website
with two safes on the ground in two different places, the first is the location
information and the other is in a secret location for the purpose of
intellectual protection, where anyone can subscribe to the site after paying
the wages by installing his idea inside the site whose account will be built
within the blockchain network and will have a Time stamp proves his
eligibility for the idea and then the system officials save the idea inside the
two safes in the form of hardware if the system collapses or is hacked. This
study has several limitations. Only one website was used in order to test
the model proposed in this study. Moreover, the sample size is limited, thus
generalizations of the findings should be approached with caution.

5. Case, King, and A. Case [10] 2020, presented empirical study
was done to evaluate blockchain adoption among the largest corporations,
the Fortune 500, because of its significant potential benefits, particularly
in terms of transaction security. According to an examination of the
companies' websites, just 4% of the Fortune 500 disclose usage, whereas
20% of the Fortune 100 do. The majority of businesses are in the financial
or technological industries, with commercial banking being the most
popular. Furthermore, a content analysis suggests that more than half of
companies are employing blockchain technology for internal applications
or creating blockchain networks, with five companies having considerable
coverage. IBM, Oracle, Microsoft, J.P. Morgan Chase, and Cisco are
among these companies. When the search term "blockchain" is entered into
IBM's search engine, it returns over 1.3 million hits. According to the
content study, 52 percent of companies employ blockchain technology for
internal applications or blockchain development. According to the
findings, there may be significant competitive market advantages available

6. Singh, Tanwar and Sharma [11] 2019, presented concentrates

on the utilization of one of the latest and most promising technologies, that

5



Is, blockchain technology against DDoS attacks. The blockchain
technology is rapidly finding use in various applications ranging from
financial to gaming; this is because of its stable, decentralized, and secure
architecture. The DDoS solutions based on blockchain are still in infancy
and some solutions provide only architectural details without bothering
about the implementation details. Public blockchain is considered in
almost all the proposals. In public blockchain information is not hidden
and therefore can have privacy concerns. If private blockchain is
considered by these mechanisms then it may have sustainability issues. In
almost all of these mechanisms it is assumed that adversary cannot
compromise the blockchain and DDoS attacks are not possible on
blockchain verifiers/miners and smart contract.

7. Shorman and Allaymoun [12] 2019 developed a technical
mechanism for authenticating personal pages on social networks that is
both effective and simple. Anyone may use this approach to verify any
account on social media, increasing the likelihood of identifying the true
person behind social media profiles. Furthermore, in order to provide a
more confident and safer social network atmosphere, this strategy will
display false accounts. The Blockchain approach simply requires
developers to make little changes to the platform's properties, as it is only
a participation mechanism between Blockchain and personal data. It's then
paired with personal pages to signify that these pages include the account
holder's true personal information, which is saved in an encrypted block
that's impossible to change, duplicate, or steal. Future work will include
detailed verification of the technical aspect; in addition, a real scenario test
will be performed. Once applied to social networking pages, analysis of the
results will be performed to resolve any problems that may face the

application of the block chain technology in the authentication process.



8. Dadkhah, Seno and Borchardt [13] 2017 , presented had a
different type of scientific and literary contributions about scientific
journals in terms of the concept of hijacked journals and predatory journals,
as well as sheds light on the most important attacks against scientific
journals and the seriousness of these attacks on correct information and the
importance of publishing the information if it is false and the dependence
of future scientific research on information False . It also highlights several

walys to treat these attacks and ways to avoid them.

1.3. Problem Statements of Thesis

The importance of the website lies in the fact that it has entered all
areas of daily modern life and cannot be dispensed with at the present time,

as it is linked to banking, health, educational and institutional matters.

Despite the development of websites, they are constantly exposed to
attacks in various ways, whether in the past or at the present time. These
attacks take on the nature of continuous updating over time, as the
mechanisms of the attacks speak according to the methods of building and

protecting websites.

Website security solutions are either special or single solution.
Sometime expensive (if tuned and robust (cost money and time)). Wasteful

(centralized), or complicated (many ways).

On the other hand, the blockchain they are inexpensive (free

sources), decentralized, many contributors, and simple (special link list).



1.4. Aim of Thesis

How to create a blockchain that represents the identity of the current

website (hue). Hence it doing acts as a defense against multiple attacks.

The aim of this thesis is to protect the website from attacks. To

achieve this aim there are serve objectives.

1.5. Objectives of Thesis

1-Securing websites against web security attacks.
2-Define and extract data or characteristics of a web identity.

3-Design and build a blockchain model that works as a defensive

technology for the website instead of defending cryptocurrency.

1.6. Contributions of Thesis

1- More of the best solutions and procedures for website security.
2- Building a blockchain model that protects the website.

3- Inexpensive and robust solution (unlike existing roads).

1.7. Thesis Organization
After Chapter 1 presents an introduction to the entire research, the

rest of the thesis is structured as the following:

Chapter Two introduces theory part, which includes websites,
secure websites, the blockchain, tools used in propose system and the
criteria used in the evaluation.

Chapter Three provides the design and implementation of the
proposed system.

Chapter Four presents the simulation parameters, explains the tools

that were used and why they were used, the obstacles that faced the



project and how they were resolved, System implementation stages
and work evaluation.
Chapter Five includes the main conclusions and future works are

also discussed in this chapter.



Chapter Two
Theoretical Background



2.1 Introduction
This chapter contains an overview of the five main axes: (websites,

secure websites, the blockchain, tools used in propose system and the
criteria used in the evaluation) and describes some of the basic terms used
in building the proposed system for these axes separately to secure

websites.
2.2 Website

There are already millions of websites on the World Wide Web [14],
yet none of them have existed for over two decades, since the history of
the first website goes back to 1991, precisely on August 6th. This site was
created by British computer scientist Tim Berners-Lee and run
on a NeXT computer at the CERN laboratory to provide information about
the World Wide Web project. [15].

The British scientist refused to have the web technology patented for
him because he wanted this network to be a free and open world so that it
could develop quickly, and in 1993, the first web browser, known as
(Mosaic), was released, followed by the launch of many websites in the
following years. The number of websites reached more than 51 million in
2004,[15] and there are now more than 1.8 billion websites on the World
Wide Web, with more than 570 thousand new websites being established

every day [16].
2.2.1 Types of Websites

Websites are divided into two main types, which are the following:
Static sites are pre-created electronic pages that are returned by the server
without modification, and their content cannot be modified by regular
users. When using the internet to make a request. Dynamic sites: They are

websites whose content can be changed so that the existing databases can

11



be modified via the site server. Making a joint change once across dynamic
sites will reflect this change on all pages of the site. The following table

2.1 shows some comparison between static and dynamic sites: [17]

Table 2.1: Difference Between Static and Dynamic Websites

Static Website Dynamic Website
Content of Web pages can't be | Content of Web pages can be
changed at runtime. changed.
No interaction with database

Interaction with the database

ossible.
g Is possible.

It is faster to load as compared

to dynamic website. It is slower than a static

website.

Cheaper Development costs.
More Development costs.

No feature of Content

Management. Feature of Content

Management System.

HTML, CSS, JavaScript are
used for developing the
website.

Server-side languages such
as PHP, Node.js are used.

The same content is delivered | Content may change every time
every time the page is loaded. the page is loaded.

2.2.2 Website Ranking

Websites can be classified according to the so-called Top-
Level Domain (TLD) names, and this name appears at the end of the
URL of the website, where this part determines the nature of the
content and the type of website on the Internet. Table 2.2 lists some
of the top-level domain names in addition to the type of site that each

name represents [18].
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Table 2.2: Domain Names at the Top Level

Domain Sites this name refers to
.com Commercial Business
.edu Education
.gov U.S. government agency
int International Entity
.mil U.S. military
.net Networking organization
.0rg Non-profit organization

The World Wide Web is made up of all publicly accessible websites.
Private websites, such as a company's internal website for its workers, can

only be viewed over a private network.

News, education, commerce, entertainment, and social networking
are all examples of websites that are dedicated to a certain topic or purpose.
The navigation of the site, which commonly begins with a home page, is

guided through hyperlinking between online pages [19].

Users can use a variety of devices to visit websites, including
PCs, laptops, tablets, and smartphones. A web browser is the software

program that is utilized on these devices.

There are several sorts of well-known websites [20]: (E-Commerce
website, Business website, Entertainment website, Portfolio website,

Media website, Brochure website, Nonprofit website, Education website,
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Infopreneur website, Personal website, Web portal and Wiki or community

forum website).

Due to the large number of different types of devices connected to the
network, as well as the variety of different types of users based on the
variety of different types of websites, there has been an increase in data
breaches, with the Malwarebytes Labs blog declaring 2018 the year of the
data breach. A data breach stays unnoticed for an average of 197 days,
according to the Ponemon Institute's 2018 Cost of a Data Breach research.
The data leak will take another 69 days to be fixed. The damage had already

been done by the time the security flaw was detected and corrected [21].

2.2.3 Reliable Scientific Journals
In order for the Journals to be reliable, it must meet several requirements:

1. It must have a website on the World Wide Web.

2. It must not be hijacked (as a second website is created other than
the original site of the journal, and after publishing on this site, the
search will not appear in the Scopus database).

3. It must own the scientific journal ISSN (International Standard
Serial Number) is an 8-digit code used to identify newspapers,
journals, magazines and periodicals of all kinds and in all media—
print and electronic.

4. A solid scientific journal has a wide spread, and is known to the
audience of readers on the one hand, and the audience of
researchers on the other hand, and this spread is at the regional or
international level.

5. The discreet scientific journal often stems from reputable

universities and is a comprehensive and rigorous arbitration court
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by specialized and qualified arbitration committees to carry out this
task [22].
2.2.4 The Most Important Attacks on Scientific Journals.

There are several types of attacks that scientific journals have been
subjected to, for the predatory of them, hijacked them, or defrauding
students in order to transfer money, publishing scientific research and not
publishing it, as well as stealing scientific ideas for the request. This
phenomenon has increased with the use of scientific journals for websites,
where previously scientific journals were limited to papers. One of the
most important attacks against scientific journals is (phishing attacks,
Spear phishing [23], Man-In-The-Middle Attack, Cross-Site Scripting
(XSS), and others).

2.3 Security of Website

There are several ways to protect websites, for example, but not
limited to (TLS) method, which is an encryption protocol that provides
security in communications between computers and is used in e-mail and
Instant messaging, in addition to Internet websites (HTTPS), which is the
most famous, but it has the advantage of protecting the internal data of the

site and does not protect the external structure.

Web security, also referred to as "cyber security," entails safeguarding

data by preventing, detecting, and responding to attacks.

In and of itself, a data breach isn't a threat or an assault. A data
breach occurs when thieves gain illegal access to a computer system or
network and steal the private, sensitive, or confidential personal and
financial data of customers or users. The following are some of the most

common cyberattacks employed in data breaches:
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1-Spyware.
2-Phishing.
3-Broken or misconfigured access controls.

Cybercriminals seek to steal names, email addresses, usernames,
passwords, and credit card numbers in the majority of data breaches.
Cybercriminals will take any information that can be sold, used to hack
into other accounts, steal your identity, or be used to make fraudulent
purchases. Hackers will sometimes take your data only to prove that they
can [24].

A data breach comes as a result of a cyberattack that allows
cybercriminals to gain unauthorized access to a computer system or
network and steal the private, sensitive, or confidential personal and

financial data of the customers or users contained within [24].

He must implement proper security measures on each website
component to keep your website safe. When it comes to operating systems
or software, he may refer to the suppliers' security guidelines for all users
and make sure to properly adjust the settings or install security patches.
Web applications, on the other hand, are often tailored for each website;

therefore, must protect each web application separately [25].

However, keep in mind that the following are the finest methods and

techniques for securing a website [26]:

1- Keep yourself up to date.
2- Strengthen access control.

3- Make sure everything is up to date.
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4- Increase the network's security.

ol
1

Set up a firewall for web applications.

ok

Download and install security software.

Dy

Hide administrative pages.
8
9- Make use of SSL.

10- Turn off the auto-fill feature on the form.

Set a limit on the number of files may upload.

11- Make regular backups.

12-  They are unable to conceal your code.

Despite these ways to protect websites, there are other ways that it
lacks an effective solution to the issue of website security. Therefore, will

suggest that to solve this problem use blockchain techniques.

2.3.1 The Most Important Attacks on Websites

There are many types of attacks that websites are exposed to, but
will discuss some of the most important of these attacks, either because of
the many websites that are exposed to them or because of the financial
losses that websites have incurred because of them. These attacks are:
1 SQL Injection

This type of attack occurs when the attacker inserts a piece of code
into a website, and when the user enters the username and password, he
fetches it from the database to the attacker. This attack is one of the most
dangerous types of attacks currently in existence and the most common, as

it targets Internet sites and server databases directly.

2 Cross-Site Scripting (XSS)

It is a type of injection where malicious scripts are injected into
protected and trusted websites. It occurs when an attacker sends a web
application to send malicious code, and it can be transmitted from one user
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to another. This is unpredictable because it comes from trusted websites
and steals the data entered by the user to the website.

Even if it is more common and represents 40% of attacks today, it is
not complicated as it is carried out by people who are inexperienced using
programs developed by others [11].

3 Man-In-The-Middle Attack

Man-in-the-middle attacks are used by attackers to obtain (often
sensitive) information. The data is intercepted while it is being exchanged
between two parties by the suspect. If the data is not secured, an intruder
will quickly read personal information, user credentials, and other
confidential information when it travels through two sites on the Internet
[11].

4 Phishing

It is an e-mail attack, which creates a feeling of urgency, curiosity,
or fear in the victim, prompting her to reveal sensitive information by
clicking on the malicious link. And the attack occurs as a result of human
error; so, it is especially dangerous, because it is not an error or weakness
in the system or programs, because it is less predictable, which makes the
process of thwarting it difficult [10].

5 Spear Phishing

It is similar to the phishing attack, but it is more targeted than
phishing because it targets individuals rather than institutions, and the
attacks are less visible and require effort and experience to identify them
[10].

6 Brute Force

It is when the attacker guesses the username and password to gain
access to the user account. Where if the password is strong, it may take
several years to access it, and using high quality and expensive computers

(quantum) this time reduces dramatically and becomes some days [10].
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Despite the fact that all currently available solutions have flaws and
are ineffective, costly, or only operate on a certain site, they are all
ineffective. As a result, will recommend that deal with this problem
utilizing blockchain technology, which believe will solve practically all of

the difficulties listed above.

For the first time, blockchain addresses a specific issue that has
stymied past attempts to build digital money. Would presume that can
utilize blockchain approaches in website security since the blockchain was
used with money and is the most essential and expensive (data) object that

can be stolen and found on websites.

This relationship explains the ship between blockchain and website
and looking forward to building relationship between blockchain and

website to secure website. Figure (2.1) explain relationship blockchain and
website [23]. Blockchain Web

Tracker DB
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Figure (2.1) explain relationship blockchain and website in
cryptocurrency [27]

2.4 Blockchain
The basic ideas behind Blockchain appeared at 1991 when a signed
series of data as digitally signing by using as an electronic ledger for files

in a way that might simply display none of the documents that are signed



in the group had been altered [28]. Blockchain technology was adverted in
2008 by Satoshi Nakamoto’s white paper [29].

Blockchain and Bitcoin Technology as explained by Nakamoto
solved the most important problems of computer science that represent a
barrier to an effective digital pecuniary system for years: the problems of
double spending. Double spending problem is that fund must be only once

spent, unlike a file, which can be copied several times randomly [30].

The Blockchain is distributed ledger shared via everyone
participants-based consensus protocol in the network of the Blockchain in
which be most of the participants agree on the result [31]. Blockchain keeps
a nonstop growing records list, named blocks. Every block includes
transactions list and connects to the former generated block, up to the first
block, called genesis block. The mining process appends a block and
verifies the validity of transactions (avoid double spending) via a Proof of
Stake (POS), or other consensus protocols, like Proof of Work (POW) [32].

New blocks are created via a process called mining via several
nodes, called miners. These miners operate anonymously by working
jointly and attempting to solve mathematical puzzles, which generates new
blocks to the Blockchain. It takes several steps to construct and announce
a new block. [33].

The ledger isn’t owned by any central servers or central authority.
Instead of it is distributed to computers (peers) on the decentralized
network [32]. Also; the Blockchain enables each user to be pseudonymous,
which means the user is unknown but the user account is not all their

transactions are noticeable public [34]. Its basic features are [35]:

20



1- Decentralized: - The core characteristic of the Blockchain, i.e.
Blockchain no needs to rely on a central node at any time, where data can

be stored, recorded, and updated by distribution.

2- Transparent: - The data is recorded via the system of Blockchain
and it is transparent to the nodes, also it is transparent when updating the

data, this will have led to the reason of being Blockchain is trusted.

3-Open Source: - The most systems of Blockchain are open to each
node, the record can be verified publicly and also users can utilize the

technologies of Blockchain for creating applications.

4- Autonomy: - Each node on the Blockchain system can safely
update data or transmit, Because of they are based on consensus, the basic
idea is a single person to trust to the entire system, and no one can intervene
it.

5-Immutable: - Any records will be saved forever, and can't be

altered unless certain node can have control more than fifty-one % nodes

at the same time.

6- Anonymity: - The technologies of Blockchain addressed the issue
of trust among the nodes, therefore, transaction or data transfer can be
anonymous, only the address of the person on the Blockchain is needed to

know.

Blockchain is considered as a distributed peer layer to peer net

executed on the internet, as illustrated in Figure (2.2) [36].
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Figure (2.2): Network view of a Blockchain [36].
2.4.1 Peer to Peer (P2P) Network

It is a topology of a network when the whole peers can be connected
in addition to transmitting and receiving messages [36]. It is a computer
network dependent on nodes, (e.g. computers that are preserving the
network worldwide). P2P is a decentralized network where each node
shares information with another without anybody controlling the network
[33].

The Blockchain relies on more than thousands of nodes in the P2P
network, and at each node, the data is updated and replicated. Even in case
the nodes become inaccessible or drop it from the network, this network as

an entire persist to work, therefore, it becomes highly available [36].

There are two kinds of peers in the P2P network: validator and
member peers. The validator peers (represents the special peers) are

consuming the services of Blockchain besides validating and verifying the

22



new Blockchain transactions. While member peers are consuming
Blockchain services, and every miner holds exactly the same transactions
history over the network and comprises a certain responsibility for

maintaining and publishing the new transaction blocks to the network [32].
2.4.2 Block

It is a block building unite of Blockchain. It is consisting of set of a
transactions with Meta data [32], see figure (2.3) . The block involves two
part is the block header and the block body [37].

Block Header: it includes the following:

a) Block version: indicates which tuple of block validation rules to
be applied.

b) Merkle tree root hash: is the value of hash to the entire block
transactions.

c) Timestamp: is the present time at seconds in universal time.

d) N-Bits: target threshold of a valid block hash.

e) Nonce: Four-byte field, it usually starts with zeros (0) and
increases for each hash calculation.

f) Parent block hash: a 256-bit hash value which indicates to the

former block.

The block body consists of transactions and a transaction counter. The total
number of transactions that can a block contain it relies on the block size

and the size of every transaction [37].

23



BLOCK Header

Hash (previous header)

Time stamp

Nonce

Merkle tree

Hash (Block XX header)

Transaction List

Block XX

Figure (2.3): Block structure (Generalized)[38].

2.4.3 Transaction

A transaction refers to the interaction among nodes. With
cryptocurrencies, e.g., a transaction refers to a movement the crypto-
currency between the peers of the Blockchain network [34]. The
transaction contains the sender and the receiver addresses, and other data.
Before sending, could be signed the transaction by the private key relevant
to the public key of the address [39].

Additionally, the transactions are not arranged based on of a
generation because of the propagation delay in the P2P network.
Accordingly, the transactions are grouped at a given time to create a block
and publish these blocks to the network [32]. Before the broadcast, the
transactions to its neighbors, each node that receives the transaction will
first verify each transaction with a long checklist of criteria. This assures
that only validated transactions are publishing on the network, whilst
invalid transactions are rejected by all node that interviews them. Then
every node creates a pool of only valid new transactions, nearly in the same
order [40].
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2.4.4 Ledger

Ledger is the technology upon it the records of transactions are
published across multiples sites, companies or institutions, countries and
are typically public. Blocks (collection of Transactions) are stored one after
another in a continuous ledger, but they can only be inserted when
consensus on it [41]. It is immutable in that once data is inserted to the
ledger; it cannot be altered [30]. In the distributed ledger each record holds
a timestamp and unrepeatable cryptographic signature, thusly making the
ledger an auditable date of every transaction in the Blockchain network
[42].

2.4.5 Blockchain Structure

Essentially, the Blockchain is a linked list of the block which utilizes
hash pointers rather than usual pointers. Hash pointers are utilized for
pointing to the former block [36]. Which consists of timestamp ordered,
linked blocks that contain all of the transactions. The blocks are linked such
that each block contains the ID of the previous block at the chain [31]. Each
block is chained to other blocks via referencing a parent block. If any
content in the header is altered, then its child block header will contain
invalid hash. Transaction modification is will also detect. A block header
also contains the Merkle root of the Merkle tree structure [43].
Consequently, this generates a tamper evident log that impossible to be
altered. Furthermore, hash pointer used to trace even the first block named
genesis block [32]. This led to the possibility of easily determining and
rejecting the changed blocks as in Figure (2.4) [34].
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Figure (2.4): Generic chain blocks [36].
2.4.6 Smart Contract or Chain Code
Smart contracts are the business terms that are embedded in a

blockchain transaction database and executed with transactions. This is
also the rules component of a blockchain solution. It is needed to define
the flow of value and state of each transaction. Figure (2.5) gives a good
idea of shared ledger, smart contract, cryptography and trust system

concepts:

Shared
Ledger

/s;an\ \
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Append-only
distributed
system of record
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executed with /
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Cryptography
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relevant
participanis

Figure (2.5) diagram gives a good idea of concepts [44]
The four building blocks are generally accepted and well understood.
They have existed for decades prior to blockchain. Shared ledgers are an
evolutionary change, similar to the move to computer-based spreadsheets,

but the underlying business rules have stayed the same [44].
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2.4.7 Distributed Blockchain
Distributed Blockchain is block distributed across the nodes of P2P
blockchain and the whole nodes hold the same Blockchain copy. The
utilization of distributed Blockchain led to the users do not require to equip
email, social security number, or telephone number to authority or any
central server. The users are capable of generating their digital identity and
distributing their public key to the entire distributed network. So,
management of distributed decentralized anonymous identity can be
provided to the users. Every node in the distributed Blockchain has copies
to the whole transactions, which means a node can to monitor the history
of whole transactions [32].
2.4.8 Blockchain Security
Blockchain security is an important part of Blockchain technology
S0 it can use asymmetric cryptography. Here, cryptography is often utilized
for providing confidentiality service. It cannot be labeled as a perfect
solution; however, it represents a decisive constructing block into a big
system of security for processing the issue of security. Cryptography
supplies different security, like authentication, integrity, confidentiality,
authentication of the entity, and authentication of information origin and
non-repudiation [32].
A-Cryptographic Hash Function
One of the essential Blockchain technology content is the
utilization of a cryptographic hash function for various processes, like
hashing the block content [34]. A cryptographic hash function is a
mathematical model which takes any input of data (string) of any
length and results in an alphanumeric string of constant sized. The
resulted the string is named digest or hash value or digital fingerprint
or checksum. Always, the function obtains the same hash to the same

data, although the number of times recalculated.it can be used to
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validate the integrity of data because the hash cannot be reversed to
get the input data and for this reason, it is named a one-way hash
function [32].

The technologies of Blockchain take many of transactions and
generate a hash fingerprint (the digest) to the list. Any user based on
exact transactions list can create the exact digest (fingerprint). When
changing a single value in a transaction inside the list, the fingerprint
of this block will be altered, making it easy to detect cover till minor
one-bit alters [34]. This would easily detectable to the full network
because it would be clear that the digital fingerprints have been altered
and all transactions would be refused by the nodes, which are
responsible for validating transactions and blocks [41].

These hash codes are used in order to interconnect blocks
together as in Figure (2.6) [45].

Block N Block N+1 Block N+2
Transaction 1 Transaction 101 Transaction 201
Transaction 100 Transaction 200 Transaction 300
| Hash of Block n-1 | Hash of Blockn | Hash of Block n+1 |

Figure (2.6): The interdependence of blocks [44].
B -Digital Signature

Digital signature gives a facility to associate a message with an
entity created from this message. It is utilized for providing
nonrepudiation and data origin authentication [36]. It is required to
authenticate the transaction when creating a transaction on the
Blockchain [32]. Additionally, it is generated via utilizing public key
cryptography. Public key cryptography utilizes a key that is a

collection of private and public keys [46]. Any user has a pair of keys
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(private and public). The private key is utilized for signing the
transactions. The digitally signed transactions are published over the
entire network [37].

The public key is broadcasted publicly to determine the digital
identity[38]. The typical digital signature is involved with two phases:
signing phase and verification phase [37]. The figure (2.7) below

explain digital signature scheme [47].

message message

N\, /

Private Key create signature verify Public Key

| Figure (2.7): Digital Signature Scheme [47]. |

C- Merkle Tree

The Blockchain based P2P network in which every peer should
have an exact copy of transaction that must be propagated and verified
over the P2P network. This is computationally expensive and time
consuming. A Merkle tree is utilized to summarize the transactions in
each block. This tree is an effective data structure, also named a binary
hash tree, which works on summarizing and verifying the large data
sets integrity [38]. In this tree, firstly, the inputs are located at the
leaves. Secondly, the values of the pair of children nodes are hashed
with each other for producing internal node value (parent-node) till a
Merkle root (a value that is single-hash-) is obtained [36].

Therefore, The Merkle tree is utilized that rather than sending
data only, the data hashed is transmitted and the receiver node
matching the hash value against the root [32]. This is accomplished
for freeing up the space of storage required to store the Blockchain on

the nodes [46]. Figure (2.8) shows an example of a Merkle tree [36].
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2.4.9 Type of Blockchain
There are four kinds of blockchain networks [48][49].

A. Public Blockchain.

A shared blockchain is a permission-less digital ledger where
everyone may enter and conduct transactions. It is a non-restrictive
variant of the ledger of which each peer has a duplicate. This also
ensures that anybody with an internet link may use a public
blockchain. The decentralized bitcoin network was one of the first
public blockchains to be made available to the general public. It
enabled everyone with an internet connection to conduct
decentralized transactions. Consensus techniques, including Proof-
of-Work (PoW), Proof-of-Stake (PoS), and others, are used to verify
the transactions. The participating nodes must do the heavy lifting,
like validating transactions, in order for the public blockchain to
function. A shared blockchain may become non-functional if it does
not have the requisite peers involved in transaction processing.

B. Private Blockchain.

A private blockchain is a blockchain that operates in a
restricted area, such as a locked network. It is just a permissioned
blockchain that a single person runs. Private blockchains are

suitable for usage inside a privately owned corporation or entity for
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internal purposes. Then will easily utilize the blockchain and
enable only chosen users to enter the blockchain network this way.
The company may also control the network's criteria, such as entry,

approval, etc.!

C. Consortium Blockchain.

A consortium blockchain (as well recognized as Federated
blockchains) is a novel way to address companies' needs that need
public and private blockchain capabilities. Any facets of the
organizations are made available through a consortium blockchain,
while others are kept confidential. The preset nodes in a consortium
blockchain monitor the consensus procedures. Furthermore, if it is
not accessible to the general public, it retains its autonomous
existence. Why can do it? A consortium blockchain, on the other
side, is operated by several organizations. As a result, there is not a
single centralized power at work here. The consortium seems to
have a validator node that will verify transactions and initiate or
receive transactions to ensure full functionality. The participant
node, on the other hand, will both receive and execute transactions.
In a nutshell, it provides all of the benefits of a private blockchain,
such as confidentiality, anonymity, and reliability, without relying
on a single entity to consolidate control.

D. Hybrid Blockchain.

While hybrid blockchain can tend to be a consortium
blockchain, it is not. There might, though, be any parallels
between them. A hybrid blockchain combines the benefits of both
private and public blockchains. It has applications in
organizations that wish to deploy the best of all worlds and do not

want to adopt either proprietary or public blockchain.
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2.4.10 Distributed Consensus

Consensus of distributed protocol is the cornerstone of the
Blockchain [28]. For reaching an approval on that transactions must be
inserted to the distributed ledger, the Blockchain utilizes the protocol of
distributed consensus [32]. The next subsections refer to the major

consensus models that exist today [41].
A. Proof-of-work (POW)

Ethereum and Bitcoin uses the POW mining process, which is still
utilized for several other blockchain technologies. It allows mining nodes
to resolve a difficult mathematical problem updated regularly and has been
decided upon by all miners. The block is sent to the blockchain network
after a node validates the transfers and solves the puzzle. Other mining
nodes search the block to see whether the submitter is telling the facts. The
block will be applied to the blockchain, and the submitter could indeed be
credited until the miners accept that it is valid. The agreement, in this case,
is focused on a plurality vote. As a result, faking is impossible until the
attackers have control over more than half of the mining nodes. The trouble
with this method is that it wastes many processing resources to solve the

mathematical puzzle [50].
B. Proof-of-stake (POS)

Proof of Stake: PoS, unlike PoW, would not necessitate the mining
nodes solving a computationally costly mathematical puzzle. Instead, a
pseudo-random process is used to choose the next block generator or
miner. The likelihood of a node being selected to build a new block is
proportional to its wealth or stake. To put it another way, the more capital
a node has, the more likely it is to mine a block. The miner is not rewarded

In the native version of PoS; however, the programmers are rewarded and
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punished depending on their success in the expanded versions. Selection
centered on the richest account could lead to a single account overseeing
all of the creations, resulting in an unequal allocation and even
centralization. As a result, two methods of node choice were suggested:
random node choice and coin age-based selection. Users who have not built
a block in the previous 30 days are qualified for mining in the coin age-

based process. [28].
C. Proof of Space (POSpace)

PoSpace is similar to PoW, but the puzzle necessitates a large
amount of room. By allocating the necessary storage space to conduct
mining, a miner proves its capacity to produce a new block. In other terms,
the mining node must have a great storage capacity rather than a high
computing capability. PoSpace has some theoretical and functional
Implementations; nevertheless, the requisite large memory space is an

obstacle, close to the PoW computing challenge [51].
D. Proof of Importance (POI)

Pol is a mining strategy that decides the value of a node depending
on the number of transactions and the node's balance. The more important
nodes are given a preference based on a hash calculation. Furthermore, for

the next block formation, the node with the top importance is selected. [45].
E. Practical Byzantine Fault Tolerance (PBFT)

Unlike others, is a consensus mechanism that does not rely on some
form of resource and instead depends on blockchain consensus focused on
the Byzantine fault tolerance strategy. First, a leader is chosen and decided
upon by the nodes in this process. The blockchain network's chief agrees
on transaction confirmation and releases a block to all network nodes. Only

when two-thirds of the mining nodes confirm a transaction is right is it
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committed to a new stack. Since the leader varies regularly, the strategy is

not considered unified. PBFT was demonstrated to be quicker than other

methods, but, owing to the resultant transmission overhead, it has

scalability problems, as described in [52].

There are also other types of consensus algorithms, for no room to

mention all of them. Only the most important and the most used ones are

mentioned. Table 2.3 shows a comparison of the types of consensus

algorithms.
Table 2.3: Different Comparison Mining Methods
.. Tolerated
aulialile REEEUIEES Randomness | Implementations Re_ward power of the
method needed miner?
adversary
High < 25%
POW computation No Bitcoin Yes computing
power power
PoS Wealth or stake Yes Ethereum No <51% stake
0,
PBFT None No Hyperledger No < 33'3/9 faulty
replicas
. i 50% token
PoSpace High memory No Permacoin Yes wealth
. Not 50% token
MoT Trustworthiness No implemented Yes wealth
0
Pol . Node No NEM Yes 50% token
significance wealth
Minimum T 0
block None Yes Bltco!n Yes 50% token
extension wealth
hash
0,
DPoS Wealth or stake Yes BitShares, Steemit Yes <.51 %
validators
. Hyperledger 50% IDs (33% if
PoET None timer Yes Sawtooth Yes BFT used)
. ) 50% TEEs (33%
PoA reputation-based No Aura, Clique Yes if BET used)
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2.4.10 The Difference between Blockchain and Linked List
Data of any kind can be stored within the blockchain network,
as the blockchain is linked lists, but there are simple differences
between them:
a) It cannot change or delete data in blockchain, but can edit it
in linked list.
b) It cannot re-arrange the blocks in blockchain but can do it in
linked list.
¢) It can only store ledger or receipts on blockchain, but it's not
the same in-linked list.
d) It cannot remove or add a block in the middle of a
blockchain.
e) Blockchain is single linked list, only different is the single
linked list holds data-type int. -float-string... etc. Blockchain holds
ledgers.

2.5 Important Tools

2.5.1 Node.|s

Node.js is an open source server environment that allows to
run JavaScript on the server; uses asynchronous programming to
eliminate waiting and simply move on to the next request; runs
single-threaded and non-blocking, and is very memory efficient. A
common task for a web server is to open a file on the server and

return the content to the client.
2.5.2 Truffle

It is a set of tools inside portfolios that help us manage the
linking process between the website and smart contracts, not
software tools, and it is widely used with Ethereum and makes life

easier.
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2.5.3 Web 3 (Meta Mask)

The terms "Web 1.0™ and "Web 2.0" relate to different periods
in the history of the World Wide Web as it progressed via different
technologies and forms. Web 1.0 refers to the time roughly between
1991 and 2004, when most websites were static webpages, referred
to as the "read only" version of the internet by some, and the great
majority of users were content consumers rather than producers.
Web 2.0 is centered on user-created content published to social
media and networking platforms, blogs, and wikis, among other
services, and is founded on the concept of "the web as platform."
Web 2.0 is widely thought to have started about 2004 and is still
going strong today; some refer to it as the "read/write" version of the

internet.

Web 3 is the next generation of the internet, focusing on
moving power away from huge tech corporations and toward

ordinary consumers.

Web 3 — sometimes known as "Web 3" or "Web 3.0” —is a
word you've probably heard a lot recently. It simply refers to the
internet's next generation, which encourages decentralized protocols
and strives to lessen reliance on giant digital corporations like

Youtube, Netflix, and Amazon.

The "read/write/own" phase of the Internet is referred to as
Web 3. Users may engage in the administration and management of
the protocols directly, rather than merely using free tech platforms
in return for our data. This means that individuals, not simply

consumers or things, may become participants and stockholders.
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MetaMask is a global community of developers and
designers dedicated to making the world a better place with
blockchain technology. The mission is to democratize access to the
decentralized web, and through this mission, to transform the
internet and world economy to one that empowers individuals
through interactions based on consent, privacy, and free

association.
2.5.4 Ganache

Ganache is part of the Truffle Suite ecosystem. It is a
program that can be downloaded from the Internet and installed on
a personal computer and works on Windows as well as Mac and
Linux operating systems. It contains an IP and a port, which makes
it a suitable working environment for the implementation of the

project.

2.6 The Criteria Used in the Evaluation
There is a set of criteria that have been selected to evaluate the

proposed system, despite the lack of evaluation methods for the
blockchain system being a recent system, but a set of these criteria

has been proposed, and will explain each criterion separately.
2.6.1 Time Complexities

It is the period of time that the programming code takes to execute,
and there are two methods for calculating the amount of time. The first is
to calculate the exact amount of time for each function or procedure that
performs a certain work, and that amount is fixed. This measure is used if
the proposed program uses one programming language. The second
method: calculates the time estimator for all the programming codes by
analyzing and designing the algorithms, and the output is in the form of a
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mathematical equation. The second method will be adopted because it will
be more accurate and also because the proposed system will be in more

than one programming language.
2.6.2 The Cost of Ethereum

It is the cost of designing, raising and building a website within the
blockchain network, as the blockchain network, when working on it, needs
a wallet, and any action that takes place within it will require funds to
complete the work. Therefore, will calculate the cost of building the site,
where the cost will be calculated first in the digital currency Ethereum, and
then convert the estimate into the dollar currency. There are two ways to
calculate the cost of Ethereum; the first: the cost of each block is calculated,
and the final cost of the exchange is calculated. One Gwei is equal to
0.000000001 ETH or 107-9Ethereum.And calculate total cost
multiplication Gwei will get the price in Ethereum [53]. The second

method is according to the yellow paper [54].
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Chapter Three

Proposed System



3.1 Introduction

The chapter three is planned as follows: section (3.2) explains the
Environment of proposed system, section(3.3) The mechanics of the
Proposed System and how to enter the list of journals, section (3.4)
Framework of Proposed System, section (3.5) The Architecture for the
building a detailed outline of the proposed system, section (3.6) presents
the details of the Algorithms used to implement the system. and in last
section (3.7) the Summary.
3.2 Environment of Proposed System

The basic idea of the proposed system is to build a website inside a
public blockchain network. This website includes most of the sites of
reliable scientific journals that the student needs. The site also contains
articles, research, and scientific books, as well as pictures and titles of
research and everything that can be included in the real website of the
scientific journal where it can be added to it, where The blockchain
network contains a number of blocks (nodes), and each node contains all
the transactions and information in the network. Thus, the process of
storing data in a decentralized manner and the process of modification in it
Is a impossible process because it requires modification in more than half
of the nodes in the network.

The website cannot be linked directly to the Blockchain network, as
the site must be linked to a server, and then the server should be connected
to smart contracts, (The contract is write the terms of the agreement
between the seller and the buyer at a third party, a smart contract is a
program or a transaction protocol which is intended to automatically
execute, control or document legally relevant events and actions according
to the terms of a contract or an agreement, Its aim is to reduce the need for
third party control, losses and fraud) by using web 3.0, and then linked with
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the Blockchain network, which is a group of nodes connected to each other.
Figure 3.1 explain the connection between the main components of the

system.

Smart Contract

T > u@
Website

f."\

\_\»

Blockchain

Blockchain Network

Figure 3.1 Main Components of the System
3.3 The Mechanism of the Proposed System

The goal of the proposed system is to protect the website from the
attacks that it is currently exposed to, as most of the current attacks, are
carried out through the site’s databases or the login , where most of the
attacks focus on account theft (username and password) or money theft
(PayPal or Visa) or ideas. Figure 3.2 shows how the data set is transmitted
within the parts of the proposed system. Therefore, the proposed system

consists of the following parts:
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Figure 3.2 The stages of data set passing through the system
3.3.1 Website

The process of building a website to include all the websites to be
protected and that have been agreed upon to protect them, the entire
website will be built inside the page, with the same real information as the
original website, and it will be save inside the blockchain network. As for
the sites that have not been agreed with and whose purpose is to increase
the length of the chain of the blockchain network (the longer the chain, the
more difficult the process of breaking the chain becomes and it takes
longer) The proposed system works with reliable scientific journals, so a
distinction must be made between reliable scientific journals and predatory
journals. This is done through a group of approved websites like
(https://www.scopus.com/sources.uri) or (https://beallslist.net/). Would
assume that the website that will be built is a reliable website, register
inside each website that wanted to protect with an official account (after
verifying the real site) and take the link to the website URL .As well as the
name of the website or journals and stored it in a database. With these

components (username, password, URL and title) fed them to the website
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that has been built and are stored inside the blockchain network, passing
through all the components of the proposed system.
This website in order to be linked to the blockchain network, needs to
communicate with smart contracts, which is the door to enter into the
network. The website cannot link directly to smart contracts for the reason
that the programming languages used to program websites do not have the
special functions to deal with smart contracts. Therefore, there must be a
mediator, and this mediator is Web 3.0.
3.3.2Web 3.0

It is a library have code that can send a request and receive data

between the website and smart contracts.
3.3.3 Smart Contracts

It is a fictional name for a part of the code that is stored on the
blockchain to be run by the blockchain transactions, which reads and writes
data in the blockchain database. It was chosen that the data be entered into
the blockchain network manually, because if it was agreed with the smart
contracts to withdraw this data from an external source, it is imperative that
all nodes pull this data independently for each node from the external
source (outside the blockchain network). There is not a guarantee that
every node in the network will receive the same answer as a result of
changing external data (journal dropping out of a particular category,
changing the name of the journal, etc.) with no possible way of sequencing
the differences. At the point in which there is a difference between two
honest contracts (mining nodes) about the state of the chain, the whole

system becomes useless or worthless.
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3.3.4 Blockchain Network

Ganache has been used as a blockchain network to store and
protect data is a group and series of blocks that are linked to each other to
form a chain. It is similar to the linked lists, but differs from them by
some features (can review the second chapter) and it has the ability to
store data inside each node of its nodes, the process of penetrating it is a
difficult process and requires time and effort Great because they are built
on the basis of different algorithms called consensus algorithms. These
algorithms eliminate attacks on half of the network nodes in order to
penetrate the network. Therefore, the longer the chain becomes, the more

difficult the process of penetration becomes.
3.4 The Architecture for the Building a Detailed Outline

of the Proposed System

The system that was created consists of four main layers. In this
section, a detailed explanation will be given of all the processes that occur
within each layer. Figure 3.3 represents the outline of the parts of the

system.
3.4.1 First Layer Websites Journals

The list of journals is the first data entered into the system as it
consists of (username - password- URL-title) in the case of the website
refraining from providing our service to it, as well as data (research title -
description - authors - cited by... etc.) in the case of the web site is satisfied

with our service offered to it.
3.4.2 Second Layer Website Record

All this data (list of journals) enters a processing operation, where

the data obtained from the refraining websites is arranged, link that appears
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at the bottom of the page, where the visitor can visit any website that was
added for the purpose of protecting it. The data obtained from convinced
websites is also processed by arranging the data and articles according to
the real website of the journals, and it can be followed up through the first
link, which is the page that was created within the blockchain network,
which organizes all the data and articles that have to protected, among this

processes are:
A. Check (Validate)

The website (journals websites) is being evaluated, and is it a valid
website or a predatory site or a hijacked site and then test if the URL

website is correct and working or not.
B. Compare

This website is compared with a special table of reputable journals
(pre-configured) (from the Scopus website or the clarivate website) and is
it a real website for the journals or a fake website? Are the journals

predatory or sober journals?
C. Generate ID

When adding each website, a special ID is generated for that
journals (title-URL-username -password) as well as the ID of the account
that made the addition (where the account that is reading or writing or
adding a new link is known through the ID) and in every addition process
a new ID is generated and thus There is no similarity to the network

identifier values.
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After performing the processing process, the list of journals goes to
web 3, which is the channel that connects the website with smart contracts
and transfers data from the website to smart contracts in case of writing
and from smart contracts to the website in case of reading. It also shows
the account (private key) that performs this operation (reading and writing)
on the website so that the blockchain network can know the validity of this
account and the approval admin node and miner nodes, as well as whether
this account has a wallet to pay the costs of the writing process because the
process of writing or modifying requires money (Ethereum, bitcoin) As for

reading, it does not require any expenses Arithmetic.
3.4.3 Third Layer Smart Contract

After that, the data is entered into the smart contracts, where when
entering it, several operations are carried out on this data and these

operations:
Create: Its usefulness is to store data within the blockchain network.

Read: This process pulls the data stored inside the blockchain and

then displays it on our website.

Write: This process inserts data from the website into the
blockchain network and stabilized it on the network and stabilized the
identifier who performed the writing process to be stored with the data
stored within the network so that the person who performed the writing

process is known.

Update: The process is similar to the reading process in terms of
pulling data from the blockchain network and displaying it on the website,
but it is not limited to this extent, but goes beyond that by modifying the
data and then sending it from the website to the blockchain network to be

stored inside it in the form that has been modified .This matter it is caused
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by several office functions and software codes between the website, as well

as the web 3 and smart contracts.
Delete: This process deletes data from the blockchain network

Find: This function searches within the blockchain network for a

word, term, or anything else.
3.4.4 Fourth Layer Blockchain

After that, the data is transmitted to the network, which is the last
station in which the data is settled, and it is called (Ethereum Network)
where every person who adds a website to the network must have a wallet,
which is the account that made the addition, and that any process of adding,
writing or modifying must pay money and each wallet (Account) Before
that can add must have digital money (Bitcoin, Ethereum,...). In the case of
reading, and do not need to pay money. Each wallet has its own (private

key) for each wallet.
3.5 Algorithms Used to Implement the System

In this section, the algorithm that are used to complete the system
will be presented, as shown in Algorithm (3.1), and this algorithm will be

explained.

Algorithm (3.1): Implementation of the proposed system

Input: Site Title, Site Link, Username, Password.
Output: Website build inside blockchain.
Stepl Setup parameter

Str «—— na /title
Str «——1i /link
Str «——us /lusername
Str «—pa //password
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Step2 Setup program like CMD write the path of the location of code.
Open Node.js
Truffle migrate-reset
upload smart contract to Ganache and delate the old.
Step3 Setup Convert Site.sol to Site.json
Build the Contract artifacts & generate .json file
Step4 Setup Run Ganache program
Start Blockchain Network
Step5 Setup Starting the server and open window
Npm run dev
Step6 Setup upload website it is the first website in the system
Load the Window
call the function Init // that start to load web3 and smart contract
Start init
Step7 Setup Return wallet
Return to the Web3
X = window Ethereum
Init web3 call x
IF x is Enable then
Return Error  // user denied account access.
Else
Load APP.web3provider(http://localhost:7545).
Step8 Setup Get the necessary contract artifact file and instantiate it
with
Get Site.json(data).
truffle/contract
Site artifact = data

Step9 Setup Set the provider for our contract
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http://localhost:7545/

App contracts Site = Truffle contract (Site artifact)
Step10 Setup Use our contract to retrieve and mark the adopted pets
App contracts Site set provider (App. web3 Provider)
Stepll Setup Return
Return load App
Stepl2 Setup Create Array
Create Array Site []
OUTPUT "Site Title:"
Na = INPUT ()
OUTPUT "Site URL:"
Li = INPUT ()
OUTPUT "Username:"
Us = INPUT ()
OUTPUT " Password:"
Pa = INPUT ()
Nextid =0
Foreach (i= Start_Location; i< End_Location; i++)
Sitelnformation (nextld, Na, Li, Us, Pa)
Nextid=nextid+1
Endfor
Stepl3 Setup Compare the Title and URL link of website with the
table
IF Title && URL not match then
Return " fake website "
Else
Stepl4 Setup That library can write, update and delete in Ethereum
Call experimental ABIEEncoderV2
Write in array Site []
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Read from array Site []
Delete from array Site []
Find in array Site []
Update in array Site []
ENDIF
Step15 END

The algorithm used is the algorithm for creating a website within the
blockchain network, where start by opening the program Node.js and
writing instructions inside it .After creating a website and it became
possible to enter the websites to be protected into the system, must first
make sure that the website to be added to the system is a real website or
not, and whether it is the real site of the journals or a website for a predatory

journals and bears the same name as the real journals.

This data will be entered through the (Web 3) channel to the smart
contracts on which the processing process need is carried out, whether it is

(reading, writing, updating, etc.).

After that, the information comes out from the smart contracts to the
blockchain network. Here, in this section, the Ethereum platform was used,
which uses the POS algorithm, which is one of the consensus algorithms

used by the many blockchain networks.

The miner commits the currency (stake) he has to the blockchain
network to get an opportunity to mine. A chosen random miner with a stake
validates the block transaction. If a miner cannot commit to the stake, the
miner can join a stake pool to participate in the mining. In POS, the miners
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are also called forgers. A Miner gets paid a transaction fee for successfully

validating a block in the POS system.

POS system introduced the Ethereum 2.0 standards-based POS
algorithm (Casper two) to solve the Byzantine General problem (BGP). In
this, a two-thirds majority is required among the nodes to reach a

consensus.

In POS, security is easier to achieve because a half stake is a vast
amount for a single entity to lose if the malicious activity miner is caught
in the blockchain. Double spending is still possible where one who has half
of the stake can do malicious spending. The same technique of approving
and validating transactions before committing to the blockchain will help
mitigate this attack. Algorithm (3.2): pseudocode of a Proof of Stake
[Chapter Two Section 2.4.10.B].[54]

Algorithm (3.2): pseudocode of a Proof of Stake (Randomized block

selection) mechanism:

INPUT: Block header (prev_block hash), target value, forger_pool
Output: Fixed size valid block hash: Block_hash
//Select forger with particular target value
Init c=0
Array selected node[size_of forger pool]
For every forger | in forger_pool
//compute hash value from previous hash value of block and forgers's
private key
Compute H = SHA256(prev_block_hash, private key)
hit_value = substring (H,0,64) //extract initial 64 bits as hit value
//Compare hit value with target value

If (hit_value <=target_value)
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Then selected nods[s]=forger

Set c=c++

End if

End for

If(size(selected_node)>1)

Then

For every node n in array selected node

Calculate difficulty level of every node

Return node f as Forger whose difficulty level is maximum
Grant block write permissions to node f

End for

Else if (size(selected _node) =1)

Grant block write permissions to selected _node

Else

Return false // wait for either other nodes to became forger or adjust
target value

Stop
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Chapter Four
Implementation and
Evaluation, Analysis of

Results



4.1 Introduction

In this chapter, the proposed system will be implemented and
transformed into a viable system, and then the evaluation of results of

the system built within the blockchain network will be evaluated.

In this chapter, the proposed system will be implemented, as section
(4.2) simulation parameters, as section (4.3) explains the tools that
were used and why they were used, in section (4.4) the obstacles that
faced the project and how they were resolved? And in section (4.5)
System implementation stages. And in section (4.6) Calculate time

complexity. And the last section (4.7) work evaluation.
4.2 Simulation Parameters

The proposed system is executed in HTML, CSS, JavaScript and
solidity using a laptop computer. The examinations were performed on
the processor Intel(R) Core (TM)i7-4510U @ 2.00GHz (4 CPUs),
~2.6GHz 64-bit operating System, and Memory 8192 MB RAM.

4.3 implementation Tools of Proposed System

Among the most important tools that were used to implement this

system are:

4.3.1 HTML, CSS, & JavaScript

HTML provides the basic structure of sites, which is enhanced and
modified by other technologies like CSS and JavaScript. The website
was built using this simple language instead of other complex and more
advanced programming languages to demonstrate the work force in

protecting the website from attacks.
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CSS is used to control presentation, formatting, and layout.
JavaScript is used to control the behavior of different elements.
4.3.2 Node.|s
Node.js is a program that can be downloaded from the website
as in Figure (4.1A) and when it is installed on the PC. It contains all
the JavaScript libraries. Any developer who develops a function in
JavaScript will upload it to this website. Figure (4.1B) shows the
interface of writing to node.js while writing the instructions inside
it. where it is written by CMD.
A file request is handled in PHP or ASP in the following way:
1-Sends the job to the file system of the computer.
2-Waits for the file system to open and read it.
3-Returns the client's content.
4-Ready to take on the next task.
A file request is handled in Node.js in the following way:
1-Sends the job to the file system of the computer.
2-Ready to take on the next task.
3-The server returns the content to the client when the file system
has opened and read the file.
npm is a command for JavaScript, it allows to install any library
inside JavaScript, example:
npm -v
This instruction comes in the version.
npm install (name of library) /g
g: global.
This library can be downloaded to your personal computer.
There is a library that makes an account to make a blockchain and

an account in the Ethereum currency.
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Figure: 4.1A Website of Node.js Figure: 4.1B Window of Node.js
4.3.3 Truffle

Framework, which is a set of folders arranged (classified) for the
programmer to use to program smart contracts using Ethereum Structural
truffle, Figure (4.2) have the important folder in truffle.
build —inside» . json
contract —inside» .sol  solidity
migrations —inside»>  .js JavaScripter

Figure: 4.2: Truffle contains
It has a set of injunctions, a set of which have been used:
Truffle compile: This injunction will be used in the case of creating new
smart contracts for the purpose of creating an image of a contract in the
formula json.
Truffle migrate: This injunction is used for the purpose of uploading
smart contracts on the Ethereum network. This injunction must be
implemented whenever update the code inside the smart contracts. Delete
the migrate and make a new one.
Truffle console: This injunction is used to open truffle development where
it gives a CMD console and from which | can do development.
Npm run dev: This injunction is used to start the server and open the
website (Proposed System).
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4.3.4 Meta Mask

It is an electronic wallet through which the exchange process takes
place, and it is a gateway to the applications of the blockchain. It can be
obtained as an extension with a browser or as an application on the mobile.
It is a solution to the problem of trust between the two parties ( user &
blockchain network), and it is considered a safe way to connect to
applications built with the blockchain, and it is considered a key safe and
entry Security, a token wallet, and everything a person needs to manage
digital assets. Where it can be linked with the server of the blockchain
network after creating an account inside it via the private key and placing
electronic money (Ethereum) inside the wallet to be used in the completion
of the programming process. Where in every process of adding information
(node) to the blockchain network or modifying it, money will be required,
as well as when uploading the code, and in every case of testing the code,

it will need money. Figure (4.3) MetaMask in the browser.
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4.3.5 Ganache

Ganache is part of the Truffle Suite ecosystem. It is a program that
can be downloaded from the Internet and installed on a personal computer
and works on Windows operating systems in addition to Mac and Linux.
Where it contains IP and a port, which makes it a suitable work
environment for the implementation of the project. It can also be linked to
truffle through the file it owns (truffle -config.js) where IP is placed and
the port in the program ganache. It can also be viewed quickly, to see the
current status of all accounts, including their addresses, private keys,
transactions, and balances. It can be used to deploy contracts, develop
applications, and run tests with quite easily.

The other feature of choosing it is a free program, where when
building the system, then need to perform several tests, and the cost will
become large if a program that requires costs when testing is used, and can
wait until the smart contracts become free from defects to be deployed by
paying the costs. It is also characterized by the speed of completion of the
process, as it is considered one of the fastest platforms built with

blockchain technology, as there are no obstacles hindering the process

inside. Figure (4.4) Ganache platform.
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4.4 System Implementation Stages

The first step before starting the process of implementation is to
configure the server (Ganache) after its installation and put the settings (IP
and Port) of the program and keep the server open during the execution
process.

The second stage is going to (MetaMask) and create an account
(wallet) where got the private key and then completed the procedures for
creating the account and put digital money (Ethereum) inside it to be used
when run tests or implement the program because every test process or
implementation of any work inside The program requires a referral to this
portfolio and the execution will be paid. Figure (4.5) explains how to create
a wallet in MetaMask.
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Figure (4.5): Steps for Great Wallet
The third stage of implementing the system, open a program
(Node.js), and, using CMD directives, write the path to the folder
containing the program'’s code in order to reach it, and then write the first
directive (truffle migrate --reset) that uploads smart contracts to the

blockchain network. (See 4-3-3) After that, write the instruction (npm run

60



dev) that runs the server and opens the first Internet website, which is the
site registration website.

After opening the website, the communication channel will be
opened web3(MetaMask) in which a wallet was previously created.

For the purpose of registering the website of a new journal into the
system, it is first: to verify the link of the scientific journal to be added to
the program and whether it is a solid or predatory journal through solid and
recognized websites. Second: Register within the journal's real website
with the username and password so that can verify the real website if
another website comes and claims that it is the real website after registering
the first website.

The first website contains four fields for registering a new journal
website:

Site Title: It is the field in which the title of the journal is written.
Site Link: It is the field in which the journal link (URL) is written.

Username: It is the field that writes the name of the user that was
previously registered on the real website of the journal.

Password: It is the field in which the password that was previously
registered on the real website of the journal is written.

Then will press the button (Register My Site) where the wallet is
opened inside (MetaMask) and according to the figure (4.6) shows the
Ethereum of withdrawn funds in order to add a new website to the network.
After pressing (Confirm) to confirm the payment process, the information
and the website will be uploaded to the blockchain network.

61



B Gooo | B Gooo | M Inbor | N Perap | & sqim: | @ block | Iy Whet | W Free! |[E] Bwet @ 81 x By Gooo | Bk Gooc | & Theh | G How q’Me\aMaskNoﬁﬁ(a;on- [F=mrE

C @ localhost:3004 e w §:Lovalivt 4
M Gma Pyl B Transiate EarthiinkTelecom U.. &5 home —Shabakaty < Paraphrasing Tool 8 EmpowerStudents.. [ Scopus preview - § ‘ . Account 4 c 0x75A...2220
. [
New address detected! Click here to add to your
Journal Articles
Welcome please enter the follwing information to register your website. http://localhost:3004
Site Title X75A...2220 : CREATE @
University of Babylon P
[ s
Site Link ‘ DETAILS DATA HEX
hitps:/www.uobabylon.edu.ig |
EOIT
Username
i 0.00370966
mustafa hussein@student uobabylon. edu.iq f::mudgus o i
0.00371 ETH
Password Site suggested Max fee: 0.00370956 ETH
0.00370956
2 2 H'H Total
it The Ethereum needed to complete the addltlcln 0.00370986 ETH
Amount + gas Max amount s
fee .0037: ETH

Our Trusted Website

),

'Flgure 4. 6) Add New WebS|te to the System

After registering the website, will be going to the server (Ganache)

where it appears on the (Blocks) page, the number of blocks (nodes) in the
chain, as well as the date of creation of each node and the amount of
(Ethereum) needed to create it.

On the (Transactions) page, the account that added it and the public
key that sent and received it will appear. Figure (4.7, A-B) shows the page

of blocks and transactions within the server Ganache.
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FROM ADDRESS

:

E

E

Figure(4.7A): Blocks Figure(4.7B): Transactions

In order to find out where the website is stored in the program, they
will be at the bottom of the website’s registration fields, where they will
show us the link of the journal that was registered with the rest of the
journals that were previously registered. Where the journal title appears, as

well as the journal link, and when click on the journal link, it will take us
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to the actual journal website. Figure (4.8) show the location of store the

website.
IQ Goo: 'Q Goo: vrv, Inbo v’\‘ Para) 'E.L sqim Te block vh v\\v Free VE 8 we 'Q Goo v:\ Goo: v_ The vs How v() How vll Univ ve B xw%
€ C O localhost:3000 e @6 0 ¢t M » O Q (L)
L] Pyl S ho 3 ] [sc]
Username
Passwort d

Our Trusted Website

My Journal University of Babylon ieee

Link: htty

Figure (4.8) the location of websites

The first box has its title (My Journal), where when clicking on it, it
will take us to the second website of the program, which is the website of
the scientific journal website that was created within the Blockchain
network, which contains within it scientific research and published articles,
where each research consists of the title of the research and then the authors
And the description about the search and the last search, the number of
views for this search.

And at the bottom of each search there is a button (Publish) where
when press it, it will open the wallet and withdraw funds to complete the
process of adding this search to the Blockchain network and make it never
adjustable. The (Publish) button becomes a word (Success) and is hidden
as in the figure (4.9).
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Blockchain Technology Overview

Authors: Dylan Yaga, Peter Mell, Nik Roby, Karen
Scarfone

Description: Blockchains are tamper evident and
tamper resistant digital ledgers implemented in 2
distributed fashion (i.e., without a central repository)
and usually without a central authority (i.e.. a bank,
company, or government). At their basic level, they
enable a community of users to record transactions
in a shared ledger within that community, such that
under normal operation of the blockchain network no
transaction can be changed once published. This
document provides a high-level technical overview of
blockchain technology. The purpose is to help

Blockchain technology: principles and
applications

Authors: F Xavier Olleros and Majlinda Zhegu
Description: The digital transition of our economies
is now entering a phase of broad and deep societal
impact. While there is one overall transition, there
are many different sectoral transformations, from
health and legal services to tax reports and taxi
rides, as well as a rising number of transversal
trends and policy issues, from widespread
precarious employment and privacy concerns to
market monopoly and cybercrime. They all are fertile
ground for researchers, as established laws and
regulations, organizational structures, business

Blockchain Technology Overview 1

Authors: Dylan Yaga, Peter Mell. Nik Roby, Karen
Scarfone

Description: Blockchains are tamper evident and
tamper resistant digital ledgers implemented in a
distributed fashion (i.e., without a central repository)
and usually without a central authority (i.e., a bank,
company, or government). At their basic level, they
enable a community of users to record transactions
in a shared ledger within that community, such that
under normal operation of the blockchain network no
transaction can be changed once published. This

document provides a high-level technical overview of

blockchain technology. The purpose is to help

readers understand how blockchain technology models, value networks and workflow routines readers understand how blockchain technology
works. works.

Cited by 1218
Cited by: 495 Cited by: 495
Publish

Publish

B Figure (4.9) Second Website (My Journal)

4.5 Evaluation System

4.5.1- Evaluation by Previous Scientific Studies

This system was evaluated based on the study conducted by (Cyber
Security Cloud, Inc.) in the first half of 2021[61], as well as the annual
report of (Positive Technologies Application Firewall ) for the year
2018[62].Where in the first study, our new system will avoid more than
90% of the existing attacks, as it will avoid ( Blacklisted user agents, Web
attack, Web scan, SQL injection, Brute force attack).As for the second
study, it will avoid (SQL injection, Path Traversal, Cross-Site Scripting,
Local File Inclusion, Information Leakage, Brute force ) that reach 82% of
avoiding these attacks. Figure (4.10) the illustration of the percentage of

each type of attack on websites.

1% 6% 27%
Blacklisted user agent 2018 B saL Injection
= Web attack 2% B Path Traversal
2% B Cross-site Scripting
= Web scan
5% B Local File Inclusion
SQL injection 7% B Information Leakage
= Brute force attack 8% B 0s commanding
Traversal attack B Brute Force
. o B Remote Code Execution
= Cross site scripting
B Denial of Service
Dos attack B server-Side Template Injection
Spam Mail Other
N% 14% 17%
m Other

Figure: 4.10 Percentage per attack on websites for the years 2018
and 2021
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This work’s key contribution is to show how a permissioned
blockchain framework such as the stapes of the proposed to secure website
using blockchain techniques which are represented by (Preparing website,
Extract data, Build blockchain, Embedded the blockchain and Verify the
system) as it works to build a website from scratch to the end of the website
within the blockchain. Then check the strength of the system, as it was
noted that the website built inside the blockchain is less vulnerable to
penetration and intrusion than the same website if it was built using
traditional methods.

Where it has become possible to avoid many of the attacks of the
regular and common websites, which represent more than 80% of the
attacks against websites in the past few years, which were mentioned
previously because the website has become built inside the Blockchain and
not by traditional methods where a database type was not used SQL to save,
read and modify data inside it. Also, not use PHP to design the interfaces
of the page, and thus avoided many of the attacks that websites are exposed
to at present.

Likewise, would did not use a central server and network, as by
having hacked the main account, the system would have been hacked. A
decentralized system was used, where penetration of any node in the
system will not affect the system, but the different node will be isolated,
and removed from the system. Also, our system does not only protect
websites in a new way, but it has grown as a science seeker's guide to
websites (scientific journals) to avoid fraud.

4.5.2 Security Analysis:
A- SQL Injection
In the system that was implemented, no type of database was
used, especially SQL where the website (frontend , backend) was
built inside the blockchain network, as well as storing all the
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D-

information and site data inside the network, where it was used
as a storage method, thus avoiding this type of attack
permanently.

Cross-Site Scripting (XSS)

In the system was used blockchain and to solve this problem,
the blockchain is used, which has security features through the
concept of decentralization and through consensus algorithms,
which can eliminate data changes made by hackers and make
improvements to them. Where when hackers make changes and
steal data, they will be successful first. But it is actually not so
because blockchain uses a decentralized concept that utilizes a
consensus algorithm where all transactions will be equalized on
every blockchain network data manipulation efforts are useless.
It only succeeds in this except for attacking all nodes of the
network .

Man-In-The-Middle
In the system was used blockchain and the blockchain has

block hashing that can be used to close the weaknesses in the
authentication process. The hashing mechanism converts data
during the authentication process from a plain text form to
encrypted data by converting the data into an encrypted block
where the prohibited data cannot be read in order to ensure the
security and confidentiality of the transferred data.Where
previous experiments have proven that the blockchain will end
this vulnerability and the result will be zero.

Phishing and Spear Phishing
In the system was used blockchain and blockchain solve this

attack because the nodes within the blockchain network are for

people and this person can announce his real name or all personal
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information can be hidden, so the process of accessing him or
guessing his geographical location or their full names and
personal files is very difficult, so the process of accessing People
within the blockchain network are a complex process.

On the other hand, the process of hacking the blockchain
network in this way is impossible because one node will be
hacked and not more than half of the network will be hacked.
When matching, this hacked node will be excluded and then
deleted from the network. Machine learning and artificial
intelligence can also be used to detect and respond to phishing
and blocked.

Brute Force
In our system, the blockchain was used, and since the

blockchain does not use the user name and password, but rather
the public key and the private key, the algorithms used for the
private key, are more complex as the length of the private key
(256 bit) is longer than any password and takes a very long time,
up to
(437,406,288,614,505,779,110,880,159,598,765,432,098,765,4
32,098,765,432,098,765,432 ) years If quantitative computers
are used.

If calculate the time, then will need to hack one private key
and our performance on our private machine (see 4-2) it is said
that your performance is 9 million BTC-addresses per second,
i.e. approximately 2723 BTC-addresses per second. Thus, brute
forcing will take 27160-23 = 27137seconds! | guess it is more
than a septillion (10724) years.

If adjust the formula considering a private key is a 256-bit

number, it would take around 27225623 = 27233 seconds.
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4.5.3 Time Complexities

When looking at the code that was written in page(index.html) and
page(login.html) to build a web site, the time complexity when calculating
it is ® (1) which is the same in the normal case; so, they are equal.

By calculating the time complexity of the (main.js) program, which
contains functions, loop, and direct directives, its complexity is
(x+Q(n)+6n).x 1s constant.

Time complexity of the (Site.sol) program is (x+3n).

When add all that ® (1) + (x+Q(n)+6n) + (x+3n) well be equal
Q(n)+xn. That time complexity for the system is very good it about ® (n),

figure (4.11) diagram showing the time complexities of each function.

@ Time Complexity
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Figure: 4.11-time complexities for function

The time complexities of building a website using the traditional
methods are equal to the time complexities of the proposed system because
the steps of writing the code to build a web page are the same. but the

difference will be in time for the proposed system because if the length of
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the chain within the network increases, the time will increase for the
process of creating a new node, whether adding New site or update the

current page.
45.4 The Cost of Ethereum

To calculate the cost of Ethereum in relation to the dollar, must know

the following things:
GAS It's the amount of money needed to complete a transaction or run a
node on the Ethereum blockchain technology.
Gwei is a portmanteau (a blend of words) of giga and wei. Gwei is a
denomination of the cryptocurrency ether Ethereum. One Gwei is equal to
0.000000001 ETH or 10”-9 Ether.
In Ganache the GAS Price =20000000000 = Wei.
Going to website (https://eth-converter.com/) to calculate the Ethereum
where Gwei = 20, then the Eth = 0.00000002. Figure (4.12) show how to
calculate Eth.
In Ganache in page Blocks will be add all GAS USED = 3068901.
Eth* Gas Used = 0.00000002*3068901= 0.06137802 Eth [63].
The cost in Dollar = Eth * 1954.68

= 0.06137802* 1954.68

=119.9670227712 $
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Figure 4.12 The Cost Calculated Ethereum
And if it is compared with another usual method that is widely used
today in most websites, which is the (Transport Layer Security) TLS
method, the cost of protecting a website for a full year may amount to more
than $268, which is a high cost compared to our new system. Figure (4.13)

explain the cost of used TLS to secure website in one year.

m 1 year 326800 / year =

A For 2-year and longer plans, J
you'll need to request and install a
free reissue each year.

Industry policy limits public TLS/SSL

S‘[e certificates to 1-year maximum D 3
validit

Confi L out

certiff

2years  $254.60 /year  $26.80 /iotal ¢
3years  $250.13 /year  $53.60 /iotal ¢
YO! 4years $247.90 /year  $80.40 jiotal
5years  $246.56 /year  $107.20 /tota

6 years 324567 / year 31 34.00 /tota

Prices reflect 1 standard website URL per
certificate

Subject alternative names (SANs) and wildcard URLs
cost extra

Included with all Multi-vear Plans

AA & order.digicert.com ¢

Figure 4.13 The Cost of TLS
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455The Most

Important

Criteria between

the

Implemented System and the Second Research in the

Related Works

Table 4.1: Criterion between proposed system and save ideas

NO Criterion Proposed System Save ldeas
) decentralization
Blockchain o ] )
1 ) Authentication of transaction Time Stamps
properties o
validation
2 Blockchain To secure website To secure ideas
o _ socioeconomic
3 Interest Scientific properties o
characteristics
4 Test Take mor than 10 attack Take only one website
5 On line No yes
Table 4.2: Criterion between proposed system and SXX
NO Criterion Proposed System XSS
. decentralization o
Blockchain o _ decentralization
1 ) Authentication of transaction )
properties o consensus algorithm
validation
2 Blockchain To secure website To secure 10T
3 Interest Scientific properties scientific and economic
4 Test Take mor than 10 attack Take only two
5 On line No yes

4.6 The Obstacles Faced the System and How to Solve

Them

A-The first problem: that was encountered in the project at the preparing

and extract stage is when looking at a website, will all the data on the

website be taken? And what is the important data (hue data) in the website

that can distinguish the website from others? Will the real website owner

be satisfied with the services of the new system?
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The main idea of the project is to protect the website, so take had all
the information on the website, and to do this, the website must be re-
designed with the same previous (real) design within the blockchain
network if the real website owner is convinced of the new system. If the
website owner is hesitant or not convinced of the new system, will take all
the components of the website using a program (code) prepared for this
purpose that pulls everything that appears on the screen from the website
(frontend) and as in Algorithm (4.1), pseudocode to scrape data from
website that has been completed Executing it, it pulls all the information
on the website and puts it into the database of each type separately, so that

the website can then be created again within the blockchain network.

Algorithm (4.1): Python scrape data from a website:

INPUT: Website that want to scrape it
Output: Sort data from website each type separately
// This program calculates data from the website and

puts them in a database, each according to its type.

Function create database (Argument one)
Calculate the data from the web and puts it in a database.
Return an error creating the database.
Function Scrap website (Argument one, Argument two)
Insert into products (title, description, price, review)
Values ($, $, $, $)
Insert the URL of website. // Like https://www.msn.com
Returns the values of the four variables, each according to
its type and location on the website.

In the main function

72


https://www.msn.com/

Open control panel of website (username, Password,
IP) and put them in CX.
Loop
If CX name = true
Print database
Call Create database
Print database successfully
CX.database = CX
Else
Print ERRER
CXis closed
Exit
If table name = true
Table Description
loop
Print Table
Call Scrap website
Print already exists
Else
Print Error message
CXis closed
Else
Print ok
Stop

This work requires effort and a long time, and to avoid that, and in
order to facilitate the work and speed up the completion of the project,
have begun to take what is the important information on the website (hue
data) that distinguishes this website from other website, provided that this

information taken from the owner’s website is not convinced so far of the
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project. Taking the first information is the URL that distinguishes each
website since no two websites share the same URL. Then taken the website
address and it is very important information so that the browser on the
website can know the websites (journals) that have been added. And taken
(user name and password) where login to the real website with a specific
account (user name and password) and thus became part of the login
registration for the website to be protected, and thus ensure that the website
that was registered with is the real website and not another website,
Another website came to the system and claimed that it was the desired
website. Algorithm 4.2 shows how to add (Title, URL, Username,

Password) to the inside of the blockchain network.

Algorithm (4.2): add new website:
INPUT: Build Website
Output: Add New Website to Blockchain Network

// This program it takes the (username, password, URL

and Name) order to be added to the blockchain network.

Function handle-reg (username, password, URL, Name)
Take the data to be stored within the blockchain network.

Return ID how do save.

iNt «—— name Ihtitle

int «—— link /ITURL

int «—— username /lusername
int «—— password //password
int «—— siteinst /Ivariable

Call function getaccount (error, account)  //Return error or account.

If the result error
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Return error.

Account=0

Siteinst = instance.

Return siteinst and create (username, password, URL and Name) ,
ID.

Load window on the host.
Else

Return Error.

Stop.

In the event that the owner of the website is convinced of the idea of
the project, will build all the website (Front end & Backend) within the
blockchain network, which is a complete security source for the electronic
currency and has proven its worth, and on the one hand, the process of
penetrating it is almost impossible, as it requires hacking half of the
network nodes to control the network, and on the other hand that most of
the attacks on websites focus on the database and login, and did not use the
usual database SQL or Access to build backend, but it was stored inside
the blockchain nodes and the login were used for the private key (wallet)
and not the username and password. Algorithm (4.3) shows the

construction of a website inside the blockchain.

Algorithm (4.3): construction of a website inside the blockchain:

INPUT: code in java script * .js
Output: code can deal with smart contract *.json
// This program converting code from a language that

smart contracts can't handle to one that it can handle.

Call experimental ABIEncoderVV2  // That can write in blockchain.
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Call function Site
Take the data to be stored within the blockchain network.

Return ID how do save.

int «—— name Ititle
int«—— link I/URL

Int «—— username /lusername
int «—— password //password
int«—— ID /Ivariable

Array Sitelnformation [] = site
Call function Create // write in blockchain
taken username and password of wallet.
give URL of website.
Sitelnformation [ 1D, name ,link, username ,password]
Set ID=ID++
Call function read (ID, name ,link, username ,password)
Call function update (ID, name ,link, username ,password)
Call function destroy (ID, name ,link, username ,password)
Call function find (ID, name ,link, username ,password)
For every item in sites.length
if sitef x]=1D
return ID
Else
return site does not exist.

Return Site.

Stop.

B-The second problems: that were encountered in the phase of building
the blockchain, smart contracts are built in language solidity and web 3 is
built in language JavaScript in another language. How can called function

built in other a language?
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To solve this problem, it is necessary to use a protocol (a language that
talks between two different things) that goes to the smart contracts and then
analyzes them and converts the smart contracts files from (site.sol) to
(site.json) and thus it will give me a file with the same name but with a
different extension. The website is built in the JavaScript language that
works on the client, i.e. on the personal computer. When registering a new
website, the fields (Title, URL, Username, Password) will be filled in to be
sent to the smart contracts, which are shown in language solidity. It is not
possible, so will send it to the web 3. Web 3 is also built in the JavaScript
language, so it must understand the creation function in language solidity,
what its inputs and outputs are in order to deal with it. Therefore, this
protocol must be implemented (which is instruct truffle-migrate-build
where it goes to a folder called contracts and extracts the first contract that
analyzes it and makes it (*.json) and so on for all contracts) to convert
site.sol to site.json and thus get the output of json code that can be dealt
with by web 3 and gave it a clear picture of the create function. If only the
address is given as input, an error will be returned in the input.

Therefore, on page main.js at line 34, when loading site.json was
loaded, not site.sol. And the library truffle contract in line 37 passed the
data that was fetched from json that Web 3 was able to recognize, and so it
can now understand from the language solidity. Algorithm (4.4) Call

site.json.

Algorithm (4.4): Call site.json:

INPUT: code in java script * .js
Output: call code write in .json

// This program will be call the code in .json not .js.

Call initContract function // convert code from *.js to *. json.
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This function will convert the code write in java script that not know

smart contract to code can know smart contract it and will be .json.
Call site.json

Return website.

Stop.
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Chapter Five
Conclusions and Future

Works



5.1 Conclusions

After the process of designing and building websites within the

blockchain network for the purpose of protecting it from current website

attacks, it is concluded that a set of important points:

1-

A website is built within the Block blockchain network for the
purpose of protecting it from attacks. This process is not done in
the traditional way, as it was previously, where the language Java
Script had dialog with the language PHP through a group of links,
and the latter was connected with the database. Since PHP has a
Driver it gives the IP of MySQL, and if MySQL exists with the
language PHP and put Localhost 1P=172.0.0.1. After that the
username and password have put, and then the name of the
database.

In our method, only IP and Port were used, and Web3 was
used to access the blockchain network.
In the current system, the website is protected from the attacks it
is currently exposed to, which largely target the database and
login records, where different types of attacks have been
addressed, for example (SQL Injection, Cross-Site Scripting,
Man-In-The-Middle, Phishing and Spear Phishing) and thus it
became possible to store data in places that are safer and more
stable in terms of attacks.
If this system is worked on and developed in the future, will get
rid of these types of attacks that are currently recognized, as more
than 85% of these attacks have been avoided, and will witness
the emergence of a different type of attacks due to the lack of
effectiveness of these attacks on the new system.
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4-

The cost of creating a site and uploading it on the blockchain
network may not be high if compared to the usual traditional
methods currently used in our present time in terms of cost and
performance where traditional methods protect data and work on
encrypting it and leave the external structure unprotected and its
cost is high, it may reach $250 for one site for a year One, while
the cost of building and raising one site within the blockchain
network reaches $120.

The time complexities of building a website are the same because
they are the same steps and codes for building a web page, either
in the traditional way or in a way according to the proposed
system. but the difference will be in time for the proposed system
because if the length of the chain within the network increases,
the time for the process of creating a new node will increase,
whether adding New site or update the current page.

The use of blockchain platforms on websites will speed up the
use of funds faster within the website. Because a connection to
the blockchain platforms requires creating a wallet with digital
currencies and the process of referring to them is faster, while
accessing the regular pages does not require an account that
contains funds for that when using an account Bank or credit
card, the normal page will crash to match the card account, and
Is there money in it or not? This time difference is very important

in the future.
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5.2 Suggestions for Future Works

Throughout this thesis, several topics have been identified that might

further provide significant support in the field of network security systems,

such as:
1_

One of the most important future work that must be worked on is
building our own Blockchain network, which is appropriate in
terms of material cost by launching a local digital process for this
purpose and suitable for work in terms of management, because
it is an excellent method for protecting, preserving and
transmitting data. While maintaining the features and
characteristics of the blockchain network. It can also be a
platform for students to benefit from for scientific and research
purposes instead of the existing foreign platforms.

It is possible to exploit the properties of the blockchain for the
purpose of protecting the servers and infrastructure of the state or
its institutions to protect them from attacks or intrusion and
tampering with them because the blockchain is characterized by
a highly efficient protection method.

After building a special platform for the blockchain and
launching a local digital currency to manage it and protect the
internal servers of the country or institutions using the
blockchain, it has become possible to protect all the sites of the
country and institutions and build these sites within our
blockchain network. Will reduce the time and effort spent
between state departments.

The proposed system can be used after its development as a basic
system for a university or any scientific institution, where each
teacher or person will have an official account and when a person

saves his information or scientific ideas in his personal account,
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the date of preservation will be recorded with it, and it will be
hash and preserved and recorded in his name, thus preserving it
from intellectual theft.

5- The proposed system can be modified to suit the work of the
Ministry of Education in saving exam questions from dropping
out, or saving the results of the completed stages and preserving

them from loss or manipulation.
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