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Abstract 

A blockchain is a shared distributed database or ledger between computer 

network nodes. A blockchain serves as an electronic database for storing data 

in digital form. Therefore, it is important to keep an eye out for blockchain 

applications that are used in a variety of industries, such as healthcare services 

and their capacity to respond to dangerous situations, the Internet of Things 

(IoT), a network of interconnected smart devices, and voting as technology 

influences democratic institutions. 

Network Function Virtualization (NFV) is considered to be a hopeful 

technology for supporting blockchain with many features like flexible 

networks and intelligent equipment. NFV decreases the expenses incurred on 

the maintenance and operation of assets that are generated through expenses, in 

addition to capital expenditures based on the isolate the physical devices from 

the main tasks executed by that equipment. The prominent challenges in NFV 

are the processes of transition, vendor compatibility, network management, 

rapid growth, and security. 

Blockchain-virtualization is a critical problem. The larger a blockchain 

gets more significant and grows, the more vulnerable it gets. Then turning it 

into a virtual approach to reduce this vulnerability.The unsolved issue of slow 

transaction speed is emerging as a main problem in the blockchain network. 



 

iv 

 

A new approach for virtualizing blockchain work based on NFV with 

automated execution of smart contracts among virtual nodes cloud-based is 

proposed. That began with building a private blockchain and then applying The 

NFV to its functions.  Many issues have been addressed by combining NFV 

with blockchain such as ( cost, scalability, and speed of execution), which has 

resulted in the creation of virtual nodes, along with smooth engagement among 

them and the administration of transactions among nodes and clients, 

suggesting optimal network administration. The proposed system has been 

applied to Amazon Web Service (AWS). 

The suggested work shows indicate that a throughput of up to 20% has 

been obtained by applying NFV, accompanied with a speed of implementation 

of up to 50%. Furthermore, hardware expenditures are minimized, and a secure 

environment is finally often used to protect the system against virtual threats. 

Through a confidential file-sharing infrastructure, a private blockchain is 

established to overcome the security issue. Various institutions could use this 

private blockchain. To effectively encrypt the files, a significant technique that 

considers a significant portion of the field of cryptography is used. The other 

assures that the files are only accessible by the recipient. 



 

v 

 

In addition, compared to Ethereum with FTP (File Transfer Protocol), a 

reasonable velocity was attained during transmitting the data. After that, smart 

contracts were created to facilitate file transfers among nodes. 

Finally, presented an approch having a licensed blockchain-NFV to 

handle and reserve the Electronic Health Files (EHF) the report of the patients. 

This technique ensures transparency and specifically immutability, which are 

necessary for protected administration and storage, guaranteeing a technique 

that is well organized jointly concerning doctors and patients additionally, 

optimistically, bringing regarding revived confidence in the general health 

scenario. Also, the requesting purpose is that our profession may present to 

achieve a velocity of the blockchain system to EHF and encourage different 

discussions with health organizations to completely utilize the possibility of the 

mentioned technology. 
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CHAPTER ONE 

GENERAL INTRODUCTION 
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1.1 Introduction  

NFV refers to a technology created with the important purpose of 

accelerating the distribution of modern network servicing in the telecommunication 

field. NFV's major goal is to expand its future evolution aims. A closer 

examination of the communication environments these days shows that it is rather 

crowded with many different proprietary hardware devices. The launching of a 

new network service demands the insertion of different hardware entities on 

account of the available space, causing much more hardness as its complication 

increases[1].  

NFV is a new approach to many operations in the network like scheming 

and deploying, in addition to supervisory control network services through 

disconnecting the hardware of network from the services or all other functions 

which work inside them. The NFV has a clear duty which is replacing the 

hardware-centric devices by software implemented CPUs which are executed on 

typical servers [2] [3]. 

The major aim of NFV is to convert the functions of the network into a 

virtualized manner such as proxies, load balancers, firewalls, routers, or any other 

network functions that are implemented into stable hardware [4]. Such virtual 

network functions may be implemented in servers and hardware resources like 

computation, storage, and networking hardware, which are seen as a joint resource 

collection. They may migrate or be instantiated in several positions within the 

networks depending on the job imposed on the network. It covers the running of 

functions in software which may present its service on industry-standard servers 

with no need for the inauguration of modern entities [5].  

Blockchain is regarded as an adaptable choice for building a secure platform 

due to its characteristics, such as the data traceability and resistance of tamper. It 

has been broadly supposed that besides its utilization in economic services (e.g. 

Bitcoin), blockchain may also be executed in application-oriented situations [6], 

[7]. A blockchain is considered to be a distributed ledger, like a database, but 

instead of being managed through a central authority (i.e. a company like Google 

or Small organization ), the record is divided over various computers, which can be 

placed all across the world and run by anybody who has an Internet connection. 
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For decades, blockchain network gained a great reputation through ledgers 

that non-changeable in a distribution format along with platforms for independent 

data-driven planned. Introduced through the popular venture cryptocurrency 

project „„Bitcoin‟‟ [8], the blockchain network was basically utilized as the 

essential spine of a public, distributed ledger system to prepare asset transactions 

based framework of digital symbols within Peer-to-Peer (P2P) servants. 

Blockchain networks, particularly the ones utilizing open-access systems or 

policies, are characterized by their essential features of disintermediation, public 

approachability of network functionalities, and tamper-resilience [9]. 

A smart contract is a significant managed factor in blockchain-enabled 

applications as it offers the capability of automatic control [10]. The secure 

medium led through blockchain is tightly bound to processes through executing the 

smart contract. Implementing blockchain-enabled resolutions is an anticipated 

technical route for supporting cloud computing. 

In general, cloud computing can be described as the services that include 

devices and programs linked to a network of servers [11]. In essence, cloud 

computing is a philosophy and design concept for computer architecture. It is far 

more complex but yet lot simpler than traditional computing architecture. The 

fundamental idea is to keep the Hardware, Operating System, and Applications 

independent from one another. By utilizing virtualization technology, the program 

can simply be moved automatically to another server in the event of any 

malfunction or virus attack, such as one on the operating system, as opposed to 

shutting down the entire system.  

The main aim of the dissertation, a new method is offered to virtualize the 

work of the blockchain based on the NFV with auto work of the smart contract 

between virtual nodes based on cloud computing. By blending NFV with 

Blockchain, all of the above-mentioned challenges have been overcome by moving 

to software environments through creating virtual nodes, as well as smooth 

interaction among them and managing the transactions between nodes and clients, 

indicating ideal network management. According to the suggested work, using 

NFV has resulted in throughput gains of up to 20% and implementation speeds of 

up to 50%. Additionally, by using NFV, a high throughput has been achieved with 

the time difference. In addition, the costs of the hardware are eliminated and 
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eventually a secure environment is used which distances the system from virtual 

attacks. Also, provide a one-of-a-kind example that uses a licensed blockchain-

NFV to manage and store patient Electronic Health Files (EHF). This method 

ensures transparency and, more precisely, immutability, which are required for 

secure administration and storage, ensuring a well-organized system that involves 

both doctors and patients, and, hopefully, restoring confidence in the overall health 

situation. Our profession may also present to obtain a speed of the blockchain 

system to EHR and promote different dialogues with health organizations to fully 

employ the potential of the stated technology, according to the requested purpose 

 

1.2 Literature review 

The literature review consists of the many work of blockchain and its 

applications and NFV with its applications. An aggregate of many scopes of 

application were determined. A comprehensive discussion of the related outcomes 

is discussed in the subsections. 

 

1.2.1 Blockchain with Applications 

The benefit of utilizing blockchain the find solution to many of the financial, 

community, and governmental challenges faced by the world, in addition to 

mentioning in detail the major applications and services of blockchain in 

developing countries. It illustrates how blockchain has the ability support boost 

transparency, construct confidence and improve transaction capacity [12]. 

The blockchain contains different implementations outlying beyond the 

environment of alternative currencies and far exceeding finance. This investigation 

attempts to answer how the implementations of Blockchain technology are 

managed [13]. 

The Blockchain system as a technology that has the perfect ability supply a 

powerful cyber security difficult situation solution and a elevated class of privacy 

security. blockchain supporters claim that consider  technology is secure due to its 

design. In a blockchain systems , third parties are no necessity to keep data [14]. 
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The problems of the existing supply chain such as transmission connection 

problems among vendors are handled. Also, they suggested a new ideal of the 

supply chain through blockchain where whole the partners of the supply chain 

keep each of their transactions inside the blockchain to guarantee more elevated 

security [15]. 

A smart agribusiness network security system that depends on the private 

blockchain. Issues of a surveillance communication frequency of packages via 

utilizing a darknet to avert DDOS (A distributed denial of service) attacks and 

IoT(Internet of  Things) sensors to observe farms and agriculture [16]. 

Blockchain technology promises to overcome concerns with trust and enable 

a trustless, secure, and authenticated system of information exchange for supply 

networks' operations and supply chains. The new supply chain implementations are 

moving away from blockchain and toward a broader concept of distributed ledger 

technologies. The logic behind existing and potential applications of blockchain in 

supply chains and logistics offered [17]. 

Some of the disruptive developments that are predicted to affect financial 

services as a result of quick technological advancements have been studied. Also 

covered are virtual currencies, the origins of Bitcoin, and a description of 

blockchain technology, including its definition and significance. The regulatory 

obstacles to the implementation of this innovative technology are briefly 

mentioned in the article. Many decision-makers are trying to evaluate how likely it 

is that the adoption of bitcoin (or other cryptocurrencies) will spread throughout 

their individual countries. Laws and regulations may be encoded into the 

blockchain itself, he claimed, making them automatically enforced. In other 

circumstances, the ledger can serve as legal proof to access [18]. 

A systems tried to reduce energy exploitation by limiting the interest of 

whole the hubs through the network based on placing a property of focus on the 

idea of fair reward diffusion that isn't supposed in general cryptocurrencies [19]. 

A distributed system of Antimalware database management using a proper 

blockchain that works on enhances the security of the system via creating 

transmitted malware evasion of program. blockchain may ensure more satisfactory 

information administration in the absence of a third party [20]. 
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1.2.2 NFV and Virtualization 

Both a transaction model and a blockchain customized for NFV are 

provided. A flexible and straightforward modular architecture is offered by BSec-

NFVO to secure orchestration. created a working prototype of BSec-NFVO for the 

Open Platform for Network Function Virtualization (OPNFV) using a modified 

version of a consensus protocol that is collusion-resistant in the typical situation. 

The findings demonstrate that BSec-NFVO exhibits stable performance as the 

number of consensus participants rises and incurs little overhead for the cloud 

orchestrator [21]. 

An opinions on applications that issues comprehensive survey on NFV 

introduced, which begins from the introduction of NFV motivations. They clarify 

the principal theories of NFV in terms of terminology, calibration, and history, and 

how NFV deviates from the common middlebox depend on the network. Then, the 

official NFV structure is presented utilizing a bottom-up strategy, depending on 

which the identical utilized problems and answers are also demonstrated. Lastly, to 

quicken the NFV deployment and dodge traps so far as potential, they view the 

difficulties met by NFV and the stream for future trends [22]. 

A wide survey on NFV platform configuration, investigation only goals 

existing NFV platform applications. He starts with an architectural design of the 

regular source NFV platform and offers his taxonomy of current NFV platforms 

based on the primary object of design. Next, completely examines the design space 

and develops the implementation options every structure opts for [23]. 

There are contribution goes in two directions. First, they present a general 

survey of the hierarchical communications system managed through a primary 

computer NFV ecosystem, including a wide range of techniques, from low-level 

hardware speedup and bump-in-the-wire offloading ways to high-level software 

speedup clarifications, which includes the virtualization mechanism itself. Second, 

they conclude principles concerning the design, improvement, and process of 

NFV-based deployments which reach the elasticity and scalability demands of 

current communication networks [24]. 

An architecture subsequent a top-down way, It is split into many interactive 

layers, application layer (e.g. services like OSS (Operation Support System)), 
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control layer (i.e. SDN (Software Defined Network)) controller with distributed 

operating system), and infrastructure layer (i.e. switches and gateways IoT) [25]. 

A pattern for strong security and network execution administration 

suggested. Also, exhibit a use-case to develop a special MVNO (Mobile virtual 

network operator) virtualized, that can facilely be extended and scaled for large 

capacity traffic and a number of users. Additionally, consider the diverse 

ingredients and put many enabling factors of MVNO networks and supply a 

benefit-cost analysis of utilizing MVNO [26]. 

A survey of the two types, highlighting their important highlights and their 

association was performed; to give a comprehension of the two perfect types and 

how they resolve different subsets of the many problems of system versatility [27]. 

A method for deploying a virtual firewall function in addition to a virtual 

routing function to reduce network costs offered . The evaluation's findings have 

shown what follows: (1) Installing a packet filtering feature, which is a component 

of the firewall feature, in the sending-side region can also cut down on unnecessary 

routing processing and transit bandwidth usage, which lowers the cost of the 

network. (2) The amount of network cost reduction is enhanced in proportion to 

the volume of packets filtered by the sending-side area's packet filtering function. 

(3) The effectiveness of statistical multiplexing in lowering network cost s 

increases with the bandwidth cost relative to the cost of the routing function. (4) 

The proposed method would be capable of deploying the ideal solution in roughly 

95% of the cases [28]. 

The virtual distributed ledger technology (vDLT) is a service-oriented 

blockchain system with decoupled management/control and execution. According 

to their QoS needs, including confirmation latency, throughput, cost, security, and 

privacy, vDLT services and applications are divided into many groups. The current 

"blockchain-oriented" DLT systems have given way to the newest "service-

oriented" DLT systems in this paradigm shift. Different QoS requirements are met 

through sophisticated schemes, such as categorization, queuing, virtualization, 

resource allocation and orchestration, and hierarchical architecture, which were 

influenced by the evolution of the old Internet. Additionally, smart contract 

management/control and execution are separated to provide QoS provisioning, 
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enhance decentralization, and speed up vDLT evolution. Virtualization enables the 

dynamic creation and operation of many virtual DLT systems with greatly 

differing properties to support various services and applications [29]. 

 

1.2.3 Blockchain Applications in Healthcare 

The technological and social obstacles depending on SHS via investigating 

state-of-the-art specialist opinions presented. Additionally offering a blockchain 

depends on the SHC (Student Health Center) structure to supply inherent security 

and solidity of the system. Finally, they addressed the problem of honest access to 

medical data [30]. 

A numeral of ingredients measures essential parameters regarding the human 

body such as blood pressure, etc. automatically with all mentioned the information 

is kept at locations protected based on suggested security algorithms. Finally,  

handheld important issues by addressing the smart model to discover illnesses, 

measure essential health parameters, and immutable repository [31]. 

An explanation of the future direction for healthcare data in the blockchain 

presented. Also provides an overview of the framework and interior functioning 

and protocols for addressing heterogeneous medical data. Finally, addressed the 

problem of the electronic medical record storage administration system [32]. 

Many contributions regarding using blockchain systems in clinical data 

sharing are suggested. First, they investigated the conditions of the Office of the 

National Coordinator for Health Information Technology (ONC) and their 

influences on systems that rely on blockchain technology. Second, they propose 

FHIRChain, which blockchain-based decentralized architecture that emulates 

FHIR data interoperability standards and is prepared to satisfy ONC demands 

through encapsulating the Health Level 7 (HL7) Fast Healthcare Interoperability 

Resources (FHIR) standard for shared clinical data. Third, they present a 

decentralized application that depends on FHIRChain utilizing digital health 

identities to certify parties in decision making. Finally, they loved the problem of 

permissioned clinical data sharing [33]. 
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A “vaccine blockchain” system that relies on blockchain in addition to 

machine learning technologies is improved. The system is developed to backing 

vaccine traceability and may utilize to handle the troubles that regard to the 

vaccine production. Further, the benefit of machine learning in this system will be 

practical and useful advice or suggestion to fortification practitioners and 

beneficiaries, permitting them to select more acceptable immunization approaches 

and vaccines. Finally, addressed the problem of vaccine surveillance and 

traceability system [34]. 

A paradigm of telemedicine system utilizing blockchain systems for the 

healthcare of the village population and patient data security suggested. Using this 

model will enable people to control many issues like medical data security, 

economically, socially, and technologically. Finally, addressed the problem of a 

telemedicine system for protected data storage and trustworthy medical care [35]. 

 

1.3 Problem Statement 

1. Blockchain virtualization is to reduce (cost ,scalability) and remove the 

miner term . 

2. The larger a blockchain gets more significant and grows, the more 

vulnerable it gets. Then turning it into a virtual approach to reduce this 

vulnerability. 

3. The unsolved issue of slow transaction speed is emerging as a main 

problem in the blockchain network. 

4. Another significant issue network carriers are faced with is how to easily 

migrate from the actual network infrastructure to NFV-based solutions. 

5. Proof of work demands effort on the part of the users this problem is due 

to a hash being integrated with another hash into every transaction. 

6. Virtual Blockchain could ease interoperability of electronic health Files. 
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1.4 Dissertation Objectives 

The purpose of this work is to develop the private Blockchain architecture and 

employ the NFV in the Blockchain environment. The subsequent aims are 

suggested to perform the research purpose: 

1. Constructing a private network that involves all procedures and structures of 

blockchain to be able to guarantee the security of transmitting various data 

and consequently shield these data against attacks. 

2. Constructing NFV from scratch and applying it in the blockchain 

environment. 

3. Get the virtual functions such as key distribution, distributed ledger, and 

hash function of blockchain depending on cloud services.  

4. Get virtual nodes based on Constructed NFV. 

5. Apply the virtual functions to healthcare systems. 

 

1.5 Contribution 

The contributions of this dissertation are observed in the following: 

1. Construct a virtual private blockchain that is used for various data 

transmissions, such as images and text files. 

2. Apply double encryption in private blockchain network. 

3. Improving the structure of the blockchain systems via the utilization of 

double encryption algorithms, such as RSA and hash function algorithms. 

4. Apply NFV to the private blockchain system (on three functions of 

blockchain key distribution, hash function , and ledger). 

5. Building auto smart contract that aims to automatically carry out, manage, or 

record legally significant occurrences. 
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1.6 Limitation 

 Blockchain attack 

We wouldn't employ the 51% of attacks that occur when the majority of a 

network colludes against a small number of participants on the proposed system. 

 

 AWS cost 

The important problem in AWS is the cost, which we cannot work continuously 

with this incubator, as it requires large amounts of money if the reservation is 

annual. In addition, we cannot deal with files of large sizes, because the larger their 

size, the greater the demand for storage, and thus we need an increase in the cost. 

 

 Ledger 

 The suggested technique applies the dissemination of data (images, pdf 

files), but makes an effort to disseminate additional data such as audio and video. 

 

 NFV Security  

NFV offers a number of new network functionalities, but it also creates a window 

for additional security threats. By its inherent nature, software is less secure than 

hardware. From a security perspective, routers and firewalls on specialized 

hardware are more difficult to breach. Attacks known as Distributed Denial of 

Service (DDOS) are significantly more likely to target software. The platform 

needs to be protected from ongoing dangers that could overwhelm the network. A 

hypervisor can offer virtual machines (VMs) a high level of isolation, so if one VM 

contracts a computer virus, it may not propagate to other VMs. 
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1.7 Dissertation Layout 

The remains of the Dissertation chapters are described in the following: 

Chapter Two: Contain background and summary of the blockchain technology, 

NFV, AWS, and Consuses algorithm.  

Chapter Three: Explain the construction of private blockchain, suggested the 

unique architecture of blockchain, and a new architecture for the healthcare 

system. 

Chapter Four: This chapter explains the results and investigations that have been 

acquired based on the proposed technique. 

Chapter Five: Shows the work's conclusions. Also, it offers different future work 

suggestions. 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

CHAPTER TWO 

THEORETICAL BACKGROUND 
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2.1 Introduction  

Blockchain is a technology that allows an individual or any party to transfer 

assets of value to another person safely and without the interference of any 

intermediary. A blockchain is a series of records or static blocks of data, and it is 

managed by a group of computers not owned by any single entity [36]. Blocks of 

data are secured and linked together using coding principles [37]. 

The blockchain network is independent, and not subject to any central 

authority. Because it is basically a shared and immutable record, and the 

information in it is open and available for anyone to view. Hence, anything built on 

the blockchain is inherently transparent. Also, blockchain transactions are free and 

have no direct cost [38]. 

NFV is a method that presents a characterized that is targeting network 

services to virtualize, such firewalls [28], in another term “the separation of 

network functions from exclusive hardware devices” and utilizing those functions 

as VMs NFV utilizes Information Technology (IT) virtualization approach to 

virtualize networks toward building blocks that rump connects or joining to 

provide exchanging of information services [40].  

Furthermore, NFV increases and enhances the network function in addition 

to the supervisory control of networks, which have traditionally been run on 

proprietary hardware. These services are packaged as virtual machines (VMs) on 

commodity hardware, which allows service providers to run their network on 

standard servers instead of proprietary ones [41].  

Cloud computing is one of the technologies that involve the transfer of all 

processing in addition to the storage space of computers to the cloud for a server 

device accessible through the Internet [42]. IT programs are transferred from 

products into services. Therefore, this technology help to remove the issues related 

to the development and maintenance of IT issues faced on behalf of the company 

that makes use of it.  

Thus, the aspects that are given most attention are the use of such exclusive 

services, and the cloud computing infrastructure that relies on advanced data 

centers to make big storage area available for users [43].  



13 
 

2.2 An Overview of Blockchain Technology 

Blockchain is an actual revolution in the world of financial trading. It even 

extends beyond that field to be a thorough technology which can be used as the 

base for generating a complete technological system such as the Internet system 

that is dealt with nowadays. The blockchain technology is dependent on a peer-to-

peer system [44]. The transactions occur among users of this technology without a 

third party. Being a decentralized technology, nobody has the ability to control the 

operations that occur via it: no government agency or company could take part in 

the management or regulation of the course of work. Every transaction is secured 

with a digital signature, sent to the recipient's "public key," and signed utilizing 

sender's "private key." The owner of a cryptocurrency must demonstrate ownership 

of the "private key" in order to spend money [45]. To exemplify, if Bob sends 

some data to Alice, no one will be able to know Bob nor Alice, because the people 

in the blockchain system are simply represented by codes, as shown in Figure 

(2.1). 

 

Figure 2.1: General Process of Blockchain 
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Blockchain is a straightforward and innovative method to push through data 

between two persons or entities in a completely automated and secure way [46]. 

One of the parties generating the transaction via generating a block which is 

confirmed via thousands, possibly millions, of computers, and distributed 

throughout the network. Then, the verified block is added to a stored chain within 

the network, which creates a unique record linked to other records. For a single 

record to be falsified, the entire series has to be falsified on millions of computers. 

This is practically impossible [47]. 

In a technical perspective, a blockchain is just a chain of data blocks, hence 

the term "blockchains". The terms "block" and "chain" in this context refer to 

digital information (a block) stored in a public database (a chain). 

The blocks that make up a blockchain consist of a set of digital data. It can 

be viewed as a ledger that contains a collection of information related to specific 

financial transactions. Once a block is completed, a new block is started to be 

opened, connected to the former block, and then attached to the chain. A block is 

permanent; once formed, it can in no way be altered or changed. Block can 

generally be divided into two parts [48]. 

Block header: The header is made up of several components, such as the software 

version number, the previous block hash code, the block registration date, 

transaction amounts and other information, as shown in Figure (2.2). 

Block body: The block body contains all the transactions installed in the block, in 

addition to information about the people involved in the transactions. Instead of 

using real names, transactions and purchases are recorded using a digital signature, 

which is more like a user name, and requires no personal information.  

Each block contains its own hash code that distinguishes it from the rest of 

the blocks; this code is composed of a long string of letters and numbers for 

example (0000000ddjyd6d6d87q2bnc024bs023g29ls73). Single block storage 

capacity can be up to 1MB of data. This means that a single block can hold many 

thousands of transactions. A blockchain may also consist of millions of blocks. 

It is possible to compare regular banking transactions with blockchain 

transactions. A blockchain is similar to a bank transaction record, as a block can be 
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represented by a single transaction that an automated teller machine confirms, for 

example, after a user withdraws an amount of money from it. When a block stores 

new data, it is added to the blockchain that consists of a series of interconnected 

blocks. There are several reasons why blockchain is admired by many people [49]:  

• Decentralization: it is not a property of one entity. 

• Unchangeable: no one can alter the data inside it. 

• Transparency: anyone can track the data within it. 

 

Figure 2.2: Blockchain Structure 

In light of the reasons mentioned above, a number of characteristics and 

advantages of blockchain technology can be pointed out. Being a technology 

which is nobody has control over is considered one of the most appealing features 

of the blockchain technology. As it has a decentralized system, it is denoted that 

this technology is not the property to anybody but rather the ownership of the 

actual users of this technology. Supporters of blockchain, and digital currencies in 

particular, argue that governmental (or government-related entities such as banks) 

have no right to control people's money. They state that the people themselves 

should have the authority and the right to conduct monetary transactions without 

the need for an intermediary, thereby supporting a  mechanism which helps 

decrease money transmission fees to the minimum. 
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Another feature is the scale of security and privacy provided by this 

technology [50], which is relatively good. Despite the fact that traditional financing 

systems owned by banks and governmental entities do have a certain level of 

privacy and security, however, their systems are vulnerable to breakthroughs as 

they have the risk of being penetrated. Penetrating blockchain systems is somewhat 

impossible, as this would require the alteration of the information and data of 

millions of devices that are distributed all over the world.  

As for the last feature, since blockchain users are dealing with digital 

currencies, this technology guarantees a high level of secrecy and privacy. The 

users are only referred to as encrypted codes within the system, and no one has the 

ability to uncover any piece of private information concerning other users. Also 

can be traced back to the fact that this technology is managed through a 

decentralized system. 

However, blockchain technology itself is not contentious, has operated 

without a hitch for years, and is successfully being used for both financial and non-

financial applications in the real world [51]. Yet, no one can deny that blockchain 

technology in general is a technology that deserves attention as it imposes itself, in 

one way or another, onto the global stage, and cannot be ignored under any 

circumstances. 

Concerning the future predictions for this technology, the scene is not completely 

blurry. In fact, there are several signs regarding the blockchain technology that can 

be used to clarify the scene, as follows:  

 Digital currencies are recognized by many countries, especially Bitcoin. There 

are many large countries in the world that have begun to adopt Bitcoin as a 

recognized currency, including the US, Australia, and the Netherlands. 

 Facebook, in cooperation with many other companies, announces the launch of 

its digital currency: Libra. (Libra is not a traditional digital currency like other 

digital ones, but it is a digital currency of a special nature behind which many 

large companies and institutions stand). 

Briefly, the blockchain technology refers to a modern revolution in the 

world of IT which has the ability to resist different circumstances and eventually 

evolves and expands its uses. The number of users is increasing noticeably, and 

this is a significant indicator of its development possibilities in the future such as 
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smart contracts and other uses that may grow to be essential in everyday life. 

Blockchain can simply be described as a system that carries a new view of old 

things. 

 

2.2.1 Blockchain Concept 

As has been mentioned before, decentralization is one of the basic concepts 

on which the blockchain technology depends, as the system depends on a group of 

nodes, each computer or server in this system represents a node that performs 

several tasks such as storing transaction information, the timing of its occurrence, 

and the addresses of the blocks connected to it. By keeping several copies of the 

financial transaction file in different nodes around the world that anyone can 

access, there is no longer a need for a trusted third party to act as an intermediary 

to manage transactions between people. 

The application of blockchain involves a total of six layers [52]. At the 

present time, blockchain is of rather high complexity and requires years to develop 

become more simplified and comprehendible. It is necessary to divide the 

blockchain into several technical layers, as follows: 

● Application Layer: The mission of the application layer is to develop 

blockchain solutions to be used across various applications and industries. 

● Models Layer: The task of models layer is to facilitate smart contracts, as it 

is responsible for creating work flows and determining the manner through 

which the users interacts with the system. 

● Contracts Layer: While the model layer deals with the workflow, the 

contract layer deals with the contract itself. Given the financial ramifications 

to the undefined or well-executed contract layer, much attention should be 

paid for ensuring the correct issuing of contracts, free from any potential 

vulnerabilities. 

● System Layer: The system layer includes of the basic components required 

for maintaining the blockchain itself, like the consensus protocol and its 

associated sub-systems. 
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● Data Layer: The data layer is responsible for managing the information that 

is stored on the blockchain, both inside the transmitted chain and the data 

base (off-chain). 

● Network Layer: The network layer in blockchain network topology features 

P2P networking, client connectivity, connectivity strategies, and user 

behavior. 

The important step that should be taken into consideration to accommodate 

the direct effects of regulatory and commercial [53]. Blockchain application is the 

understanding of its architecture. Since the blockchain is a part of the information 

technology, an information technology architecture can be provided. This consists 

of three layers as shown in Table (2.1), in a sequential form, each of which 

complements the other. 

Table 2.1: Blockchain information technology architecture. 

Upper Layer It refers to the blockchain application. This layer is the final 

output to the work as a service presented by the developer that 

uses this environment. 

Middle layer blockchain ledger distributed ledger technology (DLT). 

Distributed ledger technologies are very popular. One of the 

technologies that fall under the protection of DLT is the 

blockchain based upon which it is constructed. 

Down Layer Hardware of the blockchain. The network of the blockchain is 

indicated via the many nodes which depend on the 

computational power to add a strong footprint. It is 

characterized by applications to participate in the consensus 

(confirming and saving transactions of that particular 

blockchain). 

 

2.2.2 Work Blockchain technically side 

Blockchain is a network of devices that communicate with each other and 

communicate using a peer-to-peer network, meaning that the operations between 

them take place without an intermediary. The blockchain operates in a distributed 

log system [54]. 

That is, a record containing all transactions that occurred on the blockchain 

network from the beginning of its inception is shared, meaning that any data 
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transmissions that occurred on the network are saved in this record, and the record 

is shared with all devices on the blockchain network. Furthermore, every device on 

the network It is called (node) which has an updated version of the transaction 

history that contains all the previous transactions. 

Thus, if the first party wants to transfer or send data to a second party, a 

broadcast of the request is made on the blockchain network (the request is sent to 

all devices on the network) in order to verify the process to ensure that the first 

party owns the data that it wants to send [55]. Through the devices on the 

blockchain network, where each device on the network reviews the record that it 

has to ensure the availability of data with the first party, where each device reviews 

the previous transactions of the first party in the record, and if it finds that it has 

previously received the intended data. In this case, the first party owns the sent 

data, and therefore the transmission process is agreed to be completed. 

All operations that take place simultaneously are encapsulated in a new 

block and added to the block chain Figure (2.3), the update is sent to all devices on 

the blockchain network, thus the existing record on all devices becomes updated. 

 

Figure 2.3: Blockchain Technology work [56]. 
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2.3 Network Functions Virtualization (NFV) 

NFV is an idea in network structure that separates hardware and network 

missions utilizing virtualization mechanisms [2]. Through virtualizing whole 

classes of network physical device functions toward modular systems, NFV 

reaches more inclusive scalability in the collection of physical devices that are 

interconnected via links. These are utilized to switch information among the 

devices in addition to computing services which are that considered a cross-

discipline that includes both the science and technology [5]. 

NFV uses common server-virtualization techniques such as those distributed 

in enterprise-class IT, however, it is unparalleled. The use of hardware devices 

through various network functions is unimportant to virtualized network function 

(VNF). Alternatively, one or more VMs could deploy distinct manners and 

software on the switches, Standard High Volume Servers (SHVS), or cloud 

computing infra-structure that has the ability to include VNFs [57]. 

Depending on the interpretation of the European Tele-communications 

Standards Institute (ETSI), the main objective regarding NFV is to convert the 

direction in which network operators design networks through developing the 

principle of IT virtualization approach. This will merge numerous network tools 

into industry-standard like giant-sized servers and switches. In addition to the 

storage that may positioned on the data center either within the network or in the 

end-customer building. NFV swap the hardware devises (black boxes) still 

predominate the built-up foundation of networks [58]. The following sections 

present the architectural features of NFV, as well as, their reliability and 

availability. 

 

2.3.1 Architecture of NFV 

 NFV provides an open architecture with a lot of resilient options for 

deploying NFVI solutions. The ideal infrastructure or architecture of NFV is made 

up of three particular layers: NFV infrastructure (NFVi) – with regard to 

equipment and services of cloud to perform network applications, Virtual Network 

Functions (VNFs) – application program which is responsible for providing a 

particular network job (such as routing, authorization of access to data, and mobile 



21 
 

core),  and Management Automation and Network Orchestration (MANO) which 

possess the capacity to turn network parts or components in the issue of hours 

instead of months and permits to move in dexterity [59]. However, it may cause 

some forms of disorder within the virtualization and NFV process, thereby 

indicating the necessity for proper management at an early stage as highlighted in 

Figure (2.4). 

 

Figure 2.4: NFV Architecture [60]. 

 

2.3.1.1 Virtual Network Functions (VNFs) 

VNFs can be described as a function that is executed using software based 

on the infrastructure of NFV. VNF can be implementing onto numerous VMs, each 

of which ought to be supervised via a module referred to as the Element 

Management System (EMS). This is considered after the design of the VM-

instance and its configuration, control, performance of security, and achievement 

of implementation. The EMS is assigned fundamental information that is necessary 
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for Operations Support Systems (OSS), and implements the administration 

functionality for a VNF-instance [61]. 

 

2.3.1.2 Management and Orchestration (MANO) 

The MANO operating field involves the orchestration and lifecycle 

administration of physical and software resources. MANO has three items that 

form the infrastructure virtualization and lifecycle administration of VNFs, 

whereby the focus is on total virtualization-particular management missions that 

are needed  in the NFV framework [62]. The Virtualized Infrastructure Manager 

(VIM) is a job bulk of the MANO working field which is in charge of the 

following things: controlling, managing and monitoring the NFVI count, the 

storage, and the resources of the network. This functionality reveals that VNF 

Managers and NFV Orchestrators are given the capacity to deploy and manage 

VNFs. It also assigns the same job to the hypervisors and controllers in the NFVI 

[63]. 

 

2.3.1.3 NFV Orchestrator (NFVO) 

This aspect is based on various Virtualized Infrastructure Managers to 

implement the orchestration of NFVI resources which generate whole Managers of 

the VNF, and it is in charge of the management of the lifecycle of VNF instances. 

NFVO reacts together with the NFV exterior module (OSS/BSS) to provide an 

initial policy-based layout, in addition to its administration abilities. Furthermore, 

several models of network management service deployment are run along with 

VNF packages [64]. 

 

2.3.1.4 VNF Managers (VNFM) 

The VNF manager is responsible for the administration of VNFs. They react 

with both EMS and VNF to obtain an appropriate provisioning and initial layout 

administration. The life process of VNF-instances are managed from VNFM via 

initializing, scaling, modernizing, and finishing the VNF instances. Each VNF-

instance must be solely related to one VNF Manager [65].  
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2.3.1.5 Virtualized Infrastructure Managers (VIMs) 

These entities run the orchestration through managing the NFV 

infrastructure resources. The VIM is interested in some aspects that belong to the 

control of NFV infrastructure resources such as computations, storages, and 

network resources. There is more than one functionality provided by VIMs, such 

as specifying, improving, and releasing NFV infrastructure resources, as well as 

managing how the resources are associated [66]. 

 

2.3.2 NFV Reliability and Availability 

As has been mentioned above, the Network Function Virtualization 

dissociates network missions from dedicated hardware accessories and executes 

missions of the network in the virtual approach via software programming. In 

addition, it provides flexibility in terms of scaling the Service Function Chain 

(SFC) orchestration [67]. Despite the fact that the dynamics and elasticity of VNF 

improve the defense against attacks like DoS [68], the software virtualization 

context of VNF additionally leads to a list of security problems,  vulnerabilities, 

and another malware types like backdoors, causing VNFs to become more weaker 

to attackers [45]. Corresponding to electromechanical hardware devices like VMs, 

protection missions like firewalls and load balancers are placed in the central 

location so as to ensure the security of a set of devices. Therefore, counter attacks 

toward VNFs is a significant issue in the use of NFV. Reliability remains an 

important case in the study regarding NFV SFC,  with the focus on flexible service 

scheduling in the event of a dynamic server malfunction. 

The service availability demands for NFV are required to be at least 

identical to those for traditional systems. These requirements can be achieved 

whenever the components of NFV provide equal or more acceptable performance 

in one or more of the following aspects: average of failure, time of discovery, time 

of repair, success average of the discovery and repair, and effect for every failure. 

In order to meet the service availability demands, it is necessary that a number of 

factors are taken into consideration in the VNF design, such as commodity-grade 

hardware and presence of various layers of software (i.e. hypervisor). 
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As NFV MANO components play a significant part in preserving the 

availability of service functions like fast service generation, dynamic acclimation 

to load, and overload banning, however they need to be extremely authoritative 

[70]. The comprehensive service resiliency is based on the implicit NFVI 

reliability as well as VNF inner resiliency. 

 

2.3.3 Network function Virtualization Implementations   

The Internet Service Provider (ISP) is the service provider that provides 

communication between companies and their branches. With the provision of 

connectivity, services such as firewalls, VPN encryption, DNS or Routing and 

others might be required either for the network itself or for its connection. 

Previously, real Firewall devices and other devices had to be provided by the ISP 

or service provider so as to achieve such services. At present, the NFV technology 

allows the ISP to provide the services mentioned above and more without 

purchasing real devices from different companies, as it only needs to provide 

servers, storage and a network [71]. 

Through these elements, the service provider can provide services quickly 

and with high flexibility. For example, a company needs 5 firewalls in its branches. 

The ISP will create five Virtual Machines and add firewall copies to them and 

distribute them on the network. 

That is, all services have become virtual and the ISP does not need to buy 

specific devices, but rather buy copies or applications that implement these 

services which are installed on virtual servers. This will provide high flexibility as 

services will be on demand and the cost of services will be low. This means that no 

devices need to be updated, purchased or maintained, as all this will turn into 

programs. The section below explains and reviews some solutions and 

implementations of NFV in some technologies. 

 

2.3.3.1 Network Function Virtualization for IoT 

The Internet of Things (IoT) [72] gives an idea of capability of being 

connective to everything from everywhere at any time. Thus, this reaction of 
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objects that are physically linked to the network may be carried out freely. IoT is 

closely linked to the mechanization of sensors, as most instance sensors and 

actuators are considered to be a part of a greater IoT network. It has been stated 

that the utilization of IoT equipment like computer, portable, mobiles, household 

appliance, manufacturing systems, electronic healthcare services devices, 

monitoring tool, and other extensions linked to the Internet would override 45.5 

billion in 2020 [73]. Those IoT sensors in addition to the actuators might present 

different sizes of facts and statistics. Thus, the necessity to set up modern network 

access and essence devices ought to be raised. To administer the network 

accessories sufficiently, the network hardware resources need to be virtualized. 

NFV is a free technology. It neither requires nor depends on the SDN 

technology, however it improves and eases the overall performance. NFV supplies 

a set of virtual applications that are referred to as (VNFs). These may contain 

procedures to Deep Packet Inspection (DPI), routing, security, and management of 

traffic, which may be merged to provide network services that are characterized to 

the IoT. Together, the SDN/NFV structure for IoT given in Figure (2.5) offers 

public interactivity of SDN and NFV to supply a secure connection in addition to 

the easier access to IoT platforms. These structures consist of NFVI, VNFs, and 

MANO plane, which assist one another so as to realize possible network 

virtualization and continuous network connectivity, as well as to execute effective 

packet influx basics via the SDN controller [6]. 

NFV is the technology which has the main goal of changing network 

functions before being operating by means of  hardware into software, and 

executing it onto an unspecialized server. The way of refinement in the execution 

or performance of general-purpose servers and the work steps of server 

virtualization as seen with the virtual machine monitor (VMM) have made it 

possible to ensure a secure, scalable, and reliable performance that is serviceable 

even to carrier networks. By constructing a virtualized IoT-dedicated network 

using NFV technology and by optimally diffusing resources based on to service 

demands, it is possible to carry out network infrastructures which are pliable, 

economical, and effective to be used within the IoT.  
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Figure 2.5:A common architecture for NFV merged with SDN-IoT. 

 

2.3.3.1.1   IoT-Enabled Healthcare Network based-NFV  

The IoT-enabled end-to-end devices are becoming more prevalent in 

healthcare [74]. Through a network, these devices are linked to one another. Even 

while this has a lot of benefits, there are drawbacks as well [75]. A network that 

can handle the obstacles is required for such an IoTenabled network. Security is an 

issue since it involves one of the most important patient health data points [76]. 

Additional networks may also be included in this network. As a result, searching 

for a patient record from a linked IoT-enabled medical imaging gadget requires 

agility and flexibility as well as the maximum bandwidth from the network of the 

associated hospital [77]. Architectures need to be innovative and have the ability to 

handle the aforementioned difficulties [78]. 
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Administrators may directly program network control and abstract the 

underlying infrastructure for applications and network services thanks to the 

evolving NFV architecture, which separates the network control from the 

forwarding function. Additionally, NFV software tools enable IT firms to swiftly 

create, monitor, secure, and optimize the network while modifying traffic flow in 

response to shifting requirements. 

NFV also offers a low-cost, standards-based, vendor-neutral method for 

network architecture that simplifies it while enhancing manageability, 

coordination, and control. Ethernet switches that are programmable, low latency, 

and high performing complement SDN well and aid in building a seamless 

network between a company's data centers and the cloud. 

The healthcare sector is becoming more consumerized at such a quick rate 

that the market as a whole is being readjusted. Companies that have never 

previously influenced this industry are quickly rising to prominence as its primary 

power brokers. In order to respond to the expanding influence of data-driven 

customers, business models are being revised. Agile start-ups and well-known 

companies are forming novel alliances to benefit from the emerging digital-first 

environment[79]. 

The digital revolution has contributed significantly to this transition by 

enabling individuals to use connected gadgets like tablets, wearables, and handheld 

devices to live healthier lifestyles. The secret has also been the development of 

cloud-based technology. For instance, this year's groundbreaking strategic alliance 

between Philips and Salesforce.com resulted in the development of a platform that 

enables medical equipment to work with large amounts of data. 

The most prevalent Internet of Things (IoT) application, smart healthcare, 

will optimize healthcare delivery and experience while lowering operational and 

capital expenditures (OPEX/CAPEX) for healthcare providers by utilizing cloud 

and fog computing. Collection, compilation, and analysis of unprocessed sensory 

data are necessary for smart healthcare applications and services. 
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2.3.3.1.2 Security IoT based- NFV 

This part lists a number of different solutions regarding the field that utilizes 

NFV to ensure the secure performance of IoT. An expanded federation cloud 

architecture for advanced networking to guarantee the security of connected IoT 

devices [80]. The security solution uses virtual functions in a lightweight manner 

in addition to Service Function Chaining (SFC). A universal security policy could 

be obtained through the IoT gateways in edge computing, which can be done 

through building a chain of VFs for various aims, like firewall and discovery the 

intrusion. They observe the IoT network for weaknesses and attacks and separate 

the involved devices whenever discovered. Furthermore, SFC is mainly 

accountable for the management of the flow inside the IoT system, as needed for 

cloud and IoT structures to possess the suitable infrastructure for support. All this 

can be obtained or accessed through deploying a federation agent at the IoT 

controller. The transmissions themselves are achieved utilizing REST application 

software. The IoT network controller receives the configuring information via the 

federated network that has the ability to manage the network controller 

transmissions, as these are later on sent to the IoT gateways to be run. Lastly, the 

network controller has the ability to switch the information with the IoT proxy, 

which assists in the managing process of the data plane based on a programmable 

network protocol. A module is performed within the IoT network controller so as 

to secure the IoT-Cloud network slices. 

The security direction by suggesting an approach that includes a unique 

(IPv4) called address resolution protocol (ARP). This protocol  provisions security 

NFV services so as to guard upon attacks of ARP spoofing as well as the process 

of gathering information from every devices or endpoint. The work further offers 

some information about an SDN-based architecture to enforce the control of both 

fixed and constantly changing network access to the IoT for smart homes. Each of 

the ARP demands passes over a virtualized confided structure called ARP server, 

which is characterized by the full capacity to protect the entire operations of ARP, 

dropping the messages of ARP broadcast, and simply allowing ARP spoofing 

during ARP proxy through designing or adapting the server of ARP. In addition,  

resolving important issues in packet processing delay by following a technology 

called high-speed packet processing [81]. These technologies involve Deep Packet 

Inspection (DPI), with Carrier-grade Linux, multi-core processors, and 
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virtualizations facilitating the distribution of cores among applications. Only the 

NFV-IoT associated donation focuses on this aspect. The building architecture 

contains domestic ingredients such as a data plane in addition to NFV dispatcher, 

with local security services. 

The security agent, which is considered one of the main elements, always 

picks information based on the control plane user, IoT policy manager, security 

services, and the Ryu controller to ensure that the opposite network reaches the 

rules of control, often in a forced manner. The NFV sender receives all copied 

packages that are sent from the corresponding port. Next, these packages are sent 

to the identical security service depending on the sender index. A security agent 

obtains associated input to straighten the security services towards all influx. 

Depending on a test, a number of security declarations or alarms will be created. 

The server validation of  IPv4 ARP may defend against the ARP spoofing, 

whereby the identical data plane development kit (DPDK) execution works in a 

great manner for the smart home IoT network [82]. NFV or SDN fields possess 

diverse components, applications, and orchestration managers. A harmful 

component in each of them might own dangerous influences on the entire 

framework. For instance, a malicious VNF via a normalization software trader, a 

host OS kernel, or MANO ingredient, may harm the whole network area. The 

extent to which those components are more secured in terms of integrity, 

confidentiality, and other regards associated with the principle of security will 

determine whether it will be referred to as well-protected. Therefore, we introduce 

the trend analysis of Internet of Things based on NFV with other techniques, as 

shown in Figure (2.6), that shows that the trends of IoT with NFV initially starts by 

providing the scalability and dynamic mobility for the IoT gateways. Then, the 

work develops and deals with the 5G network. However, in the middle of the 

period, there is a trend towards dealing with big data that comes from the IoT 

devices based on virtual networks.  
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Figure 2.6: Trend analysis of IoT with NVF 

2.3.3.2 Network function Virtualization for Cloud Computing 

NFV has the potential ability to migrate enterprise data centers into the 

cloud [83]. Cloud computing enables several organizations to obtain the 

administration of their IT hardware infrastructure from an outside supplier to, as it 

is necessary for cloud services suppliers. However, as indicated in [84], the process 

of migration applications from particular data centers to cloud centers is found to 

be a rather complex procedure, as some applications tend to be network-based 

when providing their services like firewalls, and load balancers. 

Considering the tasks that are executed during the resource exploitation within 

cloud services, the main focus has been on the placement of VM placement within 

bare-metal servers [85], [86], with little attention paid to the physical network 

hardware. Despite, a number of complicated services have been pointed out and 

eliminated from the services presented by data centers, such as 3G/4G IP 

Multimedia Services. 

In this section, there are a number of challenges identified which need to be 

fixed so as to create actual Network Function Centers (NFCs), as well as to 

increase the network resource exploitation and to promote a simple network 

management [87]. As is customary and in a traditional way previously, network 

services were implemented as hardware based network appliance. An architecture 

that performs these network appliances as a software-based system with virtualized 
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entities [88]. The studies in [89], [90] offer platforms to run middle-boxes for 

software-based. The suggested NFC follows the NFV idea and performs services 

of network as software-based system entities. Given the expansion of NFV, [50] 

considers the probability of getting help from an outsourcing enterprise to perform 

a series of operations on the middle-box to the cloud. It offers these outsourcing 

works to solve numerous difficulties that administrators of networks face and 

outsource more than 90% of middle-box hardware in networking infrastructure. 

A Customer SDN Controller manages each customer's (i.e., tenant's) 

network [91]. A pioneer work which shows a structure for outer network function 

suppliers. They suppose a survive cloud service whereby every middle-box 

correlates with a virtual switch for providing the network functions, as well as for 

managing traffic streams and re-forwarding them. These switches determine the 

destination of the transmit traffic and its movement between more than one 

physical server, utilizing the common routing given by the cloud-based 

networking. 

The placement of the NFVs in the physical boxes (such as personal 

computer) and usage of network bandwidth are important for the performance of 

cloud computing technology. A strategy which makes use of integer linear 

programming and uses in the arrange of minutes to select the placement of 1024 

VMs in the data center of 16 servers. Their strategy takes into consideration the 

order of seconds to decide upon the VM placement [86]. The online type of the 

VM placement, whereby a demand is received each time the VM location is 

determined, based on a Markov approximation technique [85]. 

There are a number of advanced techniques proposed throughout the past 

two years which ultimately target the shift of computing and networking from the 

current manual order to fully automated process. Several solutions have been 

introduced which harmonize with the remnant infrastructure. Among these 

technologies are cloud computing and NFV. Generally, the mentioned solutions 

are prepared to ensure that computing and networking processes are extra 

automated and flexible to assist cloud and virtualized structures. 
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2.3.3.3 Network Functions Virtualization and Blockchain Security 

NFV separates the network into parts that can work on ready systems. 

Ensuring the security of those parts requires embedded protection [92]. As the 

network parts are virtualized, NFV networks include a standard idea that does not 

resemble common networks. There is some complication about the virtual machine 

monitor (VMM), associated controls, and procedures for transmitting data, in 

addition to the boundaries between the virtual and hardware parts in networks. 

Although using NFV as a tool with some environments may enhance the 

NFV security through using encoding information (encryption), immutability, 

Tamper-evident of these environments like (blockchain), yet the security in NFV 

remains one of the main difficulties and challenges in executing such an effective 

and powerful technology [93].  

With the growing number of choices for NFV tools in many applications, 

there is an increasing direction towards solving some challenges in terms of 

security. It is rather challenging for a number of reasons, including hypervisor 

dependencies, flexible network boundaries, and the scalability of available 

resources. Other significant challenges include unauthorized access and leakage of 

data, for which it is recommended that virtual machines are used for controls of 

authentication as a solution [94]. 

So far, blockchain has received much attention in many fields, but, it 

additionally is remarkable difficulties and challenges need to be overcome, such as 

the majority attack. This takes place whenever the available resources are attacked 

to achieve a specific purpose with the correlative evaluation of the capabilities. 

Such majority attack could be best faced by obtaining the highest rating or 

feasibility whenever most transactions exceeded the block reward. In addition, the 

network hash rate was lower with marked variation and prone to reorganization 

with a new approach of mining [95]. Other issues involve fork problems (related to 

decentralized node version troubles), and scale of blockchain. 

When the blockchain increases in growth, the data grows larger, and the 

operations (loading of store and computing) additionally become harder. 

Therefore, lots of time is required for data synchronization, which forms a huge 

problem to the user when running the system [96]. 
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2.3.3.4 Network Functions Virtualization and blockchain Scalability 

Users are creating exploding amounts of transactions on different networks. 

Network Functions Virtualization (NFV) presents a strategy to uphold these 

transactions with the economy, in addition to scaling it through converting network 

functions on custom-made hardware into software executed VNFs running on 

commercially available off-the-shelf (COTS) devices [97]. 

The difficulty of deploying VNFs for many users is the fact that it needs a 

high-efficiency distribution of any package flow that comes behind the distribution 

of the flow to the required VNFs applicable to the service [98]. 

The common data based on blockchain (e.g. Bitcoin) has a fixed size. This 

small size of data has become a source of anxiety for delays obtained via 

transactions. To build things more critical, the universality of options of third-party 

validations has been directed to the more rapid extension of the blockchain [99, 

47].  

The problems of blockchain scalability may be classified into three divisions: 

storage space, cost-of scalability [100], and reaching distinct output-with-

scalability. Now, the fixed block volume of the blockchain blocks turns out the 

greatest impasse. Blockchains are obverse to an increase in pausing time demanded 

by transactions because of the small block volume. Furthermore, for blocks with a 

short block creation time, several forks are noticed to be built through the waiting 

time duration of the former block. This indicates that the block creation time 

duration should never be decreased arbitrarily. Consequently, the blockchain 

output seems not to increase properly. Blockchain users have to spend money on 

the transaction cost that occurs. It becomes onerous to micropayments and 

eventually affects the blockchain. Lastly, besides the development in size 

application and the extension of blocks, the chain expands and needs storage, 

therefore, the memory becomes a problem. 

 

2.3.3.5 Network Functions Virtualization and blockchain Storage 

Virtualization has performed a primary part in labeling different difficulties 

in the fields of IT [101]. Typically, virtualization indicates mechanizations created 
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to present an abstraction of essential resources (i.e, storage). Through producing a 

logical design of resources, instead of a hardware design, virtualization remarkably 

develops the performance, promotes system development, clarifies system 

administration and configuration, and decreases the price of work and operations. 

In fact, virtualization is considered to be one of the significant enabling 

technologies at the back of modern progress of IT, comprehensive some techniques 

cloud services [102], edge computing [103], and NFV [104].  

Recently, the great growth of crypto-currencies DLTs such as blockchain 

has raised significant attention. A virtualized distributed ledger technology is an 

operative block inside the network base which includes clear external interfaces 

and a clear functional role. Consequently, a virtualize DLT as a function implies 

the execution of NFVs which are used in VM.  

Significant network issues are faced considering the shift from the actual 

infrastructure to NFV-based solutions. The departure of functionality from the 

location additionally generates the issue of efficiently putting the virtual 

appliances, so as to dynamically create an instance on request. Another aspect to 

point out is the time needed to discover and overcome failures in the database of 

blockchain. As part of the future works, it is suggested that the process will involve 

the execution of multiple DLTs in the main ledger and in the cloud. 

 

2.4 Metrics for Evaluation 

In this section, the performance of the proposed system will be evaluated 

using a range of evaluation measurements. 

 

2.4.1 Transactions Per Second 

The amount of transactions that a system can process in one second is 

measured in transactions per second. This term is used to measure the performance 

of every system that serves data transactions on a regular basis. TPS is a 

measurement used by payment processors and networks, such as decentralized 

applications. 
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Though distributed ledger have several applications, it is most commonly 

associated with peer-to-peer transactions. An effective payment processor must be 

quick and effective. As a result, when it comes to payment processors, the statistic 

of "transactions per second" is important. 

The formula for calculating TPS is [105]: 

                                        TPS = T ÷ S                                                                (2.1) 

Where T = Transactions , S =  time in seconds 

Or 

                                  Th=t * count (Rs)                                                          (2.2)                                     

Where t= time in seconds, Rs=number of transaction 

2.4.2 Consensus mechanisms 

Consensus mechanisms, often known as consensus algorithms, enable 

dispersed systems to collaborate while remaining secure. 

Many people confuse consensus protocols and consensus algorithms. 

Protocols and algorithms, on the other hand, are distinct. A protocol is a set of 

specific instances in a regulation that controls the operation and interaction of a 

system and its various components. Algorithms are like process instructions for 

solving a problem or calculating a result. 

These approaches have been used to achieve consensus among database 

nodes, application servers, and other enterprise infrastructure components for 

decades. New consensus techniques have been developed in recent years to allow 

cryptoeconomic systems like Ethereum to agree on the cases of the network. There 

are some types of Consensus protocol: 

1- Proof-of-Work (PoW):  which we used in our work, nodes vie versus 

together to validate the following transaction block and acquire a reward. 

Also is the mechanism that permits the decentralized Block chain 

technology to reach agreement on issues like as account and transaction 

order Figure (2.7). This prohibits users from "double spending" their 
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currencies and makes the Block chain technology extremely hard to attack or 

corrupt. 

 

 
 

Figure 2.7: Proof-of-work flowchart 

 

 

2- Proof-of-Stake (PoS): is a consensus process in which new blocks are 

validated by those who hold the most of the blockchain networks 

Figure(2.8). This allows for speedier and less expensive transactions. For 

continuing engagement, it compensates those with the most invested in the 

network [106]. 
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Figure 2.8: Proof-of-Stake flowchart 

  

3- Proof-of-Authority (PoA): Although proof-of-authority is not widely 

utilized, it does have a distinct form. It is mostly utilized by private 

enterprises or institutions that use blocks generated via verified sources with 

unique network access credentials Figure (2.9). In contrast to other 

procedures, assurances are based on reputation and authority rather than 

public consensus. 
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Figure 2.9: Proof-of-Authority flowchart 

 

2.4.3 Transaction size  

A transaction's size is equivalent to the quantity of data it retains. A 

transaction, as any other container, could only store much more information. The 

transaction size limit refers to the volume of data that a blockchain transaction can 

compute based on [107], when both input and output grow, the overall size grows 

as well. 

Besides contemporary centralized data standards, blockchain size restrictions are 

minimal, however crypto transactions are extremely light in terms of data storage. 

The block size restriction for Bitcoin is 1 MB, although this modest volume of data 

can hold approximately 2000 transactions.                                                  
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2.4.4 Throughput 

The number of initiatives executed in a particular amount of time is referred 

to as throughput. Transaction throughput is a term used in the blockchain world to 

describe how quickly a blockchain processes transactions. It is generally stated in 

transactions per second (TPS), and it can be defined in minutes (TPM) as well as 

hours (TPH). 

 

2.4.5 Latency  

The time duration between an input and the delivered output is referred to as 

latency  in computing. It's present at every phase of computation, from user-to-

computer IO delay to network latency when data and sent content flow out of a 

computer to servers across the internet. Latency also 

distinguishes  two temporal delays in cryptocurrency. One of those is delay in a 

blockchain network, while the other is latency around an exchange. 

The period between sending a transaction to a blockchain network and the 

network's initial verification of approval is known as network latency. The 

transaction gets further definitive after the first verification as more blocks are 

added beyond the original verification.  

 

2.4.6 Scalability 

The capacity of blockchain technologies to sustain increased transaction 

loads and the number of nodes in the network is known as scalability. Scalability 

refers to a computer system's capacity to manage an expanding amount of work 

(e.g., a database or search engine). A blockchain network which has a huge 

volumes of information somehow doesn't scale well or has limited scalability. 

Blockchain doesn't quite take substantial steps to adapt the system to meet growing 

needs for data, resources, and data. 
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3.1 Overview  

In this chapter, a modern technique is structured for virtualizing the 

functions of the blockchain that are merged with NFV in addition to the automatic 

manner of execution of smart contracts among virtual nodes, and this work is 

executed within cloud Amazon web service (AWS) in two approaches, the first 

based on the cloud services to use it as NFV architecture, the second we use the 

cloud as a container for our system. Through integrating the two techniques NFV 

and blockchain, all blockchain challenges are the procedures of transition, agent 

compatibility, network management, fast expansion, and security, have been 

overwhelmed via designed software environments via constructing virtual function 

blockchain, in addition to that, easy interaction within the blockchain system and 

handling the transactions among nodes with the clients, indicating ideal network 

management. 

 

3.2  Virtual Blockchain Environment 

With this, we show that the proposed environment that was built consists of 

a complete network of Blockchain with its components (nodes, smart contract, peer 

network, ledger). Also, the NFV was built that a general concept that includes a set 

of functions and services and there is no strict specific standard to describe it. And 

adapting it to work within the blockchain environment, after building the network, 

we introduced this tool to the node functions hash, ledger ,and  key distribution to 

get a virtual blockchain environment. 

The framework of our proposed system is briefed in many steps and two phases: 

The first phase include the below steps Figure (3.1). 

Step 1: The private blockchain is built according to the specified environment 

starting from identifying a suitable use-case to a final decision.  

Step 2: The blockchain is linked to the cloud for applying the NFV services.   

Step 3: The new contribution made in this work, namely the virtualization of the 

hashing blocks and leger (data base of blockchain) via NFV based on 

cloud services. 

Step 4: Used the private blockchain to transfer Files as case study. 

Step 5: The last step includes applying the proposed system to healthcare. 
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Figure 3.1: First phase of proposed system. 

The second phase will explain in the section (3.7) 

 



42 
 

3.2.1 Build Private blockchain 

Initially we created the public framework as User Interface (UI) to 

instantiate the blockchain and to instantiate the nodes. In this part, we are 

proceeding to describe how can construct a private blockchain utilizing the python 

programming language. 

Following is the state of creating a private blockchain for a particular party. 

The main provision in transferring data to happen in the environment for 

transmitters and receptors who shall obtain multi-chain platforms placed inside it. 

Considering that private blockchains are created at first via three nodes. Figures 

(3.2) shows the ingredients of the blockchain architecture, as posted in the 

following points. 

a) Nodes: Any devices used blockchain 

b) Transactions: Creating the blocks of a blockchain. 

c) Block: The data construction appropriated for preserving a group of 

transactions spread to all nodes within the created networks 

d) File Chain: A series of blocks in a particular arrangement.  

e) Consensus: A collection of principles for performing the blockchain operation. 

f) Smart contract: Unique smartly established contract to communicate with data. 

 
Figure 3.2: Part of our private blockchain system for three nodes. 
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Below Algorithm (3.1) indicated is the essential initial schema of the Python 

class generously employed for constructing the blockchain: 

Algorithm 3.1: Class Blockchain: 

Input: set of transaction 

Output: genesis block 

 

Step 1: define instances in a class 

Step 2: define array of transactions  

Step 3: define array of blocks 

Step 4: add empty set for nodes 

Step 5: add random and unique id for each node 

Step 6: create genesis block  

Step 7:end  

 

Also, the worked on creating the chain by adding a block of transactions to 

the blockchain containing (timestamp, transaction, nonce, and previous hash) as 

shown in Algorithm (3.2). 

Algorithm 3.2: The Creation of the Chain of Blockchain: 

Input: transaction (images, number or pdf file) 

Output:(block, block number, timestamp)  

Step 1: define method for create block  

Step 2: add a block of transactions to the blockchain 

Step 3: create dictionary of blocks 

Step 4: add block number 

Step 5: add timestamp of each transaction 
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Step 6: add nonce of the transactions 

Step 7: call pervious hash 

Step 8:end 

Also, created a very important and reliable part in the process of sending 

transactions, which is the wallet (address) algorithm (3.3), which contains the 

private and public master keys that represent the address of the sender and 

recipient. RSA creates a comprehensive service of arithmetic functions utilizing 

modulo-n arithmetic.  

Algorithm 3.3: The Keys (address) Generation  

Input: set of transaction  

Output:(sender public key, recipient public key, block ,block number, timestamp)  

Step 1: define new method of wallet  

Step 2: import pychrptodome  

Step 3: import RSA or ECC 

Step 4: chose size of key based on RSA or ECC 

Step 5: specification random generator  

Step 6: generate private key  

Step 7: based on private key, generate public key 

Step 8: response (private key ,public key) 

Step 9:end 

The Assumptions that used for calculate the key generation with timing: 

 Block Size (KB): The following block sizes are considered to be the actual block 

sizes to be utilized for RSA. Both ECC and RSA use the identical block sizes, 

which are determined by the key size. 
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The characteristics: Below feature used for simulation to compare the 

performance characteristics of the RSA and ECC encryption algorithms is time for 

key generation (ms), time to encrypt (ms) and time to decrypt (ms). 

Key size (bits).  

Table 3.1: Shows the ECC and RSA comparative key sizes with identical levels of security[108]. 

Key size (RSA) (bit) Key size (ECC) (bit) 

160 1024 

224 2048 

256 3072 

384 7680 

521 15360 

 

Because of the timing disparity in each of above three parameters, 

simulation ran repeated tests for each parameter for roughly 20 times to obtain the 

parameters' average timings. 

Clients can exchange data in a transaction then sign of this transaction based 

on their private key in addition to share the public key. The validated of that 

signature may with the public key via anybody on the network in order to confirm 

the tight of this transaction. 

The building of transactions addresses based on created a data address based 

on the public key (K) via utilizing the hash function. Also, used the Secure Hash 

Algorithm (SHA), particularly SHA256. Would execute in the following steps: 

Step 1: Initiating with the public key K. 

Step 2: Calculate the SHA256 hash 

Step 3: Repeat the SHA256 hash of the output of step 2. 

Step 4: encoding the result with Base58Check.  

Step 5: Constructing a 160-bit number as address. 

Also, in proposed system utilized the SHA-256 algorithm as below 

algorithm (3.4) in the private blockchain to hashes of the data. The moment that 
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the data is positioned within the hashing system, the algorithm gets back a 256-bit 

string indicating the content of transactions. Therefore, immutability will give to 

the blockchain through that.  

Ever after every block will be expressed via a hash, which choice be 

calculated based on the hash of the prior block, deteriorating each block in the 

chain will cause the further blocks to have invalid hashes, consequently causing 

damage to the complete blockchain network. 

To compare the time it takes for hash algorithms to execute, two alternative 

loops are used. Three key scenarios are considered for the two loops: a short series 

of data to be hashed, Middle and a large series of data to be hashed, with 

comparisons made among SHA-1, SHA-256, and SHA-512. 

 

Algorithm 3.4: The SHA-256 Signature 

Input: set of transaction  

Output: hashed data (number ,letters, image or pdf file) 

Step 1: add new methods with parameters (like signature and sender public key) 

Step 2: import binascii( for extract sender public key) 

Step 3: verifier signature 

Step 4: Import SHA (SHA-1, SHA-256, or SHA-512) 

Step 5: hashing the transaction with SHA  

Step 6: verify (hash, signature) 

Step 7: signature (valid or not valid) 

Step 8: end  

The operation of the hashing is based on the private key to constructing the 

signature, whereas not needed to confirm it. Anybody can confirm the validation of 

the signature depending on the public key, signature, and data. Figure (3.3) refers 
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to the private blockchain digital signature procedure, which is performed in many 

steps: 

The First client procedure; 

Step 1: The first client signs his /her transaction via creating a hash value 

emanated based on the transaction. 

Step 2: In the next step encrypts mentioned hash value via utilizing his / her 

private key then transmits to the second client the encrypted hash in 

addition to data. 

The second client procedure; 

Step 1: The second client confirms the received transaction. 

Step 2: The confirmation is done by comparison (decrypted hash with hash value) 

that emanated from the receiving operation. 

 

Figure 3.3: Private blockchain signature procedure. 
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In a blockchain system, Proof of Work (PoW) indicates the complicatedness 

concerned with confirm or forging novel blocks on the blockchain. 

The PoW can be executed via specifying a number that fixes trouble when a 

user achieves several computing works. Users of the blockchain environment 

should discover the number complex to recognize while effortless to confirm, 

below the major idea of PoW. The goal is to obtain a hash containing a set of zeros 

through which the complexity of the network currently required is determined, It 

also aims to find nonce that meet a certain criteria. The validity of the hash is 

determined based on (DIFFICULTY nonce) this means the number of zeros at the 

beginning of the string, the DIFFICULTY contains a fixed value determined by us 

and it is changeable (for example “0000”), if the number of zeros in the difficulty 

is the same as the specified number, this means the validity of the proof see 

Algorithm (3.5). 

Algorithm 3.5: The Proof of Work 

Input: transaction , keys addresses 

Output: valid transactions  

Step 1: build new method for validation proof  

Step 2: Call (transactions, hash of the last block, nonce, difficulty) 

Step 3: g=merge (transactions, hash of the last block, nonce) in one string  

Step 4: hashing (g) for proving the validity proof   

Step 5: call DIFFICULTY  

Step 6: if hashing (g) = DIFFICULTY=0000, it valid proof 

Step 7: build new method for proof of work 

Step 8: hash the last block in the chain 

Step 9: set nonce to zero 

Step 10: while (g) is false: increment the nonce by 1until meet to criteria  

Step 11: Return nonce 
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Step 12: end  

The most important case in the work of the blockchain is the validity of the 

chain Algorithm (3.6). Originally, we need to know why we check to test the 

validity of the chain because the process of simulating and addressing between 

nodes, which each node contains its local block chain, for example, the difference 

in the length of blocks between the nodes, this needs to update the blockchain at 

the node which contains the least blocks, the chain that arrives from one of the 

nodes must be really valid, and if it is longer than the chain inside it, it must update 

its local blockchain. 

Algorithm 3.6: The Validation of Chain 

Input: transaction , keys addresses 

Output: valid transactions  

Step 1: build new method for validation chain 

Step 2: Declaring variables (last block, current index=1) 

Step 3: while current index <length (chain) 

Step 4: select the second block    

Step 5: check the validation hash of the current block based on previous hash 

Step 6: if previous hash =hash (last block), then valid hash 

Step 7: prepare transaction  

Step 8: test the validation of nonce   

Step 10: Return logical result  

Step 11: end 

As mentioned above, every node has a local blockchain, and it is possible for 

a conflict to occur between one node and another algorithm (3.7), so we must work 

out a consensus mechanism. Each node must have a list of nodes that are around it 

and take the blockchain that is in them, meaning that each node communicates 

with the neighboring node to tell it that it has a blockchain. 
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Algorithm 3.7: The Resolve Conflicts 

Input: file chain 

Output: success response   

Step 1: build new method for resolve conflicts  

Step 2: add list of nodes  

Step 3: declaring for new chain variable, new chain =none 

Step 4: compute length of chain    

Step 5: for nodes in neighbors 

Step 6: if length > max_length and valid chain  

Step 7: max_length=length  

Step 8: new chain=chain 

Step 10: Return logical result  

Step 11: end  

 

3.2.2  Auto Smart Contracts  

Smart contracts can be defined as a technological means of building 

blockchain, whereby you can create automated legal contracts held in the 

blockchain. Below steps illustrates the smart contract works: 

● Established contract: in this step, nodes come to a consensus. Depending 

on the specified conditions. 

● Conditions: A step that initiates the smart contract.  

● Confirm: In this step, the scenarios of the contract judge if the condition 

meets the events established in the smart contract.  

● Running: In this step, the scenarios of the contract perform their procedures 

that consider as functions. 

● Finishes: A smart contract is completed 
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Technological changes and digital characteristics in the lawful domain have 

thrown a shadow over different dealings, particularly current contracting 

approaches like a Smart Contract. The mentioned is an information program which 

aims to execute the agreement in a computerized form no wanting the interference 

or intercession of others. This form of implementations strategies functions as 

computerized machines all mean adopting additionally developed technological 

means, see Figure (3.4). 

 

Figure 3.4: Exhibits the function of smart contracts in blockchain system. 

Smart contracts could be defined as a technological means used in creating 

blockchains,  and it is considered the main player in the work of this environment, 

via which a computerized lawful agreement could be constructed as it is kept on 

the blockchain. Via the current profession, whereby smart contracts represent the 

principal aspects, found synchronically with nodes with autonomous smart 

contracts acquired in virtual. This indicates that they exist in the existence of the 

virtual blockchain. The automated smart contracts in Algorithm (3.8) include the 

smart contract components like nodes and clients, moreover to the issue of the 

agreement, and considerable significantly the agreement terns which are 

programmed and positioned based on the criteria which are determined by both 

parties.  
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Algorithm 3.8: Smart contract algorithm for file transferring  

1 Function contract 

  Input: sender public key, 

           Sender private key, 

           Recipient public key,  

           File                                                

 Output:   file, Recipient Address, Sender Address, File, Timestamp, Block 

2 if (details of block exists and Nodes is exists) then 

3                       if (Nodes is registered in the nodes list) then 

5 return Transaction is done  

6                        else 

7 return Transaction Not Found 

8 end 

9 End function 

 

3.3 Upload Private blockchain to AWS 

The built system uploaded to the system to S3 after creating a Bucket 

storage wallet. We store different types of files in the storage wallet such as text 

files, images. Whenever a file id uploaded to amazon S3, the option is provided to 

include meta data along with the files and assign permission for controlling the 

access to these files. That is done through preparing an Amazon S3 bucket, 

constructing inside Amazon S3 a storage container or can creating a bucket -or 

utilizing an existing bucket. Also, we can upload the modification to the bucket, 

and Amazon EC2 instances utilized in deployments may have the ability to 

download the modification from the bucket. We utilize the Amazon S3 console to 

construct a bucket of an Amazon S3. 
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Initially and before the Blockchain is uploaded to AWS. Several axioms are 

created. To begin with, an account is created and logged into. Many services which 

match the offered works are uploaded too; the most important of them is Elastic 

Compute Cloud (EC2). It can be described as a web service that presents protected, 

computing able to be changed scale amplitude in rang cloud.  A novel virtual 

machine is initiated, and then the block chain system is modernized relying on the 

load balancers that could establish many processes and many ports to execute the 

program. 

We upload the content of private blockchain to an Amazon S3 bucket in the 

following steps as shown in Figure (3.5). 

Step 1: Create a private account in AWS. 

Step 2: Sign in to the AWS Management Console. 

Step 3: Create domain and subdomain in the cloud. 

Step 4: Create a bucket in AWS S3. 

Step 5: Select a Region. 

Step 6: create a bucket folder. 

Step 7: Upload index. 
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Figure 3.5: Steps of upload private blockchain to an Amazon S3. 

 

 

3.4  Apply NFV to Private Blockchain 

Relying on the EC2 and S3 that are included in Amazon, the NFVI layer is 

constructed, after which the virtualizing strategy will operate as VMs and container 
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for storing or computing infrastructure.  According to some procedures the NFV is 

installed on AWS. 

After uploading the private blockchain, we used the cloud services available 

in AWS and used it as NFV inside the nodes in the blockchain, thus got a virtual 

encryption as well as a virtual ledger, in addition to the key distribution , and this 

tool is applied to the functions. Then used NFV to get virtual nodes and thus this 

gives a clear address to get the virtual  blockchain. 

Finally, the outcome was acquired via using the NFV. A whole of virtual 

nodes and all functions in these nodes has been acquired including each of the 

transactions, address (keys), and hash functions. Ultimately, this leads to a virtual 

blockchain that has got commonality nodes containing a duplicate of private 

blockchain. 

 

3.4.1 Virtual Hashing  

The virtualizing software and program which enables the operation of 

different systems altogether on a particular computer — enables you to do exactly 

that. Utilizing virtualization software, you may have ability of operating different 

systems onto certain physical machines. That mean allow us of virtualizing hash 

functions in blockchains. It is shown that our work includes two sides of 

virtualization (hardware and software virtualizations). We will reduce the 

processes of the hashing in blocks of the blockchain, as we mentioned previously, 

each transaction input process needs to be processed and this requires time, effort 

and cost, by using NFV we will reduce what was mentioned. Considering the 

below structure Figure (3.6) is determined by consensus and validation methods, 

all transactions never process until the majority of nodes enable the suggested 

transactions. Insomuch as the transactions fail, they will be sent continuously 

unless consensus arrive which permit the transaction procedure to be finished. In 

case one is never reached, the transactions are truly defeated.  
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Figure 3.6: The proposed architecture virtual hashing. 

 

3.4.2 Virtual Ledger 

A similar procedure is adopted for the ledger. For creating virtual databases 

and disposing equipment we need in the storage process. Figure (3.7) illustrates the 

proposed architecture of the virtual ledger. As we showed there are many resources 

that were originally used as sources for the work of ledger storage, cryptography, 

consensus, and network resources. The abstraction of physical resources is 

accomplished by obtaining virtual resources. The virtual resources are attained 

utilizing a hypervisor. The storage will be depicted as a virtual ledger; however, 

virtual networks are consisting of virtual nodes. As will the virtual node is a 

software ingredient with hosting instruction. 



57 
 

 

Figure 3.7: The proposed architecture virtual ledger. 

 

3.4.3 Virtual Key Distribution  

The private key provides the blockchain user property of the data on a presented 

address. Wallet of the blockchain automatically creates and keeps private keys for 

users. When transmitting from a wallet, the transaction will sign with the private 

key, which implies to the whole environment that the user has the control to 

transfer the data on the address the user transmitting from. We use the NFV in the 

key generator that is, we applied this tool to the first steps of the functions of the 

blockchain, which is the wallet that contains the addresses of the sender and 

receiver, i.e. the private and public key, which resulted in the process of creating 

keys by default that reduces the effort in generation if the environment is used to 

transfer many transactions as shown in Figure (3.8). 
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Figure 3.8: The proposed architecture virtual keys. 

 

3.5   Virtual blockchain Environment for file transfer  

Private blockchains are built for overcoming issues in security via the 

creation of secure file-sharing networks. Such a form of private blockchains is 

useful in a varying range of applications. The high level of security is reached via 

the use of a significant algorithm which considers cryptography to be crucial 

within the process, so as to ensure the robust encryption of files. This process 

makes sure that nobody besides the receiver can reach the files. In addition, the file 

transfer was performed at a high speed in comparison with Ethereum with FTP. A 

last smart contracts are created for fitting the file transferring process among 

nodes. 
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Also, proposed a new approach for file transferring. The dispatch operation 

in our blockchain is executed on duo kinds of data, the foremost applied to many 

types of symbols such as numbers and letters, and the second executed with the 

many types of files such as doc, PDF, and jpeg, that indicated in Figure (3.9). 

Sending procedure of the data that relies on the private and public key. 

Before the process of digital signature known in the blockchain, which this 

system performs for every transaction sent through it, we encrypt the file twice for 

the first time, depending on the keys that the blockchain indicates for the purpose 

of encryption in an asymmetric way, Elliptic Curve Cryptography (ECC) is a type 

of public cryptographically secure that employs the statistical features of elliptic 

curves. ECC, as with all cryptographic keys, is based on mathematical functions 

that are simple to compute one way and yet hard to reverse. The futility of 

calculating the discrete logarithm of an element of a random elliptical curve is a 

source of problems in ECC. 

 

Figure 3.9: The Proposed blockchain for various data transfer. 
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3.6 Apply Virtual Blockchain in Healthcare 

The health care system consists of various organizations, Individuals and 

procedures whose major responsibility is to manage, enhance, and maintain 

people's health, who should provide specific services, such like medical centres, 

pharmacy, hospitals, and insurance companies. Properly complete systems 

provide a high-quality service level and safety of the e-community while also 

improving illness treatment and budgeting, and this is achieved by taking into 

account several aspects: 

Figure (3.10) illustrates the structure of the suggested healthcare system. We 

clarify the structure of the sub-system that performs as stated in the next steps. 

Step 1: In suggested system, we give permission to the user to enter into the 

system via an interface of our private blockchain, then ask for the wished health 

record. 

Step 2: The condition of the smart contract is initiated for privacy in addition to 

transparency. It will examine security and entrance control. When the user tries to 

access has permitted user records, at that point they are supplied with access to an 

exact health record. 

Step 3: The smart contract verifies that the nodes have suitable privacy. 

Step 4: The permission status is based on the access control policy for every user. 
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Figure 3.10:  Healthcare subsystem. 

 

The complete process is performs based on the following steps. 

Step 1: The user should log into the private blockchain- healthcare then looks for 

their wished health record. 

Step 2: For examinations privacy, the smart contract is started.. 

Step 3:The privacy is guaranteed by the suggested smart contract. Next, 

monitoring the access control permission, users are reported that they have 

the ability to see the report with the result. 

Figure (3.11) illustrates the architecture of the virtual blockchain- 

healthcare; the main component of that system is a user interface, blockchain in 

two approaches (local and global). The topology of this system consists of many 

components (nodes, local blockchain, and root blockchain). 
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Figure 3.11: Architecture of  virtual blockchain- healthcare system. 

3.6.1 Confidentiality 

 Health care agencies will need to distribute necessary data to get a first 

response plan to diseases, enhance statistical data on a large scale, and optimize the 

healthcare quality in which electronic health systems use actual access to health 

patient records to give prompt assistance to individuals at the closest point of 

service. Like a result, health data distribution, editing, and evaluation are crucial 

for identifying and developing new treatments for emerging diseases. But, 

exchanging health data over several institutions poses a number of confidentiality 

problems, particularly in the absence of encryption. Individuals could be unwilling 
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to share personal data with anyone else, which might stymie the implementation 

that connects every health practitioners. As a result, it is vital to ensure safe 

permissions and avoid monitoring of users' identities along with original data 

recognition. We took advantage of the strong privacy imposed by the blockchain in 

saving patient reports and preventing others from intruding on them, and we 

considered each node as one of the sections authorized to view the report, with the 

addition of another field showing the content of the report without opening it 

through the use of the two terms (negative and positive) Figure (3.12).  

 

 

Figure 3.12: General health files transactions. 
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3.7 Virtual Blockchain Based on Programmed NFV 

In proposed system, a new system is proposed to virtualize the blockchain 

functioning depending on the NFV. In conjunction with auto smart contracts 

among nodes that worked in a virtual manner within cloud computing. Over 

combining NFV with blockchain, all of the following issues in NFV are the 

manners of transformation, vendor adaptability, control of the network, speedy 

extension, furthermore security, has been succeeded through shifting to software 

environments by building virtual functions that work within the blockchain, as well 

as a high level of interaction smoothly way amongst them and handling the 

transaction among the node and client, showing perfect network administration. 

The suggested architecture shows in Figure (3.13) that refers to virtual bl ock 

chain. The ingredients involve networking, computing, and storage. All resources 

contain an interior content, as they indicate the encrypting and consensus. The 

virtual resource decreases or pass out using physical devices. This idea is achieved 

through applying NFV as an abstraction layer above the hardware to be the virtual 

layer. Eventually separating virtual devices from central physical ones. The virtual 

machines in this approach are utilized as another choice to compute and store 

hardware and software. The description of blockchain is about nodes or functions 

that are performed within these nodes in order to get a virtual environment. An 

obvious service of virtual environment is to host or route, it gives sufficient 

evidence that its ingredients are software. Furthermore, the environment 

additionally is denoted via a virtual links, indicated to reasonable and relational 

links connecting the nodes. It is presented as an unambiguous hardware links 

followed by features that can undergo a dynamic change.  
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Figure 3.13: Proposed a new  architecture of the blockchain. 

This section is consider the second phase of proposed system which include  

the below steps as shown in the Figure (3.14): 

Step 1: Use our private BC that built in the first phase. (Subsection 3.1) 

Step 2: Build Network functions virtualization (NFV). 

Step 3: Apply NFV to the private BC functions. 

Step 4: Upload private BC to the cloud as a secure environment. 
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Figure 3.14: The second phase of proposed system. 

 

3.7.1 Build private Blockchain 

Here used same our private blockchain that explained in sub-section (3.1).  

 

3.7.2  Built Network Function Virtualization  

NFV was implemented in two phases; the first was using a ready-made tool 

based on AWS, that is, by adding this tool directly to the targeted functions by the 

node, which is encryption and the ledger. The second stage was to apply NFV 

programmatically and dive inside it and know its internal parts that work on these 

functions, which we started with the OpenStack TOSCA (Topology and 

Orchestration Specification for Cloud) Parser. It is constructed within YAML (Yet 

Another Markup Language) a profile of parse TOSCA. It is used to read the 

templates of the TOSCA in addition to constructing a graph included in-memory 

nodes of the TOSCA algorithm see algorithm (3.9). 

Algorithm 3.9:The TOSCA Parser 

Input: Functions address 

Output: success operation  
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Step 1: define method for TOSCA Parser 

Step 2: Parses the yaml file identical to the TOSCA vnfd 

Step 3: return parsed_file 

Step 4: end  

Then the configuration of the network is worked and call the functions to be 

virtualized by relying on the IP of each node see below Algorithm (3.10)  

Algorithm 3.10: The Network Configuration 

Input: url network  

Output: Virtual Functions  

Step 1: define method for configure_network(net, vnfd) 

Step 2: call the legder and hash functions  

Step 3: return VNF 

Step 5:end  

So that can get the VNF Algorithm (3.11) we built a method that makes it 

easier for us to build the virtual network. 

Algorithm 3.11: The VNF Building 

Input: url Nodes  

Output: url virtual functions  

Step 1: define method for vnfd_creation  

Step 2: Creates vnfd from network." 

Step3:if the path found, return output(vnfd_creation -

hayder2.hayderjawdhari.com<hayder.hayderjawdhari.com><http://haydernfv1.ha

yderjawdhari.com) 

Step 4: end  

http://haydernfv1.hayderjawdhari.com/
http://haydernfv1.hayderjawdhari.com/
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         The following algorithm represents NFV in general Algorithm (3.12). 

Algorithm 3.12: The Algorithm of NFV Nodes Recall 

Input :nodes locations  

Output: virtual nodes functions 

Step 1 : Parse the yaml file  

Step 2 : Create the mininet nodes 

Step 3 : Configure the Blockchain  

Step 4 : Configure the nodes 

Step 5:  Return the node of the blockchain if the     blockchain exists (from Step 3). 

Step 6 : Create vnfd 

Step 7 : Orchestration of NFV function 

Step 8 : Return NFV-blockchain, Virtual Nodes  

Step 9: end 

 

3.7.3 Apply NFV to the Private BC Functions 

Here followed the same previous approach in sub-section (2.3) in the 

process of applying NFV to the functions of the blockchain by placing a layer of 

virtualization on the functions of the blockchain mentioned at the beginning of the 

chapter and we got the same results. 

3.7.4 Upload Private BC to The AWS  

After applying NFV to the system, we made a domain and a sub-domain of 

the blockchain and it was uploaded to the cloud (see subsection 3.3) to take 

advantage of its services to protect this environment as well as to obtain access 

control of the system completely to be used within the World Wide Web. 

 



 

 

 

 

 

CHAPTER FOUR 

EXPERIMENTAL RESULTS 

 



69 
 

4.1 Introduction  

   The results of implementations of the proposed system are shown in 

this chapter, which describes the outcomes of the proposed development for the 

blockchain system based on the NFV. The results of design of the Private 

blockchain is illustrated in Section (4.3) The proposed private blockchain 

implementation and evaluation and comparison are described in Sections (4.5, 

and 4.6), whereas the suggested blockchain-NFV in (4,8). The virtual 

implementation for secure healthcare files is presented in Section (4.10). 

 

4.2 Simulation  

   A laptop computer is used to run the suggested system, which is 

written in Python. Computers and mobile phones were also used as nodes 

(smart contract). We used AWS as the incubator and virtual layer provider for 

our system as shown below: 

1.Elastic Compute Cloud. 

2.Elastic Load Balancing. 

3.Route 53. 

4.Simple Storage Service. 

 

4.3 Results of Construction the Private Blockchain 

Building a blockchain network depends on several things, starting with the 

keys, which are the transaction (data), the sending and receiving addresses, the 

number of nodes, smart nodes, and time stamp. This data has been transferred 

to a special system and user interface that can be handled smoothly. Figure (4.1) 

represents the main interface of the system. 
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Figure 4.1: Main interface of the system. 

 

4.3.1 Key Generation  

A public key is used to encrypt all blockchain transactions. As well as the 

transactions decrypting through the private key, and the process generation of key 

with time of encryption and decryption that based the manner of [108] but in 

different results Tables (4.1, and 4.2). 

Table 4.1: Key generation and time (ms) of encryption and decryption for RSA algorithm 

Size of file 

(KB)  

Size of key  Time of 

generation 

key 

Time of 

encrypted  

Time of 

decrypted 

Encrypted 

file size  

711 160 90 310 911 905 

711 224 108 372 1105 810 

711 256 205 512 1812 780 

 

From the above table, we can see that the time increases with the length of 

the key, also the encryption time increases with decryption time. However, the file 

size is decreased when the length of the key is increased when using RSA 
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Table 4.2: Key generation and time of encryption and decryption for ECC algorithm 

Size of file 

(KB) 

Size of key 

(bit) 

Time of 

generation 

key (ms) 

Time of 

encrypted 

(ms) 

Time of 

decrypted 

(ms) 

Encrypted 

file size 

(KB)  

711 512 25 101 45 711 

711 1024 30 80 95 711 

711 2048 41 98 112 711 

 

From the above table, we can see that the time increases with the length of 

the key, but the encryption time varies with its increase and decrease. However, 

decryption depends on the length of the key, meaning that the decryption time 

grows with the get bigger in the length of the key with the stability of the file 

encrypted using ECC. Even though the key length is the same in both systems, key 

creation times vary, and it can sometimes take a very long time to generate the 

keys. Figure (4.2) illustrates that the key creation time is about identical in both 

situations for smaller key sizes, though as the key size increases, RSA consumes 

more time to produce the keys, but this time rises linearly with the key size. 

 

Figure 4.2: Key Generation Time Comparison RSA & ECC. 
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Encryption timings for the ECC and RSA methods are shown in Figure 

(4.3). 

 

Figure 4.3: Encryption Time RSA & ECC. 

The below Figure (4.4) show the interface of our private blockchain system 

key generation. 

 

Figure 4.4: Interface of key generator 
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4.3.2 Hashing Algorithm  

Figure (4.5) shows that the bigger the number of hash bits, the much more 

secure the system is. As a result, the output bits of SHA-1, SHA-512, and SHA-

256 are equivalent. 

While choosing a secure hash algorithm, the file type for execution is a 

significant consideration. The time it takes to execute a file of type character and 

number, image file, or text file is shown in Figure (4.6). As a result, SHA-1 takes 

much less time to process huge files than SHA-256 and SHA-512. For example, if 

there are 4000 text lines of normal data, it is encrypted into 64 characters and you 

decode the 64 characters, which are converted into 4000 lines, which are stored 

inside the blockchain. Only 64 characters are encrypted, and the encryption process 

for the block takes place at the end of the day or within the chosen time frame.  

 

Figure 4.5: Comparing Hash Algorithm Evaluation. 
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Figure 4.6: Comparing Hash Algorithms based on file type. 

 

With these two loops, the configuration is executed on localhost, and the 

results of many samples are compiled and analyzed. There are three main samples, 

which are listed in Tables (4.3,4, 4, and 4.5). 

Table 4.3: two loops (ms) Implementation time to small series 

Hash Type First loop Second loop 

SHA-1 355 372 

SHA-256 415 390 

SHA-512 366 455 

 

Table 4.4: two loops (ms) Implementation time to middle series 

Hash Type First loop Second loop 

SHA-1 417 510 

SHA-256 433 605 

SHA-512 399 602 
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Table 4.5, two loops (ms) Implementation time to large series. 

Hash Type First loop Second loop 

SHA-1 715 810 

SHA-256 680 805 

SHA-512 680 802 

 

The Figure (4.7) below indicates the main window of the hashing and 

signature process. 

 

Figure 4.7: Step of hashing technique. 

4.3.3 Smart Contracts 

The smart contract that implemented was very fast and also has sufficient 

protection for all the nodes and this speed decreases very slowly with the increase 

of the nodes as shown in the Table (4.6) below. 

Table 4.6: speed of smart contract in our system 

Number of Nodes  Time (ms) 

2 1 

5 1.2 

10 1.5 

20 1.8 
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40 2 

60 2.2 

 

           Noticed in Figure (4.8) the small difference in time when the number of 

nodes increases. 

 

Figure 4.8: Difference time of Smart contract execution. 

              Figures (4.9, 4.10 and 4.11) refer to the direct application of the smart 

contract between the different types of data in the proposed system. The recipient 

address, sender address, files type, timestamp and block number are also shared. 

Through the three figures, we note that all transactions arrived at the same time and 

from the same sender's address. 
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Figure 4.9: The smart contract process in first node. 

 

 

 

Figure 4.10: The smart contract process in second node. 
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Figure 4.11: The smart contract process in third node. 

 

4.4 Cost of Construction the Private Blockchain  

                In the table below we will show in detail the cost required to build a 

private blockchain network, which starts from the number of computers 

representing each computer per node. 

             The cost of private blockchain construction is used upon numerous 

activities of the environment Table (4.7) includes: 

- Computers (Nodes): the number of computers used in this environment is three 

and the rest (57) are used as the port numbers to refer to the nodes that have a 

local blockchain. 

- Deployment:  Deployment on AWS 

- Upgrade: a new condition in Smart Contracts. 

 

 

 

 



79 
 

Table 4.7: activities of the blockchain environment. 

activities Approximate cost 

Computer 3*300$= 900$ 

Deployment register a domain=12$ 

hosted zone is =$0.50 per month 

Amazon CloudWatch =$1.00 

Data Transfer =0.07$ 

Bandwidth =0.07$ 

Elastic Compute Cloud= 97.84$ 

Elastic Load Balancing=150.53 $ 

Route 53 = 3.00$ 

Total =265.01$ per month 

 

4.5 Evaluation the Proposed System of Blockchain 

           The main metrics that were utilized included: throughput, Consensus, 

transaction size Table (4.8). The first metric indicates the number of transactions in 

the system per second (transaction per second). Entire transaction time indicates 

the entire period that started from the client procedure which his/her role creates 

the transaction then finishes by arriving in the blockchain. The second metric 

consensus algorithm should choose suitable due to it might cause a massive 

passive influence on the nodes and all operations in the system. The third metric 

transaction size also should choose suitable may have risen deployment of 

blockchain fees. 

Table 4.8: Major blockchain execution evaluation metrics 

Metric Challenge  Solution  

Tps The parameters of system 

should choose in 

appropriate way is 

required when want to 

attain the required 

transaction per second. 

create an parallel 

verification instead of 

single verification, that 

speed up the operation of 

Proof of Work 

Consensus Validation of transactions. Add utility functions for 

Power of work consensus 

protocols. 
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Transaction size The size of transaction 

that to be added in the 

following block. 

Smart contracts get better 

the implementation time 

of transactions and 

decrease transaction size. 

 

4.6 Comparison the Proposed System with Standard System. 

In this part, will present a comparison between the system designed by us 

and the rest of the common blockchain systems in terms of the tokens used, 

security, cost, smart contracts are shown in Table (4.9). 

Table 4.9, comparison between our private blockchain and others blockchain systems 

Blockchain Tokens used Security Cost ($) Smart Contract 

Our 

Blockchain 

Text, number, 

letters, Arabic 

letters, Pdf 

files. 

Asymmetric -

key, hash 

functions, 

Proof of Work. 

(1,165) for 

3 

computers. 

Consensus 

algorithm, Auto 

smart contract, 

programmed smart 

contract  

Ethereum 

blockchain 

Ether Permissionless, 

immutability 

15,000 up 

to 50,000 

Solidity , Vyper 

[109] 

Bitcoin digital 

currency 

cryptography 7,000-

11,000  

 Pay-to-Public-

Key-Hash 

(P2PKH) [110] 

 

            Noted from the above table that there is convergence and divergence at the 

same time. Through the token field, we were able to send all formats, including 

files of medium sizes, compared to the rest of the systems that send only one 

format. As for the security field, we applied what the systems use in addition to 

techniques that are able to verify the transmitted files. As for the cost field, it 

indicates a significant reduction in cost compared to the rest of the systems because 

it depends on nodes and AWS only, which are computers or any other device. The 

last field was built as an automatic smart contract based on the transmitted 

formulas that simulate them according to their type and content. 

 

 

https://river.com/learn/terms/p/p2pkh/
https://river.com/learn/terms/p/p2pkh/
https://river.com/learn/terms/p/p2pkh/
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4.7 Upload proposed system to AWS 

           Among your client and Amazon S3, Amazon S3 transfer acceleration can 

deliver quick and secure transfers across lengthy ranges. Amazon CloudFront's 

globally distributed edge locations are used for transfer acceleration. There are 

many results we got based on many metrics: 

4.7.1 Architecture 

           The important result that we got from uploading the proposed system to the 

cloud is the architecture through which we obtained virtualization and created 

architecture similar to NFV. 

4.7.2 Scalability 

               AWS Web Service monitors all real - world applications time and 

increases capability as necessary to keep consistent, predictable outcomes at the 

cheapest cost. 

4.7.3 Flexibility 

           When RIs are purchased for use in a specified Availability Zone (AZ), 

AWS clients gain a large discount on their EC2 consumption (up to 75% when 

compared to On-Demand pricing), as well as capacity reservation. It can also 

swiftly adapt to varied workloads, data formats, and configuration options, 

allowing for a faster reaction to new business needs and circumstances. 

 

4.7.4 Parameters for Comparing Cloud Cost 

           For better understanding of the cost difference, we’re considering the same 

region (Bahrain) to compare CPUs (vCPUs/Cores: 2) and operating systems 

(Windows) for AWS instances and Azure Virtual machines.  That calculates for 

many types of instances such as general-purpose, compute-optimized, Storage 

optimized and accelerated computing, the hourly on-demand price structure of 

each service is listed in Table (4.10) below for each of the four instance-type 

instances. 
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Table 4.10: Comparison of On-Demand Pricing 

Instance  AWS Cost (per 

hour) ($) 

Azure virtual 

machines 

Cost (per 

hour) ($) 

general-purpose t3.nano 0.0109 B1s 0.0146 

compute-

optimized 

c5.large 0.198 F2s v2 0.108 

Storage optimized i3.large 0.281 L8s v2 0.748 

accelerated 

computing 

g4dn.xlarge 0.829 H8  

0.924 

 

4.8 Blockchain-NFV 

        A clear and common NFV-blockchain architecture is proposed to dive into the 

issues such as the ability to increase or decrease in scale, the quality or state of 

being secure and funding networks in blockchain systems. Via virtualizing 

blockchain environment, it turns into the possibility to be efficacious, scalable, and 

elastic at blockchain domains. Further, an industry viewpoint is supplied through 

the execution of NFV to the existing architecture. The consequences demonstrate 

that throughput above 20% has been acquired via using NFV, attended with a 

speed of execution above 50%. Eventually, a significant throughput has been got 

with the time excellence through the utilizing of NFV. 

 

4.8.1 Virtual Distributed Ledger Technology 

             In comparison to DLT, vDLT boosts transaction speeds to roughly 120 

transactions per second as shown in Figure (4.12). We build a network with sixty 

nodes. We create a variety of block levels ranging from 0 to 10. The block size has 

been fixed at 65 transactions per block. The pace of arrival of transactions is 77 

transactions per second. 
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Figure 4.12: Comparison to DLT, vDLT throughput. 

 

4.8.2 Virtual Hash algorithms  

        In this part, we did several experiments on five types of files of different 

sizes, how the hash affects these files and how much CPU is used, thus we made a 

comparison between SHA-1 ,SHA-256,SHA-512 before and after applied NFV to 

hash function Table (4.11). 

Table 4.11: Comparison between SHA-1, SHA-256, and SHA-512 CPU usage without NFV. 

Experiment 

No. 

File size 

(KB) 

SHA-1 

CPU % 

Time 

(ms) 

SHA-256 

CPU % 

Time 

(ms) 

SHA-512 

CPU % 

Time (ms) 

1 20 1.880 50 1.722 43 1.922 51 

2 80 2.875 14 2.522 13 2.570 23 

3 400 1.255 8 1.255 9 1.300 16 

4 5 0.544 18 .551 15 .677 18 

5 8 1.144 33 1.222 27 1.248 36 

 

          From Table (4.11) and Figure (4.13), it is obvious the percentage of CPU 

time used to grow as the file size grew larger as well as the implementation time 

increased as the size of the file grew. The total time for the 5 experiments was 123 

(ms) for SHA-1, 107 (ms) for SHA-256 and 144 (ms) for SHA-512 and the CPU 

for the five experiments was  7.69%  for SHA-1,  7.27%  for SHA-256, and 7.78%  
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for SHA-512, we observed the using of SHA-256 is better from two sides the first 

is the usage of CPU and the time. 

 

Figure 4.13: CPU percentage without NFV. 

             But in Table (4.12) and Figure (4.14) we notice a noticeable difference in 

the decrease in CPU usage, after creating a default hash to encrypt the files in the 

virtual ledger  

 

Table 4.12: Comparison between SHA-1, SHA-256, and SHA-512 CPU usage NFV. 

Experiment 

No. 

File size 

(KB) 

SHA-1 

CPU % 

Time 

(ms) 

SHA-256 

CPU % 

Time 

(ms) 

SHA-512 

CPU % 

Time (ms) 

1 20 1.512 41 1.088 33 1.654 37 

2 80 2.114 9 2.147 5 2.325 15 

3 400 1.110 3 1.055 6 1.101 11 

4 5 0.240 7 .411 11 .514 13 

5 8 1.044 21 1.111 18 1.018 29 

 

           Where the SHA-1 CPU decrease to 6.02% in 71 (ms), SHA256 decrease to 

5.81% in 73 (ms) and SHA-512 decrease to 6.61% in 105 (ms) 

 



85 
 

 

Figure 4.14: CPU percentage with NFV. 

 

         The three figures below refer to the interfaces of the functions that we got in 

virtual inside the node, where Figure (4.15, 4.16, and 4.17) refer to the first, second 

and third node respectively 

 

Figure 4.15: The virtual functions inside the first node. 
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Figure 4.16: The virtual functions inside the second node. 

 

 

Figure 4.17: The virtual functions inside the third node. 
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4.8.3 Evaluation of Virtual Blockchain 

● Throughput 

              It shows the number of whole transactions that send within the 

blockchain. An allocated job may be specified for numerous clients to expand 

the throughput of our system. 

● Latency 

           It shows the latent time for the separate transactions,  where the standard 

number is based on literature is 7 transactions per second [111]. 

● Scalability 

          It shows the divagations between throughput and latency when the 

numeral of nodes begins expanding in a synchronized manner to the allocated 

work that is needed. 

● Cost 

           As corresponded to time-honored blockchain systems, and make 

allowances for aspects such as their complicatedness and control methodology, 

the cost does absolutely be, whereas they rely on the essential booking in the 

cloud, furthermore the time and capability. This indicates that the expenditure is 

zero for the machines because the dependence was particularly based on virtual 

devices via the usage of network function virtualization. As for the common 

booking, whether it is a cloud or a server, the annual expense varies amidst 290 

- 3000 dollars. 

            Different speeds have been shown through considerable blockchains for 

deploying, recalling, and executing smart contracts. The major objective of this 

work is to monitor the latency of throughput that depicts whole transactions per 

second Table (4.13). Also, based on equations (2.1, or 2.2 ) calculated the 

throughput, latency.   

Table 4.13,  Throughput, Latency and node without NFV. 

Time (ms) No. of Nodes No. Transactions (tps) 

1 2 420 
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2.46 3 1162 

3 5 1260 

5 7 2100 

10 9 4200 

 

       Table (4.14) there is a big contrast seen in the average throughput via 

depending on Virtual Operations (NFV) in a relaxed environment like the 

blockchain system. 

Table 4.14,  Throughput, Latency and node with NFV. 

Time No. of Nodes No. Transactions 

1 2 540 

2.46 3 1494 

3 5 1620 

5 7 2700 

10 9 5400 

 

4.8.4 Comparison Virtual Blockchain with Common Blockchain 

           By comparing the common blockchain system with the NFV-based system 

and Bitcoin based on a set of important elements as shown in Table (4.15): 

1- Throughput 

         Blockchain technology relies on encryption to confirm credibility and 

security and is characterized by decentralized and tamper-resistant procedures and 

increased throughput, which enables promising applications in strategic areas, such 

as banking, healthcare, agriculture, voting, complex supply chains, energy, 

intellectual property, management, and digital identities, and this applies to the 

government sector also. 

2- Reducing the Time 

          Blockchain can play an important role via permitting for faster transaction 

settlement because it eliminates the need for a lengthy confirmation, settlement, 

and certification procedure because all parties will have access to a specific 

duplicate of the approved data. 
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3- Security 

            When you attack a standard database, you're dropping a particular target. 

Because blockchain technology allows each end to keep a version of the original 

chain, the system can continue to function even if a substantial number of other 

nodes fail.  

Table 4.15: Comparison between our BC, BC-NFV, Bitcoin and  Ethereum 

System Throughput Time (min) Security 

Proposed BC 4200 Tps 10 Asymmetric -key, 

hash functions, 

Proof of Work. 

Proposed BC-NFV 5400 Tps 10 Double(Asymmetric 

-key, hash 

functions, Proof of 

Work) 

Bitcon 3-7 10 P2PKH [110] 

Ethereum 15-25 6 Solidity , Vyper 

[109] 

 

          Figures (4.18, and 4.19) indicate the throughput of our blockchain system as 

corresponded to the time and numeral of the nodes within the blockchain. It has 

been noticed that there is an opposite contrast amidst the down figures. When the 

first figure indicates the execution of the approach without NFV and the other 

indicates the approach as executed utilizing NFV. There is a discrepancy in every 

transaction that guides to a big contrast in the growth of time in addition to the 

growth of nodes. 

https://phemex.com/academy/what-is-ethereum-eth-smart-contracts
https://phemex.com/academy/what-is-ethereum-eth-smart-contracts
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Figure 4.18: Throughput, Latency and node without NFV. 

 

Where x axis indicated the time, and y axis indicates to the No. of transactions). 

 

 

Figure 4.19: Throughput, Latency and node with NFV. 
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4.9 Blockchain for File Transfer  

            The goal is to create a safe file sharing program that can be used at random 

in smaller companies by utilizing a private Blockchain network. A higher degree of 

security is obtained by employing some key cryptographic techniques to strongly 

encrypt the file, guaranteeing that no one other than the intended recipient has 

access to it. 

4.9.1 Results of File Sharing  

         The experiment is accomplished by utilizing the different types of files and 

different sizes to ensure the effectiveness of the algorithms used. Calculating the 

execution time for the process of creating a signature and the verification 

procedure is how testing is done. The results of the execution of the signature 

processing time using DSA and RSA on blockchain-NFV are shown in Table 

(4.16). 

Table 4.16: RSA and DSA Execution Results 

File Type File size RSAs Time 

(ms) 

DSAs Time 

(ms) 

RSAv Time 

(ms) 

DSAv Time 

(ms) 

Image file 522 KB 3.258 0.604 0.055 0.065 

Image file 765 KB 4.354 0.688 0.065 0.045 

Text file 1 MB 7.556 0.947 0.058 0.088 

Text file 2 MB 8.361 0.995 0.022 0.078 

 

         Figure (4.20) illustrates the essential operation of the transfer of files that are 

basically not given in advance. That is accomplished via sharing an entire file with 

signing, behind which it is shared to all the nodes. Furthermore potential to mine 

them for whole transmitted files. Behind the mining, we give permission to the 

client to save all files in the cloud. Figure (4.21) shows the files after the 

transaction procedure. 
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Figure 4.20: The new transaction of the transfer of files. 

 

 

Figure 4.21: Shows the files after the transaction procedure within nodes. 
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4.9.2 Evaluation and Comparison of File Sharing  

           The current work is analogized to different corresponding works in two 

essential characteristics which are believed to be fundamental in the evaluation of 

producing a system or unique technology, i.e. speed and security. 

● Speed is investigated amidst FTP, Ethereum, and the suggested environment 

as exhibited in Table (4.17).  We tested files with various sizes until 400 MB 

at an arbitrary internet rate. Therefore, a sumptuous rate in data transmit is 

reached, above 25% of the rates utilized in the remains of the environments. 

Table 4.17: Speed compression between FTP, Ethereum and the proposed system. 

FTP Ethereum Proposed Private 

blockchain 

3.30 minutes [112] 5 minutes (20 transactions) [113] 1.23   Minutes. 

 

● The security side is tested along with some recent literature outcomes 

associated with blockchain, furthermore with technologies their functions 

are similar to the blockchain functions that are exhibited in Table (4.18). 

Strong libraries are added to this system, like (Pycryptodomex), which is 

characterized this environment from the rest of the environments and made 

this system gives jobs with significant confidentiality and powerful security. 

 

Table 4.18: Security differentiation between FTP, Ethereum and the proposed system. 

FTP Ethereum Proposed Private 

blockchain 

Weak [114] Strong (with vulnerabilities) [115] Strong 
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4.10 Blockchain for Secure Healthcare Files 

          Figure (4.22) depicts the time it takes to uploaded health records utilizing 

client and Blockchain-NFV and the established basic ledger health care systems as 

the number of records grows.  

 

Figure 4.22: Time Execution for health files. 

          Can be seen that as the number of health records grows, the execution time 

for clients and blockchain models grows exponentially. The client's system, on the 

other hand, takes fewer times to execute than blockchain. This is due to the 

blockchain's data validation and replication consensus process. 

         In Figures (4.23 ,4.24 ,4.25 and 4.26) below, we used the blockchain as an 

incubator for health care files, and these files are reports related to patients with a 

mention of the patient about his health condition through the final result field. 
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Figure 4.23: The interface of healthcare transaction generation. 

 

 

Figure 4.24:The first node that incubator for health care files based smart contract. 
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Figure 4.25: The second node that incubator for health care files based smart contract. 

 

 

Figure 4.26: The third node that incubator for health care files based smart contract. 
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5.1 Conclusions  

1. The proposed system that included applied NFV to the blockchain Giving a 

system with high throughput increased by 20%. with a good gain of time that 

decreased by 50%.  

2. The throughput of three known algorithms and the proposed technique were 

compared using data of varying sizes. The results revealed that RSA had the 

optimum throughput in regards to encryption execution time and decryption 

execution time, respectively, when compared to DSA, ECC, and the suggested 

algorithm. 

3. The proposed system that used  the SHA algorithm The output bits of SHA-1, 

SHA-512, and SHA-256 are not equivalent as an outcome. 

4. Two loops used with hash function, On localhost, the configuration is run, and 

the outputs of numerous samples are compiled and examined. 

5. In proposed system the smart contract that had been developed had been very 

fast, had enough security for each of the nodes, and its speed decreased very 

gradually as the number of nodes increased. 

6. In the proposed system, the smart contract is developed to work in 

synchronization with transfers files such as (pdf and images). 

7. Built auto smart contract that work with all nodes, and execute automatically 

with virtual functions of blockchain.  

8. The suggested system is thoroughly compared to the most popular blockchain 

systems on the basis of the tokens used, security, price, and smart contracts. 

9. Virtual DLT speeds up transactions by about 120 transactions per second when 

compared to DLT. 

10. A network of sixty nodes was constructed for the proposed system. A constant 

block size of 65 transactions per block and a transaction arrival rate of 77 

transactions per second have been established. 

11. Several experiments were carried out on a variety of data of varying sizes to 

determine how the hash impacts these data and the amount of CPU is 
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consumed. As a result, a comparison was made between SHA-1, SHA-256, and 

SHA-512 before and after the hash function was implemented in NFV. 

12. Implementing a standard hash to encrypt the files in the virtual ledger, there 

was a discernible difference in the decrease in CPU utilization. 

13. The asymmetric-keys, hash function, and Proof of Work had been used to 

secure the proposed system. 

14. Testing of the proposed system's speed with FTP, Ethereum, and transactions 

with sizes up to 400 MB over an unspecified internet speed. As a result, a high 

rate of data transmission is achieved, which is greater than 25% of the speeds 

used in the remaining situations. 

15. Blockchain-NFV for the healthcare system has been used with smart contract 

that deal with files and report results. 

 

5.2 Future Works 

While this dissertation attempts to accomplish a comprehensive study of a 

blockchain-NFV system, there is significant work and strategies to be 

accomplished.  

1. Deeply examination of the blockchain system and application of NFV inside 

blockchain technology to get a virtual blockchain-NFV-cloud such as 

transmission data include many types such as video, audio, and applications 

files.  

2. Blockchain technology on social networks will assist in resolving built-in 

issues like privacy violations, data control, or content validity. This 

technology will therefore continue to grow in popularity in social 

networking. 

3. MedicalChain - Provides a blockchain-based method for developing a user-

centric digital health record that may be distributed equally with doctors. All 

data is stored in a transparent, safe, and fully transparent state. 

4. In the healthcare industry, data privacy is essential. Blockchain technology 

is therefore highly sought after in this country. There are also other 
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blockchain trends in healthcare besides the security of medical records. The 

development of medication supply chains is assisted by this technology. 

5. Blockchain-NFV-based traceability environment ought to be experimented 

within a live environment to evaluate virtuality and the costs of executing 

and maintaining this environment. 
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 الوستخلص

فٜ أطشٗحزْب ، رٌ ثْبء سيسيخ اىنزو خبص ىيزغيت عيٚ جبّت الأٍبُ ٍِ خلاه شجنخ ٍشبسمخ ٍيفبد 

آٍْخ. َٝنِ اسزخذاً  سيسيخ اىنزو اىخبص فٜ ٍإسسبد ٍخزيفخ. ٝزٌ اىحظ٘ه عيٚ ٍسز٘ٙ عبهٍ ٍِ 

ب ٍِ ٍجبه اىزشفٞش ىزشفٞش  رقْٞبدالأٍبُ ٍِ خلاه اسزخذاً  ًَ ٍَٖخ رأخز فٜ الاعزجبس جزءًا ٍٖ

اىَيفبد ثق٘ح. ٝضَِ ٕزا الأخٞش عذً قذسح أٛ فشد ثبسزثْبء اىَزيقٜ عيٚ اى٘ط٘ه ئىٚ اىَيفبد. 

مزىل ، رٌ اىحظ٘ه عيٚ سشعخ مبفٞخ عْذ ّقو اىَيفبد ، ٍقبسّخ ثـ الاٝثٞشًٝ٘  ٍع ثشٗر٘م٘ه ّقو 

 .ظٌَٞ اىعق٘د اىزمٞخ ىزْبست ّقو اىَيفبد ثِٞ اىعقذاىَيفبد. ثعذ رىل ، رٌ ر

ٝزٌ رقذٌٝ طشٝقخ جذٝذح لإضفبء اىطبثع الافزشاضٜ عيٚ عَو  سيسيخ اىنزو اسزْبداً ئىٚ اىَحبمبح 

الافزشاضٞخ ى٘ظٞفخ اىشجنخ ٍع اىعَو اىزيقبئٜ ىيعقذ اىزمٜ ثِٞ اىعقذ الافزشاضٞخ اىقبئَخ عيٚ اىح٘سجخ 

اىَحبمبح الافزشاضٞخ ى٘ظٞفخ اىشجنخ ٍع سيسيخ اىنزو، رٌ اىزغيت عيٚ جَٞع  دٍجاىسحبثٞخ. ٍِ خلاه 

اىزحذٝبد اىَزم٘سح أعلآ ٍِ خلاه الاّزقبه ئىٚ ثٞئبد اىجشاٍج ٍِ خلاه ئّشبء اىعقذ الافزشاضٞخ ، 

ثبلإضبفخ ئىٚ اىزفبعو اىسيس فَٞب ثْٖٞب ٗئداسح اىَعبٍلاد ثِٞ اىعقذ ٗاىعَلاء ، ٍَب ٝشٞش ئىٚ ئداسح 

٪ ٍِ خلاه 42اىشجنخ اىَثبىٞخ. ٍِ خلاه اىعَو اىَقزشح ، ٝزٌ اىحظ٘ه عيٚ ئّزبجٞخ رظو ئىٚ 

رطجٞق اىَحبمبح الافزشاضٞخ ى٘ظٞفخ اىشجنخ ٍقبسّخ ثعذً رطجٞق اىَحبمبح الافزشاضٞخ ى٘ظٞفخ اىشجنخ 

ٌ اسزخذاً عيٚ سيسيخ اىنزو . ثبلإضبفخ ئىٚ رىل ، ٝزٌ اىزخيض ٍِ رنبىٞف الأجٖزح ٗفٜ اىْٖبٝخ ٝز

 .ثٞئخ آٍْخ رجعذ اىْظبً عِ اىٖجَبد الافزشاضٞخ

اىَشخظخ ىيزعبٍو   (سيسيخ اىنزو -اىَحبمبح الافزشاضٞخ ى٘ظٞفخ اىشجنخ)ّقذً عْٞخ فشٝذح رحز٘ٛ عيٚ 

ىشفبفٞخ ٗاىثجبد ٍع اىسجلاد اىظحٞخ الإىنزشّٗٞخ ٗاحزفبظٖب ثزقشٝش اىَشضٚ. رضَِ ٕزٓ اىزقْٞخ ا

ب شٗسٝبُ ىلإداسح ٗاىزخزِٝ اىَحَٞخب أٍشاُ ض، َٕٗعيٚ ٗجٔ اىزحذٝذ ًَ ، ٍَب ٝضَِ أسي٘ثبً ٍْظ

، ٝجيت اىثقخ فَٞب لأطجبء ٗاىَشضٚ ثبلإضبفخ ئىٚ رىل، ٗثزفبؤهجٞذاً ثشنو ٍشزشك فَٞب ٝزعيق ثب

ىزحقٞق سشعخ ّظبً  قذٍذ ٍَٖزْب، اىغشع اىَطي٘ة ٕ٘ أُ يق ثسْٞبسٝ٘ اىظحخ اىعبٍخ. أٝضًبٝزع

سيسيخ اىنزو ئىٚ اىسجلاد اىظحٞخ الإىنزشّٗٞخ ٗرشجٞع اىَْبقشبد اىَخزيفخ ٍع اىَْظَبد اىظحٞخ 

 ىلاسزفبدح اىنبٍيخ ٍِ ئٍنبّٞخ اىزنْ٘ى٘جٞب اىَزم٘سح.
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