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Abstract

Steganography and Steganalysis are two sides of the same coin. The
techniques of steganography and steganalysis are developed at the same
time. Steganography is a technique for concealing secreted data and
making it invisible by embedding it in a multimedia range. Image
steganalysis is a technique for determining whether or not images contain
concealed information. Because developed steganographic methods can
payload tiny secret messages into covers, state-of-the-art image
steganalysis techniques with the improvement of steganography
technology cannot distinguish between the cover and stego images or are
detected with lower accuracy performance, making it challenging.

Recent research has demonstrated the effectiveness of utilizing
neural networks to detect stego images. However, because accessing a
database is complex, which is needed in the classification process to detect
whether image is cover or stego image. The current study presents a
technique to address these problems for detecting stego image in the
spatial domain.

The proposed system depends on the statistical properties of the
input image. The system depends on deriving the auto-correlation
function of the image histogram, then applying a high-pass filter as a
threshold to evaluate it. This technique can be used to decide which image
IS a cover or a stego without adopting the original image. Although this
study has focused on least-significant-bit (LSB) steganography, it is found
that the proposed approach could be applied successfully on sequentially
and randomly LSB steganography with different orders of histogram-
correlation derivatives. Also, the ratio stego-image to cover limits is

considered, where tiny ratios can escape this detection method unless



modified. We further this strategy has been examined for other image
steganographic ways. The results have eventually revealed the validity of
this universal steganalysis system. We use a different threshold to
evaluate the proposed system. These thresholds depend on the format of
the input image. The results found that the high-pass filter is more suitable
than other thresholds when using the grayscale as an input image and the
entropy correlation derivatives of the image histogram are appropriate for
a color image. We found the proposed system is better when comparing
the performance of our proposed method with other specific methods in
terms of recognizing sequentially or random embedded messages and the
capacity of detecting messages. The proposed method is universal but
doesn’t use a dataset in the processing phase to classify images into cover
or stego images.

The suggested method's outcomes are evaluated using five
steganographic approaches. The method capable to detect secret message
if the message size is small (Rm > 0.01). The programming language of
the proposed system is MATLAB R2021a (64-bit).
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Chapter One

General Introduction
1.1 Introduction

Data Hiding pervades practically every part of our lives, whether for
good or malicious reasons. According to David Kahn and several historians,
it started from hidden writing hundreds of years ago. It began in Egyptian
civilization as hieroglyphs, which was supposed to represent past timeframes
for certain lords. Other cultures at that period, such as the Chinese, used a
more physical method to concealing communications by handwriting them
on silk or paper, rolling them into a ball, and coating them with wax to
transmit political or military truths. The ball was even swallowed during
transportation as an extra safety step. Hidden transmissions got more
complex as civilization progressed, and cryptograms and anagrams
advanced.

Digital music, podcasts, online and recorded webinars, video chats,
and movies have altered the way of interaction today and are found in
practically every company. These techniques are used to communicate ideas,
develop personnel, build strong customer relationships, and, of course,
amuse. Is it true that digital media poses a threat? Could these pathways be
used to exchange information discreetly, remove copyrights, provide insider
knowledge, transmit command and control information, or offer the

technology needed to combat advanced threats [1].

This scientific danger to community safety is a genuine one. As a
result, researchers have investigated and invented clever image steganalysis
approaches to avoid and assess this danger. However, few articles were done

about the difficulty of receiving a database. Image steganography is a

1
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famous confidential communication technique., which involves concealing
data in an image [2].

Steganalysis is the discipline of finding hidden data or messages in an
electronic cover and discriminating between stego item and cover product
with no or little knowledge of steganography techniques, similar to
cryptanalysis, which focuses on cryptography. The goal of steganalysis is to

collect evidence that points to the presence of a secret message [3].

1.2 Related Works

In this section, a number of researchers' works are discussed which are

related to steganalysis system techniques.

In 2000, Westfeld and Pfitzmann [4] presented the first statistical
steganalysis approach. This method identifies Pairs of Values (POVSs)
transferred during secret data covering. Values of the pixel, quantized
coefficients of DCT, and palette indices that vary in the least significant bit
are examples of POVs. According to the Chi-squared method, the
frequencies of each of the two-pixel values in each POV tip are distant from
a POV's mean. It is approach finds close-equal POVs in images and, as a
result, embedded data. This approach consistently recognizes successively
embedded information, but it fails miserably if the information is random.

In 2000, The Raw Quick Pair (RQP) approach, presented by Fridrich
and Long [5], was developed to identify the Least Significant Bit encoding
in true-color photos. RQP examines LSB embedding-created near pairings
of colors. Close color couples demonstrate that the only difference between
two colors is at the LSB. The frequency of nearby color couples rises as the
process of embedding messages into images increases. As a result, it may
classify an image as stego or not by calculating a numeral of nearby color

schemes. The authors demonstrated that a significant degree of detection

2
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reliability might be achieved even with encrypted data capacities of 0.1-0.3
bits per pixel. This approach has the limitation of being limited to color
images.

In 2001, As a result, Fridrich and Goljan introduced RS steganalysis [6],
a novel technique for detecting the Least Significant Bit encoding in
grayscale and color photos. This method separates the image into groups and
then measures the noise in each group. The LSBs of a defined set of pixels
within each group are flipped (by employing a mask, i.e. the scheme of
pixels to flip). Each group is categorized as regular or singular depending on
whether the pixel clutter inside it is decreased or increased. For a dual kind
of flipping, the categorization is repeated. As a result, the RS steganalysis
approach to be additional trustworthy from the Chi-square technique.

In 2003, Zhang and Ping [7] suggested another approach for
noncolored photos. The system is based on the histogram of different
Images. Translation coefficients through difference photo histograms were
used to detect the poor correlation between the least significant bit (LSB)
plane and the other bit planes. This metric was then utilized to build a
classifier that could distinguish between the stego and the clear images. The
encoding capacity ranged from 0% to 100% in 10% increments, with the
highest detection ratio at 96.03 %. The suggested approach performs well
for random and sequential LSB substitution, with improved performance,

computation speed compared to RS analysis.

In 2004, Celik et al. [8] proposed a different strategy. They created a
feature set based on the rate-distortion features of images built on the view
that secret data encoding enlargements photo entropy and other concealing
methods generate tiny undetectable distortions. This feature set was used to
train a Bayesian classifier, then used to describe images as evident or stego
after a Karhunen—Loeve transform. The embedding rates were 0.1, 0.2, 0.4,

0.6, 0.8, and 1.0 bits per pixel (bpp), and 27% of the cover images were

3
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mislabeled as stego-images, with the miss rate dropping as the embedding

rate went up.

In 2005, Andrew D. Ker [9] establishes a comprehensive framework for
structural analysis of LSB substitution finding and message length
assessment. They combined several previously known structural detectors
and demonstrated a more precise approach. They also used various images
in JPEG and BMP formats to test other recommended tactics and compare
them to other ways; they also discovered that the new algorithm performs
well in a more significant number of circumstances where message length

exceeds 2%.

In 2009, Malekmohamadi and Ghaemmaghami [10] provided a
grayscale image steganalysis approach based on spatial and Gabor features.
They looked at spatially correlations across pixels in unclean and
clear images for feature selection. Gabor filter coefficients were used to
produce input data for a training model, and those characteristics were used
to train an SVM classifier. The entire image's first and higher-order statistics,
as well as its DCT transform, were used. After that, the trained model was
applied to unseen changes and clear photos. According to the findings, the
algorithm had an extremely accurate detection rate of 93 % for changed

pictures and 96 % for pure photos, with an encoding ratio of 14.1 %.

In 2010, Zhang et al. [11] suggested an LSB matching
steganalysis approach based on the statistical model of pixel differences
distributions. The number of non-zero difference values from stego-images
compared to the number of zero-difference values. As a result, the
classifying characteristic estimates the relative error between the expected

and actual values of the number of the zero-difference value.
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In 2013, Cho et al., [12] proposed the method to identify stego from its
clean image; researchers employed a technique of deconstructed photo
blocks. The authors divided the stego into groups, organised the groups into
numerous classes, and then a classifier. The entire picture was then classified
as stego or clean by combining the findings blocks for the whole image with
the judgment phase. The authors show that the execution of this method is
minimally susceptible to judgment fusion approaches and additional
sensitivity to classifier selection.

In 2014, The histogram of multi-order differences was smoothed using
LSB matching. Xia et al., employed the co-occurrence array to depict the
discrepancies with tiny actual values to extract features by this discovery.
SVM classifiers were trained using these parameters to identify stego photos
from the originals. Results of this method, with encoding ratio ranging from
0.1to 1.0 bpp [13].

In 2015, Goljan et al., [14], a close edition of the spatial rich model for
steganalysis of color images, was introduced. Three-dimensional co-
occurrences of residuals calculated from all three-color channels were
utilized to extract the additional features. These features can capture cross-
color channel interdependence. Tests were done on different datasets:
various color versions of BOSSBase v1.01-with an encoding ratio of 0.1 bpp
for LSB Matching, 0.4 bpp for WOW-with an embedding rate of 0.1 bpp for
LSB Matching and 0.4 bpp for WOW. In these experiments, the suggested
18,157 characteristics were quite effective at detecting LSB Matching
steganography in images. The detection error for one payload is 0.0297—
0.1790, whereas the detection error for other loads is similar (0.05-0.5 bpc).

In 2016, Tang et al., [15] Proposed a pixel embedding probabilities-
based adaptive steganalysis technique on the BOSSBase dataset that was

subjected to various encoding ratios (0.05-0.5 bpp). Experiments with
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different adaptive approaches have revealed that the proposed system is
effective, especially at low insertion rates and less than 0.20 bpp.

In 2017, Nouri and Mansouri, [16] created a method for constructing the
steganalysis feature vector by modifying the singular value curve; two
spatial feature vectors were recovered in the statistical exploitation
indicated. According to testing findings on photos encoded with relative
payloads (0.05-0.4 bpp), the recommended feature vectors work adequately
for both universal and JPEG-based steganalysis algorithms.

In 2018, Li et al., [17] ReSt-Net is a steganalysis approach based on
multiple activation modules and parallel subnet-based CNN, which was
suggested. Diverse activation modules (DAMS) are used in their design to
activate the convolution outputs in various ways before aggregating the
results for subsequent layers. Rather than increasing the number of filters in
the pre-processing layers, the network employed more sub-nets with fewer
filters. Pre-trained the subnets individually to speed up the training process.
S-UNIWARD, HILL, and CMD-HILL were used to evaluate the findings,
which ranged from 65.67 % to 85.44 %, 62.38 % to 81.66 %, and 58.92 %
to 79.16 %, respectively.

In 2019, Liu et al. [18] suggested a new steganalysis approach based on
the binary bat Algorithm and employing a nature-inspired FS technique. To
improve detection accuracy, this technique selects the most compelling
feature subset from the features extracted by the Subtractive Pixel Adjacency
Matrix (SPAM) [19] method. The suggested technique improves detection
while reducing redundant features, according to the results of the
experiments. This strategy was tested using HILL, WOW, and HUGO
steganographic approaches at a 40% bpp embedding rate. The detection
accuracies of the findings were 64.11 %, 68.08 %, and 64.07 %, respectively.

In 2020, Xiang et al. [20] suggested a CNN-based steganalysis approach
that contains two contributions: First, by adding additional convolutional
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layers to the lower parts of the network, it provides a new structure of
convolutional and pooling layers to analyse local information better than
other CNN-based models in steganalysis. Second, the (GAV) pooling layer
Is placed before the softmax layer, rather than before the fully connected
layer, which is the best position for steganalysis. The trials revealed that
when compared to previous CNN-based steganalysis approaches, the
suggested strategy achieves the best results. Satisfying outcomes for S-
UNIWARD and WOW steganographic methods ranged from 57.7% to
81.79 % and 63.91 % to 86.17 % at 10%, 20%, 30%, and 40% bpp
embedding rates, respectively.

In 2021, Lin et al. [21] suggested a method for recognizing MPVD
steganography successfully. They presented a way for MPVD steganalysis
based on the chi-square fit of the model since relevant works on PVD
steganography have mostly highlighted embedding capacity and image
quality and concentrated on preventing attacks by RS and PDH study. They
tested the suggested technique with 1,000 images and discovered that it
outperformed existing state-of-the-art techniques across various image
datasets, embedding ratios, and classification methods. In the trials, this
technique performed substantially better in terms of accurate results at low
insertion ratios. As a result, this approach may be utilized to do steganalysis
of MPVD steganography and is a viable alternative to the regularly used RS
and PDH analysis methods.

Table (1.1) presents a summary of all the related works and illustrates
the algorithm of detecting, datasets, and measurement of evaluation.
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Table (1.1): Summary of the Mentioned Related Works

RNZf.. Technique of steganalysis Dataset Accu rac%;t';/ytsigiksart?;lf
Various tests depend on the
) steganography tool (Steganos, S-
[4] Chi-squared detects of POVs No database used Tools, Jsteg, EZStego) and the
size of the embedding message
Several tests showing threshold
Raw Quick Pairs method. Color images, and error probability for
[5] Statistical analysis of the image 350x250 pixels, numerous different test message
colors in the RGB cube stored as JPEGs sizes and different secret
message Sizes.
Multiple tests and outcomes are
dependent on the starting bias,
[6] RS steganalysis No database used software of technique (Steganos,
Hide4PGP, S-Tools), photo
utilized.
Coefficients of the Gabor filter and i
statistics of the gray-scale class co- Image.s from USC- ;Z:jiS;V:et::t?onStht?o Iirsnasiio t;:
[7] occurrence array of photos as SIPin grayscale The embedding rate is 0.141 bits per
characteristics. As a classifier SVM second.
The distributions of pixel ) 50-100% embedding rate: 68.4
) o NRCS image o
[8] dlfferenc<-as are statistically database 8-98.27 % True I-D(-)smve and
simulated. False Positive
Several experiments and
[9] Analysis of LSB substitution. UCID image outcomes depend on the system
database and classifier.
To extract features, a co-occurrence Various tests for detecting HUGO
matrix was utilized to represent the NRCS, BOSSBase were assessed using the "detection
[10] differences with a modest absolute v0.92 reliability” p (p = 2A-1, where A is
value. As a classifier, SVM is used. the area beneath the ROC curve).
On variants of the BossBase
Three-dimensional co-occurrences BOSSBase v1.01 dataset and its grayscale
[11] of residuals calculated from all versions, several experiments
with varying encoding ratios
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three-color channels were used to

extract additional features.

(0.05-0.5bpp) with medium

detection mistake as a measure.

Fisher criterion-based feature

Different outcomes are obtained

) BOSSBase v1.02 based on the encoding rate (bpp)
[12] selection approach _
and steganography technique.
Embedding rates of 0.05, 0.1,
0.2, and 0.4 bits per second were
The steganalysis feature vector was used. Many steganographic
[13] created by altering the singular UCID algorithms yielded various
value curve. outcomes. Several relevant
feature extraction techniques are
compared.
Additional features extracted by Various tests for different
three-dimensional co-occurrences embedding rates (0.05-0.5bpp)
) BOSSBase v1.01 (7) ) )
[14] of residuals computed from all with average detection error as
three-color channels. metric.
Feature selection method based on
the Fisher criterion, in which the
. ) ) ) Numerous results dependent on
separability of single-dimension ) )
) ) ) BOSSBase v1.02 (7) embedding ratio (bpp) and
[15] | and multiple dimension features, _ ]
) ) embedding technique.
combined with measurement of the
Euclidean distance, is analyzed.
o ] Embedding rates of 0.05, 0.1, 0.2
Variation of singular value curve
and 0.4 bpp. Numerous outcomes
was used to construct the UCID (11) ) )
[16] ) on different steganographic
steganalysis feature vector. )
algorithms.
ReSt-Net, is a steganalysis The detection accuracies of the
technique based on multiple BOSSbase ver. 1.01 findings ranged from 65.67 % to
[17] ] activation modules and parallel 85.44 %, 62.38 % to 81.66 %,
subnet-based CNN. and 58.92 % to 79.16 %
Approach evaluated using HILL,
. WOW, and HUGO steganographic
Binary BOSSbase ver. 1.01 _
. methods at 40% bpp embedding rate.
[18] Bat Algorithm (BBA)

The results satisfied 64.11%, 68.08%

and 64.07% detection accuracies.
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Satisfying outcomes for S-
UNIWARD and WOW
steganographic methods ranged from
[20] CNN-based steganalysis approach BOSShase ver. 1.01 57.7% to 81.79 % and 63.91 % to

86.17 % at 10%, 20%, 30%, and
40% bpp embedding rates,
respectively.

Approach evaluated using MPVD
steganographic methods at 10%,
Method for recognizing MPVD 20%, 30%, and 40% bpp embedding
[21] steganography BOSShase ver. 1.01 rate. The results satisfied 90.03%,
95.09% and 99.06% detection

accuracies.

1.3 Problem Statement

Currently, there are billions of photos found online. Individuals utilize
these photographs to record real-life events, express their emotions and
pursue other desires. Unfortunately, due to notable advances in image
application and its related software, terrorist gangs may now communicate
messages using normal image communication with great efficiency. Since
this steganographic software aims to disguise the payload as a random
Image-noise process produced by the electronic systems of the camera,
identification of images related to illegal activity is difficult using the human

eye alone.

In addition, most previous detecting methods depend on the knowledge of
original images by taking the features from the availability of datasets and
depend on the format of tested images. Then, classified the image as stego

or cover.

As a consequence, developing a detecting method, which are updated and
independent of any steganographic method and without any previous hint
about the concealed content or the embedding process has become essential.

10



Chapter ONE ... oot e et et e e et e vt e e een e ee e e eee oo General Introduction

1.4 Dissertation Objectives

Steganalysis aims to build a technique that can assess whether an image

includes a secret message while remaining completely blind. The following

goals are established to achieve this overall aim.

1. Design an image steganalysis approach capable of identifying the

existence of secret information from a variety of steganographic

algorithms, even with low embedding rates.

. Prepare image datasets for steganalysis, involving images embedded

at various embedding rates and using different steganographic

algorithms.

. Propose a method to detect a stego image without adopting the

original image (dataset).

. Prove that the proposed method for derivative histogram

autocorrelation techniques and the proposed method as image

classifiers, whether an image if stego or cover, can be effective.

1.5 Dissertation Contribution

The main contribution of this dissertation is the designing and

implementation of a trusted approach to detect the secret message in an

image. The following are the main contributions: -

1.

Build image datasets for detecting image steganography purposes,
including images embedded at different insertion rates. It uses
K _LSB, enhanced LSB, Chaotic LSB, MPVD, and ICA
steganographic methods.

The system is used to detect different image steganography that uses
different image formats like BMP, RGB, BMP palette, and grayscale
PNG.

11
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3. Prove the proposed system does not rely on the availability of original

Images (dataset).

1.6 Dissertation Outline

This dissertation contains several chapters. It is organized as follows:-

Chapter Two: an overview of information hiding, the steganalysis
techniques related to digital images, and the general concept of correlation

coefficients.

Chapter Three: provides the details of the proposed system, including the

block diagram and the algorithms to implement the system.

Chapter Four: discusses the experimental results of the proposed system and

compares it with other works.

Chapter Five: explains the conclusions of the dissertation, and suggestions

for future works.

12
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CHAPTER TWO
THEORETICAL BACKGROUND

2.1 Introduction

The art of hiding secret data under a digital cover for covert
communication is known as data hiding. It refers to approaches for
embedding secret data into a digital object (usually referred to as a cover),
such as a digital image, video, or audio, by slightly altering the cover item's
noise-like component. The resultant object (titled stego) holding the secret
data will not introduce visible artifacts. It should be sent to the data receiver
via an insecure channel such as a social network. The data receiver can
reconstruct secret data from the stego object by utilizing a secret key to drive

the data extraction operation [1].

Even when a piece of evidence is found, successful criminals are
capable of committing crimes and then getting away with them. Many of
these accomplished criminals are well-known in the news and are being
investigated by local and federal law enforcement on a regular basis. Even
if the crimes are attributed to them, their effectiveness depends on not
producing evidence against them.

The best criminals are almost unknown. They aren't in the news. They
don't brag about their wrongdoings. They are not being investigated by
investigators. In reality, because their illegal conduct is hidden from view,
no one is aware of their involvement. These thieves are the most difficult to
track down because their conversations are hidden behind layers of
technology and physical protection. Not only they do conceal their
involvement in crimes, but they also conceal the conversations that assisted

the crimes.

13
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Hiding communications is such a powerful tool for facilitating covert
operations that it has been utilized for millennia for criminal purposes,
national goals, and aberrant conduct. When investigators investigate in the
appropriate areas, at the right time, and with the proper mindset, they might
occasionally uncover these secret messages. Rarely will an investigator
discover concealed data without previously searching for it or being
informed where it is located [22].

One of the essential characteristics of an information society is
information communication. As a critical component of information
communication, secure communication safeguards important state data,
critical data in trade, and individual information privacy, which are essential
for the country, community, and individuals. Transmission protection and
secrecy are utilized with martial objectives and for real-life, as
communication for mobile and online communication. [23].

This chapter is organized as follows: The Characterization of
Information Hiding is introduced in section 2. In section 3, Image
steganalysis is explained. Correlation effects are introduced in section 4. In
section 5 autocorrelation function is described. Image processing in the
spatial domain is described in section 6. First and second-order derivatives
operations are introduced in section 7. In section 8, the Histogram of an
image is explained. The entropy concept is described in section 9. In section
10, the Butterworth filter concept is explained. The Fourier transforms is
described in section 11. Then, Measures of Evaluation are introduced in
section 12.

2.2 Information Hiding
Data embedding is a fundamental concept built on age-old
steganography, known as data covering. Data obscuring is sometimes known

as "information concealment"” or "information veiling." In general,

14
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steganography tries to conceal the existence of helpful or significant

messages by embedding them in other data [24,25].

As the name indicates, information hiding technology embeds private
information in cover data with a degree of integrity that appears standard.
Any digital medium can transmit personal letters and public records (also

information).

Hostile attackers cannot know if the sent data contains sensitive
information. The host data, including sensitive data, do not draw notice or
raise worry. The risk of harm is reduced, identical to natural disguise, which
allows animals to evade discoveries by their adversaries. The essence of

information hiding technology is this.

Information hiding (also known as data embedding) is a communication
problem [25] with two major components: digital media sources and
transmission channels. An idea of data embedding is to hide crucial private
information in general data. Petitcolas et al. [24] studied current information
hiding based on applications, classifying it into numerous research
categories, such as watermarking, fingerprinting, and steganography. For the
purpose of copyright protection of digital media, watermarking and
fingerprinting are used for authentication and authority, which are related to
signal sources of communications in order to safeguard the copyright of
digital media. Steganography is the art of covering or concealing secret
messages, which is a covert transmission for private data to hide their
presence from hostile attackers listening in on a transmission Instrument.
Most information [26] handles copyright keep for digital media. Information
hiding is a broad phrase that covers a wide range of topics. As illustrated in

Figure (2.1), it is one of the most significant areas of study [24].
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Information hiding

!
! ! !

Steganography Anonymity Copyright marking

Figure (2.1): Information hiding techniques [24].

2.2.1 steganography system

A general steganography system is shown in Figure (2.2).

Stego key Stego key

| '

Cover

(forward) Stego-message ( reverse)
— steganographic > steganographic
algorithm algorithm

T |

Embedded (hidden) message Extracted (hidden) message

Figure (2.2) General Steganography System [27].

It is assumed that the sender aims to send a message to a receiver using
a steganographic transmission. The sender begins with a cover message,
which is an input to the stego-system that conceals the embedded message.

The embedded message is the name of the secret message.

A steganographic key (Stego key), which is extra secret data that may
be required in the hidden process, may or may not be used by the hidden
method. To retrieve the encoded message again, the same key (or a similar

16
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one) is generally required. The stego message is the result of the
steganographic method. The cover and stego messages must both be of the
same data type, while the embedded message can be of any data type. To
retrieve the encoded message, the receiver reverses the embedding process
[27].

In another word, the most popular medium that attracted
steganographers is the image [28]. The availability of digital photos online,
the image's sufficient redundancy to manage steganography, and the Human
Visual System's HVS attributes encourage investigators to use these features
in information embedding techniques are all reasons for its popularity.
Though images are commonly used in steganography, the text is also a viable
option [29]. There are several data-hiding technologies related to the text.
Text watermarking, for example, can be used for copy-right protection. In
contrast, steganography can add a "hash"™ to a document to prevent
unauthorized use. Unfortunately, text steganography is more complex than

digital images steganography due to the absence of redundancy in texts [30].
2.2.1.1 Characterization of Steganography System

Various aspects describe the advantages and disadvantages of
steganographic approaches, which embed a message inside a cover. Each

feature's relative relevance is determined by the application [31].
1. Robustness

If the embedded information can be reliably recognized after the image
has been changed but not destroyed beyond recognition, it is robust. Linear
and nonlinear filters (blurring, sharpening, median filtering), lossy
compression, scaling, rotation, noise addition, color quantization (as in

palette images), and other techniques are examples.

17
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It has highlighted that attacks on the encoding scheme dependent on the
embedding algorithm's knowledge or the availability of the detector function
are not considered robust. Robustness refers to the ability to withstand

"blind" or non-targeted changes, as well as standard image processes [31].

2. Undetectability

In most cases, this feature is necessary for secure covert
communication. If the image with secret encoded data is compatible with the
source model from which images are derived, we say the embedded
information is undetected. For example, if a steganographic approach
embeds a hidden message in the noise component of digital photos, it should
do so without causing statistically significant changes in the carrier noise.
The idea of Undetectability is inextricably linked to the image source's
statistical model. A more comprehensive representation of the original may
allow an attacker to discover the presence of personal information. Note:
The capability to identify the presence does not indicate that the hidden

message can be read [31].

3. Invisibility (Perceptual Transparency)

Noise modification or distortion of the cover image is required to hide
the message in the over. It's critical that the embedding occurs without
causing the cover's perceived quality to suffer. Even if the attacker cannot
extract the message, the failure of steganographic encoding in secret
communications arouses suspicion of the presence of concealed data in a
stego-image. Because the integrity of the original work must be preserved,
maintaining perceptual transparency in an embedded watermark for

copyright protection is equally critical.
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Allowing more significant distortion in the stego-image can enhance
hiding capacity, robustness, or both in cases where perceptual transparency
of embedded data is not critical [31].

4. Security

The encoding method is safe if the embedded data cannot be destroyed
behind accurate detection by focused assaults based on the complete
understanding of the steganography method and detector (excluding the
encryption key) and knowing of at minimum one transport with a concealed
payload [31].

5. Capacity

The needs listed above are in direct competition with one another and
cannot be clearly optimized at the same time. If we wish to hide a huge
message inside an image, we can't expect total undetectability and high
resilience at the same time. It is always necessary to reach an acceptable
compromise. If robustness to significant distortion is a concern, on the other

hand, the message that can be securely hidden cannot be too lengthy [31].
2.2.1.2 Images Steganography Applications

Generally, steganography may be used whenever data has to be
hidden. There are numerous reasons for hiding data, but they all boil down
to preventing unauthorized people from accessing the data or learning of the
message's existence. Steganography may be valuable for the automatic
monitoring of a radio commercial or music. It is possible to build up an

automated system to monitor a specific stego message [32].

Because of recent computer and networking approaches, individuals
can use the fundamental uses of steganography linked to covert

communications. People, organizations, and businesses can host a web page
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that may include sensitive data intended for a third person. Someone may
download the web page; nevertheless, the concealed data is invisible and
goes unnoticed [33]. Some recent steganography uses are employed in
medical imaging systems [34], where a separation between patients' image
data or DNA sequences and captions such as a physician, patient's name,
address, and other particulars is considered necessary for confidentiality.
Using steganography to protect patient's personal information from falling

into the wrong hands might benefit.

Bucerzan and Ratiu may create a technique to embed data in a printed
photo invisible to the human eye and can subsequently be recovered by a
mobile phone with a camera, inspired by the idea that steganography may be
embedded as part of the usual printing process [35]. Because the embedded
data is 12 bytes long, the procedure takes less than a second. As a result,
people may collect encoded data using their cell phones. The core idea is to
convert the image color scheme to hue, saturation, and value components
(HSV) before printing and then embed it in the Hue domain, which human
eyes are not sensitive to it. Mobile cameras may see and decode the coded
data [36].

There are a variety of different applications that may utilize

steganography to support their transmissions unknown [32], such as:
« Cleverness or intelligent property services.

* Ensuring the safety of multimodal biometric data.

* Businesses have confidential information to safeguard.

» Governments say that criminals can communicate via steganography. As a

result, it may be restricted by legislation.

* Military-to-military and defense-to-military communication.
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Steganography may be used in the business world to conceal a secret
chemical formula or a strategy for innovations. It can also be used for
business espionage by disseminating private information. It can also be

utilized in the nonprofit sector to conceal confidential information.
2.2.1.3 Steganography difficulties

The statistics of the cover image are utilized in steganography
techniques to hide secret knowledge within it without altering its
characteristics [37]. A stego image is the product of this process. The stego
image must be free of visible alterations so that a third party cannot detect
these changes and treat the cover as if it were a regular image, while the
secret data transferred via it remains safe. The following significant
problems confront any image steganographic system, as demonstrated in
figure (2.3).

e Payload size: how can the highest encoding capability be performed?
Steganography targets a high level of embedding capability. More
high payload requirements and safe transmission requirements are
frequently in opposition [36].

e Visible photo quality: how similar is the tampered image to its
untampered image perceptually? As a result, image steganography
algorithms should create a stego image with a high level of
imperceptibility [38].

e Robustness: how can a stego image withstand the various steganalysis

detection attacks?

The stego image should be robust to image processing techniques such as
compression, cropping, scaling, and so on; that is, secret information should
not be lost when any of these steganalysis procedures are applied to the stego

image [39].
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As a result, the optimal steganographic approach must concurrently
achieve the aforementioned goals of great capacity, acceptable visual image
quality, and undetectability. High payload steganographic methods, on the
other hand, frequently create distortion problems in stego images that are
sensitive to steganalysis. The tiny payload concerns steganographic systems
with excellent visual image quality. As a consequence of the conflicts
between them, achieving a large payload, acceptable visual quality, and

undetectability at the same time is a major research challenge [40].

Capacity
Naive Steganographic
Technique
Secure Steganographic \— Digital Watermarking
Technique ~4,
Security Robustness

Figure (2.3) Balance -off among capacity, security, and robustness [41].
2.2.1.4 Steganography types
There are three major forms of steganography. These forms are:

1. Pure Steganography

Pure steganography is a system that does not need the preceding
sharing of some secret information (such as a stego-key). The embedding
process 1s formalized as a mapping E: Cx M— C, where C denotes the set
of potential covers and M is the set of possible messages. A mapping
D: Cx — M is used to extract the secret message during the extraction

procedure. Indeed, it is important that /C/ > /M/. The embedding and
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extraction procedure must be accessible to both the sender and the receiver,
but it should not be made public [34].

2. Secret Key Steganography

Asymmetric cipher is comparable to a secret key steganography
method. The sender selects a cover C and uses a secret key K to insert the
secret message inside C. If the recipient knows the key used in the
embedding procedure, he may reverse the process and retrieve the hidden
message. Anyone who does not have access to the secret key should be
unable to get proof of the encoded data. Perceptually, again, a cover C, and
a stego-object can all be identical. The embedding process is a mapping Ex:
Cx Mx K —C, and the extraction process is a mapping Dx:Cx K — M, where

K is the set of all potential secret keys [42].

3. Public Key Steganography

Two keys are required in a public key steganography system: private
and public. A public database stores the public key. The secret key is used
to reconstruct the hidden message, whereas the public key is utilized in the
embedding process. A public-key cryptosystem is one approach to creating
a public key steganography system. The decoding function D in a
steganography system may be applied to any cover C (recall that D is a
function of the whole set C) is used in public key steganography. In the latter
scenario, there will be random components of M as outcomes, which will be
referred to as the cover's "natural randomness.” Suppose this natural
randomness is statistically indistinguishable from the cipher text generated
by a public-key cryptosystem. In that case, safe steganography may be built
by embedding cipher text rather than the unencrypted secret message [34].
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2.2.1.5 Steganography approaches

This section provides an overview of the numerous famous techniques
that employ photos as carriers. There are multiple steganographic
approaches accessible under digital photo carrier media. In this technique,
embedded information is multiplied by the pseudo-noise sequence, then
modulated before being embedded in a carrier media in the spread spectrum.
The transform domain is defined as the transformation of an image into its
frequency representation followed by modification of the spectral
components of the image. The spatial domain approaches employ bitwise
techniques that use simple mechanisms for bit injection, including noise
management. In contrast, a transform domain is described as transforming a
photo into its frequency formand then altering the photo's spectral
components. Choosing the image pixels concerned, the type of alteration to
be performed, and the number of bits encoded in a pixel are all examples of
how adaptive nature may be included in data embedding systems [41].

Figure 2.4 depicts the classification of image steganography approaches.
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Steganography
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Spatial Spread Transform Adaptive
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differencing substitution modification hased
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STC Cuantization Multiple

Code index bite-planes
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Figure (2.4): Types of digital steganography techniques [43].
1. Spread spectrum techniques

These approaches conceal and retrieve the long-secret data within
digital images while preserving the image's original size and dynamic range.
The encoded secret message may be retrieved using the proper keys with no
knowledge of the original image. Image restoration, error-control coding,
and spread spectrum methods are all demonstrated. Some applications for
such techniques are in-band captioning, secret contact, photo stego-proofing,

authentication, encoded control, and revision tracking [44].
2. Spatial domain approaches

Spatial domain approaches are better suited to the human visual
system (HVS) and give higher hiding capacity than transform domain
methods when suitable image quality [45]. It is the most basic type of data
encoding in photos, in which the secret message bits are encoded directly by
changing pixel values [46]. The following sections describe a number of

these approaches:
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A. Gray level modification

The grey-level pixels values checked to the bit stream utilized to map
the photo. First, the gray level values of the selected pixels (odd pixels) are
made even by altering the gray value by one unit. In contrast, a bitstream
must always be mapped when all chosen pixels have the same gray level.
The bit stream's principal bit is compared to the pixel that was first selected.
When a primary bit is even, it is unaffected since the gray level values of all
selected pixels are the same. When the bit is odd, the gray level value of the
pixel is reduced by one unit to make the esteem odd, resulting in an odd bit
mapping. All bits are in the bitstream, and each bit is mapped due to
modifying the gray level values. Compared to previous approaches, these

strategies enable us to offer higher-quality stego images [47].

B. Pixel value differencing (PVD)

This approach divides a cover image into non-overlapping blocks of
two connected pixels. By changing the difference between these two pixels,
it hides the data. The size of the pixel determines the concealing capability
of this method. For example, if the edge area is picked, the difference
between connected pixels is significant, but the difference between
connected pixels is minimal in smooth regions. As a result, the optimum
option is to embed the secret message in edge areas with higher embedding

capacity [48], as illustrated in Figure (2.5).

Cover image —>[ Partition C into blocks by two consecutive pixels ]

v

Calculate difference value for each block ]

p
Ste Specify embedding depth, then, embed secret
go A !
image bits into pixels
G

Figure (2.5) The pixel value differencing method's steps [43].

-

A
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C. Least significant bit substitution (LSB)

It is a fundamental and well-known method for concealing massive
amounts of covert data within the cover image [49]. In this approach, all
Least Significant Bits of pixels in the carrier image are replaced with secret
bits. As illustrated in Figure (2.6), this technique embeds the fixed-length
covert bits in the identical fixed-length LSBs of pixels. Despite its simplicity,
this method produces considerable distortion if the number of embedded bits

per pixel exceeds four [50].

RGB components
of a pixel

1] & ——————
A

00100000 <~ — —

Coverimage

|
111111 11«

Embedding the
character requires
21LSBsofeach
component

Characler (o cmbed Ascl DOIIL0I001 00
Conversion ) e

Figure (2.6) Using the LSB technique, data is hidden in images [43].

D. Enhanced least significant bit substitution (ELSB)

It used the final pair of bits of the cover-image pixels for embedding
and retrieval of a covert message. In the process of embedding, when the
final pair of bits at the value of the pixel are 00 or 10, it embeds the message
bit 0. If the final pair of bits of the pixel value are neither 00 or 10, try to
equal them to 00 or 10 by subtracting or adding 1 from the value of the pixel
to embed 0. It also embeds the message bit 1 at a pixel value if the final pair

of bits of the pixel value are 01 or 11. If the final pair of bits are neither 01
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or 11, we attempt to convert them to 01 or 11 by subtracting or adding 1
from that pixel value to embed 1. The message bit is 0 if the final pair of bits

of a pixel in the retrieval process are 00 or 10. The opposite of that is 1[51].

E. Chaotic least significant bit substitution (CLSB)

It used a chaotic map to disguise a hidden message (text or image) inside
the cover image by shuffling address bits. The proposed scheme employs a
chaotic map to produce integer chaotic series (secret key), which are then
used to select pixel addresses of the cover image for embedding the secret
message. The chaotic map's parameters are secret keys known only to the
sender and receiver. Without recognizing these secret keys, the observer

cannot sense the presence of a hidden message [52].

F. Method based on independent component analysis

It is a safe system for concealing a single or more extra image within
a cover image of equal size. It employed an independent component analysis
strategy to produce the secret key and employed a genetic algorithm strategy
for the best values for the mixing matrix. The key would be exchanged
between the sender and the recipient to ensure that special data remains
secure and difficult for the untrustworthy to discover. Furthermore, the
suggested technique improves the effectiveness of hiding capability, security

level, and resistance to specific attacks [53].

G. Exploiting modification direction (EMD)

Using n pixels as a group, Exploiting Modification Direction (EMD)
establishes hidden digits to 2n + 1 array notational system to reduce stego
image distortion. In addition, embedding requires a decrease or rise in a

single-pixel value within the collection. It is required to compute the value
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of n before embedding for this approach. When the number of n is equal to
2, and the embedding is represented by only one secret digit within each two

pixels, the image quality is the best [54].
H. Quantization-based approaches

This type of steganographic system employs any type of encoding
scheme to conceal secret data bits. Any common compression codec, such
as JPEG, vector quantization, and so on, can be used as the encoding system.
The secret data is split into little data bits, which are then embedded with an
encoded cover image. These technologies are implemented to improve
capacity while limiting tamper photo distortion. Unfortunately, these
methods are insufficient to withstand geometrical attacks and steganalysis
[41].

|. Multiple bit-planes-based approaches

These approaches are presented as an extension to the LSB
replacement technique, in which secret data bits are hidden via bit planes
[55]. Bit plane stego techniques are frequently used in conjunction with other
methods to improve the overall system's performance. An extended bit-plane
encoding has two benefits over the 8-bit LSB techniques: it can host more

hidden bits and the degree of randomness of embedding is high [56].
3. Adaptive-based approaches

""Statistics-aware embedding" or "Masking" are terms used to describe
adaptive steganography. To put it another way, the cover image's statistics
are utilized to embed covert data without affecting its characteristics. This
embedding may be accomplished by selecting pixels in a block with a large
local STD (Standard Deviation) and performing a random adaptive selection
of pixels based on the cover image [57]. The secret bit-carrying pixels are

chosen adaptively based on the content of the cover image [58].
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4. Transform domain approaches

In the area of steganography, several transform domain methods are
used, including the Discrete Wavelet Transform (DWT), Discrete Cosine
Transform (DCT), Discrete Fourier Transform (DFT), IntegerWavelet
Transform (IWT), and Complex Wavelet Transform (CWT) [59]. In general,
this approach is more resistant to typical image processing procedures,
including lossy compression. The Joint Photographic Experts Group (JPEG)
compression standards accommodate DCT-based steganography, whereas
the Joint Photographic Experts Group 2000 (JPEG2000) compression

standards accommodate DWT-based steganography.
2.2.1.6 Steganography Instruments

Several shareware and freeware applications may be downloaded via
the Internet using the file transfer protocol (FTP). This section gives a quick

overview of how they work.
A. Hide and seek

This freeware is an MS-DOS software that embeds and extracts data
from image files in GIF format. It can fit up to 19,000 bytes into a GIF file
with a total size of 320x480 pixels. It encodes using Least Significant Bit
(LSB) replacement, which removes the image byte's LSB and replaces it
with a bit from the message file contents. IDEA is also used to encrypt

program-specific header information [60].
B. Stego Dos

This set of applications, commonly known as Black Wolf's Picture
Encoder, is also available for free. It can encode data files up to 8kb in a
picture file with a maximum size of 320 x 480 pixels and 256 colors. It

doesn't specify an image format. Moreover, to use this application, the user
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needs to have access to graphics file display and screen capture software. It
employs the LSB replacement method to encode the screen capture file with
data, and because it uses screen capture, it does not alter the original image
[60].

C. White Noise Storm

The White Noise Strom tool is a DOS package of software. The
written message was easily included in the cover images, and there was no
noticeable deterioration. By extracting the LSBs from the cover image and
saving them in a file, WNS applies steganography to the LSBs of PCX files.
To produce a new set of LSBs, the message is encrypted and applied to these
bits. To produce the new stego-image, the changed bits are injected into the
cover image. The White Noise Strom tools use Spread Spectrum Technology
and frequency hopping to disperse the data over the image (similar to DES

block encryption) [61].
D. S-Tools

It not only encodes and extracts, utilizing LSB replacement BMP and
GIF files, but also audio and WAV files. It also includes a tool for
steganographically encoding unused floppy drive space. It supports 24 bit
BMP color and encourages encryption of the input message file utilizing
(IDEA, DES) [62].

2.3 Image steganalysis

The art and science of identifying secret communications hidden via
steganography is steganalysis [63]. The objective of steganalysis is to gather
enough evidence to prove the existence of hidden data and to compromise a
carrier's safety. As a result, the goal of steganography is defeated.
Steganalysis methods that can consistently identify the existence of
embedded data in photos are becoming increasingly important. Steganalysis
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Is used in computer forensics, cyber warfare, tracking illegal activity on the
internet, and gathering evidence for investigations, especially in cases
involving anti-social elements [63,64]. Steganalysis has a peaceful use in
addition to its law enforcement and anti-social importance—enhancing

steganography technologies' safety by assessing and detecting their flaws.

Currently, billions of images may be found online. Images are used to
capture real-life events, communicate emotions, and pursue additional
events. Regrettably, with the advances in image steganography techniques,
terrorist gangs may now communicate messages using regular image
communication with excellent efficiency. Since these techniques aim to
disguise security data as random image noise built with camera electronics,
identifying images related to illegal activity is difficult using the human eye
alone. This technological threat to public security is a real-world problem.
As a result, studies explored and created novel image steganalysis methods
to prevent plus analyze this danger. One of the most popular secret
communication approaches is image steganography, which involves

concealing data in an image [2].

As a result, in a manner similar to cryptanalysis, it is focused on
cryptography; steganalysis is the practice to detect secret material or data in
a cover media and distinguishing between stego object and cover object with
little or no understanding of the steganography techniques. Steganalysis
aims to gather some evidence indicating the existence of an encoded

message [3,65].
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Figure (2.7) Steganalysis and steganography model [3].

2.3.1 Techniques of steganalysis

Signature steganalysis and statistical steganalysis are the two types of
steganalysis that are often used. The split is dependent on whether the
steganography technique's signature or image statistics are utilized to detect
hidden messages in steganography-enabled images. It may be split into
specific and universal techniques depending on their application sectors. A
specific steganalytic approach makes use of the knowledge of a certain
steganographic methodology and may be proprietary to that steganography.
To detect various types of steganography, a universal steganalytic technique
Is utilized. Typically, universal techniques do not require an understanding

of embedding processes. As a result, it's also known as the blind technique.
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Figure (2.8) Steganalysis methods classification [66].

1. Signature steganalysis: Methods of steganography conceal secret
information and modify images and other digital material in
undetectable ways to the naked eye [7]. Steganography modifies the
media characteristics by inserting payload bits in a deterioration state
or repeating patterns, which serve as signatures indicating a presence
of hidden data [4]. Look for these repeated patterns as signatures of a
steganography tool to identify the existence of a concealed message
In a suspicious image. These signatures automatically make use of the
tool used to embed the data. Palette tables in GIF images are examined
for any abnormalities generated by standard stego tools. When the

message is encoded in sequential order, such assaults produce
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encouraging outcomes, but they are difficult to automate, and their
trustworthiness is questioned.

2. Statistical steganalysis: The statistics of an image are altered because
of the data hiding. Statistical steganalysis examines an image's
underlying statistics to uncover hidden information. It is more
commanding than signature steganalysis because mathematical
approaches are better sensitive than optical perception [4].

1) Specific statistical steganalysis: These approaches are developed by
examining an encoding process then calculating specific photo
statistics. The methods require a thorough understanding of the hiding
strategy. When applied to a target steganography approach, these
techniques produce exact results. For detecting hidden messages from
stego-images encoded via least significant bit encoding, least
significant bit matching, spread spectrum, JPEG compression, and
other transform domains, statistical steganalytic tools are applied [4].
2) Universal statistical steganalysis: The statistical steganalysis
approach that is not specialized for a specific steganography encoding
approach is known as universal statistical steganalysis. It needs little
or no prior knowledge of the steganographic technologies under
assault to detect the hidden message. It employed a learning-based
method that included cover and stego-image training. The detection
model is built from the experimental data using neural networks,
clustering algorithms, and other soft computing tools. These methods

are independent of how embedding algorithms behave [66].
2.4 Correlation effects

Correlation as a general concept is a measure of an association
between variables. In correlated data, the change in the magnitude of one

variable is related to an adjustment in the extent of another variable, either
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in the equivalent (positive correlation) or in the inverse (negative
correlation) direction. Frequently, the term correlation is used in the context
of a linear relationship between 2 continuous variables and expressed as

Pearson product-moment correlation.

The Pearson correlation coefficient is commonly used for jointly
normally distributed data (data that follow a bivariate normal distribution).
For nonnormally appropriated continuous data, for ordinal data, or for data
with significant outliers, a Spearman rank correlation can be utilized as a
measure of a monotonic association. Both correlation coefficients are scaled
with the end goal that they range from — 1 to +1, where 0 demonstrates that
there is no linear or monotonic association, and the relationship gets stronger
and at last methods, a straight line (Pearson correlation) or an always
increasing or decreasing curve (Spearman correlation) as the coefficient
approaches an absolute value of 1. Hypothesis tests and certainty intervals
can be utilized to address the statistical significance of the outcomes and to
estimate the strength of the relationship in the population from which the

data were sampled [67].

The correlation analysis or cross-correlation is calculated according

to the Equation (2.1) below, and the range of the coefficient is [-1,1]:

__ nExm)-Goey) 21
"= -G lnsy-(y)? (2.1)

r always has a value between -1 and 1, i.e.—1 < r < 1. We say there
Is a positive or direct connection between Y and X if Y rises as X increases.
If, on the other hand, Y falls as X rises (or vice versa), It can be said they are
negatively or inversely linked. Direct and inverse are words employed in the

context of variation or proportionality, as the reader has already noted.
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The maximum values of r, i.e. when r = £1, imply that X and Y are
perfectly correlated (positive or negative). If r is 0, however, it can be
concluded that there is no correlation. Pearson's correlation coefficient is
only used to assess linear relationships. It should not be utilized with non-
linear relations since it will inevitably result in an incorrect interpretation.

The remaining numbers, which lie inside the [-1, 1] subinterval,
reflect the relationship's strength. The values of r obtained after computation
can be used as a guideline to choose which adjective should be used to

explain the relationship, as shown in Figure (2.9).

Positive or direct Negative or inverse
correlation correlation
0 ——‘17 No or zetro ——p N 0

Very poor or very weak

0.1 T T 0.1

\ A
A

02 T4 0.2
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0.3 T - 0.3

04 TX 1T+ -04

Fair or moderate

05 T T 0.5
0.6 T T 0.6
4 \d
A ) A
0.7 T Strong or high — 0.7
08 T T 0.8
Y Y
A ) A
09 -+ Very strong/high T~  —0.9
1 Ye— Pefect — »vL -1

Figure (2.9) Correlation coefficient interpretation [68].
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It is noticed that the quality of the correlation between X and Y is the
same whether r = 0.85 or — 0.85. The only distinction is that there is a direct
correlation in the first scenario and an inverse correlation in the second. It's
Important to remember that r stands for linear correlation coefficient and that
its value, as previously stated, might be misinterpreted when the relationship
between X and Y is non-linear. That is why there is a need to examine a
scatter plot of points (x, y) and determine whether the relationship is
quadratic, logarithmic, exponential, or trigonometric (in other words, non-
linear).

If r =0, we shouldn't assume there's no relationship between X and Y.
Consider the scenario when the two variables are interrelated by the equation
Y= X?and there is a perfect (but unexpected) non-linear correlation between
them (see Figure 2.10 below). The reader may readily check that both > x
and Yxy are equal to zero by starting with the points (-3, 10), (-2, 5), (-1,
2), (0,0), (1, 2), (2,5) and (3, 10). As a result, r = 0 (check the formula for r
in Equation (2.1)). The linear product-moment correlation coefficient can
not be utilized to determine the strength of a non-linear relationship, we

conclude.

» X
0

Figure (2.10) Relationship of non-linear [68].

With enough effort and skill, you can even estimate the value of r by

looking at a scatter diagram. The strength of the link between the variables
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Is determined by the position (amount of scattering) of the points in reference
to the least-squares regression line. The weaker the relationship and the

nearer the correlation of r is to zero, the more scattered the points are.

In the regression equation Y =b + cX, the sign of r is always the same
as the sign of (the gradient) c. The scatter diagram in Figure (2.11)
demonstrates how one may determine the value of r to a certain degree of

precision [68].
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Figure (2.11) Using scattering charts to discover out about r [68].
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2.5 Autocorrelation function

The cross-correlation of two waveforms was used to determine their
similarity as a function of a time-lag applied to one of them. The cross-
correlation of a signal with itself is known as autocorrelation. It is a time
domain analysis that can be used to determine a signal's periodicity or
repeated patterns. The autocorrelation function (ACF) is a popular metric for
detecting whether or not there is a serial relationship. Because it provides a
more detailed representation of the basic process, the autocorrelation
function is more useful than the cross-coefficient test. X, t=1,...,N,isa
time series of length N. A scatterplot of the latest N-k observations versus
the initial N-k observations is a lagged scatterplot for lag k [69].
Equation(2.2) may be refined to yield a correlation between observations
split by k time steps. The autocorrelation coefficient at lag k is denoted by

the value R.

Ry =2tel (=)o) (2.2)

where x =3YN¥, (x,) isthe mean.

The autocorrelation function (ACF) is a useful diagnostic tool for time
series analysis in the time domain [70]. When analyzing stationarity and
picking from a variety of non-stationary models, the ACF comes in handy.
Lag is a time interval that separates the required data and computes the
coefficients in autocorrelation. When it is calculated, the range resultant
numeral can be from +1 to-1. The autocorrelation of +1,-1 means an
excellent positive and negative correlation, and it is symmetric about the x=0

line, as you can see.
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The likelihood of a link between data values split by a certain number
of time stages is used in autocorrelation plots, also known as correlograms,
to supply a more helpful understanding of the development of a strategy via
time (lags). The correlogram shows autocorrelation coefficients on the
vertical axis and the horizontal axis, lag values. The correlogram illustrates
the time series' key characteristics, such as randomization, rising or falling
trend, oscillation, and so on [70]. Because the mathematics used to compute
the correlation coefficient looks the same in both situations, positive and

negative lags will be identical:

lag 2
abcdefghijklmnopgrstuvwxyz
abcdefghijklmnopqrstuvwxyz

lag -2

abcdefghijklmnopqrstuvwxyz
abcdefghijklmnopqrstuvwxyz

1 I T e T T e T o e e e e ey

0.8
06 |

Correlation (r)
=
-9

‘D-Z_TIIIIIIIIH 111 II|III|III|I|IIIIIIIII|IIIIIIIII|IIII|IIII|IIIIIIIII|IIIIIIIII|II I I|IIIIIIIIT
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Lag (sampling periods)

Figure (2.12) The time series k has a correlogram [71].
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2.6 Image processing in spatial domain

The spatial domain refers to the collection of pixels that make up an
Image. Strategies that work straight on these pixels are known as spatial
domain techniques. The expression that employed to represent spatial

domain processes
g, y) =T[f(x,y)] (2.3)

Where f (x,y) denotes the input image, g(x, y) is the processed image, and
T denotes an operator on f , defined across some neighborhood of (x,y). T
may also perform operations on a collection of input images, such as doing
a pixel-by-pixel sum of K images to reduce noise.

As shown in Figure (2.13), the most common method for creating a
neighborhood around a point (x, y) is to utilize a square or rectangular
subimage region centered at (X, y). Starting in the top left corner, the center
of the subimage is shifted from pixel to pixel. At each point (X, y), the
operator T is used to produce the output, g, at that position. The pixels in the

region of interest spanned by the neighborhood are used in the procedure.

origin » X

xY)

Image 7(xy)

v
y

Figure (2.13) In an image f (X, y), the 3*3 neighborhood around a pixel (X, y) [72].
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The subimage is referred to as a filter, mask, kernel, template, or
window, with the first three words resonating the most. Instead of pixels, the

values of a filter subimage are referred to as coefficients [72].

2.7 First and second-order derivatives operations

Some filter operations are based on first-order and second-order
derivatives, respectively. In a digital environment, we pause to consider
some of the essential characteristics of these derivatives. To make things
easier, we'll concentrate on one-dimensional derivatives. The behavior of
these derivatives in regions of gray level (flat parts), at the onset and end of
discontinuities (step and ramp discontinuities), and along gray-level ramps
Is of special interest to us. In an image, these kinds of discontinuities may be
utilized to simulate noise spots, lines, and edges. Also of interest is the
behavior of derivatives during transitions into and out of these image
features.

Differences are used to determine the derivatives of a digital function.
These differences can be defined in a variety of ways. The greatest potential
gray-level change is finite, since we're dealing with digital variables with
finite values and the smallest distance across which that change may occur
Is between neighboring pixels.

The first-order derivative of a one-dimensional function f(x) is defined

as the difference

L fe+ - f) (2.4)
We utilized a partial derivative here to keep the notation identical with when
we examine an image function of two variables, f (x, y), in which case partial
derivatives along the two spatial axes will be involved. The use of a partial
derivative in this discussion has no bearing on the nature of what we're trying
to do.
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A second-order derivative is defined as the difference

= f+ 1) - flx—1) - 2f(x) (2.5)
It is simple to verify that these two definitions meet the previously stated
requirements for first and second order derivatives. Consider the example in
Figure (2.14) to demonstrate this, as well as to emphasize the essential
similarities and differences between first and second-order derivatives in the

context of image processing [73].

w 7 . e -
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Figure 2.14 (a) An image. (b) A one-dimensional horizontal gray level profile running
through the image's center and containing the isolated noise point. (c) Simplified profile
(dashed lines connect the spots to make understanding easier) [72].

A basic image with several solid objects, a line, and a single noise
point is shown in Figure (2.14 (a)). The image's horizontal gray-level profile
(scan line) at the center, including the noise point, is shown in Figure (2.14

(b)). This profile is the one-dimensional function we'll utilize for this figure's
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illustrations. Figure (2.14 (c)) depicts a simplified version of the profile, with
enough data to demonstrate how the 1st and 2nd derivatives act as they
approach a noise point, a line, and finally, an object's edge. The transition in
the ramp spans four pixels in our simplified diagram. The noise point is one
pixel, the line is three pixels thick, and the transition into the gray-level step
occurs between neighboring pixels. The number of gray levels has been
reduced to only eight.

In conclusion, the following findings after comparing the responses
of first and second-order derivatives. (1) In general, first-order derivatives
result in thicker image edges. (2) Fine details, such as thin lines and isolated
points, are more responsive to second-order derivatives. (3) 1st derivatives
show a higher answer to a gray-level step than 2nd derivatives. (4) At step
changes in gray level, second-order derivatives generate a double reaction.
Second-order derivatives similarly have a higher reaction to a line than to a
step, and to a point than to a line, for identical changes in gray-level values

in an image [72].
2.8 Histogram of an image

An image's histogram, like other histograms, displays frequency. On
the other hand, an image histogram displays the frequency of pixel intensity
values. The gray level intensities are shown on the x-axis, and the frequency
of these intensities is shown on the y axis in an image histogram. Color
images may also be histogrammed, either as separate red, green, and blue
channel histograms or as a 3-D histogram. The three axes represent the red,
blue, and green channels, and the brightness at each point indicates the pixel
count. The precise output of the operation is dependent on the
implementation — it may simply be a picture of the needed histogram in a
suitable image format, or it could be a data file of some type, including the

histogram statistics [72].
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2.9 Entropy

The digital world has been developing practically daily. In particular,
the capabilities of technological devices and their use in almost all aspects
of life have grown dramatically during the last ten years (i.e., mobile, digital
players, robot machines, digital readers, etc.). These technologies
demonstrate  how modern technologies’ computational and storage
capabilities quickly increase. Numerous cryptographic techniques, like
cryptography (DES), the Blowfish cipher, the Twofish cipher, and the
advanced encryption standard (AES), despite the fast growth of electronic
and computational machines abilities. Although flaws in these approaches
have been identified for bulk data such as digital images and electronic
media, the ancient algorithms predominate cryptographic algorithms at all
classes (people, institutions, businesses, and governments) [74].

Histogram analysis, global Shannon entropy measure, and
neighboring pixel correlations are all ways for determining image
randomness. The Shannon entropy, named after Claude Shannon, was
developed for the first time in 1948, and Shannon entropy has been primarily
applied in the information sciences since then. The Shannon entropy of a
random variable measures its uncertainty, and Shannon entropy, in
particular, measures the anticipated value of the information in a letter.

Equation (2.6) defines the Shannon entropy of a random variable X [75].

H(X) = =X, p; logop; (2.6)

Where p;=Pr(X =x;)
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2.10 Butterworth filter

Digital signal processing techniques are utilized to solve the issues
arising in the field of digital communication system architecture. Analog
filters are continuous-time systems with continuous-time signals at both the
input and output. Digital filters are discrete-time systems with discrete-time
signals as input and output. A filter is a mechanism or network that modifies
the waveform, amplitude-frequency, and phase frequency properties of a
signal selectively. Filtering goals include improving signal quality (for
example, removing or reducing noise), extracting information from signals,
and separating two or many signals [76].

Digital filters are widely classified into two types: infinite impulse
response (IIR) and finite impulse response (FIR). The convolution sum

connects the filter's input and output signals. The equation of the IR filtering
y(n) =X -0 b x(n — k) + Xy ap y(n — k) (2.7)
ay , by filter coefficient

For N Butterworth filter with a passband edge ®p, the magnitude equation
IS:

1

H(jw)/ = = (2.8)
1+€? (fp)
At w=w,
MH(jw,)/ = ﬁ;? (2.9)

the parameter e specifies the greatest variance in passband

transmission.

Amax =20log V1 + €2 (2.10)

48



Chapter TWO ....coioiiit e ie et e et s et e et e ce e ee e e e e e enw THEOTETICA] Background

The value € determine by equation

e = V10Amax/i0 _ 1 (2.12)

Remember that the highest deviation in passband transmission happens only

at the passband edge in the Butterworth reply [77].

Tk

[} =

=

Figure (2.15): The Butterworth filter's magnitude response [78].

As we all know, some noise is added to signals during processing.
As a result, removing the noise is required for signal transmission. Different
ways can be used to eliminate the noise. The Butterworth IR filter strategy

employs denoise the incoming signal for several of these approaches [79].

2.11 Fourier Transforms

Signal and system analysis relies heavily on frequency domain
analysis and Fourier transforms. These concepts are also one of the
foundations of electrical engineering. These concepts are so fundamental
that they are employed in a broad range of domains, including electrical
engineering and almost every department of engineering and science and

multiple mathematics places.
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The Fourier Transform is a charming mathematical technique.
Using the Fourier Transform, any function may be decomposed into a sum
of sinusoidal basis functions. Each of these essential functions is a different
frequency complex exponential. As a result, the Fourier Transform provides
us with a unique perspective on every function: as the sum of simple
sinusoids.

While the Fourier Transform is a wonderful mathematical tool, it
Is widely used in research and engineering because of its practical
applications. It isn't easy to comprehend why the Fourier Transform is so
crucial. But it simplifies the answer to complicated difficulties. Furthermore,
the Fourier Transform provides us with a new way of experiencing the
world, which is ideal for gaining a more intuitive understanding of our
environment [80]. The Fourier Transform is a mathematical technique that
transforms a function of time, x(t), to a function of frequency, X(w). Define

the Fourier transform of a function g(t) by Equation (2.12)

Time (Seconds) Frequency (Hertz)

Figure (2.16): The Fourier Transform (8) transforms a function of time, x(t), to a

function of frequency, X(w) [80].

Flg(O}=G(H) = [ g(He 2"t dt (2.12)

The outcome is a function of f, or frequency. Consequently, G(f) indicates

how much power g(t) has at frequency f. G(f) is also known as the g
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spectrum. Furthermore, the inverse Fourier Transform may be used to
extract g from G:

FH{GOY=8() =7, G df (213)

2.12 Measures of Evaluation

On different sizes of the secret image (cell.tif secret message image
5*5, 10*10, 20*20, 30*30), the size ratio Rm between message size and

cover size may be computed by the following Equation (2.14):

MessageSize
R, = geo (2.14)
Cover ImageSize

Then, Various indicators were used to assess the efficiency of the
blind proposed steganalysis approach. There are four possible results if
suspicious images are embedded:

1. True positive (TP): a stego image is accurately categorised
as a stego image.

2. False negative (FN): a stego image is incorrectly classified
as a cover image.

3. True negative (TN): a cover image is correctly organised
as a cover image.

4. False positive (FP): a cover image is wrongly classified as
a stego image.

Metrics such as accuracy are used to evaluate the success of the
suggested strategy. The fraction of all accurately predicted classes are
referred to as accuracy. The accuracy should be as high as possible [21].

Equation (2.15) is used to calculate accuracy.

TP+TN
TP+FP+FN+TN

Accuracy = (2.15)
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Chapter Three
The Proposed System

3.1 Introduction

The design and implementation of the suggested system for detecting
the existence of a secret message in an image are described in this chapter.
The proposed method includes several stages.

The first stage is the correlation pixel and correlation of the tested
Image histogram, the autocorrelation function (ACF) is a popular metric for
detecting whether or not there is a serial relationship. Then the first, second,
and third derivatives of the histogram autocorrelation function will have
significant ripples when steganography exists. Finally, using the power of a
high pass filter, Fourier transform or the entropy correlation derivative as a
threshold would imply that it is used to produce a decision. It is used to detect

whether an image is clean or stego.
3.2 General System Architecture

The general architecture of the proposed system for stego detection is
shown in Figure (3.1). This system presents a new idea to detect stego image
without a dataset. According to the correlative analysis explained in the
previous chapter, it is suggested to use the proposed system of steganalysis
method. Steganalysis is a method for detecting the presence of a secret
message in the cover image. The proposed system computes the
autocorrelation function of the image histogram, then takes the first, second,
and third derivatives of the autocorrelation function to test whether any
steganography exists in the image. If steganography exists, then the
derivatives of the autocorrelation function will have significant ripples. A
high-pass filter can extract the high-pass content, Fourier transforms
correlation derivatives or entropy correlation derivatives where a threshold

could be used for a decision.
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Figure 3.1: Block diagram of the proposed system.

The elements of the proposed work are described in detail in the

subsections below.
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3.2.1 Image histogram

We compute an image's histogram. The image histogram displays the

frequency of pixel intensity values. It is the first step of the proposed system.

3.2.2 Correlation statistics

In this step, we compute the Pearson (linear) image pixel correlation
and the Pearson (linear) image histogram correlation for the tested image.
Then the comparison between them to decide on what to do in the next

stage.

I. Image pixel correlation

Before applying for the derivative order, the Pearson (linear)
correlation for the tested image was utilized to discover the correlated value
between image pixels. Algorithm (3.1) show how to compute the correlation
(Pearson correlation) using equation (2.1) in Chapter Two. Two attributes
(X, Y) from the tested image values are selected randomly, and the Pearson
(linear) correlation r is applied between these two attributes. The values of r
fall into the range [-1, 1]. If X and Y are completely correlated, then r is equal
or closeto 1 or —1. If X and Y are independent, then r is equal or closely to

0 as shown in Figure (2.9).

Algorithm (3.1): Image pixel Correlated Feature
Input: g Tested Image

Output: 77image pixel correlated feature

1. Begin
2. g« read image (Tested Image)
3. b_c « size input image
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10.
11.
12.

13.

X1 « input image (1_to_c-1)
t; « input image (2_to_c)
s; « b*(c-1)
I « rand (s;)
Kp ¢« round toward positive _s1
| « 1(1_to_Kp)
X« Xi(1)

ye— t(l)

/I size X1

/l random index between 1 and s1

/I choose K, points only
/I Kprandom pixel-pairs

Il Kp random pixel-pairs

Apply Pearson correlation (Equation 2.1)

returnr

14. End Algorithm.

Steps (4-5) in the algorithm represented the range of input image as x;

Is the vector of the input image from 1 to c-1, and t; is the vector of the input

image from 2 to ¢, where c is the final value in this image. Also, steps (10-

11) in the algorithm represented the random pixel pairs between 1 to c. The

output of this algorithm is the value of r represent the image pixel correlation

value of input image.

I1. Image histogram correlation

The Pearson (linear) image histogram correlation was utilized to

discover the correlated value between image histogram. Algorithm (3.2)

show how to compute the correlation (Pearson correlation) using equation
(2.1) in Chapter Two.
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Algorithm (3.2): Image histogram Correlated Feature
Input: g Tested_ Image

Output: r image histogram correlated feature

1. Begin

2. g« read image(Tested Image)

3. b_c « sizeinputimage

4, V255

5. ve-0_toV

6. gh < Convert_tested image to one column
7. H < histogram of the Tested image_ (gh ,v)
8. XeH(1 to v-1)

Q. ye—H(2 _to v)

12. Apply Pearson correlation (Equation 2.1)
13. returnr

17. End Algorithm.

Step (5) in the algorithm represented the range of image histogram as
v is the vector of the image histogram from 0 to V, x is the vector of the
Image histogram from 1 to v-1, and y is the vector of the input image
histogram from 2 to v, where v is the final value in this image histogram.
Also, step (7) in the algorithm represented the histogram of the Tested image
between 0 to v. The output of this algorithm is the value of r represent the

image histogram correlation value of input image.
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3.2.3 Autocorrelation of an image histogram

We compute the autocorrelation value of the histogram image that will
be utilized to detect the autocorrelated values between the tested image
histogram at this stage. Algorithm (3.3) demonstrated how to use equation
(2.2) in Chapter Two, to calculate the autocorrelation function. The
autocorrelation function at lag k is represented by the value Rk and is applied
between two attributes (X, Xtw«), where k is the time step. After normalizing
autocorrelation, the resulting number can range from 0 to 1, both of which

are symmetric about the x=0 line when calculated.

Algorithm (3.3): Autocorrelated Feature
Input: g Tested_ Image

Output: Rk normalize the autocorrelated feature

1. Begin

2. g« read image (Tested_Image)

3. Ve 255

4, ve-0_toV

5. gh < Convert_tested image to one column

6. H < histogram of the Tested_ image_ (gh ,v)

7. Apply Autocorrelation of histogram of the Tested Image
using equation (2.2)

8. N < length_ histogram of the Tested_ image

9, T «-(N-1)_to_N-1

10. Lce—length T Il Tis the lag variable for Rk

11. Mx < max_Rg /I Mx is max value of Rk

12. Rk « Rk/MXx /I normalize the autocorrelation
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13. return the vector Rk
19. End Algorithm.

Step (4) in the algorithm represented the Autocorrelation of the
histogram of the tested image as a vector from 511 values. Also, step (10) is
the lag variable for Autocorrelation. The output of this algorithm is the
vector values of Rk. It values in the range [0,1] both of which are symmetric

about the T=0 line and the large values at T is equal to 0.

3.2.4 Derivative histogram autocorrelation

In the current work, we compute the first, second and third derivatives
of the histogram-autocorrelation of the input image. Algorithm (3.4) shows
how to compute the derivative order using equations (2.4) and (2.5) in
Chapter Two. The derivative order value at lag T is represented by the value

d. The resulting number can range from [+1,-1] when calculated.

Algorithm (3.4): Derivatives-order of the Histogram-autocorrelation
Input : vector Rk

Output : Normalized derivative-order d1,d2,d3

1. Begin

2. vector Ry from algorithm 3.3

3. compute first-order derivative of histogram autocorrelation using
Equation (2.4)

4. d1 «diff(Rk) I/ first-order derivative function

5. normalize the first derivative

6. Tle<T(1 to _Lc-1) /I T1 is the lag variable for d1
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7. compute second-order derivative of histogram autocorrelation
using Equation (2.5)

8. d2 < diff(d1) /I second-order derivative function

9. normalize the second derivative

10. T2<T1(2_to Lc-1) /1 T2 is the lag variable for d2

11. compute third-order derivative of histogram autocorrelation

12, d3  diff(d2) /1 third-order derivative function

13. normalize the third derivative

14, T3«T2(2_to_Lc-2) // T3is the lag variable for d3

15. return the vectors d1, d2, d3
19. End Algorithm.

Steps (4,8,12) in the algorithm represented the first, second, and third
derivative of histogram autocorrelation of the input image. Then normalized
the derivative. Also, T1, T2, and T3 is the lag variable for derivatives of
histogram autocorrelation of the input image. The output of this algorithm is
the values of three vectors, d1, d2, d3. It values in the range of [-1,1] at lag
T1, T2, T3.

3.2.5 Decision threshold of the system

The final step of the system is deciding (classification) whether the
Input image is a cover or a stego, without adopting the original image. This

decision can you taking with one of three methods:
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A. The power of high-pass filtered derivatives
The high pass filter can extract the high pass content, where a

threshold could be used for a decision. Algorithm (3.5) show how the power

of high-pass filtered derivatives can be used as a decision.

Algorithm (3.5): The power of the high-Pass Filter
Input: The vectors d1, d2, d3

Output: The values of the decision threshold sz0, su0, swo0

1. Begin

2 The vectors d1, d2, d3 from above algorithm 3.4

3. Design of the High-Pass Filter

4 n <10 /I the number of values for the filter 0to 10 values
5 wn « 0.5 /1 cutoff frequency

6. b_a « butter(n,wn,'high") /1 the values of high pass filter
8. Compute z0,u0,wO0 for the input image

Q. z0 «filter(b,a,d1) // high pass filtered 1st derivative
10. u0 « filter(b,a,d2) // high pass filtered 2nd derivative
11. w0 « filter(b,a,d3) I/ high pass filtered 3rd derivative

12.  change in power of derivatives

13. 520 « ¥ (z0)? /I sum the high pass filtered 1st derivative
14. su0 «y,(u0)? /I sum the high pass filtered 2nd derivative
15. sSW0 « Y (w0)? /I sum the high pass filtered 3rd derivative

16. End Algorithm.
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Steps (9,10,11) in the algorithm represented high pass filtered of the
first, second, and third derivative of histogram autocorrelation of the input
image. Also, Steps (13,14,15) in the algorithm represented the sum of the
high pass filter of the first, second, and third derivative of histogram
autocorrelation of the input image. The output of this algorithm is the values
sz0, su0 and swO. These values represent the decision of the proposed
system. For natural images, the power of its filtered derivative of histogram
autocorrelation was low, while the power of the stego one was high; hence

a threshold of 1 or higher would be sufficient to detect a stego image.

B. Fourier transform correlation derivatives

It is the second method of making a threshold that could be used for a
decision. Algorithm (3.6) demonstrated how to use Fourier transform

correlation derivatives as a threshold of the proposed system.

Algorithm (3.6): Fourier transform correlation derivatives
Input: The vectors d1, d2, d3
Output: The values of the decision threshold rlo, 120, r3o0

1. Begin

2. The vectors d1, d2, d3 from above algorithm 3.4

3. compute Fourier transform correlation derivatives

4. Apply function of Fourier transform correlation 1st derivative using
equation (2.12)

5 normalize of Fourier transform correlation 1st derivative

6. Apply function of Fourier transform correlation 2nd derivative using
equation (2.12)

1. normalize of Fourier transform correlation 2nd derivative
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8.

23

10.

11.
12.
13.
14.

15.

16.

17.
18.

19.
20.

21,
22,

Apply function of Fourier transform correlation 3rd derivative using
equation (2.12)

normalize of Fourier transform correlation 3rd derivative

Define HP-region and LP-region of FT correlation derivatives

fo < 0.1 /I border of LP/HP
Ln <256 /I +ve range, including f=0
no « (fo*Ln) /1 index of fo

mL1 « max(ftln(1_to_no)) /1 the max LP-region of FT(hist-corr 1st derv's)
mH1 « max(ftln(no+1_to_Ln))  // the max HP-region of FT(hist-corr 1st derv's)
mL2 « max(ft2n(1_to_no)) /I the max LP-region of FT(hist-corr 2nd derv's)
mH2 « max(ft2n(no+1_to_Ln)) // the max HP-region of FT(hist-corr 2nd derv's)
mL3 « max(ft3n(1_to_no)) /I the max LP-region of FT(hist-corr 3rd derv's)

mH3 « max(ft3n(no+1_to_Ln)) // the max HP-region of FT(hist-corr 3rd derv's)

rlo «mH1l/mL1 /I Max of HP/Max of LP(FT(der1))
r20 < mH2/mL2 /I Max of HP/Max of LP(FT(der2))
r3o < mH3/mL3 /I Max of HP/Max of LP(FT(der3))
. End Algorithm.

Steps (4,6,8) in the algorithm represented the Fourier transform

correlation 1st, 2nd, and 3rd derivative of histogram autocorrelation of the

input image. Then normalize of Fourier transform correlation 1st, 2nd, and

3rd derivative. Step (10) in the algorithm defines the High pass region and

Low pass region of Fourier transform correlation derivatives. Step (12)

represented a positive range, including f=0. Also, Steps (14,16,18)

represented the max Low pass region of Fourier transform (histogram
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correlation 1st, 2nd, and 3rd derivatives). Steps (15,17,19) represented the
max High pass region of Fourier transform (histogram correlation 1st, 2nd,
and 3rd derivatives). Then the values rlo, r20, and r3o are the results of this
algorithm. These values indicate the proposed system's decision. For natural
Images, most information is LP (Low pass) region. Hence, max (HP)/max
(LP) is less than 1. Powerful HP (High pass) components appear after
steganography, making max (HP) bigger than max (LP). hence a threshold

of 1 or higher would be sufficient to detect a stego image.

C. Entropy correlation derivatives

It is the third method of making a threshold that could be used for a
decision. Algorithm (3.7) demonstrated how to use Entropy correlation

derivatives of the image histogram as a decision of the proposed system.

Algorithm (3.7): Entropy correlation derivatives
Input: The vectors d1, d2, d3
Output: The values of the decision threshold sz11, sull, swll

1. Begin

2. The vectors d1, d2, d3 from above algorithm 3.4

3. compute Entropy correlation derivatives

4. eeol —wavelet_entropy(dl,'shannon’) / unction of Entropy correlation 1st derivative
5. eeo2 « wavelet_entropy(d2,'shannon’) i function of Entropy correlation 2nd derivative
6. eeo3 «wavelet_entropy(d3,'shannon’) / function of Entropy correlation 3rd derivative
7. change in power of Entropy derivatives

8. sz11« (ee0l)? /I power the Entropy 1st derivative
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9. sull« (eeo2)? /l power the Entropy 2nd derivative

10. swlle (eeo03)? /I power the Entropy 3rd derivative

11, End Algorithm.

Steps (4,5,6) in the algorithm represented the wavelet entropy
correlation 1%, 2" and 3" derivative of histogram autocorrelation of the
input image. The output of this algorithm is the values sz11, sull, and swll.
These values represent the decision of the proposed system. The wavelet
entropy of the autocorrelation derivative of the image histogram will be low

since the image is original. It will be high if the tested image is stego.
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Chapter Four

Implementation and Results

4.1 Introduction

This chapter explains the implementation and the results of the proposed

system. Grey-scale and color images are used to test the proposed system. The
proposed system is used for testing and attack detection. The dataset is grey-
scale images created by K-LSB [50], Chaotic-LSB [52], enhanced-LSB stego
Images [51], and stego color images created by A Hybrid Image Steganography
Method based on a Genetic Algorithm [53] to test and evaluate the results of
the proposed system. Then, the blind proposed system is tested and evaluated
by different images steganography formats. The measures of evaluation are

used to evaluate the proposed system.

4.2 System Requirement

Hardware: Processor Intel ® Core ™ 17-4510 CPU, Ram 8 GB, Storage 500
GB, Freq. 2.2 GHz.
Operating System: Windows 10 Home 64bit.

Programming Language: MATLAB R2021a (64-bit).
4.3 Datasets Preparation

Five steganographic methods are used to evaluate the proposed method
for detecting the stego image. These steganographic methods are K-LSB,
Chaotic-LSB, enhanced-LSB stego images, and stego color images created by
A Hybrid Image Steganography Method Based on a Genetic Algorithm and
MPVD, which were prepared using the BOSSbase v1.01 dataset for the
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embedding in the spatial domain. BOSSbase dataset contains 10,000

uncompressed natural images.

Then using a dataset containing 10,000 grayscale images embedding by
MPVD steganography that were 512 x 512 pixels in size [81] and Mendeley
Data containing 1500 RGB images that were 512 x 512 pixels in size [83] to

evaluate the proposed system.

4.4 Correlation statistics

In this section, the Pearson (linear) correlation for the tested image was
used to measure the correlated value between image pixels and image

histogram. Comparison of the results to decide what to do in the next step.

4.4.1 Image pixel correlation

The algorithm (3.1) is applied to the grey-scale and color images, the
Pearson (linear) correlation concept is a good statistical indicator for testing
and discovering the correlated value of the tested image pixel. Table (4.1)
shows the adjacent pixels correlation decrease when the size message ratio(Rm)
and K-LSB are growing up. It decreases slowly and stays positive very strong
correlation for the cover and stego images Figure (4.2) confirms this fact. To
find the correlation between two adjacent pixels, pairs of adjacent pixels have
been selected randomly from the original and stego images. Figure (4.2) shows
the correlation of adjacent pixels in the cover and k-LSB-stego images for
different values of k (the number of least significant bits to be encoded with the

message). It is clear that introducing a message in the cover image will reduce
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the natural correlation between its pixels. The correlation damage will be more
If we used more LSBs (i.e., larger k). Hence, for better security of the message,
the message size should be selected as small as possible when compared to the

cover image.

Original Image

Image + Message, k=1

Image + Message, k = 2

Figure 4.1: The grey-scale cover and stego MATLAB images.

Table (4.1): Pixel correlation to images in figure (4.1).

1 0.9913265 0.9911616 0.9908681 | 0.001
2 0.9913272 0.9913259 0.9911604 0.9908567 | 0.005
3 0.9913227 0.9911527 0.9907994 | 0.020
4 0.9913184 0.9911456 0.9907484 | 0.046
5 0.9913045 0.9911182 0.9905693 | 0.127
6 0.9912515 0.9910314 0.9898853 | 0.509
7 0.9911621 0.9908691 0.9888058 | 0.114
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Figure (4.2): Correlation of adjacent pixels in the cover and k-LSB-stego images for
different k.

Figure 4.3 depicts the pixel correlation between the cover and stego images.
If we utilize more LSB’s, the correlation damage will be greater (i.e., larger
K). Figure (4.4) demonstrates the scatter plot for the cover and the stego images
and it depicts the correlation value between adjacent pixels. It is a very strong

correlation even when the secret message in the image exists.
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Figure (4.3): pixel correlation between the cover and stego images.
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Figure (4.4): The scatter plot of adjacent pixels in the cover and k-LSB-stego images for
different k.
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4.4.2 Image histogram correlation

The Pearson (linear) correlation idea is a suitable statistical indicator for
testing and discovering the correlated value of the tested image histogram. The
algorithm (3.2) is implemented for grey-scale and color images. Table (4.2)
shows the adjacent histogram correlation decreases when the size message ratio
(Rm) and K-LSB grow up. It is clear that introducing a message in the cover
image will reduce the natural correlation between its histogram and that the
truth becomes clearer in histogram correlation than in pixel correlation. Figure

(4.5) confirms this fact clearly.

Table (4.2): Histogram correlation to images in the cover and k-LSB-stego images for
different k.

1 0.9884820 0.8804239 0.91964235 0.001
2 0.9885485 0.8796743 0.9200170 0.005
3 0.9885112 | 0.9882802 0.8789658 0.9203808 0.020
4 0.9875907 0.8751177 0.9209426 0.046
5 0.9819610 0.8586152 0.9197193 0.127
6 0.9615548 0.8583395 0.8961505 0.509
7 0.8800120 0.9195122 0.9280765 0.114
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Figure (4.5): Correlation of adjacent histogram in the cover and k-LSB-stego images for
different k.

4.5 Autocorrelation of an image histogram

The algorithm (3.3) is applied to the tested image histogram. Figure (4.6)
shows the normalized autocorrelation of the histograms of the cover and stego
Images using the k-LSBs steganography system (i.e., the stego image is the
cover image loaded with a hidden message as another image whose pixels have

been distributed over k-LSB’s of the cover image).
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Figure (4.6): Normalized autocorrelation of the histograms of the cover and stego-image
(cover image loaded with a message) using k-LSBs steganography system.

4.6 Derivative histogram autocorrelation

The algorithm (3.4) is applied to the histogram autocorrelation of the
tested image. Figure (4.7) shows the effect of the first derivative on the
histogram autocorrelation of the cover and LSB-stego images. It can be noticed
that LSB-stego will introduce significant ripples when the autocorrelation
function of the image histogram is subjected to derivation. On the other hand,

it is found that using higher derivatives may not be necessary (only in this case),
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as they do not introduce a significant difference from the first derivative in
revealing stego image when the ripples are clear in the first derivative. Figures
(4.8) and (4.9) show the ripples introduced by the second and third derivatives
of the histogram autocorrelation functions. Hence, the second and third
derivatives can be used as a support for the decision which can be based on the

first derivative only.
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Figure (4.7): First derivative of the histogram autocorrelation function of the cover and
LSB-stego images for different LSB levels and a different message to cover size ratios.
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Figure (4.8): The second derivative of the histogram autocorrelation function of the cover

and LSB-stego images for different LSB levels and a different message to cover size ratios.
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Figure (4.9): The third derivative of the histogram autocorrelation function of the cover

and LSB-stego images for different LSB levels and a different message to cover size ratios.

4.7 Decision of the system

In the final step, the proposed system provides significant tools to

discover these ripples, which represent the decision on the tested image whether

it is stego or clear.

4.7.1 The power of high-pass filtered derivatives

The algorithm (3.5) is implemented to the derivatives histogram

autocorrelation of the tested image. The high-pass content may be extracted
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using a high-pass filter, as well as a threshold can be utilized to make a decision.
Hence, high-pass filtering of this derivative will be a good tool to discover these
ripples, where a threshold should be used as will be explained below. The high-
pass filter used in this dissertation is the digital Butterworth filter of order 10

and whose frequency response is shown in Figure (4.10).

After the HPF of the derivative of the autocorrelation function of the
histogram, the power of the filtered signal is calculated. As the original image
Is smoothly correlated with smooth histogram autocorrelation, the filtered

version of the derivative of histogram autocorrelation will have a very low.

However, if the image is stego, then the power of the filtered derivative

of the histogram autocorrelation will be high.
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Figure (4.10): The frequency response of the high-pass filter used to determine the
threshold of stego detection.

In the following experiments, we found that the ratio of the stego power
to the original power is more evident if we use the first derivative, where this
ratio exceeds 1000, figure (4.11) confirms this fact. For untampered natural

Images, the power of its filtered derivative of histogram autocorrelation was as
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low as 0.0015, while the power of the stego one was 2.3733; hence a threshold
of 1 or higher would be sufficient to detect stego, although the threshold could

be image-dependent.

Relative Power Ratios of HP-Filtered Hist-Corr-Derivatives
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Figure (4.11): Relative Power Ratios of HP-Filtered Hist-Corr-Derivatives.

4.7.2 Fourier transform correlation derivatives

It is the second way of determining a threshold that may be used in a
decision for the gray-scale image. Algorithm (3.6) is applied on the tested
Image's derivatives histogram autocorrelation. In Figure (4.12), we found that
for natural images, most information is LP (Low pass) region. Hence, max
(HP)/max (LP) is less than 1. Powerful HP (High pass) components appear after
steganography, making max (HP) is bigger than max (LP). In figures (4.12),
(4.13), case 1 is the original image, and cases 2,3, and 4 are the stego images
with different embedding ratios.
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Figure (4.12): HP max / LP max of FT(Hist-corr-Derivatives).
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Figure (4.13) : HP max / LP max of FT(Hist-corr-Derivatives) (enlarged).

Figure (4.13) is the same as Figure (4.12), but Figure (4.13) is enlarged.
Where the x-axis is the same in the two figures, but the y-axis in the Figure
(4.13) is enlarged.

I. Expansion of experiments

In this experiment, we will show that higher-order derivatives could be
necessary for other types of steganography. The suggested system was tested
on three different LSB steganography techniques to conceal the message in the
gray-scale image, and it tested the suggested system on another different
steganography approach with a color image. The proposed method should be
able to detect tampered images. Figure (4.14) describes the gray-scale images
used in these experiments, with the message modified to achieve various
message-to-cover ratios (Rm ratio). As the Histogram-Correlative of the image

Is a derivation, LSB-stego introduces major ripples. As a result, high-pass
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filtering of this derivative would be a useful method for detecting these ripples,

where a decision can be used.

message

Original Image

Image + Message, k=1 Image + Message, k= 2

Figure (4.14): The grey-scale cover and stego MATLAB images.

Figures (4.15), (4.16), and (4.17) depict the effect of the first, second,
and third derivatives on the histogram-correlative of the cover and K-LSB,
Chaotic-LSB stego images. If the message is small compared to the cover (Rn),

we should use the second and third derivatives since the first is unclear.
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Figure (4.15): The 1st derivative of the histogram-correlative for

Chaotic_LSB, K_LSB stego, and cover images for several LSB levels and

several messages to cover size ratios.
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Figure (4.16): The 2nd derivative of the histogram-correlative for Chaotic_LSB,

K_LSB stego, and cover images for several LSB levels and several messages to cover size
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Figure (4.17): The 3rd derivative of the histogram-correlative for Chaotic_LSB,

K_LSB stego, and cover images for several LSB levels and several messages to cover size
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The effect of the first, second, and third derivatives on the histogram-
correlative of the cover and K-LSB, enhanced-LSB stego images, is seen in
Figures (4.18) a, b and c. The method fails if the message size is very small

(Rm < 0.01). Higher derivatives are almost certainly required (future work).

Kn represents the number of different hidden message sizes in the
system. Kn=[5 10 20 30 50 100 150]. As a result, Chaotic-LBS is not
appropriate for large R, > 0.1 and K, > 65, so only K-LSB and enhanced-LSB

are compared.
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Figure (4.18) (b)
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Figure (4.18) (c)

Figure (4.18): The derivative of the histogram-correlative for enhanced_LSB,
K_LSB stego, and cover images for several LSB levels and several messages to cover size

ratios. (a) the First derivative. (b) the second derivative. (c) Third derivative.
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The proposed system in the following experiment tested a different
Image steganography approach, this time using a color image format
(BMP)[53].

Figures (4.20) and (4.22) show the influence of the first derivative of the
histogram-correlative for cover and stego color images. According to Figures
(4.20), (4.22) and Tables (4.3), (4.4), the first derivative is sufficient to detect
Image tampering, as evidenced by the influence of the PSNR value, image type
for the cover and message images, and whether they are 256 or true color. If
the PSNR is high, we should probably use the second and third derivatives

instead of the first because the first is vague.

Original Image Message

Figure (4.19): The images of the cover (true color), message (256 color), and stego (true

color).
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Table (4.3): Details of hiding an image in a cover image as in Figure (4.19).

Mixing Matrix PSNR | MSE Cover & message
images

.9

2

52.603 | 0.598 | 256x256 pixels

0.002 0
[ 0.7 0

Original hist corr 1st derivative: d(Rho)/dT

-1
-250 -200 -150 -100 -50 0 50 100 150 200 250
Lag variable
Steg hist corr 1st derivative

-1
-250 -200 -150 -100 -50 0 50 100 150 200 250
Lag variable

1st der of Rh 1st der of Rho

Figure (4.20): The 1st derivative of the histogram-correlative for cover and stego color
images.

Original Image Message

Figure (4.21): The cover, the message and the stego images are all in true color.
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Table (4.4): Details of hiding an image in a cover image as in Figure (4.21).

Mixing Matrix PSNR | MSE Cover &message
images
58.038 | 0.320 | 256x256 pixels
[o 001 0.9}
0.6 0.2

Original hist corr 15t derivative: d(Rho)/dT

1st der of Rho
=

| [ [ [ [ [ [ [ [ [

250 -200 -150 -100 50 0 50 100 150 200 %0
Lag variable

Steg hist corr 1t derivative

1st der of Rh
=

Pl [ [ [ [ [
250 -200 -150 -100 50 0 50 100 150 200 %0
Lag variable

Figure (4.22): The 1st derivative of the histogram-correlative for cover and stego color
images.

4.7.3 Entropy correlation derivatives

The wavelet entropy of autocorrelation derivative of the image histogram
utilized as the decision suitable for the color images was created using
MATLAB command:

threshold = wentropy(d1,'shannon’);

The wavelet entropy of the autocorrelation derivative of the image
histogram will be low since the image is original. It will be high if the tested
Image is stego. However, the criterion is more accurate for color images than
other decisions classifier till now to discover stego image. The algorithm (3.7)

Is applied on the tested image's derivatives histogram autocorrelation. In the
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following experiments, the proposed method was tested using several image
steganography techniques to embedded the message in grayscale and color
BMP (true, 256) images. The suggested approach should be capable of
detecting manipulated images. As a result, using the wavelet entropy measure
on this derivative would be an excellent way to identify these vibrations, where

a criterion may be utilized.

In the next experiment, from Figure (4.23) to Figure (4.27) the suggested
system evaluated for detecting the embedding image by the modified
pixel-value differencing steganography method (MPVD) [21]. The cover
Images, which were grayscale images (PNG), were taken from the BOSS
database. The test was performed randomly on 1,000 images selected from
10,000 images that were 512 x 512 pixels in size. It is found that if the image
Is clear, then the value of the wavelet entropy of the first, second, and third
derivatives of histogram correlative is small. When the value of the wavelet
entropy of derivatives of histogram correlative is high, then the tested image is

stego.

Figure (4.23): The grey-scale cover and stego images.
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Figure (4.24): The 1st derivative of the histogram-correlative for stego and cover images.
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Figure (4.25): The 2nd derivative of the histogram-correlative for stego and cover images.

2 1 Original hist corr 3rd derivative: d°(Rho)/dT®

14 T T T T T T T T T T
= i

=] ]

P R e L it
2 0

E_1 1 1 L 1 1 l L | 1 | 1
& 250 200 150 100 50 0 50 100 150 200 250

Lag variable

1 Stego hist corr 3rd derwatlve d {Rho};‘dT3
T T T

Huws g e -MH_W#WV\HWNW-’ ey

1 1 1 L L
-250 -200 -1 50 -1 OO -50 O 50 1 OO 1 50 200 250
Lag variable

3rd der of Rho
(=]

Figure (4.26): The 3rd derivative of the histogram-correlative for stego and cover images.
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Figure (4.27): The value of derivative entropy of the histogram-correlative for stego and
cover images.

In the following experiment, from Figure (4.28) to Figure (4.33) the
suggested system evaluated for detecting the embedding image by the least
significant bits method (LSB). The cover images, which were true color images
(RGB), For the 3-channel embedding, the pixels of each image were embedded
with secret data sequentially, where each channel in each pixel were embedded
with 2 bits or 4 bits by replacing the least significant bits [82]. were taken from
the Mendeley Data. The test was performed randomly on 100 images selected
from 1,500 images that were 512 x 512 pixels in size. It is found that if the
Image is clear, then the value of the wavelet entropy of the first three derivatives
of histogram correlative is tiny. When the value of the wavelet entropy of

derivatives of histogram correlative is high, then the tested image is stego.
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Original Tested IMAGE

Figure (4.28): The true-color (RGB) cover and stego images.
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Figure (4.29): The 1st derivative of the histogram-correlative (RGB bands) for cover and
stego images.
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Figure (4.30): The 2nd derivative of the histogram-correlative (RGB bands) for cover and
stego images.
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Figure (4.31): The 3rd derivative of the histogram-correlative (RGB bands) for cover and
stego images.
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Figure (4.32): The value of derivative entropy of the histogram-correlative (RGB bands)
for cover image.
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Figure (4.33): The value of derivative entropy of the histogram-correlative (RGB bands)
for stego image.

In the following experiment, from Figure (4.34) to Figure (4.38) we
evaluated the proposed system examined 1000 images using a different image

steganography technique with a color image format (256). It is found that if the
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Image is clear, then the value of the wavelet entropy of the first three derivatives
of histogram correlative is small. When the value of the wavelet entropy of

derivatives of histogram correlative is high, then the input image is stego.

Stego Tested IMAGE Original Tested IMAGE

Figure (4.34): The color (256) cover and stego images.
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Figure (4.35): The 1st derivative of the histogram-correlative for cover and stego images.
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Figure (4.36): The 2nd derivative of the histogram-correlative for cover and stego images.
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Figure (4.37): The 3rd derivative of the histogram-correlative for cover and stego images.

ENTROPY of (Hist-Corr-Derivatives)

=1

Eder
600 [ | =2
§ 500
E 400
o
[s]
5
E 300
g
E
@ 200

ENTROPY of (Hist-Corr-Derivatives)

entropy of Derivatives

0 ke

1
Cases: 1= Stego Tesed Image,

1
Cases: 2= Original Tesed Image,

Figure (4.38): The value of derivative entropy of the histogram-correlative for stego and
cover images.
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4.8 Comparison with the Related Works

It is clearly shown that the best detection is the proposed system using
the specific method on LSB steganography. Now compare the performance of
our proposed method with those of three specific methods [4,5,6] in terms of
recognizing embedded messages. In [4] uses The Chi-squared approach, the
Chi-squared method consistently recognizes sequentially embedded messages,
but it fails miserably when the embedding is random. In [5] uses the Raw Quick
Pair (RQP) approach that a significant degree of detection reliability might be
achieved even with secret message capacities of 0.1-0.3 bits per pixel. In [6]
uses the RS method for detecting LSB embedding in color and grayscale
images. The RS Technique is more effective for arbitrarily spreading data
throughout the stego image. The results of the proposed technigue show detect
sequentially and randomly embedded message capacities of (R, > 0.01).
Table (4.5) show comparative between the proposed method and three specific

techniques.

Table (4.5) comparison the specific methods with the proposed method.

Ref. Detect recognizing embedded
Method Image
No. message messages

Specific method A
[4] Westfeld , A . JPEG Sequentially
Pfitzmann (2000)

Specific method J. RGB true 0.1-0.3 bits

[5] Fridrich, M . Long ) Randomly
(2000) color per pixel

Specific method J

Color and 0.05 bits per

[6] | .Fridrich, M. Goljan e | . Randomly
(2001) rayscale pixe
Specific method Color and Sequentially and
Rm>0.01
The proposed method Grayscale Randomly
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The proposed method is universal but doesn’t use a dataset in the
processing phase to classify images into cover or stego images. It is universal
steganalysis, the first attempt to detect images without adopting the dataset.

The proposed evaluated technique for embedding ratios as low as 20%.
The tests were performed at random on 100 or 1,000 images chosen at random
from a database of 10,000 images that were 512 x 512 pixels in size. The
images utilized in the testing were from the BOSS image database.

Table (4.6) summarizes the results of comparing the suggested method
with three techniques for detecting the embedding image by the modified
pixel-value differencing steganography method (MPVD). The table shows that
the proposed technique performed better with the BOSS database than other

methods.
Table (4.6) Comparison of accuracies for BOSS database images.
Embedding Proposed W. Lin et al.’s Sabeti et al.’s Bui et al.’s
ratio (%) method method [21] method [84] method [85]
20 0.975 0.959 0.902 0.898
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Chapter Five

Conclusions and Future Works

5.1 Conclusions

The following conclusions explain the most significant characteristics

that have been obtained from the results of the proposed system:

1. The Pearson correlation idea is a suitable statistical indicator for testing
and discovering the correlated value of the tested image histogram. It is clear
that introducing a message in the cover image will reduce the natural
correlation between its histogram and that this truth becomes clearer in

histogram correlation than in pixel correlation.

2. Derivatives on the image histogram autocorrelation is an efficient method
for revealing image tampering. Because the stego image will introduce
significant ripples when the autocorrelation function of the image histogram
IS subjected to derivation. On the other hand, it is found that using higher
derivatives may not be necessary, as they do not introduce a significant
difference from the first derivative in revealing image tampering when the

ripples are clear in the first derivative.
3. Experimental results have shown that the proposed system provides

significant tools to discover these ripples, which represent the decision on

the tested image whether it is stego or clear.
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4. Experimental results have demonstrated that the suggested system fails if
the message size is very small (R, < 0.01). The use of higher derivatives is
almost certainly required. Since the first derivative is vague if the message
Is limited in comparison to the cover (Rn), we can use the second and third

derivatives.

5. Experimental results have shown that the proposed system is validated
with various LSB steganography approaches and it is applied to other
steganography approaches. The proposed method will determine whether an
Image was tampered with or not without relying on the original image.

6. The proposed system can detect different steganography methods. It is a

universal steganalysis in the spatial domain.

5.2 Future Works

In this dissertation, the correlation statistics, derivatives of the image
histogram autocorrelation, and decision threshold of the proposed system are

implemented. The following are suggestions for future works:

1. Designing a model for stego image detection based on the Internet of

Things (1oT) infrastructure.
2. Developing the proposed steganalysis system to be a hybrid system
consisting of both Correlation image pixels and Correlation image

histogram to benefit from the advantages of each type.

3. Developing the proposed system for detection of most limited secrete

messages using higher derivatives.
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4. Designing an efficient model for detection based on other digital media like
movie, sound and text.
5. Diversify the decision of the proposed system to include the SVM classifier

to detect the stego image.
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