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Abstract

Steganography and steganalysis are two contradictory techniques.
Steganography is a technique to hide secrete information into multimedia
content in order to make it undetectable. The technique that identify whether
there is secret information hidden in images is known as image steganalysis.
Since content-adaptive image steganographic methods adaptively integrate
knowledge into regions with distortion-based rich textures, state-of-the-art
Image steganalysis approaches with the development of steganography
technology cannot discriminate between cover and stego images, or detected
with lower accuracy performance, and this makes it challenging to extract

effective features.

Due to the impressive performance of Convolution Neural Network
(CNN) in the field of image processing, a growing number of researchers
have focused on developing steganalysis methods based on CNN. However,
this dissertation aims to develop a system that based on CNN as a feature
extraction and select the most informative features for steganalysis of

content-adaptive image steganography.

After preparing the steganographic datasets, the proposed method
applies Noise Residuals Filter to these datasets to suppress the image
contents and exposing the stego noise component residuals, then applying
the proposed CNN-based method to extract the image features. After that,
use a Binary Particle Swarm Optimization Algorithm to select the most
informative features, and finally, train the Support Vector Machine classifier
using the selected training set and using the same classifier to discriminate
between the normal images and images containing the secrete information

for testing sets as a new unpredicted images.

il



Five content-adaptive steganographic methods are used to evaluate
the results of the proposed method. The detection accuracy results ranged
from 69.80% to 85.96%, from 71.00% to 87.53%, from 71.22% to 85.12%,
from 60.77% to 88.16%, and from 65.39% to 87.04% for the HILL, HUGO,
MiPOD, S-UNIWARD and WOW steganographic methods, respectively.

v
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GENERAL INTRODUCTION



CHAPTER ONE
GENERAL INTRODUCTION

1.1 Overview

Steganography is a procedure of making the presence of hidden
information in a host signal cannot be detected, such as text, video, and
images. The hidden information that are embedded within a larger cover
in such a way that the observer cannot identify the existence of this

information [1, 2].

A steganographic application was described in 1980 when British
Prime Minister Margaret Thatcher programmed word processors to
encode the identities in the word space to tracing disloyal ministers

responsible for the leaks of the cabinet's documents. [3, 4]

Today, Internet/storage devices (communication channels) provide
an open area for exchanging information because they are a simple and
ideal carrier. The data might be in the form of images, videos, or audio.
Such medium can be utilized to hide secret information that is
subsequently transmitted over the communication channel [5]. However,
it might be harmful to communicate the secret information publicly, as
privacy and secrecy are not guaranteed [6]. In such cases, it is necessary
to send and receive information to and from certain individuals secretly.

The communication via such a channel is termed secret communication.

There are a variety of steganographic tools available for hiding
information within another cover file [7]. These cover files are usually
digital multimedia files that are the optimal choice for steganography, as
they are not suspicious (given the vast quantity of images on the Internet)

and simple to process.
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The techniques used to detect the existence of such non-traviliar
distortions are termed steganalysis to discriminate the original cover
media from that containing a secrete message. Because a steganalytic
must assess if a particular digital media is "stego" or not, it is considered
a hypothesis-testing issue. The most commonly used tools in the
steganalysis communities are regularized linear classifiers [8], Ensemble

classifiers [9], and Convolutional Neural Networks (CNNs) [10].

The development of steganalysis has forced the research
community to develop new steganographic approaches to cope with the
new and well-designed steganalytic models. To satisfy this purpose, the
researchers propose increasingly complicated and sophisticated distortion
functions to get a better cost-map [11, 12, 13]. In contrast, steganalysis
should discover new image descriptors or models, which might cope with
these newly updated steganographic techniques since the area of
steganalysis is now challenged by this new generation of steganographic

Algorithms.

The endless struggle between steganography and steganalysis
creates an environment that stimulates itself and benefits both fields. In
this context, it is necessary to develop a more suitable and effective set of

methods.

1.2 Related Works

In this section, an overview of related works is provided,
simultaneously trying to place the proposed method into its historical

context.

In 2016, Xu et al. [14, 15] proposed a method of Convolution

Neural Network (CNN) for steganalysis that including absolute (ABS)
2
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activation and Batch Normalization (BN) layers. The ABS layer is used
to enhance statistical modeling in subsequent layers, and BN avoids
falling the network training being trapped in a bad area around local
minima and optimizing feature map (FM) scales and biases. Moreover,
used the Hyperbolic Tangent (7anH) activation function [16] to prevent
over-fitting. The experiments of the proposed method satisfy better
performance when compared with other steganalysis methods. It detection

accuracy reached 81.29% using S-UNIWARD steganographic algorithm.

In 2017, Lietal. [17] proposed a new method to extract the features
for image steganalysis based on "Threshold Local Binary Pattern (TLBP)
Operator," which is performed on residual images. The high-order
derivative filters generate the residual images to capture the stego
artifacts. Then, second-order co-occurrence matrix features are extracted.
Finally, the ensemble classifier is trained as a detector. The results had
proved that the TLBP is competitive to SRM [18]. HILL, MiPOD and S-
UNIWARD steganographic methods are used for evaluation. The results
ranged from 58.94% to 77.05, from 59.25% to 77.29%, and from 59.38%

to 81.07 detection accuracies, respectively.

In 2018, Li et al. [19] proposed ReSt-Net, a steganalysis technique
based on multiple activation modules and parallel subnet-based CNN.
Their design consists of diverse activation modules (DAMs) that activate
the convolution outputs in different ways before aggregating their results
for subsequent layers. The network used more sub-nets with fewer filters
rather than increasing the number of filters for pre-processing layers. To
speed up the training process, pre-trained the subnets individually. The

evaluation results performed using S-UNIWARD, HILL, and CMD-HILL

3
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and their results ranges from 65.67% to 85.44%, from 62.38% to 81.66%,
and from 58.92% to 79.16%, respectively.

In 2018, Zhou [20] proposed a steganalysis approach that makes
two new selection-channel information. First, use a mapping function to
enhance the information, and this improved information is then combined
with co-occurrence modeling to identify pixels with a high embedding
modification probability. In this approach, the selection-channel
information is further exploited, and the resulted features are influenced
more by pixels with a significant embedding modification. Experiments
demonstrate that the aSRM outperforms other steganalysis features. The
evaluation results performed using S-UNIWARD, HILL, MiPOD, CMD-
S-UNIWARD, CMD-HILL, and CMD-MiPOD. The results ranges from
63.75% to 85.04%, from 64.67% to 83.36%, and from 59.94% to 81.11%,
from 63.22% to 80.44%, from 63.37% to 80.39%, and from 57.47% to
76.00%, respectively. This approach used 10% and 50% bpp as the lowest
and highest embedding rates.

In 2019, Lu Jicang et al. [21] proposed F-opt, an enhanced
framework for steganalysis of content-adaptive image steganography
based on FS and pre-classification approaches. The authors used the k-
means method image dataset to extract images with differing textures and
complexity. The optimum features for each cluster are then determined
for the final choice to enhance the overall performance. This method used
only 10% and 30% bpp as embedding rates in the evaluation process. The
satisfied results include: 63.36% and 78.05%, 58.08% and 70.21%, and
59.1% and 72.96% for S-UNIWARD, MiPOD and HUGO

steganographic methods, respectively.

4
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In 2019, Liu et al. [22] proposed a new steganalysis methodology
that using a nature-inspired FS technique depending on the binary bat
Algorithm. This approach identifies the most compelling feature subset
from the features that extracted by Subtractive Pixel Adjacency Matrix
(SPAM) [23] method to improve detection accuracy. Experiment results
demonstrated that the proposed approach enhances detection while
reducing redundant features. This approach evaluated using HILL, WOW,
and HUGO steganographic methods at 40% bpp embedding rate. The
results satisfied 64.11%, 68.08% and 64.07% detection accuracies,

respectively.

In 2019, Huang, Min [24] proposed a CNN architecture that utilizes
30 trainable high-pass filters in the architecture's first convolutional layer
to make it self-learning. Some constraints, such as symmetry and keeping
the sum of the weights at zero, have been enforced on these filters to make
them operate as high-pass filters throughout the training stage. The
experiments illustrated that the proposed architecture outperforms other
handcrafted-based steganalysis methods. This approach evaluated using
WOW, MiPOD and S-UNIWARD steganographic methods at 20%, 30%,
and 40% bpp embedding rate. The satisfied results ranged from 61.2% to
72.6% , from 62.3% to 75.1%, and from 62.1% to 73.1% detection

accuracies, respectively.

In 2020, Zhujun et al. [25] proposed an approach called IAS-CNN.
As a pre-processing stage, this technique uses self-learning to improve the
filter. Create the filter manually at first to initiate the pre-processing, then
include it into the CNN learning process. Additionally, this technique
incorporates selection channel knowledge in image pre-processing to

enhance the residuals and start the network with high payload data
5
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training parameters to improve network performance. [AS-CNN is also
utilizes fewer resources and processing data more quickly. The evaluation
results performed using HUGO, S-UNIWARD, and WOW
steganographic methods at 20% and 40% bpp embedding rates. The
results ranges from 70.45% to 78.35%, from 62.4% to 75.05%, and from
68.15% to 80.75%, respectively.

In 2020, Xiang et al. [26] proposed a steganalysis technique based
on CNNs, which includes two contributions: First, it offers a new structure
of convolutional and pooling layers in the lower parts of the network to
analyze the local information better than other CNN-based models in
steganalysis by adding additional convolutional layers. Second, instead of
being positioned before the fully connected layer, the (GAV) pooling
layer is placed before the softmax layer, which is the best position for
steganalysis. The experiments illustrated that the proposed technique
satisfies the best performance compared with some other CNN-based
steganalysis methods. The satisfied results are ranged from 57.7% to
81.79% and from 63.91% to 86.17% for S-UNIWARD and WOW
steganographic methods, respectively, at 10%, 20%, 30% and 40% bpp

embedding rates.

In 2021, Liu et al. [27] proposed the DFSE-Net architecture, which
consists of the best-designed architecture of different filters and Squeeze-
and-Excitation that may best reflect embedding artifacts. The proposed
network has integrated many present suggested designs, such as ABS,
BN, and TLU, to create a suitable architecture that outperforms modern
methods. According to the authors, DFMs may be used in order to capture
more steganographic traces in a variety of ways, and SEMs can be used

to increase the relevant features obtained from DFMs. The results
6
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demonstrate that this technique is more effective and performs better. This

method requires input images with a specified size. The evaluation results
performed using S-UNIWARD, and WOW steganographic methods at
10%, 20%, 30% and 40% bpp embedding rates. The results ranges from
57.8% to 78.35%, and from 65.08% to 85.1% for each method,

respectively.

Table (1.1) illustrates the summary of all related works that used

BOSSbase (Break Our Steganography System base) [28] as a base to build

steganographic datasets, including the techniques used for feature

extraction, the number of extracted features, Algorithms used for FS, the

number of selected features, and the dataset used.

Table (1.1): Summary of Related Works.

No.

Ref.

Feature Extraction
Technique

No. of
Extracted
Features

Algorithm of FS

No. of selected
features

Dataset

[14]

CNN with six groups of]
layers characterized by using:
(1) ABS layer; (2) applying
the TanH activation function
at early stages; (3) BN before
each nonlinear activation
layer.

256

BOSSbase
ver. 1.01

[15]

CNN, which is characterized
by using: (1) BN to improve
statistical modeling in the
subsequent layers; (2) TanH|
to prevent overfitting; (3)
Reduce the strength of]
modeling by wusing 1x1
convolutions in deeper layers.

128

BOSSbase
ver. 1.01

[17]

second-order co-occurrence
matrix applying on TLBP
operator where TLBP is
applied on residual images
generated by many high-order
derivative filters.

29,040

BOSSbase
ver. 1.01
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CNN is characterized by
process information diversely
[19] by using diverse activation 256 . . BOSSbase
modules to learn ver. 1.01
steganographic artifacts in
various ways.
Residual ~ weighted  co-
occurrence Matrix, where the
. . B
[20] [weights provided by| 34,671 -- -- OSSbase
o . ver. 1.01
estimation embedding change
between image pixels.
Extract the features based on s N Select the features that
analyzing the dependency of] M};an:smg “|satisfy best
image adjacent data utilizing|Ajgorithm with|performance for each
co-occurrence matrix, and|Threshold=20, |cluster based on a
[21] using it for image pre- a“dl {523 Fhe threshold, which — BOSSbase
classification  as multiple ;:u ;Zggjlaﬁl(g based on Euclidean ver. 1.01
clusters by the K-means|anq 3896 for|distance analysis.
Algorithms. each  cluster,
respectively
136 for Hill
Binary BOSSbase
SPAM method 686 132 for WOW
[22] fmetho Bat Algorithm (BBA) ver. 1.01
110 for HUGO
CNN architecture uses 30 UCID
trainable (self-learning) high- p
24 pass filters in the first 128 BO;I;b
[24] convolutional layer at the - h } ase
o . version
beginning of the architecture. 0.92
CNN is characterized by
improving a pre-processing
filter by self-learning and
[25] incorporating the knowledge 256 . . BOSSbase
of the selection channel using ver. 1.01
the embedding probability of
each pixel.
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CNN, which is characterized
by: (1) adding additional
convolutional layers in the .
CNN lower part; (2) new applying

2 features
resulted from

arrangement of convolutional tGAl\:/Gton BOSSh
layers and pooling layers; (3 Wo Feature — — ase
[26] [lay pooling layers; (3)} " which ver. 1.01

using GAV pooling layer and

placed it in a better position. introduces to

Softmax for

probability
calculation
CNN is characterized by: (1)
30 filter banks for pre-
processing. (2) using DFMs
. B
[27] to get. additional 240 . N OSSbase
steganographic traces. (3) ver. 1.01

using SEMs to improve the
DFMs features.

1.3 Problem Statement

The quantitative analysis of changing cost based on distortion
function and the embedding based on Syndrome Trellis Codes (STCs) are
two aspects of the content-adaptive steganography. These two aspects
make traditional steganalytic techniques were unable to detect content-
adaptive steganography effectively. Although approaches based on rich
model features are generally good, they are still poor when it comes to
identifying images with low embedding rates or high complex texture, or

detected with low accuracy.

In addition, most feature extraction methods generate some features
that obscure the information provided by the important features that
related to be effective in decision-making. These redundant or irrelevant
features is due to how the architecture was designed and to some of the

hyperparameters that need to be tuned manually.
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As a consequence, developing a steganalysis methods, which are
updated and independent of any steganographic method and without any
previous clue about the hidden content or the embedding method has

become essential.

1.4 Dissertation Objectives

The task of steganalysis is to design a blind method that determines
whether the image contains a secret message. To achieve this overall task,

the following objectives has been established.

1. Design image steganalysis method capable of detecting the presence
of secrete information, even with low embedding rates, from various
content-adaptive steganographic Algorithms, with notable accuracy and

fewer selected informative features subset.

2. Build image datasets for steganalysis purposes, including images
embedded at different embedding rates and using different content-

adaptive steganographic Algorithms.

3. Design a feature extraction model to extract features that reflect an

image's locality and diversity characteristics.

4. Propose a method to preserve the most informative feature subset by
eliminating redundant and irrelevant features, and hence, increasing the

quality of the feature space and improving detection accuracy.

5. Prove that combining the proposed method for feature extraction and
the proposed method to eliminate redundant and irrelevant features, and
traditional machine learning as classifiers can be effective in image

steganalysis.

10
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1.5 Challenges

Many challenges have been identified when attempt to satisfy the

proposed method for steganalysis that can be described as follows:

1. There are no standard image datasets available as a cover and
corresponding stego images with different embedding rates used for
steganalysis, and this needs extra efforts to build a dataset by applying
different content-adaptive steganographic methods on images with

different embedding rates.

2. The secrete information of Content-adaptive steganographic is
difficult to detect at low embedding rates or detected with low accuracy.
This making blind steganalysis 1is increasingly challenging for

steganalyzers.

3. Blind image steganalysis can be seen as a classification problem. The
feature space of a classification problem is a crucial factor affecting the
performance of a classification/learning Algorithm. Without prior

knowledge, it is difficult to identify which features are significant.

1.6 Dissertation Contributions

This dissertation aims to solve some challenges facing practical and
universal steganalysis of content-adaptive image steganography. The

significant contributions are listed below:

1. Build image datasets for steganalysis purposes, including images
embedded at different insertion rates, using HILL, HUGO, MiPOD, S-
UNIWARD, and WOW steganographic methods.

11
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2. Develop a feature extraction model based on CNN with two subnets
and different kernel sizes to diversify the extracted features that reflect an

image's locality and diversity characteristics.

3. Improve the extracted features by developing a FS model based on a
two-objective optimization Algorithm that satisfies less selected features
and high detection accuracy. This can be satisfied by using Binary
Particle Swarm Optimization (BPSO) based on the detection accuracy of
Logistic Regression (LR) classifier as a fitness function to preserve with

most informative features.

1.7 Dissertation Outline
The remainder of this dissertation is organized as follows:

Chapter 2, presents a basic introduction to steganography, steganalysis,
CNN fundamental concepts in addition to the some traditional machine
learning classifiers and Particle Swarm Optimization (PSO) algorithm

with its binary version.

Chapter 3, provides the detailed methodology of the proposed system. It
presents the steps taken, including pre-processing, feature extraction, FS,

and classification.

Chapter 4, discuss the implementation of the methods proposed in chapter
three for content-adaptive image steganalysis, the experiments result of

these methods, and evaluation of the results.

Chapter 5, presents the conclusions of the dissertation and suggestions for

future work.

12
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CHAPTER TWO

THEORETICAL BACKGROUND

2.1 Introduction

This chapter provides a theoretical background required to
comprehend the approaches presented in the next chapter. The first
sections offer an overview of the basic concepts, families, and Algorithms
used in steganography, focusing on content-adaptive image
steganography. Then, it describes its counterpart, steganalysis, and
explore its many types, down to utilizing CNN and its core ideas. This
chapter also discusses the fundamentals and concepts of traditional

machine learning classifiers and swarm intelligence for FS, namely PSO

and BPSO.

2.2 Image Steganography

Digital media has recently emerged as a vital communication channel
carrier as the digital world has expanded, and this was the beginning of a
birth of modern steganography [29]. The objective of current
steganography is to hide relatively large secret information in a digital
medium known as a cover, so that the resulting medium, known as stego,
seems similar to the cover to the naked eye. This indicates that an
eavesdropper would miss the presence of the hidden message in the stego.
The secret message can also be anything that can turn into a bit-stream,
such as text, encrypted text, or an image. Cover medium comes in various
formats, including image, sound, video, text, and so on. Nonetheless,
because images are widely shared over the internet, they are the most
commonly utilized medium in steganography and have bits in their digital

representation and high degree of redundancy, making them the ideal

13
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carrier for hiding the information [30]. Figure (2.1) illustrates the

encoding and decoding procedures of a simple steganographic model of

modern stenographic methods.

E Stego Object -
Cover File(x) Steganographic G g_ =i ‘J xr

Encoder
Secret fOLM,.K)
Message(M)

Communication ]
Channel

Secret P ——

Message(M)

]
]
Decoder ' ; i
]
%

------------

Figure (2.1): The Framework for Encoding and Decoding a Steganographic
Model[31].

* Encoding Process: As input, both the cover file (X) and the secret
message (M) are given into the steganographic encoder. The
steganographic encoder function, f(X, M, K), embeds a cover file with the
hidden message. The resulting stego object is identical to your cover file,

with no discernible differences.

* Decoding Process: In this stage, stego object is passed into

steganographic decoder to extract the hidden message.

However, given the presence of an eavesdropper, these tasks can be
challenging. The eavesdropper should be unaware of any communication
between the sender and the receiver, and otherwise, he will break the

communication channel.
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This dissertation is primarily concerned with spatial content-
adaptive steganographic methods that employ grayscale images as the

transmission medium.

2.2.1 Image steganography Families

There are three prominent families of steganography. Based on how
the secret information is hidden, several families were identified, and they

are as follows [32]:
e Cover Selection Steganography.
e Cover Synthesis Steganography.

e Cover Modification Steganography.

These three families of steganography will be discussed in the

following sections, highlighting their benefits and disadvantages.

2.2.1.1 Cover Selection Steganography

In this steganography, the sender has a predetermined image
database, and the sender chooses the one that best fits the intended
message from this database. In this scenario, the sender uses message
digesting functions to search the image database for an image with a digest
that matches the bit-stream requested in the message. When the image is
identified, it is sent to the receiver, who can easily interpret the hidden
message by repeating the hashing Algorithm with the specified secret
key.

Such methods have the benefit of being almost undetectable [32].
Indeed, because the cover is not modified in any way, it is difficult to
identify that there is a secret message. However, the primary issue with

15
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these approaches is their extremely low embedding capacity, which
immediately becomes impractical since the number of tries necessary to

discover a match rises exponentially with the size of the digest [33].

2.2.1.2 Cover Synthesis Steganography

In this steganography, the sender creates a cover that best conveys
the hidden message. If the sender can create a cover with a known

distribution with the receiver, it will keep its secret message hidden safely.

This method has the advantage of providing a high degree of
security. Nevertheless, because of its restricted embedding capabilities, it

1s a less desirable solution [32].

2.2.1.3 Cover Modification Steganography

The most frequently used and researched steganography approach
1s cover modification steganography. Its basic idea entails modifying an
existing cover object to hide the information using a shared secret key and,
at the same time, attempting to maintain, as much as possible, the natural
statistics of the utilized cover. Figure (2.2) depicts the fundamental idea
of cover modification steganography, where Emb and Ext represent the

embedding and extraction map functions.

xm secret key
] Receiver

(7 “stego

[
message ‘
- (=
/\\U | cover *Q{ cover
L —)

messagd

or
- stego

Warden
Figure (2.2): General Diagram of Cover Modification Steganography [34].
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2.2.2 Adaptive Steganography

Since the Syndrome Trellis Codes (STCs) approach [35], it has
been possible to code a message while considering the image's content;
the first method that employs this coding in 2010 is HUGO adaptive
steganography method [36] that considered a most secure manner. It
involves hiding the information while attempting to induce the cover
image with the least degree of distortions. Adaptive steganographic
Algorithms try to hide the information in this regions of cover image that
difficult-to-detect. Because cover modification steganography disturbs
the original statistics of the cover through the hiding process, it is essential
to choose secure regions of the cover that have no noticeable influence on
the total cover statistics. Most adaptive techniques utilize a distortion
function, which simulates the embedding influence on detectability.
Compared to model-preserving approaches [37], adaptive steganography
methods provide better generalization and even a higher level of security.
Furthermore, it permits the creation of steganographic Algorithms that are

motivated by the performance of a steganalyzer in terms of security.
The following three stages are taken into account by adaptive
steganography Algorithms:
1. Determine the optimal position for embedding.
2. Message encoding.

3. Embedding the message.

2.2.2.1 Determine the Optimal Position

Adaptive steganographic Algorithms try to hide the information
while minimizing the effect of the embedding process [38]. To attain this
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goal, it is necessary to develop a distortion indicator capable of evaluating

the detection capability induced by the hiding process.

The overall embedding effects generated by the hiding process are
represented as a distortion by a steganographer. Adaptive steganographic
methods hide the information based on function minimizing to preserve
as much of the cover medium as possible. In the case of grayscale images,

it is represented by the following mathematical function [39]:
D:{0, ...,255}" x {0, ..., 255} — [0, o) , (2.1)

where D represents the total distortion, it should approximate the
detection capability produced by the hiding process. The function that
estimates the difference between the cover and stego images in feature
space or another space can be used to characterize the hiding impact [40].
Let x = (xq4,...,x,) € cover with x; € {0,...,255} a cover image
comprised of n components and y = (1, ..., y») € Stego with y; €
{0, ..., 255} the corresponding stego image. m represents the secret
message comprised of m elements, with m = (my, ..., m;;;) € {0, 1} €

M. The distortion function D can then be expressed as follows [39]:

D(x,y) = lIf (x) = fOII, (2.2)

where f(x) and f(y) represent the features vector, that characterizes the

cover and stego images.

The distortion function in Equation (2.2) provides a main challenge
for the steganographer since it is too complicated to find a code that
minimizes it. Two techniques have been presented in an attempt to

overcome and simplify this challenge.
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The first proposed approach assumes that modifying a pixel does
not affect detectability of neighboring pixels, allowing the distortion to be
approximated in an additive version. This viewpoint is shared by the
authors of [35, 41], among many others. They offer an additive distortion
version that is related to the utilization of a cost map p. It consists in
assigning a value p; € [0, «) to each pixel of the cover x;. This value
indicates the impact of modifying the i” pixel on global security as
described in Equation (2.3) [11]. The case where p; = o suggests that the

pixel x; cannot allow to being changed.
pi = D(X, X~X)) (2.3)

In Equation (2.3), X~X; represents the cover image whose i pixel has

been changed.

The purpose of adaptive steganography is to reduce the influence
of the hiding process that is measured using a predefined distortion
function. As it stands, it is easy to infer that the most challenging aspect

of this approach is calculating the cost map p.

The second suggestion is to divide the global problem into smaller
sub-problems that may be easy to handle. The authors of [35] suggested a
novel distortion function. Their method works by arranging the cover
pixels into sub-lattices of pixels, each of which is independent of the
others. Those sub-lattices are denoted by S= {S; U ... U S, }. The message
is then divided into little parts, hiding in a sub-lattice to minimize a
distortion function. The employed distortion function is a total of local

distortions computed on cliques.
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2.2.2.2 Message Encoding

STCs [35] are a common coding method for embedding hidden
messages into cover images while achieving the best coding performance.
Under the steganography paradigm of distortion minimization, it may be
utilized to address binary and non-binary embedding problems. The
message embedding can be expressed as follows for the binary

problem[39]:

Emb(X, m) = arg P{yriléig(m)D(X, Y) (2.4)

The embedding function is denoted by Emb(.), and the secret
message is denoted by m. The cover and stego, respectively, are X = (x;,
X2, X3, ..., xp)and Y= (1, y2, ¥3, . .., yu). C(m) is the stego's feasible set,

which must satisty the following formula [39]:
C(m) = {y € {0,1}"|Hy = m} (2.5)

The parity-check matrix, which is considered the key to the entire
hiding and extraction process, is denoted by H. Set the secret message
length to m. Parity-check matrix is formulated by m placing the sub-
matrices H" € {0, 1}"¥ next to each other and shifts them down one row,
resulting in a sparse, banded matrix H. The easiest way to explain the
encoding process is to use a parity-check matrix syndrome trellis. The

blind message extraction process is formulated as follows [39]:
Ext(m)=H P(Y), (2.6)

where Ext(.) represents the message extraction function derived by
multiplying the parity-check matrix by the stego's parity function P.

Without malicious attacks, the STCs framework can effectively retrieve
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embedded messages. For additional information about STCs, the
references [41, 42] provide more information. The example in Figure (2.3)
is a simplified illustration of the workings principle of the trellis approach

(STC).

Cover B
object ™ X1=1 %270 x3=1  x4=1
state | Po 1 2 P 3 4 P2
00 | 0 1 1 1 2 /1 :
e ;
01 | 1/2 3 Yoy > AY:
S \ | Y
10 | 2 244 /
11 ! 0 0 1 N J *
St_ N m |=0 rnz:]
ego o [
object ~ n1=0  ¥2=0 yi=l  ys=1 ys=1  ye=0 y7=0 yg=13}

Figure (2.3): STC Process [43].

2.2.2.3 Embedding the Message

The embedding procedure is accomplished by modifying the cover
image X's selected pixels (after syndrome coding has been applied). By
performing LSBs replacement or matching to some selected pixels, the

stego vector is embedded into the cover image.

1. Steganography By LSB Replacement: This technique is the most
widely utilized embedding approach for practical reasons. As illustrated
in Figure (2.4), this technique consists in replacing the least significant
bits (LSBs) of the selected pixels with the bits of a message to be
embedded (stego vector). In other word Using this method, the LSBs of

the selected pixels are replaced with the bits of a secret message. It is

21



Chapter TWO ............ccooeeiee et eee et e eeteeteeteeeeeaaeaee aee aee aee oo DheoTetical Background

significant to mention that can be modified by changing more than one bit

of the LSB; this is known as "2LSB replacement."

Cover xg Pixels 1o modify Ve Vs modify pixels stego y

e
Lk

147 = 01111111 1 1 147 =011

200 = 11001000 0 1 201 =11001001

LSB(x) |
171 = 01110101 11 0 170= 01110100

88 =01011000 0 0 88 =01011000

5=00000101 1 0 4=00000100

LsSB
replacement ]

Figure (2.4): Embedding Process using LSB replacement [39].

However, LSB replacement steganography is not very secure [36].
Indeed, even if the modifications performed have little effect on the
medium's visual appearance, they significantly impact its statistical
distribution. As a result, a simple statistical analysis would be adequate to
identify the modification [39]. Machine learning [44, 45] and deep
learning [46, 47] are highly efficient for detecting very low payloads.

2. Steganography By LSB Matching: This technique hides the stego
vector Vs into the cover pixels and quite similar to the LSB replacement.
Instead of changing the LSB pixels, this method operates by randomly
increases or decreases the pixel's value by 1. Figure (2.5) illustrate the
embedding algorithm using the LSB matching, also known as =+1
embedding. The author in [47] introduces the first LSB matching hiding
technique, which proposed as a solution to the LSB replacement's low
security. LSB matching technique methods are more challenging to
be detected than LSB replacement methods. It is important to point out

that all modern and efficient Algorithms rely on "LSB matching" hiding.
22



Chapter TWO ..........c.ccoeei i et ee e et e eee e e e o Theoretical Background

Pixels to modify Ve V5 modify pixels
147 = 01111111 1 1 147 = 01111111
200 = 11001000 0 1 201=11001001
199= 11000111
LSBI¥),, —» 172=01110110
171 = 01110101 11 0 B

170= 01110100

88 =01011000 0 0 88=01011000

6=00000110
4 =00000100

{ LSB J
matching

Figure (2.5): Embedding Process using LSB Matching [39].

5=00000101 1 0

Figure (2.6) depicts an adaptive steganography algorithm where x
represents the grayscale cover image. The cover vector is represented by
ve, wWhich is defined as LSB(X) = v. = (Vc1, ..., Veu) € {0, 1}". v."and p’ are
the results of shuffling v. and p using the shared secret key, respectively.
Vs represents a stego vector such as vy = (vyy, ..., Vi) € {0, 1}” that produced
by applying STC. A replacement or matching embedded is required to

obtain the stego image y that resulted from embedding v, within the cover

1mmage Xx.
[ LSB (x)
fcovery ———>v, A—) Ve
’ f
Embedding (LSB
Compute cost map Shuffle STC encoding Vs replacement or stego y
matching)
r
cost map p h J >p

Figure (2.6): Embedding Framework in Adaptive Steganography[39].
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2.2.3 Embedding Algorithms in Spatial Domain

Embedding methods in the spatial domain perform the embedding
process directly on the pixels. As a result, the embedding rate (the quantity
of data embedded for a particular cover) is expressed as a bit per pixel
(bpp). When compared to transform domain approaches, these techniques

provide more embedding capacity and require less processing time.

This section describes the steganographic algorithms employed in
this dissertation for wvalidation, including five content-adaptive

steganographic methods.

2.2.3.1 HUGO Algorithm

HUGO algorithm [36] is considered one of the first adaptive
algorithm that has been found in the literature. It was proposed in 2010
and utilized in the BOSS competition the same year as a hiding method
[28]. HUGO's cost function computes the weighted sum of differences
between feature vectors taken from a cover image and its stego

counterpart in SPAM [24] feature space.

The cost map p = {pi € [0,0)}, ofthe HUGO algorithm is defined
such that, for the ith pixel, the cost of its modification is [36]:

p; = ;1=1W[]]|fx[]] - fx~xi []]l (2.7)
with:

* f'1s a feature vector generated from the co-occurrence matrix. Each bin
from this matrix contains the number of occurrences of values triplets

(d1, dz, d3) in the residual image. This latter is obtained by filtering the
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image with the kernel [1- 1], followed by a truncation in the interval
{-T, ..., T}.

» f; refers to d-dimension feature vector of the image x.

* fx~x, refers to the features vector of the image x whose ith pixel has been

modified.

* w[j] is the weight associated with the triplet (di, d», d3) € {-T, ..., T}, it
1s calculated as follow[36]:

1

W[]] = Yo (28)

[ fd§+d§+d§+a

with ¢ and y are two parameters that can be tuned to minimize the

detectability. The term w[/] is used to promote the embedding in images
zones where the triplet (dy, d», d3) € {-T, ...T} is high, which tends to favor

embedding in textured or contour zones.

Once the cost map p is calculated, go to the following stage, where
the pixels to be modified are chosen using either a simulator or STCs.

After that, these pixels are modified by +1 based on the amount of

(a) (b)

Figure (2.7): Pixel Modification a) Cover image b) The resulting of embedding

changes after applying the HUGO Algorithm: +1=white -1=black.
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distortion induced by each. Figure (2.7) illustrate an example of pixel
modified for HUGO algorithm by using 10% embedding rate applied to

the same image along with the resulted distortion.

2.2.3.2 WOW Algorithm

The WOW embedding algorithm works as follows [48, 49]: Firstly,
three directional filters (denoted K® |, k = I, 2, 3 using Daubechies 8
wavelets) are performed on the cover image X to obtain the LH, HL and
HH directional residuals R®¥ = K® « X, respectively. The convolution

mirror-padded operation is denoted by * symbol. And then the embedding
g e, (k) . . . .

suitability &; ;~ for each pixel can be obtained by measuring the difference

between R® and the same residual after changing only one pixel at ij

(denoted Eﬁy]c) ) by the wavelet coefficient itself [48].

& = IR()I * IR(k) — R{}7 | (2.9)

Then the embedding costs p;; are computed by aggregating three

suitability &) , k = 1, 2, 3 by [48];

p? = (23, Izﬁ-”l” )~P),p = -1 (2.10)

Finally, the STCs is applied to minimize the following distortion
function and get the resulting stego image Y. [49]

DX,Y)=x" 2}12 pi (XY )|Xij — Vi

, 2.11)

where n; % n; denotes the dimension of cover image X; p;; denote the costs
of changing pixel X; to ¥; , the WOW limits the embedding changes to

+1.
26



Chapter TWO ..........c.ccoeei i et ee e et e eee e e e o Theoretical Background

(-1

Usually, the p; i 1s smaller for those pixels located at the regions

with more textural complexity, and thus the modifications after
minimizing the above distortion function with STCs would be
concentrated on textural regions, and the use of STCs can significantly
reduce the embedding changes compared with typical methods, such as
LSB Matching, the WOW is currently the most secure steganography in
spatial domain. Figure (2.8) illustrate an example of pixel modified for
WOW algorithm by using 10% embedding rate applied to the same image

along with the resulted distortion.

(b)

Figure (2.8): Pixel Modification a) Cover image b) The resulting of embedding changes after

applying the WOW Algorithm: +1=white -1=black.

2.2.3.3 S-UNIWARD Algorithm

S-UNIWARD [11] is a spatial embedding Algorithm that is
comparable to the WOW technique. The UNIWARD distortion function

is used in this technique to embed a secret message in the spatial domain.
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Pixel costs are determined from three directions, like in the WOW

method.

In S-UNIWARD the cost map p is composed of {p; € [0, )},

where p; is given by the following equation [11]:

n, Wiy (0= (e~

. _ wd n
Pl = Dj=n Lym1 2= a+|W$)(x)|

, (2.12)

with

. Wu(ff ) the wavelet coefficient in the (u, v) € {1, .., m}*x{l, ..., na} position

for the kth sub-band of the image x,

e W ¥ (x ~ x,) the wavelet coefficient in the (u, v) € {1, .., ni} x {1, ...
ny} position for the kth sub-band of the image x whose pixel i has been

modified,
» g a numerical stabilization constant.

Note that there are three filtering directions for wavelet decomposition:
horizontal, vertical, diagonal. A closer look at the equation shows that the
cost p; is small in textured areas. Indeed, for a pixel i, the intensity
variations in the vertical, horizontal, and diagonal directions are obtained
via wavelet decomposition. The higher the amplitude is in one or more
directions, the larger the denominator is, and therefore the smaller the p;;
this indicates that it is possible preferably choose this pixel to make a
modification. Figure (2.9) illustrate an example of pixel modified for S-
UNIWARD algorithm by using 10% embedding rate applied to the same

image along with the resulted distortion.
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(a) (b)
Figure (2.9): Pixel Modification a) Cover image b) The resulting of embedding
changes after applying the S-UNIWARD Algorithm: +1=white -1=black.

2.2.3.4 HILL Algorithm

HILL [6] is a spatial embedding technique that was developed in
2014 as an improved version of WOW. The authors when analyzing the
equation of calculating the cost map, have discovered the presence of
some pixels is given a high cost within texture areas; this is due to the
pixels' predictability in one of the three directions. Therefore, the pixel in
a texture region, on the other hand, should be allocated a lower cost value
even if it is predictable in one of the directions. To achieve this aim and
ensure that the pixels inside the textured areas always have the lowest
possible cost, they replaced the horizontal, vertical, and
diagonal directed kernels with a single non-directed high-pass filter,

followed by two low-pass filters.

Based on the above analysis, improved cost map have proposed that given

by the following equation [6]:
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Wh =x + H®,

EW = W9 * Ly, (2.13)
1
p =2 o < L2

with W® is the residual obtained by convolution the image x with a high

pass filter H®. £® is the embedding suitability.

The high-pass filtering is used to discover the less predictable areas
of an image, while the two low-pass filtering are used to make the low-
cost values more clustered. Figure (2.10) illustrates an example of pixel
modified for HILL algorithm by using 10% embedding rate applied to the

same image along with the resulted distortion.

(a) (b)
Figure (2.10): Pixel Modification a) Cover image b) The resulting of embedding
changes after applying HILL Algorithm: +1=white -1=black.

2.2.3.5 MiPOD Algorithm

In 2016, the MiPOD Algorithm [50] was proposed. It is one of the

most secure spatial domain embedding methods. This method is
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significantly different from the preceding techniques in that there are no
pixel costs begin with it. Instead, based on a residual model, the
embedding change rates p ={pi, ..., pn} are first computed by solving

numerically the two following equation [50]:

pot = %ml‘p—zi”i,i =1,..,N, (2.14)

with 7 is the variance of the cover’s pixel x;, that is computed using a

variance estimator. 4 is the Lagrange multiplier.

Once the change rates are computed p, using the method of
Lagrange multipliers, they are converted to costs p = {pi, ..., p»} using the

following equation[50]:
pi=In (1/p:- 2) (2.15)

These costs are then used by the syndrome-trellis codes to embed
the payload R during the embedding process. Figure (2.11) illustrate an
example of pixel modified for MiPOD algorithm by using 10%
embedding rate applied to the same image along with the resulted

distortion.

(a) (b)
Figure (2.11): Pixel Modification a) Cover image b) The resulting of embedding
changes after applying the MiPOD Algorithm: +1=white -1=black.
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2.3 Image Steganalysis

Steganalysis is thought to be the opposite of steganography. It
attempts to overcome the secrecy of steganography by developing
hypothesis tests that may detect minor modifications between the cover
and stego images and categorize them accordingly. The aim of the
steganalyst/warden is to detect the presence of secret information. There
are three types of attacks (malicious, active, and passive attacks), which
are as follows [46]: The transmission can be attacked with the intent by
generating a fake message (a malicious attack) or by damaging the
message (an active attack) or, alternatively, by checks the communication
between the sender and receiver to see if it contains a hidden message (a
passive attack). In this regard, steganalysis gives the methods necessary

to discover hidden information.

The steganalysis system's primary objective is to detect the
existence of hidden information in images. In general, depending on prior
knowledge about the steganographic method, there are two approaches to

steganalysis: specific and blind [51]:

2.3.1 Specific Steganalysis

Also known as targeted steganalysis. This steganalysis system class
is based on the technique of attacking a particular embedding method by
identifying its security vulnerabilities (statistical flaws). They are
sometimes also restricted to specified image format. These systems
provide highly precise results, but when tested with other stego images
generated by an Algorithm different from the one being attacked, they can

ultimately fail.
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The attack proposed by [52] is an example of targeted steganalysis.
This focused steganalysis technique is designed to identify any HUGO
Algorithm [36]. A 4-D feature vector was enough to detect the HUGO
method in this approach. Because of the emergence of adaptive
steganographic Algorithms, it is nearly difficult to identify an embedding
technique with exploitable defects; therefore, this specific steganography

is no longer an updated paradigm.

2.3.2 Blind Steganalysis

This is the current favored paradigm for attacking a steganography
system. It is also known as Generic or universal steganalysis. Unlike
targeted steganalysis, these approaches are not intended to attack a single
embedding technique but rather to identify many forms of steganographic
methods. Because this kind detects a wide range of steganography
techniques, it typically has less accuracy; nonetheless, blind steganalysis
1s an essential tool for detection if the embedding mechanism is

unidentified or secrete.

Blind steganalysis approaches are classified into two types [10]: (1)
machine learning-based steganalysis and (2) deep learning-based
steganalysis. Steganalyzers in machine learning-based steganalysis
utilizes substantial feature engineering to take advantage of the fact that
steganographic embedders generate statistically significant artifacts [53].
Deep learning-based steganalyzers, on the other hand, employ CNN
architectures to learn the statistical imprints of various steganographic
embedders [44, 54]. These approaches are highly successful against
spatial and frequency steganography [10].
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1. Machine learning-based Steganalysis: This category of
steganalysis is regarded as a hypothesis-testing issue in which a specific
digital media must identify whether it is "stego" or not. As a result,
steganalysis may be seen as a problem with two classes. This means that
the combination of steganalysis with machine learning techniques and
specific feature engineering to extract rich signal data from the underlying
source distribution [53]. In general, statistical steganalyzers are only
effective against a limited number of spatial and frequency-based

steganographic methods [55].

The feature extraction stage involves transforming the database
using the hand-crafted transformation function. The resulting database
trains the blind classifier to learn a mapping function that translates feature

vectors to stego or cover labels.

Although the usefulness of the learnable classifiers and their direct
influence on the success of machine learning techniques, the feature
extraction stage is the most essential and challenging stage. The well-
designing and effective feature extraction help the steganalyst reduce the

search area of the classifier and successfully identify the required classes.

Several studies have been proposed in this regard, including SPAM,
SRM [18], PSRM [56], and CCIJRM [57], all of which follow the same

typical procedure.

The feature vector produced by the feature extraction technique is
utilized for training a classifier for the classification phase. SVM [58] and

Ensemble classifiers [9] are two of the most used classifiers.

2. Deep Learning-based Steganalysis: The retrieved features in

computer vision applications such as object recognition should be flexible
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to the object's various orientations, scales, viewing angles, and occlusions.
However, it is pretty challenging to construct a hand-crafted features
vector capable of handling such complexity; as a result, the efficiency of

this framework will be far from optimum.

ALexNet [59] was presented as a novel CNN-based approach for
mathematical learning of the features rather than hand-crafted extraction.
Since then, the focus of computer vision research has turned away from
improving feature extraction Algorithms toward designing self-learning

feature techniques.

Deep learning, especially CNNs, is being introduced into the
discipline of steganalysis with the aim to learn more relevant and effective

features and, therefore, improve performance.

2.4 Convolutional Neural Network

A convolutional neural network (CNN) is a deep learning
architecture that can take an input image, assign importance (learnable

weights and biases) to various aspects/objects in the image, and then

] ] ]— cAR
7_L 1 [ ]~ mux
|| : | |— van
] D —BICYCLE
/14 \ SONVOLUTION+RELU POOLING  CONVOLUTION+RELU  POOLING , (FLATTEN co;l:,LngrED 50““‘”‘:‘:
Y  §
FEATURE LEARNING CLASSIFICATION

Figure (2.12): Schematic Illustration of a typical CNN Architecture [60].
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classify the image using these signals. Figure (2.12) depicts a CNN
consisting of multiple specialized layers. The power of CNNs to learn
important features necessary to identifying steganographic images has

made them popular in steganalysis [10].

A CNN architecture, as shown in Figure (2.12), can be divided into
two parts: feature learning or convolutional module and classification
module. The input layer receives the input image and passes it to the
feature learning module. This module consists of several blocks, each of
which has some layers. It works as a feature extractor by turning an image
into a feature vector. The classification module's input is then linked to
this vector. The classification module is made up of many layers that are
fully connected. The classification module's goal is to classify the input
image by combining the features that have been gathered. The CNN
output will be provided by this module's last layer (the prediction). The
resulting numerical values are typically normalized between [0, 1], using
the softmax function. A more detailed review of the field can be found in

[61].

More details on the layers and some concepts related to the CNN

are described in the following sub-sections.

2.4.1 Input Layer

The input layer [62] includes image data, where the raw image input
data is received and stored for processing in the network. The width,
height, and the number of channels are specified by this input data. For
RGB values, the number of channels is typically three for each pixel,
while for grayscale values, the number of channels is one for each pixel.

The input layer with 3D volume is depicted in Figure (2.13).
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Figure (2.13): Input Layer 3-D volume.

2.4.2 Convolution Layer

This layer is considered the main component of CNNs [61]. Its
purpose is to use a convolution operator to detect a set of features in the
input image. Suppose [ represents an image passed into the CNN's input
layer, and K represents a filter with a size of (nxm) that is used to
convolves the image. The objective of convolution is to replace each pixel
with a weighted sum of its neighbors, which defines what is known as a
kernel. This operation produces an output /; based on the following

Equation:
Ii=1*K, (2.16)

where * represents a 2D convolution.

A FM is a term used to describe the output of a convolution layer
[63]. Parameters like stride and padding determine how much information
is included in a FM following each convolution. Padding surrounds the
image size with zeros, whereas stride represents the step size the
convolution filter takes across the input image. If stride=1, the filter K will
slide pixel by pixel. The filter slides across the input at increasing intervals
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when the stride size increases, resulting in the reduced overlap between
the pixels. The result of the convolutions is added to the FM as the filter
moves over the input image. Figure (2.14) depicts the example of sliding

process across the image pixels.

0f1]1 t;'@--.qjlﬁ; --------------

olof1|g)1]ofO .. b E 34 1
olojofLr]1l1]o K 1[214{3]3
00|01+l |01x 0|1 ="11[2[3[4]1
ojof1{tfofo |t 1jo|1]."[1[3]3]1]1
o|1[1]0]o]o]0 3|3[1[1]0
1{1]o]ofo]o]o

I K I+K

Figure (2.14): Example of Convolution Operation.

2.4.3 Activation Layer

The CNN should be able to extract discriminating features for
steganalysis by defining the activation function. Every convolution layer
on each block is followed by a nonlinear function, and it introduces
nonlinearity into the network to take the benefits of using multiple
stacking convolution layers. To put it another way, if the CNN without
nonlinearity, it would operate like a perceptron with a single-layer
regardless of how many the convolution layers it had because stacking
linear functions will generate additional linearity. This layer accepts the
feature-maps created by the convolutional layer F as input and generates
another feature-map termed activation-map A”. The activation function is
considered as an element-wise procedure. As a result, the input features-
map and the resultant activation-map have the same dimensions as shown
in Equation (2.17) [61].
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A® = F(FO), (2.17)

where / represent the current layer.

Many activation functions, such as TanH and Leaky Rectified
Linear Unit (LReLU), are related to the proposed work, as illustrated in
Figure (2.15).

e Tangent Hyperbolique 7TanH [16]: This function's outputs are zero-
centered inside the range [-1; 1], making it easy to represents the inputs

with positive, negative, and neutral values:

eX—e™*
eX+e™*

TanH(x) =

(2.18)

TanH, on the other hand, has a problem with vanishing gradients.

e Leaky ReLU (LReLU) [65]: The Rectified Linear Unit (ReLU) is the
most widely utilized activation function in a CNN. All negative inputs are
set to zero by this activation function, as illustrated in Equation (2.19)

[66].

ReLU(z) = {Oif x <0 (2.19)

xif else 20

The main weakness of this function is what is called the problem of
“dying", which happens when a ReLU neuron output for each given input
is less than zero, the activation will have a zero final output. When a
neuron goes negative, it cannot recover since the ReLU activation will
have a zero slope in negative regions. As a result, the particular neuron is
unable to interpret the input and is rendered ineffective. After a significant
number of epochs of training, a large part of the network may become

completely worthless in this manner.
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(a) (b)
Figure (2.15): Non-linear Activation Functions [64]: (a) Hypebolic Tangent.
(b) Leaky ReLU

To overcome dying issues, a new version has been introduced,
known as the LReLU activation function, that performs the same ReLU
but with a threshold operation by multiplying the output with a scalar «

(Equation 2.20) when the input value is negative.

f(x)={ x, x=0

xxx, x <0 (2.20)
Experiments show that LReLLU has a slight effect on accuracy
compared with ReLU. Leaky rectifiers have non-zero gradients across the
entire domain and perform similarly to standard rectifier deep neural
networks [37].
e Softmax: The softmax function [65] or exponential function often
implements at the output layer of neural networks used for classification.
It estimates the posterior probability of each class label over j classes as a

real value within the range [0, 1]. This function is a normalized

exponential that is defined as follows [65]:

Z, =2 2.21)

=3 =
Zj:le J ’

for i =1, 2, where x; is the total input to the neuron i in the top layer, and
Z; represents the output.

40



Chapter TWO ............ccooeeiee et eee et e eeteeteeteeeeeaaeaee aee aee aee oo DheoTetical Background

2.4.4 Pooling Layer

This layer, also identified as a down-sampling layer, reduces the

activation-maps' spatial volume. It helps to:

1. Reduce the amount of parameters and the number of calculations
required.

2. To make the network more efficient by compacting the activation-
maps.

3. Reducing the chance of overfitting [59, 65].

There are no weights to be updated in this class of layers. It is
frequently used after a sequence of other layers (i.e., convolution,
activation, and Batch Normalization layers). The pooling layer works
through sliding a window over each map and lowering the data inside
those windows to a single value either by using the max or average. This
procedure is continual while sliding ends, and each map has been spatially

reduced.

Max and average pooling, as seen in Figure (2.16), are the two most
used pooling strategies. Max pooling [68] selects the maximum value
within the sliding window and ignores the others. The main goal of
this layer 1s to make the network focus on feature extraction rather than
feature location through maintain translational invariance. As a result,

image recognition often employs this method of pooling.

In contrast, average pooling (AVG-Pooling) [69] allows to examine
all of the values in the FM through taking the average of the values inside
the specified window area. This type of pooling enforces the

generalization by effectively combining many values one value, reducing
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over-fitting risk. However, average pooling is the most widely used
method in steganalysis since the embedding information is expected to be

hidden in image noise.

13| 23

11 17 1 4

Figure (2.16): Example of (max/average) Pooling operation[67].

Aside from these two types of pooling, another one is called Global
Average Pooling (GAVG-Pooling). This type is used to compute the mean
output of each FM. This global layer reduces the feature dimension and
prevents statistical models from grasping the location information from

embedded pixel training data [69].

2.4.5 Absolute Value (ABS) Layer
The ABS layer forces the statistical modeling to consider account
the sign symmetry (sign) existing in the noise residuals (NRs). The

significance of this layer has been demonstrated in [19].

2.4.6 Batch Normalization (BN) Layer

The BN layer [70, 71] is used to accelerate training, which is a

common method in CNN models for image classification. The procedure
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includes a mini-batch normalization for each input. The BN layer
subtracts the mini-batch mean and divides the result by the mini-batch
standard deviation. The usage of a BN successfully eliminates the
problems of gradient vanishing and over-fitting. Furthermore, it lowers
the likelihood of the network falling to bad local minima in training phase.

Let B={x;_,} a mini-batch, up the mini batch mean, 3 the mini
batch variance, x; the normalized values, € is a constant for numerical
stability, y is the scale factor , f is the offset and y; the linear
transformations of the input (i.e. the output) which are calculated as shown

in the following Equations [71]:

1
Up = ;Zﬁﬂft (2.22)
05 = Xt (xi — pp)® (2.23)
A Xi—Up
%, = ZHB (2.24)
l /a§+s
yi =v X +p (2.25)

Parameters y and S are learnable parameters that are updated during

network training.

2.4.7 Fully-Connected Layers

Fully-connected layers [62] are utilized to generate class scores,
and then used as network output (i.e., the output layer at the network’s
end). All of the neurons in this layer are linked to every neuron in the
previous layer. Fully-connected layers have the standard layer and
hyperparameter settings. It applies transformations to the input data size
based on the activations and the parameters (weights and biases of the

neurons).
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2.4.7.1 Artificial Neuron

Neurons, typically referred to as nodes or units, are the fundamental
building elements of a neural network. Figure (2.17) depicts the structure
of a neuron. Input data, activation function, and output data are the three
major parameters of a neuron. The neuron gets input from one or more
sources, which might be other neurons or data fed to it directly. Each
neuron multiplies these inputs by weights, then sums the results and feeds
the sum to an activation function, which applies some non-linearity to the

neuron's output. A neuron's end output is calculated as follows [61]:
0= Q)(Zl(xl X Wi) + b), (226)

where x; and w; are the inputs and their weights, respectively, b represents
the bias, additional weight in a neuron that is not connected to any neuron
or input. When all of the neuron's inputs are zero, it can shift it’s output
and prevent it from transferring zero to the next layer. After multiplying
the inputs by their weights and adding bias, the output is fed into the
activation function represented by ¢. The output of a single neuron is

computed in this procedure.

A neural network is trained by adjusting the weights and biases of
all neurons such that the neural network delivers the desired output with

the least amount of error.
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Figure (2.17): Artificial Neuron Structure [39].

2.4.7.2 Architecture of Neural Networks

The neural network [72] is mainly composed of individual neurons
arranged in layers, as shown in Figure (2.18). Neurons in each layer are
linked to neurons in the previous layer, but neurons in the same layer are
not connected together. The first layer is the input layer, the last layer is
the output layer, and all the layers in between are referred to as the hidden
layers. A neural network can have any number of hidden layers,
depending on the related application. Each layer has at least one neuron.
The last layer computes the posterior probability of each class label across
K classes. To determine the network's output, the value of the last hidden

layer is given to the output layer.

@ Input Layer @ Hidden Layer @ Output Layer

Figure (2.18): An Artificial Neural Network with an Input Layer, two Hidden
Layers, and an Output Layer [73].
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2.4.7.3 Dropout Layer

Machine learning systems that use deep neural networks with a high
number of parameters are extremely powerful. Overfitting, on the other
hand, is a major issue in such networks. Large networks are extremely
slow to utilize, make it difficult to deal with overfitting by combining the
predictions of several different large neural networks at test time. Dropout
[74] 1s a strategy for solving this problem. The fundamental concept is to
drop neurons (together with their connections) from the neural network at
random with a probability p during training. At the training phase, the
particular layer deactivates a percentage of the neurons. This method
improved generalization by forcing the layer to deactivate different

neurons each time it learned the same thing.

It should be noted that the dropout is deactivated during the test
phase, and it provides significant improvements over other regularization
approaches. since the dropout is a valuable approach, but the probability
p 1s another hyperparameter that must be cross-validated. Figure (2.19)
depicts Artificial Neural Network with and without dropout.

Figure (2.19): Artificial Neural Network (a) With Dropout. (b) Without
Dropout[75].
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2.4.8 Network Training

The tasks of deep learning involve training the model and putting it
to use to make inferences. The training follows the backward path of a
network and changes the weights of each layer toward a target regularly.
Oppositely, the inference follows the forward path and uses the training
weights of each layer to create a prediction based on the input. The
network learns to rough the actual to the desired output for recognized
input by adjusting the weights across epochs. Gradient backpropagation

1s the most commonly used method for training neural networks [76].

The gradient descent approach is used to train neural networks in
the backpropagation method, where W represents the combined weights

vector, that repeatedly updated as follows [61]:
WD =w® —pyc(w®) (2.27)

where the learning rate is represented by 5, W and W represent the
weight vectors at iterations (#+1) and (f), respectively, and VC(W?) is the
cost or error function's gradient concerning the weight vector, W, at
iteration (¢). The preceding equation can be generalized by w € W, and

expressed as follows [61]:

W(t+1) = W(t) — n—aC(W(t)) (2.28)

ow

Based on Equation (2.28), it can be observed that the gradient
process is based on computing the gradient of the cost function concerning
each weight. According to the differentiation chain rule, if y = f(x), and
z=f(y), then the following formula is true [61]:

0z _ 0z 0y

9% — 3y ox (2.29)
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This formula applies to any number of variables. The gradient of the
error function controls whether the weight is increased or decreased by
the training algorithm. The gradient's sign informs the algorithm of the

following:
» Zero gradient: The weight does not affect the network's error.
* Negative gradient: The weight increases to get a smaller error.
* Positive gradient: The weight decreases to get a smaller error.

Figure (2.20) depicts neural network training via backpropagation. The
training process, as described in this Figure, includes both a forward and
a backward pass. During the first phase of training, an input vector with a
known output is propagated forward through the network. The weights
values are generated at random or by other techniques. The output layer
error values are calculated using a cost function by comparing the network
output to the desired output for this input. The output layer's error values

propagated backward through the network to determine the error values

of the hidden layers.
Hidden 1 Hidden 2 “Hidden n
& &
Input D D O
. - O \ Chatput
O e . ®
. O O propaga'tion)' O .Ermr
@ = o /
\ O
l j O O gradient flow
1 t

Backpropagation

Figure (2.20): Artificial Neural Network Protocol [39].
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In the case of image classification, training the convolutional part
of CNN will update the model's weights to minimize the difference
between the prediction and the ground truth label, while inference utilizes
images as input to identify the image class [77]. A four-layer CNN's

forward and backward paths are shown in Figure (2.21).

hi=f(wrxx)  hz=f(w2x hi) hs=f(wsx h2) y= f(w+x h3)

\—/—\;
0
Yy

ac ac ac ac
wy—1 —af:) Wy — ﬂ—av(:) w3 —1] —af‘,‘:) Wi —1 —6‘2:)

Figure (2.21): The Forward and Backward paths of Four-Layer CNN [76].

The weights of each layer are denoted by w(*) in Figure (2.21). A
convolution process between w and x is denoted by wxx. 7 is the rate of
learning. The activation function is denoted by f(*). C represents the cost
function to be optimized, which is the difference between the prediction
and ground truth Ilabels. The backward path, which is more
computationally intensive than the forward path, computes the partial
derivatives of the preceding layers' input. In order to complete the partial
derivative computation, each layer must save the intermediate results. As
a result, the backward path calculation requires more processing and

storage than the forward path.

By incorporating momentum, the Adaptive Moment Estimation
(Adam) [78] Algorithm is an extension of gradient descent, and a natural
successor to Adaptive Gradient (AdaGrad) [79] and Root Mean Squared

Propagation (RMSProp) [80] approaches. A moving average of the
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current and previous gradients is used to update the parameters W at each
update. This helps the cost function to converge rapidly and with fewer
oscillations to a local minimum. Adam is a stochastic gradient descent
replacement optimization method for training deep learning models. It
combines the characteristics of the AdaGrad and RMSProp methods to
provide an optimization technique that can handle sparse gradients on

noisy problems [78].

2.4.9 Weights Initialization

The weights initialization [81] influence the time necessary to reach
the network convergence. It is essential to initialize the network with the
appropriate weights in order to prevent layer activation outputs from
exploding or vanishing during a forward pass through a deep neural
network. When the weights are started with a large value, for example,
and the sigmoid is utilized as the activation function, the input data
increases rapidly with each passing layer. Because the sigmoid function
tends to be flat for considerable input, it eventually becomes so large, and
then this makes the sigmoid function becoming useless. As a result, the
activation function will be saturated, and the gradients will be close to
zero. The effort spent training the network will be wasted if it does not
achieve the intended performance. Setting the values of the random
weights within a defined range is the most popular but least beneficial
technique to weights initialization. Therefore, Glorot and Bengio [82]
introduced the technique for generating weights from a distribution with
a mean and variance of zero. Weight (W) is initialized at each layer using

the following frequently used heuristic [81]:
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V6 V6

Vet Jngtnged]

(2.30)

Wi,j~U [

where W includes the matrix of weights between layer k£ and k+1, U[-b, b]
represents the uniform distribution in the interval (-b, b), and #» is the

number of inputs in layer £.

2.5 Swarm Intelligent

The collective intelligence of decentralized, self-organized systems
inspires swarm intelligence. A swarm is a group of interconnected
individuals capable of achieving global goals by cooperating on space
exploration. The term intelligence is based on groups of interactions
between individuals and between individuals and their environment.
Individuals in a swarm have a general stochastic (or chaotic) propensity
to converge toward a population center of mass on critical dimensions,

resulting in convergence on an optimum. [83]

This section introduces basic information on using the swarm
intelligence Algorithms as a FS, the standard and binary versions of the

PSO Algorithm that related to the proposed work.

2.5.1 Swarm Intelligence as a Feature Selection

The feature extraction approach maps the input data into a new
space, resulting in the original dataset being represented in the new space
with a lower dimension [57]. This is a common point between image
steganalysis and pattern recognition problems. Because the feature
vectors of stego-image and cover-image differ, classifying test images can

be accomplished by processing the feature vectors of these types of
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images; feature components that differ the most in both images are

regarded as more influential features [20].

The retrieved features by feature extraction stage might contain an
number of irrelevant and redundant features. Therefore, FS techniques are
introduced to reduce such noisy features. The feature extraction methods
are divided into four sub-categories: filter, wrapper, embedding, and
hybrid. Each feature in the class of filter-based techniques is assessed
independently based on its discriminative effectiveness across classes. A
learning strategy is used in wrapper-based algorithms to examine the
effectiveness of feature subsets iteratively [84]. In the embedded category,
FS is an integrated element of a model's learning process, and hence the
learning and FS parts cannot be separated [85]. The last class of FS
approaches is hybrid-based methods, which benefit from the
computational efficiency of filter-based methods as well as the suitable
performance of wrapper-based methods. PSO is considered one of the

most important Algorithms in swarm intelligence techniques.

2.5.2 Standard PSO Algorithm

Kennedy and Eberhart introduced PSO as a SI-based optimization
approach in 1995 [86, 87]. It simulates animal social behavior, such as
bird folk and fish schooling. In PSO, the swarms of candidate solutions
are represented in the search space as particles. It begins with a population
of particles being randomly initialized. Particles move through the search
space, changing their positions depending on the experiences of their own
and neighboring particles in order to find the best solution. During the
movement, the current position of particle i is represented by a vector x; =
(%1, ---» Xip), where D represents the search space dimensionality. v; =
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(vi1, via, ..., vip) represents the velocity of particle i. The best previous
position of a particle, recorded as the personal best, is denoted by pbest,
while the best position attained by the swarm is denoted by gbest. PSO
finds the best solution by updating the position and velocity of each
particle in accordance with the following Equations [86]:

xiFt = xb, + vl (2.31)

Vgt =w X vl o Xy X (pid - xitd) + €3 X1 X (Pgd - xitd) (2-32)

The ¢-th iteration of the evolutionary process is denoted by the letter
t. The d-th dimension in the search space is denoted by d € D. w is the
inertia weight, which included in PSO to stabilize its local and global
search capabilities. Its value can reflect changes in particle velocity,
impacting the Algorithm's convergence performance [88]. ¢l and ¢2 are
acceleration constants. 7; and 7,; are uniformly distributed random values
in the range [0, 1]. The components of pp.ss and gz in the d- th dimension
are represented by pis and pgq, respectively. As shown in Equation (2.32),
via constrained to [-Viay, Vmax] according to a predetermined maximum
velocity, Viaxa [89]:

Via, if Ividl < vmax,d
Vig =3y Vmax.d If Via > Vmax,a (2.33)
~VUmax,d» if Vig < “VUmax,d

The flowchart of basic PSO is shown in Figure (2.22), where each
particle is considered to have the whole population as its topological
neighbors. First, each particle is given a random velocity and position in
a D-dimensional search space. Second, the fitness of each particle is
evaluated using a preset fitness function, and the velocity and position of
each particle. The method continues with updates each particle's position

and velocity values in order to find the optimal solution until a
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predetermined stopping condition is reached. A sufficient fitness value or

a max number of iterations can be used as the stopping condition.

Initialize PSO parameters

!

Initialize Particles with
position and velocity
> Evaluate the fitness for each
particle

Better than
pbes!?

Update the pyest

Better than

gbest?

Update the g;..:

>l
e

Update the inertia weight w

Update the velocity and
position of particles

Termination

Obtaining the optimal gi..:
features

Figure (2.22): The Standard PSO Flowchart [90].
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PSO has many advantages such as [91]: easy to implement, simple
in concept and few parameters to adjust. So, PSO is applied to solve too
large number of applications. PSO, like most techniques of evolutionary
algorithms, can be used for solving most problems of optimization. At this
time, PSO algorithm is applied to all types problems whether its search
space variables are real or binary. There are a major number of problems
that its results obtained by PSO are very competitive. One of more
important application of PSO is to solve Multi-Objective Optimization
Problems (MOOPs) [92, 93, 94] . In MOQPs, there are multiple objectives
need to be optimize at the same time. In most MOOPs, no one solution is
found to be optimal to all objectives. But, there are a huge of alternative
solutions which are known as a Pareto front. In addition, these solutions
are equal in their preference. So, there is a difficulty in choosing between
them. MOOPs is one of the important application areas which has studied
by PSO algorithm. Many of algorithms have been designed to handle
MOOPs by using PSO. In the first algorithm, that was used to solve
MOOPs, is converted Multi-Objective Optimization Problem to a single

objective optimization problem.

2.5.3 Binary PSO (BPSO)

PSO was first presented as an optimization approach for dealing
with continuous problems. However, many optimization problems, such
as FS, occur in a discrete space with qualitative distinctions between
variables and levels of variables. Therefore, Kennedy and Eberhart [95]
created a BPSO approach to handle these discrete problems to expand the
PSO Algorithm’s use. Each particle's position is formulated as a binary
representation generated at random; bit values “0” and “1” denote a non-
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selected and selected feature, respectively. In BPSO, the velocity indicates
the probability of an element in the position having the value “1”. The
velocity is still updated using Equation (2.32). A sigmoid function s(vig)
is used to convert v;; in the range between 0 and 1, as shown in the
following Equation [96]:

S(vyy) = ———— (2.34)

(1+e~vid)

To updates the positions of BPSO for each particle, the following formula
is used [95]:

*iy ={ 1Lif rand(.) <s(vig) (2.35)

0, otherwise °

where rand(.) returns numbers generated at random from a uniform

distribution in the range (0,1).

The inertia weight has a significant impact on the PSO Algorithm’s
performance because it has the property of updating particle inertial
movement and increasing the search space, and also its value can reflect
the change in particle velocity. The inertia weight value is strongly related
to the searching ability of particles [97]. The greater the inertia weight
value, the larger the step size required for a global search, indicating that
global optimization is effective but local searching is poor. The lower the
value of the inertia weight, the stronger local optimization, but the weaker
the global searching ability. If the inertia weight parameter is set too high,
the particle swarm may miss the ideal solution, causing the algorithm to
fail to converge to the optimal solution. The inertial weight approach
described by Yang and Gao in [98] is used in this work, which adaptively
adjusts the inertia weight depending on particle velocity information, as

indicated in the following Equation [98]:
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WD = W = Wiy = Wnin) () (2.36)
where wy,,e and wy,;, are the maximum and minimum of inertia weight,
respectively, and o=1/m%. ¢ and .., represent the current and maximum
iteration, respectively. In this proposed BPSO, the best values of
Wiax and wy,;, are determined as recommended by the authors, which are

as follows: w,,;,, = 0.4 and w,,, = 0.9.

2.6 Classical Machine Learning Algorithms
Classical machine learning techniques can be used to model the
selected features. This section discusses all of the Algorithms used to

model these features in this dissertation.

2.6.1 SVM Classifier

SVM has supervised learning models that aim to identify the
optimum hyperplane to split two different classes of training data in order
to create the best model for test data. Vapnik [99] proposed the SVM
technique, which demonstrated extremely high accuracy for image feature
classification [100]. It allows to selecting kernels such as linear, radial
basis function, and polynomial. The hyperplane learning procedure is
used to model utilizing the linear kernel by converting the problem using
some linear algebra. The dot product is used to construct the prediction
between the input (x) and each support vector (x;) for a new input as

represented in the following Equation [99]:
S(x) = sum (w; < (x, x;)) + B, (2.37)

where w; s the weight vector and f denotes the bias. The inner products

of a new input vector (x) with all support vectors in training data are
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included in Equation (2.37). The learning algorithm must estimate the

training feature vectors' coefficients w; and S (for each input).

2.6.2 LR Classifier

LR [101-103] is a common approach for statistical modeling in
which the probability, P, of a dichotomous outcome event is concerned

with a number of explanatory factors in the form [101, 102]:
logit(p) = In (1%0) = Bo + B1x1 + Boxy + o+ BuXn = Bo + Ximy Bixi (2.38)

In Equation (2.38), f, is the intercept, while S, B3, ..., B, are
represent the measurements concerned with the explanatory variable x;,
X2, ..., Xp. A dichotomous variable has just two values, yes/no, on/off, or
1/0, and is used to describe the event occurrence or non-occurrence. In
general, LR imposes less strict constraints since it does not need Gaussian
distributed independent variables and does not require linearity between
the explanatory and response variables. The probability of an event
occurring as a function of the explanatory variables is nonlinear, as shown
by following Equation [102]:

1 1
1+e~logit(P() — | ~(Bo+ZlL; Bix))

P(x) = (2.39)

In this Equation:

« P(x) is the estimated probability of falling to the default class. In
binary classification, the default class is marked with a 1, and the opposite
class is marked with a 0. P(x) expresses the probability of an example

falling to the default class on a scale between 0 and 1.
o (1+ e7?)is the sigmoid function.

o Bo+ XM, Bix; is the linear model within LR.
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2.6.3 Naive Bayes (NB) Classifier

The NB classifier [104] 1s based on the Bayesian theorem with the
naive assumption of independence between each pair of features. Despite
apparently oversimplified assumptions, this classifier has performed quite
well in many applications in the real-world. It takes a minimum training
time compared to conventional supervised or unsupervised learning
algorithms. To illustrate the NB classifier, let B be a data tuple. Pr(A/B) is
the posterior probability of 4 conditioned on B. In contrast, Pr(A) is the
prior probability of 4. Similarly, Pr(BIA) is the posterior probability of B
conditioned on 4. Pr(B) is the prior probability of B. Bayes’ theorem is
serve as a method of calculating the posterior probability, Pr(AIB), from
Pr(A4), Pr(BIA), and Pr(B), as described in the following Equation [105]:

pr(B|A) pr(a)

Pr(4|B) = T

(2.40)

2.6.4 Random Forest (RF) Classifier

The RF 1is an ensemble of Decision Trees (DT) that are
mainly trained using the "bagging" approach [106], as shown in Figure
(2.23). RF actually improves bagging by considering only a small subset
of features at each split of each tree rather than the entire set.

Given n available features, a subset will have v/n features chosen at
random. As a result, the algorithm decorrelates each used tree using this
described technique. Each tree makes a decision (class), and the class with

the most votes represents algorithm's prediction.
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Decision Tree-1 Decision Tree-2 Decision Tree-N

Result-1 Result-2 Result-N

l

Majority Voting / Averaging

Final Result

Figure (2.23): A typical Random Forest [107].

RF is a very useful and quick method with good accuracy even with
a default setting of hyperparameters and is resistant to over-fitting [ 106].
The sole constraint is the amount of trees; the more trees there are, the

more accurate getting but slower the algorithm becomes.

2.7 Evaluation Metrics

To evaluate the modeling algorithms' performance, an appropriate
metric must be chosen. The number of test features that the trained
classifier correctly and incorrectly predicted is used to evaluate the
classification model. These counts are tabulated in a table known as a
confusion matrix. Table (2.1) shows the confusion matrix for a binary
classification problem and can be extended to any number of classes
[108].

Table (2.1): Confusion Matrix for 2-class Problem

Actual Prediction Predicted Class
Class = "Stego" Class = "Cover"
Class = "Stego" True Positive (7p) False Negative (Fy)
Class = "Cover" False Positive(Fp) True Negative (Ty)
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The confusion matrix contains essential aspects of the modeling results;

these are:

* True Positives (7p): Represents the number of positive target class
observations successfully classified by the model.

* False Negatives (Fn): Represents the number of observations in the
positive target class that the model incorrectly identified as being in the
negative target class.

» False Positives (Fp): Represents the number of observations in the
negative target class that was incorrectly identified as being in the positive
target class by the model.

* True Negatives (7n): Represents the number of data properly identified

by the model as being in the negative target class.

Multiple metrics can be concluded from the confusion matrix, these

are [109]:

- Accuracy : Represents the total number of correct predictions made by

the model.

TP+TN

Accuracy = ———
Y = IPtTN+FPiFN

(2.41)

- Recall: It is the proportion of relevant positive classes identified

correctly by the classifier.

TP
TP+FN

Recall = (2.42)

- Precision: It is the proportion of positive classes correctly identified
considering all the positive classes predicted.

TP
TP+FP

Precision = (2.43)

While a confusion matrix provides the information needed to

determine how well a classification model performs, comparing the output
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of different classifier models would be more convenient by summarizing
this information with a single value. This can be done using F-measure
that considers a common way of evaluating the accuracy of the Machine
Learning experiments [110]. The F-measure is the harmonic mean of the
precision and recall metrics. This metric allows for a balanced expression
of the model’s recall and precision, as described in the following Equation

[111]:

2XPrecisionxRecall

F — measure = — (2.44)
Precision+Recall
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CHAPTER THREE

PROPOSED SYSTEM DESIGN

3.1 Introduction

This chapter introduces the detailed design and implementation of
the proposed system for blind steganalysis of content-adaptive image
steganography based on CNN and FS. The proposed system has been
partitioned into many stages, which are: data preparation using five
content-adaptive stego algorithms, pre-processing using NRF and
normalization, datasets splitting into training and testing, feature
extraction using CNN, FS using BPSO, and finally, the classification
stage using SVM classifier to distinguish whether the image contains

hidden information based on the best features selected.

3.2 Proposed System Design

This section introduces the implementation-related techniques and
methods. First, the datasets for image steganalysis purposes are prepared.
Then, pre-processing on images is described that includes applying NRF
and data normalization. Next, the datasets are splitted into training and
testing sets. After that, the proposed architecture of CNN-based feature
extraction and the BPSO algorithm for FS are introduced. Finally, the
SVM classifier has been learned using training selected feature vectors
and using it for prediction to discriminate between images with secrete
information from that the cover. Figure (3.1) shows the general

methodology design of the proposed system.
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Figure (3.1): The General Methodology Design of the Proposed System.
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The general design of the proposed method involves the following stages:

e Datasets Preparation Stage.

Datasets Pre-processing Stage.

Datasets Splitting Stage.

Features Extraction Stage.

Feature Selection Stage.

Classification Stage.

3.2.1 Datasets Preparation Stage

Due to the unavailability of a publicly available datasets including
images embedded with various steganographic methods, extra efforts and
time are needed to prepare these datasets using many different
steganographic algorithms at different insertion rates. This step is
essential since it determines the results of the experimentation and
evaluation.

The BOSSbase v1.01 dataset was utilized to prepare the
steganography datasets, which were never compressed and originated
from seven different cameras. The sample images from this dataset are
depicted in Figure (3.2). The BOSSbase is frequently used for analyzing
steganography and steganalysis experiments. It includes grayscale PGM
files and is appropriate for spatial-domain applications. It was also
recognized by the simplicity of the PGM format, which is the lowest
common denominator grayscale file format and was designed to be simple
to understand. A PGM file is a grayscale image file saved in the portable
gray map (PGM) format and encoded with one or two bytes (8 or 16 bits)
per pixel. It contains header information, that defines the PGM format

type ("P2" for text or "P5" for binary, and a grid of numbers that represent
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different shades of gray from black (0) to white (up to 65,536). The header
of a PGM image file consists of:

o First line containing the signature of the image file and identifies the

file as PGM
o Second line is the comment line

o Third line provides information about the number and rows and

columns of data stored in the file, and

 Fourth line specifies maximum gray level contained in the image.

Figure (3.2): BOSSbase Sample Images. Selection out of total 10,000 Grayscale PGM

Images with 512x512 size.
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Data follows the header information and is written in pixel values (in text
or binary format). Data is in raster order, which indicates that all data for
the first row of the image is written first, then for the second row, and so
on. The origin of the coordinate system for a PGM image is located on
the top left corner.

The BOSSbase contain a total of 10,000 images with a size of
512x512 pixels. To speed up the computing power, these images are
scaled into 256x256 pixels in all experiments. Also, the experiments were
performed using five content-adaptive steganographic algorithms that
adaptively being hide the information in the spatial domain. These
algorithms are HUGO, WOW, S-UNIWARD, HILL, and MiPOD. The
original BOSSbase images are embedded with hidden information at the

rates of 10%, 20%, 30%, and 40% bpp.

Accordingly, after applying steganographic algorithms, four
collections of datasets become available for each steganographic
algorithm, including 10,000 stego images for each embedding rate in
addition to the original cover images. So, as a result, the final total of
(5%4x10,000=200,000) stego images, where 5 represents the number of

the steganographic algorithm, 4 represents the number of embedding
rates, and 10,000 represents the number of images used for embedding at
each steganographic algorithm.

The new datasets are created with a total of 200,000 images, which

were distributed as follows:

- 40,000 images embedded with HUGO steganographic algorithm with
the rates of 10%, 20%, 30%, and 40% bpp.
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- 40,000 images embedded with WOW steganographic algorithm with
the rates of 10%, 20%, 30%, and 40% bpp.

- 40,000 images embedded with S-UNIWARD steganographic algorithm
with the rates of 10%, 20%, 30%, and 40% bpp.

- 40,000 images embedded with HILL steganographic algorithm with the
rates of 10%, 20%, 30%, and 40% bpp.

- 40,000 images embedded with MiPOD steganographic algorithm with
the rates of 10%, 20%, 30%, and 40% bpp.

We named these datasets at Babylon University Faculty of
Information Technology. Because this dataset is not available online, it
1s possible to uploaded on the college website so that image steganalysis

researchers can use it to reduce their efforts in preparing these dataset.

3.2.2 Pre-processing Stage

This stage includes two steps, applying NRF on images and

normalized the filtered images.
3.2.2.1 Applying Noise Residual Filter

This step includes convolution of the image with a predefined filter
to suppress the image contents, which has proved very efficient to increase
SNR through exposing the stego NRs. Because this fixed kernel is not
trainable, it cannot be learned from the training data when updating the
weights using the backpropagation method. For image steganalysis,
certain CNN architectures utilize trainable kernels that are initialized with
high-pass filter kernels. Because the kernel parameters/weights are

changed throughout the training process and some characteristics (e.g.,
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zero-sum) are no longer guaranteed, these trainable kernels are unlikely
to continue performing high-pass filtering. As a result, this filter will lose

the properties for which it was designed.

In this stage, it is adapted to use a single filter designed in the SRM
method. The 5 %5 NRF is defined as follows:

-1 2 =2 2 -1

2 —6 8 -6 2
F=|-2 8 -12 8 -2 (3.1

-1 2 =2 2 -1
Generally, this filter is considered as simulating the feature
extraction process, and it can contribute to improve the performance of
the proposed CNN, as will be demonstrated in Chapter 4 experiments.
This filter is considered a symmetric filter and has a gradient

characteristics causes the local variation to be highlighted. Figure (3.3)

illustrates the applying of the NRF pre-processing step.

In content-adaptive schemes, the secrete information is embedded
in regions of images that are not smooth, such as lines. As a result, stego
signals are generally thought to be hidden in image noise. Therefore,
applying NRFs is likely to enhance the stego information, which is highly
useful for image steganalysis. Figure (3.4) illustrates an example of the
convolution method in which the output can be calculated for the value

bss after applying NRF on the image.

Algorithm (3.1) shows the overall steps to apply the NRF. In this
algorithm, there are image datasets that represent the cover and five

different steganographic methods so that each image in these datasets is
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convolved with 5x5 NRF. The result represents the NRs of this convolved

image.

2p6x256

Figure (3.3): Applying NRF Pre-Processing Step.
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Figure (3.4): Convolution Process of NRF.
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Algorithm (3.1): NRF Pre-processing Stage.
Input : Cover Image Dataset D,, Stego Image Dataset D; for the ith
steganographic Algorithm, the Noise Residual kernel K.
Output: Noise Residuals NRs.
1- Begin
2- For each Dataset D, or D,
2-1 For each Image [ in D. or D,
2-1-1 Convolve I with K to get NRs response
NRs =1 * K, I € {Cover, Stego}
2-1-2 Save NRs into pre-processing Image Folder
2-2 End For
3- End For

4- End

3.2.2.2 Data Normalization

To ensure that each input has a uniform data distribution, a data
normalization stage is used, and it has been applied for each NR image.
Data normalization leads to faster convergence while training the model.
To carry out data normalization, the mean of the pixel values and the
standard deviation are calculated. Then, the new pixel values of each

image are then calculated as subtract each pixel value from the mean and

71



Chapter TATEe..........cccoooeeeeeeeeeeeeeeeeeeeee et eeeer e en e, PYOPOSEd System Design

divided by the standard deviation. After this process, new values of all

pixels have a “0” mean and standard deviation of “1”.

3.2.3 Dataset Splitting Stage

After completing a pre-processing stage, the procedure includes
dividing each dataset into two subgroups: The first group, known as the
training, is utilized to learn the model. The second one, known as the
testing, is fed into the model for prediction as new unpredicted data. Each

dataset is splitted into 70% training and 30% testing.

3.2.4 Feature Extraction Stage

After pre-processing the images with NRF and normalized its
results, a feature extraction stage has been applied by the proposed new
design of CNN. It is a well known that the CNN performs two tasks at
the same time, namely, feature extraction (or feature learning) and

classifying the extracted features.

In this dissertation, a new design of CNN architecture is proposed to
extract features for blind image steganalysis purposes. The proposed
network accepts the normalized NRs as input that resulted from filtering
the images, and the final result is a feature vector with 256 dimensions
(256-D) that satisfies the best classification by the classification module of
CNN. The proposed architecture is initialized by a convolutional (or feature
learning) module and ends with a classification module. The next

subsections illustrate these two modules in detail.
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3.2.4.1 Convolutional Module

The overall architecture of the proposed CNN-based feature
extraction is shown in Figure (3.5). The proposed convolutional module
is composed of seven base blocks, and each block includes many layers

of different purposes. The overall structure can be described as follows:

- Each designed block begins with a BN layer (except base block 1
that proceeded with normalization process) to enforces inputs to have the
same distribution and decrease the probability of CNN in the training
phase falling into a poor area around local minimum at the gradient-
descent process and ending with a pooling layer concerned with down-
sampling the learned FMs.

- Different layers are found between BN and pooling layers, such as
the convolution, ABS, and activation layers.

- To achieve the diversity of the extracted features, two subnets, that
are repeatedly combined and separated, are proposed to be included in the
CNN, and different kernel sizes (e.g., 5x5, 3x3, and 1x1) are utilized.
Algorithm (3.2) illustrates the overall steps of the parallel subnets
included in the proposed CNN. As shown in this algorithm, each block
consists of two subnets; it has similar included layers, except that the base
block 1 goes beyond the BN layer because the normalization process was
previously applied. In the proposed CNN, subnets are included in both
base block 1 and base block 4. The applying BN (in step 2-1) on NRs or
FM is due to the input in the base block 1 is NRs, while in the base
block 4 it is FM. Also, the ABS layer (in steps 2-3) is contained only in
both the two sub-nets of base block 1.
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Figure (3.5): Architecture of the Proposed CNN-based Feature Extraction.
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Algorithm (3.2): Parallel CNN Subnets.
Input : Noise residuals NR or FM
Output : Parallel Training FM (PTFM)

1- Begin

2- For each subnet in block

2-1 BN « Batch Normalization(NRs or FM)

2-2 con « Convolution2D (BN)

2-3 ABS « Absolute Value (con)

2-4 act fun « Apply Activation Function (ABS)// Activation
//Function € {TanH, LReLU}

2-5 pool < pooling(act) // pooling € {AVG, GAVG}

3- End For

4- Depth Concatenation of the two subnets

5- End

- The use of small-size convolutional kernels has the benefit of
capturing different local correlations among image pixels and thus
extracting useful features for image steganalysis. For accurate detection,
a large kernel can combine sufficiently weak stego signals into a stronger
one. In the base block 1 to base block 4, including only one subnet of
separated subnets, (5x5) kernel size is used for the convolution layer. To
limit statistical modeling, the spatial size of the kernel is reduced into
(3%3) size in the base blofck 5 and then into (1x1) in both last two base
blocks. Each convolution filter is initialized using Glorot (Xavier)

uniform distribution (Eq. 2.30) with a stride=1 and zero-initialized biases.
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In the first block, bias learning has been disabled to make FMs symmetric

with respect to zero (sign-symmetry).

- For activation functions, in order to present non-linearity to the
proposed CNN, the first and second base blocks (included the two
subnets) are equipped with the TanH activation function (Eq. 2.18). The
first two blocks employ the TanH activation function to limit the range of
data values and prevent the deeper layers from modeling larger values.
Moreover, using the TanH activation function with the BN layer will
ensure that the initial TanH input falls within the quasi-linear area, and
hence the gradient backpropagation would not have been trapped at the
poor area around local minima. For the other five blocks, the LReLU (Eq.
2.20), with 0=0.2, 1s used where the ReLU activation function and its
versions are the most used activation functions for accelerating the

network convergence.

- The pooling layer represents the final layer for each designed block,
which continuously decreases the size of the FM. The AVG-Pooling layer,
which is included in the first six blocks of CNN, lowers the size of the FM
by taking into account all the features in the sliding window (within the
kernel size) for each FM. In the final block, the GAVG-Pooling layer also
reduces the size of FMs by lowering each FM into a single value. It is used
to reduce the dimensionality of features (256 FMs of size 1x1 to 256-D
features). As a result, the CNN is avoided from grasping the location

information of embedded pixels in the training data.

The classification module next learns the classifier and performs the

classification process using the resultant 256-D feature vector.
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3.2.4.2 Classification Module

The extracted features from the designed CNN blocks are passed to
the classification module that comprises three fully-connected (Dense)
layers, which are necessary to add additional non-linearity within the
proposed CNN in the hierarchical form of feature extraction. The structure

of this module is described as follows:

- The first and second layers have 256 neurons each, followed by a
"dropout" technique with a probability of 0.5.

- The benefit of using "dropout" technique is to reduce the effect of
over-fitting, where this network do the same think in different
connections.

- The last fully-connected layer includes just two neurons, equal to the
number of output classes of the network.

- On the final fully connected layer, a softmax activation function (Eq.
2.21) is used to standardize the network's output between [0; 1], and these

two scores indicate the probability of falling to the cover or stego class

------- Input = Learned Features (256-D)

Stego Image
o n
s 2 F] 2
= E = g
= P E>E P> > E>E P > softma
[}
g g 5 g
a] a]
Cover Image
256 256 2
Neurons Neurons Neurons

Classification Module

Figure (3.6): Architecture of the Classification Module of the Proposed CNN.
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labels. The class with the highest score is chosen as the final class label.

Figure (3.6) illustrates the overall steps CNN classification module.

Also, algorithm (3.3) illustrates the classification modules that includes
the fully connected layers; the inputs for this layer are a vector with 256
features. Moreover, the Glorot (Xavier) uniform initializes the weights in
the fully connected layers. The weighted summation for each neuron in
each fully connected layer must be subjected to the activation function.
LReLU activation function is also used for the fully connected layers with

the scale value a equal to 0.2, in the classification stage.

Algorithm (3.3): Classification Module.
Input: Vector of 256-D features, no. of hidden layers .
Output: Class Labels.

1- Begin

2- Weights Initialization W..

3- For i from / ton

3-1 net=0

3-2 For j from / to d //d 1s the number of inputs

3-2-1 net «net+ W;; * x;

3-3 End for

3-4 y; = {o(* EEE ﬁgt i 8 /I LReLU activation function
(Eq. 2.20)

4- End for

5- Apply softmax Function (Eq. 2.21)

6- End

This stage is a neural network part that is considered a classification

part for CNN through which can obtain the best feature collection.
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To demonstrates the whole feed-forward and feed-backward
propagation steps for training the proposed CNN-based feature extraction,

algorithm (3.4) shows these detailed steps.

Algorithm (3.4): Learning the Proposed CNN for Feature Extraction.

Input : Noise Residual Images R, The untrained CNN model M, and

learning rate.
Output : a well-trained CNN model.
1- Begin
2- Repeat

Forward Propagation:

2-1 Repeat

2-1-1 BN « Batch Normalization(FM)// FM is the Feature
/' Map resulted from
// the previous block

2-1-2 con « Convolution2D(R or BN)

2-1-3 ABS « Absolute Value(con)

2-1-4 act « Apply Activation Function (ABS or con)
//Activation Function
//e {TanH, LReLU}

2-1-5 pool « pooling(act) // pooling € {AVG, GAVG}

2-2 Until end of blocks

To be continue

79




Chapter TATEe..........cccoooeeeeeeeeeeeeeeeeeeeee et eeeer e en e, PYOPOSEd System Design

2-3 fc 1 « fully connected(pool)
2-4 drop_ 1« DropOut(fc_1)
2-5 fc 2« fully connected(drop 1)
2-6 drop 2« DropOut(fc 2)
2-7 class label « SoftMax(fc 2)// Eq. (2.21)
Backward Propagation:
2-8 conduct backward propagation with “Adam” optimizer
3- Until M convergence
4- Use the trained model to predict the class label
5- End

The step (2-1-1) in the algorithm has applied to all base blocks
except base block 1. Also, step (2-1-3) has been included only after the
convolution layer in the base block 1 of the proposed CNN. The steps (2-
3 to 2-7) represent the three fully connected layers. The first and second
fully connected layers include 256 neurons followed by a dropout layer
with a probability of 0.5. The last layer represents the softmax activation

function score to discriminate between the cover and stego image.

3.2.5 Feature Selection Stage

A FS technique is employed at this stage to increase classification
performance in deep learning models. It is considered one of the main
contributions, and its methods are used to select the most informative
feature combination among the features derived from the proposed
model’s CNN layers with the minimum information loss for the blind
image steganalysis problem. In other words, it tries to construct a subset

by selecting better features from the existing feature set.
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One of the main goals of this dissertation is to investigate and
improve the capability of BPSO for FS. Many studies have shown that

BPSO is an efficient search technology choice. In this dissertation,

- The feature subset selection objective includes two folds: decrease the
dimensionality of the features and, at the same time, increase the
classification accuracy, and hence, increase the performance. Two
contradictory objectives are generally taken care by using multi-objective
BPSO. As mentioned in the feature extraction stage, the proposed CNN is

utilized to generate a feature vector with 256-D elements.

- To applying the FS stage, the learned features by the convolutional
part of CNN that satisfied the best classification are extracted from the

last layer of the convolutional part.

- Then, a method to select the best discriminative features is proposed
by combining the BPSO algorithm with Logistic Regression (LR)
classifier. In this method, the fitness function of the BPSO algorithm is

the classification accuracy of a LR classifier over training set samples.

- The classification is evaluated by using the accuracy of 10-fold cross-
validation. Equation (2.41) is used as a fitness function mentioned in

chapter two.

Algorithm (3.5) illustrates the overall steps for feature subset selection by
using the proposed BPSO LR method. In this algorithm, the particle
initialization is represented as sequence binary values (Dimentionality),
where “Dimentionality” represents the entire number of features (256-D).
After calculating the velocity, the resulted value is transformed into the
range “0” and “1” binary values by using the sigmoid function according

to Equation (2.34). The sigmoid function calculates the existence of a
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specific feature in a feature set. When the v;; value is larger than a number
between “0” and “1” that randomly generated, it is set to “1”, indicating
that this feature is taken for the new generation; otherwise, it is set to “0”,
indicating that this feature is not taken for the new generation. For
example, a specific FS approach selects the best features from the 15
features to accomplish a certain steganalysis task. The input feature set
may include the features x;, x, x3..., X14, X;5. Now, to perform an optimize
for these features by using the proposed BPSO, a particle after any
generation might look similar as (0,1,0,1,1,0,0,1,1,0,0,1,0,1,1). In this
example, “1” and “0” represent a selected and non-selected feature,
respectively. The features chosen by this particle are x,, x4 Xxs, Xs, X9, X2,
X714, and x5, based on the location of 1's and 0's within that particle.
Because of the effect of the other particle’s gpes and ppes: positions, the "0"
and "1" values of this particle may change position in the next generation,
implying that another set of features among these 15 may be chosen. The

LR fitness measure is used to update a particle's dimension.

Algorithm (3.5): The proposed BPSO_LR for Feature Selection.
Input: No. of particles (Population Size), and Feature set that

extracted from CNN on Training data (Dimentionality).
Output: Best selected features gy , positions of g

1- Begin
2- Random Initialization of each particle’s position and velocity
3- Repeat

3-1 For i=1 to Population Size do

To be continue
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3-1-1

3-1-2

3-1-3

3-14

3-1-4-i

3-1-5

3-1-6

3-1-6-i

3-1-7

3-2

3-3

3-3-1

3-3-1-i

3-3-1-ii

3-3-2

3-3-3

3-4

Separate Train and Test data using 10-fold cross-validation

Call LR classifier to calculate the fitness function for each

particle
Evaluate the fitness for each particle
If fitness of particle i is better than that of pr.s: then
update the p.sr and save their selected features and indexes
End if
If fitness of pres: of any Particle i is better than that of gp.s: then
update the gs.» and save their selected features and indexes
End if
End for
For i=1 to Population Size do
For d=1 to Dimensionality do
update the velocity according to the Egs. (2.32 and 2.33)
update the position according to the Egs. (2.34 and 2.35)
End for
update the inertia weight according to the Eq. (2.36)

End for

3-5 Until Maximum_iteration is reached

3-6 End
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The BPSO algorithm with the LR classifier is used to select the best
feature subset and eventually improve the detection accuracy of the

classifier.

The main problem of swarm intelligence-based algorithms is
balancing the exploration and exploitation levels by adjusting the inertia
weight. It is critical to note that a high inertia weight raises the exploration
level and enables global search. In contrast, a lower inertia weight
increases the exploitation level and allows the algorithm to search locally.
However, the inertial weight strategy proposed by Yang and Gao is
employed to be used in the proposed BPSO LR algorithm, which
adaptively adjusts the inertia weight based on particle’s velocity

information, as shown in Equation (2.36).

3.2.6 Classification Stage

After FS operations, the best selected informative features and their
index have been gained. Next, a classification stage comes, which is the
final stage of the proposed method for steganalysis of blind content-
adaptive image steganography. To complete this task, it is important to
learn the classifier with the selected feature vectors of the training set that
resulted from the FS stage. To evaluate the proposed method, it is
proposed to use a SVM classifier that given a best accuracy of the

proposed method.

After learning the SVM classifier with the training images features
to build a supervised learning model, the same trained classifier is used to
predict categorical labels ("Cover" or "Stego" image) of the feature
vectors for the testing set that is considered as new unpredicted image

features. The SVM classifier is trained on the selected training features,
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using the proposed BPSO LR method, as a training set and the testing
performed on the selected testing features its position corresponding to
the index of the selected training features. To clarify the steps involved in
handling the classification stage, algorithm (3.6) explains the steps in

detail.

Algorithm (3.6): Classification Stage of the proposed Method.
Input: Selected Training Feature Vectors LSTFV & Index I of gpest,
Testing Set Feature Vectors TSFV

Output: Classification Accuracy

1- Begin

2- For each Steganographic Algorithm Dataset do

2-1 Train the SVM with the features in LSTFV

2-2 Selected the Testing Feature Vectors Ty from TSFV their

index correspond to 1

2-3 Evaluate the Trained SVM with T¢by using Eq. (2.44)
3- End For
4- End
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CHAPTER FOUR
EXPERIMENTAL RESULTS

4.1 Introduction

This chapter explains the experimental results of the proposed
method for steganalysis of content-adaptive image steganography. The
experiments are performed on each stage and subtasks. The procedure of
experiments begins with a datasets preparation, then applying the pre-
processing stage, which involves applying both a NRF. After that,
applying the proposed CNN-based method to extract the features.
Subsequently, using the BPSO LR proposed algorithm to select the most
informative feature subset, and finally, training the classifier using the
selected training set and using the same classifier to discriminate between

the cover and stego image for the testing set as new unpredicted images.

4.2 System Requirements
The hardware and software requirements to apply the proposed
image steganalysis method are illustrated as follows:
e Hardware: Processor Intel ® Core ™ 17-4810MQ, RAM 32 GB, Freq.
2.80 GHz.

e Operating System: Windows 7 (64-bit).
e Programming Language: Python version 3.7 (64-bit).
e [DE: Pycharm 2020.2.3 (Community Edition).
To build the models and extract the features based on the proposed

CNN, all the experiments were performed on NVIDIA’s Tesla K80 GPU

platform to speed up the running and because of the memory limitations.
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4.3 Datasets Preparation

Five steganographic methods are used to evaluate the proposed
method for image steganalysis. These steganographic methods are Hill,
HUGO, MiPOD, S-UNIWARD, and WOW, which were prepared using
the BOSSbase v1.01 dataset and considered as content-adaptive methods
for the embedding in the spatial domain. BOSSbase dataset contains
10,000 uncompressed natural images, including human beings, natural

scenes, animals, and buildings.

For each steganographic algorithm, whether it is a cover or stego,
the image dataset is splitted into 70% training and 30% for testing. Table

(4.1) shows the datasets splitting for training and testing collections.

Table (4.1): The Dataset Splitting

Set Cover Stego Total
Training Set 7000 7000 14000
Testing Set 3000 3000 6000

4.4 NRF Experimental Results

As mentioned in section (3.2.2), adding NRF as a pre-processing
step before applying the CNN architecture can led to a better detection
performance. Without using this step, a large number of epochs are needed
for convergence of the proposed CNN. To demonstrates the effect of
applying NRF on the accuracy and convergence of the network after
applying the algorithm (3.3), Figure (4.1) illustrates the learning curves of
the CNN experiments in the training process applied by using the WOW
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steganographic method with 100 epochs at 10%, 20%, 30%, and 40% bpp

embedding rates, respectively.
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Figure (4.1): The Effect of Applying NRF on Learning the CNN using WOW
Steganographic Method on (a)10%, (b) 20%, (c) 30%, and (d) 40% Embedding Rates.

From the curves of the experiments illustrated in Figure (4.1), it is

observed that the NRs learning performs better than the case without

applying NRF. As a result, this preliminary step is important to the

steganalysis problem, and the CNNs converge will be much slower

without using this step. Also, Figures (4.2) and (4.3) illustrate the samples

of some BOSSbase images before and after applying a NRF on the sample

images, respectively.
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Figure (4.2): Samples from Bossbase images dataset

Figure (4.3): Corresponding Images Resulting After Applying NRF on Images in Figure (4.2)
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4.5 CNN Experiments

This section aims to evaluate the efficiency of the proposed CNN
method to extract the features for image steganalysis through various
experiments to illustrate its effectiveness. The dataset and setting the
parameters of learning the model are described, and then the proposed

method is compared with some previous steganalysis methods based on

CNN.

4.5.1 Parameters Setting of the proposed CNN

The training and validation of the proposed CNN model is
performed by using Adam optimizer with a learning rate= 0.001, decay=
0.000004, beta 1 = 0.9, beta 2 = 0.999, the epsilon is 1e — 08 and the
mini-batch size of 128 for CNN (64 cover/stego pairs). CNN gives up to
250 epochs of preparation. The best training model has been chosen based
on the validation range. The datasets are splitted into training sets (70%)
and testing sets (30%). Also, 20% from the each training set is used to
validate the CNN model.

4.5.2 CNN Experimental Results

The features that discriminate between the “cover” and “stego”
images are extracted by applying the experiments on the prepared datasets
related to five content-adaptive image steganographic methods after pre-
processing with an NRF and normalization. Each experiment is applied
using a specified embedding rate, where each of these steganographic

methods includes four different embedding rates.

The proposed CNN model is designed to learn appropriate features

and use it as a feature extraction (Figure 3.4). The proposed CNN are
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constructed from several blocks, and each block contains many layers
with different purposes. Table (4.2) demonstrates an overview of these

layers based on each module and each included block.

Table (4.2): Overview of the Proposed CNN Layers.

Layer
Layer Output size Specific
Parameters
Convolutional Module
Base Block 1 (Two Subnets)
input_1 (Input Layer) None, 256, 256, 1 0
conv2d 1 None, 256, 256, 10 250
conv2d 2 None, 256, 256, 10 10
absolute 1 None, 256, 256, 10 0
absolute 2 None, 256, 256, 10 0
activation 1 None, 256, 256, 10 0
activation 2 None, 256, 256, 10 0
average pooling2d 1 None, 126, 126, 10 0
average pooling2d 2 None, 126, 126, 10 0
concatenate 1 None, 126, 126, 20 0
Base Block_2
batch normalization 1 None, 126, 126, 20 80
conv2d 3 None, 126, 126, 20 10020
activation 3 None, 126, 126, 20 0
average pooling2d 3 None, 61, 61, 20 0
Base Block 3
batch_normalization 2 None, 61, 61, 20 80
conv2d 4 None, 61, 61, 30 15030
leaky re lu 1 None, 61, 61, 30 0
average pooling2d 4 None, 29, 29, 30 0

To be continue
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Base Block 4 (Two Subnets)
batch normalization 3 None, 29, 29, 30 120
conv2d 5 None, 29, 29, 30 22530
conv2d 6 None, 29, 29, 30 930
leaky re lu 2 None, 29, 29, 30 0
leaky re lu 3 None, 29, 29, 30 0
average pooling2d 5 None, 13, 13, 30 0
average pooling2d 6 None, 13, 13, 30 0
concatenate 2 None, 13, 13, 60 0
Base Block 5
batch normalization 4 None, 13, 13, 60 240
conv2d 7 None, 13, 13, 64 34624
leaky re lu 4 None, 13, 13, 64 0
average pooling2d 7 None, 35, 5, 64 0
Base Block 6
batch normalization 5 None, 5, 5, 64 256
conv2d 8 Noneg, 5, 5, 128 8320
leaky re lu 5 None, 5, 5, 128 0
average pooling2d 8 None, 1, 1, 128 0
Base Block 7
batch_normalization 6 None, 1, 1, 128 512
conv2d 9 None, 1, 1, 256 33024
leaky re lu 6 None, 1, 1, 256 0
global average pooling2d 1 None, 256 0
Classification Module
dense 1 None, 256 65792
dropout_1 None, 256 0
leaky re lu 7 None, 256 0
dense 2 None, 256 65792
dropout_2 None, 256 0
leaky re lu 8 None, 256 0
dense 3 None, 2 514
Softmax (Output Layer) None, 2 0
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The filtered image is convolved with the Convolution layer to
produce a feature map. Also, the non-linearity has been introduced by
using the non-linear activation function in each base block. The pooling
operation is applied on the learned feature map using the AVG-pooling,
which is mostly used in steganalysis models to obtain the steganographic
noise of the images or use the GAVG-pooling layer to down-sampling the
feature map. Two subnets that are repeatedly combined and separated are
used to introduce the diversity of the extracted features as mentioned in
the algorithm (3.4). The classification module, which is comprised of two
fully connected and a softmax layers, converts feature vectors to posterior
probabilities for each class (algorithm 3.5). The final class labels are
obtained by selecting the class with the highest posterior. The Accuracy
1s computed for both training and validation sets and then for testing sets
to analyze the performance of the proposed CNN method as a feature
extraction stage for steganalysis of content-adaptive image

steganography.

There are many experiments conducted to extract the features by
using the proposed CNN. The accuracy curves for the training and
validation sets of CNN are illustrated in Figures (4.4), (4.5), (4.6), (4.7),
and (4.8) that represent applying HILL, HUGO, MiPOD, S-UNIWARD,
and WOW steganographic methods respectively. The x-axis represents

the number of epochs, and the y-axis represents the detection accuracy.
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at 10%, 20%, 30%, and 40% Embedding Rates
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Figure (4.8): The Training and Validation Accuracy Values of WOW Stego Algorithm
at 10%, 20%, 30%, and 40% Embedding Rates

The learning process is performed as illustrated in algorithm (3.4).
As shown in the curves of these Figures, the gap between the training and
validation is increased slightly at low embedding rates, especially for 10%
embedding rate, as the number of epochs increases, and this gap goes
down as the embedding rate increases. This problem occurs because CNN
becomes harder to learn features to detect the difference between stego

and cover images at low embedding rates.

To evaluate the performance of the proposed CNN, a testing set is
predicted after learning the CNN model. Figure (4.9) records the accuracy
results by using the datasets of HILL, HUGO, MiPOD, S-UNIWARD,
and WOW content-adaptive steganographic methods at 10%, 20%, 30%,

and 40% bpp embedding rates.
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It is common knowledge that when the embedding rate increases,
the detection accuracy also increases. From Figure (4.9), it is observed
that the detection accuracy decreases by using HILL and S-UNIWARD
methods at 40%, and this occurs due to the presence of redundant and
irrelevant features that overwhelm the performance of the useful
information provided by informative features and hence reduces the
quality of the whole feature set. As what will be illustrated in the next
sections, a FS strategy is used to overcome this problem, which has proven

1ts effectiveness.
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HUGO 67.52 67.9 79.63 85.47
MiPOD 65.92 72.7 78.13 84.3
S-UNIWARD 59.25 75.3 86.52 75.83
——\WOW 60.68 68.95 82.05 86.23

Figure (4.9): Accuracy Values using the CNN proposed method Resulted from Testing
Five Stego Algorithms at Four Embedding Rates
Moreover, the performance is compared with other CNN-based
image steganalysis methods for further evaluate of the proposed method.
Table (4.3) illustrates the detection accuracy comparisons using HILL,

HUGO, MiPOD, S-UNIWARD, and WOW steganographic methods at
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10%, 20%, and 40% embedding rates. The bolded results refer to the
accuracy values that satisfy the best performance among the

corresponding compared methods.

Table (4.3): Comparison Accuracy Values on Different Stego Algorithms at 10%,
20%, 30% and 40% Embedding Rates

CNN-based Stego Embedding Rates

Steganalysis Method | Algorithm 10% | 20% | 30% | 40%
Method in [15] HILL 84| - - | B
S-UNIWARD | 57.33 - - 80.24

MiPOD - 623 | 689 | 75.1

The Method in [24] | S-UNIWARD - 62.1 | 69.8 | 733
WOW - 61.2 | 663 | 72.6

HUGO - 7045 | - 78.35

TAS-CNN [25] S-UNIWARD - 62.4 - 75.05
WOW - 68.15| - 80.75

S-UNIWARD | 57.8 | 659 | 71.6 | 78.5

DFSE_Net [27]

WOW 65.8 | 753 | 80.7 | 85.1

HILL 65.42 - - 78.6
HUGO - 67.9 - 8547

Proposed Method MiPOD - 72.7 | 78.13 | 84.3
S-UNIWARD | 59.25 | 75.3 | 86.52 | 75.83
WOW 60.68 | 68.95 | 82.05 | 86.23

As shown in Table (4.3), the proposed CNN method generally
satisfies better performance, at most embedding rates, when compared to
other CNN-based steganalysis methods. Also, some other results have

different performance ranging from less than, and close to the other
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compared methods. These different performance levels are due to, as

previously mentioned, the presence of redundant and irrelevant features.

4.6 Feature Selection Experiments

Because of hyperparameters setting, the extracted features by CNN
may not be general enough to fit the steganalysis for most steganographic
methods to the provided results that are always perfect. As observed in the
CNN experiments, the proposed method given an improvement compared
with some other CNN-based steganalysis methods. However, there is a
decrease in the level of performance in some embedding rates, especially
for 40% embedding rate, after applying the proposed CNN method to
some steganographic methods. This degraded performance is due to the
presence of redundant and irrelevant extracted features. Therefore, to
solve this issue, the extracted features are fed to a FS stage to eliminate
these redundant and irrelevant features and enhance steganalysis

performance.

The proposed method for FS is based on uses BPSO with LR
classifier (BPSO_LR) as a fitness function. The input to this algorithm
includes a training set resulting from applying CNN, has 256-D best
extracted features, and the output consists of the best feature subset for
steganalysis purposes. Therefore, the experiments to illustrate the
efficiency of the proposed BPSO LR algorithm have been presented and
analyzed. The value of fitness function is calculated using LR classifier
based on 10-fold cross-validation. However, for all experiments, the
population size and number of iterations are set to 15, and 30, respectively.
Each experiment has repeated five times, and the highest obtained

accuracy value was selected from these experiments to be the final result.
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As this algorithm is stochastic in nature, average fitness (mean) and
standard deviation (STD) are computed for each executed fitness function
to illustrate the performance of the proposed algorithm for FS. The
algorithm's robustness and consistency are represented by the STD. As a
consequence, the FS algorithm with the lowest STD value has more
robustness and provides the most consistent results. On the one hand, a
greater accuracy score indicates that more samples have been predicted
accurately. Table (4.4) illustrates some samples of mean and STD
resulting in the outputs from applying LR as a fitness function using 10-
fold cross-validation after applying BPSO LR on the MiPOD
steganographic algorithm at 20% embedding rate.

In terms of mean and STD fitness values, BPSO LR has a
competitive performance, as shown in Table (4.4). The results show that
BPSO_LR satisfy an optimal performance in selecting relevant features,

resulting in promising results.

A meta-heuristic algorithm's convergence behavior is also a critical
issue that has to be demonstrated. As a result, the proposed BPSO LR has
also been examined by plotting the convergence graph for each
steganographic algorithm on each embedding rate. Figures (4.10), (4.11),
(4.12), (4.13), and (4.14) demonstrate the convergence trends for each
steganographic algorithm on each embedding rate for 30 iterations. The
best fitness values acquired till the current generation are shown on the y-
axes of the converging curves. From the convergence curves, it can be
noticed that by applying the proposed BPSO LR algorithm on the

different methods, most of them converge after few iterations.
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Table (4.4): Some 10-fold cross-validation Samples Resulting from Applying LR within
BPSO on MiPOD Steganographic Algorithms at 20% Embedding Rate.

10-folds Mean STD

0.6871428571428572
0.7114285714285714
0.6892857142857143
0.6871428571428572
0.6757142857142857 0.682429 (+/-0.01)
0.6757142857142857
0.69
0.6614285714285715
0.6707142857142857
0.6757142857142857

0.6778571428571428
0.7042857142857143
0.6907142857142857
0.6642857142857143
0.6792857142857143 0.678500 (+/-0.01)
0.6707142857142857
0.6835714285714286
0.6692857142857143
0.6757142857142857
0.6692857142857143

0.6771428571428572
0.6985714285714286
0.6828571428571428
0.6592857142857143
0.6742857142857143 0.678357 (+/-0.01)
0.6721428571428572

0.6821428571428572
0.6764285714285714
0.6857142857142857

0.675

0.6871428571428572
0.7035714285714286
0.6878571428571428

0.655

0.67 0.676214 (+/-0.02)
0.6528571428571428
0.6978571428571428

0.675

0.67
0.6628571428571428

0.6857142857142857
0.6985714285714286
0.6807142857142857
0.6707142857142857
0.6835714285714286 (+/-0.01)
0.6785714285714286 0.680929
0.6921428571428572
0.6685714285714286
0.6764285714285714
0.6742857142857143

0.685
0.7014285714285714
0.6928571428571428
0.6685714285714286
0.6664285714285715 0.676714 (+/-0.01)
0.6735714285714286
0.6814285714285714
0.6564285714285715
0.6664285714285715

0.675
0.6792857142857143
0.6978571428571428
0.6778571428571428
0.6671428571428571
0.6735714285714286 0.678214 (+/-0.01)
0.6807142857142857
0.6885714285714286
0.6692857142857143
0.6735714285714286
0.6742857142857143
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Figure (4.10): The Convergence Curves for Applying BPSO LR at (a) 10% (b) 20%
(c) 30% and (d) 40% Embedding Rates respectively on HILL Stego Algorithm.
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Figure (4.12): The Convergence Curves for applying BPSO LR at (a)10% (b)20%
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Figure (4.13): The Convergence Curves for applying BPSO LR at (a)10% (b)20%
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Figure (4.14): The Convergence Curves for applying BPSO LR at: (a) 10% (b) 20%

(c) 30%, and (d) 40% Embedding Rates, respectively, on WOW Steganographic

Algorithm.
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The performance of BPSO LR FS algorithm has been
demonstrated by the number of selected features and the iteration through
which they are converged. From the results that are shown in Table (4.5),
it can be seen that the proposed FS algorithm contributed to reduce the
number of features between 40.63% to 59.38%, where the number of
selected features ranges between 104 and 152 features.

Table (4.5): FS and the Convergence Resulting from Applying BPSO LR on each
Stego Algorithm and Embedding Rate.

Steganographic| Embedding No. of Selected Convergence
Algorithm Rate Featu;§s60ut of Iteration

10% 124 1
20% 145 7
HILL 30% 131 1
40% 124 28
10% 135 2
20% 152 26
HUGO 30% 127 1
40% 129 1
10% 104 5
| 20% 111 16
MiPOD 30% 128 2
40% 128 10
10% 128 7
20% 121 26
S-UNIWARD =340/ 142 4
40% 127 8
10% 128 29
20% 133 9
wow 30% 133 20
40% 125 17
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4.7 Experiments of Classification Results

Many experiments have been performed using the SVM classifier
to demonstrate the efficiency of the proposed method for FS. The
choosing of the SVM classifier is due to it achieves higher results than
other machine learning classifiers and the final classification has been
performed according to the algorithm (3.6). Table (4.6) shows the
detection accuracy before and after applying the features selection using
the proposed BPSO LR applied on HILL, HUGO, MiPOD, S-
UNIWARD, and WOW content-adaptive steganographic algorithms at
four embedding rates. Comparing with the results that are illustrated in
Figure (4.9), it has been noticed that there is an improvement in
performance when applying BPSO LR for FS. The improvement ranging
from 3.46% to 7.36%, from 2.06% to 8.72%, from 0.82% to 5.3%, from
0.64% to 12.33%, and from 0.81% to 7.11% for HILL, HUGO, MiPOD,
S-UNIWARD, and WOW steganographic algorithms, respectively. This
variety in performance improvement is due to the variety in the number
of redundant and irrelevant features found on each steganographic method
and each embedding rate. Also, it is noticed that the degradation in the
detection accuracy after applying CNN that occurred in some embedding
rates, such as accuracy resulted from applying 40% embedding rate using
HILL and S-UNIWARD steganographic methods, it has been processed
at this stage, where there was a significant increase in detection accuracy

for those were suffering from this degradation.

To justify the accuracy of applying the SVM classifier, other
experiments have been conducted using NB, and RF classifiers to

calculate the classification accuracy, as illustrated in Table (4.7). For the
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features selected by the proposed algorithm, the accuracy obtained by the

SVM classifier is better than the accuracy obtained by the others.

Table (4.6): Accuracy of the Proposed Method before and after Applying the
proposed BPSO LR on CNN features for each Stego Algorithm

Steganographic | Embedding Detection Accuracy Improving
Method Rate CNN | CNN+BPSO LR+SVM | Rate %
10% 65.42 69.80 4.38
20% 70.27 76.45 6.18
HILL
30% 80.47 83.93 3.46
40% 78.6 85.96 7.36
10% 67.52 71.00 3.48
20% 67.9 76.62 8.72
HUGO
30% 79.63 84.13 4.5
40% 85.47 87.53 2.06
10% 65.92 71.22 53
20% 72.7 74.94 2.24
MiPOD
30% 78.13 82.61 4.48
40% 84.3 85.12 0.82
10% 59.25 60.77 1.52
20% 75.3 77.49 2.19
S-UNIWARD
30% 86.52 87.16 0.64
40% 75.83 88.16 12.33
10% 60.68 65.39 4.71
20% 68.95 76.06 7.11
WOW
30% 82.05 83.85 1.8
40% 86.23 87.04 0.81
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Table (4.7): Comparison of the Accuracy using Different Classifiers after
Applying BPSO LR on CNN features for each Stego Algorithm

Steganographic | Embedding Detection Accuracy
Algorithm Rate NB RF SVM
10% 6485 | 5028 69.80
20% 7125 | 62.00 76.45
HILL 30% 7785 | 74.93 83.93
40% 80.78 | 7828 | 85.96
10% 6528 | 53.18 71,00
20% 69.55 62.9 76.62
HUGO 30% 79.55 755 84.13
40% 8233 | 80.62 87.53
10% 66.75 | 5348 71.22
_ 20% 710 | 58.92 74,94
MiPOD 30% 7672 | 72.18 82.61
40% 80.17 | 78.05 85.12
10% 5857 | 384 60.77
20% 7047 | 6547 77.49
S-UNIWARD ™30/ 8487 | 8092 87.16
40% 80.3 82.83 88.16
10% 61.63 | 4438 65.39
20% 6843 | 63.02 76.06
MAYA 30% 7987 | 77.53 83.85
40% 85.2 81.57 87.04

The Recall, Precision, and F-measures are computed based on confusion
matrix contents. These metrics are illustrated in equations 2.42 , 2.43, and
2.44, respectively, which considered another evaluation of the proposed
system. Table (4.8) illustrates these metrics values using SVM for five
stego algorithms and fort each embedding rate, and the time cost required

for testing.
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Table (4.8): Precision, Recall, F-Measure, and time cost using SVM Classifier after
Applying BPSO LR on CNN features for each Stego Algorithm.

Steganographic| Embedding Detection Accuracy using SVM Time/
Algorithm Rate Precision% |Recall% | F-Measure% | Second
10% 6247 | 79.07 69.80 | 37.195

20% 7073 | 83.19 7645 | 34.505

HILL 30% 78.82 | 89.76 83.93 | 21.591
40% 81.68 | 90.71 8596 | 17.187

10% 64.63 | 78.77 71.00 | 38.640

20% 7002 | 84.62 7662 | 36347

HUGO 30% 7954 | 89.28 8413 | 19.798
40% 8226 | 93.54 8753 | 15.087

10% 63.01 81.9 7122 | 28.585

20% 68.71 | 8241 7494 | 28.61

MiPOD 30% 76.9 89.25 8261 | 22.835
40% 82.04 | 8843 85.12 | 17.432

10% 6037 | 57.94 60.77 | 45316

20% 7323 | 8227 7749 | 27347

S-UNIWARD ™30/ 8327 | 91.43 87.16 | 17.418
40% 8551 | 90.98 88.16 | 11.921

10% 60.79 | 7074 6539  |39.139

20% 7214 | 80.44 7606 | 30.707

wow 30% 81.00 86.9 83.85 | 18.4%4
40% 8525 | 8891 87.04 | 13.54

4.8 Comparison with the Related Works

In this section, a comparison between the generated results of the
proposed method and other related works for steganalysis over the
steganographic datasets constructed based on the BOSSbase dataset is

presented through many experiments.
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The comparisons have been presented in Table (4.9) to illustrate the

proposed method’s performance compared to some other methods that use

feature subset selection for image steganalysis, which uses methods other

than CNN to extract the features. From this Table, it has been observed

that there are apparent differences in accuracy values in favor of the

proposed approach over all other methods, which indicates the importance

of this method in improving the performance.

Table (4.9): Accuracy Comparison with FS-based Steganalysis Methods at
Different Embedding Rates and Stego Algorithms

Steganalysis Stego Embedding Rates

Method Algorithm 10% | 20% | 30% | 40%
HILL 5894 | 66.01 | 72.09 | 77.05
TLBP [17] MiPOD 59.25 | 66.39 | 72.32 | 77.29
S-UNIWARD | 59.38 | 67.88 | 75.06 | 81.07
HILL 64.67 | 71.25 | 76.2 | 80.27
aSRM [20] MiPOD 59.94 | 66.69 | 72.33 | 77.24
S-UNIWARD | 63.75 | 71.31 | 76.84 | 81.34

HUGO 63.36 - 78.05 -

F_opt [21] MiPOD 5808 | - [7021| -

S-UNIWARD | 59.1 - 72.96 -
HILL - - - 64.11
Method in [22] HUGO - - - 68.08
WOW - - - 64.07
HILL 69.80 | 76.45 | 83.93 | 85.96
HUGO 71.00 - 84.13 | 87.53
Proposed Method MiPOD 71.22 | 74.94 | 82.61 | 85.12
S-UNIWARD | 60.77 | 77.49 | 87.16 | 88.16
WOW 65.39 | 76.06 | 83.85 | 87.04
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Chapter Five

Conclusions and Future Works

5.1 Conclusions

The most important characteristics that have been drawn from the
experimental results of the proposed method are presented in the

following conclusions:

1. The experiments implemented by using NRF have an important role
in improving CNN’s performance by suppressing the image contents to
highlight the noise components in the image and, therefore, increasing the
network learning speed. This conclusion is evidenced by the results of the

experiments shown in Figure (4.1).

2. It was important to use different kernel sizes applied in the
convolution layer to diversify the extracted features. This diversification
with the use of FS algorithms contributes to improve the performance.
This conclusion was demonstrated by using two subnets within CNN with

two kernel sizes and using the proposed BPSO_ LR algorithm for FS.

3. The important aspect of extracting good features using a CNN is
the design of the CNN architecture. However, different points of view in
the design of these architectures will generates some features that are that
obscure the information provided by relevant features; therefore, these
features still do not meet the expectations of steganalyzers to be general
to discover most steganographic methods. As a result, FS methods are the
perfect solution to satisfy more consistent results against most

steganographic algorithms. This conclusion is demonstrated in table (4.6)
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through the superior results in detection accuracy after applying FS using

five steganographic methods and at different embedding rates.

4. The experiments have been proven that the combination of deep
learning methods (CNN) as a feature extraction along with swarm
intelligence methods (BPSO_LR) as FS and traditional machine learning

(SVM) as a classifier can be best effective in image steganalysis.

5. Using SVM for the final classification of selected features had
achieved the highest result of prediction when compared with NB and RF
classifiers. This conclusion is demonstrated in table (4.7) through the

superior results of SVM classifier over other compared classifiers.

3.2 Suggestions for Future Work

This dissertation implements a method for steganalysis of content-
adaptive image steganography based on deep learning for feature
extraction, swarm intelligence algorithm for FS, and a classical machine
learning model for classification. There are several suggestions for future

works:

1. Employing the stages of the proposed method for steganalysis of video
rather than the image. This may be satisfied either by using it directly or
by transfer learning, which is a technique that allows reusing a trained

model to solve a similar problem.

2. Rather than using CNN model for each steganographic method and
each embedding rate, developed one model that combine the
characteristics of these many models and using the softmax function for

multi-class prediction.
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3. Diversify the feature extraction sources to include the transform
domain or extract the features by the statistical methods, and then
aggregate these features as input to LSTM or RNNs, which used as a

prediction purpose.

4. Improve the proposed method by learning model on high embedding
rates and reuse it for prediction in lower embedding rates. This method,
along with the FS stage, can increase detection accuracy and processing

time efficiency.

5. Provide a visual explanation of CNN model predictions includes
visualizing the regions that have been changed during the hiding process.
These regions the predictions from these proposed models. This
techniques known as Gradient-weighted Class Activation Mapping

(Grad-CAM).
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