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Abstract

The Knapsack Fuzzy Chaotic Cryptosystem was suggested as a
combination between the Knapsack problem and Fuzzy Chaos based
cryptosystem. That is through applying the Knapsack problem in the
Takagi-Sugeno fuzzy model on a discrete-time chaotic system and then
decrypting the message. The system modified by using a discrete chaotic
map to be a seed map within a continuous map. The cosine and sine map
were performed.

Finally, The Knapsack problem in the Takagi-Sugeno fuzzy model was
implemented as the driver system for the fuzzy chaotic system in
encrypting the ciphertext and as a response system in decrypting ciphertext.
The synchronization signal with feedback gains between the drive-response
system is achieved at the error dynamic that is exactly linearized to ensure
stability. By solving the LMI problem the system could decrypt the
message.

The suggested systems were implemented on 2D and 3D discrete-time
chaotic systems. The iteratiation of the chaotic system affects the length of
the superincreasing sequence, which is also increased by modifying the
system. The computios were by hand and Microsoft Excel 2010, and some
figures were drawn by MATHLAB R2018b.
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Chapter One
General Introduction

1.1 Background

Cryptography could be defined as the science that studies secret writing,
concerning the ways in which communications and data can be encoded to
prevent disclosure of their contents through eavesdropping or message
interception, using codes, ciphers, or other methods, so that only certain
people can see the real messages.

The science of cryptography is very old, and can be traced to Ancient
Egypt. From Julius Caesar to Mary, Queen of Scots, to Abraham Lincoln’s
Civil War ciphers, cryptography has been a part of history. At that time,
cryptography was concerned only by those associated with the military, the
diplomatic service and government in general, and was used as a tool to
protect national secrets and strategies. In 1949, Shannon [1] talk in his
seminal paper "Communication Theory of Secrecy Systems®, about
mixing transformation for many concepts such chaos .

Since 1990's, Some researchers referred to existing an interesting
relationship between the chaos and cryptosystem [2,3]. Many chaotic
systems properties corresponding to the cryptographic properties, such
sensitivity to initial conditions, control parameters, mixing property, and
ergodicity, and others, that correspond to the confusion and diffusion, for
cryptographies schemes.

There are studies that have been developed for stability analysis of
continuous or discrete time model based fuzzy control system such
Takagi- Sugeno TS. It found many applications for modeling complex and
nonlinear systems [4]. Also many works on chaos-based cryptosystems are
failed through proposed schemes in explaining or possessing a

cryptosystems.



1.2 Problem Statement

The suggested method has been proposed to design a new fuzzy chaotic
cryptosystem. That through designing an alternative versions of the
Knapsack public key cryptosystem based on the TS fuzzy chaotic models
as the Knapsack Fuzzy Chaotic Cryptosystem (KFCC). These models are
Discrete-Time TS Fuzzy model of 3D Chaotic System (DTF-3DCS) and
Continuous-Time TS Fuzzy model of 3D Chaotic System (CTF-3DCS).

1.3 Objective of the Thesis

The objective of this thesis is to develop the Fuzzy Chaos-Based
Cryptosystem, that has little works on since than 2006 due to its complexity
in numerical experiments. Usage of the common features between
unpredictability of chaotic and cryptosystems, fuzzy models with its rules
bases and inferred results, this with the practical Knapsack problem. That
all, in order to eliminate the drawbacks of each model alone.

1.4 Literature Review

In 2002, Palacios and Juarez in [5] implement the cryptography with
chaos. He recover in his work the possibility to encrypt the plaintext using
the ergodic property for the simple low-dimensional and chaotic logistic
equation, that each character encrypted as the integer number of iterations
of the logistic equation. The trajectory transformed from an initial
condition towards an e —interval in the logistic chaotic attractor.

In 2005, Zhong Li and etal in [6] designed the chaos-based
cryptography and chaotic pseudo-random number generators (CPRNGS)
for stream cipher and their chip implementation.

In 2006, a suggested guideline were introduced in [3], to assisting the
designers to synthesis a cryptosystems with chaos as chaos-based
cryptosystem. The guide were through three main issues; implementation,
key management, and security analysis. That helpful in designing the

cryptosystem requirements in more systematic and rigorous ways.
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In 2006, Zhang Li in [2] combined a TS fuzzy model with chaotic
model to modulate a cryptosystem performed on Lure type with discrete
time chaotic systems. That to generate a superincreasing sequence formed
by chaotic signal in drive system side. The model is with flexibility in
choosing whether the ciphertext is embedded in the output of the drive
system. The response system side receives the embedded ciphertext scalar
signal. Two sides achieve and then solving a chaotic synchronization
problem by solving the LMIs problem .

Later in the same year 2006, Zhang Li in [7] introduces two ways in
creating sequence of the key secure either to be as output of the TS fuzzy
chaotic drive system or any state in which the synchronization error
approaches zero. In synchronization state the same superincreasing
sequence could be regenerated and then recover the ciphertext at response
system end. By decrypt it using a regenerated superincreasing sequence it
could be get the message. In both cases state or output drive system in [2,7]
the models implemented on Henon map.

In 2006, in [8], Chang-Ho Hyun and others propose an alternative
indirect adaptive fuzzy observer based on synchronization design scheme
and applying it in secure communication of chaotic systems. This scheme
performed by assuming that the chaotic systems states are immeasurable
and their parameters are unknown. They use TS fuzzy model to represent
the chaotic system and the observer structure. While the adaptive law is
derived by use a Lyapunov stability theory to estimate the unknown
parameters values and guarantee the system stability, and then achieving
the asymptotically synchronization of the chaotic system. The output y(t)
of the model is used as a primitive variable instead of the one in the used
chaotic system.

In 2008, Gwo-Ruey Yu in [9] presents a robust design for chaotic
cryptosystems. That combines cryptograph with chaotic synchronization to

synchronize the hyperchaotic signals between the encryption and the
3



decryption processes based on observer gains. He used the linear matrix
inequality (LMI) technique to compute gains.

In 2009, Precup and Tomescu in [10] proposed a stability analysis
method for TS fuzzy model (FLCs) used to control the nonlinear processes.
The stability done by Lyapunov's direct method instead of Lyapunove's
theorem, by sufficient conditions for stability and it introduce an illustrative
example for inverted pendulum. They conclude that this method could be
used for approaching stability for the system that has an equilibrium point
not as origin.

In 2011, Ababneh and et. al in [11] present a new systematic method
on robust synchronization for uncertain chaos systems as a control
problem. That by designing a digital response system drive by a continuous
time chaotic drive system and synchronize with it. The fuzzy model used
for modeling the chaotic dynamic system is a TS fuzzy model. The
uncertain chaotic system could be written as a set of local linear models
with additional disturbed input. Synchronization between receiver and
transmitter system was very closely. They use a piecewise linear and
nonlinear even with uncertain parameters on uncertain Chua circuits. But
the continuous time chaotic is not were used in cryptography.

In 2011, Kocarev and Lian in [12] refer to spirit both cryptography
and chaos theory than other researchers treated way with the subject. They
introduce a chaos-based public key cryptography through many theorems,
algorithms, and applications. In their work they based on Chebyshev
polynomials in generating a public key cryptosystems performed on integer
numbers with some chaotic properties, to use in both encryption and digital
signature. Also the ElGamal-like and RSA-like algorithms when using
Chebyshev polynomials on integer numbers are secure in encryption
algorithms.

In 2012, Makris and Antoniou in [13] develop and implement the

program of Shannon in cryptography with chaos on three Tours
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Automorphisms are: Baker map, Horseshoe map, and Cat map. The
developed algorithms applied to encryption and creating keys on picture
and text in real time. While the decryption require the reverse application
of algorithms. Practical implementation of the encryption and decryption
depend on the text size while the key length doesn't.

In 2014 , Saad M. Darwish and et. al in [14] works on database
encryption that proposed system utilizes a chaotic encryption method based
on cellular automata to realize higher complexity of crypt-analytical attacks
,and generate a symmetric key. A fuzzy observer based scheme for
synchronizing chaotic keys of encrypted signal is employed to enhance key
distribution. This method used in confusion, diffusion, a large number of
passwords helped in building of symmetric private key.

In 2017, Merah and et.al in [15] refer to that most conventional ciphers
such; DES, AES, IDEA, with the used computing power in that time,
though are not suitable for image or video encryption due to their speed is
very slow due to the data volume is large and also the correlation among
image pixels is strong. So the significant interest in exploit chaotic
dynamics in cryptography is increased

In 2018, Hamdy M. Mousa in [16] propose iterative Chaotic Genetic-
fuzzy Encryption Technique (C-GET) in order to enhance secured
encryption technique and less predictable.

Also in 2018, Kocarev and Lian in [17] use a similarity between chaotic
systems and cryptosystem. Since they describe a technique for
transformation of digital information by using a pseudo chaotic carrier, and
use a pseudo chaotic sequences as a key to encrypt a digital message
through spreading codes that to encode each user's message. The
decryption of messages could be done also by spreading of chaotic
sequences again by the orthogonal property at the receiver. The pseudo
chaotic sequence generators are in class of Non Linear Feedback Shift
Registers(NLFSR).



In 2019, Alroubaie and others in [18] apply the chaos based stream
cipher by using synchronized fixed point chaotic map for encryption
speech system, known as synchronized fixed-point chaotic map based
stream ciphers (SFPCM-SC). The chaotic maps that used were
synchronized through master-slave synchronization technique, and use it to
Pseudo Random Bit Generator (PRBG).That introduce XOR-ed with
digitized speech signal that create an encrypted signal, by use fixed point.
A same map in slave that synchronize with master one used to recognize
the original speech signal. Consequently the resulted error between the
master and slave systems after a small period become zero and successfully
recovered the original speech signal with real time environment.

In the same year 2019, Alwida and et. al in [19] used the digital cosine
chaotic map as a chaotification method for chaotic map in chaotic based
cryptographic algorithm. This method were used to avoid the negative
affect in chaotic systems and cryptography, in spite it have many similar
characteristics in adding the security to the systems. This chaotification
uses a cosine function alongside a chaotic map as seed map before
analyzing its chaotic properties, that were performed to enhance the
Logistic map and Henon map. As consequent the new chaotic maps have a
chaotic properties from the essential one such as it have a wide chaotic
range, elevated sensitive to slight changes in initial conditions, complex
characteristics, high nonlinearity, and extend the cycle length in
comparison with the original chaotic maps and other chaotic maps.

In 2020, Chandrashekhar Meshramand and et. al in [20] introduced a
conversion process to transfer cryptosystems using Chebyshev's chaotic
maps to a subtree-based protocol for fuzzy user data sharing. They opposed
to reconnecting a different structure. In their design conversion process,

there is no need to adjust the original cryptosystem based on chaotic maps.



1.5 The Outlines of the Dissertation

In Chapter 2, a mathematical background for the text subjects were
presented, terms, definitions, and models in the suggested method. These
are the fuzzy logic and TS fuzzy model, chaos and dynamical systems,
cryptosystem and chaos. The Knapsack problem details were also
discussed in Chapter 2.

Next, in Chapters 3, a hybrid methods for the Knapsack problem were
presented with the TS fuzzy chaotic model in cryptosystem, and consider
these methods through two directions. First, named as Knapsack fuzzy
chaotic cryptosystem (KFCC). That works on 2D and (3D) discrete-time
and continuous-time TS fuzzy chaotic models as (KDT-FCC) and (KCT-
FCC), respectively. The KDT-FCC model was discretized to get KDT-
FCC. Next, the (KDT-FCC) method was modified through add
modification on chaotic maps, by using chaotic maps as seed maps in the
cosine map once and in the sine map in others. Also another direction were
proposed in hybrid the KFCC through using the master-slave system in
decryption the ciphertext stage as KFCCMS method, that demonstrated
theoretically to achieve synchronization.

Then, in Chapter 4, numerical applications were investigated for KDT-
FCC and KCT-FCC. The KDT-FCC were performed on the Lozi map
which is 2D discrete-time chaotic map in TS fuzzy model. The
modification by cosine and sine map were performed also Lozi map as
cosine Lozi map CLM and sine Lozi map SLM. The best results were at
performing the CLM. Unlike the previous performance, the KCT-FCC
were considered with the Lorenz map, as a 3D continuous-time strange
attractor, with the TS fuzzy model. In order to applied in cryptosystem
there is need to discretize it at some time step parameter to get KDT-FCC.

Finally, The conclusions of the thesis were presented in Chapter 5.



Chapter Two

Mathematical Background of Fuzzy Logic, Chaos and
Cryptography

2.1 Introduction

In mathematics the crisp logic is deals with propositions can be true on
one occasion has truth value 1, and false on other has failed value 0 [21].
FL is a multivalued logic [22], and it is translate the fuzziness of linguistic
variables into form that computers can understand and manipulate it [23].
Linguistics such; rather good, or very fast, can be formulated and processed
by computers [24].

The truth value of a proposition is widely used in control problems,
through IF-THEN rules in subject to fuzzy rules. Since most of its
applications involves construction and processing of fuzzy rules [22] .

Dynamical systems is the study of the long-term behavior of evolving
systems, either be discrete or continuous dynamical system (flow) [25].
Chaotic behavior by chaotic properties has found numerous applications in
communication engineering, and information technologies [12]. The
chaotic signals and the theories of chaos synchronization were since 1900.
Todays, the modeling of communication channels using chaotic
cryptography [16].

Cryptography has been used for thousands of years to help to provide
confidential communications between mutually trusted parties [26]. The
cryptosystem constitutes a complete specification of the keys and how they
are used to encrypt and decrypt information.

Chaos-based cryptography [12] is a new research field that across two
fields; chaos through nonlinear dynamic system and cryptography.

In fuzzy model based chaotic cryptosystem. The encrypting process were
by using chaotic signal in TS fuzzy model to get the ciphertext. The
ciphertext is embedded either to the output [2] or to the state of the drive

8



system [7]. Retrieving the plaintext is through synthesis the signal
synchronization. Using the Linear Matrix Inequality problem (LMI) to
solve the chaotic synchronization problem. The TS fuzzy model were exact
represented for the well-known Lure type discrete—time [7] and continuous-
time chaotic systems [5,6].

For essential subjects in mathematical background, firstly a fuzzy logic
and fuzzy set theory and some basic concepts were described in Section
2.2. Section 2.5 was introduced a dynamical system, chaos and some
chaotic maps. Section 2.6 was introduced a cryptosystem and Knapsack
problem. Section 2.7 described the fuzzy model based chaotic
cryptosystems and TS fuzzy chaotic model and other models, and presented
the chaotic synchronization and stability conditions and LMI. and
described some draw backs of the previous models.

2.2 Fuzzy Logic

Fuzzy Logic FL is a multivalued logic [27], with intermediate values in
[0,1]. In mathematical strength of fuzzy logic, there are two different
meanings for FL [2] ; A narrow and a broad (wide) sense. In its narrow
sense, FL is a system of logical operators [22]. But in a wider (broad)
sense, which is in predominant used today, describing a family of classes
with unsharp boundaries in which membership is a matter of degree [28] .

The fuzzy set is basic idea in fuzzy set theory and FL [29]. That is it
operate with a mathematical formulas, words, and terms of natural
language beside the numeric values for linguistic variables.

Systems of FL, specially rule-based system, rules play a central role in
applications [28]. But on other hand, other systems such as ; control system
depends on consequents and antecedents part of the rules.

FL can views as a methodology for computing with words rather than
numbers, and a control system [22]. Inference engine as its mechanism
main parts, that enable approximate human reasoning capabilities to be
applied to knowledge based systems [24].
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From essential characteristics of FL which recognize it than other
logical systems [30, 31] ;

1. Any logical system can be Fuzzified .

2. In FL, everything is a matter of degree .

3. FL could be controlled nonlinear systems that are difficult or
Impossible to module mathematically [2].

4. Inference is view as process of propagation of elastic constraints [24].

5. A major challenge to FL is the translation of the information contained
implicitly in a collection of data points to linguistically interpretable
fuzzy rules [31] .

6. FL provides a bridge between the continuous world of our perceptions
and the digital world of computers. Since it can translate linguistic
variables by rules into numerical variables correspond it without
jettisoning partial truth that allows us to construct vastly improved
models of human reasoning and expert knowledge [32].

2.3 Fuzzy Set Theory and Some Fundamental Concepts

A fuzzy set theory which is an extension of a classical set theory [33],
deals with two kinds of variables; linguistic variables and numerical
variables.

In classical mathematic, we are familiar with crisp sets [21].In fuzzy
logic this different and we deals with fuzzy sets [27]. In crisp sets an
element is either a member in a set or not (True or False) (1 or 0) [35].
Fuzzy sets on the other hand allow members (elements) to be partially in a
set with some degree .

The shapes of fuzzy sets are generated by its certain accepted MFs [36],
and then in values of these functions on members of sets. These shapes
have adopted several conventions influence on fuzzy sets;

Definition 2.3.1 (Fuzzy Set) [33]: Let U a nonempty set be the universal

set (universe of discourse), and let a function ug:U — [0,1], for u € U,

called a membership function MF, its value which represent the degree of
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belonging u to a set U. Then the fuzzy set F is defined on U to be a set of
ordered pairs of a member (element) in the universal set U and the value of
a membership function at that member(element) which is called a
membership degree and denoted by uz(u), foramemberu € U .

So F could be written as [37];

F ={(u,ur(u)):u € U} ...(2.1)

that is, it is characterized by its MF [24] .

The elements of a fuzzy set are ordered pairs in form (u, ur(w)) [38], first
side is member included in the set A (satisfies its conditions) while second
part refer to degree of this inclusion (value between 0 and 1). The idea of
fuzzy sets proposed to represent data information that possess non
statistical uncertainty [39] ,or vague values [33].

A fuzzy set can have a finite or an infinite number of
elements depending on the universal set [22], if it is a set of real,
integers, or other situations and a membership function. These reflect on
the support of a fuzzy set. It is clear that if one only allowed the extreme
membership values of 0 and 1 [35], that is would actually be equivalent to
crisp set .This is wide in discrete membership function. So fuzzy set can be
expressed as [2]:

1. Discrete case : When the universe of discourse U is finite set :
U = {uy,uy,...,u,}. Afuzzy set F on U can be written as;
F=pr(u)/us + pr(ua)/ uz + -+ up(un)/ un
= Xic1 Mr(uy)/ u; ...(2.2)
2. Continuous case: When the universe of discourse U is infinite set: A

fuzzy set F on U can be written as;

F= fu ur(ui)/ u; ...(2.3)
Example 2.3.1[22]: Let R be a universal set ,the fuzzy set F on R is set

of all and only real numbers which "near zero" and that between -1 and 1.

11



FIGURE 2.1: A fuzzy set "near zero" [22]
This fuzzy set will be infinite if we take it on real numbers without giving
determined domain ,i.e. the domain will be R.
Definition 2.3.2 (Empty Fuzzy Set) [24]: The empty fuzzy set of universal
(nonempty) set U,is defined as the fuzzy subset @ of U, such that u(u) = 0

for each u € U, or sometimes denoted as @(u), see Figure (2.2) .
i)

1

| 10 B

FIGURE 2.2: Empty fuzzy setin U = [0,10]. [24]

Definition 2.3.3 (Universal Fuzzy Set) [33]: The larges fuzzy set in
universal set U, is called “universal fuzzy set”, and it denoted by 1, ,and

defined as ; p,, = 1, for each u € U. As example on universal set U = R,

define universal fuzzy set on interval [0,10], then 1, can written with
membership degree equal to 1 for each member in [0, 10].

)
F

1

L =

10 &

FIGURE 2.3: Universal fuzzy setinu = [0,10] [24]

Definition 2.3.4 (Normal Fuzzy Set) [39]: A fuzzy set F in a universe of
discourse U, is said to be normal fuzzy set if 3 u’ € U, and uz(u") = 1,that

iIsmaxup(u) =1, for u e U.
12



Definition 2.3.5 (Subnormal)[36]: A fuzzy set F, is subnormal if it is not
normal [2], thatis, A u' € U, and uz(u") = 1,that is max up(u) # 1, for
ueu.

Definition 2.3.6 (Convex Fuzzy Set) [36]: A fuzzy set F, is said to be
convex fuzzy set, if and only if all of its @ — cut (levels) are convex in
classical sense, that is for each a — cut (level) F,,for any r,s € F,,and
any A € [0,1 ],then

Ar+(1—-A)s€EE, ...(2.4)

Convex means that any a — cut (level), which parallel to the horizontal

axis is through interval [22].

Lig (24}

FIGURE 2.4: Convex Fuzzy set [36]

The intervals® on real axis which represent a — cut sets are nested if
fuzzy set is convex and normal [22]. So a fuzzy set can be considered as a
series of a — cut sets which are represented by interval determined on real
axis, that is a fuzzy set(fuzzy number) is a union of a — cut sets .
Definition 2.3.7(level Set (Cut Set)) [33]: The set of elements that belongs
to fuzzy set A on universal set U, at least to degree «a is called a@ — level or
a — cut set, and defined as;

Ay ={ueU:uyy(u) = a,fora €[0,1] ...(2.5)

palu)
|

)/

/ \ L,

g =

FIGURE 2.5: Level Set[22]

! These intervals called intervals of confidence [22] .
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Definition 2.3.8 Support of a Fuzzy Set [2]: Let F be a fuzzy set on

universal set U, then support of F ,denoted by supp(F) or F,,,, IS the crisp

up’
set of all members of the universal set U, for which a members have non
zero membership degree in F, and written as ;
supp(F) = {u € U: uy(u) > 0} ...(2.6)
Definition 2.3.9 Singleton [2] : A fuzzy set F whose support suppA
contains a single point u in U with uz(u) = 1, is referred to as a fuzzy
(set) singleton.
Sometimes called a fuzzy point as in [24], which is a single real number [2]
That is say for fuzzy set F;
F, =[u,u]l ={u},vVa €0,1] ...(2.7)
A function which define this point is with a unity value at this one

particular point and zero everywhere else called a singleton function [28].

. FIgey

| i
FIGURE 2.6: Singleton [33]
Definition 2.3.10 (Fuzzy Numbers)[22]: A fuzzy set F on real line R as a

universal set with a normal, (fuzzy) convex, and continuous membership
function uz(.) of bounded support finite set is said to be a fuzzy number.
In some references we note that fuzzy numbers are denoted by uppercase
letters with tildes such as ; A4,B,....etc.2, or use numeric symbols for
variables.

Example 2.3.2: Let the equation y = 5x; + 10x,, where 5 and 10 are
fuzzy numbers “about five” and “about ten”, respectively, defined by
MFs instead of use exact values, and defined on real axis R with triangular
MFs [40].

> The uppercase letters is refer to uncertainty values for variable see [28,44].
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'-] " I i i : R
5 10

FIGURE 2.7: Examples of fuzzy number [40]

Definition 2.3.11 Not Fuzzy Number [24]: A set F is not fuzzy number if
there exists 8, such that Be[0,1], that Fj; level set is not convex subset of R.
That is not satisfies condition for a set to be convex, in spite of it is

continuous MF (on a set), and normality satisfied in this situation .
i)

FIGURE 2.8: Not fuzzy number [24]

Definition 2.3.12 (Quasi-Fuzzy Number) [24]: A fuzzy set F on real line
R with a normal, fuzzy convex, and continuous membership function

satisfies the limiting conditions as ;
lim ppr(u) =0, lim,,_,ur(uw) =0 ...(2.8)
u—>00

called a quasi-fuzzy number.
Hiw)

A
f'.'
/
J"’ .
e -
- . S~ R
-t i E 3

-5

FIGURE 2.9: A quasi fuzzy number [24]
Definition 2.3.13 (Triangular Fuzzy Number TFEN) [41]: It is a fuzzy

-

number represented with three points as follows : given by three ordinary

numbers 4 = (ay, a,, a3) [42] :

( 0 , a< aq
a—a
ﬁ , g S asap
271
wa@ =4 ‘% --(29)
,a, < a < as
az—a
0 , a>ds
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Definition 2.3.14 (Trapezoidal Fuzzy Number TrEN) [43]: To represent
the Trapezoidal Fuzzy Number (TrFN) ,if B = (by, by, b3, b,),
where —oco < b; < b, < by < b, < 4o, called TrFEN. When b; > 0 it be
positive trapezoidal fuzzy number, but when b, = b5 the TrFN change into
TFN. Its interval is represented by two end points b, and b, and a two peak
points b,, b; as (by, by, b3, b,). The MF of TrFN as [48];

(b—Db; )
<
b, — b , by <b<b,
1 , b, <b<bh
u(b) =< b b 2 33 ...(2,10)
4
<
b—b, b; <b <b,
. 0 , other J

Definition 2.3.15 (Fuzzy Relation) [2]: A vague relationships like
x and y are closed"”, and "x is much more smart than y" are difficult
to expressed in ordinary relations. Fuzzy relations are appropriate to

express such relations [2].

Let U and V be two universes of discourse. A fuzzy relation R is a fuzzy
set in the product space U X V , which is characterized by a MF ug ,
ur:U X V > [0,1].

When U =V, R is known as a fuzzy relation on U. For generalization of

fuzzy relations, the n — ary fuzzy relation R in U; X ... X U, IS

R = fulx...x 0, MR (X1, e X))/ (X1, o, Xp), x; € U; ...(2.11)
where ug: U; X ... x U, = [0, 1].

Definition 2.3.16 (Fuzzy Implication) [2]: Let A and B be fuzzy sets on U
and V, respectively. A fuzzy implication, denoted by A — B, is a special
kind of fuzzy relation on U X V satisfying the conditions of t-norm, such ;

Boolean logic implication: p,_5(x,y) = (1 — pa(x)) V ug(y) ...(2.12)

Mamdani’s method : u,5(x,y) = ua(x) A ug(y) ...(2.13)
Algebraic product : u,_5(x,v) = ua(x) . ug(y) ...(2.14)
Bounded product: pu,_5(x,y) =0V (ug(x) + ug(y) — 1) ...(2.15)
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2.4 Fuzzy Rule Base

Fuzzy implication is performed with inference rules, that are expressed by

IF-THEN form, called fuzzy IF-THEN rules. A fuzzy rule base is

composed as a collection of fuzzy IF-THEN rules. Fuzzy rule consist of the

antecedents (premise) inputs with fuzzy sets and a consequent part that
either fuzzy or function. Most popular fuzzy rules are Takagi-Sugeno (TS)
fuzzy rules and Mamdani fuzzy rules. Here, we will focus on TS fuzzy

rules since it will used in the work [43].

2.4.1 Takagi-Sugeno (TS) Fuzzy Rules: The TS fuzzy rules use a linear
function between variables in the consequent part instead of using
fuzzy sets in the consequence part. That represent input-output
relation. A TS fuzzy rule is formed as [2];

RLo:IF x,is Fland ...and x,is F}
THEN y' = al + alx; + -+ akx, ,forl =1,2,...,q ...(2.16)

Where F} are fuzzy sets, a! are real-valued parameters for rule I, and y' is

the system output.

2.4.2 Fuzzy Rule Based Inference

A Fuzzy Inference System (FIS) is the process that formulating the

mapping from inputs to an output using fuzzy logic by fuzzy set theory [7].

Fuzzy inference is sometimes called reasoning or approximate reasoning. It

is used in a fuzzy rule to determine the rule output from the inputs [7][22].

The fuzzy rule based inference algorithm consists of some steps as follows;

1. Fuzzification: that fuzzify the input variables by calculating the
membership degree to which the input data match the condition of the
fuzzy IF-THEN rule.

2. Inference: that calculate the rules conclusion based on its matching
degree either by clipping or scaling method. That inferred outcome by

suppressing the MF of the consequent part in fuzzy rule
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3. Combination: that combine the outcome inferred by all the fuzzy
rules into the final conclusion based on max fuzzy disjunction
operator to multiple possibility
4. Defuzzification: that used to convert a fuzzy conclusion into a crisp
output.
2.4.3 Fuzzification
Fuzzification is a mathematical process for converting an element in the
universe of discourse to the membership value with membership degree of
the fuzzy set [7].
A mapping from universal set into determined set (a closed interval

[ = [0, 1]). This operation called the fuzzification ,when it is mapping a
crisp set from universal set into [0, 1]. For any subset in universal set ,a MF
IS not unique [50].We can choose many types for same set(range) ,in spite
of that they different in its values of degree for same member(element)
,(see this example). These MFs can be chose from a wide set, which is
called a “dictionary of MFs” [31,44] .
Example 2.4.1[35]: A set of real numbers is a universal set, fuzzy sets
NL= numbers that are negative large, NM= numbers that are negative
medium, NS= numbers that are negative small, Z = numbers that are near
zero, PS= numbers that are positive small, PM= numbers that are positive
medium, and PL= numbers that are positive large .

The shape of these classes is in Figure (2.10). Note the MF is same for
all classes in the middle, and different in classes PL and NL .

Note: We can take it on the set of integer numbers .
ey

- a

0 R
FIGURE 2.10: Membership Function for the set of all numbers R
(N=Negative, P=Positive, L=Large, M=Medium, S=Small) [35]
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Now depending on the influence of fuzzy MF in fuzzy sets. It must
carefully choose a general parameters which determine a MF ,a number of
classes to describe all values of (linguistic)variable on universal set [35],
position of different MFs on universal set, width ,and concrete parameters .
A classes has different ranges of values in spite it is same universal set or
same MF, or it is overlaps. For fuzzifier that performs a map from a crisp
point x = (xy,...,x,)T in vector field U into a fuzzy set F on U [2].
1. Singleton fuzzifier: F is a fuzzy singleton with support x, with
pup(x") = 1forx’ = x and up(x") = 0 with x" # x for all other xin U

2. Nonsingleton fuzzifier: ur(x) =1 decreases from 1 as x’ moves

(x" =0T (x"-x)
-y

away from x, such as [2], ug(x") = exp( ) where o is

a parameter characterizing the shape of uz(x") .

2.4.4 Defuzzifier

Defuzzification is a mathematical process that convert a fuzzy set or
sets to a real number (crisp value) [7]. A defuzzifier performs a map from
fuzzy sets in V to a crisp point in V. There are many defuzzifier formulas
such as[28]; center of area, height method, mean of maximum, ...etc. From
most popular is the center-average defuzzifier, which maps the fuzzy set
F°R in V to a crisp point [2];
Zim Yibrn(y) 217

M pper

y:

where y; isa pointin V.

2.4.5 Fuzzy Inference Engine

A fuzzy inference (reasoning), is a process for the fuzzy IF-THEN rules
in the fuzzy rule base by converting it to a map from a fuzzy set in U to
fuzzy set(s) in V. The TS fuzzy rules and Mamdani fuzzy rules are with

different fuzzy inference approaches [22].
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1. Takagi-Sugeno (TS) Inference Method
In many control systems the inputs and outputs of the system are real-
valued variables. So a TS fuzzy model proposes a solution to deals with

such systems. A fuzzy reasoning is performed by the weighted mean as [2],

M
y(x) = 2 ...(2.18)

>Mw,
Where w;is the overall truth value of the premise variable of the input rule

R%,, and formulated as;
wy = [1izy () ...(2.19)

Where 1,1 (x;) is a membership degree of the fuzzy set F}.

2. Mamdani Fuzzy inference

A fuzzy IF-THEN rule is interpreted as a fuzzy implication F} X ... X

E! - E' on U x V. From disadvantages of Mamdani inference is that its
inputs and outputs are fuzzy sets [2].
So we will focus on the TS fuzzy model instead of the Mamdani fuzzy

model.
2.4.6 Quantization and Normalization

In fuzzy systems, we use fuzzy sets to refers to the uncertain
information. The processing of fuzzy sets via digital computer processor

needs to discretize of a universes which means quantization [7];

e [fauniverse is discrete it is easy to deals with.
e |f a universe is continuous it discretized into segments .

1. Quantization [2] : means discretizes a universe into a certain number
of segments called quantization levels. A quantization levels labeled by
a generic elements each one of it assigns to a grade-of-membership

value in [0,1] as fuzzy sets.
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2. Normalization of universe [7]: means mapping a physical values of
inputs and outputs into a normalized domain through scaling or
multiplication by a normalization factor. In many cases we choose a

fuzzy sets are symmetrical on equal support length.

H(E)

-
Ll

E
FIGURE (2.11): Symmetric partitioning of universe in fuzzy sets for input

variable error E [2].
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.
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FIGURE (2.12) : Scales adjustment in the phase plane. (a) correct gain ;
(b) incorrect gain [7]

TABLE (2.1): An example of quantization and normalization on [-6,6] [2]

‘Level| Range | NB NM NS ZE PS PM PB|

-6 ro < —3.2 1.0 0.3 0.0 0.0 0.0 0.0 0.0
-5 |-32<xze < -1.6{ 0.7 0.7 0.00.00.00.0 0.0

).
-4 |16 <xp < —0.8] 0.3 1.0 0.30.00.000 0.0
-3 |-0.8 <@ < -04] 0.0 0.7 0.70.00.00.0 0.0
-2 |-04 <wo £-02] 0003 1.0030.000 0.0
-1 |-0.2 <@ < -0.1] 0.0 0.0 0.70.70.00.0 0.0

0 | =01 <xo <0.1 0.0 0.0 0.31.00.30.0 0.0

1 0.1 <2 <0.2 0.0 0.0 0.0 0.7 0.7 0.0 0.0
2 0.2<x0<04 0.0 0.0 0.00.31.00.3 0.0
3 0.4 <x2p <08 0.0 0.0 0.0 0.0 0.7 0.7 0.0
4 0.8<zp <16 0.0 0.0 0.00.00.3 1.0 0.3
5 1.6 <@ < 3.2 0.0 0.0 0.00.00.00.7 0.7
6 3.2 < ap 0.0 0.0 0.00.00.00.3 1.0

where N, B, M, P, Z, E, and S are fuzzy sets. They are Linguistic variables
with meaning : N as "Negative", P as "Positive", Z as "Zero", B as "Big",
M as "Medium", S as "Small", E as "Error", the combination of these
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defined as ; NB refers "Negative Big" means not exists positive values in
level, NM refers "Negative Medium", NS refers "Negative Small", ZE
refers "Zero Error”, PS refers "Positive Small", PM refers "Positive
Medium”, PB refers "Positive Big" means not exists negative values in
level.
Note 1: The increasing in number of quantization levels gives an adequate
approximation.
Note 2:We can use different values in normalization and in quantization for
more accuracy.
Note 3: The advantage of normalization is in fuzzification, rule firing, and
defuzzification to design the physical domains of input and output variables
is independent.
3. Phase plane [7]: that acts when there are a little experience is available
on the process, were the process dynamics and control actions based on
intuitive ideas. By looking to the transient waveform of the controlled
variable it is possible to divide it in time segments where the variable
and its derivative have the same sign as shown in Figure 2.13, It is very

important to define a critical points.
12!
08\:
06} e

04f i) u|m u[ v | Time [sec]
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E b |44 +]+]90 |+ +
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0 50 100 150 200 250 300 350
tiempo[seg.]

FIGURE 2.13: Transient response to inputs and time discrete for
rules[7]
From the normalization, it could use the data division as table for
inference the rules base consequents. Table (2.2) refer compute the
consequent for each rule.
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TABLE 2.2: Normalization for compute the rules consequents

NB NM NS Z PS PM PB

Z PS PM PB PB PB PB
NS Z PS PM PB PB PB
NM NS Z PS PM PB PB
NB NM NS Z PS PM PB
NB NB NM NS Z PS PM
NB NB NB NM NS Z PS
NB NB NB NB NM NS Z

AE

Area 3

PS PM PL

NL NM NS ZE

Area 2

NM NS ZE

NL

FIGURE 2.14: Phase plane for the regions determined by

fuzzy inference
The axis for E and AE, with central value at ZE.

The phase plane were divided into four areas: Area 1, for positive and
negative. Area 2, for negative and negative. Area 3, for negative and
positive. Area 4, for positive and positive.

The regions that were coloring in dark to the low color level that mean
converge to inference solution.
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2.5 Introduction to Chaos Theory

In this section some important concepts of the chaos theory are discussed
as follows

Definition 2.5.1 (Dynamical System) [45]: Given a continuous function
f:] = J onafinite closed interval ] € R,

For some essential terms in one dimensional discrete dynamical system;
Consider that ; x,.; = f*(x,), k=0,1,2,.., where x,x, €], then
fO(x) = x,and f"*1(x) = F(f*(x)) = fof™(x) ,forn =0,1,2, ...
Definition 2.5.2 (Fixed and Periodic Points) [45]: The point x is said to
fixed point for f if f(x) = x. The point x be a periodic point of period n if
f*(x) = x,forsomen > 1.

Definition 2.5.3 (Topological Transitive) [45]: The map f:] — ] is said
to be topologically transitive, if for any pair of nonempty open sets
U,V c ], there exists an integer k > 0, such that f*(U) NV = @.

Through this definition it could be known this map has a point(s) which
eventually move from one arbitrarily small neighborhood to any other
neighborhood through iteration processes. So the dynamical system can't
be decomposed into two disjoint open sets Uand V, which are invariant
under the map f(U) n f(V) = @. Note that the map with dense orbit is
topologically transitive [50].

Definition 2.5.4 (Sensitive Dependence on Initial Conditions) [45]: The
map f:J — ] is has sensitive dependence on initial conditions, if there
exists a real number § > 0, such that for any point x € /] and for any

neighborhood D of x, there exists a point y € D and k = 0 such that;

d(f*G.f () > 6 ..(2.20)
That means a sensitivity to initial conditions of the map f on the set J, if
there exist a point(s) which arbitrary close to x (initial condition), which
eventually away from x in at least with distance § under iterative process

for f, and not all points near x need eventually separate from x under
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iteration, but must there exists at least one such point in every
neighborhood of x. In some dynamical systems the dynamic of a map
f defy numerical computations.

Definition 2.5.5 (Attractor) [25]: Let X be a compact topological space,
and f: X — X be a continuous map. Generalizing the notion of an attracting
fixed point, we say that a compact set C c X is an attractor if there is an
open set Ucontaining C, such that f (U) c U, U is the closure of U, and
C = Nnzo f"(U) ...(2.24)

The forward orbit of any point x € U converges to C, i.e., for any open
set VV containing C, there is some N > 0, such that f ™*(x) € V for all
n=N.

Definition 2.5.6 (Strange Attractors) [25]: From the nonlinear systems
that have attractors are chaotic with sensitive dependence on initial
conditions but not hyperbolic are called strange attractors, such as: Henon

attractor and the Lorenz attractor.

2.5.1 Some Chaotic Maps

From the chaotic maps that will use in practical implementation are:
1. Lozi Map

Rene Lozi in 1978 gave an example of a family of piecewise linear
mappings of the plane into itself [46],

x1(8) = 14 x,(8) — a|x ()]

X, (t) = b x,(t) ...(2.25)
known as Lozi map [15]. That is a discrete-time chaotic Lozi system its
chaotic behavior exhibited in a single scroll, since it is well-known two-
dimensional map on the interval [0,1]. The Lozi map as implicational
example for theoretical derivative is like the Henon map but with absolute
formulate the dynamical equations. for some set of values of the

parameters. for some set of values of the parameters, the Lozi mappings
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have strange attractors [54]. See Figure (2.1), a numerical evidence of
chaotic behavior of Lozi map witha = 1.4 and b = 0.3 [15].

b 12
‘k

FIGURE 2.16: Chaotic Lozi map [15]

2. Lorenz Map
The chaotic Lorenz system for continuous-time is defined as a system with
parameters values are [25]: a=10, b=8/3 and r=28, so the system is given
by;

X, = —10x; + 10x,

.x:z == 28x1 - xZ - X1X3 (226)
.X:3 = xle - 8/3X3

The Lorenz Attractor

-20 x(t)

FIGURE 2.17: Chaotic Lorenz Map
The Figure (2.17) were drawn by using MATLAB Toolbox R2018b.
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2.5.2 Chaotic Signals:

The definition of chaotic signals often unclear [45]. Standardly a chaotic
signal is the output of chaotic system. So there are three consequences;
First: the apparent irregularity of chaotic signals is reduced to the source of
randomness in the chaotic system, and this what depended in the suggested
cryptosystem.

Second: the signal inherits the stationary and ergodic properties from the
underlying chaotic system(this not in studying region)

Third: chaos relevant signal properties are defined in terms of the
underlying dynamical system. Estimation of such properties, includes a
phase space reconstruction step for revealing the system dynamics.

At using the chaotic signal it is loss the predictability in applications due
to chaos theory, and the initial conditions for chaotic system are affective
on chaotic signal.

2.5.3 Hurwitz Matrix and Hurwitz Stable

Consider the n-dimensional linear differential equations with real constant

coefficients:
dx T
—~ = Ax , x = (xq, ..., Xp) ...(2.27)
A = (aij )pxn € R™" ...(2.28)

Put A(A) to be the eigenvalue of the matrix A = (aij ), xn

For the matrix A = (aij ),xn ,If all eigenvalues are in the open left side of
complex plane, that is Re Ai(A) < 0,for i = 1,...,n, then A is said to be
Hurwitz stable. But if all eigenvalues of A lie in the closed left side of
complex plane, that is Re 2i(A) < 0fori = 1,...,nandif Re 1;,(4) = 0,
for 4;, correspond to simple elementary divisor of A, then A is said to be
quasi-stable.

we need this theorem for proving the matrix to be Hurwitz matrix.
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6 3 1/8 —1/8
Example 2.5.3.1[46]: The matrix A = 1_/52 21 _147 _1{7 is
1 1/2 1 —4

Hurwitz matrix.

2.6 Cryptosystem

Fundamentally, cryptography is science of studying enabling two people,
usually refer as Alice and Bob, to communicate over an insecure channel
[2]. Eve, cannot understand what is being said. The information that Alice
wants to send to Bob, called “plaintext,” may be text or numerical data, its
structure is completely arbitrary. Alice encrypts the plaintext, using a
predetermined key, and sends it as ciphertext over the public channel. Eve,
see the ciphertext but cannot recover the plaintext. But Bob knows the

encryption key, so he can decrypt the ciphertext and retrieve the plaintext.

Definition 2.6.1 Cryptosystem [26]: A cryptosystem is a five-tuple (M,
C,K, E,D), with these conditions are satisfied:
1. M is a finite set of possible plaintexts (message).
2. C is a finite set of possible ciphertext.
3. K, the keyspace, is a finite set of possible keys.
4. For each k € K, there is an encryption rule e, € E and a corresponding
decryption rule d;, € D. Each e;,: M — C and d;,: C = M, are functions
such that:

di(ex(x)) = x, for every plaintext elementx e M ...(2.29)
Definition 2.6.2 (Super increasing Sequence) [47]:A sequence of positive
real numbers s,,s,, ...is called superincreasing if every element of the
sequence is greater than the sum of all preceding (previous) elements in the
sequence. In other words ;

Sna+1 > D=1 Si ...(2.30)
Thatis s, > s;+s,+ -+ 5,_1.
Ifn =5,then sg > s; + 5, + 53+ 5,4.
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A simple example of the super-increasing sequence

Example 2.6.1: The sequence (0,1, 3,5,11,21,42,85) is a superincreasing
sequence, but (0,1,3,4,5,7,11,19) is not super-increasing sequence.
Example 2.6.2: The sequence (0, 0.4532, 0.5, 1, 2.331, 5, 10.3119,
21) is a superincreasing sequence, but (0,0.4532, 0.4533, 0.53,

1,2.3,7.44, 11.8, 21) is not super-increasing sequence.

2.6.1 Knapsack Problem

In spite the use of superincresasing sequence in cryptosystem back to
1978 by R.Makle and M. Helman, this method used in fuzzy models based
cryptosystems [47].

A problem, that in which a public-key cryptosystem based on the
classic problem combinatory or known as the knapsack problem, or the
subset sum problem. This problem could be stated as follows: Given a
knapsack of volume V the sum as;

V=ax; +a,x, ++a,x, ...(2.31)
for n items the of various volumes a4, a,, ..., a,, positive integers, where
x;=00rx; =1,fori =1,2,..,n.

The problem is to solve the previous equation if the sequence of integers
a,,a,,...,a, have some special properties to be a superincreasing
sequence. The user started by choosing a superincreasing sequence
a, a,, ..., a,. Then select a modulus N > 2a,, a multiplier a with 0 < a <
N , and gcd(a, N) = 1 this led to ax = 1(mod N) has a unique solution
say x = c(mod N). Finally from the sequence of integers by, b, ..., by,
b; = a;(modN),i=1,2,..,n,and 0 < b; <N .

Carrying out this transformation generally destroys the superincreasing
property of a;. To keep secret of the system the sequence a4, a,, ..., a,, and

m and a are secret, while by, b,, ..., b,,be publish in public directory.
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Note that, anyone wishing to send a message to the user employs the
publicly available sequence (public encrypting sequence) as the encryption
key.

The sequence b4, b, ..., b, IS NOt necessary superincreasing, that add
difficult to the problem, since no one without private key can change the
difficult of the knapsack problem into easy.

S =byx; + byxy + -+ byxy, ...(2.32)

S is hidden information that the sender transmits over a communication
channel which presume to be insecure. So that the private and public
sequence differ by several transformations.
Note: To increase security the knapsack should contain at least 250 items
to choose from.
Note: The system can be made somewhat more secure by iterating the
modular multiplications in the method with different values of a .
2.6.2 Knapsack Cryptosystem

An easy knapsack problem is a problem in which the input set of
positive integers S = {sy,S,,...,S,} IS a superincreasing sequence and
N > 2s, [47]. In superincreasing sequence each S; term is larger than the
sum of all preceding terms, such that ;

Sy >S81, S3>81+ Sy, S >S5 +S,+ ..+ S, ...(2.33)

The polynomial time algorithm start with inputting a superincreasing S and
the value N ,if there is a subset of S sums to E ,the output is True. At the
algorithm, outputs binary array P of n elements where P[i] = 1 if and only
if s; € X, else the algorithm returns False.Knapsack problems that based on
superincreasing sequence have unique solution where they are solvable at
all. A public cryptosystem based on the knapsack problem work as follows:
A typical user of the system will [48];
1. Chooses a superincreasing sequence S = {sy, S5, ..., Sp,}

2. Selects a modulus N > 2s,, to be a privative key .
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3. Calculates T = Y ; s;

4. Chooses a multiplier W with 2 <W < N, and gcd(W,N) = 1.
That ensure the congruence Wx = 1(mod N) has a unique
solution.

5. Computes a public(hard) knapsack from a sequence of integers
B = {by, by, ..., b,} defines as b, = Ws; (mod N), for i =1, ..., n,
and 0 < b; < N.

Finally, the user keeps private key T, N, and W. The user publishes public
key B in a public directory.
2.7 Fuzzy Chaotic Model and Designing a Model for Fuzzy

Chaotic Cryptosystem
An important difference between chaos and cryptography lies on the fact
that systems used in chaos are defined on real numbers, while cryptography
deals with systems defined on finite numbers of integers. Nevertheless, it is
believed that the two disciplines can benefit from each other .
2.7.1 Fuzzy Model Based Chaotic Cryptosystem
This cryptosystem encrypting the plaintext by using a superincreasing
sequence formed by chaotic signal by TS fuzzy model to get the ciphertext
[7]. The ciphertext is embedded either to the state [2] or output of the drive
system [7], and then sent to the response system. The retrieving of the plain
text is through synthesis performed for signal synchronization. By using the
LMI to solve the chaotic synchronization problem. The TS fuzzy model
were be exactly represented for discrete-time [2], and continuous-time
chaotic systems [5]. The fuzzy model based chaotic were implemented with
T fuzzy model and Mamdani fuzzy model, in this work only the TS fuzzy
model were studied.
2.7.2 TS Fuzzy Model of Nonlinear Systems
The TS fuzzy model dynamic models which originates from Takagi and

Sugeno [9], are described by fuzzy (If-Then) rules in which the consequent
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parts represent local linear models. These rules utilized to exactly
representing nonlinear systems in a region of interest [6], the methodology
is applied to a large class of chaotic systems; continuous and discrete [6].
A compact fuzzy model can be obtained by a careful selection of rule
number and parameters;
2.7.3 Takagi-Sugeno Fuzzy Representation of nonlinear Systems
To construct a TS fuzzy model that exact represents the nonlinearities [6];
sx(t) = f(x(®©) + g(x(®) )u(®) ...(2.34)
Where sx(t) is x(t) for continuous-time system and x(t + 1) for discrete-
time system. x € R™ is a state vector, and u € RPis a control input vector,
x(t) = [x,(t), x,(t), ..., x, ()], f(.) and g(.) are nonlinear functions
with appropriate dimension.
The characteristic nonlinearities are first expressed as fuzzy inferred
outputs by specifying the fuzzy membership functions in premise parts of
the rules and associated coefficients matrices A;, B; in the consequence
parts of the rules. Then the fuzzy model is composed of the rules [5].
Plant Rule i: I[Fz,(t) is [; and z,(t)is I;; and ...and z,(t)is Iy;
Then sx(t) = A;x(t) + B;u(t) + b;(t) ...(2.35)

fori=12,..,r

where z; (t)~z,(t) are the premise variables, which would consists of the
states of the system, [};,j =1,2,...,g are fuzzy sets, r is the number of
fuzzy rules, and A;, B; are system matrices with appropriate dimensions,
b; (t) is bias term(s) which generated by the exact fuzzy model producer.
Denote the continuous-time fuzzy systems CFS, and the discrete-time
fuzzy systems DFS. The overall outputs of the fuzzy systems are inferred
by the singleton fuzzifier, product fuzzy inference and weighted average

defuzzifier as;

32



where z(t) = [z,(t)  z,(t).. 2z4(t)]T, and
i (z(t)) = wi(z(£))/ Xi=, wi(z(t)) , with ;

where Y7_; u;(z(t)) =1 for all ¢, and p;(z(t)) =0, for i = 1,...,r are
normalized weights. The nonlinear term in the system and its associated
fuzzy representation are emphasized in the system [5].
A fuzzy modeling methods are proposed for three cases;
1) Nonlinear terms with only one dependent variable [5].
2) Nonlinear terms with multiple dependent variable [6].
3) Multiple nonlinear terms in the system [5].
Case 1 [5]: Only one dependent variable in a nonlinear term;
Consider a single scalar nonlinear function f(x;), which depends only on a

state variable x;. Let the nonlinear term f(x;) takes the form @(x;)x,, with

X 1S ;
. . ) . .
X, = {xl , if llmxHOx—l exists and in L, .(2.38)
1 , other wise

Then the function @(x;) is well-defined function. Take x; which forms the
function @(x;) as the premise variable, then the fuzzy representation is the
composed of the following fuzzy rules;
Rulei: IFx; is I;

Thenf =dix,,i=12,..r ...(2.39)

where I is fuzzy set, f is a fuzzy representation of f(x;), and d; is
constant coefficient to be determined. r is the number of fuzzy rules.

The fuzzy inferred output is written as;
Val Zf: Wi(x )di
fx) = Z{;—vvl(alco Xm = Dizg Wi(X)d; Xy ...(2.40)

with w; (x;) = I;(x;) = 0, which must be equal to @(x;)x,,.
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w;(x;) is regards as a normalized weight which is require that
Yiq w;(x) = 1, that further yields @(x;) = Y-, w;(x;) d;

Thus f(x;) can be exactly represented by a fuzzy system f(x;) by suitably
assigning I;(x;) and d; in the region of the system trajectory (1 .

The other linear terms such ©x;, is with the consequent part f = Ox,, then
the inferred output is;

f _ Yi—q wi(x)Oxy Y

ST Wit Xk ...(2.41)

Which exactly equal ©x;, ,here d; = © for variable x,,
For demonstration in [6], Let » = 2 and then specify the MFs
The general form of TS fuzzy chaotic model is written as [7]:
Plant Rule i: IF y(t)is I;
THEN x(t + 1) = A;x(t) + b;(t), ...(2.42)

for i = 1,2,...,r ,where the scalar variable y(t) is the output signal.

The overall inferred output signal can be written as

x(t+1) = ) wO®) [Ax® + b©)],

y(t) = Cx(t) ...(2.43)
Where

w(y@®) = % : ...(2.44)

with wi(y(t)) =T(y(®) = 0.
2.7.4 Cryptosystem with Discrete-time TS Fuzzy Chaotic System

The ciphertext from TS fuzzy chaotic based model could be masked by
one from two different ways. In the both ways the modulation process is
carried out by injecting the masking signal into the fuzzy chaotic
transmitter. Then the resulted masked signal is transmit to the fuzzy chaotic
receiver, where the ciphertext is extracted according to the masking
methods [7].
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2.7.5 Ciphertext Masked by a State of a Chaotic System

The user could encrypts the messages by the algorithm of chaotic
encryption to get the embedded ciphertext &, see the reference fort the

algorithm [7]. In this form the fuzzy chaotic transmitter(driver) be as;

Transmitter Rulei: IF y(t) is I;
THEN x(t + 1) = A;x(t) + b;(t)

x(t) = x(t) + M&(t)

y(t) = Cx(t) ...(2.45)
thatis y(t) = Cx(t) + CMé(t)
where x(t) € R™ is the composed states that mask the ciphertext ¢,
Mg =[my...m,]" € R", for m; €[0,1], for j=1,2,...,n, is the
public state masking key, that specifies the state used for masking the
ciphertext, and y(t) represents the coupling signal. Then y(t) will
transmitted into the fuzzy chaotic receiver throughout a public channel.

The inferred output of the transmitter is;

x(t+1)= z ui(y(0)) [Aux(t) + by (8) + A;MS(0)],

V() = Cx(t) + CME(t)] ...(2.46)
that is;
x(t+1) = Yo (Y () [Ai(x () + M (D) + bi(D)],
y(t) = Clx(t) + M;é(t)] ...(2.47)

To recover the message, the fuzzy chaotic receiver(response) is formed as;
Receiver Rulei: IF y(t)isI;
THEN x(t +1) = A;x(t) + bi(t) + L;(¥(t) — y(t))
y(t) = Cx(t), ...(2.48)

where x(t) is the estimate of state x(t), and y(t) is the estimate of y(t).

L; € R™ denotes the design gain vector.
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The fuzzy chaotic inferred receiver can be expressed in the form
T
2t +1) = Y w(FO)ARE + bi() + LFE) = H(©)
i=1
y(t) = Cx(t), ...(2.49)

This system use different theorem for synchronization and stability of

signal than the system use the output of chaotic system for theses theorems
see the literatures [5,6,7].

In our work the masking by output will depended, so we will focuses on.
2.7.6 Ciphertext Masked by Output of the Chaotic System
The ciphertext £(t) added directly to the output of the chaotic system.
The TS fuzzy chaotic transmitter is formulated as [2];
Transmitter Rule i: IF y(t)is [;
THEN x(t +1) = A;x(t) + b;(t) + L;M,&(t)
y(t) = Cx(t) + M E(t), ...(2.50)

fori = 1,2,...,r,where the gains matrices L;, will be determined later,

and M, is a public output masking key, described in previous masked

way, M, masks the ciphertext by a constant.

The fuzzy inferred output for the transmitter is;

x(t+1) = X @) [Aix(@®) + bi() + Liy(®)],
y(t) = Cx(t) + M,E(t) ...(2.51)

where 4; = A; — L;C,
For recovering the ciphertext, the chaotic fuzzy receiver is designed as
Receiver Rulei: IF y(t)isI;

THEN x(t +1) = A;x(t) + bi(t) + L;(¥(t) — y(t))
y(t) = Cx(t), ...(2.52)

where %(t) is estimate of state x(t), and y(t) is estimate of y(t). L; € R"
denotes the design gain vector.

The overall fuzzy chaotic inferred receiver is expressed as;
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x(t+1) = Z w(¥(O)[Ax (@) + bi(t) + Li(F() — (1))

y(t) = Cx(t), ...(2.53)
Now, define the error signals e,(t) = x(t) — 2(t) and e, () = y(t) —
y(t). From (2.52) and (2.53), the error dynamics for error signals are as;
ex(t+1) = XI_y 1 (F())(Ai — LiC)ex (1) .(2.54)
ey (t) = Ce,(t) + M,E(t) ...(2.55)
The stability condition for (2.55) is satisfied by the Lyapunov method in
this theorem. For theorems that satisfy stability and synchronization see
literature [2,4]

Theorem 2.7.1[1]:In the chaotic transmitter in equation (2.51) and receiver

in equation (2.53), the ciphertext can be recovered from &(t) = Miey(t),

and all states of chaotic transmitter and receiver are synchronized in an
asymptotic manner if there exist a matrix P, where P is common positive-
definite and gains L;, for i = 1, 2,...,r, such that the following LMls are

satisfied:

P
(PA; —WiO)"|

PA; —W;C P
where W; = PL; .

0, foralli, ...(2.56)

The complete proof occurred in the references [2].
As a result for theorem the synchronization error e, (t) —» 0, as t — oo,
Thus e, (t) » M&(t), as t— oo. Since the convergent rate of the
synchronization error :x(t) affects the
transmission performance, the decay rate design for chaotic cryptosystems
can be performed by solving LMIs problems as follows:
Chaotic Cryptosystem with decay rate :

min’il/rl/rl;ize B

subject to P > 0,B€(0,1)
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AP (PA; — W,C)T
PA;, —W,C p

>0, foralli, ...(2.57)

Where W; = PL;. Then by form of AV(e,(t)), the constrain will be
AV (e, (t)) < —(1 — B)Ve,(t) with parameter S tuning the decay rate.

By LMI form the conditions will be solved to compute L;.

2.7.7 Chaos Synchronization and Stabilization Problem

Christian Huygens in 1965 discovers the synchronization of two weakly
coupled pendulum clocks(that hanging on the same beam) [2]. Later many
systems in biology, optics, chemistry, physics, and electrical and
mechanical engineering, proved its ability to synchronize. It is closely
related to chaos in addition to the stabilization [7]. Synchrony can be
commonly observed in coupled systems, networks, or arrays that can be
chaotic or periodic [14]. The chaotic systems have the property to be
sensitive to initial conditions that defy the synchronization between the two
coupled chaotic systems.

Importantly in approaches systems is to consider the synchronization
problem through control theory [2]. At which synchronization achieved by
a drive chaotic system coupled with response chaotic system [2]. The so
called drive(reference) system that unidirectionally drive the second system
that called response system. So the synchronization problem is to design
two systems started from different initial inputs, such that the controlled
system archives asymptotic synchronization with the drive system.

The drive system and control system are chosen with the same chaotic
oscillator ,while controlled system has control input(s). Pecora and carol in
[49] introduce a basic idea through taking two identical 3D dynamical
systems, the designing of the synchronization of the system described as;

Let x = f(x), for x = (xq,x,,x3)T and f(x) being a vector field. One
of these systems used as a drive system x; = f(x;), that unidirectional
drive the response system x, = f(x,.), by a suitable replacement of the
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dynamical variables in the response system. Suppose e(t) a dynamical
error as ;
e(t) =:x4 —x,, ife(t) >0 ast » oo ...(2.58)

The dynamics of the response system approaches the time evolution of
the drive system and synchronization of these two system is achieved.

There are two cases for synchronization depend on the cancelation
problem [2];
Case 1: The cancelation problem is feasible.
Case 2: The cancelation problem is infeasible .

This work will use first case for feasible solution, and will apply the
same chaotic maps with two oscillating points.
By ensure stability of the systems it could be archive synchronization.
The stability may be though bounded input bounded output BIBO [7], or
through LMI problems [2]

Chaos synchronization were approaches in Lurie systems and then
discuss the stability of its error dynamics [50].
Consider a uni-directional feedback-controlled chaos synchronization

system with form [46]:

%z Aix + Bif (cT x,t)

d

d_{= A x +Bof (c"y, ) —K(x —y) — gy, t) ...(2.59)
where x(t), y(t),c € R", A;,B;,K € R™™, and f € C[R X (ty, ), R].
Let synchronization errorbe: e =x—y.

Substituted in the equation, Then the system reformed as;

d
= A1 x — Ay + By f (cT x,t) — B, f (cT y,t)) + Ke—g(y,t)

dt -
...(2.60)
Choose the constant feedback gain K and a simplest possible control
signal g(y,t) such that e(t) -0 as t — oo, that achieving the

synchronization y(t) — x(t) ast — co.
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Note that in system for synchronization purpose the control term
g(y,t) is only a function of the ysignal but not the x signal [46].
Therefore, this setting can be easily implemented as a component of the
response (receiver), which usually has the same structure as the drive
(transmitter).

Lemma 2.7.1[46]: For the chaos synchronization system there always exist
a constant feedback gain K and a control signal g(y,t) such that the error

dynamics can be rewritten in the classical Lurie system form as follows:

2= (A +K)e + BiF(ce,b), ...(2.61)

where F(o,t) := f(cTx,t) — f(cTy,t), For the variable o
2.7.8 Parallel Distributed Compensation Technique

The Parallel Distributed Compensation (PDC) is a model-based design
procedure, introduced in work by Wang in 1995 [4]. Mainly it is a
technique employed for determining the structure of a fuzzy controller
using TS fuzzy model.

PDC technique, employed to construct the fuzzy controller from the
given fuzzy model [51]. It works firstly from the given nonlinear plant that
represented by the TS fuzzy model. Since it express the joint dynamics of
each fuzzy rule by a linear system model. The TS fuzzy systems is done by
fuzzy IF-THEN rules, which linear input-output relations of a system. Each
plant rule corresponding to control rule, that is each control rule is
constructed from the corresponding plant rule of the TS fuzzy model. As
shown in references [52], the designed fuzzy controller shares the same
number of rules, the same fuzzy sets, and the same MFs with the rules of in
premise part of the fuzzy rules in TS fuzzy model. Fuzzy control rules
structure that constructed from PDC technique formulated as [52]:

Control Rulei: IF x,(t)is I} and ...and x,(t) is I}}
THEN u,(t) = F;x(t),i=1,2,...,q. ...(2.62)
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where {Fi}?=1 are constant feedback gain matrices to be determined.

A fuzzy combination of the stabilizing state feedback gains F;,i =1, ...,q
associated with every linear subsystem is used as the overall state feedback
controller [4].

A fuzzy control rules by PDC have linear state feedback laws in the

consequent parts. So the overall inference fuzzy controller as [2];

u(t) = Y () Fx(®) = = XL, hi(6) Fix(t) ...(2.63)

Zf 1 Wi (t)
For practically, there requisite that the control gain matrices {Fi}?=1 be
uniformly bounded as follows [4]:
supy<i<qllFill S M < ...(2.64)
for some constant M > 0 .
The fuzzy control system by PDC is constructed by substituting overall
fuzzy controller into the defuzzified output of TS fuzzy system. To be
formulated as [2];
x(t) = T (e (1)) (A () +(Bu(t)) ...(2.65)

By substituting u(t) in the defuzzified output of TS, that is mean the fuzzy
model and fuzzy controller connected through closed loop as:

sx(t) = x(t) for continuous time TS fuzzy systems CFS

sx(t) = x(t + 1) for discrete time TS fuzzy systems DFS
Tobefor i =jandfori <j as;

sx(t) = XLy Doy hi(t) by () [Ai+BFy]x(t) ...(2.66)

q q
- Z 1 (x(£)) (Aix(t)+(B; z h; (t) Fix(6))

Z B G (D) (Ax (O)+(B, 22‘—(2))1%(1:))
w;(x(1)) Yo, wi(O)Fx (1))
) (4; .
w0 (x(©) ) (Aix(£))+(B; T (D)
x(t+1) = XL, X0, hi(©hi(t) (Ai+BF)x(t) ...(2.67)
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w;j(t)
Z;I=1 w;(t)

_ wi®) _
where h;(t) = FICR and h;(t) =

fori,j=1,..,q

We can added the property from [33]
YL X h(®Oh(t) =1 ..(2.68)

2CO)  and w; (x(0)) = [Ty [ (% (D)

Since p;(x(t)) = ST wie(©)
I}i(xj (t) are the grades of MF(membership degree) of x;(¢t) in fuzzy set I}i.
When the approach of sharing the premise MFs of the rules produce
complicated fuzzy controller structure this mean the MFs of TS fuzzy
model is complicated.

Also there are some constrains for w; (x(t)):

w;(x() =0, and Y1, w;(x(t)) >0, ...(2.69)

that is must be positive or zero so its summation must be positive for all
i=1.,q9.5 wx@®)=0 and XN ukx@®) =1, forali=
1, ...,q. We can write sx(t) after spreading values that equaled for i and j;
sx(t) = XL, hy(©h;(t) (A;+B;F)x(t) +

2 Y0 hi(©)h(t) LA y(¢) ...(2.70)

i<j

Let Gii = (Ai+BiFl')1 Gl] = (A1+B1F}), and G]l = (A]+B]F,_), l,] =
1,..,q9. Then;
x(t+1) = B, h(Dhi(6) Gux(t) + 2 B, (DR () (P47 x(8)

i<j

..(2.71)

2.7.9 Stability for Fuzzy Controller System

The stability conditions and control design for TS fuzzy model could be
formulated in a Lyapunov stability conditions that can be derived in terms
of the Lyapunov direct method for CFS and DFS in form of LMIs [2] or in
the form of PDC [4].
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The work on cryptography systems led to focus on the discrete case, to
see the theorem on the continuous case see [6]:
Theorem 2.7.2[4]: The equilibrium of the discrete TS fuzzy system:
x(t+1) =21 hi(z(0) (4x(t) + Bu(t)) ..(2.70)
with u(t) = 0 is globally asymptotically stable if there exists a common
positive definite matrix Psuch that :

ATPA;—P<0,i=1,2,..,r ...(2.72)

That is, a common P has to exists for all subsystems.

Now, the next theorem is for u(t) # 0.

Theorem 2.7.3 [4]: The equilibrium of the discrete TS fuzzy system:

x(t+1) = T, RO (D) Gux (D) + 2 T hi@©hy () (L) x(0)
...(2.73)

is globally asymptotically stable if there exists a common positive definite
matrix Psuch that :

Gy PGy —P <0,i=1,2,..,7 L (2.74)

(Gij+Gji>TP <Gij“2‘f"ji> —P<0 ...(2.75)

2
i <jsuchthath;nh; # @.

That is p; (x(t)). u;(x(t)) =0, V¢t

The task of fuzzy controller design is to find F;,i = 1,2, ..., q satisfying
stability conditions in theorem for a positive definite matrix P.

The complete proof for these theorems found in [1].

2.7.10 Solving Stability Conditions

By solving stability conditions using Math lab LMI control Toolbox
could be find the matrices F;, F;, ..., F,;, P that refer to the response of the
system and control effort, there are two cases [4] :
Casel: Stable Controller Design.
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Case 2: The Decay Rate , that will use in this work.

The decay rate is associated with speed of system response. The decay rate
fuzzy controller design used to calculate feedback gains matrices, that
provide better settling time [4], for continuous fuzzy chaotic CFC, and
discrete fuzzy chaotic DFC

The condition that; AV(x(t)) < (a? — D)V(x(t)) for all x(t) can
formulated as;

G;"PG; —a?P <0,i=1,2,...,r ...(2.76)

(Gij+Gji)TP (Gij’ff"ﬁ) —a?P <0 .(2.77)

2 2

i <jsuchthath;nh;#@® anda <1.

2.7.11 Linear Matrix Inequality Problems

A Linear Matrix Inequalities (LMIs) [53], which are linear or affine in a
set of matrix variables. These inequalities are essentially convex
constraints, so there are many problems of optimization solution with
convex objective functions and LMI constraints can easily be solved
efficiently using programing in many existing software [54]. Since a wide
variety of control problems can be formulated as LMI problems, this
method be popular among control engineers in recent years.

Definition 2.7.1 [53]: The formula of LMI be as F(x) > 0, that is;
F(x) =Fy+x.F; + - - +x,F,
=Fy+ Y xF>0 ...(2.78)

fori=1,..,n,

Even though the first term F, = 0, where x € R™ is the vector of decision
variables. Fy, F;,- - -, F,, are given constant symmetric real matrices, that is,
F,=FT", i=0,..,n, the inequality symbol (> 0)in equation above

means that F (x) is positive definite.

44



The positive definite means that u” F(x)u > 0 for all nonzero vector
u € R™. The matrix inequality is linear in the variables x;.
Definition 2.7.2 [55]: The Lyapunov inequality formulated as;
ATP +PA<0 ...(2.79)

where A € R™™ is a given matrix, and X = X7 is the decision variable
that can be expressed in the formula of LMI.

Let P, P,,...,P, be a basis for the symmetric n X n matrices, and m

).
By taking F, = 0 and F; = ATP; + P;A, that means basis for the vector

computed as (I = nn+l)

space of n x n symmetric matrices with these conditions.
The symmetric matrices have arbitrary elements on both sides with

respect to the diagonal. The number of elements on each side of the

nn-1)
2

diagonal is determined as ( ). The number of diagonal elements be n.

Therefore, the dimension of the vector space of all n xn symmetric
matrices computed as;

(number of elements in each sid + number of diagonal elements)

- (H24)

_ nn+1) (2 80)

2

nn+1)
2

That is, there are ( ) matrices in a basis for the vector space of n x n

symmetric matrices. For example, for n = 2 there is a basis contains three

matrices: [, = [(1) 8] [, = [8 (1)] l; = (1) (1) :

2.7.12 Some Drawbacks of the Previous Fuzzy Chaotic Cryptosystems
and Knapsack Problem
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From the previous system for fuzzy chaos-based cryptosystem, and from

studying the Knapsack problem and previous cryptosystem by Chian and

Kuang, we found that there are some drawbacks such:

The fuzzy modeling technique couldn't extended to more general
nonlinear system.

The technique used with most well-known continuous and discrete-
time chaotic systems that have at most two nonlinear terms such
Henon Map.

In Knapsack problem for increasing its security is under condition
containing at least 250 items to choose from.

In Knapsack problem the system could be work in somewhat more
secure by iterating the modular multiplications in the method with
different values of a multiplier a and a modulus N, that selected as
N > 2a,,with0 < a < N,and gcd(a,N) =1.
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Chapter Three

The Suggested Knapsack Fuzzy Chaos-Based
Cryptosystem

3.1 Introduction

The suggested method we named it Knapsack Fuzzy Chaos-Based
Cryptosystem (KFCC) works through three directions in decrypting the
ciphertext, and recovering the message. First one is to apply the Knapsack
inside the TS fuzzy chaotic system on a discrete-time chaotic system and
recover the message through the algorithm of Knapsack problem as, and a
second side is on a continuous-time chaotic system. While the other
direction is to implement the Knapsack problem inside the TS fuzzy
chaotic model as driver system for the TS fuzzy chaotic as response
system. By achieving the synchronization between the drive-response
system the error dynamic can be exactly linearized by exact linearization
technique EL to ensure stability, so by solving the LMI problem it could

recover the message.

The first suggested direction system could be performed on both 2D
and 3D discrete-time or continuous-time chaotic systems that could be
represented exactly by TS fuzzy model under some conditions. Firstly, we
introduce the designing cryptosystem for discrete-time TS fuzzy chaotic
systems. In same direction and under needs to improve system, we were
modify the chaotic map by use it as seed map within the cosine map, and
then within sine map, that also exact represented by TS fuzzy model, these
performed on Lozi map. Later, we introduce a designing cryptosystem by
implementing a 3D continuous-time that needs to be discretized (by any
step time) and then represented by a TS fuzzy model, performed on Lorenz

map, as will be seen in Numerical examples in Chapter 5.
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In this work, the masking message by output of the TS fuzzy model
state values for vector variables will depend, so it will focus on. The
method adds an enhancement to the implementation of chaos based
cryptosystem through designing the chaotic map as chaotification for
cosine and sine functions to get cosine chaotic and sine chaotic maps,
respectively, also using the knapsack method. The enhancement on key, by

depending on a superincreasing sequence from the primitive variable

trajectory.
=\
|
Suggested Knapsack
Fuzzy Chaos-Based
Cryptosystem KFCC
|
| | |
) D R
2D and 3D KFCC on 3D KFCC on KFCCwith Master
DiscreteTime Countinuous-Time Slave system
Chaotic System Chaotic System KECCMS
L
\
Modify 2D KFCC
on DiscreteTime
Chaotic System
1
| |
0 B
Modify Chaotic Modify Chaotic
Map as seed Map Map as seed Map
in Cosine Map in Sine Map

FIGURE 3.1: Diagram of the work on the suggested KFCC
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3.2 The Knapsack Fuzzy Chaotic Cryptosystem
In this section, new contributions have been proposed to design an

alternative versions of the Knapsack public key cryptosystem based on the

TS fuzzy chaotic models as the Knapsack fuzzy chaotic system (KFCC).

These models are discrete-time TS fuzzy model of 3D chaotic system

(DTF-3DCS) and continuous-time TS fuzzy model of 3D chaotic system

(CTF-3DCS). In designing the fuzzy chaotic cryptosystem, two types of

the TS fuzzy models for the chaotic systems are determined, which are the

discrete-time and continuous-time TS fuzzy models that are discussed as;

3.2.1 The TS Fuzzy Model for a 3D-Discrete Time Chaotic System
This model works on the discrete-time type with 2D or 3D, so generally

it can refer by 3D. The aim of using the discrete-time TS fuzzy model is to

get a trajectory of a point in the phase space of the chaotic system. The
discrete-time fuzzy chaotic (DTFC) model is explained in the following
steps:

Step 1: Suppose a 3D discrete-time chaotic system with a control input
vector that is depended on the number of nonlinear equations of the
chaotic system as input, or without the control input vector.

Step 2: Determining the primitive variables in a discrete-time chaotic
system x; (t), x,(t), x3(t).

Step 3: Designing the TS fuzzy model through if-then rules of the of
primitive variable values that gives a nonlinear property for the
discrete-time chaotic system such, x, (t) on the interval [—d, d].

Step 4. Evaluating the chaotic system parameters and the values of
variables to get the chaotic system matrix at chaotic behavior. The
iterations number could be determined by the user. In this work, the
iterations number selected until 40 iterations.

Step 5: Calculating the values for iterations of the TS fuzzy chaotic system
starting with initial values x;(0), x,(0), x5(0) at t = 0 to find the phase

trajectory.
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Step 6: Determining the output values that represent the trajectory for x, (t)
in the phase trajectory.

The TS fuzzy model for the 3D discrete-time chaotic system can be shown

in Figure (3.2).

Suppose a 3-dimension discrete-time chaotic system

v

Determine the primitive variables

Design if-then rules for TS Fuzzy model

v

Evaluate the system parameters and system matrix

v

Calculate values for iteration of TS fuzzy system
starting with initial values for system variables

y

Determine output values for trajectory of primitive
variable

FIGURE 3.2: Designing the discrete-time TS fuzzy model for 3D-chaotic

system

These steps can be explained in more details. Consider a class of discrete-
time nonlinear control chaotic system with an input term expressed by
x(t+1) = f(x@®) + g(x(@®)u(®) ...(3.1)
where x(t) = [x,(t) x,(t) x3(t)]T € R3, which is a state vector, the
functions f (x(t)) and g(x(t)) € R3are nonlinear vector functions defined
on x(t), a vector u(t) € R™ is a control input vector for m dimension is
determined based on the number of nonlinear equations in the chaotic
system and x(t + 1) refers to the discrete case of the chaotic system. First

the TS fuzzy model is composed for the rules as a set of fuzzy rules
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Plant Rule i: IF x,(t) is I} and x,(t) is T} and x5(t) is T

THEN x(t+ 1) = D;x(t) + E;u(t), i = 1,2,...,q ...(3.2)
where (t + 1) is an index of time steps, q is the number of rules of this TS
fuzzy model, Tfare fuzzy sets for x;(¢t) and j =1,2,3, D; € R**3 is a
discrete-time control system matrix, E; € R™ is an input
matrix. x;(t), x,(t), x3(t) are the premise variables which consist of the
state values in states space for the system. The membership functions for
fuzzy sets can be selected with any form, since the choosing of the
membership function in this fuzzy sets will change in so little values that
will not effect on the computed values, but in general it chosen as a
triangular membership function.

These rules characterize local relation(s) of the chosen chaotic system in
the state space. Mainly, the essential feature for TS model is expressed the
local dynamics of each fuzzy implication through a linear state-space
system. The fuzzy system is then modeled through fuzzy blending of the
local linear system models by some appropriate membership functions.

In some applications, the discrete-time chaotic nonlinear control system is
constructed without input term by
x(t+1) = f(x(t)) ...(3.3)
where x(t) € R3 is the state vector and f(x(t)) is a nonlinear function
with appropriate dimension defined on x(t). The TS fuzzy model here is
composed for the rules as:
Plant Rule i: IF x,(t) is I} and x,(t) is T} and x5(t) is T
THEN x(t + 1) = D;x(t) + b;(t),for i = 1,2,...,r ...(3.4)

where D; € R3*3 is a system matrix for i = 1,2,...,7, and b;(t) € R?
which refers to the bias vectors.

It is important to note that the number of primitive variables is a

number of variables that make the nonlinear terms in the chaotic system.
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Whereas, the number of rules depends on a number of the fuzzy sets for the
primitive variables values .
3.2.2 The Knapsack Discrete Time Fuzzy Chaotic Cryptosystem

In this section, the alternative Knapsack public key cryptosystem is
proposed based on the 3D discrete-time TS fuzzy chaotic model as
Knapsack fuzzy chaotic cryptosystem (3D-KDT-FCC).

The Knapsack problem easily is the input sets of positive integers that
from the super-increasing sequences as discussed in Chapter (2). A fuzzy
model, especially TS model is applied on Lorenz chaotic map, and a
positive real super-increasing sequence, are employed to give an alternative
hybrid version of Knapsack public key cryptosystem. The proposed 3D

KDT-FCC processes that could employed on 2D are explained as follows;
3.2.3 The 3D-KDT-FCC: Key Generation Process

Using the primitive variable x,(t) in a vector variable x(t) =
[x,(t), x,(t), x3(t)]"at nonlinear terms which is the output of TS fuzzy
chaotic model for initial values and trajectory for primitive variable in
interval [—d, d], that generate a secure ephemeral key k(t). The prative
and public keys of 3D KDT-FCC are generated by Lemma (3.2.2.1.1).

Proposition 3.1: Suppose x;(t) is a primitive variable of a vector
variable x(t), where x(t) = [x;(t),x,(t), x3(t)]7. Then the keys
of 3D-KFCC are B and (S, W, N), which consider as the public and
private keys respectively.

Proof: Suppose a primitive variable x;(t) € x(t) = [x,(t), x,(t), x3(t)]"
at nonlinear terms which is the output of TS fuzzy chaotic model for
initial values and trajectory for primitive variable in interval [—d, d],
that generate a secure ephemeral key k(t), by
k(t) =[k(t—0),k(t—1),.., k(t—j+1)]

=[x, (t — 0), 2, (t = 1), e, x,(t — j + 1] ...(3.5)
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Now a positive real valued super-increasing sequence S; for i =
1,2,...,1, is generated through the following computations as:
The terms of sequence are
Si)=lk(t—1+1)|+15,(t) = k()| +<
St =lkt-2+D|+t=k(t-1)|+7
Ss@)=kt-3+D|+7t=|k(t—-2)|+7
and soon until S;(t) = |k(t—j+ D] + .
In general, S;(t) = |k(t)| + , and

Si®) =Xls @+ k(t—j+ D+ ...(3.6)

forj=2,3,4,..,l,andt > 0.
The super-increasing sequence S = {5, S,, ..., S;} IS computed secretly
by first user.

Also he/she(first user) computes S; + S, +--+ S, =T and he/she
chooses prime secret N 3 N > T.

Then, he/she selects W € [2,N — 1] and gcd(W,N) = 1. This ensures
that the element W (prime secret) has a multiplicative inverse (mod N).
Later, first user computes the public hard Knapsack B = { by, ..., b;}, with
b; = WS;(mod N), fori = 1,2, ..., 1.

Finally, he/she keeps (S,W,N) as his/her private key and B as his/her

public key. |

For more implementation results, use Algorithm (31).
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Algorithm 3.1. The 3D-KDT-FCC: Keys Generation Process.

First user:
Input. A positive integer n and the vector variable x(t) = [x;(t), x,(t), x3(t)]”
Output. A private key (S, W, N) and a public key B.

1. t=1
2. Whilet <n
3. Forj=0,1,2,..,1—1
4, Compute k(t) = x;(t—j+1).
5. End for
6. t=t+1
7. End while
8. Return a secure ephemeral key k(t) = [x,(0)x,(1), ..., x, (I — 1)].
Q. Selected randomly t > 0
10. Computes S;(t) = |[k(t)|+ T
11. Fori =2,3,...,],
12. Forj=2,3,4,..,1
13. Generates a super-increasing sequence
Si(6) = T2y Si@®) + 1kt —j + Dl +7
14, End for
15. End for

16. Return S;(¢)

17. ComputesS1+ S2+---+ SL =T

18. Chooses randomly N > T

19. Selects W in [2, N — 1], with gcd(W,N) =1

20. Fori = 1,2,...,1
21. Computes b; = WS;(mod N)
22. End for

23. Return a public hard knapsack B = {by, by, ..., b;}
24. Return a private key (S, W, N) and a public key B .
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Input n, x(t)

t=1

No

\|/ Yes

Compute k(t)

v

t=t+1

v

Return k(t)

v

Selected T > 0
randomly

v

| Compute Sy (t) |

Yes No

For j=2,.,.1 € For i=2,...,| ‘

| Generate Sj(tj

| Return S;(t) |

| Compute T |

v

| Choose W, N > T|

| WE[2N—1] |

No ) Yes
Fori=2,..,1 —el

Compute
b; = ws;(mod N)

v

Return B, (S,W, N)

J

FIGURE 3.3: Diagram of the 3D-KDT-FCC keys generation process.

55



3.2.4 The 3D-KDT-FCC: Encryption Process

In encryption process, the second user wants to encrypt his/her plaintext
M which is a binary string. This string breaks up into | blocks, each one
consists of s elements, namely M = {m,, ..., m;} with m; has length is
equal to s, for all i. For each block m;, the user computes

Ci = ;=1 ml]b] (37)

where c; is a ciphertext that corresponds to plaintext m;.
So, the ciphertext C = {c,, ..., ¢;} for plaintext M, which considers as an
encryption function. This function namely C is modified into £(t), that

computed by

&0 =(c —g)/(g) ...(3.8)

where y is a small scalar makes é(t) € (—0.01,0.01) . The ciphertext &(t)
will sends to the first user.

Algorithm (3.2) is used to compute several numerical results of the
ciphertext of the proposed 3D-KDT-FCC.
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Algorithm 3.2. The 3D-KDT-FCC: Encryption process

Second user:

Input. A public key B = {by, b, ..., b;}, a positive integer s, small real.
Output. The modified ciphertext &(t)

1.
2.

© © N o o &~ w

11.

12.
13.
14,

15.
16.

Chooses randomly the small real numbers y and T in secret way.
A plaintext M = {m,, ..., m;} has been selected randomly, where
m; € {0,1} and the length of any m;, is s.
For i =2,3,...,1L
Forj =1,2,...,s.
Compute m;;b;;
End for
End for
Return m;;b;;
Fori =2,3,...,1,
Forj =1,2,...,s.
Compute ¢; = Y5, m;j b;;
End for
End for
Return the ciphertext C = {c, ..., ¢;}.

Computes modified ciphertext & = (C — g)/(g
Return &(t)
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Input B,s,y, T
Selected M
No \l/ Yes No
Compute my;, b;
Comput ¢;
Return C

FIGURE 3.4: The diagram of 3D-KDT-FCC encryption process.

3.25 The 3D-KDT-FCC: Decryption Process
Upon receiving the ciphertext to first user, he/she tries to decrypt

ciphertext &(t) and recover the original plaintext by computing
C=wé®)+1)T/2. ...(3.9)

Then, he/she computes v as a multiplicative inverse of W, namely vW =
1 (mod N). Now, computing vb; = S;(mod N), fori =1,2,...,n, has
been done. After that, a parameter Z;, for each c;, is computed by Z; =
vc;(mod N).
If Z; < Nand N > T, then the formula of finding a plaintext M is;

Z; =¥ myS; ...(3.10)
The decryption process of the 3D-KDT-FCC is proved by proposition
(3.2).
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Proposition 3.2: Suppose the modified ciphertext &(t) of the ciphertext C
in the 3D-KDT-FCC is computed by

o 63 (t)2+ T

where y is a small real number and T is a public key.
Then, the original plaintext M computed by
M =2z, =351 myS;
Proof: Since the first user receives é(t) and he\she knows the value T, so

the parameter C is computed by
(y$(&) + 1T
= = Cl'
2
He\She computes the multiplies inverse v of W.

C

...,Cl}.

Now, based on his\her private key computes
vb; = S;(mod N), fori = 1,2, ...,n,

The parameter Z;, is computed by

n
Zi = vaUb] (mod N)

j=1

n
= Zmij v b;j (mod N)
j=1

n
= Zmij S; (mod N)
j=1

If Z; < NandN >T,then

n
j=1

Otherwise, M # Z,. |

Algorithm (3.3) is used for more numerical results of the decryption
process of the 3D-KFCC.
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Algorithm 3.3. The 3D-KFCC: Decryption process.

Input. The ciphertext & a small real number y, T and N

Output. Original plaintext M.

1. Compute C = (y&(t) + 1)T/2

2. Compute v through the relation vW = 1(modN)
3. Fori =2,3,...,L

4, Compute vb; = S;(mod N)

5. End for

6. Fori =2,3,...,L

7. Forj =1,2,...,L.

8. Compute m;;S;

9. End for

10. End for

11.  Returnm;S;

12. Fori =2,3,...,L

13. Forj =1,2,...,L.

14. Compute Z; = Y7_, m;;S;(modN).

15. End for

16. End for

17. Fori =1,2,...,L

18. IfZ, <NandN > T

19. Then M[i]=1and Z; = Z; — §;

20. Else MJi] =0

21, End if

22, If Z; = 0, Then Return (False and there is no solution).
23. Else Return (M[1], M[2], ..., M[n]).
24, End if

25. End for
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Inputé,y,T,n

v

Compute C

v

Compute V

o

% Fori=1,..
\l/ Yes

Compute b; = S;mod N

No
Endloop& Fori=2,..,
\l/ Yes

Compute mi,-,Sj,Z

Fori=2,..,

No
CH

\l/ Yes

m[i]=0, and Z;

Yes No

No Solution m[i],i=1,...,n

End loop End loop

FIGURE 3.5: The Diagram of 3D-KDT-FCC decryption process .
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Depending on the number of increasing terms in the super increasing
sequence it could be determine the number of symbols in each term if it
three, four , five or six as will see in the examples. Furthermore number of
elements in plain text M.

3.3 Modify the 2D-KFCC with Continuous Map

The suggested method on discrete-time ward to study another cases for
more robust security and complicated through hybrid two cases: first using
chaotic map as a seed map in cosine map, and the second using chaotic
map as a seed map in sine map in generation a secrete key .

3.3.1 The TS Fuzzy Model for Modify Chaotic System by Cosine and
Sine Map

The TS fuzzy modeling of cosine chaotic systems for continuous-time
and discrete-time TS fuzzy model will discussed here. Our work in this
case focuses on the discrete-time type with two dimension. The idea is to
use the discrete-time model to get a trajectory for point(s) in phase space of
chaotic system for a prime variable. The reason for using this modification
on based chaotic system in the fuzzy model, since there is not capably to
modify the TS fuzzy model.

Details of the design and the algorithm for the fuzzy -chaotic
cryptosystem is explained in the following steps:

Stepl: Suppose a 2-dimensional discrete-time chaotic system x(t) =
[x1(2), x2(8)].

Step2: Determine which the primitive variables in the system x, (t), x,(t)
Step3: Design the TS fuzzy model through if-then rules on values of
primitive variable at the chaotic system such; x; (t) in [—d, d].
Stepd: Calculate the table values for iterations of the TS system

implemented on initial values x,(0),x,(0) to find the phase
trajectory.
Step 5: Perform the cosine (sine) function alongside a chaotic map as a

seed map.
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Step 6: Formulate the resulted map cosine chaotic system on x(t) = [x;(t),
x,(t)].

Step 7: Evaluate the parameters in the system and the values of variables to
get the system matrix D;.

Step 8: Determine the output values that represent the trajectory for
x4 (t) in the phase trajectory after t iteration .

Consider a class of discrete-time nonlinear control system without input

term constructed as in equation (3.3) but for x(t) € R?, [x,(t) x,(®)]" is

the state vector and f(x(t)) € R? is a nonlinear function with appropriate

dimension defined on x(t), where (t + 1) is an index of time steps in the

discrete case of the system. The TS fuzzy model here is composed for the

rules as a set of rules (fuzzy implications):

Plant Rule i: IF x,(t) is I} and x,(t) is T}

THEN x(t + 1) = A;x(t) + b;(t) ...(3.11)
for i = 1,2,...,q. The premise variables x, (t), x,(t) consist of the state
values in states space for the system, q is the number of rules of this TS
fuzzy model, T} are fuzzy sets for x;(t) and j = 1,2. 4; € R¥? is a
discrete-time control system matrix and b;(t) € R denotes to the bias
terms. The membership functions as in the first case are with any form
since the choosing of the membership function in this fuzzy sets will
change in so little values that will not effect on the computed values, but in
general it chosen as triangular membership function.

These fuzzy rules characterize local relation(s) of the chosen system in
the state space. Mainly, the essential feature for TS model is the expression
of the local dynamics of each fuzzy implication through a linear state-space
system model. The fuzzy system is then modeled through fuzzy blending of

the local linear system models by some appropriate membership functions.
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3.3.2The TS Fuzzy Chaotic Model for Generating the Secret Keys

The initial values x(t) for vector states considers as an input to the system.
From the vector variable x(t) = [x,(t) x,(t)]", the x,(t) is to be the
output that is used to generate a secure ephemeral key k(t). In the other

words, first user computes the key k(t) by form (3.5), and he/she computes

cos(xl(t)) =
[cos(x,(t —0)), cos(x;(t—1)), -, cos(x;(t—j+1))]
...(3.12)

Symbolize the vector for the absolute values as

|cos(x1 (t))|

= [lcos(x1 (t = 0))|, [cos(xy(t —1))|, -, [|cos(x(t—j+ 1))]

...(3.13)

But at using sine map the computing keys,
Sin(xl(t)) =
[sin(x,(t — 0)), sin(x,(t—1)), -, sin(x(t—j+1))] ...(3.14)
Now, a super-increasing sequence S;, fori = 1, 2,..., 1, that generated for
cosine as:

S.(t) = |cos(x,(t —0))| + 7,and;

Si(t) = 221 S,(t) + [cos(xy (t —j + D) + T ...(3.15)

And for sine as:
S1(t) = |sin(x,(t —0))| + t,and;

Si(t) = X121 S;() + [sin(xy (¢ —j + )| + 1 ...(3.16)
Then the sequence is
{Ist=0)|, [sE-=DI -, [sCt—-j+DI} ..(3.17)
Now, a super-increasing sequence S;, for i =1, 2, ..., I, is generated easily

S:(t) = |s(t)| + T, and the j-th item be as;
S =X1S@) + st —j+ )|+ ...(3.18)
for j =2,3,...,1 and T > 0. The absolute values here ensure that all the

terms in the sequence are positive though the positive real super-increasing
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sequence S ={5;,S,,...,5;} which are computed secretly. Also, a first
user computes T = Z§-=1 S;, and will chooses N > T. Then a parameter W

selects from [2,N —1] and gcd(W,N)=1. That is, W and N are
relatively prime to ensure that W has multiplicative inverse modN. First
user computes a public hard knapsack B = { by, by, ..., b;}, Where b; =
WS;(mod N) for i = 1,2, ..., L. Finally, (S,W,N) are keeping as a private
key and B as public key.

3.3.3 Encryption Stage to Generate the Ciphertext

Assume that the other user(s) would encrypt the plaintext M and send the
ciphertext to first user, by choose a binary plaintext M breaks up into [ sets
each of t elements long, namely M = {m,, ..., m;}. For each set m; € {0,1}
from message. Now, compute

¢; = X5y myjb; ...(3.19)

where ¢; is a ciphertext that corresponds to the plaintext n;. So the
ciphertext for a plaintext M is C = {c,, ..., ¢;}, Next, the second user will
modify the encryption function into &(t) as another formulation for

equation (3.8), to be as;

JORNEY ..(3.20)

vyT

for a scalar y with &(t) € (—0.01,0.01). The user will publishes the

modified form &(t) and y into public channel, to first user for decryption.
The proposed cryptosystem is mainly used the TS fuzzy model that is

employed using a chaotic map. Using one state from the vector variable

x(t) = [x,(t) x,(t)]" to be the output that uses to generate the secure key

K(t) in the system.

3.3.4 Decryption Stage for the Suggested System

At this stage the first user receives the values £(t)and y and he/she will try

to recover ciphertext C through implementing the steps:

Step 1: The user know the value T.
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Step 2: Demodify &(t) into the form (3.9).
Step 3: Compute v as a multiplicative inverse for W mod N, as;
vW = 1(mod N)
Through the connection between hard and easy knapsacks which
could be defined as; vb; = S;(mod N), Fori=1,..,n
Step 4: Calculate Z; for each c;,by applying the form ; Z; = vc;(mod N)
By substituting the values of c¢;, the form be
Z;=v¥i_yngbj(mod N) = ¥7_, m;jvbj(mod N)
Z; = Y5-1m;;Sj(mod N) ...(3.22)
Step 5: Testing condition: if that Z; < N and N > T, then the formula for
finding plaintext
Z; =¥ m;S; ...(3.22)
Step 6: Applying the polynomial time algorithm since S is an easy
Knapsack.
3.4 The Continuous Time TS Fuzzy Chaotic Model
The designing of the continuous time TS fuzzy chaotic model somewhat
different on the previous model in Sections (3.1,3.2), the steps are :
34.1 The TS Fuzzy Chaotic Model Design for 3D-Countinuous
Chaotic System
The work with the continuous-time type of 3D, is firstly to use the
continuous-time TS fuzzy chaotic model and then discretize it to the
discrete-time TS fuzzy chaotic model theoretically presented to get a
trajectory of a point in the phase space of the chaotic system. The
continuous-time fuzzy chaotic model is explained in the following steps :
Step 1: Suppose a 3-dimensional continuous-time chaotic system.
Step 2: Determining the primitive variables in a fuzzy chaotic
system x; (t), x,(t), x3(t)
Step 3: Designing the continuous-time TS fuzzy model through if-then
rules of the of primitive variable values that gives a nonlinear
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property for the chaotic system such, x,(t) on the closed interval
[—d, d].

Step 4: Evaluating the parameters in the fuzzy chaotic model and the
values of variables to get the system matrix.

Step 5: Discretizing the continuous-time TS fuzzy model, through suppose
T, second as a sampling time value that discrete the time and to get a
new system matrix for discrete —time version from continuous TS
fuzzy model.

Step 6: Calculating the values for iteration of the TS fuzzy chaotic model
starting with initial values x;(0), x,(0), x3(0) att = 0 to find the
phase trajectory.

Step 7: Determining the output values that represent the trajectory for x; (t)

in the phase trajectory as a table.

For a continuous-time TS fuzzy model, consider a class of continuous-time

nonlinear control system with an input term as;

x() = f(x(@®) + g(x(@®)u(®) ...(3.23)
where x(t) € R3, [x.(t) x,(t) x3(t)]T is the state vector and
f(x(t)),g(x(t)) € R3 are nonlinear vector function with appropriate
dimension defined on x(t). u(t) € R™ is the control input vector for m is a
number of nonlinear equations in the system. x(t) is refer to the continuous
case of the system. The TS fuzzy model here is composed for the rules as a
set of rules (fuzzy implications) :

Plant Rule i: IF x,(t) is I} and x,(t) is T} and x5(t) is T
THEN x(t) = A;x(t) + B;u(t) ...(3.24)

for i = 1,2,...,q. where q is the number of rules of this TS fuzzy model,
Fji are fuzzy sets for x;(t) and j = 1,2,3. A; € R**® is a continuous-time
control system matrix, and B; € R™ is the input matrix. These rules

characterize local relation(s) of the chosen system in the state space.
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Mainly, the essential feature for TS model is expressing the local dynamics
of each fuzzy implication through a linear state-space system model. The
fuzzy system is then modeled through fuzzy blending of the local linear

system models by some appropriate membership functions.

For a discrete-time TS fuzzy model, a discrete-time nonlinear control
system as considered as in form (3.1), with (¢t + 1) is index of time steps.
The discrete-time TS fuzzy model is constructed in form of rules (3.2), that
we need to convert the model to it.

3.4.2. Converting the Continuous-Time TS Fuzzy Model into a
Discrete-Time

Some applications of TS fuzzy model require converting the continuous
model into the discrete model through discretization such as continuous-
time for Rossler's system, Chua's circuit, and chaotic Lorenz system. This
converting will employ on the continuous-time for chaotic Lorenz system
as will be seen later in the experiments. For the discretization process
Theorem (3.1) can be applied for the process. This theorem is stated by;
Theorem 3.1 [2]: A continuous-time TS fuzzy model with a continuous-

time plant rule i is
Plant Rule i: IF x,(t) is T} and ... and x,,(t) is T}
THEN x(t) = A;x(t) + B;u(t) ...(3.25)
could be converted into the discrete-time TS fuzzy model with a discrete-
time plant rule i which is given by

Plant Rule i: IF x,(t) isT{ and ... and x,,(t) is T}

THEN x(t + 1) = D;x(t) + E;u(t) ...(3.26)

2
where D; = exp(A;Ty) = I + AT, + A" =+ -, ..(3.27)
E; = [,"exp(4;7)Bidt = (D; — DA "B ...(3.28)

and Ty is the sampling time step.

Proof: The complete proof can be seen in [2]
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3.4.3 The 3-Dimension Knapsack Fuzzy Chaotic Cryptosystem (3D-
KFCC) for Continuous Chaotic Map
An easy Knapsack problem with inputs as sets of positive integers as

super-increasing sequences. For more details about the Knapsack
cryptosystem, one can see [57]. Alternative version of the Knapsack
cryptosystem has been proposed in this work. This version employed the
fuzzy model, especially TS model applied on Lorenz chaotic map, and a
positive real super-increasing sequence.
3.4.4 The 3D-KFCC Key Generation Process

Using x;(t) in vector variable at nonlinear  terms
x(t) = [x,(t) x,(t) x,(t)]7, as the output to generates a secure key k(t).
Here the user will computes the key k(t) by using the same form in (3.5).

A super-increasing sequence S;, fori =1,2,...,1, is generated through
the computations: S; = |k(t)| + 7, and the equation (3.6).
Now, the super-increasing sequence S = {S,, S,, ..., S;} computed secretly.
Also, the first user computes S; + S, ...+ S; =T, and he/she chooses
N>T.
Later, selects W in closed interval [2, N — 1] and gcd(W,N) = 1. Wand
N are prime numbers, ensuring W has multiplicative inverse mod N. First
user computes public hard knapsack B = { b, ..., b;}, with;

b, = WS;(mod N), fori =1,2,..., L.

Finally, he/she keeps (S, W, N) as a private key and B as public key, these
all through using Algorithm (3.1).

3.4.5 The 3D-KFCC Encryption Process

Assume that second user would like to encrypt his/her plaintext M
which is a binary string. This string breaks up into | sets each one consists s
elements, namely M = {my, ..., m;}. For each set m;, the user computes
c; = Zﬁ-:lmijbj, where c; is a ciphertext that corresponds to plaintext m;.

So the ciphertext for plaintext M is C = {cq,...,¢;}, where Cis an
69



encryption function. Next, the second user will modify the encryption
function C into &(t) by using the form (3.8),with keep on using the scalar y
with small value making &(t) € (—0.01,0.01).
The ciphertext &£(t) will sends to the first user. All steps are in Algorithm
(3.2).
3.4.6 The 3D-KFCC Decryption Process

At this stage first user try recovering ciphertext &(t) by computing C.
Next, he/she computes v as multiplicative inverse of W by formula
vW =1 (mod N). Now, the connection of easy and hard knapsack
problems is by computing;

vb; = S;(mod N), fori=1,2,..,n. ...(3.29)

Later Z;, for each c; is computed by;  Z; = vc;(mod N).

Substituting the value c; ;

Z; = v iy myjbj(mod N) = ¥ m;;vbj(mod N) ...(3.30)
Testing conditions if that Z; < N and N > T. Then the formula to find the
plaintext M has been as summation bellow;
Z; = Y-y m;;S;(mod N) ...(3.31)

The Algorithm (3.3) is used for more implementing numerical results for

decrypting process of the 3D-KFCC.

3.5 Designing the Discrete Time Knapsack Fuzzy Chaotic
Cryptosystem with Master Slave System (KFCCMS)

This Section presented as a complementation to work on another
direction, that through implementing KFCC with Master Slave system as
KFCCMS. That inside the TS fuzzy chaotic model as a driver system for
the TS fuzzy chaotic model and also as a response system in decrypting the
ciphertext. Achieving the synchronization signal with feedback gains
between the drive-response system means that the error dynamic can be

exactly linearized by exact linearization technique EL to ensure stability, so
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by solving the LMI problem it could recover the message this model

designed for 2D discrete-time chaotic systems.

The design started in similar manner to the first direction in Section 3.2,
so the idea and algorithms are the same. Second direction started depending
on the Knapsack problem to encrypt the message but not in the decryption
of it. Decryption of the message by the suggested Knapsack Fuzzy Chaotic
in fuzzy chaos based synchronization.

The fuzzy chaotic model based-cryptosystem here used to enhance and
prove some advantages ; that is the ciphertext is embedded in output of TS
fuzzy chaotic model in the drive system. Different values are used as the
states values, some other values as a masking the plaintext, and other for
estimated values. Synchronization is achieved between fuzzy chaotic drive
and response systems in cryptosystem with error converge to zero.

A multi users are capable to employ this cryptosystem. The systematic
design with high level of security .

Figure (3.6, 3.7) show the diagram of KFCCMS and Kbnapsack problem

with fuzzy chaos cryptography, respectively .
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FIGURE 3.6: Chaotic cryptography with Knapsack
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FIGURE 3.7: Chaotic cryptography with Knapsack
3.5.1The TS Fuzzy Model Design as Master System for 2D or 3D
Discrete Chaotic System
Designing the TS fuzzy modeling as a master system for the chaotic
system(s) is the same for the chaotic system in Section (3.2). The 2D

discrete-time TS fuzzy model is supposed since the cryptosystems works
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on with this type and with 3D and determine the primitive variable from the

variables x,(t),x,(t) e Ratt = 0.

The stages of designing KFCC with discrete-time chaotic system with 2D

started as

3.5.2 The 2D or 3D Knapsack Fuzzy Chaotic Cryptosystem Generation
Process (2D-KFCC) or (3D-KFCC)

Knapsack problem with inputs as sets of positive integers as super-
increasing sequences. This version employed the fuzzy model, especially
TS model applied on a chaotic map, and a positive real super-increasing
sequence.

3.5.3 The KFCC Key Generation Process as Output of TS Fuzzy
Model

In same steps for first direction to employ the Knapsack for TS fuzzy
model it will done here. In most Lure type discrete time chaotic systems,
the primitive variable is x; (t) in vector variable x(t) at nonlinear terms, as
the output of TS fuzzy chaotic model in interval [—d, d], that generate key
k(t). User will compute k(t) by equation (3.5).

A positive real valued super-increasing sequence S;, for i = 1,2, ..., [, will

generated as equation (3.6). The super-increasing sequence S =

{51,S,, ..., S;} computed secretly. Compute the summation of terms T as;
T=S+S,++5

and chooses N > T.

Select 2<W <N —-1and gcd(W,N) = 1. W and N are prime numbers,

ensuring W has multiplicative inverse modN.

First user will computes public hard knapsack B = { by, ..., b;}, with
b; = WS;(modN), fori =1,2, ..., 1.

Finally, (S,W, N) is a private key must kept securely, and B is a public
key shared through public channel. See Algorithm (3.1) .
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3.5.4 The KFCC Encryption Process

The second user would encrypt the plaintext M which with a binary
string breaks up into [ sets each one consists s elements, say M =
{my, ..., m;}. For each set m; compute c¢; = 1mub where c; is a
ciphertext that corresponds to plaintext m;. So the ciphertext for plaintext
M is C = {cy, ..., c;}, Where C is an encryption function.

Next, another user will modify the encryption function C to &(t) as in
equation (3.8), with 2C —T > 0, or 2C > T, more accuracy, C > g For

y € R, is small scalar makes &(t) € (—0.01,0.01). The ciphertext &(t)will
sends to the first user. Algorithm (3.2) introduced all steps. A plaintext
M = {m,,...,m;} were selected, with each m; € {0,1}, and the length of
any m; is s.
3.5.5 Design the TS Fuzzy Driver System for Knapsack Problem with
Fuzzy Chaos Cryptography

Designing the TS fuzzy model driver system as a fuzzy chaotic
transmitter, to recover the signal from synchronization between the drive
(master) and the response (slave) system. &(t) will add to the masking
signal and send a scalar coupling signal to the slave. That is the ciphertext
is added directly into the output of the chaotic system to be masked.

To carry out the modulation process the masking signal is injected into
the chaotic transmitter that expressed as a TS fuzzy model transmitter;
To extract the transmitter from the primitive variable say x;(t) from
x1 () x,(t)

Rulei: IF x,(t) is I;
THEN x(t +1) = D;x(t) + b;(t) + L;ME&(t) ...(3.32)
with the masking mechanism by rule ;
Masking Rule i: [Fx,(t) is I;
THEN y(t) = Cx(t) + ME(t), i = 1,2,...,r ...(3.33)
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y(t) is the coupling masked signal, and M € R, is the public output
masking key, which masks the ciphertext by a constant value and could be
set by the user. So the transmitters rules could be extracted depending on
y(t) as
Tranmitter Rule i: IF y(t) is [;

THEN x(t + 1) = D;x(t) + b;(t) + L,ME&(t) ...(3.34)

y(t) = Cx(t) + ME(D), i =12,...,r
where L;,i =1,2,..,r are gain matrices to be determined later, The
masked signal and the embedded message is sent to the fuzzy chaotic
receiver.
It can note that the value of M = 0,1, also could added the complexity or
simplicity to the work.

The overall fuzzy inferred result for the fuzzy chaotic transmitter system is

derived by
x(t +1) =X w(¥(©) Dix(t) + b () + Liy()} ..-(3.35)
y() = Cx(t) + ME(t) ...(1)
fori = 1,2,...,r
where D; = D; — L;C, and y(t) as the output of the drive system M which

do not chosen equal to 1, since it means nothing with the value 1.

o _ YO-Cx(®)
M === ...(3.36)
If M = 1, then the ciphertext be
§() = y(®) — Cx(®) ...(3.37)
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3.5.6 Design a TS Fuzzy Response System for Knapsack Problem with
Fuzzy Chaos Cryptography

To recover the ciphertext that masked by the output of fuzzy chaotic
system. The TS fuzzy chaotic response (receiver)system is designed with

signal masking y(t) as;

Responser Rulei: IF y(t) is I;
THEN x(t + 1) = D;x(t) + b;(t) + L;(y(t) — y(t)) ...(3.38)
y)=Cx(), i= 1,2,...,r
where x(t), and y(t) is denote the estimate for state x(t), and output
y(t), respectively. The overall fuzzy receiver inferred result for the fuzzy
chaotic receiver system is formed as;
2(t+1) =X w(F®) {Dix () + by () + L;(F() — §(O)}  ...(3.39)
() =Cx(@), i=1,2,...,7

Theorem 3.2: The ratio between the estimated value y(t) and estimated

value x(t) for the vector variables is equal to the coupled € vector for

y)-Cx(t) .c =
0 ifM=1.

Proof: From the equation (4.3) of transmitter rule as

vector variables, and equal to

y(&) = Cx(t) + M&(t)

Modify respect to M

y(t) — Cx(t)

M=o

if M = 1, then

§(t) = y(t) — Cx(¢)
Modify respect to € from

Cx() =y(t) — £

So the vector
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y(®) =¢&@)

C = 0 ...(3.40)
From the equation (4.7 ) of the response system and rules
y(t) = Cx(t)
Modify respect to C also,
Y@
C = 70 ...(3.41)

End of first part of the proof.
From equations (4.9) and (4.10), we get the second part of proof

y) =§@® _y©
x(©) 2O

Theorem 3.3: The estimated value y(t) and the coupling masked signal
y(t) to be equaled, if ¥ =0.
Proof: Suppose M = 0, so the equation (4.5) be

y(©) — Cx(t) _
H0)
Then y(t) = Cx(t) .. (3.42)
From the equation of the response system and rules;
y(t) = Cx(t) ..(3.43)

From equations (3.42) and (3.43), we get, y(t) = y(t)
This means the receiver knows the transmitted value and then expected
value transmitted to the receiver through a communication channel. So the

system will be with no ciphertext and no need to synchronization, and then
nothing to work on. |

The values of terms in € are in {0,1}, and both Cx(t) and Cx(t) are real.
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3.5.7 Synchronization of Drive and Response Systems (Master-Slave
Systems Synchronization)

An achieving the signal synchronization between the drive and
response system need to compute the dynamic error for all over system as
synchronization error until converge to zero. Firstly, calculate the error
signals from both driver and response systems.

Let error signals from transmitter and receiver given by;
es,(t) = x(t) — X(t) ...(3.44)
es, (t) = y(t) — y(t) ...(3.45)
From equations (1) and (2), the error dynamics system of error signals

es,(t) and es,, (t) are formulated by
es,(t+1) =X (7)) (D; — LiC)esy(t) ...(3.46)
es, () = Ces,(t) + M &(t) ...(3.47)
the error es,, (t) depends on the es, (t) on synchronization, since
esy(t) = 7(£) = 9(t)
= Cx(t) + M E(t) — Cx(t)
=C(x(t) —2(t)) + M &(t)
= Ces, (t) + M &(t)
Then

esy (t)—Cesx(t)

§(t) =—"———— ...(3.48)

M

The aim of the synchronization is to make Ces,(t) = 0, that is es,(t) —
0, at t — oo. So, the ciphertext in recovering depends on the value of error
es, (t) and M which gives

esy(t)

$(0) =—4 ...(3.49)
3.5.8 The Synchronizations Theorem of the Designed Method

The theorem that ensures the synchronization of the two systems is

depended on the theorem introduced in previous works in literature [12].
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Theorem 3.4: In the discrete time fuzzy chaotic system DFS, consider the
chaotic transmitter (4.3) and receiver (4.7), the ciphertext can be recovered
from &£(t) = 1/M, J(t), and all states of chaotic transmitter and receiver
are synchronized in an asymptotic manner if there exist a common positive-
definite Hurwitz stable matrix H, and gains Li, fori = 1, 2,...,r, such that

the following LMIs, with W; = HL; , have feasible solutions;

H (HA; — W,C)T

HA;, —w,C H

>0, foralli, ...(3.50)

Proof: The proof here is similar to the theorem in [2]. Depending on Given

a Lyapunov function candidate for DFS by
V(es,(t)) = esl(t) H es,(t) >0
We have difference of V (t) as along the error dynamics ed,.(t) yields

AV (ese(t)) =V (es(t + 1)) —V(es (1)) ...(3.51)
= (esy(t+ 1))TH(esx(t +1)) - [(esx(t))TH(esx(t))]

=D GO ArLiFTesE @ |H D @) (Ai+LiFes,(®
j=1 i=1

—esI(t)Hes,(t)
Put 14—1' == Ai - LlC

esx(t)

D mFOMF®) esT O (ATHA, - H)

(ATHA; —H) + (AfHA; — H))
2

+2| ) m@OWFD) est @ 0

i<j

80



= [z GO () esy (O (AT HA; — H) | es,(t)

+ ) mGOWEO) estOATHE + ATHA

i<j
— 2H)es, (t)

where H > 0. From the conditions of proof in [61][66],

If ATHA; — H < 0, then ATHA; + ATHA; — 2H ...(3.52)

This means that if there are H and L such that the conditions are held,

then by Schur complement get ATHA;, —H < 0.

To prove AV(es,(t)) <0, Let —Q be denotes to the maximum
negative definite matrix of AT HA; — H for all i.

Then AV (esy()) < —est (t) Q es,(t) < 0, and the synchronization
error asymptotically converges to zero, es, (t) » 0 ast — oo,

According to the equation (4.14) of error for y(t), es, (t) converges to
ME(t) as es,(t) » 0,and ast — oo, |
Since the convergence rate of the synchronization error es, (t) affects

the transmission performance, and under the condition of Hurwitz stable
matrix H, that Re 1i(A) < 0.

The decay rate design uses —Re Ai(A) to determine the decay rate that is
to be minimized for chaotic cryptosystems which can be carried out to

minimize by solving LMIs problems as follows
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Chaotic Cryptosystem with Decay rate :

minimize 6

HW;

subject toH >0,0<6< 1

oH A, - wio)|

HA; —Ww,C H

0, foralli, ...(3.53)

where W; = HL;. Then AV (es,(t)) < —(1 — §)Ved, (t) with parameter &
tuning the decay rate. If —Re 1i(A) > 1, put —Re 4;(A) =6, for L is a

number of eigenvalues for H, turned to use the formula 6, = % for
l

l =1,..,k, kisanumber of turning trails.
One can use Re A;(H) of H to determine the decay rate that can be
minimized.

If there exists the feedback gains matrices L;, satisfying the stability
conditions, the stability of error dynamics system is guaranteed near the
equilibrium points, that is ||es,, (t)]| < 6.

The feedback gains can be computed by solving the design problem by
fuzzy controller design for exact linearization EL on discrete-time fuzzy

system DFS, that could be formed by a stable fuzzy controller for EL-DES

Stable Fuzzy Controller Design for EL-DES
Minimize pf
H,SWi,Ws,..., Wy

subjectto H>0,8>0,S>0

I s
[5 1] >0
X XA4; - WiTBT] .
[AiX—BMi X >0, i=1,2..71
[ BS [(AsX — BMy) = (4X = BMDI™] _
[(A1X — BM,) — (A;X — BM))] |
...(3.54)
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fori=1,2,..,r,where X = H™1 ;and M; = F;X.

This system will solved by LMIs, in which if all entries in Matrix
B.S = 0 are close to zero, the fuzzy controller design could be solved for
EL condition. Then ELs for stable fuzzy controller design is feasible. So by
EL technique get on G = A; — BM; for all i and G is stable Matrix. Since

the matrix G is not always stable.

3.5.9 The 3D-KFCC Decryption Process
Similarly to first direction in Section 3.2. At this stage the first user try
to recovering the ciphertext é(t) that were received. The recovering is by

demodify the ciphertext by computing C as;

C= (e +1) ...(3.55)

The user computes v as multiplicative inverse of W for modN, as ;

vW =1 (modN), since W is known for him. By connecting the easy and

hard knapsack problems through computing ; vb; = S;(modN), fori =
1,2,..,n.

After that, computing the parameter Z; can be done, for each c;, by

substituting the value c; for i by; Z; = vc;(modN).

Now, test conditions if Z; < N, and N > T, then the formula to find a
plaintext M, as in Algorithm (3.3).

Note that the formula for modification and demodification is with same

form in all cases in KFCC and KFCCMS, but we change its view.
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Chapter Four
Numerical Schemes Examples and Results

Discussions of Cases Study for Suggested Systems

4.1 Results of Experimental and Numerical Discussion

The suggested system in this thesis could be performed on the 2D
discrete-time and 3D continuous-time chaotic systems. In this chapter, we
will give examples on 2D discrete-time, and then perform the example by
the modification respect to using cosine map in one example and use sine
map in other example these all implemented on the Lozi Map that could be
exact represented by TS fuzzy model. Later, we introduce an example on
3D continuous-time by implementing the Lorenz map, which is a
continuous map that needs to be discretized and exact represented by TS
fuzzy model. Description of experimental results and the numerical results
that extracted from system, discussion and comparison between
experimental results and computational results has been introduced, in

order to study and investigate the study cases.

4.1.1 Simulation Example for Study Case on the Discrete-time 2d-
KFCC

In this simulation, we will consider the chaotic Lozi map [20] in a
chaotic cryptosystem. That is a discrete-time chaotic Lozi system in view
of step by step of performing the suggested system. Its chaotic behavior
exhibited in a single scroll, since it is well-known two-dimensional map on
the interval [0,1], the Lozi map as implicational example for theoretical
derivative is like the Henon map but with absolute formulate the dynamical
equations as the equation system bellow:
x(t+1)=—-18|x;(t)| + x,(t) + 3
x,(t + 1) = 0.25x, (t) ...(4.1)
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The Lozi Map with one variable in the nonlinear term [12] has the
nonlinear term |x, (t)|. Since|x;(t)| is not well defined at x;(t) = 0, let
@(x1(t)) = |x,(t)| and choose x, (t) to be the premise variable.

The equivalent fuzzy model can be constructed with the system matrices

as.

D, =D, = [025 é] (42)

The system matrices evaluated to be equaled, and with non-common bias

terms as

b = _01'8d] b, = [:(”)] .(43)

The fuzzy sets for prime variable values are determined through the

membership functions as;

L () = (I O1/d), L (1) =1 = (|x.(D)]/d) ..-(4.4)

with d = 3.5, so x,(t) € [-3.5,3.5] . Then a general TS-fuzzy model of
discrete time chaotic system at Lozi map with dynamical equations can be

written as follows, [10] ;
Rule i: IF x,(t)is I;
THEN x(t + 1) = D;x(t) + bi(t),fori =1,2,..,7r  ...(5.5)

where the premise variable x, (t) is a proper state variable, and I3, I, are

fuzzy sets "about — 3.5", and "about 3.5", respectively.
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TABLE 4.1: The membership degrees of fuzzy set I3, I, within [-3.5, 3.5]

x1(t) H1 (x4 (1)) x1(t) p1 (x4 (1))
-3.5 1 -3.5 0
-3 0.857142857 -3 0.142857143
-2.5 0.714285714 -2.5 0.285714286
-2 0.571428571 -2 0.428571429
-1.5 0.428571429 -1.5 0.571428571
-1 0.285714286 -1 0.714285714
-0.5 0.142857143 -0.5 0.857142857
0 0 0 1
0.5 0.142857143 0.5 0.857142857
1 0.285714286 1 0.714285714
1.5 0.428571429 15 0.571428571
2 0.571428571 2 0.428571429
2.5 0.714285714 2.5 0.285714286
3 0.857142857 3 0.142857143
3.5 1 3.5 0
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FIGURE 4.1 Membership degrees for fuzzy sets I3, I, within [-3.5, 3.5]

Note that these fuzzy sets corresponding the triangular fuzzy sets fuzzy sets

"about — 3.5", and "about 3.5", respectively, in the Fuzzy Logic.
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TABLE 4.2: Membership degrees for fuzzy sets "about -3.5" , "about 3.5"

x, () Ha (x1 (1)) x,(t) Ha (1 (1))

-10 0 -3.5 0

-9.5 0.076923077 -3 0.071428571
-9 0.153846154 -2.5 0.142857143
-8.5 0.230769231 -2 0.214285714
-8 0.307692308 -1.5 0.285714286
-1.5 0.384615385 -1 0.357142857
-7 0.461538462 -0.5 0.428571429
-6.5 0.538461538 0 0.5

-6 0.615384615 0.5 0.571428571
-5.5 0.692307692 1 0.642857143
-5 0.769230769 1.5 0.714285714
-4.5 0.846153846 2 0.785714286
-4 0.923076923 2.5 0.857142857
-3.5 1 3 0.928571429
-3 0.928571429 3.5 1

-2.5 0.857142857 4 0.923076923
-2 0.785714286 4.5 0.846153846
-1.5 0.714285714 5 0.769230769
-1 0.642857143 5.5 0.692307692
-0.5 0.571428571 6 0.615384615
0 0.5 6.5 0.538461538
05 0.428571429 7 0.461538462
1 0.357142857 7.5 0.384615385
1.5 0.285714286 8 0.307692308
2 0.214285714 8.5 0.230769231
2.5 0.142857143 9 0.153846154
3 0.071428571 9.5 0.076923077
3.5 0 10 0
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Figure 4.2. shows the normal triangular fuzzy sets for the primitive variable
x4, (t) with u(—=3.5) = 1 = u(3.5). with initial value in [—3.5,3.5].

——p1(x1(t)) pnl(x1(t))

——p2(x1(t)) H2(x1(t))

1
ey

1
X

15

(b)
FIGURE 4.2: (a) The fuzzy set "about -3.5". (b) The fuzzy set "about 3.5"

4.1.2 Implement TS fuzzy Model and Discuss its Effect

At this step we implement the chaotic map with initial values at
x,(t) =—1 and x,(t) =0.25, with 7 =18. To extract the super
increasing sequence we compute the absolute value and then find the
summation with t, and for 40 iterations. The associated figures recover the

variance in values.
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TABLE 5.3: The values of state with initial x,(t) = —1 and x,(t) = 0.25

time t x41(t) x5 (t) k()| + T
0 -1 0.25 19

1 1.45 0.3625 19.45

2 0.7525 0.188125 18.7525
3 1.833625 0.458406 19.83363
4 0.15788125 0.03947 18.15788
5 2.755284063 0.688821 20.75528
6 -1.270690297 -0.31767 19.27069
7 0.395084891 0.098771 18.39508
8 2.387618418 0.596905 20.38762
9 -0.700808548 -0.1752 18.70081
10 1.563342476 0.390836 19.56334
11 0.576819163 0.144205 18.57682
12 2.105930298 0.526483 20.10593
13 -0.264191962 -0.06605 18.26419
14 2.458406478 0.614602 20.45841
15 -0.810530041 -0.20263 18.81053
16 1.338413417 0.334603 19.33841
17 0.925459204 0.231365 18.92546
18 1.565538233 0.391385 19.56554
19 0.573415738 0.143354 18.57342
20 2.111205606 0.527801 20.11121
21 -0.272368689 -0.06809 18.27237
22 2.441644188 0.610411 20.44164
23 -0.784548491 -0.19614 18.78455
24 1.391675594 0.347919 19.39168
25 0.842902829 0.210726 18.8429
26 1.693500614 0.423375 19.6935

89




27 0.375074048 0.093769 18.37507
28 2.418635226 0.604659 20.41864
29 -0.748884601 -0.18722 18.74888
30 1.464786569 0.366197 19.46479
31 0.729580818 0.182395 18.72958
32 1.869149732 0.467287 19.86915
33 0.102817916 0.025704 18.10282
34 2.84063223 0.710158 20.84063
35 -1.402979956 -0.35074 19.40298
36 0.123891089 0.030973 18.12389
37 2.807968812 0.701992 20.80797
38 -1.352351658 -0.33809 19.35235
39 0.227679101 0.05692 18.22768
40 2.647097394 0.661774 20.6471

Note that after 40 iteration, we get a super increasing sequence with only
two items. These result will not encourage us to work on it, since it not let
to complicity and then unsecure. Figures (4.2.-4.5) illustrate the graphing
of values in Table (4.2)
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FIGURE 4.3: Graphing of x;(t) and x,(t) by Lozi map for Table 4.2
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To improve the previous result that declared, We implement the TS fuzzy
model that exact representing the Lozi map that inferred with rules

numbers r = 2.

Rule 1: IF x,(t) is [ THEN x(t + 1) = D;x(t) + b,(t) ...(4.6)
and Rule 2:IF x,(t) is I, THEN x(t + 1) = D,x(t) + b,(t) ...(4.7)
So,

Rule 1: IF x,(t)is "about — 3.5"

710 1 xl(t)] —3.3
THEN x(t + 1) = [0.25 0] [xz(t) x(t) + [ 0 ] ...(4.8)
Rule 2: IF x,(t)is "about 3.5"
_[0 1 x1(t)] 3
THEN x(t + 1) = [0.25 o] [xz(t) + [0] ...(4.9)

The TS fuzzy model is with tiny difference in values at bias terms. From
the observation of bias terms, the systems Lozi map system have non-

common bias terms, while there are other systems have common bias terms

in TS fuzzy models. Since

¢(x) = 12:1 uid;

, here @(x) = 1.

...(4.10)

TABLE 4.4: Exact representing of TS fuzzy model on Lozi map under

constrains rules for values in Table 4.2.

Timet X1 (£) x2(6) EAG] (O +7
0 -3.05 -0.25 3.05 21.05

1 -2.9375 0.3625 2.9375 20.9375

2 -3.111875 0.188125 3.111875 21.111875

3 -2.84159375 0.45840625 2.84159375 20.84159375
4 -3.260529688 | 0.039470313 3.260529688 | 21.26052969
5 -2.611178984 | 0.688821016 2.611178984 | 20.6111/898
6 -3.617672574 | -0.317672574 | 3.617672574 |21.61767257
7 -3.201228777 | 0.098771223 3.201228777 | 21.20122878
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8 -2.703095395 | 0.596904605 2.703095395 | 20.7030954

9 -3.475202137 | -0.175202137 | 3.475202137 |21.47520214
10 -2.909164381 | 0.390835619 2.909164381 | 20.90916438
11 -3.155795209 | 0.144204791 3.155795209 | 21.15579521
12 -2.773517425 | 0.526482575 2.773517425 | 20.77351743
13 -3.366047991 | -0.066047991 | 3.366047991 | 21.36604799
14 -2.685398381 | 0.614601619 2.685398381 | 20.68539838
15 -3.50263251 -0.20263251 3.50263251 21.50263251
16 -2.965396646 | 0.334603354 2.965396646 | 20.96539665
17 -3.068635199 | 0.231364801 3.068635199 | 21.0686352

18 -2.908615442 | 0.391384558 2.908615442 | 20.90861544
19 -3.156646065 | 0.143353935 3.156646065 | 21.15664607
20 -2.772198599 | 0.527801401 2.772198599 | 20.7721986

21 -3.368092172 | -0.068092172 |3.368092172 |21.36809217
22 -2.689588953 | 0.610411047 2.689588953 | 20.68958895
23 -3.496137123 | -0.196137123 | 3.496137123 |21.49613712
24 -2.952081102 | 0.347918898 2.952081102 | 20.9520811

25 -3.089274293 | 0.210725707 3.089274293 | 21.08927429
26 -2.876624846 | 0.423375154 2.876624846 | 20.87662485
27 -3.206231488 | 0.093768512 3.206231488 | 21.20623149
28 -2.695341193 | 0.604658807 2.695341193 | 20.69534119
29 -3.48722115 -0.18722115 3.48722115 21.48722115
30 -2.933803358 | 0.366196642 2.933803358 | 20.93380336
31 -3.117604795 | 0.182395205 3.117604795 | 21.1176048

32 -2.832712567 | 0.467287433 2.832712567 | 20.83271257
33 -3.274295521 | 0.025704479 3.274295521 | 21.27429552
34 -2.589841943 | 0.710158057 2.589841943 | 20.58984194
35 -3.650744989 | -0.350744989 | 3.650744989 | 21.65074499
36 -3.269027228 | 0.030972772 3.269027228 | 21.26902723
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37 -2.598007797 | 0.701992203 2.598007797 | 20.5980078

38 -3.638087915 | -0.338087915 |3.638087915 |21.63808791
39 -3.243080225 | 0.056919775 3.243080225 | 21.24308022
40 -2.638225652 | 0.661774348 2.638225652 | 20.63822565

Note that, also after 40 iteration, we get a super increasing sequence with

only two items. In same manner these result will not helpful to work on it,

since it not let to complicity and then unsecure. Figures (4.6.-4.8) illustrate

the graphing of exact representing for TS fuzzy model for Lozi map and

premise variables values as were stated in Table (4.3).
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FIGURE 4.7: Graphing of x;(t) and x,(t) by TS fuzzy model on Lozi
map for Table 4.3
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FIGURE 4.10: Primitive variables by TS fuzzy model with parameter t to
construct k(t)

We try to implement various values as initial conditions for Lozi map and
if it be good we will perform it by exact representing by TS fuzzy model
under standard situations for system matrix and non-common bias term.
But the results were not best than previous one. In numerical experiments,
initial value for Lozi chaotic map were supposed as; x,(t) = 2.5, and
respect to values of x,(t) = —0.5 with same vale of 7 = 18, and for 40
iterations. Table 4.4 and Figures (4.6-4.10) will illustrate the computational

results that also led to nothing .
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TABLE 4.5: Computations in numerical
initial values than table (5.4)

experiments are with different

time t x1(t) x5(t) k()] +
0 2.5 -0.5 20.5

1 -2 0.625 20

2 0.025 -0.5 18.025

3 2.455 0.00625 20.455

4 -1.41275 0.61375 19.41275
5 1.0708 -0.35319 19.0708
6 0.7193725 0.2677 18.71937
7 1.9728295 0.179843 19.97283
8 -0.371249975 0.493207 18.37125
9 2.82495742 -0.09281 20.82496
10 -2.17773585 0.706239 20.17774
11 -0.213685175 -0.54443 18.21369
12 2.070932723 -0.05342 20.07093
13 -0.781100196 0.517733 18.7811
14 2.111752829 -0.19528 20.11175
15 -0.99643014 0.527938 18.99643
16 1.734363955 -0.24911 19.73436
17 -0.370962653 0.433591 18.37096
18 2.765858213 -0.09274 20.76586
19 -2.071285446 0.691465 20.07129
20 -0.03684925 -0.51782 18.03685
21 2.415849988 -0.00921 20.41585
22 -1.35774229 0.603962 19.35774
23 1.160026374 -0.33944 19.16003
24 0.572516954 0.290007 18.57252
25 2.259476076 0.143129 20.25948
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26 -0.923927699 0.564869 18.92393
27 1.901799161 -0.23098 19.9018

28 -0.654220415 0.47545 18.65422
29 2.297853044 -0.16356 20.29785
30 -1.299690582 0.574463 19.29969
31 1.235020213 -0.32492 19.23502
32 0.452040971 0.308755 18.45204
33 2.495081306 0.11301 20.49508
34 -1.378136107 0.62377 19.37814
35 1.143125333 -0.34453 19.14313
36 0.597840373 0.285781 18.59784
37 2.209668662 0.14946 20.20967
38 -0.827943498 0.552417 18.82794
39 2.06211887 -0.20699 20.06212
40 -0.91879984 0.51553 18.9188
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FIGURE 4.11: Graphing of iterations values for x, (t) and x,(t)
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4.1.3 Conclusion for Discrete-time 2D KFCC

By this simulation experiments, we perform the Discrete-time 2d KFCC
by implementing the chaotic Lozi. When performing the suggested system,
that with one premise variable which x;(t) with the matrices system.
Firstly, we implement TS fuzzy model at this step we implement the
chaotic map with initial values at x,(t) = —1 and x,(t) = 0.25, with
T = 18. To extract the super increasing sequence we compute the absolute
value and then find the summation with 7. After 40 iterations, we get a
super increasing sequence with only two items. These result will not

encourage us to work on it, since it not led to complicity and then unsecure.

Later, we try to implement various values as initial conditions for Lozi
map x,(t) = 2.5,and respect to values of x,(t) = —0.5, but the results
were not the best. From the numerical experiments and its computational
results we couldn't depend it in our work.

To improve the previous result that declared, We implement the TS
fuzzy model that exact representing the Lozi map with non-common bias
term and system matrix that inferred with only two rules. The TS fuzzy
model was with tiny difference in values at bias terms, and with initial
values at x,(t) = —1, x,(t) = 0.25, with t = 18.

Note that, also after 40 iteration, we get a super increasing sequence with
only two items. In same manner these result will not help us to work on it,

since it not let to complicity and then unsecure.
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4.2 Simulation Example on the Suggested Fuzzy Cosine
Chaotic Cryptosystem KFCC with 2D

In this simulation, we will also consider the chaotic map as Lozi map in
equation (4.1). That is the discrete-time chaotic Lozi map will be a seed
map in a cosine map in view of performing the suggested fuzzy cosine
chaotic cryptosystem.

As were explained the Lozi Map has the nonlinear term |x, (t)|, and choose
x,(t) to be its premise variable. In same manner with Section 4.1, The
exact representation for fuzzy model can be performed with the system
matrices D,, D, as in equations (4.2)-(4.4):

Prime variable values are with d = 3.5, and x, (t) € [—3.5, 3.5] too.

The general TS-fuzzy model of discrete time chaotic system at Lozi map
with dynamical equations is the same in equation (5.5) with inferred rules
r = 2, that on the proper state variable x;(t), and its fuzzy sets I3, I
"about — 3.5", and "about 3.5", respectively, with equations (4.6)-(4.9) .
4.2.1 The Cosine Lozi Chaotic map CLZ

The model performed on Lozi map as well known system that exact
represented by TS fuzzy models on the vector variables x(t) =
[x,(t) x,(£)]7, where x(t) € R?, x,(t), x,(t) is the state vector.
These features will help in encrypting the message in this work through
composing the super-increasing sequence S

{xl(t +1) =3 — a|x, ()] + x,(¢)

x,(t+ 1) = B x.(t) ...(4.11)

where a, § are the system parameters, such that « € [1,1.8], 8 € [0, 0.4],
if we take some values for these parameters to view the chaotic behavior
the dynamical system be as;

{xl(t + 1) =3 — 1.8|x,(t)| + x,(t)

%, (t+ 1) = 0.25 x,(t) ...(4.12)
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The fuzzy sets that defined on values of premise variable x, (t) are as in
equation (4.4), for d € R*. Also, suppose d = 3.5, and x,(t) € [-d,d] =
[—3.5,3.5], and Y2, F; = 1. The system equaled matrices that associated
with the equations system as in equation (4.2) .

Since there is no nonlinear terms in the system of equations, and so the bias
terms b on two rules will be as not equaled are as in equation (4.3) to
control on x, (t) values. Since the system may be seen as

{xl(t +1) =3 —1.8|x,(t)| + 0 x,(t) + x,(t)

x(t+1)=0 + 0.25 x,(t) + x,(t) ...(4.13)

x(t), b; € R?, A; € R?*2, fori=1,2. In designing the cosine Lozi
map(CLZ) the system be;

F(x,(t + 1)) = G+ Gn(0) ...(4.14)
So;

{xl(t +1) = cos(2(k+3—1-8|xl(t)|+x2(t)))

...(4.15
x,(t + 1) = cos(2(k+025x:1(0))) (415)

where G(x) = cos(x), and k € [10,24]. So then x,(t+ 1), x,(t+ 1) €
[—1, 1], for initial conditions values x(0) = [x;(0) x,(0)]" =[1 0.25].

4.2.2 Numerical Scheme Experiment for CLZ
The system performed with initial values for premise variables

as; x;(0) =1, x,(0.25), and k = 10 after 40 iterations, to extract the
secure key k(t) from the state trajectory for the state x, (t). The sequence
of cosine chaotic values be;

cos(x(t)) = {—0.062147736,—0.10325421,—0.289280697,

—0.428048502,0.996444258} ...(4.16)

With value for T = 6, then S;(t) = | — 0.062147736| + 6, and so the 5-
terms super-increasing sequence;

S =1{6.062147736,6.10325421,6.289280697,6.428048502,

6.996444258) ..(4.17)
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T =325 = 318791754 ...(4.18)
Put N=39 >T. Select W =28 in [2,38] and gcd(W,N) = 1.
Compute a public hard knapsack;

B = {187.9266,189.2009, 194.9677,199.2695, 216.8898} ...(4.19)
For each (mod 39), so
B = {31.92658,33.20088,38.9677,4.269504, 21.88977} ...(4.20)

where (S,W,N) are a private key and B as public key.

To encrypt the binary plaintext M = {00111, 11001, ...,m;} with five

terms. For each set m; from message, compute for instance the set m; =

{00111}, and using public key

C =0%31.92658+ 0* 33.20088 + 1 * 38.9677 + 1 * 4.269504 + 1 *
21.88977 ...(4.21)

Then C = 65.126974, modified into the ciphertext ;

o= 2(65.126974) — 31.8791754
$(0) = ¥(31.8791754)

_ 98.3747726
~ y(31.8791754)

3.085863149
() = ... (4.22)

Now, we need randomly take y € R such that £(t) € (—0.01,0.01). There
are many values for instance 342.8736833, and 617.1726299, that
&(t) = 0.009, and &£(t) = 0.005, respectively.

To decrypt &(t), by find the invertible of W (mod N) as ;

v28 = 1(mod 39),

Then v = 7. The user perform the connection between easy and hard
knapsacks through computing ;

vb; = S;(mod N), fori =1,...,5 ..(4.23)
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In the set;
{7 «31.92658,7 * 33.20088, 7 * 38.9677,7 * 4.269504, 7 * 21.88977}
(mod 39)

= {31.9266,33.2009,38.9677, 4.2695, 21.8898} ..(4.24)
Here, Z; foreachc; fori =1,...,5beas;

{7 x0+%31.92658,7 « 0 33.20088,7 * 1 * 38.9677,7 1 *
4.269504,7 = 1 * 21.88977} ...(4.25)

By substituting the values of c;, testing condition ; if that Z; < 39
and 39 > T. The message is M = {00111}.

We were implement an experiment staring with different initial values

and continued for 40 times, that refer to points in the phase trajectory

instead continuous connected curve. The experiments are implemented

with many initial values for x, (t) but the perfect values are in Table (4.6).

TABLE 4.6: Cosine function values on TS chaotic fuzzy model values for

initial values x;(0) =1, x,(0.25),and k =1

It.t | Xq(t) X5 (1) cos(x,(t) |cos (x,(t))] cos(x,(t)

0 |1 0.25 0.949734335 0.949734335 | 0.371786285
1 (145 0.3625 -0.062147736 0.062147736 | -0.983815863
2 10.7525 0.188125 -0.91777828 0.91777828 | -0.458953155
3 |1.833625 0.45840625 0.782762288 0.782762288 | 0.907348575
4 10.15788125 0.039470313 | 0.438652235 0.438652235 | -0.999505732
5 |2.755284063 | 0.688821016 |-0.734928136 0.734928136 | -0.251371903
6 |-1.270690297 | -0.317672574 | -0.957242733 0.957242733 | 0.093348315
7 10.395084891 | 0.098771223 |-0.396928379 0.396928379 | -0.989386445
8 12.387618418 | 0.596904605 | 0.507288872 0.507288872 | -0.999279544
9 1-0.700808548 | -0.175202137 | -0.10325421 0.10325421 | -0.522161811
10 | 1.563342476 | 0.390835619 | -0.579283623 0.579283623 | -0.399144929
11 | 0.576819163 | 0.144204791 | 0.857506858 0.857506858 | 0.783260782
12 | 2.105930298 | 0.526482575 |-0.916288522 0.916288522 | 0.005211442
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13 | -0.264191962 | -0.066047991 | -0.289280697 0.289280697 | -0.415892367
14 | 2.458406478 | 0.614601619 | -0.163035987 0.163035987 | -0.974200403
15 | -0.810530041 | -0.20263251 | 0.887107061 0.887107061 | -0.73311434
16 | 1.338413417 | 0.334603354 | 0.733109641 0.733109641 | -0.994922343
17 | 0.925459204 | 0.231364801 | -0.974624774 0.974624774 | -0.444373778
18 | 1.565538233 | 0.391384558 | -0.751315142 0.751315142 | 0.100206045
19 | 0.573415738 | 0.143353935 | -0.996550037 0.996550037 | 0.999993187
20 | 2.111205606 | 0.527801401 | 0.658475385 0.658475385 | 0.976628256
21 | -0.272368689 | -0.068092172 | 0.921078603 0.921078603 | -0.970585909
22 | 2441644188 | 0.610411047 |-0.7158617 0.7158617 0.382444482
23 | -0.784548491 | -0.196137123 | -0.761346353 0.761346353 | -0.050722046
24 | 1.391675594 | 0.347918898 | -0.736642093 0.736642093 | -0.881293834
25 | 0.842902829 | 0.210725707 | -0.428048502 0.428048502 | -0.787395664
26 | 1.693500614 | 0.423375154 | 0.701927972 0.701927972 | -0.93205506
27 |1 0.375074048 | 0.093768512 |-0.651051176 0.651051176 | 0.873499428
28 | 2.418635226 | 0.604658807 |-0.677496327 0.677496327 | 0.439270707
29 | -0.748884601 | -0.18722115 | 0.992320921 0.992320921 | 0.637594091
30 | 1.464786569 | 0.366196642 | 0.572187642 0.572187642 | 0.914632719
31 | 0.729580818 | 0.182395205 | 0.077740594 0.077740594 | 0.925441838
32 11.869149732 | 0.467287433 | -0.704845572 0.704845572 | -0.389706697
33 | 0.102817916 | 0.025704479 | 0.996444258 0.996444258 | 0.824960125
34 | 2.84063223 | 0.710158057 | -0.936019998 0.936019998 | -0.712278863
35 | -1.402979956 | -0.350744989 | -0.691747192 0.691747192 | 0.316870053
36 | 0.123891089 | 0.030972772 | -0.849091659 0.849091659 | -0.997461672
37 |12.807968812 | 0.701992203 | -0.357430422 0.357430422 | 0.733398462
38 | -1.352351658 | -0.338087915 | 0.479186383 0.479186383 | 0.897964692
39 | 0.227679101 | 0.056919775 | 0.509748836 0.509748836 | -0.978378087
40 | 2.647097394 | 0.661774348 | 0.740088972 0.740088972 | 0.483612249

In Figures 4.14, and 4.15, We were explain the trajectory of values for

x,(t) implemented through the experiment staring with different initial
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values and continued for 40 times, that refer to points in the phase

trajectory instead continuous connected curve. The experiments results are

implemented with many initial values for x, (t) with values in Table (4.6).
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FIGURE 4.15: Values for x, (t) for iteration 40, as in Table (4.6)
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FIGURE 4.16: Cosine Chaotic values for x; (t) with It. 40, in Table (4.6)

e X 1 ()
e X2 ()

e [ (£) 4T

25

15

10

5

40 37343128252219161310 7 4 1

-0

-5

FIGURE 4.17: Trajectories for values in Table (4.6)
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The primitive variable trajectory has more than one super increasing
sequence after absolute value on cosine map, in the study case we discuss

the standard one with the longer sequence with five terms.

4.2.3 Conclusions for Experiment on CLZ

The Knapsack problem is performed in combination with the TS fuzzy
model for discrete-time chaotic systems, that are derived with only one
premise variable. Following the cosine map implemented on the chaotic
map at Lozi chaotic map, with non-common bias terms and the same
premise variable and driving signal. In this fuzzy model-based on a cosine
chaotic map applied with numerical data for chaotic behavior, parameters
data and premise variable with initial values in interval [—3.5, 3.5]. Were
the trajectory of values for primitive variable that implemented through the
experiment staring with initial values and continued for 40 times. The
advantage of this performance design is that all well-known chaotic
systems stated achieved the results in more secure, since the trajectory
values for premise variable, converted into values for cosine map in
interval [—1,1]. Numerical simulations with values in table and figures are
shown to be consistent with theoretical design. The resulted trajectory
values use to generate secret key by choosing super increasing sequence
from the cosine values for trajectory from the chaotic map under TS model.
After masking and modifying the ciphertext between the users, the
ciphertext be ready to decrypted. A good result were gained and the
security of the system shown in flexibility in changing the supposed values
that will make the system behavior unpredictable. Also it could be
extracted through; Employing a discrete chaotic map, and then compose the
cosine map on it, and choosing the parameters values for chaotic map with
chaotic behavior; Assume initial values randomly from closed interval in
state space; Choosing the chaotic map is unpredictable.  Finding a super-

increasing sequence from the trajectory(orbit) of points, with increase
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iterations for absolute value for cosine map for the seed chaotic map, the
primitive variable trajectory has more than one super increasing sequence,
we discussed the standard one with the longer sequence with five terms.
4.3 A Simulation Example on the Suggested Fuzzy Chaotic
Cryptosystem Fuzzy Sine Chaotic Cryptosystem KFCC

with 2D

At this simulation we will implemented the work on the chaotic Lozi
map also in connection to Sections 4.1, 4.2 in a chaotic cryptosystem. That
as discrete-time chaotic Lozi system in view of performing the suggested
KFCC system by using the Lozi map as seed map in the sine map. The
dynamical equations of Lozi system as in equation (4.1) with x,(t) to as
the premise variable and the only one variable in the nonlinear term |x; (t)|
as @(x.(t)) =[x, (t)]. The equivalent TS fuzzy model for exact
representing Lozi map were as in Section 4.1. That TS fuzzy model could
be constructed with system matrices as in equation (4.2), that matrices
evaluated to be equaled, and the non-common bias terms as in equation
(4.3).

Also the fuzzy sets for premise and proper state variable x;(t) are
determined through the membership functions as in equation (4.4), with
d = 3.5, and x, (t) € [-3.5,3.5], with I3, I, as fuzzy sets "about -3.5",and
"about 3.5", respectively.

So the general TS fuzzy model of discrete time chaotic system at Lozi
map were as in equation (4.5). with inferred rules » = 2 will also could be
written as in equations (4.6)-(4.9).

The difference between this model and the suggested model in Sections
4.1 and 4.2 is through using sine map instead of using chaotic map directly

or using cosine map.
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4.3.1 The Sine Lozi Chaotic (SLC) Map

The model performed on Lozi map that a well-known nonlinear system

which exactly represented by the TS fuzzy model on x,(t), x,(t) as the
state vector in the vector variables x(t) = [x;(t) x,(¢)]7, where x(t) €
R?, These features will be helpful in encryption stage for the message in
KFCC through composing the increasing sequence u, with the super
increasing sequence S. Basically, the model perfomed on the equation form
for Lozi map in equation (4.11), with parameters system « € [1,1.8],5 €
[0, 0.4], for some values for these parameters to view the chaotic behavior
the dynamical system be as in equation (4.12).
The fuzzy sets that defined on values of premise variable x,(t) are as in
equation (4.4), with positive real value for d supposed at d = 3.5, that
determine the interval of proper variable values x,(t) € [—3.5,3.5], and
forr =2, 2 F =1

The equaled system matrices that associated with the equations (4.6)
and (4.7) are in equation (4.2), and with bias terms b; on two rules as in
equation (4.3).

To control on x;(t) values. As in the system seen in Section 4.2 in
equation (4.14) also, for x(t), b; € R?, D; € R?*?, fori=1,2. In
designing SLC map the system in equation (5.1) be;

f(xa(t + 1)) = C2ETFERO) ...(4.26)

{xl(t +1) = sin(2(s+3- 18X O1+x:(0))

So
X% (t + 1) = sin(26+025x2(0))

...(4.27)
where C(x) = sin(x), and s € [10, 25].

So x,(t+1), x,(t +1) € [-1,1], for initial conditions let the values
x(0)=[1 0.25].
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4.3.2 The Numerical Scheme Experiment for SLC
The system performed with initial values for premise variables as; x, (0) =
1, x,(0.25), and s = 10 after 40 iterations, to extract the secure key k(t)
from the state trajectory for the state x, (t).The sequence of sine chaotic be
sin(x(t)) = {—0.123689894, 0.351946819, —0.528245544,
0.93393977} ...(4.28)
With value for T = 7, then §;(t) = | — 0.123689894| + 7, and so the 4-
terms super-increasing sequence;
S ={7.123689894,7.351946819, 7.528245544,7.93393977}
...(4.29)
T =Y3,S; =29.93782203 ...(4.30)
Take N =39 >T. Also select W = 28 in [2,38] and gcd(W,N) = 1.
Compute a public hard knapsack; O For each number with (mod 39) be ;
0 = {4.463317032,10.85451093,15.79087523,27.15031356}
...(4.31)
So (S,W, M) are a private key and B as public key. To encrypt the binary
plaintext M = {0111, 1001, ..., m;} with four terms. For each set m; from

sender message, compute for instance the set m; = {0111}, and using

public key;
E = 0% 4463317032+ 1 * 10.85451093 + 1 * 15.79087523 + 1 *
27.15031356 ...(4.32)

Then E = 53.79569972, Modify the ciphertext to;

£(t) = (ZE — T)

yT
£(0) = (2(53.79569972) — 29.93782203)
¥(29.93782203)
_ 77.65357741
¥(29.93782203)

2593828547

$() = ” ... (4.33)
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Now, we need randomly take y € R such that £(t) € (—0.01,0.01), There

are many values but here we will take only one, for instance;

288.2031719, That £(t) = 0.0009.

To decrypt &(t), by find the invertible of Wmod N as; v28 = 1(mod 39),

Then v = 7. The user perform the connection between easy and hard

knapsacks through form ;

vo; = S;(modN), fori =1,...,5 ...(4.34)

In the set {7x4.463317032,7 * 10.85451093,7 * 15.79087523,7 *

27.15031356}

Then {31.24322,75.98158,110.5361,190.0522}

For mod 39 ;
{31.24321922,36.98157652,32.53612662,34.05219492}

Here, Z; for each e; for i = 1, ...,4, and by substituting the values of e;,

testing condition; if that Z; < 39 and T < 39. The message is M = {0111}.

TABLE 4.7: Sine map values on TS chaotic fuzzy model values

t | x1(t) x2(t) sin(2power x1) | abs sin x sin(2power x2)
0 |1 0.25 -0.313057013 | 0.313057013 | -0.92831835
1 |145 0.3625 0.998066961 | 0.998066961 | -0.179182443
2 [0.7525 0.188125 -0.397093223 | 0.397093223 | -0.888460467
3 [1.833625 0.45840625 | -0.622320818 | 0.622320818 | -0.42037907
4 10.15788125 |0.039470313 |-0.898656896 | 0.898656896 | 0.031437117
5 |2.755284063 | 0.688821016 | 0.678144995 | 0.678144995 | -0.967890576
6 |-1.270690297 | -0.317672574 | -0.289285932 | 0.289285932 | -0.995633513
7 10.395084891 | 0.098771223 |0.917849586 | 0.917849586 | -0.145308166
8 |2.387618418 | 0.596904605 |-0.861776073 |0.861776073 | 0.037952507
9 |-0.700808548 | -0.175202137 | 0.994655 0.994655 0.852846436
10 | 1.563342476 | 0.390835619 | -0.815126054 | 0.815126054 | -0.916887848
111 0.576819163 | 0.144204791 | 0.514472534 | 0.514472534 | 0.62169329
12 | 2.105930298 | 0.526482575 | -0.400518843 | 0.400518843 | -0.99998642
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13

-0.264191962

-0.066047991

-0.957244315

0.957244315

-0.909413844

14

2.458406478

0.614601619

-0.986620123

0.986620123

-0.225684679

15

-0.810530041

-0.20263251

-0.461563713

0.461563713

-0.680105406

16

1.338413417

0.334603354

0.680110472

0.680110472

-0.100645571

17

0.925459204

0.231364801

-0.223844926

0.223844926

0.895841474

18

1.565538233

0.391384558

0.659943601

0.659943601

-0.994966707

19

0.573415738

0.143353935

-0.082994123

0.082994123

0.003691331

20

2.111205606

0.527801401

0.752602264

0.752602264

-0.214935454

21

-0.272368689

-0.068092172

-0.389376691

0.389376691

0.24075505

22

2.441644188

0.610411047

0.698242097

0.698242097

-0.923978473

23

-0.784548491

-0.196137123

-0.648345379

0.648345379

0.998712809

24

1.391675594

0.347918898

-0.676282801

0.676282801

0.472568703

25

0.842902829

0.210725707

0.903755763

0.903755763

-0.616447945

26

1.693500614

0.423375154

0.712247936

0.712247936

-0.362316663

27

0.375074048

0.093768512

0.759033837

0.759033837

-0.486825173

28

2.418635226

0.604658807

0.735526156

0.735526156

-0.898354744

29

-0.748884601

-0.18722115

-0.123689894

0.123689894

0.770372491

30

1.464786569

0.366196642

-0.820122736

0.820122736

0.404285776

31

0.729580818

0.182395205

0.996973621

0.996973621

-0.378889699

32

1.869149732

0.467287433

0.709360782

0.709360782

0.920939027

33

0.102817916

0.025704479

0.084254622

0.084254622

-0.565190935

34

2.84063223

0.710158057

0.351946819

0.351946819

-0.701896588

35

-1.402979956

-0.350744989

-0.722139753

0.722139753

-0.948468961

36

0.123891089

0.030972772

-0.528245544

0.528245544

-0.071205426

37

2.807968812

0.701992203

0.93393977

0.93393977

0.679799012

38

-1.352351658

-0.338087915

-0.877713171

0.877713171

-0.440067509

39

0.227679101

0.056919775

-0.860323267

0.860323267

-0.206824369

40

2.647097394

0.661774348

-0.672508969

0.672508969

-0.87528235
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Figure 4.18 and the follows figures will illustrate the values for primitive

variable, and other values in table (4.7).
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FIGURE 4.18: Values for x, (t) for iteration 40, as in table (4.7)
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FIGURE 4.19: Sine Chaotic values for x, (t) with iteration 40 in table (4.7)
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FIGURE 4.20: Sine Chaotic values for x, (t) with iteration 40 as circle
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4.3.3 Conclusions for the Experiment on SLC

In this example, a designing of fuzzy model-based for chaotic map and
cryptosystem has been proposed. The Knapsack problem was performed in
combination with the T-S fuzzy model for discrete-time chaotic systems,
that were exactly derived with only one premise variable. The sine map
implemented on the chaotic map at Lozi chaotic map, with non-common
bias terms and the same premise variable and driving signal. In this fuzzy
model-based, a sine chaotic map were applied with numerical data for
chaotic behavior, parameters data and premise variable with initial values
in interval [—3.5, 3.5]. The advantage of this performance design is that all
well-known chaotic systems stated achieved the results in more secure,
since the trajectory values for premise variable, converted into values for
sine map in interval [—1,1]. Numerical simulations with the table and
figures are shown to be consistent with theoretical design. The resulted
trajectory values used to generate a secret key by choosing superincreasing
sequence from the sine values for trajectory from the chaotic map under TS
model. After masking and modifying the ciphertext between the users, the
ciphertext be ready to decrypted. The security of the system shown in
flexibility in changing the supposed values that will make the system
behavior unpredictable. Also it could be extracted through; Employing a
discrete chaotic map, and then compose the cosine map on it, and choosing
the parameters values for chaotic map with chaotic behavior; Assume
initial values randomly from closed interval in state space; Choosing the
chaotic map is unpredictable; Finding a super-increasing sequence from the
trajectory points, with increase iterations for absolute value for sine map
for the seed chaotic map, the primitive variable trajectory has more than
one super increasing sequence, we discussed the standard one with the

longer sequence with four terms.
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4.4 Example as Study Case on the 3D- Continuous KFCC:
4.4.1 Study Case on the 3D-KFCC

The chaotic Lorenz system for continuous-time is defined previously in
Definition (2.3.1). The system with parameters values are: a=10, b=8/3
and r=28, so the system is given by;

.le = —10x1 + 10x2
'X':Z = 28x1 — Xy — X1X3 (435)
.X:3 = xle - 8/3X3

The equivalent fuzzy model constructed by ;

Plant Rule i: IF x,(t) is T{ THEN x(t) = A;x(t) ...(4.36)
Thus, the rules are ;

Plant Rulel: IF x,(t) is about-d THEN x(t) = A;x(t) ...(4.37)
Plant Rule2: IF x,(t) is " about d" THEN x(t) = A,x(t) ...(4.38)

where "about d " and "about -d " are fuzzy sets corresponding to I, I;? in
the rules system respectively. For values of x,(t), in the interval [—d, d]

with d = 30, the fuzzy sets defined with the triangular MFs by

" "_ _ x1(®O)-(=ad) _ x1(t)+d
about -d"=T{ (%, (t)) = ey ...(4.39)

d—xl(t) _ d—xl(t)

"about d": F12( xl (t)) = d—(-d) - 2d

...(4.40)

Since -d,d are controlled the non-linear terms in the system matrices

which are given by

-10 10 0 -10 10 O
A =28 -1 —df A, =|28 -1 d ...(4.42)
0 d -—: 0 —d —

The discretization of continuous-time chaotic Lorenz system depending on
previous theorem (3.2) be;

Plant Rule i: IF x,(t) is T THEN x(t + 1) = D;x(t) ...(4.42)
Bias term as zero vector, with ;
Plant Rulel: IF x,(t) is "about —d " THEN x(t + 1) = D,x(t)
Plant Rule2: IF x,(t) is "about d" THEN x(t + 1) = D,x(t)
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precisely could be written as ;
Plant Rulel: IF x,(t) is "about-d "THEN x(t + 1) = D;x(t)
Plant Rule2: IF x,(t) is "about d" THEN x(t + 1) = D,x(t)

Where the matrices ;

1—aT;, aT; 0 1—aT;, aT; 0
D, = [ rTs 1-—-T; —dT; ],Dz =| rT; 1-T; dTs ]
0 dT, 1 - bdT; 0 —dTy, 1 — bdT;

T, values will supposed to be approvable with the chosen employing, in
this paper takes T, = 0.003 sec. with simulation calculations for x,(t) €
[—30, 30] the matrices be

0.97 0.03 0 0.97 0.03 0
D; =10.084 0.997 0.09 |, D, =10.084 0.997 -0.09
0 —0.09 1.008 0 0.09 1.008

We were implement an experiments staring with different initial values and
continued for 40 times, that refer to points in the phase trajectory instead

continuous connected curve.
4.4.2 The Experimental Result for the Example

The TS fuzzy model employed for Lorenz map with initial conditions
[-10 10 10] for vector state. The model iterated for 40 iteration to
extract the secure key k(t) from the state trajectory for state x, (t).

The value for t assumed 18 since this value is with many
factors{1, 2,3,6,9,18}. The Figures 4.20, 4.22, will explain the values in
the table 4.8. While the Figure 4.21, will explain the using initial values
[-10 10 10], also for 40 iterations.
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TABLE 4.8: TS chaotic fuzzy model values for continuous chaotic map

t x4 (t) x5 (t) x5(t) k(t)+t
0 -10 10 10

1 9.4 10.03 9.18

2 -8.8171 10.03651 10.15614 9.1829

3 -8.2514917 10.17981667 | 11.14067502 9.748508
4 -7.698552449 | 10.45881267 | 12.14598392 10.30145
5 -7.153831495 | 10.87389638 | 13.18444493 10.84617
6 -6.612999659 | 11.42695289 | 14.26857117 11.387

7 -6.071801083 | 12.12135146 | 15.41114549 11.9282
8 -5.526006506 | 12.96195921 | 16.62535629 12.47399
9 -4.971367535 | 13.95517085 | 17.92493547 13.02863
10 [-4.403571383 | 15.10895466 | 19.32430033 13.59643
11 [-3.818195602 | 16.43291483 |20.83870065 14.1818
12 [-3.210662289 | 17.93837071 |22.48437259 14.78934
13 [-2576191299 | 19.6384535 | 24.27870094 15.42381
14 [-1.909751955 |21.54822116 |26.24039136 16.09025
15 [-1.206012762 | 23.68479255 | 28.38965439 _
16 |-0.459288602 | 26.067502 30.74840296 17.54071
17 |0.336515116 28.71807552 | 33.34046536 18.33652
18 [1.187961928 31.66083044 |36.19181588 19.18796
19 |2.102147983 34.92290018 | 39.33082515 20.10215
20 | 3.086770549 38.53448617 | 42.78853277 21.08677
21 | 4.150202018 4252913939 | 46.59894478 22.1502
22 |5.301570139 46.94407397 |50.79935889 23.30157
23 | 6.550845254 51.82051594 | 55.43072042 24.55085
24 | 7.908935375 57.20409023 | 60.53801261 25.90894
25 | 9.387790021 63.14524967 | 66.17068484 27.38779
26 | 11.00051381 69.69974992 | 72.38312279 29.00051
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27 | 12.76149089 76.92917488 | 79.23516526 30.76149
28 | 14.68652141 84.90151746 | 86.79267232 32.68652
29 |16.79297129 93.69182122 | 95.12815027 _
30 | 19.09993679 103.3828889 | 104.3214394 37.09994
31 | 21.62842535 114.0660644 | 114.4604709 39.62843
32 | 24.40155453 125.8420964 | 125.6421005 42.40155
33 | 27.44477078 138.8220897 | 137.9730259 4544477
34 | 30.78609035 153.1285565 | 151.5707982 48.78609
35 | 34.45636433 168.8965743 | 166.5649347 52.45636
36 | 38.48957063 186.2750633 | 183.0981458 56.48957
37 | 42.92313541 205.4281951 | 201.3276867 60.92314
38 | 47.7982872 226.5369457 | 221.4268458 65.79829
39 | 53.16044696 249.8008071 | 243.5865856 _
40 [59.05965776 275.439675 | 268.017351 77.05966

Lorenz attractor

FIGURE 4.21: Lorenz attractor with initial value [-10 10 10]
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Lorenz attractor

20 n

FIGURE 4.22: Lorenz attractor with initial value [10 — 10 — 10]

These figures were drawn by using MATHLAB R2018b, for iteration 40,
and episode= 0.10000001, which represent the Ordinary differential

equation solver precision in drawing the figure.

mx1(t)
Hx2(t)
x3(t)
()
20
mx1(t)
x3(t)
-20
(b)
FIGURE 4.23: Trajectories for x, (t), x,(t), x5 (t) in two different
manner

118



We get a real values super-increasing sequences both with five terms, after
40 iterations as;
S =1{8,8.6,16.79399,34.79297,71.16045 }, then T = 139.34741.
Suppose W=73, N=72, for bi = WSi (mod N),
then;
b; = {584,627.8,1225.96127,2539.88681,5194.71285}.
Suppose a plaintext M = [11100].
Compute ¢; = Yj-, m;jb;, Ci = {8,51.8,1.96127,0,0}, then
C =61.76127.

Now the modification will computes by 7y = 10"%to keeping in
(—0.01,0.01), Then &é(t) = —0.001135641.
That resented to first user to decrypt the ciphertext into C = (y&(t) + 1)T/
2. Since he/she knows the value T, and receive from public channel y.
Calculate v an invers of W(mod N), thenv = 71.
Compute vb; = S;(modN) as;
vb;(mod 74) = {16,17.2,1.13398,31.62394,0.7509},

then ;
Si(mod 72) = {8,8.6,16.79399,34.79297,71.16045 },
fori =1,..,5. m;S; = {8,8.6, 16.79399, 0,0}, Z; = 33.39399.
Then the message M = {11100}.

Note : The system implemented with initial state vector [-10 10 10],

we don't get super-increasing sequence even after 40 iteration.
4.4.3 Conclusions for the Experiment on the 3D Continuous KFCC

The proposed Knapsack fuzzy chaotic cryptosystem applied the Lorenz
map that uses the TS-fuzzy model to generate a secret key to given another

version of fuzzy chaotic cryptosystem.
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The super-increasing sequence with positive real values added more
complicated in computations and predictions. The study case implemented
on continuous Lorenz map discrete theoretically by random time sample. A
fuzzy model is implemented for 40 iterations on the chaotic system. The
initial values assumed in two state vectors [—-10 10 10] and [
10 —-10 -10].

All values and work performed on 1% vector while don't work with 2"
after 40 iterations. Resulted trajectory for a primitive variable are used to
generate secret key by choosing a super-increasing sequence from data. A
good results and flexibility for changing the supposed values made the
system behavior is unpredictable.

The security of the proposed KFCC cryptosystem is determined through
many points: Employing continuous chaotic map and then discrete it, using
a random sample time in discretize, choosing the parameters values for
chaotic map with chaotic behavior, assume initial values randomly from
closed interval in state space, choosing chaotic map is unpredictable,
finding a super-increasing sequence from the trajectory (orbit) of points,
increasing of the iterations and when the trajectory has more than one

super-increasing.

4.5 Comparison Between KFCC and the Design of Fuzzy
Chaos-Based Cryptosystem

In comparition between the KFCC and the previous system for fuzzy
chaos-based cryptosystem by Chian and Kuang in [1], it is clear there are

good points such:
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TABLE4.9:Comparition between KFCC and Fuzzy Chaos-Based

Cryptosystem

Fuzzy Chaos-Based
Cryptosystem

KFCC

Applied on 2D discrete time

chaotic systems

Applied on 2D and 3D discrete time

chaotic systems

Applied on discrete time

chaotic systems only

Applied on discrete and countinuous

time chaotic systems

Length of superingreasing
sequence determined by

user

Length of superingreasing sequence
Determined by user iterations number

of performing chaotic system

Depends on the chaotic

system parameter values

Depends on the chaotic system
parameter values, the initial value for
primitive variable, the random
parameter and values in Knapsack

problem.

Performed on Henon map

only

Performed on Lozi map, and Lorenze

map.

Depends on on
superincreasing in the

system

There are two or more super increasing

in the iteration could be depend on it.

Could not modify chaotic

systemon TS

Could modify the chaotic system by
countinuous map such sine and cosine

map in TS.

Secure

More Secure because complexity
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Chapter Five
Conclusions and Future Works

5.1 Conclusions

The suggested system KFCC are introduced as a new method for
combining TS fuzzy model and chaotic systems with knapsack problem, in
crypto systems. In first, It were implemented on 2D and 3D discrete time
chaotic map. The applied system on discrete time were modified by
implementing discrete chaotic map as seed map in continuous maps such;
cosine and sine map, and then implement TS fuzzy model. Next the system
performed on continuous time chaotic map, that needs to discretize it to be

applicable in cryptosystem.

The suggested system improved through apply a KFCC with Master-
Slave systems as KFCCMS for chaotic systems to achieve the

synchronization signal that effective in decrypt the ciphertext.

Performing the Discrete-time 2D KFCC led to low security through
superincreasing sequence with only two items. These result do not help us

to work on it, since it not led to complicity and then unsecure.

The modification on the system by seeding chaotic maps in cosine and
sine map, in generating the superincreasing sequence for premise variable
to create a secret key, and chaotic signal, that are used in modify the
ciphertext. This led to produce a superincreasing sequence longer than
previous, a superincreasing sequence with four and five items. The
complexity and security of this were by the choosing arbitrary initial
conditions for the map, in addition to the arbitrary parameters values within
the performed Knapsack problem, and the iteration number by user.
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An appropriate complexity and security for the suggested system were
used when performing the 3D continuous-time chaotic map in KFCC and
the discretize its trajectory for primitive variable. This performed using the
Lorenz map. The complexity and security of this were by the choosing
arbitrary initial conditions for the map, arbitrary parameter value that
discretize the trajectory, in addition to the arbitrary parameters values
within the performed Knapsack problem, number of superincreasing
sequence items(control on length of box message), and the iteration number

by user.

The performing of the KFCCMS. That improving the suggested system
is by apply a KFCC with Master-Slave systems as KFCCMS for 2D
chaotic systems to achieve the synchronization signal. That through
performing the 2D discrete-time chaotic map in KFCC and use trajectory
for primitive variable to generate the superincreasing sequence. This
performed using the same example results that performed by KFCC on 2D

chaotic map, and then work on it.

Security of KFCCMS are in addition to the points in previous direction
such; choosing initial conditions, arbitrary parameters values within the
performed Knapsack problem, number of superincreasing sequence items
(control on length of box message), and the iteration number that needs to
be increased to increase complexity and achieve synchronization. The
designing a TS fuzzy model transmitter and receiver system for chaotic
signal, play effective role in complexity. These systems need to introduce
with estimated values (chosen arbitrary), and associated parameters vectors

at masking and embedding the modified ciphertext.
5.2 The Security of the KFCC and KFCCMS

The main security features for the suggested system in its directions are

listed below;
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. The based chaotic system in the fuzzy chaotic cryptography in this
method could be changed, but must be represented exactly by a TS
fuzzy model.

. The apparent irregularity of chaotic signals is reduced to the source
of randomness in the chaotic system, and this depends on the work.

. The rules that characterize local relation(s) of the chosen system in
the state space.

. The essential feature for TS fuzzy model is expressing the local
dynamics of each fuzzy implication through a linear state-space
system model by some appropriate membership functions.

. The randomness in choosing the initial values for chaotic systems,
and other parameters used in the designing. Starting a fuzzy chaotic
system, by choosing in some arbitrary way and different initial
values for used chaotic systems with parameters ensures the
chaoticity.

. At the Knapsack encryption process, selecting the values for N and
W randomly under some constraints, will also add security for the
method through randomity values.

. Generate a time varying superincreasing sequence and apply it in
cryptosystem, depending on the chaotic behavior for the used chaotic
discrete or continuous system, but in discrete situations for both.

. Chaotic systems for some initial values contain more than one
superincreasing sequence, which is helpful in choosing any one.

. The number of fuzzy rules depends on the number of fuzzy sets for

values of primitive variables.

10.In both fuzzy sets for values of premise variable x; (t) the masking

rules for finding y(t) are same form but with different values.

11.Increasing iterations number will increase the terms number in the

super increasing.
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12.The number of terms of superincreasing sequence determines the
length of the message by binary string to sets with a number of
elements. The length used in this work is at least for four terms and
above and eliminate the cases with two terms. So, a set with 4 or 5
numbers, such {0011, ...}, or {10101,...}.

13.The ciphertext is embedded in the output of the TS fuzzy model for a
chaotic system.

14.Capability in use different states values, and some other estimated
values in masking the plaintext.

15. Add discretization time step parameter value for continuous chaotic
map increase complexity.

16. Multi Users are capable of employing this cryptosystem

17.The KFCCMS system is designed depending on KFCC, so the
security points also will inherited in this system.

From above points the chosen cryptosystem has a systematic design with

a high level of security.
5.3 Future Works

This study has multiple unresolved issues and problems. We
summarize the problems below as potential future works;

1. Regarding to the KFCC, perform the system on 3D continuous time
chaotic map with large values for parameter time step.

2. Regarding to the KFCC, perform the system other 3D continuous
time chaotic maps than Lorenz map.

3. Regarding to the KFCCMS, perform the system on 2D discrete time
chaotic map.

4. Regarding to the KFCCMS, perform the system on 3D continuous
time chaotic map.

5. Introduce a practical application for KFCC in real live.

6. Introduce a practical application for KFCCMS in real live.
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