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ABSTRACT

The internet has become an integral part of modern life. One of the
most critical aspects of the internet is collaboration. Email is a
communication tool that can be used for both personal and
professional(official) purposes. Spam messages are not intended to be
received by addressee of emails, and therefore are often regarded as
unwanted bulk emails. Every day, a wide range of people uses emails to
connect globally. Being in large quantities already causes real frustration
for both internet users and providers.

For instance, it degrades user analysis data, encourages network
virus migration, expands stack on arrangement movement, absorbs mail
server storage, wastes time and network bandwidth, and depletes the
vitality of real emails among the spam.

It is therefore necessary to prevent the spread of spam. Given the
fact that there are several data mining techniques beneficial in preserving
security, they can also be of use in classifying spam email.

As for the present work, the min-hash technique is combined with
the Deep Neural Network (DNN) algorithm to classify emails into spam
and ham.

Min-hash is based primary on two main concepts are Jaccard
similarity and K-shingle. Where more than example has been used for the
divisions of the K-shingle as (k =3 ,4 ,5), when comparison the result.

Throughout this work, a five-layer system of hidden layers was
proposed. Starting with 64 nodes in the first secret layer and 128 nodes
in the second, there were 128 nodes in the third layer, followed by 64 and
64 nodes in the fourth and fifth layers, respectively. 64 batches were set

up after the training set was trained. The Python environment was used to

XVII



carry out this work, and 70% to 30% of the data was taken for the
purpose of training and testing the results.

The results show that a remarkably high accuracy rate (98.5%) is
obtained by using combination(k=5), which means that it is an effective
method to be adopted and further developed in the field of spam detection

and classification.
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Chapter one Introduction

1.1 Introduction

The quantity of electronic text content accessible is constantly expanding,
including electronic publications, digital libraries, electronic books, email
messages, news stories, and Web sites. The automatic classification or regulation
of document is necessary due to the significant rise of electronic document.
Document categorization is the process of allocating a document to one or more
preset classifications based on the content (text) of the document. The demand for
tools to help individuals locate, filter, and manage these resources is increasing. As
a result, the automated categorization of text document collections is an important
topic in academia. To improve automated text data organizing, a number of
machine learning approaches has been proposed. Unsupervised (document
clustering) and supervised (document classification) approaches are the two

primary types of these techniques [1].

The supervised learning job of email categorization topic spotting knowledge
engineering was the most prevalent technique to email categorization until this
machine learning approach. Expert knowledge is used in knowledge engineering to
establish a set of manual criteria for categorizing emails into pre-defined
categories. Using machine learning for email classification saves time and money

in terms of doing away with expert personnel while maintaining accuracy [2].

K-shingle approach is one of the methods that been widely implemented to
convert large set of data by grouping this data into small groups. Min-hash is the
main approach in this work it employs many hash functions to generate
characteristic matrix from the documents after implementing k-shingle. Then, this

matrix will change to signature matrix to get the similarity of email [3].
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1.2 Problem Statement

Emails are used all over world. However, many emails are spam giving rise
to various problems when dealing with them. The most important of which is their
huge number arriving in inboxes. So, it is difficult to distinguish and detect spam
emails. Email has evolved into one of the most convenient and cost-effective
methods of communication. However, the ubiquity of email led in an increase of
spam emails in recent years. Emails are an efficient method of online
communication due to their resources conservation and communication time
reduction, making them a popular choice for private and technical communication
[4].

Spam includes malware in scripts or other executable files and those may
harm the user's computer. Some of the disadvantages of spam messages include:
lower productivity, mail box space reduction; extension of viruses, Trojans, and
resources containing potentially damaging information for certain users;
compromise mail servers’ stability, and consequently, leading users to spend time
sorting incoming mail and deleting unsolicited ones. In conclusion: spam is not
only a nuisance, but also threat to businesses due to the tremendous number spam

email received by users [5].

To address this problem, a spam categorization system will be developed that
can distinguish between spam and non-spam messages. In our suggested system
for spam identification, a number of methods will be employed, including Min-
hash techniques to find signature matrix and deep learning categorization.
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1.3 Research Objectives

The objective of the proposed work is to classify the emails received by
implementing Min-hash technology and deep learning techniques. Objectives can

be divided into the following:

1. To implement a hybrid method from min-hash and deep learning .

2. To find out a good performance information of accuracy.

1.4 Contribution of the research

This work comes to play an important rule to find emails classifications and

emails using:

1. Min-hash technique has been conducted for large dataset.

2. Using data mining classification is considered a new technique with Min-
hash for emails classification.

3. The important contribution in this thesis is to present a general model for
classify email for spam or ham and can be used as a personal system or a
system for organization.

1.5 Information Systems (IS)

Information systems (IS) are vulnerable to a variety of security attacks that can
result in severe financial losses and damage to system resources. Security risks
create many forms of harm, such as database integrity security breaches, physical
destruction of complete information systems facilities due to fire or water, and so
on. Every occurrence that can result in information confidentiality, integrity, and
availability breaches, or any other kind of information system resource harm, is

referred to as a security threat [6].

With the rapid advancement of technology, we are now able to acquire huge

volumes of various sorts of data. Network security is “the process of taking

3
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physical and software preventative measures to protect the underlying networking
infrastructure from unauthorized access, misuse, malfunction, modification,
destruction, or improper disclosure, resulting in a secure platform for computers,
users, and programs to perform their permitted critical functions within a secure
environment ™. Information security is inextricably linked to network security. It is

critical to protect data traveling through networks and computers [7].

The goal of information security is to secure an organization's information that

assets against illegal access, disclosure, interference, or destruction [8][9].

1.6 Email Classification

Email has evolved into one of the most convenient and cost-effective methods
of communication. However, the ubiquity of email has resulted in an increase of
spam emails in recent years. Emails are efficient method of online communication
since they conserve resources and reduce communication time, making them a

popular choice for private and technical communication.

Text classification of an email message is one example of supervised learning,
in which the goal is to create a “probabilistic model” of a function that classifies
emails into classes. A learning algorithm is given with a collection of already
categorized, or labelled, instances in supervised learning of text in email messages,
where a complete email dataset is one example of emails to be classified. This set
Is called the training set. The more representative the training data, the better the
performance as larger samples tend to be more reflective of the authentic
distribution of data as a whole [10].

Unsolicited bulk communications, or messages delivered to many recipients
who did not ask for them, are the basic definition of spam. Unsolicited commercial
e-mail is a popular alternative definition, based on the assumption that most
unwanted correspondence is commercial. Many mailbox providers regard it as mail

4
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that their consumers do not desire or about which they have expressed
dissatisfaction. Spam mail, also called unsolicited bulk e-mail or junk mail that is

sent to a group of recipients who have not requested it [11].

Spam includes some malware in scripts or other files that are executable and
may harm the user's system. E-mail is an email that meets the following three

criteria:
« Anonymity: the address and identity of the sender are hidden.
« Mass mailing: mail messages that are sent to a huge group of people.
« Unsolicited: email is not requested by recipients.

Spam makes up the vast majority of emails. Consequently, people have
difficulty in understanding ham emails . As a result, a large number of approaches

have been developed and made available to the public.

1.7 Data Mining (DM)

Data mining is the process of analyzing hidden data patterns from various
standpoints in order to categorize it into advantageous information. Information is
gathered and categorized into common areas, such as ‘“data warehouses” for
effective analysis, data mining algorithms to facilitate business decision-making,
and other information requirements. The ultimate goal is costs reduction and
revenue increase. Data mining is often referred to as knowledge discovery and data

discovery [12].

Many techniques used in data mining are listed below. To pick up and get

important data, the methods below are applied to non-essential data.

1. Anomaly Detection: is the mining of data that is erroneous or irrelevant.

Anomaly detection identifies information that is devoid of facts.
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2. Association Rule Mining (ARM): is a technique of distinguishing
relationships among the attributes included in datasets.

3. Clustering: is a method that collects comparative data in a single cluster
without the use of any predetermined show. It is a data collecting system
that has its own model and is enthralling.

4. Classification: is a technique that has a preset demonstration and
categorizes the data into specified groups. A prediction model is
classification.

5. Summarization: is a method of presenting information in a precise shape
for perception [13].

In this thesis, data mining classification methods are used to classify emails as

spam or non-spam (ham) using deep neural network and min-hash techniques.
1.8 Related works

Naive Bayes and SVM machine learning techniques are used in [5] by
Muhammad Ali Hassan and Nhamo Mtetwa. They use different feature extraction
methods together with two different supervised machine learning classifiers that
are evaluated using four performance metrics on two open-source spam email
datasets for spam filtering. They are highlighted the significance of correct

coupling of feature extraction and classifier.

Chih-Chin Lai and Ming-Chi Tsai use spam email categorization NB, TF-IDF,
K-NN, and SVM, in [14] by applying them to different parts in order to compare
their performance for spam email categorization. The main objective from of this is
to combine two methods (TF-IDF and NB) which achieve the most accurate
categorization. It found that integrating different learning algorithms achieved a

performance level of 90%.
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Seongwook Youn and Dennis McLeod in [15], use the ontology specially
designed to filter spam and unsolicited bulk email to expunge it out of the system.
They use Neural Network NN, SVM classifier, Naive Bayesian Classifier, and J48
classifier. The obtained results are in effect of datasets on performance in case of
1000 datasets. The accuracy are 95.80% using J48 classifier, 93.50% NN, 92.70%
SVM and 97.20% Naive Bayesian. The obtained results are in effect of feature size
on performance in case of 10 features. The accuracy is 94.84% using J48 classifier,
83.60% NN, 81.91% SVM and 92.42% Naive Bayesian.

Bo Yu and Zong-ben Xu proposed the use of Naive Bayesian (NB), Neural
Network (NN), Support Vector Machine (SVM) and relevance vector machine
(RVM) for spam classification in [16]. Different training set size and extracted
feature size are the parameters for the experiments. Experimental results showed
that (NB 93.1% ,NN 84.2% ,SVM96.1% ,RVM 96.5%), as a spam rejection tool,

NN classifier is unsuitable for use on its own.

Aman Kumar used ID3, J48, Simple CART and Alternating Decision Tree in [17]
to classify spam email dataset. Classification accuracy is used as the basis of
comparison between the four algorithms. ID3, CART and ADtree are
outperformed by J48 classifier in terms of classification accuracy where 1D3
0(89.11 %) J48 (92.7624%) Simple CART (92.632%) ADTree (90.915%).

Random Project method and Random Boost method are used in [18] by Dave
DeBarr and Harry Wechsler. The main objective is to compare performance of
small-number-of-examples-trained robust and efficient spam detection filters.
TREC and CEAS are used as challenging spam application domains. Results
showed that Random Boost method, in comparison to Logit Boost algorithm,

dramatically improves the performance of the spam filter.
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A comprehensive survey is presented in [19] by Charu C. Aggarwal and
Chengxiang Zhai. They shed light on a wide spectrum of text classification
algorithms, such as the Support Vector Machine, Decision Tree, and Rule-based
Classifiers. Recent studies show that, to dramatically improve the quality of the
underlying result, it is recommended to incorporate linkage information into the

classification process.

In [20], Shikhar Seth and Sagar Biswas use deep neural network to classify a
email into spam or not-spam (ham). The whole content, i.e., image and text, is
analyzed by processing it through independent classifiers using convolutional
neural networks. By forging the image and text classifiers, they suggested two
hybrid multi-modal architectures. Their experimental results outperformed current
state of the art methods and provided a new starting point for future research in the
field.

In [21], et al. used artificial neural network to predict whether an email is spam
or not. When the model is tested, the general result is 85.31%. This study

demonstrates the feasibility of artificial neural network for classification of emails.

M. Bassiouni, M. Ali, and E. A. El-Dahshan in [22] studied a 10-fold cross
validation to provide the accuracy by forest technique, in comparison to other
classifiers. They use RF, ANN, Logistic Regression, SVM, Random Tree, KNN,
Decision Table, Bayes Net, NB, and RBF. The accuracies are 95.4, 92.4, 92.4,
91.8, 91.5, 90.7, 90.3, 89.8, 89.8, and 82.6, respectively. The best performance is

Random Forest performed best with an accuracy of 95.45%.

To find out the classification accuracy, S. Sumathi and Ganesh Kumar
Pugalendhi in [23] introduced Random Forest integrated with Deep Neural
Network. A preordained probability of attributes is used by Random Forest

algorithm in constructing their decision trees. To rank important features, Gini

8
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measure is examined. The main objectives are: 1) to grade the features using RF
algorithm, and 2) to train data using Deep Neural Network Classifier.
Backpropagation algorithm in batch learning mode is used to train Deep Neural
Network Classifier model (DNNSs). This requires the entire training data to learn at
once. Dynamically fitting the detector process to the new data patterns is used until
it reaches spam coverage. Results showed that KNN and Support Vector Machine
(SVM) classification rate is less than that of DNN. The latter scored an accuracy of

88.59% taking into consideration the five top ranked features.

Table 1.1 : The Summarization of the Related Works.

NO. Ref Author name Method Evaluation

. ) . NB, TF-IDF, K-NN,
1 | [14] Chih-Chin Lai , -
Ming-Chi Tsai 2005 and SVM

NN 83.6%

Seongwook Youn, Naive SVM 81.91%

15 -
2 119 Dennis McLeod Bayesian,SVM,NN,J48 NB 92.42%

2007

J48 94.84%

NB 93.1%

NN 84.2%

3 [16] BoYu, Zong-ben NB ,NN,SVM ,RVM

Xu 2008 SVM96.1%

RVM 96.5%
7] Aman Kumar , 1D3, J48, Simple ID3 0(89.11 %)
4 Suruchi Sahni CART and ADTree J48 (92.7624%)
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5 [18]

6 [19]
7 [20]
8 [5]

9 [21]

10 | [22]

2011

Dave DeBarr , Harry
Wechsler 2012

Charu C. Aggarwal ,
ChengXiang Zhai
2013

Shikhar Seth
, Sagar Biswas 2017

Muhammad Ali

Hassan ,
Nhamo Mtetwa 2018

Ahmed Alghoul ,
Sara Al Ajrami,
Ghada Al Jarousha,
Ghayda Harb, Samy
S. Abu-Naser 2018

M.
Bassiounia,M.Alib,
and E. A. El-
Dahshan 2018

Random Boost

algorithm
Logit Boost algorithm

decision trees, rules,
Bayes methods, nearest

neighbor classifiers,

SVM classifiers, and

neural networks

Text CNN

SVM , Naive Bayes

ANN

RF, ANN, Logistic
Regression, SVM,
RandomTree, KNN,

Decision Table, Bayes

Net, NB, and RBF.

10

Simple CART
(92.632%)

ADTree (90.915%)

97.54%

93%,99%(SVM)

80%,98% (NB)

85.31%

RF(95.4),
ANN(92.4), Logistic
Regression(92.4),
SVM(91.8),
RandomTree(91.5)
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KNN(90.7),
Decision
Table(90.3), Bayes
Net(89.8) ,
NB(89.8), and
RBF(82.6)
S. Sumathil -

Ganesh Kumar
Pugalendhi 2020

11 [23] SVM,KNN,DNN DNN 88.59%

1.9 Thesis Structure

This thesis begins with general introduction to some concepts used
and the contents of the other four chapters are as follows:

Chapter Two “Theoretical Background “introduces an
introduction to method and technique. Additionally, proposing how
these technique work and its result. Furthermore, it explains the

evaluation method that has been used in this thesis.

Chapter Three “The Proposed System Methodology”
introduces the proposed system, explained every method used and
how its implement in project. It explains how gate k-shingles is

similar to emails with little time.

Chapter Four “Results and Discussion™ introduces the results of the
proposed system with evaluation methods in addition to the implementation

results.

11
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Chapter Five “Conclusions and Future Works” presents

conclusions and suggestions for future work.

12



Chapter Two

Theoretical
Background



Chapter Two Theoretical Background

2.1 Introduction

Nowadays, with the fast progress in the technology we are capable to collect
massive amounts of different types of data. Document similarity measure has
direct impact to document-based classification. The majority of email are
unstructured and also not well organized. Thus, users faced difficulties to find
spam email . Thus, to many techniques have been generated and present to the
world, what we have used to participate in this thesis have been proposed in this

chapter.

Data mining is a method utilized to extract insightful and interesting data from
databases. Data mining is very useful technique generated to help people focusing
on the most important information [24] . Therefore, it can be used for many
applications such as market analysis, customer reservation, cheat detection, science
investigation and so on. basically, data mining has so many efficient techniques
been: classification, clustering and association rule. in this thesis we typically

employ one of the most effective common technique which is classification [25].
2.2 Information Security (1S)

Three information security properties make up the information security model.
The desired goals are: confidentiality, integrity, and availability, or CIA, an
acronym used to help keep these principles in mind. The definition presents three

key objectives essential to computer security:

e Confidentiality guarantees that private or confidential information is not
made available or disclosed to unauthorized individual.

e Integrity guarantees that information and programs are changed only in a
specified and authorized manner.

13
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e Availability guarantees that systems work promptly and service is not
denied to authorized users [26] [27].

These three concepts form what is often referred to as the CIA triad as Figure
(2.1).

@

Keeping sensitive

information protected

Confidentiality

N r‘ |
" &
Availability Integrity

Keeping information

available and accessible Keeping information

intact and valid

Figure 2.1: CIA security criteria [28]

An access control refers to a set of security protocols used to prevent
unauthorized access to a computer or a network. The Access Control List ( ACL) is
used to specify when a person has specific access capabilities on a variety of
devices. If you cannot get onto the business network, then you do not have
authorization to use the high-speed color printer. Authentication confirms a user's
identity in which case an individual or user must present one of the following: (1) a
password, (2) a token or card (i.e., a badge), or (3) a biometric, like a fingerprint.
Authentication is related to access control, which is concerned with a subject's
(person or computer system process) capacity to interact with an item (like a file or
a hardware equipment). If you want to withdraw money from an ATM, you will

need your bank card, which is something you own and for which you will need to

14
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know the PIN. Multifactor authentication requires more than one kind of

authentication. Passwords are the most often used type of authentication [27] .
2.3 Spam Emails

Spam, also known as Unsolicited Commercial Email (UCE) or unsolicited bulk
email (UBE), is ubiquitous in email communication. Spam email, or unwanted
email messages that fill our inboxes, is a problem for Internet users, companies,
and politicians. According to some estimates, over 100 billion spam messages are
sent/received every day, accounting for up to 85% of worldwide daily email traffic.
Spam is a costly problem that, according to many experts, is only growing worse.
Spam is unlikely to go away very soon because of its economics and the challenges

in preventing it [29].

The increased usage of email has resulted in a massive amount of data being
generated and exchanged. While the ability to quickly exchange information
attracts individuals and businesses, it also draws those who send unwanted and
unsolicited communications via the internet. Spam is the term for this sort of

communication [30].

Generally, spam is commercial, fraud, or insulting communications intended to
take advantage of the recipients. Spam detection began with manual message
screening, then moved on to basic filtering rules that could recognize a message
with certain characteristics. For many countries, spam is a continuously growing
challenge on technical, economic, and security levels. As a result, addressing its
issues will need a comprehensive strategy. The topic of spam, in particular, has the

following problems to consider:

Spam is a costly issue for the Internet's infrastructure as well as it is consumers.

Spam consumes a lot of network resources, and it is especially bad for nations with
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limited Internet access and bandwidth. ISPs put forth a lot of work to control this
traffic, and end users must be cautious about accepting spam that contains malware
or is a hoax. Costs of receiving or unintentionally sending large amounts of spam
messages may be substantial for mobile data customers and those who subscribe to
metered services. There are also expenses involved with repairing systems that are
infected and/or attacked by spam-enabled malware, as well as costs related to

stolen user data [30].

Spam's economics, in general, is significantly skewed in favor of spammers.
Spam communications are inexpensive to send. In actuality, message receivers,
ISPs, infected users, and network operators bear the majority of the expenses. As
new apps and methods of data transmission on the Internet become available, the
nature of spam evolves. Spammers are improving their capacity to exploit such
platforms to offer increasingly intrusive and destructive methods of stealing
personal data, causing network damage, and infecting computers [30]. Spam
impacts a wide spectrum of Internet users, and no single company can completely
eliminate the problem of spam. To solve the challenge, a global, multi stakeholder
community must collaborate. Spam causes a lack of trust on part of the user and is
seen by some as a barrier against using Internet and e-commerce. In addition to the
direct harm to users and the strain on network resources. There is also the risk of a
user's reputation being tarnished if spammers steal their identity and use it to

transmit spam.

Communities that implement antispam measures may face reprisal (e.g.,
victims of Distributed Denial of Service (DDoS) attacks, or hacking). So, it is
critical that members of the global antispam community not only offer advice on
how to counter spam, but also provide technical and other support in the face of
retaliation [31].
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The use of standard machine learning approaches to construct a spam detection
model was the beginnings of automatic spam detection. Simple approaches like
blacklisting and content-based machine learning algorithms are commonly
employed for spam filtering in conventional spam detection. EXxisting spam
detection algorithms worked well on lengthier email messages, but in recent years,
spam detection in short and noisy platforms has posed additional challenges. Deep
Learning Technologies are the most recent advancement in the field of
categorization. They are well-known for their outstanding performance in Natural

Language Processing (NLP) [30].
2.4 Data Mining Techniques

Data mining is the process of obtaining meaningful information from huge sets
of data using statistical and artificial intelligence join methods. It is defined as a
computer procedure that involves examining data in order to discover patterns and
relevant information. The major goal of this technique is to find patterns that have
yet to be identified. So, after these patterns have been discovered, they may use
them to make choices about work appraisal. Data mining methods will be used to
forecast future trends in a variety of areas, including information technology,
health, sociology, and physics. Data mining, on the other hand, is also known as
knowledge discovery, knowledge mining from data, and knowledge extraction
[31].

The data mining technique goes through several stages, as shown in the
diagram (2.2). The following explanation includes a quick description of each of

the data mining steps:
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Figure 2.2: Data mining process in steps [32]

1. Extracting raw data and transforming it into data that has been pre-
processed.

2. Using a multidimensional data warehouse system to manage and store data.

3. Preparing data for data modeling and using one of the approaches to
perform data modeling as ( Artificial Neural Networks (ANNs) and
Decision Trees (DTs) , Classification , Clustering ,Rule induction etc.).

4. Finally, the information obtained from data modeling is turned into a model
that may be expressed in a graph or table [32].

Some individuals use the term "data mining" interchangeably with

"Knowledge Discovered in Databases” (KDD). Others, however, believe that data

mining is an important stage in the knowledge discovery process [33].

Basically, knowledge discovery is a process proposed in Figure (2.3) below

and it contains next steps:

A. data cleaning (to take off noise or irrelevant data),

B. data integration (whereas many sources of data may be joint),
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C. data selection (only relevant data are retrieved),

D. data transformation (whereas data have transformed or integrated into
suitable forms for mining),

E. data mining (a major process where smart methods are used to extract
data) .

F. pattern evaluation (to distinguish the good patterns),

G. knowledge presentation (knowledge representation and visualization

techniques are utilized to attend the entire knowledge to the user .

-----------------------------------------------------------------------------------------------------

Evaluatidn and
Presentation

v
' ! Data Mining
' v el
v Selection & transformation

Cleaning & Integration

.....................................................................

Figure 2.3: An overview of steps behind KDD process [34]

Furthermore, different algorithms and knowledge discovery techniques are

used such us Classification, Clustering, Association Rules etc. [34].
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e Classification

Classification is a common data mining approach that uses a set of pre-
classified examples to create a sample that may group records in big datasets. A
decision tree or neural network-based classification algorithm is used in this
method. In order to check the reliability of classification rules, test data is used in
classification. The classification job uses as input a set of data known as the
training set. Each of these records has a set of characteristics, one of which is the
record's class. This is an example of separating spam from helpful and crucial
email communications. Classification is a form of supervised learning. The
fundamental idea behind supervised learning algorithms that use named classes is
to learn particular classes and then use classification and prediction algorithms,
which are generally mathematical functions or statistical and probability models, to
forecast new classes. Unlabeled classes are assigned to designate classes by the
classifier [35].

The primary objective of classification is to find a suitable sample for the
class attributes based on the values of the other attributes. The sample will be used

to forecast the class attribute of the observed records in the future.

Take, for example, the following set of records that describe the condition of
university employees. Assume that each of these records contains the following
attributes: (i) the professor's name, (ii) his or her position (for example, associate
professor), (iii) the number of years she or he has worked at an institution, and (iv)
the class attribute, which shows whether or not the professor is eligible for tenure.

Consider the following records in the collection:
Anna, Assistant Prof, 3, no,

Harry, Assistant Prof, 7, yes,
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Scottb, Full Prof, 2, yes,

Typically, we can predict that the classification algorithm will identify a sample

based on the prior input :

“IF position=Full Prof OR years >3 THEN tenured=yes”. Thus, given

a new record Barbara, Full Prof, 4?

The sample result will predict a yes response for the missing class value [36].

2.5 Emails Similarity
One of the most efficient techniques for calculating document similarity is
the Jaccard similarity coefficient. It's a measure of how similar two sets A and B

are. The formal calculation is as follows (Eq.2.1) [37]:

__lanB|

= 2.1
|AUB|

J

In theory, the Jaccard is a similarity metric that runs from 0 to 1. Where 1
denotes that the two utilized items are comparable, while 0 denotes that they are
entirely unlike [38][39].

Figure (2.4) depicts the basic notion of Jaccard similarity and how it works,
with A denoting the first set and B denoting the second set, and A denoting the

Jaccard similarity of the two sets.

Based on the preceding equation (2.1), the Jaccard similarity can function
just good for small datasets, but if we want to assess the similarity of a big number
of emails, we need to use a more complex approach called Min-hash, which we

will discuss in detail in section 2.6.

When we wish to measure the similarity of two sets, we usually follow a set
of processes to get an accurate result. The next part provides a quick overview of

each stage and why it is necessary to execute it.
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Figure 2.4: Jaccard Similarity of two sets [39]

2.6 Min-Hash Technique

In section (2.5) we have mention that Jaccard similarity works great for
small datasets with tiny characteristic matrices, but that when the set of shingles of
all documents is big, measuring Jaccard similarity would be a significant burden,
which is why Min-hash exists. The Min-hash method generates a quick
approximation of Jaccard similarity. The fundamental idea behind this method is to
divide a huge number of shingles into little representations known as signatures,

which will be used to compare email similarities later [40].

It's worth noting that the higher the number of signatures, the similarity

finding between emails will be accurate [41] .

For email similarity estimations, Min-hash uses hash functions. The original

computation of the Min-hash method is as follows (Eq.2.2):
h(x) =ax+ bmodp (2.2)

In equation (2.2), the following phrase is used: The tokens (shingles) in the
original characteristic matrix are denoted by the letter (x) . a and b are two random

numbers that are less than or equal to the prime number (p). This hash function
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will produce distinct random a,b values, allowing us to construct random hash
functions to select different a and b values. The number p is a prime number

(slightly larger than the total number of shingles sets) .

Min-hash is based primary on two main concepts are Jaccard similarity and
K-shingle, of which are defined in section (2.6.1 K-shingle) and discussed in
further depth in chapter three. After a series of computations, the characteristic

matrix becomes the signature matrix, which may then be used for Min-hash.
2.6.1 K-Shingle Technique

To transform the input emails dataset into shingles, K-shingle was
used. One of the most active techniques to define the similarity of emails is
to create a csv text file terms. Shingles are used as a result. This would aid in
determining the degree of resemblance between emails, even if the phrases
were written in a different sequence. So, after shingling, each email will
provide a number of brief stages called tokens [38] . The most essential step
Is to choose a shingle size that will assist define the email's resemblance.
Thus, selecting a number that is too little will result in a similarity result in
all emails, but selecting a value that is too big will result in no similarity
result. For example, if k =1, the result will only be displayed if the words or
a character are utilized. If K=3 wants to use with short texts, but if k=8 and

above prefers to use with long and research.

Because utilizing shingles would enhance the process's complicity, it
has been recommended to treat it as a shingle itself, rather than using it
directly. Hashing reduces the size of the shingles and the necessary space in
general, but it is still too huge to utilize, so we produce fresh token hashes to
maintain the email's resemblance. A Min-hash method may be used to
accomplish this. The sample below demonstrates how shingles are produced
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depending on emails. For example, suppose we have two shingles for three
emails. E1= “It’s quite cloudy today”, E2= “It’s quite cloudy”, E3= “It’s
quite”, the dictionary will look like {“it’s quite”, “quite cloudy”, “cloudy
today”}.

After shingling the emails, the next step is to create a characteristic
matrix. It represents email sets for which the similarity may be determined
using one of the similarity metrics. The following characteristic matrix
depicts four sets of size N emails and size M shingles. The matrices will be
(M*N), where N is the number of columns and M denotes the number of
rows [42].

Table 2.1: Characteristic Matrix of sets

Shingles El E2 E3

it’s quite 1 1 1
quite cloudy 1 1 0
cloudy today 1 0 0

The produced Characteristic matrix, as shown in table (2.1), is made up
of shingle of tokens that are formed after shingling the emails. The number
"1" denotes the presence of tokens in the set, whereas "0" denotes their

absence.

For example choose (h1=0.5x+0.3 mod 7) and (h2=0.1x+0.2 mod
7),Table (2.2) shows Characteristic matrix generated from Characteristic
Matrix of set in Table 2.1
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Table 2.2: Characteristic Matrix

Shingles El E2 E3 E4 H1 H2
B 0 0 1 0 3 0
E 0 0 1 0 15 14
A 1 0 0 1 10 11
D 1 0 1 1 5 10
C 0 1 0 1 0 6

2.6.2 Signatures Matrix

Signatures matrices contain the information taken from the emails. The
signatures we are thinking of using to build the sets are made up of the results
of massive calculations, each of which is a Min-hash of the characteristic
matrix. Each Min-hash signature that we propose to produce is a change in the
characteristic matrix's rows and columns. To Min-hash a collection using its
characteristic matrix, we must first permute the values in the columns and
obtain the value of the first row in which the column has a value of 1. The hash
in an email is demonstrated in the following example. Let us suppose we have
two hashes (2) and the k-shingle values of emails as given in table (2.2). Using

(Eq.2.3), we can construct two hashes as shown below.
hr(r) = minm(r) (2.3)

Where m is randomly permutation and r the number of the first (in the

permuted order) row in which column r has value 1 [41].
Typically, the signature matrix will be as follows:
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Table 2.3 : The Signatures matrix

# El E2 E3 E4
H1 5 0 3 0
H2 10 6 0 6

2.7 Deep Learning Techniques

Deep learning (DL) is a machine learning (ML) and artificial intelligence

(Al) approach that mimics how individuals learn [43].

It has a hierarchical architecture in which each higher layer builds on the
preceding lower layer, giving it the name hierarchical learning for the first time
[44].

Deep learning is a crucial component of data science, which includes
statistics and predictive modeling. It is especially beneficial for data scientists who
must acquire, analyze, and comprehend large amounts of data; deep learning
makes this feasible. Processing and comprehending massive amounts of data; deep
learning speed up and simplifies this process. Deep learning has the advantage of
creating the feature set on its own, without the need for human interaction.

Unsupervised learning is not only quicker, but also more accurate in most cases.

Deep Learning algorithms rely on neural networks in the same way that the

human brain uses millions of neurons to compute information.
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Figure 2.5: Deep Neural network [45]
Let’s discuss layers’ type:
1. Input layer — The input layer has input features a dataset that is known to us.

2. Hidden Layer — Hidden layer, just like we need to train the brain through

hidden neurons.

3. Output layer — value that we want to classify [45].

2.7.1 Basic usages of deep learning
Deep learning is used to solve a diversity of issues in computer vision
applications, including object recognition, object detection, segmentation, text

classification, image classification, image caption, speech recognition,

generative models, manufacturing, biometrics recognition system, similarity

learning, gaming, and many more [46].
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2.7.2 Deep learning models
Supervised deep learning, unsupervised deep learning, and semi-
supervised deep learning are the three primary types of deep learning models,

each having its own network topologies and applications.

* Supervised Deep Learning

The model is trained using labeled data in Supervised Deep Learning
techniques. It is then adjusted using the learning method, and during testing, the
model should predict the correct answer without depending on any labels. The two
primary domains of supervised deep learning are classification and regression
issues. A convolution neural network is one of the most often used supervised
models (CNN) [47].

eUnsupervised Deep Learning

The model is trained on unlabeled data in unsupervised Deep Learning
methods, and the model tries to uncover patterns and features on its own.
Restricted Boltzmann Machine (RBM), Deep Belief Network (DBN) are examples

of unsupervised deep learning architectures.

eSemi-Supervised Deep Learning

Semi-Supervised Deep Learning is a level of learning that is halfway
between supervised and unsupervised. To support a huge quantity of unlabeled
data, a little amount of classified data is required. When extracting important data
characteristics is challenging and labeling samples take a long time, this technique
comes in handy. General advection is a popular method that employs this strategy.
General adversarial networks are a typical technique that uses this strategy
(GANSs)[48].
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Figure 2.6: Famous Model of Deep Learning
2.8 Deep Learning (DL) in Artificial Neural Networks (ANNS).

A typical Neural Network (NN) consists of several basic, linked processors,
referred to as neurons, each of which produces a sequence of real-valued
activations. Sensors detecting the environment activate input neurons, whereas

weighted connections from previously active neurons stimulate additional neurons.

By initiating activities, certain neurons may be able to impact the
surroundings. The goal of learning or credit assignment is to find the weights that
cause the NN to display desirable behavior, like driving a vehicle. Such behavior
may need extensive causal chains of computing stages, where each step alters
(often in a non-linear way) the cumulative activation of the network, depending on
the issue and how the neurons are linked. Deep Learning is concerned with

properly allocating credit across a wide range of stages.
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For decades, if not millennia, shallow NN-like models with a few such
phases have been around. Models with many nonlinear layers of neurons have been
around since the 1960s and 1970s. Backpropagation (BP) was developed in the
1960s and 1970s for teacher-based Supervised Learning (SL) in discrete,
differentiable networks of arbitrary depth, and it was first used to NNs in 1981.
However, by the late 1980s, BP-based training of deep NNs with many layers is
shown to be challenging in reality. By the early 1990s, it had become an explicit
study topic. With the aid of Unsupervised Learning, DL became more practical to
some level (UL). In the 1990s and 2000s, solely supervised DL also experienced
significant advancements. Deep NNs have finally gained widespread attention in
the new century, owing to their superior performance in several essential
applications over other machine learning approaches like as kernel machines.
Indeed, supervised deep NNs have won several official international pattern
recognition competitions since 2009, producing the first superhuman visual pattern
recognition performances in restricted domains. Deep NNs have also become
significant in the broader subject of Reinforcement Learning (RL), where no
supervising teacher is present. Feedforward (acyclic) and recurrent (cyclic) NNs
(RNNs) have both won competitions [49].

DNN stands for deep neural network, which is based on a feed-forward
neural network. The backpropagation method is used to teach deep learning using
stochastic gradient descent. There are several hidden layers in the deep learning
network. These layers are made up of tanh, max out activation, and rectifier
neurons. The global model is computed throughout the network using the
multithreading approach. The deep learning approach is used to abstract the data.

Deep learning is used to improve text analysis and classification accuracy [50].
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2.8.1 Deep Neural networks

Acrtificial neural networks (ANNSs) are statistical models that replicate
biological neural systems in the actual world with the objective of processing data
similarly to the human brain [43] [51][52].

Multiple nodes make up an ANN, and these nodes represent biological
neurons. The nodes are connected by connections, which respond to one another
and have weight. These nodes accept data as input, perform simple operations on
it, and then transfer the results of those operations to other neurons. By altering the
weights' values, the ANN may learn. Neuron characteristics, ANN topology, and

learning (training) techniques all influence the features and behaviors of ANNS.

A Perceptron neural network is the earliest type of artificial neural network,
and there are two types of Perceptrons: single layer Perceptrons and multilayer

Perceptrons, often known as shallow neural networks.[53].

Single-layer neural networks are used to learn patterns that can be separated
linearly, whereas multilayer neural networks are used to learn patterns that cannot

be separated linearly.
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Figure 2.7 : Kinds of Perceptron Neural network (a) Single layer, (b)
Multilayer [54][47]
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Figure (2.8) depicts the components of a single node neural network, which
comprise input vectors (X1,X2,.....,.Xm), weights vectors (W1,W2,...Wm), input

function (Net), activation function, and loss function (error function)[55].

Error

@—_. output

Net input Activation
function function

Perceptron rule.

Figure 2.8: Single node neural network [55]
The activation function f of a neuron's activity to create output may be defined as

follows:

y = f(Net) 2.4
Where Net is the neuron's cumulative input stimuli (input function) and it is a

nonlinear function (activation function) of the net, as defined by equation (2.5):
Net= x1 wl+ x2 w2+:--+ xmwm 2.5

A loss function is a tool that evaluates a neural network's performance on
specific data using the network's output. The loss function will provide a larger
value if the ANN output forecast is fully disturbed. A lower number will be
produced if the output projection is very excellent. The network weights will be
modified based on the loss function's output value. A basic problem may be solved
with a shallow neural network (maximum two layers). When a complicated

pattern, such as a visual pattern, needs to be identified, several hidden layers are
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necessary, and the network is referred to as a Deep Neural Network (DNN)

[43][48].

A Deep Neural Network (DNN) is a shallow neural network with more than

two hidden layers. Each neuron in each hidden layer performs a specific job, and

each neuron in each hidden layer identifies a shape that is more complicated than

the shape recognized by the neuron in the previous hidden layer. In this situation, a

Deep Neural Network is used, which is more potent than a shallow network at

overcoming pattern recognition [56]. Figure (2.9) shows how a DNN works.
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Figure 2.9 :Deep neural network (DNN) architecture [57]

2.8.2 Multi-Layer Neural Networks (Multilayer Perceptron MLP)

The MLP is a feed-forward artificial neural network-based classifier [58].

The sample does not need to be saved by MLP. A multi-layer neural network

which is a type of supervised learning network that uses a succession of layers,

each of which combines an affine operation and a non-linearity, to generate a

prediction or classification [59].
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It is made up of many layers of nodes, each of which is fully linked to the
next. The input layer's nodes represent the data that is being entered. All other
nodes use a linear combination of inputs with the node's weights and an activation
function to map inputs to outputs. Backpropagation is a popular MLP training
method. As indicated in equation, the activation function is computed (2.6& 2.7).

Tanh is a number that spans from 1 to -1, and y' is the i neuron's output .

x(y;) = tanh(y;) 2.6
y; = b¥+wkxyk-l 27

with parameters b* (a vector of offsets) and WX (a matrix of weights).

2.8.3 Backpropagation and Optimization Function

Back-Propagation (BP) algorithm, which relies on weights updating method,
Is a 36 common algorithm used to train a multiple-layer network on a given
pattern. By changing starting weights, the back-propagation method tries to
minimize the resultant loss error between the real and predicted output [49]. This is
accomplished by propagating the mistake back to the previous layer. A function
called Optimization Function is used to adjust the weights of a neural network.
During the training phase, optimization functions adjust the network's weights in
order to achieve the lowest loss function value, to make the model's output as
accurate as feasible. By updating the weights network according to the loss
function's output, the optimizer links the loss function with network parameters.
The gradient, i.e. the partial loss function derivative concerning weights, is
generally assessed using optimization algorithms, and the weights are changed in
the opposite direction of the measured gradient [49] . This cycle is repeated until
the model's function is reduced to a minimum. Figure (2.10) depicts the process of
determining the gradient as well as the loss function's connection to the network

weights.
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Figure 2.10: The operation of computing the gradient [60]

2.8.4 Regularization of deep learning

One of the most difficult problems in machine learning is creating an
algorithm that performs well not only on training data but also on new inputs.
Many machine learning techniques are specifically designed to decrease test error,
which may come at the price of greater training error. The term "regularization
refers to all of these techniques. Regularization is defined as "any adjustment we
make to a learning system with the goal of reducing generalization error but not
training error” .There are several methods for regularization. Some people apply
additional limitations to a machine learning model, such as parameter value limits
[61].

Overfitting is one of the most serious problems that network models
encounter, and it happens in both the instances of a complicated model and a bad
dataset. Because overfitting makes it difficult to generalize the model to new data,
the model's accuracy will be high during training and poor during testing. One of
the most significant techniques for avoiding the overfitting problem is to use
regularization layers. The 50 dropout layer is the most essential of the

regularization layers.
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During the training phase, the dropout layer picks random neurons and sets
their weights to zero, reducing the connection between neurons in the network.
This process occurs according to a probability value, generally not more than 50%.
from the number of neurons in the layer. During the training phase, the dropout
layer is a straightforward technique to effectively limit the model's susceptibility to

noise [54]. The dropout process is illustrated in Figure( 2.11).
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Figure 2.11: The dropout process.

To correctly simulate complex activities, a significant number of hidden units
are required. However, such a sophisticated adaptation on training data might
result in overfitting, which would prohibit good accuracy on testing data. Dropout
regularization can successfully solve the overfitting problem. Dropout
regularization randomly sets a specified proportion (typically half) of the
activations to zero during training in the fully connected layers of feed-forward
NN. As a result, concealed units that activate the same output aren't included. The
vanishing gradient problem has been documented in commonly used sigmoidal
units, which is typically accompanied by delayed optimization convergence to a
bad local minimum. The problem is solved by the Rectified linear (ReLU) unit,
which has a partial derivative of 1 when activated above 0. The ReLU function can
be defined as follows:
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where w; is the weight vector of the i'" hidden unit, and x is the input vector. The
ReLU function is therefore one-sided and does not enforce a sign symmetry or
anti-symmetry. The primary drawback of utilizing the ReLU, on the other hand, is
that it allows a NN to easily get sparse representation. It also results in a less costly
calculation since the exponential function in activations is not required, and

sparsity may be taken use of.

2.8.5 Activation Function

The activation functions are used to obtain the neural network's output.
Activation functions come in a variety of shapes and sizes, depending on the task
at hand. In general, there are two types of activation functions: linear and non-
linear activation functions. Only forward propagation neural networks employ the
linear activation function, and to solve simple problems that can be represented
linearly. Linear activation functions have a number of drawbacks, one of which is
that they cannot be utilized in back-propagation networks since the function's
derivative is constant. A non-linearity is a significant aspect that aims to get it in a
multilayer neural network to make it non-linear. The significance of a non-linear
activation function in a neural network may be attributed to the availability of data
that cannot be segregated in a linear fashion. As a result, when just a linear
activation function is utilized, a multi-layer or deep neural network does not
benefit from the extra layer. For some networks, the employment of a nonlinear
activation function is critical, this due to its ability to map the output of network
into limited range. Sigmoid, tanh, Soft-max, and ReLU are the most prominent

non-linear activation functions used in neural networks [49][53][62].
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a. Rectified Linear Units (ReLU)
The ReLU activation function is a nonlinear activation function that is

commonly employed in deep neural networks [49].

If given a negative value, this function returns zero, but if given a positive
value, it returns the same value. In another notion, ReLU compares the input value
against zero and chooses the highest value as the winner. Equation (2.9) clarifies

the ReLU activation function, which is displayed in Figure (2.12).

ReLU(x) = max(x) 2.9
Where X: is the neuron‘s input.

RelU activation function

Figure 2.12 :ReLU plotted function[49]
b. Soft-max Function [63] [64]
The Soft-max function is a nonlinear activation function that is frequently used in
the model's final layer to transform the network output into a probability
distribution. [63].

When used in classification issues, especially multi-class classification
problems, the Soft-max activation function is quite useful. Because the function's

output has a probability distribution of 0 to 1, Soft-max provides the probabilities
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of each category, with the target category having the greatest probability value.
The Soft-max activation function was clarified by Equation (2.10), which was
displayed in Figure (2.13).

mNa

Q.ANV«”M#|

=1 ezt

2.10

Where: ¢ is Soft-max , Z is input-vector , K is number of classes.
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Figure 2.13 : Soft-max plotted function
2.8.6 Loss Function

The difference between the real output and the predicted output is used to
calculate the error in early neural network models. Several formulae for calculating
error in neural networks have surfaced recently; these formulas are known as Loss
Functions [56]. Because different loss functions might result in different error
values for the same prediction, the kind of loss function has a significant influence
on the network's output. Loss functions can be divided into three categories:
Classification Loss Functions, Regression Loss Functions, and Embedding Loss
Functions are all examples of loss functions. With classification issues,
classification loss functions are used. When the output variables are continuous,
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the Regression Loss functions are used in regression problems. Embedding loss

functions are used in jobs that require measuring the similarity of two inputs.

= (Categorical Cross-Entropy

In multi-class classification tasks, this loss function is used. The target can only
belong to one of several potential categories in these situations, and the model
must choose which one. Because this function is utilized in networks that use the
Soft-max activation function, it is frequently used to determine the difference

between two probability distributions [65].

The following equation (2.11) illustrates the categorical cross-entropy.

Leross—entropy (V.Y ) = — 2. Vilog(¥i) 211
Where p7actual target vector, yZthe output predicted vector, i vector length.
= Mean Square Error Loss Function (MSE)
The square difference between the real and anticipated value is measured by
MSE, which is one of the most significant regression loss functions [66] . The

mean square error loss is shown by the equation (2.12).
1
MSE =~ 31 (y;: — po)? 2.12

Where p; actual target vector, p, the output predicted vector ,n vector

length.

» Euclidean Distance Loss
This is the loss function. Embedding loss is most commonly employed in
issues where two inputs must be compared, not in classification problems. It

calculates the distance between two locations or vectors.

The Euclidean Distance Loss is shown in the following equation (2.13) [67].

Euclideanloss = /Y1, (y; —p)? 213
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Where p;i is the predicted vector f(yi) is the actual input vector

n is the length of the vector.

2.8.7 Type of optimization algorithms

One of the most crucial tasks is deciding the algorithm to use to improve a
neural network. There are three types of optimization algorithms in machine
learning. The first is batch or deterministic gradient techniques, which handle all
training samples in a big batch at the same time. The second kind is stochastic or
online techniques, which only employ one sample at a time. Most algorithms
nowadays are a mix of the two. They only employ a portion of the training set at
each epoch during training. Minibatch techniques are the name for these
algorithms[56][54].

Two types of optimization methods can be distinguished: Algorithms with a
constant learning rate, such as SGD, and Adaptive Learning Algorithms. The
learning rate in the first group is set manually. In this sort of system, choosing the
learning rate is a challenging problem. When a lower learning rate is used, the
learning process is delayed, and the training time becomes excessive. When
selecting a reasonably high learning rate, the loss value may fluctuate around the
minimum amount, As a result, the convergence process is hampered. The
algorithms in the second category, on the other hand, do not require human setting
of the learning rate; instead, they use a heuristic method to change the learning rate
value. In contrast to the algorithms in the first group, the algorithms in the second
category have a variable learning rate during the training phase. As a result,
numerous algorithms that fall within the two categories emerged (Stochastic
Gradient Descent (SGD) and Adam) [54].
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e Adam
Adam is an adaptive learning rate optimization method that assesses individual

learning rates for a variety of variable [68].

Adam automatically adjusts the learning parameter, which he does by
estimating the first and second moments. But what is the current situation? The
expectation of a random variable at the power of n is called the moment .The

moment can illustrate in equation(2.14).
m, = E[X"] 2.14
Where: m is the_moment, and X is a random_variable.

The following equations used to estimates, first and second
moment Adam [69].

o m,

m,=_—_+ 2.15
[ —/)il

.V,

Vie= 1 _/)J‘j 2.16

Where m: and v; are the preceding first and second moments, respectively,
and they are both initialized to O in the first step. p1,2 are new parameters that
have been added to the algorithm. The default values for these variables are 0.9

and 0.999, respectively.

Following the calculation of the first and second moments, the network

weights are updated using the formulae below.( 2.17).

2.17

m,
W =W _\— N7
V

+€
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Where W is network weights, n is Step size, € = 108
2.9 Evaluation Metrics

When creating a machine learning model, evaluating performance and
efficiency is crucial. In order for the machine learning model to be trustworthy, an
assessment tool that is appropriate for the nature of the model's work must be
chosen. When evaluating machine learning models, several scales are frequently
employed to guarantee that the model is correctly evaluated. Machine learning
evaluation measures are split into three categories: those used to assess
classification tasks, those used to evaluate regression tasks, and those used to
evaluate clustering tasks [70] [71] [72].

e Evaluation Measures for Classification Tasks

For Classification tasks, a variety of assessment metrics are provided,

including Accuracy, Confusion Matrix, Recall, Precision, and F1 Score.

a) Accuracy measure
As indicated in equation, accuracy is defined as the ratio of the number of

correct predictions to the total number of input samples (2.18) [72].

number of correct prediction

2.18

accuracy =
y total number op prediction

b) Confusion Matrix (CM )
One of the most significant tools for describing the classification model's
performance is the classification model's performance matrix (CM). The confusion

matrix for a binary classification model is shown in Figure (2.14) [73].
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Actual Values

Positive (1)  Negative (0)
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Figure 2.14: The confusion matrix
Each prediction will belong to one of the four categories:

e True positive (TP): correct positive prediction

e False positive (FP): incorrect positive prediction

e True negative (TN): correct negative prediction

e False negative (FN): incorrect negative prediction
The correctness of the matrix may be determined by calculating the average of the
principal diagonal values using the equation (2.19).

TP+TN
2.19
TP+TN+FN+FP

acuraccy =

¢) Recall
One of the most essential measures in models with imbalanced datasets is the
recall. In the model, it calculates the genuine positive rate [72].
The following equation (2.20) may be used to determine this metric, which is

dependent on the confusion matrix.

Recall = —* 2.20
TP+FN

d) Precision
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Precision, also known as positive predictive value, is calculated by dividing the
total number of positive predictions by the number of actual positive forecasts [71].

The following equation (2.21) can be used to calculate precision metrics.

TP
TP+FP

221

precision =

e) Fl-score

The F1-score may be thought of as a combined mean of recall and accuracy.
The F1 attempts to strike a balance between recall and precision, and is used to
assess a test's accuracy, which is determined by how many examples it properly
classifies, as well as robustness, which is determined by the model's inability to
ignore a large number of cases. The [0, 1] ranges in the F1 Score, with the higher
value indicating better performance [73]. The F-score metric is represented by the

equation (2.22) below.

2+Precision*Recall
Flscore = 2.22

Precision+Recall
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Chapter Three The Proposed System Methodology

3.1 Introduction

This chapter describes the main stages of the practical side of the thesis and
the methodology used to construct the proposed system. The proposed method
involves several stages to be able to perform the task of classify email. The first
section proposes an introduction to the chapter and the followed steps to get k-
shingle technique, a hash of tokens, Min-hash technique done. The second
section presents the classify email. Finally, the chapter highlights and the

classify model.
3.2 Proposed Model

The suggested model's design is made up of many steps that work together
to provide a model for classifying emails. The flow chart in Figure (3.1) depicts
the system architecture as well as the general processes to categorize email. A
dataset is an email that has been obtained from the internet and is ready to be

utilized in this model.

To make the procedure easier in the next phases, the first stage marks

removing the punctuation and the white space.

The k-shingle and subsequently Min-hash are used in the second stage to
hash the dataset's contents after grouping it into tiny groups based on the
number of words, which is k-shingle. The hash values for the shingle will be
saved in a dictionary for further usage. This stage serves as a prelude to the
subsequent phases of the procedure, which use (k-shingle) to check the hash
value and compare it to the email. The Min-hash method is used in the third
step to generate a new matrix with new values, such as the number of hashes

and email address. The number of hashes provided to Min-hash represents the
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number of hashes we want to compare, whereas the number of emails

represents the number of emails we want to compare.
The fourth stage which includes split data for the training and testing sets.

The final stage is model extraction, where the neural network is trained to

extract the classification system.
3.3 Data Set

The dataset used in this study can be found on kaggle, a machine learning
database. There are 5725 "spam filter" instances in the dataset, with two
columns, one for class and the other for the email string. Figure (3.2) shows a

sample of the dataset.

text spam
2 Subject: naturally irresistible your corporate... 1
1 Subject: the stock trading gunslinger fanny 1i... 1
2 Subject: unbelievable new homes made easy im ... 5 §
3 Subject: 4 color printing special request add... 1
al Subject: do not have money , get software cds ... 1
5721 Subject: re: research and development charges to.. (%
5722 Subject: re: receipts from visit jim , thanks ... @
5723 Subject: re: enron case study update wow ! all ... ©
5724 Subject: re: interest david , please , call sh... @
5725 Subject: news : aurora 5 . 2 update aurora ve... 0

Figure 3.2: Dataset sample

47



Chapter Three The Proposed System Methodology

Figure 3.1: The proposed model of Min-hash deep learning
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3.4 Preprocess Stage

Data cleaning is an important part of data science. Working with skewed
data will result in a great number of issues. Breaking down sentences into
words and dealing with punctuation and case are all part of this procedure.
Unnecessary values, such as stop words, symbols, and punctuation marks, are

eliminated, and data type conversion are in this work.
3.5 K-shingle Approaches

The k-shingle is a sequence of k tokens (characters) shown in an email. If
the email is represented by a k-shingle. Hash shingles are occasionally helpful
for slicing short phrases and expressing mails using groupings of hash values.

As a result, the K-shingle functions in the following manner:

a. After Pre-process the email text by removing punctuation and
adjusting the white space.

b. Choose the K words to divide the email into tokens.

c. Generate the characteristic matrix (S). If three email E1, E2, and E3
are used. The email E1 consists of “the sky is blue and rainy” with
k=2. E2 consists of “the sky is blue” and E3 consists of “the sky”.

Table (3.1) shows the characteristic matrix (S) that includes the tokens of
shingles in column (1) and it is existing in email. The other two email E2 and

E3 are in the same process.

Table 3.1: Characteristic matrix of sets based k-shingle

Shingles El E2 E3

The sky 1 1 1
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Sky is 1 1 0
Is blue 1 1 0
Shingle m M M m

Algorithm (1): Shows the major steps of preprocess and k-shingle hashes for

email.

Algorithm (1): K-shingle Algorithm

Input Email E1, E2, E3.... En

Number of K (shingle)

Output Characteristic Matrix (M)

Begin

Preprocess the email text by

- removing the punctuation

- removing adjusting the white space

Set email to group based on k

Hashing set (shingling)

Find existing tokens in email

a » XN

Generate characteristic Matrix

End
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3.6 Min-hash Technology

Min-hash is a technique that uses "random hash functions" to
approximate the Jaccard Similarity between two distinct sets. The goal of Min-
hash is to exchange large amounts of data using smaller representations known
as signatures. The use of the Min-hash characteristic is critical since signatures
are required to compare two sets of data and assess their similarity. As show in

chapter 2.

3.6.1 Characteristic Matrices

The main goal of a search is to find relevant email matches. As a result,
the project established a system for classifying emails as spam or ham for users
security. Emails should be represented as groups before being matched for
classify. This technique is known as shingling, and it essentially builds emails
based on a set of N phrases to produce what it refers to as "Token". It is worth
noting that there is a pre-processing phase before shingling that removes all
spaces and extraneous punctuation marks, making the data clear enough to be
organized into sets. For a phrase, shingles would be a collection of words
produced from a sequence of words and then kept in a dictionary. For instance,
if we have two shingles for the following statement “It is quite sunny today” the
dictionary will look like {“it is quite”, “quite sunny”, “sunny today”}. The
above example demonstrates what we did on this project to improve the search

engine result.

After shingling email and converting it to sets, the method goes through a
hashing procedure to condense the data and minimize its size. This phase will

also identify the potential shingles email and convert it to K-shingles.
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The email has been hashed and divided into smaller subsets formed from
shingles. The creation of characteristic matrices is the next stage in the method
process. It refers to the components of sets combined as rows, whereas it refers
to each set or email as columns. When an element is part of the set, a cell
receives a 1 value; otherwise, it receives a 0. The following Table (3.2) shows

the way of representing shingles in the characteristic matrices.

Table 3.2: Example of Characteristic matrices

Shingles El E2 E3 E4 H1 H2 Hn
B 0 0 1 0 3 0 12
E 0 0 1 0 15 14 3
A 1 0 0 1 10 11 9
D 1 0 1 1 5 10 12
C 0 1 0 1 0 6 1

The Min-hash hashing function is used for more accurate results, and it is
another approach to express the characteristic matrix. The min-hash on an email
is calculated by picking a modification of rows for a column of the previously
described characteristic matrix. As it can be observed, each column's Min-hash
amount is equal to the first row number in the permuted order where the column
has value equal to 1. As a result, the signature matrix is made up of rows of
hashes and columns of emails. Each column relates to the email's Min-hash
signature. The signature matrix is significantly smaller than the characteristic

matrix. The signature matrix is shown in the following table (3.3).
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Table 3.3: The representation of Signature matrix

# El E2 E3 E4
H1 5 0 3 0
H2 10 6 0 6

3.6.2 Generating a Min-hash Signature
Let say we have 10 random hash functions (10 different combinations of a
and b).

a. Take the first hash function then applies it to all the shingle values in the
email.

b. Find the Minimum hash (Minimum hash is the name of hashing
algorithm) to use it as the first ingredient of the Min-hash signature.

c. Take the second hash and as before we should find the minimum hash
value to use it as the second ingredient of the Min-hash signature and so
on to the N values we have.

Algorithm (2) :Shows the main steps of Min-hash functions hashing on

email.

Algorithm (2): Min-hash hashing functions

Input - Characteristic Matrix M, Hash Functions hl, h2, h3,
.oy AN,

- Picking n randomly hashing functions h1, h2, h3, ...,
hn.
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- The signature Matrix S is constructed from
characteristic Matrix M, where each row (i) is a hash
function and each column (c) is a email. Then, set SIG
(i,c) as signature matrix element for the hash h

function and column c.

Output | Signature Matrix (S)

Begin

1. Convert the long bit vector into short signatures. To every

column c in email, the next steps are done:

e if c has O in both email rows r, do nothing.

e if row has 1, then, for each i=1,2, ...... , n set SIG(i,c)
to the smaller value of the current value of
SIG(i,c) and hi(r)

Then Pr[hm(cl) =hm(c2)] =sim (c1, c2)

END

3.7 Deep learning (DL)

Deep Learning is a type of machine learning that focuses on creating deep
hierarchical data models. It theorizes that a hierarchy of intermediate
representation is required to learn high-level data representations. Deep learning
has been made possible by recent breakthroughs in learning algorithms for deep
architectures, and deep learning systems have subsequently beaten or achieved

state of the art performance on a variety of machine learning tasks.
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A Neural Network is a parallel, distributed information processing
structure. It is made up of processing units (each of which can have its own
local memory and perform localized information processing operations) linked
by unidirectional signal channels known as connections. Each processing
element has a single output connection that branches out (or "fans out™) into as
many collateral connections as needed (each carrying the same signal - the
processing element output signal). The output signal from the processing unit
might be of any mathematical form. Each processing element's processing must
be entirely local, relying solely on the current values of input signals coming
via impinging connections and values stored in the processing element's local

memory.

Back Propagation Neural Networks have a hierarchical design with
completely linked layers or rows of processing units (with each unit itself
comprised of several individual processing elements). Back Propagation

belongs to the class of mapping Neural Network architectures.

Algorithm (3): Shows the Training Process of Back Propagation Algorithm.

Algorithm (3): Back Propagation Algorithm

Input: | f(x)) // features  vectors for four hash

groups(H1,H2,H3,H4) in TRD

Output: | Optimum weights

Begin

1 Initialize random weights and learning rate

2 The input unit receives h; as input and sends it to the
hidden unit

3

The net input of the hidden layer unit z; is calculated
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as

in + in * Vii

Net Output of the hidden layer is calculated as
Zj = f(Zinput)

the activation function is taken as binary or bipolar

sigmoidal.

The net input of the output layer is calculated as

Z; = f(Zinput)

The net output of the output layer: f{Yinput), the
activation function is taken as binary or bipolar

sigmoidal.

Calculation of error

Ae = (tx — yi) * derivative of output layer f(yinpyt)

where output unit yx(k=1 to m) receives the target

pattern corresponding to the input training pattern.

Find out the derivative of the function.

Error correction and Weight Updating.
Weight Updating:
Awj = a * Ae * z;, for k™ neuron

Awy, = a * Ae ,for bias
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The error is sent backward.
9 The output units are updated: (yx, k=1 to m) updates
the bias and weights:
wjk (new) = wi(old) + Awy,
Wok(new) = wg (old) + Awgy,
10 Check for the stopping condition that is given as the
number of epochs completed.
The steps 2 to 9 are repeated until the stopping
condition is obtained.
End

e Regularization of Deep Learning

Regularization is a collection of strategies and methods for addressing the
problem of over-fitting by lowering the generalization error while minimizing
the training error. Overfitting is frequently caused by selecting excessively
complicated models for the training data points. A simpler model, on the other
hand, results in under-fitting the data. As a result, selecting the correct level of
complexity in the model is crucial. Because the model's complexity cannot be
deduced directly from the given training data, finding the correct model
complexity for training is frequently impossible. This is when regularization

kicks in, causing the complicated model to over-fit.

Dropout is a form of regularization that is commonly employed in neural
networks. The remaining network is trained in the current iteration after

connections between successive layers that are randomly deleted depending on
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a dropout-ratio. Another set of random connections is discarded in the

following cycle, as demonstrated in Chapter 2.

3.8 The Components of DNN
DNN consists of five fully connected layers (Dense layers) according
to the following sizes in order (64,128,128,64,64,1), and 2 Dropout
layers with size (0.1,0.2). The “ReLLU” activation function is used in
the dense layers. The first layer is the input layer, which gets the
email feature f(xi), and the last layer is the output layer, which
forecasts if the feature email spam or ham Pi is present. The
remaining layers are the hidden layers responsible for detecting email
features in the network. The architectures of the proposed DNN is
shown in Figure (3.3), and the Table (3.4) shows the summary

representation of each layer in DNN.

4 NN TN
o ;';‘Mtxuf'{s\m&

F(xi)

i
""\f

Denes 1 Denes 2 Dropout 1 Denes 3 Dropout2 Denes 4 Denes 5 Denes 6

Figure 3.3: The architectures of proposed DNN for classify model
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Table 3.4 :The summary represention of proposed DNN

Layer Layer information | Output shape
64
Denesl Activation 320
ReLU
128
Denes2 Activation 8320
ReLU
Dropout 1 0.1 0]
128
Denes3 Activation 16512
ReLU
Dropout 2 0.2 0]
64
Denes4 Activation 8256
ReLU
64
Denes5 Activation 4160
ReLU
1
Denes6 Activation 65

sigmoid

59




Chapter Three The Proposed System Methodology

Training Model

Deep Neural Network (DNN) in the model is trained the goal of training the

network that is to find the spam email pattern for classify. To train network the

training data must be provided. So, this model uses training dataset (TRD

dataset) that sorted into four groups in the step of preparing data (Signature

matrix).

e The following steps explain the training mechanism of the

multilayer algorithm

« MLPs feed the data to the input layer of the network. Neuron layers

connect in a graph so that the signal passes in one direction.

« MLPs compute the input with the weights that exist between the input

layer and the hidden layers.

« MLPs use activation functions to determine which nodes to fire(active).

Activation functions include ReL U, sigmoid, and tanh functions.

« MLPs train the model to understand the correlation and learn the

dependencies between the independent and the target variables from a

training data set.

Algorithm (4): Shows the deep neural network model training.

Algorithm (4) : DNN Model-Training

Input: | f(x)) // features  vectors for four hash
groups(H1,H2,H3,H4) in TRD

Output: | Trained DNNs Model

Begin

1 Let n number of Email groups in dataset

2 Call algorithm 1 // K-shingle Algorithm and pre
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processing
3 Call algorithm 2// Min-hash hashing functions
4 Fori=1 ton do

Call algorithm 3 // Create DNN ( Create seven deep

neural networks)

S _Split data to TRD(70%) and TED (30%)

-TRD split real training 70% and validation 30%

6 Train the four DNN on email groups Hi
7 Save weights DNN
End

e Testing Model

Testing Phase of the model system is in the testing phase, the technical
research, emails which are unlabeled emails as opposed to the emails in the
training phase. The important properties of the testing phase of model system
are made such that the system performs quickly to save time, take less space in
memory, give better results with high accuracy. This testing phase can take only

one unlabeled email for testing and return it to the correct class.

The testing phase of the model system consists of only classifying step

because the obtained result are from the min-hash stage.

3.9 Evaluation Metrics
The last phase of this work is the four evaluation metrics that have been

used for experimental results, as demonstrated in Chapter 2.

1- Accuracy measure
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Classification when we use the term accuracy, we typically imply
accuracy. The number of correct predictions divided by the total number of
input samples is the ratio.

2- Recall

It is calculated by dividing the number of accurate positive findings by
the total number of relevant samples (all samples that should have been

identified as positive).

3- Precision
It is the number of correct positive outcomes divided by the classifier's

expected number of positive findings.

4- F1-score

The Harmonic mean of accuracy and recall is the F1 Score. F1 Score has
a range of [0, 1]. It informs you how exact and robust your classifier is (how
many occasions it properly classifies). High precision but low recall offers an
extremely accurate result, but it also misses a huge number of occurrences that
are difficult to classify. The higher the F1 Score, the better our model's

performance.
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Chapter Four Results and Discussion

4.1 Introduction

This chapter presents the experimental results and testing of each stage for
the proposed system. It includes also a description of the dataset used with the
proposed system, the hardware and software requirements in implementing the
proposed system. The results of all stages are arranged based on their
appearance in Chapter three.

4.2  System Requirement

The implementation of machine learning and deep learning algorithms require
high computing power. Therefore, it is possible to obtain higher results in the
case of implementation on higher specifications. The proposed system was
implemented using the following hardware and software requirements showed
in Table (4.1).

Table 4.1: Environment specifications for the proposed system.

e Operating system Windows 10

1. Central Processing Unit (CPU) Intel(R) Core(TM) i5-7200U CPU.

2. RAM 8 GB.

3. Hard Disk 512 GB
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The programming language Python version 3.8 was used, which is a high-
level open source language that is easy to learn and adopts the object-oriented
programming style. It is in constant updating, as the version is constantly
updated, which requires constantly updating and modifying the code for the

purpose of maintaining the results
4.3 Email Datasets

The dataset used in this study can be found in Kaggle web site, a machine
learning database, as it has explained in the previous chapter in Section 3.3.
Dataset is split into two subsets: training dataset (TRD) 70% and testing dataset
(TED) 30%.

The TRD is also split into real training set 70%, and validation set 30%.

The ratio of division 70 to 30 was adopted because most of the research
uses this ratio, and our experience is in different ratios, such as the ratio of 60 to
40, we obtained results in it for a small accuracy that did not exceed 88% at the
various divisions of k-shingle, as well as the ratio of 80 to 20, the accuracy ratio

did not exceed 70 % at different divisions of k-shingle .

4.4 Results of Data Preprocessing

The preprocessing stage that presented in section 3.4 is applied on email
dataset before data enter to k shingle and min hash function. All emails that
entered the proposed system must go through the pre-processing stage, whether
it is in the training phase or the testing phase. The output of this stage is
removing the punctuation, removing and adjusting the white space, as show in
Figure (4.1 and 4.2).
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Subject: naturally irresistible your corporate identity it is really hard to
recollect a company: the market is full of suggestions and the information
is overwhelming; but a good catchy logo, # stylish statlonery and
outstanding website will make the task much easier. we do not promise
that having ordered a logo your company will automaticaily become a
world leader: it 1s guide clear that without good products, effective
business organization and practicable aim it will be hotat nowadays
market; but we do promise that your marketing efforts will become much
more effective. here is the list of clear benefits: creativeness: hand - made,
original logos, specially done to reflect your distinctive company image.
convenience: logo and stationery are provided in all formats; easy - to -
use content management system lets you change your website content and

Figure 4.1: Dataset Before Preprocessing

'naturally’, 'irresistible’, 'your', 'corporate’, 'identity’, 'it', 'is', 'really’, 'hard’,
'to', 'recollect', 'a', 'company', 'the', 'market', 'is', 'full', 'of', 'suqgestions',
'and’, 'the', 'information', 'isoverwhelming', 'but', 'a', 'good', 'catchy', 'logo',
'stylish', 'statlonery', 'and', 'outstanding', 'website', 'will', 'make', 'the',
'task’, 'much’, 'easier’, 'we', 'do', 'not', 'promise’, 'that', 'having', 'ordered',
'a', 'logo’, 'your', 'company', 'will', 'automaticaily', 'become', 'a', 'world',
'teader’, 'it', 'isguite', 'clear', 'that', 'without', 'good', 'products', 'effective',
'business', 'organization', 'and', 'practicable’, 'aim', 'it', 'will', 'be', 'hotat’,
'nowadays', 'market', 'but', ‘we', 'do', 'promise’, 'that', 'your', 'marketing',
‘efforts', 'will', 'become’, 'much', 'more', 'effective', 'here', 'is', 'the’, list',
'of', 'clear', 'benefits', 'creativeness', 'hand', 'made', 'original', 'logos',
'specially’, 'done', 'to', 'reflect’, 'your', 'distinctive', 'company', 'image',
'convenience', 'logo’, 'and’, 'stationery', 'are’, 'provided', 'in', 'all', 'formats',
'easy’, 'to', 'use', 'content', 'management’, 'system’, 'lets’, ‘youl, 'change',
'vour', 'website', 'content’, 'and', 'even', 'its'", 'structure', 'promptness', 'you',

Figure 4.2: Dataset After Preprocessing
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4.4.1 K-Shingle Results

In this section of testing, K-shingle approach is implemented as it has
shown in chapter 3. Table (4.2) illustrates the result of implementing different
length of k and different numbers. The k-shingle value considered is k=3 ...,
k=10.

Table 4.2: The results of Elapsed time, K-Shingle and next prime for dataset

656780 656781
804340 36.6 804341
861087 37.8 861089
886636 40.1 886647
900729 40.7 900731
909729 41.5 909731
915912 42.9 915913
920037 42 920039
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It is noticed that the number of shingle is increased when the number of

emails increase too.

The following tables show examples of characteristic matrix of sets for each
shingle, Table (4.3) when k=3, Table (4.4) when k=4 and Table (4.5) when k=5.

The existing of the shingle in email is representing by “1”” and “0” if it does
not exist in that email. Row “class" = "0" refers to that ham email and “1" to

spam email.

Table 4.3: Example of Characteristic Matrix of Sets(K=3)

Shingles El | E2 | E3 |E4 | E5 | E6 | E7 | ... | E5726
naturally irresistibleyour | 1 |0/ 0|0 | 0|0 | 0].. 0
irresistible your corporate | 1 | 0 |0 |0 |0 |0 |0 |.. 0
Your corporate identity o/ojo|o0o|O0O|O]|O].. 0
task much easier 1101|000 1].. 0
logo your company o/,0|0|0|0]|O0]|1].. 1
to reflect your 1100|000 1].. 0
you will see Oo/1|/0|0|1]|]0]1].. 0
Class 1{1(0|1|1]|1/|0 0
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Table 4.4: Example of Characteristic Matrix of Sets (K=4)

Shingles El | E2 | E3 E4 | ES5 | E6 | E7 | .. | E5726
naturally irresistible your
1 0 0 0 00 0 0
corporate
irresistible your corporate
1 0 0 0 00 0 0
identity
Your corporate identity it ojoflo | 0|0|O0]|O0].. 0
task much easier we 110|210 0]1].. 0
logo your company will ojoflo 0|0 |0O0]|1].. 1
to reflect your distinctive 1/1]/0|0]0 0] 1].. 0
you will see logo o/1]/0 0|1|0]1].. 0
Class 11|01 |1 1|0 0

Table 4.5: Example of Characteristic Matrix of Sets (K=5)

Shingles El | E2 | E3 |E4 | E5 | E6 | E7 | ... | E5726

naturally irresistible your

corporate identity
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irresistible your corporate
0|00 0
identity it
Your corporate identity it is 0o|l0]|O0 0
task much easier we do 1101 0
logo your company will
0|00 1
automaticaily
to reflect your distinctive
1 0|0 0
company
you will see logo drafts 1100 0
Class 1101 0

The following tables show an example of generating hash for each shingle,

table (4.6) when k=3, table (4.7) when k=4 and table (4.8) when k=5 .

Table 4.6: Example of Characteristics Matrix for Emails based on K-

Shingles(k=3)

Hash values of shingles El E2 | E3 | E4 | E5 | E6 | E7 E5726
1011880877 1 ol 0| o0f|o0]oO 0 0
0186651570 1 0 0 0 0 0 0 0
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2556302256 0 0 0 0 0 0 0 0
0824185774 1 1 0 1 0 0 1 0
0785126324 0 0 0 0 0 0 1 1
1463686075 1 1 0 0 0 0 1 0
2508592058 0 0 0 0 0 0 0 1
3643544504 0 1|00 |1]|0]|1 0

class 1 110 1 1 1 0 0

Table 4.7: Example of Characteristics Matrix for Emails based on K-

Shingles(k=4)

Hash values of shingles El E2 | E3 | E4 | E5 | E6 | E7 E5726
0564272538 1 oo |o0o|o0}| 0|0 0
2774146459 1 0 0 0 0 0 0 0
2790661538 0 0 0 0 0 0 0 0
0817372587 1 1|01 |00 1 0
2943753722 0 0 0 0 0 0 1 1
1396317696 1 1 0 0 0 0 1 0
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3030523397

class

Table 4.8: Example of Characteristics Matrix for Emails based on K-

Shingles(k=5)

Hash values of shingles El E2 | E3 | E4 | E5 | E6 | E7 E5726
4125629820 1 oo |o0o|oO0}| 0|0 0
3792706933 1 0 0 0 0 0 0 0
2053905804 0 0 0 0 0 0 0 0
1621761431 1 1 0 1 0 0 1 0
4266794367 0 0 0 0 0 0 1 1
2858556807 1 1 0 0 0 0 1 0

934026617 0 1 0 0 1 0 1 0
class 1 1]0| 1|1 |1]0 0
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The next step is finding the Min-hash based on the proposed approach,

which is detailed in chapter 3.

4.4.2 K-shingle and Min-hash Results

As it has been proposed the characteristic matrix is fairly huge. Thus., it
needs to be dense before using it. Therefore, Min-hash technique is used to
generate signature matrix, as proposed in chapter 3. Tables (4.9, 4.10 and 4.11)
explain the result of implementing hash function-based Kk-shingle to
characteristic matrix. Each table refers to different k value as example we take
(k=3, k=4, k=5).

Table 4.9: Values of Characteristic Matrix with Min-hash (k=3)

Hash values of
E1l E2 | E3 | E4 | E5 | E6 | E7 | ... | E5726 H1 H2 H3 H4
k-shingles
1011880877 1 0 0 0 0 0 0 0 1615 4686 | 2471 | 4885
186651570 1 0 0 0 0 0 0 | .. 0 1894 715 | 3273 | 4130
2556302256 0 0 0 0 0 0 0 0 2480 2059 144 | 11619
824185774 1 1 0 1 0 0 1 0 2434 | 9013 1068 64
785126324 0 0 0 0 0 0 1 |.. 1 5497 | 13395 | 691 | 24984
1463686075 1 1 0 0 0 0 1 0 4343 4234 | 4489 | 3982
1412 4176 1031 5656
2508592058 0 0 0 0 0 0 0o | .. 1
3643544504 0 1 0 0 1 0 1 .. 0 4686 1180 146 48
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Class

Table 4.10: Values of Characteristic Matrix with Min-hash (k=4)

Hash values of
El E2 | E3 | E4 | E5 | E6 | E7 E5726 H1 H2 H3 H4
k-shingles
564272538 1 0 0 0 0 0 0 303 475 681 1287
2774146459 | 1 0 0 0 0 0] o0 0 147 890 | 973 | 563
2790661538 | © 0 0 0 0 0] o0 0 380 859 | 144 | 149
817372587 1 1 0|1 0 0|1 0 347 | 376 68 498
2943753722 | © 0 0 0 0 0|1 1 597 | 1265 | 6191 | 234
1396317696 | 1 1 0 0 0 0|1 0 498 694 | 789 | 282
0 0 0 0 0 0 0 1
3030523397 | © 1 0 0 1 0|1 0 393 228 60 734
Class 1 1 o1 1 |1]o0 0
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Table 4.11: Values of Characteristic Matrix with Min-hash (k=5)

Hash values of

El E2 | E3 | E4 | E5 | E6 | E7 E5726 H1 H2 H3 H4

k-shingles
4125629820 | 1 | 1 |0 | 1| 0 |0 |0 O |2854 | 30 |3031]3979
3792706933 | 1 0 0| O 0 0| o 0 2979 | 2129 | 5160 | 26771
2053905804 | © 0 0|0 0 0| o 0 15 486 | 77 18
1621761431 | 1 1 0| 1 0 0| 1 0 232 | 489 56 290
4266794367 | © 0 0| O 0 0| 1 1 301 362 | 310 | 1201
2858556807 | 1 1 0| O 0 0| 1 0 221 686 | 529 | 2854
934026617 0 1 0|0 1 0| 1 0 2437 | 1790 | 2339 | 208
Class 1 1 /0|11 |1]o0 0

Hence, from the characteristic matrix, a signature matrix is generated, and its

size is less that characteristic matrix. Matrix’s rows refer to the Min-hash

number while its columns refer to the of email as it explained in Tables (4.12

4.13 and 4.14). We take example k=3 , k=4 k=5 as straight for explaining .
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Table 4.12: Example of signature matrix of the email with hash functions

(h=4& k=3)
hashes | E1 E2 E3 E4 E5 E6 E7 |..| E5726
#1 3167 | 14225 | 1561 | 19421 | 7125 | 2265 | 2430 | ... 9950
#2 4214 | 2871 | 5590 | 1082 | 8825 | 391 | 1571 | .. | 16055
#3 2471 | 5135 | 527 | 17070 | 4596 | 194 | 16514 |..| 19144
#H4 1980 | 13730 | 892 64 48 | 2327 | 7277 | .. | 24581
class 1 1 0 1 1 1 0 0

Table 4.13: Example of signature matrix of the email with hash functions

(h=4& k=4)
hashes | E1 E2 E3 E4 E5 E6 E7 E5726
#1 | 2337|1443 1993|1210 1295|5634 |1130| .. 50
#2 | 1414 | 761 | 390 | 129 |6775| 391 | 752 155
#3 761 | 515 | 560 | 789 | 567 | 194 | 114 | .. 134
#4 990 | 313 | 119 | 124 | 48 | 2468 | 347 21
class 1 1 0 1 1 1 0 0
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Table 4.14: Example of signature matrix of the email with hash functions

(h=4& k=5)
hashes El E2 E3 E4 ES E6 E7 E5726
#1 995 | 2979 | 1827 | 1121 | 942 | 1872 | 119 .. | 3111
#2 818 | 2129 | 262 | 1628 | 704 | 1874 | 226 e 676
#3 901 | 5160 | 487 | 1432 | 229 | 2177 | 372 e. | 1213
#4 | 1494 | 26771 | 860 | 1242 | 220 | 351 | 432 e 45
class 1 1 0 1 1 1 0 e 0

Table 4.15 shows results of the elapsed time to found the signature matrix with

k Different value .

Table 4.15 : Elapsed Time of signature matrix of the email
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31.5

27

4.4.3 Deep Neural Network Results
In general, there are main parameters that control the training

process of this model: batch size and the number of epochs. The
following tables show the experimental results of the model for adjusting
the values of these parameters during the training and validation phase.

Table (4.16) shows the process of adjusting batch size by comparison
of the values of the loss function during training and validation when the
batch size changes with the number of epochs.
Table (4.16) :The Batch size configuration with epochs =150 (k=3)

Table (4.17) shows the process of adjusting batch size by comparison of the
values of the loss function during training and validation when the batch size

changes with the number of epochs , value of k =4.
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Table (4.17) :The Batch size configuration with epochs =150 (k=4)

Table (4.18) shows the process of adjusting batch size by comparison of the
values of the loss function during training and validation when the batch size

changes with the number of epochs ,value of k =5.

Table (4.18) :The Batch size configuration with epochs =150 (k=5)
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Table (4.19) shows the results of model in training loss and validation loss

when the number of epoch is different (k=3) .

Table 4.19: The experimental results of Model in training and validation sets
k=3.

Table (4.20) shows the results of model in training loss and validation loss

when the number of epoch is different (k=4) .

Table 4.20: The experimental results of Model in training and validation sets
k=4,
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1.2 1.7
0.6 0.7
0.5 0.6
0.49 0.46
0.43 0.45
0.32 0.33
0.31 0.32

Table (4.21) shows the results of model in training loss and validation loss

when the number of epoch is different (k=5) .

Table 4.21: The experimental results of Model in training and validation sets
k=5.
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120 0.3 0.33

150 0.21 0.29

4.5 Evaluate Results
The overall system performance is evaluated by evaluating the
performance of the verification model based on the testing dataset
TED. The metrics used to evaluate the verification model are CM,

Accuracy, Precision, Recall, and F1-Measure as shown in chapter (3).

Table 4.22: The Performance Metrics of proposed system (k=3)

Metrics Evaluate Results(%)
Accuracy 90.02
Precision 89.0

Recall 89.0
F1-Score 89.0

Table 4.23: The Performance Metrics of proposed system (k=4)

Metrics Evaluate Results(%)
Accuracy 89.1
Precision 87.0

Recall 87.0
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F1-Score 88.0

Table 4.24: The Performance Metrics of proposed system (k=5)

Metrics Evaluate Results(%)
Accuracy 98.5
Precision 97.0

Recall 95.0
F1-Score 98.0

After finding the results for the models (k=3,k=4,k=5) and comparison
among them, we find their accuracy to be (90,89,98.5) successively and we find

the good accuracy when k =5.

However, to compare and discuss the performance of the proposed work
with some of other existing works. In kaggle web site, some researchers present
solutions for classification spam email <and they find accuracy as shown in
table (4.25).

Table 4.25: Comparison between verification accuracy of the proposed
approach and other methods

Method Accuracy (%)

Min-hash +DNN 98.5
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Min-hash +Random Forest Classifier 86.0248
Nearest Neighbor Classifier 80.6848
Support Vector Classifier 82.4407
Adaboost Classifier 81.7384
Random Forest Classifier 85.0258
Gaussian Naive Bayes Classifier 46.2687
Decision Tree Classifier 77.5241

TFIDF + LSTM 76.0

The first two methods are the results of our search. The rest ones are the

results from the work of researchers on web site (kaggel) . We note from the

results in the table that the proposed method is superior to the other mentioned

methods in terms of the searching goodness.
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Chapter Five Conclusions and Future Works

5.1 Conclusions

In this project, we used techniques K-shingle technique, Min-hash

technique, deep neural network technique to classify emails. During the design

and implementation of the proposed methodology, several notes can be

concluded as an outcome of this study:

1-

Min-hash technique has increase the quality of the whole work where it
Is used to find signature matrix. The findings show that the signature
matrix is more sufficient for this mission, as it emphasizes tempo,
secrecy, and honesty. The success criterion for consistency received a
high ranking.

Throughout this work, a five-layer system of hidden layers was proposed.
Starting with 64 nodes in the first secret layer and 128 nodes in the
second, there were 128 nodes in the third layer, followed by 64 and 64
nodes in the fourth and fifth layers, respectively. 64 batches were set up
after the training set was trained. The Python environment was used to
carry out this work, and 70% to 30% of the data was taken for the
purpose of training and testing the results.

Several ratios were used to divide the dataset we used 60% from data set
to TRD and 40% from data set to TED, we obtained results in it for a
small accuracy that did not exceed 88% at the various divisions of k -
shingle. used 80% from data set to TRD and 20% from data set to TED,
the accuracy ratio did not exceed 70 % at different divisions k-shingle.
used 70% from data set to TRD and 30% from data set to TED, the
accuracy90%when k=3 ,89% when k=4 and 98.5% when k=5 .

Thus, we conclude that the good accuracy was obtained when k=5.
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4- The proposed model can be considered better than traditional methods in
terms of accuracy and speed because it combines the characteristics of

deep learning and data mining.

5.2 Future work

We summarize the future work in four points:

1. Implementing another algorithm such as frequency item set to generate
attribute rules and company with min-hash data mining.

2. Implement the proposed work in a parallel open programing model such
as map-reduce to reduce for time officiating.

3. Applying a clustering technique such as cure, chameleon and others

instead of classification technique to find the methods of similarity.
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