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I 

 

Abstract 

       With the rapid development of information technologies and data 

mining, several researchers have tended to solve a central issue related to 

data mining, which is the privacy preserving data mining. 

smart environments data mining that depends on sensors is considered one 

of the most important and recent types of data mining in recent times. 

Association rules mining (ARM) identify what is hidden from the 

correlations relationships among items and attributes of any environment. 

These information is considered sensitive, disclose this important knowledge 

to the public or adversaries is central problem. 

The technology of privacy-preserving data mining (PPDM) is an important 

and modern technology, especially for many applications. PPDM is a 

mixture of two important specialties: knowledge discovery and data security. 

PPDM studied extensively with the central, undistributed environments, 

especially with static data, where there is no time factor and even in the case 

of the presence of the time factor within the dataset, it is will neglect during 

the steps and results of mining. 

As for our proposed system, it is designed to deal with data streams from 

sensors in distributed smart environments, where the time factor is taken into 

account and included in the main steps of the mining Algorithm. 

The proposed system includes a data mining Algorithm that works on all 

sites at the same time. After obtaining the mining results (association rules 

accompanied by association times), two Algorithms are used to compress 

and encode the mining results in the different distributed sites (an Algorithm 

in each site). 

The experimental results showed that the mining Algorithm reduces the 

required time by 1/4 of the time required in the case of using the standard 

mining Algorithm (Apriori Algorithm), as well as reduces the required 

storage space. 
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In addition, and most importantly, a new term appeared in this dissertation 

that was not known previously, which is the association times that converts 

the results of data streams mining from the estimation results to the exact 

and specified at specific times. 

 

 

 

 

 

 

 

 

 

 

 

 

As for the final results in the site responsible for calculating the association 

rules for all sites, the association rules were obtained completely (100%) 

without losing any association rules or the appearance of fake association 

rules. 
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Chapter one 

General Introduction 
 

1.1 Introduction  

In any environment, data are extremely important part. The role of data mining 

comes as a result of the massive increase in the amount of data produced by all 

environments. several techniques like classification, clustering, association rule 

mining and regression are considered within Data mining tasks. All data mining 

tasks have the same main steps to extract the knowledge. 

Different association rule mining techniques is used to extract important correlation 

among important data items from large datasets. In order to make better strategic 

decisions for any environment it is important to share this information in distributed 

environments. This information contains some sensitive knowledge, like 

environments based on sensors in all disciplines. During the sharing of this 

information, sensitive information may leak out to unauthorized persons. This is a 

major problem, so it is necessary for the information to be extracted and hidden in 

modern methods to preserve the privacy of these environments and their data [1]. 

Many applications in real world produce big data. when adding timestamps to the 

big data called data streams such as sensor data streams. Data stream differ from 

normal static data that store in different storage structures like warehouses or 

databases. The most important feature of data in sensor streaming data is that it is 

dynamic, continuous and change through time. 

The privacy preserving data mining is one of the modern techniques that appeared 

recently as a result of the urgent need for it by data owners in sensitive environment.  

It performs the process of data mining in different data environments such as 

centralized and distributed data in some safe methods to preserve the privacy of 

environments and their data, especially when sharing information. Heuristic based, 
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Border based, exact based, Reconstruction based and cryptographic based 

approaches are Some of privacy preserving techniques [2].   

In a multi-party computation, cryptography based approaches is often used. Where 

in several geographical locations, the data is distributed. In many cases, data owners 

want to share their information with the intended parties without this sensitive 

information leaking to other unauthorized parties. Horizontal partition distributed 

data and vertical partition distributed data are the main categories of Cryptographic 

Based approaches in terms the distribution. Depending on the topology and 

connection costs standards, mining of association rules is more efficient in vertically 

distributed data [3]. 

1.2 Motivation 

These days, with the tremendous progress in technologies, especially information 

technologies, in many times Technology has become very useful, but dangerous at 

the same time. One of these useful and dangerous techniques is the data mining 

technique, because it will reveal what is hidden, non-obvious and also considered 

sensitive from the important knowledge within the data of any environment.  

Sharing this sensitive knowledge without taking into consideration the privacy issue 

will definitely leak this knowledge that is important and sensitive to the public or 

competitors. This thing is certain to not please the owners of this data or 

environment. Therefore, data must be managed in a professional manner when 

shared to preserves its privacy, especially sensitive knowledge. Therefore, 

technologies recently appeared known as privacy preserving data mining in order to 

conduct the mining process, taking into account preserving the privacy and 

confidentiality of the data belonging to the institutions. 

In order to assure data owners that data privacy is protected by sober techniques. 

several researchers motivate to develop modern Algorithms to satisfying need the 

privacy during data mining process and sharing the knowledge [4]. 
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1.3 Related Work 

In this section, we will present in briefly the related works of "privacy preserving 

association rules mining" of several researchers in recent years: -  

1- In 2015, Yousra Abdul Alsahib S. Aldeen, Mazleena Salleh and Mohammad 

Abdur Razzaque, “A comprehensive review on privacy preserving data 

mining”, This article provides overview on new perspective and systematic 

interpretation of a list published literatures via their meticulous organization 

in subcategories. The fundamental notions of the existing privacy preserving 

data mining methods, their merits, and shortcomings are presented. The 

current privacy preserving data mining techniques are classified based on 

distortion, association rule, hide association rule, taxonomy, clustering, 

associative classification, outsourced data mining, distributed, and k-

anonymity, where their noTable advantages and disadvantages are 

emphasized [5]. 

2- In 2016, Rana Saad Mohammed, Enas Mohammed Hussien, Jinan Redha 

Mutter, “A novel technique of Privacy Preserving Association Rule Mining” 

the proposed approach offers new method to maintain the privacy and 

confidentiality of association rules relying on using stochastic standard map 

to hide sensitive rules [6]. 

3- In 2016, Masooda Modak and Rizwana Shaikh “Privacy Preserving 

Distributed Association Rule Hiding Using Concept Hierarchy” offers 

approach of privacy preserving association rule mining over distributed 

environment to extracting global association rules. Through data distributed 

horizontally and vertically, sensitive association rules are securely extracted. 

In order to mask sensitive rules, the concept of hierarchy has been used [7]. 

https://ieeexplore.ieee.org/author/37085591300
https://ieeexplore.ieee.org/author/37086177840
https://ieeexplore.ieee.org/author/37086177185
https://ieeexplore.ieee.org/author/37086177185
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4- In 2017, Meenakshi Bansal, Dinesh Grover, Dhiraj Sharma, “Sensitivity 

Association Rule Mining using Weighted based Fuzzy logic”, The proposed 

method aims to extract all association rules that are considered sensitive by 

use WFPPM (Weighted Fuzzy Privacy Preserving Mining). Through 

calculating the weights of the rules, WFPPM completely extract the sensitive 

rules [1].  

5- In 2018, Naadiya Khuda Bux, Mingming Lu, Jianxin Wang, Saajid Hussain 

and Yazan Aljeroudi, " Efficient Association Rules Hiding Using Genetic 

Algorithms", The proposed Algorithm presents new approach of privacy 

preserving data mining. It introduced simple genetic encoding of sensitive 

association rules hiding to protect them. It tries reduce non-sensitive 

association rules through offers recursive computation [8]. 

6- In 2018, RICARDO MENDES AND JOAO P. VILELA, “Privacy-Preserving 

Data Mining: Methods, Metrics, and Applications” This paper surveys the 

most relevant PPDM techniques from the literature and the metrics used to 

evaluate such techniques and presents typical applications of PPDM methods 

in relevant fields. Furthermore, the current challenges and open issues in 

PPDM are discussed [9]. 

7- In 2019, Surendra H and Dr. Mohan H S, “Preserving Privacy of Sensitive 

Itemsets using Controlled Perturbation of Closed Itemsets” The proposed 

technique introduces an improved approach by distorting randomly to support 

of important itemset which is considered sensitive itemsets in the datasets, and 

the improved approach attempts not to affect relationships among other 

itemsets [10]. 

8- In 2019, Bharath K. Samanthula, Salha Albehairi and Boxiang Dong, " A 

Privacy-Preserving Framework for Collaborative Association Rule Mining in 

Cloud", The proposed technique presents a new approach of privacy 
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preserving association rule mining, which deals with outsourcing association 

rules mining problem in federated cloud environment with privacy-preserving 

manner. The proposed method maintains the security and privacy of sensitive 

information [11]. 

9- In 2020, Ma´rcio Alencar, Raimundo Barreto, Hora´cio Fernandes, Eduardo 

Souto and Richard Pazzi,” DARE: A decentralized association rules extraction 

scheme for embedded data sets in distributed IoT devices “, This article 

describes a method for mining implicit correlations among the actions of IoT 

devices through embedded associative analysis. Based on support, 

confidence, and lift metrics,the proposed method identifies the most relevant 

correlations between a pair of actions of different IoT devices and suggests 

the integration between them through hypertext transfer protocol requests 

[12]. 

10- In 2020, Venkatesh Kumar. M and Dr. C. Lakshmi, " AN EFFICIENT 

SECURE COMPUTATION FOR PRIVACY PRESERVING DATA MINING 

IN MULTI PARTY COMPUTATION (MPC) – A REVIEW", presents a 

detailed review of an efficient secure computation mechanism for boosting 

the privacy and security of data mining procedure in Multi-Party Computation 

(MPC) approach. It provides an overview of privacy preserving, data mining 

and multi-party computation. it highlights the usefulness and significance of 

secure computation techniques for privacy preserving in MPC [13]. 

11- In 2021, Nikunj Domadiya and Udai Pratap Rao, “Privacy Preserving 

Association Rule Mining on Distributed Healthcare Data: COVID-19 

and Breast Cancer Case Study”, This research introduced proposed privacy 

preserving distributed association rule mining scheme with insecure 

communication channels. They used the concept of an elliptic curve-based 
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paillier cryptosystem to achieve privacy, authenticity, and integrity and 

observed some security vulnerabilities in their privacy preserving association 

rule mining scheme when implemented with insecure communication 

channels. on complexities with better securities. A case study on the 

efectiveness of the proposed approach in combating COVID-19 coronavirus 

and Breast Cancer is also discussed [14]. 

1.4 Problem Statement and Challenges 

Certainly when designing our proposed system "Privacy Preserving Association 

Rules Based on Compression and coding Techniques " over sensor data streams of 

distributed environments, we will cope several challenges as follow: -  

1- Association Rules Mining in sensor data streams is definitely more difficult 

than association Rules Mining in static data, because due to dynamic 

properties of sensor data streams. 

2- Association Rules Mining in a distributed environment certainly adds some 

complexity to the proposed system. 

3- Sharing huge data over any network cause time consuming, loosening some 

data, network congestion, large storage space required. 

4- Sharing knowledge over network leads Privacy preserving of environment is 

compromised and sensitive information is leaked.  

1.5 Objectives 

1- The aim of this dissertation is to build a proposed distributed system for 

sensor data streams mining data in secure method. 

2- Our system also aims to share knowledge (Association Rules) among sites 

in a secure manner.  

3- Our system consists two phases, the phase one consists of several 

distributed sites, where in each site a proposed mining algorithm is used to 



 

7 

 

securely mine sensor data. As for the phase two, it consists of one site 

called the controller site, and it is responsible for extracting knowledge of 

the distributed system as a whole in a secure manner.  

4- In the phase one, the proposed sensors data stream mining algorithm is 

used that deals with time efficiently and includes it in the main steps of the 

algorithm. In addition to that, the proposed algorithm extracts the 

knowledge through only one scan on the sensor data in order to reduce the 

execution time and storage space, after that two algorithms are used to 

compress and encode the extracted knowledge and send it from each site 

to the controller site. 

5- In the phase two, this compressed knowledge is received from each site, 

decoding and decompression operations are performed on it, and then the 

special knowledge of the distributed system as a whole is extracted in a 

secure and accurate manner without any false negative [15].  

1.6 Problem Solution and Contributions 

Designing proposed system for privacy preserving association rules mining in 

distributed environments consists the following: -  

1- 1- In this work, we conduct mining process on sensor data streams by the 

proposed method through using one scan only on sensors data in order to 

reduce execution time & storage space, the result will be extracting important 

correlation with association times. 

2- After obtaining the resulting knowledge in each site, we can employ two new 

proposed techniques to compress and coding sensitive knowledge, before 

sending it. 
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3- In each site over distributed system, we use one of two proposed new 

approaches to protect the knowledge (association rules) from unauthorized 

persons. 

4- Sharing only small knowledge (very small and incomprehensible text for 

each site) over network instead of huge data this leads reduce time required, 

and reduce storage space required. In addition, to maintain the privacy and 

confidentiality of the extracted knowledge from unauthorized persons.  

5- Eliminate the false negative problem, because every association rule within 

the global association rule exists within association rules for one or more 

sites. 

1.7 Dissertation Organization 

The dissertation consists of five chapters including chapter one. They are as follows: 

1- Chapter Two “Theoretical Background '' this chapter presents concepts and 

fundamentals of Static data versus streaming data, Privacy preserving data mining 

over data streams, Privacy preserving data mining over Centralized and distributed 

data, Privacy preserving association rules mining, Association rules Algorithms, 

Association rules mining in smart environments, Privacy preserving association 

rules mining over distributed environments, base64 coding Algorithm, Huffman 

coding approach. 

2- Chapter Three “A Proposed system (EPPAR-Cc): Enhancement of Privacy 

Preserving Association Rules Based on Compression and coding Techniques. This 

chapter presents the details of the proposed system are explained, which consists of 

five main algorithms, Data Stream Time based Association Rules Mining (DST-B-

ARM) Algorithm, Sensitive Association Rules Protection based on Compressing 

and Coding (SARP-CC) Algorithm, Privacy Preserving Association Rules based on 

Compressing and Coding (PPAR-CC) Algorithm, Unification Association Rules (U-

AR) Algorithm, Global Association Rules Extraction (GAR-E) Algorithm. 



 

9 

 

3- Chapter Four “Discussion and Experiment Results” In this chapter some 

experimental work is implemented on the Proposed system (EPPAR-Cc), and is 

compared with results with similar related approaches. 

4- Chapter Five “Conclusions and Suggestions for Future Work”, This chapter 

explains the conclusions that were clarified after conducting practical experiments 

for the proposed system (EPPAR-Cc), Also the chapter gives the suggestions for 

future work. 
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Chapter two  

"Theoretical Background "   

2.1 introduction 

Day after day, the world depends more and more on data and information 

technology, especially in the twenty-first century. From the diverse areas of life 

generate very huge data transactions and in various social, commercial, financial, 

military, medical and other specialties to include data, in video, digital images, sound 

and sensors [16][17]. The increase in collecting, storing and analyzing data for 

institutions or individuals causes a challenge to protect privacy and the level of the 

challenge is according to the nature of the data [18]. Data analysis techniques such 

as knowledge discovery techniques analyze data collected from various sources to 

produce valuable knowledge. One of the most important knowledge discovery 

techniques is data mining which means mining information from huge records of 

datasets [19].  

In the current decade, data mining has become an urgent necessity, and even in the 

coming decades it is expected that it will be one of the areas of research that is 

important to develop for researchers [20]. In order to obtain useful information from 

a large dataset, data mining has become a necessity and is required [21]. The process 

of extracting useful and valuable knowledge from massive data is called data mining 

process. In order to discover valuable and important knowledge of a large collection 

of data, various data mining techniques can be used [22]. privacy preserving data 

mining includes two main parts, the first is the data mining process and the second 

is the preservation of the privacy of the mining results as explained in Figure (2-

1).Most of the time the knowledge extracted from the data mining process is 

sensitive, so the leakage of this sensitive extracted information to the public or 

competitors during the mining process is a big problem that must be solved.  
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Figure (2-1) privacy preserving data mining [4] 

Maintaining privacy for organizations and individuals has become a major and 

crucial issue . Therefore, the balance between the mining process and maintaining 

privacy is very important issue and must be managed professionally [23].  

Sharing the information extracted after the data mining process between the 

institutions for the mutual benefit is very important, but during the sharing and 

exchange of this important and sensitive information, some sensitive information 

may leak out to unauthorized people[24]. Therefore, it is the turn of privacy 

preserving data mining (PPDM) techniques to solve this problem and professionally 

manage this sharing of information so that it reaches only authorized persons. 

Perturbation, Secure Sum Computations and Cryptographic based techniques are 

considered within the main classification of Privacy Preserving Data Mining 

techniques as explained in Figure (2-2) [25]. 
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Figure (2-2) Main classification of Privacy Preserving Data Mining [26] 

 

2.2 Static data versus streaming data 

The difference between static data and data streams in terms an operational point of 

view explains that when the data is stored, then analyzed and processed.  

Before analysis and processing, static data is stored in a file or database. After the 

analysis and processing, the results are stored either in a file or records of database 

to be ready after that for further analysis and processing or it stores in the form of 

final results that can be used to assist in making decisions and others.  

The data is static, if each data observations are recorded and stored before the 

analysis and processing of data is performed. 

The analysis and processing of the streaming data takes place without any storage, 

ie, only events. Events are analyzed and processed through read-only, without 
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storage. The results of analysis and processing are stored in a file or records of 

database. Events are discarded after analysis and processing if data, meaning the data 

are missed forever in the case of data streams as in sensors data streams in smart 

environments [27]. 

There may be the same source for static and streaming data. It may be analyzed with 

the same analysis tools (data mining), but most of the time the Algorithms differ for 

analyzing and processing static data and streaming data, because the Algorithms for 

analyzing and processing static data deal with stored data and not only events as in 

Algorithms that analyze and process, streaming data. as storage is not necessary. As 

for the results after performing analysis and processing operations for the static and 

flowing data, they are stored in the same way in a file or records for a database as 

explained in Figure (2-3).  

Let a simple example of one social media out there is Twitter. Whereas, the logs are 

analyzed for incoming data from the Twitter application. Whereas, the data analyst 

wants to categorize tweets by the text content of the tweet for a certain period of 

time. It can analyze and process static and streaming data from the same source i.e. 

Twitter application [27]. 

As the data analyzer stores all the textual content of the tweets for certain period of 

time within a database. the data is analyzed and processed after the storage process. 

The results of the analysis and processing are reported and stored in a file or 

database. This is in the case of static data. 

Unlike static data, in streaming data where the textual content of each tweet is 

analyzed by reading only without storing. Where only the results from the analysis 

are reported and stored in a file or database After that, all data streams events are 

neglected. 
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Finally, and in summary, in the static data, the raw data and results after analysis and 

processing must be stored. If the data volume is relatively small and the storage 

space is sufficient, the use of static data is efficient.  

But in the case that the volume of data is big and the storage space is limited that it 

cannot store the volume of data, then the use of data streams is more efficient [27]. 
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Figure (2-3) static data versus streaming data [27]. 

 

2.3 Privacy preserving data mining over data streams 

Data mining is one of the most prominent knowledge discovery techniques, which 

finds reliable and useful knowledge from huge amount of datasets [28]. Recently, a 

new type of data has started to appear and spread, which is called data streams such 

as sensor data streams, which originally has its properties that distinguish it from 

static data. This new type of data includes the time factor, the data continue to flow 

and changes with time continuously. These are considered important characteristics 

of data streams [29].  

The classic data mining Algorithms that deal with static data are often invalid for 

handling streaming data.  
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This is because in most cases classical Algorithms needs to re-scan the database 

more than once, and this is not possible with the streaming data in addition to other 

features that add additional complications to dealing with this data, such as the time 

factor, the continuous change of data, and others. In addition, the techniques for 

preserving privacy data mining that have been extensively studied in the last period 

are also designed to deal with static data. As for the streaming data, it varies because 

it has dynamic properties. Therefore, the privacy preservation Algorithms for data 

mining are not suitable for dealing with streaming data that has dynamic properties. 

[30], [31].  

In data mining and streaming data mining, the problem of preserving the privacy of 

sensitive data is a critical issue. Always there should be a balance between utility of 

data and maintaining privacy [32]. Therefore, the problem of the privacy preserving 

for data streaming mining is a very big issue. Several parameters lead to the success 

of privacy-preserving Algorithms for streaming data mining, including performance, 

accuracy, level of complexity, utility of data and others. 

Many privacy preserving data mining techniques that deal with static data are not 

suitable for dealing with streaming data due to the dynamic properties of the 

streaming data. For example, Geometric data perturbation techniques that works 

well with static data but is not suitable for dealing with streaming data and others of 

technologies. 

In some cases, there are privacy preserving data mining techniques that can deal with 

static data and streaming data, for example privacy preserving data mining 

techniques based on cryptography, but these techniques have their drawbacks such 

as computational complexity, relatively long time, relatively large storage area, and 

others [33]. 
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Data streams have different sources and types, for example, sensor data streams in 

smart environments, video data streams system, stock market, as well as Internet 

traffic as explained in Figure (2-4). 

 

 

 

 

 

 

 

 Figure (2-4) Different sources and types of data streams 

 

2.4 Privacy preserving data mining over Centralized and distributed 

data 

Data, by its nature, are either stored, available in one location (centralized data), or 

distributed across multiple locations (distributed data).  In the case of centralized 

data, data mining and privacy preserving data mining may constitute a challenge in 

order to preserve the sensitive information contained within the dataset belonging to 

an organization. In the case of distributed data, data mining and privacy preserving 

data mining become more difficult and more complicated than privacy preserving 

data mining in centralized data, as explained in Figure (2-5)[34]. 

 

Video  survillence systems 

 

Stock markets 

 

Ternds 

 

Internet traffic 

        -------------------------  

          ------------------ 

   ----------- 

Data streams Generators 

  

Take some part of data stream 

 

preprocessing 

 

Learning interementaly 

 

Knowlage discovery 

 

 

Data stream mining approaches  

 

 

Knowlage 

 

  



 

17 

 

 

Figure (2-5) Centralized and distributed data mining [35] 

Extracting reliable and useful information from multiple huge data sources is data 

mining aim, it is what data holders need from data mining techniques. But after or 

during the data mining process, some sensitive information may be leaked 

intentionally or unintentionally, and this case is considered a major problem for data 

owners. Therefore, the concepts of privacy and preserving privacy in the field of 

data mining appeared to solve these problems and preserve the non-leakage of 

sensitive and important information except to authorized persons only and thus 

preserve the privacy any environment and their data, especially if the data and 

information are transferred among multiple parties, so the security and privacy of 

information becomes more complex. 

Data distortion based techniques, clustering based techniques, intersection based 

techniques, data distribution based techniques and cryptography based techniques 

are the most important techniques in a field of privacy preserving data mining [34]. 
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In various distributed system environments, the issue of security and privacy 

becomes more difficult and complex, and the leakage of sensitive information during 

and after the data mining process has very high probability. To overcome the 

problem of leakage of sensitive information and violation of the security and privacy 

of individuals and institutions. Several techniques have been proposed to preserve 

the privacy of distributed data mining, including randomization based privacy 

preserving techniques and cryptographic based privacy preserving techniques [36]. 

In order to exchange sensitive information reliably and securely among multiple 

parties in distributed data environments and others in terms of analyzing and 

processing data and ensuring its correctness as well as publishing, the privacy 

Preserving data mining has emerged as an absolute prerequisite. The data security 

threat is escalating dramatically in the Internet and causes a great problem to spread 

sensitive information between multiple parties in a manner that guarantees security 

and privacy. On the other hand, many researchers have worked and developed new 

technologies in order to give assurance to data owners that their sensitive 

information can be shared to authorized or intended persons only in a way that 

preserves the security and privacy of the shared data [37, 38]. 

In collaborative data mining, the study and analysis in order to propose new 

techniques to preserve the privacy of distributed data mining is a critical issue to 

improve the efficiency and effectiveness of the exchange of sensitive information 

for static and streaming data within distributed environments that ensure the security 

and privacy of the information shared [39]. 

2.5 Privacy preserving association rules mining 

The most important methods for discovering knowledge is data mining, through 

which patterns or important knowledge are extracted from huge amounts of data by 

means of many diverse data mining techniques. Information mining and security 

protection are considered important and worried fields, and there is an implicit link 
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between them, as data mining produces important and sensitive knowledge, and this 

important knowledge certainly needs protection in order to reach only the intended 

people only not to public [40]. 

The techniques through which the link between information security and information 

mining is legitimized are techniques for privacy preserving data mining (PPDM) that 

work to extract un-intuitive knowledge from the vast data taking into account 

preserving the security and privacy of sensitive information extracted in many 

applications. 

Many researchers have made unremitting efforts to develop methods privacy 

preserving data mining and preserve the security of extracted information [41]. The 

best system that can be used to extract hidden knowledge within huge data is a data 

mining system through which patterns and communications between objects are 

extracted and discovered in an efficient and effective manner [42]. Maintaining 

security and privacy has become an important issue in the field of mining and 

disclosure of information, especially after the great increase in sharing this sensitive 

and accurate information between organizations, governments and different 

gatherings. The most common and important method that has been extensively 

studied within the techniques of analyzing and mining data for a wide range of 

applications is association rules mining [41]. 

Association rule mining exposes important correlations and patterns among items 

and features in huge datasets [43]. One of the most efficient data mining techniques 

is Association rule mining, through which the frequent items and Associative rules 

are identified by analyzing market basket data for massive amounts of transactions. 

Association rule mining is essential for organizations to support strategic decision-

making for their success as explained in Figure (2-6). 
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Association rules mining basically means calculating the probability of appearing 

for the most frequent items according to the appearance of another item in the 

transactions database. 

 

 
Figure (2-6) important of association rules for decision making [44] 

 

Association rules mining will certainly reveal the important and sensitive patterns 

and connections hidden within the datasets, and this may lead to revealing the 

confidentiality and privacy of individuals and institutions. In order to solve the 

problems of security threats during and after the data mining process, it has been 

suggested and used Privacy Preserving Data Mining (PPDM) techniques. Likewise, 

in order to preserve the security and privacy of data in terms of not disclosing 

patterns and delicate important correlations among the items and features, which in 
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turn violates the privacy of individuals and organizations, it was suggested and used 

that were then improved and developed Privacy Preserving Association Rule Mining 

(PPARM) techniques [45]. 

privacy-preserving association rules mining is the process of protecting and hiding 

sensitive knowledge (association rules) using several privacy-preserving techniques 

as explained in Figure (2-7) [46].  

 

 

 

 

 

 

 

 

 

  

 

 

Figure (2-7) Types of privacy-preserving association rules techniques [47] 

Recently, privacy-preserving association rules mining Algorithms have been 

proposed to support data security and it privacy [48]. 

Research in the field of privacy-preserving association rules mining is considering 

an open problem as the recently proposed technologies which contain disadvantages 

and always they need improvement and development in order to reduce these 

disadvantages. 

2.5.1 Association rules mining  

Data mining are one of the most important knowledge discovery tools through which 

interesting and previously unknown patterns are detected from a very large amount 

privacy-preserving 

association rules mining  

Data 

Perburbation  

secure Multi-Party 

Computation  

Cryptography 

 

 
 

Addition 

 

 

 
 

Multiplication 

 
 

Secure 

Union  

 
 

Secure 

comparison 

 
 Secure Sum 

 
 

Secure 

sharing  

 
 

Oblivious 

transfer 

 
 

Homomorphic 

Encryption  

 
 



 

22 

 

of data. One of the most important data mining techniques, through which interesting 

and previously unknown patterns and correlations relationships hidden in a huge 

database are discovered is called Association rule mining [49].  

Association rule mining Algorithms mainly include two steps. the first step is mining 

of frequent itemsets and the second step is generating strong association rules. There 

are two main parameters of association rules mining are support threshold and 

confidence threshold as explained in Figure (2-8). 

Within real-world gigantic data and over a wide range of applications from all 

disciplines fast and efficient association rule mining techniques emerge as a valuable 

approach [50]. 

In smart business applications as well as in the intelligent manufacturing system, 

association rule mining techniques is widely used in order to make better smart 

decisions automatically [51]. 

In the past years, several efficient association rules mining Algorithms have been 

proposed to deal with binary or discrete-valued data as inputs [52]. 

In real world applications, there are many different types of data. 

 The classic association rules mining Algorithms deals with data that is in the form 

of transactional databases, meaning the representation of items or features based on 

whether or not the item or set of items appears in the transaction. association rules 

are measured in terms of the probability that a set of frequent items will appear 

relative to the probability of a frequent item appearing. 

On the other hand, in other type of applications where the data has a numerical value. 

In this case, classic association rules mining Algorithms are not suitable for handling 

this type of data. Therefore, association rule mining Algorithms have been 

developed to deal with numerical values, and so-called fuzzy association mining 

Algorithms. 
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On the other hand, classical association rules Algorithms deal with static data and 

have no dynamic properties. In the case of dynamic data that is constantly changing 

with time, another type of Algorithm called online association rule mining has been 

developed. 

The association rules Algorithms have evolved more and more to deal with most 

other types of data such as unstructured or unorganized data, as well as with text 

data such as text mining Algorithms for association rules [53]. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure (2-8) steps of association rules generation [50] 

2.5.2 Association rules Algorithms  

Data mining Algorithms are primarily designed to discover new knowledge hidden 

within a huge database by using iterative process. In massive databases, the data 

mining Algorithm may take a relatively long time during the implementation 

process. association rules mining Algorithms are considered the most important and 

most popular among data mining and knowledge discovery Algorithms. In massive 

databases, the association rules mining Algorithms suffer from some shortcomings. 
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However, several proposed approaches, including one that dealt with incremental 

data issues, mean this when large amounts of data are added to the database, 

especially after performing the mining process [54]. 

Association rule mining Algorithms are basically applied to discover the most 

important correlations relationships between things. There are many basic 

Algorithms for Association rules mining, the most important of which is Apriori 

Algorithm, FP-Growth Algorithm, EClaT Algorithm, ARAND operation Algorithm 

[55]. 

1- Apriori Algorithm 

Apriori Algorithm (Agrawal 1994) is the most popular Algorithm for extracting 

frequent itemsets, it is based on scan & repeated re-scan of transaction database.  

Steps of the Apriori Algorithm 

1. Computing the support for each individual item. 

2. Deciding on the support threshold. 

3. Selecting the frequent items. 

4. Finding the support of the frequent itemsets. 

5. Repeat for larger sets. 

6. Generate Association Rules and compute confidence. 

Where the search technique at the level of k-itemsets is used to extract the level of 

k+1itemsets and so on. For example, there is simple transaction database which 

contain different transaction as explained in Table (2-1). At first the transaction 

database is scanned to produce set of frequent 1-itemsets, each of them checked as 

in Table (2-2). Each of these must be at least equal to the minimum support 

threshold. After that, the 2-itemset are formed from the frequent 1-itemsets as in 

Table (2-3), Then the database is rescanned to obtain frequent 2-itemsets as in Table 

(2-5). In order to identify all k-itemsets, the entire transaction database must be 
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scanned until a level is reached at which it is not possible to obtain frequent itemsets 

where scanning stops [56].  

Table (2-1) simple transaction database 

 

 

 

 

 

 

 

 

 

 

 

Compute candidate support count with minimum support count, L1 

Scan transaction database for count of each candidate, C1 

Table (2-2) support of 1-itemsets 

 

 

 

 

 

 

 

Generate C2 candidates from L1, Scan database for count of each candidate                           

Table (2-3) 2 itemsets Table 

TID       List of item_IDs 

T100      I1, I2, I5 

T200      I2, I4 

T300      I2, I3 

T400      I1, I2, I4 

T500      I1, I3 

T600      I2, I3 

T700      I1, I3 

T800      I1, I2, I3, I5 

T900      I1, I2, I3 

Itemsets Sup-count 

11 6 

12 7 

13 6 

14 2 

15 2 

Itemsets 

11, 12 

11, 13 

11, 14 

11, 15 

12, 13 

12, 14 

12, 15 

13, 14 
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Table (2-4) support of 2-itemsets 

 

 

Compute candidate support count with minimum support count, L2 

 

Table (2-5) frequent of 2-itemsets 

Itemsets Sup-count 

11,12 4 

11,13 4 

11,15 2 

12,13 4 

12,14 2 

12,15 2 

 

Generate C3 candidates from L2, Scan database for count of each candidate 

 

Table (2-6) 3-itemsets Table 

 

 

 

 

Table (2-7) support of 3-itemsets 

 

 

 

13, 15 

14, 15 

Itemsets Sup-count 

11, 12 4 

11, 13 4 

11, 14 1 

11, 15 2 

12, 13 4 

12, 14 2 

12, 15 2 

13, 14 0 

13, 15 1 

14, 15 0 

Itemsets 

11,12,13 

11,12,15 

Itemsets Sup-count 

11,12,13 2 

11,12,15 2 
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Compute candidate support count with minimum support count, L3 

 

Table (2-8) frequent of 3-itemsets 

 

 

 

 

 

   Algorithm (2-1): Apriori Algorithm [57] 

   // Finds frequents itemset using an iterative level-wise approach based    

      on candidate generation. 

     Input:  
     Database D of transactions;  

     min-sup; 

     Output: frequent itemsets. 

     Begin 

       L1 = find frequent 1-itemsets(D); 

       For (k=2; Lk - 1 ≠Ø; k++)  

       { 

             Ck = apriori_gen(Lk-1, min_sup); 

             For each transaction t є D //scan D for counts 

             { 

                   Ct = subset(Ck,t); //get the subsets of t that are candidates 

                   For each candidate c є Ct 

                          c.count++; 

             } 

          Lk= {c є Ck|c.count >= min_sup} 

       } 

      return L =   ∪k Lk 

     End.             

 

2- FP-Growth Algorithm  

Frequent Pattern Growth Algorithm (FP-Growth) (Han et al. 2000) is one of the most 

important and popular Algorithms of frequent itemsets mining. Unlike Apriori 

Algorithm, FP-Growth Algorithm works to find frequent itemsets without 

generating candidate. This leads to a reduction substantially the cost of searching for 

Itemsets Sup-count 

11,12,13 2 

11,12,15 2 
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the frequent patterns. if the data set is very large, then Frequent Pattern Growth 

Algorithm is time consuming. 

Steps of FP Growth Algorithm 

1- Scan DB once, find frequent 1-itemset (single item pattern) 

2- Sort frequent items in frequency descending order, f-list. 

3- Scan DB again, construct FP-tree. 

4- Construct the conditional FP tree in the sequence of reverse order of F - List - 

generate frequent item set. 

FP-Growth constructs tree of frequent patterns to compress frequent items by using 

a divide-and-conquer technique, where the tree of frequent patterns is divided further 

to consist Conditional FP-Trees, after that each frequent item separately is mined. 

As explained in simple example of steps for extract frequent itemsets based on 

Frequent Pattern Growth Algorithm as in Table (2-9) [56].  

From transaction database of Table (2-1) 

Table (2-9) Conditional pattern base & Conditional FP-Tree 

 

 

 

 

 

 

 

Items  Conditional pattern base Conditional FP-Tree Frequent pattern 

15 {(12,11:1), (12,11,13:1) (12:2,11:2) (12,15:2), (11,15:2), (12,11,15:2) 

14 {(12,11:1), (12:1)} (12:2) (12,14:2) 

13 {(12,11:2), (12:2), (11:2)} (12:4,11:2), (11:2) (12,13:4),(11,13:4),(12,11,13:2) 

11 {(12:4)} (12:4) (12,11:4) 
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Algorithm (2-2): FP-Growth Algorithm [58] 

Input: A database DB, represented by FP-tree constructed according to 

Algorithm 1, and a minimum support threshold? 

Output: The complete set of frequent patterns. 

Method: call FP-growth (FP-tree, null). 

Procedure FP-growth (Tree, a)  

Begin 

{ 

1- if Tree contains a single prefix path then {// Mining single prefix-path 

FP-tree 

2- let P be the single prefix-path part of Tree; 

3- let Q be the multipath part with the top branching node replaced by a 

null root; 

4- for each combination (denoted as ß) of the nodes in the path P do 

5- generate pattern ß ∪ a with support = minimum support of nodes in ß; 

6- let freq pattern set(P) be the set of patterns so generated; 

} 

7- else let Q Be Tree; 

8- for each item ai in Q do {// Mining multipath FP-tree 

9- generate pattern ß = ai ∪ a with support = ai. support; 

10- construct ß’s conditional pattern-base and then ß’s conditional FP-tree 

Tree ß; 

11- if Tree ß ≠ Ø then 

12- call FP-growth (Tree ß , ß); 

13- let freq pattern set(Q) be the set of patterns so generated; 

} 

14- return (freq pattern set(P) ∪ freq pattern set(Q) ∪ (freq pattern set(P) × 

freq pattern set(Q))) 

} 

END 
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3- EClaT Algorithm  

Equivalence Class Transformation Algorithm (EClaT) (Zaki 2000), It is one of the 

well-known Algorithms that efficiently mine the frequent itemsets, depending on the 

use of the vertical data format, as all transactions that contain a specific element are 

collected in the same record [56].  

Steps of EClaT Algorithm 

1-  List the Transaction ID (TID) set of each product.  

2- Filter with minimum support.  

3- Compute the Transaction ID set of each product pair.  

4- Filter out the pairs that do not reach minimum support.  

5- Continue as long as you can make new pairs above support. 

In the beginning This Algorithm (EClaT) performs a single scanning process for the 

database through which the representation of the data is converted from the 

horizontal formula to the vertical formula. Where frequent 1-itemsets are produced 

during the first scan as in Table (2-10). Whereas frequent 2-itemsets are extracted 

by performing an intersection operation for frequent 1-itemsets as in Table (2-11). 

This means that frequent k+1itemsets are extracted from the intersection of frequent 

k-itemsets. This process is repeated until all levels of frequent itemsets are found as 

in Table (2-12). 

This Algorithm (EClaT Algorithm) distinguished from other Algorithms for finding 

frequent itemsets by performing only scan the database once to find frequent 1-

itemsets. As for finding the rest levels of frequent itemset it just performs 

intersection operation of the k-itemsets with one another [56]. 

From transaction database of Table (2-1) 
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Table (2-10) transaction database in vertical data format (1-itemset) 

 

Table (2-11) 2-itemsets in vertical data format 

Item sets Tid-set 

11,12 {T100, T400, T800, T900} 

11,13 {T500, T700, T800, T900} 

11,14 {T400} 

11,15 {T100, T800} 

12,13 {T300, T600, T800, T900} 

12,14 {T200, T400} 

12,15 {T100, T800} 

13,15 {T800} 

  

Table (2-12) 3-itemsets in vertical data format 

Item sets Tid-set 

11, 12, 13 {T800, T900} 

11, 12, 15 {T100, T800} 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Item sets Tid-set 

11 {T100, T400, T500, T700, T800, T900} 

12 {T100, T200, T300, T400, T600, T800, T900} 

13 {T300, T500, T600, T700, T800, T900} 

14 {T200, T400} 

15 

 

{T100, T800} 
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Algorithm (2-3): Eclat_growth-Algorithm [59] 

Input: (Database: D, Min_sup: MS)  

Output: All FIs L1. 

begin 

Define: VM : Vertical Matrix, PT: Two-dimensional Pattern Tree, FIs:                    

Frequent VM = CreateVMfromDatabase(Database: D) L2.  

PT= CreateNullPatternTree L3.  

for i = 1 to length(VM) do L4.  

      if length(VM[i].TID_sets) >= MS then L5.  

      AddItemsettoPatternTree(VM[i], PT, MS); L6.  

      end //  

end  

for i = 1 to length(VM) L7.  

FIs=GetAllFrequentItemsetsfromPatternTree(Two-dimensional Pattern Tree: 

PT)  

End 

 

4- ARAND operation Algorithm 

Association Rule with logical AND operation (ARAND) Algorithm (Emad Kadum 

Jabbar, 2005) [60]. 

This Algorithm works according to AND operation logic where it begins by 

encoding the transaction database in binary encoding where 1 is for the item that 

appears in the transaction and 0 for the item that does not appear in the transaction, 

as in the following Table (2-13) & Table (2-14): -  
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Table (2-13) Example of TDB 

 

           

 

 

 

 

 

 
 

 

 

Table (2-14) binary coding of TDB (1-itemsets) 
 

 

 

 

 

 

 

 

 

 

 

  

 

After that, each column in the Table (2-14) is checked. In the case that the number 

of 1s is less than the minimum support threshold, then this column is neglected and 

proceed to the next step. 

Where we consider Table (2-14), Table of 1-itemset, from this Table we construct 

Table of 2-itemset by using AND logic operation between columns of Table 1-

itemsets. 

For example, from column A which is (100110111) and column B which is 

(111101011) we will construct column AB in Table of 2-itemset by applying AND 

TID items 

T100 A,B,E 

T200 B,D 

T300 B,C 

T400 A,B,D 

T500 A,C 

T600 B,C 

T700 A,C 

T800 A,B,C,E 

T900 A,B,C 

TID A B C D E 

T100 1 1 0 0 1 

T200 0 1 0 1 0 

T300 0 1 1 0 0 

T400 1 1 0 1 0 

T500 1 0 1 0 0 

T600 0 1 1 0 0 

T700 1 0 1 0 0 

T800 1 1 1 0 1 

T900 1 1 1 0 0 
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logic operation on column A and column B. the result will be column AB which is 

(100100011) of Table 2-itemsets as in Table (2-15) [60]. 

After that, each column in the Table (2-15) is checked. In the case that the number 

of 1s is less than the minimum support threshold, then this column is neglected as in 

Table (2-15) and proceed to the next step [60]. 

Table (2-15) Table of 2-itemsets 

 

 
 

 

 

 

 

 

 

 

 

From Table 1-itemsets we construct Table of 3-itemset by using AND logic 

operation between columns of Table 1-itemsets. 

For example, from column A which is (100110111) and column B which is 

(111101011) and column C which is (001011111), we will construct column ABC 

in Table of 3-itemset by applying AND logic operation on column A, column B and 

column C. the result will be column ABC which is (00000011) of Table 3-itemsets 

as in Table (2-16). After that, each column in the Table (2-16) is checked. In the case 

that the number of 1s is less than the minimum support threshold, then this column 

is neglected as in Table (2-16) and proceed to the next step [60]. 

 

 

 

 

TID AB AC AD AE BC BD BE CD CE DE 

T100 1 0 0 1 0 0 1 0 0 0 

T200 0 0 0 0 0 1 0 0 0 0 

T300 0 0 0 0 1 0 0 0 0 0 

T400 1 0 1 0 0 1 0 0 0 0 

T500 0 1 0 0 0 0 0 0 0 0 

T600 0 0 0 0 1 0 0 0 0 0 

T700 0 1 0 0 0 0 0 0 0 0 

T800 1 1 0 1 1 0 1 0 1 0 

T900 1 1 0 0 1 0 0 0 0 0 
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Table (2-16) Table of 3-itemsets 

TID ABC ABD ABE 

T100 0 0 1 

T200 0 0 0 

T300 0 0 0 

T400 0 1 0 

T500 0 0 0 

T600 0 0 0 

T700 0 0 0 

T800 1 0 1 

T900 1 0 0 

 

Then each column in the Table of 2-itemsets is checked with the columns in the 

Table of 1-itemsets that are a subset of it. In the case of matching the columns, the 

correlation is extracted, as will be explained. 

For example, the column (AB) in the Table of 2-itemsets is checked with columns 

(A) & (B) in the Table of 1-itemsets. If the column (AB) matches any of columns 

(A) or (B) then the association rule is extracted, otherwise, it is neglected and then 

proceed to the next step. 

For example, the column (AE) in the Table of 2-itemsets is checked with columns 

(A) & (E) in the Table of 1-itemsets. the column (AE) of 2-itemsets matches column 

(E) of 1-itemsets expressed as follow: 

The column (AE) matches the column (E) then E → A is association rule, this means 

that whenever appears the item E in the transaction of database, the item A surely 

appears in the same transaction [60]. 
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Algorithm (2-4): ARAND Algorithm, finds association rule based on logical operation 

AND [60]. 

Input: Database of transaction (D) minimum support threshold (Th), number of 

column name (NC); 

Output: Association rules; 

Begin 

     Create 1-itemset-Table as Select * from D;{database transaction in binary   form} 

 For k=2 to NC  

 Begin  

     Create k-itemset Table from combination of 1-itemset-Table ;  

     For  i = 1  To  number of columns(k-itemset-Table) 

     Begin 

          For  j = 1 To number of columns ((k-1)-itemset-Table) 

          Begin 

                IF Itemi. k-itemset-Table = itemj. (k-1)-itemset-Table  

                AND [Sum(Itemi. k-itemset-columns) > = Th   

                AND Sum (itemj. (k-1)-itemset- columns)] > = Th   

                Then 

                     Extract Association Rule   itemi.      itemj. ; 

                End if     

          End; 

     End; 

     Drop Table (k-1)-itemset-Table; 

 End;  

End. 

 

 

2.5.3 Association rules mining in smart environments  

In the rapid development that has occurred in computer technologies and artificial 

intelligence, smart environments that depend on many sensors have started to appear 

widely, and that the mining of smart environment data is considered one of the most 
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important and modern types of data mining. Extracting patterns from internet of 

things data has emerged as important issue because of its applications in smart 

buildings automation [61]. 

One of the most important machine learning techniques is association rule mining, 

and association rule mining is the process of extracting important and non-trivial 

associative relationships between items or features in huge data within any 

environment. 

In recent years, many researchers have studied various association rule mining 

Algorithms that operate on traditional transaction datasets (market-basket 

transactions) where unique correlations are extracted between items.  

The researchers note that there has been a much increased interest in the association 

rules mining recently in smart environments that based sensor, in order to make 

important decisions in those environments that are about more comfort, energy 

reduction, and even this level of security. On the other hand, in other domains, such 

as the Internet of Things (IoT), where data is increasing daily, it needs scalable 

solutions in order to find smart solutions [62]. 

For example, in smart buildings, it is very important and useful to identify patterns 

or associative relationships of internet of things (IOT) devices. Where extracting 

these patterns and associative relationships is very useful for making strategic 

decisions and smart solutions from several aspects, including ease, comfort, security, 

reduce energy consumption and automating many devices to work together at the 

same time or vice versa [63]. 

Since the task is impossible to connect everything on earth with the Internet, here 

comes the role of the Internet of Things (IOT). It seems that Internet of things and 

sensor data in smart environments have a very big role on our lives in the future so 

that many things will become possible after we used to see them as impossible. With 

regard to the huge data that is generated from Internet of things networks and sensors 
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readings, surely this huge data contains useful, important and undetected hidden 

knowledge, so here comes the role of mining and analysis in big data in order to 

discover non-intuitive hidden knowledge to develop these smart systems and make 

them more intelligent [64]. 

2.5.4 Distributed association rules  

Association Rule Mining (ARM) is the most popular and well studies of data mining 

for extracting interesting correlations among things in huge datasets. the purpose of 

extracting association rules is to determine important and strong correlations among 

various variables in huge data. Association Rule Mining have different measures of 

interestingness to evaluate the importance of extracted rules. Most of the classical 

association rule mining Algorithms focus on the sequential or centralized systems 

i.e. without the required communication complications [65].  

Most of the existing association rules mining Algorithms work on a single computer, 

i.e. centralized mining, but recently the amounts of data in institutions for all 

disciplines have started to increase dramatically day after day. This is why it has 

become necessary and urgent to use several computers for the process of association 

rules mining, especially in organizations that have computers distributed in multiple 

geographic locations. For this urgent reason, Distributed Association Rule Mining 

(DARM) Algorithms have been designed to solve the problem of massive data 

growth and the existence of institutions with multiple geographic locations 

containing many computers in each location [65]. 

The purpose of distributed association rule mining Algorithms is to mine association 

rules on several computers located within multiple geographic locations as in Figure 

(2-8). Whereas, the mining process in a distributed environments require an external 

connection throughout the entire process. Whereas, the methods of data distribution 

greatly affect the efficiency of distributed association rule mining Algorithms. 
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There are two main classes of distributed database mining Algorithms. The first class 

(DARM) Algorithms sends the raw data from each site to the controller site to 

calculate the global association rules for all sites.  

The second class of (DARM) Algorithms, which is preferred, as the mining process 

takes place at each site, and only the association rules are sent from each site to the 

controller site to calculate the global association rules for all sites as explained in 

Figure (2-9). 

Count Distribution Algorithm (CDA), Fast Distributed Mining (FDM) Algorithm 

and Optimized Distributed Association Mining (ODAM) Algorithm are considered 

as main classification of the Classical Algorithms used in DARM [65].  

Distributed association rules mining Algorithms have been developed by many 

researchers in the recent period, but they still suffer from some disadvantages such 

as time, complexity, and the loss of some important association rules [66]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  
Figure (2-9) Distributed association rules [65] 
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2.6 Privacy preserving association rules mining over distributed 

environments 

In various applications, digital data and information have increased dramatically in 

recent times, and this huge increase in the amounts of data generated represents a 

challenge to the efficiency of data mining [67]. Where it collects of millions of 

transactions of data in many disciplines such as include shopping pattern, criminal 

file, medical histories and acknowledgement records among others.  

Distributed database, mean the data is distributed among several computers located 

in separate geographical locations and it have connection means among them, as 

explained in Figure (2-10) [68]. 

 

Figure (2-10) Simple distributed databases connect by communication network 

 

In a distributed datasets setting, several data mining tasks can be done professionally 

and successfully. Where in last years, distributed data mining field has therefore 

gained great importance [69]. 

Data mining across different sources of data is very useful in order to extract 

correlations, patterns, trends, and dependencies in the datasets. The most important 
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type of data mining to find valuable correlations among things is association rules 

mining [70]. 

In the distributed association rules mining field, where multiple parties cooperate in 

order to perform the mining process on the collected data, preserving the security 

and privacy of the data to be mined is an important and crucial issue. As the parties 

do not wish to disclose their data to other parties, especially sensitive data, to 

preserve the privacy of individuals and institutions [71]. Privacy-preserving 

distributed association rule mining (PPDARM) solves this issue by mining the 

association rules while preserving the privacy [72]. Vertical distributed association 

rules, horizontal distributed association rules and hybrid distributed association rules 

are considered the most important types of privacy preserving of distributed 

association rules mining as explained in Figure (2-11).  

 

Figure (2-11) privacy preserving distributed association rule mining [46] 

 

The majority of the privacy preserving distributed association rule mining 

techniques that exist suffer from many disadvantages, the most important of which 

are computational complexity, time, and weakness to ensure privacy for data owners 

[71].  
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Perturbation based, k- anonymity based and Cryptographic based techniques are 

considered the most important types of privacy preserving association rules mining 

techniques. As for privacy preserving association rules mining techniques in 

distributed environments, Cryptographic based techniques are considering the most 

appropriate solutions [73]. 

2.7 Base64 Algorithm 

The Base64 Algorithm is one of the Algorithms for Encoding and Decoding an 

object into ASCII format, which is meant for the base number 64 or one of the 

methods used to encode the binary data. Base64 Commonly used in various 

applications such as e-mail via MME, XML data, or for URL encoding purposes. 

The encoding principle is to select a collection of 64 printable characters, so data 

can be stored and transferred across media designed to handle text data, another use 

of Base64 encoding is to obfuscate or randomize data. Base64 encryption schemes 

are usually also used when a password is needed against binary data designed to 

handle text-shaped data, which is intended to preserve data during transmission to a 

server. The characters generated by this Base64 transformation consist of A.Z, a..z 

and 0..9, and attached to the last two characters symbolized + and/and one character 

equal to (=) used for adjustment and fitting Binary data or the term is applied to as 

filler fitting as in Table (2-17). The character of the symbol to be generated will 

depend on the running Algorithm process [74]. Base64 cryptography is widely used 

in the internet world as a medium data format to send data, this is because the result 

of Base64 form is plaintext, then this information will be much easier to send, 

compared to the format of information in the form of binary, for the index value of 

the base64 Algorithm can be seen in Table 1 below:     
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Table (2-17) Base64 Index Value 

Index  Value  Index  Value  Index Value  

0 A 23 X 46 u 

1 B 24 Y 47 v 

2 C 25 Z 48 w 

3 D 26 a 49 x 

4 E 27 b 50 y 

5 F 28 c 51 z 

6 G 29 d 52 0 

7 H 30 e 53 1 

8 I 31 f 54 2 

9 J 32 g 55 3 

10 K 33 h 56 4 

11 L 34 i 57 5 

12 M 35 j 58 6 

13 N 36 k 59 7 

14 O 37 l 60 8 

15 P 38 m 61 9 

16 Q 39 n 62 + 

17 R 40 o 63 - 

18 S 41 p   

19 T 42 q   

20 U 43 r   

21 V 44 s   

22 W 45 t   

 

2.8 Huffman coding 

Huffman coding is very popular in data compression area. Nowadays it is 

used in data compression for wireless and sensor networks [75,76], data 

mining [77,78]. It is also found efficient for data compression in low 

resource systems [79]. The use of Huffman code in word-based text 

compression is also very common. Huffman principle produces optimal 

code using a Binary tree where the most frequent codewords are smaller 
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in length. However, Huffmanm principle does not produce a balanced 

tree. For this reason, it requires more memory to store longer codeword, 

and thus it also requires more time to decode those codewords from the 

memory [70]. 
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Chapter three  

Enhancement of Privacy Preserving Association Rules 

Based on Compression and coding Techniques 

Proposed system (EPPAR-Cc) 
3.1 Introduction   

In the contemporary world, the amount and importance of data produced by any 

environment in various fields is increasing. In most cases, this data needs a huge 

storage space for the purpose of storing and processing it in order to benefit from it, 

as well as the processing time may be large Relative to the huge volume of data. 

Recently, data streams such as sensor data streams appeared as new systems that 

have its own advantages, through which it can process very large data without the 

need for a huge storage space and a long time for processing. 

Data mining is one of the most important tools through which huge data is processed 

to obtain very important knowledge and is considered in most cases sensitive. 

 Association rules mining is one of the most important data mining techniques, 

through which the important correlative relationships between the items or features 

within the data are revealed. These correlative relationships are sensitive knowledge, 

so the non-leakage of this sensitive knowledge to the public or the competitors is a 

critical issue for data owners. Especially mining of association rules in smart 

environments. 

In order to maintain the security and privacy of smart environments and in order to 

assist in making important decisions for these environments, it has become an urgent 

need to design a new distributed system for data mining. The proposed system 

obtains sensitive knowledge through the use of modern data mining techniques. it 

uses privacy preservation methods based on compressing and encoding to prevent 

the leakage of sensitive knowledge to unauthorized persons. The proposed system 
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relies on sensor data streams without need to store these data in order to drastically 

reduce storage space as well as processing time. 

3.2 Design and Implementation of (EPPAR-CC) 

The proposed system in terms of the structure consists of two phases. The first phase 

includes several distributed sites (site 1, site 2, …..., site n) executed in the same 

time. The second phase contains the controller site as in Figure (3-1). 

 

       Site 1    laptop          Site 2       laptop          Site n  laptop 

raspberry   raspberry   raspberry  
 

 

 

controller site 
Figure (3-1) The main structure of proposed system 

 

Phase one of the proposed system includes several Algorithms, The first Algorithm 

is data streams mining Algorithm that works in each site at the same time and after 

obtaining the results from mining process, two Algorithms are used to protect the 

mining results, where in each site one of the two Algorithms is used. 

The first Algorithm performs data mining on sensor data streams on each site by 

using a proposed Algorithm of association rules mining on the streaming data 

through one scan for each record without need to store the streaming data. The 
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proposed association rule mining Algorithm works in all sites in the same time to 

produce many records of association rules for each site (association rules of site 1, 

association rules of site 2, ......, association rules of site n) as explained in Figure (3-

2). 

The second Algorithm in the proposed system receives the result from the first 

Algorithm, which includes many records of the association rules and the reduction 

operation is performed on them and then the hiding process also is performed. As 

the hiding processes used differ from one site to another. Where two different 

Algorithms were designed and used to hide the knowledge extracted in different 

sides, in order to increase the security and privacy of the extracted knowledge and 

not disclose it except to authorized persons because it is considered sensitive 

information. The output from the hiding Algorithms will be only small text is 

incomprehensible that represents all the associative relationships of a specific site. 

Hiding operations of association rules are performed in the same time on all sites 

and the output is sent to the controller site as explained in Figure (3-2).  

The phase two of the proposed system is performed in the controller site, where the 

extracted knowledge from all the distributed sites is delivered, After that, the process 

of association rules unification for all sites is carried out to produce association rules 

for the whole distributed system, as each association rule within global association 

rules is originally present within association rules for one or more of distributed sites 

as explained in Figure (3-2) 
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           Figure (3-2) The main block diagram of proposed system 
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3.3 proposed system steps 

The proposed system includes two phases as follows: - 

1- Phase one: Association Rules Extraction in each site in safe way. 

A- Phase one / step one: Data streams mining (association rules mining) 

in each site. 

B- Phase one / step two: Compressing and Coding the knowledge 

(association rules). 

2- Phase two: Association Rules Extraction for all system in controller 

site. 

A- Phase two / step one: Retrieving the one record from the small text. 

B- Phase two / step two: Unification of association rules of all sites. 

C- Phase two / step three: Extract Global Association Rules of all 

system. 

3.3.1 Phase one: Association Rules Extraction in each site in safe way 

A- Data streams mining (association rules mining) in each site 

In phase one, the mining process of sensor data in each site is done in the same time 

through the use of the proposed association mining Algorithm called Data Stream 

Time Based Association Rules Mining (DST-B-ARM) that deals with time during 

the mining process and finding frequent itemsets and then uses the important 

association rules are extracted from frequent itemsets. All of this is done without the 

need to store the streaming data. 

(DST-B-ARM) Algorithm  

The main steps of  (DST-B-ARM) Algorithm consists as follow: 

a- find frequent itemsets 
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The idea behind this proposed Algorithm depends on finding frequent itemsets from 

sensor data streams by finding frequent 1-itemset of each sensor by one scan only 

and using the different structure (sensor A, sensor reading times, frequency) from 

each record over sensor data streams without need to store any record from streaming 

data, then find 2-itemset by using intersection between any two sensors such as 

sensors AB, (reading times of sensor A (intersection) ∩ reading times of sensor B), 

then to find k-itemsets by intersection process between k-1itemsets and 1-itemsets, 

such as sensors ABC, (reading times of sensors AB (intersection) ∩ reading times of 

sensor C), and so on to find all k-itemsets after pruning process for each iteration for 

all k-itemsets less than minimum support threshold as in Figure (3-3). 

b- finding strong association rules  

Extracting important association rules from frequent itemsets based on checking 

identical rows of frequent k-itemsets with k-1itemsets which is subset of it, then 

extracting association rules from identical rows. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure (3-3) Block diagram of (DST-B-ARM) Algorithm 

Finding frequent 1-itemsets by using one scan (A, 

sensor readings times of A) 

Sensor data streams 

From 1-itemsets, we find 2-itemsets by using intersection process of 

1-itemsets (reading times of sensor A ∩ reading times of sensor B) 

Extract identical rows from k-itemset with subsets of 

k-1itemsets 

Generate strong association rules with time 

of correlations.  

From k-itemsets, we find k+1itemsets by using intersection process of k-itemsets 

& 1-itemset (reading times of sensors AB ∩ reading times of sensor C) 
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After applying (DST-B-ARM) Algorithm to all sites in the same time, we get many 

records of association rules for each site. These records of association rules are 

entered as input to the next Algorithms. 

Algorithm (3-1): DST-B-ARM Algorithm 

Input: sensor data streams with time of sensor readings, support threshold. 

Output: Association rules with time periods of correlations. 

Begin  

     A- Extracting frequent itemsets 

1- Scan each record in sensor data streams once without store any record. 

2- From each record extract 1-itemsets based on frequency of times of sensor 

readings. 

3- If each 1-itemset  >= support threshold then 1-itemset is frequent.  

Else 1-itemset is unfrequent and deleted 

4- Extract 2-itemsets from frequent 1-itemsets by using intersection process  

5- If each 2-itemset  >= support threshold then 2-itemset is frequent.  

Else 2-itemset is unfrequent and deleted 

6- If k >= 2 

7- For k = 2 to no frequent itemsets of a certain size are found. 

8- Extract k+1itemsets by intersection process between k-itemsets 1-itemset 

complement. 

9- If each k+1itemset  >= support threshold then k+1itemset is frequent.  

10- Else k+1itemset is unfrequent and deleted 

11- K=k+1 

12- If no frequent itemsets of a certain size are found, then stop. 

B- Extracting association Rules 

13- Checking If k-itemsets = k-1itemset that is subset of it then  

k-itemsets & k-1itemset are identical. 

14- If identical letters in k-itemsets & k-1itemset then  

Put them in (association from) field 

Else Put them in (association to) field 

End. 
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B- Compressing and Coding knowledge 

in this part we can use more than one Algorithm to hide the extracting knowledge 

(association rules). These Algorithms implemented in the same time for all sites in 

distributed system. 

These Algorithms have the same main structure but they use different techniques in 

the details.  

Two different Algorithms are designed to protection extracted knowledge 

(association rules).  

The first Algorithm called Sensitive Association Rules Protection based on 

Compressing and Coding (SARP-CC).  

The second Algorithm called Privacy Preserving Association Rules based on 

Compression and Coding (PPAR-CC). 

(SARP-CC) Algorithm  

(SARP-CC) technique used to protect sensitive knowledge (association rules) by 

changing the representation of knowledge from its known form to another, where it 

is small incomprehensible text only, so that it can be sent over distributed system. 

In the beginning we perform switching the representation of association rules from 

their known form to another representation and placed in only one record, then 

reduction process is performed by several ways to small record and then finally this 

small record converted into incomprehensible small text to send it over the network 

to save privacy the data. The proposed technique (SARP-CC) includes many steps 

as the following: 

Step 1: convert the representation of association rules from their known form (A 

→B) to another representation and placed in only one record for each site as will 

explain later. 
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1- Putting each k-itemset with k+1itemset without any duplication in new Table 

and each itemset has value of two numbers. 

2- Computing frequency (relations) of each k-itemset, with k-1 itemset and 

putting the frequency on the left side of value, except 1-itemset, it contains 

only the right side. 

3- Computing frequency (relations) of each k-itemset with k+1-itemset and 

putting the frequency on the right side of value, except maximal k-itemset, it 

contains only the left side. 

4- Put these association rules in one record only which represents each itemset 

with number of relations (L&R number) where   L= represents number of 

relations to this itemsets with k-1-itemsets, R= represents number of relations 

to this itemsets with k+1-itemsets. 

5- If itemsets have relations only with k-1itemsets, without k+1itemsets then 

putting minus before the number of relation of left side without putting right 

side of value.  

6- If itemsets have relations only with k+1itemsets, without k-1itemsets then 

putting only the number of relation of right side without putting left side of 

value.  

Step 2: Reducing fields of one record resulting from step one farther (horizontally) 

by using many methods serially as the following: 

1. Based on prefix the subsets and their supersets (k-itemset with k+1-

itemsets).  

2. Based on suffix the subsets and their supersets (k-itemset with k+1-itemsets). 

3. without any consider the prefix or suffix (k-itemset with k+1-itemsets). 

Step 3: Locations change randomly while saving the original locations and size. 

Step 4: Converting the small record by using Base64 Algorithm into very small 

and incomprehensible text, but rather than equal (=) put micron symbol (µ) and 
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double equal (==) put Beta symbol (β). Then send the small text of knowledge into 

controller site.  

Algorithm (3-2): SARP-CC Algorithm 

   Input: Identical rows Table of association rules 

  Output: Unintelligible small text     

Begin 

1- Sorting all itemsets in identical rows based on k-itemsets & alphabetic 

2- Put sorting itemsets in one record without any duplication. 

3- If k-itemsets have relations with k+1itemsets & k-1itemsets then 

                 Each field = two code value (left side value & right side value) 

          Left side value = number of relations satisfy that itemsets K-1itemsets 

          Right side value = number of relations satisfy that itemsets K+1itemsets 

4- If k-itemsets have relations with k+1itemsets only then 

          Each field = one code value only 

       5- If k-itemsets have relations with k-1itemsets only then 

                 Each field = - (one code value only) 

        6- Merge fields k-itemsets & k+1itemsets based on suffix 

        7-  Merge fields k-itemsets & k+1itemsets based on prefix 

        8-  Merge fields k-itemsets & k+1itemsets 

        9- Save each field location and its size 

        10- Change field locations randomly 

        11- Coding all itemsets and its orginal locations in small text based on base64  

        12- replace each (=) by (µ) & (==) by (β) 

End. 
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(PPAR-CC) Algorithm 

(PPAR-CC) technique is propose approach to hiding association rules after 

performing mining process by changing the representation of knowledge from its 

known form to another, where it is small text only  

The proposed technique works after performing data mining process and obtaining 

the extracted knowledge (sensitive rules) and there is a need to send it to other sites 

in unsafe environments.  

The proposed technique starts by converting several records into only one record 

that represents all the important correlations. After that we perform reducing the 

number of fields within that one record. The result of the is converted into 

incomprehensible small text that represents all knowledge for huge datasets. 

The proposed technique consists four steps as the following: - 

Step1: - vertical reduction. 

Through converting association rules from Table contain several records to only one 

record as shown in applicable example. 

1. Sort each itemset of left side of association rules in ascending order and 

without any duplication for example (A, B, C, AB, AC, BC, ABC). 

2. Putting each sorted itemset of association rules in only one record without any 

duplication. 

3. Assign a real number (contains fractional number) to all candidate itemset of 

association rules, for example, 1-itemset (A=0.1, B=0.2, C=0.3, D=0. 4…. 

etc.) and 2-itemset (AB=1.1, AC=1.2, AD=1.3, …etc.) and 3-itemsets 

(ABC=2.1, ABD=2.2, …etc.) and so on. 

4.  Representation of relationships among itemsets through assigned values as 

in Table (3-1). 
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Table (3-1) example of one record of association rules 

 

 

Where 0.12 represent assigned value of relations of itemset A, (A) represents itemset 

of left side of relation, (0) represents k-itemset of left side of relation, (1) represents 

fractional number of assigned value of left side of relation, (2) represent fractional 

number of assigned value of right side of relation. 

5. If the itemset has more than one correlation relation, then we put comma and 

after the comma we adding fractional numbers of the other relations as in 

Figure (3-4).        

A 

0.12,14 

Figure (3-4) Representation of two associative rules of the same itemset 

Where (0) represents k-itemset of A, (12) represents fractional numbers of first 

relation. (14) represent fractional numbers of second relation. 

Step2: - Horizontal reduction 

Reducing fields of one record resulting from step one farther (horizontally) by using 

many methods serially as the following: 

1. Based on prefix the subsets and their supersets (k-itemset with k+1-itemsets).  

2. Based on suffix the subsets and their supersets (k-itemset with k+1-itemsets). 

3. Without any consider the prefix or suffix (k-itemset with k+1-itemsets). 

Finally, the result from one and two steps is small one record. 

Step 3: Locations change randomly while saving the original locations and size. 

Step4: - Converting the small record into very small and incomprehensible text by 

using semi-Huffman method. Then send the small text of knowledge into controller 

sit. 

A AB ABC 

0.12 1.13 2.14 
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1- Calculating the frequencies of all the items within itemsets of association 

rules. 

2- Sorting items in ascending order depending on their frequency 

3- Constructing the tree based on Huffman method. 

4- Extracting binary code number for each item based on Huffman tree. 

5- Converting binary code into decimal number. 

6- Assigning for each decimal number less than 26 corresponding capital letter 

(A=0, B=1, C=2……, Z=25). 

7- Analyzing each number greater than 25 in the following method 

X= Y+Y+...+Z 

X= Y* y + Z   

Where X represents the decimal number greater than 25, Y represents the number 

summed with itself one or more times to equal X, Z represents the remainder of the 

number, y represents the number of times Y that added with itself to be equal X. 

After applying the hiding Algorithms to the extracted knowledge in the same time, 

the result will be only incomprehensible small text per site. This small text represents 

all the important correlation relationships for this site. it will be ready to be sent to 

the controller site and is also sent in the same time from all sites. 

At the end of phase one, the result will be we have two types of incomprehensible 

small text, the first small text is output from the sites that used the (SARP-CC) 

Algorithm and the second small text is output from the sites that used the (PPAR-

CC) Algorithm. 
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Algorithm (3-3): PPAR-CC Algorithm 

   Input: Association rules Table 

  Output: Unintelligible small text     

Begin 

1- Sorting all itemsets of left side of Association rules based on k-itemsets & 

alphabetic 

2- Put sorting itemsets in one record without any duplication. 

3- Assign real number for all1-itemset of association rules 0.1,0.2,…. 

4- Assign real number for all k-itemset of association rules r.p,r.p,….   Where 

K>=2, r=k-1, p=1,2,…. 

5- Represents the relations based on the assigned values (r.ps) 

Where p = fractional number of k-itemsets or left side of rule &  

s= fractional number of 1-itemsets or right side of rule 

6- If k-itemsets have more than one relation, then 

Represents relation (r.ps,py)    

where y= fractional number of right side of second rule 

        7- Merge fields k-itemsets & k+1itemsets based on suffix 

        8-  Merge fields k-itemsets & k+1itemsets based on prefix 

        9-  Merge fields k-itemsets & k+1itemsets 

        10- Save each field location and its size 

        11- Change field locations randomly 

        11- Coding all itemsets and its orginal locations in small text based on semi 

huffman coding.  

End. 
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3.3.2 phase two: Extract Global Association Rules for all system 

The clear difference between phase one and phase two is that the phase two will take 

place in controller site only, while phase one implemented in the same time on other 

sites (site 1, site 2, …., site n). Where phase two begins the moment of receipt of 

incomprehensible small text from each site by the controller site. Where we have a 

number of knowledge extracted from several sites. In fact, this knowledge is 

extracted from two different Algorithms. 

The steps of phase two consist 

A- Retrieving the one record from the small text. 

by using two methods 

1- Retrieving one record from small text of (SARP-CC) Algorithm. 

2- Retrieving one record from small text of (PPAR-CC) Algorithm. 

3- Convert each one record extracted from (PPAR-CC) Algorithm into one 

record extracted from (PPAR-CC) Algorithm. 

B- Unification one records of all site into one record which represent global 

association rules of all system. 

C-  Global Association Rules Extraction of all system.  

- Retrieving the one record from the small text 

1. Retrieving one record from small text of (SARP-CC) Algorithm 

Retrieving one record from small text of (SARP-CC) Algorithm is performed 

by using the same method of base 64 method after replacing (µ) by (=) & (β) 

by (==). 

2- Retrieving one record from small text of (PPAR-CC) Algorithm: 

Retrieving one record from small text of (PPAR-CC) Algorithm is 

performed by using sets of keys of semi-Huffman method as we will explain 

in applicable example.  
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3- Convert one record extracted from (PPAR-CC) Algorithm into one 

record extracted from (PPAR-CC) Algorithm 

a- Scan each field in one record extracted from (PPAR-CC) Algorithm and re-

represent according to real number as follow 

a.bc,bd,b…. 

where (a) represent k-itemset of left side of rule  

for example  

(0) represent 1-itemset, (1) represent 2-itemset…... 

(b) represent the code number of itemset of the left side of rule. 

(c) represent the code number of itemset of the right side of rule. 

If there is more than one relation with (b) the left side of rule, then (d) 

represent the right side of rule for the another relation. 

b- Re-represent one record according into steps of (PPAR-CC) Algorithm as 

we will explain in applicable example. 

 At the end of this step we get the same type for one record extracted from (SARP-

CC) Algorithm. 

B- Unification one records of all sites 

In this step, the one record of association rules for each site is gathered in one record 

only that represents the knowledge (association rules) of all system sites. 

 Algorithm of Unification of association rules of all sites in controller site  
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C- Global Association Rules Extraction of all system 

In this step, global association rules are extracted from the one record that 

represents association rules for all sites. 

 

Algorithm (3-4): - U-AR Algorithm 

Input: one record of AR of site 1,  one record of AR of site 2…...  one 

record of AR of site n, 

Output: AR of all site in one record 

Begin  

     1- read one record of association rules 1 

     2- For i = 2 to n  

4- read one record of association rules 

5- for j = 1 to r 

6- if itemset found in one record of association rules 1 then  

add left value into left value of association rules 1 &   

add right value into right value of association rules 1 

7- else add it with it values into one record of association rules 1 

8-      End for j 

9- AR of all site in one record 

10- End for i 

End.  
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Algorithm (3-5): Global Association Rules Extraction (GARE) Algorithm 

Input: association rules of all sites in one record 

Output: Global Association Rules 

Begin  

1.Read one record of association rules of all sites 

 2.K=2   

  3.Read all k-itemsets 

  4.Read all k-1itemsets 

 5.Fetch first field of k-itemset and looking for k-1itemset which is subset of it. 

  If k-itemset have two number of value & k-1itemset have one number of value, then 

          If left number of value of k-itemset = the value of k-1itemset, then  

          left number of value of k-itemset & the value of k-1itemset = 0 

          If left number of value of k-itemset > the value of k-1itemset, then  

          left number of value of k-itemset = the difference. 

          If left number of value of k-itemset < the value of k-1itemset, then  

          the value of k-1itemset = the difference. 

   End if. 

  If k-itemset have two number of value & k-1itemset have two number of value, then 

          If left number of value of k-itemset = right number of value of k-1itemset, then       

          left number of value of k-itemset & right number of value of k-1itemset = 0 

          If left number of value of k-itemset > right number of value of k-1itemset, then 

          left number of value of k-itemset = the difference. 

        If left number of value of k-itemset < the value of k-1itemset, then  

          right number of value of k-1itemset = the difference. 

   End if. 

   If k-itemset have minus value in & k-1itemset have one number of value, then 

       If value of k-itemset = value of k-1itemset, then  

       value of k-itemset = value of k-1itemset = 0 

       If value of k-itemset < value of k-1itemset, then  

       value of k-1itemset = the difference. 

        If value of k-itemset > value of k-1itemset, then  

       value of k-itemset = the difference. 

    End if. 

    If k-itemset have minus value & k-1itemset have two number of value, then 
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       If value of k-itemset =  right  side of value of k-1itemset, then  

       value of k-itemset =  right side of value of k-1itemset = 0 

       If value of k-itemset <  right side of value of k-1itemset, then  

        right  side of value of k-1itemset = the difference. 

        If value of k-itemset >  right side of value of k-1itemset, then  

       value of k-itemset = the difference. 

   End if 

6. Repeat step 5 for all k-itemset 

7. Create new record with remaining values. 

8. K= K+1 

9. Repeat 3,4,5,6,7 steps for each k-itemset 

End. 
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Chapter four 

Discussion and Experiment Results 

4.1 Introduction 

          This chapter presents the description of the implementation of Algorithms of 

the distributed proposed system used to test the proposed system. This chapter 

consists of six sections, a brief introduction in the first section, the second section 

contains Datasets Layout used for implementation, the third section presents 

Applicable example. Section four presents The Implementation Environment. 

Section five shows experiments for the proposed system (Implementation in each 

site, and Implementation in controller site for all sites). Section six presents 

Discussion of Accuracy of Results. Section seven presents the Comparisons. 

4.2 Datasets Layout  

          There are two types of possible layouts of the data set for data mining, the 

horizontal and vertical layouts. 

The datasets used in the implementation and comparison is based on the reference 

[81] of a doctoral dissertation, which represents sensors readings with the time of 

sensors readings of 5 sensors (motion sensor (A), door opening and closing sensor 

(B), lighting sensor (C), temperature sensor (D), and humidity sensor (E)). 

These data were used only to properly check the functioning of the proposed system, 

and that the proposed system could work in any smart environment that relies on 

sensors, or rather any environment that contains data streams with times of data 

streams.  

4.3 Applicable example  

Assume we have Raspberry have five sensors (motion sensor (A), door opening and 

closing sensor (B), lighting sensor (C), temperature sensor (D), and humidity sensor 
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(E)) and we have the following readings for the data flowing from the sensors with 

reading times of sensors as in Table (4-1) 

Table (4-1) Sensor streaming data 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.3.1 Applying proposed system (EPPAR-CC) 

Phase one: Association Rules Extraction in each site in safe way 

1- Data streams mining (association rules mining) in each site. 

- (DST-B-ARM) Algorithm 

In this step, the proposed Algorithm (DST-B-ARM) is applied  

Step one: Extracting frequent itemset 

1- Finding frequent 1-itemset as in Table (4-2). 

 

 

tid Sensors reading 

reading 

time 
1. 1,0,0,24,37 9:01 
2. 0,0,1,24,37 9:02 
3. 0,0,0,22,38 9:03 
4. 1,0,0,21,33 9:04 
5. 0,0,1,24,37 9:05 
6. 1,0,0,24,37 9:06 
7. 1,0,0,24,37 9:07 
8. 0,0,0,23,38 9:08 
9. 1,0,0,21,33 9:09 
10. 0,0,1,24,37 9:10 
11. 0,0,0,22,39 9:11 
12. 0,0,0,24,40 9:12 
13. 1,0,0,24,37 9:13 
14. 1,1,0,21,33 9:14 
15. 1,0,1,24,37 9:15 
16. 0,0,0,22,36 9:16 
17. 0,0,1,24,37 9:17 
18. 1,0,0,22,39 9:18 
19. 1,0,0,24,37 9:19 
20. 1,0,0,25,36 9:20 
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Table (4-2) frequent 1-itemsets 

 

 Table 1-itemsets is to be filled in through one scan on each record of sensor reading 

Table , so if sensor A gives reading 1 it adds the times to a record A in Table 1-

itemsets and at the same time it adds the times when the sensor A reading is equal 

to 0 to the record F. This means that the times in the record F are the times Not found 

in record A (complementary). 

Thus, the remaining records are filled in the same way, such as the record B, and the 

one that completes it G, the record C, and the one that completes it H, As for the 

case of the sensor D (temperature sensor), the value is an integer and not 0, 1 in this 

case we divide the numbers into the two periods upper and lower  such as 23 and 

above are considered 1 and put the times in record D of Table 1-itemsets, while 22 

and below are considered 0 and we put the times in the record I, and so on with the 

sensor E (humidity sensor), where times are placed in record E if the readings are 36 

and above, and times are placed in record J  if the readings are 35 or below. Where 

this Table  is the frequent 1-itemsets after pruning or deleting any record less than 

the threshold that is 6 such as the records B, C. 

2- Constructing 2-itemsets by using the intersection operation between 1-itemsets 

as in Table (4-3). 

 

 

item Times F 
A 9:01, 9:04, 9:06-9:07, 9:09, 9:13-9:15, 9:18-9:20 11 
D 9:01-9:02, 9:05-9:07, 9:10, 9:12-9:13, 9:15, 9:17, 9:19-:9:20 12 
E 9:01-9:03, 9:05-9:08, 9:10-9:13, 9:15, 9:17-9:19 17 
F 9:02-9:03, 9:05, 9:08, 9:10-9:12, 9:16-9:17 9 
G 9:01-9:13, 9:15-9:20 19 
H 9:01, 9:03-9:04, 9:06-9:09, 9:11-9:14, 9:16, 9:18-9:20 15 
I 9:03-9:04, 9:08-9:09, 9:11, 9:14, 9:16, 9:18 8 
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Table (4-3) frequent 2-itemsets 

 

 

 

 

 

 

                       

 

 

 

 

 

3- Constructing 3-itemsets by using intersection process as n Table (4-4).   

 Table (4-4) frequent 3-itemsets 

 

 

 

 

 

 

Step two: Finding strong association rules  

  From Tables of frequent itemsets we can extract identical rows and then association 

rules Accompanied with the association time, which will be the first time and last 

time within frequent itemset as explained in Tables (4-5), (4-6). 

To reduce storage space, we use time code rather than the Real or explicit time. 

 

 

 

 

 

 

 

 

 

itemset Times F 
AE 9:01, 9:06-9:07, 9:13, 9:15, 9:18-9:20 8 
AG 9:01, 9:04, 9:06-9:07, 9:09, 9:13, 9:15, 9:18-9:20 10 
AH 9:01, 9:04, 9:06-9:07, 9:09, 9:13-9:14, 9:18-9:20 10 
DE 9:01-9:02, 9:05-9:07, 9:10, 9:12-9:13, 9:15, 9:17, 9:19-9:20 12 
DG 9:01-9:02, 9:05-9:07, 9:10, 9:12-9:13, 9:15, 9:17, 9:19-9:20 12 
EF 9:02-9:03, 9:05, 9:08, 9:10-9:12, 9:16-9:17 9 
EG 9:01-9:03, 9:05-9:08, 9:10-9:13, 9:15-9:20 17 
EH 9:01, 9:03, 9:06-9:08, 9:11-9:13, 9:16, 9:18-9:20 12 
FG 9:02-9:03, 9:05, 9:08, 9:10-9:12, 9:16-9:17 9 
GH 9:01, 9:03-9:04, 9:06-9:09, 9:11-9:13, 9:16, 9:18-9:20 14 
HI 9:03-9:04, 9:08-9:09, 9:11, 9:14, 9:16, 9:18 8 

itemset Times F 
AEG 9:01, 9:06-9:07, 9:13, 9:15, 9:18-9:20 8 
AGH 9:01, 9:04, 9:06-9:07, 9:09, 9:13, 9:18-9:20 9 
DEG 9:01-9:02, 9:05-9:07, 9:10, 9:12-9:13, 9:15, 9:17, 9:19 12 
EFG 9:02-9:03, 9:05, 9:08, 9:10-9:12, 9:16-9:17 9 
EGH 9:01, 9:03, 9:06-9:08, 9:11-9:13, 9:16, 9:18-9:20 12 
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Table (4-5) identical rows 

        

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table (4-6) association rules 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

       

 

2- Compressing and Coding knowledge (association rules). 

In this part we use two Algorithms (SARP-CC Algorithm and PPAR-CC Algorithm) 

in different site. One of these two Algorithms in each site. 

 

ID k-itemsets k-1itemsets Ass. time 
1 DE D 9:01-9:20 
2 DG D 9:01-9:20 
3 FG F 9:02-9:17 
4 EG E 9:01-9:20 
5 EF F 9:02-9:17 
6 AEG AE 9:01-9:20 
7 DEG DE 9:01-9:20 
8 DEG DG 9:01-9:20 
9 DEH DH 9:01-9:20 
10 DGH DH 9:01-9:20 
11 EGH EH 9:01-9:20 
12 EFG EF 9:02-9:17 
13 EFG FG 9:02-9:17 
14 DEGH DEH 9:01-9:20 
15 DEGH DGH 9:01-9:20 

Ass.from Ass.to Time code 
D E 1 
D G 1 
F G 2 
E G 1 
F E 2 
AE G 1 
DE G 1 
DG E 1 
DH E 1 
DH G 1 
EH G 1 
EF G 2 
FG E 2 
DEH G 1 
DGH E 1 
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- SARP-CC Algorithm 

The inputs of this Algorithm are the results of (DST-B-ARM) Algorithm and the 

output only incomprehensible small text as in the following steps. 

Step 1: convert the representation of association rules from their known form (A 

→B) to another representation and placed in only one record for each site as in Table 

(4-7). 

Table (4-7) one record of association rules 

 

Step 2: compress the results from step one farther as in Table (4-8). 

Table (4-8) one record of association rules after fields reduction 

 

Step 3: Locations change randomly while saving the original locations and size 

Step 4: hiding the small record by using Base64 Algorithm and convert one record 

into incomprehensible small text, but rather than (=) put (µ) and (==) put (β). Then 

send the the smll text into controller site. 

“RTNGMkcµREgµRDJHMkgµREUySDIµRTJHMkgµRjJHRDRFM0cySAβQTJFMkcµ11|11-

1|-111|11|11|-22|11|-2|-21|-

12|112:OCw4LDgsOCwxMSw4LDQsNDoxMCw0LDUsNCw1LDQsMSw3OjAsMyw1LDIsN

Cw2LDcsMTowLDMsNSwyLDQs” 

 

- The PPAR-CC Algorithm 

The PPAR-CC Algorithm steps consist  

Step 1: - Converting association rules from Table contain several records to only 

one record as follow. 

1- Sort each itemset of left side of association rules in ascending order and 

without any duplication for example (D, E, F, I, AE, DE, DG, EF, EH, FG). 

D E F A

E 

D

E 

D

G 

D

H 

E

F 

E

G 

E

H 

F

G 

AE

G 

DE

G 

DE

H 

DG

H 

EF

G 

EG

H 

DEG

H 2 1 2 1 11 11 2 1

1 

-1 1 11 -1 -2 11 11 -2 -1 -2 

DH F2G A2E2G D2G2H E2G2H DE2H2 E3F2G D4E3G2H 
2 2 11 1 -1 11 11 -1 -1 11 1 1 11 -2 2 11 -2 -2 
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2- Putting each sorted itemset of association rules of left side in only one record 

without any duplication as in Table (4-9). 

3- Assign a real number (contains fractional number) to each candidate itemset 

of all association rules, for example, 1-itemset (D=0.1, E=0.2, F=0.3, G=0.4,), 

2-itemset (AE=1.1, DE=1.2, DG=1.3, DH=1.4, EH=1.5, EF=1.6, FG=1.7), 3-

itemset (DEH=2.1, DGH=2.2).  

4- Representation of relationships among itemsets through assigned values as 

in Table (4-9). 

Where 0.12 represents assigned value of relations of itemset D, (D) represents 

itemset of lift side of relation, the first (0) represents k-itemset of lift side of relation, 

(1) represents fractional number of assigned value of lift side of relation, (2) 

represent fractional number of assigned value of right side of relation, (14) 

represents the second relation with itemset D. 

Table (4-9) one record of association rules 

 

 

 

Step2: - Horizontal reduction of fields as in Table (4-10). 

Table (4-10) one record of association rules after fields reduction 

 

Finally, the result from one and two steps is small one record. 

Step 3: Locations change randomly while saving the original locations and size 

Step4: - converting one record of association rules into incomprehensible small 

text by using semi-Huffman method. 

D E F AE DE DG DH EF EH FG DEH DGH 
0.12,14 0.24 0.32,34 1.14 1.24 1.34 1.44,42 1.54 1.64 1.72 2.12 2.22 

AE DH EH E2F F2G D2G2H D3E2H 

1.14 1.44,42 1.64 0.24 1.54 0.32,34 1.72 1.34 2.22 0.12,14 1.24 2.12 
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1- Calculating the frequencies of all the items within itemsets of association 

rules.  

(A=1, D=3, E=5, F=3, G=2, H=1, I=1)  

2- Sorting items in ascending order depending on their frequency 

(A=1, H=1, I=1, G=2, D=3, F=3, E=5)                                

3- Constructing the tree based on Huffman method as in Figure (4-1) 

 

                                                          1           0                                                      

           

                                                                                                                       

 

                                            1                        0                                               

 

  

                                               1                   0 

                                                                                                                  

 

                                                    1                         0                                                     

                                                                                                  

 

                                                      1                         0                                                                             

                                                             

 0 

                             1   

 

Figure (4-1) tree of coding items 

4- Extracting binary code number for each item based on Huffman tree.  (E=0, 

F=10, D=110, G=1110, I=11110, H=111110, A=111111. 

5- Converting binary code into decimal number.  

(E=0, F=2, D=6, G=14, I=30, H= 62, A=63). 

G:2 

D:3 

8 

I;1 

H:1 

5 

3 

2 

A:1 

F:3 

11 E:5 

16 
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6- Assigning for each decimal number less than 26 corresponding capital letter 

(A=0, B=1, C=2……, Z=25). 

E=A, F=C, D=G, G=O. 

7- Analyzing each number greater than 25 in the following method 

8- From step 7 Assigning for each code corresponding capital letter and small 

letter as the following (A=0, B=1... Z=25) and the frequency by small letter. 

(a=1, b=2……z=26).     I=15*2=Pb, H=20*3+2= Uc&B, A=20*3+3= Uc&C 

“OcPCGCcOAcPcGPbCAdCcGAG0.32,34|1.721.640.24|1.541.34|2.221.140.12,14|1.24|2.121.44

,42:MywyLDMsNSwzLDUsMjoxMiw0LDksOSw0LDE3LDc6Miw2LDEsMyw0LDAsNToyL

DYsMSwzLDQsMCw1OjIzOjYy” 

 

Phase two: Extract Association Rules for all system 

In the beginning of phase two the controller site receives small text from different 

sites.  

The steps of extract association rules of all sides consist: -  

1- Retrieving one record from small text  

- Retrieving one record from small text of (SARP-CC) Algorithm 

Retrieving one record from small text of (SARP-CC) Algorithm is performed by 

using the same method of base 64 method after replacing (µ) by (=) & (β) by (==) 

as in Figure (4-2).  

RTNGMkcµREgµRDJHMkgµREUySDIµRTJHMkgµRjJHRDRFM0cySAβQTJFMkcµ11|11-1 |-111|11|11|-22|11|-

2|-21|-12|112:OCw4LDgsOCwxMSw4LDQsNDoxMCw0LDUsNCw1LDQsMSw3OjAsMyw1LDIsNCw2LDcsMT 

owLDMsNSwyLDQs 

 

 

          Figure (4-2) Retrieving one record from small text of (SARP-CC) Algorithm 

- Retrieving one record from small text of (PPAR-CC) Algorithm 

Retrieving one record from small text of (PPAR-CC) Algorithm is performed 

by using sets of keys of semi-Huffman method as in Figure (4-3).                                                                        

(E=A, F=C, D=G, G=O, I=Pb, H=Uc&B, A=Uc&C ). 

D E F AE DE DG DH EF EG EH FG AEG DEG DEH DGH EFG EGH DEGH 

2 1 2 1 11 11 2 11 -1 1 11 -1 -2 11 11 -2 -1 -2 

DH F2G A2E2G D2G2H E2G2H DE2H2 E3F2G D4E3G2H 

2 2 11 1 -1 11 11 -1 -1 11 1 1 11 -2 2 11 -2 -2 
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OcPCGCcOAcPcGPbCAdCcGAG0.32,34|1.721.640.24|1.541.34|2.221.140.12,14|1.24|2.121.44,

42:MywyLDMsNSwzLDUsMjoxMiw0LDksOSw0LDE3LDc6Miw2LDEsMyw0LDAsNToyLD

YsMSwzLDQsMCw1OjIzOjYy 

 

 

 

Figure (4-3) Retrieving one record from small text of (PPAR-CC) Algorithm 

 

- Convert one record extracted from (PPAR-CC) Algorithm into one 

record extracted from (SARP-CC) Algorithm 

To convert one record extracted from (PPAR-CC) Algorithm into one record 

extracted from (SARP-CC) Algorithm.  

Now we have one record of association rules as in Figure (4-4). 

 

Figure (4-4) Convert one record of (PPAR-CC) into one record of (SARP-CC)  

2- Unification one records of all sites 

In this step we use Algorithm of Unification of association rules to collect all one 

record of two sites in one record which represent association rules of all system in 

compressed form.  

3- Extract Association Rules of all system 

Finally, we can extract global association rules of all sites from unification of one 

record of association rules by using Algorithm of global association rules 

extraction 

1- We begin with k-itemset (2-itemset) and k-1itemset (1-itemset) to extract 

association rules as in Table (4-11). 

AE DH EH E2F F2G D2G2H D3E2H 

1.14 1.44,42 1.64 0.24 1.54 0.32,34 1.72 1.34 2.22 0.12,14 1.24 2.12 

D E F AE DE DG DH EF EH FG DEH DGH 
0.12,14 0.24 0.32,34 1.14 1.24 1.34 1.44,42 1.54 1.64 1.72 2.12 2.22 

D E F AE DE DG DH EF EH FG DEH DGH 
0.12,14 0.24 0.32,34 1.14 1.24 1.34 1.44,42 1.54 1.64 1.72 2.12 2.22 

D E F AE DE DG DH EF EG EH FG AEG DEG DEH DGH EFG EGH DEGH 

2 1 2 1 11 11 2 11 -1 1 11 -1 -2 11 11 -2 -1 -2 
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Table  (4-11) Extracting identical rows of 2-itemset &1-itemset 
 

DE DG EF EG FG 
-1 -1 -1 -1 -1 

 

 

D E F 
2 1 2 

 

2itemsets 1itemset 

DE D 

DG D 

EF F 

EG E 

FG F 
 

 

 

2- Fetch 3-itemset with 2-itemset to extract association rules as in Table (4-12). 

 

Table  (4-12) Extracting identical rows of 3-itemset &2-itemset 

  

AEG DEG DEH DGH EFG EGH 
-1 -2 -1 -1 -2 -1 

 

AE DE DG DH EF EH FG 
1 1 1 2 1 1 1 

 

3itemsets 2itemset 

AEG AE 

DEG DE 

DEG DG 

DEH DH 

DGH DH 

EFG EF 

EFG FG 

EGH EH 
 

             

3- Fetch 4-itemset with 3-itemset to extract association rules as in Table (4-13). 

 

Table  (4-13) Extracting identical rows of 4-itemset &3-itemset 

  DEGH 
-2 

 

DEH DGH 
1 1 

 

3itemsets 2itemset 

DEGH DEH 

DEGH DGH 
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Finally, we have association rules of all system without any false negatives, where 

each association rule in global association rules is originally exist within one or more 

association rules of sites as in Table (4-14).     

Table (4-14) association rules of all system 

NO K-itemsets  k-1itemsets  Ass.from  Ass.to 
1 DE D  D E 
2 DG D  D G 
3 EF F  F E 
4 EG E  E G 
5 FG F  F G 
6 AEG AE  AE G 
7 DEG DE  DE G 
8 DEG DG  DG E 
9 DEH DH  DH E 
10 DGH DH  DH G 
11 EFG EF  EF G 
12 EFG FG  FG E 
13 EGH EH  EH G 
14 DEGH DEH  DEH G 
15 DEGH DGH  DGH E 

 

4.4   The Implementation Environment 

The standard implementation environment depends on at least three computers and 

two raspberries, as each computer and its raspberries are considered a site and the 

third computer is considered the controller site to calculate the association rules for 

the system as a whole. 

The feature of each computer are: (Intel(R) Core(TM) i3-2350M CPU @ 2.30GHz   

2.30 GHz, RAM 4.00 GB, 64-bit operating system, x64-based processor).  

The proposed system is implemented by using C# programming language. 

4.5 Experiments 

Consider the distributed system which consists of two branches at different sites, 

S1and S2. There are 43,200 records of 12 hours in each site, with 5 sensors & 10 
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features in each site Figure (4-5). There are experiments for implementation at every 

site, as well as implementation in control site for the system as a whole.  

 

 

                       Figure (4-5) Dataset used in Implementation of site 1 & site 2 

4.5.1 Implementation of proposed system (EPPAR-CC) 

 - Local implantation  
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A- Local implantation of site 1 

1- Implantation of DST-B- ARM Algorithm.  

2- Implantation of (SARP-CC) Algorithm.  

 Table (4-15) and Figure (4-6) represent the implementation of proposed system in 

site 1, as explained in proposed system steps (phase one) in chapter three. 

B- Local implantation of site 2 

1- Implantation of DST-B- ARM Algorithm.  

2- Implantation of (PPAR-CC) Algorithm.  

Table (4-16), Figure (4-7) represent the implementation of proposed system in site 

2, as explained in proposed system steps (phase one) in chapter three, as a result of 

the implementation in site 1 & site 2 (small text) is now sent to controller site from 

each site (1,2) which represents association rules for site 1 & association rules for 

site 2. 

 Implantation of DST-B- ARM Algorithm of site 1 

 

Table (4-15) Association rules with association times of site 1 
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 Site1 DST-B- ARM Algorithm implementation 

  Number of association rules with association times is (6). 

  Execution time is (1.30) minutes. 

  Storage Space is (50) KB. 

 Implantation of (SARP-CC) Algorithm 

 

Figure (4-6) Change locations randomly then convert one record into 

incomprehensible small text of site 1 

 Site1 (SARP-CC) Algorithm implementation 

 The output is very small and unintelligible text (only one line). 

  Execution time is less than (1) second. 

  Storage Space is (12) KB. 
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 Implantation of DST-B- ARM Algorithm of site 2 

 

Table (4-16) Association rules with association times of site 2 

 

 
 

 Site2 DST-B-ARM Algorithm implementation 

  Number of association rules with association times is (17). 

  Execution time is (1.40) seconds. 

  Storage Space is (50) KB. 

Each small text of association rules of each site is sent to controller site 
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 Implantation of (PPAR-CC) Algorithm 

 

Figure (4-7) Change locations randomly then convert one record into 

incomprehensible small text of site 2 

 Site2 (PPAR-CC) Algorithm implementation 

 The output is very small and unintelligible text (only one line). 

  Execution time is less than (1) second. 

  Storage Space is (11) KB. 

-  Implementation for all system in controller site 

Association Rules for controller site are explained as follows:  

Table (4-17) represents the implementation of proposed system in controller site. 

As explained in proposed system steps (phase two) in chapter three, as a result of 

the implementation in controller site, Association Rules are extracted for all sites. 

 For all Datasets (1&2) of sites: 

  Number of association rules is (23). 

  Execution time is less than (1) second. 

  Storage Space is (10) KB. 
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Implementation for all system in controller site  

Table (4-17) Association rules of all system 

 

 

 

 

 



 

82 

 

 

4.5.2 Implementation standard Algorithms 

1- A-priori Algorithm     

 

 

               Figure (4-8) A-priori Algorithm implementation of site 2 

 Site2 A-priori Algorithm implementation 

  Number of association rules only is (17). 

  Execution time is (8) minute. 
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  Storage Space is (600) KB. 

2- A novel technique of Privacy Preserving Association Rule Mining 

Suppose there is an example of 20 records of association rules as in Table (4-18) that 

will be passed in stochastic standard map, and the result of stochastic standard map 

will be explaind in Table (4-19). 

Table (4-18) example of 20 recored of association rules 
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Table (4-19) output of stochastic standard map on 20 rules 

 

 implementation of stochastic standard map on 20 association rules 

  The output is large Table that is larger than the size of original Table of 

association rules (It is four times the size of the original Table of association 

rules). 

  Execution time is (1) minute. 

  Storage Space is (100) KB. 

4.6 Discussion 

1- The proposed system (EPPAR-CC) is like any distributed system, as it 

contains a number of separate sites (site 1, site 2, …. site n), each of which 

works with sensor data streams. Different sites mine the data at the same time. 

This gives high performance in terms of mining time and storage space. 

2- The proposed system (EPPAR-CC) consists of several Algorithms, including 

a proposed Algorithm for data mining ((DST-B-ARM) Algorithm for 
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association rules mining) for each site from the distributed system, as well as 

Algorithms to protect and hide the extracted knowledge((SARP-CC) & 

(PPAR-CC) Algorithms) and finally Algorithms to extract global knowledge 

(global association rules) for all sites. 

3- In the proposed system, the proposed association rules mining (DST-B-ARM) 

Algorithm deals with sensors data streams, not static data, to reduce the 

storage space on the one hand, but dealing with data with dynamic properties 

also adds some complexity, as the data can only be scanned once. 

4- In the proposed system, two different Algorithms ((SARP-CC) & (PPAR-CC) 

Algorithms) were used to protect the extracted knowledge, but they have the 

same basic structure. Here, the compression is not in the sense of compression 

to reduce the volume of data significantly, but it is considered the first step to 

change the shape of knowledge to an unknown form, so it is considered the 

first step of hiding.   

5- The results of classical data streams mining Algorithms are considered 

speculative or discretionary and therefore because the data streams depending 

on the time factor that is not taken into consideration in the data mining 

process. In the proposed Algorithm (DST-B-ARM), the time factor is taken 

into consideration and more than that it is included in the basic steps in mining 

where we finally get strong association rules in addition to association time, 

so we transformed the extracted knowledge for data streams from estimated 

into exact through certain times. 

6- The local mining of data at each site gives high performance better than 

sending huge amounts of data from each site to the controller site for once 

mining because in the second case it needs a very large storage space and also 

needs a large time to send and implement it. In addition to that, there are some 

other problems such as Sending large data via any network may cause some 
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data to be lost during transmission, and maintaining the security of large data 

is also more expensive computationally and even in terms of transmission 

time. In addition, we may lose some of the association rules that are important 

for certain sites. 

7- Local data mining at each site and sending the resulted knowledge of each site 

to the controller site to be after that extracting the global knowledge removes 

the problem of false negative because any association rule within the global 

association rules is originally found within the association rules for one or 

more of distributed sites. 

8- In the proposed system, the use of more than one Algorithm ((SARP-CC) & 

(PPAR-CC) Algorithms) to protect and conceal the extracted knowledge in 

different sites gives better performance in terms of security and privacy, 

because in order to uncover global knowledge (global association rules) of all 

system, it requires revealing the knowledge in all sites. 

9- In the privacy preserving data mining Algorithms based on cryptography, we 

do not go into the details of the data mining process, but only the results from 

mining, while in the proposed system we take the data from the source 

(sensors) and perform the mining process using a proposed Algorithm and 

after obtaining the mining results we perform conservation operations Privacy 

of the results so that the knowledge extracted can only be disclosed to 

authorized persons. 

4.7 Discussion of Comparisons and Accuracy of Results: 

The proposed system was implemented to find the association rules for all sites in 

safe way which are more accurate than the global association rules which were found 

from all of the raw data by using traditional techniques, since proposed system 

guarantees correct and independent analysis for each site. (because it’s keeping the 
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private data at each site and mines its association rules which are computed at its 

own site) and then the association rules for all sides are mined from it. 

1- Apriori Algorithm versus DST-B-ARM Algorithm 

- Apriori Algorithm suffers from several challenges:-  

1- Multiple scans are used on the original datasets to obtain the results. 

2- Do not deal with the time factor and neglect it, if any. 

3- Do not deal with dynamic data (data streams). 

4- It takes a lot of time to implementation. 

5- It is required that the data be stored before processing. 

- These challenges were solved with the proposed Algorithm (DST-B-ARM) 

through:- 

1- Use only one scan on the original datasets. 

2- It deals with the time factor and includes it in the main steps of the 

Algorithm. 

3- The time to implementation is relatively short. 

4- It is not necessary to store data before processing. 

5- Dealing with static & dynamic datasets. 

2- The stochastic standard map technique versus the proposed 

techniques (SARP-CC & PPAR-CC) 

- The stochastic standard map technique suffers from several challenges. 

1- It needs a large storage space. 

2- The execution time is relatively large compared to the amount of 

original knowledge. 

3- It suffers from complexity because it deals with large Tables. 
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4- The resulting Table is twice the area of the original knowledge. 

5- the knowledge pass through Large Tables, each Table represents a 

stage. 

- These challenges are solved in the two proposed techniques (SARP-CC  

& PPAR-CC). 

1- It needs a very small storage space. 

2- It takes very little execution time. 

3- Less complex and difficult to reveal original knowledge. 

4- The final output is less space than the original knowledge. 

5- The knowledge passes through four stages to reach the final output, and 

each stage has several steps. 

3- Privacy  

1- In order to preserve privacy, the proposed system contains two 

Algorithms to hide the extracted association rules (SARP-CC 

Algorithm & PPAR-CC Algorithm). 

2- Each Algorithm hides the extracted association rules during four stages, 

this gives greater privacy and increases the difficulty in revealing the 

extracted association rules to unauthorized persons. 

3- Both proposed Algorithms to preserve privacy produce a small text that 

is incomprehensible to unauthorized persons. This also increases the 

privacy of the mining output. 

4- Some security standards were used to measure the strength of the 

proposed Algorithms as in Table (4-20), and the results were as follows 
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Table (4-20) NIST results of (SARP-CC Algorithm & PPAR-CC Algorithm) 

 

 

 

 

 

4- Storage Cost: 

1- In each site, each record in sensor data streams of proposed system is 

scanned only once without need to store any record. This greatly 

reduces the storage space required. 

2- The proposed system works with small text only (which is basically 

association rules record for each site) instead of huge quantity of 

records. Therefore, the proposed system will reduce required storage 

sized. 

Figure (4-9) Comparison of storage space for DST-B-ARM Algorithm & A-priori 

Algorithm 
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5- Communication Cost: 

Transferring a huge volume of data over network might take much time and 

also requires cost. The proposed system saves time and cost needed because 

it works on the distributed association rules (small text only) of each site 

instead of using the raw data of all sites. 

6- Execution Time: 

The proposed system needs less execution time because it used one scan only 

on sensor readings as well as, it works with association rules instead of all raw 

data. In other words, the proposed system works with small text only (which 

is basically association rules records for each site) instead of huge quantity of 

records. 

 
Figure (4-10) Comparison of execution time for DST-B-ARM Algorithm & A-

priori Algorithm 
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7- Accuracy of results 

1- With regard to the proposed association rules mining Algorithm (DST-

B-ARM), the accuracy of its results was measured based on the results of 

the standard Algorithm (A-priori Algorithm) when applied to the same 

datasets, and it proved that the results are identical 100%. 

2- With regard to the two methods of compression and coding, they also 

proved the accuracy of the results after decoding and obtaining the final 

results of the system (global association rules) and it proved that the 

results are identical 100% and there is no loss of association rules or the 

presence of fake association rules. 
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Chapter five 

Conclusion and suggestions for future work 

5.1  Conclusion 

The most important conclusions that we will include and discuss in this section 

1- In the proposed system, the size of the required storage space is reduced to 

the maximum extent in all the proposed Algorithms presented and this is 

considered one of the most important features mentioned to improve 

performance in modern research. 

A- Where we start first with the association rule mining Algorithm 

((DST-B-ARM) Algorithm) that reduces the required storage space 

by dealing with data streams without need to store any raw data 

streams and extracting the required knowledge with the least storage 

space. 

B- In the Algorithms ((SARP-CC) & (PPAR-CC) Algorithms) to 

protect the association rules resulting from the mining Algorithm, 

where the size of information reduces from several records into only 

one record then Incomprehensibly small text that contains all the 

association rules for a specific site within the distributed 

environment. 

C- Finally, in the stage of extracting global knowledge at the controller 

site, where the knowledge (association rules) resulting from each 

site in the Incomprehensibly small text from several sites is unified 

in one record only that contains the knowledge (global association 

rules) extracted from all distributed sites. 
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2- The proposed system reduces time as much as possible because the time 

factor is one of the most important features to improve performance in 

modern research. 

A- Time reduction begins with the data mining Algorithm, where the 

Algorithm works in all sites in the same time, i.e. at the same time, 

where huge amounts of data are mined in a relatively short time, 

and this gives improved performance. 

B- There is also a time reduction in the (SARP-CC) & (PPAR-CC) 

Algorithms, where the amount of extracted knowledge is reduced 

to only one record, and then that record is easily converted into 

Incomprehensibly small text in a very short time, due to its small 

size. 

C- In the process of sending an Incomprehensibly small text of 

knowledge from several sites distributed into the controller site, 

there is also a reduction in transmission times, because the smaller 

the volume of data, the less and easier the transmission time. 

3- The proposed system improves the security and privacy of the knowledge 

resulting (association rules) from the mining process by: -  

A- Using more than one Algorithm ((SARP-CC) & (PPAR-CC) 

Algorithms) to protect the knowledge in the different distributed 

sites to protect the knowledge generated at each site, because the 

detection of global knowledge by unauthorized persons and rival 

opponents requires disclosure of the knowledge resulting from 

each site in the distributed system. 

B- The SARP-CC & PPAR-CC Algorithms pass the knowledge 

extracted at each site through four stages through which the form 
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of knowledge is changed from several records to a very small text 

that is not comprehensible, so unauthorized persons must expose 

all four stages to reach the knowledge extracted from one site, and 

all four stages of the two Algorithms must be exposed in order to 

gain access to the knowledge of the distributed system as a whole, 

this is almost impossible. 

4- The data streams mining Algorithm ((DST-B-ARM) Algorithm) in the 

proposed system works incrementally depending on time, as well as we can 

control its implementation, i.e. it starts working from the specified time and 

ends or stops at the specified time as needed. 

5- In the proposed system, a streaming data mining Algorithm ((DST-B-ARM) 

Algorithm) was used that depends on the time factor within the basic steps 

in it and thus it produces strong association rules with association time. In 

this case, the results of data streams mining process converted from an 

estimation that neglects the time factor into exact results specified by times 

representing the association time. 

6- DST-B-ARM Algorithm of association rules mining finds the association 

rules in addition to the times of association and this is very important for 

many applications, including smart environments that depend on sensors, 

where finding the associative relations among device and other devices 

within specific periods of time provides more accurate information in order 

to make better decisions, as knowing the Correlational relationship without 

specifying the period of association does not provide accurate knowledge in 

order to make useful decisions. 
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5.2 Suggestions for future work 

          There are some suggestions for new researches which improve or develop this 

system: 

1. Apply proposed system to other fields like web services data mining, medical 

diagnosis information system, mobile networks, chemical reactions, financial 

and economic data mining. 

2. It would be interesting for future work to deal with new types of association 

rules such as weighted, fuzzy, rare, negative & multi-level association rules 

which are useful in some applications. 

3. We can develop encryption methods and make them more powerful to provide 

more protection for the extracted knowledge. 
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 SDT-B-ARM 

 

tid Sensors reading 
reading 

time 
1. 1,0,0,24,37 9:01 
2. 0,0,1,24,37 9:02 
3. 0,0,0,22,38 9:03 
4. 1,0,0,21,33 9:04 
5. 0,0,1,24,37 9:05 
6. 1,0,0,24,37 9:06 
7. 1,0,0,24,37 9:07 
8. 0,0,0,23,38 9:08 
9. 1,0,0,21,33 9:09 
10. 0,0,1,24,37 9:10 
11. 0,0,0,22,39 9:11 
12. 0,0,0,24,40 9:12 
13. 1,0,0,24,37 9:13 
14. 1,1,0,21,33 9:14 
15. 1,0,1,24,37 9:15 
16. 0,0,0,22,36 9:16 
17. 0,0,1,24,37 9:17 
18. 1,0,0,22,39 9:18 
19. 1,0,0,24,37 9:19 
20. 1,0,0,25,36 9:20 
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 A-priori 

 

tid A B C D E F G H I J 

1 1 0 0 1 1 0 1 1 0 0 

2 0 0 1 1 1 1 1 0 0 0 
3 0 0 0 0 1 1 1 1 1 0 

4 1 0 0 0 0 0 1 1 1 1 

5 0 0 1 1 1 1 1 0 0 0 

6 1 0 0 1 1 0 1 1 0 0 
7 1 0 0 1 1 0 1 1 0 0 

8 0 0 0 1 1 1 1 1 0 0 

9 1 0 0 0 0 0 1 1 1 1 
10 0 0 1 1 1 1 1 0 0 0 

11 0 0 0 0 1 1 1 1 1 0 
12 0 0 0 1 1 1 1 1 0 0 

13 1 0 0 1 1 0 1 1 0 0 

14 1 1 0 0 0 0 0 1 1 1 
15 1 0 1 1 1 0 1 0 0 0 

16 0 0 0 0 1 1 1 1 1 0 
17 0 0 1 1 1 1 1 0 0 0 

18 1 0 0 0 1 0 1 1 1 0 
19 1 0 0 1 1 0 1 1 0 0 

20 1 0 0 1 1 0 1 1 0 0 
 

1-Itemset  Frequency  

A 11 
B 1 

C 5 

D 13 
E 17 

F 9 
G 19 

H 15 
I 7 

J 3 



 

E 

 

 

2-itemset  Frequency  
AD 5 

AE 8 
AF 0 

AG 10 

AH 10 

AI 5 

DE 13 
DF 5 

DG 13 
DH 8 

DI 0 

EF 9 
EG 17 

EH 12 
EI 4 

FG 9 

FH 5 
FI 3 

GH 14 
 

 

 

 

 

 

 

3-itemset  Frequency  
AEG 8 
AGH 9 
DEG 13 
DEH 8 
DGH 8 
EFG 9 
EGH 12 
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G 

 

A-priori Algorithm of applicable example 

 Site2 A-priori Algorithm implementation 

  Number of association rules only is (17). 

  Execution time is (8) minute. 

  Storage Space is (600) KB. 
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 الملخص

مع التطور السريع لتقنيات المعلومات وتعدين البيانات ، يميل العديد من الباحثين إلى حل مشكلة مركزية تتعلق 

البيانات في البيئات الذكية التي تعتمد  تعدينيعتبر  .وهي حفظ الخصوصيه لتعدين البياناتبتعدين البيانات ، 

 .على المستشعرات أحد أهم وأحدث أنواع التنقيب عن البيانات في الآونة الأخيرة

ذه هعلاقات الترابطيه بين العناصر والسمات في اي بيئه. تعتبر القواعد الارتباط يحدد ما هو مخفي عن  عدينت

 .مركزيةمشكلة تعتبر فة الهامة للعموم او المنافسين المعلومات مهمه و حساسة ، والكشف عن هذه المعر

فظ خصوصيه حتقنية مهمة وحديثة ، خاصة للعديد من التطبيقات.  حفظ خصوصيه تعدين البياناتتقنية  تبرتع

 عبارة عن مزيج من تخصصين مهمين: اكتشاف المعرفة وأمن البيانات. تعدين البيانات هو

على نطاق واسع مع البيئات المركزية غير الموزعة ، خاصة مع  حفظ خصوصيه تعدين البياناتتمت دراسة 

البيانات الثابتة ، حيث لا يوجد عامل الوقت وحتى في حالة وجود عامل الوقت ضمن مجموعة البيانات ، فسيتم 

 اله أثناء خطوات ونتائج التعدين.إهم

أما بالنسبة لنظامنا المقترح ، فهو مصمم للتعامل مع تدفقات البيانات من أجهزة الاستشعار في البيئات الذكية 

 الموزعة ، حيث يتم أخذ عامل الوقت في الاعتبار وإدراجه في الخطوات الرئيسية لخوارزمية التعدين.

ل على المواقع في نفس الوقت. بعد الحصو في كلالبيانات التي تعمل  تعدين يتضمن النظام المقترح خوارزمية

نتائج التعدين )قواعد الارتباط مصحوبة بأوقات الارتباط( ، يتم استخدام خوارزميتين لضغط وترميز نتائج 

 التعدين في المواقع الموزعة المختلفة )خوارزمية في كل موقع(.

من الوقت المطلوب في حالة  1/4زمية التعدين تقلل الوقت المطلوب بمقدار أظهرت النتائج التجريبية أن خوار

 .ايظا ، كما تقلل من مساحة التخزين المطلوبة( Aprioriاستخدام خوارزمية التعدين القياسية )خوارزمية 

لذي ابالاضافه الى ذلك والاهم ظهر في هذه الاطروحه مصطلح جديد لم يكن يعرف سابقا وهو اوقات الارتباط 

 .يحول نتائج التعدين للبيانات المتدفقه من التخمينيه الى المظبوطه ومحدده باوقات معينه

أما بالنسبة للنتائج النهائية في الموقع المسؤول عن حساب قواعد الارتباط لجميع المواقع ، فقد تم الحصول على 

 ظهور قواعد ارتباط مزيفة. رتباط أولاقواعد ا من دون فقدان أي (100)% ملقواعد الارتباط بالكا
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