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Abstract 
 

New versions of the symmetric encryption schemes are proposed in this 

work. These versions are used new definition of the double vertex graph 

(D.V.G). These new proposed schemes depended on the English alphabet 

values, ASCII values and the poly alphabetic cipher respectively. The 

message is chosen as an English word or an English sentence. The 

ciphertext of the original message is considered as the double vertex 

Graph which is sent to the receiver by sender several experimental results 

of the proposed encryption schemes are discussed. The security 

considerations of the proposed double vertex Graph encryption  schemes 

is determined. 
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Chapter One 
General Introduction 

 
1.1 Introduction    

Cryptography is the science  of  secret  writing  with  the  goal  of  hiding 

the meaning of a message. Cryptography  has  long  been  the  art  of  spies 

and soldiers.  Nowadays,  it is used everyday  by billions of people for 

secur- ing electronic mail and payment transactions. The science of 

cryptography touches on many other disciplines, both within mathematics 

and computer science and in engineering. In mathematics,  cryptology 

uses,  and touches on, algebra,  number theory,  graph and lattice theory,  

algebraic geometry and probability and statistics. Analysis of  

cryptographic security  leads  to using theoretical computer science 

especially complexity theory. The actual implementation of 

cryptosystems, and the hardwork of carrying out security analysis for 

specific cryptosystems falls into engineering and practical com- puter 

science and computing. In this paper we have discussed and proposed an 

encryption-decryption algorithm using double vertex graph . 

 
1.2 Terminology [1] 
  
1.2.1 Cryptography: is the scientific and practical activity associated with 

developing of cryptographic security facilities of information and also 

with argumentation of their cryptographic resistance.  

1.2.2 Plaintext : is a secret message. Often it is a sequence of binary bits.  

1.2.3 Ciphertext : is an encrypted message. 
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1.2.4 Encryption : is the process of disguising a message in such a way as 

to hide its substance (the process of transformation plaintext into 

ciphertext by virtue of cipher).  

1.2.5 Cipher : is a family of invertible mappings from the set of plaintext 

sequences to the set of ciphertext sequences. Each mapping depends on 

special parameter — a key. Key is removable part of the cipher. 

1.2.6 Deciphering : is the process of turning a ciphertext back into the 

plaintext that realized with known key. Decryption is the process of 

receiving the plaintext from ciphertext  without knowing the key . 

 

 

1.2.7 Cryptanalysis : is the scientific and practical activity of analysis of 

cryptographic algorithms with the goal to obtain estimations of their 

cryptographic resistance.  

1.2.8 Cryptology : is the concept combining both cryptography and 

cryptanalysis. 

 

1.3 Cryptographic Goals [1] 

1- Confidentiality is a service used to keep the content of information 

from all but those authorized to have it .  

2- Data integrity is a service which addresses the unauthorized alteration 

of data .   

3- Authentication is a service related to identification. This function 

applies to both entities and information itself. Two parties entering into a 

communication should identify each other . 
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4- Non-repudiation is a service which prevents an entity from denying 

previous commitments or actions . 

 
1.4 Types of Cryptographic Algorithms [1] 
 
Symmetric algorithms (conventional algorithms) are algorithms where the 

encryption key can be calculated from the decryption key and vice 

versa.Public-key algorithms (asymmetric algorithms) are designed so that 

the key used for encryption (public key) is different from the key used for 

decryption (private key). 

 
 

Main Principles [1]  

Symmetric algorithms are algorithms in which the encryption key can be 

calculated from the decryption key and vice versa 

⊳ Usually the encryption key = the decryption key 

⊳ The sender and receiver should agree on a key before secure 

communication . 

 

⊳ Security of a symmetric algorithm is guaranteed by the key; divulging 

the key means that anyone could encrypt and decrypt messages. As long as 

the communication needs to remain secret, the key should remain secret . 
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1.3 The problem statement of this Research 
 
This work proposes new symmetric encryption schemes. This proposition 

employed using the double vertex path graph (DVPG) to increase the 

security level of these schemes. The security hence is determined based on 

encrypting the message using double vertex graph (DVPG) and sending it 

to the receiver. 

1.4. The Structure of This Research 
 
This research consists of five chapter : 
Chapter one includes the general introduction. 
Chapter two includes the mathematical background to the graph 
theory .  
Chapter three includes The double dertex path graph for 
Symmetric encryption scheme . 
Chapter four includes The double vertex path graph for 
polyalphabetic encryption scheme . 
Chapter five includes conclusions and future works . 
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Chapter Two 

  

Mathematical Background to Graph 

Theory 

 

 

2.1 Graphs 

A graph [2] � = (�(�), �(�)) or � = (�, �)	consists of two finite sets. 

�(	�)	or � ; the vertex set of the graph, which is a non-empty set of 

elements called vertices and �(�)	 or �; the edge set of the graph, which 

is a possibly empty set of elements called edges, such that each edge � in 

� is assigned as an unordered pair of vertices (�, �); called the end 

vertices of �. 

Order and size [2]: Order of a graph is the number of vertices in the 

graph. Size of a graph is the number of edges in the graph . 

parallel edges [2] : If two vertices are connected with more than one edge 

than such edges are called parallel edges that is many roots but one 

destination. 

A self-loop or loop [2]: is an edge between a vertex and itself. An 

undirected graph without loops or multiple edges is known as a simple 

graph. 

Simple graph [2]: A graph, that has neither self-loops nor parallel edges, 

is called a simple graph. An example of a simple graph is given in fig 2.1 
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Fig 2.1 simple graph 

2.2 Incidence and Degree [2] 

When a vertex �� is an end vertex of some edge ��, ��, and �� are said to 

be incident with (to or on) each other . 

Adjacent : Two nonparallel edges are said to be adjacent if they are 

incident on a common vertex. For example, �� and �� are adjacent. 

Similarly, two vertices are said to be adjacent if they are the end vertices 

of the same edge. In Fig. 2.2, �� and �� are adjacent, but	�� and �� are not  

 

Fig 2.2 Incidence (graph) 

Degree: Let v be a vertex of the graph G. The degree �(�)	of v is the 

number of edges of G incident with v, counting each self-loop twice. The 

minimum degree  and the maximum degree of a graph G are denoted by 

�(�) and ∆(G) , respectively 

 For example, in Fig.1.2 : �(��) = 3 = �(��) = �(��)	, �(��) =

4	���	�(��) = 1 

�(��) + �(��) + ⋯�(��) = 14	����	�ℎ�	������	��	�����	. 

Odd and even vertices [2] : A vertex of a graph is called odd or even 

depending on whether its degree is odd or even 

In the graph of Fig. 1.2, there is an even number of odd vertices . 

2.3  Walk , Trails and Paths [2] 

 Walk: A walk in a graph G is a finite sequence  

W	 ≡ �������� …… . . �������� 
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whose terms are alternately vertices and edges such that for 1	 ≤ 	�	 ≤ 	�; 

the edge �� 

has ends	��—1	and �� . 

Thus, each edge �� is immediately preceded and succeeded by the two 

vertices with which it is incident . we say that w is a walk or a walk from  

Origin and terminus : 

The vertex �� is the origin of the walk �, while �� is called the terminus 

of �. �� and �� need not be distinct . 

The vertices ��;	��;	 . . . ; 	���� in the above walk � are called its internal 

vertices. The integer  , the number of edges in the walk, is called the 

length of �, denoted by |�| 

In a walk W, there may be repetition of vertices and edges Trivial walk: A 

trivial walk is one containing no edge. Thus for any vertex � of �, 

�	 ≡ 	� gives a trivial walk. It has length 0 . 

 

Fig. 2.3   A graph with five vertices and ten edges 

In fig .1.3 , �� = �����������������������		and	�� = �������������� 

are both walk of length 5	and	3, respectively from ��	��	��	and from 

��	��	��	, respectively given two vertices u and v of a graph � , a � − � 

walk is called closed or open , depending on whether � = � or � ≠ � .  

Two walks �� and �� above are both open, while � ≡	������������ is 

closed  

A path with � vertices will sometimes be denoted by ��. Note that �� has 

length �	 − 	1	. 
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In other words, a path is a walk in which no vertex is repeated. Thus, in a 

path no edge can be repeated either, so a every path is a trail. Not every 

trail is a path, though. For example, �� is not a path since �� is repeated. 

However,  �� 	≡ ����������	is a path in  the graph � as shown in Fig. 

1.3 . 

2.4 Connected Graphs , Disconnected Graphs [2]   

Connected vertices: A vertex � is said to be connected to a vertex � in a 

graph � if there is a path in � from � to �.  

Connected graph: A graph � is called connected if every two of its 

vertices are connected . 

Disconnected graph: A graph that is not connected is called disconnected 

2.5  The Double Vertex Graph 

There are many graph functions with which one can construct a new graph 

from a given graph or set of graphs, such as Cartesian product and the line 

graph. One such graph function is called the double vertex graph. This was 

introduced by Alavi et al. in [3] and studied in [4, 6] inter alia. For a 

survey,  see [5]. Let G = (V, E)  be a graph of order �	 ≥ 	2 . The double 

vertex graph ��(�)is the graph whose vertex set consists of all �(�	 −

	1)/2 unordered pairs from V  such that two vertices {x, y} and {u, v} are 

adjacent if and only if |{�, �} ∩ {�, �}| = 1 and if �	 = 	� then y and v are 

adjacent in G .the order and size of ��(�)	are  �(�	 − 	1)/2  and �(�	 −

	2)	respectively ,  

where n is the order and m is the size of G .see figure 2.4 for an example 

of  a graph and its double vertex graph . 
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Figure 2.4 : (a) Graph G  (b) Double vertex graph of G 
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Chapter Three 
 

The Double Vertex Path Graph for 
Symmetric Encryption Scheme 

 
 
3.1   Introduction 
 
In this chapter, the Double Vertex Path Graph (DVPG) is used to give 

alternative modified encryption schemes. Two types of symmetric 

encryption schemes have been proposed. First one based of the English 

alphabet values, whereas, second one used the ASCII values to represent 

the letters of the plaintexts. Some examples on these types of the proposed 

symmetric encryption schemes are discussed. The security considerations 

of the proposed schemes are determined as same as of the DVPG schemes 

that are proposed in this Chapter . 

 
3.2 The Double Vertex Path Graph [7] 
 
 

 
 

Figure 3.1: (a) Path �� (b) Double vertex graph of path ��(��)  

In mathematical field of graph theory, a path graph or a linear graph is a 

graph whose vertices can be listed in the order 1, 2, 3, . . . , � . 

such that the edges are (�, �	 + 	1) where �	 = 	1, 2, 3, . . . �	 − 	1. Path with 

� vertices is denoted as ��. The double vertex graph of a path is denoted 
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as ��(��). In Figure 3.1 , path �� and its double vertex Graph ��(��) is 

shown. 

The number of vertices in ��(��) is (�(�	 − 1))/2, the size of ��(��) is  

�� − 	3�	 + 	2, since �� is a tree . 

3.3. The Double Vertex Path Graph for Encryption Schemes 
In this section, some encryption schemes have been proposed based on the 
double vertex path (DVP) graph which are discussed as follows. 
 
3.3.1. The Double Vertex Path Graph for Encryption Scheme Based 
on the English Alphabet Values 
The idea to use the DVPG for proposing new version of encryption 
scheme can be explained in the follow examples. 
 

Table (3.1) plaintext alphabet [8]  
  
 

 
 
Example 3.3.1.1. (The DVP Graph for Encryption Scheme Based on 
the English Alphabet Values) 
Suppose M is the plaintext that is given by the word “MATH”. Based on 
the English alphabet Table (3.1) of the letters, one can convert the letters 
in the plaintext M into numbers.  So, 

�	 → 	12, �	 → 	0, �	 → 	19,� → 	7.	
With a shared secret key K= 4. The ciphertext C is computed by 

� = � + �	
C� = 	12	 + 	4	 = 16	 → 	Q, C� 	= 	0	 + 	4	 = 	4	 → E, C� = 	19	 + 	4	

= 	23	 → 	X, C� 	= 	7	 + 	4	 = 	11	 → 	L. 
So, the ciphertext C of M forms a path graph Q-E-X-L that is shown in 
Figure (3.1). 

 
Figure 3.2. The path P4 of the ciphertext QEXL . 
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This path is represented as the double vertex graph (DVG) that is given in 
Figure (3.3) and sent to receiver by sender . 

 
Figure 3.3. The DVG of the path P4 of the ciphertext QEXL . 

After the second user (receiver) receives the double vertex graph, he/ she 
wants to decrypt the ciphertext and recover the original plaintext . 
He/She first determines the label vertices  QE, QX, QL, EX, EL and XL 
based DVG. Later on, he/she takes only the letters from vertices without 
repeating to form a list 1. There are many cases to determine the correct 
choice of this list. The correct one is  
List 1: Q E X L . 
Now, based on Table (3.1), these letters converted into numbers 

�	 → 16			�	 → 	4			�	 → 	23			�	 → 11 
Since the number of elements in the list 1 is equal to 4, so 
16 − 4 = 12 → �, 4	 − 	4 = 	0 → �, 23 − 	4 = 	19	 → 	�, 11	 − 	4	 = 	7	

→ �	
Thus, the original message is Math . 
Example 3.3.1.2. (The DVP Graph for Encryption Scheme Based on the 
English Alphabet Values) 
Suppose M is the plaintext that is given by the word “beautiful”. Based on 
the English alphabet Table (3.1) of the letters, one can convert the letters 
in the plaintext M into numbers.  So , 

� → 1	, � → 4, � → 0, � → 20, � → 19, � → 8, � → 5, � → 20, � → 11 
With a shared secret key K= 9. The ciphertext C is computed by 
�=�+� 
�� = 1 + 9 = 10 = �	, �� = 4 + 9 = 13 = �	, �� = 0 + 9 = 9 = �	, ��

= 20 + 9 = 29 = 3 = �	, �� = 19 + 9 = 28 = 2 = �, ��

= 8 + 9 = 17 = �	, �� = 5 + 9 = 14 = O		, �� = 20 + 9
= 3 = �	, �� = 11 + 9 = 20 = � 

So, the ciphertext C of M forms a path graph K-N-J-D-C-R-O-D-U that is 
shown in Figure (3.3). 
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Figure 3.4. The DVG of the path P9 of the ciphertext KNJDCRODU. 
This path is represented as the double vertex graph (DVG) that is given in 
Figure (3.5) and sent to receiver by sender 

 
Figure (3.5) The DVPG of path graph P9 

After the second user (receiver) receives the double vertex graph, he/ she 
wants to decrypt the ciphertext and recover the original plaintext . 
He/She first determines the label vertices  KN, KJ, KD, KC, 
KR,KO,KD,KU and NJ,ND,NC,NR,NO,ND,NU and JD,JC,JR,JO,JD,JU 
AND DC,DR ,DO,DD,DU and CR ,CO,CD,CU and RO, RD, RU and OD 
,,OU and DU based DVG. Later on, he/she takes only the letters from 
vertices without repeating to form a list 1. There are many cases to 
determine the correct choice of this list. The correct one is 
List 1: K N J D C R O D U 
Now, based on Table (3.1), these letters converted into numbers 
� → 10	,� → 13, � → 9, � → 3, � → 2, � → 17, � → 14,� → 3,� → 20 
Since the number of elements in the list 1 is equal to 9, so 
10-9=1=B , 13-9=4=E , 9-9=0=A , 3-9=-6=U ,2-9=-7=19=T ,17-9=8=I 
,14-9=5=F   
3-9=-6=U ,20-9=11=L 
Thus, the original message is “beautiful”.  
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3.3.2. The Double Vertex Path Graph for Encryption Scheme Based 

on the ASCII Values , table (3.2) [9]  

 

 

 

 

The idea to use the DVPG for proposing new version of encryption 
scheme with ASCII values can be explained in the follow examples.  
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Example 3.3.2.1. (The DVP Graph for Encryption Scheme Based on 

the ASCII Values) 

Suppose m is the plaintext that is given by the word Central. Based on the 

ASCII Table (3.2) of the letters, one can convert the letters in the plaintext 

m into numbers.  So, 

C → 067, e →101, n →110, t →116, r →114, a→097, l→ 108. 

  The length K of m is equal to 7. Adding K to all of these numbers one by 

one respectively give 

067+7=074, 101+7=108, 110+7=117, 116+7=123,114+7=121, 

097+7=104, 

108+7=115. 

These numbers can be written as a list: 

List: 74, 108, 117, 123,  121, 104, 115. 

Using this list, a path graph can be created as shown in Figure (3.6). 

 

Figure 3.6.the path graph p7 

 

 

 

 

The ciphertext  of a message m is considered as the DVP graph as shown 

in Figure (3.6) which is sent to receiver by sender. 
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Figure 3.7. The DVPG of path graph P7 

The second user (receiver) receivers the DVP graph. He/ She wants to 

decrypt the ciphertext and recover the original plaintext. Since the length 

of m is K = 7 and based on the  ASCII Table (3.2), the user performs the 

following computations:    

 

074 – 7 = 067 → C,108 – 7 = 101 → e ,117 – 7 = 110 → n, 123 – 7 = 116 

→ t, 121 – 7 = 114 →r, 104– 7= 097 → a,115 -7=108→l. 

Thus, the plaintext m is the word “Central”.  
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Example 3.3.2.2. (The DVP Graph for Encryption Scheme Based on the 

ASCII Values) 

Suppose m is the plaintext that is given by the word " Precious". Based on 

the ASCII Table (3.2) of the letters, one can convert the letters in the 

plaintext m into numbers.  So, 

P → 080, r→114, e→101, c→099, i→105, o→111, u→117  , s→115. 

The length K of m is equal to 8. Adding K to all of these numbers one by 

one respectively give  

080+8=088 , 114+8=122 , 101+8=109 , 099+8=107 ,105+8=113 , 

111+8=119 , 117+8=125 , 115+8=123 , 

These numbers can be written as a list: 

List: 088, 122, 109,  107,  113, 119, 125,123  

Using this list, a path graph can be created as shown in Figure (3.8). 

 

Figure 3.8 the path graph P8 

 

 

 

The ciphertext  of a message m is considered as the DVP graph as shown 

in Figure (3.8) which is sent to receiver by sender. 
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Figure 3.9 The DVPG of path graph P8 

The second user (receiver) receivers the DVP graph. He/ She wants to 

decrypt the ciphertext and recover the original plaintext. Since the length 

of m is K = 8 and based on the  ASCII Table (3.2), the user performs the 

following computations :  

088 –8= 080 → P ,122 – 8 = 114 →r, 109 – 8 = 101 →e , 107-8=099→c	

113-8=105→i	,	119-8=111→o	,	125-8=117→u	,	123-8=115→s   

Thus, the plaintext m is the word “Precious”. 
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Chapter Four                                                                       
 

The Double Vertex Path Graph for 
Polyalphabetic Encryption Scheme  

 

4.1 Introduction  
 

In this chapter, the Double Vertex Path Graph (DVPG) is used to give 

alternative modified polyalphabetic encryption schemes. Two types of 

symmetric polyalphabetic encryption schemes have been proposed. First 

one based of the English alphabet values, whereas, second one used the 

ASCII values to represent the letters of the plaintexts. Some examples on 

these types of the proposed symmetric encryption schemes are discussed. 

The security considerations of the proposed schemes are determined as 

same as of the DVPG schemes that are proposed in Chapter three . 

 
4.2 The DVPG for Polyalphabetic Encryption Scheme Based 
on English Alphabet Values 
Before starting with the proposed encryption schemes, it is important to 

explain the polyalphabetic cipher. This cipher based on the substitution 

using the multiple substitution English alphabets. It is considered as a 

symmetric encryption scheme, since it depended on the shared secret key. 

On this key, some rules are determined to make it more secure and 

difficult to recover. 

Let m be a plaintext can be given as an English word or an English 

sentence. This word or sentence has some English letters. Based on the 
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English alphabet Table (3.1) of these letters, one can convert the letters in 

the plaintext m into numbers. 

     It can work with alphabet Table (3.1) and some rules are putting on the 

key K. So, applying this rules (r1, r2  or  rk)  to all of these numbers one by 

one has been done. For instance, if the letters of plaintext m is m1, m2, …, 

mK then  #m1 it move according to the r1 (mod 26) ≡ a1, #m2 it move 

according to the r2(mod 26) ≡ a2, … , #mK it move according to the mi 

(mod 26) ≡ aK, where #mi are numbers in Table (3.1).  

     In other words, it is possible to write these numbers in the list 

List: {a1, a2, …, al, al+1, al+2, …, aK}. 
 

This list can be represented by path graph P. The graph P is used to form 

the DVPG which considered as the ciphertext that is sent to receiver by 

sender. 

      The second user (receiver) receivers the DVPG. He/ She wants to 

decrypt the ciphertext and recover the original plaintext. He/ She first 

writes down the labeled vertices in list without repeating the letters or the 

numbers that are correspond to these letters. This list is  

List: {a1, a2, …, al, al+1, al+2, …, aK}. 
 

Since K is a shared secret key with its some,  so first user computes the 

following computations:   

a1 it moves in the opposite direction according to the r1 (mod 26) ≡ #m1, a2  

it moves in the opposite direction according to the r2 (mod 26) ≡ #m2, ..., 

aK it moves in the opposite direction according to the ri  (mod 26) ≡ #mK. 

      Based on the English alphabet Table (3.1), the previous numbers 

converted into   

#m1 → m1, #m2  → m2, …, #ml → ml  and #ml+1 → ml+1, …, #mK → mK. 

Thus, the original plaintext is recovered by m = m1m2…mK.    
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Example 4.2.1. The DVPG for Polyalphabetic Encryption 

Scheme Based on English Alphabet Values 

Suppose m is the plaintext that is given by the word “MATH”. Based on 

the English alphabet Table (3.1) of the letters, one can convert the letters 

in the plaintext m into numbers. So, 

�	 → 	12, �	 → 	0, �	 → 	19,� → 	7.	
 Some rules on the key K are determined by  

1- Shift first letters three positions to its right. 

2- Shift the second letters four positions to its right. 

In more details, the letter M moves into three positions to its right to 

become P, A letter moves to four positions to its right to become C. 

Repeating the key process for all letters of the word as follows. 

MA   TH 

PE   WL 

The letters of the encoded word “PEWL” which can form by a list 

List: {P,E,W,L} = {15,4,22,11}.     

     This list can be represented by path graph P4 shown in Figure (4.1). 

The graph P4 is used to form the DVPG which considered as the ciphertext 

that is sent to receiver by sender. 

 

Figure 4.1. The path graph P4 has four vertices. 
The ciphertext C of a message m is considered as the DVPG as show in 

Figure (4.2) which is sent to receiver by sender. 
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Figure 4.2. The DVPG of path graph P4. 
 

The second user (receiver) receivers the DVPG. He/ She wants to decrypt 

the ciphertext and recover the original plaintext. He/ She first writes down 

the labeled vertices in list without repeating the letters or the numbers that 

are correspond to these letters. This list is  

List: = {15, 4, 22, 11}.  

For decryption process, second user using the inverse rules of the key to 

recover the original plaintext. The rules are 

1. Shift first letters three positions to its left. 

2. Shift the second letters four positions to its left. 

      With more details, the letter P moves to three positions to its left to 

become M, the letter E moves to four positions to its left A, Repeating the 

key process for all letters of the word and based on the English alphabet 

Table (3.1), the encoded word  

PE   WL 

 

becomes  

MA   TH 

 Thus, the plaintext m is MATH. 
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Example 4.2.2. The DVPG for Polyalphabetic Encryption Scheme Based 

on English Alphabet Values . 

Suppose m is the plaintext that is given by the word “SQUARE”. Based 

on the English alphabet Table (3.1) of the letters, one can convert the 

letters in the plaintext m into numbers. So, 

S→18 , Q→16 , U→20 , A→0, R→17 , E→4 

Some rules on the key K are determined by 

1- Shift first letters five positions to its right. 

2- Shift the second letters three positions to its right.   

3- Shift the third  letters two positions to its right.   

 In more details, the letter M moves into three positions to its right to 

become P, A letter moves to four positions to its right to become C. 

Repeating the key process for all letters of the word as follows. 

SQU : XTW 

ARE : FUG 

The letters of the encoded word “XTWFUG” which can form by a list 

List: { X,T,W,F,U,G } = {23,19,22,5,20,6}. 

 

 

This list can be represented by path graph P4 shown in Figure (4.3). The 

graph P4 is used to form the DVPG which considered as the ciphertext 

that is sent to receiver by sender. 

 

Figure 4.3. The path graph P6 has four vertices. 

The ciphertext C of a message m is considered as the DVPG as show in 

Figure (4.4) which is sent to receiver by sender. 
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Figure 4.4. The DVPG of path graph P6. 

The second user (receiver) receivers the DVPG. He/ She wants to decrypt 

the ciphertext and recover the original plaintext. He/ She first writes down 

the labeled 

 

vertices in list without repeating the letters or the numbers that are 

correspond to these letters. This list is  

List : = {23,19,22,5,20,6}. 

For decryption process, second user using the inverse rules of the key to 

recover the original plaintext. The rules are 

1- Shift first letters five positions to its left.  

2- Shift the second letters three positions to its left.    

3- Shift the third letters two positions to its left. 

      With more details, the letter P moves to three positions to its left to 

become M, the letter E moves to four positions to its left A, Repeating the 

key process for all letters of the word and based on the English alphabet 

Table (3.1), the encoded word 
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XTW    FUG 

Becomes 

SQU    ARE 

Thus, the plaintext m is SQUARE. 
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Chapter Five  

Conclusions and Future Works 

 

 

5.1 Conclusions 

       

In this work, one can conclude that the concepts of graph theory have been 

used to give new sights for proposing new versions of symmetric 

encryption schemes. This application used the DVPG to design these 

versions with more secure level to create the ciphertext of the original 

message. These versions are DVPG encryption scheme based on English 

alphabet values and DVPG encryption scheme based on ASCII values. On 

the other hand, these graphs are applied to modify the polyalphabetic 

substitution cipher.  

 

5.2 Future Works 

   It is possible to apply the same idea of the proposed encryption scheme 

with other kinds of symmetric and asymmetric encryption schemes and 

also it can use other types of the graphs.  
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للتشفیر  الرأس المزدوج بیان  

 

 الخلاصة :

 

تم اقتراح إصدارات جدیدة من مخططات التشفیر المتماثل في ھذا العمل. تستخدم ھذه 

اعتمدت ھذه المخططات  .(D.V.G) الإصدارات تعریفاً جدیدًا للرسم البیاني للرأس المزدوج

والتشفیر الأبجدي المتعدد على  ASCII المقترحة الجدیدة على قیم الأبجدیة الإنجلیزیة وقیم

التوالي. یتم اختیار الرسالة ككلمة إنجلیزیة أو جملة إنجلیزیة. یعتبر النص المشفر للرسالة 

الأصلیة بمثابة الرسم البیاني للرأس المزدوج الذي یتم إرسالھ إلى جھاز الاستقبال عن طریق 

طط التشفیر المقترحة. یتم تحدید المرسل ، حیث تمت مناقشة العدید من النتائج التجریبیة لخ

.  اعتبارات الأمان لأنظمة تشفیر الرسم البیاني ذات الرأس المزدوج المقترحة  

 

  

 

 

  

  

 

 

 


