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                                              Abstract 

This project is an approach for utilizing Analysing  Security Protocols 

Using Scenario Based Simulation. 

A possible attack scenario defines the flow of communications but not their 

messages' content. Scenarios can help  decrease the number of protocol's runs that 

must be investigated during attack simulation. It is possible to reduce the number 

of runs even more by lessening the number of messages generated by intruders. 

The capability of the intruder to form messages is limited by the different  factors 

including : type matching and anticipated message content.  

The method presented in this study utilizes two tools that underpins the Abstract 

State Machines method : AsmetaL for building models and AsmetaS for achieving 

the simulation. To demonstrate the efficacy of the approach, several protocols are 

inspected. 
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1.1 Introduction 

    A great number of formal analysis methods have been proposed for building 

accurate and secure models of protocols. Majority of these methods, which rely on 

the Dolev-Yao model of an intruder [1], and they postulate the following: (1) based 

on the intruder's background information, the intruder can create whatever message 

it wants; and (2) an unrestricted number of sessions can be launched by the 

intruder. 

   The first assumption may cause some undue messages with erroneous type or 

format, which will most are likely to be dismissed by the truthful participants. The 

second assumption, when combined together with the first, typically gives rise to 

the undecidable verification issue because of the unlimited state space to be 

inspected. Several tools, such as ProVerif and Tamarin [2,3], have managed the 

state space explosion problem, though at the price of possible non cessation of the 

analysis process, especially when the non-trivial algebraic properties, like 

commutative encryption, are used. 

    The authors of [4] cope with the unanswerable verification problem through 

simulating security protocols with scenarios tailored for  attacks of the destination 

and message origin type [5]. A scenario is a protocol's run made up of many 

sessions wherein the pattern of arranging the protocol steps for the associated 

sessions is defined. This is an active way for lessening the number of protocol 

runs, when searching for an attack through simulation.  

   This research focuses on the implementing the above method by applying an 

efficient formal method which is called the Abstract State Machine (ASM) method 

[6].  
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    ASMs are a universal state machine formalism that can be used to model any 

algorithm at an adequate level of abstraction. The ASM method has been chosen 

for the following reasons: 1) the method's generality, which means that the ASM 

method can be used to define any system, at a needed level of abstraction. 2) the 

ASM method has a rich and simple syntax, as well as precise semantics, which 

together will aid in the specification of models that balance between abstraction 

and accuracy. 3) this method possesses an executable language called ASMETA 

Language (AsmetaL) [7] to describe the protocol, intruder, and attack scenarios, as 

well as a simulator tool called ASMETA Simulator (AsmetaS) [8] to simulate the 

protocol runs. 

   This work analyzes the Andrew Secure Remote Procedure Call Protocol [9] and 

the Needham-Schroder (NS) public key protocol [10] as examples. 

 

1.2 Problem Statement 

  Despite the fact that the simulated scenarios based on attack schemes method 

have been developed to address the undecidable verification issue, the message 

space with this method is still increased with undesirable messages resulting in the 

undecidabilty issue again. The main reason is that, the intruder in this method 

creates messages depending only on the assumed message's type format without 

considering the anticipated message content.  This  accordingly will explode the 

message space with superfluous messages that consequently leads to increase the 

protocol runs. Furthermore, this method is executed by the Estelle description 

language which is incomprehensible by different classes of people. 

  

1.3 Research Objectives 

   This research project aims at tackling the above mentioned problems by: 
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1. Formulating a principle for the intruder to construct messages based on the 

receiver's expectations about  the message type, format, and content. 

2. Employing the idea of attack pattern scenarios in a de facto verification 

process depending on simulation wherein the ASM methodology is applied. 

1.4 Related Work 

    For the analysis of security protocols, a number of formal methods were utilized. 

Tools, like Spin and NuSMV model checking, have been used to automatically 

verify security protocols, for example papers in [11,12]. In a successful way, these 

tools demonstrate that insecure states are unattainable, but only with a bounded 

assumptions for creating protocol sessions or generating fresh components or 

protocol sessions. 

   Regarding the unlimited analysis issue, ProVerif [2], is a common tool that has 

evolved to handle this. Typically to analyze an unlimited sessions, ProVerif utilizes 

rules of Prolog style and implements an abstract representation approach. It uses 

applied pi calculus as its specification language. ProVerif tries to prove two 

properties: secrecy and correspondence. However, ProVerif may enter an endless 

loop, resulting in a stack overflow, for particular protocols, such as the TP 

protocol, and some algebraic properties.  

    Recently, the Tamarin tool is developed as a tool for symbolically model 

checking protocols to manage the unlimited analysis [3]. Tamarin's specification 

language is built on multiset rewriting rules. In terms of describing security 

properties, Tamarin's language is more expressive than ProVerif, since it enables 



4 
 

direct modeling for temporal aspects. Despite this, it has the same non-termination 

restriction as ProVerif. 

The ASM approach has been used in theory to design and analyze security 

protocols while modeling intruder capabilities [13,14]. This work, however, does 

not address anticipated content when constructing messages. 

   This study is most similar to the works [15] and [4]. The first one limits the 

intruder's capability to construct just a specific types of messages that can be 

approved by certain agents. It is possible that relying just on type matching will 

still result in undesirable messages. The authors in [4] describe an approach for 

simulating security protocols employing scenarios tailored for several attack 

schemes. This is executed by using the Estelle language. The findings revealed that 

it is a fruitful approach for diminishing the number of runs related to a protocol 

under analysis. In this work, however, the intruder uses the approach of [15] to 

generate messages.    

1.5 Project Outline  

    This project is organized as follows: Chapter Two covers the ASM technique 

and security protocols. Chapter Three explains our methodology in details. Chapter 

Four debates on  the project's findings, while Chapter Five wraps up the project. 
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2.1 Introduction 

This chapter presents some underlying information of the security protocols, 

and the applied formal method, that is known as Abstract State Machines (ASMs). 

2.2 Cryptographic Primitives 

     Since constructing and developing security protocols necessitates the use of 

cryptographic primitives in order to fulfill their security-related objectives 

(authentication, integrity, confidentiality, etc.), this section briefly defines these 

primitives. 

    Cryptographic primitives can be defined as algorithms for safeguarding 

messages sent over the internet and accomplishing protocol services [16]. A 

cryptography algorithm applies mathematical functions to encrypt, decrypt, or hash 

sensitive messages. In general, an encryption operation is the process of turning 

plain-text for a certain message into cipher-text text. Decryption, on the other hand, 

is the process of converting cipher-text back to its original plain-text. Hashing is an 

irreversible process for creating a reduced fixed-length output from an input text of 

unknown length. 

   The following cryptographic primitives are differentiated based on the number of 

keys required for encryption and decryption operations: 

 Symmetric Key Cryptography is a traditional cryptography in which a 

single key is used for both encryption and decryption [17]. The key is 

usually kept hidden and shared between two communication parties. The 

symmetric encryption key must be exchanged between the participating 

parties before it can be utilized for decryption. 
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 Public Key Cryptography (Asymmetric Key Cryptography) is a kind of 

cryptography at which no secret key is disclosed between participants [18]. 

Usually, public key cryptography employs two keys: a public key that is 

known to all communication parties, and a private key that is only known to 

its actual owner. The encryption process in public key cryptography is open 

to everyone who has a known public key, while the decryption process is 

only available to the owner of the related private key. Some public key 

paradigms enable you to encrypt using the private key and decrypt with the 

related public key. 

 

1.3 Notation of Security Protocols  

    In view of readability, we utilize the fundamental notation known as Common 

Syntax(CS) [19], which is widely used in the literature to define security protocols 

[20]. A protocol is a set of steps for exchanging messages in a specific order. Each 

step has the following structure: 

            

   where   is the i
th
  protocol’s step, such that      ,   is a total number of 

protocol steps,    is the presumed sender of step  ,    is the presumed receiver of 

step  ,    is the message of that step.     and     might be legal participants with 

identities, such as          and so on, or a trusted third-party server that has the 

identities, such as        , and so on. 

   A message may have one or more encrypted or unencrypted components (also 

called fields) that are encrypted using either a public key or symmetric key 

encryption technique. The unencrypted component might be an identity, a key, a 

fresh component like timestamps or nonces, or just plain-text. The encrypted 
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component, commonly abbreviated as     , to represent  a protocol message or 

sub message that has been encrypted using the key  . The following notations are 

used to express the key:       and        indicate the public and private key, 

respectively, of a participant, whereas          signifying a symmetric key 

owned   and   participants. 

   Commonly, in the protocol specification, any message component is represented 

as variables. A single session of a protocol is an instantiation of these variables to 

generate a sequence of concrete identities and message content. A protocol session 

is the generation of a sequence of concrete identities and message content by 

instantiating these variables. Multiple sessions are a number of (potentially 

interleaved) instantiated sequences with their unique identifier numbers for 

differentiating them. From a constant number of potentially simultaneous sessions, 

a protocol run is resulted. A protocol run represents a concrete instantiation of a 

series of protocol steps. 

2.4. Protocol Attacks 

   A protocol run that satisfies a harmful property, such as disclosing a secret, is 

referred to as an attack on a protocol. A deceitful participant known as intruder 

with   identity launches an attack on a protocol. The      notation denotes that  the 

honest participant is impersonated by the intruder. 

    An abstracted protocol run is called an attack scenario that is specified based 

on known attacks and without considering  the message content. Indeed, excluding 

the repetition situation of already delivered messages that can be specified, a 

scenario does not define message content. As shown in Figure 2.1, a scenario has 

predetermined information about assigning participant identities and intruder 

impersonations to each role of participants. A Man In The Middle (MITM) atatck 
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scenario is depicted in Figure 2.1. In the left column of this figure, a pattern of 

arranging protocol steps for the involved sessions has been specified, including the 

assignment of identities and intruder impersonation to each role of participants. 

The right column, on the other hand, has a meta-variable   , which has a value 

supplied by the intruder or the honest participants. 

 

Figure 2.1 An example of scenario for MITM attack 

 

   The intruder who has total control over the communication between the honest 

players can launch several skilled attacks against protocols. The following are the 

major categories that these attacks fall under. 

 Man in the Middle (MITM) Attack: A Man in the Middle (MITM) attack 

is one in which an intruder surreptitiously intercepts, replays, and modifies 

communications between two participants, making them believe they are 

only conversing with each other. An intruder is present between the two 

participants in this attack. 

 Simple Replay (Simple REPL) Attack. With this type, any eavesdropped 

message or sub-message from previous sessions is fraudulently replayed by 

the intruder. In fact, the first session is conducted without impersonation, but 

the second session involves impersonation when the non-fresh message is 

detected and delivered. 

2.5 Examples of Security Protocols 
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This section provides two protocol examples which have different goals. 

 

2.5.1 Needham-Schroder Public-Key Protocol 

 
   The Needham-Schroder Public key (NSPK) protocol [21], or simply (NS), is 

developed with the aim of accomplishing mutual authentication between A and  B 

participants, as shown in Figure 2.2 (a). Because these participants believe that 

they only know about the freshly produced nonces    and   ,   and   are sure 

that they are interacting with the intended correspondent in this protocol. This is 

erroneous, because the protocol is vulnerable to the MITM attack [22] depicted in 

Figure 2.2 (b). 

 

 

Figure 2.2 The NS protocol example 

2.5.2 Andrew Secure Remote Procedure Call Protocol Example 

The Andrew Secure Remote Procedure Call (or simply AS-RPC) protocol [9], 

depicted in Figure 2.3 (a), is a  protocol which employs the symmetric key 

encryption method [17]. Its purpose is to deliver a new session key which is 

          to two participants A and B who already have a          key. 
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Figure 2.3 The AS-RPC protocol example 

 

Despite the fact that this protocol appears to be well-designed, it contains two 

flaws. The first is an implementation flaw [19, 23], whereas the second is a 

freshness flaw [24].  In particular, according to [19],  in case that a same length bit 

sequence is used for both the      nonce and the           key, then the 

protocol is vulnerable to the type flaw attack, in which the NA +1 may simply be 

inserted as the new session key, as shown in Figure 2.3 (b). According to [24], 

there is no assurance that the new shared key           is realy fresh and was 

produced in the same session. As a result, the intruder can easily replay the fourth 

message in a different session, as shown in Figure 2.3 (c). 
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2.6 The Applied Formal Method: Abstract State Machines  

    Abstract State Machines (ASMs) is a rather new formal method that is originally 

introduced by Yuri Gurevich [25, 26] as a universal formalism for building a 

model to any algorithm at an acceptable level of abstraction. He developed the 

basic hypothesis of ASMs formalism as: each algorithm, regardless of the way for 

abstracting it, is emulated step-by-step by a suitable ASM. The concept of abstract 

states gives ASMs their generality. In classical state machines, like Turing 

machines and finite state machines, states have symbolical representation via a 

collection of symbols. Abstract states, on the other hand, have syntactical and 

semantical representation that is achieved by mathematical structures of items from 

domains with defined functions and predicates.  

   ASMs also have transition relations that are defined by rules for describing the 

updating of the  function interpretations from one state to the next. ASM 

specifications specifies how the system’s state  changes over time as a result of 

transition rules. ASMs are being farther upgraded into a practically and 

arithmetically well-founded method for designing and analyzing a high-level 

system [27, 28]. For real-world problems, this method links the gap between 

human comprehension, formalization, and executable state machines. ASMs 

enhance the development process of a system by establishing a precise high-level 

mode that is destined for producing executable code. ASMs have a wide range of 

useful applications, including specifying different systems, such as sequential, 

parallel, and distributed [27], specifying dynamic databases [29], determining the 

specification for programming languages like UML, Java, and Prolog [30, 31, 32, 

33, 34], demonstrating compiler correctness [35], modeling and simulating ecurity 

protocols [36, 37, 38], and so on. 

   The ASM method is based on three fundamentals concepts: 
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 Basic abstract states are mathematical abstractions which are relied on abstract 

states, to define the systems structure, and on transition rules, to specify the 

dynamic behavior of systems; 

 A ground model is a mechanism for capturing the determined requirements of 

a systems through a succinct and rigorous conceptual model;  

 Stepwise refinement is a general approach to building a hierarchical refined 

models from an abstract ground model depending on the design decision. The 

final produced model is more comprehensive and implementation-linked one. 

2.6.1 The First Concept: Basic Abstract State Machines    

ASMs, or basic ASMs, were created to describe the situation in which a single 

agent can perform multiple actions at the same time. Later, as discussed in Section 

2.6.4, this concept is extended to distributed multi-agents that taking action and 

reaction in a concurrent or no concurrent pattern. 

   Basic ASMs are formally defined as finite sets of move rules with the following 

form:  

                              

This is the key form for transiting from one abstract state into another. The 

Condition (or guard) is a predicate formula that has a first-order relation with true 

or false interpretation. While, the term "Updates" refers to a limited number of 

update functions of the following: 

             

  where   is the selected name of an n-ary function,           are first-order 

arguments (terms) of of a function,   is the value of updating a function. In other 
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words, when a finite set of functions changes their values, the transition occurs 

from one state to another. A basic ASM is made up of four parts:                                                                                                                                                              

 A Signature (Σ): denotes the desired definitions functions and domains. 

 Initial states (I): are a set of states specified by imposed conditions on the 

signature.  

 Transition rules (TR): are a set of relations  that defines sets of update 

dedicated for abstract states.  

 Main rule (R): represents a main machine’s transition rule without arity. 

 Illustrated Example  

This section shows an illustrated example, called Automated Train Door (ATD) 

[39], in order to familiarize the reader with ASMs formalism. 

With ATD system, a train's physical door is controlled by a computerized 

controller, which receives sensitive data and issues commands. The ATD system is 

typically made up of the following parts: a) computerized controller; b) 

door_sensor; c) train_sensor; d) emergency_sensor; e) actuator; and f) door. The 

operating principle of the ATD system is best comprehended in terms of its parts. 

The computerized controller handles the sensor inputs to give an open or close 

door command. The door sensor transmits data about the position of the door and 

the presence of obstacles. The train sensor sends out signals that show the train's 

motion and position in relation to the platform. When an emergency situation 

arises, such as a fire or toxic gas, the emergency sensor sends out an emergency 

sign. The actuator operates the door in accordance with the issued control 

command. The requirements state that the door should not close on a person who is 

standing in the doorway, that the door should not be opened while the train is in 

movement situation or when it is not completely aligned or positioned with a 
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platform, and that the passengers should be able to escape in the event of an 

emergency. 

Vocabulary Employed in ASMs 

    This section explains some vocabulary used in ASMs to help at understanding 

the way of executing this machine. 

 Domain  

A domain (also known as a universe) is a “finite or infinite” collection of items 

used by a machine. An ASM state S has a super domain or super universe D that is 

partitioned into smaller domains belonging to certain categories. 

 Function 

In ASMs, a function is defined via its name and parameters using the below form: 

           

where f is a name selected to a function, and         are the   parameters of a 

function;   is the number of function parameters (also called the function’s arity). 

Functions without arity (i.e., zero arity or nullary functions) are called constants. A 

selected name of a function is established in the signature part. When the 

parameters    of   are evaluated to their new values, for example   , and an 

           is evaluated to   in the current state, then the function   is updated to 

  as well to be the new value of this function in the next state. A function name 

together with its associated parameter’s values account for a location.  Typically, a 

value of a location is deduced from a pair of function’s value and its indicated 

parameter values.  
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    Functions are divided into two categories:  Basic functions and Derived 

functions.  Derived functions are supplementary functions that have a specification 

or computational design to return values for presented read-only parameters. The 

basic functions differ from the derived functions in that they do not have specific 

specification for updating their values; rather, they are updated by the machine (its 

rules), the environment (the  machine’s user), or both. Basic functions are more 

divided into static and dynamic functions, depending on how their values are 

updated. 

   Static functions have values that never change during machine execution, i.e. 

they have constant values.  

    Dynamic functions are functions that have values changing from one state to 

the next, i.e., these functions are similar to variables in usual programming 

language. Dynamic functions are divided into three categories: controlled 

functions, monitored functions, and shared functions. The dynamic functions that 

can only be updated and read through the machine itself is called controlled 

functions. While when the values of dynamic functions can be read from the 

external environment and written by the machine’s user, then the dynamic 

functions are known as monitored functions. The dynamic shared functions, on 

the other hand, are updated and read by the rules of the machine together with its 

external environment.  

 Signature  

    A signature is a fixed set of names related to functions and domains that must be 

declared. There is a finite number of arity for each function name. The Boolean 

function’s values: True and false, and under-defined function: undef  represent 0-

ary (zero arity) functions that are presumed in the signature.  
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   When creating an ASM, the signature is defined. For example, the signature of 

the ATD example is shown in Figure 2.4. In this Figure, the listed domains: 

Availability, MotionStatus, PositionStatus, DoorStatus, and Status, reflect the 

availability situation of both an emergency and obstacle: existing or not, the state 

of train’s motion: the train is in moving or stopped situation, the possible set of 

train’s position: the train is aligned with the platform or not, the potential set of the 

door’s states: the door is opened, the door is closed, the door is opening, and the 

door is closing, and the feasible operational situation of the controller: sensing 

information or implementing a command.  

    The functions: obstacleSensor, emergencySensor trainMotionSensor, and 

trainPositionSensor represent monitored predicates for denoting the presence of an 

obstacle and an emergency in the external environment, as well as the input of the 

environment that relates to the train’s motion and position, respectively. The 

controlled functions: state, emergency, doorStatus, obstacleStatus,  trainPosition, 

and trainMotion, indicate the mode of the operation, the emergency, and the up to 

date state of the door, the obstacle's state at the doorway, the position of the  train 

and its motion, respectively. The 0-ary functions which are sensing and executing 

are employed to refer to an atomic object that is a member of the Status Domain. 

The derived function: safeSituation returns true value; in case that the door is 

opened or it is opening in an emergency situation.  
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          Figure 2.4: The signature of the automated train door example  

 State and Set of Update 

A state S for a signature ∑ is an arithmetical structure incorporating: the 

superdomain D, together with the evaluation of terms and formulas defined for 

every function name assumed in ∑. An update of S is manifested as the blow form: 

(loc, v) 

Where loc is a state’s location, and v is an item from the D. A collection of updates 

is called an update set. 
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 Rules 

In ASMs, a rule (also called transition rule) constitutes an update set on transition 

states to characterize the behavior of the system. A rule can be either one of the 

basic rules listed below, or a complex rule made up of several basic rules. The 

following are the basic TR transition rules: 

 Skip: It results in an update set that is empty. 

 Updating (            ): the task of this rule is updating the value the 

function            to the value  , such that        , and   are terms of 

first-order calculus. 

 Block (M par N): It simultaneously evaluates M and N rules and causes 

unified update sets calculated by M and N. 

 Sequential (M seq N): It implements the rules M and N in a successive 

style, begining with M. 

 Conditional (if Q then M otherwise N): It examines whether  a Boolean 

expression, which is Q, has a true value, then it implements the M rule, 

otherwise it implements N rule. 

 Let (let x=t in M): It assigns the t value to a logical variable x, and 

implements M. The produced update set is the set calculated by M. 

 Forall (forall x with  Q do M): It simultaneously implements the M rule for 

each x satisfying Q.  

 Choose (choose x with Q do M ifnone N): It selects x that meets a given 

condition Q and then implements the M rule. However, it just implements N 

when there is no x satisfying Q. 

 Call (          : It implements the rule   with its presented parameters 

       , such that this rule is specified earlier. 
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The machine has also a rule with zero arity, called main rule, that illustrates only 

one step of ASM. This rule is executed iteratively. Perhaps, a main rule fails or 

soundly terminates when there is no new update set is yielded or when no rule is 

applicable. 

    To illustrate the above rules, the ATD example is used for this purpose. This 

example has one main rule and seven descriptive complex rules. From the complex 

rules, four rules are dedicated to update the state of the door, i.e., doorState, that is 

CLOSED at the start. These rules are: ClosingToClosedOrOpened, 

OpenedToClosing, ClosedToOpening , and OpeningToOpened. In addition three 

out of the seven complex rules are allocated to receive the sensors’ data. These 

rules include: ObstacleSensing, TrainMotionSensing, and EmergencySensing. 

While he main rule, which has the name: TrainDoorController, is specified to 

capture the ATD’s behavior. 

     Figure 2.5 lists the main rule for ATD example, see Figure 2.5. In this rule, in 

case that the current state of the ATD is SENSING, then the three dedicated rules 

for sensing information are called; Otherwise, the ATD system is in EXECUTING 

state. At this state the emergency must first be examined to handle it through 

opening the door. When there is no emergency, the four rules that are modeled to 

change the door’s state are called in parallel. 

mechanism of ASMs by default [28]. 

      From the four rules, only the ClosedToOpening rule is displayed as it similar to 

the rest rules, see Figure 2.6. In this rule, the controller first examines whether the 

door’s state is CLOSED and the train motion’s state is STOPPED and its position 

is ALIGNED with the platform, then the door state is updated to OPENING.  

the controller updates the state of the door into OPENED, if it is at OPENING 

state.  



Chapter Two                                                                                  Theoretical Background 
 
 

20 
 

 

Fig 2.5  Train Door Controller's main rule 

 

Fig 2.6: The Closed_To_Opening rule for program Train Door Controller  

 

 Machine Step and Machine Run 

The process of simultaneously firing or executing, firing all transition rules in a 

given state to produce the next state is referred to as a computation step for a 

machine. While a run is a finite or infinite series of consecutive states that result 

from the execution of steps. 
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2.6.2 The Second Concept: Ground model  

  A ground model concept represents a conceptual model for capturing informal 

system requirements in a precise, succinct,  pliable, and understandable manner. 

The ground model can be created graphically by carrying out control state ASMs. 

This state is an ASM that has rules are diagrammatically and textually shown in 

Figure 2.7, such that the machine stays at a given control state i, if the conditionj is 

not met. 

 

Figure 2.7:Control state ASMs 

2.6.3 The Third Concept: Stepwise Refinement 

   Stepwise Refinement is a method of consecutive refinement that allows a 

designer to gain a more elaborated model from a brief one. This can be 

accomplished by fine-tuning (refining) the signature, the  flow of operation, or 

both. At each refining step, the gained model must be proven right in relation to the 

previous upper one, i.e., the more refined model executes the functionality of the 

abstract model and its own as well, while maintaining the main system's attributes, 

such as safety. The ground mode, i.e., the first abstract model, is similar to the 

system's description perspective (usually informal description), whereas the final 

refined model is similar to the programmer's perspective (executable code).This 
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incremental change in system design allows for the detection of silent assumptions 

and ambiguities in the system's requirements during passing abstraction levels. 

 

2.6.4 Distributed ASMs 

   The basic ASMs are extended into a Distributed ASMs (DASM) in order to 

encompass the formalization of multiple agents that use a synchronous and 

asynchronous way for acting and reacting [27]. 

    With synchronous DASM, each agent runs their own machine in parallel and 

synchronously, using a global clock for the system, and every agent participates to 

the global states via the union of each signature related to each machine. The 

synchronous machine's runs are a sequence of steps that are completely ordered. 

    Asynchronous DASM presents a united global system perspective for coincident 

successive computations of each agent per se, such that each agent has its own 

speed to run its basic ASM in its state without the need for a global clock. In 

DASM, a computation step performed by a single agent is called move (rather than 

step. A run for DASM is a partial order set of agent's moves that are partially 

ordered.   

2.6.5 An Executed ASM Tool: ASMETA Framework 

    Various tools have been developed around ASMs over the last two decades with 

the aim of providing executable models and underpining the analysis tasks, 

including: simulation and verification. From all the accessible tools, the ASMETA 

framework was selected for the context of this project. ASMETA, or the ASM 

mETAmodelling Framework, is one of the most inclusive modeling and analysis 

tools designed for ASMs [40, 41]. Recognizing the shortcomings of existing ASM 

tools, such as restricted coverage of aspects during the complete development 
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process, expressing ASMs into a language accompanied by syntax that is strictly 

based on the execution environment, and the inapplicability of unifying ASM 

tools, the ASMETA framework was created to provide ASMS with an unchanging 

notation and  interoperable tools based environment. 

    The Java programming language is used to implement ASMETA. On the 

website [42], the ASMETA framework is available for educational use.  

    Various tools are included in the ASMETA framework, such as the ASMETA 

Language (AsmetaL) that has a concrete syntax for ASMs. In addition, AsmetaL is 

notated in a way which is very similar to both basic ASM and multi-agents ASM 

[27]. AsmetaL includes a Standard Library, a set of predeclared ASM domains 

(Integer, Boolean, String, etc.) and different functions declared on those domains, 

as well as an AsmetaLc compiler for compiling and translating AsmetaL into 

specifications that can then be implemented by the simulator. 

     AsmetaL has four sections: the first section is called header that is dedicated for 

importing the Standard Library and for specifying domains and functions;  the 

second section is known as a body that is devoted for inserting the textual notation 

of static concrete domain, derived and static functions, and the rules; the third 

notation is the main rule; and the final section is the initialization for determining 

the initial values of  the controlled functions. For instance, see the AsmetaL 

specification for the ATD example in Code 2.1.  
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Code 2.1: AsmetaL specification of the ATD example 

Furthermore the ASMETA b framework has another tool called ASMETA 

Simulator (AsmetaS) for building a run  of the specification that need to be 
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simulated [43]. The AsmetaS underpins different useful tasks across the 

simulation, such as consistency inspecting in order to find any inconsistent 

updates, arbitrary simulation for randomly simulating the specification, where the 

simulator by itself selects the input values in a random way. 

 

 



 

 

 

 

 

 

         CHAPTER THREE 
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3.1 Introduction 

This chapter displays a methodology  for analyzing security protocols and 

designing secure models for them. 

3.2 A Proposed Methodology: Analyzing Security Protocols 

     Our proposed methodology, which is shown in Figure 3.1, comprises two 

phases: the Formal Specification and simulation phases.  

 The Formal Specification Stage serves as a foundation for the subsequent    

stages. There are four aspects to it: 

(1) The Protocol Aspect is a modular model designed for any protocol that 

allows various participants to be added as needed. 

(2) The Intruder Aspect offers a generic model for intruder behavior, 

including the capabilities related to update the  knowledge and generate 

the messages. 

(3) The Attack Scenarios Aspect represents the built-in specifications of 

attack scenarios into the intruder model to outline its behavior, as 

inspired by [4]. 

(4) The Invariant Security Properties Aspect specifies the invariant 

requirements that must be satisfied by the designed protocol model. 

Note that the second and third aspects of any protocol may be utilized 

straight away without any changes, while the remainder requires just minor 

adjustments based on the protocol's needs. Sections 3.2.1-3.2.4 go through 

each aspect in great depth.   

 On the other hand, the Simulation Stage is devoted for analyzing the 

acquired specifications from the previous stage by using the AsmetaS tool. 
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This simulation generates protocol runs based on an attack scenario and 

determines if the invariant properties have been violated. In the event of a 

violation, we may rectify the problem by returning to our protocol 

specification. 

    The aspects related to the formal specification stage are discussed in depth in the 

below subsections. 

 

Figure 3.1 The proposed Methodology 
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3.2.1 Protocol Aspect 

   The protocol aspect is dedicated for modelling the protocol parties and their key 

operations for message creation as AsmetaL rules. In this part, we use AmetaL to 

simulate the NS protocol. To list the protocol names, we establish the domain 

Protocol=NS, TP. Because each participant has a distinct role, we create a rule for 

each one, such as the ''r_Initiator rule'' for the initiator (see Code 3.1). The initial 

step in creating these rules is to define the domain "Id={AA, BB, II}" which 

represents the set of IDs shared by all NS protocol participants, including the 

intruder. 

 

Code 3.1 The “r_Initiator‟‟ of the NS protocol  

    In the following step, the control flow of a protocol under specification is 

determined, for example, determining when a message must be sent. Each 

participant can be in one of two states: "SEND" or "RECEIVE", depending on 
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whether they are sending or receiving a message. When the initiator wishes to 

commence, that is, when the Boolean function" wantToInit(Id)" returns true, the 

protocol's session begins. The "msgNo" controlled function (in conventional 

programming languages, a controlled function issimilar to a variable, while a static 

function is equivalent to a constant) stores a number related to each message. In the 

same way, the "sNo" function saves the current session number. The "start" 

function is set to denote that a message pertaining to a certain session is going to 

be sent. 

  The final step explains how to define and handle each message. A message is 

specified as a  suqence of Strings . When the participant notices that there is a 

message in his or her inbox, he or she knows that a message has been received. A 

created message, on the other hand, is sent by adding this message to the  the 

outBox function. To construct a message, the participant can use the 

“r_GenerateNc” rule to produce a nonce, see Code 3.2, the “r_Encrypt” rule to 

encrypt the message, and the “r_Decrypt” rule to decrypt it, see Code 3.3. 

 

Code 3.2 Generating a nonce rule 

 

     To abstractly model the encryption and nonce generation processes, we use the 

"extend construct" to augment an abstract domain for the operation outputs with a 

new element. 
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Code 3.3 The encryption and decryption operations 

   The specification signature is  firstly introduced in Code 3.3. The "Cipher" is a 

cyphertext's infinite domain. The "key" for a particular "Cipher" element is 

represented by the unary function "key". Plain text is represented by the nullary 

function "plainText", which is a sequence of Strings. The "cipher" belongs to the 

"CipherText" domain. The "method" is a cipher method that was used to encrypt 

the plain text message. We define two rules after the signature: the "r_encrypt" 
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rule, which converts the supplied plain message into an encrypted message using 

the specified key and method, and the "r_decrypt" rule, which converts the 

encrypted message into plain text using a specific key and technique. The 

"r_encrypt" rule initially selects an element in the CipherText domain whose plain 

text is identical to the supplied message. The cyphertext for the message is 

represented by this element. When selecting an element returns nothing (the 

supplied message has not been encrypted previously), then this rule will produce a 

new cyphertext given its plain text, key, and method, by expanding the CipherText 

domain. While the "r_decrypt" rule selects a cyphertext item from the CipherText 

domain that matches the provided cyphertext and returns the plain text of that item. 

If no such item exists, this rule will return an empty string. 

3.2.2 Intruder Aspect 

   The intruder in the traditional Dolev-Yao intruder model [1]  can construct and 

transmit any message depending on its knowledge. This can cause a problem with 

the message space filling up with redundent  messages that are more likely to be 

rejected by the recipient. We overcome this problem by restricting the intruder's 

ability to construct and deliver only messages that meet the receiver's expectations 

in terms of content and type format. For instance, sending “{NA}pk(B)” as a third 

message in the NS protocol, will be refused by the responder, since it expects to 

receive an encrypted nonce with the same value as the one sent previously. To do 

so, we firstly construct an enumerative domain named ''Type'' that contains all of 

the potential types of message components: 

                Type = {ANY , ENCR , SHRK, SECK, PUBK,NC,ID} 
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where ANY is any component, ENCR is an encrypted component, SHRK is a 

shared key, SECK is a private key, PUBK is a public key, NC is a nonce, and ID is 

an identity. 

     The intruder's analysis is then captured by representing each message in a 

protocol as a syntax tree. By analysis, we mean either breaking down the message 

into its constituent components or generating a new message from these 

components. The next two definitions support the tree representation, which is 

shown in Figure 3.2. 

 

Figure 3.2 Message tree representation examples for the NS protocol 

Definition 3.1: let m be a message defined as a sequence of components, then its 

syntactic tree has the following properties: 

(1) The root is labeled with the whole message, whereas the other nodes are 

labeled with the sub components of this message; 

(2) a node in this tree that is labeled with a sequence of more than one component 

has a number of children; 

(3) a node that is labeled with a sequence of one encrypted component, then it will 

have one child, which is labeled with a sequence of its unencrypted components; 
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 (4) the leaves are single sequences consisting of unencrypted components; 

(5) a number equal to the message number is assigned to the root;  

(6) the children for each node are allocated a left-to-right ordering number, 

starting at 1. 

Definition 3.2: Let    be a tree for a message with the number  , where    

        . Then the position of the root node for    is a single sequence consisting 

only  . Whereas the position of other nodes is determined by concatenating the 

parent node's position with the child order number for this node. 

The final step depends on the messages‟ tree representation to update the intruder‟s 

knowledge with the eavesdropped messages, and construct the acceptable 

messages. This step is illustrated in the following subsections. Note that, the 

AsmetaL specifications for this step are available in [44]. 

 Updating the Knowledge of the Intruder: 

In order to store all the spied messages and their components, which are sequences 

of String, in the intruder‟s knowledge, we introduce the function: 

„‟k: Seq(Seq(String))‟‟ 

In fact, the ''r_UpdateTheKnowledge'' rule usually begins by storing the whole 

stolen message in the ''k'' function. After that it saves every message component in 

''k'', in the meantime it checks if the component's type is encrypted, in order to 

decrypt it (if feasible), and to add the decrypted parts to ''k''. The static function 

''type'' specifies the type of each component as a constant for our model: ''Type: 

Prod(Protocol, Seq(Integer))''. This function returns the type of the node that has a 

given location  in a given protocol's name. For instance, we have type(NS, 

[3])=[ENCR] and type(NS, [3, 1])=[NC] for the third message in the NS protocol 
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that contains two nodes in its tree representation. While k is updated, the location 

of each node will be saved in the following function: position: Prod(Seq(String), 

Integer, Integer)) −> Seq(Integer). By just providing the node's value, the session 

number, and the message number, this function allows quick access to any 

message's chosen node. 

 Generating Messages. 

Here, we limit the intruder‟s ability to generate messages by taking into account 

the type format and the expected content of a message. The type format refers to 

the component types that are assumed by the receiver. For example, the proper 

type format for the second message in the NS protocol is an encrypted message 

using a public key. While the expected content refer to the values of the 

components that the recipient would anticipate, for example considering the 

previous message, the value of its first component, which is a nonce, within 

encryption must be equivalent to the nonce provided in the first message for the 

NS protocol. As a result, the following static functions for message generation are 

defined: (The first two functions are associated with each node in the tree 

representation of the message, while the rest are associated with the encryption 

key): 

(1)   type: Prod(Protocol, Seq(Integer))->Type : It has been stated earlier;  

(2) posExpVal: Prod(Protocol, Seq(Integer))->Seq(Integer) : It returns the 

anticipated value's position (in case it exists) for a given position for a node. e.g., 

the nonce node of the third message related to the NS protocol, which is at [3, 1], 

has the same expected value of the node at [2, 1, 2], i.e. posExpVal (NS, [3, 1])=  

[2, 1, 2] . As a result, the “k”  sequence will be examined to see if it contains a 

node with a position returned by the  “ posExpVal ”  function before generating 

this message. 
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(3)  posKeyId : Prod(Protocol, Seq(Integer)->Seq(Integer) : Returns a unique 

identifier for the key of the provided encrypted component/ node's location;  

(4)  keyType : Prod(Protocol, Seq(Integer)->Seq(Type) : It specifies the key type 

for a specific encrypted component/node‟s location. 

(5)  posKeyVal : Prod(Protocol, Seq(Integer)>Seq(Integer) : It returns the 

predicted key position for the encrypted component's supplied location. 

  We define the “r_GenerateMsg” rule for producing the potential acceptable 

messages based on all of the preceding functions. 

 

3.2.3 The Attack Scenarios Aspect 

  The attack scenarios idea is introduced in [4]. This idea defines different schemes 

related to the origin and destination attacks described in [5], such as  Man-in-the-

Middle (MITM), and Simple Replay (Simple REPL). For each of the above 

schemes, a generic algorithm is developed that, given protocol parameters such as 

the number of its sessions and steps, generates an attack scenario for that scheme. 

In addition, the algorithms require to specify the assignment of the party's identity 

and the intruder impersonation to each role. 

   To return the concrete simulated scenario, the generated scenario is first 

expressed in Common Syntax [45], then translated into an Estelle specification 

[46]. In a scenario, the honest participants and the intruder generate messages, but 

the intruder's messages are generated based on component types. 

     In our work, we explicitly encode the attack scenarios into AsmetaL, and we 

limit the intruder's message creation activity to the predicted message content and 

types. The following static functions that help with assignment identification are 

used in our AsmetaL specification of a scenario for a certain attack type: 

                                  , with                       , 
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and                                . The first function retrieves the 

provided task's identity: SENDER, RECEIVER for the party's role at the given 

session and message numbers, while the second function determines if the given 

identity for a party participated in a particular session number is impersonated. 

Below we show the specification for the attack scenarios. 

 Man in the Middle Attack Scenario: 

The Man In The Middle (MITM) attack tries to intercept, replay, and change 

communications between two participants while making them feel they are only 

talking with each other. The attack scenario is arranged as follows: an odd 

message number is placed in a rising sequence of session numbers, while an 

even message number is placed in a decreasing sequence of session numbers. 

For example, if there are two sessions and three messages, the steps will be 

performed in the following order:(1.1) (2.1) (2.2) (1.2) (1.3) (2.3). One of the 

three potential assignments shown in Table 3.1 is used to create this scenario. 

 

                  Table 3.1 The possible assignments for MITM attack scenario 

No 

 

Odd sessions even sessions 

Initiator Responder Initiator Responder 

1 A I(B) I(A) B 

2 A I I(A) B 

3 A I(B) I B 
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Code 3.4 The r_ExchangeMsgs and the r MITM scenario rules 

Code 3.4 represents the AsmetaL model of the MITM scenario. The “r_MITM 

Scenario” rule, which models the scenario arrangement, and the 

“r_ExchangeMsgs” rule, which is invoked by the “r_MITM” Scenario rule to 

send and receive a message by the participants, are both included in Code 3.4. 

The “totalSno” function represents a number of sessions, the “totalMsgNo” 

function represents a number of messages, and the “stop”, “begin”, and “dir” 

functions aid in accomplishing the growing and decreasing order of the session 

numbers in the MITM Scenario rule.  

  There are twosituations are executed in parallel in the "r_ExchangeMsgs" rule. 

Firstly, when "state=SEND", the SENDER's identity is inspected; if it is "II" or 

it is impersonated, then a message will be sent by the intruder. Otherwise,  both 

the "r_Initiator" and the "r_Responder" rules are concurrently activated to send 

a message, relying on the sender's identity, by either the initiator or the 

responder. 
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Secondly, when "state=RECEIVE", the identity of the RECEIVER is verified, 

either to update the intruder's information or to receive the current message 

from the initiator/responder. The intruder can transmit a message by creating all 

possible messages and sending them one by one until one of them is is 

approved. If not, then no such attack scenario exists. 

 Simple Replay Attack Scenario 

The following is a description of the Simple Replay Attack (Simple_REPL) 

scenario. First, only honest individuals participate in the initial session in order 

to store the message, which may then be replayed in subsequent sessions. 

Second, the subsequent sessions are performed as they are without any change 

until the following parameter: an input parameter named "repl". It identifies the 

beginning step, at which the intruder replays a message. Before this step,  

messages are exchanged exclusively between honest participants, then the sent 

message is intercepted at the “repl” stage, and a message from the first session 

is resent to the recipient by impersonating its original sender. This indicates that 

the impersonation takes place just at this step. Table 3.2 shows the assignments 

for the Simple_REPL scenario. 

 

        Table 3.2 The possible assignments for Simple REPL attack scenario 

No 

 

First Session Next sessions 

Initiator Responder Server Initiator Responder Server 

1 A B S A B S 

2 A B S I B S 

 

In Code 3.5, this scenario is depicted. The “r_SimpleReplay” rule defines the 

scenario arrangment in Code 3.5, and the “r_InterceptSend” rule is invoked by 
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the “r_SimpleReplay” rule to intercept a message from the intruder and resend a 

message from a prior session to the recipient. 

 

Code 3.5: The r_InterceptSend and the r_SimpleReply rules 

 

3.2.4 The Invariant Properties Aspect 

    To determine whether a protocol is vulnerable to an attack in response to a 

certain attack scenario, we utilize invariant testing for the security properties at 

simulated states of the protocol run.  We are looking to check two security 

conditions: secrecy and authentication. 

    The secrecy condition refers to ensuring that no confidential information is 

acquired by outsiders. In the NS protocol, for example, we have the following 

condition: 
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    It informally indicates that the nonce of AA that is sent to BB is not contained in 

the intruder knowledge. The authors in [47] define the authentication property as 

follows: “when an authenticating principal finishes its part of the protocol, The 

 authenticated principal must have been present and participated in its part of the 

protocol”. This can be expressed as an invariant condition over the start and end 

functions, as in “the NS protocol": 

                                                                            

     It indicates, informally, that if a participant successfully completes receiving the 

first message in the second session, then sending this message has already begun in 

this session. Remember that only the honest participants may change the start and 

end functions, not the intruder. 
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4.1 Introduction 

This chapter discusses our findings related to simulating the runs of protocols, such 

that these runs are specified by the scenario of the anticipated attack type while 

monitoring the invariant properties. 

 

4.2 Results and Discussion 

    Our performed experiments focus on simulating protocol runs that are described 

by the attack scenario while keeping track of invariant properties. If no stated 

invariant property is violated, then there will be no successful attack linked to these 

properties and the type of modeled attacks when the associated scenario is 

simulated. 

    We gained three scenarios by simulating the NS protocol with the MITM 

scenario using two sessions. Only one of the obtained scenarios has messages that 

comply with the attack depicted in Figure  2.2 (b), and its two invariant properties 

described in Section 3.2.4 have been broken. The intruder delivers messages to 

honest participants three times during this simulation. The number of produced 

messages is reduced by the addition of the expected content check, compared to 

the type matching approach [1]. In our method, for example, the intruder creates 

six messages in the first step of the second session: {A, NA}pk(B), {B, NA}pk(B), 

{I,NA}pk(B), {A,NI}pk(B), {B, NI}pk(B) , {I, NI}pk(B) . While, according to the type 

matching approach, 24 messages are produced. Because the intruder is only 

allowed to use the expected responder's public key rather than all of the known 

keys, such as pk(A), pk(B), pk(I), and prk(I), fewer messages are produced.  
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    It is worth noting that the attack scenarios provide guidance to seek for attacks 

by examining all runs with the proper message formats and kinds, and this can 

minimize the number of evaluated runs. Because the number of performed sessions 

and the number of steps in each session have a positive effect on the number of 

protocol runs, lowering the intruder's produced messages will reduce the number of 

protocol runs. When the attack scenarios are combined with the goal of minimizing 

the intruder's messages, protocol runs can be drastically reduced. 

  Concerning the AS-RPC protocol, we acquired the attack in Figure 2.3 (c) by 

executing the Simpl_REPL scenario with two sessions.  

   Although we cannot claim that our method is complete, we can say that it 

discovers attacks with specific defined scenarios, such as MITM and Simple REPL 

on protocols vulnerable to these attacks, though it does not discover attacks with 

unspecified scenarios, for example type flaw attacks. 
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5.1 Conclusion 

    In a simulation-based verification procedure, this project pursues the approach 

described in [1] to analyze security protocols by employing predefined attack 

scenarios. In two respects, our method varies from [1]. The scenarios are first 

defined in AsmetaL and then simulated with the AsmetaS tool. Second, we apply 

two requirements to limit the intruder's produced messages to those that fulfill the 

following: the expected message content and type matching. 

 

5.2 Future Directions 
 

    To extend our research, we are intending to perform the following: 

 Other types of attacks, such as a type-flaw attack, should be specified in 

future study. 

 An automated tool for generating the ASM specification of a protocol under 

investigation directly from its abstract specification in Common Syntax. The 

modeling and analysis procedures will be considerably simplified as a result. 
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                                                             انخلاصح   

عهً انسيُاسيى نغشض تحهيم تشوتىكىلاخ في هزا انًششوع ، تى تقذيى طشيقح تستخذو انًحاكاج انقائًح 

تساعذ انسيُاسيىهاخ  سسائههى.ًحتًم اَسياب الاتصالاخ ونكٍ نيس يحتىي اننهجىو اسيُاسيى  يحذد الأياٌ.

في تقهيم عذد عًهياخ تشغيم انثشوتىكىل انتي يجة فحصها أثُاء يحاكاج انهجىو. تالإضافح انً رنك, يٍ 

عٍ طشيق تقهيم عذد انشسائم انتي تى إَشاؤها تىاسطح انًهاجًيٍ. قذسج انًًكٍ تقهيم عذد يشاخ انتشغيم 

انًهاجى عهً تكىيٍ انشسائم تحذد تانعىايم انتانيح: يطاتقح انُىع ويحتىي انشسانح انًتىقع. تستخذو طشيقتُا 

اج. لإَجاص انًحاك AsmetaS نثُاء انًُارج و AsmetaL أداتيٍ تذعًاٌ طشيقح آلاخ انحانح انًجشدج: نغح

.               لإثثاخ فعانيح َهجُا ، تى فحص انعذيذ يٍ انثشوتىكىلاخ  
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