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Abstract

Cognitive Radio (CR) technology has been developed to overcome the
scarcity of spectrum due to the rapid development of wireless networks. Both
authorized and unauthorized users can use spectrum with this technology. Spectrum
Is dynamically distributed in perceptual radio networks, thus increasing spectrum
usage and increasing attacks, including eavesdropping. There are two types of
eavesdropping attacks the first type is passive attacks; the attacker doesn’t commit
any changes to the intercepted information. The attacker just needs to observe the
transmission. and the second type the active attack includes modification of the
message and causes a huge amount of harm to the system and is accomplished by
gaining physical control over the communication link to capture and insert
transmission. Transmitted data are protected from eavesdropping attacks in two
ways. The first way the primary user is protected from passive eavesdropping is by
allowing only the secondary users to know to use empty channels; however, any
external user who does not know, is considered an attacker, and they are not allowed
to use the empty channel. The second method uses a chaotic encryption algorithm

where messages are encrypted before sending.

This study is proposed to enhance the security of cognitive radio networks
through the implementation of the first way the chaotic encryption algorithm is used
to protect messages from an active eavesdropping attack because the main advantage
is that the chaotic signal appears to unauthorized users as noise, and the chaotic
signals are very sensitive to the starting conditions and the second way we can
protect data transmitted from passive eavesdropping through that are allow
secondary users who know them through their IP addresses to use the empty
channels, but any external user over there does not have an IP address it is considered
an attack, they are not allowed to use the empty channel. So the security of the

cognitive radio network is one of the most focused and interesting topics.
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Chapter One General Introduction

1.1 Introduction

To accomplish dynamic spectrum access, cognitive radios are employed as
a technology to dynamically configure their transmission properties. There are
two sorts of users in a cognitive radio network (CRN): primary and secondary.
Traditional wireless users or licensed users having access to a certain licensed
domain are referred to as primary users (PUs). Unlicensed users using cognitive
radios, known as secondary users (SUs), can use channels that are currently
unoccupied but must forego returning PU channels in order to continue
broadcasting on other channels [1].

With the growing number of wireless networks competing for a limited
radio spectrum, new issues have emerged. The traditional spectrum distribution
Is predicated on proper spectrum usage. However, it is stringent since each radio
operator must have a license to operate on a certain frequency. More knowledge,
blanks, and special energies in the radio spectrum are all on the agenda. To
address this issue, technical resources have been devoted to improving spectrum
usage in terms of the potential in order to have access to the dynamic spectrum.
Detection of hidden networks of licensed spectrum zones without interfering [2].

Cognitive radio (CR) has become a promising technology for enhancing
spectrum efficiency through adaptive reconfiguration of radio communication
parameters in dynamically changing communication settings. At the same time,
rapidly evolving technology has allowed software defined radio (SDR) platforms
to have opportunistic access to radio spectrum to hardware to produce cognitive
radio algorithms [3].

Cognitive radios are said to be one-of-a-kind, software-defined, artificially
intelligent radios that can change operational parameters including frequency
domains, modulation type, and power transmission without requiring hardware
changes. Cognitive radios may actively search the available spectrum and
dynamically adjust their operations to end their broadcast and avoid interference
with existing users due to their characteristics [4].

After focusing on core operational challenges such as channel sensing,
allocation, and management for several years, current cognitive radio research
has shifted its focus to applications such as security [5].

When customers rely extensively on the transmission of important/private
information over Wireless networks are used for credit card transactions and the
exchange of banking data. As a result, being able to reliably divulge secret

1



Chapter One General Introduction

information in the presence of adversaries is critical. Opponents may undertake a
variety of attacks to obtain unauthorized access to, alter, or even disrupt the flow
of data [6]. The primary and secondary users must be secured because they share
the same network. Without the usage of cognitive radios, they are more
vulnerable to security assaults than traditional wireless networks. As a result, one
of the most crucial aspects of criteria for CRNs is to provide strong security
measures [7].

Concept of Cognitive radio

System X with " trequency

hcensed lrequency L4
1, (Pnmary user) System Y i S S ———
acondary 4 { ! } {
—~— ST (Secondary f, -{_] :r{ ]”ﬂ .
‘f‘::-\ user)
CommunicationArea ([ [ () )] | . time /
of System X ((1o1) o
1) / \
\ frequency
- SpiE) L ___________________ . =,
Tl b
~iea |
- lime /
P
{{E=1]}]
() Pnmary user _I,
— A "3 Bus nod for pnmary users
Secondary user [: Y pe P y

ir / Busy penod for secondary users
Area J

Frequency utilization of primary and secondary users in Cognitive Radio Environment

Figure (1.1) cognitive radio concept [68].

1.2 Problem Statement

Multiuser wireless network security is a major topic, Because of the
opportunistic usage of licensed channels, CRN's open and dynamic features
create a slew of additional security challenges and issues. Primary user emulation,
objective functional attacks, learning attacks, data sensors, obfuscation attacks,
and CRN physical layer eavesdropping are the six main types of attacks that have
been known to occur [8].

There are two types of eavesdropping: passive and active. By passive
eavesdropping, the hacker just "listens” to the data transmitted over the network
while active can modify the transmitted. Figures (1.2) and (1.3) indicate
variations between forms of eavesdropping. Unauthorized users may hear the
intercept at the speed of the wireless link, making wireless communications

2



Chapter One General Introduction

particularly vulnerable to eavesdropping assaults. Security in physics layers is a
realistic approach for securing the physical features of wireless channels that are
used to protect wireless communications against assaults [9].

It is vital to safeguard the transmitted data. Traditional security methods
such as network-layer encryption are being challenged by the growth of dynamic
large-scale networks [10].

Message

v

Sender Receiver

Observing

the message - Attacker
Passive Attack

Figure (1.2) passive attack [69]
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Sender - Y - 'Receive‘r
Message

Modifying

the message - Attacker
Active Attack

Figure (1.3) active attack [70]

1.3 Problem-solving methodology

Effectively defended against eavesdropping attacks in two ways. the first way
the primary user is protected from passive eavesdropping attacks by allowing
only secondary users they know to use empty channels done through giving
secondary users IP addresses; However, any external user who does not know
and does not have IP addresses is considered an attack, and they are not allowed
to use the empty channel; The second way uses a chaotic encryption algorithm
where messages are encrypted before sending.

In this instance, a chaotic encryption solution may be the best alternative.
The chaotic signal appears to unauthorized users as noise, and chaotic signal
sensitivity to start conditions, which allows starting states and control parameters
as keys in the encryption procedure to be successfully used. In addition, the cost
of generating a mess is really low [11].
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1.4 The Aim of the study
This study is proposed to enhance the security of cognitive radio networks
through implementation of: -

1- The chaotic encryption algorithm is used to protect messages from an active
eavesdropping attack because the main advantage is that the chaotic signal
appears to unauthorized users as noise, and the chaotic signals are very sensitive
to the starting conditions

2- We can protect data transmitted from passive eavesdropping through that are
allow secondary users who know them through their IP addresses to use the empty
channels, but any external user over there does not have an IP address it is
considered an attack, they are not allowed to use the empty channel.

1.5 Related Works

The research [12], created a traceable test framework for the assessment of
dependability and safety in CRNs, where both the base station (BS) and the
powerful primary user (PU) transmit secret messages to many evenly distributed
PU in the presence of a random external intruder. A mobile correlation technique
Is used to reduce interference with PUs induced by Femto cognitive base stations
(CFBSs). In addition, an eavesdropping area was created surrounding the BS to
improve the confidentiality of the underlying networks.

In [13], the authors investigated the power distribution of base (PBS) and
knowledge base transmitted via orthogonal frequency division multiplexing
(OFDM) subcontractors in OFDM perceptual radio networks in the presence of a
multi-antenna listening device. Artificial noise is used to mislead the
eavesdropper at the cost of additional energy use in order to protect against
eavesdropping. With the aim of improving the energy efficiency (EE) of secure
communications, they propose a covert energy efficiency maximization scheme
(SEEM) by making use of instantaneous channel state (ICSI's) information from
an eavesdropper known as microinjection-based SEEM. (ICSI-SEEM). When
ICSI is enabled, the eavesdropper ICSI additionally introduces a SEEM scheme
through the use of Statistical CSI eavesdropping (SCSI), termed SCSI-based
SEEM (SCSI-SEEM). Since ICSI-SEEM and SCSI-SEEM problems are both
fractional and non-convex, they are first converted into comparable subtraction
problems, and using the biconvex function approximation approach, approximate
convex problems are accomplished. Finally, new two-stage algorithms are
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proposed in order to obtain optimal solutions because they have specific problem
areas ICSI-SEEM and SCSI-SEEM.

The trade-off between reliability and safety is examined in the paper [14],
which takes into account the maximum transmission power, interference strength,
signal jamming, and Rayleigh fading, as well as our interference as an
undistributed Gaussian parameter. To achieve this goal, the explicit closed
formulas for the chance of rapid detection and the chance of successful
eavesdropping were developed were first proposed and then confirmed using
Monte Carlo simulations.

The objective of the paper [15], was introducing a cognitive safety (CS)
approach to the physical layer of wireless communication systems to address
wireless security issues throughout life. By merging adaptive security solutions
into communication systems and exploiting the safety of physical layers from a
fresh perspective, the technology provided would give entire safety to assure
strong and dependable communication in the presence of opponents. Addiction
results from modifying the dispersion qualities of the signal so that specific
scenarios like user density, application-specific adaptation, and location within
the CS concept provide a secure connection.

The paper [16] investigated a secure communication model for perceptual
multi-user, multi-output, large-input (MIMO) systems with underlying spectrum
sharing. Within a multiuser (licensed) MIMO platform, the primary spectrum
sharing system is used to operate a large multiuser secondary (cognitive) MIMO
system. Primary or secondary covert signals are considered to be eavesdropped
on by a passive multi-antenna listening device. Synthetic noise generation (AN)
in the primary base station (PBS) and no-effect pre-encoders are used to provide
a physical layer security method for primary and secondary transmissions.

Using Poisson point operations and randomizing primary users, secondary
users, and eavesdroppers, the authors of the paper [17] examined the architecture
of secure transmission in random cognitive radio networks. By combining a
secrecy protection zone with artificial noise, the authors present a simple and
decentralized secure transmission technique based on this situation. This
transmission strategy, in particular, helps improve confidentiality performance by
distinguishing secondary transmitters based on the eavesdropping environment.
They then check the performance of the secondary network outage and
confidentiality outage; From which they derive the term closed speed data
transfer. By determining the best transmission power for secondary's and the
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suitable power distribution between the information-carrying signal and spurious
noise, they also discover how to optimize secondary network confidentially
throughput under primary and secondary outages.

The physical layer security of a multi-input, multi-output bidirectional
relay channel has been investigated in the paper [18]. Bob talked with the lawful
destination point (Alice) via a bidirectional access point if there is a cooperative
bidirectional jammer and probable eavesdropping (Eve). It's assumed that the
cooperative jammer is the two-way node that operates only with radio frequency
signals in the environment. They look at recycling the self-energy of the
cooperative jammer and come up with a case that allows it to function as a node
with a reliable power source.

They investigated the challenge of This document contains the pre-secret
encoding of the cognitive eavesdropping system of MIMOME (Multiple Input
and Multiple Output) [19]. The problem investigated through a pre-encoding
approach using artificial noise (AN). This is followed by creating a secrecy rate
maximization (SRM) problem, which is constrained both by interference power
constraints imposed to protect the principal user (PU) as well as maximum
transmission power for secondary transmitters. It was also decided to delete and
revise the empty space limit from SRM issue. As naturally formed SRM problems
produce differential convex (DC) programming issues, they answer them by
using the following approach of convex approximation (SCA), where the non-
convex components of each problem are approx. SRM issues can therefore be
addressed repeatedly by successively programming their convex variants.

In the paper [20], an energy detector based on the experimental
decomposition (EMD) procedure in unoccupied channels (dominant noise) is
presented. To occupy a certain range of interest, the energy directly from the
EMD signal processing is used. Performance is checked for different sound levels
and sample dimensions of the proposed EMD-based detector. In addition, a
comparison of the efficacy of the proposed detector is made using conventional
spectroscopic sensing techniques, with the results showing that it exceeds other
detection methods.

They explored the dynamic coordination of anti-eavesdropping project
subcarriers in the paper [21]. The project deals with data protection between the
transmission end and the legally acquired end. OFDM channel is used to send
data from one place to another. This is an orthogonal frequency channel. The
illegal extraction of data from a communication channel was carried out by

7
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eavesdropping at a third site. The phase of a given subcarrier can be calculated
from the channel status information in real-time (CSI). Interference is done on
the transmitter end in a deliberate manner to avoid eavesdropping.

An analysis of the time-domain AN generation mechanism for OFDM
systems is presented in the study [22]. The time-domain AN generating
mechanism is initially introduced for OFDM single-output (SISO) systems. A
large number of antennas and longer periodic prefixes are required for standard
time-domain AN generation in MIMO-OFDM systems (CP). As a solution to the
problem, they provide another method of producing time ranges that While our
proposed time-AN domains cancel out in the frequency domain, traditional time-
AN domains do not.

They gave a summary of recent improvements in CR transceiver hardware
design and algorithms in this paper [23]. UWB antennas and UWB antennas with
reconfigurable bandwidths frequency/frequency adjustable antennae are the three
types of antennas covered in the RF section. The primary design issues for the
remaining RF blocks are also covered. The authors have a focus on complicated
spectrum sensing algorithms that address challenges including model uncertainty,
hardware restrictions, and broadband sensing.

A software-defined CRRM design presented paper [24]. This software-
defined architecture can adapt to different connectivity models in LTE-A/LTE-B
with correct settings and in terms of transmission reliability, it of QoS guarantees
via optimum design control. By supporting a variety of CRRM schemes, this
design greatly simplifies system implementation, allowing CRRM to move to the
next level of development for the fifth generation (5G) cellular network.

When an eavesdropper is present, [25] they investigated a cognitive radio
network with a single knowledge base station (CBS) and several cognitive users
(CUs). When a spectrum gap is detected, CBS communicates with the (CUs) via
the RCN's observed spectrum hole. An eavesdropper can hear the cognitive
transfer between CBS and CUs since radio transmissions are aired. The
eavesdropper attempts to understand the audible signals for intercepting reasons.
They propose a multi-user scheduling approach for CBS cognitive transfers,
which selects a CBS instantaneous maximum capacity controller that will interact
with CBS to successfully fight an eavesdropping attack.

The article [26] provided an overview of CRs as well as its problems, with
an emphasis on the radio frequency (RF) component. It highlights the current
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state of the associated regulatory and standardization processes, which are critical
to the success of any emerging technology. They highlight several key research
problems, particularly those related to cognitive radio (CR) dissemination. The
focus is on RF front-end, transceiver, analog-to-digital, and digital-to-analog
interfaces as they remain the major bottleneck in CRs development.

The paper [27], provided a thorough examination of the security and
privacy concerns that arise in CWSNs by highlighting the many security risks
that these networks face as well as the different defense techniques that may be
used to mitigate these flaws. Various sorts of CWSN assaults are classified into
distinct groups depending on their natures and targets, and relevant security
procedures are presented for each attack class. In addition, certain significant
research concerns in CWSN security and privacy are mentioned.

The work [28] provided a state-of-the-art summary of cooperative sensing
In order to answer concerns about cooperative technique, cooperative gain, and
cooperative overhead. The cooperative sensing method is investigated using
cooperative sensing features such as cooperation models, sensing methodologies,
hypothesis testing, data fusion, control channel and reporting, user selection, and
knowledge base. In addition, the variables that influence the amount of
cooperative benefit that may be achieved and the amount of cooperative overhead
that can be spent are discussed. In cooperation, there are also open research
challenges relating to each problem.

Secure information transfer was considered without knowing the
eavesdropping channels or locations in wireless networks. in the paper [29],
There are two main mechanisms: the artificial manufacture of noise the non-
sender and recipient system contract; The variety of users that enables the receipt
of messages when there is artificial noise. They establish the greatest number of
eavesdroppers that may be separately running and distributed evenly while the
requisite secrecy is attained with high probability within the limit of many system
nodes.

In order to receive M-related data on the transmissions, the target users are
separated into M groups in a multicast communication scenario, while the
eavesdroppers (Eves) group attempts to intercept. In the paper [30], they propose
directional modulation (DM), artificial noise (AN), matrix-aided Costas sequence
(CS), and matrix frequency diverse array (FDA) in multicast precoding systems
since wireless security systems include authentication and secure transmission.
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A novel subcarrier switching-based Chaotic Cognitive Radio (SSCCR)
approach has been developed in the paper [31] to boost the security of CCR
systems. By combining the chaotic subcarrier sequence with the available
subcarriers, they suggest transmitting information using a chaotic subcarrier pair.
The subcarrier pairs would alter dynamically as the subcarriers changed. Another
messy sequence defines a subcarrier conversion rule for security reasons. They
obtain the bit error rate (BER) equation analytically using the adopted
mathematical model.

When it comes to non-contiguous spectrum access, a chaotic cognitive
radio (CCR) system offered the advantages of a chaotic communication system
combined with the flexibility of a superposition cognitive radio (CR) system,
according to the researchers. Rather than generating a chaotic sequence in the
time domain, the proposed CCR system generates it in the frequency domain,
allowing for non-con [32] They created bit-error-rate structures for CCR systems
using additive white Gaussian noise (AWGN) channels as well as Rayleigh,
Ritchie and Nakagami slow fading channels in this research. As a result of the
probability distribution in a chaotic map, it is possible to analyze the transmitted
signal energy distribution on the detected non-continuous sub-card bands and
estimate a bit error level.

By offering a unique methodology for separating and detecting chaos from
noise, this research [33] aimed to provide a practical solution to this challenge.
Dynamical systems, imputation theory, matrix algebra, and statistical theory are
all used in the proposed technique. The distribution, pattern, and behavior of
subjective values are studied in depth to achieve their goal. This generates a
number of useful qualities, including the ability to distinguish.

The criteria for an effective communication method for wireless sensing
applications were examined. Chaos on-off keying (COOK), a no coherent direct
chaotic communication technique, has emerged as a possible contender. To
increase performance in noisy and fading situations, this research [34], presented
a modified version of the COOK system. The suggested technique uses the idea
of differential correlation to expand the signal space of the choice variable while
keeping implementation requirements low.
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Table (1-1) Shows the purpose of the previous works in the concept of the
cognitive radio networks.

Number of The main aim challenges Status

References

[12] (2019) | This study proposes a | The presence of | A mobile association
traceable analysis | randomly located | technique is used to limit
approach for evaluating | external the interference to PUs
the  reliability and | eavesdroppers- caused by  cognitive
security performance of Femto base  stations
cooperative non- (CFBSs). In addition, an
orthogonal multiple eavesdropper-exclusion
access (co-NOMA). zone is  established

surrounding the PBS to
improve the core
networks' secrecy
performance.

[13] (2018) | Artificial noise  is | The existence of an | Artificial noise
employed to mislead the | eavesdropper has
eavesdropper at the | multiple antennas.
expense of additional
power usage in order to
protect against
eavesdropping. With a
view to improving the
energy efficiency of

secured
communications (EE),

[14] (2018) | Unlicensed users (UUs) An exact closed-form
and licensed  users definition of detection
(LUs) can coexist in probability and
cognitive radio eavesdropping probability
networks (CRNS), is first presented and then
therefore mutual proven using Monte-Carlo
interference  between - simulations

UUs and LUs isnt
ignored or treated as a
Gaussian  distributed
quantity. Additionally,
jamming signals to
purposefully interfere
with eavesdroppers'
signal reception is a
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viable  solution  for
improving the security
performance of CRNs.

[15] (2017)

With the goal of
offering a
comprehensive solution
to wireless security

concerns, cognitive
security (CS) approach
for wireless

communication systems
in the physical layer is
offered.

The adaptiveness relies on
the fact that radio adapts
its propagation
characteristics to satisfy
secure  communication
based on specific
conditions  which are
given as user density,
application-specific
adaptation, and location
within the CS concept.

[16] (2017)

The research examines
a secured
communication
paradigm with basic
spectrum sharing for
perceptual, multi-user,
multi-outgo  (MIMO)
systems.

A passive multi-
antenna
eavesdropper is
assumed to  be
eavesdropping upon
either the primary or
secondary
confidential
transmissions.

Artificial noise  (AN)
generation at the primary
base station (PBS) and
zero-forcing precoders are
used to implement a
physical layer security
method for primary and
secondary transmissions.
The precoders are built
specifically utilizing
channel estimates with
pilot contamination.

[17] (2016)

Using Poisson point
processes to randomly
distribute primary users,
secondary users, and

eavesdroppers, the
authors of this research
investigate safe

transmission design in
random cognitive radio
networks.

By combining the secrecy
guard zone and artificial
noise, the authors suggest
a simple and decentralized
secure transmission
technique.

[18] (2016)

In this paper, The
physical-layer security
of a full-duplex
multiple-input multiple-
output relay channel is
investigated.

The presence of a

cooperative full-
duplex jammer and a
potential

eavesdropper (Eve)

To  safeguard legal
transmissions, they
suggest a  precoded
artificial noise insertion
technique.
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[19] (2015)

In this research, They
investigate the
challenge of secrecy
precoding for a
cognitive multiple-input
multiple-output
multiple-eavesdroppers
(MIMOME)  wiretap
system.

Multiple-input
multiple-output
multiple-
eavesdroppers
(MIMOME)

The problem is studied
with an artificial noise
(AN)-aided precoding
scheme.

[20] (2017)

Enhancing the
performance of non-
coherent spectrum

sensors such as energy
detectors.

In this paper, an energy
detector based on the
conduct of empirical
mode decomposition
(EMD) in the unoccupied
canals is presented (noise-
dominant).

[21] (2015)

In this paper, they
explored Dynamic
Subcarrier Coordination
for Eavesdropping
Prevention.

Using the properties of
OFDM systems, an anti-
eavesdropping

the system has been
developed using dynamic
subcarrier coordinate
interleaving.

[22] (2014)

Artificial noise (AN) is
a physical layer security
approach that can be
used to achieve secure
communication. AN is a
noise signal that is
purposely sent together
with data transmissions
from the transmitter.
Because AN IS
generated to be
canceled out at
legitimate receivers, it
can prevent
eavesdroppers from
listening in even if the
transmitters are
unaware of  their
presence.

That this technique
requires a large
number of antennas
at the transmitter
and/or a longer cyclic
prefix (CP).

The time-domain AN
generation methodology
for MIMO orthogonal
frequency division
multiplexing (OFDM)
systems.

13



Chapter One

General Introduction

[23] (2014)

In this paper, they give a
summary of recent
improvements in CR
transceiver  hardware
design and algorithms.

The main challenges
faced by the design of
the other RF block.

They investigate
unsupervised
classification techniques
as well as a proposed
reinforcement  learning
(RL) algorithm for
decision-making in CR
networks.

[24] (2014)

They reveal a software-
defined CRRM design
in this paper.

In LTE-A/LTE-B cellular
networks, new
communication

paradigms  such as
heterogeneous  network
(HetNet) architecture,
device-to-device (D2D)
communications, and
coexistence with current
wireless  systems have
been introduced.

[25] (2013)

The  security  and
reliability benefits
through multiuser
scheduling.

They examine the
proposed multiuser
scheduling scheme's
security-reliability trade-
off  performance  for
cognitive  transmissions
with imperfect spectrum
sensing over Rayleigh
fading channels, where
security and reliability are
measured in terms of
intercept probability and
outage probability,
respectively.

[26] (2012)

CRS provides
additional  flexibility
and offers improved
efficiency to overall
spectrum use.

Intelligence
distribution and
implementation,
delay/protocol
overhead, cross-layer
design, security,
sensing algorithms,
and adaptable
hardware design are
all challenges.

This article, provides an
overview of CRS as well
as its problems, with an
emphasis on the radio
frequency (RF)
component. They
highlight the current state
of associated regulatory
and standardization
processes,
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[27] (2011)

This paper provides a
thorough examination
of the security and
privacy concerns that
arise in CWSNs by
highlighting the many
security risks that these
networks face as well as
the different defense
techniques that may be
used to mitigate these
flaws.

That one of the major
challenges in CR
networks is to detect
the  presence  of
primary users’
transmission  since
malicious secondary
users can send false
spectrum sensing
information and
mislead the spectrum
sensing data fusion
process to cause a
collision,
interference, and
inefficient spectrum
usage

Various sorts of CWSN
assaults are classified into
different groups
depending on their natures
and targets, and
appropriate security
procedures are presented
for each attack class.

[28] (2011)

To mitigate the impact
of these Issues,
cooperative  spectrum
sensing has been shown
to be an effective
method to improve
detection performance
by exploiting spatial

Modeling of
cooperation overhead
and Modeling of
primary user
cooperation

To address the concerns of
cooperative  technique,
cooperative gain, and
cooperative overhead, this
work provides a state-of-
the-art summary of the
field.

diversity.

[29] (2011) | The main motivation is In this study, the authors
considering demonstrate the
eavesdroppers of maximum  number  of
unknown locations, eavesdroppers that can be

they first consider the
case where the path-loss
is identical between all
pairs of nodes.

independently  running
and distributed uniformly,
while yet achieving the
required secrecy with a
high probability under the
limit of many systems no.

[30] (2020)

wireless security
systems authentication
and secure transmission

The authors of this work
suggest directional
modulation, artificial
noise, matrix-aided Costas
sequence (CS), and matrix
frequency diversity array
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(FDA) for  multicast
precoding systems.

[31] (2015) | Increasing the security In this paper, they
of chaotic cognitive introduce a new
radio (CCR) systems. - subcarrier-shifting-based

chaotic cognitive radio
(SSCCR) strategy

[32] (2015) | They look at the bit In this paper, they
error rate  (BER) construct the bit error rate
performance of a formulations of CCR
chaotic cognitive radio systems for additive white
(CCR) system, which Gaussian noise (AWGN)
combines the benefits of channels as well as slow
a chaotic - flat Rayleigh channels.

communication system
with the flexibility of an
overlay cognitive radio
(CR) system in non-
contiguous  spectrum

access.

[33] (2012) | To increase The suggested technique
performance in noisy uses the idea  of
and fading situations, differential correlation to
this research, presents a - expand the signal space of
modified version of the the choice variable while
COOK system. keeping implementation

requirements low.

[34] (2004) | This paper, tackles the A modified neural
channel distortion recurrence (RNN)
problem and presents a - network with a special
strategy for channel training (equalizing)
equalization. method is used to perform

the suggested
equalization.

1.6 Outlines of Thesis

The remaining chapters of this thesis are organized as follows: Chapter Two,
the security of cognitive radio networks that contain the key functions of CR
networks are (1) spectrum sensing, (2) spectrum management and decision, (3)
spectrum sharing, and (4) spectrum mobility, Cognitive radio architecture is made
up of 1,) Physical Layer, ii) MAC Layer, ii) Network Layer, and iv) Transport
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Layer, as well as v) Applications, and contain architecture Infrastructure-based
CRN, an ad-hoc radio cognitive system, and cognitive radio mesh networks may
be characterized as CRN, and also present attacks of the physical layer,
mechanism of defenses in CRNs, chaotic encryption and simulation tools used
to enhance the security of cognitive radio network. Chapter Three presents the
proposed system, explains the practical stages of the system, and explains the
proposed algorithm system can use the chaotic encryption algorithm is used to
protect messages from an active eavesdropping attack because the main
advantage is that the chaotic signal appears to unauthorized users as noise, and
the chaotic signals are very sensitive to the starting conditions. We can protect
data transmitted from passive eavesdropping through that are allow secondary
users who know them through their IP addresses to use the empty channels, but
any external user over there does not have an IP address it is considered an attack,
they are not allowed to use the empty channel. Chapter Four describes the results
of the proposed system. Chapter Five presents the conclusions of the results.
Also, it describes future suggestions.
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Chapter Two The Security of Cognitive Radio Networks

2.1 Introduction

The cognitive radio system was introduced as a handy technique for
Improving the utilization of radio spectrum in the next generation of wireless
communication and  tackling spectrum  scarcity. It  enables
secondary/unauthorized users (SUs) to discover unoccupied primary
communication channels, known as spectrum gaps, and use them to transmit data
without interfering with primary/authorized users (PUs). When it comes to
perceptual radio cycles, spectrum sensing is key [35].

The cognitive radio system is divided into three primary paradigms based
on how it allows secondary users to utilize the Licensed Spectrum Band:

1. Interweave networks: - These work without causing interference and
stick to the basic notion of using spectrum gaps (e.g., vacant or not fully
utilized within a certain geographical area of slots and parts of the
spectrum). The interweaving devices can start data transmission, as soon
as a spectrum hole occurs, but must terminate their transmission when
sensing algorithms resume. Such techniques include matching filter,
geostationary, signal or value-based detection, and beacon sensing. Other
systems employ off-band beacon emissions or databases for geolocation
[36].

2. Underlay networks: - In these, transmission is simultaneous for PU and
SU devices over the same slots of the spectrum. Therefore, it is not
necessary to detect spectral gaps. The temperature of the PU receiver
should be below the threshold. SUs may lower transmit power, cancel
interference, and implement non-contact zones (Guardia regions)
surrounding primary recipients in order to lower the interference
temperature. These areas can be augmented with data from past locations
from a central console via a geolocation database, GPS (Global Positioning
System) [37].

3. Overlay networks: - They allow PU and SU to be sent simultaneously.
However, the distinction between SU devices is that they should be aware
of the data (i.e. message) encoding techniques that are conveyed by the PU
(codebook). This information may be used in two ways. The employment
of cancelation techniques, such as dirty paper coding (DPC), that precedes
the sent data, to prevent interference can first be used to cancel PU
interference on SU receivers. Secondly, SU nodes can be utilized to
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collaborate with the main network through the transmission of PU
messages [37].

Primary network

CR network

Time

Interweave Underlay Overlay

Frequency

Figure (2.1) Interweave, underlay, and overlay modes of cognitive radio [39].

Since SUs must adaptively access the licensed spectrum, the CR networks
need to enable additional features. To enable opportunistic spectrum access, the
key functions of CR networks are (1) spectrum sensing, (2) spectrum
management and decision, (3) spectrum sharing, and (4) spectrum mobility.
These are briefly described next:

1) Spectrum sensing: Unused spectrum may be sensed by SUs and exploited
without damaging PU functionality. The "spectrum hole" is a key need of CR
networks. The most effective approach to identify a "spectrum hole" is to identify
PUs. The methodologies of spectrum sensing can be categorized as three: (1)
cooperative spectrum detection (several SUs share information on sensing with
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one other and include it for the identification of the PU), (2) interference-based
detection, and (3) main transmitter detection [38].

2) Spectrum management: SUs capture the finest possible spectrum in order to
satisfy communication needs while without interfering with other PUs harmfully.
For the quality of service (QoS) criteria, CRs should decide on the optimal
spectrum bands to fulfill the total available spectrum bands. These control
operations can be characterized as 1) analysis of the spectrum and 2) spectrum
choice [39].

3) Spectrum mobility: SUs vary their frequency of operation according to their
radio environment. When using CR technology, SUs can function in the optimum
frequency spectrum accessible while maintaining smooth communication
demands during a transition to higher speeds, which is the goal of the technology.
This results in a new sort of spectrum handoff, reference being made to the
procedure determined by an SU and switched to a new available channel in order
to keep the existing spectrum transmission going. Due to the moment when the
spectrum transmission is carried out, there are two forms of spectrum mobility:
(1) reactive and (2) pro-active [40].

4) Spectrum sharing: SUs offer a fair technique for programming the spectrum.
Spectrum sharing is one of the biggest issues in open spectrum use. In the present
wireless networks, it is considered a media access control (MAC) problem [41].

Channel 1

Channel 2

Channel 3

Decision to - //—%
select a e
channel
o Spectrum Info &

Spectrum Sp-ec:truﬂr-n PUs detection
Management Sensing

Coordination
to access a v _— Decision to
channel Spectrum ~

Sharing —

Figure (2.2) the major functions for the CR networks [71].

vacate channel
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2.2 Cognitive Radio Networks Architecture

Software-defined radio is the main hardware component of cognitive radio.
The RF front end, a modem, and a receiver-transmitter chain are the main
components of a software-defined radio.
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Figure (2.3) Cognitive Radio Architecture [43]

Cognitive radio architecture is made up of I,) Physical Layer, ii) MAC Layer, ii)
Network Layer, and iv) Transport Layer, as well as v) Applications.

1)Physical Layer-: The main goal is the detection of spectral holes/opportunities
in large frequency spectra and the measurement of opportunities and interference
in the physical layer spectrum of primary receptors (eg, ina CDMA environment)
[42].

2)MAC Layer-: As part of the MAC, a decision is made on whether or not to
communicate faulty spectrum sensing information (such as what modulation and
amount of power to use) and how to split the spectrum with other CRs into cases
when the transmission is desired. As a result, it is recommended that the
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transmission processes. Information on spectrum sensing and spectrum access
decision-making, synchronization of transmission parameters (for example,
channel or time slot) between the transmitter and receiver, conciliation of
spectrum allocation between primary and secondary users, and communication
between secondary users are also included in the feasibility assessment of the
MAC protocol (e.g., spectrum bidding and spectrum pricing) [42].

3) Network Layer-: Topology, addressing, and routing are the key duties of the
network layer. Spectrum detection, neighbor finding, and topology maintenance
are part of topology creation (e.g., through spectrum mobility) [42].

4)Transport Layer-: For flow and blot controls whose performance is impacted
by MAC protocol performance and spectrum mobility, the transport layer
protocol is responsible. The spectrum management approaches substantially
influence transmission control protocol performance [42].

5) Applications Layer-: In the uppermost levels perform the execution of
waveforms. The aim of the software architecture of an SDR is to standardize
waveforms and apps on a software-based radio platform. These waveforms and
apps are installed, operated, and replaced by other user-related apps. The
hardware platform must be a highly standardized platform to standardize
waveform and application interfaces [42].

The CRN architecture provides a framework that specifies the physical
components and operations of the network. CRs can only connect with the base
stations in a network-centered design (BSs). On the other hand, when these two
nodes are on the same channel, communication between two nearby cognitive
nodes can be established within a custom architecture. Since every node has a
channel in its own cognitive ad hoc network, a link between 2 nodes must be
made between at least one adjacent node in the accessible channel groups [43].

Infrastructure-based CRN, an ad-hoc radio cognitive system, and cognitive radio
mesh networks may be characterized as CRN.

1)The infrastructure-based CRN: - This is a networking architecture in which
cognitive terminal (CT)/cognitive radio (CR) and the base station (BS) are the
core components of the design. CTs can only interface with BS in the
infrastructure-based architecture (Fig. 2.4). Therefore, BS must be employed as
an intermediary node if two CTs want to communicate between themselves. BS
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analyzes local CT spectrum observation data in the infrastructure-based CR
networks and decides the use of spectrum [43].

- ~

Figure (2.4) Infrastructure Architecture (single hop) [43]

2)The architecture of a CR ad hoc network: - As displayed in Figure (2.5), two
sets of users may be divided: the main network component and the CR network
component. The core network is made up of key users who have been granted
permission to operate in a specific frequency band. The CR Network is made up
of CR users who share wireless channels with other approved users of various
bespoke applications [44].
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Unlicensed Band
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Figure (2.5) The CR ad hoc architecture [44]

3) Mesh CR networks: - Cognitive radio mesh networks blend in one of the CR
and ad-hoc network infrastructure designs. It employs mesh topology in which
several base stations create a single backbone (Fig. 2.6). A mesh CR network
might easily resolve the difficulty of selecting routes and deciding on the
spectrum. In different cognitive radio operations, medium access control plays a
vital role, including spectrum mobility, spectra-sharing, assignment of resources,
and sensing on the channels. If the main user is found, a secondary user has
spectrum mobility to leave the channel and reach an idle channel, in which the
communication link can be restored. Channel sensing enables a cognitive user to
collect information about spectrum utilization and dynamically record available
channels. According to the QoS needs, cognitive users are allotted accessible
channels through the distribution of resources. Spectrum access is used to address
disputes between diverse primary and secondary users to minimize detrimental
interference. The initial step in developing MAC protocols for cognitive radio in
unlicensed circumstances is the multi-channel MAC protocol for ad-hoc wireless
networks. These protocols deal with similar problems; working in a multichannel
setting and encountering the concealed terminal on several channels. However,
more complex sensing functions may be used by cognitive radio to secure
licensed broadcasts and distinguish between primary and secondary users. In a
cognitive network, a variety of channels accessible for each user fluctuate with
time and space, as opposed to a multi-channel network. Furthermore, the time
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scales are extremely different for cognitive radio and ad hoc radio. In the case of
cognitive radio, secondary users must employ periodic sensing to understand the
evolution of the wireless environment and users must swiftly modify their
conduct to meet interferences. [45].

Figure (2.6) Mesh CR network architecture [45]

2.3 Security of Cognitive Radio Networks Benefits

Cognitive radio may be adapted to the surroundings and make
modifications based on the capacity to communicate securely. The security is
sensitive for the wireless network when compared with the wire network. If
information is transmitted over a wireless network, jamming may be done, or it
can be changed. The distinguishing property of cognitive radio networks is that
safety is vital [46,47].

Because wireless media is transmitting, security is a major concern in
wireless communications. Encryption technology has always been used to
provide secure communication. However, if eavesdroppers have unbounded
computing capacity, the cryptography's entire confidentiality cannot be
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guaranteed. Because network nodes are designed to be smarter, security
considerations in CRNs are more complicated, and there is more attack potential
than in traditional networks. To limit the risk of hostile nodes assaulting the CR
network, security procedures and policies must be introduced. To offer a secure
connection through wireless network nodes, confidentiality, integrity,
availability, and authentication are only a few of the concepts that should be used.
Protecting information from unauthorized disclosure to systems or individuals is
referred to as confidentiality. Information confidentiality is required in wireless
networks in general to preserve the privacy of the data owner, which may be a
bank that holds a customer's credit and balance information [48].

2.4 Reliability

Reliability refers to the frequency with which a method measures and as long
as the identical outcome can be achieved on a When it comes to reliability and
stability, wireless networks are prone to interference from other networks,
wireless-enabled devices, and impediments such as walls.

For wired networks, network dependability analysis has been a major subject
of study for a long time, but not for Wireless networks, on the other hand, are
being used in an expanding number of applications, offering mobile users
complete and continuous access to computing resources, thanks to the
advancement of mobile technology Unreliable wireless networks are more prone
to failure because of a lack of transmission power or because of geography,
interference, and other. As a result, wireless network reliability needs should be
thoroughly evaluated. On the other hand, reliability for wireless networks differs
greatly from that for wire networks, as wireless networks are uniquely functional
and are known as terminal mobility, where the types and numbers of
communication components change over time [49].

To recognize the initial signal accurately in a noisy and dim environment,
and to neutralize unwanted users, cognitive radio networks face major challenges
[50].

There is a growing demand for reliable, efficient security measures to
protect content confidentiality and prevent unwanted access with the use of open
networks and the Internet for multimedia data. The use of data encryption is one
of the various options. Encryption schemes are methods that change data (such
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as text, image, sound, and so on) during transmission to make it unreadable,
invisible, or impenetrable [49].

Data encryption is now widely used in a variety of applications, and
numerous encryption techniques have been created with the purpose of protecting
sensitive data by strengthening its security and confidentiality. In this respect,
chaotic encryption can be the best option. The fundamental advantage is that the
messy signal looks like noise to unauthorized users and that the messy signal is
particularly sensitive to initial conditions which enable the initial states and
control parameters in the encryption process to be used effectively as keys [50].

2.5 Attacks on Cognitive Radio Networks

The attack on cognitive networks is defined as an action that leads to (a)
unacceptable interference with authorized main users or (b) missing secondary
user chances. An assault is deemed to be powerful if there is a small number of
opponents who do minimum operations but cause the primary and secondary
users in the network maximal damage/loss. In this section, assaults on different
cognitive network levels are described. Most of the attacks that we discuss
leverage a dependability problem or problems. We examine the physical layer,
link layer, network layer, transmission layer, and application layer in the Protocol
Stack [51].

2.5.1. Physical Layer Attacks

For the effective deployment of CR systems, the development of enhanced
physical layer transceivers is a crucial priority. The physical-level security (PHY)
of the protocol stack in secure communication systems cannot be a replacement
for cryptographic techniques. Threats to security may be brought about by passive
nodes that attempt to intercept communication between authenticated nodes. In
the process of crypto graphing techniques in protocol stacks, traditionally there
were various indicators that cannot challenge [52].

1. Jamming Attack

When the jammer transmits a constant data packet to the channel, the SU
never feels the channel is idle [53].
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2. Primary User Emulation Attack

The decision procedure is not trustworthy if a CR is misled with incorrect
information regarding the presence or absence of the principal user. Attackers
make use of this notion and execute a main user emulation assault to fool users
(PUEA). In this type of attack, the adversary node imitates the PU's transmission
characteristics and behavior. This means that if any SU is subjected to this assault
during the sensing phase, it recognizes the presence of the PU. As a result, even
though the PU is not using the channel, the SU should leave it immediately. This
attack is possible due to the lack of authentication procedures. PUEA can be
performed on many channels by some attackers.SU thus works on all these
channels, preventing them from being accessed [54].

3. Objective function attack

Cognitive radios can adapt to the environment. To adapt the radio to the
environment by maximizing objective functions, and therefore to communicate
with the radio through a medium, there are several radio settings that can be Goal
assaults can be used against any learning system that makes use of goal-based
Attacks of Faith Manipulation are a fancy way of The parameters handled include
but are not limited to bandwidth, encryption, and channel access protocol [55].

4. Common control data attack(CCDA)

CCDA is a significant issue, which interferes with transmission by
prohibiting channel elements from communicating spectrum information and also
providing the attacker with all the information [53].

5. Eavesdropping Attack

That is a passive attacker and becomes undetected since the CR
transmission is overheard by the eavesdropper without the emission of an active
signal. In general, the use of secret key cryptography approaches to preserve
secrecy from eavesdropping is introduced, however, the secret key management
has resulted in an added system complexity. In addition, the secret major
distribution is based on trustworthy infrastructure, which in certain situations may
not be accessible or even corrupted. In order thereby to accomplish absolute
secrecy against the theoretical exposure of data, the physical layer safety now
emerges as a potential paradigm by using the physical properties of wireless
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networks. This has also a strong potential to combat the safety of CR
communications Figure (2.7) An example of Eavesdropping Attack [56].
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Figure (2.7) An example of Eavesdropping Attack [56]

2.6 Defenses Mechanism in CRNs

A number of investigators have taken efforts to address safety standards
and ensure safe communication between SUs using various safeguards, such as
authentication and authorization access through a variety of ways, within the
CRN [53].

1. Digital Signature

Protect the integrity of message routing in hop-by-hop mode by use of a
digital signature. This implies that every node signs its messages for routing, but
no recipient can verify the source of routing information from the other nodes. A
digital authentication system based on the signature, which is carried out in the
physical and data link levels and allows trustworthy customer access to spectrum
at CRNs. Although this work is important as a means of ensuring communication
inside CRN, the performance evaluation reveals that the transmission of messages
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with a digital signature takes a long time compared to the regular transmission
without a digital signature [57,58].

2. Trust-based Mechanisms

Mechanisms of trust have been proposed, (a) CRN reliable collaborative
spectrum sensing, (b) the detection of unreliable hostile nodes, based on their
reported history, against false alert and false alarm attacks, (c) detect suspect CUs,
(d) defend against PUEA attacks, and (e). Nearly all CRN trusts are based on the
general confidentiality or variation paradigm [53].

3. Timing parameter

In the MAC Layer, time parameters are proposed. During the negotiation
phase, the node that receives the request establishes timing parameters to govern
the time period. As a result, the sender is forced to transmit data at a slower pace.
The receiver node takes action against the sender if the sender does not obey and
transmits packets more often. The receiver node then examines the sender's
actions and broadcasts the results over the current network [53].

4. Pinokio

Pinokio is a technique for detecting Byzantines. Pinokio employs a
Misbehavior Detection System (MDS), Using training data to establish a typical
behavior profile of the network. MDS identifies misconduct by observing bitrate
behavior. The bit rate should regularly be altered and consistently altered by a
node, the bit rate between two nodes should be mutual and the lower bit rate,
according to the protocol, must be used over a small channel. Nodes that don't
display these features aren't behaving in a way that promotes spectrum efficiency,
thus they're questionable [53].

2.7 Chaotic Encryption

The rapid and increasing expansion of multimedia data interchange needs
dependable and effective security measures to ensure content confidentiality and
prevent unwanted access. The use of data encryption is one of the various options.
Encryption schemes are methods that change data (such as text, picture, sound,
and so on) during transmission to make it unreadable, invisible, or impenetrable.
Data encryption is now widely used in a variety of applications, and different
encryption systems have been created with the purpose of protecting sensitive
data by strengthening its security and secrecy [61].
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The majority of the study focuses on improving encryption quality,
reducing execution time, and increasing security resilience against assaults. When
compared to typical encryption systems, chaos-based systems have shown to be
superior in terms of greater security and privacy due to the use of changeable
keys. The basic idea is to employ a variety of chaotic components to enhance a
scheme's confusion and dispersion abilities [61].

Encryption (and decryption) techniques based on chaotic maps are used to
boost data security. This situation can be described by the chaotic map's nature,
which is gravity, which is the chaotic map's output for each input; Property
confusion, a tiny aberration of the local area, implies a huge aberration of space;
the sensitivity of the starting value/control parameters, which is a minor change
in the initial parameters/input parameters, includes large changes in the output
value; The deterministic process involving incorrect alignment behavior is a
simple approach that is extremely difficult to master.

Many deployments of chaotic maps on cryptographic systems, such as the
described algorithm/scheme, are deployed for image and video encryption.
Logistic maps and logistic map change are the most often utilized maps under
chaotic conditions [62].

The chaotic map-based encryption (and decryption) systems are used to
increase data safety. The chaotic character of the map, that is, the heaviness of
any input, can explain this scenario. The distribution yields the same distribution
for the map output; Because of sensitivity to the starting value / control parameter,
a minor change in the input / initial value parameters results in a huge change in
the output; The combination has the property that a small divergence in the local
area implies a huge deviation in space [63].

The pseudorandom behavior of a deterministic process is referred to as
deterministic dynamic; and a simple process, which implies a high level of
complexity in the structure. Many deployments of messianic maps in encryption
methods, including the introduced algorithm/scheme, are implemented for image
and video encryption [63].
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The structure of our text encryption/decryption is given in Figure (2.8).

Proposed Chaotic Map(Security Keys)

Original Text Encrypted Text

3.868057e+001.015331e+011.256991e
+011.220607¢+011.377528e+011.2202
35e+013.865303e+001.268001e+011.3
» 88386e+013.862155e+001.327165¢+0
11.338730e+013.857827e+001.313491
e+011.216509¢+011.167734

It 1s common to encrypt information 1
that includes valuable content. To view i
the encrypted information a user must !
have a computer program that can read *
in the encrypted information and
decrypt the information.

Permutation E»E Diffusion i

Encrypted Text Decrypted Text

It is common to encrypt information
that includes valuable content. To view
the encrypted information a user must

3.868057e+001.015331e+011.256991e : P
1 ! 1
1 ! 1
1
35+013.865303e+001.268001e+0113 | o ! Tow. DRI
88386e+013.862155¢+001.3271635¢+0 « Diffusion ‘ Permutation " have a computer program that can read
1 1 1
1 1 1
1 1 1
1 ! 1

+011.220607e+011.377528e+011.2202

11.338730e+013.857827e+001.313491 m the encrypted information and
e+011.216509¢+011.167734 decrypt the information.

Figure (2.8). Schematic illustration of the (a) encryption and (b) decryption
processes of the text encryption scheme [61].

The Busy and Idle states sequentially explain the presence and absence of
primary users, because occupied states mean operating intervals or PU presence,
the secondary user can gain radio spectrum from the idle condition of the primary
users.

Primary Usars Spectrum Access Opportunities for Secondary Users
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Figure (2.9) Busy and Idle state for primary user spectrum access [72]
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lSenE.ing

Frimary User r ry

Collision

Secandary User m H

Figure (2.10) behavior of Primary and secondary users [72]

2.8 Keyword Recognition

Spectrum CR sensing to determine the proposed uninterrupted channel in
the first section of the packet in order to send data messages and not detrimental
The primary user called the Global Mobile Communication System (gsm) then
decides which free or busy channel. When the simulator starts, data type values
are entered as keyword parameters that provide the initial input to the cognitive
network environment. Below explained this message:

2.8.1 Chaotic word Frame Format.
The top corner segmentation bits define the frame's key feature and the
load segment (0-254 bytes) includes the primary data. The following components
are provided and they are described in figure (2.11):

The proposed channel: the idle channel is a free channel that is used for
broadcasting messages.

Frame ID: As a slot, it's a good fit in the frame ID, you can see which slot the
frame will be conveying to There can only be one instance of a-frame
identification per channel every communication cycle. A unique frame ID is
assigned to each frame, which has a single slot. One to 2047 is the Frame ID
range, while 0 is invalid. Invalid Frame ID 0

Data length: is used to define the size of a Fields of Encapsulation. Encapsulation
size is set to 2 bytes (date length times 2 = encapsulation data size in bytes). This
parameter encodes the size of the Encryption Field.

Source (Src): MAC source address describes.

Destination (Des): Destination (Des) Address of MAC
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Control (Ctrl): description of the control information in the mac layer, such as
RTS/CTS, to reduce collisions in messages.

Association: Specifies the safety mechanism utilized to obtain access to the
chaotic CRWN.

Encapsulation: contain security elements for the system presented (plain text and
CipherText) based on a "chaotic encryption method," developed using a c#
programming language external library.

Data (keywords): Input keywords that are provided in an initial simulation state
are specified to allow any word used on the cellular network to be entered.

Phv Sensing Data Transmission
Header Segment 6 6 8-14 128
1 bit 11 bits 6 bits Bytes Bytes Bytes Bytes
Proposed Channel Frame ID Data Length | Src | Des | Ctrl Association

0...254 Bytes 1 Byte

Encapsulation Data (Kevwords)

Payload Segment

Figure (2.11) the chaotic word Frames Format [73]
The Control Frames

To improve a virtual carrier sense procedure, frames for RTS (Request to
send) & CTS (Clear to sending). To avoid collisions, RTS/CTS is mimicked.

RTS (Request to Send) Frame

RTS framework format. It has a length of 14 bytes. Each octet is shown by (8
bits). Three fields are found in the RTS framework:

1. Duration: 2 bytes including the transmission time required for successive
transmission frames.

2. RA (Receptor Address): 6 bytes of MAC Address of the station to which the
frame is submitted;
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3. TA (Transmitter Address): 6 bytes, Sender address showing the station MAC
address of the message.

Octets: 2 6 6
Duration RA TA

A
v

MAC Header: Control Field

Figure (2.12) the RTS Frame Format [73] .
CTS (Clear to Send) & Acknowledgement(ACK) Frames
Formats of RTS and ACK frames. It is 8 bytes in length for each frame.
1-  Duration: 2 octets = 16 bits.
2-  RA (Receiver Address): 6 octets = 48 bits.

Octets: 2 6
Duration RA

MAC Header: Control Field

Figure (2.13) the CTS Frame Format [74]

An acknowledgment frame sends to the transmitter to validating the data
frame received by the receiver node. As duration always set to 0. It should be
noted only in the (ACK) frame, in the field (Duration). To indicate the next frame
request it is always set to zero.

Octets: 2 6
Duration RA

N
A 4

Figure (2.14) the Acknowledgement Frame Format [75]
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2.9 Simulation tools used to enhance the security of Cognitive

Radio Network

In the following, typical simulation tools are explained: There are
numerous types of tools and programming languages to mimic, however, the
safety conception of the cognitive radio network.

1)MATLAB: is an advanced technical computing language. Computers, visuals,
and programming environments are integrated. In addition, MATLAB features
advanced data structures has integrated edit and debugging tools, and enables
object-based programming. It also offers an up-to-date programming language
environment. This makes MATLAB an outstanding teaching and research
instrument. IN comparison to standard computer languages (e.g. C, FORTRAN),
MATLAB offers several benefits for the resolution of technical difficulties.
MATLAB is an interactive system with a fundamental data element that is not
dimensioned. Since 1984 the software package has been available on the market
and today is commonplace at most colleges and enterprises throughout the world
[64].

2)NS2: It is an event-driven open-source simulator specially built for studies in
the networks of computer communication. NS2 has been gaining enormous
interest from business, academia, and government since it was founded in 1989.
After years of continuous inquiry and improvement, NS2 currently includes
modules for many of the network components, including routing, transportation
layer protocol, and application. Researchers may simply utilize a simple
programming language to set up a network and view findings provided by NS2
to analyze network performance. NS2 has, of course, become the most popular
open-source network simulator and one of the most commonly used network
simulators [65].

3)OMNeT++: It is accessible in open source and under the Academic General
Licence, software for non-commercial use. OMNeT++ aimed to produce a
sophisticated, open-source, discreet event simulation tool that may be applied by
academic, educational, and research companies to model computer networks and
distributed systems or parallel systems. OMNeT++ attempts to close the gap
between open-source simulation tools such as NS-2 and costly business solutions
such as OPNET. To run OMNeT++ on all popular systems, including Linux, Mac
OS/X, and Windows, GCC Toolchain, or Microsoft VisualC++ Compiler are
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necessary. OMNeT++ stands for the framework approach. It provides the
fundamental machines and tools for such simulations instead of supplying the
components for the simulation explicitly in computer networks, queuing
networks, or other domain systems [66].

4)OPNET: Model of a network simulation. Modeler is a network simulator that
Is widely used in academics and industry. Most network protocols, including
wireless ones, are supported. The OPNET wireless base includes the Point
Coordination Function (PCF) and Distributed Coordination Function (DCF).
Modeling existing measuring equipment is also possible with OPNET Modeler
[67].
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3.1 Introduction

This chapter explains the mechanism that was followed in protecting the
networks of the cognitive system, as it contains the most important steps that were
followed and taken in order to provide a secure system from eavesdropping
attacks, as it contains two methods: first way protected from passive
eavesdropping attacks that are done allow secondary users who know them
through their IP addresses to use the empty channels, but when any external user
that they don't know and does not have an IP address it is considered an attack,
they are not allowed to use the empty channel. The second way the chaotic
encryption algorithm is used to protect messages from an active eavesdropping
attack because the main advantage is that the chaotic signal appears to
unauthorized users as noise, and the chaotic signals are very sensitive to the
starting conditions.

A proposed safe keyword identification approach to increase the security
of a cognitive radio network cellular network application with content awareness
feature, for each message sent between CR nodes using an encryption chaos
algorithm. The OMNET++ and the visual C# language are used to run all
simulations.

3.2 Implementation and Interconnection algorithms of Secure
Cellular Networks in CRN Architecture

"Cognitive Radio Network's" design is identical to other wireless networks
based on the five transmission layers for transmitting and receiving data as well
as diverse data types including text, sound, and video because the offered
solutions are built on (Information) data form. Every concept will be represented
by a c++ module influenced by OMNET++ simulations.

The functional side of each of these modules as C++ code will be
investigated using the parameters we assumed during each section's growth. In
each layer, the following algorithms explain the key material of the proposed
scheme (Application Layer, Network layer, CR MAC Layer, Physical Layer, and
so on). The suggested framework is built on C++, which is the foundation for
developing libraries, and OMNET ++, which is based on it.
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Figure (3.1) Each of these modules is depicted in the fixed architecture, as
well as their linkage across layers as a control and data link, in order to provide
adequate results depending on the statistics modules & simulation parameters,
more details about the layers and how can use every layers in appendix B.

<> Application Layer
1
|
Statistics Transport Layer
1
c |
o 1
R S— Network Layer
£ .
£ :
E
(@)
2 CR MAC Laver
Resource > GE) Encapsulation
Map = <> :/:; i |
E 2D é ! [
&
2 .
g Spectrum Physical
g Sensor Layer

Control Links
------- Data Links

Figure (3.1) The architecture for cognitive radio [76]

PuNodes: this module was designed to generate PU activity patterns that matched
the actual events found in the Global System for Mobile Communications (GSM).
We've compiled a list of general measures for PU behaviors that mimic PU
actions. All of these procedures are performed inside the (puGSM.cc and
puGSM.h) directories.

puGSM: describing actions for each primary user using criteria and timers for
presence and absence for the primary user, which influenced the secondary user's
handoff and handover state without harming the primary user.
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Table (3-1) Show the parameters of PUNodes and explain what meant everyone.

Parameters

What the meant by

PU Channel

Number of channel (1 - 10)

Busy Duration

Is a time interval during which the
channel is continuously occupied
without a break

Idle Duration

Is a period of time in which channel is
ready and available

Power

Refers to the ability of a particular
channel to control the decision making
and behavior of the base station (PU)
with the application layer provides a
query when the PU comes or leaves
the channel to check the power of each
node; if the power is greater than the
threshold, the node is purchased,
otherwise, the node is free and can be
used and measuring unit (Watt).

Threshold

It is the channel in which the
movement of the channel is negligible
or equal to the power value, which
means that the channel is empty and
the secondary user can use the channel
and measuring unit (Watt).
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Primary user signals (input/output)
Phase 1: Create the case, which is represented by:
1- The recording of log files

2- Setting up the application layer timer with channels in its initial state (gsm1,
gsmz2, gsm3, gsm4, gsm5, gsm6, gsm7, gsm8, gsm9, gsm10)

3- Assumption of being idle, busy, power and threshold Each PU's a (gsm)
duration is:

gsm1l:
PUChannel = 1,
busyDuration = 0.0100;
idleDuration = 0.0200;
Power = 0.5;
Threshold = 1;

gsmz2:
PUChannel = 2;
busyDuration = 0.0200;
idleDuration = 0.0300;

Power = 0.6;
Threshold = 1;
Threshold = 1;
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gsma3:
PUChannel = 3;
busyDuration = 0.0300;
idleDuration = 0.0400;
Power = 0.8;
gsm4:
PUChannel = 4;
busyDuration = 0.0500;
idleDuration = 0.0400;
Power = 5;
Threshold = 1;
gsmS:
PUChannel = 5;
busyDuration = 0.0600;
idleDuration = 0.0500;
Power = 6;
Threshold = 1;
gsmo6:
PUChannel = 6;
busyDuration = 0.0700;
idleDuration = 0.0600;
Power=7;

Threshold=1;
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gsm7:

gsma8:

gsm9:

PUChannel = 7;
busyDuration = 0.0800;
idleDuration = 0.0700;
Power = 8;

Threshold = 1;

PUChannel = 8;
busyDuration = 0.0900;
idleDuration = 0.0800;
Power = 9;

Threshold = 1;

PUChannel = 9;
busyDuration = 0.1000;
idleDuration = 0.0900;
Power = 10;

Threshold = 1;

gsm10:

PUChannel = 10;
busyDuration = 0.1100;

idleDuration = 0.1000;
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Phase 2: Begin Functions of Handlers
1- Begin broadcasting through data rate to each connected device.
2- Indicating the status of transmission.

3- The broadcast has ended. With the precise recognized signal, PU END
brings the PU communication to a close.

4- Indicating the end of the transmission

3.3 The Proposed Security System for Cognitive Radio Network

In order to provide protection for the cognitive radio network from the
types of passive and active eavesdropping attacks, this was done in two main
steps, as follows:

3.3.1 Protection from passive eavesdropping attack

Protection from passive eavesdropping attacks was done by defining
secondary users who are allowed to use the spectrum by IP addresses so that users
with prior knowledge of them are identified and allowed to use the spectrum and
when an unknown user comes it is treated as an attack or an unauthorized user
from Spectrum use

46



Chapter Three The Proposed System
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3.3.2 Protection from an active eavesdropping attack

The effect of an active eavesdropping attack is more than a positive
eavesdropping attack, as it alters the content of the message and causes harm to
the system. In order to protect messages, encrypted messages were used in the
exchange process. In the first phase of runtime simulation we initiate c#
programming language input Keywords Message exchanges between cellular
networks and its equivalent encryption.CRN's Architecture Layers will be used
to record these processes (DATA & CTRL Links). Following that, the outcomes
and statistics of the proposed CRNs implementation in networks' cellular
environments would be built.

OMNET++ was used to mimic all of the proposed system's processes within a
10-channel cognitive radio network. The general steps for the simulation process,
as indicated in Figure (3.6), are as follows:

48



Chapter Three

Run Simulation
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Chaotic encryption algorithm

The generation of seemingly random number sequences as encryption keys
Is one of the difficulties in cryptography. A discrete computing model that is
researched in automation theory can be used with a cellular automaton. Cellular
automates and iterative arrays are sometimes known as cellular spaces. Mobile
automatic devices may be directly utilized for creating visual or auditory
multimedia content, for random cryptography or other reasons, and possibly for
building parallel computers.

The design tools of the proposed textual content-encryption are primarily
based on cellular automata chaotic map done explained in chapter three more
detailed with non-linear transformation capabilities.

Key steps of the text encryption scheme.
_ Input: Plain-text file P,.
_ Output: Cipher text file C;.
_ Begin

1. Convert the plaintext file into a one-dimensional (1-D) array, S,,..

2. Generate the chaotic sequence by selecting two of the proposed maps
(Equations (1)- (4): = 0.9, X(¢y = 0.1, and Y(4)=0.1).

3. Change the chaotic sequence into a uniformly distributed sequence by
changing the initial values and parameters.

4. Permute Spt using the proposed chaotic map for the secret key

5. Create the new vector as: S, = S, (index).

6. Adjust and change Spt utilizing the proposed chaotic map and the
accompanying condition:

Sy, (i) = mod (round (10*2S,, (i)), 256).

7. Create the diffused vector S, = S, @ Si,, where @ denotes the bit-by-bit
exclusive OR operation.

8. Create the final cipher text matrix C, = reshape (Sp,, P;).

End
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A cellular automatic simulation was the first step.
The system consists of two key components:

1) Using the CAGrid class, you can run a simulation of mobile automation
quickly. It provides a list of Cell objects, grid constructing methods, and attaching
each cell to its neighbors, rules execution methods and generations growing, and
data retrieval ways as a byte or Boolean arrays.

2)In order to provide cryptographic functionalities, the encryption class uses
CAGrid.

Static methods for creating huge blocks of key data are provided for the
CAEncryption class. The data are extracted from a grid by means of a progressive
manner and re-executed to provide you more data. For symmetrically encrypting
streams and files.

An encoded file is stored in a class that can be replicated to the disk. The original
filename is contained as a property for facilitating data decryption. A byte array
Is used to store the encrypted file. The Random class initializes the grid with a
seed value by using all static encryption methods. Installing the
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approaches for producing encryption key data from a bitmap are used the
CAEnNcryption class. The basic system form is FrmCellularEncryption. All are
connected together.

1- created a basic cell grid
protected int get Index (int x, int y)
{
return (x *_height) +y;
}

2- execute a CA grid generation utilizing the Fredkin Rule
(Which is based on the odd or even number of live neighboring cells)
public void RunFredkinRule ()

{

// enumerate the cells: foreach (var cell in _cells)

{

if (cell.LivingNeighbours % 2 == 0)
cell.NextState = false;

else

cell.NextState = true;

} Commit ();

3- run Conway rules (original set of four rules)
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public void RunConwaysRule ()

{

Il proces conways rules for game of life for each cell

/l enumerate the cells:

foreach (var cell in _cells)

{

/I count the cells neighbours:

int neighbours = cell.LivingNeighbours;

Il a living cell with less than 2 living neighbours will die of loneliness
if (cell.State && neighbours < 2) cell.NextState = false;

/Il a living cell with 2 or 3 neighbours remains alive

If (cell.State && (neighbours == 2 || neighbours == 3))
cell.NextState = true;

Il a living cell with more than 3 neighbours dies of overcrowding.
if (cell.State && neighbours > 3) cell.NextState = false;

/I an empty cell with exactly 3 neighbours becomes alive.

if (! cell.State && neighbours == 3) cell.NextState = true; }

/I commit the changes

Commit ();

4- public void BuildFromPseudoRandomNumbers (int seed, int width, int
height)

{

BuildGrid (width, height);
Random rnd = new Random(seed);
foreach (var cell in _cells)

{

if (rnd.NextDouble() > 0.5)
cell.State = true;

¥
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5- public bool [] GetBinaryCellData (int len)
bool [] data = new bool[len];

for (int1=0; i < data.Length; i++)

{

data[i] = _cells[i]. State;

by

return data;

6- public bvte [] GetBvtes (int bytes)

{

/ initialize a bit-array:

BitArray ba = new BitArray (GetBinaryCellData (bytes * 8));
/I initialize the output array:

byte [] buffer = new byte[bytes];

Il copy & return:

ba.CopyTo(buffer, 0);

return buffer;
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3.4 Generating Large Blocks of Key Data:
The quantity of data from a grid is based on the grid's size. The larger the
grid, the longer it needs to be processed.

Furthermore, the.NET list object index field only measures 24 bits. The content
Is therefore limited to 16,7 million. The maximum data created by a single block
is only 1 bit per item and is 2 MB, which is somewhat restrictive.

It is possible to read a fresh data block from a grid by reading the contents
of the grid and then re-executing the CA rules. It is possible to construct an
unlimited data set by starting with a small block that yields 1KB of data and
continuously repeating the CA rules.
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1-return a linear array of Booleans representing the cell states.
bool [] data = new bool[len];
for (inti =0; i < data.Length; i++)
{data[i] = _cells[i]. State;}
return data;
2- return a byte-array of all the available cell data.
// initialize a bit-array:
BitArray ba = new BitArray(GetBinaryCellData ());
// calculate the number of whole bytes:
int byteLen = ba.Length / 8;
if (ba.Length % 8 1= 0)
byteLen++;
// To hold the bytes, make a buffer:
byte [] buffer = new byte[byteLen];
/I fill the buffer from the byte-array:
ba.CopyTo(buffer, 0);
/] return the bytes:

return buffer;

3-return a byte array of the specified number of bytes from the cell data.

// calculate the required number of bits.
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int bitLen = bytes * 8;
if (bitLen > _cells.Count)
throw new ArgumentException ("Insufficient Cells");
/I to create a bit-array:
BitArray ba = new BitArray (GetBinaryCellData (bytes * 8));
// set up the output array:
byte [] buffer = new byte[bytes];
// copy from the bit-array into the byte array.
ba.CopyTo(buffer, 0);

return buffer;
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3.5 Encode a string using the binary key-data. the key data must be

longer than the message

1- check the length of the key-data:
if (message.Length > keyData.Length)
throw new ArgumentException ("Insufficient Key Data");
2- use ASCII encoding to get an array of bytes from the message string:
byte [] msgBytes = Encoding.ASCIl.GetBytes(message);
byte [] trimData = new byte [msgBytes.Length];

3- both bit-arrays must be the same length, copy out the required

number of bytes from the key-data array:
Array.Copy(keyData, trimData, trimData.Length);

4- create bit-arrays from the message data & key-data
BitArray msg = new BitArray(msgBytes);
BitArray key = new BitArray(trimData);

5- XOR the two arrays:
BitArray output = msg.Xor(key);

6-copy the output back over the message array:
output.CopyTo(msgBytes, 0);

7- use base-64 to return the binary data as a printable string:

return Convert.ToBase64String(msgBytes);
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3.6 Decode the encoded string.

1-restore the original bytes from the base-64 string:
byte [] msgBytes = Convert.FromBase64String(message);
byte [] trimData = new byte [msgBytes.Length];

2-copy the required number of bytes from the key data
Array.Copy(keyData, trimData, trimData.Length);

3- xor the binary data to restore the original bits
BitArray msg = new BitArray(msgBytes);
BitArray key = new BitArray(trimData);
BitArray output = msg.Xor(key);

4-copy the translated bits back into the message array
output. CopyTo (msgBytes, 0);

5-recreate the original string using ASCIl encoding.

return Encoding.ASCIl. GetString(msgBytes);
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Chapter Four Simulation, Results, and Discussion

4.1 Introduction

This chapter simulates and discusses the effects of an eavesdropping attack
In a cognitive radio network, as well as the recommended security system
described in chapter three. The suggested system has been simulated using
OMNET++ and the C# programming language to implement encryption and
decryption keywords. We chose OMNET ++ because it is simple to use with the
Windows operating systems (Tkenv) graphical user interface (GUI). This GUI
has several tracing, debugging, and execution features:

1) It is recommended throughout the main development simulation stage since it
allows for a detailed view of the simulation state at any point during the execution
timeline.

2) Keep an eye on what's going on inside the network.

3) The learning flexibility, which is dependent on the C++ programming
language.

4) Contains several (Frameworks, Libraries, Models, and so on) that save time
and effort for researchers when conducting research simulations in real-world
settings.

5) In the Windows operating system, there are no restrictions for the installation
condition. All communication in the Cognitive Radio Network takes place on a
primary-secondary user paradigm, with primary users acting as base stations and
secondary users acting as networks cellular, according to the basic network
architecture.

The concept of eavesdropping is reinforced in cognitive radio networks
where there are two types of eavesdropping, passive eavesdropping that affects
primary users and only monitors communication without any change. And an
active eavesdropping attack, this type of attack changes the content of the sent
message and affects the communication process.

During the course of this thesis, the chaotic algorithm is used to improve
the security of the cognitive radio network. In addition, the Frequency-hopping
spread spectrum system represents a spread spectrum approach (FHSS). The
network encryption systems' keywords were implemented using the outside
library in C # to get the encrypted text and then insert it into the implementation
interface to be exchanged among network nodes.
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The proposed system was divided into five parts. The first part of the
cognitive radio network has ten primary users and four secondary users, and a
normal transmission without any effect. The second part of the cognitive radio
network contains ten primary users and four secondary users, as well as a passive
eavesdropping attack, which affects the primary users and monitors the
connection only without any change. In the Part three, the primary user is
protected from passive eavesdropping attacks by allowing only secondary users
that they know to use empty channels, but when any external user they don't know
comes in, it is considered an attack, and they are not allowed to use the empty
channel. The fourth part of the cognitive radio network contains ten primary users
and four secondary users, in addition to an active eavesdropping attack, this type
of attack changes the content of the sent message and affects the communication
process. In the fifth part, it was clarified how to send encrypted messages, as the
chaotic algorithm was used to start the encryption externally, which means that
all steps are done in a second program, where the output after the completion of
the encryption process is the entry of messages into cognitive radio network.

The simulation parameters for all case studies (the whole proposed system in
the OMNET++ simulator) are listed in the table below (4-1).

Parameters Value
Simulation Time 5m

Total Number of Frames 1024

Sensing interval 0.05 MS
Proposed Channel lor2or3
Arrival Rate of PU Variable 0.5-1s
Duration of PU TX 0.5s

The total number of nodes 4SU, 10 PU
Layer of MAC 802.11b standard
Type of MAC String Message
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4.2 Case study normal of the Cognitive Radio Network

This network was created within the OMNET++ emulator without a security
mechanism to imitate the network requirements of the cognitive node. This network
configuration has 10 primary users and 4 secondary users.

Each cognitive radio node consists of five communication layers: the
application layer, the transport layer, the network layer, the MAC layer, and the
physical layer. Different signals are sent through different layers, and statistics are
compiled based on simulation parameters. The base station (PU) with the application
layer provides a query when the PU comes or leaves the channel to check the power
of each node; if the power is greater than the threshold, the node is purchased;
otherwise, the node is free and can be used.

The result of implementing this topology within simulation time of about (5
minutes) given (7) active nodes through the entire network as well as (3) idle nodes.

Figure (4.1) Topology of CRNSs.
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The signal values for the application layer, mac layer, and spectrum sensing in the
transmitter unit are summarized in Table (4-2). (SU1). The transmission result for

the (Reql) unit is shown in Figure (4-2).

Spectrum Sensing

1 sensingSignal | 1.1

Table (4-2) application layer request, mac layer and spectrum sensing values.

SU1l

1.15

11

1.05

1
0.95 I I
SuU3

B AppRegest B MAC:Contor M Spectrum Sensing:sensing

Frequency

Time

Figure (4.2) Statistical results from Transmitter SU1 unit

The results for the data and sensing signals in the receiver Reql unit are summarized
in Table (4-3). The receiver unit's results are shown in Figure (4.3).

Spectrum Sensing
44 sensingSignal | 6.7

Table (4-3) Values from receiver Req1 unit.

SuU2

50

0 I —_—
Su2

Frequency

Time

B MAC:Contorl  ® Spectrum Sensing

Figure (4.3) Statistical results from Receiver Req1 unit
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The signal levels for the application layer, mac layer, and spectrum sensing in the
transmitter unit are summarized in Table (4-4). (SU3). The transmission result for
the (Reg2) unit is shown in Figure (4.4).

| Spectrum Sensing

1 sensingSignal | 5.8

Table (4-4) Application layer request, mac layer and spectrum sensing values.

SU3

Frequency
O P N W b UL O

SuU3
Time

m AppReqgest  m MAC:Contor M Spectrum Sensing:sensing

Figure (4.4) Statistical results from Transmitter SU3 unit

Table (4-5) summarizes the results for data signals and sensing signals in the receiver
Reg?2 unit. while Figure (4.5) shows the results statics for the receiver unit.

Spectrum Sensing
43 sensingSignal | 6.4

Table (4-5) Values from receiver Req2 unit

Su4

A
o O

Su4

Frequency
N
o

o

Time

B MAC:Contorl  m Spectrum Sensing

Figure (4.5) Statistical results from Receiver Req2 unit
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Figure (4.6) depicts the difference in data message counts between (SU2 and SU4)
receivers. Table (4-6) also demonstrates how to count data signals using receivers.

Receiver Data Signal (Frames)
SuU2 44
SU4 43

Table (4-6) Data Signal for all receivers.

45
g a4
c
g 43
3 ]
o 42
w Su2 Su4
Time

B MAC Layer : Data Signals (Frames)

Figure (4.6) Statistical results from all active receiver units.

4.3 Case Study of passive eavesdropping attack

We simulate a passive eavesdropping attack on the primary user in this case
study, which only impacts the primary users and observes the connection without
making any changes. This network topology is presented in the same way as the
proposed system topology, with ten primary users and four subsidiary users, as well
as a passive eavesdropping assault.

The simulation length for this case study is roughly 5 minutes, similar to the
first case study (with the suggested system), therefore we receive (7) active nodes
and (3) idle nodes for the entire simulation time. The network topology is depicted
in Figure (4.7).
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Figure (4.7) CRNs topology in networks cellular with passive eavesdropping attack.

The signals for the application layer, mac layer, and spectrum sensing that are
collected interconnection layers (PHY-mac layer) in the transmitter unit are
summarized in Table (4-7). The transmission result for the SUL unit is shown in
Figure (4.8).

Spectrum Sensing

1 0.8 sensingSignal | 6.2

Table (4-7) Application layer request, mac layer and spectrum sensing values.

SU1

Frequency
D

SuU1
Time

B AppRegest B MAC:Contor M Spectrum Sensing:sensing

Figure (4.8) statistical results from transmitter SU1 unit
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The results for the data and sensing signals in the receiver Regl unit are summarized
in Table (4-8). The receiver unit's results are shown in Figure (4.9).

Spectrum Sensing
48 sensingSignal | 6.8

Table (4-8) Values from receiver Req1 unit.

SU2

Frequency
N W b U1 O
o O O o o

=
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Su2

Time

B MAC:Contorl  ® Spectrum Sensing

Figure (4.9) Statistical results from Receiver Req1 unit

The signal levels for the application layer, mac layer, and spectrum sensing in the
transmitter unit are summarized in Table (4-9). (SU3). The transmission result for
the (Reg2) unit is shown in Figure (4.10).

Spectrum Sensing

1 1 sensingSignal | 6.1

Table (4-9) Application layer request, mac layer and spectrum sensing values.
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SU3
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Figure (4.10) Statistical results from Transmitter SU3 unit

Table (4-10) summarizes the results for data signals and sensing signals in the
receiver Reg2 unit. while Figure (4.11) shows the results statics for the receiver unit.

Spectrum Sensing
47 sensingSignal | 7.1

Table (4-10) Values from receiver Req2 unit.

SuU4
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Figure (4.11) Statistical results from Receiver Req3 unit

The signal levels for the application layer, mac layer, and spectrum sensing in the
transmitter unit are summarized in Table (4.11). (Passive Eavesdropping). The
transmission result for the (Passive Eavesdropping) unit is shown in Figure (4.12).

| Spectrum Sensing

1 sensingSignal | 6.1

Table (4-11) Application layer request, mac layer and spectrum sensing values
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Passive Eavesdropping

passive
eavesdropping
attack

Frequency
O N & O

Time

W AppRegest MAC:Contor Spectrum Sensing:sensing

Figure (4.12) Statistical results from Transmitter Passive Eavesdropping unit

Figure (4.13) depicts the difference in data message counts between (SU2 and SU4)
receivers. Table (4-12) also demonstrates how to count data signals using receivers.

Receiver Data Signal (Frames)
SU2 48
SuU4 47

Table (4.12) Data Signal for all receivers.
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Figure (4.13) Statistical results from all active receiver units.

4.4 Case Study of protection from passive eavesdropping attack

The primary user is protected from passive eavesdropping attack by allowing
only secondary users that they know to use empty channels, but when any external
user they don't know comes in, it is considered an attack, and they are not allowed
to use the empty channel. This network topology is presented in the same way as the
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proposed system topology, with ten primary users and four subsidiary users, as well
as a passive eavesdropping assault.

The simulation length for this case study is roughly 5 minutes, similar to the
first case study (with the suggested system), therefore we receive (7) active nodes
and (3) idle nodes for the entire simulation time.

The signals for the application layer, mac layer, and spectrum sensing that are
collected interconnection layers (PHY-mac layer) in the transmitter unit are
summarized in Table (4-13). The transmission result for the SU1 unit is shown in
Figure (4.14).

Spectrum Sensing

sensingSignal | 15

Table (4-13) Application layer request, mac layer and spectrum sensing values.

SuU1l

Frequency
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M AppRegest  m MAC:Contor Spectrum Sensing:sensing

Figure (4.14) statistical results from transmitter SU1 unit

The results for the data and sensing signals in the receiver Reql unit are summarized
in Table (4-14). The receiver unit's results are shown in Figure (4.15).

Spectrum Sensing
SensingSignal | 13

518
Table (4-14) Values from receiver Req1 unit.
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SuU2
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Figure (4.15) Statistical results from Receiver Req1 unit

The signal levels for the application layer, mac layer, and spectrum sensing in the
transmitter unit are summarized in Table (4-15). (SU3). The transmission result for
the (Reg2) unit is shown in Figure (4.16).

Application Layer |

Table (4-15) Application layer request, mac layer and spectrum sensing values.

Spectrum Sensing

1 sensingSignal | 27

SU3
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B AppRegest B MAC:Contor M Spectrum Sensing:sensing

Figure (4.16) Statistical results from Transmitter SU3 unit

Table (4-16) summarizes the results for data signals and sensing signals in the
receiver Reg2 unit. while Figure (4.17) shows the results statics for the receiver unit.

Spectrum Sensing
506 sensingSignal | 21

Table (4-16) Values from receiver Req2 unit.
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Figure (4.17) Statistical results from Receiver Req2 unit

The signal levels for the application layer, mac layer, and spectrum sensing in the
transmitter unit are summarized in Table (4-17). (Passive Eavesdropping). The
transmission result for the (Passive Eavesdropping) unit is shown in Figure (4.18).

| Spectrum Sensing

0 sensingSignal | 15

Table (4-17) Application layer request, mac layer and spectrum sensing values.
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Figure (4.18) Statistical results from Transmitter Passive Eavesdropping unit

Figure (4.19) depicts the difference in data message counts between (SU2 and SU4)
receivers. Table (4-18) also demonstrates how to count data signals using receivers.

Receiver Data Signal (Frames)
Su2 518
Su4 506

Table (4-18) Data Signal for all receivers.
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Frequency

Time

B MAC Layer : Data Signals (Frames)

Figure (4.19) Statistical results from all active receiver units.

4.5 Case Study of an active eavesdropping attack

We simulate an active eavesdropping attack this type of attack changes the
content of the sent message and affects the communication process. This network
topology is presented in the same way as the proposed system topology, with
contains ten primary users and four secondary users, in addition to an active
eavesdropping attack.

The simulation length for this case study is roughly 5 minutes, similar to the
first case study (with the suggested system), therefore we receive (7) active nodes
and (3) idle nodes for the entire simulation time. The network topology is depicted
in Figure (4.20).
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gsmh 0

Figure (4.20) CRNs topology in networks cellular with an active eavesdropping
attack.

The signals for the application layer, mac layer, and spectrum sensing that are
collected interconnection layers (PHY-mac layer) in the transmitter unit are

summarized in Table (4-19). The transmission result for the SU1 unit is shown in
Figure (4.21).

Spectrum Sensing

1 1 sensingSignal | 5.5

Table (4-19) Application layer request, mac layer and spectrum sensing values.
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Figure (4.21) statistical results from transmitter SU1 unit

The results for the data and sensing signals in the receiver Reql unit are summarized
in Table (4-20). The receiver unit's results are shown in Figure (4.22).

Spectrum Sensing
0 sensingSignal | 1.8

Table (4-20) Values from receiver Req1 unit.
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Figure (4.22) Statistical results from Receiver Req1 unit

The signal levels for the application layer, mac layer, and spectrum sensing in the
transmitter unit are summarized in Table (4-21). (SU3). The transmission result for

the (Reg2) unit is shown in Figure (4.23).

Spectrum Sensing
1 sensingSignal | 5.3

Table (4-21) Application layer request, mac layer and spectrum sensing values.
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SuU3

N RO

Frequency

o

SuU3
Time

m AppRegest  m MAC:Contor M Spectrum Sensing:sensing

Figure (4.23) Statistical results from Transmitter SU3 unit

Table (4-22) summarizes the results for data signals and sensing signals in the
receiver Reg2 unit. while Figure (4.24) shows the results statics for the receiver unit.

Spectrum Sensing
45 sensingSignal | 7.1

Table (4-22) Values from receiver Req2 unit.
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Figure (4.24) Statistical results from Receiver Req2 unit

The signal levels for the application layer, mac layer, and spectrum sensing in the
transmitter unit are summarized in Table (4-23). (an active eavesdropping attack).
The transmission result for the (an active eavesdropping attack) unit is shown in
Figure (4.25).

| Spectrum Sensing

1 sensingSignal 5.3

Table (4-23) Application layer request, mac layer and spectrum sensing values.
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an active eavesdropping attack

o N B O

Frequency

an active eavesdropping
attack

Time
AppRegest MAC:Contor Spectrum Sensing:sensing
Figure (4.25) Statistical results from Transmitter an active eavesdropping attack
unit

Figure (4.26) depicts the difference in data message counts between (SU2 and SU4)
receivers. Table (4-24) also demonstrates how to count data signals using receivers.

Receiver Data Signal (Frames)
SU2 0
SU4 45

Table (4-24) Data Signal for all receivers.

50
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Time
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Figure (4.26) Statistical results from all active receiver units.

4.6 Case study of proposed Security of Cognitive Radio Network
The proposed system designed a CRNs in OMNET++ which contains ten primary
users and four secondary users, furthermore, each primary user has a licensed PU
Base Station (BS) as Global System for Mobile communication (GSM). As well as,
the data sources unit described with the initialize keywords which have been entered
to the proposed system and their encryption text. Figure (4.27) shows the general
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network topology and the proposed network cellular in the Cognitive Radio
Network.

Figure (4.27) The proposed topology of CRNs in networks cellular.

Simulation states will represent in Figures below to messages exchanged
between transmitter and receiver and how they are passing through frequency bands
with ten proposed channels while Figure (4.28) represents How messages exchanges
between transmitter (SU1) unit and receiver (SU2) unit through the channel 1 when
to arrive ACK from the receiver.
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Figure (4.28) ACK re;quest and Data reply message (Data) on the channel 1

We will illustrate many parameters within the statistical results that will be
passed signals between layers and for each transmitter node and receiver node under
Layers. These parameters implemented in the main layers that contain algorithms
for the proposed system. They are also affected when they go from one node to the
next in each case study. Some of the statistics results are explained in Figure (4.29).
(application layer request which is helping to get the channel from the primary user,
the control information request represent by the RTS control message in the MAC
layer, sensing a signal to make the appropriate decision in the spectrum sensor
module).

Spectrum Sensing

0.4 sensingSignal | 1.5

Table (4-25) Application layer request, mac layer and spectrum sensing values.
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Figure (4.29) Statistical results from Transmitter SU1 unit

The results for the data and sensing signals in the receiver Regl unit are summarized
in Table (4-26). The receiver unit's results are shown in Figure (4.30).

Spectrum Sensing
39 sensingSignal | 1.9

Table (4-26) Values from receiver Req1 unit.
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Figure (4.30) Statistical results from Receiver Reql unit

The signal levels for the application layer, mac layer, and spectrum sensing in the
transmitter unit are summarized in Table (4-27). (SU3). The transmission result for

the (Reg2) unit is shown in Figure (4.31).
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| Spectrum Sensing

3.9 sensingSignal | 1.9

Table (4-27) Application layer request, mac layer and spectrum sensing values.
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Figure (4.31) Statistical results from Transmitter SU3 unit

Table (4-28) summarizes the results for data signals and sensing signals in the
receiver Reg2 unit. while Figure (4.32) shows the results statics for the receiver unit.

Spectrum Sensing
38 sensingSignal | 1.9

Table (4-28) Values from receiver Req2 unit
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Figure (4.32) Statistical results from Receiver Req2 unit
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Figure (4.33) depicts the difference in data message counts between (SU2 and SU4)
receivers. Table (4-29) also demonstrates how to count data signals using receivers.

Receiver Data Signal (Frames)
SuU2 39
SU4 38

Table (4-29) Data Signal for all receivers.

40
g 39
c
g 38
3 ]
o 37
w Su2 Su4
Time

B MAC Layer : Data Signals (Frames)

Figure (4.33) Statistical results from all active receiver units.

Figure (4.38) Shows the behaviors of the suggested network elements in a log file.

When comparing the three system states in the state of nature, the state
containing an active eavesdropping attack and the protection state using text
encryption, the results appear different in all cases, and in the protection state, it is
the best as shown in Figure (4.34). And when comparing the two system states, the
state in which there is a passive eavesdropping attack with the state against which it
was protected, a difference in the results is shown as shown in Figure (4.35).
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600

500

400

ncy

ue

00

mSuU2

Freq

msu4
200

100

passive eavesdropping attack State Security from passive eavesdropping
attack State State

Time
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Chapter Five Conclusions and Future works

5.1Conclusions

1- Cognitive Radio (CR) technology has been developed to overcome the scarcity
of spectrum due to the rapid development of wireless networks. Both authorized and
unauthorized users can use spectrum with this technology.

2- The chaotic encryption algorithm is used to protect messages from an active
eavesdropping attack because the main advantage is that the chaotic signal appears
to unauthorized users as noise, and the chaotic signals are very sensitive to the
starting conditions.

3- We can protect data transmitted from passive eavesdropping through that are
allow secondary users who know them through their IP addresses to use the empty
channels, but any external user over there does not have an IP address it is considered
an attack, they are not allowed to use the empty channel.

5.2 Future works

1. Apply the proposed security system to the different application environments,
such as battle damage assessments, battlefield surveillance, intelligence assistance,
and targeting.

2. Expand the proposed system to include other data kinds including video, audio,
and files.

3. Use a different form of attack on a physical layer, or try different types of attack
on different layers or functions.

4. A variety of additional encryption algorithms are used to protect networks from
the same type of eavesdropping attack.

5. Minimize the use of external frameworks by implementing encryption technology
within the same security system.
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Appendix

Appendix B
Appendix B explained the layer of omnet++ and show what the meant every
layer and function every layer.

1) Application layer: no actual data is sent. Instead, it uses the layers below to
deliver a request to the MAC layer. The MAC Layer generates a random number of
data packets (as specified in the.ini file) that affect the simulation's overall
performance. As a result, files can be used to hold parameters that are expected to
change (or should change) during research.) and tries to send it to a certain location.
It also generates random numbers of transmission data based on the configuration
file's settings. Furthermore, based on the signaling function, it gathers statistics on
effective and unsuccessful contact.
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The proposed system used a series of parameters to replicate the application layer's
general function in a cognitive radio network.

Signals from the lower layers are used as input and output.
Step 1: Initialize case, which is defined by:

1- Make the decision to begin a new correspondence situation.
2- Obtaining a list of neighbors.

3- Compiling Statistics

Step 2: Begin using the roles of the Handlers

1- Begin a new conversation.

2- sending a message to the lower layer for the RTS packet to be sent.
3-Controlling Information exchanges.

4- dialing to initiate a conversation

5- the data module for receiving signal messages.

6- dealing with acknowledgment packets

7- sending the CTRL message to the lower layers

8- DATA message routing for lower layers
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2)Network layer: chooses a random destination node in the network from its one-
hop peer nodes. The one-hop neighbors' addresses must be included in the network's
topology (. NED) register.

The network layer deals with upper and lower layer control and data, as well
as packet routing via interfaces to decide packet destinations. Inside (crNetLayer.cc
and crNetLayer.h) files.

Signals from the lower and upper layers are used as input and output.
Step 1: Create the case, which is defined by: obtaining a list of neighbors.
Step 2: Begin Functions of Handlers

1- Use a special interface to redirect signals from lower/upper layers as control
signals and data messages (frames) from lower/upper layers.

3)CR_MAC Layer: In addition to the mobility function, the medium access
management team is responsible for responsibilities such as smart behavior for
choosing spectrum bands and encapsulating frames for security reasons.
Furthermore, have exclusive capabilities not present in conventional wireless
networks. Via dynamic channel accessibility and channel handoff/handover
mechanisms with spectrum sensing, information about the events of available
channels was given, and the best channel for communication was selected based on
a collection of parameters that determine the CR-MAC protocol's performance. In
addition, the proposed scheme used a MAC protocol based on CSMA (RTS, CTS)
with channel dynamic control. Many parameters of this configurable protocol may
be changed through the configuration file.

CR MAC Layer deals with data types received from the physical layer and
passes them to the network layer's [send ()] process, which is used to send messages
using various steps. All processes inside (cr80211b.cc, cr80211b.h, crMacLayer.cc
and crMacLayer.h) files.
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Step 1: Create a case that includes frames number, the actual Destination,
the present Data Channel, and the proposed Channel.

Step 2: Begin using the roles of the Handlers

1)Handle RTS: if (isTransmitting and isReceiving) are both true, then remove
the message; otherwise, "I'm idle and want to perceive the proposed channel”
is displayed.

2) Handle CTS: A node's idle state can be restored by clearing an RTS trigger:
data to be sent across the proposed channel

3)Handle Data: The proposed channel starts transmitting after receiving the
values for the source, destination, and the number of packets (ack, dataLower).
If (ackEnabled == true && currentDataChannel = 0) if not, erase the message

4)Handle Ask: Send frame reset attempts and a simple ACK Timeout Timer
for the following packet.

channel is lost, don't send next packet else send next packet. if
(currentDataChannel == 0)

5)Hadle Nack: Sensing a free channel and transmitting RTS on that channel
was suggested.

(10 channel frequency band by FHSS)
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6)Handle PU: If isTransmitting == true, then PU START and END handle the
message. | was transmitting and entered with

Two Case: -

Case 1: If (akEnabled== true) {cancel the PU transmission channel, prepare
RTS/CTS for the new channel using sense Request(SenseFreeCHANNEL)}

else {Stop issuing acknowledgments until all approved users' transmissions have
been completed.}}

Case 2: else {get Idle received, licensed user handover channel}

*/ Handler-dependent functions are those that rely on the presence of a handler.

Sense Request: This functionality is useful for sensing suggested channels as
idle in handling RTS, in handling Ack data channels, and in handling PU
messages for free channels.
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/Il Timers
1)When RTS is sent, the set RTS timer is invoked.
2)A node's idle state can be restored by clearing the RTS timer.

3)Channel can prepare for the next message by setting an Ack Time Out when
a message comes during the sending Data feature.

Phase 3: Send Functions

Send RTS: If (its attempts >= 1), send RTS on a free channel from spectrum
sensing with the given parameters (source, Destination, Proposed Channel);
otherwise, if no response is received, if multiple RTS are enabled through the
rtsAttempts parameter, send another RTS; otherwise, if failed RTS Attempts,
inform app layer by sending a nack and re-initialize its attempts parameter to the
number of RTS.

Send CTS: Send CTS with the existing parameters (Source, Destination,
ProposedChannel) and set isReceiving = true to begin data transfer.

transmit Data: This is a two-case data transmission technique:
Case 1: if (currentDataChannel =1 or 2 or 3) then set
Display icon.

Case 2: if ackEnabled == true (Only send the next packet after
receiving the previous one)

ACK) with 2 steps:
If currentDataChannel! =0, the first step is to send a frame.
Step 2: if not, use the suggested Idle function (get Idle)

Send Nack: send this message through an unreliable transmission and reception
situation, such as an issue with data lower and ctrl upper.

105



Appendix

hardware of a transceiver based on "Software Defined Radio (SDR)" that is
interfaced to all available radio frequency spectrum channels and performs all signal
processing in software. Instead of many different types of wireless simulation
scenarios in which each "MAC protocol” required one or more Network Interface
Card modules to be represented as the physical layer.

This feature allows for dynamic changes to implementation parameters
without requiring the transmission to be switched to a new NIC module. Another
valuable aspect of the proposed scheme is the use of an adjusting approach based on
the spread spectrum technique Frequency-hopping spread spectrum (FHSS) as (ten
frequency bands) to avoid interference and jamming attacks with dynamically
shifting current data channel after detecting another idle channel (proposed channel)
with another channel band.

The proposed system simulated in the (Physical layer) and (Data Link layer).
Other modules provide assistance for the intended work by enabling layer
connections and signaling:

When using the getParentModule feature, it is possible to locate the
responsible variable that started transmitting via the cognitive radio node and is
known (address) through the Physical Layer. This method can also be used to
calculate the number of open channels for users and idle ones. As well, there is a
procedure contained in the files (CrystalPhysicalLayer.h and CrPhyPhys).
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Address, ctrlUpper, data Upper, ssinterface are some of the input/output
variables.

Step 1: Use address Tx = 2 and Rx = 2 in a case to identify which address
should be used to initiate transmission to another node, which represents the
target node.

Step 2: Begin using the handle

Case 1: If Ctrl msg from MAC msg->arrivedOn("ctrlUpper$i") * arrived, then
message is true.

On: Boolean method returns true if any vector gate's value matches.
Case 2: If the MAC sends a data message

send it over the data rate spectrum to the des node
msg->arrivedOn("dataUpper$i")

check and castdataMsg *>(msg); dataMsg *recMsg = check and castdataMsg
*>(msg);

broadcast(recMsg);

* A check and cast> that accepts other pointers than cObject*. As a matter of
compatibility, OMNeT++ 5.0 and later already include this.
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Case 3: By employing the spectrum sensing interface msg, data rate Spectrum
was provided with sensing data via the Spectrum sensing interface.

Case 4: As incoming data in receiver mode, messages from the outside world
are received as incoming data

It is transmitted as follows if the message is an object message: Check and cast
(dataMsg *recMsg = dataMsg *) (msg);)

"dataUpper$o" in recMsg;

It's also possible to determine what the ctrl message is before sending it for
sensing, by using the ctrl class

the following code: send (copy, "ssInterface$o)

Step 3: broadcast

Send data messages with output array arriving for all interfaces (ports).
for (int x=0; x<gateSize("radio"); x++) {

dataMsg *copy = (dataMsg *) msg->dup ();

send (copy, "radio$o", x);}

/] gateSize: The gate vector's size is returned. There are two types of gates: (1)
for non-vector gates, and (0) for either no gate or as an alternative, gate names
can be.

CrNetworks: It includes a root network definition file (. ned) that is in charge of
executing the project and gathers all classes and methods from another directory as
supporting packages, which we call from the namespaces folder. General parameters
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such as sub-modules (address, neighbors, etc.) and full-duplex connections between
nodes are also included.

CrNodes: the layer structure and their interconnections, such as signaling and
coordination links, numbers, and cognitive engines, are all included. The original
default parameters and their data types, gates, the specification for sub-modules, and
some of the graphical user interface display features are also included.
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