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Abstract

An election is an important event that happens in many
countries. Paper-based elections are considered time-consuming for
tallying votes, cost of materials, untrusted and no privacy can be
assured as the votes can be tampered with due to the ability of the
election committee that controls the process. Electronic voting
systems may count the results in less time, less cost of materials, may
save the privacy of citizens, but still considered untrusted as votes

can be manipulated.

The proposed system deals with a distributed ledger of massive
size using the Singular Value Decomposition (SVD) technique as a
data and dimensionality reduction tool, a transparency tool for
matching the election results with the ledger that is constructed as
soon as a block of votes is constructed that holds the immediate
results. Also, The SVD technique is used as a tool that distributes the
ledger by casting its outputs to separated network nodes. Each time a
block of votes is created, a ledger for that block is also created and
holds a copy of the results in another form by applying the processes
of the SVD technique.

The system consists of a user and administrator platforms
distributed among four phases. The first phase is the preprocessing
phase which includes preparing the lists of candidates and voters,
building the distributed network nodes for storing and processing
data, and creating the general ledger that holds the results that are

distributed by using cloud services. The second phase is the



confirmation phase where each citizen is allowed to vote based on the

international 1D card and cast a vote only once.

The third phase is the e-voting phase that includes the main
stages of the proposed system, it includes adding transactions (votes)
to the block, retrieving data from the distributed network nodes to

obtain, validate and update the ledger using SVD.

The final phase is the result phase, which shows the election
results as part of transparency to the voters successfully and matched
with the final ledger that holds the results formed by SVD.

The system is applied on 100000 voters and 100 candidates in
which each block has 20-100 transactions (votes). One hundred
volunteers voted to test the system and check the results for different

voters and different candidates randomly.
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Chapter One Introduction

1.1. Introduction

Elections should bring democracy to countries. Their role is
important for the future of citizens' life in all countries around the world.
Elections have to be trustworthy and ensure the security of privacy for
each voter. Electronic voting is the use of electronic devices to cast
votes. E-voting may use voting machines or computers connected to the
Internet. Trusting the e-voting system is important when it comes to the

actual use of the electronic system within the political process [1].

Additionally, for tallying votes, there should not be too much
time, as spending a long time waiting for results increase concerns about
tampering with the results, as the entire voting process should be trusted
and transparent [2]. One of the solutions to ensure that each vote is
counted correctly and neither the election committee stores the database
nor change votes (no third party can tamper any vote) where only
eligible people are allowed to vote is distributed ledger technology.
Electronic voting systems are not free from being tampered and voters
cannot ensure that their votes were counted, also, announcing the results
is a slow process because ballots must be gathered from different places

and then counted by a single central institution [3].

The most frequent issue in elections whether they are paper-based
elections or electronic voting systems is the problem of security, data
manipulation, trust, and transparency. The transparency, assurance, and
confidentiality issues of an e-voting system can at some degree of
security be managed using Distributed Ledger Technology (DLT) in the

1



Chapter One Introduction

proposed system, in which the election results are distributed among

several nodes in another form [4].

Many problems are having a third party controlling applications,
transactions, elections, or whatever human needs. The initial use of DLT
was focused on financial services especially cryptocurrencies but with
time it is realized that DLTs can be used in Voting, Healthcare,
Insurance, 10T, Supply chain, etc.... Opposition parties in different
countries regularly claim that the election was tempered. Mainly two
methods are used in voting, Electronic Voting Machine (EVM) and
Ballot paper. Both these systems are not fully trustable. Another solution
is online voting, but in a voting system, we need security, privacy, and
anonymity of voters, and transparency in the counting of votes which is
not possible with the existing technology. DLT could support these

features to make democracy stronger [5].

To authenticate a voter, several technical solutions are needed to
implement an electronic voting system, ballot secrecy, and security [6].
One of these solutions is using DLT and making it more powerful using

a data mining technique, such as singular value decomposition (SVD).

The Singular Value Decomposition (SVD) in linear algebra
factorizes a matrix into three matrices and has a wide range of
applications in data mining, computer vision, statistics, and machine

learning [7].

The singular value decomposition technique is a way to analyze a

matrix that results in a low-dimensional representation of a high-

2



Chapter One Introduction

dimensional matrix. The SVD technique is mostly used to erase less
important parts and produce an approximate representation with any
number of dimensions that are desired where data is of a binary form

containing data of zeros and ones [8].

This thesis proposes an online (web application) e-voting system
of a distributed ledger aiming to make the ledger uncontrollable by one
party depending on the singular value decomposition (SVD) technique
that separates the ledger into parts, each part is represented as a matrix
that is distributed to a single server in a cloud. Also, saving the privacy
of the voter by saving his/her vote in a block that is secured by a hash
function. Authentication is done by identifying the correct information
for each citizen. Transparency, by adding the ability to show the results
during the election event till the end of time, and integrity is reached by
matching the online election results with the copy of results that are
formed by SVD for each block of votes. The proposed system is easy to
use by voters and tries to make it as trusted as possible by saving copies

of results that are in a distributed manner during the election event.

1.2. Problem Statement

An acceptable trusted and secured e-voting system for election is
a requirement for all citizens around the world. Results can be
manipulated which is the main issue. Also, transparency is needed for
showing the results in real-time which makes such systems more trusted.

Anonymity is an issue that is needed to keep voters anonymous
and safe for voting for the desired candidate. These main issues should
be considered to develop an online e-voting system that covers these

3



Chapter One Introduction

features. The proposed system should keep a copy of instant results in an
encoded form from the beginning till the end of the election event, along
with showing the results and keeping citizens anonymous adding a
degree of security as high as possible to reduce possible chances of

different attacks.

1.3. The Thesis Challenges

The proposed e-voting system faced several challenges, as
follows:

1- The time wasted for confirmation and validating the ledger should be
as little as possible (in nano or microseconds).

2- Employing a mechanism to rate the transparency of the election
event in terms of presentation and accuracy of results.

3- The interaction of a dynamic real-time system with real-world
entities.

4- Adding the results in the ledger and all following processes should be
performed within fast response and less amount of time, due the time
set for the whole election event.

5- Collision avoidance may happen to the system, due to the large
number of votes that flow to the systems all at once, which may cause

the system to stop.

1.4. The Aim of Thesis
This thesis aims to achieve the following:
1- Developing an online (web application) e-voting system based on an

adaptive SVD technique that is used as follows:
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- Using the SVD technique as a data and dimensionality reduction
tool without losing important information.

- Using the SVD technique as a distributed tool to save the election
result in a distributed manner in separated network nodes.

- Using the SVD technique as a matching tool, which forms
incremental ledgers holding the results for each block, which is then
matched with the online election results.

2- Producing another copy of the results in an encoded form represented
by an incremental ledger.
3- Run the e-voting system dynamically in real-time with no control

over the system.

4-The proposed e-voting system aims to reduce manipulation in results

as much as possible by achieving:

- Transparency: showing the results in real-time which leads to being
a desired feature for voters.

- Integrity: a degree of integrity should be achieved by saving an
immediate copy of the results by applying SVD on every block of
transactions (votes) and distributing the results in another form to
distributed network nodes (separated servers).

- Anonymity: a voter would use an ID created for him/her that is then
added as a transaction (vote) in a block, and this block is encrypted
using the hash value (SHA256).

- Uniqueness: every voter has the right to vote only once and is not

allowed to enter the voting phase. But, can view the results.
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- Verification: verification should be performed for the ledger of
results that should contain a value of 1 for each voter (represented in
a column corresponding to the desired row of the candidate).

- Security: several degrees of security should be applied by saving the
votes in an encrypted block using the hash function SHA256, other
security features are employed within the cloud services by
encrypting all information (databases, data, files, folders, and
servers).

- Throughput time: Reducing the time needed for performing all

processes as little as possible (in nano to milliseconds).

1.5. The Thesis Contributions
This thesis leverage SVD as a base tool to propose an electronic

voting system making the following contributions:

1- Using an Adaptive SVD as a means to reduce the dimensionality of
the ledger without losing information.

2- Distribute the ledger of results in real-time as soon as the system
begins to run by applying SVD and cast the results of the ledger in

separated network nodes.

1.6. Related Work

Yasmine 2013 [6], proposed an internet voting system in Iraqg.
Before the date of the election begins, the voters should be registered in
the database. A 10 digits unique password is generated for each voter.
On Election Day, the voters' passwords and information are entered on
the registration form. If the information is accepted; the voters enter the

page where they can select the desired candidate to vote for, else the user
6



Chapter One Introduction

cannot vote. Only an eligible voter can cast a vote once and the whole

process is controlled by the administrators of the central organization.

In this thesis, the proposed system implements the system without
the need for advance registration for each voter, instead, the voter will
enter his\her international ID during the day of the election begins, the
database will include the International ID, name, and the city for each
citizen. Then preceding the process of voting only once. Also, the file
(ledger) that contains the votes is distributed among several nodes to
ensure that the system is decentralized and no particular party controls
the ledger using the SVD data mining technique aiming to use it as a
matching tool to check the transparency of the results and as a

dimensionality reduction tool for saving time.

Aakash, et al., 2020 [9], proposed an online voting system in
which the back-end server takes care of authenticating the users and
maintaining necessary details using the XAMPP (Apache server). The
user interface at the server's end enables creating the election on behalf
of the users. Also, the admin can log in to his account and can manage
the whole voting process by adding a new election, generating id for the
user, verifying the users, and generating results.

In this thesis, the proposed system handles the whole system
dynamically in which the administrator starts the system through Azure
with several servers to distribute the ledger of results in separated
network nodes and test the transparency of the system by having another
copy of the results gathered through blocks of votes to be finally
matched with the online election result.

7



Chapter One Introduction

G. Kalaiyarasi 2020, [10] proposed an e-voting system using an
Android platform that allows the voter to cast the vote with no need to
reach the polling booth. The application has an authentication process to
avoid any attempt of fraud using the one-time password (OTP) that will
be given to the voter after he\she login by giving the name, ID, and
location to vote. The voter must enter the number of mobile for
generating the OTP that will be submitted to consider the vote as valid.
The firebase server is used to authenticate the number of mobiles and
sends back an OTP to the voter. All the counts for the casted votes are
encrypted using the Advanced Encryption Standard 256 (AES256)
algorithm and saved in the database to avoid any control by other than

the administrator that will decrypt the results then announce them.

In this thesis, the proposed system is a web application that is
suitable for all citizens using any device connected to the internet. The
results can be viewed at any time and a certain number of votes are
structured in blocks secured by the hash function SHA 256. Also, the
whole system has its data and files encrypted using the Azure encryption
service and firewall as a service that secures the network. Also, the
proposed e-voting system can check the results whether are manipulated
or not by employing SVD as a matching tool that checks the
transparency of the election event by converting the results immediately

into another form distributed in separated places.

Ahmed 2017 [11], proposed a design for an electronic voting
system that mainly tries to cover four requirements, authentication where

only eligible citizens are allowed to vote, anonymity where the voter has

8
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to remain anonymous, accuracy in which every vote is unique and
counted, and the verifiability to make sure all votes are counted

correctly.

In his proposed system, the candidate will be the first transaction
added to the block, containing the name of the candidate and considered
the base block, in which votes for that candidate are placed on top of the
base node and will not be counted as a vote. Each vote will get recorded
and the blockchain will be updated. Each vote is sent to a specific
candidate’s node, and the nodes then add the vote to the blockchain. To
ensure decentralization, the voting system will have a node in each area
where the election is held. Limitations in this system are the ability to
change and cast a vote by a hacker using malicious software already

installed on the voter’s device.

In this thesis, the proposed system tries to implement the
mentioned requirements where only eligible citizens are allowed to vote
depending on the valid ID saved in the database that will return the name
of the citizen ensuring his\her personal information, the voter remains
anonymous as the whole block containing the IDs of voters is hashed
using SHA256, every vote is unique and counted in a ledger that will be
distributed by using SVD technique, and make sure all votes are counted

correctly by employing this technique.

Ramya 2020 [12], proposed an online e-voting system in which
casting a ballot and saving information is done using a cloud server for
saving time and voting from any place by using an online web-based

voting system. By using a cloud there is the capacity to offer to cast a
9
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ballot platform to voters in the country and outside through a web-based
casting a ballot. The voter uses the username and secret key for entering
the system and casting a ballot, the results can be simply viewed after
the end date.

In this thesis, the proposed system uses cloud services to save a
database that contains citizens’ information and files reducing the size of
the general ledger we are dealing with, at the same time speeding up the
search needed for each voter to enter the system using his\her
information, which is implemented by the cloud engine. Also, using the
cloud services to deal with the distributed file based on the singular

value decomposition (SVD).

Sekar 2020 [13], proposed a decentralized e-voting system using
blockchain for elections to provide transparency and flexibility. The
system consists of three modules, the user validation model that uses
biometric (fingerprint) and other information (name, gender, address) to
verify the user. At the time of voting, all this information is hashed using
the Message-Digest algorithm (MD5) and checked with the election
database.

The second model is the dynamic ballot loading model, the voters
will have to go to the nearest polling booth. The third model is the
Acknowledgment model after casting their vote it is given as
acknowledgment to the user. The Election Authority (EA) has the role of
creating a vote, not allowing more than one vote for each voter. The

results are published after tallying the votes which are made by EA.

10
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In this thesis, the proposed system distributes the ledger with the
help of cloud services and the SVD technique. No need for the voter to
go to the nearest ballot station because the system is an online web
application that can be reached by any device. Since, using blockchain
can lead to some drawbacks like scalability and latency, the proposed
system leverage the features of a distributed ledger with security features
offered by cloud services and employs the SVD technique as a tool used
for ensuring transparency in real-time.

Table (1-1) shows the criteria of e-voting systems features for the
related work and the proposed e-voting system, each has its
implementations that achieve the desired feature. Although, some
features can have a lack of performance due to challenges that may face
the systems such as, it is almost impossible to guarantee that any system
can be fully secured due to the development of malicious software and
technology. Additionally, table (1-2) illustrates the mechanisms,
techniques, and functions used for each e-voting system including the

proposed e-voting system.

Table (1-1). Criteria of e-voting systems for the related works and the
proposed system

Criteria features for the e-voting systems

Authors |Transparency Efnae! Trusted | Secured| Authentication| Anonymity

[7]

Yasmine M.

Tebra X X | X X / /
(2013)

[10]
Aakash X X X X J J
(2020)

11
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[11]
G.Kalaiyarasi X J X J J
(2020)
[12]
Ahmed J J J J J
(2017)
[13]
Ramya J X J J J
(2020)
[14]
Sekar J X J J J
(2020)
The proposed
system J J J J J
Technologies, techniques, and functions for the e-voting systems
Smart Data cleie
Authors hone Web |Blockchain| DLT Minin Hash |Cryptography|services
P App.| Tech. Tech. 9 Function|  Functions and
App. Ut servers
[7]
Yasmine M.
Tabra X J X X X X X
(2013)
[10]
Aakash X |V X X | X X J
(2020)
[11]
G.Kalaiyarasi J X X X X X J
(2020)
[12]Ahmed
(2017) X |V J X J X
[13]
Ramya X |V X X | X X J
(2020)
[14] X X J J X J X

12
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Sekar
(2020)

The proposed
ysterm X |V X A A / /

Table (1-2). Technologies, techniques, and functions for the e-voting
systems for the related works and the proposed system

1.7. Thesis Outline
This thesis is organized as in the following:

Chapter two: Introduces general theoretical concepts for the e-voting
system, Azure cloud services, DLT, Hash functions,
SVD, and the settings needed for the system.

Chapter three: Introduces the developed e-voting system.

Chapter four: Introduces the experimental results of the developed e-
voting system.

Chapter five: Summarizes the conclusions and suggested works for the

future.
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Chapter Two Theoretical Fundamentals

2.1. Introduction

This chapter presents the concepts that are in concern to the
proposed e-voting systems. The first part explains the development of
elections from paper-based voting to electronic voting systems. It also
presents the features needed in every e-voting system to be as efficient as

possible.

The second part will present all techniques and mechanisms used
sequentially in the proposed system, starting with Azure cloud services
that are used to employ servers, storage, and some security services,
distributed ledger technology (DLT) and its applications, Hash functions,
and the singular value decomposition (SVD), and how it works. Also,

presenting the settings that are needed for the proposed system.

2.2. Development of Voting for Elections

Voting is a way to introduce democracy and though there are
many measures to add complex security, it is not free from frauds,
attacks, and manipulation [14]. There exist many different types of e-
voting systems, some are still paper-based and voters must attend polling
stations [15]. Using paper ballots and tallying votes not only lead to

errors but also is a time-consuming process [16].

Digital or electronic voting is the use of electronic devices to cast
votes through an internet browser or voting machines. These are often
referred to as e-voting when voting using a machine in a polling station,

and I-voting when using an internet browser, though they are used
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interchangeably [17]. Figure (2-1) illustrates the development of voting

for elections till today.

[y 0 .
\1}551'. Paper and pen fj Machine E-voting Yg, *, Remote E-voting
— voting == g

Figure (2-1). Development of voting for election events

Compared to paper-based voting, electronic voting systems are
more economic systems that address transparency and privacy. Because
e-voting systems essentially rely on the internet platform, the critical
challenge facing E-voting is the security risks. To reduce such risks,
many protocols have been proposed widely related to the privacy of
ballots and eligibility by keeping the identities unknown using
cryptography techniques, uniqueness by adding biometric information
that is then encrypted leading to a robust universal and individual

verifiability as much as possible [18].

However, the risks of e-voting are so essential, that has prevented
many governments from implementing it. If any intervention occurs with
an e-voting system, the possible costs are fatal. The existing voting
systems, whether they are electronic or traditional, do not include

sufficient levels of transparency. In either case, it is difficult for voters to
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ensure that their electoral votes are tabulated carefully and accurately by

the central election office[16].

No matter how many positive features e-voting systems achieve,
perfection is an unattainable goal. However, the attempt of

improvements till today is research attention for many researchers [19].

Internet voting can greatly reduce opportunity costs as it allows
citizens to vote using their own devices such as computers or mobiles. In
that concern, E-voting cannot only be a viable option to vote but the

most efficient one [16].

Nowadays e-voting systems are one of the most known issues of
e-democracy, which has led to developing applications and security

techniques for such necessity [20].

2.3. Types of E-voting Systems

There are two main types of e-voting systems, each with its

benefits and drawbacks, mentioned as following:

2.3.1. Machine-Based E-voting Systems

Compared to paper-based voting, electronic voting machines have
become effective. The aim is to apply security and to defeat the
limitations that arise in traditional ballot systems. The machine-based e-
voting systems can include two types based on the technology used as

follow:
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I. Biometric machine-based e-voting system

This type of voting system usually uses biometric information
technology for identification, the information of voters with their
biometrics (fingerprints, DNA, eye retinas, facial patterns, etc.) are
stored within the database. Then the effect of their biometrics is verified
by the controlling unit. The microcontroller of these machines compares
the voters' statistics with the present information stored at some stage in
the registration of the voter. Voters are allowed to cast their votes if the
statistics match with the already existing statistics. These systems do not
allow duplication of votes and the results are announced as early as
possible [21].

However, In past years, many electronic systems for elections
failed because security is not guaranteed to the privacy protection of a
vote, particularly in the cases of brute force attacks and in the long-

medium term[22].
Il1. Blockchain-based e-voting systems

Transparency for viewing the results and security are the most
frequent issues in elections. The technology of blockchain is one of the
solutions that is employed to reduce several problems in voting events. A
voting system based on blockchain could decentralize control where no

organization can control the system by itself [23].

Blockchain has the property of being distributed, unchangeable,
and is a transparent ledger that cannot decline the truth. Blocks of

transactions (data) are linked to each other in sequence by hash
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functions, the previous hash value is used in the next block, and so on.
Any attempt to alter information in a single block is a difficult process,
as the link to the following blocks should be also altered. The database is
public and accessed by all the users in the network. If the database was
owned by a hacker who attempts to attack the network, then the database
owned by users will be different, and according to the consensus
mechanism that is agreed by the most number of users, the database of
the attacker will be denied [24]. Figure (2-2) shows a blockchain e-

voting scheme.

Voter’s Data Public Key
Base Infrastructure
(PKI)
Update Query Voting
Votes Keys Blockchain

Voting
Block

Verify
votes

Query
votes

Withdrawal

O Miners
¥="1  (Validate the votes)

P S N

Figure (2-2). Blockchain-based e-voting scheme[25].
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Blockchain has the characteristics of security, immutability,
transparency in voting systems. However, most implementations are for
small elections, small communities and in most cases, it is for boardroom
elections [26]. Also, there are some vulnerabilities, the most known one
Is the scalability problem in e-voting based-blockchain for dealing with
millions of votes which is a security concern in blockchain [27].
Blockchain scales up every time a change occurs. In December 2017,
Bitcoin reached a price of nearly 20,000$, the number of citizens around
the world that are attempting to sell and buy cryptocurrency made
transactions very slow. If this occurs with voting, it causes serious issues
because results of elections should appear at most in hours, which is hard
to scale[28].

There is a statistic on Bitcoin that can manage transactions for 7
seconds only. In an election, this can be done for thousands of people
that can vote, but not millions[29]. For example, in the Brexit plebiscite,
35 million votes are cast, if those transactions are verified at 7 seconds, it
would take 55 days to get everything done. So the response time and size
of data size are a challenge. Other drawbacks can be securing
information for personal users, new malware, or a private security key
that may be lost. However, there are risks, drawbacks, and threats
associated with benefits, it is important to notice that blockchain-based
E-voting is still in its beginning. Hence, blockchain may take years to be

an effective form for elections [27].

Whether it is a traditional e-voting system or based on blockchain,
these types of systems using a voting machine require citizens to visit

polling centers that may need distances to go, and due to the world
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pandemic of COVID-19, such systems using voting machines are not

suggested for future elections.

2.3.2. Internet-Based E-Voting Systems

The evolution in web technologies gave growth to a new
application that will make the voting process very easy to use with more
efficient skills. E-voting through the internet helps a voter cast and count
the votes by using any device (computer or mobiles) without visiting the
polling booth[10]. We break the internet-based voting systems into two

kinds based on the technology or mechanism used as follow:

I. Ordinary online voting systems

The online voting system allows citizens to cast a vote through a
non-controlled environment using smartphones and computers to access
an e-voting website. To add a degree of security, such systems use a
variety of mechanisms for identification or authentication such as the
OTP (one-time-password) process that is used to show the difference
between an automated bot and a human using a web service, to secure
the website against spam-bot attacks [30]. Whenever a user enters the
system and performs some action, a random number of 6 Digit Number

Is assigned to the phone of the user [31].

The use of OTP that is sent to the voter after voting for validation is
a more secure method than one-factor authentication, which is why it is
used in online transactions [32]. Figure (2-3) is an example of an e-
voting system with OTP.
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Figure (2-3). One Time Password (OTP) in e-voting system [31].

Other e-voting systems may use email for authentication but such an
approach is not considered due to that emails are easy attacked, the
Elliptic Curve Cryptography (ECC) algorithm is chosen as a good
method as it has a key of small size which makes it more desirable than
other public-key cryptographies, and keep users’ anonymity by its
homomorphic encryption property which encrypts the voters vote to

increase the security of the system [33].
Il1. Blockchain or DLT E-voting systems

The use of devices such as mobiles or computers to access websites
for e-voting systems based on blockchain technology (type of DLT) can
be used, in which erasing or altering data in a blockchain is almost
impossible [34]. It is a decentralized technology that can avoid a point of
failure with the group working to confirm new legitimate transactions
together [35].
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Blockchain technology in e-voting systems is used as a database to
save and cast votes securely by preventing any kind of tampering, in
order to verify the eligibility while giving the voters access and
permission to cast their votes using their devices from any location. This
process increases voters’ trust and offer better transparency towards the

voting process [36]. Figure (2-4) illustrates blockchain with an e-voting

Name r\ N
Password
ﬁ
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Voter Ul Transaction ID, Tlmestamp (abdhrt23d335zl...)

Al details are broadcasted to the network

system.

f—\

Results

Y
¢ "9
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Voter can view results soon after oting Transaction (wote) is added into the chain

Figure (2-4). Blockchain e-voting system[37].

However, e-voting systems based on blockchain are still under
research studies, as a future view to deal with a massive size of the ledger
of the results. Also, the population of countries may affect the computing

process of blockchain [38].
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Many research gaps in e-voting have been presented that should be
considered for future studies such as the use of untrusted systems,
scalability attacks are additional disadvantages and should be resolved.
Since the e-voting systems that are based on blockchain require further
testing, the risks with the security issue and scalability for e-voting
systems are not completely aware and blockchain-based voting can bring

unknown security vulnerabilities and risks [39].

Issues such as skills for management and more sophisticated design
are required for blockchain systems. For this reason, e-voting systems
based on the blockchain should be applied initially to small regions. That
iIs why blockchain-based technology is still at an early stage in an e-

voting solution [40].

2.4. Distributed Ledger Technology (DLT)

The rise in technology nowadays helps citizens to exchange
money through the internet without the need for physical transfer, only
updates of database entries are required which is controlled by central
authorities mainly banks. Also, for proper settlement of transactions
between two unknown parties, a trusted third party is needed and this
third party resolves the issue between both the parties in case of conflict.
Many problems are having a third party for settling the transactions.
Firstly, these third parties have to be paid for the services they offer.
Secondly, it takes time for the transactions to settle e.g. for credit card
transactions it takes three to seven days for the transaction to be

completed. Finally, a third party can invalidate any transaction at any
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moment to serve its purpose [5]. Figure (2-5) shows the centralization

and decentralization ledger.

==
| —)
Mx ]
o)
Clearinghouse
I +—
Centralized Ledger Decentralized Ledger

Figure (2-5). Traditional centralized ledger and a distributed ledger[41]

To solve all these problems, Distributed Ledger Technology
(DLT) is wused in which central authority is eliminated. DLT is
commonly used in the finance industry. Sometimes, the terms blockchain
and DLT are used interchangeably. Nowadays, DLT is an effective area
of research in the financial field. DLTs serve as a shared database with
known and verified participants. They do not have a cryptocurrency nor

require mining to validate the ledger [42].

The DLT serves as a chain of blocks of data that are linked
cryptographically, updated, and maintained by a decentralized network
so that the data organized in a certain structure known as ‘global ledger’
is strong against double-spend, tampering, fraud, or other types of
malicious actions. Such a strict definition, however, excludes many
existing and possible future applications of distributed ledger

technologies [43].
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2.4.1. Types of DLT
There are three main types of distributed ledgers based on permission:
|. Permissionless
Anyone can validate blocks, without the need for permission from
any authority. People in concern are free to maintain and work on
distributed ledger systems of this type. Its systems are usually
implemented as open-source software that is available for free to any

person who wants to download it such as the Bitcoin application [44].

I1. Permissioned

Participants sharing the network must be authorized and already
known. This type of ledger does not need a mining or consensus
mechanism to validate the ledger [42], but is gained through validation
by a subset that is selected or trusted validating nodes, such as used in

the proposed e-voting system[45].

1. Hybrid

These systems combine the benefits of a permission distributed
ledger system and a permissionless distributed ledger. This gives
businesses the flexibility to choose what data is needed to be public and

what data should be private [44].

Hybrid distributed ledgers with the combination of private and
public ledgers solve challenges on both kinds of ledgers depending on
the application to be used, where private ledgers allow only the
permitted users, and no one else, and Public ledgers allow any
participant to view all the transactions and the data stored on the

network, such as healthcare applications [46].
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2.4.2. Properties of DLT
DLT is one of the most favorable inventions in information
technologies with the possibility to change organizations in the

economy, society, and industry fields [47].

A distributed ledger is a powerful option to be employed only in
certain use cases [48]. Decentralization, Immutability, trust, security, and
low cost of operations are the most general properties brought by DLTs
[49], explained as follow:

I. Decentralization: decentralization is where no central computing
devices store the ledger of transactions in one place. some network nodes
will have a condition to save the ledger [18]. While protecting the
anonymity of voter’s identities, decentralization offers a transparent and
public voting process the privacy of data transmission, and the
verifiability of ballots [50].

I1. Immutability: At the time data is written to the network, it is hard to
change it back. Changing data is a challenging process and nearly
impossible. This is a benefit to maintain an immutable ledger of
transactions [42].

It is one of the essential characteristics that support the security and
transparency of DLT and therefore guarantees its transactional integrity
and suitability [51].

I11. Trusted: Election administrators specify the election type, configure
ballots, register voters, decide the lifetime of the election and assign
permissions nodes, but has no control over votes nor can alter anything,
the system runs in a dynamic model with no control to end until the

election condition is reached [3].
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IV. Highly secured: All transactions on the network are cryptographically
secured which provides integration of data processing, uniformity, and
security [52].

V. Cost-saving: Costs in the form of the fees which are paid to parties are
eliminated [42]. As decentralization reduces the performance and cost of
implementing systems on the network both in terms of operational costs

as well as set up cost [25].

2.5. Cloud Services

Services used by clients and shared resources in clouds are the
basis of data processing. Microsoft Azure is one of the well-known cloud
computing platforms with many types of properties as shown in figure
(2-6) and is considered a suitable platform for web services. Service
providers can expand their services in areas where they have existing
infrastructure and add new services without dealing with the main
infrastructure. Cloud services are used to build, design, configure, and
manage web applications and web services easily and prepare the
resources needed quickly and efficiently without worrying about security
detail [53].

Figure (2-6). Microsoft Azure cloud services[54].
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Only an Internet connection is needed to store, post, access, or
transmit information from any location, at any time in optimal response
time [55].

Azure Web Sites secure platforms by encrypting the whole core of
systems including data, files, databases, and servers [56]. The services
also take care of load balancing and monitoring, they are containers of

hosted applications and web services [57].

2.6. Hash Function

NIST "The National Institute of Standards and Technology"

determines the adoption of secure hash algorithms such as SHA- 1,
SHA-2 [58].

Algorithms of a hash function are used to produce the message
digest during data transmission. A hash function is an essential tool for
embedded security in many applications. As an input, it takes a variable-

length message resulting in an output of fixed length[59].

It is hard to invert a hash value to a message input because it is a
one-way function. Also, it is not possible to find a message that gives the
same hash value. Any change that occurs for data in a block, for
example, will lead to an invalid block because each block is related to

the previous block by the proposed hash function [60].

The hash value is created using the "Secure Hash Algorithm" for
example, (SHA256) generates an individual fixed-size 256-bit hash. The
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SHAZ256 takes input for any size of plaintext and encrypts it to a 256-bit

binary value, in a strictly one-way function as follow[60]:

- The in input is converted to Binary code by using ASCII and
adds the value 1 at the end of the string.

- The size of the input is converted to binary code.

- The sizes of the input in binary code is added to the end of the
binary input, and pad the string (adding zeros) till the whole
string is 512 bit.

- The string (known as a block) is divided to 16 words (word=32
bit).

- Construct the initial hash values (H% that have 8 words.

- For SHA256 the initial hash values are calculated from the
squared first 8 primes: Int (sqr (p) mod 1) *16°), and round the

results to the nearest integer.
- The result is then converted to Hexadecimal code.

The most known types of hash functions that are generally used
are MD5, SHA-2. MD5 (Message Digest) is often employed in several
algorithms of public key cryptographic and generally in Internet
communication. It has a length of 128-bit digest for an arbitrary b-bit
message [61].

The SHA-2 includes SHA-224, SHA-256, SHA-384, and SHA-
512 that are suitable to be employed with the security level provided by
the encryption standard [62]. SHA-256 and SHA-512 are the most used
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hash functions computed with eight 32-bit and 64-bit words, respectively

and have a fixed number of rounds 64 or 80, depending on which hash is
used [63].

2.6.1. Properties of Hash Functions
The main properties of hash functions are as follows:
1- A Hash value is of fixed size for data of arbitrary size [64].
2- Hashing is a one-direction process. The original data cannot be
obtained by moving backward [65].
3- The hash value is unique, in which the whole hash value changes if a
single bit of data is changed [66]

4- Hash functions are faster than encryption, computationally [67].

2.7. Singular Value Decomposition (SVD)

The dimensionality of massive data is considered an issue that
wastes space and time processing or dealing with information of any
type. To solve this problem, data mining techniques or methods can play
an important role in dealing with massive data, such as reducing sparse
data that is less or not important, reducing the dimensionality of data
without losing information that makes the process more simplified. One
of the techniques that are employed in the proposed e-voting system for
data and dimensionality reduction (reduces the dimensionality of a
matrix without losing important data, saving time and space) is the
Singular Value Decomposition technique (SVD), which is a way to
analyze a matrix and decompose it resulting in a low-dimensional

representation for a matrix of high-dimension. Eliminating the less
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Important parts makes it easier to produce an approximate representation

with any desired number of dimensions [68].

SVD is well used general-purpose tool in linear algebra for data
processing in data mining and machine learning fields [69]. It is used for
matrix decomposition, data reduction, dimensionality reduction and it is
the foundation of machine learning for feature extraction, pattern
recognition, information retrieval, artificial intelligence, and other fields.
Mathematically, SVD is known as the suitable low-rank approximation
to a matrix of a rectangle form. The left and right singular vectors
unitary matrices are mutually orthogonal, they provide the orthogonal

basis for subspaces of rows and columns[70].

SVD is an efficient approach of decomposing a matrix into a
collection of linearly distinct matrices, each of which has its contribution
to energy [71]. Any 2-dimensional matrix A of size (mxn) can be
factorized into three matrices. Where m represents the rows, n represents
the columns, and m > n [72] [73]. The result of multiplying the three
matrices is approximately equal to the original matrix A, as explained in
the equation (2.1), (2.2), and (2.3) [73] [74].

A= USV'" (2.1)
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U and V are vector matrices where U'U= UU'= | and V'V=VvV'=|
and S is a diagonal matrix where only the diagonal singular values are

non-zero values in which: 61> 6,> o3

When n> m, the matrix S has at most m non-zero elements on
the diagonal. Therefore, it is possible to exactly represent the original

matrix A using the economy SVD as shown in equations (2.4) and

(2.5) [75].
c1UiVi+ooUa Vot ..., + O0mUn Vm where r=m (2.4)
A=U0SV’ (2.5)

If we have very low o, then the low singular values ¢ can be
truncated and the truncated SVD may still be exact as shown in equation
(2.6) and (2.7), Which is proved mathematically by Ekard-Young
Theorm (1936) [75]. Where:

G1UV1t ooVt ovveeniiennn, +6 UV where r =k (2.6)

A=08V" (2.7)
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With rank= k <m, the left singular vectors (Matrix U ) is n*k, the right

singular vectors (Matrix V) is k*m, and the matrix of singular values is
the sub-block of k*k.

In the truncated SVD the property of U0 = Iy, but UUT #Lexi

because the identity matrix is of size n*n which is not true for I,

By that, the huge matrix can be represented as a multiplication
of three small matrices after truncating SVD, which can represent the
exact matrix, used as the best low-rank approximation such as in

image compression. The truncated SVD is shown in figure (2-7).

A = U s VT
m*n matrix m*r matrix r*r matrix r*n ‘matrix
* B
k=rank
k<=t \

Figure (2- 7). Size reduction of SVD decomposition [71].

SVD serves as a powerful tool in many applications, it can be used
to achieve a smaller k which is the suitable rank [76]. When the goal is
exact Binary Matrix Decomposition (BMD), by A € {0, 1}mxn, where A
iIs an m xn Binary matrix. BMD tends to find two matrices U € {0,
1¥mxk and V € {0, 1}kxn such that the difference {M —U - V } under
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some norm L is minimized with a given k or smaller as possible. That
small k is the Boolean rank of a binary matrix A that may be smaller or

larger than its real rank [77].

The exact BMD is satisfying and pleasing that it is useful for
many applications in the future. However, it can be used for approximate
BMD, by finding the product of U - V that includes all the 1’s and no

0’s in A. This is often known as the “from-below” approximation [ 78].

2.7.1. Some Applications on SVD with Matrices
I. Low-Rank Approximation of Matrices

Many fields of science such as effective rank, data compression,
and image processing, Also engineering, approximating a matrix by a
lower rank matrix according to a given norm is desired. The truncated

SVD is simply an easy way for this matter [75][79].

I1. Using Singular Value Decomposition in Image Compression

In general, the Singular Value Decomposition (SVD) decomposes
the original matrix into three matrices. The aim is to approximate the
data-set of high dimensions using fewer dimensions. SVD displays the
substructure of the high dimensionality original data by reducing it into
data of lower-dimensional and arranges the data from most to the least

variation[80].

SVD factorizes the m*n original matrix ( m rows and n columns)
into three matrices, which can be written as A = UXV" where U+ and
V' are orthogonal matrices known as left singular matrix and right

singular matrix of A respectively and X is a diagonal matrix of non-
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negative real numbers known as singular values of A in the order mxn
[81] [82].

SVD of a given matrix is implemented on a matrix A as follows:

e AAT and A'A are calculated.

e AA" is used to form U, which is found by calculating eigenvalues and
eigenvectors of AA.

eV is found as U by calculating the eigenvalues and eigenvectors of
A'A

e The columns of U and V are formed by dividing each eigenvector by
its magnitude.

e Singular values are then computed by founding the square root of

eigenvalues. They form a diagonal matrix arranged in descending

order.

I11. Determination of the Effective Rank

The SVD is also used to specify the actual rank of a matrix. This
Is performed by counting the number of singular values that are above a
certain tolerance, t. The tolerance t =0 is used for the actual rank and
some small number determined by the user according to the application
that is used for the numerical rank (i.e., T >0 for numerical rank) (e.g.,
1= ¢ ||Al|],= €51 where ¢ is machine precision). The actual rank of a
matrix is defined as the number of singular values € >, r(A) . = { ki ok

(A) > T, ok (A) <1 }[79].
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Chapter Three The Proposed System

3.1. Introduction

This chapter describes the e-voting system by employing an
adaptive dimensionality reduction technique known as singular value

decomposition (SVD) to produce a ledger.

The proposed system covers important features, it is a transparent
web application system that allows every citizen to view the results in
real-time without the lack of delay in days till announcing the results,
less cost is needed for materials or finance issues. The system is trusted
as there is no control over the system as it starts dynamically in real-
time. Anonymity is an important feature for all citizens to vote safely
without exposing their identity during the voting process. Also, security
details are covered in several stages within the back-end platform and
other cloud security services. However, our system uses the hash
function SHA256 to protect votes within a block structure to avoid any

change that may occur by the administrator.

The rate of transparency (viewing the results in real time) and the
verifiability of the overall system is based on the SVD technique that is
employed as a matching tool, where a copy of the results is transformed
to another form of three matrices distributed in separate places that are
retrieved back to the original result matrix and matched with the SQL
DB results. This process plays an important role in evaluating the rate of

success of the election event.
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3.2. Settings of the Proposed System

Before explaining the general design of the proposed e-voting
system, an explanation of the needed settings that are used in the

propsed system are as follow:
3.2.1. Microsoft SQL Software Management

Microsoft SQL software management is used to manage the
databases of the voters and candidates. It is secured and connected to the
Azure cloud service. Processes applied to any database should be within
the IP range determined in the cloud service that secures the database

data and files.
3.2.2. BLOB Storage

Our system takes advantage of cloud services as an environment
to save the distributed ledger as a blob. A blob refers to binary large
objects. Blobs are files that store big data. Blobs are viewed as folders,
they are stored in containers that group a set of blobs. A storage account
can contain any number of containers, and a container can store any
number of blobs [74]. Because of its high availability, flexibility,
security, and low cost we used blobs to store the outputs of SVD (U left
matrix, S singular value matrix, and V right matrix) that are distributed

in different servers as blobs.
3.2.3. Queue Storage

A queue is used to gather transactions that arrive at the same time,
and to avoid any shutdown problems due to a collision that may happen
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to the system by casting votes all at the same time, the queue will have a

short time delay to manage the arriving transactions.
3.2.4. Cloud Servers

The cloud servers are used to store and manage the files and data
in different places around the world to avoid locality. In which a group

of resources is used on our system as follows:

e The application service is stored in a server in South Central
United States.

e The SQL server and database in the North of United Arab

Emirates.

e The Queue storage account is stored in a server in the East of the
United States.

e The Blob storage account for the U matrix of SVD is stored in a

server in East Asia.

e The Blob storage account for the S matrix of SVD is stored in a

server in North Switzerland.

e The Blob storage account for the V matrix of SVD is stored in a

server in Central Canada.
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3.3. The Working Mechanism of the Proposed E-voting
System

The e-voting system works as follows:

1- The e-voting system is a web application that runs dynamically in

real-time based on a specific time, set by the administrator.

2- As soon as the system begins to run, a connection to the cloud
services is opened after passing a firewall service based on the
acceptable IP address for accessing databases, storing results, and
receiving/casting information from/to the distributed network nodes
that hold the results for each block.

3- The administrator has no control over the system, in which the system
can not be stopped temporarily or permanently for any reason till the

end of time for the election event.

4- The votes are gathered as transactions in the form of blocks that are
secured by the hash function SHA256, and all blocks are chained

based on a previous hash value to secure votes.

5- The SVD technique is used for the first time in an e-voting system as
a distributing, matching, and dimensionality reduction tool to serve

as a suitable structure for DLT.

6- The system is also secured by cryptography methods for all levels by
employing the AES256 algorithm as a service that encrypts data,
files, storage accounts, and all related resources for the e-voting

system.
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7- The system stores an immediate result of votes for each block and
applies SVD immediately to distribute the results in another form of
data and cast them in a distributed manner to separated network

nodes in different servers.

8- Based on an adaptive SVD that is applied to construct an incremental
ledger for each block, the final ledger is used to count the votes of

each candidate and match the votes with the SQL database of results.

9- The election results are distributed and not locally saved. In other
words, data and important details are stored as another copy and

secured using cloud services.
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3.4. The General Design of the Proposed E-voting System

The system consists of four main phases, the preprocessing phase,

confirmation phase, e-voting phase, and the result phase, some phases

have stages with many steps as shown in figure (3-1).
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Figure (3-1). The block diagram of the e-voting system.
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The proposed system is built for concerned participates only, data
Is time-stamped and protected by a hash function, providing a degree of
decentralization. The system generally is divided into two platforms, the
user platform, and the administrator platform, each platform has its share
of phases. The phases and stages are explained within the platforms as

follow:
3.4.1. The User Platform

The user platform is concerned with all citizens who have the
right to vote. As soon as the administrator releases the URL of the web
application to citizens from the cloud application service, the
confirmation and voting process begins. The user platform allows
citizens to vote till the event reaches the time set by the administrator
referring to the end of the election event. The general design of the user

platform is shown in figure (3-2).

Enter Account to cloud services E
!m.m Ié —— 1 URL to the website application >
- —
L1 1

Pass Firewall
rules to
Database and
servers

O
O
3O

53

Database for Voters
and Candidates

View the Online ] Confirmation
Election Results Voting | Phase
in Real-time

Figure (3-2). The general form of the user platform
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The user platform consists of the following phases and stages:
I.Preprocessing Phase

In this phase, the list of candidates and voters database is prepared
for users to enter the e-voting website and vote for the desired candidate.
The candidate database includes the candidates' names, IDs, counts, and
photos. While the voter database includes the citizens' name, 1D, and

state which is indicated by 1 for a vote or 0 otherwise.

I1. Building the Distributed Network Nodes

This stage includes setting the distributed network nodes in three
separate servers around the world in which they are responsible for
storing, receiving, and retrieving the outputs of the SVD ledger (matrices

U, S, and V) where the votes are stored and processed as another form.

I11. Generating The General Ledger

The general ledger initially contains zero values as a matrix
representing voters and candidates. In other words, the ledger represents
the number of votes for each candidate, where the candidates are
represented in rows and each column represents a citizen that is allowed
to vote only once.

Each column should contain many zeros and at most only a single
1 representing a vote. When a block containing votes is generated,
counts are added to the SQL database (The online election results in real
time) for candidates in this block and the general ledger is updated. The
ledger is processed by the SVD technique, it is applied to transform the

results into another form and distribute them to the network nodes. The
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initial general ledger and distributed network nodes are illustrated in
figure (3-3).
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Figure (3-3). An illustration of the initial ledger and the distributed

network nodes.
IV. The Confirmation Phase

This phase is where each citizen is allowed to vote based on the
international ID card and city then cast a vote for only one time. The
confirmation process includes checking the ID of the voter, ensuring that
the voter votes only once and cannot change his/her vote based on a
valid ID. The confirmation process block diagram and algorithm are

shown in algorithm (3-1) respectively.
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Algorithm name: Confirmation process

Input: Citizens’ ID and city.

Output: Reject the input or show the results in real time.
Begin

1. If the ID of the voter does not exist in SQL database then

2. ID is rejected //message appears asking for a valid ID
3. Else

4, If the voter has previously voted then

5. The voter can go to the result page

6. Else

7. Voting for a candidate

8. Assigning a flag as voted /*Change the state of the

voter indicating that
the voter has voted */

Q. Increasing the counter of the selected candidate by one.
10. Endif

11. End if

12. The voter can go to the result page.

End

Algorithm (3-1). Confirmation process algorithm.

V. The E-voting Phase

The e-voting phase related to the voter in the user platform is the
ballot process stage which is a web page interface for the list of
candidates that appears to the voter after passing the confirmation process

to vote for the desired candidate.

The votes are stored temporarily in queue storage, which aims to
hold the votes according to their precedence. There is a short time delay

between votes to manage the flow of votes in the queue, in case a
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massive number of votes arrive at the same time. The illustration of

votes arriving at queue storage is shown in figure (3-4).
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Figure (3-4). The queue storage for the e-voting system.

The votes are kept as transactions in the queue storage till the
administrator opens a connection to the cloud storage and keeps
listening to check the queue. Whenever there are transactions, they are
sent to the administrator platform that receives the votes based on the
number of transactions determined by the administrator as soon as the
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system begins to run. The transactions are then removed from the queue

and not allowed to be repeated.
IV. The Result Phase

The final phase in concern to the user is the result phase that can
be a chart or a table suitable to show the results online and viewed by all
citizens showing the counts for each candidate to achieve transparency.
All the votes are stored in a queue cloud storage and sent to the
administrator platform to be processed by applying the SVD technique
as a data dimensionality tool and as a matching tool that saves the results
immediately in another form composing a ledger that is saved and

distributed to cloud storage in separated servers.

3.4.2. The Administrator Platform

The administrator platform runs in real-time mode, in which all
processes execute dynamically within time without any control over the
system. The only step needed to be made by the administrator to start
running the system is to enter the desired number of transactions for a
block. Figure (3-5) illustrates the administrator’s interface and algorithm

(3-2) states the steps performed in the administrator platform.
The stages in concern to the administrator are explained as follow:

I. Connecting the Cloud Resources
Before running the system, a connection to the cloud services

should be opened to reach the resources that are used in our system.
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Figure (3-5). The Administrator platform with two transactions.
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Algorithm name: Administrator platform

Input: Number of transactions, A vote, the initial distributed network
nodes, and the initial general ledger

Output: The matrices, U,S, and V, A Block of transactions

(incremental updated ledger)

Begin

1. Open connection to the cloud resourses

2. A Counter to count the blocks

3. Enter the number of transactions (votes) needed in a block

4. For i=1 to number of transactions

5. Begin

6. Assign the block an ID.  /*The id of a block is the
summation of the voters’ i1ds
added to the block */

7. Add votes as transactions to the current block.

8. Add a time-stamp for the block.

Q. Apply SHA256 to the block.

10. Link the block to the previous block.

11. End for

12. Retrieve U, S, and V from the distributed network nodes

13. Extract the ledger // multiply U*S*V”>

14. Validate the transaction /*check that the voter voted
only once*/

15. Update the ledger

16. Apply SVD decomposition

17. Cast the new U, S, and V to the distributed nodes

18. Save a copy of the current SVD ledger for the current block

19. Increase the counter for Blocks by 1

20. Repeat steps from 2 to 19 for the next block till the end of time
End

Algorithm (3-2). Administrator platform algorithm.
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To deal with data in the databases within the system, such as
reading, updating, or fetching data, we need to open a connection string

to the cloud storage to reach the stored data.

Databases can be managed from Microsoft SQL server
management by passing through the firewall rule which is the range of
IP or IPs allowed to start a connection, If the IP is not with the range

determined by the admin a connection failure occurs as shown in figure

(3-6).
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management —

Figure (3-6). Connecting the cloud services.

The type of storage used to stores the votes is queue storage.
Whenever a vote occurs, the voter’s ID is fetched from the voter
database and a count is added to the chosen candidate, this information

Is added in the queue storage.
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The queue storage is considered a reference to the admin to check
which ID voted to which candidate number. Composing a database that
iIs based on the queue contents for the surveillance system of the

administrator.

Other storage services are blobs, which are files for binary large
objects that are used to store the contents of the SVD outputs, U for the
left singular matrix, S for the singular matrix, and V for the right
singular matrix. The BLOB files are sent and received between the
system and cloud storage during the execution of the event and saved in

separate servers.

I1. Determining the Number of Transactions
After running the system, the administrator determines how many
transactions are to be added in a block. Each vote represents a
transaction that is fetched from the queue storage service and the
transactions that are fetched from the queue are equal to the number of

transactions set by the administrator for each block.

Generally, there can be two ways to determine the number of
transactions in a block, explained as follow:

1. The administrator determines manually the number of transactions in
a block, by entering the number of transactions after starting to run
the system.

2. The transactions are added to a block automatically after a fixed
period. For example, after Iminute add all transactions in a block and

SO on.
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Adding transactions manually is more efficient than adding them
automatically since some blocks may contain no transactions, which is
created as a useless block, some blocks may contain few or a lot of
transactions. For this reason, our developed e-voting system prefers
adding transactions manually in advance, so that all blocks have the
same share of transactions with no waste of blocks with empty

transactions.

I11. Surveillance Stage
After starting the connection to cloud resources, the administrator
platform behaves as a surveillance system in which the system listens to
the queue storage that contains transactions of votes, one after the other
determining which ID voted to which candidate. The system keeps
fetching transactions (votes) based on the number of transactions

determined by the admin in advance to create a block.
IV. Block Creation

When the number of transactions is enough to create a block, the
block is assigned an ID which is the summation of all voters' IDs in that
block, and contain transactions (votes) indicating the IDs for each voter
that voted for candidates by their IDs, a time-stamp indicating the date
and time for creating the block, a hash value, and the hash value of the
previous block. The hash function as explained in section (2.6), is used
to chain the blocks together, making it more secured and more

complicated against any attempt of manipulation. In which, each block
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is chained by the previous block by its hash value adding more security
to the blocks.

V. SVD Stages

After the creation of a block, a connection string to the BLOB
storage files is opened to retrieve the three matrices U, S, and V that are
used to store the results in another form processed by the SVD
technique. Initially, the three matrices U, S, and V' (outputs of SVD)
and the general ledger are of zero values. The three matrices are based
on the general ledger that is in turn based on the blocks’ information
(transactions of votes).

By multiplying U, S, and V', the SVD ledger is constructed
according to the information of transaction in the block, update the
matrices, and cast them back to be stored as blob files in separated
servers. Figure (3-7) and (3-8) shows the general use of SVD in the

proposed e-voting system, the steps of the SVD stage for a single block.

Block1 Block2

Of m votes and Of m votes and -------------------------
information information

Ledger 1 Ledger 2 of m votes Ledger 3 of m votes Ledger N of m votes
of m votes And votes from ledgerl And votes from ledger2 And votes from ledger n-1
SVD SVD SVD SVD
Ul S1 V1 u2 S2 V2 u3 S3 V3 Un Sn Vn

Retrieve/cast the three matrices from/to separated network nodes

Figure (3-7).The general use of SVD in the proposed e-voting system
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Figure (3-8). A Block diagram showing the SVD stage for a single block.

The steps performed by the SVD stage are explained as follow:
1. Retrieving U, S, V from the network nodes

The system employed three distributed network nodes used as the
cloud storage nodes (one for the left matrix of SVD decomposition (U),

one for representing the singular values of SVD decomposition (S) and
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the third one represents the right matrix of SVD decomposition (V')).
The fourth node is the main node for processing, retrieving, and casting
the information after creating each block. This process allows us to store
the results in three separated matrices due to the SVD technique that
distributes its outputs to three matrices instead of having one massive
ledger of results which saves us time and space in retrieving and casting

operations.

2. Obtaining the Ledger
The ledger is obtained through the individual matrices that are
stored in different servers as nodes, U, S, and V, by multiplying U, S, V'

of the current block in the main node.

3. Ledger Validation
In this step, the ledger is checked to be validated. In other words,
each row that represents a citizen in the general ledger must have at least

only one 1 corresponding to only one candidate.

4. Updating the General Ledger

After checking the validation of the ledger, the ledger for the
current block is updated in the main node to hold the current data in an
acceptable form.

5. Applying the SVD Decomposition
The SVD method is applied to produce three coefficient matrices
U, S, and V in the main node to deal with a ledger of smaller size instead

of the whole ledger with sparse data, saving time and space.
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V1. Casting U, S, V to the Network Nodes
After applying the SVD method on the updated ledger, the main node
cast back the individual matrices U, S, and V to the distributed network

nodes.

VII. Creating a New Block as the Current Block
The new block is created as the first one, by adding votes as
transactions with other information related to the block, and again the
ledger for the new block is managed by the distributed network nodes
and processed by the main node to validate, update and cast U, S, and V

of the ledger.

All these steps in the Administrator platform keep running until the
election ends. The SVD dimensionality reduction technique is applied to
the ledger for each block and the reason for all these processes is to have
another copy of the results that are saved as SQL database in another
form which is achieved by applying the SVD technique and distribute the

outputs of SVD matrices as storage nodes in the form of blob files.

The ledger is always distributed to the separated servers and stored
incrementally after the creation of each block. In other words, there exists
a ledger that is incremented and updated including the new and previous
information of the previous ledger every time a block has been created as

shown in figure (3-9).
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Figure (3-9). An illustration of the distributed incremental SVD ledger

At the end of the election event, the final incremented SVD ledger
Is used as a tool that is matched with the election results. This step is
important in case the SQL database of results (election results) is
manipulated, where the SVD ledger is a copy of the original results in

another form stored in a distributed manner.
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Every time a ledger is constructed, it is an updated ledger
containing the information of the previous ledger and so on till the final
ledger is constructed. Figure (3-10) shows the incremented ledgers with
their components and the final ledger by matching the counts with the

online election results (SQL database).
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Figure (3-10). The results phase for matching the results.
The developed e-voting system works in hard real-time where all
processes should run efficiently in a dynamic manner. The system starts

58



Chapter Three The Proposed System

to run on the day of the election event, in which all tasks of the
administrator platform execute within real-time, meaning that the system
Is time-dependent. also, all web pages change dynamically according to
the flow of the event, such as the main and result web pages that change
their information every time a voter enters the system.

The surveillance interface of the administrator keeps listening to
the fluence of the system till the time determined within the system is
terminated, even the administrator has no control over the system.

The system keeps running, adding and creating blocks, updating
the SQL database showing the results directly and creating a copy of the
results based on the SVD technique which transforms the results in
another form, distributing the SVD ledger we created and employ it as a
matching tool against the SQL database to match and evaluate the rate of
transparency and success for the election event in Irag.

A dynamic system should deal efficiently with all the components
of the system including space and time, committed to a fixed rule that

describes the time dependence set for the event.
Appendix (A) shows a full guide for the system interfaces and an

actual example made by volunteers to illustrate how the system works

from the view of the user and the administrator platform.
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4.1. Introduction

This chapter displays the topology of the proposed e-voting

system. Also, it shows the

experimental results for SVD employed with Binary matrices in a
developed e-voting system with an incremental ledger, and in general

cases where the matrix or ledger is altered all at once.

The proposed system solves the issue of dealing with a ledger of
the election results by applying the SVD dimensionality reduction
technique that is employed also as mentioned previously as a distributing

and matching tool.

The experimental results are implemented on a Lenovo machine,
Intel Corei5, CPU 2.5GH with 8GB of RAM, using visual basic, C#, and
ASP.NET through visual studio2019.

4.2. The Topology of the E-voting System

The practical example that illustrates the work of the e-voting
system includes several stages. Starting from the cloud services of type
PaaS (Platform as a Service), where storage accounts and hardware
resources are managed. Figure (4-1) shows the topology of the whole

system. The stages of work are as follows:

1- A connection to the cloud account should be opened bypassing the
server and data firewall rules. These rules are set by the cloud services
automatically, such as checking the IP that should be within the range

of IPs allowed to enter the desired resources.
60



Chapter Four Experimental Results

Consection
fail Y
!?Z_Tﬁ a A”?m rﬁﬁg sofane
Microts m"our SQL, R?:,:QLWW Mown Bk
server management Mzrﬂ: CelrEalUS Hong Rong Switzerland
K L= %

Admin Surveillance System

“ ; of transactions

| o ’"i'“

vaders

Rnl |
gl 1001501666

.

“ W 0166770

Encrypt data
and files
Before casting to
distributed
nodes

Cast the new UL 81, V1 to the
network nodes

Figure (4-1). The topology of the proposed E-voting system
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2- The resources include databases of the candidates and voters. A website
application resource, three storage accounts for each output of SVD,

and a storage account that holds the transactions temporarily.

3- After releasing the URL website application to the voters, the voting
process begins and the votes are saved as transactions (Voter’s ID =

the desired candidate’s ID).

4- The transactions of votes are fetched to the Admin surveillance system,
in which the only capability is to enter the number of transactions for a
block. The system keeps running automatically till the end of the

election event.

5- As soon as the transactions arrive, a new block is constructed
containing other information (Block ID, transactions, timestamp, a

hash value, and the previous hash value for the previous block).

6- The ledger (in a form of a matrix) for the current block is updated to
assign the value 1 for the location that corresponds to the voter’s

column and candidate’s row.

7- SVD is applied on the ledger to construct the three SVD outputs (U, S,

and V) which now contain the result in another form.

8- The three matrices and ledger for the current block are written as files
and encrypted before casting them to distributed and separated network

nodes.

9- The next block constructed, will download and read the three matrices
from the distributed network nodes, and the ledger is updated by
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adding the new votes to the previous ledger, producing incremental

ledgers and updated copies of U, S, and V.

10- The final ledger and three matrices for the final block show the
immediate results during the election event. This step can be performed

to check the degree of integrity by the election committee.

4.3. Employing SVD in the E-voting System

The general ledger in the proposed e-voting system is of size
100*100000 (100 rows indicate the number of candidates and 100000
columns indicate the number of voters). Each time a block is created the
SQL database for results stores the counts for candidates, at the same
time SVD is applied on the general ledger that is updated adding the
values of 1 for each citizens' vote corresponding to the row for a certain
candidate. This process as mentioned previously aims to keep a copy of
the results in another form that is distributed and for the final stage that

is retrieved to match and check the rate of success for the whole event.

To show how SVD works in the proposed e-voting system, the
following sections show how SVD works. Section 4.3.1. illustrates SVD
for simplicity with an 8*10 ledger. Section 4.3.2 illustrates an actual
example of SVD in the proposed e-voting system applied as 5 blocks

each has 3 transactions.
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4.3.1. SVD with an 8*10 Ledger

A ledger of 8*10 is an example where we have values of ones and
zeros, in which each column has at most the value 1 referring to a vote
for the desired candidate, the following ledger, as shown in table (4-1) is
a copy of the SQL database for results. SVD works on this ledger to
transform the values into another form and distribute the outputs in three

storage nodes that are cast to different servers in the world.

Table (4-1). General ledger of size 8*10.

vi V2 V3 V4 V5 V6 V7 V8 V9 VIO

C1
C2
C3
C4
C5
C6
C7
C8 1 0 0 0 0 0 1 0 1

O O O O O O O
O O O O O Pk O
O O O O O O -
O OB O O O O
P, O O O O O O
o O O O+ O O
O O O O O O O
O O O O O Bk O
O O O O O O o
O O O O O o o

V: Voter, C: Candidate, Voterl (V1) voted for candidate8 (C8), V2 voted for C2, and so on.

The validation of the ledger is first done by checking the values in
which a voter has the right to vote only once so each column should

have at most one value of 1.

The distributed nodes represent the outputs of SVD (U, S, and V
matrices). The result of applying SVD for this example is shown in
Table (4-2), Table (4-3), and Table (4-4):
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Table (4-2). The left matrix Ug+g for SVD is applied on a ledger 8*10.

0 0 1 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 -1
0 0 0 1 0 0 0 0
0 0 0 0 0 0 1 0
0 0 0 0 -1 0 0 0
-1 0 0 0 0 0 0 0

Table (4-3). The diagonal singular value matrix Sg« for SVD is applied on a
ledger 8*10.

Table (4-4). The right matrix Vyo+1o for SVD is applied on a ledger 8*10.
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-0.5774
0.0000

0 0 0 0 0 0 -0.2582  0.7550
0 0.7071 0 0 0 0 0.5477 0.0866

0.1733
0.4387

These matrices U, S, and V transformed the general ledger into
coefficients of another form, producing an adaptive SVD ledger that is
distributed in three separated countries using cloud storage services and

SEervers.

Now we can deal with each matrix in a decomposed manner as the
main aim of SVD is to reduce dimensionality on the general matrix
without losing information. This is done by choosing a rank for the
matrix depending on the singular values in matrix S (the diagonal
matrix), in which we can use a low rank to deal with the three matrices
more efficiently. Since the data is of binary type, which is suitable for
elections, the rank can be as low as possible as long as it returns the exact

matrix.

The rank of r or fewer results in an acceptable decomposition for
large data sets, the following equation (4.1) is used to show how we deal
with the size of large data sets of the binary form:

U(:,1:r) *S(2:r, 1:r)* V(:,1:r)' (4.1)

Where we keep all the rows and only from 1 to r columns of U, all
the rows and columns from 1 to r of S, and all the rows and only columns

from 1 to r of V transpose.

So, instead of dealing with a ledger of size 80 (8*10) in this

example, we can deal now with decomposed matrices of less size. For
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example, if the rank of 3 is used, then we can deal with a matrix of size
63 (8*3 + 3*3 + 10*3) resulting from equation (4.2):

U*r + r*r + V*r (4.2)

This result for massive binary matrices makes a huge difference
compared with the original matrix. when retrieving the original matrix
U*S*V' we get the same ledger with no loss of information as shown in
Table (4-5) which is similar to the original general ledger shown in Table
(4-6).

Table (4-5). Retrieving the original matrix.

0 0 10000 O 0 0 0 0 0  1.0000
0 10000 O 0 0 0 0 1.0000 O 0
0 0 0 0 0O 1.0000 O 0 0 0
0 0 0 0 0 0 0 0 0 0
0 0 0 10000 O 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0
0 0 0 0 10000 O 0 0 0 0
1.0000 0 -0.0000 O 0 0 1.0000 0 1.0000 -0.0000
Table (4-6). The original matrix.
vl V2 V3 V4 V5 V6 V7 V8 V9 VIO
C1 0 0 1 0 0 0 0 0 0 1
C2 0 1 0 0 0 0 0 1 0 0
C3 0 0 0 0 0 1 0 0 0 0
C4 0 0 0 0 0 0 0 0 0 0
C5 0 0 0 1 0 0 0 0 0 0
C6 0 0 0 0 0 0 0 0 0 0
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C7 0 0 0 0 1 0 0 0 0 0
C8 1 0 0 0 0 0 1 0 1 0

4.3.2. SVD with 100*100000 Ledger of the E-voting System

The ledger of the proposed e-voting system consists of 100
candidates and 100000 voters. The number of transactions that are
applied is 3 transactions and 5 blocks, where each block will contain 3
transactions as an example to show how SVD works in the proposed

system, and how the transparency of the election event is measured.

As soon as the system begins to run, the general ledger and the three
matrices U, S, and V are all of zero values, which we consider the

genesis block.

When the citizens log in to the e-voting web application and vote,
the votes are stored as transactions temporarily in the queue storage to

which the administrator system will keep listening.

Each block will contain a block ID which is the summation of all
voters’ IDs in the block, three transactions (votes) indicating the voter
ID that voted for the candidate number, a timestamp indicating the date
and time of the block creation, the hash value of the block and the hash

value of the previous block.

The following scenario shows the ledgers and the three matrices for each
block:
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I. Block number one

Three transactions are fetched from the queue to construct the first
block, the three transactions are the voters' IDs 100150162, 100150174,
and 100150190 voted for candidate numbers 8, 100, and 1 respectively.
Figure (4-2) shows the transactions and information in the genesis and
the first block.

Blockchain Information
Blocks Blocks Information
Block 0 ‘
Block 1 e
Block 2 |Ymrudions:
Block 3 TimeStamp: 0
B'OC Cuurentiash: 0
Bl : ; Prev_Hash: 0
Block 1
1D: 300450526
Transactions:
transiction( 1): 100150162==>8
transiction( 2): 100150174==>100
transiction( 3): 100150190==>1
TimeStamp: 8/29/2021 8:05:35 PM
CuurentHash: 623834869b9d9897981721 5044667725461 544901284965c2470cd5891d82
Prev_Hash: 0

Figure(4-2). The block information contains the genesis and first block.

After creating the block the three matrices are downloaded, read, and
construct the ledger by multiplying the three matrices U, S, and V

transpose.

Then the new ledger is constructed according to the three
transactions and updated, in which we can now extract the new U, S, and

V for the first block by applying SVD decomposition.

69



Chapter Four Experimental Results

The three matrices have a copy written as files to the administrators’
computer and cast them to the distributed network nodes. All these steps
are done and written to the administrators' platform one after the other as
soon as each step is completed within less than a second as shown in
Figure (4-3).

Distributed Ledger and SVD

There is a new block generated A

Downilcad compieted for U matrix!

Download completed for S matrix!

Downiload compieted for V matrix!

reading V matrix

reading S matrix!

reading U matrix!

ledger constracted by Multiplying U*S*V

ledger updating!

SVD decomposition is applied for the updated ledger!
writing the new U, S, and V matrices as a files!
Casting U,S and V files to network nodes are Completed!
There is a new bilock genermated

Figure (4-3). The performed steps for SVD on a block.

The ledger for block number 1 is shown in Figure (4-4). The ledger
contains the votes for each voters’ column corresponding to the
candidates’ row circled in red. In other words, the voter with ID
100150162 is the first voter in the database which means column
number one correspond to candidate row number 8, a voter with ID
100150174 is the voter in column number 3 which is the third voter in
the database that voted for candidate number 100 in row 100 and so on.
The tables of the three matrices are shown in Figure (4-5) for the U, S,

and V matrices respectively.

The tables concerned to the U and V matrix are cut to show the only
first 40 rows of them. The actual tables contain 300 rows for matrix U

and 3000 rows for matrix V.
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Figure (4-4). Ledger 1 for block number one.
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Figure (4-5). Matrices U1, S1, and V1 for Block1.
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I1. Block number two

The three transactions that are fetched from the queue to construct
the second block are the voters' IDs 100150214, 100150166, and
100150206 voted for candidate numbers 100, 5, and 77 respectively.
Figure (4-6) shows the transactions and information for the second
block.

Block 2

ID: 300450586

Transactions:

transiction( 1): 100150214==>100

transiction( 2): 100150166==>5§

transiction{ 3): 100150206==>77

TimeStamp: 8/29/2021 8:09:55 PM

CuurentHash: ecdB8d1240d5bc3e¢8335e41d98a1 12150048081 9¢976448960033008¢56020230
Prev Hash: 62383a86909d9897981 721544846 772a4615449012849650c12470cd5891d82

Figure(4-6). Information for Block 2.

The ledger for block number 2 is shown in Figure (4-7). The ledger
contains the votes for each voters’ column corresponding to the
candidates' row circled in green. In other words, the voter with ID
100150214 is the voter number 14 in the database which means column
number 14 corresponds to the candidate row number 100, a voter with
ID 100150166 is the voter number 2 in the database that voted for
candidate row number 5 so on. The tables of the three matrices are

shown in Figure (4-8) for the U, S, and V matrices respectively.

The tables concerned to the U and V matrix are cut to show the only
first 40 rows of them. The actual tables contain 300 rows for matrix U
and 3000 rows for matrix V.
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18,0,8,0,0,2,2,0,0,8,0,0,9,2,0,0,0,0,0,9,2,0,0,8,0,0,9,2,0,0,0,0,0,9,0,0,0,8,0,0,2,0,0,0,8,0,9,9,0,8,

9,0,0,0,0,0,8,4,0,0,0,0,0,8,0,0,0,0,0,8,8,0,0,0,0,0,6,0,
0,8,4,8,0,0,5,0,2,0,0,6,0,9,0,2,0,0,0,0,,2,0,0,0,0,0,8,2,2,0,0, ,0,0,8,

Cardd: 0,0,9,2,2,0,0,0,0,9,2,0,0,0,0,0,0,0,0,0,0,0,0,2,0,0,0,0,0,0,2,2,0,0,0,0,0,2,0,0,0,0,9,0,0,0,0,0,2,9,0,0,0,0,0,2,9,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,8,0,0,9,0,0,0,0,0,9,0,0,0,6,8,0,0,0,
200, 0,0,0,0,0,0,0,0,0,0,0,8,0,0,0,0,0,0,8,0,0,0,0,0,8,8,0,0,8,0,0,8,8,1,0,0,0,0,8,0,8,0,6,0,8,8,0,8,0,6,9,0,0,0,8,0,6,0,0,0,8,0,6,8,0,0,0,0,0,0,8,9,0,0,0,6,0,8,8,0,0,8,0, 40,8,6,0,8,8,

Cands: Q,m,n,o,o,a.o,o,o,a,s,o.a.o.o,o,o,a,o.o.o.o,o,o,a,o.o.o.m,a,a.o.o.o.a,a.e.o.o.o.c.a,a,a.o,o,o.o.a,o.a.c,o.a.n,a,o.o.o,o,a.s,a,a,o,o.o,a.a,s,a,n.o.o,o,e,e.a.o.o.n,a,o,a.o.o,o.
10,0,0,0,5,8,2,0,9,0,0,0,8,2,0,9,0,0,9,0,2,0,8,0,0,0,2,2,8,8,0,0,8,2,8,0,8,0,0,9,2,0,0,8,0,,8,,0,0,0,0,,9,2,,0,0,0,8,9,0,8,0,0,9,0,0,0,8,0,0,9,2,0,0,0,0,9,9,2,8,0,8,0,9,9,0,8,8,8,0,9,0,

cande: 0,0,9,9,9,0,0,0,0,9,9,9,0,0,0,0,9,9,9,0,8,9,0,9,0,9,0,0,9,0,9,0,9,0,0,0,9,2,9,9,0,0,0,9,9,0,0,0,0,9,2,0,0,0,0,9,9,2,0,0,0,0,0,9,,0,0,0,0,,9,9,0,0,0,0,9,0,0,0,0,0,9,0,0,0,0,0,0,,9,
10,0,0,0,6,8,0,9,0,0,0,6,8,8,0,0,0,0,6,0,8,0,0,0,0,0,8,0,0,0,0,08,0,8,0,0,0,0,0,9,0,0,0,0,8,0,2,0,8,0,0,8,0,0,0,8,0,0,8,0,2,0,0,0,0,8,0,0,0,0,0,0,2,0,0,0,0,0,0,8,0,0,0,8, 10,0,8,0,8,0,8,

Cand?: 8,0,9,8,8,0,0,8,0,0,8,0,0,0,8,0,,2,0,0,0,6,0,8,0,0,0,0,0,0,2,0,0,0,8,0,0,8,0,0,0,0,0,0,0,0,0,6,0,0,0,6,2,0,0,0,0,0,8,8,0,0,0,,0,8,0,0,0,0,8,0,6,8,0,0,0,0,0,8,0,0,8,0,0,0,6,8,0,8,0,
19.0,0,0,0,0,9,0,8,0,0,0,9,9,0,8,0,0,0,9,,0,8,0,0,9,9,8,0,0,0,0,9,9,,0,0,0,0,9,9,0,0,0,0,9,9,0,0,0,0,0,9,8,0,0,0,0,9,9,8,0,0,0,0,0,9,9,0,0,0,0,0,9,0,0,0,0,0,0,8,0,0,0,0,0,0,9,0,0,0,0,9,0,

9,0,0,0,0,9,9,
18,8,0,8,0,0,

(JMQ»'N-W919»3&»019,9»'.0.9.0.'.0.‘),0.3;0.’.0.0-0,0.0.0.0.0.0,8.0.0.0.0.0,0,0,0.0,0.0.0,0,0,0.0,0.0.0,0,8.0,!.0.0.0.0,8.0.!,0.0.0,0,0,l.0,0.8.0.0.0,0.0.0.0.0.0.0
12,0,0,8,8,2,8,0,0,6,0,8,0,8,0,0,8,0,0,0,2,0,0,8,9,9,9,0,0,0,8,0,2,0,2,0,0,8,0,9,2,0,0,0,8,9,2,0,0,0,8,8,0,8,0,0,0,8,9,0,2,0,0,6,0,9,,0,0,0,8,0,9,0,0,0,0,8,8,0,2,0,0,8,

Cand3: 8,0,9
19,9,0,0,8,

8,0,0,8,2,0,0,8,0,0,8,8,0,0,8,0,0,2,8,0,0,8,0,0,0,8,0,0,0 €,0,0,0,0,8,2,2,0,0,0,0,8,0,0,0,8,0,0,8,0,0,6,8,0,0,
20,0,0,9,8,2,0,0,8,0,9,8,2,0,6,0,9,9,9,0,0,6,6,8,9,0,0,0,0,9,8,4,0,0,8,9,9,8,0,0,0,0,9,8,0,0,0,0,0,9,9,0,0,9,0,0,8,0,0,0,8,6,9,,0,0,0,

Cand1s 0,0,0,0,0,9,8,0,0,0,0,8,0,8,0,0,0,0,0,0,8,0,0,0,6,0,8,0,0,0,0,0,0,0,8,0,0,0,8,8,0,0,0,0,8,8,8,0,0,0,0,0,8,0,0,0,0,0,8,0,0,1,0,6,6,0,8,0,0,0,0,8,8,0,0,0,0,0,0,8,0,0,0,0,0,8,0,0,0,0,0
8,8,,9,8,8,0,,0,0,2,0,0,0,8,0,9,2,0,0,0,0,9,0,2,0,0,0,0,2,0,0,0,0,0,0,9,2,0,6,0,0,9,2,2,0,6,0,0,9,2,8,0,6,0,1,9,2,0,0,6,0,8,9,2,0,0,0,8,0,2,2,0,0,0,8,2,2,2,0,0,0,8,2,0,0,0,0,0,8,,0,0,0,0

Candll: @,9,8,0,0,9,9,8,0,8,0,0,0,,0,6,8,0,0,0,2,8,6,0,0,9,9,0,0,0,0,0,9,0,0,8,0,0,,9,0,0,8,0,0,0,0,0,0,8,8,9,9,0,0,0,0,8,2,,,0,0,0,0,2,2,0,0,0,0,0,9,8,8,0,0,0,9,2,0,1,0,0,0,9,0,0,0,0,0
0,0,8,6,0,0,0,8,0,8,8,0,0,0,0,9,8,0,0,0,0,0,0,8,0,0,0,0,8,9,2,0,0,0,0,0,9,8,0,0,0,6,0,0,8,0,0,0,6,9,8,0,0,0,0,8,0,8,0,0,0,0,0,0,2,0,0,0,0,0,9,0,0,0,0,0,8,9,0,0,0,0,8,8,0,0,0,0,0,#,8,0,0,0,0

candi2: 8,0,0,6,6,8,8,0,0,0,6,6,0,8,0,0,0,6,6,8,0,0,8,8,6,0,6,2,0,8,0,6,2,8,0,8,8,8,0,0,2,0,8,0,8,8,0,8,0,0,8,0,8,2,0,0,0,0,9,8,0,0,0,0,0,0,8,0,0,0,8,0,0,8,,0,0,8,0,8,0,0,0,0,8,0,8,0,6,8,0
0,0,0,0,0,0,0,0,0,2,2,0,0,0,0,0,0,2,0,0,0,0,0,2,2,0,0,0,0,0,0,2,0,0,0,0,0,0,8,0,0,0,0,0,2,2,0,0,0,0,0,8,8,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,8,0,0,0,0,0,0,0,6,0,0,0,0,8,0,0,0,0,0,0,8,8,8,0,0

Cand1d: 9,0,0,0,0,9,0,0,0,0,0,0,9,8,9,0,0,0,0,9,0,0,0,0,0,0,,0,0,0,1,0,0,,0,0,0,0,0,0,2,0,0,0,0,8,0,0,0,0,0,0,8,0,0,0,0,8,9,8,
8,0,2,8,2,0,8,8,0,2,8,2,0,8,8,0,2,8,0,0,8,0,0,2,8,2,0,0,0,8,2,0,0,0,0,0,8,2,8,0,8,0,0,0,2,8,0,8,0,9,0,2,0,8,0,9,9,0,0,0,6,0,9,9,

9,9,0,0,2,9,9,0,0,0,0,9,9,0,0,0,0,0,9,8,9,0,0,0,0,
,8,0,08,0,0,0,0,0,0,0,8,0,0,0,0,0,8,0,

9,,0,0,0,0
,0,8,0,8,,8,2,0,8,0

Cand14: 9,0,0,0,0,0,8,0,0,0,0,0,0,8,0,0,0,0,0,0,0,0,0,0,0,0,0,2,0,0,0,0,9,9,0,0,0,9,8,0,0,0,0,0,0,0,0,2,0,0,0,8,0,0,0,0,0,0,9,2,0,0,0,0,0,9,2,0,0,0,0,0,0,2,0,0,0,0,6,0,0,0,0,0,0,8,8,0,0,8,0
W 0,0,0,0,0,0,0,0,0,8,6,0,0,0,0,0,8,0,0,0,0,0,0,¢,0,0,0,000,0,0,0,0800,0,0,0,0,0,60,0,0,0,0,0,0,8,0,0,0,0,09,8,0,0,0,009,0,0,0, 0,0,0,0,0,0,8,8,0,0,0,0,8,8,8,0,0,0,0, L}

F lesgel - Wetepue - B8 X
fle EO! Foral \vew Held

Cand’s: 2,0,9,8,6,8,9,0,2,9,8,8,0,9,0,¢,2,0,0,8,0,0,¢,2,0,0,8,9,0,0,0,0,0,8,9,0,8,0,0,0,0,6,6,0,2,0,0,0,0,8,0,2,4,0,0,9,8,9,9,8,0,0,8,8,8,9,0,0,0,8,8,0,2,0,0,0,8,8,9,8,8,0,0,8,0,8,8,0,0,0,8
0,6,0,8,8,0,0,0,6,0,8,8,0,0,0,0,8,9,8,0,0,0,0,8,2,2,0,0,0,0,0,0,8,0,0,0,0,0,0,0,0,0,0,0,6,0,8,0,0,8,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,6,0,0,0,0,0,0,0,0,0,0,8,8,0,0,0,0,0,8,0,0,0

CandT6: 2,0,0,0,0,8,9,2,0,0,0,0,8,9,9,0,0,0,0,8,8,9,0
6,0,9,2,2,0,0,0,0,9,9,9,2,0,8,6,0,9,2,2,0,0,0,0,8,9,

2,8,0,8,8,9,0,2,0,0,0,8,9,0,2,8,0,0,8,9,2,,8,0,0,8,9,2,2,8,8,8,8,8,9,2,8,0,8,8,8,9,2,8,0,0,8,8,9,9,8,1,0,8,8,9,9,2,0,0,8,8,9,,2,0,0,8
2,0,0,0,0,9,9,0,0,0,0,0,8,9,0,0,0,0,0,6,9,0,9,0,0,0,6,8,0,9,0,0,0,6,9,9,0,0,0,0,0,8,9,9,0,0,0,0,0,9,9,0,0,0,0,8,8,9,0,0,0,0,8,9,,0,0,0,0

Gnd7i: o.o,o,s.s,o.o.o.o,a,@,a.o.o,o.o.s,a,o.o.o,o.o,s.e,o.e.o,o.o,a,e,o.o.o,o.u.o.e,o.e.o,o.a,o,a,e.o,o.e,o.s,a,o,o.o.m.o,u,e,e.o.e,o.o,n,e.e.o.e,o.o,u.s.e,o.f,o.o,l,s.a.e,o,o.o,o,s
0,0,0,8,0,0,0,0,0,0,8,8,0,0,0,0,0,8,8,0,0,0,0,0,8,8,9,0,0,0,6,8,8,9,2,0,0,0,8,8,0,2,0,0,0,0,0,8,9,0,0,0,0,8,0,9,0,0,0,8,0,0,0,0,2,0,8,0,0,0,0,0,0,8,0,8,0,8,0,0,8,8,0,0,8,0,0,8,0,0,0,0,0,0,2

Cand102: O,B.Q,0,0,0,ﬁ,0.0.9,@.&&,0.0,0,0.0,3.0,0.0,0,0.B,0,0,0.0,0,9,8,0,0,0.0,0,0.8,0,0.0,0,0,8.8,0,0,0.0,0,0,0,3,0,0.0,0,0.8,0,0.0.0,0,0,8,8,0.0.0,9,0.0,8,0.8.0,9,9.8,0,0,0.0,0.
,8,8,0,0,0,8,0,,0,0,0,0,8,0,0,2,0,0,0,8,6,0,2,0,0,0,8,0,0,2,0,0,0,8,8,9,8,0,0,0,8,8,2,,2,0,0,8,8,2,0,0,0,0,8,8,0,0,2,0,0,0,8,0,0,2,0,0,8,8,0,0,2,0,8,0,8,0,9,2,0,8,8,8,0,9,2,0,8,8,8,6,8,0,

Figure (4-7). Ledger 2 for block number two.
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Figure(4-8). Matrices U2, S2, and V2 for Block2.
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I11. Block number three

The three transactions that are fetched from the queue to construct
the third block are the voters' IDs 100150194, 100150210, and
100150202 voted for candidate numbers 2, 100, and 5 respectively.

Figure (4-9) shows the transactions and information for the third block.

Block 3

ID: 300450606

Transactions:

transiction( 1): 1001501%4==>2

transiction( 2): 100150210==>100

transiction( 3): 100150202==>5

TimeStamp: 8/29/2021 8:12:19 PM

CuurentHash: 6ba 1010591 2efe 78chS59df7LE551156 72071431 8bc1 Sd7b8812ecB803106bf3cdc
Prev Hash: ecdB8d1240d5b3e8335e47d982 11615003 8d819¢976048960033a00256020230

Figure(4-9). Information for Block 3.

The ledger for block number 3 is shown in Figure (4-10). The ledger
contains the votes for each voters’ column corresponding to the
candidates' row circled in blue. In other words, the voter with ID
100150194 is the voter number 9 in the database which means column
number 9 corresponds to the candidate row number 2, a voter with ID
100150210 is the voter number 13 in the database that voted for
candidate row number 100 so on. The tables of the three matrices are

shown in Figure (4-11) for the U, S, and V matrices respectively.

The tables concerned to the U and V matrix are cut to show the only
first 40 rows of them. The actual tables contain 300 rows for matrix U

and 3000 rows for matrix V.
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3 ledger) - totesat - g %

Tie Esk forul Yew b
fands: o.o,o,a,o,o,¢,a,o,o,o,a,a.o,o,a,o,o,@.o,o,s,o,o,o,o,o,o,o,a,a,o,o,e,o,o,o,o.o,o,a,e,o,a,a,o,o.o,a,o,o,o,o,a,a,o,o,o,a,n,o,o,a,a,o,o,o,a,a,o,o.o,o,s.e,o,e,o,o,e,o,o,o,o,o,o,a,a,e, :
10,0,0,0,0,0,0,0,0,00,0,0,8,8,0,0,0,8,8,0,0,8,8,8,0,0,0,8,8,0,0,8,8,0,0,0,0,8,0,0,0,8,0,8,0,0,8,0,0,0,8,8,0,0,8,8,0,0,0,0,8,8,0,0,8,0,0,0,0,0,8,0,0,0,8,0,8,0,8,8,0,0,0,8,8,8,0,8,0,0,0,0,0, |

Cand2: '.0.9.9,9.0.‘.@.0.0,9,9,0...0.9,9...'.0,3.8.0.9,9,0.0.0..,9,0.9.’.0.3,8.9.9.‘,8.0.0.'.9,0,0,'.0.9.9,0.'.0,9.9.0,0.0.9.0.’.‘.9,3,ﬁ,°.°.9,9.0.@.’,‘,8.0.’,8,9,0.'.0,‘.0.0.'.‘,0.8,9. [I
9,0,8,0,0,2,0,0,6,,0,0,8,6,0,0,8,0,2,2,0,8,8,0,0,6,6,2,8,0,0,8,8,8,0,8,,0,2,0,0,0,8,0,0,8,0,8,0,0,0,,2,8,0,0,2,0,8,8,9,8,0,0,6,,8,0,0,8,0,2,0,0,0,8,,0,8,6,2,0,0,0,8,2,8,0,0,8,0,8,6,8,

|
Candd: 0,8,8,0,0,0,8,0,0,8,8,0,0,0,0,8,8,0,0,0,8,0,8,8,0,0,0,0,0,8,0,0,0,0,8,8,8,0,0,8,0,0,0,8,8,0,0,8,8,2,0,0,8,8,0,0,0,0,8,8,0,6,8,8,0,0,8,8,2,8,0,0,8,0,8,0,8,8,0,0,0,8,2,0,0,8,8,0,0,0,0,
10,0,8,0,8,0,0,0,0,8,0,0,0,0,0,0,0,0,8,8,0,0,8,8,0,0,0,8,8,8,0,0,0,0,0,8,0,8,0,0,0,0,8,0,0,6,0,8,0,0,0,8,8,0,0,0,8,0,0,6,0,0,0,0,0,8,8,0,8,0,8,0,0,8,0,8,0,0,6,0,8,8,0,0,8,,0,0,6,8,0,0,6,0,

Candd: 9,0,9,0,0,,8,0,0,8,0,0,0,6,0,8,2,1,0,0,,8,0,8,9,3,0,0,0,9,8,0,0,,9,2,0,0,8,8,0,0,8,6,8,0,0,0,%,2,9,0,8,9,2,0,6,0,2,0,0,0,,,0,0,0,0,2,0,8,6,8,8,0,8,0,0,0,0,0,9,2,8,8,8,8,2,0,6,2,
8,8,0,0,8,0,0,0,8,,0,0,6,8,0,0,0,6,9,8,0,0,8,8,0,8,6,8,8,0,0,8,9,0,0,0,6,8,0,8,6,0,2,8,0,6,0,0,0,0,6,8,2,0,0,8,8,0,0,8,0,8,0,0,8,8,,0,0,6,8,2,0,0,0,8,8,0,6,8,8,0,0,6,8,2,0,0,8,6,0,0,8,5,

Cands$: @3,0,0,0,0,!,@,0,0,0,0,0,0,0,0,0.0,8.0,0,0,0,0,D,O,l.0,8,0.0.0,0,8,0.0,0,8,5,0.0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,8,0,0.0,0,0,0,0,0,0,9,0,0,0,!,0.0,0,0,0,0.0,‘,0,0,0.0,3,8,0,
19,0,8,0,9,9,0,9,9,9,0,0,8,9,9,9,0,0,9,0,0,8,9,9,9,9,8,9,2,0,0,9,9,9,0,8,0,9,9,9,8,9,9,0,0,9,9,9,9,0,0,9,0,0,8,0,9,9,0,0,9,9,6,0,0,9,9,9,8,0,0,0,9,8,9,9,9,0,8,9,9,0,0,0,9,0,0,0,0,0,0,8,8,9,

Candé: 9,8,2,0,0,9,8,0,0,8,8,8,0,6,0,2,2,0,0,8,8,0,0,8,9,8,8,0,8,5,8,0,0,0,8,0,0,0,5,8,0,0,8,6,6,0,8,0,8,2,0,0,8,8,0,0,6,5,8,0,0,8,%,8,0,0,0,8,2,0,0,5,8,8,0,8,6,0,0,8,0,8,2,0,8,5,1,0,0,0,8,
1,8,08,8,0,8,0,0,0,8,0,0,6,8,8,0,6,0,0,2,0,0,0,8,0,0,0,0,2,8,0,6,0,0,0,8,0,0,0,0,0,6,8,8,0,6,8,0,0,8,6,0,2,0,0,8,2,0,8,6,0,2,6,0,0,0,0,0,8,8,0,8,0,0,6,8,8,0,0,0,0,0,0,8,8,0,2,8,6,2,0,0,0,0,

caed?; 9,9,9,0,8,9,2,0,0,0,9,8,0,6,0,9,8,1,0,9,9,9,0,8,9,2,0,0,0,8,2,0,6,0,0,0,0,0,9,9,0,0,0,8,8,9,0,6,9,2,0,0,9,3,0,0,8,9,9,0,0,8,0,9,0,0,0,0,,0,8,9,9,9,0,6,0,,0,6,0,9,0,0,0,,9,8,9,8,9,
%,0,8,9,9,0,0,8,9,8,0,0,8,9,0,0,0,0,9,0,0,0,0,9,,8,9,9,2,0,0,9,9,2,0,8,9,9,9,0,8,9,9,0,0,0,9,0,0,0,0,0,2,9,0,0,9,2,0,8,9,2,0,0,9,9,2,0,9,0,9,9,9,0,9,9,0,0,8,9,9,0,0,6,9,2,9,0,0,9,2,0,8,9,

am@,o,a,o.o.o,o,o,s,o,o,o,9,0,0.0,9,0.o.o,o,o.s,o.o,s,a,o.e.o,a,s.o.m,o,a.e.o,a,s,o,o.o,a,s,e.o.o,a,e.a.o.o,a.s,o.o.o,s,e.o.o,e,e,e.o.m,s.e.o.a,o,a,o,o,a,a,e.o.e,e,s.e,o.o,e.e,o.
,0,0,0,0,2,0,0,0,8,8,0,0,8,,0,0,0,0,8,2,0,0,0,2,2,0,0,0,8,0,0,0,8,0,0,0,0,8,2,0,0,8,8,0,0,8,8,8,0,0,0,,8,8,0,0,,0,0,0,0,8,0,0,6,8,8,0,0,0,8,2,0,0,0,8,0,0,8,8,0,0,0,0,0,2,8,0,0,0,8,0,0,0,

Gandy: 9,0,0,0,0,9,9,0,0,0,0,0,9,0,0,8,2,0,0,0,9,9,8,8,9,2,0,0,8,9,8,0,0,0,9,0,8,0,,0,0,0,0,0,0,0,0,0,0,2,2,0,0,2,0,8,8,0,,0,8,8,8,2,0,0,9,9,0,0,0,0,0,0,0,8,9,0,0,0,0,9,,9,0,9,9,0,0,8,0,
1%,8,8,0,6,0,0,8,%,9,0,8,9,0,2,9,8,6,9,2,0,8,9,0,0,0,8,9,2,0,0,8,9,9,0,8,0,0,0,0,8,9,2,0,0,8,8,8,0,0,6,9,2,0,8,5,9,0,9,8,9,2,0,0,9,8,0,0,0,0,6,¢,9,8,9,8,9,0,9,0,2,9,0,8,9,2,0,8,8,8,0,0,0,9,

Candia: 0,0,0,0,0,6,0,0,6,0,0,0,8,,0,8,0,8,0,0,0,8,8,0,0,6,8,,0,0,0,8,,0,0,0,0,0,0,0,0,8,0,0,0,8,8,0,0,0,8,8,0,0,0,8,0,0,6,8,0,0,0,0,8,8,0,0,0,0,8,0,0,0,0,0,0,0,6,8,0,0,0,0,8,0,0,8,8,0,0
0,0,8,2,0,0,8,8,0,0,6,0,8,0,0,8,8,2,0,0,8,8,,0,0,8,8,0,0,6,8,8,0,0,0,8,8,0,0,8,8,0,0,0,8,8,0,0,0,8,2,0,8,8,0,2,0,0,8,8,8,0,6,6,8,2,0,0,8,8,0,0,6,8,0,0,0,8,8,0,0,0,8,8,0,8,8,0,0,0,0,8,0,8,0

Cand11: 9,8,9,9,0,6,0,9,0,8,6,9,9,8,0,8,0,9,0,0,8,9,6,9,0,9,0,8,0,,0,9,9,0,6,8,9,0,0,0,8,8,0,0,8,9,,0,0,8,9,0,0,6,9,¢,0,8,0,0,0,0,9,9,0,8,0,8,0,9,0,0,0,6,8,8,0,8,9,0,9,8,8,8,0,0,0,08,8,0,0
8,0,2,2,0,0,9,,0,0,0,9,9,0,0,8,0,2,0,8,8,6,0,0,0,0,9,0,0,0,0,2,0,8,0,9,2,0,0,9,3,0,0,0,9,2,0,0,0,0,0,9,0,0,8,0,0,0,8,9,0,0,0,0,,0,8,0,0,2,0,0,8,9,0,0,0,0,2,0,0,0,0,0,8,0,0,8,0,0,0,0,0,8,0

Candsz: 0,6,8,8,0,0,6,0,8,8,0,6,0,0,0,0,6,0,0,0,6,8,8,,0,0,8,0,0,0,0,0,4,0,6,8,8,0,0,6,0,0,8,0,8,8,0,0,6,6,0,0,0,0,6,8,0,0,6,8,0,0,0,0,8,6,0,0,0,8,0,0,0,6,0,0,0,6,6,0,0,0,6,0,0,0,0,8,8,8,0
0,0,0,8,0,0,8,8,0,0,6,8,0,0,0,0,8,8,0,0,0,0,0,0,0,0,8,0,0,8,8,0,0,0,0,8,2,0,0,0,8,0,0,8,0,0,0,0,0,8,8,0,0,0,0,0,0,0,0,8,0,0,8,8,6,2,0,0,,8,0,0,0,8,0,0,0,0,2,0,0,0,8,2,0,0,0,0,2,0,0,0,8,0,0

card13; 9,8,9,9,9,0,0,2,8,0,0,8,2,0,0,0,2,8,6,0,0,9,8,0,0,8,9,9,8,8,0,9,2,0,8,9,2,8,0,8,,8,6,0,8,,9,8,6,0,8,0,0,0,,2,9,0,8,9,2,4,9,8,,2,0,8,9,3,8,0,6,2,2,,0,8,9,2,0,8,0,8,2,0,,8,,0,8
8,0,0,2,0,0,0,0,0,6,0,2,0,0,0,0,9,8,0,0,0,9,0,0,0,9,0,0,0,8,0,0,0,0,0,2,2,0,0,0,0,0,0,0,2,0,0,0,0,9,8,0,0,0,0,0,0,0,0,0,0,0,8,0,0,0,0,0,0,2,0,0,0,0,0,0,0,0,0,0,0,0,9,8,0,0,0,0,,0,0,0,0,0,0

Cand1d: 0,0,0,8,0,0,0,8,0,0,0,0,0,0,0,0,0,8,0,0,0,0,8,0,0,6,8,0,0,0,0,2,0,0,0,0,8,0,0,8,0,0,0,0,0,8,2,0,0,0,8,2,0,0,0,8,0,8,6,8,6,2,0,0,2,0,8,0,0,,2,0,0,0,0,0,0,6,8,2,0,0,0,0,2,0,0,0,8,8,0
6,0,0,2,0,0,9,9,0,0,0,2,0,0,0,0,8,2,0,0,0,0,0,0,8,8,8,0,0,0,8,9,0,0,6,9,0,0,0,9,0,0,0,0,2,9,0,0,0,2,,0,0,8,0,0,0,0,0,8,0,0,0,9,8,0,0,8,9,0,0,0,8,0,0,0,6,8,2,0,0,0,9,2,0,0,8,0,8,0,6,0,8,0,0

3 esgel - Wetepae - 6 X
Tie 6! foreat Vew Nep

Candrs: 2,0,0,6,8,8,9,8,8,0,6,8,8,9,0,8,0,8,0,8,0,8,8,,8,0,8,0,8,8,0,0,0,8,8,0,8,9,8,0,8,6,6,8,9,8,0,8,6,6,8,0,8,0,8,8,6,8,9,8,0,0,8,8,8,2,8,0,0,8,8,0,2,8,0,8,6,8,8,,8,0,0,8,6,8,8,8,0,0,0
0,0,0,8,,0,0,0,0,0,8,8,0,0,0,0,8,8,8,0,0,0,0,8,8,8,0,0,0,0,6,8,8,0,0,0,0,6,8,8,0,0,0,0,0,8,8,0,0,8,0,0,0,0,0,0,0,0,0,6,0,8,0,8,0,0,6,6,0,0,8,0,0,6,0,0,0,8,0,0,6,0,0,0,8,0,0,6,0,6,0,8,0,0,0

GandTe: 9,0,9,0,0,8,6,2,0,9,0,0,8,8,2,0,9,0,0,0,8,9,0,0,0,0,0,9,9,0,,0,0,0,0,5,0,2,,0,0,8,9,0,8,9,0,0,8,0,0,,9,8,0,8,8,9,9,8,0,0,6,8,9,2,8,0,0,0,8,9,,9,,0,8,8,0,9,2,0,0,8,8,9,9,0,2,0,0
,0,9,9,9,8,0,0,6,9,9,9,0,0,0,6,0,8,9,0,0,0,0,0,9,9,2,0,8,0,0,8,9,8,0,0,8,0,0,9,8,0,0,8,0,6,8,0,8,0,0,0,6,0,9,8,0,0,0,6,9,0,9,0,0,0,0,8,0,9,0,0,0,0,8,9,8,0,0,0,0,0,8,9,0,0,0,8,6,,9,0,0,0,0

Candii: ..0,U,'.8.0,’...O,U,Q,0.@..,0.0,0.0,'.’..,0,'.B,B,o.'.o.o,a,lpU.Q.Q..p'.Q,8;5,'.ol‘n‘loxa)ulacaloael.lu;’p'l’n’l'l'n‘;’;s:on’n’l'lo:nyonaaor'l.la:'os-sbol':.l‘)'nelabanon.lawo;a
0,6,0,8,8,0,0,0,0,0,8,8,2,0,0,0,6,8,8,2,0,0,0,8,8,8,2,0,0,0,6,8,8,9,8,0,0,0,8,0,0,8,0,0,0,8,0,8,9,0,0,0,0,8,0,0,0,0,0,8,0,0,0,0,0,0,0,0,0,0,0,0,0,0,8,0,0,0,0,0,0,8,0,0,0,0,0,0,0,0,0,0,0,0,0

0,8,0,0,8,8,0,8,0,0,2,2,0,0,0,0,0,0,0,8,0,0,0,8,0,0,8,8,8,0,0,,0,0,0,0,0,0,8,0,0,0,8,8,0,8,2,0,2,0,0,0,0,0,0,0,0,8
2,2,2,0,0,0,0,0,0,0,0,0,8,0,0,9,0,0,0,2,2,0,8,8,0,0,8,0,0,0,2,0,0,0,9,2,,2,2,0,0,0,0,0,0,0,0,0,0,9,9,0,9,9,8,0,0,,0,8,8,0,0,0,0,8

Cand07: 8,0,8,9,0,0,0,8,0,0,0,8,0,0,0,0,0,0,8,0,0,0,8,8,0,0,0,0,0,2,0,0,0
0,0,0,0,0, ,9:9,9,2,9,0,0,0,6,0,0,0,0,8,0,0,9,

Candaz: 8,0,0,9,0,0,0,2,0,0,4,0,0,0,0,0,0,0,0,0,0,9,9,0,0,8,0,0,8,0,0,0,0,0,0,0,8,0,0,0,0,0,0,0,8,2,8,0,8,0,0,0,0,0,0,0,0,0,0,2,9,0,0,,8,0,0,0,0,0,0,0,0,0,2,2,8,0,0,0,0,¢,0,0,8,0,0,8,0,0,0
9,0,0,6,,9,0,0,9,0,0,0,0,0,0,0,0,0,0,0,0,0,8,9,9,9,9,8,9,8,0,0,0,0,0,0,0,0,6,0,0,0,9,9,8,0,0,0,2,0,0,0,0,0,0,0,8,0,0,8,0,0,8,2,0,8,0,0,0,0,0,0,0,0,0,8,0,0,0,8,0,9,8,0,0,0,0,0,0,0,0,8,8,0,8

Canaon: 8,0,,9,9,8,9,2,0,8,0,0,0,0,8,8,0,0,0,0,0,2,8,8,2,8,0,2,0,0,0,0,0,0,6,0,8,8,8,0,9,9,2,0,0,0,0,0,0,0,0,0,8,8,0,8,0,8,0,8,8,0,2,0,0,0,0,8,0,8,0,0,0,0,9,8,8,8,8,8,2,0,0,0,8,0,0,0,0,8,8
0,0,0,0,0,0,0,0,9,9,9,2,2,0,2,08,0,0,0,0,0,0,0,9,0,9,,0,9,9,0,9,0,9,0,0,0,0,0,0,2,2,0,0,9,0,9,9,2,2,2,8,0,08,0,0,0,0,0,0,0,0,0,9,2,0,0,9,0,9,0,8,0,0,8,0,0,0,0,2,8,9,9,0,9,0,2,2,0,0,0,0,0,0,4

Cand100: 8,0, ,0,0,0,0,8,0 9,0,9,9,8,0,0,0,0,0,0,0,0,0,0,0,0,0,0,8,4,0,0,0,0,0,0,0,0,0,0,0,0,9,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,2,4,0,0,0,0,0,0,0,0,0,0,0,0,9,2,0,0,0,
+2,0,0,8,0,0,0,0,0,8,0,0,0,0,6,8,9,%,0,8,8,2,0,0,0,0,0,0,0,8,0,0,0,0,6,0,8,8,0,0,0,0,0,0,0,0,0,0,0,0,6,8,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,08,0,6,0,0,0,0,0,0,0,0,0,8,8,8,0,8,0,8,8,0,0,0,0,

Figure (4-10). Ledoger 3 for block number three.
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Figure(4-11). Matrices U3, S3, and V3 for
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V. Block number four

The three transactions that are fetched from the queue to construct
the fourth block are the voters’ IDs 100150182, 100150178, and
100150198 voted for candidate numbers 60, 2, and 55 respectively.
Figure (4-12) shows the transactions and information for the fourth
block.

Block 4

ID: 300450558

Transactions:

transiction( 1): 100150182==>60

transiction( 2): 100150178==>2

transiction{ 3): 100150198==>55

TimeStamp: 8/29/2021 8:15:43 PM

CuurentHash: 5308708facifd 10b4556L61 176047330 7d8dac6d46€ 73004 50c2dba 5 263d
Preyv Hash: 6bal101b972efe78chSSdI7LE551156 7207143 18bc19d7bESM2ecBO3I 106LM3cdc

Figure(4-12). Information for Block 4.

The ledger for block number 4 is shown in Figure (4-13). The ledger
contains the votes for each voters’ column corresponding to the
candidates' row circled in purple. In other words, the voter with ID
100150182 is the voter number 6 in the database which means column
number 6 corresponds to the candidate row number 60, a voter with ID
100150178 is the voter number 5 in the database that voted for candidate
row number 2 so on. The tables of the three matrices are shown in

Figure (4-14) for the U, S, and V matrices respectively.

The tables concerned to the U and V matrix are cut to show the only
first 40 rows of them. The actual tables contain 300 rows for matrix U

and 3000 rows for matrix V.
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T lesyer) - teteaat - g %

Tie Bk Tow Yew
fand1: o,o,o,a,o,o,¢,s,o,o,o,o,a,o,o,a,a,o,o.o,e,e,o,o,a,a,a,o,o,a,a,o,o,e.o,s,o,o.o,a,a.e,o,a,s,o.e.o,o,o,o,o 0,0,6,8,,0,0,8,0,2,0,0,0,8,2,0,0,,0,8,0,8,8,0,8,0,0,8,8,0,0,0,8,2,8,6,9, *
J0,0,0,0,0,0,0,0,0,800,0,0,,0,0,0,0,8,8,0,0,8,8,0,0,0,0,0,0,0,0,8,8,0,0,0,0,8,0,0,0,8,0,0,0,0,0,0,0,0,8,,0,0,6,,0,0,0,0,8,0,0,0,8,0,0,0,0,0,8,0,0,0,8,0,8,0,8,8,0,0,0,2,8,0,0,8,0,0,0,0,0, |

Cand2: Q.O.GQ.0.0.0.0.0,0,0,0.0,9,0.0.0.0.0.0.0.'),9,0.0.0.0,0,0.0.0.0.9,8.9.0.0,8,0.0.0.0,0,0,0.0.0.0.0.0.9,8.8.6,0,0.O.B.0.0.9,3.0.0.0.9.9.0.0.9.9;5.0.9.9.9.0.'.0.0.0.0.9.‘.9.9.01 [I
19,0,8,0,0,0,0,0,0,8,0,0,8,6,0,0,0,0,2,2,0,6,9,9,0,0,8,9,0,0,0,8,9,8,0,8,0,0,0,0,0,0,8,0,0,8,6,0,0,0,0,8,0,0,0,0,9,0,8,8,2,0,0,0,0,9,8,0,0,0,0,9,0,0,0,9,0,0,8,6,0,0,0,0,0,8,8,0,0,9,0,0,8,8, |

Candd: 0,8,8,0,0,0,8,0,8,8,8,0,0,0,0,8,8,0,0,0,8,0,6,0,0,8,3,0,6,8,0,0,0,0,8,8,0,0,0,8,0,0,0,8,0,0,0,6,8,2,0,0,0,0,0,0,0,0,8,0,0,6,8,2,0,0,0,8,8,8,0,0,8,0,0,0,8,0,0,0,0,8,8,0,0,8,0,0,0,0,0,
,0,0,8,0,8,0,0,6,0,8,0,0,0,0,0,8,8,0,9,8,0,6,8,2,0,0,6,0,8,8,0,0,0,8,0,0,0,8,0,0,8,0,8,0,0,6,0,8,0,0,0,2,2,0,0,8,,0,0,,0,0,0,0,0,8,0,0,6,0,8,0,0,8,0,8,8,0,6,0,8,0,6,0,,2,1,0,6,8,0,0,0,8,

Candd: 9,9,0,9,0,0,8,0,0,0,0,8,0,0,0,9,,0,8,9,9,2,9,0,9,9,0,0,9,9,8,0,8,0,9,0,0,0,6,8,0,0,8,0,0,0,0,0,%,2,8,0,0,0,0,0,6,9,2,0,0,0,9,6,0,0,0,0,0,0,0,6,8,9,0,8,0,0,0,0,0,9,9,9,0,8,9,0,0,8,8,
18,0,0,9,8,0,0,0,8,0,0,0,0,0,0,0,0,6,8,0,0,0,8,6,0,0,0,0,0,0,0,8,9,0,0,0,6,6,0,0,6,0,0,4,0,6,0,0,0,0,6,5,2,0,0,6,0,0,0,,6,0,0,0,8,9,8,0,0,0,6,0,0,6,0,8,0,0,6,0,0,0,0,6,9,2,0,0,8,6,0,0,8,9,

Cands$: ,0,0,8,0,0,0, ,0,0,0,9,0,0,0,8,8,0,0,6,0,8,0,0,0,0,0,0,6,0,8,2,0,0,0,0,0,0,6,0,0,0,6,6,0,2,0,0,6,0,0,0,0,0,¢,0,0,0,0,8,0,0,0,8,2,0,0,0,0,8,0,0,0,8,0,0,0,0,2,0,0,0,0,0,0,0,0,
19,0,8,8,9,9,9,8,2,9,0,0,8,9,9,0,0,0,6,0,0,8,8,9,0,9,0,9,2,0,0,0,9,9,0,8,0,0,9,0,8,9,9,0,9,8,9,0,9,0,0,0,9,0,8,0,9,9,9,0,9,2,8,0,0,9,9,0,8,0,0,0,9,9,9,9,9,0,6,9,0,0,0,0,9,0,0,0,0,0,0,0,8,8,

Candé: ©,8,2,0,8,9,8,0,0,8,6,4,0,0,0,2,2,0,,5,8,0,0,0,9,8,0,0,8,8,0,0,8,0,8,0,0,0,8,8,8,0,6,6,6,0,0,6,8,2,0,0,8,1,0,0,0,0,8,0,0,8,5,0,0,0,0,8,2,0,0,9,8,0,0,6,6,6,0,8,0,8,2,0,0,8,8,0,0,0,8,
12,0,0,8,0,0,0,0,0,0,0,0,0,0,0,0,0,8,2,2,0,0,0,8,0,8,0,0,2,d,0,6,8,2,0,0,0,0,0,0,0,6,0,8,0,0,0,0,0,0,0,0,2,0,0,,8,0,0,0,0,2,8,0,6,0,0,0,0,0,0,0,0,0,0,8,8,0,0,0,0,0,0,6,0,0,8,0,6,8,0,0,0,0,

Caed?; 9,9,2,0,9,9,2,0,0,0,9,8,9,0,0,9,8,0,0,9,9,0,0,8,0,2,0,0,,9,9,0,8,0,0,0,0,0,9,9,2,0,0,9,8,0,6,0,0,2,7,0,9,2,0,0,8,9,9,0,0,9,0,2,0,0,0,0,0,2,8,9,9,9,0,8,0,2,0,0,0,0,8,0,0,9,8,0,0,8,8,
%,0,8,0,9,0,0,8,9,8,0,0,0,9,0,9,8,0,0,2,0,0,0,9,9,9,8,9,2,9,0,9,9,2,0,8,0,9,0,9,9,9,9,0,0,0,9,0,0,8,0,9,2,2,0,0,9,2,0,6,9,,0,0,9,9,2,9,9,0,9,0,8,8,9,2,0,0,8,9,2,0,0,6,9,2,8,0,0,9,2,0,8,9,

uw@,a,s,o.o.o,o,e,s,o.o,e,a,e.o.o.e.s.o.o,o,a.e,o,o,n,e,o.o.o,a,s.o.o,o,e,e.e,o,o,s,o,e.o,e,e,a.o.o,e.a.a.o.o,s.e,o.o.o,o,s.o.o.o,o,e.m.o,s.e.o.o,o.0.0.0,0,a,e.0.@,9.8.0.0.0,0.8.0.
V0 00,0,0,0,0,0,0,2,0,8,0,8,0,0,0,0,2,0,0,0,0,2,0,0,0,0,0,8,0,6,8,8,0,0,8,,0,0,8,8,2,0,8,0,,0,0,0,0,2,8,0,0,8,0,0,0,0,0,0,8,8,0,2,0,0,0,0,2,0,0,8,8,0,0,8,0,,0,2,0,0,2,8,0,0,0,8,0,8,0,

Cand35: 0,0,8,8,0,0,0,0, Q,B.0.0.0.B,l ,9,8,8,0,8,9,0,0,0,0,9,0,0,0,6,9,0,0,0,0,0,0,0,0,8,9,0,0,0,0,8,0,0,0,56,9,0,0,0,0,0,0,0,0,8,9,0,0,0,0,8,0,0,0,5,9,0,8,0,0,0,0,0,8,
0,9,0,0,0,0,8,9,0,0,8,0,0,9,0,0,8,8,0,0,0,9,0,0,0,0,8,9,0,0,0,0,0,0,0,0,08,6,0,0,0,9,0,0,0,0,8,9,0,0,0,0,0,0,0,06,8,0,0,0,9,0,0,0,0,#8,9,0,0,0,0,0,0,0,08,60,0,0,9,9,0,0,0,8,9,0,0,0,0,0,0,0

Candse: 0,8,8,0,0,0,8,0,8,8,0,0,6,8,0,0,0,6,8,8,0,0,8,8,0,0,6,0,8,8
0,0,8,0,0,0,6,0,0,0,0,0,0,0,0,0,6,8,0,0,0,0,8,8,0,0,6,0,8,0,0,0,0,0

0,0,6,8,0,0,0,6,8,8,0,0,8,8,0,0,8,0,8,8,0,0,6,8,0,0,0,8,8,0,0,0,8,0,0,0,6,0,8,0,0,0,6,8,8,0,0,8,8,0,0,8,8,0,0,0,8,0,8,8,0
0,0,6,8,0,0,0,0,8,0,0,0,6,0,8,0,0,0,0,0,0,0,6,8,0,0,0,0,8,8,0,0,6,0,0,0,0,0,0,0,0,0,6,6,0,0,0,6,8,0,0,0,6,0,0,0,0,0,0,8,0

0,9,4,0,0,0,0,0,0,0,0,8,0,0,0,0,0,0,0,0,0,2,0,0,0,0,0,0,0, ,0,0,0,0,0,0,0,0,0,2,8,0,0,0,0,0,0,0,0,8,0,0,0,0,0,0,0,0,0,2,0,0,0,0,0,0,0, 4,0
19,9,9,0,0,9,9,0,9,0,9,9,0,0,0,9,0,9,0,0,9,2,9,0,9,9,9,0,0,0,9,9,0,0,9,9,0,9,0,0,9,2,9,0,9,9,9,8,0,0,9,9,0,0,9,9,9,9,0,0,9,2,8,0,9,9,9,0,8,0,9,9,0

Cans7: 0,0,
0,0,9,2,0,0,

9,0,0,0,0,4,0,0,0,9,0,0,0,0,
19,0,0,0,9,9,0,0,0,9,0,9,0,0

Cand3g: 0,0,0,9,0,0,0,0,9,0,0,0,0,8,0,0,0,9,0,9,0,0,0,0,0,0,0,0,9,,0,0,0,0,0,0,0,0,8,0,0,0,0,0,0,0,0,6,9,0,0,0,2,9,0,0,0,0,,0,0,0,8,0,0,0,0,0,9,0,0,0,0,9,0,0,0,0,8,0,0,8,6,0,0,0,0,0,9,0,8

Canded: 0,0,9,9,
0,0,9,8,8,0,8,0,

@.0.0,‘ 9,0,0,9,0,0,0,9,9,9,0,0,9,9,0,0,0,0,9,9,0,0,0,0,0,0,0,0,9,9,0,0,0,9,0,0,0,,9,0,0,0,0,0,0,0,0,0,9,9,0,0,9,9,0,0,0,9,9,0,0,0,0,0,9,8,0,0,9,9,0,0,9,9,0,0,0,0,9,0,0 |
L}
S

,9,9,9,0,0,0,0,2,0,0,0,9,0,8,0,0,0,2,0,0,0,9,0,0,0,0,0,2,8,0,0,9,9,0,0,8,0,0,0,0,0,9,9,0,0,0,0,0,8,0,0,9,0,0,0,0,0,0,0,0,0,9,9,0,0,0,0,0,8,0,0,9,0,0,0,,9,0,0,0,0,9, .l i

Cand’6: 2,0,9,0,0,8,9,2,0,0,0,0,0,8,9,0,0,0,0,9,9,9,0,0,0,0,0,8,9,0,2,0,0,0,9,9,0,2,8,0,0,0,9,0,9,9,0,0,8,9,9,2,9,8,2,8,9,0,9,9,0,2,0,9,9,9,9,0,0,0,8,9,9,9,9,0,8,8,9,9,9,0,0,8,8,0,9,0,0,0,0
4,0,9,9,9,0,0,0,0,9,9,9,0,0,0,0,9,8,9,0,0,0,0,9,9,9,0,0,0,0,0,9,8,0,0,0,8,0,8,9,0,0,0,0,0,8,0,0,0,0,0,0,6,0,0,0,0,0,0,0,9,9,9,0,0,0,0,9,0,9,0,0,0,0,0,0,9,0,0,0,0,0,9,9,0,0,0,0,0,8,9,0,0,0,0

Candii: o.o,o,a,s.e.o.o.o,a,Q,o.o.o,o.s,o.o,o.o.o,o,s.s.e,o.e.o.o,u,u.s.o.o.o.l.n.e.u.o.o.o,o,e,e,a,v.e.o.e.o.u,u,o.o.o.&.c.o,u,s.e.o.e.o.o,n.e.e.o.f.o.a,u.o.a.o.Q 9,0,8,8,0,8,9,0,0,0,0
0,6,0,8,8,0,0,0,0,0,8,8,0,2,0,0,0,8,8,9,0,0,0,0,8,8,9,0,0,0,0,8,8,2,2,0,0,0,8,9,0,2,0,0,0,9,0,8,9,9,0,0,0,8,0,0,0,0,0,8,0,0,0,0,0,0,0,0,0,0,0,0,0,0,6,0,9,0,0,0,8,8,0,0,,0,0,0,0,8,0,0,0,0,8

Cand97: 9,0,9 9,2,2,0,0,0,0,0,0,8,8,0,0,9,9,0,9,2,2,0,0,0,0,0,08,0,0,0,0,0,0,9,8,9,9,0,0,0,0,0,0,0,0,0,0,0,0,8
9,0,6,8,8,0,0,8,8,8,8,2,0,0,0,0,0,0,6,8,0,8,0,0,0,8,8,8,8,8,0,2,0,0,0,0,0,0,6,8,8,8,8,0,9,8,8,0,0,0,0,0,0,0,0,6,6,8,0,0,0,8,0,0,8,0,8,0,0,2,0,0,0,0,0,8,0,6,9,8,8,0,8,2,8,0,0,0,,0,0,0,0,8,8

-

,2,0,9,0,0,0,0,0,0
,0,0,0,0,8,0,0,0,8

,9,9,9,9,8,0,0,0,0,0,0,0,0,0,0,9,0,9,2,9,0,0,9,9,0,0,0,0,0,0,0,0,0,0,9,
,9,0,2,0,0,8,6,0,0,0,0,0,0,0,0, ¢,0,0,0,0,0,0,0,0,6,0,0,0,6,0,0

Candea: 0,0,0,0,9,9
9,0,0,8,8,0,0,8,0,0,0,2,0,0,0,0,0,0,0,0,0,0,8,0,0,0,8,9,

19,2,9,0,0,0,0,0,0,0, ?,2,8,0,0,9,0,0,9,0,0,0,0,0,9,9,0,9,0,
,0,0,2,0,0,0,0,0,0,8,08,0,0,

9,0,0,9,0,0,0,0,0,0,0,0,0,0,0,0,0,9,,9,8,0,0,0,0,0,0,0,0,0,0,0,9,,9,9,9,0,0,0,8,0,0,0,8,0,0,0,0
19,9,9,0,0,0,0,0,0,0,0,0,0,9,9,0,0,8,0,0,0,0,0,0,0,0,0,0,0,9,0,0,98,9,0,9,8,0,0,0,0,0,0,8,0,0,0,8

Cangos; 9,0,9,0,9,0,9,0,0,0,0,0,0,0,0,0,0,0,0,9,0,9,9,9,0,9,0,9,0,8,0,0,0,0,0,0,0,0,0,9,9,
0,0,0,9,0,0,2,9,9,9,0,0,9,0,0,0,0,0,0,0,0,0,0,9,9,9,8,0,8,9,9,0,0,0,0,0,0,8,8,0,0,8,08,0,

$,0,8,0,0,4,0,0,0,0,0,0,0,0,0,0,0,8,0,0,0

Cans100 o.o.@.- 0,0,6, n.omm.o.o,o,o,o,u,o,o.o,o.o.o.o.o.o.o.o,o.m.o,o.o,o.a.o.n.a.-.o.-.o ,0,8,0,0,0,0,0,0,0,0,0,0,0,0,8,8,6,0,8,
+9,0,0,8,0,0,0,7.0,0,0,0,0,0,9,8,9,59,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,90,9,4,2,0,0,0,0,0,0,0,0,8,0,0,0,9,0,0,0,8,0,0,0,0,0,0,0,0,0,0,9,0,0,0,

Figure (4-13). Ledger 4 for block number four.
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Figure(4-14). Matrices U4, S4, and V4 for Block4.
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V. Block number five

The three transactions that are fetched from the queue to construct
the fifth block are the voters' IDs 100150226, 100150170, and
100150222 voted for candidate numbers 62, 40, and 55 respectively.

Figure (4-15) shows the transactions and information for the fifth block.

Block 5

1D: 300450618

Transactions:

transiction{ 1): 100150226==>62

transiction( 2): 100150170==>40

transiction( 3): 100150222==>55§

TimeStamp: 8/29/2021 8:18:39 PM

Cuurentiash: ¢73117b53d7d0a5103270cfa 1d5034422309301 36dche 3d 1 04804965 1 bLOSLT
Prev Hash: 5308708facifd 10b4SS56L61 LAT760f47330 7d8dac 6046 7303450245 263d

Figure(4-15). Information for Block 5.

The ledger for block number 5 is shown in Figure (4-16). The ledger
contains the votes for each voters’ column corresponding to the
candidates' row circled in brown. In other words, the voter with ID
100150226 is the voter number 17 in the database which means column
number 17 corresponds to the candidate row number 62, a voter with ID
100150170 is the voter number 3 in the database that voted for candidate
row number 40 and so on. The tables of the three matrices are shown in
Figure (4-17) for the U, S, and V matrices respectively.

The tables concerned to the U and V matrix are cut to show the only
first 40 rows of them. The actual tables contain 300 rows for matrix U

and 3000 rows for matrix V.
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J ledgerd - totesat - g X%

Tie £k Tomud Ve
fand: o,o,c,s,n,o¢,a,o,o,a,a,o.o,o,a,a,o,o.o,s,a,o,o,o,o,a,o,o,a,a,c,o,o,o,o,o,o.o,a,s,o,e,a,o,a,o.o,a,o,o,o,o,o,a,e,o,o,o,u,e,o,n,n,o,o,e,o,a,a,o,e,a,a,o,o,o,s,a,e,o,e,o,u,o,o,s,s,e. 4
J0,0,0,0,0,0,0,6,0,00,0,0,0,0,0,0,0,0,8,0,0,0,8,0,0,0,0,0,0,0,0,8,0,0,0,0,0,0,0,6,0,8,0,8,0,0,0,0,0,0,0,8,0,0,8,0,0,0,0,0,8,0,0,0,8,0,0,0,0,0,8,0,0,0,0,0,1,0,8,0,0,0,0,0,8,0,0,,9,0,0,0,0, |

Candl: 0.0.9Q.O.o.0.0,0,B,0,0.0.9,0.0.'.9,0.0.0.0,0,0.0.0.0.0,8,0,0.0.0,0,9,0.0,8.8.0.0.0,0,0.0,0,0.0.0.0.0,9.8.0&,9.0.0.0.0.0,8,0.0.0.8,8.0.0.0.0,8.8,0.8,0,0.0.0,0,0,0.0.0.0.8.0. IJ
19,0,8,9,0,0,0,0,6,8,0,0,8,6,0,0,0,0,8,2,0,6,9,9,0,0,6,9,0,0,0,8,9,8,0,8,0,0,2,0,0,0,8,0,0,8,6,0,0,0,0,,2,8,0,0,9,0,0,8,2,8,0,0,0,0,8,0,0,6,0,2,0,0,0,9,0,0,8,6,0,0,0,0,0,2,8,0,8,9,0,0,8,8, '

|
Candd: 0,8,8,0,0,0,8,0,8,8,8,0,0,0,0,8,8,0,0,0,8,0,0,0,0,0,0,0,6,8,0,0,0,0,8,8,0,0,0,8,0,0,0,8,0,0,0,6,8,2,0,0,0,0,0,0,0,0,8,8,0,6,8,2,0,0,0,8,8,8,0,0,8,0,0,0,8,0,0,0,0,8,8,0,0,8,0,0,0,0,0,
10,0,8,,8,0,0,0,0,8,0,0,0,0,0,8,8,0,8,2,0,6,8,0,0,0,0,0,8,8,0,0,,0,0,6,0,8,0,0,8,0,8,0,0,6,0,0,0,6,0,8,2,0,0,0,8,0,0,6,0,2,0,0,0,8,8,0,8,0,,0,0,8,0,8,8,0,6,0,8,8,0,0,8,2,1,6,6,,0,0,6,8,

candd: 9,0,0,0,0,0,8,0,0,0,0,8,0,8,0,9,2,0,0,8,8,0,8,8,8,3,0,0,0,9,8,0,8,0,0,2,0,8,8,8,0,0,8,8,0,9,0,0,,2,8,0,0,9,0,0,0,0,8,0,0,0,,8,0,0,0,0,2,0,0,8,8,0,0,8,0,2,0,0,0,0,8,,0,8,8,2,0,6,8,
,8,8,0,6,8,0,0,0,8,0,0,0,6,8,0,0,0,6,8,0,0,0,6,8,0,8,8,0,6,0,0,8,9,0,0,0,6,8,0,8,0,0,8,0,0,6,8,0,0,0,6,8,8,0,0,8,8,0,0,8,6,0,0,0,,,8,0,0,6,8,2,0,0,6,8,0,0,6,0,8,0,0,6,8,2,0,0,6,6,0,0,8,8,

Cand$: @,8 ,0,8,0,0,0, ,0,6,0,0,0,0,0,0,0,0,0,6,0,8,0,0,0,0,0,0,0,0,0,2,0,0,0,0,0,0,6,0,0,0,8,6,0,2,0,0,8,8,0,0,6,0,8,0,0,0,0,0,0,0,6,0,2,0,0,0,0,0,0,0,0,0,0,0,0,0,2,0,0,06,0,0,0,6,8,
19,0,8,0,9,9,0,9,2,9,0,0,6,9,9,0,0,0,9,0,0,9,0,9,0,0,0,0,3,0,0,8,9,9,0,8,0,0,0,9,8,9,9,0,0,8,9,9,0,8,0,0,0,0,0,0,9,9,9,0,9,2,6,0,0,9,9,0,8,0,9,9,9,8,9,9,0,0,8,9,9,0,0,0,9,9,0,8,0,0,0,0,8,5,

Candé: 9,8,0,0,8,9,8,0,0,8,6,6,0,8,0,2,2,0,9,5,8,0,0,8,9,8,0,0,8,5,8,0,0,0,8,0,0,8,8,8,0,0,8,6,6,0,0,0,8,2,0,0,8,8,0,0,0,9,8,0,0,8,5,9,0,8,0,8,2,0,0,9,8,0,0,6,6,6,0,0,0,9,2,0,8,5,8,0,0,0,9,
12,8,0,0,0,8,0,0,0,8,0,0,6,0,0,0,8,0,0,2,0,0,0,8,0,0,0,0,2,8,0,6,0,0,0,0,8,0,0,0,0,6,0,8,0,0,0,0,0,0,6,0,2,0,0,9,0,0,0,0,0,2,8,0,6,0,8,0,0,0,0,0,0,0,6,8,2,0,0,0,0,0,0,6,8,0,0,0,6,8,0,0,0,0,

caed?: 9,9,9,0,8,9,2,0,0,0,9,8,0,6,0,9,8,0,0,,9,9,8,8,9,2,0,0,8,9,2,0,0,0,0,0,0,0,,9,2,0,6,9,8,0,0,0,9,2,0,0,9,9,0,0,8,9,2,0,0,9,9,9,0,8,0,0,0,9,0,9,9,8,0,8,9,2,0,0,0,0,,0,0,9,9,0,0,0,9,
1#,0,8,0,9,0,0,8,9,8,0,0,8,9,0,9,8,0,9,9,0,0,0,9,2,0,8,9,2,0,0,9,9,2,0,8,0,9,0,0,8,9,9,0,0,0,9,0,0,0,0,8,2,9,0,0,9,0,0,8,9,2,9,0,9,9,2,0,8,0,9,0,8,9,9,0,0,0,0,9,2,0,0,8,0,2,8,0,8,9,2,0,8,8,

anﬁ@,o,a,e.o,o.a,o.o,o.o,a.s,e.a.e.e.a.o.e,a,a.e,o.o,o,s,e.o.o.o,s.e.o,o,e,a,e.o,a,o,s,e.o,a,s,e.o.o,e.a.e.e.o,e.a,e,o.a,e,e.o.o,a,e,e.o.o,o,o.e.o.o,a,s,e.o,o,s,s.o.o,a.a.e.e.o,s.e,o.
,0,0,00079,0,0,0,0,0,0,0,8,0,0,0,0,0,8,8,0,0,0,9,8,0,0,0,8,0,0,0,8,0,0,0,0,8,8,0,0,0,8,0,0,8,0,0,0,0,0,0,,0,0,0,8,0,0,0,0,8,0,0,6,8,,0,0,0,0,2,0,0,0,8,0,0,8,8,0,0,0,6,2,0,2,0,6,0,8,0,0,0,

Casdtp: |,0,o.o.e,a.o,o,s,n.o.e,o,e.o,o,s,o.e,e,o.o,o,s,a.o,o,a,o.o,s,o,e,e,a,e.o,o,s.o,o,o,o.o,o,o.o.o,a,a,o.o,e,o.o.o,o,o.o,a,e,o,o,a,e,o,a,a,o.o,o,o,o.o,s,e,e,a,s,o.o,o,a,e,o,s,e,e,e
9,0,0,0,6,8,0,0,8,2,0,0,8,2,0,8,2,0,8,0,8,0,0,8,2,0,6,8,4,0,0,0,0,8,2,0,0,8,0,0,8,,2,0,8,9,,8,8,8,0,0,8,2,0,8,8,8,0,8,2,0,6,0,8,0,0,8,0,0,6,2,0,0,8,0,0,8,2,0,0,8,0,8,8,8,2,0,6,9,,0,8,8,8

Candss: o.o,o,o.o.o,o,o.@,o,o.o. ,9,0,0,0,0,0,0,0,0,0,0,0,0,8,0,0,0,8,0,0,0,0,0,0,0,8,8,8,8,0,0,0,0,8,8,0,0,0,0,0,0,0,8,0,0,0,0,8,0,0,0,8,0,0,0,0,0,0,0,0,8,8,8,8,0,0,0,8,0,0,0,0,
0,8,0,0,0,0,0,0,0,0,0,0,0,5,0,0,0,0,0,976,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,8,0,0,0,0,0,0,0,0,0,0,0,0,8,0,0,0,0,0,0,0,0,6,0,0,0,0,0,0,0,0,0,0,0,0,

CandS6: 9,0,0,9,0,0,0,0,9,0,0,8,8,8,0,8,0,0,0,0,0,0,0,9,0,0,0,0,9,0,0,8,8,8,8,0,9,9,0,0,0,0,0,9,0,0,0,0,9,9,0,8,2,8,0,0,9,9,0,0,0,0,0,9,0,0,0,0,,0,0,8,8,2,0,0,9,0,8,0,0,0,9,9,0,0,0,0,9,0,8
8,0,9,2,0,0,9,9,8,0,0,0,9,9,9,8,9,2,9,0,0,9,2,2,0,0,0,,2,0,0,0,,8,9,8,9,9,9,0,0,0,9,2,0,0,0,9,2,0,0,0,2,9,0,8,9,9,2,0,0,9,9,2,0,0,0,9,2,9,0,0,9,8,0,8,9,9,2,0,0,9,2,0,0,0,0,,2,0,0,0,2,8,0

Cand}7: 0,0,,9,0,0,0,0,0,8,0,0,0,0,0,0,0,0,2,2,0,0,0,0,0,0,0,0,0,8,0,0,0
,0,2,2,0,0,0,2,0,0,0,9,9,2,0,0,0,,8,0,8,

©,0,9,0,0,

,8,8,

19,8,0,0,0,9,0,6,0,0,0,8,0,0,0,0,0,0,0,0,2,8,0,0,9,9,0,6,0,0,8,0,0,0,0,0,0,0,0,0,2,2,0,0,9,9,0,6,0,0,8,8,0
12,0,8,0,9,0,0,0,7,9,2,8,0, €,2,0,8,0,2,0,9,0,0,9,8,0,0,9,8,0,0,0,9,8,2,0,8,0,2,2,0,0,0,9,8,8

12,0,0,0,2,0,0,0,0,9,2,0,0,0,

Cand¥8: 0,0,0,9,0,0,0,0,9,0,0,0,8,9,0,0,8,0,9,2,0,0,0,9,0,0,0,0,9,9,0,0,0,9,0,0,0,0,2,0,0,0,0,9,0,0,0,0,9,0,0,0,0,9,0,0,8,0,0,9,0,0,9,9,0,0,0,0,9,9,0,0,2,0,0,0,8,0,2,0,0,0,8,9,0,0,0,0,0,0,0
0,0,8,0,0,0,0,9,0,0,0,0,9,9,0,0,0,8,0,0,0,0,8,9,0,0,0,9,0,0,0,0,9,9,0,0,0,8,0,0,0,0,8,9,0,0,0,9,0,0,0,0,9,9,0,0,2,8,0,0,0,0,,0,0,0,0,9,0,0,0,0,9,9,0,0,0,0,9,0,0,0,8,0,0,0,0,9,0,0,0,0,9,0,0

Cand3s; 8,0,0,,8,0,0,0,2,8,9,8,,9,2,0,0,9,2,2,0,0,0,2,2,0,0,0,2,8,0,8,2,2,9,0,0,0,9,2,0,0,9,2,2,0,0,0,2,8,0,8,2,2,2,0,0,9,9,2,0,0,0,9,2,0,0,0,2,8,9,6,9,9,2,0,0,9,2,2,0,0,0,9,2,0,0,0,2,0,8 ;
0,0,9,2,0,0,0,2,2,0,6,0,0,8,0,0,2,8,9,0,0,0,9,3,0,0,0,9,2,0,0,0,0,0,0,0,8,9,0,0,0,0,2,,0,0,0,8,2,0,0,0,9,4,0,0,,9,0,0,0,0,9,2,0,0,0,0,0,0,8,0,0,4,0,0,2,9,0,0,0,0,9,0,0,0,0,2,,0,8,0,0,8,8 |

Candid: 0,0 o.o.Q.o 0,0,0,8, 0,0,0,9,9,0,6,0,0,0,0,0,0,0,0,0,0, 40,0,0,9,8,0,0,0,0,0,0,8,0,0,0,0,8,8,9,0,0,0,0,9,8,0,0,0,0,0,0,0,0,0,0,0,8,8,9,0,0,0,0,9,8,0,0,0,8,0,6,0,0,0,0,0
9,0,9,9,0,0,9,9,0,%.9,0,9,9,0,0,2,2,0,0,0,0,8,9,9,0,9,9,2,0,8,9,9,9,0,0,2,2,0,0,0,0,2,9,9,8,,9,0,0,8,9,9,9,0,0,0,2,0,8,0,0,9,9,0,8,9,9,0,8,8,,9,2,0,0,2,2,0,0,0,0,2,9,0,0,9,9,0,0,0,9,9,9,0 |

Cando2: 0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,001 3,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0
0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,7,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,8,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,#,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0

Candya: ©,0,0,0,0,0,8,8,0,0,0,0,0,8,8,0,0,0,0,0,,0,0,0,0,0,0,0,6,0,0,0,0,0,8,6,0,0,0,0,0,6,0,
0,0,0,9,0,0,0,0,0,0,0,0,0,0,0,0,0,0,8,0,0,0,0,0,0,0,8,0,0,0,0,8,0,2,8,0,0,0,0,,9,0,0,0,0,0,9,9,

0,0,0,8,8,0,,8,0,0,6,8,0
¢,0,0,0,0,9,9,0,0,0,0,0,9,

,0,0,6,8,0,0,6,0,0,6,8,0,0,8,
0.0.0,0,0,0,0,0.0.0,0.0,0,0,0,0,0,0,0.0,0,0,0,0,0.0,0,0,8,0,0,0

Cand77: 0,9,0,8,0,0.0.0.0,0.0.D.0..,8.0,l,D,G.O,.,9.!,0.D.l.Q,0,9.0,0,B.Q.0,0,9.0,0,0.!.0.0.0.0,0,0.0. #,¢,9,9,0,0,0,0,9,2,9,0,0,0,0,9,9,9,0,0,0,0,0,9,9,0,0,0,0,0,9,,0,0,0,0,0,9,8,0,0,0
8,6,8,0,0,0,0,0,8,0,0,0,0,0,0,8,0,6,0,6,0,0,8,0,0,0,0,0,0,0,0,0,0,2,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,8,0,0,0,0,0,2,2,0,0,0,0,8,2,0,0,0,0,0,0,9,8,0,0,0,0,0,0,9,0,0,0,0,0,0,8,0,0,0,8

Cana07: 8,0,9,9,9,0,0,0,0,0,0,0,0,0,0,0,0,0,8,0,0,0,6,6,0,0,2,0,0,0,0,0,0,0,0,0,0,6,9,0,0,0,8,0,0,2,0,0,0,0,0,0,0,0,0,0,9,9,0,0,6,6,0,0,0,0,0,0,0,0,0,0,0,0,0,8,8,0,0,0,0,0,0,0,0,0,0,0,0,0,8
0,0,0,0,0,0,9,0,9,9,9,9,2,8,0,0,0,6,0,0,0,0,,0,0,9,9, 19,2,0,0,8,0,0,0,0,0,0,8,0,0,0,0,0,0,2,2,0,8,8,0,0,8,0,0,0,2,0,0,0,0,9,2,2,2,0,0,0,0,0,0,0,0,0,0,2,9,0,9,9,,9,0,0,0,0,0,0,0,0,0,8

Candaz: 8,0,0,9,0,0,2,2,0,0,8,0,0,0,0,0,0,0,0,0,0,2,9,9,0,8,8,0,8,0,0,0,0,0,0,0,8,,0,0,0,2,0,0,2,8,8,0,8,8,0,0,0,0,0,0,0,0,0,9,9,8,0,8,8,0,0,0,0,0,0,0,0,0,2,2,8,0,¢,
,0,0,6,8,0,0,0,8,9,8,0,0,0,0,0,0,0,6,0,0,0,0,,0,0,0,0,9,8,0,0,0,0,0,0,8,8,6,0,0,0,9,9,8,0,0,0,8,0,0,0,0,0,0,0,8,8,0,8,0,0,8,9,0,0,0,08,8,0,2,0,0,0,0,8,0,0,0,0,0,0,8,0

49,0,08,0,0,0,0,0,8
,0,0,0,0,8,8,8,0,8

Canaoa: 8,0,9,9,8,8,9,2,0,8,0,0,0,0,8,8,0,0,0,0,0,9,8,8,2,8,8,2,0,0,0,0,0,0,8,0,8,8,8,0,9,9,2,0,0,8,0,,0,0,0,0,8,8,0,0,0,8,0,8,8,0,2,0,0,2,0,8,8,0,0,0,0,0,9,8,8,8,8,,2,0,0,0,8,0,0,0,0,8,6
0,0,0,0,0,0,0,9,9,9,9,2,2,0,2,0,0,0,0,0,0,0,0,9,0,0,9,8,9,2,0,2,0,9,8,0,0,0,0,0,0,2,0,0,9,9,9,9,2,2,1,0,0,8,0,0,0,0,0,0,9,0,9,9,2,0,0,9,0,9,0,0,0,0,0,0,0,0,9,2,8,9,9,0,9,,2,2,8,0,0,08,0,0,9

9,9,4,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,8,0,0,0,0,0,0,0,0,0,0,0,0,9,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,

Cand120: 8,0, ,0,0,0,0,8, Om. e, 9,2,0,0,0,0,0,0,0,0,0,0,0,0,0,9,9,0,0,0,
,0,0,0,8,0,0,0,¥.0,0,0,0,0,0,6,0,0,80,0,0,0,0,0,0,0,0,0,0,8,0,00,0,06,0,0,0,0,0,0,0,0,0,0,0,00,0,06,8,00000,0.0,000,080,0,0808,9,

16,8,8,8,0,0,0,0,0,0,8,0,0,0,8,0,8,8,8,0,0,0,

Figure (4-16). Ledger 5 for block number five.
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Figure(4-17). Matrices U5, S5, and V5 for Block5.
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Chapter Four Experimental Results

4.4. SVD with Binary Matrices

Employing singular value decomposition to Binary matrices can
work efficiently, as data are exactly either 0 or 1. The reason is that
instead of dealing with m*n of massive size, data of Boolean form can
be dealt with SVD with rank £<r in which r is the actual rank for a given

matrix.

In special cases where data should contain at most only one 1 in a

column under special circumstances, the rank can be as low as possible.

The following sections illustrate SVD in a special case on data for
an e-voting system, and generally for matrices of binary form that can be

used in all types of surveys, voting systems, symptoms of disease...etc.

4.4.1. Special Case of SVD with Matrices of Binary Data

The proposed e-voting system merges the concept of a distributed
ledger with the Singular value decomposition technique for an e-voting
system, in which a ledger contains transactions of votes where m
represents the number of candidates, and n represents the number of

voters.

SVD is applied on blocks of transactions (votes) where each block
contains a fixed number of transactions. Under this circumstance, SVD
manages data for each block to result in a ledger incrementally. In other
words, SVD initially will be applied on a matrix of zero values every
time a block of a few transactions arrives. Compared with the overall
size of the matrix, SVD will need a low rank to work on each block

incrementally.
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If we have a matrix A of size m*n, where m<n, under the following

conditions:

1- Each column should have at most only one 1.
2- The data is treated as blocks of transactions, in which a few columns
in the matrix are changed to achieve condition (1). So SVD will work

on less data incrementally.

Then SVD can be applied efficiently by r= k, where r is the actual rank
in which r<m and k is the lowest rank based on the number of

transactions in a block where £<r.

The size of the matrix that is retrieved after applying SVD is:

m*k + k*k + n*k that is lower than the m*n.

4.4.2. General Case of SVD with Matrices of Binary Data
In the scenario where SVD is applied on all m and n at once for a

matrix A, r is the actual rank, where:

r<m Jifm<n
r= (4.3)
rsn Jifn<m

whether r is the actual rank or less, in both ways it is acceptable to
deal with the decomposed matrices instead of dealing with a binary

matrix of massive size.

The experimental results are illustrated in Table (4-7) at the end of
the section 4.4.2., comparing matrices of binary data once when m<n,

another when n<m, and when m=n. Also, exhibiting the time needed for
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generating a matrix under the condition of having one value of 1

randomly in each column all at once, the time needed for applying SVD,

the suitable rank, the time needed for extracting back the matrix by

multiplying U*S*V".

SVD for binary matrices where M<N

a. Binary matrix of size 10*100

Here we have m=10, and n=100

- Before applying SVD, the time needed to generate the matrix using the

randomization function to replace one zero by 1 randomly in each

column is 1.62 nanoseconds.

- The time needed for SVD to be applied on the original matrix is

222.38ns.

- The suitable rank r for retrieving the exact matrix is 8.

- The time needed after applying SVD and extracting the matrix is

11.73ns.

The significance lies in the time it takes for SVD to be applied,

constructed, and extracts the matrix to match the original matrix, as

shown in Figure (4-18).
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Figure (4-18). Binary matrix of size 10*100 with rank 8.
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b. Binary matrix of size 50*100

m=>50, and n=100 where m<n.

- Before applying SVD, the time needed to generate the matrix using the
randomization function to replace one zero by 1 randomly in each
column is 0.63ns.

- The time needed for SVD to be applied on the original matrix is
201.45ns.

- A suitable rank r for retrieving the exact matrix is 40. However, after
several tests, other ranks that retrieved the exact matrix are 39, 44, 42,
43, and 46 are shown in Table (4-7) at the end of section 4.4.2.

- The time needed after applying SVD and extracting the matrix is
205.62ns. Figure (4-19) shows the information practically.

Input Data

0000000000000000000000000000
000000000000000000000Q0000000
0000000000000000000000000000
000000000000 O0O00DO0
000000000Q00000000000000000000
0000000000000000000000000000
000000000000 0000000000000000
000000000000 O000O0

00000000000 00000000000000000
000000000000 0000000000000000
0000000010000000000000000000
0000001000000000
0010000000000000000000000000
000000000000Q0000000000000000 =

Info

The time of random data generated= .63 nanoseconds
The SVD decomposition= 201.45 nanoseconds

The actual rank of matrix= 40

Thie matrices multiplecation U*S*y'= 205.62 nanoseconds
The input data = extracted data

Binary matrix of size : 50 100

Extracted Data

0000000000000 000000000000000
000000000Q00000000000000000000
0000000000000000000000000000
000000000 O00QO0O0O0DO0

00000000000 00000000000000QODD0
0000000000000000000000000000
0000000000000000000000000000
000000000Q00Q000O0

0000O0O0OQQDOD00000000000000000
0000000000000000000000000000
0000000010000000000000000000
0000001000000000

0010000000000000000000000000
000000000Q00000000000000000000

Figure (4-19). Binary matrix of size 50 *100 with rank 40.
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c. Binary matrix of size 5*1000

We have m=5, and n=1000 where m<n.

- Before applying SVD, the time needed to generate the matrix using the
randomization function to replace one zero by 1 randomly in each
column is 3.54ns.

- The time needed for SVD to be applied on the original matrix is
64.91ns.

- A suitable rank r for retrieving the exact matrix is 3.

- The time needed after applying SVD and extracting the matrix is
22.03ns. Figure (4-20) shows the information practically.

Input Data

0000000001100010011100001000
1101000111000001000001000101
0001000101010000100001010000
0110000000111100000001010011
1010110100101110010001010100
Qo00001000110000011101000001
0001010100101001101011000000
1100010000000000101010101000
0111010010000001100110010100
0010110000101000011001001000
1101000001010100011011011010
0000001000101011000000100000
0001000101000110100111000001
1000010010001101000100001100

The time of random data generated= 3. 54 nanoseconds
The SVD decomposition= &4.91 nanoseconds

The actual rank of matrix= 3

-

Info

Extracted Data

0000000001100010011100001000
1101000111000001000001000101
0001000101010000100001010000
0110000000111100000001010011
1010110100101110010001010100
Q000001000110000011101000001
0001010100101001101011000000
1100010000000000101010101000
0111010010000001100110010100
0010110000101000011001001000
1101000001010100011011011010
0000001000101011000000100000
0001000101000110100111000001
1000010010001101000100001100

The matrices multiplecation U*5*'= 22.03 nanoseconds

The input data = extracted data
Binary matrix of size : 5% 1000

Figure (4-20). Binary matrix of size 5*1000 with rank 3.

d. Binary matrix of size 100*1000

We have m=100, and n=1000 where m<n.
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- Before applying SVD, the time needed to generate the matrix using the
randomization function to replace one zero by 1 randomly in each
column is 8.86ns.

- The time needed for SVD to be applied to the original matrix is
6.464s.

- A suitable rank r for retrieving the exact matrix is 98.

- The time needed after applying SVD and extracting the matrix is 4.736
MS.

e. Binary matrix of size 100*100000

We have m=100, and n=100000 where m<n.

- Before applying SVD, the time needed to generate the matrix using the
randomization function to replace one zero by 1 randomly in each
column is 758.59ns.

- The time needed for SVD to be applied on the original matrix is
1.9174ms.

- A suitable rank r for retrieving the exact matrix is 98.

- The time needed after applying SVD and extracting the matrix is
0.656ms.

11.SVD for binary matrices where M>N

a. Binary matrix of size 100*10

Here we have m=100, and n=10 where m>n.

- Before applying SVD, the time needed to generate the matrix using the
randomization function to replace one zero by 1 randomly in each

column is 0.15ns.
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- The time needed for SVD to be applied on the original matrix is
18.55ns.

- A suitable rank r for retrieving the exact matrix is 10. Though, after
several tests, other ranks that retrieved the exact matrix are 7, 8, and 9
as shown in Table (4-7) at the end of section 4.4.2.

- The time needed after applying SVD and extracting the matrix is
12.43ns.

As long as the values of 1s are spread randomly in the binary
matrix, it affects the value of the rank, in which »<n. So by repeating the
test on this matrix we have different ranks that return the exact original
matrix based on how the 1s are spread randomly due to the
randomization function that is used for this task. Figure (4-21), shows
the matrix 100*10 with a rank of 10.

Extracted Data

Input Data
gooQOQ0OO0O00O0 - 0000000000 -
0000000000 3 0000000000 3
0000000000 = 0000000000 =
0000000000 0000000000
oo00000O000 0000000000
oo00000O000 0000000000
oo00000O000 0000000000
goo0QOO0O0O0DO0 go0QO00O00QO00
goo00QOQ00O000 go0Q00O0000
gooQOQ0OO0O00O0 0000000000
gooQOQ0OO0O00O0 0000000000
0000000000 0000000000
0000000000 0000000000
0010000000 - 0010000000 -

Info

The time of random data generated= . 15 nanoseconds
The S5VD decompasition= 18.55 nanoseconds

The actual rank of matrix= 10

The matrices multiplecation U*5*y'= 12,43 nanoseconds
The input data = extracted data

Binarv matrix of size : 100* 10

Figure (4-21). Binary matrix of size 100*10 with rank 10.
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b. Binary matrix of size 100*50

Here we have m=100, and n=50 where m>n.

- Before applying SVD, the time needed to generate the matrix using the
randomization function to replace one zero by 1 randomly in each
column is 0.49ns.

- The time needed for SVD to be applied on the original matrix is
271.78ns.

- A suitable rank r for retrieving the exact matrix is 34. However, after
several tests, other ranks that retrieved the exact matrix are 36, 37, 38,
39, and 40 shown in Table (4-7) at the end of section 4.4.2.

- The time needed after applying SVD and extracting the matrix is
112.74ns. Figure (4-22) shows the information practically.

Input Data

0000000000000000000000000000
Q000000000000 000000000
00000000000 00O0000000OOO0O0DOOD
Q0000000000000 0O0000001
0000000000000000000000000000
Q000000000000 000000000
0000100000000000000000000000
Q0000000 10000001000000
0000000000000000000000000000
0000000000000000000000
0000000000000000000000000000
Q000000000000 000000000
0000000000000000000000000000
Q000000000O00O0O00O0QO0D0O00Q

s

-

Info

' The time of random data generated= .49 nanoseconds

“The SVD decomposition= 271,78 nanoseconds
The actual rank of matrix= 34

“The matrices multiplecation U*5%y'= 112,74 nanoseconds

The input data = extracted data
Binary matrix of size : 100% 50

Extracted Data

0000000000000 000000000000000 =

0000000000 000000000000
Q0000000000O00O0O0OO000O000O0DOOO
0000000000000000000001
0000000000000 000000000000000
0000000000 000000000000
0000100000000000000000000000
0000000010000001000000
0000000000000 000000000000000
0000000000000 000000000
0000000000000 000000000000000
0000000000 000000000000
0000000000000000000000000000
0000000000000000000Q000

Figure (4-22). Binary matrix of size 100 *50 with rank 34.
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c. Binary matrix of size 1000*5

Here we have m=1000, and n=5 where m>n.

- Before applying SVD, the time needed to generate the matrix using the
randomization function to replace one zero by 1 randomly in each
column is 0.2ns.

- The time needed for SVD to be applied on the original matrix is
60.83ns.

- A suitable rank r for retrieving the exact matrix is 5.

-The time needed after applying SVD and extracting the matrix is
31.14ns. Figure (4-23) shows the information practically.

]Ilpllt Data Extracted Data
poooo » go1a00 -
00100 pgoaooo
poooo pgoaooo
poooo pgoaooo
gpoooao poooa
poooo pgoaooo
poooo pgoaooo
poooo pgoaooo
poooo pgoaooo
poooo pgoaooo
poooo poooa
poooo pgoaooo
poooo pgoaooo
poooo - pgoaooo -
Info

The time of random data generated= . 2 nanoseconds
The SVD decomposition= 0,83 nanoseconds

The actual rank of matrix= 5

The matrices multiplecation U*5¥'= 31,14 nanoseconds
The input data = extracted data

Binary matrix of size : 1000% 5

Figure (4-23). Binary matrix of size 1000 *5 with rank 5.
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d. Binary matrix of size 1000*100

Here we have m=1000, and n=100 where m>n.

- Before applying SVD, the time needed to generate the matrix using the
randomization function to replace one zero by 1 randomly in each
column is 3.9ns.

- The time needed for SVD to be applied on the original matrix is
5.5146ps.

- A suitable rank r for retrieving the exact matrix is 96. However, after
several tests, other ranks that retrieved the exact matrix are 92, 95, 93,
97, and 91 shown in Table (4-7) at the end of section 4.4.2.

- The time needed after applying SVD and extracting the matrix is
4.1326 ps.

111.SVD for binary matrices where M=N

a. Binary matrix of size 100*100

Here we have m and n=100 where m=n.

- Before applying SVD, the time needed to generate the matrix using the
randomization function to replace one zero by 1 randomly in each
column is 0.98ns.

- The time needed for SVD to be applied on the original matrix is
937.57ns.

- A suitable first rank r for retrieving the exact matrix is 67. Other ranks
were 62, 64, 65, 60, and 63.
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- The time needed after applying SVD and extracting the matrix is

Experimental Results

746.34ns. Figure (4-24) shows the information practically.

Input Data

0o0o00000O0O0OOCO00OO000000D0000 -

oooo0oo0DO0OOOOOOODOOOOOOOODODO
oooooo0DOO0OO0OOOOOOOOOQOCOOOOOOD0
oooooo0DOOO0OODOOOD

goooooo0OOOOOOOOOOOOOOOOOOOD0
ooooo0DOOO0OOOO1000000CO000000
oooooo0DOOOOOOOOOOOOOOI000000
oooooo0DOOO0OODOOOD

goooo0ooOOOQOOOOOQOOOOOOOOOODD
oooooo0DOO0OO0OOOOOOOOOQOCOOOOOOD0
oooooo0DOO0OO0OOOOOOOOOQOCOOOOOOD0
oooooo0DOOO0OODOOOD

goooooo0OOOOOOOOOOOOOOOOOOOD0

gooooo0DOOOOOOOOOOOOOOOOOQO0O00 -

Info

The time of random data generated= .98 nanoseconds

The SYD decomposition= 937,57 nanoseconds
The actual rank of matrix= 67

The matrices multiplecation U*5#Y'= 746,34 nanoseconds

The input data = extracted data
Binary matrix of size : 100 100

Extracted Data

oooooo0DOOOOOOOOOOOOOOOOOQOOOO
goDoo000O0OOOOOOOOOOOOOODODOO0
goooooooOOOQOCOOOOOOOOOOOOODD
gooooooooO0O0O0O0O0

goooooODOOOOOOOODOOOOOOOODODO
goooo0o0OO0O0QO0O1000000000000DD0
goooo0ooOOOQOOOOOOOOOOI000000
gooooooooO0O0O0O0O0

oooooo0DOOOOOOOOOOOOOOOOOQOOOO
goooooooOOOQOCOOOOOOOOOOOOODD
goooooooOOOQOCOOOOOOOOOOOOODD
gooooooooO0O0O0O0O0

goooooODOOOOOOOOODOOOOOOOODODO

0oooo00O0OO0O0QOCOO0OQO0DO0OO0000000 -

Figure (4-24). Binary matrix of size 100*100 with rank 67.

b.  Binary matrix of size 500*500

Here we have m and n=500 where m=n.

- Before applying SVD, the time needed to generate the matrix using the
randomization function to replace one zero by 1 randomly in each
column is 11.5ns.

- The time needed for SVD to be applied on the original matrix is
55.565s.

- A suitable first rank r for retrieving the exact matrix is 312. Other

ranks were 307, 328, 314, and 329.
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Experimental Results

- The time needed after applying SVD and extracting the matrix is

38.174 ys.

The following table exhibits the results that retrieve the exact

original matrix.

Table (4-7). Exhibiting the results of SVD with Binary Matrices.

Size of the The time The time The Time for
binary needed to needed for | suitable | retrieving
matrix generate the SVvD ranks | the matrix

M*N matrix U*S*V’°

1 |10*100 1.62ns 222.38ns* 8 11.73ns
2 | 50*100

Testl 0.99ns 203.28ns 39 224.33ns

Test2 0.6ns 196.38ns 44 136.85ns

Test3 0.76ns 352.3ns 42 232.05ns

Test4 0.59ns 303.17ns 43 97.74ns

Testb 0.45ns 140.52ns 46 299.8ns

Test6 0.63ns 201.45ns 40 205.62ns
3 | 5*1000 3.54ns 64.91ns 3 22.03ns
4 | 100*1000 8.86ns 6.464ps* 98 4.736 ps
5 | 100*100000 | 758.59ns 1.9174ms* 98 0.656ms
6 | 100*10

Testl 1.17ns 18.57ns 7 10.31ns

Test2 0.15ns 18.55ns 10 12.43ns
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Test3 0.11ns 20.75ns 9 11.34ns
Test4 0.15ns 18.83ns 8 10.35ns

7 | 100*50
Testl 1.51ns 712.97ns 39 216.28ns
Test2 0.49ns 299.53ns 36 212.69ns
Test3 0.51ns 309.82ns 40 232.4ns
Test4 0.47ns 315.33ns 37 190.27ns
Test5 0.49ns 271.78ns 34 112.74ns
Test6 0.48ns 231.24ns 38 211.83ns

8 | 1000*5 0.2ns 60.83ns 5 31.14ns

9 |1000*100
Testl 3.9ns 5.5146ps 96 4.1326 ps
Test2 2.63ns 5.1909us 92 4.2357 ps
Test3 2.9ns 5.3805ps 95 4.4833 ps
Test4 1.85ns 5.5251ps 93 4.1490 ps
Testb 2.96ns 5.5490yus 97 4.3561 ps
Test6 2.78ns 5.4024ps 91 4.10464 ps

10 | 100*100
Testl 0.98ns 937.57ns 67 746.34ns
Test2 0.93ns 951.27ns 62 514.8ns
Test3 0.95ns 579.82ns 64 631.9ns
Test4 0.85ns 613.66ns 65 475.99ns
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TestS 0.92ns 835.36ns 60 633.98ns
Test6 0.91ns 652.66ns 63 711.19ns
11 | 500*500
Testl 11.5ns 55.565s 312 | 38.174 ps
Test2 15.83ns 55.241us 307 | 37.788 ps
Test3 21.72ns 55.011ps 328 | 41.464 ps
Test4 12.9ns 5.543us 314 | 39.766 ps
Testb 11.79ns 57.305ps 329 | 42.773 ps

*ns: nanosecond, ps: microsecond, ms: millisecond

4.5. Properties of SVD with Binary Matrices

Singular value decomposition with rectangular binary matrices
where m<n can have rank r<m in which r is less than m to extract the
exact or approximate matrix. In special cases where SVD is employed
within distributed ledger in which the ledger of rectangular binary data is
constructed incrementally, the rank can be less than m because it deals
progressively with a low amount of data compared with the whole
massive size of A incrementally depending on the number of transactions

in each block.

When m>n the rank is »<u in which r can be at most equal or no

more than n to extract the exact or approximate matrix.
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In Binary matrices, whether the matrix is of rectangular or square
data, the rank is automatically chosen based on the smallest number of

rows n or columns m.

According to the experimental results, applying SVD on binary
matrices with massive size does not exceed even one second, which

makes it useful in applications for such types of data.

Whenever the matrix is large and of binary form it can be
decomposed according to the rank that can be less or equal to n or m to
retrieve or cast matrices in a decomposed manner instead of matrices
with size n*m. The experimental results show that whenever n or m is
much smaller than each other, the chances of having several ranks to
extract the exact matrix are very low. Also, it is shown that SVD with
rectangular binary matrices takes less time than square binary matrices

to be applied and extracted.

All these processes done by SVD allows us to employ this
technique not only for the decomposition reason that allows us to save
the matrices in a distributed manner to avoid locality but also as a
matching tool that retrieves the results in another forum where we
produce a ledger of results and match the similarity of results rating the

integrity of an election event.

4.6. Measuring the Transparency of Election

Employing the SVD technique will not only aim to reduce the

dimensionality of the ledger but also speed up the process for casting
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and retrieving the ledger in less amount time. Also, this ledger that is
managed by SVD is used at the end of the election to be matched with
the results. If they match, then the whole election event is successful. In
case an attack such as SQL injection occurs (where the hacker is capable
to request records and change the values in the SQL database), then we
depend on the last SVD ledger for the right final result. In other words,
the adaptive SVD ledger is employed as a matching tool that is
distributed and stored in three different places for security reasons, this
adaptive ledger process the data and transforms it immediately as soon

as the votes arrive as transactions in each block.

A part of the online election results that are matched with the final
ledger is shown in table (4-8). The whole results are shown in appendix
(B). In which a count to the number of 1s in the final ledger is matched

with the number of votes (n_votes) on the result page.

According to the final ledger in Figure (4-16) and the results in table (4-

8), we have:

- Candidate number 1 has 1 vote.

- Candidate number 2 has 2 votes.

- Candidate number 5 has 2 votes.

- Candidate number 8 has 1 vote.

- Candidate number 40 has 1 vote.

- Candidate number 55 has 2 votes.
- Candidate number 60 has 1 vote.

- Candidate number 62 has 1 vote.

- Candidate number 77 has 1 vote.

- Candidate number 100 has 3 votes.
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Table (4-8). The online election results that match the counts in the

final ledger.

E Candidate Name|N. of Votes
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4.7. Evaluating the E-voting System

The E-voting system is evaluated from different sides of view as

follows:
4.7.1. Security View
The e-voting system has several levels of security:

1- Votes are secured within a block structure using the SHA256 hash

function.

2- Opening a connection between the system and the cloud is secured by

firewall rules.

3- Databases, files, servers, and other resources connected to the cloud

services are secured by the AES256 cryptograph algorithm.

4- The overall system cannot be controlled by any person as soon as the

election event begins.
4.7.2. Transparency View

The systems’ transparency is evaluated through a mechanism that
aims to store another copy of the results immediately as soon as a block

IS created. This mechanism is done by SVD as follows:

1- At the beginning, the ledger and the matrices U, S, and V are reset to

zero values.

2- SVD straightway is applied on each block of votes to construct and
update a ledger and the three outputs of SVD (U, S, V singular

matrices) for that block.
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3- The three matrices and ledger that are updated are downloaded as

files and cast to the network nodes in three separated servers.

4- Each time a ledger is updated, it contains information on the previous
ledger. In which there exist copies of an incremental ledger and its

matrices U, S, and V.

5- The transparency of the election event is measured by matching the
count of votes in the final ledger with the number of votes in the SQL

database of results.

6- The system keeps copies for every block’s ledger and the three SVD
matrices in the system and in the remote distributed network nodes

that can be checked by following the data.
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Chapter Five Conclusions and Future Works

5.1. Introduction

This chapter introduces conclusions on what ideas can be adapted
to employ the singular value decomposition (SVD), especially when the
data of the matrix is in a binary form, and what are the main developing
features are used. Also, this chapter introduces future works that can be

solved later.

In this chapter, section 5.2 is the developed system conclusions,
and section 5.3 is the future works that are recommended in some fields

of research.

5.2. Conclusion

Through the design, implementation, and discussion of the results

of the system, the following concluded essential remarks:

1- The online e-voting system (web application) can count the results

immediately.

2- The system works dynamically in real-time and ends under a
certain condition which is the time set for the election event to

end.

3- The system employs SVD as a matching tool that constructs the
ledger matrix of results during the election event, then compares
the counts for each candidate in the final ledger with the online
election results (SQL database of results) rating the integrity of

the election event.
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4-

5-

6-

7-

O-

The system employs SVD for dimensionality and data reduction,
to deal with low dimensionality data without losing the important

data saving time and space.

The system employs SVD to distribute its results to separated

network nodes in different servers for security reasons.

Storing the output of SVD (U, S, V') in separated servers, is a
way to add a degree of security, as the important components of

the system are not locally managed or saved.

The Singular Value Decomposition technique is a recommended

tool that works efficiently with datasets of binary data.

Incremented ledgers are produced for every block containing
transactions of votes which can be used to check the rate of

integrity for the whole election process at the end of the event.

The system secures the transaction of votes in a block structure
secured by the hash function (SHA 256) that is applied on the ID
of each block (which is the sum of all voters’ IDs in that certain
block). Each block is linked to the previous block by this hash

function.

10- The proposed e-voting system achieved an acceptable degree of

transparency, security, integrity, uniqueness, verifiability,

anonymity to keep the system trusted and as safe as possible.
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5.3. Future Work

[EE
1

N
1

The suggestions of the future works are as follows:

The system can be improved by using Biometric algorithms
within the confirmation phase as a powerful authentication tool,

such as face recognition algorithms, fingerprints, eye retina...etc.

The SVD for binary matrices is a suitable tool for many
applications, such as election applications of any type, surveys for
organizations and companies, educational surveys, healthcare

applications indicating symptoms of disease...etc.

Security algorithms can be employed within cloud security
services, or within the administrators’ back end, to create a more

robust system against specific attacks.

The blocks of transactions (votes) can be distributed between all
or some nodes in the network, adding a more powerful degree of

validation for the election results.

The IDs of voters can be more anonymous by applying a hash

function that encrypts the identity of voters.

The distributed network nodes (U, S, and V) that contain the
election results (processed by SVD), can be shared to all main
nodes in the network to obtain a more robust degree of
verifiability.
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Appendix (A)

1. The Interfaces of the E-Voting System

The e-voting system consists of two main interfaces, the front-end
interface which is a web application for the voter, and the back-end

interface for the administrator as shown in the following sections:

1.1. The users' interface
The first interface that appears to the user (voter) is shown in
figure (1), where the voter chooses to cast a vote or view the results if

he/she voted previously.

E- Voting System Based on DLT and SVD

Figure (1). The Front-end interface for voters to cast a vote or view the

result

Figure (2) shows the next page where the voters enter their

information, if an invalid ID is entered, a message box will appear
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asking to enter a valid ID. Also, if the same ID is entered before, a

message box will appear notifying the voter that he \she is allowed to
vote only once.

VOTING

Enter Youre Code 100150242 [ TWelcomse (5 s o] to the exoting system

Select Your City | Baghdad-Kerkh v D gt wsaa ) vou have ot voted vet. Plesse click on the VOTE NOT button to share yoar democracy right

Figure (2). Information page for the voter to enter the system

When the voter enters a correct ID, a (Vote Now ) button appears
allowing to enter the voting page of 100 candidates as shown in figure
(3). A voter clicks on the vote button corresponding to the desired
candidate, a message box leading him/her to the (Drop vote in Ballot
box) button. Figure (4) ensures the voter that he\she voted for candidate

X and leading to the result page.
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Please click on the (DROP
YOUR VOTE IN THE

BALLOT BOX) ) button above

Figure (3). The voting page

You voted successfully for the
candidate (xS &5 23), Thank
vou . Now yvou can check the
results

Figure (4). Ensuring the vote and leading to the result page
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After voting, the voter will have the right to see the result as a table

or a chart for transparency.
1.2. The Adminstrators’ interface

The interface of the administrator is where surveillance occurs. The
administrator has no control over the system as the system works
dynamically in real-time. However, the admin has the ability only to set

the number of transactions in a block. as shown in figure (5).

Listening to User Nodes Network

Transaction from voter - to candidate -

Blocks Blockinformation

Block 0

Sock 0
oo
Transactions:
TimeSamp: 0
Curentrash:

0
Prev_Hash 0

Admin_surveillance System vb

please enter number of fransactions for each
ik (]
| Cancel
Distributed ledger and SVD
[
 —

Figure (5). The Administrator interface

Note that the run and stop buttons are for testing the system

before releasing it to work dynamically in real-time.
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The administrator views how the e-voting process occurs by
showing which ID voted to which ID of a candidate in the upper left

window as a transaction and timestamp.
2. An example of an e-voting election event

The following table (1) and table (2) are part of the SQL database
for the voters and candidates, respectively. For simplicity, the voter
DB shows the first 30 voters, and the candidate DB shows the first 10

candidates.
ggli) B;?;%;;g Voter Name Voter ID
1 D PPN 100150162
2 EER R EVERTIVEN 100150166
3 O a2 ela 100150170
4 Aol Al L 100150174
5 anll ue o 100150178
6 AR Mg 100150182
7 G o)y Y2 100150186
8 e b jlad 100150190
9 Ol (2 a S 100150194
10 PN IR TR 100150198
11 sl cala 3y 100150202
12 Ol ae s 100150206
13 a4y yua 100150210
14 Jalad) de 3abia 100150214
15 e alla lia 100150218
16 alun Jile iy ) 100150222
17 Lo llae 54 100150226
18 oY) e eled 100150230
19 EPRIABTN 100150234
20 Jle b mlla 100150238
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21 gl a2 e 100150242
22 e gala 100150246
23 AR~ 100150250
24 A& S 100150254
25 Cman A ga e 100150258
26 S b 100150262
27 auala 20 100150266
28 Sle s b 100150270
29 el e o 100150274
30 pnld 100150278
Table (1). The SQL DB for 30 voters
No. of
andidates Voter Candidate Counts Photo _of the
in SQL Name ID candidate
database
1 (s 22 e 1 0 Images\can\p (1).png
2 e (e A2 2 0 Images\can\p (2).png
3 pula Ol e 3 0 Images\can\p (3).png
AL
4 PNENPIRPEN 4 0 Images\can\p (4).png
pa S
5 ne e 5 0 Images\can\p
e )l (100).png
6 8as 6 0 Images\can\p (5).png
7 3 s SLE 7 0 Images\can\p (6).png
Juald
8 ue gl 8 0 Images\can\p (7).png
A\l
9 e Cadal M 9 0 Images\can\p (8).png
10 e oS e Al 10 0 Images\can\p (9).png

Table (2). The SQL DB for 10 candidates
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Considering the following table (3) of votes, where every 10
transactions are grouped in a single block. In this example, voter 21
who’s ID is 100150242 voted for candidate number 5: voter 5 who’s ID
15 100150178 voted for candidate 7, and so on.

Serial No. of
voters in the Voter_ID Candidate _ID
SQL database
1 21 100150242 5
2 5 100150178 7
3 23 100150250 4
4 10 100150198 7
5 7 100150186 1
6 13 100150210 1
7 29 100150274 1
8 16 100150222 10
9 28 100150270 4
10 19 100150234 3
11 20 100150238 10
12 1 100150162 2
13 15 100150218 1
14 17 100150226 1
15 9 100150194 3
16 4 100150174 3
17 25 100150258 10
18 30 100150170 3
19 3 100150278 3
20 11 100150202 5
21 2 100150166 2
22 22 100150246 4
23 6 100150182 7
24 8 100150190 1
25 12 100150206 10
26 24 100150254 2
27 14 100150214 4
28 27 100150266 1

124




Appendix (A)

29 18

100150230

10

30 26

100150262

10

Table (3). Transactions of 30 voters (each color represents a block)

According to the 30 votes, figure (6) shows the results, in which

candidate 1 has 7 votes; candidate 2 has 3 votes, and so on.

The Rsults Page

10C

Show results as table

Show the results as chart

GO to the Main Page

Picture {N_voters Percentage

Images'can'p (1).png 2
Images'can'p (2).prg ]

Figure (6). The immediate results for 30 votes

When the administrator determines the number of transactions in a

block the (run) button is clicked. The system will start listening to the

voting processing fetching transactions as shown in figure (7).
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Listening to User Nodes Network

Blocks Block information

Transaction from voter uklyzy: to candidate Block 0

Block 0
TD:550400db- 1efe-4193-Ddan-BdE059BeA6Th Transaction:100150242==>5 ime:28/04) 2021 010253 +iv+ Block 1 I 0
ID:86¢7837¢-8902-4864-628b-033368R0dee? Transacbon:10015017B==>=7 ime:29/04/2021 01:07:57 ++:+ Toansacons:
ID:3d0B2ede-6f97-4b3F-961b-7054¢31Bl6a Trarcsaction 100150250==>4 me:28/04/202L DLOB:36 +iv+ TimeStamp: 0
ID:6d7105eb-+5¢7-4508-5771-E60edBe3dT23 Transaction:10015019B==7 tme:29/04/ 2021 0L:08:32 ++ies CunrentHash: 0
ID:4f20edee-19a3-42¢5-0d54-67000¢ 734433 Transaction100150186==1 tme:20/04/2021 011008 ++i++ Prer st D
IDid7B0d40-23b8-4877-B6ca-00725d15b04 Transactiori 100150210==>1 tmei29/04/ 2021 01:10:56 ++i++ -
TD:¢BOab¢50-Tabb-40be-B734-7e064c0db64 Trarsacbioni 0DIS074==>1 Gime: 20/ 04/ 202 D1i11:27 +oioe
ID:ffard496-b50e-4d53-bble-46037ec7lecs Transackion; 100150222==>10 tme:28/ 04/ 2021 011202 ++iv+
ID:769602B-45434b5b-b0aF-520177337401 Transaction: 100150270== >4 tme:29/04/ 2021 011235 ++ivs
T0:2071ba6-7a3b-4035-845-+cdlbeciede Trarsaction: 100150234==>3 Gme:29/04) 2021 01:13:04 o +io

Admin_surveillance_System vb [§ X
2 s there is a new block generated
Distributed ledger and SVD
-
™ -

Figure (7). An interface showing the first 10 transactions

Each time a transaction arrives, a message box appears
announcing the arrival of a new transaction, when the number of
transactions reaches 10, a message box appears as shown above

announcing that a new block is generated and name it Block1.

Each block consists of a block ID which is the addition operation
of all voter IDs in the block, the transactions showing which ID voted to
which Candidate number, a timestamp showing the date and the time of
creating a block, a hash value using the hash function (SHA256) and the
hash value of the previous block which is O for the initial block, as

shown in figure(8).
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Blocks

Block 0
Block 1

Block information

Bbecke D

I: 0
Traresachors:
TimeStamp: O
CuwsrentHazh; O
Prew_Hash; O

Bk 1

ID: 1001502261

Traresackiones:

transicton| 1): 100150243==>5
transicton( 2): 1001501 TE==>7
tranmicton] 3): L00150250==>4
tranmiction] 4): 1001501%E==>7
transiction] 5): 100150186==>1
transiction] 6): 100150210==>1
transichon| 7): 1001502 Fd==>1
transicbon( 8): 10015023 2==>10
transicbon] 9): 1001502 F0==>4
transicbon 10); 100150234 ==>3
TimeStmp: 2070472021 04:33:48 o
CuwrentHash: 23303721 B0EbbfSdeBle 162c1bla 158 L 6dedd La03de DbdfOf Lb T L44F16Fd65
Prev_Hash: O

Figure (8). The first block of 10 transactions.

As soon as a block is created, another form of the results is

created with the assistance of the singular value decomposition

technique. The singular value decomposition has three outputs, the left

matrix U stored in East Asia through the Azure Microsoft storage

account, the Singular value matrix S stored in North Switzerland, and

the right matrix V stored in Central Canada. Initially, these matrices

contain zero values they are downloaded to the system, read, and written

every time a new block is created. After reading the matrices, the ledger
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Is constructed by multiplying U*S*V’ producing the ledger that is used

later to match the results with the results in the SQL database.

SVD decomposition is applied to the updated ledger. (the ledger
contain rows of candidates and columns of voters), each time a voter
votes for a certain candidate the ledger is updated by replacing a 0 by 1
corresponding to the column of the voter with the row of the candidate.
The U, S, and V matrices are written as files and cast back to the
network nodes that are distributed in three different places as shown in
figure (9). All these steps are repeated on every block till the end of the

event.

Listening to User Nodes Network
Blocks Block information

Transaction from vot_ to candldate- Bocko

Bhock 1

Distributed ledger and SVD

Thms 3 & s Wi st

Duwemat compheind for & maia!

39y LS et #1013 et ot we Comsteted

Figure (9). SVD was applied on the first block.
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Each time a block is generated, a ledger is created by SVD and

U1, S1, and V1), Block2 will have the updated incremented (ledger2,

three matrices U, S, and V. In other words, Blockl will have ( ledgerl,
U2, S2, and VV2) and so on, as shown in figure (10).

File Edit Format View Help

3
" e e e OO OO © -
oo 00 00 e e =
- 2N SYN oo oo o
o0 oo oo - - - - - |
- = SN oo oo o
oo 00 00 s == =
5 SN 8% oo oo o
00 00 00 s e
e 2SN NS oo o0 ©
oo 00 00 s e =
. S5 8% oo oo o
0O 060 OO0 .so= ee =
- S5 5% oo oo o
OO OO0 OO0 e o= =
oo oo oo 2o 99 2
- S5 S%N oo oo o
0O 00 OO s e o=
= S5 €% oo oo o
0O 00 00 s e Tm
- =N RN oo oo o
0O 00 OO0 s ee =
- =5 SN oo oo o
00 00 OO0 e e =
- =N RN oo oo o
o0 00 600 s ae =
- = SN oo oo o
oo 00 OO0 s == =
= S5 8% o6 co o
0O 00 66 = e
- =N RN oo oo o
co 00 00 s ee
co oo oo 29 29 <
- S5 5% oo co o
0O 06 06 s e
= S5 5% oo oo o
oo 00 00 s e
S - - - )
CO 06 OO0 e ew =
- 5 SN oo oo o
00 00 ©00 e e =
= 2N SN oo oo o
00 00 OO s ew =
= = RN oo oo o
oo 00 00 s == =
= S5 8% o6 oo o
00 00 00 s e= =
- = RN oo oo o
oo 00 00 e e =
= S5 S% oo oo o
oo 00 00 e e =
- RN oo oo o
OO 00 OO0 s ee =
= 8% 8% oo oo o
CO OO0 OO0 s ae
= SN 5% oo oo o
0O 00 00 e ee =
= =N RY oo oo o
00 060 00 e e =
- S5 5% oo oo o
06 00 OO0 e+ e =
== =N M oo oo o
0O 00 00 s == =
< S8 8% o6 o6 o
0O 00 00 s e =
- = SN oo oo o
oo 606 06 = e S
- S5 5% oo oo o
oo 00 00 e e
- S5 8% oo oo o
oo oo 06 s e =
2 29 22 g ce o
oo 00 00 - == -
= SN S% oo oo o
0O 00 OO0 s ee =
- 2N %N oo oo o
0O OO0 OO0 .= eoe =
- SN 5% oo oo o
o0 00 OO0 e e =
e = SN oo oo o
00 0O 06 s == =
OO GO OO e oo
== SN == co o
oo oo oo &= e <
e S5 2% 86 oo o
CO 00 OO0 s e =
- = RYM oo oo o
oo 606 06 s e =
- 25 5% oo oo o
0o 00 00 s == =
2 99 92 o6 oo o
oo 06 06 - = =
== SN 5% oo oo o
o 00 00 s ==
- S5 5% oo oo o
G ee 88 - oo o
- = SN oo oo o
0 00 OO0 .= == =
S S8 8% oo o5 o
o0 00 OO0 s e =
- =% SN oo co o
oo oo o6 == =5 T
S S5 8% oo oo o
oo 00 00 o= s =
- =% RN oo oo o
oo oo == SR %
- 92 29 o6 oo o
oo 00 00 s == =
. SN % oo oo o
0O 00 66 .e= ee =
re v v 00 ©cO ©
oo 00 06 == == o
- S5 5% oo oo o
co oo oo - -
- - - O o ..
S O O B Hee o~
e B A HO HO o
=) o o A > B
- - - =) o
c "o S /- "o~ B L
U- U~ U~ Uos uUos U

Figure (10). Ledgerlfor the first block
If we check the votes in blockl as shown in table (4), we find that
red. For example, the voters in column7, 13, and 29 voted for candidate
129

the corresponding voter voted for the corresponding candidate, circled in

number 1, and so on.
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1 21 100150242 5
2 &) 100150178 /
3 23 100150250 4
4 10 100150198 7
S 7 100150186 1
6 13 100150210 1
7 29 100150274 1
8 16 100150222 10
9 28 100150270 4
10 19 100150234 3

Table (4). Transactions of votes for block1.

Ledger 2 shown in figure (11) has the same scenario, updated and

saving another incremented ledger with its’ three matrices, Ul, S1, and
V1.
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i
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Figure (11). Ledger 2 for the second block.

In ledger 2, for example, we see that voters 15 and 17 voted for

o

—

Q| NN |00|©
M O N
AN NN
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| ||
[elelie] o]
oo o|o
|||
o LO | N~
(Q\ |«

candidate 1, circled in green, voter 1 voted for candidate 2, based on the

transaction of votes in table (5), and so on. Again this ledger will have a

copy of U2, S2 and V2.
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15 9 100150194 3
16 4 100150174 3
17 25 100150258 10
18 30 100150170 3
19 3 100150278 3
20 11 100150202 S

Table (5). Transaction of votes for the second block.

The final ledger is ledger 3 as shown in figure (12), in which voter
2 voted for candidate 2, voters 8 and 27 voted for candidate 1circled in
blue, and so on. Based on the transaction of votes for the third block

shown in table (6).
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= B

»
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Figure (12). Ledger 3 for the third block.
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Table (6). Transaction of votes for the third block.
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The values get more complicated as long as the votes increase
because, in SVD, each value in each row is related to all values in each

row, resulting in real complicated coefficients.

Our SVD is based on rank r that showed a decomposed matrix with
no loss of results. According to the rank =r for 100 candidates and
100000 voters, instead of downloading reading, and writing a matrix

with size 10000000, we deal with size U*r + r*r + VV*r.

All matrices are shown as the last update for that last ledger, U3,
S3, and V3 are shown in figure (13).

Matrix U3 in S3 Matrix in V3 Matrix in
East Asia North Switzerland Central Canada
B A A A

ol 1 2.236068| 1 o 1

o 2 o 2 0o 2

o 2 o 3 o] 3

-1| 4 o 4 0o 4

ol 5 2.236068 | 5 0o 5

0o &6 0o 6 0| 6

0| 7 o 7 0| 7

o = o &8 -0.44721| 8

ol 9 1.732051| 9 0| 9

0| 10 10 0| 10

-1 11 11 0| 11

0| 12 12 0| 12

0| 13 13 0| 13

0| 14 14 0.44721 14

0| 15 15 0 15

0| 16 16 -0.44721 16

0| 17 17 0| 17

ol 18 13 -0.44721| 18

0| 19 19 0| 19

0| 20 20 0| 20

0| 21 21 0| 21

0| 22 22 0| 22

0| 23 23 0| 23

0l 24 24 0l 24

2 . va [ = T 4 4 b el v3 4 4 F M

Figure (13). U3, S3, and V3 for ledger3 of the third block.
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The online results of the election, matching the counts in the final ledger.
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