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Abstract 

 

          New versions of the symmetric encryption schemes are proposed in 

this work . These versions are used new definition of the Tensor and 

Strong Product Graph. These new proposed schemes depended on the 

English alphabet values, ASCII values and the poly alphabetic cipher 

respectively . The message is chosen as an English word or an English 

sentence . The cipher text of the original message is considered as the 

Tensor and Strong Product Graph which is sent to the receiver by sender 

several experimental results of the proposed  encryption schemes are 

discussed . The security considerations of the proposed Tensor and 

Strong Product Graph encryption schemes is determined. 
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Chapter One 

 

General Introduction 

 

1.1 Introduction   

    

      Cryptography is the science of secret writing with the goal of hiding 

the meaning of a message . Cryptography has long been the art of spies 

and soldiers . Nowadays , it is used every day by billions of people for 

securing electronic mail and payment transactions . The science of 

cryptography touches on many other disciplines , both within 

mathematics and computer science and in engineering. In mathematics, 

cryptology uses, and touches on, algebra, number theory, graph and 

lattice theory, algebraic geometry and probability and statistics. Analysis 

of cryptographic security leads to using theoretical computer science 

especially complexity theory. The actual implementation of 

cryptosystems, and the hardwork of carrying out security analysis for 

specific cryptosystems falls into engineering and practical computer 

science and computing. 

      In this research we have discussed and proposed the Graph Theory 

and its Applications in Cryptography by the Tensor and Strong Product 

Graph. 
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1.2 Previous Works  

      In 2008, Tanush Shaska [13], families of simple graphs of high girth 

had been used for the development of algorithms in Cryptography and 

Turbocoding They discussed some explicit construction of simple and 

directed graphs which can be applicable to Turbocoding and 

Cryptography. 

 

  

       In 2013, S. Saha ray [11], Santanu Saha Ray intends to provide a 

course text for students in computer science, applied mathematics and 

operations research. Graph Theory with Algorithms and its Applications 

could serve as an excellent reference and contains some interesting 

applications.  

 

 

      In 2014, Wael Etaiwi [16], The proposed algorithm represents a new 

encryption algorithm to encrypt and decrypt data securely with the 

benefits of graph theory properties, the new symmetric encryption 

algorithm use the concepts of cycle graph, complete graph and minimum 

spanning tree to generate a complex cipher text using a shared key. 

 

 

      In 2015, V.Raja, H.P.Patil*[15], They obtain a necessary and 

sufficient condition for the tenser product of two or more graphs to be 

connected, bipartite or eulerian. Also, they present a characterization of 

the duplicate graph G⊕ k2  to be unicyclic. The girth and the formula for 

computing the number of triangles in the tensor product of graphs are 

worked out.     

    

 

       In 2015, P.L.K. Priyadarsini [8], this paper a review of the works 

carried out in the field of Cryptography which use the concepts of Graph 

Theory, is given. Some of the Cryptographic Algorithms based on general 

graph theory concepts, External Graph Theory and Expander Graphs are 

analyzed. The cryptography is an algorithm which provides secure 
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communication. In this paper  proposed a technique where each character 

of the data will be encrypted into an Euler Graph. 

 

       In 2018, A. C. Shantha Sheela and etc. [1], the need of secure 

communication of messages is nothing new. It has been present since 

ages. Security in today's world is one of the important challenges. Ciphers 

can be converted into graphs for secret communication. The field of 

Graph Theory plays a vital role in various fields. Especially Graph theory 

is widely used as a tool of encryption, due to its various properties and its 

easy representation in computers as a matrix. Various papers based on 

graph theory applications have been studied and we explore the usage of 

Graph theory in cryptography has been proposed here. 

 

        In 2020, Srilekha Chowdhury and etc, [12],  Hamiltonian Circuit is 

used as key to secure the data. Thus, decryption is practically 

incomprehensible unless the Hamiltonian circuit and the encoding plan is 

known. In this cryptography technique, the decryption is very high as 

each graph represents a character of the message. This algorithm ensures 

the safety of the data.  

 

       In 2021, Baizhu Ni, and etc, [3], this paper proposes some new 

encryption algorithms for secure transmission of messages using some 

special bipartite graph along with some algebraic properties. These 

proposed encryption schemes will lead to more secure communication of 

secret messages.  
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1.3 The problem statement of this Research 

This work proposes new symmetric encryption schemes. This 

proposition employed  using the tensor and strong product graph to 

increase the security level of these schemes. The security here is 

determined based on encrypting the message using the tensor and strong 

product graph and sending it to the receiver.  

 

 

 

 

1.4 The Structure of This Research  

         This research consists of five chapters : 

         Chapter 1  includes the general introduction. 

         Chapter 2  includes the mathematical background of the  

                            graph theory concepts. 

         Chapter 3  displays the tensor  product  graph for 

                             encryption  schemes.  

         Chapter 4  includes the tensor and strong  product graph 

                            for  polyalphabetic  encryption  scheme. 

         Chapter 5  displays  the conclusions and future works.  

 

 

   

 

 

  



 

 

Chapter Two 

 

Mathematical 

Background to Graph 

Theory 
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Chapter Two 

 

Mathematical Background to Graph 

Theory 

 

 

 

2.1 Introduction 

   This chapter discusses most important Graph Theory concepts that are 

related to this work in Chapter 3 and Chapter 4. The definitions of the graph 

and types of graphs are presented with some examples as follows. 

 

2.2 Introduction to Graph Theory 

Definition 2.2.1. A graph G = (V, E) consists of two finite sets. A set V is 

the vertex set of the graph, which is a non-empty set of elements called 

vertices and a set E is the edge set of the graph, which is a possibly empty 

set of elements called edges, such that each edge e in E is assigned as an 

unordered pair of vertices (u ,v).[12]  

.For example, a graph G = (V,E) with vertex and edge sets  

V = { 1,2,3,4,5}  and E = {12 , 13 , 24 , 34 , 45} 

is shown in Figure (2.1). 
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Figure 2.1. A graph G = (V, E). 

Definition 2.2.2. Suppose G = (V, E) is a graph with n vertices and m edges.  

The order of G is |V|=n and the size of G is |E|= m.[12]                      

 

Definition 2.2.3. (Self-loop). An edge of a graph that joins a node to itself is 

called loop or a self-loop. That is, a loop is an edge uv, where u = v.[4] 

 

Definition 2.2.4. (Parallel Edges). The edges connecting the same pair of 

vertices are called multiple edges or parallel edges.[12] 

 

Definition 2. 2.5. (Simple Graph). A graph G which does not have 

loops or parallel edges is called a simple graph shown in Figure (2.1). 

A graph, which is not simple, is generally called a multigraph as 

shown in Figure (2.2).[4] 
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Figure 2.2. A multigraph. 

 

Definition 2.2.6. A graph whose edge set is empty is called as a null graph. 

In other words, an empty (or trivial) graph is a graph with no edges.[10] 

 

Figure 2.3. A null graph. 

 

Definition 2.2.7. (Adjacent). Two nonparallel edges are said to be adjacent 

if they are incident on a common vertex. are adjacent. Similarly, two vertices 

are said to be adjacent if they are the end vertices of the same[10] 

 

 Definition 2.2.8. (Degree). Let v be a vertex of the graph G. The degree d 

(v) of v is the number of edges of G incident with v, counting each self-loop 

twice. The minimum degree and the maximum degree of a graph G are 

denoted by      and  (G), respectively.[12] 

. For example,  d(  )=3=d(  )=d(  ),d(  )=4and d(  )=1 

  



8 

d(  )+d(  )+…….+d(  )=14= twice the number of edges:  

 

 

 

Figure 2.4 shows the degree of graph. 

 

Definition 2.2.9. (Walk). A walk in a graph G is a finite sequence  

W                        

whose terms are alternately vertices and edges such that for  1   i    k ; the 

edge    has ends       and     Thus, each edge     is immediately preceded 

and succeeded by the two vertices with which it is incident. We say that W 

is a        walk or a walk from    to    .[5] 

 

Definition 2.2.10. (Origin and terminus). The vertex    is the origin of the 

walk W, while    is called the terminus of W.    and    need not be distinct.  

The vertices             in the above walk W are called its internal 

vertices. The integer k, the number of edges in the walk, is called the length 

of W, denoted by  W|.  

In a walk W, there may be repetition of vertices and edges.[12]  

Definition 2.2.11. (Trivial walk). Awalk of length zero, i.e, with one vertex 

and no edges.  
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Thus for any vertex v of G, W   v gives a trivial walk. It has length 0.  

 

In Figure (2.5),  

 

Figure 2.5. walks in a graph G. 

 

 

W1                           and W2                 

are both walks of length 5 and 3, respectively and from    to    and from    

to   , respectively.  

Given two vertices u and v of a graph G, a u–v walk is called closed or open, 

depending on whether u = v or u ≠ v.  

Two walks    and    above are both open, while                  is 

closed in[4]  

Definition 2.2.12. (Trail). If the edges           of the walk 

W                    

are distinct then W is called a trail. In other words, a trail is a walk in which 

no edge is repeated.    and    are not trails, since for example    is 

repeated in   , while    is repeated in   . However,    is a trail.[4] 

  

Definition 2.2.13. (Path). If the vertices            of the walk  
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W                   

are distinct then W is called a path. A path with n vertices will sometimes be 

denoted by   . Note that    has length n - 1.   

In other words, a path is a walk in which no vertex is repeated. Thus, in a 

path no edge can be repeated either, so a every path is a trail. Not every trail 

is a path, though. For example,    is not a path since    is repeated. 

However, 

              

is a path in the graph G. [4] 

 

Definition 2.2.14. (Connected vertices). A vertex u is said to be connected 

to a vertex v in a graph G if there is a path in G from u to v.[10]  

Definition 2.2.15. (Connected graph). A graph G is called connected if 

every two of its vertices are connected as shown in Figure (2.6).[10] 

 

 

Figure 2.6.  A connected graph. 

 

A graph that is not connected is called disconnected as shown in Figure 

(2.7). 
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Figure 2.7. A disconnected graph. 

 

Definition 2.2.16. (Bipartite graph). Let G be a graph. If the  vertex set V 

of G can be partitioned into two non-empty subsets X and Y (i.e., X ∪ Y = V 

and X∩Y = Ø) in such a way that, each edge of G has one end in X and 

other end in Y, then G is called bipartite. The partition V = X ∪  Y is called 

a bipartition of G. Figure (2.8) shows an example of Bipartite graph.[5] 

 

 

Figure 2.8. Bipartite graph. 
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2.3 The Diffie-Hellman key exchange 

The Diffie- Hellman key exchange algorithm solves the following dilemma.  

Alice and Bob want to share a secret key for use in a symmetric cipher, but 

their only means of communication is insecure. Every piece of information 

that they exchange is observed by their adversary Eve. The first step is for 

Alice  and Bob to agree on a large prime p and a nonzero integer g modulo 

p. Alice and Bob make the values of p and public knowledge.  

The next step is for Alice to pick a secret integer a that she does not reveal to 

 anyone, while at the same time Bob picks an integer b that he keeps secret. 

Alice and Bob use their secret integers to compute: 

        A≡g
a 
 (mod p)        and         B≡g

b
 (mod p) 

Respectively. They next exchange these computed values, Alice sends A to 

Bob and Bob sends Bto Alice. Note that Eve gets to see the values of A and 

B, since they are sent over the insecure communication channel. Finally, 

Alice and Bob again use their secret integers to compute: 

          A
‵
≡B

a
 (mod p)     and           B

‵
≡A

b
( mod p)                                             

The values that they compute, A
‵
 and B

‵
 respectively, are actually the same, 

since       A
‵
 ≡ B

a
 ≡ (g

b
)

a
 ≡ g

ab
 ≡ (g

a
)

b
 ≡ A

b
 ≡ B

‵
 (mod p)                     

This common value is their exchanged key. [6] 

Example 2.3.1 : Let p= 47 be a prime number. The generator element g=3. 

Alice picks secret a=10, while at the same time Bob picks an integer b=6 

that he keeps it as a secret. They use the secret integers to compute 

A≡ g
a
 (mod p)≡ 3

10 
(mod 47)≡ 17(mod 47)          and 

B≡ g
b 
(mod p)≡ 3

6 
 (mod 47)≡ 24 (mod 47) 

These computations are exchanged between Alice and Bob, namely Alice 

sends A=17 to Bob and Bob sends B=24 to Alice. Finally, Alice and Bob 

again use their secret integers to compute 

A
‵ 
≡ B

a 
(mod p) ≡ 24

10
 (mod 47) ≡ 14 (mod 47)      and 

B‵ ≡ A
b
(mod p) ≡ 17

6
  (mod 47) ≡ 14 (mod 47) 

The value A
‵ 
≡ B

‵
≡ 14  (mod 47)  is a shared secret key for Alice and Bob.  



 

Chapter Three  

 
The Tensor Product 

Graph for Symmetric 

Encryption Scheme 
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 Chapter Three 

 

 

The Tensor Product Graph for Symmetric Encryption Scheme 

                                                           

3.1   Introduction  

     In this chapter, the definition of the tensor product graph (TPG) has been 

presented. The tensor product bipartite graph is used for encryption schemes. Two 

types of symmetric encryption schemes have been proposed. First one based of the 

English alphabet values and second one used the ASCII values to represent the 

letters of the plaintexts. Some examples on these types of the proposed symmetric 

encryption schemes are discussed. The security considerations of the proposed 

schemes are determined. 

 

3.2 The Tensor Product Graph  

The concept of the tensor product graph (TPG)  is defined as follows. 

Definition 3.2.1. The tensor product graph G1 ×G2 of graphs G1 and G2 is a graph such that 

the vertex set of G1 ×G2 is the Cartesian product graph V(G1) × V(G2) and the vertices (g1, 

g2) and (g1ʹ, g2ʹ) are adjacent in  G1 ×G2 if and only If  g1 is an adjacent to g1ʹ and g2 is an 

adjacent to g2ʹ.[16] 
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     For instance, if G1 and G2 are two graphs as shown in Figure (1), then the tensor 

product G1 ×G2 is a bipartite graph of graphs G1 and G2.  

 

 

Figure 3.1. The tensor product bipartite (TPB) graph G1 ×G2. 

 

3.3   The Tensor Product of Bipartite Graph For Encryption 

Schemes   

    In this section, some encryption schemes have been proposed based on the 

tensor product bipartite graphs which are discussed as follows. 

 

3.3.1. The Tensor Product Bipartite Graph for Encryption Schemes: 

Case I. 

 Suppose a plaintext m is chosen as an English word or English sentence. 

This word or sentence consists of some English letters. 

  These letters can be converted into numbers using the English alphabet 

Table (3.1). 
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Table 3.1. English alphabet Table. 

 

In other words,  

m = {m1, m2, …, mk}. 

where p is the near prime number greater than 26. 

 The numbers #mi that are corresponded to mi, for i = 1, 2, …, k. The length 

of the message is k.  

  The first user chooses p, where p is the near prime number greater than 26 

(26 is the number of the English alphabet letters) and p is a shared secret key 

that is computed by the Diffie – Hellman key exchange as explained in 

section (2-3). 

  The computations of the inverse elements of the numbers #mi have been 

done using the extended Euclidean algorithm (EEA) to get 

(#mi)
-1

 (mod p) ≡ ni, for i = 1, 2, …, k. 

 The first user chooses the primes    such that the number of the primes #    

is less than k-2, namely p1, p2,…, pk-3. Now, two graphs are formed based on 

the inverse elements and prime numbers.  

A B C D E F G H I G K L         M  N 

      1 2 3 4 5 6 7 8 9 10 11 12 13 14 

     O 

     

P 

 

Q 

 

R 

 

S T 

 

U 

 

V 

 

W 

 

X 

 

Y 

 

Z 

 
  
      

 

15 16 17 18 19 20 21 22 23 24 25 26   
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 The ciphertext C of a message m is constructed as the tensor product 

bipartite graph of graphs G1 and G2. The ciphertext C of m is a tensor 

product bipartite (TPB) graph which is sent to second user. 

 Upon second user receives the TPB graph, he / she will do the following 

steps: 

          He / She takes one set of the vertices of the independent set of TPB graph  

 

List 1:  n1p1, n2p1, …, nlpl   or   List 2: nl+1pl+1, nl+2pl+1, …,  nkpk-3. 

 

 If he / she chooses first list, then the second user uses his/ her  shared secret 

key p to compute the inverse elements of list 1 as follows. 

       nipi         ni →   ni
-1

    (mod p) ≡ si (which maybe equal to correct #mi or not) 

                        pi→   pi
-1

     (mod p) ≡  sj (which maybe equal to correct #mj or not). 

 

 Since the length of the message k  that are can be known from the number of 

the vertices of the independent set, so the path graphs that correspond to the 

correct message consist of k vertices to give us word or sentence with correct 

meaning. 

 

Example 3.3.1.1. Study Case I: Encryption Scheme Based on the 

TPB graph 
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       Suppose m is a message that is given by an English word Graph. Based on the 

alphabet Table (3.1), the letter of this word are converted into numbers as follows   

G→7, R→18, A→1, P→16, H→ 8. 

     

     Now, the length of the message is k = 5.  The first user chooses p, where p is the 

near prime number greater than 26 (26 is the number of the English alphabet 

letters) and p is a shared secret key that is computed by the Diffie – Hellman key 

exchange. Let p = 31. The computations of the inverse elements of the numbers 7, 

18, 1, 16, and 8 modulo 31 have been done using the extended Euclidean algorithm 

(EEA) to get 

 

7
-1

 (mod 31) ≡ 9 

18
-1

 (mod 31) ≡ 19 

1
-1 

(mod 31) ≡ 1 

16
-1

 (mod31) ≡ 2 

8
-1

 (mod 31) ≡ 4 

 

     After that, the first user chooses the primes    such that the number of the 

primes #    is less than k-2 , say  p1=5, p2=7. Now, two graphs are formed based on 

the inverse elements and prime numbers as shown in Figure )3.1). 
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Figure 3.2. The graphs G1 and G2 with 5 and 2 vertices respectively. 

    The ciphertext C of a message m is constructed as the tensor product bipartite 

(TPB) graph of graphs G1 and G2  as shown in Figure (3.2), which is sent to second 

user. 

 

 

Figure 3.3. The TPB graph G1 × G2 of graphs G1 and G2 that are shown in Figure 

(3.2). 
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Upon second user receives the TPB graph, he / she will do the following steps: 

He / She takes one set of the vertices of the independent set of TPB graph  

List 1:  095, 195, 015, 025, 045   or   List 2:  047, 027, 017, 197, 097. 

If he / she chooses first list, then the second user uses his/ her shared secret key p = 

31 to compute the inverse elements of list 1 as follows. 

 

   95         9 →   9
-1

    (mod 31) ≡ 7       

                                     5→   5
-1

   (mod 31) ≡ 25      

    

  195         19 → 19
-1

 (mod 31) ≡ 18       

                                      5 →   5
-1

   (mod 31) ≡ 25                                    

    

  15           1→ 1 (mod 31) ≡ 1       

                                      5 → 5
-1

 (mod 31) ≡ 25                                                                     

    

  25           2 → 2
-1 

(mod 31) ≡ 16       

                                      5 → 5
-1

 (mod 31) ≡ 25                                

                                

                      45             4 → 4
-1

 (mod 31) ≡ 8  

                                       5 → 5
-1

 (mod 31) ≡ 25    
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   Since the length of the message k = 5 that are can be known from the number of 

the vertices of the independent set, so the path graphs that correspond to the correct 

message consist of 5 vertices   

                                               7 → 25 → 18 → 1 → 16 ⇒GYRAP 

                   7 → 25 → 18 → 1 → 8   ⇒GYRAH 

  

                       7 → 18 → 1 → 16 → 8  ⇒ GRAPH.  

 

The correct path is 7 → 18 → 1 → 16 → 8 which gives the correct original 

plaintext Graph. 

 

Example 3.3.1.2. Study Case I: Encryption Scheme Based on the 

TPB graph 

       Suppose m is a message that is given by an English word March. Based on the 

alphabet Table (3.1), the letter of this word are converted into numbers as follows   

M →13, a→1, r→18, C→3, h→ 8. 

     

     Now, the length of the message is k = 5.  The first user chooses p, where p is the 

near prime number greater than 26 (26 is the number of the English alphabet 

letters) and p is a shared secret key that is computed by the Diffie – Hellman key 

exchange. Let p = 29. The computations of the inverse elements of the numbers 13, 
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1, 18, 3, and 8 modulo 29 have been done using the extended Euclidean algorithm 

(EEA) to get 

 

13
-1

 (mod 29) ≡ 9 

1
-1

 (mod 29) ≡ 1 

18
-1 

(mod 29) ≡ 21 

3
-1

 (mod 29) ≡ 10 

8
-1

 (mod 29) ≡ 11 

 

     After that, the first user chooses the primes    such that the number of the 

primes #    is less than k-2 , say  p1=3, p2=5. Now, two graphs are formed based on 

the inverse elements and prime numbers as shown in Figure )3.4). 

 

Figure 3.4. The graphs G1 and G2 with 5 and 2 vertices respectively. 
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    The ciphertext C of a message m is constructed as the tensor product bipartite 

(TPB) graph of graphs G1 and G2 as shown in Figure (3.5), which is sent to second 

user. 

 

Figure 3.5. The TPB graph G1 × G2 of graphs G1 and G2 that are shown in Figure 

(3.4). 

Upon second user receives the TPB graph, he / she will do the following steps: 

He / She takes one set of the vertices of the independent set of TPB graph  

List 1:  093, 013, 213, 103, 113   or   List 2:  095, 015, 215, 105, 115. 
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If he / she chooses second list, then the second user uses his/ her shared secret key 

p = 29 to compute the inverse elements of list 2 as follows. 

 

   095       9 →   9
-1

    (mod 29) ≡ 13       

                                     5→   5
-1

    (mod 29) ≡ 6      

    

  015           1 → 1
-1

 (mod 29) ≡ 1       

                                      5→  5
-1

   (mod 29) ≡ 6      

    

                       215          21 → 21
-1

 (mod 29) ≡ 18        

                                          5 →5
-1

   (mod 29) ≡ 6      

    

  105        10 → 10
-1 

(mod 29) ≡ 3       

                                       5 →5
-1

   (mod 29) ≡ 6      

                                

  115           11 → 11
-1

 (mod 29) ≡ 8       

                                        5→   5
-1

   (mod 29) ≡ 6      

 

   Since the length of the message k = 5 that are can be known from the number of 

the vertices of the independent set, so the path graphs that correspond to the correct 

message consist of 5 vertices   
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13→ 6 → 1 → 18 → 3 ⇒ Mfarc 

13→ 6 → 1 → 18 → 8 ⇒ Mfarh 

13→ 6 → 1 → 3 → 8 ⇒ Mfach 

  

  13→ 1 → 18 → 3 → 8 ⇒ March. 

 

The correct path is 13→ 1 → 18 → 3 → 8 which gives the correct original 

plaintext March. 

 

3.4 The Tensor product Graph for encryption schemes: Case II. 

     The same idea of case (I) can be applied to encrypt the plaintext m has the 

English letters that are represented by numbers of ASCII Table (2.3). The 

possibility here to choose a plaintext as an English word or an English sentence 

consists of some words is more than 26 letters. The number of the allowed letters 

that can be chosen is 127. 
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Table 3.2. ASCII Table 
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 So, the letters of the plaintext here have been ASCII Table numbers.  

 Suppose   

m = {m1, m2, …, mk}. 

 The numbers #mi that are corresponded to mi, for i = 1, 2, …, k. The length of             

the message is k.  

 The first user chooses p, where p is the near prime number greater than 127 

(127 is the number of the English alphabet letters in ASCII Table) and p is a 

shared secret key that is computed by the Diffie – Hellman key exchange.  

 The ciphertext C of a message m is computed in similar way as computed in 

Case (I) as the tensor product bipartite graph of graphs G1 and G2.  

 Upon second user receives the TPB graph, he / she will do the following 

steps: 

     He / She takes one set of the vertices of the independent sets of TPB graph. If 

he/she chooses first list, then the second user uses his/ her shared secret key p to 

compute the inverse elements of list 1. Since the length of the message k  that are 

can be known from the number of the vertices of the independent set, so the path 

graphs that correspond to the correct message consist of k vertices to give us word 

or sentence with correct meaning.  
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Example 3.4.1.1. (Study Case II: Encryption Scheme Based on the 

TPB Graph) 

Suppose m is a plaintext that is given by an English word Iraqi. Based on the 

ASCII Table (3.2). The letters of this word are converted into numbers as follows. 

  I→73, r→114, a→97, q→113, i→ 105. 

Now, the length of the plaintext is K =5. The first user chooses a prime number p, 

where p is the near prime number greater than 127 and p is a shared secret key. Let 

p = 131. The computations of the inverse elements of the numbers 73, 114, 97, 

113, and 105 modulo 131 have been done using the extended Euclidean algorithm 

(EEA) to get 

73
-1

 (mod 131) ≡ 70 

114
-1

 (mod 131) ≡ 77 

97
-1 

(mod 131) ≡ 104 

113
-1

 (mod 131) ≡ 80 

105
-1

 (mod 131) ≡ 5 

 

After that, the first user chooses the primes    such that the number of the primes # 

   is less than k-2 , say  p1=3, p2=5. Now, two graphs are formed based on the 

inverse elements and prime numbers as shown in Figure )3.6). 



28 

 

Figure 3.6. The cycle graph G1 and path graph G2 with 5 and 2 vertices 

respectively. 

 

The ciphertext C of a message m is constructed as the tensor product bipartite 

(TPB) graph of graphs G1 and G2 by 

G1×G2 = {(70,3), (77,3), (104,3), (80,3), (5,3), (70,5), (77,5), (104,5), (80,5), 

(5,5)}. 

The TPB graph is shown in Figure (3.7) and which is sent to second user as a 

ciphertext. 
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Figure 3.7. The TPB graph G1 × G2 of graphs G1 and G2 that are shown in Figure 

(3.6). 

 

Upon second user receives the TPB graph, he / she will do the following steps: 

He / She takes one set of the vertices of the independent set of TPB graph  

List 1:  070003, 077003, 104003, 080003, 005003   or    

List 2:  005005, 080005, 104005, 077005, 070005. 
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If he / she chooses first list, then the second user uses his/ her shared secret key p = 

131 to compute the inverse elements of list 1 as follows. 

 

   703        70→   70
-1

    (mod 131) ≡ 73       

                                        3→   3
-1

   (mod 131) ≡ 44      

    

  773         77 → 77
-1

 (mod 131) ≡ 114      

                                        3→   3
-1

   (mod 131) ≡ 44      

    

  1043      104 → 104
-1

 (mod 131) ≡ 97      

                                        3→   3
-1

   (mod 131) ≡ 44      

      

  803         80 → 80
-1 

(mod 131) ≡ 113       

                             3→   3
-1

   (mod 131) ≡ 44      

                                 

                      53           5 → 5
-1

    (mod 131) ≡ 105  

                                     3→   3
-1

   (mod 131) ≡ 44      

 Since the length of the message k = 5 that are can be known from the number of 

the vertices of the independent set, so the path graphs that correspond to the correct 

message consist of 5 vertices   
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                                      73 → 44 → 114 → 44 → 97 ⇒ I,r,a 

73 → 44 → 114 → 97 → 44 ⇒ I,ra, 

  73 → 44 → 114 → 97 → 113 ⇒ I,raq 

73 → 44 → 114 → 97 → 105 ⇒ I,rai 

  73 → 44 → 114 → 113 → 97 ⇒ I,rqa 

73 → 44 → 114 → 105 → 97 ⇒ I,ria 

73 → 44 → 114 → 113→ 105 ⇒ I,rqi 

73 → 44 → 114 → 105 → 113 ⇒ I,riq 

  

73 → 114 → 97 → 113→105 ⇒ Iraqi 

 

The correct path is 73 → 114 → 97 → 113→105 which gives the correct original 

plaintext Iraqi. 

 

Example 3.4.1.2. (Study Case II: Encryption Scheme Based on the 

TPB Graph) 

Suppose m is a plaintext that is given by an English word (MATH). Based on the 

ASCII Table (3.2). The letters of this word are converted into numbers as follows. 

  (→ 40, M→77, A→65, T→84, H→ 72, ) → 41. 

Now, the length of the plaintext is K = 6. The first user chooses a prime number p, 

where p is the near prime number greater than 127 and  p is a shared secret key. 
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Let p = 137. The computations of the inverse elements of the numbers 40, 77, 65, 

84, 72 and 41 modulo 137 have been done using the extended Euclidean algorithm 

(EEA) to get 

 

24
-1

 (mod 137) ≡ 24 

77
-1

 (mod 137) ≡ 121 

65
-1 

(mod 137) ≡ 78 

84
-1

 (mod 137) ≡ 31 

72
-1

 (mod 137) ≡ 59 

41
-1

 (mod 137) ≡ 127 

 

After that, the first user chooses the primes    such that the number of the primes # 

   is less than k-2, say  p1=5, p2=7. Now, two graphs are formed based on the 

inverse elements and prime numbers as shown in Figure )3.8). 

 

Figure 3.8. The bipartite graph G1 and G2 with 6 and 2 vertices respectively. 
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     The ciphertext C of a message m is constructed as the tensor product bipartite 

(TPB) graph of graphs G1 and G2 by 

G1×G2 = {(24,5), (121,5), (78,5), (31,5), (59,5), (127,5), {(24,7), (121,7), (78,7), 

(31,7), (59,7), (127,7)}. 

The TPB graph is shown in Figure (3.9) and which is sent to second user as a 

ciphertext. 

 

Figure 3.9 the TPB graph G1 × G2 of graphs G1 and G2 that are shown in 

figure 3.8 
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Upon second user receives the TPB graph, he / she will do the following steps: 

He / She takes one set of the vertices of the independent set of TPB graph  

List 1:  024005, 121005, 078005, 031005, 059005, 127005   or    

List 2:  024007, 121007, 078007, 031007, 059007, 127007. 

 

If he / she chooses first list, then the second user uses his/ her shared secret key p = 

137 to compute the inverse elements of list 2 as follows. 

 

   247        24→   24
-1

    (mod 137) ≡ 40       

                                        7→   7
-1

     (mod 137) ≡ 98      

    

  1217       121 → 121
-1

 (mod 137) ≡ 77      

                                      7→   7
-1

       (mod 137) ≡ 98          

    

  787       78 → 78
-1

      (mod 137) ≡ 65     

                                     7→   7
-1

       (mod 137) ≡ 98          

 

  317         31 → 31
-1   

(mod 137) ≡ 84       

                                       7→   7
-1

    (mod 137) ≡ 98          
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                      597           59 → 59
-1

    (mod 137) ≡ 72  

                                       7→   7
-1

       (mod 137) ≡ 98          

 

                               1277           127 → 127
-1

 (mod 137) ≡ 41  

                                7→   7
-1

       (mod 137) ≡ 98          

 

  Since the length of the message k = 5 that are can be known from the number of 

the vertices of the independent set, so the path graphs that correspond to the correct 

message consist of 6 vertices   

40 → 98 → 77 → 65 → 84 → 72 ⇒ (bMATH 

40 → 98 → 77 → 65 → 84 → 41 ⇒ (bMAT) 

40 →  → 77 → 65 → 72 → 41 ⇒ (bMAH) 

40 → 98 → 77 → 65 → 41 → 98⇒ (bMA)( 

  40 → 98 → 77 → 65 → 98→ 41 ⇒ (bMAb) 

  

40 → 77 → 65 → 84→ 72 → 41 ⇒ (MATH) 

 

The correct path is 40 → 77 → 65 → 84→ 72 → 41 which gives the correct 

original plaintext (MATH). 
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3.5. The Security Considerations of STPG Encryption Schemes 

     The proposed symmetric encryption schemes based on the TPB graphs is a 

more secure in compare with other symmetric encryption schemes.  With TPB, the 

ciphertext has been computed as the TPB by depending on two graphs G1 and G2. 

These graphs are created based on the inverses elements of the plaintext and a 

secret choice of the primes pi. The security considerations of new proposed STPG 

encryption schemes depended on random generating the graphs G1 and G2 that the 

attackers want to know them if they determine the ciphertext is computed as TPB 

graph. So, Eve needs to guess the vertices of graphs G1 and G2. Therefore, in case 

I, there are 26 possible probabilities to form the correct path graph. Thus, the total 

probability can be determined by 

 

  
  (

 
 
)  

  

  (   ) 
  

 

Based on the result of Case (I), with n = 26 and K =5, then  

 

  
   

   

  (    ) 
        

 

Therefore, there are 65780 paths are corresponded to the plaintext; one of them is 

correct one. 

    Whereas, on study case (II), the probability of all possible to the path graphs is 

computed by  

  
    

    

  (     ) 
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     Thus, one of the 254231775 paths is the correct path graph that gives the correct 

original plaintext. So, if the adversaries know a ciphertext of a plaintext m is 

computed by G1 × G2 and represented and sent as the TPB graph,   they need to 

guess more and more probability cases to generate the graphs G1 and G2. Hence, it 

is more secure to recover the original message among all possible probabilities 

cases. 
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Chapter Four  

                                                               

The Tensor and Strong Product Graphs for Polyalphabetic  

Encryption Scheme 

 

  

4.1 Introduction  

     In this chapter, the tensor and strong product graphs are used to give alternative 

modified polyalphabetic encryption schemes. Four types of symmetric 

polyalphabetic encryption schemes have been proposed. First and third ones based 

of the English alphabet values, whereas, second and fourth ones used the ASCII 

values to represent the letters of the plaintexts. Some examples on these types of 

the proposed symmetric encryption schemes are discussed.  

 

And also the strong product graph concept is defined as follows. 

4.2 The Strong Product Graph for Encryption Schemes   

      In this section, a strong product graph has been explained with some examples 

as follows. 
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Definition 4.2.1. A strong product graph    H of graphs G and H is a graph such 

that 

 The vertex set of G× H is the Cartesian product V(G) × V(H) and 

 Distinct vertices (u,uʹ) and (v,vʹ) are adjacent in    H if and only if: 

1. u = v and uʹ is an adjacent to vʹ, or 

2. uʹ = vʹ and u  is an adjacent to v, or 

3. u is an adjacent to v and uʹ is an adjacent to vʹ.[2] 

 

Example 4.2.1. Suppose G is a graph has vertices {A, B, C} and H is a graph has 

vertices {1,2}. Then, a strong product graph    H is computed by 

   H = {(A,1), (B,1), (C,1), (A,2), (B,2), (C,2)}. 

A strong product graph    H is shown in Figure (4.1). 

 

Figure 4.1. A strong product graph     H of graphs G and H. 
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Example 4.2.2. Suppose G is a graph has vertices {A, B} and H is a graph has 

vertices {1,2}. Then, a strong product graph    H is computed by 

G×H = {(A,1), (B,1), (A,2), (B,2)}. 

A strong product graph    H is shown in Figure (4.2). 

 

Figure 4.2. A strong product graph    H of two path graphs G and H. 

Example 4.2.3. Suppose G is a graph has vertices {A, B, C, D} and H is a graph 

has vertices {1,2}. Then, a strong product graph    H is computed by 

G×H = {(A,1), (B,1), (C,1), (D,1), (A,2), (B,2), (C,2), (D,2)}. 

A strong product graph    H is shown in Figure (4.3). 

 

Figure 4.3. A strong product graph    H of simple graph G and path H. 
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 4.3 The TPG for Polyalphabetic Encryption Scheme Based on 

English Alphabet Values 

 

     Before starting with the proposed encryption schemes, it is important to explain 

the polyalphabetic cipher. This cipher based on the substitution using the multiple 

substitution English alphabets. It is considered as symmetric encryption scheme, 

since it depended on the shared secret key. On this key, some rules are determined 

to make it more secure and difficult to recover. 

     Suppose m is a message given by an English word or the English sentence. In 

other words, 

m = {m1, m2, …, mk}. 

The length of the message is k. Some rules on the key are determined. The letters 

mi of message are converted using the rules of key into encoded letters ei for i =1, 

2, …, k, namely 

m1, m2, …, mk   →   e1, e2, …, ek. 

The encoded letters of the message “e1e2…ek” are converted into numbers using 

the English alphabet values in Table (3.1). 

e1 → #e1, e2 → #e2, …, ek → #ek. 

The first user chooses p, where p is the near prime number greater than 26 (26 is 

the number of the English alphabet letters) and p is a shared secret key that is 

computed by the Diffie – Hellman key exchange. The computations of the inverse 

elements of the numbers #e1, #e2, …, #ek modulo p have been done using the 

extended Euclidean algorithm (EEA) to get 
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(#ei)
-1

 (mod p) ≡ ai, for i =1, 2, …, k. 

     After that, the first user chooses the primes    such that the number of the 

primes #   is less than k-2, namely p1, p2,…, pk-3. Now, two graphs G1 and G2 are 

formed based on the inverse elements and prime numbers. The ciphertext C of a 

message m is constructed as the tensor product graph (TPG) of graphs G1 and G2  

which is sent to second user. 

     Upon second user receives the TPG, he / she will do the following steps: 

He/ She takes one set of the vertices of the independent set of TPG 

List 1:  a1p1, a2p1, …, alpl   or   List 2: al+1pl+1, al+2pl+1, …,  akpk-3. 

If he / she chooses first list, then the second user uses his/ her shared secret key p 

to compute the inverse elements of list 1 as follows. 

aipi         ai →   ai
-1

    (mod p) ≡ si (which maybe equal to correct #ei or not) 

                     pi→   pi
-1

    (mod p) ≡  sj (which maybe equal to correct #ej or not). 

 

   Since the length of the message k, which can be known from the number of the 

vertices of the independent set, so the path graphs that correspond to the correct 

encoded word consist of k vertices. The correct path is  

e1 → #e1, e2 → #e2, …, ek → #ek, 

which gives the correct encoded word “e1e2…ek”. 

For decryption process, second user using inverse rules of a shared secret key to 

recover the original plaintext.  

So, the encoded word   
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e1e2…ek, 

becomes 

m1m2…mk 

which is the original plaintext “m1m2…mk”. 

     In the similar way, one can apply the strong product graph (SPG) with the same 

idea to give another version of the SPG for polyalphabetic encryption scheme, 

see Example (4.4.2). 

 

Example 4.3.1. The TPG for Polyalphabetic Encryption Scheme 

Suppose m is a plaintext that is given by an English word Cipher. Based on the 

alphabet Table (3.1), some rules on the key are determined by 

1. Shift first letter three positions to its right. 

2. Shift second letter two positions to its left. 

3. Shift third letter four positions to its right.  

 

The message CIPHER converted using the rules of key into 

 

CIP    HER 

FGT   KCV 

 

The letters of the word “FGTKCV” are converted into numbers as follows: 
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F → 6, G → 7, T → 20, K → 11, C → 3, V→ 22. 

 

Now, the length of the message is K = 6. The first user chooses p, where p is the 

near prime number greater than 26 (26 is the number of the English alphabet 

letters) and p is a shared secret key that is computed by the Diffie – Hellman key 

exchange. Let p = 29. The computations of the inverse elements of the numbers 6, 

7, 20, 11, 3 and 22 modulo 29 have been done using the extended Euclidean 

algorithm (EEA) to get 

6
-1

 (mod 29) ≡ 5 

7
-1

 (mod 29) ≡ 25 

20
-1 

(mod 29) ≡ 16 

11
-1

 (mod 29) ≡ 8 

3
-1

 (mod 29) ≡ 10 

22
-1

 (mod 29) ≡ 4 

     After that, the first user chooses the primes    such that the number of the 

primes #    is less than k-2 , say  p1=5, p2=7. Now, two graphs are formed based on 

the inverse elements and prime numbers as shown in Figure )4.4). 
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Figure 4.4. The graphs G1 and G2 with 6 and 2 vertices respectively. 

    

 The ciphertext C of a message m is constructed as the tensor product graph (TPG) 

of graphs G1 and G2  as shown in Figure (4.2), which is sent to second user. 
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Figure 4.5. The TPG  G1 × G2 of graphs G1 and G2 that are shown in Figure (4.4). 

 

Upon second user receives the TPB graph, he / she will do the following steps: 

He / She takes one set of the vertices of the independent set of TPB graph  

List 1:  055, 255, 165, 085, 105, 045 or   List 2:  057, 257, 167, 087, 107, 047. 
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If he / she chooses first list, then the second user uses his/ her shared secret key p = 

29 to compute the inverse elements of List 1 as follows. 

 

   55          5 →   5
-1

    (mod 29) ≡ 6       

                                     5→   5
-1

     (mod 29) ≡ 6           

  255         25 → 25
-1

 (mod 29) ≡ 7       

                                      5→   5
-1

   (mod 29) ≡ 6         

  165        16→ 16
-1

  (mod 29) ≡ 20       

                                     5→   5
-1

   (mod 29) ≡ 6      

    85        8→ 8
-1

     (mod 29) ≡ 11      

                                     5→   5
-1

   (mod 29) ≡ 6      

  105        10 → 10
-1 

(mod 29) ≡ 3       

                                     5→   5
-1

   (mod 29) ≡ 6      

45            4 → 4
-1

    (mod 29) ≡ 22       

                                      5→   5
-1

   (mod 29) ≡ 6      

   Since the length of the message k = 6 which can be known from the number of 

the vertices of the independent set, so the path graphs that correspond to the correct 

word consist of 6 vertices. The correct path is  

6 → F,  7→ G, 20 → T , 11 → K , 3 → C , 22 → V. 

which gives the correct word “FGTKCV”. 
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For decryption process, second user using the following rules of the key to recover 

the original plaintext. The rules are 

1. Shift first letter three positions to its left. 

2. Shift second letter two positions to its right. 

3. Shift third letter four positions to its right. 

So, the word   

FGT   KCV, 

becomes 

CIP    HER 

which is the original plaintext “Cipher”. 

Example 4.3.2. The SPG for Polyalphabetic Encryption Scheme 

Suppose m is a plaintext that is given by an English word Class. Based on the 

alphabet Table (3.1), some rules on the key are determined by 

1. Shift first letter two positions to its right. 

2. Shift second letter three positions to its left. 

 

The message Class converted using the rules of key  

 

Cl    as   s 

into 

Ei    cp  u 
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The letter of the word “Eicpu” are converted into numbers as follows: 

 

E → 5, I → 9, C → 3, P →16 , U→ 21. 

   Now, the length of the message is K = 5. The first user chooses p, where p is the 

near prime number greater than 26 and p is a shared secret key. Let p = 31. The 

computations of the inverse elements of the numbers 5, 9, 3, 16 and 21 modulo 31 

have been done using the extended Euclidean algorithm (EEA) to get 

5
-1

 (mod 31) ≡ 25 

9
-1

 (mod 31) ≡ 7 

3
-1 

(mod 31) ≡ 21 

16
-1

 (mod 31) ≡ 2 

21
-1

 (mod 31) ≡ 3 

     After that, the first user chooses the primes    such that the number of the 

primes #    is less than k-2 , say  p1=7, p2=11. Now, two graphs are formed based 

on the inverse elements and prime numbers as shown in Figure )4.6). 
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Figure 4.6. The graphs G1 and G2 with 5 and 2 vertices respectively. 

    

 The ciphertext C of a message m is constructed as the strong product graph (TPG) 

of graphs G1 and G2  as shown in Figure (4.7), which is sent to second user. 

 

 

Figure 4.7. The SPG  G1 × G2 of graphs G1 and G2 that are shown in Figure (4.6). 
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Upon second user receives the SPB graph, he / she will do the following steps: 

He / She takes one set of the vertices of the independent set of SPB graph  

List 1:  0257, 0077, 0217, 0027, 0037 or   List 2:  2511, 0711, 2111, 0211, 0311. 

If he / she chooses second  list, then the second user uses his/ her shared secret key 

p = 29 to compute the inverse elements of List 2 as follows.   

   2511    25 →   25
-1

  (mod 31) ≡ 5      

                                   11→   11
-1

   (mod 31) ≡ 17      

    

  711         7 → 7
-1

   (mod 31) ≡ 9       

                                      11→11
-1

(mod 31) ≡ 17  

        

  2111       21→ 21
-1

 (mod 31) ≡ 3       

                                       11→11
-1

(mod 31) ≡ 17 

         

  211         2 → 2
-1    

(mod 31) ≡ 16       

                                      11→11
-1

(mod 31) ≡ 17  

        

  311         3 → 3
-1

  (mod 31) ≡ 21       

                                      11→11
-1

(mod 31) ≡ 17         
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    Since the length of the message k = 5 which can be known from the number of 

the vertices of the independent set, so the path graphs that correspond to the correct 

word consist of 5 vertices. The correct path is  

5 → E, 9 → I, 3 → C, 16 → P, 21 → U. 

which gives the correct encoded word “EICPU”. 

For decryption process, second user using the following rules of the key to recover 

the original plaintext. The rules are 

1. Shift first letter two positions to its left. 

2. Shift second letter three positions to its right. 

So, the word   

EI  CP  U, 

becomes 

CL  AS    S 

which is the original plaintext “Class”. 

 

4.4 The TPG for Polyalphabetic Encryption Scheme Based on 

ASCII Values 

    Same idea that is applied with the English alphabet values can be implemented 

with the ASCII values as show in the following examples using the TPG and SPG. 

Example 4.4.1. The TPG for Polyalphabetic Encryption Scheme 

Based on ASCII Values 
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Suppose m is a plaintext that is given by an English word “(MATH)”. Based on 

the ASCII Table (3.2), some rules on the key are determined by 

1. Shift first letter two positions down. 

2. Shift second letter three positions to up. 

The message (MATH) converted using the rules of key into 

 

(M   AT    H) 

 *J    CQ    J& 

 

The letters of the encoded word “*JCQJ&” are converted into numbers as follows: 

 

* → 42, J → 74, C → 67, Q → 81, J → 74, &→ 38. 

 

Now, the length of the message is K = 6. The first user chooses p, where p is the 

near prime number greater than 127 and p is a shared secret key that is computed 

by the Diffie – Hellman key exchange. Let p = 131. The computations of the 

inverse elements of the numbers 42, 74, 67, 81, 74 and 38 modulo 131 have been 

done using the extended Euclidean algorithm (EEA) to get 

42
-1

 (mod 131) ≡ 78 

74
-1

 (mod 131) ≡ 108 

67
-1 

(mod 131) ≡ 88 

81
-1

 (mod 131) ≡ 55 

74
-1

 (mod 131) ≡ 108 
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38
-1

 (mod 131) ≡ 100 

     After that, the first user chooses the primes    such that the number of the 

primes #    is less than k-2 , say  p1=5, p2=7. Now, two graphs are formed based on 

the inverse elements and prime numbers as shown in Figure )4.8). 

 

 

 

Figure 4.8. The graphs G1 and G2 with 6 and 2 vertices respectively. 

    

 The ciphertext C of a message m is constructed as the tensor product graph (TPG) 

of graphs G1 and G2  as shown in Figure (5.6), which is sent to second user. 



55 

 

Figure 4.9. The TPG  G1 × G2 of graphs G1 and G2 that are shown in Figure (4.8). 

 

Upon second user receives the TPB graph, he / she will do the following steps: 

He / She takes one set of the vertices of the independent set of TPB graph  

List 1:  078005, 108005, 088005, 055005, 108005, 100005 or    

List 2:  078007, 108007, 088007, 055007, 108007, 100007. 

If he / she chooses first list, then the second user uses his/ her shared secret key     

p = 131 to compute the inverse elements of List 1 as follows. 
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   078005     78 →   78
-1

    (mod 131) ≡ 42       

                                          5→   5
-1

       (mod 131) ≡ 105         

  108005    108 → 108
-1

   (mod 131) ≡ 74       

                                          5→   5
-1

      (mod 131) ≡ 105         

 088005        88→ 88
-1

    (mod 131) ≡ 67       

                                          5→   5
-1

     (mod 131) ≡ 105         

 055005        55 → 55
-1   

(mod 131) ≡ 81       

                                  5→   5
-1

   (mod 131) ≡ 105         

  108005    108 → 108
-1

 (mod 131) ≡ 74    

                                         5→   5
-1

   (mod 131) ≡ 105         

                       100005   100 → 100
-1

 (mod 131) ≡ 38      

                                         5→   5
-1

   (mod 131) ≡ 105             

   Since the length of the message k = 6 which can be known from the number of 

the vertices of the independent set, so the path graphs that correspond to the correct 

word consist of 6 vertices. The correct path is  

  42→*, 74→ J, 67→ C , 81→ Q , 74→ J , 38→&. 

which gives the correct encoded word “*JCQJ&”. 

For decryption process, second user using the inverse rules of the key to recover 

the original plaintext. The rules are 

1. Shift first letter two positions to up. 

2. Shift second letter three positions to down. 
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So, the encoded word  

*J    CQ    J& 

becomes 

                                              (M   AT    H) 

which is the original plaintext “(MATH)”. 

Example 4.4.2. The SPG for Polyalphabetic Encryption Scheme 

Based on ASCII Values 

Suppose m is a plaintext that is given by an English word “Plan32”. Based on the 

ASCII Table (3.2), some rules on the key are determined by 

1. Shift first letter three positions into up. 

2. Shift second letter two positions into up. 

3. Shift third letter one position into down. 

The message “Plan32” converted using the rules of key into 

 

Pla     n32 

 Mjb    k13 

 

The letters of the encoded word “Mjbk13” are converted into numbers as follows: 

 

M → 77, j → 106, b → 98, k → 107, 1 → 49, 3→ 51. 
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Now, the length of the message is k = 6. The first user chooses p, where p is the 

near prime number greater than 127 and p is a shared secret key. Let p = 137. The 

computations of the inverse elements of the numbers 77, 106, 98, 107, 49 and 51 

modulo 137 have been done using the extended Euclidean algorithm (EEA) to get 

77
-1

 (mod 137) ≡ 121 

106
-1

 (mod 137) ≡ 53 

98
-1 

(mod 137) ≡ 7 

107
-1

 (mod 137) ≡ 105 

49
-1

 (mod 137) ≡ 14 

51
-1

 (mod 137) ≡ 43 

     After that, the first user chooses the primes    such that the number of the 

primes #    is less than k-2 , say  p1=5, p2=7. Now, two graphs are formed based on 

the inverse elements and prime numbers as shown in Figure )4.10). 

 

Figure 4.10. The graphs G1 and G2 with 5 and 2 vertices respectively. 

    

 The ciphertext C of a message m is constructed as the strong product graph (SPG) 

of graphs G1 and G2  as shown in Figure (5.8), which is sent to second user. 
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Figure 4.11. The SPG  G1 × G2 of graphs G1 and G2 that are shown in Figure 

(4.10). 

       Upon second user receives the SPB graph, he / she will do the following steps: 

He / She takes one set of the vertices of the independent set of  SPB graph  

List 1:  121005, 053005, 007005, 105005, 014005, 043005 or    

List 2:  121007, 053007, 007007, 105007, 014007, 043007. 

If he / she chooses second list, then the second user uses his/ her shared secret key 

p = 137 to compute the inverse elements of List 2 as follows. 

 

   121007      121→  121
-1

    (mod 137) ≡ 77    

                                             7→   7
-1

       (mod 137) ≡ 98      

   053007        53 → 53
-1

     (mod 137) ≡ 106       

                                              7→   7
-1

     (mod 137) ≡ 98      

            007007           7→   7
-1

     (mod 137) ≡ 98        

                                             7→   7
-1

     (mod 137) ≡ 98      
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  105007        105 → 105
-1 

(mod 137) ≡ 107       

                                             7→   7
-1

     (mod 137) ≡ 98      

014007        14 → 14
-1

      (mod 137) ≡ 49       

                                            7→   7
-1

     (mod 137) ≡ 98      

                    043007        43→ 43
-1

      (mod 137) ≡ 51 

                                             7→   7
-1

   (mod 137) ≡ 98      

   Since the length of the message k = 6 which can be known from the number of 

the vertices of the independent set, so the path graphs that correspond to the correct 

word consist of 6 vertices. The correct path is  

77→M, 106 → j, 98 → b , 107→ k, 49→1, 51→3. 

which gives the correct encoded word “Mjbk13”. 

For decryption process, second user using the inverse rules of the key to recover 

the original plaintext. The rules are 

1. Shift first letter three positions into down. 

2. Shift second letter two positions into down. 

3. Shift third letter one position into up. 

So, the encoded word  

Mjb    k13 

becomes                                                 Pla     n32 

which is the original plaintext “Plan32”. 



 

 

Chapter Five  

Conclusions and Future 

Works 
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Chapter Five  

Conclusions and Future Works 

 

 

5.1 Conclusions 

       

In this work, one can conclude that the concepts of graph theory have been used to 

give new sights for proposing new versions of symmetric encryption schemes. This 

application used the TPG and SPG to design these versions with more secure level 

to create the ciphertext of the original message. These versions are TPG encryption 

scheme based on English alphabet values and SPG encryption scheme based on 

ASCII values. On the other hand, these graphs are applied to modify the 

polyalphabetic substitution cipher.  

 

5.2 Future Works 

 It is possible to apply the same idea of the proposed encryption scheme 

with other kinds of symmetric and asymmetric encryption schemes.  

 Also it can use other types of the graphs.    
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 : ملخص البحث 

 

تى التزاح اصذاراث جذٌذة يٍ اَظًت انتشفٍز انًتًاثم فً ْذا انعًم . تستخذو  

 .   Tensor   ٔStrong Product Graph ْذِ الاصذاراث تعزٌفا جذٌذا نًؤشز 

اعتًذث ْذِ انًخططاث انًمتزحت انجذٌذة عهى لٍى الابجذٌت الاَجهٍشٌت ٔلٍى  

ASCII  ٔانتشفٍز الابجذي انًتعذد عهى انتٕانً . ٌتى اختٍار انزسانت ككهًت اَجهٍشٌت

  Tensor   أٔ جًهت اَجهٍشٌت . ٌعتبز َص انتشفٍز نهزسانت الاصهٍت بًثابت

ٔStrong Product Graph   انذي ٌتى ارسانّ انى جٓاس الاستمبال عٍ طزٌك

ارسال انعذٌذ يٍ انُتائج انتجزٌبٍت نًخططاث انتشفٍز انًمتزحت . ٌتى تحذٌذ اعتباراث 

   Propose Tensor   ٔStrong Product Graphالاياٌ لأَظًت تشفٍز  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

          

 

 ها في التشفير اتالبيان وتطبيقنظرية 

 

 بحث يمذو

انى يجهس كهٍت انتزبٍت نهعهٕو انصزفت / جايعت بابم كجشء 

 رٌاضٍاثيتطهباث ٍَم درجت انذبهٕو انعانً تزبٍت / يٍ 

 

 من قبل

 محمد حسنمنى حيدر هاشم  

 بأشراف

 د. رومى كريم خضر عجينة

 م 4243ـ                                            ه3665

 جًٕٓرٌت انعزاق

 انعهًًٔسارة انتعهٍى انعانً ٔانبحث 

 جايعت بابم

 كهٍت انتزبٍت نهعهٕو انصزفت

  لسى انزٌاضٍاث 


