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Abstract

The supply chain is a series of procedures that involve making decisions
and executing materials, money and information flow that with the intention
to reach the eventual customer demands. This procedure goes through a
number of supply chain phases. A supply chain represents the alignment of
firms that brings products or services to market. One of the main challenges
that face transferring the data over the network is how to keep the data intact
while they are transferred from the source to destination, especially with
existence of many intruders and hackers. One of the techniques to protect the
data is by depending on the security Algos to provide integrity of authenticate
algorithms to create signatures from the original data sent with it to the
destination. When the data received at the destination the signature is checked.
If they match, this mean that the data is received from authorized person.
Otherwise, any difference in the signatures indicates that the data is received
from unauthorized person. In this thesis, a supply chain traceability system is
designed using some security methods such as HMAC (hash message
authentication code), which comprises RSA and SHA512 implement data
integrity. In such contracts, manufacturers define the composition of products
and trace its origin to prevent it from manipulating. The results of the proposed
model that have been obtained through the supply chain is evaluated in terms
of time consumption, which is found to be relatively low (ranging between O-
9 sec). The security and precision are measured using the entropy. As for the
accuracy and product security, the signature was used to ensure that no cases
of manipulation occur throughout the phases of buying, selling, or
transportation. The conclusion is drawn that using the supply chain, along with
the HMAC and RSA algorithms within the Django environment as a single

model does indeed provide the security and privacy. This combination creates

XV



an effective framework in terms of saving time and scalability, providing high-
accuracy and reliable results in less than a minute, in addition to the ease of
dealing between parties. It also reduces efforts and costs, thereby representing
a relatively less expensive alternative as compared to others in terms of

transportation, agreements, and maintaining the security of product data.
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Chapter One General Introduction

Chapter One
General Introduction

1.1 Introduction

Food safety is the main business for community these days. Some of the
main issues found include food fraud, unlicensed productions and foodborne
diseases in food supply chains. Such issues lead to the emergence of damage
to consumers’ health and failure in the food industry. In particular, several
organizations tend to pay attention to the difficulties in food safety for which
there are certain measures made in order to cope with them [1]. The ability to
trace goods from source to retailer has increased in importance. Customers are
more invested in utilizing goods which are in compliance with particular
environmental and ethical criteria. Given the growing reproduction,
deterioration, and use of unnecessary and dangerous chemicals, it has become
necessary to trace the supply chains of products so as to overcome these issues.
These systems enable users of verifying the consistency of products from

farmers to retailers [2].

Supply chain traceability is the capacity to classify, track, and discover
elements of a product or material as it moves along the supply chain from raw
gains to finished goods, such as a food supply chain or oil supply chain.
Today's supply chains are complicated system that include several
stakeholders and make it difficult to verify. Several important criteria are to be
considered, such as people of origin, planes in crop development, conformance

to quality measures, and monitor harvests [3].
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Furthermore, food information in the goods can directly affect allergy,
diabetic and other health issues, which might have an effect on the patient's
health if it is badly included. In addition, socially, the incorrect signs of Halal
food in European countries leads to unacceptable behavior against Muslims
people in case it is improperly included. In some cases, the validity date does
not match the packaging, which might eventually hurt people somehow.
Intermediate product tracking systems presented to intentional and accidental
change, will lead to the exaggeration of information, all of which push to a

proposed approach to solve these problems [4].

Supply chain is used to manage the flow of services and products, which
starts from the origin of products, ending at the eventual consumers. The
compromise of moving and storing for raw material are also part of the
procedure. Supply chain management mainly aims towards monitoring and

ensuring that the products are produced, distributed and shipped properly[5].
1.2 Related works

There are many supply chain systems that have been proposed or

implemented in different fields. Below are some of recent literature reviews:

Erik-Oliver in 2010 [6] proposed a protocol to verify how genuine
objects are using a Radio-frequency identification (RFID) based supply chains
called Tracker. It provides security by identifying which legal path an
object/tag takes throughout a supply chain. On the other hand, it provides a
privacy whereas the adversary cannot learn details about an object’s path
within supply chains. Both security and privacy of Tracker are determined by
extensions of polynomial signature techniques to detect run-time faults by

means of homo-morphic encryptions.
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Mira Trebar in 2013 [7] proposed the temperature monitoring by using
RFID technique for tracing fish supply chains. The data loggers of RFID are
located on the box in order for measuring the ambient temperature of product,
while it can be placed inside the box to measure the temperature of the product
itself. The developed system is very effective through the stages of
transporting and storing fish to improve the quality control. The sensor data
will be checked by mobile RFID readers after which they are stored within the

system database so as to be available for consumers and stakeholders.

Pranav, etal [8] presented a model which accounts for the basic cost
components, pumping, and refinery expenses in the transportation network of
the oil and gas industry. Given the necessity for reducing expenses and
decreasing the environmental emissions, the different transport supply chain
techniques offer a solution through the application of a linear program model.
The model is optimized for creating a better understanding of the key factors

required to update the supply-chain managements.

Although the limited researches in the field of pharmaceutical supply
chains, the work in Kapoor in 2018 [9] proposes a system for pharmaceutical
companies which provides medicines in the acceptable quality and the
accurate quantity, to the correct location and consumers within the set time-
span and optimal costs. This is essential to meet the goals of health systems
and at the same time to make benefits for its stockholders. The proposed
system should decrease the risks in pharmaceutical companies, as it involves
processes like optimizations, productivity augments and reducing business

risks.



Chapter One General Introduction

TOMY PERDANA in 2018 [10] propose another study which focuses
on the improvement of performance for pepper supply chain using Value
Stream Mapping (VSM). VSM is used to enhance the production efficiency
and effectiveness, and to reduce the waste in production system. The study
depends on operational coordination and analytical framework for dealing
with logistics problems that occur in the chili pepper supply chain. The results

show the effectivity of implementing VSM to resolve this issue.

Purwandoko et al. in 2019 [11] they proposed a smart IT based
traceability system to solve the problems in rice supply chain in Indonesia
using SDLC (System Development Life Cycle). This system was based on
data flow diagrams, system architecture, and database designs. The elements
that play a main role in this supply chain are: farmers, industries, distributors,
and retailers. The developed system shows that the production activities meet
the operational standards. Moreover, it facilitates the decision-making process

in agricultural industries.

Lisitsa, Levina, and Lepekhin in 2019 [12] took into consideration the
essential factors in supply chains needed for the reduction of expenses and
increase of the company's overall profits in the oil industry. These include
managing the demands, distributing petroleum products efficiently, better
scheduled transportations, managing the warehouses, and the automation of
the supply chain. The supply chain management is the main frame through

which this framework in deployed.

Saing et al. in 2019 [13] they compared the features and performance
rates of dry and wet cocoa bean supply chains. The supply chain performance

Is analyzed in a qualitative descriptive manner by means of the FSCN (Food
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Supply Chain Networking) framework. The obtained results show that there
are two cocoa bean supply chain models in East Luwu District: Dry Cocoa
Bean Supply Chain and Wet Cocoa Bean Supply Chain. The first involves:
farmers, collectors, wholesalers and exporters/processing industries, whereas
the second involves farmers, collectors and purchasing units. The second chain
performed more effectively and efficiently with a marketing margin of IDR
31,200 per kilogram and a farmer’s share of 100%. It can therefore be used as

a role model in the cocoa agribusiness activities in South Sulawesi.

Chilur Omkarappa in 2019 [14] this study made comparisons between
sanitized and sanitized retail table eggs which originally come from
commercial eggs (retailed with no form of cleaning, sanitization, or
packaging) farms. About 1120 eggs obtained from retail markets have been
analyzed for physico-chemical and microbial characteristics such as (shape,
color, shell thickness, weight, yolk index, Haugh unit, aloumen index, and
pH), (yeast, mold counts, and total viable count), respectively. The result
shows that eggs collected from retail markets are totally different in terms of
physico-chemical features. Also, processed eggs have better microbial quality
characteristics than unprocessed ones. Processed table eggs undergo healthy

treatment and cold storage, so as to provide consumers with healthier eggs.

Shaniar Tahir Mohammed in 2020 [15] has suggested an electronic
supply chain system for recording the transactions according to the block-
chain technology. These recordings consist of three stages. First, all the parties
are represented as clients with unique ID in the Block-chain network. Second,
all the information on a certain type of drug is recorded within the transaction
with a signature. Finally, all drug transactions are registered within blocks that

have a unique identity each. Furthermore, some of the cryptography
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mechanisms have been implemented such as RSA (Rivest Shamir Adleman)
and SHA (Secure Hash Algorithm). The proposed system aims to protect the
drugs from alterations and to ensure its reliability and trust, in addition to

providing real-time tracking for the transactions of parties.

Table 1. 1: A summary of related works

Blass, - Securit Sets of valid paths and
Elkhiyaoui, RFID y valid states are presented
DB clone = Determines the ;
and Molva tracker for pharmaceutics or
exact path I bi |
= Privacy-preserving uxury objects supply
[6] chains datasets
Trebar,
Lotric, = Quality control
Fonda, RFID = Efficient storage The temperature
< Sensors monitoring solution is
Pletersek, = Ensures food
. database presented at the box level
and Kovalil safety for o ;
in fish supply chains.
consumers
[7]
Joshi,
Haghnegah It reviews different
Anika, and RFID RFID data | =Optimization supply-chain techniques
Singh = Logistics currently within the
petroleum industry.
[8]
= Data accuracy
= Operation Limited research
Kggggrrv\?;d RFID complexity conducted on
EPC - reduction pharmaceutical
[9] = Supplier selection | supply chains is
= Ware housing presented.
= Distributing
= Improved
Perdana effectiveness
Hermiatirll Value = Minimized risk in
Pratiwi an’d Stream Quantitative production, It develops the chili
Ginan"ar Mapping data = Eliminates waste pepper supply chain
! (VSM) = Safety and performance.
responsive
[10] = [mproved
production costs
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Purwando, The system architecture
Seminar, . . and traceability system
andSugiyanta SDLC MySQL Ensures the quality design are developed
and safety of food )
using a data flow
[11] diagram(DFD).
» Managing
demands
Lisitsa " Distributing It investigated the need
P a’nd SCM products efficiently | ¢ supply-chain
e ] = Better scheduled | management in the oil
p transportations industry.
= Up to date
[12] information via
supply chain
automation.
Saing,
Arsyad,
Mahyuddin, The features and
'\NALlJJS(Ijzlrl: FSCN Quantitative | _ Quality performance of dry and
, analysis data wet cocoa bean supply
and chains are compared
Jamaludin
[13]
Omkarappa,
Fairoze
’ Haugh
Créahkali/oeda, unit (HU) The retail outlets eggs
And based Table fgg = Processing undergo physicochemical
i B} samples i~robi i
Karabasanay | 4i9ital pH P and microbial quality
ar meter analysis.
analysis
[14]
Shaniar Tahir RSA and
Mohammed, o .
: secure = Monitoring An approach is used to
Jamal Ali hash Database « Reliabili q f
Hussien as system DBs eliability protect drugs from
algorithm = Traceability counterfeiting.
[15] SHA

1.3 Problem Statement
1. The problem in the current supply chain is the possibility of

modifying the private database because it is central to security

breaches or lack of credibility of the company manager.
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2. The lack of information on the product origin and the inability to
track its source within the supply chain may cause the product to
be damaged in one way or another.

3. For example, patients who have allergies or are diabetic affected
by inaccurate food information. Also, the validity date may not
match the box and its cover.

4. Further, central tracking systems of products could be exposed
to intentional and unintentional change, which lead to

information of no accuracy.
1.4 Research Objectives

The main objective of this research is designing a supply chain
traceability system by means of some security methods like HMAC, which
comprises RSA and SHA512. These contracts enable manufacturers to present
a definition of the product composition and trace its origin and so as to prevent
it from manipulation. It is also another way to increase company’s
competition. It provides high transparency in product quality and integrity
regarding working conditions. Moreover, it reduces the disqualification of

fraud in larger packages, particularly critical material.
1.5 Thesis Structure

This thesis is organized as follows:
e |t is a theoretical background about the research subject, the research
methodology is explained, establishing the involved research model. It
also involves the investigation of the research questions and outlines

various methods of data collection.
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o Chapter Three explores some of the key difficulties that occur and

presents the proposed system. It illustrates the practical stages of the
system, and explains the proposed chess supply chain method and a
Secure Approach for process to explain each step in this work.

Chapter Four introduces the results and evaluates the proposed system.
It shows the practical section of the thesis and determine the expected

results.

Finally, the conclusion and future work are discussed in Chapter Five.



Chapter Two

THEORETICAL
BACKGROUND



Chapter Two Theoretical Background

Chapter Two
Theoretical Background
2.1 Introduction

The previous chapter illustrates research introduction, problem
statement, structure and related work. This chapter provides a theoretical
background about supply chain. Furthermore, some encryption methods that

can be used to secure and validate the data are presented.
2.2 Supply Chain

The latter involves each of the manufacturers, suppliers, logistic flow
transporters, warehouses, retailers, and customers themselves. Supply chains
are involved in a number of fields such as new product growth, marketing,
administration, finance, and client service. These systems administrate the
flow of products staring at the raw material stages and continuing all along to
the final product’s consumption. Supply chains mainly aim towards
monitoring and reporting the details related to the different stages of
production, delivery, and purchase of products and services [16]. Figure (2.1)
represents a general supply chain in light of the total supply chain networks.
Every firm is part of minimally one supply chain, as it often has more than one
supplier and consumer. The common view on a supply chain is the cycle view,
whereby every cycle performs at interfaces of two successive stages within
supply chains. This implies the decoupling of cycles from others by means of
indices to ensure their autonomous operation, eventually enhancing its overall

performance [17].
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Figure 2. 1: Schematic diagram of supply chain network

2.2.1 Types of Supply Chain

The common uses of supply chain are in industrial companies. In
traditional companies, the supply chain is more complicated because the items
that provided are saved in warehouses and other locations. However, when the
company uses another model like make to order, there is no need for storing
completed products, but raw materials and elements should be stored.
Therefore, it depends on the nature of the company [18]. The following are the

common models of supply chain [19].

1- Integrated Make to Stock

This sort has the main focus on tracking the demands of customers in
real-time in order to restock the completed products inventory in efficient way.
Sometimes, this integration is achieved by using the fully integrated
information such as enterprise systems. Consequently, the organizations
develop and update schedules and production plans by receiving a real-time
demand information. This type is exemplified by means of Starbucks Coffee
(starbucks.com). The last makes use of multiple distribution channels because

it deals with many businesses such as supermarkets, department stores, and

11
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airlines. The Sale process is done through the Internet using direct mail. Here,
the supply chain with multiple distribution channels must work with maximum
effectiveness and reasonable cost. Furthermore, it requires accuracy in
information flow and time about demand, storage capacity, inventories, and
transportation scheduling. Therefore, hundreds of business partners should

work with Starbucks.

2- Build to Order

The second type of model involves the company collecting the orders
of customers as soon as the order is received. The delivery of needed supplies
and the component inventories in this type requires a careful and accurate
management along the supply chain. In order to resolve this potential problem,
many common components should be utilized across several locations and
several production lines. Among the key advantages of this type of supply
chain is supporting the concept of mass customization whereas all customers

rapidly receive their personalized products.

3- Continuous Replenishment

This type of supply chain model should be working closely with
intermediaries/suppliers in order to constantly refill the inventory. However,
If the process of refilling inventory has many shipments, the supply chain will
collapse and the cost may be very high. Therefore, a strong integration is
needed between production process and order-fulfillment process. In order to
maintain the required replenishment levels and schedules, the information
about demand changes should be provided at real-time in the production

process. The environments which have a stable demand of patterns are the

12
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most suitable and applicable to this model such as the distribution of

prescription medicine.

4- Channel Assembly

The channel assembly model is an updated form of the order model. The
product elements are collected and while the product itself is moved via the
distributing channels with the help of 3PL (third-party logistics) firms.
Sometimes, these services consist of either a collection of completed
components or physical assembly of a product at 3PL facility for delivery to

the customer.

2.2.2 Functional Attributes

The functional attributes of entities can be categorized into four types [20]:
 Procurement,
 Production,
 Distribution

« Sales type

1. Procurement

This is related to the number and nature of the product to be procured.
It ranges from standard to very specific products which might require
information, producing procedures, or equipment. This attribute is related to
the type of sourcing, which may be wither single or multiple. The former is
found whenever a unique supply needs to be produced for particular products.
As for the double source, it involves two suppliers that fulfill portions of

demands for the product procurement (60% by the main supplier and 40% by

13
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the secondary). Another significant aspect is the supplier flexibility with
regards to the amount of products to be supplied. These amounts can be either
fixed or they may range between given minimum and maximum limits, based
on the availability of the supplier contract. There is a close relationship
between the supplier lead and reliability. The first sets the average time
interval that separates the order of materials and their arrival time. A negative
correlation exists between the lead and re reliability, as shorter lead times will
lead to reliable promises of arrival dates. As for the life cycle, this affects the
risk of obsolete inventories, as short cycles require the repetitious substitution

of old materials.

2. Production

There are several attributes that determine the production types,
particularly the way in which the production process is organized and the
representation of operations. The way in which the product is organized, in
addition to the flow lines are common characteristics of the production

procedure.

3. Distribution

The products are distributed across the networks so as to bundle the
shipment and at the same time decrease transportation expenses. Such
networks often operate through external entities, and their types can be
classified based on the designing issues involved from both perspectives

(manufacturers and carriers).

14
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4. Sales Type

This type of attributes deals with fulfillment, billing and cashing orders.
Their optimization involves the automatization of order processing by means
of EDI software and other technologies, for the direct capturing of order data.
The reduction in time eliminates the need for the manual generation and
sensing POs and invoices. Since no orders are taken down and processed

manually, it also decreases the human error rates.

2.2.3 Examples of Supply Chain
1- Generic Supply Chain

Generic supply chains start by sourcing and extracting raw materials,
which are later used by logistics providers to suppliers, so as to serve as
wholesalers. The elements are taken to different manufacturers to improve and
process them into a finished product. Ultimately, it is further sent to a seller
who wholesales the finalized product to be presented to retailers. The retailers
sell the goods in stores to customers. Whenever the customer buys the
products, the cycle is completed. The demands of customers require more raw
materials to be processes, so that the cycle resumes [21]. Figure 2.2 shows the

generic supply chain cycle.
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Figure 2. 2: Generic supply chain cycle

2- Supply Chain for an e-Commerce Company

For the purpose of explanation, the e-commerce company runs a website
in which different products are sold. Consumers can place orders for different
products, which are in turn prepared through a check-out cart, or a third-party
such as Shopify. Next, the payment processors develop a cash transaction for
the orders, thereby creating a new supply chain. Payment processors often
involve the application of third parties like PayPal, Stripe, and banks. When

goods orders are placed, the repository takes them and ensures that the
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products are ready for dispatch. Warehousing companies could be in-house or
third-party logistics providers. The order proceeds from the warehouses to the
transportation companies, which also could be in-house or third-party. After
shipping, the packages are delivered to the consumers, as shown in Figure 2.3
[22].

¢
9%&_0
5
ﬁ__EQ|
E-Commerce —
Payment
(Banks, PayPal)
Customer Products orders
S 4
R &
& B
oo
Shipping Warehouse

Logistics

Figure 2. 3: Supply chain for e-commerce company

2.3 Supply Chain Scalability Through SCI

Alternatively, the scalability can be achieved by means of the
integration of primary and secondary members within the supply chains. The
collective collaboration and quick scale up are essential for meeting the
demands. Scalability can be analyzed through SCI, which represents the
highest level of relations shared by members with supply chains. Coordination
is used for developing the theoretical framework. An essential part of the

aforementioned activities in SCI is sharing of information, and they are
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observed in the data on the Kenyan nutrition supply chain. Since SCI ensures
the agility of humanitarian supply chains, it is a major contributor to
scalability. The DCV Supply-chain integration is considered to be RC
representing the ability to provide scalability and contribute to supply chain

resilience [23].

2.4 Performance Metrics

There are three essential dimensions involved regarding the
performance of supply chains:

* Service

» Assets

* Speed

Service is related to the ability to anticipation, capturing, and fulfilling of
customers' demands using personalized products and punctual delivering
times. Assets are related to the values of products commercially, especially
inventory and cash. As for speed, it involves time-related metrics such as how
responsive the chain is and how fast the procedures are executed. All supply
chains require at least a single performance measure for each of the three

aforementioned dimensions [24].
2.5 Cryptographic Algorithms

The Secure Hash Algorithm (SHA) can be defined as a cryptographic
has function which is used in securing the date through its transformation into
hash codes. It deploys a set of algorithms, including SHAL1, SHA224,
SHA256, and SHA512, which differ in sizes and length (bytes) [25]
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As for the RSA cryptographic system, it is mainly of use in encrypting
data followed by decrypting it through two keys (private and public). The
private key belongs to the owner, whereas the public one can be accessed by
the public. The RSA key size is over 1024 bits, whereby the public key

encrypts the message and the private one decrypts it [15].
2.6 Cryptography Mechanisms

Cryptology is one of the fields that examine the ways of communicating
safely. It involves several sub-branches, like cryptography and cryptanalysis.
Cryptography mainly deals with the design of algorithms for encrypting and
decrypting so as to ensure that the messages remain confidential and authentic.
This branch does not only provide information security. In fact, its techniques
can be considered as an art of maintaining secure communications. As for
cryptanalysis, it mainly deals with the decryption of messages after encryption,
also known as cipher text, to obtain or forge information to ensure its
authenticity. Cryptography involves three fundamental aims [25]:

e Confidentiality: It secures the information from all with the exception
of the users who are authorized to access it.

e Data Integrity: It secures unauthorized data changes by detecting any
attempts of data manipulation such as inserting, deleting or substituting
data.

e Authentication: It identifies whether the location to which the data is

addressed is authentic.

The cryptographic system consists of three dimensions:
a) The method of transforming plain text onto cypher text. Encryption is

determined by two fundamental principles: substitution and
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b)

transposition. The first maps the elements of the plain text along with
other elements. The second rearranges the elements of the plain text.
The majority of systems include several substituting and trans-
positioning levels.

The type of key used determines the kind of system. Conventional
encryption, also known as symmetric systems, involve the same key
being used by the sender and the receiver. The public key encryption or
asymmetric systems, on the other hand, uses a different key for each of
the sender and receiver. It is also known as dual key encryption.

The plain text can be processed through two methods. In block ciphers,
a single block input is processed and a single lock output is produced.
The stream cipher involves the continuous input of elements after which

a single element is produced.

There are two basic techniques for encrypting information:

Asymmetric or public key cryptography

Symmetric or secret key cryptography

When encrypting and decrypting messages, the key is necessary for

maintaining that the algorithm operation remains confidential. Encryption

algorithms are of two types:

1.

In symmetric algorithms, the same key is used in the encryption and

decryption process. It is also known as a one-key or secret key algorithm.
From a mathematical point of view, this type of algorithms can be

represented in the following way.

E= Encryption
K= secret key
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D= Decryption
M= message
C= Cipher text

Encryption. EK(M)=C ......... 2.1
Decryption: DK(C)=DK (EK(C))=M ......... (2.2)

2. In asymmetric algorithms, a different key is used for each of the
encrypting (public key) and decrypting (private key) processes. Since the
key for encrypting is public, it has a public distribution. Meanwhile, the
key for decrypting is private, and the overall validity and confidentiality
are determined by how secure the private key is.

In comparison with symmetric algorithms, the asymmetric algorithms make

use of loner keys that are of greater value. However, they tend to require more

time and their efficiency appears only when smaller amounts of data are

processed.

Public key cryptography, as follows:

e Public key encrypting: messages that undergo public encryption cannot
be decrypted unless the private key users are submitted.

e Private key encrypting: messages that are marked using the private key
may undergo verification by users that have the public key, so as to
ensure that no alterations have been made to the content of the
messages.

From a mathematical point of view, asymmetric encrypting and decrypting
process algorithms can be represented in the following way [25]:
Encryption: EK1(M) =C
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Decryption: DK2(C) = DK2 (EK1 (C)) =M

2.6.1 Hash function

Hash functions can be defined as tools for protecting that the
information is authentic. Hash functions are found to be of use in building
blocks for solving other security issues in tele-communication and computer
networking. For example, it is used to detect un-authorized modifications to
Important messages by malicious users or computer viruses. Cryptographic
hash functions perform deterministic procedures which turn arbitrary blocks
of data into fixed-size bit strings. Usually, the encoded data is called message
digest. Other applications of hash functions include digital signatures, message

authenticating codes, pseudo-random functions, and data finger-printing [26].

2.6.2 Secure Hash Algorithm (SHA)

The Secure Hash Algorithm (SHA) can be defined as a cryptography
hash function applied for digital certificates and data integrity. SHA represents
a fingerprint with specific data developed by N.I.S.T. to be part of the U.S.
Federal Information Processing Standard (FIPS). It mainly deals with
messages of less than 264 bits in length. The message digest output is 160 bits
(32 bits more than MD5) [27].

SHA deploys a set of algorithms, including SHA1, SHA224, SHA256,
and SHA512, which differ in sizes and length (bytes) [25]

e SHAI1
SHAZ1 produces a 160-bit (20-byte) hash value, typically rendered as a

hexadecimal number, 40 digits long. SHA1 is the most widely used of the
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existing SHA hash functions, and is employed in several widely used
applications and protocols. The SHAL algorithm might not be secure

enough for ongoing use. It is recommended not to use SHAL.

e SHA224
SHA224 produces a 224-bit (28-byte) hash value, typically rendered as a

hexadecimal number, 56 digits long.

e SHA?256
SHA256 produces a 256-bit (32-byte) hash value, typically rendered as a

hexadecimal number, 64 digits long.

e SHA384
SHA384 produces a 384-bit (48-byte) hash value, typically rendered as a

hexadecimal number, 96 digits long.

e SHA512
SHA512 produces a 512-bit (64-byte) hash value, typically rendered as a

hexadecimal number, 128 digits long.

2.6.3 Rivest-Shamir-Adleman (RSA)

RSA can be described as the most commonly used asymmetric
cryptographic algorithm applied in the encryption and decryption of messages
through modern computers. It generally uses a public key algorithm, and it is
most often found to be applied for enhancing the security of communicating

channels and digital signatures. The algorithm of RSA includes both private
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and public keys. The public key is known to anyone, as it is used for encrypting
the messages from plain text to cipher text. These messages could only be
decrypted using the corresponding private key. The security and reliability of
the algorithms are determined by the process of generating keys, as it seems
to be related to how complex they are in comparison with other cryptographic
algorithms [25].

2.6.4 Hash-based Message Authentication Code (HMAC)

HMAC represents a cryptographic tool that is applied to verify
transferred data between client and server by using a secret key for both sides,
making it difficult to be attacked through common attacking methods. In
HMAC, both clients and servers are provided with the private and public keys.
The public key accessible to all, whereas the private key is given to the specific
servers or clients. The client uses a HMAC for all requests by combining the
hashing and request data together through a private key, after which it is
transmitted as portion of a request to server. The server receives the request,
and regenerates a unique HMAC [28].

The main equation of HMAC is defined as follows:
HMACk(m) = h(K* ®Ipad, h(K* ®Ipad, m)) ...... (2.3)

HMAC could be obtained by means of the steps presented below:
1. The K*is obtained through padding zeros onto K's left side for
increasing the length to b-bits.
2. S; of b-bit length us calculated through XORing ipad with K*.
3. S; is concatenated with m in order to equal m .

4. The message digest h(m) is calculated for m’ through h.
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5. S, of b-bit length is calculated through XORing opad with K*.

6. h(m) is concatenated with S, so as to equal m~.

7. The message digest h(m~) is calculated for m’ through h for obtaining
the final results of HMAC.

2.7 RSA Digital Signature

Initially, the RSA algorithm was developed in 1977 at the
Massachusetts Institute of Technology (MIT) by Rivest, Shamir and Adelman.
The RSA concept depends on factorizing big numbers. This implies that larger
number sequences will provide more protection. RSA cannot be broken by an
adversary because of the fact that its keys are large and complex. RSAs are
used for encrypting and decrypting data, as well as verifying packets. No
specific hash function is required in RSA. Therefore, the type of hash function
does determine the security of the signature to a particular extent. The security
depends on the intractable complexity of a large composite integer n = p*q,
whereby p and q require distinct large primes.

Being an asymmetric digital signature algorithm, RSA depends on the one-
way trap-door function. This makes it easier to multiply prime numbers but
difficult to factor. The multiplication can be computed in polynomial time. As
for the factoring time, it increases through exponential proportions until it
reaches the number size [30]. The algorithm can be described in the following

way:
+ Key Generation

« Signature Generation
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The essential steps to generating signatures are as follows:
1. A message digest H (m) is created as an integer of information to be
sent between 0 and n — 1.
2. The signature is computed through private key d as s = H(m)4 mod n
3. (s) represents the signature of the message m, which is sent along with

the message m to recipient.

* Signature Verification:
The essential steps to verifying signatures are as follows:
1. Though the sender public key e, the integer v = s* mod n is computed.
It represents the message digest obtained through the sender.
2. The message digest of the signed messages is computed in an
independent manner.
3. The validity of the signatures depends on how identical both message

digests are.

2.8 Conventional Digital Signature Schemes

Digital signatures (DS) are efficient techniques to ensure that the data is
authentic, integral, and non-repudiate within open networks like the Internet.
This type of verification methods demand the signature holder to hold two
keys: a private one (signature key) to sign messages and a public one
(verification key) to verify that the messages are authentic, as shown in Figure
2.4. DS mainly aims towards verifying that no modification occurs to the
message while transmitted. It also ensures the receiver that the message is
indeed sent by the expected party. With its initial introduction in 1976 by
Diffie and Hellman, the first practical system was the RSA DS scheme
proposed by Rivest et al. (1978). This was followed by the creation of other

schemes like EIGamal and undeniable signatures.
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Figure 2. 4: The digital signature scheme

The majority of present day DS schemes depend on how difficult it is on a
mathematical level. The most complex mathematical issue is the integer
factorization (RSA DS scheme), and discrete logarithms (Digital Signature
Algorithm - DSA) [31].

2.9 The RSA digital signature scheme

The majority of applications of RSA are found in key exchanging,
encrypting, and digital signatures. The RSA-DSA makes use of a private key
to sign original messages and a public key to verify them. Figure 2.5 illustrates
the RSA DS scheme whereby signed messages are transferred to the receiver.
The content of the received message is verified by computing new verifying
values using the signed message plus the signer’s public key. This is followed
by comparing the verification values to the one of the received messages. In
case both values are the same, this ensures the verification and authorization
of the message originally sent. Otherwise, the signature is invalid. The RSA
security is determined by how difficult the integer factorization is to be

computed [31].
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Figure 2. 5: RSA digital signature scheme

The signing of data is done using RSA-SHA1-1024 and HMAC.
2.10 Django

It is a framework for building and developing the Python web in a fast
and high-end design. This framework was developed by professional
developers in this field and it is available in a free and open source format. In
this work the current framework is implemented to build a Python web and
make it available to the end user by browser. Figure (2.6) shows the Django

framework infrastructure [32].
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Figure 2. 6: Django framework infrastructure

2.11 Summary

This chapter described the theoretical background of the thesis as
follows: First, an introduction is presented to clarify what subjects will be
discussed. The second section provides a basic background about supply chain
concept, types, and its applications. Then, some of security cryptography
mechanisms is 0020xpresented. The next chapter discuss the practical part of
the thesis which is represented by designing a traceability system for products

based on supply chain technique.
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Chapter Three
The Proposed System and Methodology

3.1 Introduction

This chapter present the main methodology for the proposed system by
using supply chain for tracking the products with an authenticated approach
where the proposed system consists of three stages: the first stage describe
introduction to the topic The second stage illustrates the proposed system in
details The third stage proposes the supply chain The fourth stage deals with
the dataset and saved into a database with type of SQL.ite The fifth stage shows
the using of some security cryptography methods. The final stage is the
evaluation stage, user query, and conclusions. Then, implementing the same
steps using JotForm platform and the role of DLT in sharing data cross

multiple nodes.

3.2 Proposed System

The system is produced based on four central identities: farmer,
factory, distributor, and marketer (retailer). Each identity is able to embed
product information to supply chain stages. The farmer starts by inserting
the product’s central information when it enters the factory these data is
updated with other data related to the product. Moreover, secure the
product reaches the distributor, previous information updated over to have
the product’s information in this step secure the product reaches of
distributor to marketer. Finally, the retailer would be able to present and
obtain all preceding information. Every integrity has set of records building
into a database then assembled to make distributed ledger. Indeed, what

was mentioned represents the supply chain. Retailer would be able to view

30



The Proposed System and Methodology

Chapter Three

product features and trace information. The following flowchart in Figure

3.1 explains the proposed system process.
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3.3 General view of the Proposed System entities

When signing in using the Admin account, there are two interfaces, namely
the main interface for the web service and the admin interface. The admin
account is authorized with all the permissions. The current admin interface
shows the control panel from which new users can be added and new accounts
can be created by the admin. A new user account can be created by going to
Activity, and then to Create New Account or Edit Account.

The Admin has permission to observe the activity of other users on the
platform, as well as displaying all product with their full details (location, date,
condition). There are four authorization groups that can be created by the
Admin: Farmer, Factory, Distributer, Marketer. Each of these groups has a
particular authorization. The Farmer groups represents the farmers, the
Factory represents all the industrial members and factory owners. As for the
Distributor, it involves all users who are in charge of distributing the products,
and the Marketer is the group for the users who works on the product

marketing. Table (3.1) shows the types of user’s groups.

Table 3. 1: Group’s Identification

Id Name

1 Farmer

2 Factory
3 Distributor
4 Marketer

The foreign keys are assigned to the users so as to classify them into the four

groups identified in Table (3.1). For example, users that are assigned
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(permission 2) belong to the group of Factory, and those who are assigned

(permission 3) will be part of the Distribution group.

Table 3. 2: Authentication group permission

Id Name permission

Al W] N -
=l L Y
Bl W] N -

After categorizing the users into the predetermined groups, each user will
have certain permission based on the group they belong to, whether they are

part of the farmers, Factory, Distribution, or marketing groups.

Table 3. 3: The admin assigns permissions to the users

Id permissions Codename Name

1 1 add_logentry Can add log entry

2 1 change_logentry Can change log entry
3 1 delete_logentry Can delete log entry
4 1 view_logentry Can view log entry

5 2 add permission Can change permission
6 2 change permission Can change permission
7 2 delete permission Can delete permission
8 2 view permission Can view permission
9 3 add group Can add group

10 3 change group Can change group
11 3 delete group Can delete group

12 3 view group Can view group

13 4 add user Can add user
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14 4 change user Can change user
15 4 delete user Can delete user
16 4 view user Can view user
17 5 Add content type Can add content type
18 5 change_contenttype Can change content type
19 5 delete_contenttype Can delete content type
20 5 view_contenttype Can view content type
21 6 add session Can add session
22 6 change session Can change session
23 6 delete session Can delete session
24 6 view session Can view session
25 7 add contract Can add contract
26 7 change contract Can change contract
27 7 delete contract Can delete contract
28 7 view contract Can view contract
29 8 add product Can add product
30 8 change product Can change product
31 8 delete product Can delete product
32 8 view product Can view product
33 9 add question Can add question
34 9 change question Can change question
35 9 delete question Can delete question
36 9 view question Can view question
37 10 add choice Can add choice
38 10 change choice Can change choice
39 10 delete choice Can delete choice
40 10 view choice Can view choice

The Farmer is the only one which has the permission to add new
products to the system, along with the related product details and conditions
(temperature, humidity, etc.). The Factory group Can also add information
related to the product condition, date of parking, time of processing, date of

expiry, current temperature, and others.
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In order to ensure that the product is safely transmitted from the farmers
to the factory, the HMAC and RSA encryption algorithms are used generate a
signature. This ensures that the product and/or product information has not

been altered.

Farmer

Factory

X0=Name farmer
X1=ID product
X2=Unite type
X3=Count
X4=Farm temp
X5=Farm humidity
X6=Compost type
X7=Seed type
X8&=Farm location
X9=Harvest date
X10=Mame Buyer
X11=Canning data

HMAC

Y0=Name Buyer

Y 1= product Name
Y2=Unite type
Y3=Count
Y4=Canning data
Y5=Processing data
Yo=Expire data
YT7=Factory temp
Y8=Factory humidity
Y9=info

X12=Processing data
X13=Expire data

Figure 3. 2: Supply chain and secure to farmer to factory

The factory adds all the details and information related to the product
itself as well as the conditions through which the product goes until it reaches
the Distributor. The Distributor, in turn, adds the condition details that the
product goes through when being distributed, such as the date of distribution.
The encryption algorithms are applied to the factory-distributor stage to ensure

that the product is transported safely and securely, with no chance of alteration.
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All the information that the factory owner needs to share with the distributor
are secured by means of a signature formed through the RSA and HMAC
algorithms, until they reach the distributor.

Factory Distributor

Y¥il=MNames Buyer

¥1= product Mame HMAC | Zo=Mame Buyer

¥ 2=Unite type Z1=Unite type

¥ 3=Coumt _— Z22=_Count

Y4=Canning data Z3=Entry store date
Yi=Processing data Z4= Distributor temp
Y¥e=Expire data Zh= Distributor hummidity
¥ 7=Factory temp Za=info

Y¥a&=Factory humidity

¥ 9=info

Figure 3. 3: Supply chain and secure to factory to distributor

The Distributor adds all the product details and information related to
the process wherein it moves from distributor to marketer. These details
include the distribution time, marketing entry date, and the sales date. Three
safety algorithms are applied (HMAC, RSA, SHA512) to ensure that the
product is transported securely with no chance of alteration.

Similarly, whenever the products are sold to the marketer, the latter can
in turn add new product details related to their stage of supply, such as the

product conditions and entry date. The Marketer further sells the products to
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the customers again, a signature is created using the RSA algorithm to ensure
the secure transport of the products to the customers.

An HMAC is generated for the public key and the private key of the
data this results in the digestion of the data and it becomes ready for transport.
Next, the message and signature are sent to the marketer along with the public
key. The marketer receives them, counts the SHA512, and signs the signature.
Here, a comparison is made between the hashes. In case the hashes are equal,

this means that the message is intact and no alterations have been made to it.

Distributor nMarketer

MNIO=1D product
MNI1=LFnite type
MZ=Cowunt

MZE=Name Farmer
MNld=Tlame Factory
MIS=NManwe Distributor

HMNLAC MEe=Nanwe Marketer
Zh=Name Buyer M7=Farm termp

Z1=Unite type — 1 nAS=farm humidity
Z2=Count

Z3=Entry store date
Fé4= Dizstributor temp

Z5= Distributor humidity M1L=Farm location
ZE=info M1Z2=Harwvest date

MI13=Canning data
M1a4=Processing data
MN15=Expire data
MI1&=Entry store date

n17= Distributor temp
n18= Distributor humidity
MNI1%=MNarket temp
MN1Z20=Market humidity

MI9=Conmpost type
MLD=5=ed type

Figure 3. 4: Supply chain and secure to distributor to marketer

Sender:

HMAC = sign(sha512(message), privet key) ...... (3.1)
Send data = public key, HMAC, message

Receiver:
Hashl = sha512(message) ...... (3.2)
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Hash2=sign (HMAC, public key) ...... 3.3)
If hashl == hash2 then valid

Else not valid

Authentication (HMAC)

public key, HMAC, message Marketer 1
Distributor
Marketer 2
Authentication (HMAC)
public key, HMAC, message Marketer.... n

Figure 3. 5: Authentication between distributor and marketer
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Database saves and stores all the system data in order to be dealt with.

Authentication permissions
id

content_type_id

codename

name

_user_user_per

Authentication _user_group

id

” |Authentication group

Authentication group permissions

group_id string
permission_id

string

Database_contract

integer

string

date
expire_date date
count integer
integer
canning_date date
compost_type string
date_of_harvest date

owneriD

destrbutor_humidity integer
destrbutor_temp integer
distrabuteriD integer
entry_market_date integer
entry_store_date date

factorylD integer
integer
integer
farm_humidity integer
farm_location string
integer
integer
integer
market_temp integer
marktingiD integer
seed_type string

factory_humidity
factory_temp

farm_temp
farmeriD
market_humidity

unite_type string

processing_date date

Figure 3. 6: System database

The e-contract is a contract that cannot be altered in any form. The

transaction shown in the Table Database contract illustrates the buying and

selling process where all the relevant product data is collected within a single

table in order to be encrypted using a SHA512 algorithm.

Table 3. 4: Database contract

id | SellerID | Buyer ID date Info current Hash Previous Hash Product _id
40 4 2021-07-05 573f7f25bTble ") 16

b7%a4ec6ba89

6debefd

41 5 2021-07-05 55a0ce8200cf3 | 573f7f25b7bleb79adect 16

9c3028ebco6f3 ba896debefd

S6bf7e
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It shows all the details of the supply gene to trace the product to its

breeder, the product at the farmer stage, the factory stage, the distributor stage,
and the market stage.
The farmer grows it or makes dairy products, the farmer inserts it into the
insured supply gene system and adds the product information such as the name
and all the climatic conditions . The product is going through, the quantities of
the product, location of the farm and all the dates of its production, as well as
when the product is sold to the factory, The factory owner adds the dates of
his entry to the factory and the degrees of climatic conditions to the product
goes through. Also, when the product is sold to the distributor, the owner or
the person responsible for the distribution adds the dates of the date it entered
the distribution phase and the degrees of climatic conditions the product is
going through the phase of distribution entered into the safety algorithms

In order to maintain product integrity and reliability, the product does
not have any forgery, and we add reliability algorithms between the factory
stage and the distribution stage of the market, as well as when the product is
sold to the market, the owner of the market adds the date of entering the market
and the degrees of climatic conditions that the product is going through each
person in the system is able to see the products page and the conditions that
the product went through the products page during the buying and selling

stages, can sell all or part of the product.
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Table 3. 5: Product database
id name pub_date expire_date count ownerlD canning_date
1 Tomato Paste | 591.17.05 00:00:00 20220730 00:0;:00 | ™ 6 2021.07:01 00:00:00
compost_type date_of_harvest  |destrbutor_humidity| destrbutor_temp |distrabuterlD | entry market date | entry store_date
organic | 2024-07-05 00:00:00 S 6 6 | 2021-07-08 00:00:00 | 20210707 00:00:00
factorylD factory_humidity factory_temp farm_humidity  |farm_location farm_temp farmer ID
5 19 10 30 RV 10 4
market_humidity market_temp marktinglD seed_type unite_type | processing_date
9 4 0 seed tomato Box 2021-07-05 00:00:00

The QR code is an effective information transmission medium, which

Is widely used in product traceability.

The product page is available in firm of a QR code which can be scanned

by any user using the camera of any smart device. When scanning, a link will

appear that leads to the product page, and this enables possible customers to

buy the products or collect information about them. Such a procedure enables

anyone to access the relevant information without the need to have an account.

In order to access this information, the scanning of the QR code leads

dividing the URL routing. This URL is restricted to a particular page, and the

server receives and responds to them. Otherwise, the request will be denied.
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Figure 3. 7: QR code of product

3.4 System Functionality

The main goal of the proposed system is to trace products, keep it secure,
and out of modification. Therefore, it has been designed to:

e First, ask customers to register their information to the system. The
registration form has their personal details and some other
information about login process. An authentication process shows
on registration to make sure customers details keep save.

e Second, set different permissions to the registered users. Each pass
to different form with different fields. In case the user is farmer, so,
the products information sets into a farmer form. It contains product
ID, farmer name, QR code and more other details as it shows in

figure 3.3. The same process followed with the other three users.
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Third, the inserted data from all users is saved into a database with
type of SQL.ite.

Four, using some security cryptography methods like HMAC which
includes RSA and SHA512. The last need to verify the public and
private keys of RSA. Algorithm (3.1) and (3.2) shows hashing
schemas.

Five, depending on some parameters related to product, the
proposed system tracks product’s information using supply chain

mechanism and hence the reliability ensured

The main steps of a Supply-chain traceability with signature based on a

secure approach described in algorithm 3.1 below:

Algorithm 3.1: A supply-chain traceability

Begin
[ J

End

Input: the source message
Output: the signature, RSA Public and private keys

Enter the data by user

Switch ($userRol)

Stepl: Set_permission =Farmer

Step2: Set_permission = Factory

Step3: Set_permission = Distributor

Step4: Set_permission = Retailer

Step5: Update User Information based on user Roles
Step6 : create RSA Private and public keys

Step7: create signature in HMAC

Algorithm (3.2) illustrates the steps of implementing authentication on the data

log.
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Algorithm 3.2: Authentication Process

Input Message , signature , public key
Output Identical/ not identical massage

Begin

Stepl : Product data sent from the sender to the receiver.

Step2 :Sender hashes the input into a 1024-bit integer using the SHAS512 hash algorithm.
Step3: Sender signs the 1024bit number with private key, converting it into a Digital
Signature. The data, Digital Signature, and public key are sent to the receiver.

Step4 :Receiver decrypts the Digital Signature using the public key received to obtain a 1024-
bit number.

Step5: Receiver then applies the SHAS512 hash to the received data to get a 1024-bit integer.
Step6: The receiver then compares the two 1024-bit values to ensure they are equal.

If false > someone has tampered with the contents or provided a public key that does not
match the sender's private key.

—> If true case, the recipient knows the data is safe to use.

End
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Algorithm (3.2) shows the steps of encryption process using RSA.

Algorithm 3.2: RSA Algorithm

Input RSA public key (n,e), Pure text m €[0,n-1]
Output Cipher text ¢

Begin
Stepl : Randomly generate: 2 primes P and Q of
length K/ 2 bit

Step2: The public key calculated;
publicKey =P * Q;
(public key's length is k-bit)

Step3: Random encryption generated,;

key keyE, 2 <=keyE <=< ¢(n) - 1,

keyE * keyD mod ¢(n)=1,

¢(n) is known as the Euler function of n,
the value is @(n) = (P-1) * (Q-I);

Step4: where GCD(keyE, ¢(n)) = 1;

The decryption key is calculated,

keyD = keyE - 1 mod(n),

keyE - 1 is inverse for the decrypt key
keyD. The formula of the original equation
is keyE * keyD mod ¢(n) = 1;

End

In the same way but without using previous signature methods, the
above steps have been implemented online platform for building forms,
applications, collecting various information, etc. Four forms have been
created as follows: farmer, factory member, distributer, and retailer to insert
product’s information and repass them to the second user in the system.
Worthy to mention that the data is stored into Google Sheet service. Farmer
will give information about the product before sending it to the next stage,

which is the factory. At this point, product information should be updated to
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have factory information. On the distributer form, the same information should
be filled but what is related to this stage particularly. Finally, all information
Is shown to the retailer under the same product ID. It important to mention that
the collection of restored information is linked using with Distributed Ledger
using API. The distributed ledger is the result of product information, which
shared by network user and make customers, trace their goods information
and current position. Peer-to-peer nodes are connected and able to access
data in the distributes ledger. Each node has individual information such
that they can communicate with each other. Figure 3.9 illustrates the role
of distributed ledger in the implementation of supply chain using JotForm

platform.

A
&
-]

-l
"
+

3 \
:'
I
LedgeriDL)
F I
:!
*  pm /
ID'IIN
* o
Distritarted Ledger

Figure 3. 8: The design of supply chain & DLT using JotForm
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The main goal of the proposed system is to trace products, keep it secure, and
out of modification. Therefore, it has been designed to:
1. Inserted data from all users will be each saved into a separate database

and them stored together to make product information.

2. Distributed ledger is the result of product information, which shared by
network user and make customers, trace their goods information and

current position.

3. Peer-to-peer nodes are connected and able to access data in the
distributes ledger. Each node has individual information such that they

can communicate with each other.

For more details, Appendix (A) provides a full explanation about the

implementation of this mechanism.

3.5 Summary

This chapter presented the designing of the proposed system which
was about tracking products using supply chain technique based on secure
approach represented by implementation some of hashing methods to
ensure reliability. Similarly, another supply chain system has been
designed using online platform called JotForm. Here, the concept of
distributed ledger had implemented to share the information of product

cross the nodes in the network.
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Chapter Four

System Implementation and Results

4.1 Introduction

The following sections illustrate the system implementation and results, in
addition to the evaluation and comparisons between the obtained results
and other similar systems. The proposed system is a web-based
application built using python programming language within the
Django framework, and it is executed on a platform with processor Intel
(R) Core i7 2.40 GHz and 8 GB RAM running Win10 64-bit.

4.2 Django

The application has two types of users: admin and customer. Each
one has different permissions. The Admin user is able to add new users,
and view all inserted products and details. On the other hand, Customers
have different privileges. Firstly, the admin account should enter the login

information in order to be redirected to the control panel according to their

Django administration

Username:

permissions.

admin

Password:

Figure 4. 1: Django login form of the system
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4.3 Admin Permissions

This interface allows the Admin to create groups in order to assign users to

them. Four groups have been created as follows: Farmer, Factory,
Distributers and Retailer.

Django administration

Site administration

AUTHENTICATION AND AUTHORIZATION

Recent actions
Groups + Add Ghange

Users + Add Change My actions

None available

Figure 4. 2: Admin page of the system

The figure 4.3 below illustrates the process of asigning permissions for
each group.

Django administration

WELCOME, ADMIN. VIEW SITE / CHANGE PASSWORD / LOG OUT

Home » Authentication and Authorization > Groups » Add group

Add group
Name: Farmer

Q | Fitter

admin | log entry | Can add log entry
admin | log entry | Can change log entry
admin | log entry | Can delete log entry
admin | log entry | Can view log entry
auth | group | Can add group

auth | group | Can change group

auth | group | Can delete group

auth | group | Can view group

auth | permission | Can add permission
auth | permission | Can change permission
auth | permission | Can delete permission
auth | permission | Can view permission
auth | user | Can add user

Choose all ©

Save and add another Save and continue editing SAVE

Figure 4. 3: Farmer's dashboard

Moreover, the Admin has a permission to add many users through the
“add” button.
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Django administration

WELCOME, ADMIN_ VIEW SITE / CHANGE PASSWORD / LOG OUT
Site administration

Recent actions
Groups. + Add Change
Users

+ Add Change My actions

None available

Figure 4. 4: New users are added to the farmer type user

A new page with several required fields, asking the user to enter login
information such as a username and password.

Django administration

WELCOME, ADMIN. VIEW SITE / CHANGE PASSWORD / LOG OUT

Home » Authentication and Authorization » Users » Add user

Add user

First, enter a usemname and password. Then, you'l be able to edit more user eptions.

Usetname: admin

Password:

Password confirmation:

Save and add another Save and continue editing

Figure 4. 5: Set registration/login details to new users

Some options should be selected in order to activate the account, as shown
in the figure 4.6.
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Figure 4. 6: Activating the new account

The user accounts are created, after which the permissions are assigned.
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Table 4. 1: Authentication of users
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SFGFIIH
UatHHes3
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¥ T

Marketer

202004=0% 150226

4.4 Farmer Permissions

The Farmer is the first user used in the system, and their main role is adding

new products to the system. The following screenshot shows the required

details of the product that should be added to the system.
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‘9 SUPPLYCHAIN Farmer

All Product

A Supply Chain Traceability Based on A Secure Approach

& Products

Figure 4. 7: Farmer add new products to lists

The farmer is the only user that can add new products to the system.

Figure 4. 8: Adding new product by farmer

After adding the product to the system, all its details are shown to the user
as presented , and they are added to "my product list". In addition, there are
some details that have not been filled in, because the product still in its
initial stage of process. Such information includes canning date, and the
time required to input the product data by the Farmer. More details about

product can be seen by clicking on it.
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g SUPPLYCHAIN

All Product
o Products
my products

System

publish Date
July 12, 2021, midnight

publish Date

Implementation and Results

Expiry Date

Expiry Date

Figure 4. 9: History of products and time required to create products

When clicking on the product (which is in this case "apple"), the following

details will be shown.

Figure 4. 10: Products details

The Farmer is able to sell product to the factory. By clicking on the

sell button, a new tab shows with the required information as illustrated.

The farmer can choose which user wants to sell product. The remaining

fields should be filled in as well. Finally, the submit button si clicked.
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Figure 4. 11: Set seller data

When selling a lot of product quantities, it may be sold out and in this case
the product will be removed from product list, based on the time required
to sell the products from the farmers to the factories.

ime in previous action i 0.2719 sec

cccccc

((((((

Figure 4. 12: No items to sell into farmer list
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4.5 Factory Permissions

Factory users are the second level user in terms of authorization

Django administration

Username:

permissions.

Factory

Password:

---------

Figure 4. 13: Factory user’s login interface

By logging in with factory user login information and navigating through
the submenu of products, the products list that are bought from the farmer

will be listed as Figure 4. 14.

‘9 SUPPLYCHAIN

All Prod
e Products

my products

Name Count publish Date Expiry Date
apple 100 July 12,2021, midnight July 13, 2022, midnight

Name Count publish Date Expiry Date

Figure 4. 14: Products list on factory dashboard
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By clicking on particular products within the previous list, the details will
be viewed. It can be noticed that the factory data has been added to product
as it shows below, under the sections of canning date, factory humidity,

and the e-contract signed to trade the product.

Product Details

Figure 4. 15: Products details on factory dashboard

The factory will sell the products to another user called distributor which
Is already registered in system. The following screenshot shows the
required details that the factory should fill to sell their product to the

distributer.
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Sellieey

Figure 4. 16: Factory selling items to distributer

After submitting, 100 items have been sold and in this case this product

will be sold out and disappear from the factory product list.

é‘ SUPPLYCHAIN

Products

Name Count publish Date Expiry Date

Name Count publish Date Expiry Date

Figure 4. 17: Products sold out
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4.6 Distributer Permissions

The distributor sells products to the markets, and it is possible to sell
all the product and the quantity runs out, or sell part of it according to the
buyer’s request, the owner of the market. Here the product is divided into
two parts. If all the product is sold, it be an electronic contract between the
seller and the buyer of the product, and if part of the product is sold, there
be two electronic contracts for part of the product to be sold for the market
and contains all the details of the product and the second electronic contract
for the part of the product that does not belong to the market remains with
the distributor.

In the distribution stage, apply reliability using cryptographic algorithms
HMAC and RSA on products to ensure the safety of products from
counterfeiting or tampering and protect the access of the product from
distributors to the market without forgery or manipulation of the product
by using the hacker algorithms and the time taken in the sales process and
the security is very little and by measuring the entropy of the algorithms
used in the security and a large random value appeared that proved the
strength of the algorithms used to protect the product during the
transportation process and proved the accuracy system high through the
Message digest. It can be noticed that Hash1 at distributors is matching
Hash2 in the markets which mean that the message digest is valid.
Otherwise, it is not valid, may be fraud or manipulation happened during

the operations of selling and transferring the product.
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!

Figure 4. 18: Product details on the distributor dashboard

4.7 Marketer Permissions

The marketer (retailer) is the last destination of the sold product.
After logging in with the marketer account, the last can browse the list of
products that are bought from distributer by clicking the “My products”

button. In this example, the product is “apple juice” as shown in the figure
below.

60




Chapter Four System Implementation and Results

g SUPPLYCHAIN

All Product
. Products
my products

Name Count publish Date Expiry Date

mato Paste 1000 July 12, 2021, midnigh

apple juice 100 July 12,2021, midnigh

Name Count publish Date Expiry Date

Figure 4. 19: Retailer's list of products

When clicking on the product, all details that are stored in the system and
have been inserted by (farmer, factory and distributor) will be viewed, in

addition to other details inserted by the marketer.

[m]
[=]

[=]

Figure 4. 20: Product details on retailer dashboard

Moreover, the contract list displays all details of the seller and buyer. After
this step, the QR code be set up to access products information easily.
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6‘ SUPPLYCHAIN

& Al Product

Figure 4. 21: Contract

One of the aspects that have been added to the proposed system is
the use of a QR code to read product information by scanning it. As a result,
the market user be able to scan the code and view all details related to
hashed signature, as illustrated in Figure 4.21. By hovering the phone’s
camera over the QR code, all the products details will be shown from its
origin to retailer, including the different environmental aspects that it
passes through (such as temperature and humidity), and also other details
regarding canning date, expiry date. In addition, all sell-buy contracts will
be listed.
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S S 8
Satat ) V152 BESI0S" pub

Figure 4. 22: QR code sample

Table 4.2 shows the requirements of marketing and their results in the

proposed system.
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Table 4. 2: Results of the proposed system

Properties of Simple Backup Easy to Protected Reliable | Fast
system interface plan maintain using
authentication
Marketing v v v v v \i
Requirements
Accurate v " " " ® v ®
information
Easy to use v v x v x x \4
Fast response v ® X X \4
Durable v ® ® A X v
system
Secure v v x x v v x
system
Tracking v x ® ® x x x
Targets for Python Daily x HMAC 5QLlite | QR
Marketing Language RSA
reguirements

The time has been calculated regarding the process of entering the product
information into the system by the farmer, the time of selling the product
from the farmer to the factory, the time taken to sell the product from the
factory to the distributors, the time taken to sell the product from the
distributors to the market, and the total time taken for the system as well.

Further, the digest time for each stage of the selling and purchasing of the
product that takes place between farmers and factory owners, between
factory owners and distribution owners, between distribution owners and
market owners, and the total time for Digest time. Finally, the percentage
of signature time in all operations from the original time of the system has

been calculated.
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Table 4. 3: Total time of system

System Implementation and Results

Create the | Sell product Sell product Sell product from Total time
product from farmer factory to distributor to market to system
to factory distributor

Execute time 0.2449 sec 0.2088 sec 0.2518 sec 0.2823 sec 0.9878 sec
Digest time _ 0.00499 sec 0.00499 sec 0.00499 sec 0.01497 sec
This is the signature _ _ _ _ 0.01%
time for all transactions
from the original time

Entropy is a physical feature that can be measured scientifically, and its
most common association is with states of disorder and randomness. The
equation below shown how its value can be obtained.
S=—ksdipilogpi  (41) [45]

One of the algorithms applies Optimization Such as Genetics This is a
future work has been calculated Supply chain to ensure the accuracy and
security of the product, and there is no fraud or manipulation of the product
during the stage of buying, selling and transferring. In the Supply chain the

product is based on the Message digest as shown in the table .

Table 4. 4: Product accuracy

Sell product Sell product Sell product

from farmer from Factory from distributor
Signature to factory to distributor to market

isvalid : True isvalid : True isvalid : True
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4.8 Evaluation of the Proposed System

When evaluating the role of suppliers within supply chains, there are
a number of attributes that are taken into consideration. These may include
its efficiency, flow, integration, responsiveness and customer satisfaction.
Being a form of collaboration between buyers and sellers, there are certain
aspects which require special attention in order to avoid any complaints
made by customers, such as how efficient the purchase-to-order time cycle
Is, the way in which the product quality is assured, and the extent to which
the capacity is flexible.
Each of HMAC, RSA and SHA-512 are algorithms applied to ensure the
secure cryptography criteria, which are in turn determined by the sizes of
keys, time required in computation, and the amount of power being
consumed.

e Because of the evolution of cryptanalysis and the expansion of
computational abilities that are provided to adversaries, it is
necessary that the encrypting keys increase in size over time in order
to ensure sufficient security for a fixed protection life duration.

e RSA is distinguished by its combination of low verifying expenses
and rather high sign operation expenses.

e As for the encryption time, it is found to be more favorable in RSA

than in other algorithms.

For the aforementioned reasons, the HMAC has been used as part of the
proposed system, along with the use of the RSA cryptography function to
get acceptable results in securing plain message send over the internet
between sender and receiver. The product’s data encrypted on the sender

side and decrypted on the receiver side using the private key. In case the
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keys are identical, this means that the message is secured. Otherwise, it is

an indicator that the message has been altered by a third part. The proposed

system is evaluated by means of drawing a comparison between the

implementation results of the proposed system to those that have been

obtained in other related works.

It has been found that the time required for the product to get from the farm

to the market is (0.9878 sec) in the paper of Ahmed Iftekhal, whereby the

supply chain is used [46]. The data presented in Table 4.6 shows the time

to market for fresh vegetables in Meena Bazar (3). The standards of

facilities and handling was considered as weakest performance in terms of

rating in this analysis.

Table 4. 5: Time of selling product from farmer to market

Create the Sell product | Sell product | Sell product | Total time
product from farmer factory to from
. to factory distributor | distributor to
Execute time
market
0.2449 sec 0.2088 sec 0.2518 sec 0.2823 sec 0.9878 sec

Table 4. 6: Time of retail storage to market

Time to Market

Retail storage

Fresh vegetables in Meena Bazar
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Chapter Five

Conclusions and Future Works
5.1 Conclusions

Overall, the main goal of this thesis is to provide a food traceability
system to follow products from their resource to the retailer using supply chain
technology. The proposed system traces products in different stages, each of
which has information inserted to the system under the same product ID.
Therefore, retailer is able to follow the product from the moment it leaves the

farm. The main findings can be concluded as follows:

1. Accurate information: the contracts and all the details and details have
been added to the database through the Distributor himself, so the
information is accurate and reliable and there is no any manipulation on
product’s data.

2. Easy to use: the interfaces are very simple and easy to use. Everyone
who is upset takes an account from the admin. This account is given by
the admin, each person according to his occupation, whether he belongs
to the group of farmers, the group of factories, the group of distributors,
or the group of marketers.

3. Fast response: the fast response will reduce the time, and everyone (the
farmers, factory owners, distribution owners and market owners) will
have a system to communicate between each other, so the program will
be light and reliable, meaning there will be no delay in the response.
Moreover, system timing is very accurate.

4. Easy to maintain: the maintenance time is very short.
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Security: our system uses encryption algorithms such as HMAC, RSA
to ensure the security and reliability of data.

Simple interface: the fewer the complications that exist in the interfaces,
it will reduce the errors that occur to me in a system, thus reducing the
gaps that occur to me in a system, and therefore it will give me more
strength and protection for the multi-system.

Tracking: our system implements tracking operations in supply chain.
SQLite: SQLite database has been used due to strong data protection
and easy penetration fast.

QR Code: Here the user gets the product information. This information
Is given to the user in full, from harvesting the product or obtaining the

product until it reaches the market.

Another interesting conclusion about implementing similar system using

Jotform platform can be summarized as follows:

1.

In Jotform platform, there are four forms that have been created (farmer,
factory, distributer, and retailer) to insert the product information. Each
form represents a phase through which the product passes within the
supply chain system.

Peer-to-peer nodes represents people who want to assets the system and
trace inserted information such as government, national security and
taxes. They are connected with the system through the distributed
ledger, which is the block-chain technology. Therefore, its data will be
inclusive to trace goods from its origin to the retailers.

The collection of the restored information will be linked by the
Distributed Ledger using API.
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Finally, proposed approach provides a secure product traceability system for
comprehensible production information and prevents manipulation, increases
reproduction, deterioration, and use of unnecessary and dangerous chemicals.
It has been concluded that the proposed system is more convenient to be
applied, as it decreases the amount of efforts and costs needed to transport the
products, as well as the contracts and meetings by providing a higher security

for the product data.
5.2 Future Works

The proposed work motivates to think about some future works:

1. Building supply chain system based on block-chain technology. In other
words, the current system will be implemented on multiple nodes so that
the data will be replicated on multiple sites in network.

2. Developing the system by adding loT capabilities. For example, a real
time tracking is important for high value products. 10T devices can track
these products from source location to current location providing up to
date information such as temperature, humidity, etc.

3. In order to obtain more accurate entropy rates, the optimization or
genetics algorithm can be applied to the entropy results that have been
obtained.

4. Propose system can be implemented on a cloud platform and then

promoted in the marketplace.
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Appendix A / (System Implemation using Google Sheets DB)

A.1l. Block chain Implementation

In this section, explain implementation. First, we provide an overview of our
system main needs. Second, move into detail for each of the core component
the database and distributed ledger. Finally, discuss our final implementation
outcome into a conclusion. Briefly, database implementation summaries in
main two steps: utilizing google sheet and Jotform forms. On the Jotform side
every member has a form to fill connected via email address to google
document. On google sheet, have a various database fields to store product
data on its different phases. System four members (farmer, factory, distributer
and retailer) each has an email address on the Jotform platform linked to other
users emails. This make product data available and accessible to recent
members. The following screenshots illustrates various users’ forms. Figure
A.7 shows Jotform interface. It has five various forms (registration form,

farmer form, factory form, distributer form and finally retailer form).

My Forms | JotForm x  + = a X

“ C @& jotform.com/myforms * 0 » @ H

0 JotFo’m My Forms v My Forms Templatesv Themesv Featuresv  Supportv Pricing g
[ SAVE 50% ] 7

g ) stor 2021 oo | (it ] @ secrbrrums |

Farmer (supply chain)

MY FORMS o

B All Forms 2
Factory(Supply Chain)

(4}
register

Favorites

Retaler(Supply Chain)
@ Archive a

@ Trash a Distributor(Supply Chain)

Figure A. 1: Jotform interface
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In this section, are going to propose system implementation in steps.

1. After registering all users and authentication completed. System
members can have fully access to jotform interface and able to fill
individuals’ form. The farmer is firstly filled form details and then
submitit. These data are stored to a google sheet as it shows below.

Every field of the form has an column in the sheet to store its data.

C R e e e s R IR TELCE
@ win g M= ® @ Yr Farmer (supply chain) a
020 , ’ Al ke clilayl d S gl s e g a3 uile
B|” -V Re -rlp~-L = B& AsIB| |- v (Adal) s | v123 00 O EOP | v PE -~
on Dat:
B 0 5 - ' K L
1 Submission Date sellerl buyerl Unigue ID I unite type lcountl farm temp I farm humidity I compost type } seed type ] harvest date My Products: Products
Product Name (Amount: 10.00 USD, Que
/] Subtotal
Tax
2020-12-03 4:47-11 noor shahad 1 2 2 2 2 S ST 12-04-2020 Total: 10.00
Product Name (Amount: 10.00 USD. Quz
Subtotal
Tax
2020-12-03 4:53:56 noor  shahad 2 bY) 1 1 S Sy 12-04-2020 Total: 10.00

Figure A. 2: Database on google sheet

Once data stored successfully to the system and passed to the next form a thank

you message shows to the users as it shows below.
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b4 JotForm Fomsuider ~ Farmer (supply chain)

FORM SETTINGS PPN THANK YOU PAGE

CONDITIONS ® Show a Tharik You page

Create conditional logic.

EMAILS F- - B 7

Send emails after submissions.

v A~ PmE o EH~ 3{ FormFields v

NTEGRATIONS
EMAILS
Send emails after submissions.

. FMAIIS
EMAILS
Send emails after submissions.

The request has been received within the Cheese
Industry Company, which is connected to the
secured supply network with the Block Gene

System!

NTEGRATIONS

Connect your form to other apps.

THANK YOU PAGE Your subsmission has been received

Shown after form submit

MOBILE NOTIFICATIONS

Customize your app notifications.

Figure A. 3: Thankyou message shows to the user once form submitted correctly

1. Farmer form will already have related records to the product
significantly, it’s ID that will be the same in all supply chain phases.
Afterthought, the same strategy followed with distributer and retailer.
They be able to view the previous information and insert the new
updates to their accessed form.

2. Every member of the system has an email address to be access the
database and get a notification once a new information received.

3. Finally, all previous sheets which are represented the database are

collected to a distributed ledger.
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Qa v 0DE»® :

<« C @8 jotform.com/build/203

25284046/settings/emai

\ “:."“A

Add Collaborators

,7 jotForm Form Builder ~ Factory(SuppIy C.ha.i.n) L

FORM SETTINGS NEW EMAIL
Please select an email type below to create your email

Form status and properties.

CONDITIONS @ Add an email

Create conditional logic.

EMAILS
Send emails after submissions. NOTIFICATION 1

Name ™ distrabutersupplychain199@gmail.com
INTEGRATIONS

Connect your form to other apps.

THANK YOU PAGE

Shown after form submit.

MOBILE NOTIFICATIONS

Customize your app notifications.

Figure A. 4: Factory has a new email send to alert user on new data updated on

from the previous form

« C @ jotform.com/build/203361688326055/settings/emails Q % 0 » 0 :

,’ JOtForm Form Builder ~ D'StnbUtor(Supply Chaln) 182 Add Collaborators

FORM SETTINGS NEW EMAIL

Form status and properties. i
Please select an email type below to create your email

CONDITIONS O Add an email

Create conditional logic.

EMAILS

Send emails after submissions. NO ATION 1

Name ™ Marketersupplychain199@gmail.com

INTEGRATIONS

Connect your form to other apps.

THANK YOU PAGE

Shown after form submit.

MOBILE NOTIFICATIONS

Customize your app notifications.

Figure A. 5: distributer has a new email send to alert user on new data updated on from

the previous form
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In order to describe the efficiency and feasibility of the presented system, a
case study has been proposed. Typically, the food traceability system is
performed in insignificant appropriate product version. The proposed system
Is designed and managed under the Hyperledger Fabric. It is designed as a
framework for developing applications or solutions with a modular
architecture. The system depends on the data inserted by the farmer, which
includes the general product information. This data is stored inside a ledger in
the Jotform server. Next, an update is shared by the factory. After that, the
distributor enters the next update to the product’s information. Finally, it
reaches the retailer. Using the product ID, the retailer will be able to view
product information. For data setup, three nodes are deployed to evaluate the
system. Each node represents a known organization that uses the distributed
ledger information to trace food. The following figures illustrate the graphic

representation of the inserted ledgers and the results that are obtained.

Distributor

The distributed ledger is the result of product information, which shared by
network user and make customers, trace their goods information and current
position. Finally, the peer-to-peer nodes represent the Ministries of
Agriculture and Trade, which are connected and able to access data in the
distributes ledger. Each node has individual information such that they can

communicate with each other.
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Figure A. 6: Supply chain and distributed leger

As a result, a number of advantages have been observed with the proposed
system. First, it is a reliable system that leads all participating nodes to directly
inform when a product’s information changed. Therefore, it prevents data
manipulation and product stealing. Second, it is a model that links system
entities to a supply chain network and stores these entries in a register
distributed by many nodes. This large number of nodes involved in the block
chain enables the end user to track the stages and origins of each product in

the chain.
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