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ِيمالرحِ منِ حِ الرِ ِاللِ سمِ ـ بِ

ِ

 

ُِِ ُسُلللللول ر  ِو  ُُلللللمو ُ م    ُِ ِْو  لللللي ر  اللّ س  م  لُللللواوِ وُ ِا  ْ قلُلللل و 

ِ   َ ْ ال  لل   َ ِو  لل ِالوَ يو للْل م   ُ ِى ل للِِ َ ون  للدرُ  س  ِو  نلُلون  م  الومُؤو و 

ِد عوم  وُنِ  ُُندمُو ِْ ُُمِب م  ِاللّ ينُ ب  ئُ

ِ

ِصَقِاللِألع يِالعظيمِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِِ

ِ

 501الدوبةِ:ِ

  

ِ

ِ

ِ

ِ

ِ

ِ



ِ

ِةــالخلاص

ِ

جعذ جمٌية اخفاء الوعلوهات هني الوواينيا الوةونة الحنا جٌنام ااحواهنا فيينلا ينا العذ نذ  

رسنالة سنل ة بنيي ينلييي بةل منة  إرسامهي الودالات وهٌةا الكحابة الوخفية الحا اا عولية 

 جوٌا الوحةفل هي افحشاف وخوداا .

 ثبٌفس السدن . ولذ اسنحعولداخل صورة  أفثل ةذف الٌظام الومحلذ اخفاء صورة او  

 . الإخفاءيل مة هصفويات الوزج يا عولية 

هلزلة الفسص ، هلزلة الحسو ل ، هلزلة اًشناء هصنفوية  -:  حضوي الٌظام الومحلذ  

الصننور الوننلاد خلةةننا ، هلزلننة اخحيننار هصننفوية الوننزج الوٌاسننية ،هلزلننة يننل  هصننفوية 

 الفلق.هلزلة  واخيلا هلزلة الحسو ل ،الصور الولاد هزخةا بوصفوية الوزج ، 

ك الكحابة الوخفينة الرنل ة زينك  كنوى الوفحناذ سنل ا بنيي ائ عذ الٌظام الومحلذ هي يل 

ك الحنا عالدنث هرن لة ائنالولسل والورحلن و وثل اٌا هصفوية الوزج وفنلل   عحينل هني الةل

)  يننا عوليننة اخفنناء محننلذالو                سننعة اليياًننات الوخفيننة الولسننلة زيننك ًدننر الٌظننام 

الٌظنام ًحنائح خينذة وهميولينة  أعةن هي صورة داخل صورة وازذة . ولذ  أفثل  ولأوم هلة (

 والحسصيي وهماوهة الافحشاف. والأهٌيةلحليية هحةليات الدودة والرعة 

   . 6.5 الإصذار(  Mathlabلمذ جن جٌفيل الٌظام الومحلذ باسحعوام لغة )  

 

 

 

 

 



 

Abstract 

  

 The steganography technique can be considered as one of the important 

subjects that obtained a great interest in many fields, such as a hidden writing , 

that is considered as a process for transmission secret message between two 

sites in a way that prevent its existence . 

 The proposed system provides a hidden one image or                more ( 

simultaneously) inside the cover image with the same size. The proposed 

system used the mixing matrix as a method for information hidden 

(Steganography) . 

 The proposed system contains: Test stage, Dimension Transformation 

Stage, Mixing Image Matrix Formation Stage, Selection of  Mixing Matrix Stage, 

the Mixing stage , Dimension Transformation Stage, and Difference Stage . 

 This system is considered as a method of secret writing, since the secret 

key is maintained between the transmitter and receiver. This key is 

represented by the mixing matrix. And also the system can be considered as a 

method of treating the problem of the capacity of the hidden message. The 

system is successful  in the process of hiding ( for the first time) of more than 

one image inside the cover, and the result was very good and accepted to 

provide the requirements of goodness, security, robust, capacity and 

resistance to attack.. 

 The system was implemented by using MATHLAB version 6.5 . 
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5.5 Overview 
 The idea of Information Hiding can be traced back to a few thousands 

years ago . In many rivalry environments, concealing the existence of 

communication is desirable to avoid suspicion from adversaries [1]. 

 Data hiding represents a class of processes used to embed data into 

various forms of media such as image , audio , or text . The embedded data 

should be invisible to a human observer [2]. 

 Information hiding techniques have recently become important in  a 

number of application areas. 

Digital audio, video , and image are increasingly furnished with distinguished 

but imperceptible marks which may contain a hidden copyright notice or a 

serial number or even help to prevent unauthorized copying directly . Military 



communication systems make an increasing use of traffic security techniques 

which, rather than merely concealing the content of a message using 

encryption , seek to conceal its sender , its receiver or its existence [3]. 

 Techniques and applications of Information Hiding have been 

increasingly more sophisticated and widespread[4]. Information Hiding can be 

classified as shown in figure (1.1). 

 

 

 

 

 

 

 

 

 

 

 

 

                 Figure (5.5) Information hiding classification 

 Digital steganography is an ancient art of conveying message in     a 

secret way that only the receiver knows the existence of message [5] .  

Steganography,derived from Greek, literally means "covered writing" [6]. 

Information Hiding 

Digital Watermarking 

Semi Private Private Public 

Digital Steganography 

Secret Key Pure Public Key 



 Digital watermarking is employed in an attempt to provide a proof of 

ownership and identify illicit copying and distribution of multimedia 

information [7]. 

 Data hiding techniques should be capable of embedding data in      a 

host signal with the following restrictions and features: 

        1. The host signal should be nonobjectionally degraded and the      

embedded data should be minimally perceptible. (The goal is for the 

embedded data to remain hidden. As any magician will tell you, it is 

possible for something to be hidden while it remains in plain sight; 

you merely keep the person from looking at it. We will use the words 

hidden, inaudible, imperceivable, and invisible to mean that an 

observer does not notice the presence of the data, even if they are 

perceptible.)  

        2. The embedded data should be directly encoded into the media , rather 

than into a header or wrapper, so that the data remain intact across 

varying data file formats. 

        3. The embedded data should be immune to modification ranging from 

intentional and intelligent attempts at removal to anticipated 

manipulations, e.g., channel noise , filtering , cropping ,etc. 

       4. Asymmetrical coding of the embedded data is desirable , since the 

purpose of data hiding is to keep the data in the host signal , but not 

necessarily to make the data difficult to access. 

         5. Error correction coding should be used to ensure data integrity . It is 

inevitable that there will be some degradation to the embedded data 

when the host signal is modified. 



      6.The embedded data should be self-clocking or arbitrarily re-entrant. This 

ensures that the embedded data can be recovered when only fragments 

of the host signal are available, e.g., if a sound bite is extracted from an 

interview, data embedded in the audio segment can be recovered. This 

feature also facilitates automatic decoding of the hidden data, since 

there is no need to refer to the original host signal [2].   

 

 -]:6[Methods  Hiding Information  2.5 

 The onset of  computer technology and the Internet have given new life 

to steganography and to the creative methods with which it is employed. 

Computer-based steganographic techniques introduce changes to digital 

carriers to embed information foreign to the native carriers. 

      Steganography encompasses methods of transmitting secret messages in 

such a manner that the existence of the embedded messages is undetectable. 

Carriers of such message may resemble innocent sounding text, disks, network 

traffic and protocols, the way software or circuits are arranged, audio, images, 

video, or any other digitally represented code or transmission. 

 

a- Hiding in Text 

 Documents may be modified to hide information by manipulating 

positions of lines and words. HTML files can be used to carry information since 

adding spaces , tabs ,"invisible" characters and extra line breaks are ignored by 

web browsers . The "extra" spaces and lines are not perceptible until revealing 

the source of the web page. 



b- Hiding in Disk Space 

 Other ways to hide information rely on finding unused space that is not 

readily apparent to an observer. Taking advantage of unused or reserved space 

to hold covert information provides a means of hiding information without 

perceptually degrading the carrier. The way operating systems store files 

typically results in unused space that appears to be allocated to files. This " 

allocated " but available space is known as stack space.  

 Another method of hiding information in file system is to create a 

hidden partition. These partitions are not seen if the system is started 

normally. However , in many cases , running a disk configuration utility exposes 

the hidden partition . These concepts have been expanded in       a novel 

proposal of a steganographic file system. If the user knows the file name and 

password, then access is granted to the file; no evidence of the file exists in the 

system of the hidden files . 

 

c- Hiding in Network Packets  

 Characteristics inherent in network protocols can be taken advantage of 

to hide information . An uncountable number of data packets are transmitted 

daily over the Internet .Any of which can provide an excellent covert 

communication channel. For example , TCP/IP packets can be used to transport 

information across the Internet. These headers have unused space and other 

features that can be manipulated to embed information. See  Appendix A for 

an illustration of hiding information TCP/IP packet headers [6]. 

 

d- Hiding in Software and Circuitry 



 Data can also be hidden on the physical arrangement of a carrier. The 

arrangement itself may be an embedded signature that is unique to the 

creator. An example of this is in the layout of code distributed in a program or 

the layout of electronic circuits on a board . This type           of " marking " can 

be used to uniquely identify the design origin and cannot be removed without 

significant change to the work . 

e- Hiding in Audio and Images  

 Many different methods for hiding information in audio and images 

exist. These methods may include hiding information in unused space in file 

headers to hold "extra" information. Embedding techniques can range from 

the placement of information in imperceptible levels (noise), manipulation of 

compression algorithms, to the modification of carrier properties . In audio , 

small echoes or slight delays can be added or subtle signals can be masked by 

sounds of higher amplitude . 

 In images , modifying properties such as luminance , contrast, or colors 

can be used . These methods hide information in audio and images with 

virtually no impact on the human sensory system. 

 

5.1 Literature Survey:- 

 

 A.Tumoas (1996)[8], proposed an algorithm for hiding bit selection in 

digital image. The basic idea is to use a pseudorandom permutation of the 

cover bit .This kind of hiding system is called substitution method of invisibility. 

An experimentation of the algorithm on grayscale images . 



 W.Bender,D.Gruhi,N.Morimoto and A.Lu(1996)[2], introduced several 

methods to embed data into digital media ,one of these methods is called 

"Patchwork" . Two patches are chosen pseudorandomly , the first A, the 

second B . The image data in patch A are lightened while the data in patch B 

are darkened . This unique statistic indicates the presence or absence of a 

signature .Patchwork is independent of the contents of the host image . It 

shows reasonably high resistance to most nongeometric image modifications.      

 S.Joshua and C.Barrett (1996)[9], introduced several spread spectrum 

data – hiding method. These techniques used the message data to modulate a 

carrier signal , which is then combined with the cover image in section of non 

overlapping blocks. The message is extracted via cross correlation between the 

stegoimage and the regenerated carrier , hence , cover image escrow is not 

necessary. A threshold operation is then performed on the resulting cross 

correlation to determine the binary value of the embedded data bits. 

 W.Andreas and W. Gritta (1998)[10] presented a steganography system 

which embeds a secret message in a video system. A signal path is transferred 

by a Discrete Cosine Transformation(DCT) based. The result is the technical 

realization of a steganography algorithm whose security is established by 

indeterminism within the signal path. 

 M.Lisa and B.Charles (1998)[11] , employed a method for reliable blind 

image steganography that can hide and recover a message of substantial 

length within digital imagery while maintaining the original image size and 

dynamic range . The message embedded by this method can be in the form of 

text , imagery , or any other digital signal . 



 J. Fridrich (1998)[12],presented steganographic technique for embe-

dding message in palette –based images, such as GIF files. The technique 

embeds one message bit into one pixel . The pixels for message embedding are 

randomly chosen using a pseudo-random number generator seeded with 

secret key . For each pixel at which one message bit is to be embedded , the 

palette is searched for closest colors. Indeed, numerical experiments indicate 

that the technique introduces approximately four times less distortion to the 

carrier image than EZ Stego. A technique that introduces less distortion to the 

carrier image will generally cause changes that are more difficult to detect, and 

will therefore provide more security.  

  

 J.J.Chae and B.S.Manjunath (1999)[13], presented a technique for 

embedding image data that can be recovered in the absence of the original 

host image. The data to be embedded, referred to as the signature data , is 

inserted into the host image in the DCT domain. The signature DCT coefficients 

are encoded using a lattice coding scheme before embedding. Each block of 

host DCT coefficients is first checked for its texture content and the signatured 

codes are appropriately inserted depending on a local texture measure. 

Experimental results indicate that high quality embedding is possible , with no 

visible distortions. Signature images can be recovered even when the 

embedded data is subject to significant lossy JPEG compression. 

 N.K.Abdulaziz, K.K. Pang (1999)[14], presented a technique for robust 

data embedding , which uses a source and channel coding framework for data 

hiding. The data to be embedded , referred to as the signature data, is source 

coded by vector quantization and the indices obtained in the process are 

embedded in the transform coefficients of the host image. Transform 



coefficients of the host are grouped into vectors and perturbed using error-

correcting codes derived from BCH codes. Compared to prior work in digital 

watermarking, the proposed scheme can handle a significantly large quantity 

of data such as a gray scale images. 

 J.J Chae and B.S Manjunath (1999)[15],proposed  a video data 

embedding scheme in which the embedded signature data is reconstructed 

without knowing the original host video. The proposed method enables high 

rate of data embedding and is robust to motion compensated coding, such as 

MPGE-2. Embedding is based on texture masking and utilizes a multi-

dimensional lattice structure for encoding signature information. Signature 

data is embedded in individual video frames using the block DCT. The 

embedded frames are then MPEG-2 coded . At the receiver, both the host and 

signature images are recovered from the embedded bit stream.  

 E.T.Lin and E. J.Delp (1999)[16], presented overview the use of data 

hiding techniques in digital images. They described how one can use 

steganography to hide information in a digital images.    

 L. Yeuan and C. Ling (2000)[5], presented an image steganographic 

model and proposed a new high-capacity embedding / extracting module that 

is based on the variable – sized LSB insertion . In the embedding part , based 

on the contrast and luminance property , these use three components to 

maximize the capacity , minimize the embedding error and eliminate the false 

contours. 

 S. Areepongsa, N. Kaewkamnerd, Y. F. Syed, and                         K. R. Rao 

(2000)[17], presented a method to image retrieval by using steganography 

technique . They extract some image features as shape, color  and texture 



,then hidden in database images are compressed by using CHC-RIOT Wavelet 

based coder. 

 S.Abdullah (2001)[18], presented a method to hide small Arabic texts in 

two cover types : the first cover is another Arabic text , where the embedding 

depends on the natural feature of Arabic , the second cover is an image ; the 

process uses three methods : Hiding by modulo 2 of LSB block , Hiding by 

modulo 2 with Encryption and hiding in blue channel of pixel . 

 A. Jafer (2002)[19], presented a method for hiding an image inside 

another image , and this method involves Wavelet Transformation Techniques 

. 

 H.Al Khafaji (2003)[20], employed a method for hiding an image with 

different color levels ( True color , color-256, gray ) inside another image with 

the same size , using five different methods : Image Downgrading method , 

Least Significant Bit Insertion , Modulo Mechanism , Hybrid Method and 

Similar – blocks method. 

 C.julio, L.Ignacio,T.Juan and G.Arturo (2005)[ 21 ], presented and 

analyzed a novel methodology that illustrates how games (such as Chess, 

Backgammon, Go, etc.) can be used to hide digital contents. They also look at 

some of its possible advantages and limitations when compared with other 

techniques, discussing some improvements and extensions. Finally, they 

present the results of a first implementation of an open-source prototype, 

called STEGOGO, for hiding digital contents in Go games. 

 H.Ewa, B.Derek and W.Cheong Kai (2006) [ 22  ], examined the methods 

of hiding data in the NTFS file system. Further they discuss the analysis 

techniques which can be applied to detect and recover data hidden using each 



of these methods. They focus on sophisticated data hiding where the goal is to 

prevent detection by forensic analysis. Obvious data hiding techniques , for 

example setting the hidden attribute of a file , will not be included . Hidden 

data can be further obfuscated by file system independent approaches like 

data encryption and Steganography . This paper is only concerned with the 

methods which are made possible by the structure of the NTFS file system, and 

with the recovery of hidden data, not its interpretation. 

  

 

 

 

 

5.1 Aim of the Thesis:- 

 

 The aim of this thesis is to design and test an algorithm to hide one or 

more images inside one image without affecting of cover image to avoid 

drawing suspicion to transmitted image. 

 

5.1 The Contents of Thesis:- 

 

The remain of this thesis :- 

 Chapter Two: includes a background to steganography theory, 

applications of images steganography, including the types of 



steganography, steganography tools, methods for hiding information , 

and finally a background to the independent component analysis . 

 Chapter Three: presents the new proposed image steganography system  

in its two parts: the embedding part and the extracting part. 

 Chapter Four: deals with the results of the proposed system. 

 Chapter Five: gives the conclusions and some recommendations for 

future work. 

     

 Introduction 2.5 

 Steganography ( literally , covered writing ) is the art of hiding 

information in ways that prevent the detection of hidden message [6].It 

includes a vast array of secret communication methods that conceal the very 

existence message [23]. 

 Steganography has its place in security . It is not included to replace 

cryptography but supplement it . Hiding a message with steganography 

methods reduces the chance of a message being detected . If the message is 

also encrypted then it provides another layer of protection [24]. Therefore , 

some steganographic methods combine traditional cryptography with 

steganography , the sender encrypts the secret message prior to the overall 

communication process , as it is more difficult for an attacker to detect 

embedded cipher text in a cover . 

This chapter is organized in the following manner. In section 2 Steganography 

System is described. Then, Characterization of Steganography System is 

introduced in section 3 . In section 4, Applications of Images Steganography 

are explained. Steganography types is introduced in section 5. In section 6, 

Classification of Steganography Techniques is described. Then, Steganography 



Tools is described in section 7. In section 8, Independent Components 

Analysis(ICA) is explained. Fidelity Criteria is introduced in section 9 .   

 

 

 

 

 

 

 

 

 

2.2 Steganography System [25] :- 

  

 A general steganography system is shown in figure (2.1). 
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                   Figure (2.5) General Steganography System  

 

It is assumed that the sender wishes to send , via steganographic transmission , 

a message to a receiver. The sender starts with a cover message , which is an 

input to the stego-system, in which the embedded message will be hidden. The 

hidden message is called the embedded message .  

The algorithm may , or may not , use a steganographic key (Stego key), which is 

additional secret data that may be needed in the hidden process. The same key 

( or related one) is usually needed to extract the embedded message again . 

The output of the steganographic algorithm is the stego message .The cover 

message and stego message must be of the same data type , but the 

embedded message may be of another data type. The receiver reverses the 

embedding process to extract the embedded mess-age. 

 

 

 

 

2.1  Characterization of Steganography System:-    

 

Embedded (hidden) message Extracted (hidden) message 



Steganographic techniques embed a message inside a cover. Various features 

characterize the strengths and weaknesses of the methods. The relative 

importance of each feature depends on the application [16]. 

 

 

a- Robustness:- 

 The embedded information is said to be robust if its presence can 

be reliably detected after the image has been modified but not destroyed 

beyond recognition. Examples are linear and nonlinear filters (blurring, 

sharpening, median filtering), lossy compression,  scaling, rotation, noise 

adding , color quantization (as in palette images), etc. 

  We emphasize that robustness does not include attacks on the 

embedding scheme that are based on the knowledge of the embedding 

algorithm or on the availability of the detector function. Robustness 

means resistance to “blind”, non-targeted modifications, or common 

image operations [26,16]. 

 

b- Undetectability:- 

 This property is typically required for secure covert communication. 

That is mean, the embedded information is undetectable if the image 

with the embedded message is consistent with a model of the source 

from which images are drawn.             For example, if a steganographic 

method uses the noise component of digital images to embed a secret 

message, it should do so while not making statistically significant changes 



to the noise in the carrier. The concept of Undetectability is inherently 

tied to the statistical model of the image source. If an attacker has a more 

detailed model of the source, he may be able to detect the presence of a 

hidden message. It is worth mentioning that the ability to detect the 

presence does not automatically imply the ability to read the hidden 

message [26].  

 

c- Invisibility ( Perceptual Transparency ):- 

 The act of hiding the message in the over necessitates some noise 

modulation or distortion of the cover image. It is important that the 

embedding occurs without significant degradation or loss of perceptual 

quality of the cover. In a secret communications arouses suspicion of the 

presence of hidden data in a stego-image, the steganographic encoding 

has failed even if the attacker is unable to extract the message. 

Preserving perceptual transparency in an embedded watermark for 

copyright protection is also of paramount importance because the 

integrity of the original work must be maintained. 

 For applications, where the perceptual transparency of embedded 

data is not critical, allowing more distortion in the stego-image can 

increase hiding capacity, robustness, or both[16]. 

 

 

d- Security :- 



 The embedding algorithm is said to be secure if the embedded 

information cannot be removed beyond reliable detection by targeted 

attacks based on a full knowledge of the embedding algorithm and the 

detector (except the secret key), and the knowledge of at least one 

carrier with hidden message [26]. 

e- Capacity:- 

 The above requirements are mutually competitive and cannot be 

clearly optimized at the same time. If we want to hide a large message 

inside an image, we cannot require at the same time absolute 

Undetectability and large robustness. A reasonable compromise is always 

a necessity. On the other hand, if robustness to large distortion is an 

issue, the message that can be reliably hidden cannot be too long [26]. 

 

2.1 Applications of Images Steganography [16]: 

 There are many applications for digital steganography of images , 

including copyright protection, feature tagging, and secret 

communications. 

 

a- Copyright Protection:- 

 A secret copyright notice or watermark can be embedded inside an 

image to identify it as intellectual property. This is the watermarking 

scenario where the message is the watermark. The “watermark” can be a 

relatively complicated structure. In addition, when an image is sold or 



distributed, an identification of the recipient and time stamp can be 

embedded to identify potential pirates. A watermark can also serve to 

detect whether the image has been subsequently modified. Detection of 

an embedded watermark is performed by a statistical, correlation, or 

similarity test, or by measuring other quantity characteristic to the 

watermark in a stego-image. The insertion and analysis of watermarks to 

protect copyrighted material is responsible for the recent surge of 

interest in digital steganography and data embedding. 

b- Feature Tagging:- 

 Captions, annotations, time stamps, and other descriptive elements 

can be embedded inside an image, such as the names of individuals in a 

photo or locations in a map. Copying the stego-image also copies all of 

the embedded features and only parties who possess the decoding stego-

key will be able to extract and view the features. In an image database, 

keywords can be embedded to facilitate search engine. If the image is a 

frame of a video sequence, timing markers can be embedded in the 

image for synchronization with audio. The number of times an image has 

been viewed can be embedded for "pay-per-view" applications. 

 

 

c- Secret Communications:- 

 In many situations, transmitting a cryptographic message draws 

unwanted attention. The use of cryptographic technology may be 



restricted or forbidden by law. However, the use of steganography does 

not advertise covert communication and therefore avoids scrutiny of the 

sender, message, and recipient. A trade secret, blueprint, or other 

sensitive information can be transmitted without alerting potential 

attackers or eavesdroppers. 

 

 

 

 

 

 

 

2.1  Steganography types:-    

 

 Steganography is divided into three main types as described in the 

following section: 

 

a- Pure Steganography :- 

 A steganography system that does not require a prior exchange of some 

secret information (like a stego-key) is called a pure steganography. Formally 

,the embedding process can be described as                                            a mapping 

E:C× M→ C, where C is the set of possible covers , and M the set of possible 



message . The extraction process consists of                               a mapping D:C× 

→ M , extracting the secret message out of a cover. Clearly , it is necessary that 

/C/ ≥ /M/ . Both sender and receiver must have access to the embedding and 

extraction algorithm , but the algorithm should not be public [27]. 

 

 

b- Secret Key Steganography :- 

 A secret key steganography system is similar to a symmetric cipher. The 

sender chooses a cover C and embeds the secret message into C , using a 

secret key K . If the key used in the embedding process is known to the 

receiver , he can reverse the process and extract the secret message . Anyone 

who does not know the secret key should not be able to obtain evidence of the 

encoded information . Again , the cover C and the stego-object can be 

perceptually similar. Formally , the embedding process is a mapping Ek: C× M× 

K →C and the extracting process is a mapping Dk :C× K → M , where K is the set 

of all possible secret                keys [28]. 

 

 

 

c- Public Key Steganography  

  

 Public key steganography system requires the use of two keys: one 

private and one public key . The public key is stored in a public database. 



Whereas it is used in the embedding process , the secret key is used to 

reconstruct the secret message . 

 One way to build a public key steganography system is the use of a 

public key crypto system . Public key steganography utilizes the fact that the 

decoding function D in a steganography system can be applied to any cover C 

(recall that D is a function on the entire set C ) . In the latter case , there are 

random elements of M which will be results , which will be called the " natural 

randomness " of the cover . If one assumes that this natural randomness is 

statistically indistinguishable from the cipher text produced by some public key 

cryptosystem  , a secure steganography can be built by embedding cipher text 

rather than unencrypted secret mess-age [7]. 

 

 

2.6 Classification of Steganography Techniques:- 

  

 There are several approaches to the classification of steganographic 

techniques . One of these approaches is to categorize them according to the 

cover modifications applied in the embedding process. Mainly, steganographic 

techniques may be grouped into six categories                 as follows [7]: 
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Figure (2.2) Steganography Classifications. 

 

 

 

 

 

1. Substitution System : It substitutes redundant parts of a cover with            

a secret message . 

2. Transform Domain Techniques:They embed secret information in a 

transform space of the signal ( e.g., in the frequency domain ). 

3. Spread Spectrum Techniques :They adopt ideas from spread spectrum 

communication . 

4. Distortion Techniques:They store information by signal distortion and 

measure the deviation from the original cover in the decoding step. 

5. Statistical Methods: They encode information by changing several 

statistical properties of a cover and use hypothesis testing in the extraction 

process. 

6. Cover Generating Methods:They encode information in the way that a 

cover for secret communication is created. 

Information Hiding in Binary Images 

 Unused or Reserved Space in 

 Computer Systems 



 

 

2.6.5 Substitution System :- 

  

 Basic substitution system tries to encode secret information by 

substituting insignificant parts of the cover by secret message bits . The 

receiver can extract the information if it has knowledge of the positions where 

secret information has been embedded . Since only minor modifications are 

made in the embedding process, the sender assumes that they will not be 

noticed by an attacker. It consists of several techniques that will be discussed 

in more detail. 

 

 

a- Least Significant Bit Substitution(LSB):- 

 

 The embedding process consists of choosing a subset{J1…J1(m)} of cover 

elements and performing the substitution operation cji↔mi on them, which 

exchanges the LSB of  cji by mi (mi can be either 1 or 0).  In the extraction 

process , the LSB of the selected cover-element is extracted and lined up to 

reconstruct the secret message . 

 In order to be able to decode the secret message , the receiver must get 

access to the sequence of elements indices used in the embedding process. In 

the simplest case , the sender uses all cover elements for information transfer , 

starting at the first element . Since the secret message will normally have less 



bits then  I(c) , the embedding process will be finished long before the end of 

the cover , in which case , the sender can leave all other elements unchanged. 

This can , however, lead to a serious security problem ; the first part of the 

cover will have different statistical properties than the second part , where no 

modifications have been made [18].  

 

b- Pseudorandom Permutation :- 

 

 If all cover can be access in the embedding process, the cover is a 

random access cover, and the secret message bits can be distributed randomly 

over the whole cover . This technique further increases the complexity for the 

attacker , since it is not guaranteed that the subsequent message bits are 

embedded in the same order. 

 The embedding process starts with creating pseudorandom number 

generator , a sequence j1,…,j1(m) of element indices and storing the kth message 

bit in the element with the index jk , Note that one index could be appearing 

more than once in the sequence , so collision will occur. If the message is quite 

short compared with the number cover elements , the probability of collisions 

is negligible and that the corrupted bits could be reconstructed using error 

correcting code [18,29]. 

   

 

c- Image Downgrading and Cover Channels: 

 



 Image downgrading is a special case of a substitution system in which 

image acts both as a secret message and a cover . Given cover-image and 

secret image of equal dimensions , the sender exchanges the four least 

significant bits of the covers grayscale(or color) values with the four least 

significant bits out of the stego-image, thereby gaining access to the most 

significant bits of the stego-image. Whereas the degradation of the cover is not 

visually noticeable in many cases. Four bits are sufficient to transmit a rough 

approximation of the secret image [7,20]. 

 

d- Cover Regions and Parity Bits:- 

 

 Any nonempty subset of {c1,….,c1(c) } is called a cover-region. By dividing 

the cover into several disjoint regions , it is possible to store one bit of 

information in a whole cover-region rather than in a single element. A parity 

bit of a region I can be calculated by : 

B(I) = 
Ij

jCLSB 2mod)(                                                 (2.1) 

 In the embedding step, I(m) disjoint cover-regions Ii(1≤ i ≤ I(m)) are 

selected , each encodes one select bit mi in the parity bit B(Ii) . If the parity bit 

of one cover-region Ii does not match with secret bit mi to encode , one LSB of 

the value Ii is flipped. This will result in B(Ii)=mi . 

 In the decoded process , the parity bits of all selected regions are 

calculated and lined up to reconstruct the message . Again , the cover-region 

can be constructed pseudo randomly using the stego-key as a seed. 



 Although the method is not more robust than simple bit substitution , it 

is conjectured to be more powerful in many cases [19]. 

 

 

 

e- Palette-based Image :- 

 

 There are two ways to encode information in a palette-based image , 

either the palette or the image data can be manipulated . The LSB of the color 

vectors could be used for information transfer , just like the substitution 

methods presented . Alternatively , since the palette does not need to be 

stored in any way , information can be encoded in the way the colors are 

stored in the palette. For N colors since there are N! different ways to sort the 

palette, there are enough capacity to encode a small message . However , all 

methods which use the order of a palette to store information are not robust, 

since an attacker can simply sort the entries in a different way and destroy the 

secret message. 

 

f- Quantization and Dithering:- 

 

 Dithering and quantization of digital images can be used for embedding 

secret information. Some steganographic systems operate on quantizes images 

. The difference ei between adjacent pixels i  and 1i  is calculated and fed 

into a quantizer   which output a discrete approximation I  of the difference 



signal i - 1i  . Thus in each quantization step a quantization error is 

introduced . 

 For a steganographic purpose, the quantization error in a predictive 

coding scheme can be utilized , specifically, when the difference signal I  is 

adjusted in such a way so that it transmits additional information. In this 

scheme, the stego-key consists of a table which assigns a specific bit to every 

possible value of I  . 

 In order to store the ith message bit in the cover-signal, the quantized 

difference signal I  is computed. If, according to the secret table, I  does not 

match with the secret bit to be encoded, I  is replaced by the nearest I  

where the associated bit equals the secret message bit. The values I  are 

those fed into the entropy coder. At the receiver side, the message is decoded 

according to the difference signal I  and the stego-key [7]. 

 

 

g- Information Hiding in Binary Images:- 

 

 Binary images contain redundancies in the way black and white pixels 

are distributed. Although the implementation of a simple substitution scheme 

is possible , these systems are highly susceptible to transmission errors and 

therefore not robust. 

 A binary image is divided into rectangular image blocks Bij.         Let P0(Bi) 

be the percentage of black pixels in the image, block Bi and P1(Bi) the 

percentage of white pixels, respectively. Basically, one block embed a 1 , if 



P1(Bi) >50: and a 0 if P0(Bi)>50:. In the embedding process, the color of some 

pixel is changed so that the desired relation can be held. Modifications are 

carried out of those pixels whose neighbors have the opposite color, in sharply 

contrasted  binary image, and these modifications are carried out at the 

boundaries of black and white pixels. These rules assure that the modifications 

are not generally notice-        able [20]. 

 

 

h- Unused or Reserved Space in Computer Systems:- 

 

 Taking advantage of an unused or reversed space to hold covert 

information provides a means of hiding information without perceptually 

degrading the carrier. For example , the way operation systems store files 

typically results in an unused space that appears to be allocated to a file.  

 Another method of hiding information in file system is to create hidden 

partitions. These partitions are not seen if the system is normally started [7].  

 

 

 

 

2.6.2 Transform Domain Techniques:- 

 



 It has been seen that the substitution modification techniques are easy 

ways to embed information ,but they are highly vulnerable to even small 

modification . An attacker can simply apply signal processing techniques in 

order to destroy the secret information . In many cases, even the small 

changes resulting out of lossy compression system yield total information loss. 

 It has been noted in the development of steganographic systems that 

embedding information in the frequency domain of a signal can be much more 

robust than embedding rules operating in the time domain. Most robust 

steganographic systems known today actually operate in some sort of 

transform domain. 

 Transform domain steganographic methods hide message in            a 

significant area of the cover image which makes them more robust to attack, 

such as adding noise, compression, cropping some image processing . However 

, whereas they are more robust to various kinds of signal processing , they 

remain imperceptible to the human sensory system. Many transform domain 

variations exist. One methods is to use the Discrete Cosine Transform (DCT) as 

a vehicle to embed information in image . Another method would be the use of 

Wavelet transform [7]. 

 Transform Domain Method embeds a message by modification 

(selected) transform (e.g, frequency) coefficients of the cover message . Ideally 

, transform embedding has an effect in the spatial domain to apportion the 

hidden information through different order bits in a manner that is robust , but 

yet hard to detect . Since an attack, such as image processing , usually affects a 

certain band of transform coefficient , the remaining coefficient would remain 

largely intact. 



 Hence , transform embedding is , in general, more robust than other 

embedding methods [30]. 

 

2.6.1 Spread Spectrum(SS) Techniques:- 

 

 Spread Spectrum Techniques are defined as " means of transmission in 

which the signal occupies a bandwidth in excess of the minimum necessary to 

send the information" . The band spread is accomplished by means of a code 

which is independent of the data , and a synchronized reception with the code 

at the receiver is used for dispreading and subsequent data recovery. Although 

the power of the signal to be transmitted can be large, the signal –to-noise 

ratio in every frequency band will be small , even if parts of the signal could be 

removed in several frequency band, enough information should be present in 

the other bands to recover the signal. This situation is very similar to a 

steganography system which tries to spread a secret message over a cover in 

order to make it impossible to perceive. Since spread signals tend to be 

difficult to remove , embedding methods based on SS should provide a 

considerable level of robustness. 

 In information hiding, two special variants of SS are generally  used : 

direct sequence, and frequency-hopping scheme. In direct-sequence scheme, 

the secret signal is spread by a constant called chip rate, modulated with a 

pseudorandom signal and added to the cover .           On the other hand, in the 

frequency-hopping schemes the frequency of the carrier signal is altered in a 

way that it hops rapidly from one frequency to the another. SS are widely used 

in the context of watermarking [23]. 



 

 

 

2.6.1 Statistical Steganography :- 

 

 Statistical Steganography techniques utilize the existence of " 1-bits " 

steganographic schemes , which embed one bit of information in a digital 

carrier. This is done by modifying the cover in such a way that some statistical 

characteristic changes significantly if a "1" is transmitted. Otherwise , the cover 

is left unchanged . So the receiver must be able to distinguish unmodified 

covers from modified ones. 

 A cover is divided into I(m) disjoint blocks B1…..B1(m). A secret bit mi is 

inserted into the ith block by placing "1" into Bi if mi=1. Otherwise , the block is 

not changed in the embedding process [7]. 

 

 

2.6.1 Distortion Techniques:- 

 

 In contrast to substitution systems, distortion requires the knowledge of 

the original cover in the decoding process. The sender applies a sequence of 

modifications on the cover in order to get a stego-system . A sequence of 

modification is chosen in such a way that it corresponds to a specific secret 

message want to be transmitted . The receiver measures the difference to the 



original cover in order to reconstruct  the sequence of modification applied by 

the sender, which corresponds to the secret message. 

 In many applications, such systems are not useful since the receiver 

must have access to the original covers. If the attacker also has access to them, 

he/she can easily detect the cover modifications and has evidence for a secret 

communication. If the embedding and extraction functions are public and do 

not depend on a stego-key, it is also possible for the attacker to reconstruct 

secret message entirely [29]. 

 

2.6.6 Cover Generation Techniques:- 

 

 In contrast to all embedding methods presented above, when secret 

information is added to a specific cover by applying an embedding algorithm, 

some steganographic applications generate a digital object only for the 

purpose of being a cover for secret communication [7]. 

 

 

2.7 Steganography Tools : 

 

 Various Steganography software tools explored throughout this project. 

The evaluation process was to determine limitations and flexibility of the 

software readily available to the public. This section provides description of 

their functionally [6].  



 

a- Hide and seek:- 

 This freeware is a MS DOS program that embeds and extracts data from 

(GIF) format image files. It will embed up to 190000 bytes in to a GIF file of 

maximum size 320× 480 pixels .It uses Least Significant Bit (LSB) replacement 

to encode, removing the LSB of the image byte and replacing it with a bit of 

message file data . It also uses IDEA to encrypt the program-specific header 

information [31]. 

 

b-  Stego Dos :- 

 This collection of programs , also known as Black Wolf 's Picture Encoder, 

is also freeware. It encodes data files up to 8kb in size within a picture file of 

maximum size 320× 480 pixels and of 256 colors. It doesn't specify any specific 

image format; additionally, the user must supply the graphics file display and 

screen capture software to use this utility .          It encodes the screen capture 

file with data using the LSB replacement method, and since it uses screen 

capture doesn't overwrite the original image. It is cumbersome to use, because 

it requires the user to perform multiple steps to encode and extract data [31]. 

 

c- White Noise Storm(WNS):- 

 The White Noise Storm tool is a set of software for DOS. Embedding the 

text message in the cover images was rather trivial and no degradation could 

be readily detected. WNS applies steganography to the LSBs of PCX files by 

extracting the LSBs from the cover image and storing them in a file . The 

message is encrypted and applied to these bits to create a new set of LSBs. The 



modified bits are then injected into the cover image to create the new stego-

image. The White Noise Storm tools are based on Spread Spectrum Technology 

and frequency hopping, which scatters the message throughout the image ( 

similar to DES block encryption) [6]. 

 

d- S-Tools :- 

 It encodes and extracts using LSB replacement on not only .BMP and GIF 

files , but on audio ,WAV files . It also has a utility to steganographically encode 

unused disk space on floppy disks. It supports 24 bit BMP color and supports 

encryption of the input message file using (IDEA,DES) [23]. 

 

2.8 Independent Components Analysis(ICA): 

 Independent Component Analysis is a method for finding underly-ing 

factors or components from multivariate (multidimensional) statistical data. 

What distinguishes ICA from other methods is that it looks for components 

that are both statistical independent and nongaussian [ 32 ]. 

 

 

2.8.5 Definition of ICA: 

To rigorously define ICA (Jutten and Herault, 1991;Comon, 1994), we 

can use a statistical"latent variables" model. Assume that we observe n linear 

mixtures x1 , …., xn of n independent components  



                 xj = aj1s1 + aj2s2+...+ ajnsn , for all j .                          (2.2 ) 

 They have now dropped the time index t; in the ICA model ,  assume that 

each mixture xj as well as each independent component sk is a random 

variable, instead of a proper time signal. The observed values xj(t) , e.g., the 

microphone signals in the cocktail party problem , are then a sample of this 

random variable . Without loss of generality , can assume that both the 

mixture variables and the independent component have zero mean: if this is 

not true , then the observables xi can always be centered by subtracting the 

sample mean, which makes the model zero-mean. 

 It is convenient to use vector-matrix notation instead of the sums like in 

the equation(2.2). Let us denote by x the random vector whose elements are 

the mixtures x1,….,xn, and likewise by s the random vector with elements 

s1,…,sn . Let us denote by A the matrix with elements aij. Generally , bold lower 

case letters indicate vectors and bold upper-case letters denote matrices. All 

vectors are understood as column vectors; thus xT , or the transpose of x, is a 

row vector. Using vector-matrix notation, the above mixing model is written as 

                                      x=As                                            ( 2.3   ) 

 Sometimes we need the columns of matrix A; denoting them by aj the 

model can also be written as  

                                                 x i

n

i

i s



1

a .                               ( 2.4    ) 

 The statistical model in Eq.(2.3) is called Independent Component 

Analysis , or ICA model .The ICA model is a generative model, which means 

that it describes how the observed data are generated by a process of mixing 

the components si . The independent components are latent variables, 



meaning that they cannot be directly observed. Also the mixing matrix is 

assumed to be unknown. All observe is the random vector x , and must 

estimate both A and s using it .This must be done under general assumptions 

as possible [33]. 

 

 

2.8.2 Observing mixtures of unknown signals: 

Consider a situation where there are a number of signals emitted by 

some physical objects or sources. These physical sources could be, for 

example, different brain areas emitting electric signals; people speaking in the 

same room, thus emitting speech signals; or mobile phones emitting their 

radio waves. Assume further that there are several sensors or receivers. These 

sensors are in different positions, so that each records a mixture of the original 

source signals with slightly different weights. 

 For the sake of simplicity of exposition, let us say there are three 

underlying source signals, and also three observed signals. Denote by x1(t) , 

x2(t) and x3(t), the observed signals, which are the amplitudes of the recorded 

signals at time point t , and by s1(t) , s2(t) and s3(t) the original signals. The xi(t) 

are then weighted sums of the si(t), where the coefficients depend on the 

distances between the sources and the sensors: 
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                   (2.5 )   

The aij are constant coefficients that give the mixing weights. They are 

assumed unknown, since we cannot know the values of  aij without knowing all 



the properties of the physical mixing system, which can be extremely difficult 

in general. The source signals si are unknown as well, since the very problem is 

that we cannot record them directly. 

 As an illustration, consider the waveforms in Fig.(2.3). These are three 

linear mixtures xi of some original source signals. They look as if they were 

completely noisy, but actually, there are some quite structured underlying 

source signals hidden in these observed signals. 

 What we would like to do is to find the original signals from the mixtures 

x1(t) , x2(t) and x3(t).This is the blind source separation (BSS) problem. Blind 

means that we know very little if anything about the original sources. 

 We can safely assume that the mixing coefficients aij are different 

enough to make the matrix that they form invertible. Thus there exists a matrix 

W with coefficients wij , such that we can separate the si as 

                                 

)()()()(

)()()()(

)()()()(

3332321313

3232221212

3132121111

txwtxwtxwts

txwtxwtxwts

txwtxwtxwts







                        (2.6) 

Such a matrix W could be found as the inverse of the matrix that consists of 

the mixing coefficients aij in Eq.(2.5), if we knew those coefficie-      nts aij . 

 Now we see that in fact this problem is mathematically similar to the 

one where we wanted to find a good representation for the random data in 

xi(t), as : 

 

                              x1(t)                                 s1(t) 

                              x2(t)                                 s2(t) 



                              x3(t)                                 s3(t) 

                                .                    = A   *        .                       (2.7)                                 

                                .                                       . 

                                .                                       .      

                             xn(t)                                  sm(t) 

 

Indeed, we could consider each signal xi(t), t=1….T as a sample of a random 

variable xi , so that the value of the random variable is given by the amplitudes 

of that signal at the time points recorded [32 ]. 

                  Figure (2.1) The observed signals that are assumed to be mixtures 

of some underlying source signals. 

 

2.9 Fidelity Criteria: 

    There are two types of fidelity criteria; namely, the objective and the 

subjective criteria. The first one provides us with equations that can be used to 

measure the amount of the error in the reconstructed image, Whereas the 



second requires the definition of qualitative scale to assess image quality, and 

this scale can then be used by human test subjects to determine image fidelity. 

 In order to provide unbiased results, evaluation with subjective measure 

requires careful of the test subjects and carefully-designed evaluation 

experiments. The objective criteria are useful as relative measures in 

comparison with different versions of the same image. 

 

a- Root Mean Square Error(RMSE):- 

 We can define the error between an original, uncompressed pixel value 

and the reconstructed(decompressed) pixel value as : 
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 The root-mean-square error is found by taking the square root ("root") 

of the error squared ("square") divided by the total number of pixels in the 

image ("mean"): 
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The smaller the value of the error metrics , the better the reconstructed  image 

[34]. 

 



 

b- Signal to Noise Ratio(SNR):- 

  The (SNR) metrics consider the decompressed image to be the "signal" 

and the error to be "noise" . We can define the signal-to-noise ratio as [34] :- 
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Another related metric is the Peak Signal-to-Noise Ratio, (PSNR) which is 

defined as  

 

PSNR = 10 log10 
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Where :- 

 M: is the height of the two images(because the two images must be the 

same size). 

  

 N: is the width of the two image. 

 r and c : are row and column numbers. 

 L: is the number of the gray levels, L= 256 . 



 I(r,c) : is the original image . 

 I'(r,c) : is the modified image. 

 

 

 

 

 

 

 

 

 

1.5 Introduction :- 

 In the proposed system , One or more  images ( color , Gray) are hidden 

in cover image and a mixing matrix technique is chosen for implementing the 

steganography technique . 

 The proposed system depends on choosing a mixing matrix for 

implementing the hidden principle of embedding images in cover . 

 The proposed system consists of two parts : the embedding process and 

the extraction process. In the embedding  process , the algorithm takes as an 

input the embedded and the cover image which is either 8 or 24 bit per pixel 

and the result is the stego images as an output for this process. The proposed 



system requires the inverse of mixing matrix to extract the embedded image 

from the stego image . 

 In the extraction process , the algorithm takes as its input the stego 

image and extract the embedded image from the stego image as                      an  

output for this process . 

 In this chapter , the main design steps for the proposed system and its 

algorithms are described in detail . 

 

1.2 The Embedding Process : 

  

 The embedding process of the proposed system consists of several 

stages: Test stage, Dimension Transformation Stage, Mixing Image Matrix 

Formation Stage, Selection of  Mixing Matrix Stage, the Mixing stage , 

Dimension Transformation Stage, and Difference Stage . 

The embedding process is illustrated in the Figure (3.1) 

 

 

 

a- Test – stage :- 

 In this test , the algorithm will check the size of the cover –image and the 

size of the embedded image , which must be equal to the size of the cover – 

image . 



 The size of both the cover –image and embedded image is calculated 

using the equation: 

                             Se= embedded_ height × embedded_wide  

                                                                                                                   (3.1) 

                             Sc= cover_ height × cover_wide   

Where , 

                 Se : is the size of the embedded image. 

                 Sc : is the size of the cover image . 

Size test Algorithm  

Input : embedded image and cover image . 

Output : Return false or true. 

Step7 : Open bmp file (cover image and embedded image ) 

Step6: Input the embedded image and the cover image . 

 

Step3: Calculate the sizes of the embedded image and the cover  

image by   performing the equation (3.1). 

 

Step2: Compare between two sizes : 

             If Se = Sc then  

                 Well size:= true  

              Else 

               Well size:= false  

Step5: End. 



 

b- Dimension Transformation- Stage :- 

 After selection the cover and embedded image on basis of the size, will 

transform the cover and embedded image from two dimensional matrix into a 

single dimensional (vector). 

Dimension Transformation Algorithm  

Input : The embedded images and cover image . 

Output : Matrices of one dimension 

 

Step7:  x=1; 

Step6: For i=1 to cover_high do step3 to step9 

Step3: For j=1 to cover_wide do step4 to step8  

Step2: Vector1(x)=Cover-image(i , j ); 

Step5: Vector2(x)=Embedded-image1( i , j ); 

Step2: Vector3(x)=Embedded-image2( i , j ); 

Step1: Vectorn(x)=Embedded-imagen-1( i , j );  

Step8: x=x+1; 

Step9: End. 

 

 

 

c- Mixing Image Matrix Formation-Stage :- 



 After completing the dimension transformation , will establish       a 

matrix in which each row is a single dimensional matrix. Mean while the 

number of rows in it is the same as the input images to the system       ( for 

instance the first row of the new matrix is a single dimensional (vector) which 

is the cover image) . 

 The second row of the matrix is one dimensional which is the hiding 

image. 

 In case of hiding more than one image in the same time , the suitable 

mechanism which is supposed to be followed is adding the new                 image 

( second one ,i.e. the hiding image) after transformation it to a single 

dimensional ( vector) as a third row of the established . 

In the first case , the matrix consists of two rows and the number of 

columns of this matrix has the same size as the image ( height × width ) . 

In the second case , the dimensions would be ; the number of rows of 

the matrix is the same as the input images ( Cover and Hiding ). 

   

Mixing Image Matrix Formation Algorithm 

Input : Matrices of one dimension (cover image and 

embedded images) 

Output: Matrix of Images wanted mixing 

Step7: f= cover_ height × cover_wide  

Step6: x=1;  

Step3: For j=1 to f do step4 to step8 

Step2: Matrix of images(1,j)= Vetor1(x) 

Step5: Matrix of images(2,j)= Vetor2(x) 



Step2: Matrix of images(3,j)= Vetor3(x) 

Step1: Matrix of images(n,j)= Vetorn(x) 

Step8: x=x+1 

Step9: End. 

 

 

d- Selection of  Mixing Matrix- Stage:- 

 After completing the transformation of input images into a single 

dimensional image ( vector) , We will select the suitable mixing matrix which 

could give us a good mixing result.  

There are two conditions to choose the mixing matrix:- 

1. The mixing image must be a square. 

2.  The mixing matrix multiplication by inverse matrix of mixing equal to 

union matrix . 

For instance , if we input two images ( cover image and hidden image) the size 

of the mixing matrix should be two rows and two columns. 

In case of inputting three images (cover image and two hidden images) the size 

of mixing matrix (i.e. the dimensions ) would be three rows and three columns 

. 

The example of mixing matrix is given below :   

 

 

            1           0 



S=  

            0.5       0.5 

 

 

e- Mixing –Stage :- 

 After establishing the mixing matrix as well as selection of the suitable 

mixing matrix . 

 In this stage , will multiply the mixing matrix with mixed image , For 

instance , If input two images ( Cover and hiding ) and forming the matrix of 

the mixed image which has the following dimensions  

Number of rows = two 

Number of columns = height   × width . 

 In this case , the mixing matrix is a square one and it's               

dimensions (2× 2) 

We will multiply the mixing matrix with the matrix of the mixed image .  

This process would result in a matrix which its dimensions are :- 

Number of rows = two. 

Number of columns = height × width .  

Each row in this matrix is ( Stego image ) with one dimension . 

Mixing Algorithm 



Input : Matrix of Images wanted mixing 

Output: Mixing Images 

Step7: f= cover_ height × cover_wide  

Step6: For i=1 to n do step3 to step4  

Step3: For j=1 to f do step4 to step6 

Step2: For k=1 to n do step5 to step6   

Step5: Mixing Images(i,j) = Mixing Images(i,j) +S(i,k)× Matrix of images(i,j); 

Step2: j=j+1; 

Step1: End.  

 

 

 

f- Dimension Transformation-Stage :- 

 After completing the multiplication of the mixing matrix with the mixed 

image , the result would be a matrix , every one of its row                is ( Stego 

image ). 

In this case , it would transform each row in the resulted matrix , which is 

(Stego image ) from one dimension image into two dimensions image ; which 

represents the output and the number of the produced image after the 

transformation process is the same as the input images in the matrix of mixed 

image . 

 

 

Dimension Transformation Algorithm  



Input : Mixing Images(single dimension). 

Output : Stego-Images(two dimension) 

Step7:  x=1; 

Step6: For i=1 to cover_high do step3 to step8 

Step3: For j=1 to cover_wide do step4 to step9  

Step2: Stego-image1(x)= Mixing Images(1,j);  

Step5: Stego-image2(x)= Mixing Images(2,j);  

Step2: Stego-image3(x)= Mixing Images(3,j); 

Step1: Stego-imagen(x)= Mixing Images(n,j);  

Step8: x=x+1; 

Step9: End. 

 

 

 

 

g- Difference-Stage: 

 In this stage and after have more than one stego-image and to increase 

the security of the transmitted information to the receiver , we will calculate 

the difference among the stego-image1 and remnant stego-images by the 

following equations :- 

Diff1= Stego-image1- Stego-image2 

Diff2= Stego-image1- Stego-image3 

Diff3= Stego-image1- Stego-image4 

 
. 

. 

. 

(   3.2    ) 



 

                                                                                       

Diffn-1= Stego-image1- Stego-imagen 

 

Then we will save each difference in a single file .After that will send one file to 

the receiver side. 

   

Difference Algorithm 

Input : Stego-images   

Output: Stego-image7 and file of difference  

Step7: For i=1 to cover_ height do step2 to step4 

Step6: For j=1 to cover_wide do step3 to step5 

Step3:  Perform equation(3.2) 

Step2: save (Diff1 , Diff2 ,…, Diffn-1) into single file format  

Step5: End. 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

1.1 Extraction process :- 

 To start the extraction process , the extractor must have the stego-

images, and the inverse of mixing matrix to extract the original image.                         

The extraction processes are described in Figure (3.2) 
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                       Figure (1.2) The Extracting Process  

 

 

a- Extract remnant Stego-images – Stage: 

 After receiving the stego-image1 and file of difference which represent 

the difference among stego-image1 and other stego-images , and to get back 

Separation Stego 

Image Matrix 
Formation Stage 
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Dimension 
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Embedded 

Image1 

Cover 
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Embedded 
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Embedded 

Imagen 
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. 

. 



the remnant stego-images ( Stego1, Stego2,.., Stegon) we will apply the 

following equation : 

Stego-image2=Stego-image1-Diff1 

Stego-image3=Stego-image1- Diff2 

                                                                                                      

                                                                                         

 

 

Stego-imagen=Stego-image1- Diff n-1  

This will result in getting all the of stego-images without the need to send 

many stego-images to the receiving side ( i.e. we could increase the capacity of 

the hiding information the over the same transmission channel).  

Extract remnant Stego-images  Algorithm  

Input : Stego-image7 and the file of difference. 

Output : Stego- images  

Step7 : read from files and save to arrays 

Step6: For i=1 to stego_ height do step3 to step4 

Step3:For j=1 to stego_ wide do step4 to step5   

Step2: Perform equation(3.3)  

Step5: End. 

 

 

 

( 3.3  ) 

.ِ

.ِ

.ِ



 

b- Dimension Transformation-Stage :- 

After reception the stego-images , will transform them from two 

dimensional matrix into a single dimensional (vector). 

Dimension Transformation Algorithm  

Input : The Stego-images. 

Output : Matrices of one dimension 

 

Step7:  x=1; 

Step6: For i=1 to cover_high do step3 to step9 

Step3: For j=1 to cover_wide do step4 to step8  

Step2: Vector1(x)=Stego-image1(i , j ); 

Step5: Vector2(x)= Stego-image2(i , j ); 

Step2: Vector3(x)= Stego-image3(i , j ); 

Step1: Vectorn(x)= Stego-image n-1( i , j );  

Step8: x=x+1; 

Step9: End. 

 

 

 

 

c- Separation Stego Image Matrix Formation-Stage:-  

 In this stage ,  will create matrix of stego-images that will be separated; 

the result would be a matrix , every one of its row is ( Stego image ). 

 



 

 

Separation StegoImage Matrix Formation Algorithm 

Input : Matrices of one dimension (Stego-Images) 

Output: Matrix of Stego-Images wanted Demixing 

Step7: f= cover_ height × cover_wide  

Step6: x=1;  

Step3: For j=1 to f do step4 to step8 

Step2: Matrix of images(1,j)= Vector1(x) 

Step5: Matrix of images(2,j)= Vector2(x) 

Step2: Matrix of images(3,j)= Vector3(x) 

Step1: Matrix of images(n,j)= Vectorn(x) 

Step8: x=x+1 

Step9: End. 

 

d- Demixing –Stage  

 In this stage ,  will multiply the matrix of stego-images and the inverse of 

mixing matrix ; the result would be a matrix , every one of its row is an image; 

these images are original image (Cover, hidden images). 

Demixing Algorithm 

Input : Matrix of Stego-images wanted Demixing 

Output: Images of single dimension 

Step7: W= inverse of mixing matrix; 

Step6: f= cover_ height × cover_wide  

Step6: For i=1 to n do step3 to step4  

Step3: For j=1 to f do step4 to step6 



Step2: For k=1 to n do step5 to step6   

Step5: Images(i,j) = Images(i,j) +W(i,k)× Matrix of images(i,j); 

Step2: j=j+1; 

Step1: End. 

 

e- Dimension Transformation-Stage :- 

 After completing the multiplication of the inverse of mixing matrix with 

the matrix of stego- images , the result would be a matrix , every one of its row 

is (image ) which resulted from separation of cover image and hidden images . 

In this case , each row in the resulted matrix will be transformed , which is the 

result of demixing of the covered and hiding images ) which represents the 

output and the number of the produced image after the transformation 

process is the same as the input images in the matrix of stego- images . 

 

Dimension Transformation Algorithm  

Input: Images of single dimension. 

Output : Original-Images(two dimension) 

Step7:  x=1; 

Step6: For i=1 to cover_high do step3 to step8 

Step3: For j=1 to cover_wide do step4 to step9  

Step2: Cover-image(x)= Images(1,j);  

Step5: Stego-image1(x)= Images(2,j);  

Step2: Stego-image2(x)= Images(3,j); 

Step1: Stego-imagen-1(x)= Images(n,j);  

Step8: x=x+1; 

Step9: End. 



 

 

 

 

 

 

1.5 The proposed System Results :- 

 In the following examples, it is shown that the embedded images , the 

cover images , the stego image, which results from the embedded process , 

and the reconstructed image which results from the extraction process which 

is used and tested in the proposed system :- 

 

Case study5:- In this case  embedded one image                

BMP(256)inside an image BMP(256). 

 

Example 5:-  

                                                                                                        

The  cover  image 

The  stego  image 
The  reconstructed 

 image 



 

                                                                                                

                                                                        

  

 

Example 2:- 

 

 

 

PSNR between the embedded image and 

reconstructed image 

51.1136 

RMSE  0.4093 

Mixing matrix           1          0  

        0.5      0.5   

The  embedded  image 

 Figure (1.5)  The cover image , the embedded image , the stego image 

and reconstructed image 



 

                                                                             

 

 

                                                                   

 

 

 

 

 

 

 

 

 

PSNR between the embedded image and 

reconstructed image 

51.1934 

The  cover  image 

The  stego  image  

The  embedded  image 

 



 

 

 

 

 

Example 1:- 

 

 

 

                                                                                                             

                                                                  

 

 

RMSE  0.4029 

Mixing matrix           1          0  

        0.5      0.5   

The  cover  image 

The  embedded  image 

The  stego  image The  reconstructed 

 image 

Figure (1.2)  The cover image , the embedded image , the stego image 

and reconstructed image 



 

 

                                                                                                

PSNR between the embedded image and 

reconstructed image 

51.1918 

RMSE  0.4030 

Mixing matrix           1          0  

        0.5      0.5   

 

 

 

 

 

 

 

 

Example 1:- 

 

 

 

Figure (1.1)  The cover image , the embedded image , the stego image 

and reconstructed image 



 

 

 

 

                                                                                       

 

 

                                                                                                 

                                                                                         

 

 

 

 

PSNR between the embedded image and 

reconstructed image 

51.1398 

RMSE  0.4042 

The  cover  image 

The  embedded  image 

The  stego  image The  reconstructed 

 image 



Mixing matrix           1          0  

        0.5      0.5   

 

 

 

 

 

Example 1:- 

 

 

 

 

 

 

 

 

 

                                                             

The  cover  image 

The  stego  image The  reconstructed 

 image 

The  embedded  image 

Figure (1.1)  The cover image , the embedded image , the stego image 

and reconstructed image 



 

 

 

 

PSNR between the embedded image and 

reconstructed image 

51.1294 

RMSE  0.4081 

Mixing matrix           1          0  

        0.5      0.5   

 

 

 

 

 

 

Example 6:- 

 

 

 

 

 

The  cover  image 

Figure (1.1)  The cover image , the embedded image , the stego image 

and reconstructed image 



 

 

                                                                                                                          

 

 

                                                                           

 

 

 

 

 

                                                                          

 

    

PSNR between the embedded image and 

reconstructed image 

51.1950 

RMSE  0.4024 

Mixing matrix           1          0  

        0.5      0.5   

                                                                                            

 

 

 

 

The  stego  image The  reconstructed 

 image 

The  embedded  image 

Figure (1.6)  The cover image , the embedded image , the stego image 

and reconstructed image 



 

Example 7:- 

 

 

 

 

                                                                 

 

 

 

                                                                    

The  cover  image 

The  embedded  image 

The  stego  image The  reconstructed 

 image 



 

 

PSNR between the embedded image and 

reconstructed image 

51.1618 

RMSE  0.4054 

Mixing matrix           1          0  

        0.5      0.5   

 

 

 

 

Case study2: In the following example embedded one image RGB(true 

color)inside image RGB (true color). 

 

Example5:-  

 

 

 

 

 

The  cover  image 

Figure (1.7)  The cover image , the embedded image , the stego image 

and reconstructed image 



 

                                                                           

 

 

 

 

 

PSNR between the embedded image and 

reconstructed image 

51.3593 

RMSE  0.6894 

Mixing matrix           1          0  

         1        0.5   

 

 

 

 

 

Example 2:- 

 

 

The  stego  image 
The  reconstructed 

 image 

The  embedded  image 

Figure (1.8)  The cover image , the embedded image , the stego image 

and reconstructed image 



 

 

 

 

 

 

 

 

                                                                                                 

 

 

 

 

                                                                                          

 

 

 

 

The  cover  image 

The  embedded  image 

The  stego  image The  reconstructed 

 image 



 

PSNR between the embedded image and 

reconstructed image 

51.1516 

RMSE  0.4063 

Mixing matrix           1          0  

         1        0.5   
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The  cover  image 

The  stego  image The  reconstructed 

 image 

Figure (1.9)  The cover image , the embedded image , the stego image 

and reconstructed image 



                                                                                

 

 

 

 

 

 

 

 

 

 

Example 1:- 

 

PSNR between the embedded image and 

reconstructed image 

50.6036 

RMSE  0.4522 

Mixing matrix           1          0  

         1        0.5   

The  cover  image 

The  embedded  image 

Figure (1.50)  The cover image , the embedded image , the stego image 

and reconstructed image 



 

 

 

                                                                                                                           

 

 

 

 

 

PSNR between the embedded image and 

reconstructed image 

51.3453 

RMSE  0.6908 

Mixing matrix           1          0  

         1        0.5   

 

 

 

The  embedded  image 

The  stego  image The  reconstructed 

 image 

Figure (1.55)  The cover image , the embedded image , the stego image 

and reconstructed image 



 

 

 

 

 

Example 1:- 
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PSNR between the embedded image and 

reconstructed image 

51.1390 

RMSE  0.4043 

Mixing matrix           1          0  

         1        0.5   

 

 

 

 

 

 

 

 

Example 6:- 

 

 

 

 

 

The  cover  image 

Figure (1.52)  The cover image , the embedded image , the stego image 

and reconstructed image 



                                                                                        

 

 

 

 

 

 

PSNR between the embedded image and 

reconstructed image 

51.1384 

RMSE  0.4043 

Mixing matrix           1          0  

         1        0.5   

 

 

 

 

 

 

 

Case study1: In the following example embedded one image     BMP(256) 

inside an image RGB (true color). 

The  embedded  image 

The  stego  image The  reconstructed 

 image 

Figure (1.51)  The cover image , the embedded image , the stego image 

and reconstructed image 



 

Example 5:-  

 

 

 

                                                                                             

 

 

 

 

 

 

 

PSNR between the embedded image and 

reconstructed image 

52.4804 
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The  embedded  image 

The  stego  image The  reconstructed 

 image 



RMSE  0.5855 

Mixing matrix           1        0  
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Example 2:- 

 

 

 

 

 

                                                                                     

 

The  cover  image 

The  embedded  image 

The  stego  image The  reconstructed 

 image 

Figure (1.51)  The cover image , the embedded image , the stego image 

and reconstructed image 



 

 

 

 

 

 

PSNR between the embedded image and 

reconstructed image 

51.1912 

RMSE  0.4030 

Mixing matrix           1        0  

         0.5     0.5   

 

 

 

 

 

 

 

 

Example 1:- 

 

 

 

The  cover  image 

Figure (1.51)  The cover image , the embedded image , the stego image 

and reconstructed image 



 

                                                                                              

 

 

 

 

 

PSNR between the embedded image and 

reconstructed image 

51.1242 

RMSE  0.4085 

Mixing matrix           1        0  

         0.5     0.5   

 

 

 

 

 

The  embedded  image 

The  stego  image The  reconstructed 

 image 

Figure (1.56)  The cover image , the embedded image , the stego image 

and reconstructed image 



 

 

 

 

Case study1:- In the following example embedded two image 

BMP(256)inside an image BMP (256). 

 

Example 5:-  

 

                       

 

 

PSNR between the embedded image1 and 

reconstructed image1 

52.8659 

PSNR between the embedded image2 and 

reconstructed image2 

51.2512 

RMSE of embedded image1  0.5498 

RMSE of embedded image2 0.6982 

Mixing matrix  1         0            0 
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  1         0.5        0.01 

 

The  cover  image 

The  stego  image 

The  embedded  image2 

The  reconstructed  

image2 

The  embedded  image1 

The  reconstructed  

image1 



 

 

Example 2:- 

 

                                       

 

 

 

                                                 

 

The  cover  image 

The  stego  image 

The  embedded  image1 The  embedded  image2 

The  reconstructed 
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The  reconstructed 

 image2 

Figure (1.57)  The cover image , the embedded images , the stego 

image and reconstructed images 



 

                                                            

 

 

Example 1:- 

                                                  

PSNR between the embedded image1 and 

reconstructed image1 

51.0358 

PSNR between the embedded image2 and 

reconstructed image2 

52.0894 

RMSE of embedded image1  0.4154 

RMSE of embedded image2 0.6340 

Mixing matrix  1         0            0 

 1          0          0.5   

  1         0.5        0.01 

 

Figure (1.58)  The cover image , the embedded images , the stego 

image and reconstructed images 
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PSNR between the embedded image1 and reconstructed image1 51.1181 

PSNR between the embedded image2 and reconstructed image2 51.3003 

RMSE of embedded image1  0.4090 

RMSE of embedded image2 0.6943 

Mixing Matrix 1         0            0 

 1          0          0.5   

  1         0.5        0.01 

 

The  stego  image 

The  reconstructed  image1 The  reconstructed  image2 

The  cover  image The  embedded  image1 The  embedded  image2 

Figure (1.59)  The cover image , the embedded images , the stego 

image and reconstructed images 



                

                                                                                             

                                                                

 

 

 

 

 

 

 

PSNR between the embedded image1 and 

reconstructed image1 

51.0684 

PSNR between the embedded image2 and 

reconstructed image2 

51.0233 

RMSE of embedded image1  0.4130 

RMSE of embedded image2 0.4168 

Mixing matrix  1         0            0 

 1          0          0.5   

  1         0.5        0.01 

 

The  stego  image 

The  reconstructed  image1 The  reconstructed  image2 

Figure (1.20)  The cover image , the embedded images , the stego 

image and reconstructed images 



Case study1:- In the following example embedded two image(RGB)inside 

an image (RGB). 

 

Example 5 

 

                              

 

 

                                

 

 

 

                                

 

 

PSNR between the embedded image1 and 

reconstructed image1 

51.4415 

The  cover  image 

The  stego  image 

The  embedded  image1 The  embedded  image2 
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PSNR between the embedded image2 and 

reconstructed image2 

43.4450 

RMSE of embedded image1  0.6601 

RMSE of embedded image2 3.5425 

Mixing matrix  1         0            0 

 1          0          0.5   

  1         0.5        0.01 

 

The  reconstructed 

 image1 

The  cover  image 

The  stego  image 

The  embedded  image1 The  embedded  image2 

Figure (1.25)  The cover image , the embedded images , the stego 

image and reconstructed images 



                                           

 

 

 

 

 

 

Case study6:- In the following example embedded three image 

BMP(256)inside an image BMP (256). 

Example 5 

  

      

 

PSNR between the embedded image1 and 

reconstructed image1 

51.3463 

PSNR between the embedded image2 and 

reconstructed image2 

40.0528 

RMSE of embedded image1  0.6908 

RMSE of embedded image2 3.3038 

Mixing matrix  1              0             0 
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The  reconstructed 
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The  stego  image 

The  embedded 
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The  embedded  

image3 

Figure (1. 22)  The cover image , the embedded images , the stego 

image and reconstructed images 



 

       

 

 

 

 

 

 

Example 2:- 

 

 

 

 

 

 

 

 

PSNR between the embedded image1 and 

reconstructed image1 

38.4555 

PSNR between the embedded image2 and 

reconstructed image2 

38.4094 

PSNR between the embedded image3 and 

reconstructed image3 

44.2321 

RMSE of embedded image1  2.9428 

RMSE of embedded image2 2.9584 

RMSE of embedded image3 1.5665 

Mixing matrix              1       0       0       0 
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The  embedded 
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The  embedded  

image3 Figure (1.21)  The cover image , the embedded images , the stego 

image and reconstructed images 



 

                      

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

PSNR between the embedded image1 and 

reconstructed image1 

34.9156 

PSNR between the embedded image2 and 

reconstructed image2 

38.0180 

PSNR between the embedded image3 and 

reconstructed image3 

44.8868 

RMSE of embedded image1  3.2416 

RMSE of embedded image2 3.2036 

RMSE of embedded image3 1.4528 

Mixing matrix              1       0       0       0 
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The  stego  image 



 

 

 

 

1.2 Discussion the results:-  

 In case study1, the mixing matrix 

        1          0  

         0.5      0.5                 

is considered good results because the PSNR between the embedded image 

and reconstructed image equal (51.1934)  and the embedded process will be 

invisible and less distortion in the stego and reconstructed image. 

 

In case study2, the mixing matrix 

 

         1          0  

        0.5      0.6                   

 is considered good results because the PSNR between the embedded image 

and reconstructed image equal (53.4989) and the embedded process will be 

invisible and less distortion in the stego and reconstructed image. 

 

In case study3, the mixing matrix 

The  reconstructed 

 image1 

The  reconstructed 

 image2 
The  reconstructed 

 image3 

Figure (1.21)  The cover image , the embedded images , the stego 

image and reconstructed images 



         1        0  

         0.5    0.5              

is considered good results because the PSNR between the PSNR between the 

embedded image and reconstructed image equal (52.7807) and the embedded 

process will be invisible and less distortion in the stego and reconstructed 

image. 

 

In case study4, the mixing matrix 

1         0            0 

 1          0          0.5   

  1         0.5        0.01 

is considered good results because the PSNR between the embedded image1 

and reconstructed image1 equal (52.8659) and the PSNR between the 

embedded image2 and reconstructed image2 equal (51.2512) and the 

embedded process will be invisible and less distortion in the stego and 

reconstructed image. 

 

In case study5, the mixing matrix 

1            0         0 

   1          0.01     0.2 

   0.90      0.5     0.01 

is considered good results because the PSNR between the embedded image1 

and reconstructed image1 equal (51.7415) and the PSNR between the 

embedded image2 and reconstructed image2 equal (43.7750) and the 



embedded process will be invisible and less distortion in the stego and 

reconstructed image. 

 

In case study6, the mixing matrix 

0.90       0.01    0.1     0 

is considered good results because the PSNR between the embedded image1 

and reconstructed image1 equal (38.7555) and the PSNR between the 

embedded image2 and reconstructed image2 equal (38.7097) , the PSNR 

between the embedded image3 and reconstructed image3 equal (44.2321)  

and the embedded process will be invisible and less distortion in the stego and 

reconstructed image. 

-Conclusions: 1.5 

 After having performed the proposed stegosystem, the following 

conclusions can be reached :- 

 1.The proposed system can be defined as a secret key steganography 

system .It is a secret key between the sender and the receiver.The 

stego key represented by mixing matrix .Without knowledge of the 

stego key , the receiver cannot extract the original message. 

         2. The good quality of both stego and reconstructed images is achieved as 

shown when applying the PSNR test. 

1           0         0       0 

0.20   0.01     0.02       0.90                                        

0.90      0.1     0.01   0 



         3.The similarity between the cover image and stego images1 can be 

considered very good because using a suitable mixing matrix . 

         4.The embedded image that is used in proposed system is one or more 

images in cover image, this capacity can be considered good. 

         5. The imperceptibility of stego image is achieved as shown when 

applying Peak Signal-to-Noise Ratio(PSNR) measure. 

         6.The appropriate mixing matrix for images BMP (256), it is not 

necessarily to be appropriate for images(RGB). 

 

 

  1.2 Suggestion for Future Work: 

 1.Using another image file format rather than BMP format . 

         2.Using genetic algorithm to choice a suitable mixing matrix . 

         3.Applying the proposed system to hide sound and text inside image 

         4.Compression file of difference, it using in our previous work .  

   

  

Mixing matrix RMSE PSNR between the 

embedded image and 

reconstructed image 

 



 

 

 

 

 

 

Mixing 

matrix 
RMSE PSNR between 

the embedded 

image and 

reconstructed 

image 

 

         1          

0  

        0.6      

0.5   

0.5916 52.6903 Case 

Stady6  

         1          

0  

        0.5      

0.6   

0.5409 53.4989  

         1          3.6611 34.1351  

         1          0  

        0.5      0.5   
0.4029 51.1934 Case Stady7 

 
         1          0  

        0.5      0.6   
1.9441 42.3565  

         1          0  

        0.6      0.6   
4.6354 34.8086  

         1          0  

        0.9      0.6   
23.9414 20.5448  

         1          0  

        0.9      0.1   
5.3112 33.6240  

         1          0  

        0.9      0.01   
44.0844 14.6433  

         1          0  

        0.3      0.3   
16.4301 38.4624  

         1          0  

        0.90      0.1   
5.3112 33.6240  

         1          0  

        0.90      0.3   
9.6849 28.4089  

         1          0  

        0.90      0.2   
4.8366 34.4401  

Table (5) The tests  for using difference Mixing Matrix to embedded image BMP inside                      

an image BMP 

Table (2) The tests  for using difference Mixing Matrix to embedded image RGB inside                      

an image RGB 



0  

        0.5     

0.9   

         1          

0  

          0      

0.9   

14.3003 28.4699  

         1          

0  

        0.01      

0.9   

13.4244 29.1518  

         1          

0  

        0.3      

0.3   

9.4146 34.8345  

         1          

0  

        0.9      

0.3   

0.9468 48.3349  

         1          

0  

        0.09      

0.3   

50.9606 14.8918  

         1          

0  

        0.5      

0.02   

14.5165 24.8936  

 

 

 

 

 

Mixing 

matrix 
RMSE PSNR between the 

embedded image and 

reconstructed image 

 

         1          

0  

        0.5      

0.6   

1.3492 45.3381 Case 

Stady3  

         1          49.9454 14.1554  

Table( 1) The tests  for using difference Mixing Matrix to embedded image BMP inside                      

an image RGB 

A-2 



0  

        0.9      

0.6   

         1          

0  

         1       

0.6   

69.5446 11.2852  

         1          

0  

         0.5     

0.5   

0.5855 52.4804  

         1          

0  

        0.9       

0.1   

4.3459 35.3691  

         1          

0  

        0.4      

0.1   

4.5252 35.0181  

         1          

0  

        0.4      

0.2   

2.4639 40.2983  

         1          

0  

        0.3      

0.6  

22.4666 21.1000  

         1          

0  

        0.8      

0.1   

4.3204  35.4204  

 

 

 

 

 

Mixing matrix RMSE2 RMSE1 PSNR between the embedded 
image2 and reconstructed 

image2 

PSNR between the embedded 
image1 and reconstructed 

image1 

 

         1          0         0 

         1          0.5     0.5 
46.1535 1.4124 10.4940 45.1294 Case Stady2  

Table(1) The tests  for using difference Mixing Matrix to embedded two image BMP inside                      

an image BMP 

A-3 



         1           0.5     0.01   

         1          0         0 

         1          0.2     0.5 

         1           0     0.01   

26.4544 62.4065 19.5828 12.2262  

         1          0         0 

         1          0.1     0.5 

         1           0.1     0.2   

6.6135 11.3243 31.4222 24.0505  

         1          0         0 

         1          0        0.5 

         1           0.1     0.1   

0.6340 2.9189 52.0894 38.8265  

         1          0         0 

         1          0        0.4 

         1           0.1     0.1   

0.8294 2.9414 49.4524 38.6416  

         1          0         0 

         1          0        0.1 

         1           0.1     0.1   

3.1811 4.3144 38.0492 35.4254  

         1          0         0 

         1          0        0.5 

         1         0.5        0.01   

0.6982 0.5498 51.2512 52.8659  

 

 

 

Mixing matrix RMSE2 RMSE1 PSNR between the embedded 

image2 and reconstructed 

image2 

PSNR between the embedded 

image1 and reconstructed 

image1 

 

         1          0         0 

         1          0.01     0.2 

         0.90      0.5     0.01   

2.1205 0.6999 42.1366 51.2369 Case Stady5  

         1          0         0 

         1          0.01     0.2 

         0.90      0.4     0.01   

2.1188 1.1220 42.1423 44.5850  

         1          0         0 

         1          0.01     0.5 

         0.90      0.4     0.01   

3.4069 1.1268 43.4334 44.5368  

         1          0         0 

         1          0.01     0.5 

         1           0.4     0.01   

3.4043 1.5023 43.4254 45.1662  

         1          0         0 

         1          0         0.5 

         1         0.5     0.01   

3.5425 0.6601 43.4450 51.4415  

         1          0         0 

         1          0.9     0.5 
30.3926 5.4358 20.8362 33.9485  

Table( 1) The tests  for using difference Mixing Matrix to embedded two image RGB inside                      

an image RGB 

A-4 



         1           0.1     0.01   

         1          0         0 

         1          0.9     0.5 

         1          0.01    0.01   

56.5949 39.9166 13.1293 16.5062  

 

 

 

Mixing 

matrix 

RMSE3 RMSE2 RMSE1 PSNR 

between the 

embedded 
image3 and 

reconstructed 

image3 

PSNR 

between the 

embedded 
image2 and 

reconstructed 

image2 

PSNR 

between the 

embedded 
image1 and 

reconstructed 

image1 

 

       1       

0       0       

0 

     

0.20   

0.04   

 0.02  

 0.90  

    

0.90     

0.1    

0.01     

0 

      

0.90    

0.01    

0.1     

0 

1.8451 2.9641 2.968

6 

42.810

4 

38.684

0 

38.649

8 
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0.20   

0.04   

 0.02  

0.1         

0.90     

0.1    

0.01     

0 

59.192

2 

2.9641 2.968

6 
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5 

38.684

0 

38.649
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Table( 6) The tests  for using difference Mixing Matrix to embedded three image BMP inside                      

an image BMP 

A-5 
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0.1     
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       1       

0       0       
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0.20   
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 0.02  
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0 
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0 

1.6411 24.422

3 

3.530

9 

43.640

5 

20.345

1 

34.143

0 
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0.20   
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 0.02  
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0.1    
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0 
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1 

42.914

4 
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4 
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the Proposed System 
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