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EExxaammiinnaattiioonn  CCoommmmiitttteeee  CCeerrttiiffiiccaattee  
  

         WWee  cceerrttiiffyy  tthhaatt  wwee  hhaavvee  rreeaadd  tthhiiss  rreesseeaarrcchh  eennttiittlleedd  aass  aann  

eexxaammiinniinngg  ccoommmmiitttteeee  eexxaammiinneedd    tthhee  ssttuuddeenntt  iinn  iittss  ccoonntteennttss  aanndd  tthhaatt  

iinn  oouurr  ooppiinniioonn  iitt  iiss  aaddeeqquuaattee  ffoorr  tthhee  ppaarrttiiaall  ffuullffiillllmmeenntt  ooff  tthhee  

rreeqquuiirreemmeennttss  ffoorr  tthhee  ddeeggrreeee  ooff  MMaasstteerr  ooff  SScciieennccee  iinn  MMaatthheemmaattiiccss..  

                      

  

  

  

          

  

SSiiggnnaattuurree::                                                                                                                      

NNaammee::  DDrr..  EEnngg..  SSaattttaarr  BBaaddeerr  AAllmmaalliikkyy                                                                                                                        

SScciieennttiiffiicc  GGrraaddee  ::  PPrrooffeessssoorr                                                                                                                

DDaattee::        //      //  60066006  

((SSuuppeerrvviissoorr))  

SSiiggnnaattuurree  ::                                                                                                                      

NNaammee::  DDrr..  AAllii  HHuussssaaiinn  BBaattoooorr  

SScciieennttiiffiicc  GGrraaddee  ::  AAssiisstt  ..  PPrrooffeessssoorr                                                                                                                

DDaattee::        //      //  60066006  

((CChhaaiirrmmaann))  

SSiiggnnaattuurree::                                                                                                                        

NNaammee::  HHuussssaaiinn  

SScciieennttiiffiicc  GGrraaddee  ::  AAssiisstt  ..  PPrrooffeessssoorr                                                                                                                

DDaattee::        //      //  60066006  

((MMeemmbbeerr))  

SSiiggnnaattuurree  ::                                                                                                                        

NNaammee::  DDrr..  LLuuaayy    AA..  AA..  AAll  --  SSwweeddee  

SScciieennttiiffiicc  GGrraaddee  ::  AAssiisstt  ..  PPrrooffeessssoorr                                                                                                                

DDaattee::        //      //  60066006  

((MMeemmbbeerr))  



AApppprroovveedd  bbyy  tthhee  UUnniivveerrssiittyy  CCoommmmiitttteeee  oonn  GGrraadduuaattee  SSttuuddiieess..  

  

  

  

SSiiggnnaattuurree  ::                                                                                                                  

NNaammee::  DDrr..  LLuuaayy    AA..  AA..  AAll  ––  SSwweeddee  

                      DDeeaann  ooff  tthhee  CCoolllleeggee  ooff  EEdduuccaattiioonn  

SScciieennttiiffiicc  GGrraaddee  ::  AAssiisstt  ..  PPrrooffeessssoorr                                                                                                                DDaattee::        //      //  

60066006  

  

  

 الإهذاء

إلى ا سنن وء  ا نن  ،  ْقننذْ ٌ    اَننو ٌ ْيننَولٌ   ا    ننوث  عنننذ ْـكننن ٌ إلى َمنن ك نننوَ  ْ  َز ٍ ننش عز  م    ننٌ  

 أمطٰزثك   سٰم  الجفوف  ْا   أ ...

 إلى رْح ْا ذً ْهٌ  سك   دار  الخ ود 

 إلى َم ك لا ٍ كلُّ ا  سوَ   بو ذعوء  لذو ْفوءً ... 

 ين  م  رؤٍت  ْْــو ...إلى َم ك لا  َ لُّ ا  



 ْا ذٰ ٌ ا  شٍشة                     إلى من بع ا تضحَت  ْبحز الحنوَ ْا ض  الأمونت ...

 نننٌ ا  شٍشننننننننننأخننن                                 .             إلى أب غ الد ونٌ ْأصذق الدشوعز ْأا ي ا صور..

 ْأخوا ٌ ا  شٍشاث                                                                                                                                      

 أصذقولٌ الاْفَوء              ..ٍ ب ذ خطوة ً خطوة ِ ا شموَ م ٌ محطوث  عبرْاإلى َم ك 

 ا  طوءٍنوبَع  ...   و الاخزى ً بنَونٌ  بنت ابنو إلى َم ك

 ااترامٌ  أسو ذ ٌ الدخ صين..مع ْافز

 سوعذنٌ   انجوس هذا ا بحث... َم ك إلى نل

 أهذً هذا الجـذ الدتوايع...

 

 

 

 رْمي

 

AAbbssttrraacctt::  
 



         It is known that the Polynomial Reconstruction is one of the important 

problems in cryptography. Such problem is introduced in 9111 and it was 

considered as a new hard computational problem. There are several public key 

cryptographic systems constructed on this problem. 

 

         This research provides an analytical study to a public key cryptosystem 

)(PKC  that was based on Polynomial Reconstruction Problem ),(PRP  and 

takes into considerations the developments performed on the )(PKC  and the 

corresponding attacking methods. The analysis considers mainly the 

mathematical background related to polynomials and the operation valid 

generally on these polynomials and especially in the finite fields such as 

)2( mGF , )(qGF , and )( uqGF . The coding problem is included in the public 

key cryptosystem that take the PRP  into consideration. The Reed-Solomon 

Code is used in such type of PKC . 

          

         The PKC  was based on PRP  of Augot and it's modification with the 

Coron's  attacks is analyzed mathematically in this research. We propose a 

modification in the decoding stage of the Augot's system by replacing the 

Lagrange interpolation method instead of Berlekamp-Welsh interpolation 

method. This proposition is investigated for the first time in such public key 

cryptosystem that was based on PRP . The promised result was introduced 

and the system was reviewed by IEEE Reviews in the conference ICTTA 6006 

hold at April 6006 through the participation with a paper entitled. 

" Evaluation of using Lagrange Interpolation method in polynomial 

Reconstruction problem PRP  ". 



 

         Another  achievement was hold is a treatment of Augot's system in 

)(qGF  instead of )2( mGF as it was originally treated. A complete computer 

simulation using MATLAB is implemented. 
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Lemma (I.6): For every non zero element .1,)( 1 qqGF   Furthermore, an 

element )( uqGF lies in )(qGF itself iff  q  [95]. 

 

Lemma (I.4): For every non-zero element ,)(qGF )(ord  

divides 1q  [95]. 

 

Lemma (I.3): If F,  and F  has characteristic q , then 

qqq   )( [95]. 

Proof: By the binomial theorem  
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       Now )(q
i  is an integer, and for ,11  qi  .
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Since q  exceeds all factors in the denominator, and q  is prime, q  in the 

numerator goes uncancelled. As a result, )(mod0)( qq
i   for .11  qi   

Hence all intermediate terms vanish, and the result follows. 

 

Theorem 4.2.4.6: The minimal polynomial of element   is unique [95]. 

 



Proof : Suppose )(qGFF   and F  has characteristic q . From Lemma (I.9) that 

  satisfies the polynomial 11qx  in ].)[( xqGF  Since  a polynomial in 

])[( xqGF  for which   is a root, there must be one of the least degree. This is 

minimal polynomial, suppose  two monic polynomials )(1 xm  and )(2 xm of 

least degree having   as a root. 

By the division algorithm for polynomials   two polynomials )(),( xrxL  

),()()()( 21 xrxmxLxm   where )(deg)(deg 2 xmxr   or .0)( xr      

Since 0)(1 m and 0)(2 m  by def of minimal polynomial, we have 

.0)( r But )(2 xm has least degree which implies 0)( xr and hence )(2 xm

divides )(1 xm . 

Similarly, we can show that )(1 xm divides )(2 xm and since )(1 xm and )(2 xm

are monic, )(1 xm )(2 xm . 

 

Lemma 4.2.4.6:  Let F  be a finite field of characteristic q , Let F and Let 

)(C  be the set of conjugates of   with respect to ).(qGF  Then )(xm





)(

)(



C

x  is a polynomial with coefficients from )(qGF  [95].  

Proof : Let 


t

i

i
ixmxm

0
)( . The coefficients Fmi  , we need to prove that they 

are in fact in the ground field ).(qGF  First note that    

               qxm )( = 
 )( C

qx )(   

                         = 
 )( C

 )( qqx   
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 )( qx = )( qxm  = 
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iq
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,  

with the following second equality from (Lemma (I.3)) and the third 

since )}.(:{)}(:{  CC q   

         On the other hand note that  qxm )( 
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iqq
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Hence q
ii mm   implying by (Lemma (I.9)) that )(qGFmi  for .0 ti  This 

completes the proof. 

 

 

Properties of Trace Operator : 

Property 6: 

               When   is in )( uqGF , )(
uq

qTr  has values in )(qGF . 

Proof: quq
qTr )]([   q

u

i

iq )(
1

0




         (Definition (6.3.3.9)) 
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iq            ( By Lemma (6.3.9.9)) 
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iq      (If )( uqGF  then  
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                                   )(
uq

qTr .          (Definition (6.3.3.9)). 

Property 4: Conjugate field elements have the same trace operator, i.e. 

)( quq
qTr  )(

uq
qTr  for  )( uqGF . 



Proof: From Property 6   we have  

                               quq
qTr )]([  )(

uq
qTr .                       (I.9)   

And from Definition (36), we get  

                              quq
qTr )]([  )( quq

qTr                         (I.6)   

from (I.9) and (I.6) we have,  )( quq
qTr  )(

uq
qTr . 

Property 3: The trace operator is linear map: for ba,  )(qGF  and 

),(, uqGF  then )()()( 
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Property 2: For each choice of b  in )(qGF , there are 1uq  elements   in 

)( uqGF  for which .)( bTr
uq

q   

Proof : Every element   in )( uqGF  has bTr
uq

q )(  iff   is a root of the 

trace operator equation  

            0.....
12




bxxxx
uqqq , b )(qGF . 

Every element of )( uqGF  must be the root of exactly one such equation, and 

each of the q  equations has exactly  1uq  roots. Since all roots of the trace 

operator equations are accounted for by elements of )( uqGF , there must be 

exactly 1uq  elements of )( uqGF  with trace b  in )(qGF . 

 

Property 5: lf )()()( uk qGFqGFqGF   then  

)(,)]([)( uuq
kq

kq
q

uq
q qGFTrTrTr   . 

Proof: Consider the nested trace polynomial expression 
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Property 1:  Let )( uqGF  be the smallest field containing  , and let the 

minimum polynomial of )(xm  be denoted by  


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
u

i

iu

i
xaxm

0

)( , then 1a )(
uq

qTr . 

Proof: From Lemma (6.3.6.9), we get   
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Then 1a )........(
12 
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uqqq                  (I.3) 

And    )(
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uqqq                    (I.4) 

From (I.3) and (I.4) we have  

                                      1a )(
uq

qTr . 



 

Proposition 6.3.3.9: For all ],)[( XqGFp u  we have )].([)]([ pTrevpevTr  . 

Proof:  The thj  component of )]([ pevTr  is  

                .)()]([
0
 


k

i

i
jij xpTrxpTr  

From ( Remark (6.3.3.6), and the fact that )(qGFx j , we obtain: 

                     


k

i

i
jij xpTrxpTr

0
)()]([  

which is the thj  component of )]([ pTrev . 

 

Theorem 6.3.3.9: Let V  be a finite dimensional vector space over .F  then the 

dual space V  is also finite dimensional, and  VV dimdim  [4]. 

Proof: Let },....,,{ 21 nvvv  be a basis of V . We shall find a basis of V . 

According to Definition (6.3.3.3),  ni .....,,2,1   a functional, which we 

denote by 
iv    

                   











.0

,1
,

jiif

jiif
vv ji  

 

We shall prove that },....,,{
21


nvvv is a basis of V . 

Let V  and let ).(, iii vvc    We contend that  



........
11

 nnvcvc  

For each ,i  we have  

iiiiinn cvvcvvcvc  ,,.......11
. Since )( ii vc  , it follows 

that   and  nnvcvc .......
11  have the same values on all elements of the 

basis },....,,{ 21 nvvv . Hence they have the same values on linear combinations 

of these basis elements, and hence are equal on V . Therefore, 
nvvv ,....,,

21  

generate V . 

To prove that they are linearly independent, suppose that  

0.......
11

 nnvxvx  with elements .Fxi  

Evaluate this expression on .iv  We find  

iiiiinn xvvxvvxvx  ,,.......0 11
. Hence all ,0ix  then 


nvvv ,....,,

21  are linearly independent. That is, 
nvvv ,....,,

21  are basis of 

V , and is called the dual basis of },....,,{ 21 nvvv . 

 Example (II.6): Let us have  a polynomial )(xp 2115 xx  in ][xQ  that has 

degree 6. Then it is required to find the leading term ))( plt  and leading 

coefficient ))(( plc . 

Solution: 

From (Definition (6.9.3), we have ( ))( plt 211x  and it has ))(( plc 11 . 

Consider as a polynomial in ][/11 xZZ , )(xp  has degree 9, )( plt x  and )( plc

)11(mod1 [61]. 



 

Example (II.4): Let us have  a  polynomial 3)12()(  xxf  in ][xQ  that has 

degree 3. 

Then it is required to find the leading term ))( plt  and leading coefficient 

))(( plc . 

Solution: 

From (Definition (6.9.3)), we have )( plt 38x  and it has )( plc 8 [61]. 

 

Example (II.3): Let us have a field 5Z . Then it is required to generate a monic 

polynomial over 5Z . 

Solution: 

Let 13)( 2  xxxf  be a polynomial over 5Z ,  since the .1)( flc Then (from 

Definition (6.9.2)), )(xf  is a monic polynomial . 

 

Example (II.4): Let us have polynomials 12)( 5  xxxf and 3)(  xxg  

over F . Then it is required to find the coefficients are equal to zero. 

 

 

 

Solution: 



Since )deg( f 5> )deg( g 1. From (Remark (2.1.3)), then the coefficients 2b , 

3b , 4b , 05 b . 

 

Example (II.5): Let us have polynomials 12)( 5  xxxf and 3)(  xxg  in 

][xF . Then it is required to find the degree of sum polynomials. 

Solution: 

Since  )()( xgxf 435  xx . From (Remark (6.9.3)), that is  )deg( gf 5 n . 

Example (II.1): Let us have polynomials 123)( 25  xxxf  and 23)( 35  xxxg  

over F . Then it is required to find the degree of sum polynomials. 

Solution: 

Since  )()( xgxf .320 235  xxx From (Remark (6.9.3)),  that is  

.3)deg(  gf i.e the degree of sum polynomials is less then n =5. 

 

Example (II.2): Let us have  a polynomial 22)( 23  xxxf  and 12)( 2  xxxg  

over F . Then it is required to find the product of  )(xf  and )(xg . 

Solution: By (Remark (6.9.4)), we have  

                            )().( xgxf  .226352 2345  xxxxx 

Example (II.8): Let us have a polynomial  )(xf  16 x  over ][/2 ZZ .Then it is 

required to find the divisor of )(xf . 

Solution: Since )(xf )1)(1( 242  xxx  over ][/2 ZZ . From (Remark (6.9.5)), 

then 12 x  is a divisor of )(xf  over ][/2 ZZ . 



Example (II.9): Let us have polynomials )(xf 1232 234  xxxx  and 

)(xg 12x  in ][xQ . Then it is required to find the division of )(xf  by )(xg . 

Solution: 

From (Theorem (2.1.2)), and by long division, we can find the )(xquot  and the 

)(xrem when dividing )(xf by )(xg . So from equation (2.1.3) we have  

1232 234  xxxx .)54()1)(42( 22  xxxx  We conclude that 

)(xquot422  xx and )(xrem 54 x . 

Example (II.60): Let us have a polynomial 1)( 2  xxf  in ][xR  over R . Then it 

is required to find the divisor of )(xf . 

Solution: From (Remark (6.9.6)), we have 

),)((12 ixixx   where  1i . 

 

Example (II.66): Let us have polynomials )(xf 123  xx and )(xg 1 x  over 

][3/ xZZ . Then it is required to find the degree of  )(xrem . 

Solution: 

From equation (2.1.3), and by long division, we can find,  

)(xf)()()( xremxquotxg 1)2)(1( 2  xxx. By (Remark (6.9.3)), then 

0)deg( rem . 

Example (II.64): Let us have polynomials  1)( 2
 xxf , 1)( 3  xxg , 1)(  xxh , 

1)( 2  xxZ   and 1)( 4  xxV  over ][xQ . Then it is required to find the GCD 

of )(xf  and )(xg , and Lcm of )(xf  and )(xZ . 



Solution:  

By (Definition (6.6.9)), the polynomial )(xh  is a common divisor of )(xf  and 

)(xg , since )(xf )1)(1(  xx  and )(xg ).1)(1( 2  xxx  In fact from 

(Definition (6.6.6)), )(xh  is a GCD of )(xf  and )(xg .And by (Definition (6.6.3)), 

the common multiple of )(xf  and )(xZ  is )(xV . In fact from (Definition 

(6.6.4)), )(xV  is a LCM of )(xf  and )(xZ . 

 

Example (II.63): Let us have polynomials )(xf 343 234  xxxx  and )(xg

32103 23  xxx  over F . Then it is required to find the GCD of )(xf  and 

)(xg . 

Solution:  From equation (6.9.3) ,  we divide )(xf  by )(xg  but first multiply 

)(xf  by 3 ( to avoid fractional coefficients ):  

)()()()(3 11 xremxquotxgxf  

         )30255()1)(32103( 223  xxxxxx .  

Thus, the first remainder, after dividing by 5, will be .652
1  xxrem  We 

divide the polynomial )(xg by it : 

)()()()( 221 xremxquotxremxg  

       ).279()53)(65( 2  xxxx   

The second remainder, after dividing by 1, is thus .32  xrem  Since  

)()()()( 3321 xremxquotxremxrem  



            0)2)(3(  xx , then from (Theorem (6.6.9)), it follows that )(2 xrem  

will be the last remainder which exactly divides the preceding remainder. It will 

consequently be the desired GCD. That is .3),(  xgfGCD                                  

                                                                   

Example (II.62): Let us have the polynomials )(xf 10323  xxx  and )(xg

1496 23  xxx   over F . Then it is required to find the polynomials 

)(xu and )(xv  which satisfy  equation  (6.6.3) . 

Solution: From (6.9.3) , we have )(xf )()()(
11

xremxquotxg  

                                                          )4127()1)(1496( 223  xxxxx . 

Also, )()()()( 221 xremxquotxremxg  

                 )
49

470

49

235
()

49

54

7

1
)(4127( 2  xxxx . 

)()()()( 3321
xremxquotxremxrem  

       .0)27)(2(  xx 

Thus, from (Theorem (6.6.9)), .2))(),((  xxgxfGCD  And by ((Theorem 

(6.6.6)) , 
235

54

235

7
)(  xxu   , .

235

5

235

7
)( 


 xxv 

 

Example (II.65): Let us have the polynomials )(xa  and )(xb  in ][/5 xZZ , 

224444)( 345678  xxxxxxxxa  and  23243)( 23456  xxxxxxb . Then 

it is required to apply the extended Euclidean algorithm to the polynomials for 

finding the GCD of )(xa  and )(xb , and finding the two polynomial )(xu , )(xv . 



Solution: First apply the division   algorithm to )(xa   and  )(xb   yielding, from 

equation (2.1.3) we have:  

)(xa  )().2( 2 xbxx ),3422( 245  xxxx  i.e. yield )(2 xquot 22  xx , 

)(2 xrem  3422 245  xxxx  and to find )(2 xu  and )(2 xv . 

)(x
k

u  


)(
2

x
k

u  ).(xquot
k

 )(
1

x
k

u


 and )(x
k

v )(
2

xv
k

 ).(xquot
k

 )(
1

x
k

v


 

where )(0 xu )(1 xv 1 , )(0 xv )(1 xu 0 . 

)(2 xu)(0 xu).(2 xquot)(1 xu 

         1 – )0)(2( 2  xx 

         1 . 

)(2 xv)(0 xv).(2 xquot)(1 xv 

      0 – )1)(2( 2  xx 

      22  xx . 

)(xb).(3 xquot)3422( 245  xxxx+ ).(3 xrem Yields ,3)(3 xxquot  

)(3 xrem24 234  xxxx. 

 

)(3 xu)(1 xu).(3 xquot)(2 xu 

        
.3

)1(30

x

x




 

)(3 xv)(1 xv).(3 xquot)(2 xv 

        )3(1 x )2( 2  xx 

        .331 32 xxx  

)(2 xrem).(4 xquot)(3 xrem)(4 xrem.Yields ,23)(4  xxquot  )(4 xrem

.42 2  xx 



 

)(4 xu)(2 xu).(4 xquot)(3 xu 

        )3)(23(1 xx  

       14 2  xx . 

 

)().()(
3424 )( xvxquotxvxv  

       )331)(23()2( 322 xxxxxx  

      .144  xx 

 

)(3 xrem).(5 xquot)(4 xrem)(5 xrem. Yields .322)( 2

5
 xxxquot 

.0)(5 xrem Thus, from (Theorem (6.6.9)), the GCD ))(),(( xbxa is .42 2  xx  

i.e. from (Theorem (6.6.3)), )(4 xrem )(4 xu )(xa )().(4 xbxv  [95].  

 

The steps in the Algorithm can be summarized by the following Table (II.9): 

 

Table II.6: shows the Extended Euclidean algorithm for 

polynomials 

 

 

)(xquot
k )(xrem

k )(xv
k

 )(xu
k k 

------ a(x) 0 1 0 

------ b(x) 1 0 1 

x
2
+x+2 2x

5
+x

4
+2x

2
+4x+3 – x

2 
–x –2 1 2 



3x 4x
4
+ x

3 
+ x

2
 +x+2 3x

3
+3x

2
+x+1 –3x 3 

3x +2 2x
2
+x+4 x

4
+4x+1 4x

2 
+x+1 4 

2x
2
+2x+3 0   5 

 

Example (II.61): Let us have a polynomial function )(xa 222  xx  in ][xR

.Then it is required to find the evaluation of )(xa  at 3.  

Solution: From (Definition (6.3.9)), we have )(xa  is the quadratic function 

RRa : . If ,3r )3(a 52)3(232  , its graph is a parabola. By completing 

the square 1)12(22 22  xxxx 

                           1)1( 2  x . 

         It follows that the polynomial function has no zeros, since 1)1( 2 r  is a 

positive for every real number. 

Example (II.71): Let us have a polynomial )(xp xx  3  over ][/3 xZZ . Then it 

is required to find the roots of )(xp . 

Solution: The corresponding polynomial function is the zero function. Every 

element of ][/3 xZZ  is a zero (root) of )(xp . From (Definition (2.3.1)), that is, 

)0(p 0 , )1(p 0113  , )2(p 3mod)22( 3 0 . Hence 0,1 and 2 are roots 

of )(xp . 

Example (II.71): Let us have a polynomial  13)( 2  xxxf . Then it is 

required to find the 2th derivative of )(xf . 

Solution: By (Remark (2.4.1)), we have 2)1(!2)()2( xf . 

 



Example (II.61): Let us have a polynomial 42)( 2  xxf  over Q . Then it is 

required to consider the polynomial )(xf . 

Solution: From (Definition (6.5.9)), the polynomial 42)( 2  xxf  is irreducible 

over Q but reducible over .Z 

 

Example (II.40): Let us have a polynomial 42)( 2  xxf  over R  Then it is 

required to consider the polynomial )(xf . 

Solution: From (Definition (2.5.1)), the polynomial 42)( 2  xxf  is irreducible 

over R  but reducible over .C  

 

Example (II.46): Let us have a polynomial 1)( 4  xxf over ][xQ . Then it is 

required to find the factorization polynomial )(xf . 

Solution: From (Theorem (6.5.3)), the factorization in irreducible of )(xf  in 

][xQ  is )(xf ).1)(1)(1( 2  xxx  From (Definition (6.5.9)), the first factor is 

irreducible, since it has no rational zeros. Consider as a polynomial )(xf  in 

][xC , the factorization is )(xf ).1)(1)()((  xxixix Consider as a polynomial 

)(xf  in ][/2 xZZ , the factorization is )(xf 4)1( x  [90]. 

 

Example (II.44): Let us have a polynomial )(xf 12 24  xx  in ][xQ .Then it is 

required to consider the polynomial )(xf  is irreducible or not. 

Solution: In ][xQ . From (Remark(6.5.9)), the polynomial )(xf 2224 )1(12  xxx  

is reducible , but has no zero in Q  [90]. 



 

Example (II.43): Let us have a degree of the polynomial )(xp  is 2k , that 

length 3n  over finite field qF 11F , and the data points are showen in Table 

(II.6) . Then it is required to generate a polynomial )(xp  over 11F . 

Table II.4: shows the data points ( x, p(x)). 

 

      x   )(xp 

     1     1 

     6     9 

     7     1 

     8     3 

 

Solution: Applying the Direct Method of Interpolation to find a polynomial 

)(xp . For second order polynomial interpolation, we choose .)( 01
2

2 axaxaxp   

We can construct )(xp  from three of the shadows (data points). Using )9,6( , 

)1,7( , )3,8(  Then from equation (6.6.9.95), we have 

9)6()6()6( 01
2

2  aaap 

1)7()7()7( 01
2

2  aaap 

3)8()8()8( 01
2

2  aaap. 

Writing the three equations in matrix form 
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
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
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

6481

4971
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
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



2

1

0

a

a

a

 


















3

1

9

 



 

         And the solution of the above three equations by using Gaussian 

Elimination gives: 

11mod)267735()( 2  xxxp  

                    .345 2  xx 

 

Example (II.42): Let us have a degree of the polynomial )(xp  is 21k , that 

length 3n  over finite field 11ZF  , data points )1,1( , )9,6(  and )1,7( . Then 

it is required to generate a polynomial )(xp  over 11Z . 

 

Solution: Applying the Lagrange Interpolation to find a polynomial )(xp  at 

data points )1,1( , )9,6(  and )1,7( . From equation (6.6.9.96), we can compute 

the polynomial )(xp : 

)6)(1(2)7)(1(18)7)(6(7)(  xxxxxxxp 

        11mod)43224927( 2  xx 

        .345 2  xx 

Example (II.45) : Let us have a degree of the polynomial )(xp  is 31k , that 

length 4n  in the field 17ZF  , data points )8,1( , )7,2( , )10,3(  and )2,4(

.Then it is required to generate  a polynomial )(xp  over 17Z . 

Solution: Applying the Lagrange Polynomial Interpolation to find a polynomial 

)(xp  at data points )8,1( , )7,2( , )10,3(  and )2,4( . From equation (6.6.9.96), 

we can compute the polynomial )(xp : 



 )4)(2)(1(80)4)(3)(1(63)4)(3)(2(112[)( xxxxxxxxxxp   

        17mod)]3)(2)(1(6  xxx 

17mod]412052952108261[ 23  xxx 

.1186 3  xx 

 

Example (II.41) : Let us have a  Berlekamp – Welch Interpolation with the 

degree 1,3  wk . Then it is required to generate a unique polynomial )(xp . 

Solution: We interpolate to find the polynomial )(xp  of degree 6 

7)2(,3)1(,1)0(  ppp , 13)3( p  and 21)4( p . 

         Since 1w  then there exist corrupted at the position 9  0)1( E . So the 

receiver 0 instead of 3 in the packet. Let exxE )(  be the error- locator 

polynomial, where e  is unknown, and let )(xR be a polynomial defined at 

4,3,2,1,0x   satisfy equation (6.6.3.91). By using the relationship of 

equation (6.6.3.91), we can obtain a linear system whose solutions will be the 

coefficient of p and E . 

        Let ),()()( 23 xExpdcxbxaxxQ  where a, b, c, d are unknown 

coefficients. So from equation (6.6.3.60), we have 

)()(23 xExRdcxbxax   which we can rewrite as: 

                                         xxRexRdcxbxax )()(23  

Now we substitute 4,3,2,1,0x in equation (6.6.3.60) to get five linear 

equations:          If  ,0x  then  0ed                                         (II.9) 

                         If 1x ,  then 0 dcba                                (II.6) 



                         If ,2x then 147248  edcba         (II.3) 

                         If ,3x  then  39133927  edcba       (II.4) 

                         If 4x , then 842141664  edcba      (II.5) 

 

         By using the Gaussian Elimination to find the values of the unknown a, b, 

c, d, e   a = 9, b = 0, c = 0 , d = -9 , e =9 , from  equation (6.6.3.92), we have 

1)(  xxE . Hence ,1)( 3 xxQ  and by equation (6.6.3.69), we obtain 

)(

)(
)(

xE

xQ
xp  

1

13






x

x

)1(

)1()1( 2






x

xxx
.12  xx   

 

Example (II.42): Let us have a field prime field )29(GF . Then it is required to 

compute of arithmetic operations in )29(GF . 

Solution: let the elements of )29(GF  are }28,.....,1,0{ , then 

(i) Addition: 82017  , since .829mod37  

(ii) Subtraction: 262017  , since .2629mod3  

(iii) Multiplication: 212017  , since .2129mod340  

(iv) Inversion: 1217 1  , since .129mod1217  

 

 

Example (II.48): Let us have a field )2( 3GF . Then it is required to generate  

the elements of )2( 3GF . 



Solution: We can generate the elements ),.....,,,1,0( 62  in  )2( 3GF  that 

are the 2 binary polynomials of degree at most 6, reduction polynomial )(f

1
3

   by the Table (II.3). 

 

Table II.3: The Galois Field of )2( 3GF  with Reduction Polynomial )(f

1
3

  . 

Representation 

powers 

Representation 

binary 

Representation 

polynomial 

Representation 

decimal 

0 000 0 0 

1 100 1 1 

 010 x 2 
2 001 2x 4 

31 110 x1 3 

42  011 2xx 6 

25 1   111 21 xx 7 

26 1   101 21 x 5 

 

Example (II.41): Let us have a field )2( 4GF . Then it is required to generate  

the elements of )2( 4GF . 

Solution: We can generate  the elements ),.....,,,1,0( 142   in )2( 4GF that 

are the 96 binary polynomials of degree at most 3, reduction polynomial )(f

1
4

   by the Table (II.4). 

 

 

 



 

 

Table II.2 : The Galois Field of )2( 4GF  with Reduction Polynomial 

)(f1
4

 . 

Representation 

powers 

Representation 

binary 

Representation 

polynomial 

Representation 

decimal 

0 0000 0 0 

1 1000 1 1 

 0100 x 2 
2 0010 2x 4 

3 0001 3x 8 

 14 1100 x1 3 

25   0110 2xx 6 

326   0011 32 xx  12 

37 1   1101 31 xx 11 

28 1   1010 21 x 5 

39   0101 3xx 10 

210 1   1110 21 xx 7 

3211   0111 32 xxx  14 

3212 1   1111 321 xxx  15 

3213 1   1011 321 xx  13 

314 1   1001 31 x 9 

 

Example (II.30): Let us have a field )2( 5GF . Then it is required to generate  

the elements of )2( 5GF . 

Solution: We can generate  the elements ),.....,,,1,0( 302   in )2( 5GF  are 

the 36 binary polynomials of degree at most 4, reduction polynomial )(f

125
   by the Table (II.5). 



 

 

 

 

Table II. 5: The Galois Field of )2( 5GF  with Reduction Polynomial 

)(f125
 . 

Representation powers Representation 

binary 

Representation 

polynomial 

Representation 

decimal 

0 00000 0 0 

1 10000 1 1 

 01000 x 2 
2 00100 2x 4 

3 00010 3x 8 

4 00001 4x 16 

25 1   10100 21 x 5 

36   01010 3xx 10 

427   00101 42 xx  20 

328 1   10110 321 xx  13 

439   01011 43 xxx  26 

410 1   10001 41 x 17 

211 1   11100 21 xx 7 

3212   01110 32 xxx  14 

43213   00111 432 xxx  28 

43214 1   10111 4321 xxx  29 

43215 1   11111 4321 xxxx  31 

4316 1   11011 431 xxx  27 

417 1   11001 41 xx 19 

 118 11000 x1 3 

219   01100 2xx 6 



3220   00110 32 xx  12 

4321   00011 43 xx  24 

4222 1   10101 421 xx  21 

3223 1   11110 321 xxx  13 

43224   01111 432 xxxx  30 

4325 1   10011 431 xx  25 

4226 1   11101 421 xxx  23 

327 1   11010 31 xx 11 

4228   01101 42 xxx  22 

329 1   10010 31 x 9 

430   01001 4xx 18 

 

Example (II.36): Let us have a field )3( 2GF . Then it is required to generate  

the elements of )3( 2GF . 

Solution: We can generate  the elements ),.....,,,1,0( 72   in )3( 2GF  are 

the 1  polynomial of degree at most 9, reduction polynomial )(xf 2
2

 xx  

by the Table (II.6) : 

 

Table II.1: The Galois Field of )3( 2GF  with Reduction Polynomial 

)(f 2
2

 xx . 

Representation 

powers 

Representation 

binary 

Representation 

polynomial 

Representation 

decimal 

0 00 0 0 

1 10 1 1 

 01 x 3 
221 12 x21 7 

322 22 x22 8 



42 20 2 2 

 25 02 x2 6 

 26 21 x2 5 

 17 11 x1 4 

 

Example (II.34): Let us have a field )2( 3GFF  , 1)( 3  xxxf  be an  

irreducible polynomial over )2( 3GF . Then it is required to generate  the 

elements of )2( 3GF  by using the Zech’s log table. 

Solution: By using example (II.62). Then  }1,1,,,1,,1,0{ 2222 xxxxxxxxF  . 

 60,  ii   the integer , from  equation (6.3.63),  we get : 

01001001 0  

31 1100101001   

62 1010011001   

  0101101001 3 

54 1110111001   

45 0111111001   

26 0011011001   

and defining 0 . The Zech’s Log table is 

 

Table II.2 : The Zech’s Log of )2( 3GF  with Reduction Polynomial 

1)( 3  xxxf. 



i   )(iZ 

     ∞     0 

     0     ∞ 

     1     3 

     2     6 

     3     1 

     4     5 

     5     4 

     6     2 

 

       With this table, representing elements of )2( 3GFF   as power of the 

generator x , both multiplication and addition are easily performed. For 

multiplication, we add exponents and reduce modulo 71q , so from 

equation  (6.3.66), we get : 

43)7mod(106  . 

And for example of add, and by equation (6.3.64), we have  

)1( 2353   

            63  (by using Zech’s Log table (II.3)) 

            )7mod(9 

            2 . 

 



Example (II.33): Let us have a field binary field )2( 4GF . Then it is required to 

compute of arithmetic operations in )2( 4GF . 

Solution: let the elements of )2( 4GF  are the 96 binary polynomials of degree 

at most 3, from example (II.61) . Then  

(i) Addition: xxxxxx  3223 )1()1( , (from Remark (6.3.9)) 

(ii) Subtraction: xxxxxx  3223 )1()1( . (from Remark (6.3.9)), 

     we have aa  mFa
2

 .  

(iii) Multiplication: 1)1()1( 2223  xxxxx , since 

      1)1()1( 5223  xxxxxx and 1)1(mod)1( 245  xxxxx .   

 (iv) Inversion: 2123 )1( xxx    , since 1)1(mod)1( 4223  xxxxx .     

 

Example (II.32): Let us have a field  )3( 2GF  over the finite field )3(GF , 

)1,1(1x  and )2,1(2x  are elements in )3( 2GF . Then it is required 

to show  the )1,1(  and )2,1(  are basis of )3( 2GF  over )3(GF . 

Solution: 

Firstly, to show that )1,1(  and )2,1( are linearly independent. Suppose that 

ba,  are numbers  )0,0()2,1()1,1( ba . Then  

              0ba                                                                    (II.6) 

and         .02  ba                                                                 (II.3) 



         Subtracting the equation (II.6) from the equation (II.3), we get 

.00  ab  Hence ba,  are both zero. That is, the vectors are linearly 

independent. Secondly, to show that )1,1(  and )2,1( are generate to )3( 2GF , 

let ),( ba  be an arbitrary element of )3( 2GF , we have to show that   numbers 

yx,    ).,()2,1()1,1( bayx   In other words, we must solve the system of 

equations: 

              ayx                                                                     (II.2) 

              byx 2                                                                  (II.1) 

        Again subtract the equation (II.2) from the equation (II.1) , we get : 

aby  and finally bax 2 . Hence, (from Definition (6.3.6)), the vectors 

)1,1(  and )2,1( are basis of )3( 2GF  over )3(GF . 

 Example (II.35): Let us have a field )2( 4GF , and 1)( 4  xxxf be a 

primitive polynomial over )2( 4GF . Then it is required to find  the primitive 

elements of the )2( 4GF . 

Solution: From (Definition (6.3.9.9)), the primitive elements are 5,3,2  but 

8,6,4 are not primitive elements, since the powers of 43   of )2( 4GF  are 

:  (Using the table (II.4)), 

1)( 04  414)(   , 824)(   , 1234)(   ,  
15mod1644)( , 

515mod2054)(  , 915mod2464)(   , 1315mod2874)(   , 

284)(  , 694)(   , 2104)(   , 14114
)(   , 3124)(   , 7134)(   , 

and .)( 11144   



        The 43   which generates all the 95 non-zero elements of )2( 4GF . But 

the powers of 38   of the field )2( 4GF  are 1)( 03  , 313)(   , 623)(  

, 933)(   , 1243)(   , and 1)( 015mod1553   . 

        The element 38   is not a primitive element of )2( 4GF , since  it doesn't 

generate all the 95 non-zero elements of )2( 4GF . Similarly we can check the 

all elements in the )2( 4GF . 

 

Example (II.31): A list of primitive polynomials is given in Table (II.2)  [3]. 

From (Remark (6.3.9.9)), we get : 

Table II.8:  shows the Default Primitive Polynomial over )2( mGF . 

m Default primitive polynomials for )2( mGF Decimal 

2 12  xx 7 

3 13  xx 11 

4 14  xx 19 

5 125  xx 37 

6 16  xx 67 

7 17  xx 131 

8 12348  xxxx 285 

9 149  xx 529 

10 1310  xx 1033 

11 1211  xx 2053 

12 14612  xxxx 4179 

13  13413  xxxx 8219 



14 13514  xxxx 16427 

15 115  xx 32771 

16 123516  xxxx 65581 

 

Example (II.32): Let us have a polynomial 1)( 4  xxxf  over )2(GF . Then it 

is required to find ).()( 22 xfxf  

Solution: From (Definition (6.3.9.3)), we have  

242 )1()(  xxxf 

         

).(

1

2221

2

28

4528

xf

xx

xxxxx







 

Example (II.38): Let us have a polynomial 1)( 2  xxxf  in ][2 xZ  over 2Z . 

Then it is required to consider the primitive polynomial )(xf  over 2Z . 

Solution: Let 111 31   xxx
uqk , and 1)( 2  xxxf . From equation 

(6.3.9.36), )(xf  is a primitive polynomial over 2Z . 

 

Example (II.31): Let us have a polynomial 1)( 2 xxf  over 3Z . Then it is  

required to consider the primitive polynomial )(xf  over 3Z . 

Solution: Let 11 8  xxk . From equation (6.3.9.36), )(xf  is  not a primitive 

polynomial over 3Z . 

 



Example (II.20): Let us have a polynomial 32)(  xxg  over )5(
2

GF  and the 

reduction 1)( 2  xxxf . Then it is required to consider the primitive 

polynomial )(xg  over )5(
2

GF . 

Solution: Let .2432151 2
3

1
32

 SSqu  From equation (6.3.9.33), we 

get : 

14)1(mod)32()1(mod)32( 21222
24

 xxxxxxand  

1)1(mod)32()1(mod)32( 2823
24

 xxxxxxx. Hence, )(xg  is a 

primitive polynomial over )5(
2

GF . 

 

Example (II.26): Let us have a field )2( 4GF , and    be an element in 

)2( 4GF .Then it is required to generate the minimal polynomial of  . 

Solution:  We form the following sequence ,   ,22    ,4
2

2    

,8
3

2    ,15mod16
4

2   ,215mod32
5

2   ...................... 

         Notice that repetition begins at 
4

2 . Therefore, the minimal polynomial 

of   has 842 ,,,   as all its roots. Thus, from (Theorem (6.5.3)) and 

(Remark (6.3.9)) ))()()(()( 842
1   xxxxxm .                      (II.90) 

Expanding the right-hand side of equation (II.90) with the aid of table (II.4), we 

obtain : 



,)(

)()()(

151413117

21210965338424
1









x

xxxxm
 

since 011 22842   

,012109653    ,11413117    .115 

Hence, 1)( 4
1  xxxm . 

         In the similar method, we can find 1)( 4
2  xxxm . Now, we find the 

)(3 xm : 

,)( 3
0

23
0

2   ,)( 6
1

23
1

2    ,)( 12
2

23
2

2    

,)( 915mod24
3

23
3

2     .....,.........)( 3
4

23
4

2   

         In this sequence there exist only four distinct elements 12963 ,,,   as 

all its roots. Thus from (Theorem (6.5.3)), 

))()()(()( 12963
3

  xxxxxm 

          
,)()

()(

01296326

315151293129634









xx

xx
 

since ,1)( 12963   ,1)( 63129   .00   Hence, 

1)( 234
3  xxxxxm . Also, .1)( 4

4  xxxm  Now, we find the 

)(5 xm : 

,)( 5
0

25
0

2    ,)( 10
1

25
1

2    ,)( 5
2

25
2

2   ..... 



         In this sequence there exist only two distinct elements 105 ,   are roots. 

Thus ))(()( 105
5   xxxm 

                             151052 )(   xx 

                             12  xx . 

Since ,1105   .115  Also, 1)( 234
6  xxxxxm .Now, we find 

)(7 xm as: 

,)( 7
0

27
0

2   ,)( 14
1

27
1

2    ,)( 13
2

27
2

2   

,)( 11
3

27
3

2  ,)( 7
4

27
4

2  .....,.........)( 14
5

27
5

2   

,)()

()()(

0842212

106953314131174

7









xx

xxxm
 

)(7 xm134  xx,  

since 11413117   , ,012106953    0842     

and .10  then  

.1)(0  xxm 

)(1 xm)(2 xm)(4 xm).(8 xm 

)(3 xm )(6 xm)(9 xm).(
12

xm 

)(5 xm)(10 xm. 



)(7 xm )(
11

xm)(
13

xm).(
14

xm 

Example (II.24): Let us have a field )11(GF , ,5n   and 479)( 23  xxxxf . 

Then it is required to generate the ev mapping. 

Solution: From (Definition (6.3.6.6)), we get : 

10)1( f, 6)2( f , 2)3( f , 8)4( f , and 1)5( f .  

Hence  

       











)1,8,2,6,10()(

][
:

5

1111

Xf

FXF
ev 

 

Example (II.23): Let us have 5u , 2q  and 40  i . Then it is required to 

find the Cyclotomic Coset.  

Solution: From (Remark (6.3.6.9)), we have }0{0 C , 

168421 }16,8,4,2,1{ CCCCC , since 131mod)2(1 0  , 

231mod)2(1 1  , 431mod)2(1 2  , 831mod)2(1 3  , 1631mod)2(1 4  ,  

131mod)2(1 5 . And ,}17,24,12,6,3{ 17241263 CCCCC   since 

331mod)2(3 0  , 631mod)2(3 1  , 1231mod)2(3 2  , 2431mod)2(3 3 

, 1731mod)2(3 4  . And also .}18,9,20,10,5{ 18920105 CCCCC  

.}19,25,28,14,7{ 192528147 CCCCC  

.}21,26,13,22,11{ 2126132211 CCCCC  

.}23,27,29,30,51{ 2327293015 CCCCC  



 

Example (II.22): Let us have a field )2( 4GF , 1)( 4  xxxf  be a primitive 

polynomial over )2(GF ,   is a root of )(xf , and   is element in )2( 4GF . 

Then it is required to find the trace value of   in )2( 4GF . 

Solution: From the (Definition (6.3.3.9)), then 

    
3

2
2

2
1

2
0

242
2 )( xxxxxTr  

                842 xxxx   . 

 For  ,  
84242

2 )(  Tr   

                          11 22       (from Table (II.4)) 

                                         0 .                                  (from Remark (6.3.9)).          

 

Example (II.25):  Let us have a field )2( 2GF , 1)( 2  xxxf  be a primitive 

polynomial over )2(GF ,   is a root of )(xf , and   is element in )2( 2GF . 

Then it is required to find the Trace value of   in )2( 2GF . 

 Solution:  

Let 222
2 )( xxxTr  . For  ,  

222
2 )(  Tr  (from Definition (6.3.3.9)) 

                                                           (from Theorem (6.3.9.6)) 

                                                     .0          (from Remark (6.3.9)). 

 



Example (II.21): Let us have a field )3( 2GF , 2)( 2  xxxf  be a primitive 

polynomial over )3(GF ,   is a root of )(xf , and  is element in )3( 2GF . 

Then it is required to find the Trace value of   in  )3( 2GF . 

Solution: 

Let 323
3 )( xxxTr  . For  ,  

3mod)()( 323
3  Tr         (from Definition (6.3.3.9)) 

             3mod)22(   (from table (II.6) and from Theorem (6.3.9.6))     

             3mod)23(             (from table (II.6))        

             .2 

 

Example (II.22): Let us have an element   in )2( 4GF . Then it is required to 

find the Trace value of   in )2( 4GF . 

Solution: From (Definition (6.3.3.9)) and (Remark (6.3.3.9)), then  

 )(
42
42

Tr, 1)( 442
4  Tr  and 0)( 84242

2  Tr . 

Example (II.28): Let us have an element ),2( 47 GF )( 742
2 Tr ).2(GF 

Since 
8

7
4

7
2

77742
2 )(  Tr              (from Definition (6.3.3.9)) 

                     15mod5615mod28147   

                     1113147   



                     ).2(1 GF                   (from table (II.4)). 

 

Example (II.21): Let us have an element   be a root of the primitive 

polynomial 1)( 25  xxxf . Then it is required to find all the roots of the same 

primitive polynomial have the same trace value.  

Solution: 

        The root   and its conjugates (other roots of the same primitive 

polynomial), 842 ,,  and 16  are elements of )2( 5GF . The root powers is 

called a cyclotomic coset , all the roots of the same primitive polynomial have 

the same trace value. That is, 

)(
52

2 xTr
4232

2
2

1202 xxxxx      (from Definition (6.3.3.9)) 

             16842 xxxxx    . 

 For x ,  )(
52

2 Tr 16842      

                               .0                          ( from Table (II.5)). 

2x, )( 252
2 Tr

1628242222   

                          31mod3216842   

                            16842 

                           .0 

4x, )( 452
2 Tr

16
48444244   



                                  31mod6431mod321684   

                                  21684   

                                   .0   

8x, )( 852
2 Tr

16
88848288   

                           31mod12831mod6431mod32168   

                              42168   ,    

                              .0          ( from Table (II.5)). 

16x, )( 1652
2 Tr 84216   

                                .0          ( from Table (II.5)). 

 

)( 352
2 Tr

163
8

34
3233   

                                 17241263   

                                  .1       ( from Table (II.5)). 

Also, )( 652
2 Tr )( 1252

2 Tr )( 2452
2 Tr .1)( 1752

2 Tr 

)( 552
2 Tr)( 1052

2 Tr)( 2052
2 Tr)( 952

2 Tr.1)( 1852
2 Tr 

)( 752
2 Tr)( 1452

2 Tr)( 2852
2 Tr)( 2552

2 Tr.0)( 1952
2 Tr 

)( 1152
2 Tr)( 2252

2 Tr)( 1352
2 Tr)( 2652

2 Tr.1)( 2152
2 Tr 



)( 1552
2 Tr)( 3052

2 Tr)( 2952
2 Tr)( 2752

2 Tr.0)( 2352
2 Tr 

.1)( 052
2 Tr 

Hence, all roots of an irreducible polynomial )(xf  over )(qGF  have the same 

trace. 

 

Example (II.50): Let us have fields )3()( GFqGF  , )( uqGF )3( 2GF , 

2,1  ba  are in )3(GF , and 73 ,   are in )3( 2GF . Then it is 

required to find the )()()(  bTraTrbaTr  . 

Solution: 

Let 
i

i
Tr 373

1

0

73
2

3

3
)2()21(  



    (Definition (6.3.3.9))  

                                   37373 )2()2(    (Definition (6.3.9.3)) 

                                   8mod218mod973 22     (Lemma (6.3.9.9)) 

                                   )2(2)1(23   

                                    422  ,                 (Theorem (6.3.9.6)) 

                                   3mod)28(   

                                   3mod22   

                                   3mod2)3(2                         

                                   .2 



 




1

0

1

0
21)()(

i

iq

i

iqu
q
q

u
q
q TrbTra        (Definition (6.3.3.9)) 

                                  )(2)(1 33   

                                  )(2)(
3

77333   

                                  8mod2178mod93 22   

                                  )2(2)1(2         (Theorem (6.3.9.6)) 

                                  3mod)28(   

                                  3mod)22(   

                                  3mod2)3(2  

                                  .2 

Example 56: Let us have fields )2()( GFqGF  , )( uqGF  )2( 4GF , and the 

elements in )2( 4GF  are }.,..........,,,1,0{ 142  .Then it is required to find 

bTr )(
42

2  ,   in )2( 4GF  and b  any element in )2(GF . 

Solution: 

From (Definition (6.3.3.9)), we have 0)0(
42

2 Tr ,  0)1(
42

2 Tr , 

)(
42

2 Tr
842            (from table (II.4)) 

              112              (from Remark (6.3.9)).          

              .0 



)( 242
2 Tr

82
4

2
222   

               15mod16842   

                 11 22 

               .0 

   )( 342
2 Tr

83
4

3
2

33   

                15mod241263   

                  323233 1 

                .1 

)( 442
2 Tr

8
4

4
4

2
44   

             15mod3215mod1684   

             284   

             22 11   

             .0 

)( 542
2 Tr

8
54

5
2

55   

             15mod4015mod20105   

             105105   

             .0 



 

)( 642
2 Tr4824126   

             39126   

            .1    

)( 742
2 Tr5628147   

             1113147   

             .1 

)( 842
2 Tr6432168   

             428   

             .0 

)( 942
2 Tr7236189   

             12639   

             .1 

)( 1042
2 Tr80402010   

            510510   

            .0 

)( 1142
2 Tr88442211   



               1314711   

               .1 

)( 1242
2 Tr96482412   

              63912   

              .1 

)( 1342
2 Tr104522613   

              1471113   

             .1    

)( 1442
2 Tr112562814   

             7111314   

             .1   

         

Example (II.54): Let us have the fields 

)2()()2()()2()( 42 GFqGFGFqGFGFqGF uk . Then it is 

required to find the ])([
42
22

22
2 xTrTr )(

42
2 xTr . 

 

Solution: 



Let  






 













12

0

2
1

2
4

0

2242
22

22
2 ])([

j

j

i

i
xxTrTr         (Definition (6.3.3.9)) 

                                

























1

0

21

0
i

ji

j
x          (Definition (6.3.9.3)) 

                                  ][
1

0

2
2

)0(2
2

 




j

jj
xx 

                                   ][
2

22
1

0

jj

j
xx




 

                                   
12

212
02

202


 xxxx 

                                   824 xxxx  

                                   


3

0

2

i

i
x 

                                   )(
42

2 xTr . 

 

Example (II.53): Let us have the field  )( uqGF ),2( 2GF  where   is an 

element in )2( 2GF  and let minimum polynomial of 




2

0

2)(

i

i

i
xaxm . Then 

it is required to find the 1a )(
22

2 Tr . 

Solution: 

By Lemma (6.3.6.9) we get,  



                      



1

0

2
)()(

i

i

xxm  

                                ))(( 2  xx 

                                .)( 322   xx 

Then 1a ).( 2                      (II.99) 

And  222
2 )(  Tr                    (II.96) 

From (II.99) and (II.96),  we have 1a )(
22

2 Tr . 

 

Example (II.52):  Let us have a field )3( 2GF  (vector space) over )3(GF , and 

the vector space )3( 2GF  consisting of all linear functionals on )3( 2GF . 

Then it is required to find the basis of )3( 2GF  over )3(GF . 

Solution: 

Firstly, find the elements in the dual space )3( 2GF . 

Let )3()3(: 22 GFGFTr  , .)(),3( 32 xxxTrGFx  

From Theorem (6.3.3.9),  )3(dim)3(dim 22 GFGF  and from (Remark 

(6.3.3.9)) [ )3(,)( 223
23

GFTr   ], that is,  

,0)0(
23
23

Tr  ,1)1(
23
23

Tr .)(,.............. 7723
23





Tr 

Then 
 7432 ,.......,,,,,1,0   are linear functionals on )3( 2GF . 



Secondly, find the basis of )3( 2GF , let  41  and  52  are 

elements of )3( 2GF , since )1,1(   and )2,1(   are linear independent and 

both generate )3( 2GF . 

Hence,  )1,1(   and )2,1(   are basis of )3( 2GF  over )3(GF . 

 

 Example (II.55) : Let us have a )(xTr  be a linear mapping, 

)3()3(: 2 GFGFTr  ,  ix  is a basis of )3( 2GF over )3(GF  and 
jx  is the 

basis of )3( 2GF over )3(GF . Then it is required to find the dual basis of the 

basis of )3( 2GF  over )3(GF . 

 

Solution: 

Since )1,1(  and )2,1(  are basis of )3( 2GF  and )3( 2GF . Then from equation 

(6.3.3.46) we get : 

))1)(1(()44(   TrTr 

             )12( 2  Tr 

             )1212(  Tr           ( from table (II.6)) 

             )24(  Tr 

             )2( 2Tr 

             3mod])2(2[ 322   

             3mod]22[
3232            



             3mod]22[ 82                (from Theorem (6.3.9.6)) 

             3mod)]1(2)12(2[        (from table (II.6)) 

             3mod)44(   

             3mod)1(   

             3mod)13(                          (from table (II.6)) 

             .1 

Hence .1)44(  Tr   

))2)(1(()54(   TrTr 

             )23( 2  Tr 

             3mod])23()23([ 322   

             3mod])2()3()(23[ 33322    (from Lemma (6.3.9.9)) 

             3mod)62(       

             3mod]6)3(2[                     (from table (II.6)) 

             .0 

Also similarly, .0)45(  Tr 

))2)(2(()55(   TrTr 

             )44( 2  Tr 

             )4412(  Tr 



             )56(  Tr 

             3mod])56()56[( 3  

             3mod])5()6(56[ 33    (from Lemma (6.3.9.9)) 

             3mod]256[ 3  

             3mod]256[                      (from Theorem (6.3.9.6)) 

             3mod]76[   

             3mod]7)3(6[  

             .1 

Hence, }5,4{   are dual basis of the basis }5,4{ of )3( 2GF  over )3(GF . 

Example (II.51): Let us have a polynomial 44)( 2  xxxf  over )2( 3GF . 

Then it is required to consider the polynomial  )(xf  is square-free or not .  

- The derivative of )(xf , ,42)()1(  xxf  the  

   )(2))(),(( 1
)1( xfxxfxfGCD  . 

- )(/)()( 12 xfxfxf  )2/()44( 2  xxx 

                          )2/()2( 2  xx 

                          2 x , is the proper factor of )(xf . 

- The derivative of )()1( xf , 2)()2( xf . Hence the degree of )()2( xf  is not 

positive integer, that is, the  .1)2,2())(),(gcd( )2(
2  xxfxf 



 

Example (II.52): Let us have  a [5, 4] – code over a binary alphabet. From 

(Definition (3.6.9.9)) that is, we constructed a code with 96 codewords, each 

code being 5 – tuple (block length 5) and each component of 5 – tuple being 0 

or 9 [3]. 

Example (II.58): Let message blocks of three digits and by encoder transforms 

each message block into a code vector of six digits as follows: 

 

Table II.1 : shows the Encoder of the Message Block . 

 

Message Encoder Code vector 

     000           000000 

     001           001101 

     010           010011 

     011           011110 

    100           100110 

    101           101011 

    110           110101 

    111           111000 

 

 

     Since 3k , there are 823   possible distinct messages. All codewords are 

distinct. The set of codewords a 3-dimensional subspace of the vector space of 

all 6-tuple. Therefore, it is a linear code [3]. 

 



Example (II.51): Let us have a  code word ),11001011000(v  then it is 

required to find the Hamming weight ( )(vw ) of v . 

Solution: From (Definition (3.6.9.3)) , then )(vw  =5 [3]. 

 

Example (II.10): Let us have the alphabet }1,0{A , the codewords 

)11001011000(u  and v )11100101010( . Then it is required to Hamming 

distance ),( vud between two code words u  and v . 

Solution: Let  u -v )00101110010( . From (Definition (3.6.9.4)),then ),( vud =5 

[3]. 

 

Example (II.16): Let us have codewords u and v  over the alphabet 

}2,1,0{A  given by )10021(,)20012(  vu . Then it is required to 

Hamming distance ),( vud  between two code words u  and v . 

Solution: From (Definition (3.6.9.4)), we have 3),( yxd  [3]. 

 

Example (II.14): Let us have code words   )11001011000(u  and  

v )11100101010( . Then it is required to show that ),( vud )( vuw  . 

Solution: Let  u + v  )00101110010( . From (Remark (3.6.9.9)), we have  

),( vud =5  and  )( vuw  =5 [3]. 

 



Example (II.13): Let us have a polynomial 31)( xxxg   and is a factor of 

1)( 7  xxf  Then it is required to generate the code from )(xg . 

 Solution: Since )(xf  can be factor as 

)1)(1(1 4237 xxxxxx . Then  from (Theorem (3.6.9.3)), the ]4,7[

code a generated by 31)( xxxg   has code polynomials or code vectors as 

shown in equation (3.6.9.41). The minimum distance of this code is 3. And the 

code has a single-error-correcting code [3195]. 

 

Example (II.12): Let us have a ]4,7[ cyclic code with generator polynomial 

31)( xxxg  . Then it is required to generate  the parity polynomial of the 

cyclic code . 

Solution: Since )()(1 xhxgxn  , then from (Remark (3.6.9.5)), we have 

4237 1)1/()1()( xxxxxxh   [3]. 

 

Example (II.15): Let us have a  RS]3,7[ code over )2( 3GF  and let 

527)( 2  xxxm  , 3)deg( m . Then it is required to find the Reed Solomon 

Code. 

Solution: From (Definition (3.6.6.9)), we can compute 

6)1( m, 5)2( m , 2)3( m , 5)4( m , 6)5( m , 5)6( m , 2)7( m . 

Thus, the code is ).2,5,6,5,2,5,6( 

 



Example (II.11): Let us have a  ]5,8[ 5RS  code over 11F  is the following set of 

8 -tuples (codeword):    },5)deg(],[:)({
115  mxFmmevRS  and 

 281087)( 234  xxxxxm over 11F  . Then it is required to find the Reed 

Solomon Code. 

Solution: From (Definition (3.6.6.9)), we can compute  

.1)8(,2)7(,1)6(,2)5(,1)4(,8)3(,3)2(,2)1(  mmmmmmmm 

Thus,  the code is )12121832(RSC . 

Example (III.6) : Let us have  a square matrix  A  of dimension (3 x 3) over 

)47( 2GF , A

















7831538157

168512811969

13977761291

 . Then it is required to generate a polynomial 

f  over )47( 2GF  from the matrix A  by using the Algorithm (4.9.9- A). 

Solution: 

f =  9.0e+003 *  [0.0090    9.0630    0.3200    0] 

 

Example (III.4): Let us have  a square matrix A  of dimension (4 x 4) over 

)2( 15GF , A



















321651052320528463

104192402132102319

6712343223403675

12353342341512374

. Then it is required to generate a 

polynomial f  over )2( 15GF  from the matrix A  by using the Algorithm (4.9.9- 

A) : 

Solution: 



f =  9.0e+004 *[ 0.0009    6.3404    6.4324    9.0091    0.6136] 

 

Example (III.3): Let us have  a square matrix  A  of dimension (4 x 4) over F  , 

A



























5275

6159

1324

5123

. Then it is required to generate a polynomial f  over F   

from the matrix A  by using the Algorithm (4.9.9- A). 

Solution: 

f = 9    99   -36   946  -360 

Example (III.2): Let us have  a square matrix  A  of dimension (3 x 3) over Q , 

A

















3.85.41.2

8.96.63.3

3.57.42.3

. Then it is required to generate a polynomial f over Q   

from the matrix A  by using the Algorithm (4.9.9- A). 

Solution: 

f = 9.0000  -92.9000   39.3600   -3.4960 

 

Example (III.5) : Let us have  polynomials  37501994)( 2  xxxf  and 

1722)(  xxg  over )2( 15GF . Then it is required to compute multiplication 

polynomial and division polynomial  of polynomials f  and g  by using the 

Algorithm (4.9.9- B). 

Solution: 

h = GF(6^95) array. Primitive polynomial = X^95+X+9 (36339 decimal) 



 Array elements =  93136        1100        3699         661 

quot = GF(6^95) array. Primitive polynomial = X^95+X+9 (36339 decimal) 

Array elements =  61313       95692 

rem = GF(6^95) array. Primitive polynomial = X^95+X+9 (36339 decimal) 

Array elements = 0      0     63192. 

 

Example (III.1) : Let us have  polynomials 4.51.35.2)( 2  xxxf   

and 2.41.21.1)( 2  xxxg  in ][xQ  over Q . Then it is required to  

 

compute multiplication polynomial and division polynomial  of polynomials f  

and g  by using the Algorithm (4.9.9- B). 

Solution: 

quot = 6.6363 

 rem =  0   -9.6363   -4.9455 

 

Example (III.2): Let us have  a polynomial  )(xf  over )101( 7GF . Then it is 

required to evaluate of polynomial f  at 1200,90,56,30,10x  by using the 

Algorithm (4.9.6- A). 

Solution:        

f =  9.0e+093 *[2.1252    0.6906    3.3046    4.0626    2.1920    5.3102] 



v = 9.0e+093 *[ 3.0661    3.4403    2.6325    1.3996    3.5924] 

 

Example (III.8): Let us have  a polynomial  93324)( 2  xxxf  over  )2( 15GF . 

Then it is required to evaluate f  at 60,50,25x  by using the Algorithm 

(4.9.6- A). 

Solution:        

ev = GF(6^95) array. Primitive polynomial = X^95+X+9 (36339 decimal) 

 Array elements = 3464       36623       30333. 

 

Example (III.1) : Let us have  the  polynomial   800.221.26634.37)( 2  xxxf  

over Q . Then it is required to evaluate the polynomial f  at  

078.90,7.56,25.12 x  using the Algorithm (4.9.6-A). 

 Solution:         

ev =9.0e+005 *[0.0223    9.0415    3.6616]. 

Example (III.60) : Let us have  a polynomial )(xf  over )101( 3GF . Then it is 

required to find the roots of this polynomial over )101( 3GF  using the 

algorithm (4.9.6- B). 

Solution:     

f = Columns 9 through 3  

 430611  91065   246616   452932      634020      295133   141344 

ev =Columns 9 through 6  



36319      423155      652923      366343      333920      636549 

Columns 3 through 96  

396336      499459      511334      963163      560453      536123 

That is, )(xf  has no roots over )101( 3GF . 

 

Example (III.66): Let us have  a polynomial 1201522)( 23  xxxxf  over 

)2( 14GF . Then it is required to find the roots of this polynomial over )2( 14GF  

by using the Algorithm (4.9.6- B). 

Solution:     

gfpolynomial = GF(6^94) array. Primitive polynomial = X^94+X^90+X^6+X+9 

(93435 decimal). 

Array elements = 66    95    60     9 

r = GF(6^94) array. Primitive polynomial = X^94+X^90+X^6+X+9 (93435 

decimal) 

 Array elements = 

That is, )(xf  has no roots over )2( 14GF . 

 

Example (III.64) : Let us have  a polynomial 245)( 2  xxxf  over F . Then it 

is required to find the roots of this polynomial over F  by using the Algorithm 

(4.9.6- B). 

Solution:  



r =-0.4000 + 0.4211i 

r = - 0.4000 - 0.4211i . 

 

Example (III.63) : Let us have  a field  )97( 14GF   . It is required to generate  a 

monic polynomial )(xf  of degree 5  over )97( 14GF  by using the Algorithm 

(4.9.6- D). 

Solution:   

p =  9.0e+063 * [0.0000    0.3331    6.3033    5.3026    0.0644    0.1063] 

 

Example (III.62) : Let us have  a field  )2( 15GF   . Then it is required to generate  

a monic polynomial )(xf  of degree  6  over )2( 15GF  by using the Algorithm 

(4.9.6- D). 

Solution: 

  f = Columns 9 through 3  

   9      6645      6596      91325       2191       6595      509. 

 

Example (III.65): Let us have  a field   )11( 2GF . Then it is required to generate 

a default  primitive   polynomial  over  )11( 2GF  by using the Algorithm (4.9.6- 

E). 

Solution:   

defpoly = 3     9     9. 



 

Example (III.61) : Let us have  a field   )2( 16GF . Then it is required to generate 

a default  primitive   polynomial  over  )2( 16GF  by using the Algorithm (4.9.6- 

E). 

Solution:   

Primitive polynomial(s) =  X^96+X^5+X^3+X^6+9 

defaultprimpoly =  65529. 

Example (III.62) : Let us have  a field  )11( 2GF . It is required to generate all 

the primitive  polynomials over )11( 2GF  by using the Algorithm (4.9.6- F). 

Solution: 

allpol = [3  9  9], [2  9  9], [6  6   9], [6  3   9], [2  3   9], [6  4   9],  

[3  4   9], [6  5   9], [6  6  9], [6  3  9], [3  3  9], [6  2  9], [2  2   9],  

[6  1  9], [3  90   9], [2 90  9]. 

 

Example (III.68):  Let us have  a field )2( 16GF . Then it is required to generate 

a   primitive   polynomial  over )2( 16GF  by using the Algorithm (4.9.6- F). 

Solution: 

Primitive polynomial(s) =  X^96+X^5+X^3+X^6+9 

defaultprimpoly = 65529. 

 



Example (III.61): Check  the polynomial 2112331)( xxxf   over )97(GF  is 

primitive or not by using the algorithm (4.9.6- G). 

Solution: 

ck =  0 

 

Example (III.40): Check  the polynomials xxf 1)(1 , xxf  2)(2  and 

xxf 2)(3   over )3( 2GF  is primitive or not by using the algorithm (4.9.6- G). 

Solution: 

p9 = [9 9], ck = 9 

 

 

p6 = [6 9], ck = 0 

 

p3 = [0 6], ck = -9 

 

That is, xxp 1)(1
 is a primitive polynomial, xxp 2)(2

 is irreducible but 

not a primitive polynomial for )3( 2GF  and xxp 2)(3    

is not an irreducible polynomial . 

 

Example (III.46): Let us have  a  polynomial 1)( 23516   xxxxxf  

(decimal 65536) over )2( 16GF . Then it is required to check a polynomial )(xf  

is primitive or not.  



Solution: 

ck9 =  0. Then )(xf  is  not primitive. 

 

Example (III.44): Let us have  a field )11( 2GF . It is required to generate a 

minimal polynomial of the element 9  in )11( 2GF  by using the algorithm 

(4.9.6- I). 

Solution: 

p =  2     3     9 

 

Example (III.43): Let )11( 2GF  be an extension field, generate the minimal 

polynomial of an element 6  in )11( 2GF  based on the primitive polynomial 

over )11( 2GF  by using the algorithm (4.9.6- I). 

Solution: 

prim_ poly =  3     9     9 

 

pol =   4     0     9. 

 

Example (III.42): Let us have  data points  )4,1( , )2,4( , )1,6( , )9,8(  , )10,43(  , 

)20,67(  and )45,90(  over )101( 2GF . It is required to generate a unique 

polynomial of degree 6k  that length 7n  by using the algorithm (4.9.6- k ). 

Solution: 

s9 =60336*(z-4)*(z-6)*(z-2)*(z-43)*(z-63)*(z-10)+1620*(z-9)*(z-6)*(z- 



2) *(z-43)*(z-63)*(z-10)+4169*(z-9)*(z-4)*(z-2)*(z-43)*(z-63)*(z-10) + 

25511*(z-9)*(z-4)*(z-6)*(z-43)*(z-63)*(z-10)+30160*(z-9)*(z-4)*(z-6)*(z-2)*(z-

63)*(z-10)+90240*(z-9)*(z-4)*(z-6)*(z-2)*(z-43)*(z-10)+ 394910*(z-9)*(z-

4)*(z-6)*(z-2)*(z-43)*(z-63) 

r =96166*z^6-20332360*z^5+4935463240*z^4-24093343920 *   

     z^3+653433343394*z^6-6066302964320*z+9110304116020 

poll = 2    66    90   900    33    10    60 

rr = 2*x^6+66*x^5+90*x^4+900*x^3+33*x^6+10*x+60. 

 

Example (III.45): Let us have  a  RS]26,34[ code over )97( 2GF  and )(xm  be 

a message , 26)deg( m . Then it is required to compute the Reed Solomon 

code by using the algorithm (4.9.3- A). 

 

Solution: 

m=  Columns 9 through 6  

        1635        5366        3194        6602        3354        5933 

  Columns 3 through 96  

        4664        2220        3961        3565        1623         636 

  Columns 93 through 92  

        5361        3510        6395        4605        4339        9342 

  Columns 91 through 64  



        2942        6660        3343        5136        3409        5601 

  Columns 65 through 66  

        3235        3534 

C =  9.0e+066 * 

  Columns 9 through 2  

    0.0000    0.0000    0.0000         0         0         0         0         0 

  Columns 1 through 96  

         0         0         0         0         0    0.0000         0   -0.0000 

  Columns 93 through 64  

         0         0         0         0         0    0.0000         0         0 

  Columns 65 through 36  

   -0.0095         0         0         0   -0.0424         0         0         0 

  Columns 33 through 34  

    9.5434         0 

 

Example (III.41): Let us have  a RS]3,31[ code over )2( 5GF . It is required to 

generate the generator polynomial of the code  by using the algorithm (4.9.3-

C). 

 

Solution: 

Primitive polynomial(s) = X^5+X^6+9 



pr = 33 

genpoly6 = GF(6^5) array. Primitive polynomial = X^5+X^6+9 

 (33 decimal) 

 Array elements = Columns 9 through 95  

     9    66    94    61     1    63    60    92    94    62    92    95     3   6    62     

  Columns 96 through 61  

     91    60    91    69     2     9    63    69     1    66    95    6    61     2 

 

Example (III.42): Let us have a message  word  [4 0 6] over )2( 3GF  using a 

RS]3,7[  encoder. And corrupts the code by introducing two errors [3 4 0 0 0 0 

0] in the code word. It is required to compute the decoding Reed Solomon 

code and recover the message by using the Algorithm (4.9.3-D). 

Solution: 

code = GF(6^3) array. Primitive polynomial = X^3+X+9 (99 decimal) 

Array elements =  4     0     6     4     6     6     0 

 noisycode = GF(6^3) array. Primitive polynomial = X^3+X+9 (99 decimal) 

Array elements =  3     4     6     4     6     6     0 

 

dec = GF(6^3) array. Primitive polynomial =X^3+X+9 (99 decimal) 

 Array elements =   4     0     6 

cnumerr = 



     6 

Note that, the DRSCcan correct at most two errors in each word,  since 

22/)(  knt . 

Example (III.48): Let us have a message  word  [5 9 9] over )2( 3GF  using a 

RS]3,7[  encoder. It corrupts the code by introducing three errors [5 6 3 0 0 0 

0] in the code word. It is required to compute the decoding Reed Solomon 

code and recover the message by using the Algorithm (4.9.3-D). 

 

Solution: 

code = GF(6^3) array. Primitive polynomial = X^3+X+9 (99 decimal) 

Array elements =   5     9     9     4     5     4     0 

noisycode = GF(6^3) array. Primitive polynomial = D^3+D+9 (99 decimal) 

 Array elements =  0     3     6     4     5     4     0 

 dec = GF(6^3) array. Primitive polynomial = X^3+X+9 (99 decimal) 

Array elements =   0     3     6 

cnumerr = -9 

 

Note that, the DRSC  cannot recover the message word. 

 

Example (III.41): Let us have  )(qGF )11(GF , 8n , 3k , 1w , 3W , the 

cipher text  )1,7,3,0,10,1,10,7(y  and  the public key )8,10,9,5,6,9,6,9(Z . 

Then it is required to recover the message by using the algorithm (4.9.4- D). 



 

Solution: 

mat3 = 

  

[   3-1*L,   3-1*L   ] 

[  90-6*L, 60-96*L] 

[   9-1*L,  3-63*L  ] 

[  90-6*L, 40-64*L] 

[    -5*L,   -65*L    ] 

[   3-1*L, 92-54*L ] 

[  3-90*L, 41-30*L] 

[   9-2*L,  2-64*L  ] 

  

mat1 = 

  

[   3-1*L,   3-1*L,      90,      90,     90,    90] 

[  90-6*L, 60-96*L,   90,       1,       3,       3] 

[   9-1*L,  3-63*L,     90,       2,       6,       6] 

[  90-6*L, 40-64*L,   90,       3,       6,       6] 

[    -5*L,   -65*L,       90,       6,       2,       3] 

[   3-1*L, 92-54*L,    90,       5,       2,       4] 

[  3-90*L, 41-30*L,   90,       4,       6,       1] 

[   9-2*L,  2-64*L,     90,       3,       6,       5] 



  

 MM = 

  

[  3-1*conj(L),  3-1*conj(L),  90,    90,    90,     90] 

[ 90-6*conj(L),    1-conj(L),   90,     1,      3,       3] 

[  9-1*conj(L),  3-5*conj(L),   90,     2,      6,       6] 

[ 90-6*conj(L),  3-6*conj(L),  90,     3,      6,       6] 

[   -5*conj(L),   -3*conj(L),     90,     6,      2,       3] 

[  3-1*conj(L), 3-90*conj(L),  90,     5,      2,       4] 

[ 3-90*conj(L),  5-4*conj(L),  90,     4,      6,       1] 

[  9-2*conj(L),  2-1*conj(L),   90,     3,      6,       5] 

  

d = -36640+53300*conj(L)+3320*conj(L)^6 

 

f =  3     5     5 

 

ev =  6     5     3     3     6     0     0     6 

That is, f(x) have 6, 3 roots. 

L=3 is a primitive element over GF(99). 

mat1 = 

    90    90    90    90    90    90 

     9     6      90     1       3      3 

     4     9      90     2       6     6 



     9     4      90     3       6     6 

     1     9      90     6      2      3 

     6     3      90     5      2      4 

     3    90     90     4      6      1 

     0     0      90     3      6      5 

V=  2     3 

N=  5     9     9 

message =   6     2. 

 

Example (III.30) : Let us have  a field )( uqGF )11( 2GF , and  11n , 5k , 

2u  , 1w  , )1,5,3,0,7,3,6,6,6,2,2(y ,  )6,4,5,0,4,0,9,4,0,5,2(1 Z  and 

)1,5,4,9,2,8,6,10,9,6,5(2 Z . It is required to recover the message from the 

cipher text  y and public keys 1Z , 2Z  by using the algorithm (4.9.5- D). 

Solution: 

v = [ a+b,  a+6*b,  a+3*b,  a+4*b,  a+5*b,  a+6*b,  a+3*b,  a+2*b,  

        a+1*b, a+90*b, a+99*b] 

 F = [ 6*a+6*b,  6*a+4*b, 6*a+92*b, 6*a+64*b, 6*a+30*b, 3*a+92*b,  

        3*a+41*b,  0, 3*a+63*b, 5*a+50*b,   a+99*b] 

R =[ 6*c+6*d+5*e+5*f,           5*c+90*d+6*e+96*f,            1*e+63*f,   



  4*c+96*d+90*e+40*f,   1*c+45*d+6*e+30*f,              2*e+42*f,  

4*c+62*d+6*e+94*f,           1*e+36*f,             5*c+45*d+4*e+36*f,  

4*c+40*d+5*e+50*f,       6*c+66*d+e+99*f] 

N =[  n9+n6+n3+n4,       n9+6*n6+4*n3+2*n4,    n9+3*n6+1*n3+63*n4,     

n9+4*n6+96*n3+64*n4,    n9+5*n6+65*n3+965*n4,    

n9+6*n6+36*n3+696*n4,    n9+3*n6+41*n3+343*n4,    

n9+2*n6+64*n3+596*n4,    n9+1*n6+29*n3+361*n4, 

n9+90*n6+900*n3+9000*n4, n9+99*n6+969*n3+9339*n4] 

  

  

matofanalysis = 

  

[  conj(6*a+6*b-6*c-6*d-5*e-5*f-n9-n6-n3-n4)                          ] 

[  conj(6*a+4*b-5*c-90*d-6*e-96*f-n9-6*n6-4*n3-2*n4)            ] 

[  conj(6*a+92*b-1*e-63*f-n9-3*n6-1*n3-63*n4)                        ] 

[  conj(6*a+64*b-4*c-96*d-90*e-40*f-n9-4*n6-96*n3-64*n4)     ] 

[  conj(6*a+30*b-1*c-45*d-6*e-30*f-n9-5*n6-65*n3-965*n4)     ] 

[  conj(3*a+92*b-2*e-42*f-n9-6*n6-36*n3-696*n4)                    ] 

[  conj(3*a+41*b-4*c-62*d-6*e-94*f-n9-3*n6-41*n3-343*n4)     ] 

[  conj(-1*e-36*f-n9-2*n6-64*n3-596*n4)                                   ] 

[  conj(3*a+63*b-5*c-45*d-4*e-36*f-n9-1*n6-29*n3-361*n4)     ] 

[  conj(5*a+50*b-4*c-40*d-5*e-50*f-n9-90*n6-900*n3-9000*n4)] 

[  conj(a+99*b-6*c-66*d-e-99*f-n9-99*n6-969*n3-9339*n4)       ] 

  

V=  3     5 



R9=  6     3 

R6=  1     4 

N= 4     6    90     9 

message = 5     9     1. 

6.6 Introduction: 

         Cryptography is one of the oldest fields of technical study we can find 

records of, and is went back at least 4,000 years. It is quite noteworthy that of 

all the cryptosystems developed in those 4,000 years of effort, only 3 systems in 

widespread serious use remain hard enough to break to be of real value. One of 

them takes too much space for most practical uses, another is too slow for most 

practical uses, and the third is widely believed to contain serious weaknesses. 

There are many notable personalities who participated in the evolution of 

Cryptography.  For example, " Julius Caesar (711-44 BC) " [21] , used a 

simple substitution with the normal alphabet in government communications", 

and later [21].  

         The Cryptographic is a term which refers to the design of  cryptosystems 

and cryptanalysis. This science is divided into three parts; the cryptosystem 

designing part which is specialized in designing and constructing 

cryptosystems, the cryptanalysis part which is specialized in finding techniques 

and methods of transforming the cipher text to plain text, and the evaluation of 

the algorithms part which is specialized in calculating the complexities of these 

algorithms [8, 20]. 

         In modern cryptography, the development in 1976 was perhaps even more 

important, for it fundamentally changed the way crypto systems might work.. 

The problems of authentication large network privacy protection were 



addressed theoretically in 1976 by Whitfield Diffie and Martin Hellman when 

they published their concepts for a method of exchanging secret messages 

without exchanging secret keys. The idea came to fruition in 1977 with the 

invention of the RSA Public Key Cryptosystem by Ronald Rivest, Adi Shamir, 

and Len Adleman, then professors at the Massachusetts Institute of Technology. 

Rather than using the same key to both encrypt and decrypt the data, the RSA 

system uses a matched pair of encryption and decryption keys. Each key 

performs a one-way transformation upon the data. Public key is made publicly 

available by its owner, while the RSA Private Key is kept secret. To send a 

private message, an author scrambles the each key is the inverse function of the 

other; what one does, only the other can undo the RSA message with the 

intended recipient's public key. Once so encrypted, the message can only be 

decoded with the recipient's private key [21]. 

         Inversely, the user can also scramble data using their private key; in other 

words, RSA keys work in either direction. This provides the basis for the 

"digital signature " for if the user can unscramble a message with someone's 

Public Key, the other user must have used their Private Key to scramble it in the 

first place. Since only the owner can utilize their own private key, the scrambled 

message becomes a kind of electronic signature which is a document that 

nobody else can produce [21].It is an important goal in cryptology to find 

difficult problems to design cryptographic primitives, and it is a major area of 

research to establish these primitives and demonstrate their security through 

reductions to those new hard problems [30]. 

        The problem decoding of Reed-Solomon Codes is quite old and has 

received much interest from coding theorists since the introduction of these 

codes [30]. The goal of decoding is to retrieve a word of the Reed-Solomon 

Code from a corrupted word, that is, a word containing a small number of 



errors. More recently, important progress has been done to extend the 

number of errors which can be corrected [66]. Thus the problem of decoding 

Reed-Solomon error – correcting codes  is easy when the number of errors is 

small. 

 

         On the other hand, this problem has an equivalent formulation under the 

name Polynomial Reconstruction (PR), is an important problem in 

cryptography application. The PRP has been introduced in 9111 as a new hard 

problem. Several cryptographic primitives established on this problem have 

been constructed. Then it has been studied from the point of view of 

robustness, and several important properties have been discovered and 

proved. Furthermore many researchers constructed asymmetric cipher based 

on the PRP [30]. The (Figure 9.9 ) shows the development directions of 

cryptosystems . 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

  

 

 

 

 

 

 

 

 

 

 



 

 

Figure 6-6: shows the Directions of Development Cryptography. 

 

 

6.4 Literature Review          

 

         - WEN BAO HAN in 9116 [92],  presented study about a primitive 

polynomial, and proved that there always exists a primitive polynomial of 

degree n , ( n )7  over a finite field qF  ( q an odd prime).  
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         - Erich Kaltofen and Victor Shoup in 9112 [91], presented probabilistic 

algorithms for factoring univariate polynomials over finite fields. The 

algorithms factor a polynomial of degree n over finite field of constant 

cardinality in time ).( 815.1nO  These algorithms rely on fast matrix 

multiplication techniques. More generally, to factor a polynomial of degree 

n  over finite field qF  with q  elements; the algorithms use )( log815.1 qnO  

arithmetic operations in qF . 

 

                  - Erich Kaltofen  and Michael Monagan (Mathematicians) in 9111 

[63], studied generic setting of the modular GCD algorithm. They developed 

the algorithm for multivariate polynomials over Euclidean domains. They 

applied this generic algorithm to a GCD problem in ]][)[/( xtpZ  where p  is 

small prime number that yields an improved asymptotic performance over the 

usual approach, and a very practical algorithm for polynomials over small finite 

fields. 

 

         - Jean–Sebastian Coron [66],  presented a much simpler algorithm for 

finding small roots of bivariate integer polynomial equations that the 

same coppersmith problem is proposed at  Euro crypto 11 conference. A 

simplification is analogous to the simplification brought by Howgrave-Graham 

to Coppersmith’s algorithm for finding small roots of univariate modular 

polynomial equations.  

 



         - Don Copporsmith  in 6009 [65],  presented a brief survey of recent 

results and ideas concerning the problem of finding a small root of a univariate 

polynomial mod n  , and the companion problem of finding a small solution to 

abivariate equation over Z . 

 

         - Philippe Flajolet,  Xavier Gourdon and Daniel Panario in 6009 [64], 

presented a factoring polynomials over finite fields. The framework is based on 

generating functions for describing parameters of interest and on (singularity 

analysis) for extracting asymptotic values.  

 

         - Helmut Meyn  and Werner Gotz  [40],  provided the reciprocal 

polynomials; the reciprocal )(xf   of a polynomial )(xf  of degree n  is defined 

by )(xf  )./1( nfxn  A polynomial is called self – reciprocal if it coincides with 

its reciprocal. They presented two folds : first they wanted to give attention to 

the fact that the product of all self – reciprocal irreducible monic (srim) 

polynomials of a fixed degree has structural properties which are very similar 

to those of the  product of all irreducible monic polynomials of a fixed degree 

over finite field qF . The second and central point is a short proof of a criterion 

for the irreducibility of self -reciprocal polynomials over 2F . Any polynomial 

)(xf  of degree n  may be transformed into self -reciprocal polynomial Qf  of 

degree n2  given )( 1 xxfxf nQ . The criterion states that the self-

reciprocal polynomial Qf  is irreducible iff the irreducible polynomial f  

satisfies .1)0()1( f   

 



         - Jean – Sebastien Coron and  Alexander May  (Computer Science, 

Electrical Engineering and Mathematics) [32], they addressed one of the most 

fundamental problems concerning the RSA cryptosystem: does the knowledge 

of the Rivest, Shamir and Addelma ( RSA) public and secret key pair ),( de  yield 

the factorization of pqn  in polynomial time ? It is well –known that there is 

a probabilistic polynomial time algorithm that on input ),,( den  outputs the 

factors p and q . They presented the first deterministic polynomial time 

algorithm that factors n  provided that ).(, nde   The approach is an 

application of Coppersmith's technique for finding small roots of univariate 

modular polynomials. 

 

         - Xavier-Francois Roblot  in 6006 [63], described two new factorization 

algorithms for polynomials. The first factorizes polynomials modulo the prime 

ideal of a number field, it generalizes the algorithm of Berlekamp over finite 

field. The second factorizes polynomials over a number field. 

 

         - D . Augot and M . Finiasz in 6003 [30], constructed public key 

encryption scheme based on the hardness of the problem of polynomial 

reconstruction. The scheme presented is the first public key encryption 

scheme based on this polynomial reconstruction problem. They also presented 

some attacks, discussed their performances and stated the size of the 

parameters required to reach the desired security level. 

 



         - Jean-Sebastien Coron in 6003 [39], described a cryptanalysis of a public-

key encryption scheme based on PRP. Given the public key and a cipher text, 

he recovered the corresponding plain text in polynomial time. Therefore, the 

scheme is not one-way. The technique is a variant of the Berlekamp –Welch 

algorithm. 

 

         - D. Augot - M. Finiasz and P. Loidreau in 6003 [36],  presented a 

modification of the Augot–Finiasz cryptosystem that presented at Euro crypt 

4003 conference. The modification of the scheme is based on the Trace 

Opertor  which appears to resist the Coron's attack. Furthermore,  they 

proposed parameters thwarting the state of art attacks. 

 

         - Jean-Sebastien Coron in 6003 [33], described a cryptanalysis of the 

repaired scheme. Given the public-key and a cipher text, he recovered the 

corresponding plain text in polynomial time.  The technique is a variant of the 

Berlekamp – Welch algorithm. 

 

         - Aggelos Kiayias (Computer Science and Engineering) and Moti Yung 

(Computer Science) in 6003 [35], employed the powerful list– decoding 

mechanisms to attack the Augot and Finicisz cryptosystem. They presented a 

coding theoretic public key cryptosystem that suggested approach for 

designing based on the Polynomial Reconstruction Problem. Their 

cryptosystem is an instauration of this approach under a specific choice of 

parameters which give the state of the art of coding theory. 



 

- Aggelos Kiayias and Moti Yung [36],  studied the optimal parameter setting 

of the Augot and Finiasz cryptosystem and analyzed it from a probabilistic 

point of view. They first showed that a small modification of the parameters of 

this scheme foiled the worst case analysis (Coron’s attacks). However, they 

gave an alternative probabilistic analysis showing that the attack works almost 

always. They presented a novel  analysis of optimal parameter selection for 

their cryptosystem . And showed that in the optimal setting of parameter 

selection, the Augot and Finiasz cryptosystem actually thwarts Coron’s attack. 

They presented a stronger cipher text – only attack based on the Sudan and 

Guru swami – Sudan’s  list –decoding algorithms that breaks the optimal 

parameter setting of this cryptosystem. They concluded that the Augot and 

Finiasz’s setting of this cryptosystem. They concluded that the Augot and 

Finiasz’s cryptosystem, regardless of exact choice of parameters, and succumbs 

to a polynomial – time cipher text – only attack. 

 

            - Fangguo Zhang (Information and Communication), Shengli Liu 

(Computer Scinence and Engineering), and Kwangjo Kim (Information and 

Communication) [31], showed that public  key cryptosystem. The complexity of 

their attack is polynomial time. In other word, the underlying problem of 

zheng’s public- key cryptosystem is not hard problem. 

 

         - Jose Luis Diaz – Barrero  and Juan Jose Egozcue  in 6004, [34] gave a 

computed characterization and classification of polynomials using reflection 

coefficients of polynomial instead of zeros and coefficients. 



 

         - Shuhong Gao (Mathemaical Sciences), Erich Kaltofen (Mathematics) and 

Alan G. B. Lauder  (Mathematics Institute) in 6004 [46], presented a 

deterministic polynomial time algorithm for finding the distinct - degree 

factorization of multivariate polynomials over finite fields in deterministic 

polynomial time. 

 

6.3 The Overview of the Research: 

         In the addition to the introduction chapter, the research includes four 

chapters: 

-  Chapter two includes definitions , theorems,  the arithmetic operations of 

polynomials over field F , the greatest common divisor (GCD) of the 

polynomial over F , finding the roots of polynomial over F , the 

factorization of polynomials over F , polynomial interpolation methods and 

finite field. 

 

-  Chapter three includes the coding system in cryptography, Augot's   Modified 

Original Cryptosystem, Augot's modified repaired cryptosystem, and 

cryptanalysis of public key cryptosystem based on  PRP. 

-   Chapter four includes the Implementation Algorithms of the PKC     based on 

PRP and Case Studies . 

-   Chapter five includes conclusions and suggestions  for future works. 

 



 

 

 


