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Abstract

Abstract

One of the main reasons of interest in the Elliptic Curves is that
their points form a number of finite abelian group, on which Discrete
Logarithm Problem seems to be for more computationally infeasible
than the multiplicative group of Finite Fields.

This thesis provides literature review of the main scientific
researches in the world and in Iraqgi Universities. This review was
analyzed in eight different scientific directions.

A Mathematical Background supporting the main aspects of the
different Elliptic curve Cryptosystems is well discussed from the
mathematical point of view to enhance any interest in these aspects.

A general review of the structure of Elliptic curve Cryptosystem is
shown, and some examples of these Cryptosystems were completely
explained through the thesis. The different attacking methods were
given in this thesis like Exhaustive Search, Parallel Pollard rho
Method and Pohlig—Hellman method. These methods give an
overview of the attacking efforts required to break the Elliptic curve
Cryptosystem.

The main research scientific effort given by this thesis was
arranged as follows:

— Proposition to Variant EIGamal Elliptic Curve Cryptosystem

with the same computational complexity.

— Proposition to Development of Menezes—Vanstone Elliptic

Curve Cryptosystem with more computational complexity
— Proposition of two new algorithms for implementation of
ECCss.

All the required mathematical formulas are simulated by using a
MATLAB Programming Language Version 1.° to enhance the validity
of the developed concepts and ideas. All programs are given in this
thesis.
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Abbreviations

And

Mathematical Notations

Abbreviations

DHEK Diffie — Hellman Exchanging Key

DLP Discrete Logarithm Problem

DSA Digital Signature Algorithm

EC Elliptic Curve

ECDH Elliptic Curve Diffie — Hellman

ECs Elliptic Curves

ECCg Elliptic Curve Cryptography

ECCs Elliptic Curve Cryptosystem

ECCss Elliptic Curve Cryptosystems

ECDLP Elliptic Curve Discrete Logarithm Problem
ECDSA Elliptic Curve Digital Signature Algorithm
ECMO Elliptic Curve Massey — Omura

IEEE Institute of Electrical and Electronics Engineers
IFP Integer Factorization Problem

MIPS Million Instructions Per Second

MVECC Menezes — Vanstone Elliptic Curve Cryptosystem
NIST National Institute of Standards and Technology
ONB Optimal Normal Base

PA Proposed Algorithm

RSA Rivest— Shamir — Adleman public key encryption scheme
TOF Trapdoor One — way Function
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Mathematical Notations

<a>
char(F)
Fp

F[x]
deg f(x)
o

?ﬁ'DOmé—
_;U\_/
e

ROQHET

Cyclic group generated by a
Characteristic of a field F

Prime field of order p

Ring of polynomials over a field F
Degree of f(x) where f(x) is a polynomial
Binary finite field

Legendre symbol

Order of a modulo n

Euler phi function of n

The set of Residue class of a modulo n
The index of a to the base g
Residue classes modulo n

Affine plane

Projective plane over F

Projection line over F

Line at infinity.

Elliptic curve

Point at infinity (on an elliptic curve)
The discrimiant of E

The j— invariant of E

Points on E

The order of curve E

Finite set of possible plaintexts
Finite set of possible ciphertexts
Finite set of possible keys

Vi



Appendix A ®Proof Of Theorems

ppendix. A
Proof Of Theorems

?roqqu‘[ﬁeorem (f. ’) (The Chinese Remainder Theorem)
Let m,my..., m, be pairwise relatively prime positive integers.
Then the system of congruences
x=a,(modm)),
x=ar(modmy),

x=a,(mod m,),
has a unique solution modulo M =mymy... m, .

®roof //

First, we construct a simultaneous solution to the system of
congruences . to do this,
Let M, =M/m, =m;m, ..m_; M ..M, .

By hypothesis the m; are relatively prime in pairs, so that
ng (Mk ,mk) =1
Therefore possible to solve the congruence
M X = ! mod my ; call the unique solution x.
Our aim is to prove that

y=a, M, x,+arMxXr+...+a, M, X
is a simultaneous solution to the given system.
To demonstrate this, it is to be observed that M;= + mod my for i #k
, since m, |M;in this case.
Therefore, in the sum for y, all terms except the kth term are
congruent to + mod m,.
Hence Yy =ag M, X
= a, mod my, since My X, = ! mod m,.

This shows that a solution to the given system of congruences
exists.

We now show that any two solution are congruent modulo M.
Let x. and x, both be simulation solution to the system of r
congruences. Then, x.=x,=a.modmy,, k=11 ..., r.

] of
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So that my|(xg =X, )
= M|(Xg =Xy )
= Xg = X, mod M.

This shows that the simulation solution of the system of r
congruences is unique modulo M.

Proof of Theorem ( r. f) (Euler’s criterion)
Let p be an odd prime and gcd(a, p) = V. then a is a quadratic
residues of piffa® " "= 1 mod p

Proof //

:>) suppose that a is a quadratic residues of p,

so that x'=amod p has a solution; call it x..
Since gcd (a, p) = !,
then ged (x.,p) = 7,

then x~*=1mod p
~1)/2
then (xg)(p "% _ 1mod p
-1)/2
but a' p-1>’2s(xg}p "% mod p

=x,'""Y' mod p

=1mod p.
<)assume that a® "
Since gcd (a, p) = !,
then aP~t=1mod p

= 'mod p

then aP1=1=0mod p

then (a'PP/2_1)aP 12 4+1)=0mod p

then either a'P1/2 =1mod p

or alP™1)/2=_1mod p,but not both . For, if both congruences held

simultaneously, then we would have '=-' mod p, or equivalently,
p|2, which conflicts with our hypothesis.

Since a is a quadratic nonresidues of p dose not satisfy
alP1)/2 = 1mod p, it must therefore satisfy alP™)/2 =—1mod p.

This observation provides an alternate formulation of Euler’s
criterion : the integer a is a quadratic nonresidues of p if and only if

alP 1’2 =_1mod p.
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?roqqu‘.lﬁeorem (". ")(Index theorem):
If g is a primitive root modulo n, then g* = ¢’ (mod n) iff
x =Yy (mod @(n)).
Proof //
&) suppose that x =y (mod d&(n)),
then x =y + k@(n) for some integer k.
therefore g* = g’ ™™™ (mod n)
=g’ . (g®)*mod n
since g is a primitive root modulo n,
then @(n) = ord(g, n)
then g™ = ' mod n
theng“=g’. (") modn
=g’ modn.
=) suppose that g* =g’ mod n
then g*=g’. (')*mod n, for some integer k.
since g is a primitive root modulo n
then @(n) = ord(g, n)
then g®™ = ' mod n
then g*=g" . (g®™)* mod n, for some integer k.
=g’ ™ (mod n)
then x =y + k@(n) for some integer k.
then x =y (mod @(n)).

Proof of Theorem (1. %)
3 3
There are 1+ Y. (1+(Lax+b))=l+ p+ D (LM)
xekF, P xekF, p
points on E: y" = x"+ ax + b, including the point at infinity O, where
3
(LZXH)J is the Legendre symbol.

Proof //

For any x e€F, x is either the x—coordinate of some point
P e E(Fp) oritis not.
If X is not the x—coordinate of some point, then there does not
exist any yeF, such that (x, y) satisfies the equation
y?> =x3+ax+b). That is to say that x” + ax + b is not a square of
some integer and we have
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3 3
1+(L:X+b)=o, since (LMJZ_L
p

resulting in no contribution towards #(E(F).
If X is the x—coordinate of some point P, then there exists y eF,

such that (x, y) satisfies the equation (y2 = x> +ax + b).

Thus, X"+ ax + b is a square of y modulo p and p either divides
x" + ax + b or it does not. If p does not divide x” + ax + b, then
y = + (mod p) and by taking square roots, we obtain * such values
of y, say y, and yr, yielding two points (X, ys) and (x, yr) on E(F}) .
Indeed, we have

3 3
1{@): . (L““b): L
p p
If p divides x" + ax + b, theny "= + (mod p) and y = -, resulting in
only one point (X, y) on E(F,), which is consistent with
3 3
1+(L:X+b)= 1. since (L:X”’):o,

Finally, we add ! to #(E(F,) to include the point O and complete
the proof.

Proof of Theorem (1.°)
Let E(Fp) is an elliptic curve E defined over the finite field F,

have prime order #E, then for all P € E(F, ) and P # +, then P have
the order m =# E. Then P generates subgroup equal to E(Fp).

Proof //

Letn=#E,
Then m\n _where m is the order of P’
But, by hypothesis, n is prime number,
Then m dose not divide n, iff m =n,
Thenm =n.

' Theorem : the order of any element a in abelian group G divided the order of G.



Appendix B Examples

Example (')
Let G = {!, -}, and the operation is the normal multiplication
(), now ({', -1}, ) is abelian group from the following table:

/ -
! / -
=" )

Example (7)
LetH={-,1, ¢, G=2Z, and the operation is +., then ({-,, {},+:

) is a subgroup of Z as the following table:

+ . . Y ¢

el

rol gl of -

¢ ¢ . r

Examples (T)
V- Show that (Z ,+) is cyclic group .
Y- Show that (Z. ,+ ) is cyclic group .
Solution:
Y- Since + is normal additive operation ,
then <a>={n-a:neZ}
and Z=<1>,
and (Z ,+) is a cyclic group generated by !.
Y- Since <>={r, £, 7 4 ...},
then<>=2Z,,
and (Z. ,t+) is a cyclic group generated by 1.

\

Z.is the set of even integer numbers ,and Z is the set of all integer numbers.
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Example (¥)
The elements of Fy» are {+, !, 1, ...,7'}. Let us take the
following arithmetic on the field F
(i) ('r*+ rImod rr= 9,
(i) (A- 9mod rr=r
(i) (A~ ) mod rr=r

Examples (°)
Construct Fy"
Solution:
Let f(x)=x"+x+ !, Since f()=f(*)= 1% -,
. T is irreducible polynomial .
rr:{bra)r"'b’a)"' b. :b.,b),breF:& o +o+!= -}

br|| b, || b.

. I

0

’ ’ ‘ ro_ Y Y Y Y
L .'.Frr ={ o.0'o+too+t) ot o+ot+'}
2 where o =Vtw

) . )

. ) )

) ) ) ~

In the following tables the addition and multiplication operations
in F," are describe:

Lol L "l e || e || He || e’ || ote’ || Hore]
|| L L e || o || He || te || ete’ || +ete']
Ll L L e | e’ | e | o || Hete'|| ote’ |
L o |l o || "o || - |[eo || ' |[Heore']] o | 4o |
L o || o || "o || oo’ || - [[Here'l| ' || o || "o |
L o || Mo || o || ' |[Heto']] - || ote' || He || o |
L Ho' || 4o’ || o [[rore'|] ' || o0’ || - || "o || o |
| 00" || oto’ || Hoto']] o || o || o' || e || - || |
| toro' || Horo' || oo’ || o' || Mo || o || o [ ' || |

1o /A
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Lo Ll P L e [ o || e || o' || ete’ || tore']
L Lt - L - | | | |
Ll o o || "o || +o' || ot || Hore'|
L o [l o || o || "o || ote’ || ' || Horo'|| "o |
L o J['f| o | "o || ote’ || Hote']] o || "o’ || ' |
L Ho |[ || "o || oo’ || Horo']| Ho' || o || ' || o |
L "o [ Ho' || ' || o || o || tete’|| "o || ote |
lote’ || || oto” || tara'|| Ho' || ' || Mo || o || o |
| Hoto' || ] Horo' || oo’ || ' || o || oo || o || “o |

In this representation, F,” can be generated by the powers of

g:(”'): / r r
g =0 g=(") g=("1) g =(""")
g =) g=(N g=(') g=9g=(")

— The multiplicative identity for the field is g = (++ /). The
multiplicative inverse of g°= (1« ) is g"™ "=g ™ "= (. 1),
To verify this, see that
("N (1) =(a + ) (@) mod f(e)
= (@ + ») mod f(w)
=)
= ("), This is the multiplicative identity.

Example (7)

For the finite field F,” use an optimal normal
representation to compute (¢ ! ¢+ ) (! !« f)and (!¢ 1 )"
Solution:

The elements of F,* are all binary strings of length ¢, and its of
type | ONB .

basis

Setup for Multiplication
— f(x)=x"+x"+ x'+ x + 1. The set of polynomials {x,x", x*, x"}
forms a normal basis of F;’ over F.
The rows of A are constructed as follows:
Row «:xmod f(x) =x=(* ¢! *)
Row !: x ' mod f(x)=x"=(+ 1 + )
Row f: x mod f(x) =x +x"+x+ 1=(1 111
Row * x"mod f(x) =x"= (! + + +)
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[0 0 1 O]
0 100
Hence the A will be A= ,
1 1 1 1
(1 0 0 0]
[0 0 0 1]
0100
and it's inverse will be A~ =
1 0 0 O
(1 1 1 1
The rows of T' are constructed as follows:
Row *: x.xmod f(x)=x"=(+ 1+ +)
Row ! x.x modf(x)=x"= (! + )
Row ' x.x modf(x) =x"mod f(x) = 1=(+ « + )
Row ™ x.x"mod f(x) =x"mod f(x) =x"+x +x+ 1=(1 1 1)
[0 1 0 O]
1 0 0 O
Hence the T’ willbe T'= ,
0 0 0 1
1 1 1 1]
[0 1 0 O]
0O 0 0 1
andthen T=T'-Al=
1 1 1 1
0 0 1 0]
Thus the product terms are:
I',':T(o’o): . |,":T(Y"r‘): . |,":T(r”f): ” |,",:T(?”):
I",:T(’,O): ., I,”:T(0,0Z ‘, |,’,:T(r‘,r'): ” |,.’,:T(f,?):
'
|,’,:T(f,c): ’, |,’,:T(’,?'): ” |,’,:T(o,f): . |,,’,,:T(f"?):

4
1

Lr=T()="< | r=T(" =1,

..
— Multiplication

|,’,,:T(’,f): . |,.’,.:T(o”):

The Iij terms which are ! are: |.,r, |v,r, |v,r', |r,., |r,v, |r;v, and |r,r.
Multiplication is defined by (a. a, arar) (b. by brbr) =(c. cycrcCy),

where

c.=abrtabrtby)+adb.+by)+anbs;+by
cr=abrtadbr+b.)+adb,+bs)+a.(br+Db.)
cr=ad.+adb.+by)+a.(br+br+abr+by

11.
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cr=a,+a.(lby+by+abr+b.)+adb.+Dby).

Remark[>¢]

The formula for ¢, in the multiplication can be obtained by
adding a ! to each subscript in formula for c. (where the subscripts
are reduced modulo ¢). The formula for ¢, can be obtained by
adding f to each subscript in the formula for c. and reducing the
subscripts modulo £. The formula for crcan likewise be obtained.

Now, (¢!« (' !+ N=(c.cscrcCy), Where
C.= )+ 1+ N+ (1+ N+ (1+ )=
Cr= 1N+ (1t N+ «(1+ )+ +(e+ )=
Cr=(N+ (1t N+ (e + DN+ I+ )=
Cr= (N4 o )+ 10+ N+ (4 )=,
then(' ! . 0)(’ ! . ’):(’ ! 0)_
— Exponentiation using Optimal Normal Bases
The squaring (a.a,arar) =(a.a,ara) (@.ararar) =(c.c,crCy),
Where
c.:a,ar+a,(ar+ar)+a(a.+a,)+ar(a,+ar«)=ar«'=ay~
c,=aartadarta.)+tadfa, +a)+a.(ar+ta)=a. =a.
cr=an.+ada.+a)+a.(ar+an+aarta)=a =a,
cr=aa, +ta.a,+ay)+alarta) +afa.+a)=a, =ar.
Thus (a. a,arar)’ = (ara. a, as can be calculated with a simple
rotation of (a.a,arap).

CRED R R M CREID M (RE D M (RN e CRR IO |

:(.r.r) RN CGERHGER N EEER)
:(0’ ’) *(0’0’)*(0’0’)
:(’0’)(’0’0)*(0’0’)
SRR EICRER)
=(e e NF(e )
=(1 1)
In this representation, F+* can be generated by the powers of
a=(11):
a =(111) a' =(11+9) a'=(+119) a’ = (1)
a'= (1) a’=(11") a' = (1) a = (1)
a'=(1) a:(! 9 a = (1) a''=(111)
a”:(tto?) o :(Ho?) au:(?o”) a’=a =
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Example(V)
For the finite field F,” use an optimal normal basis

representation to compute (¢ ! ¢+ ¢ 1 1 e ) (e 1 1)) e )and
(111t

Solution:

The elements of F,” are all binary strings of length 4, and it is
not of type | or Il ONB . so there is no ONB representation .

Example(H)
For the finite field F," use an optimal normal basis

representation to compute (! ¢ ¢ ¢ ¢ e e S )(e S e v e o) v )and
(1 et et

Solution:

The elements of F ' are all binary strings of length ¥, and it is of
type 11 ONB, because of the following:
s r* 9+1=149which is prime,
o (19 =14 and ord,4( ") = f then Fris primitive in F;.
So f(x) = f,(x), and we can compute f,,(x) as follows:
f.(x) = 1,
fi(xX) =x+ 1,
fx)=xfi(x)+f.(x)=x"+x+ 1,
fO)=xFr(X)+F () =x +x +x+x+ 1,
=x"+x"+ 1,
fO)=xFr()+fr()=x +x +x+x"+x+ 1,
=x"+x"+x"+ 1,
f)=xf )+ () =X +x +x +x+x"+x"+ 1,
=x"+x +x +x+ 1,
fi0) =xfo() +F () =x + X +x +x " +x+x +x"+x"+ 1,
=x"+ X +x H+x+ 0,
) =X Fr(X) +fo()=x " +x + X +x +x+x +x +x +x+ 1,
=x"+x +x + 1,
fA) =X Fr() +Fr () =X +x "+ x +x+x + X"+ x +x+ I,
:XA+xv+x’+x’+ '
f) =X FA() +Fr () =x +x +x "+ x +x+x"+x +x + 1,
=X +x' +x +x+x Hx+ I,
thenf(x) = x +x " +x +x +x " +x+ 1iex =x"+x +x"+x" +x
+1
The set of polynomials {x, x", x, x"x"", x"", x™, x'™ x""} forms a
normal basis of F+' over F .
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The rows of A are constructed as follows:
Row «:xmodf(x) =x=(¢ ¢ ¢ ¢ e e v 1o
Row ’: x ' mod f(x) =x'= (¢ ¢ v o0 v 10 )
Row :x ' mod f(x) =X = (¢« ¢ e 1o o o)
Row * x " mod f(x) =X = (1 ¢+« v ¢ v v 0 4)
Row £ x''mod f(x) =x". x"
:X?5+X?f'+x?f+x??+X/$+XV
=x'(xX"+x "+ x +x"+x"+x)
=x'(x "+ x"+x+x"+ 1)
_ r 9 A r r
=X (X +X +X +X +X)
=x(x+x +x"+ 1)
=x'(x+x"+x"+x)
=x'(xX+x XX X THx )
=x(x + X)X+ xTE+x T+ x T+ x]
=x(CHEX X+ NEXTEX XX+ X
=x X X EX XX X EX XX
=x"+X
:(0000070’0)
Row @: x "mod f(x)=x"".x "’
:(Xr+x)r
:X7+Xf
:(00’000’00),
Row *: x “mod f(x)=x"".x""
P N
_(X!f+xi)
=x'""+x
=x".x"+x’
=X”+X7+XA+XV+Xf+X?’+Xf
=x""+x"+x"+xX +x +x+x+ !
=X+ XX X X X)X+
:x'(x/‘+x7+x"+x'+ N+ x+ !
:x(xq+xv+x£+x”+x)+x+ '
=X HEX XX EXTE )X+
=x X ExEX EX X X!
= x"+x"+x
:(o’o’ooo’o)’
Row ¥ x'™mod f(x)=x"*.x"*
=(XV+X0+X)?'
:X?5+X?Y+XA+X’Y+X’t+X7+X/\+X7+Xf
:X’f+X"+Xf
=xx"+x) +x”
=X XX EX+ DEXT
=x T+ X+ x T H+ X+ X)X
=Xi(XA+XV+X7+Xf+Xr+ ’)+Xr
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[0 0

0 O

0 O

1 0

Thus, A=|0 0
0 O

0 1

0 O

11

[0 0

1 0

0 1

0 O

So, Al=|0 0
1 0

0 1

1 0

1 1

=x X xE XXX+ X
=x"(x"+x +x +x"+ N+ x’
x(x'+x +x +x"+x)+x"
x(x’+x'+x+ N+ x"
=x"+x +x " +x+x’

° r
=X +X +X

:(000’0’0’0)’

Row 4: x*"mod f(x) = x
o I y

=(X +Xx +X)

:X?'+XA+X7+XA+X7+X5+X7+X5+XV
| 7 4

=x""+x"+x

=x(x"+x"+X)

1 YA

1 YA

=x(x"+x +x + )
=x"+x"+x"+x

=x"+x"+x"+x +
:(’ ’ ’ . ’ ¢ 0 ’

0

R O O b O O O O

o O O - O O O O

1

O rr b O O O O O O

O O O O O o o b

1

0

R O O O O O = O

O O R O b O O

1

0

O O O b O O O

O O O O O - O O

1

o O O O O O +—» O

O O O O O O -, O

1

O O 0O O pFr O Fr O

1

).
1
0
0
0
1
0
1
1
0

|_“oOOOOOOOIIACDCDCDCDCDCDC)CD

The rows of T' are constructed as follows:

Row +: X.Xxmod f(x) =X'=(« ¢ ¢« ¢ ¢ 1+ 2),
Row : x.x modf(x)=x"=(«+ ¢+ o1 ee)
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Row *: x.x mod f(x) =x mod f(x) = (« « ¢+ 1« ¢ ¢+ o),
Row * x.x"mod f(x) = x mod f(x) = x" + x"+ x“+ x + x +!
SRR EEEEEE)
Row £ x.x' mod f(x)=x(x"+ x)
=x"+X
:(0000’0’00),
Row ¢: x.x""mod f(x) = x(x" + x")
=x"+x"
:(‘ ’ ¢ ¢ 0 ’ ¢ 0 0)’
Row *: x.x “mod f(x)= x(x"+ x” + X)
:XA+X7+XV
:(’0’000’00)’
“mod f(x) = x(x" + x" + x)
=x"+x"+x’
:(00’010’00)’
. ror - A y 1 £
Row A x.x  mod f(xX)=x(X"+X +X +Xx + 1)
=x"+x"+x"+x +x
=x"+x" +x + !
S EEEREEE)

Row Y- x.x''

Thus, T =

O O b O O - O O O
b O O b O O O O O
P b O O - O O O
OO O O O O b B O o
P P, O O B B O O O
o O O b O O O +—» O
o b O B O O O k-
O O O O O —» O O O
R O O O O - O O O

110
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0 1 0000 0 0 O]

1 00 0100O0O0O0

0 00010010

0O 00 0O0OO0OT1P001
So, T=T'A™"=/0 11000000

0 00 0O0O0OT1T1O0

0 00101000

0 01 001O0O0O

00010000 1
The product terms are:
|.’.:T(','): . |,’,:T(/"A): 3 |,":T(V’V): . |,.’,:T(7’7):
|.’¢:T(’,'): ' |y,v:T(’,A): |,’,:T(/1’V): |,.’,:T(V’7):
|,’,:T(f’¢): . |,’,:T(?’/1): |,,,:T(0,V): |,.’,:T(A’7):
= T(R)= o Lr=TA = 4 1= T = 4 1= T(n 1) =
|"£:T(o’0): . |,’£:T(f"/1): |,,£:T(V,V): ! |r~’::T(’,7)=
|,’,:T(?’0): . |,’,:T(f’/1): |,’,:T(?"V): . |,.’,:T(f’7):
L=T(N) =" L.=T(aA) =" l=T(5) = 1n=T(N7)=
)
|.’v:T(r‘,‘): . |,’V:T(7’/1): |,’V:T(0’V): ' |y~,v:T(f,7):
A= T(0) = 0 LaSTA = o L= T(WY = o L= T(57) =
..
= T(29= o L. =T(49= 4 LL=T(RN =+ l.=T(LN=
) =T(%Lo) =1 1, =T(%9) =" |, =T(LN) =" |, =T(NN=
= TR = 0, L =T(R0 =+ 1p=T(an= - 1,=T(4N0 =
=T = 0 L =T(R0= o L= T(WN= 0, 1y=T(an =
= T( = 0 L =T = o L= T(UN= o 1= T(LN =

4
1
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|f’,:T( ?’0): ‘ |0’9:T(o’f): . |.,’,:T(/t’f‘): ' V,‘,:T(V’f):
f

= TR = La=T(LH =1, 1e=T(N= " 1a=T(AN=

L4

ley=T(H9) =+, loy=T(%9) =" Ly=T(L"N=" 1l,w=T(:,"=

-~

-~

-~

|:,A=T(f,")= Ia,A:T(r;f): ‘. |7,A=T(r,r)= .. |V’A=T(’,r)=

L. =T(, "=
|A,,:T(f”):
IA,V:T(”,’):
|A,r':T(f, ’)
/‘,f:T(oﬁ ’)
o= ()
L= T(Y, 1)
IA’V:T(A, ?): .
IA’A:T(', ’): ..

— Multiplication

The ljjterms which are Tare: l.,, Iy, Lo, Ire, Loy, Lo s, Ley
|s,r, Ia"1, |a,v, |7,r', |7,a, |V,r, Iv’a, |A,r' and I/t’/t.
Multiplication is defined by
(a.ayararacsa-asavas) (b.bybrbrb:b.bsbybsy)=(c.cicrcrcscs.csCy
c4), Where
c.=ab,+ aib. + by +adb: + by + abs + bs) + adb, + by +
asb:+by) +asbr+b.)+adbr+b.)+asbr+ by,
cy=abs+ adb, + b)) + ab. + by) + aby+ b.) + a.lbr + by +
aibytbs) +adb:+bs)+asbr+br)+a.(b:+Db.),
Cr=armr+ adbr + by) + adbs + b.) + asbs + b)) + as(br+ by +
afbstb.)+asb.+by+a.(b:+by)+aib.+Dby),
Cr=arm:+ adbr+ by + asby + b)) + as«b. + by) + afb: + b)) +
asb.+b)+a.(b-+bs) +asb.+bs)+adb:+by),
c:e = ab.+ asb: + by + as(bs + by + afbs + by + anb. + by +
a.(lby+by +asby+b.)+adb:+b.)+adb,+by),
C.=a.d:+ asxb.+b.) + afb. + by + asbr+ by +a.(b:+ by +
abr+br) +adbs+t b)) +adbv+b)+adbs+by),
c: = aby+ afb: + b)) +asb, + b)) +a.(br+ b)) +aby+ by +
afbr+b,) +adb.+br)+ad(bs+by)+asb.+b,),
Cy = aybs + asby + by) + a.(br + bs) + asb: + by) + abs + b.) +
anb:+bs) +adb,+by) +asb.+br) +asb,+by),
Cs = ad. +a.(bs + by +a(br+ br) +adb. + by +adb. + b)) +
adb.+b;) +asbr+b) +as«b+b:)+adbr+by).

4
4
4
!
4
4
4
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Thus (1 + + » + o+ 1 2)(+ 1o+ oo 0+ )=(C.C CrCrCsCaCrCrCa,
where
C.
:’( ’)+ o(o+o)+0(0-/—0)+ o( ’+0)+0( ’+o)+ o(’+0)+ 0(o+o)+ ’(o+o)+ o(o+
')
=
Cy= ¢+ ¢+ ¢+ ¢+ ¢+ + + ’(o+,)+ ¢ + ’(o-/-o)
=
Cr= ¢+ ¢+ ¢+ ¢+ « + ’(0-/-0)+ * 4 ’(o+0)+
Cr= ¢+ ¢+ ¢+ ¢+ ’(o+0)+ 4+ ’(’-/—o)+ ¢ 4 e
=
Cs= ¢+ ¢+ « + ’(’-/—0)+ ¢ 4+ ’(’+0)+ o4 o 4 0
Co= vt ¢+ I(et)+ v+ I(I+)+ o+ o4 e+ o
=
Ci= ++ 1(?+1)+ o+ )(.+.)+ vt e e+ o F o
e 4 o+ r(.+.)+ e o4 o+ o+ o F o

Ci,= ¢+ ’(0+0)+ ¢4+ o4+ o4 o4+ o4+ o4 o
Then,("""'")('""""):(”"""').

— Exponentiation using Optimal Normal Bases
The squaring
(a.a,arara-a.a-avasy) = (a.a,arara:a-asarva)(a. aarara:a-.asar
ax)

-~

Cy

=(c.ciCrCrC:CsC1CyCy),

Where
c.=a.a,+asda. +a:)+ada:+ ay +ada:+as) +ada, +arp +
asa:+a, +asart+a.,) +afar+a.) +asar+a)

:a/:aA
Cy=aar+ ada, + a,) + afa. + as) + afar+ a.) + a.ar+ ar +
ay(av+a¢)+ay(a;+a7)+aA(ar+ as))+a.(a-+a.)

—a. =a.
Cr=anar+ afar + as)) + afa- + a.) + asa, + a,) + as(ar+ a; +
afas+ta.)+asa-+ay)+a.(as+ay+as(a-+ay

:a,'=a,
Cr=am:¢ + adar + ay + aslay + a,) + as(a. + ar) + afa: + a,) +
asa.+taj+a.(as+as)+asl(a-+as)tada-+ar

:arr: af
C: = aa. + asa: + as) + a:(as + ar) + afa, + ar) + asa. + a;) +
a.(aytarpt+alarta.)t+ada-+a.)+tadfart+ar

114
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=ar'=ar
C. = a.a: + asa. + a.) + afa. + ar) + asar + a,) + a.(a: + ay +
a|artar)+adasta)+adartar)+adast+a)

:a/=af
C: = asay + afar + a,) + asa, + a,) + a.(ar+ a,) + as(ar + as +
afar+a:) +ada.+ar +tadas+art+asa. +as

—a. =a.
Cy = ans + asar + by) + a.(ar+ as) + asa: + as) + adas +a.) +
afa:+ta.) +ada,+ar) tasa.+ar t+asa+as)

=a7'=a7
C,=as. +a.as +ar +alfar+ ar) +ada.+a,) +ada. +a,) +
afa-+a. +asarta:) +asa+a:)+afar+ay)

=av'=av
Thus (a.a,arara:a-asaras) = (a+a.a,araraa.asa,) can be
calculated with a simple rotation of (a.asarar).
(P et et e e )T e e e e YF e e e )R
I R D N G IR IR IR P ) 1/ (AR AP AP AU ) R APRR IR IR
) N IR AR IR PO ) R (AR RSN B A )

:(”o,0’0’0)*(”0’0’0’0)*(”t?t?t

’0)*(”0’0,0’0)*(”0’0’0’0)*(”0’0"")*(’
’0’0’0’0)*(”0’0’0’0)

:(”0’0’0’0)"*(”0’0’O’O)r*(”tfo"
P> (1 ey
:(0”0’0’0’)*(0”0’0’0’)*(0”0’0’0
’)*(0”0’0’0’)
S CRR I I IR ) N N CRE I APON IR IR )
:(’0”0’0’0)*(’0”0’0’0)
:(’0 ’,"',')f
:(0’0 0 T ’)_
Example (%)
The following are some examples of congruences or
incongruences:
Fe=11(mod 1Y) since 'Y\ (re— 1),
Fe£ ) r(mod 1) since 11/\ (re — .
Example(! )

Find the quadratic residues and quadratic nonresidue for
modulo ¢,%,11,1F respectively.

Solution:
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— Modulo ¢, the integers !, ¢ are quadratic residues , while
f,*are quadratic nonresidues ,since
V=t =1 rf=r=z¢
— Modulo Y, the integers 1, 1,¢ are quadratic residues |,
while f,¢,7 are quadratic nonresidues ,since
1’=1"=, =o'z ¢
Fr=f=r
— Modulo !, the integers 1,1,4,9,9 are quadratic residues ,
while f,7,v,A, 1+ are quadratic nonresidues ,since

1'=1."=1, r'=4"= ¢
P = A= q = v = °
o= 1" = r
— Modulo '*, the integers 1r,£4,1.1Y are quadratic

residues ,
While 1,¢,7,v,4,11 are quadratic nonresidues .
Now to check the above examples by easy way we look at
following tables:

b J[o" [ e JLe" Lo Qe[ b [ b
r r ? r y y r r
ri o« rl ¢ y £ y £
rFilof r r r 9 r 9
£ r £ r £ o £ r
- - ® ¢ o £ o 1y
| - T r T r T e
— |l - — | - v o y o
— |l - — | - A 9 A ,y
| - — |l - 9 £ 9 r
~ I - — | - o y o 9
— |l - — | - — — 1 £
| - — |l - — — 'y r
Modulo# || || Modulo ¥|| || Modulo ' | || Modulo '*
Example (1 1)

Let p=¥YThen,

1re.
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(-0
(-6

Example (1 7)

We will compute the values of a'(mod ') fori= ", ¥ F .., 1+

in the following table:

a lla'lla"Jla’]la’lla’]la"||a’]la’ ||a"
) BIE Y B B )
Y ¢ 1A o Iy ladly |[¥ ||n ]
v el e ¢ B ENIERE )
e le iy Yl e e 2y b
o Y ¢ ! y ° v ¢ q \
Ty a [[yelfo I[A JTe Y ]
Vv lle || Y IR R EN R ]
KN K syl Iy [lo |y ]
q ¢y o e e Ny |le )
Yo b Yy Yty ey e
ord(1) =1,
ord,,(*) =ord,( %) =ord,(¥)=ord,(A="1-,
ords (') ="
Example (1)
Let us compute the values of @n) for i= "1, ¥, F.., 1o, Tee 1
, 1+ ¥, 1+¥in the following table:
n vl el £ el T VI AN G e ] el et 1] 1er
oRIERIE B B4 K1 R4 K K2 K K £ Pooll Pr fof

Example (1 ¢)
Determine whether Vis primitive root of 2.
Solution:
Since  gcd (Y, ¢9) =1,
and v'= v(mod £9), V'= £(mod #9),
Y"= rA(mod £9), v = 117(mod £9),

1r
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o

V= r¥(mod £9),

Y'= 149 (mod £9),

V'= £r(mod £9), V'= 1 (mod £9),
V'= rv(mod 9), v''= r¢(mod £9),
v''= 1#(mod £9), "= 1 (mod £9).

Thus, ord:.(V)= 1.
But @(¢9) = r¢ since:

1";13’£15,6 117§’9’101£112’L31¥1151L6’£’1811=9’20721’2=2’2=3’24’25’
26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44.

Thus Yis not a primitive root of ¢,

Example (1)

Let n = 2. Then there are five residue classes modulo ¢,

namely the set:

[],:{ ’-’9’-’0’-9, . 9’ ’o’ ’9, e ".},
[e={c, -1 -9 -6 0 0 10 07 71 .}
[o={c, -1 F-A-F LV Ar Y FY )
[Fe={eees =1 =Y -0 FAIFIA PELLY,
[lo={iee, -1, -7 -0, £ 8 0£ 14 rs )
Example (1)

Compute the index of '¢base "modulo !4

ie. ™" (mod 1.9 =14
Solution:

To find the index, we
computations
®*(mod 1+ 9 fork=1, ", ¥ ...

*(mod 19 =12
7'= 7(mod 1+ 9),
"= 1+¥(mod 1+ 9),
= #Y(mod ! - 9),
1= r¢(mod !+ 9),
'= 1.1 (mod 19,
7"'= F4(mod ! 9),
7""= 97 (mod 1 9),
7= v¥(mod !+ 9),
7""= £¥(mod 1+ 9),
"= ev(mod 1+ 9),

Since k= 7+ is the smallest positive integer >

Thusind:'¢(mod !'+9) = r-.,

1y

just successively perform

the

until we find a suitable k such that

"= #7(mod ! 9),
= 9Y(mod 1+ 9),
'= £(mod 1+ 9),

7”_ Fe(mod !+ 9),

71 (mod ! 9),
1 7(mod ! 9),
1 (mod !9,
Y7(mod ! 9),
T£(mod !+ 9),
1e(mod ! 9).
’d(mod ! 7)
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Example (1)

Compute the index of ' 7"base Ymodulo ¢¢.

Solution:

To find the index, we just successively perform the
computations ¥ (mod #¢) for k = f, ¥, * ... until we find a
suitable k such that * (mod 1+ 9) = 1%

Y'= ¥(mod £9), v'= £ (mod £9),
Y"= rA(mod £9), Y = 17(mod £9),

Since k = ¢ is the smallest positive integer > ¥'= 1 7(mod #9),
Thus indy! 7 (mod £9) = £,

Example (14)
An elliptic curve over F,” an optimal normal basis
representation is used for the elements of F,’. Consider the non-

supersingular curve over F,” defined by the equation
y2+xy=x3+ad.
The solution over F,’ to the elliptic curve equation is:
(0,@°),(a),(a.a)(a’a’)(a’ar)(a’ e’) (e a ) (a,a®)
’(aS 7all )’(a6 ,O),(aG ’a6 )’(aS ’a3 )’(aS ’a13 )’(all ,O),(all,all ’
(a12 ’a8 )’(a12 ’ag )’(a13 ’a2 )’(al3 ’al4 .

Since there are !9 solutions to the equation in F,* the group
E(F,) has !9+ 1= r.elements. This group turns out to be a cyclic

group of order f-. if we take G = (a’, @’) and use the addition
formulae, we find that

1G=(a®a’) 26=(a*,e®) 3G=(a®®a?)
4G=(a®0) 5G=(a®,a®) 6G=(a®a’)
7G=(a’,2°) 8G=(a*,e®) 9G=(a®®ea?)
10G=(a®0) 11G6=(a'?,e®) 126=(ab,a?)
136 =(a®,a°) 14G=(a*,a&®) 15G=(a®,a?)
16G=(a®*0) 17G=(a'?,a®) 18G=(ad,a®)
19G =(a®,a't) 20G6=0

rrr
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ppendix C

Formulas' For The Group Operation

Let E be an elliptic curve with usual Weierstrass equation
E(x,y)=y +axy+ay—-x —ax —ax-—a:=
andletP.=(x.,y.) € E, to calculate —P.we take the line L through
P.and O and find its third point of intersection with E. the line L is
given by:
L: x-=x.= -,
Substituting this into the equation for E,
then E(x.,y) has roots y. and y, , where —P.= (x,,y})-
Writing out
E(Xo.¥)=c(y=Yo X y-Yo)
but E(Xy,Y)= y? +a;Xgy+agy— xg —azxg +a,%Xy—ag =0
= y% +(ayXg +a3 )y — X§ —a,X§ + 84Xy —a8g =0
now comparing the coefficients of y" gives ¢ = !, and then the
coefficients of y gives y; = —y. —a, x.—ar. this yields
—P.= (%9, = Yo —a;xg —23)-
+¢ Then for E defined over R or F, , as we remembered, E has the
following formula:

E:y?=x®+a,x+ag ,soforany P=(x,,y,) €E,

—-P=(X;,—y;—a;x;—az)
= —

U J
0 0

then —P =(x;,-y;)
** Then for E defined over F,", as we remembered, E has the
following formula:

E:y?+xy=x3+a,x*+ag ,soforanyP=(x,,y,) €E,

—P=(X;,—y1—a;X; —az)
— —=

U U
1 0

" All these formulas come from the reference [£7]

rrr
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then —p =(x;,—y; —%;) -
since the addition and subtraction are equivalent operations in F,"
, then

—P=(X;, =Yy =X )=(Xy, Y1 +X;)
next we derive a formula for the addition law.
Let Py = (X, Yy, and Pr = (Xr, yr) be points of E. If x, = x, and

Y1+ Y, +a; X, +a3 =0, then from the above formula P +P = -.

Otherwise the line L through P,and P, has an equation of the form:
L:y=AX+v.
(formulas for A and v are given below.) Substituting this into the
equation for E, then E(x , AX + v) has roots x, , Xr, Xr, where
Pr=(Xr, Yy is the third point of LN E. (where P,+ P+ P, = )
while Writing out
E(X,AX+V)=C(X—=X; )(X=X, )(X—=X3)

=C (X% =Xy X — X X+ X X )(X—X3)

=C (X3 =X, X% = Xy X2 4 X Xo X = X3 X7 4 Xy Xg X + X; X3 X — X; Xp X3 )

= (X3 = (X 4 Xq + X3 )X% + Xp Xz X+ Xy X3X — Xy X, X3 )

but

E(XAX+V)=(AX+V)? +a;X(AX+V)+ag(Ax+V)— x> —a,x* —a,x—ag
=A2X% + 2AXV + V2 + @ AX? + a,VX + @gAX +agV — X° —a, X2 —a, X —ag
=—x3+ (A2 +ah—a, )x? +(2AV+a,v+azh—a, )X +V2 +azv —ag

so from comparing the coefficients of x and x " yields ¢ = - and

(Xy+ X, +X3)= (M2 +a,h—a,).
Then x; =A% +a,;A—a, — X, — X;, and substituting into the equation
for L gives yr»= AXr+ v. finally, to find P, + Py = — P, , we apply the

negation formula found above to Pr. These are summarized as
follows:

Group Law_Algorithm Let E be an elliptic curve given by a
Weierstrass equation

E:y +axy+ay=x+ax +ax+as.
(@) letP.=(x.,y.) € E.then

—P.=(Xg,— Yo —a;xp—az)-

Now let
Py+Py= Py with Piz(Xi,yi) e E.
(b) if x,=xrand y; +Yy,+a;X,+a3 =0, then
P/ +Py=-.
Otherwise, let

11é
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_
u if X2¢X1
Xp =X
A =3 2
3X] +28;X) +a, —ary; .
it x,=x,
2y, +a; X, +ag
[ V1% — yoX
172 7271 if X, # X,
X2 = Xg
and v =1 3 2
3XT —a, X, +2y; .
1 —
if xX,=X%;
| 2y +a;X; +ag

(then y = Ax + v is the line through P, and Py, or tangent to E if
P, =P r.)

(c) Pr=P,+ P,is given by
X3 =}\42+a1}\4—a2—X2—X1
Yy =—(A+a; )Xg—Vv—as.

+* Then for E defined over R or F,,as we remembered, E has the
following formula:

E:y*=x>+a,x+a,

soforany P,=(x,,ys)and P,=(Xr,ys €eE such thatx,=xr ,
andletPr= (Xr,yr) =P, + Py,

then X3=}\42+a1}\4—a2—X1—X2
—

—_—
J U
0 0
2
=7\4 —Xl—X21
Y3 =—(A+a; )Xz —V—ajz
— —
U J
0 0
_"Y2t Y1 Xg — Y1X2 = ¥oXq
Xy — Xq Xy — Xq
_ T Yo Xzt YiXa = Y1 Xo + Yo Xy
Xy = Xq
_ oY1 Xot YiXg + Yo Xg — Yo Xg =YXy + Y1 X3
Xy — Xq
_—Y1(Xg = X3 )+ Yo (X — X3 ) — Y1 (X; — X3)
Xy —Xq

1re
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_ =YX =X )+ (Y2 — y1 ) (X — X3)
Xy =X
=—Y1(X2—X1)+(Y2—Y1)(X1—X3)
(X2_X1) X2_Xl

==Y +A(X = X3)

when P =(x,,y/), such that x,# +,then ™ =(xr,yr), where
0 0
) )

2 ) ~=
X[ +2a X+, —ag Y,

2y +a; X, +a,
— —~
U U
0 0
2
3X] +ay
2y,

v 3x‘z’ —a4x1+2yf

then A=

2y, +a; X, +a,
—— ——

U Y
0 0

3 2
_ X, —ay Xy +2y;
2y
X, =k2+§£k—§g—xl—xl

U U
0 0

Yo =—(7~+§£)X2—V—§§

U Y
0 0

__ 3xf +a, X, - 3x‘:’ —a4x1+2y12
2y, 2y,
—3x12x2 —ay X, -3x3 +a4x1—2yf
1
2y,
—3x%3 = 3Xf X, + Xy —8yX, =25
2y,
—3X5(X1—X2)+a4(X1—X2 )-2y;

2y,

11
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_(3xI+a,)(x—%,)-2y;

2y,
—3x% +a 2
=( 1 4)()(1_)(2 _ZA
2y, 2y,
=A(X =X )=V,

** Then for E defined over F,", as we remembered, E has the
following formula:
E:y?+xy=x3+a,x*+ag,
so forany P,=(xs,ysr)and Py=(Xr,yr) €E such that x, #x; ,
andletPr= (Xr,yr) =P,+Py,

X3=7\,2+8.17\,—8.2—X1—X2,
——

U
1

since the addition and subtraction are equivalent operations in F,"
then x; =A2 +A+a, + X, + X, -

Y3=—(7~+E£)X3—V—EQL

U U
1 0

since the addition and subtraction are equivalent operations in F,"
, then

+ Xy + Yo X
ys = Y2 Y1+1X3+Y12 Ya2Xq
Xy + X4 Xy + Xq

_ YoX3+ Y1 X3 Y1Xo +YoXg
= + X3
Xy + Xq X, + Xq
YoX3+ Y1 X3+ Xy X3+ X1 X3+ Y1 Xy +YoX
Xy + Xq

_ Yo Xa + YoXg + Yi Xy + Y1 Xg + XoXg + Y Xo + Xy X3 + Y1 Xy
Xy + X
V(X Xg )4 Y1 (% + X5 )+ Xp (K5 + Y3 )+ Xy (%5 + V3 )
Xy + Xy
=(X1+X3)(Y2+Y1)+(X2+X1)(X3+Y1)
Xy + X4
=(X1+X3)(Y2—y1)
(Xo =Xy )
=A(X +X3)+ X3+,

+(X3+ 1Y)

11y
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Formulas For The Group Operation

when P = (X, Y1), such that x, =+, then 'P = (Xr, yr), where

0 1
1 0 0 0

o ~ o~
=3x1+2x1+a4—a1y1

2y, +a; X, +a,
] — =2

0 U U
1 0
2
X+
then x=1—yl
X1
=X1+ﬁ
X1
0
1 0
O

3 2
_3X] —ay X +2Y

V =
2y, +a; X +a,
U e -
0 U U
1 0
3
X
Xq !

X, =k2+§£7n+a2+x1+x1

U
1
=A2+A+a,,
Yo =(A+a; )X, +V+a,
] ——
U U
1 0

Y1 2
=(x1+x—+1)x2+x1

1
X2 Xo 4+ Vi Xo + X1 X0 + X°
XX Y1 Xp + X Xy + X

X1

3 2
_ X1 + X1 Xo + Y1 Xo + X1 X5

X1

3 2
=L+(Xl + Y1+ Xq )Xo
X1 X1

=X +(A+1)x,

17/
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Chapter One ‘

Introduction

(!1.) Introduction

Classically, the making and breaking of secret codes has
usually been confined to diplomatic and military practices. With the
growing quantity of digital data stored and communicated by
electronic data—processing systems, organizations in both the
public and commercial sectors have felt the need to protect
information from unwanted intrusion. indeed, the widespread use
of electronic funds transfers has made privacy a pressing concern
in most financial transactions. There has thus been a recent surge
of interest by mathematicians and computer scientists in
cryptography ' which is the science of making the communications
unintelligible to all except authorized parties. Cryptography is the
one of the known practical means for protecting information
transmitted through public communications networks, such as
those using telephone lines, microwaves or satellites [].

The history of cryptography is long and fascinating, and a very
significant turning point came in YY1 when two researchers from
Stanford, Whitfield Diffie and Martin Hellman, published their paper
“‘New Directions in Cryptography” [Y]. In that paper, they introduced
the revolutionary concept of public key cryptography [¥]. EC
systems as applied to cryptography were first proposed in Y3Ae
independently by Neal Koblitz from the University of Washington,
and Victor Miller, who was then at IBM, Yorktown Heights [£], [°],
[1]. In contrast, of the history of public key cryptosystem, the elliptic
curves are not new to the field of Number Theory — they have been

' The word cryptography comes from the Greek kryptos meaning hidden and graphein
meaning to write.
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studied and scrutinized for most of this past century. But the
application of elliptic curves to the field of cryptography is a recent
phenomenon, beginning barely Y+ years ago [Y]. The Elliptic Curve
Cryptosystem (ECCs) was thus created [¥]. The proposed ECCss
are analogs of existing schemes. it is possible to define analogs of
public-key cryptosystems that are based on the Discrete Logarithm
Problem (DLP) (such as ElGamal encryption and the DSA for
instance) [A]. Since then, numerous researchers and developers
have spent years researching the strength of ECCs and improving
techniques for its implementation [¥].

Today, it offers those looking for a smaller and faster public
key cryptosystem, a practical and secure technology, even for the
most constrained environments. based on the Discrete Logarithm
Problem in the multiplicative group of a finite field [¥]. The security
of this scheme based on intractability of DLP in the multiplicative
group of a large finite field [], [?]. Elliptic Curve Discrete Logarithm
Problem (ECDLP) appears to be much harder than the DLP in the
other group, such as Digital Signature Algorithm (DSA) problem
and Integer Factorization Problem (IFP) ( i.e Rivest-Shamir-
Adleman public key encryption scheme (RSA). Hence ECCs can
match the security of the other cryptosystems while using smaller
key [1]. For example, Table (!. ') illustrates that [ +].

Table (1. ). Key Size

Time to break | RSA key size | ECC key size | RSA/ECC key
(in MIPS' years) (in bits) (in bits) size ratio
1.t oy 17, o-
A VIA Rl 79
). fov€ 19, V-
1. Yeén rie 1o
"VA Fleeo Teo re-

" Million Instructions Per Second.
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(1. 7) Literature Review

As we said, EC Cryptographic schemes were proposed
independently in Y3Ae by Neal Koblitz and Victor Miller. They are
the EC analogues of schemes based on the DLP where the
underlying group is the group of points on an EC defined over a
finite field .

After the above work which is the outline of the creating of
ECCs, all researchers’ which are working in the subject of ECCs ,
distribute their works —as we think— into eight directions, let us
arrange them as follows:

(V.Y.))  “Mathematical Contributions of Elliptic Curve

Cryptography . This direction is very important to the reader
who is beginning in study of ECCqg , let us classify this
direction into three ways, as follows:

(.Y.0)) “Mathematics of Elliptic Curve”. where this
way concludes the papers which are talking about the
mathematics of EC only without cryptography like ['],
where in Y+« this paper explains the group structure of
elliptic curves, and giving the equations for adding and
doubling points on ECs. A basic background of
arithmetic of elliptic curves over fields of characteristic ¥
is given in [YY] in Y++). This will include formulas for the
group operations on an EC over a field of characteristic
Y. This paper will also discuss the underlying field
operations, particularly multiplication. And [)+], where in
Y«+) also, this paper is an overview of the mathematics
of elliptic curves. [)+] is better than [YY] and [' '] because
itis more illustrative.

(VYY) “Mathematics of Elliptic Curve Cryptography”
where this way conclude the papers which are talking
about the mathematics of Elliptic Curve Cryptography
ECCg, and all these papers assumed that the reader
has a basic understanding of cryptography and
additionally, has a basic understanding of abstract

" when we search in the internet for looking for the researches in our object, we find a lot of
these researches. But not all have a date for published it, we will mention the research which
have a date for published it
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algebra and elementary number theory, like [YY], where
in Y++Y, this paper is as a tutorial to ECCg, and the
motivation of this paper is to provide the reader with
facts about the use of Elliptic Curves in Cryptography, so
lots of (beautiful) mathematics is not included. And in
Y««Yand Y.-£ [V¢] and [)°] respectively present a notes
on ECCg, —as we think— ['¥] is more illustrative than [ ¢]
and [ °] in details.

().¥.).Y) “Mathematics of Elliptic Curve and

().Y.Y)

Mathematics of Elliptic Curve Cryptography” where,
in Y++Y V1] is talking in the same time about the
mathematics of EC and of ECCg and also talking on
attack of ECCg".

“Elliptic Curve Cryptography over finite field” in this

direct we find six papers, when the reader read this subject,
he may thinking about it as a mathematics of EC or as
mathematics of ECCg, but in the fact these papers which we
mention it discussion only one field and how implementing the
EC on it in the Cryptography. let us classifying this direct into
two ways, as follows:

(V.Y.Y)) “Elliptic Curve Cryptography over Binary

Field” like ['V], where in Y43A, this paper described a
method to represent points on ECs over F,", in the
context of ECCss, using n bits. And Since n bits are
necessary to represent a point in the general case of a
cryptosystem over F,", this paper is talking about it. And
[YA], where in Y+« this paper discusses an architecture
of finite field F,™ multiplier using normal basis
representation. This paper proposed architecture offers
lower computational time and lower complexity
architecture compared with other architecture. And [ 4],
where in Y.+« this paper describes in brief about the
implementation of ECCg in Embedded System, and also
discusses the different ways of implementation in Galois
Field and suggests using Optimal Extension Field, so
This paper gives brief way of currently known ways of
implementations in embedded systems. And [Y+], where

* all the above papers are published for help the reader to understanding the main object of
mathematics of Elliptic Curve Cryptography.
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in Y++¥, this paper discusses generic arithmetic for
arbitrary binary fields in the context of ECCg, and the
implementation of this paper takes a general approach
to implement binary field arithmetic and does not depend
on any choice of field size or field polynomial, also this
paper shows that this implementation is faster than other
implementations for arbitrary field sizes. And [Y'], where
in Y««¥,  this paper demonstrate an efficient
implementation of an EC scalar multiplication over F,",
using one of the leading reconfigurable computers
available on the market.

().Y.Y.Y) “Elliptic Curve Cryptography over Prime
Field” like [YY], where in Y:+¥, this paper presents a
study of various algorithms for performing underlying
field arithmetic and point representation useful in
software implementations of ECCg over prime fields as
well as binary fields. So there is not enough papers
talking about this direct .

(V.Y.¥)  “Implementation of Elliptic Curve Cryptosystem . In
this direction, we find six papers, these papers may be similar
to proposition which we have in chapter four, since it designs
and suggests in more of these papers, like [1], where in Y39A,
this paper design a processor to perform ElGamal ECCs
scheme for non-supersinguler curve over Fy'~° for having
efficient method of multiplication, adding, squaring and
inversing field elements. And [YY], where in Y34A, this paper
concerned with the implementation of ECCs and is a
demonstration of that implementation. Additional pertinent
examples, illustrations and supporting computer programs are
included to present a self-contained work. And [Y¢], where in
Y.«+Y, this paper presents an efficient implementation of an
ECCs and discuss theoretical and practical aspects of the
ECCg, and this paper find a system is flexible enough to
implement. And [Y°], where in Y« +Y, this paper describes the
system which is called Elliptic Curve Integrated Encryption
Scheme, which was proposed by Abdalla, Bellare and
Rogaway , where this scheme has the advantage that its
security has been proven under standard assumptions only.
And also in Y+ ¥, [Y1] provide a short overview on how to use
the library to create EC digital signatures, for help the reader,
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how he great this system. And [YY], where in Y+« £ this paper
presents a scalable mobile cryptosystem, which installs a
group key and an EC private/public key pair in each device to
enable both symmetric key and public key cryptography, the
system user should choose the best appropriate protocol, by
taking into account the level of security range required and
the operational cost that the user is willing to accept.

(V.v.¢)  “Perform  Comparison of Elliptic  Curve
Cryptosystem  with  other  well-known  Public-Key

Cryptography”. We find in this subject five papers and all
these have the result which say that the ECCs was the better
than any other publickey widely use, like [A], where in Y34V,
this paper made, a comparison between an application based
on an ECCs and one based on RSA, and it finds that an
ECCs over F,"'" offers the same security as ) Y{-bit RSA.
And [YA], where in Y344V, this paper provides an overview of
current public-key cryptographic systems and compares the
ECCs with other well known systems, and find that ECCs
offers significant efficiency savings due to its added strength-
per-bit. And [Y%], where in Y334 this paper specifies public-
key cryptographic schemes based on ECCg, and this paper
published to help ensure ongoing detailed analysis of ECCs
by cryptographers by clearly, completely, and publicly
specifying baseline techniques. And [Y+], where in Y+++ this
paper clarifies whether ECCg is better suited to be used with
smart cards than the nowadays widely used ):Y¢-bit RSA,
this paper shows that the ECCs is faster than RSA for
decrypting and signing messages. And [T)], where in Y+,
this paper describes ECCss, this paper find that although
ECCss security has not been completely evaluated, it is
expected to come into widespread use in various fields in the
future because of its compactness and high performance
when it is hardware-implemented, thus ECCss are fast and
can be implemented with less hardware.

(V.Y.¢)  “The Elliptic Curve Discrete Logarithm Problem”.
Where this comes in all papers which we mention it, but the
papers which talk about this direction only are organized as
follows: [YY], where in Y34Y, this paper demonstrates the
reduction of the ECLP to the logarithm problem in the
multiplicative group of an extension of the underlying finite
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field, for the class of supersingular Elliptic Curve. And [Y],
where in Y33V, this paper interests in public-key
cryptosystems that use the ECDLP to establish security, and
to illustrate this idea, it discuss a sample implementation of
the EC analogue of the ElIGamal cryptosystem, and this paper
find that the idea of implementing digital
signature/identification schemes in the form of smart cards
has quickly gained momentum. And [¥Y], where in Y33V, and
this paper update in Y-+ -, this paper provides an overview of
the three hard mathematical problems which provide the
basis for the security of publickey cryptosystems used today:
the Integer Factorization Problem, the Discrete Logarithm
Problem , and the ECDLP, and find that the ECCs as a
mature technology and are now implementing it for
widespread deployment. And [Y£], where in Y+ +), this paper
presents the Silver-Pohlig-Hellman algorithm for computing
Discrete Logarithms in a group. And find that the existence of
the Silver-Pohlig-Hellman algorithm means that an encrypter
wishing to be certain of the security of an encryption on a
“random” EC E must know that #E(F,") is divisible by at least
one large prime g. And [Y°], where in Y.\ this paper
describes the state-of-the-art in algorithms for solving the
ECDLP, and this paper constructs the table which is
summarizes the known attacks on the ECDLP and If an EC is
selected that meets all the requirements in this table, then the
ECDLP is intractable against all known attacks.

(V.. ) “Point on an Elliptic Curve”. The count of points on
an EC is very important, since this counting inters in the
searching about suitable EC for cryptography, like [¥1], where
in Y43Y, this paper explain the implementation and
improvements of three algorithms which are designed to
determine the number of points on an EC E over a finite field,
this paper for application only. And [YV], where in Y+, this
paper presents two very straightforward techniques for
counting the number of points on an EC over a finite field.
The first amounts to the evaluation of a number of Legendre
symbols, and the second, Shanks’ “baby-step, giant-step”
algorithm, is based on a slightly subtler idea. The first method
is very practical for fields of very small size, while the baby-
step, giant-step algorithm work quickly as long as the field is
of moderate size, and in the part two of this paper given a
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method that work for much larger field , and this paper with
two parts is for application only.

(V.x.v)  “Hyperelliptic Curve Cryptosystem™. In this direction
we find three papers only, and its organized as follows: [TA],
where in Y.+« this paper outlines the issues arising from the
implementation of a commercially secure Hyperelliptic Curve
Cryptosystem over Optimal Extensions Fields as a followup to
the student-devised EC product, and shown that they can be
a feasible encryption technique. And [Y4], where in Y+, this
paper development of computer architectures for the different
algorithms needed for Hyperelliptic Curve Cryptosystem, in
particular, development of suitable algorithms to implement
the necessary field operations in hardware. And [¢+], where in
Y+, this paper introduce Hyperelliptic Curves as a basis for
a cryptographic system, specifically, details concerning
implementation, performance, and known attacks will be
addressed, this paper also conclude that Hyperelliptic Curve
Cryptosystems are currently inefficient, but that further
research is necessary.

(\.Y.A)  “Searching for suitable Elliptic Curves for

Cryptography ”. In this direction we find only two papers, and
its organized as follows: [¥], where Academic Year
Yoo o/Ye ) this paper uses two methods to search for curves
for the ECCs. The first method involves the definition of an
EC over a number of fields and then its reduction modulo
prime ideals, the second method defines an EC over a small
finite field and then considers it over extensions of the small
field, results show that both methods are effective in
searching for a suitable EC for the Cryptosystem. And [£)Y],
where in Y-+, this paper compares methods for choosing EC
for Cryptographic application, this includes three methods’,
the first one is counting the number of points on randomly
chosen curve using Satoh’s Algorithm, which is the winner
because of its order of magnitude speed superiority, and the
second is constructing the curve using Weil Theorem, which
is the winner if one needs to work in F/ for large prim p, and
the last method is constructing the curve using the methods

* In Y4A4, Neal Koblitz introduced the idea of using mathematical objects called hyperelliptic
curves as a basis for cryptosystems.
" This paper did not go into the details of how the methods work.
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of Complex Multiplication, which is third because its order of
magnitude slowness compares with other methods.

In lIragi Universities, the researches of ECCs -in the
Mathematical Science or Computer Science— are not enough’,
with the publish searches in the new world, although they have
some important ideas such as [¢Y] (Y++Y) where in thesis proved a
new theorem and corollary that can contribute in facilitating the
computation process and give methods to conclude the number of
the points of the EC without their calculation and using one of
these theorems to propose the algorithm for random search about
a curve with specified number of points, as well as design a
program for implementing process of multiplying a point with a
constant number. and some important propositions to enhance of
ECCs, such as [£Y] publishes in (Y +¢) where this thesis proved a
new theorem that can contribute in facilitating the computational
process and give method to conclude that each point in the EC
—except the point at infinity— is generator point, if the order of this
Elliptic is prime, also this thesis provides four proposed methods
as a maodification of EIGamal Cryptosystem with the EC, as well
as, design a program for implementing process of these proposed
methods. And also in the University of Technology, there are two
searches [£¢],[£°], uses the EC —but not ECCs- to primality testing
inY«++and Y.+ respectively.

(). ")‘Iﬁeﬁzmqftﬁe Thesis

. Study some of algebraic preliminaries and some of the
basic concepts of the number theory which we use to
defined the group of EC and the DLP.

Y. study the details of the ECCss and the attacks of it.

Y. Try to vary the ElIGamal ECCs with same complexity.

¢. Try to develop the encryption and decryption of Menezes—
Vanstone scheme.

°. Try to benefit from the Diffie—Hellman Exchanging Key
(DHEK).

) They represented only in University of Technology.
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(1. £) The Overview of the Thesis

In the chapter two, we shall elaborate on the mathematical
background required for this project.

In Chapter three, we shall give an introduction to the
mechanism of the ECCss with an examples, and the three
importance attacks of it also with examples.

In chapter four, we Try to vary the ElGamal ECCs with same
complexity. Also we shall try to develop the encryption and
decryption of Menezes—Vanstone scheme in the three
propositions. Finally, we shall try to benefit from the DHEK for use
this key as a secret key in two suggestion methods.

In the end of this thesis, we presented three appendixes, the
first one contains the proof of the theorems which we mention in
chapter two, the second contains the examples of concepts which
we mention in chapter two, while the third contains the derivation
the formulas for the EC group operation .
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Chapter Two '

Mathematical BackRground

(7. ) Introduction

Much of today's cryptography is based heavily on the use of
modern abstract algebra, where the theory of groups, fields and many
of the abstract data types used in cryptography are in fact structures
taken from this area of mathematics. In particular ECs defined over
prime field and binary field are generally used in cryptography [YY].
Ttherefore in this chapter, we shall explain some of algebraic
preliminaries such as group and its laws, field, ... ,etc. Also we will
present some of the basic concepts of the number theory which we
use this in thesis .

Finally, we will express the definition of the equation of an EC
over a field and explain all the operations laws of the group of points
on ECs over all fields.

(1. V) Basic Algebra

All mathematical concepts necessary for understanding the
studies on ECs will be provided in this section.

To understand the structure of groups and fields, let us define
firstly some simple, yet important properties of binary relations. Let S
be a set of elements of type s, Sr... Sxand let o be a binary operation
defined on S, then the following laws are defined [YA]:

— closure: if si,s; S then (sios)eS Vi,je{,'..k}
— commutativity: §j08=5;0S; vi,je{, ...k}

— associativity: (sios)osr=sio(sjos) Vi j,re{’"..k}

— identity: de €S,Vsie S, sjoe=s;=eos Vie{!..k}

—inverse: VsieS, 3, sjosj=siosij=e Vi,je{!, ..k}

1
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And, if a second binary operation + which also defined on S is add,
then:
— distributivity: Sio(sjts)=siosjtsios, Vi,j,re{"..k}

A set of tools are available with which it is possible to define the
properties of the next important structure, that of a group. Groups can
be further specified as abelian groups or subgroups of larger groups
and the following definitions are also included.

Definition (7. 1)[¢1]
A Group (G, o) is a set G together with a binary operator o, with
the following properties : closure, identity, inverse and associativity .

Definition (7. 7)[:1]
An Abelian Group (G, o) is a Group with the extra property of
being commutative.(i.e.aob=boa V a,b eG).

Definition (7. 1) ["A]
Given a subset H < G, (H, o) is a subgroup of the group (G, o) if
(H, o) is a group itself.

Definition (1. £)[¢1]

Let a be an element of a multiplicative group ' G . The elements
a", where r is an integer, form a subgroup of G, called the subgroup
generated by a, denoted by <a>. (i.e.<a>={a" ,r eZ}ae G).

Remarks (7. 1)

— A subgroup H is a cyclic if H is generated by one element
[£7],[£Y].

— The group (G, o) is cyclic if there exist an element a G such that
<a> =G, in this case G cyclic group generator by a [¢7] ,[¢V].

— Order Of Group is the number of elements in the group [¢7],[¢V].

— Let G be any group, and aeG then the order of aisniffa"=e .’

[£V]

" If the binary operation of a group is denoted by . , then the identity of a group is denoted by ! or
e this group is said to be a multiplicative group [£1]
e is the identity elementin G .

1!
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The most relevant and important of the elementary constructions
associated with abstract algebra are fields, in particular finite ones.
This is because the elements of these fields are used to embed the
plaintext upon. Then, a series of well-defined actions are taken on
these elements, outputting elements of the same field from which the
ciphertext can be extrapolated [YA].

Let us begin with a discussion of fields themselves including
definitions of the characteristic of such a field, and its algebraic
closure.

Definition (7. °)["A]

A field (F, - , +) is a set F defined with two binary operators
(denoted - and + here because of the intuitive laws that exist
pertaining to normal ‘multiplication’' and ‘'addition’). These laws
include:

— commutativity for both (F, -) and (F, +),
— associativity for both (F, -) and (F, +),
— identity for + in F (denoted ),
—identity for - in F\ {+} (denoted ),
—inverse for +in F,

—inverse for - in F\ {}.

— distributivity,

Definition (1. 7)[¥]

The characteristic of F, denoted by char(F), is the smallest
positive integer p such that p - a = - for all a € F. If such an integer
does not exist, char(F) is zero.

So char(R) = +, where R is the field of real number, is an
example of a field, and char (F/") = ¥, where F," is the binary field,
is another example of a field.

Definition (1. %)["]
Let p be a prime number. The finite field F,, called a prime field,
Is comprised of the set of integers {-, !, ", %, ..., p — '} with the usual
arithmetic modulo p, as follows:
— Addition: if a, b € Fp,, then a + b = r, where r is the remainder
when a+bis divided by pand «<r<p-"'. Thisis known as
addition modulo p.

1r
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— Multiplication: If a, b € F, , then a - b = s, where s is the
remainder when a - b is divided by p and + <s<p-"'. This is
known as multiplication modulo p.

— Inversion: If a is a non-zero element in F, , the inverse of a
modulo p, denoted a', is the unique integer ¢ e F, for which
a-c=1.

Definition (1. °)["]

a field K is said to be an Extension Field of F if K contains F.

Definition (1. 7)[]

The ring of polynomials F[x] in x over a field F is the set of all
formal expressions f(x) =a.+ax +..+ax",n> ¢, a €F for all
i= - 1 ...,N

Definition (7. V)[¢V]
Let f(x) € F[x]. if f(xX) # + and a, # *, then the degree of f(x),
written as deg f(x), is n.

Definition (7. A)[¥]
A field F is said to be algebraically closed if for every f(x) € F[X]
such that deg f(x) > !, f(x) has a root in F.

Definition (T.4)[¢]

The field F,", called a characteristic two or binary finite field,
can be viewd as a vector space of dimension m over the field F,
which consists of the two elements « and !. That is, there exist m
elements a., ay, ..., an.s in F¢" such that each element, ain F," can be
uniquely written in the form : a = x.a. + Xx,a, + ... + Xy..@am.y Where

Xj € {', ’}.
Such a set{a., ay ..., am.} is called a base " of F\" over F,. Given
such a base a field element a can be representated as the bit string

(@a.,ay ..., an.1). There are two kinds of bases: Polynomial bases
and normal bases. And let us organized these as follows:

" A family of vectors {vi}ic; in a vector space V is a base iff the following conditions are satisfy :
¢ 3 a family {&}ic, of scalars such that finitely many different from zeroand v=3%¢8v;; V veV.
o IfX6vi= rimplies =+ Viel.
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Chapter Two Mathematical Background

Polynomial Representation: [¢/]

The elements of F," are polynomials of degree less than m, with

coefficients in Fy, that is,

{am X" +an.x™"+...+ax +ax+a.|a; € F} . These elements
can be written in vector form as (an,., ... asa.). Fy" has ™ elements.
The main operations in F\" are addition and multiplication. Some
computations involve a polynomial

fO)=X"+an X" +anx™"+..+ax +ax+a., where aeF The
polynomial f(x) must be irreducible”.

of an element a=gisa'=g

— Addition:

(@m-1...ara.)+(Op.r...byb.)=(Cn.s...C1C.)aCi=a; + bjover F
Subtraction:

In the field F,", each element (a,., ... a, a. ) is its own
additive inverse, since (am.y...asa.) + @m-r...ara.)=(* ... * *),
where (+ ... « ) is the additive identity. Thus, addition and
subtraction are equivalent operations in F,".

Multiplication:

@m-+ ... ar a.) (bpy .. by b) = (rpy ... 1y 1) where
rmX™ + ... + rx + r. is the remainder when the polynomial
(@m X"+ ... +ax+a) by x™ +..+bx+b.)is divided by the
polynomial f(x) over F. (Note that all polynomial coefficients
are reduced modulo 7).

Exponentiation:

The exponentiation (a,.; ... a,a.)" is performed by multiplying
together e copies of (an.;...aa.).

Multiplicative Inversion:
There exists at least one element g in F," such that all non-

zero elements in F/" can be expressed as a power of g. Such an
element g is called a generator of F,". The multiplicative inverse

(-iymod 2M 1)

Optimal Normal Basis Representation:

an optimal normal bases (ONB) of F," over Fexists iff one of the

following conditions holds [V+]:

* f(x) irreducible polynomial which is of degree m means, it cannot be factored into two
polynomials over F, each of degree less than m

X
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Y. m+1is prime, and ris primitive in F.,. then there is ONB of F,"
over Fy, called a Type | ONB.
Y. 'm+1!is prime, and either
(@) Tis primitive in F .y, OF
(b) 'm + '= f(mod ¢) and the order of fin Fr,.,is m, then there is
ONB of F," over F, called a Type Il ONB.

Therefore optimal normal basis representations are classified as
either Type | or Type Il. So the value of m determines which type
shall be used.

now if F/" only has a type | ONB, then let f(x) =x™+x™"+ ... +x
+ X+ 1,

Otherwise, if F/" has a type Il ONB then compute f(x) = f,(x) using
the following recursive formulae[¢14]:

y

f.(x) =1,
f’(X):X+ ’1
fiur(X) = X £ () + Fi (), 1= 1, oy .

At each stage, the coefficients of the polynomials fi(x) are
reduced modulo 1; hence f(x) is a polynomial of degree m with

2 m-1
coefficients in Fr.The set of polynomials {x, x", x>, ..., x> "} forms

a basis of F/" over F,, called a normal basis [¢4],[V+]. Addition and
subtraction are defined as with polynomial representation. Now let us
consider the setup for Multiplication:

f)= X"+ X"+ . X+,
— Construct the m by m matrix A whose i " row, i= +...m- 1, is the

bit string corresponding to the polynomial x2' mod f(x). (The rows
and columns of A are indexed by the integers from «tom - 1.) The
entries of A are elements of Fr.

— Determine the inverse matrix A”' of A over F, .

— Construct the m by m matrix T* whose i " row, i= + .. m- 1, is
x. x2 mod f(x). Then compute the matrix T=T' A"’ over F.

— Determine the product terms I, for i , j =+« .. m -/, as
li; = TG - 1, —i). (T(9, h) denotes (g,h)-entry of T with indices
reduced modulo m.) Each product term I;j is an element of Fr. It
should also be the case that |.; = ! for precisely one j, +<j< m-
), and that for each i, +< i< m- !, [;; = ! for precisely two distinct

j, *<j<m- 1. Hence, only 'm—"of the m" entries of the matrix
T are !, the rest being ¢. This scarcity of !'s is the reason that the
normal basis is called an optimal normal basis.
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This method for representing F,’ is called an optimal normal
basis representation.

Squaring is a very efficient operation when optimal normal basis
representation is used. Since exponentiation typically involves many
squaring operations, exponentiation is performed far more efficiently
using optimal normal basis representation than using polynomial
representation.

(7. 7) Simple Review of Number Theory

In this section, provides a brief review of fundamental ideas of
number theory, to define the Legendre Symbol that will be used to
compute the number of points on ECs, and to give the definition of
DLP.

Definition (1. +) [¢1]

Let a and b be integers and n is a positive integer . a is congruent
to b modulo n can be denoted by a=b (mod n) if nis a divisor of
(a — b) , or equivalently, if n\ (a — b). and a is not congruent to b

modulo n can be written as a#b (modn) if n is not divisor of
(a—b)

Definition (*.11)D], [¢1], [°*]

Let a be integer and n a positive integer, and suppose that
gcd(a,n) =1 . Then a is called a quadratic residue modulo n if the
congruence X' =a (mod n) is solvable (has solution). Otherwise it is
called a quadratic nonresidue modulo n .

Remark (. )

Similarly, we can define the cubic residues, and fourth-power
residues ,etc. For example, a is a kth power residue modulo n if the
congruence x“=a (mod n) is solvable. Otherwise ,it is a kth power
nonresidue modulo n.

Theorem (1’. ’) (The Chinese Remainder Theorem)

Let my, my, ... , m, be pairwise relatively prime” positive integers.
Then the system of congruences:

* Integers a ,b are called relatively prime iff gcd (a, b)="
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Xx=a,(modm)),
Xx=ar(mod my),

X =a,(mod m,),
has a unique solution modulo M =m,my... m,.

Theorem (1". O(Euler’s criterion)
Let p be an odd prime and gcd(a, p) = !. then a is a quadratic
residues of piffa® " = tmod p [¢1], ['].

Definition (7.1 ¥)[¢1]
Let p be an odd prime and a an integer. Suppose that gcd(a,p)=".

Then the Legendre symbol, (%) is defined by

al |1 If aisaquadratic residue modulo p,
p) |-1 if a isaquadratic nonresidue modulo p.

Remark, (7. F)D1[ 1]
Some elementary properties of the Legender symbol, which can
be used to evaluate it, the reader can take it from.

Definition (1.1 F)[£1]

Let n be an a positive integer and a an integer such that
gcd(a,n)="1. Then the order of a modulo n, denoted by ord(a,n), is the
smallest integer r such that a"= ! (mod n).

Definition (1. ) £)[¢1]

Let n be a positive integer, Euler's @ —function, denoted by @(n)
is defined to be the number of positive integers k less than n which
are relatively prime ton .
ie. @n)=#Ak: '<k<n,ged(k,n)= tor @(n)= >H1

1<k<n
ged(k,n)=1
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Remark (7. 4) 11, (1]

We have a fact which says that “If n is prime number, then
every integer '< a < n is relatively prime to n” .So for prime
numbers we have the formula: &(n) =n-".

Definition (1.1 °)[¢1]

Let n be a positive integer and a is an integer such that
gcd(a,n) = 1. If the order of an integer a modulo n is @(n), that is,
ord(a,n) = @(n), then ais called a primitive root of n.

(1. 7. ) Indices

Definition (1.1 7)[¢1]

If x=a (mod n), then a is called a residue of x modulo n . The
residue class of a modulo n, denoted by [a], , is the set of all those
integers that are congruent to a modulo n.

That is, [a],={x:x e Z and x=a (mod n) },
={at+tkn:keZ}

Definition (1. 1Y)
The set of all residue classes modulo n, often denoted by Z/nZ
or Z, is the set of all residue class [a], where *«<a<n-/!.

Remark,( . °)

One often sees the definition: ZinZ ={-, ', ¥, ¥, ..., n—1},
which should be read as equivalent to Z/nZ in the dfintion (Y.)VY) [£7].
Remark (1. 7)

Gauss [¢1] introduced the concept of index of an integer modulo
n. Given an integer n, if n has primitive root g, then the set
{9.9".9",...,¢%"} forms a reduced system of residues modulo n ; g is
a generator of the cyclic group which is the reduced residues modulo
n set. Hence, if gcd(a, n) = !, then a can be expressed in the form :

a=g“(mod n)

For a suitable k with < k < @(n). This motivates our following

definition, which is an analogue of the real base logarithm function.
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Definition (. 14)[¢1]

Let g be a primitive root of n .If gcd(a, n)="!, then the smallest
positive integer k such that a = g* (mod n) is called the index of a to the
base g modulo n and is denoted by ind;a.

Remark, (7. V)17

We have by remark (Y.V) a=g"™? (mod n).
The function indgya is sometimes called the discrete logarithm and is
denoted by logya so that

log a

a=g -y (modn).

Generally, the discrete logarithm is a computationally intractable
problem; no efficient algorithm has been found for computing
discrete logarithms and hence it has important applications in public
key cryptography.

Theorem (f. ")(Index theorem):
If g is a primitive root modulo n, then ¢g* = ¢’ (mod n) iff
x =Yy (mod a@(n)).

qzemar,{(" _/\)[i'k]
The DLP can be described as follows:
Input: a,b,neN
Output: X € Nwith a*=b (mod n) }
if such an x exists,
Where the modulus n can either be a composite or a prime [£¢1].
There are essentially three different categories of algorithms in
use for computing discrete logarithm:

— Algorithms that work for arbitrary group.

— Algorithms that work well in finite group, for which the order of the
groups has no large prime factors; more specifically, algorithms
that work for groups with smooth orders".

— Algorithms that exploit methods for representing group elements
as products of elements from a relatively small set.

' A positive integer is called smooth if it has no large prime factors; it is called y-smooth if it has
no large prime factors exceeding y .
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These algorithms computes the DLP in general, the reader can take
more information from [£7].

(1. 7. T) Fast Modular Exponentiations

In this subsection, we describe the important problem which is
said that “what is the result of xX"mod n, when ris large .

The method of repeated squaring will solve this problem
efficiently using the binary representation of r [¢1]. This method can
be illustrated by the following: Suppose we wish to compute a'** for
any integer a, then to compute it with the above method, at first must
be written !+« as binary representation .

So 100,5 = 1100100, :=egz e; e, €5€, €45 €y, then compute

a'® =((((((a)*.a)*)*)*.a)’)

=a, a37 a67 8.12, 3.24, a25’ aSO’ a100

Note that for each e; , if & = !, we perform a squaring and a
multiplication operation (except e;= !, for which we just write down a,
as indicated in the first bracket), otherwise, we perform only a
squaring operation. That is,

eg 1 a initialization

es 1 (a)’.a squaring and multiplication
e, 0 ((a)?.a)? squaring

e; 0 (((a)?.a)?)? squaring

e, 1 ((((a)%.a)?)?)?.a squaring and multiplication
e, 0 (((((a)*.a)’)’)’.a) squaring

& 0 ((((((a)*.a)’)*)*.a)")? squaring

U
a100

" x" mod n, called modular exponentiation . In addition, the algorithm, which solves it, is called fast
modular exponentiations.
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(1. £) Projective Coordinates
From now on, F will always denote a field, unless otherwise
stated.

Definition (1. 1)
The affine plane A" is the usual plane, A'(F) ={(x,y) / x,y e F}.

Definition (. 7+ )[)¥]

The projective space is the set of equivalence classes of tuples
(X., Xy, ..., Xy) (not all components zero) where two tuples are said to
be equivalent if they are scalar multiples of one another, i.e.
PYF) = {(X., X1, co Xn) = (*, *, ey ) JAX, AX 5, oty AXn) ~(X., X, o Xn) A €Z\{4}}
Then each equivalence class (X., X, ..., X;) is called projective point
and X\ Xy, ..., Xn are called the homogeneous coordinates of that
point "

Definition (¥. 71)[>)]
The projective plane P'(F) over F is
PK)={(X,Y,Z) eF"|(X,Y,2)#(*, *, )}~
Where (X, Y, Z2) ~ (X'Y"Z") iff there exists a A # + such that
(X'\Y"Z") = (AX, AY, AZ) .

Definition (7.7 7)

A direction is an equivalent class of parallel line in A'(F), that is,
a collection of all lines parallel to given line in A'(F).

The set of all direction can be described as the set of all lines in
A'(F) passing through the origin, since every line in A'(F) is parallel
to a unique line passing through the origin. Thus, the set of all

" The relation ~in a set R is equivalence relation in R, iff the following condition are hold [£V]:
- a~a,foralla eR,
— |Ifa~bforsomea,b eR, then b~a,
— |Ifa~band b~cforsomea,b,ceR, then a~c.
The set (a)={x eR/x ~a} denoted to the equivalence class .
In the usual way we use the symbol [ ] to refer the equivalence class, but in this thesis, we use
this symbol to refer the references, therefore we use ( ) to refer the equivalence class.
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directions in A'(F) is described by the points (A, B) of the projective
line P'(F), where each (A, B) corresponds to the line Ay = Bx. For A, B
not both zero,(A’,B’") ~(A, B) iff (AA" ,AB") ~(A, B) forsome A# ¢ €
F.
Definition (1. 'F)

The projection line P'(F) over F is the set of equivalence
classes (A, B), that is, the set of all directions in A'(F).

As such, the projective plane P'(F) can also be defined as

P(F)=A"(F)uP'(F).

Definition (7.7 %)

The set of “ extra points ” in P'(F) associated to the directions
in A'(F) are called points at infinity, denoted by L., called the line at
infinity.

The following maps show how to identify the definitions of the
projection plane:

{(X,Y,2) eF"|(X,Y,2) =(+, *, )}~ A'(F) UP'(F).

For each projective point (X, Y, Z) in P'(F) with Z = +, we can “
divide throughout ” by Z to yield (x,y, !) where x =X/Z and y=Y/Z.
this process is called dehomogenization with respect to Z ( the
reverse process is called homogenization). Then there is a one to
one correspondence between the point (x, y, ') € P'(F) and the point
(x,y)eA'(F). In the other words, for Z # -,

(XY, Z)I—)(X Y)H(X Y ) (X.Y,2)

z'Z z'z’

The remaining points with Z = -+, the points at infinity, then
corresponds to a copy of P'(F) [¥].

(1. ©) Arithmetical Operation of Elliptic Curves

The mathematics associated with EC is old; formerly “pure” with
no practical applications the math is very deep and fascinating. ECs
as algebraic (geometric) entities have been studied extensively for
the Yo« years, and from these studies has emerged a rich and deep
theories [£],[) 1]. In this section the important mathematical operation
on EC which is needed for researcher in ECCg.
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Let us start with the fact which say that (An Elliptic Is Not An
Ellipse!)’

An elliptic is not an ellipse [¢1], an EC is a type of cubic curve,
While ellipse is a degree Y equation with the standard equation for

ellipses centered at the origin [°Y] :
2 2

— Foci on x-axis : x_2+y_2=1 (a>b)
a b
Center-to-focus distance: ¢ =+va? —b?
Foci: (xc,0)
Vertices: (+a0).

X2 y2
—Fociony-axis: —+->=1 (a>b)
b a
Center-to-focus distance: ¢ =+va? —b?

Foci: (0,%c)
Vertices: (0,%a).

(However, given such an ellipse, you could try to compute the arc
length of a certain portion of the curve; the integral, which arises, can
be associated to an EC [°Y].) To study an EC we must start with “
Weierstrass Equation ” .

Definition (1. 72)[7]

A Weierstrass equation is a homogeneous equation ' of degree
Fand has the form
Y'Z+aXYZ+aXYZ' =X"+aXZ+aXZ +aZ . v e e
(")

where a,, ar, ar, a, ar € K, where K is any field.

The ordering of subscripts of the coefficients in (1) have these
ways because of the following (( it is often said that “X has degree ¥
and “Y has degree ¥’ because of the following: for large X, the curve
extends to infinity much like the function Y = X", which can be
parameterized by X =T "and Y = T'. The subscripts of the coefficients
in () therefore indicate the degrees that must be given to the

‘An ellipse is the set of points in a plane whose distance from two fixed point in the plane have a
gonstant sum [°Y].
" Homogeneous means every degree in this equation are equal .
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coefficients in order that the equations are homogeneous; that is,
each term has a total degree of 1 [Y], [£}])) .

Remark (1. %)
“The Weierstrass equation may be singular or may be non
singular”. To explain this statement we must know the following [V+] :

— A point p is simple in W (where W has a form:
W=Y"Z+aXYZ+a Y2 -X"—aX'Z-aXZ"-a:z"= +)ifat
least one of the partial derivatives oW : OW : oW IS non

oX oY oZ

zero at p, other wise p is called singular.
— If W has one singular point then we say that W is singular ,
other wise W is non-singular (smooth) .

Examples (1. ')
— S Y X+ X= -,
since 66% = X"+ 1=+ VX, thenS, is non singular (smooth).

— Sy =X"=X"= .,

sinceﬁ =—m"-rX, and ﬁ=1’Y,
oX oY
: 0S 0S . .
and since —% (+,+)= —2 (+,*)= -, then S, has singular point
ox () oy (+5°) r g p

(+,*),s0Sy is singular .

Definition (1. 7 7)[°¥]

An EC E is the set of all solutions in P '(K) of a smooth Weierstrass
equation. There is exactly one point in E with Z- coordinate is equal
to +, namely (-, !, +). This point is the point at infinity ' and it is
denoted by O .

For convenience, the Weierstrass equation for ECs can be written
using non-homogeneous coordinates [¥ ],

" if we substituting Z = +,in the Weierstrass equation, we have X" =+, which implies X = +. the only
equivalence class of triples with X = + =Zisthe class of ( +, !, +) [7].
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X Y
where x= —,y= —,
Z Z

Yo aXy Al =X F X F QX F Arenn cer e cee e aee vee aen aee aa
()
An EC E is then the set of solutions to equation above in the affine
plane A" (K) = K x K, together with the extra point at infinity O.

Definition (1. 7Y)

A rational point on an EC E over F is called a F—point. Let E(F)
denoted the set of F—point(x,y)eF " that satisfies equation (¥), along
with O. if K is any extension field of F, then E(F) denotes the set of
K—point (x, y) € K "that satisfies equation (¥), along with O.

Here, we define an important quantity related to E, namely, the
discriminant and j-invariant of E. Its original form in the general
case may look very complicated, but in specific cases, it will look
much simpler. We uses this concept in chapter three for determining
the types of EC.

Definition (. 'A)
A is called the discrimiant of E and j(E) is called the
j—invariant of E are given by :
A=-b,’bg —8b,° —27b;* +9b,b,b;
3
, C
E)=24_
I(E) y
Where
b2 = a12 + 432
b4 - 234 + a1a3
b6 - a32 + 436
bg =a,°ag + 48,85 —a,838, +aya5° —a,°

C4 - b22 - 24b4 .

Next, we look at the possible different forms of the equation of an
EC E under different characteristics of the defining field F. The
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objective is to get a simpler form of the defining equation. We split it
into " cases: char(F) # ror ¥ char(F) = fand char(F) = .

— char(F) # Yor F[Y]:

if char(F) # ', complete the square on the left hand side of
equation (Y) and the corresponding admissible change of variables

(x,y)H(x,y—%(a1X+a3 )) Transforms E into

D Sl - VI G - VB G - VARSI

Further, if char(F) # ¥, a similar process can be carried out on the
right hand side of equation (V).

The transformation ( X,y ) ( x—%a’2 .Y ) yields from equation (V) is

D S T V0 - VDR €3
— char(F)=r
if a5, =0, the transformation (x,y)H(x+a—j‘,y) yields from
az

eqguation (Y‘) is
y2=x3 +aj5 x? FAG aen ear ee e ..(°)
if a5 =0,then from equation (¥), we |mmed|ately have the deswed
form
D G T V0 T LRSI )

— char(F)= T
(1) the supersingular case, a, =
The substitution (Xx,y)+ (x+a,,y) in equation (¥) gives

Y24 85Y = X2 4 ALXAAG e ee vee e eee re eeeeee an eee een o(Y)

(") The nonsupersingular case, a, # *:

The substitution
2 2

a,“a, +as” | . . .
1L =4 =3 ) in equation (Y) gives

2 a 3
(Xiy)H(al X+a_31a1 y+ 3

1 a,
VAR D VD S - VD Gl -V ()

(7.2.)) Group Low of an Elliptic Curve
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Many cryptosystems often require the use of algebraic groups.
ECs may be used to form EC groups. A group is a set of elements
with custom-defined arithmetic operations on those elements. For EC
groups, these specific operations are defined geometrically. By
introducing more stringent properties to the elements of a group, such
as limiting the number of points on such a curve creates an
underlying field for an EC group. ECs are first examined over real
numbers in order to illustrate the geometrical properties of EC
groups. Thereafter, ECs groups are examined with the underlying
fields of F, (where p is a prime) and F," (a binary representation with
I elements) .

(7.2.1.)) Elliptic Curve Groups over Real

Numbers

An EC over real numbers may be defined as the set of points
(x, y) which satisfy an EC equation of the form: y = x"+ ax + b, where
X, Yy, a and b are real numbers. Each choice of the numbers a and b
yields a different EC.

Example (7. T)

Let y'=x"— #+ -.7¥ then the graph of this curve is shown below:

" the reader can see the appendix C for further discussion of formulas law of operation on EC.
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y2=x3—4x + 0.7

If x" + ax + b contains no repeated factors, or equivalently if
2"+ W is not -, then the ECy = x"+ ax + b can be used to form a
group. An EC group over real numbers consists of the points on the
corresponding EC, together with a special point O “point at infinity

[£].

Elliptic Curve Addition: A Geometric Approach
EC groups are additive groups; that is, their basic function is
addition. The addition of two points in an EC is defined geometrically.
The negative of a point P = (Xp , Yp) IS its reflection in the x-axis:
the point — P is (Xp ,— Yyp). Notice that for each point P on an EC, the
point —P is also on the curve.

Definition (Adding distinct two points)(*. ¥ 9)

Suppose that P and Q are two distinct points on an EC, and the P
is not —Q. To add the points P and Q, a line is drawn through the two
points. This line will intersect the EC in exactly one more point, call —
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R. The point — R is reflected in the x-axis to the point R. The law for
addition inan EC groupisP + Q =R.

Example (1.7)

By the following graphing we will compute P(-'.r¢, —1.47) +
Q(_'- ” O_Af"f)_
Solution

T

Definition (Adding the points Pand —®)(".V*)

The line through P and - P is a vertical line, which does not
intersect the EC at a third point; thus the points P and — P, cannot be
added as previously. It is for this reason that the EC group includes
the point at infinity O. By definition of adding distinct two points,
P + (- P) = O. Because of this equation, P + O = P in the EC group.
O is called the additive identity of the EC group; all ECs have an
additive identity.

Example (1. ¢)
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The following graph shows the P + (- P) for any point on

E:y'=x"—%+7.
T i

P+EP) =0

Definition (Doubling the point ®) (7.11)

To add a point P to itself, a tangent line to the curve is drawn at
the point P. If yp is not ¢, then the tangent line intersects the EC at
exactly one other point, — R. — R is reflected in the x-axis to R. This
operation is called doubling the point P; the law for doubling a point
on an EC group is defined by: P+P=mP=R.

Example (1.°)
The following graph shows the P, where P=(", r.r%79).
Solution

r



Chapter Two Mathematical Background

Now, If a point P is such that yp = -, then the tangent line to the
EC at P is vertical and does not intersect the EC at any other point.
By definition of adding distinct two points, then P = O for such a
point P.

If P has to be found in this situation, one can add 'P + P. This
becomes P+ O =P, Thus "P=P, {P=0, P =P, "P =0, YP =P, etc.

Example (7. 7)

The following graph shows the P, where P =(1.", *).

rr
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Elliptic Curve Addition: An Algebraic Approach

Although the previous geometric descriptions of ECs provide an
excellent method of illustrating EC arithmetic, it is not a practical way
to implement arithmetic computations. Algebraic formulae are
constructed to efficiently compute the geometric arithmetic.

Definition (Adding distinct points)(T.7")

When P = (Xp, yp) and Q = (Xq, Yo) are not negative of each other,
P+Q=R, where 1=2FP Y9
Xp — XQ

Yr ==Yp + A(Xp — Xg ),
Note that A is the slope of the line through P and Q.

Definition (Doubling the pointP ) (Y.YY)

When ypis not +, P = R where

Py
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_3xp+a
2Yp
YrR==Yp +A(Xp — Xg),

Recall that a is one of the parameters chosen with the EC and that A
Is the tangent on the point P.

A

(7.°. ). Y) Elliptic Curve Groups over F,

Calculations over the real numbers are slow and inaccurate due to
round-off error. Cryptographic applications require fast and precise
arithmetic; thus, EC groups over the finite fields of F, and F," are
used in practice.

An EC with the underlying field of F, can be formed by choosing
the variables a and b within the field of F,. The EC includes all points
(x , y) which satisfy the EC equation modulo p (where x and y are
numbers in F,).for example: y" mod p = x" + ax + b mod p has an
underlying field of F,if a and b are in F,. so the equation of EC over F,
can be written as follows:

A A - Vet o ¢ IR ()
wherea, b e F,.

If x" + ax + b contains no repeating factors (or, equivalently, if
22"+ Y mod p is not ), then the EC can be used to form a group.
An EC group over F, consists of the points on the corresponding EC,
together with a special point O called the point at infinity. There are
finitely many points on such an EC.

Example (1.Y)

Consider an EC over the field Fy~. Witha = ' and b = -, the EC
equationisy = x"+x.

The r* points, which satisfy this equation, are: (+,¢) (1,9 (','4)
(L) (IO (I, (1R (1A (18,7 (18, 7) (15,4 (17,19)
(V1) O OAT) (A O (15410 (7,9 (719 (7L T)

(1,1Y). These points may be graphed as below:

ré
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Note that there is two points for every x value. Even though the
graph seems random, there is still symmetry abouty = 1.4, Recall
that ECs over real numbers, there exists a negative point for each
point, which is reflected through the x-axis. Over the field of Fr, the
negative components in the y-values are taken modulo ¥, resulting
In a positive number as a difference from 7.

Hence —P = (Xp, (—yp mod 7)).
Note that these rules are the same as those for EC groups over

real numbers, with the exception that computations are performed
modulo p.

Arithmetic in an Elliptic Curve Group over F,

There are several major differences between EC groups over F,
and over real numbers. EC groups over F, have a finite number of
points, which is a desirable property for cryptographic purposes.
Since these curves consist of a few discrete points, it is not clear how
to “connect the dots” to make their graph look like a curve. It is not
clear how geometric relationships can be applied. As a result, the

re
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geometry used in EC groups over real numbers cannot be used for
EC groups over F,. However, the algebraic rules for the arithmetic
can be adapted for ECs over F,. Unlike ECs over real numbers,
computations over the field of F, involve no round off error - an
essential property required for a cryptosystem.

Definition (Adding distinct points in F,)(Y.¥ ¢)

The negative of the point P = (Xp, Yp) is the point —-P = (Xp, =yp mod
p). If P and Q are distinct points such that P is not — Q, then
P+ Q =R, where

1= Yp = Yo
Xp = Xg

mod p,

Xg = (A% = Xp = Xo Jmod p,

Yr =(=Yp + A(Xp —xg ))mod p,
Note that 4 is the slope of the line through P and Q.

Definition (Doubling the point in F,)(¥.Y°)
When ypis not +, 'P =R where

l_3x§,+a

mod p,
Yp

Xg = (A% —2xp )mod p,

Yr =(=Yp +A(Xp — Xg ))mod p,
Recall that a is one of the parameters chosen with the EC and that 4
is the slope of the line through P and Q.

Example (T.4)
(V) In the EC group defined by y" = x" + x + ¥ over F,,, we will
compute P+ QifP=("%+)andQ=("").
Solution
A= (p—Yo)/ (Xp—Xg)modp=(=")/ 'mod 'Y=—-Fmod V= 1¢
Xg= (A = Xp—Xo)modp=('47— ¥— fymod 1¥= 14¥mod 1¥= 7

Yr=(=yp+ A (Xe —xg)) mod p = (+ + 14 (F—T))mod 'V=—2Tmod V=
1y

ThusP+Q=(%"".

r
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(Y) In the EC group defined by y" = x" + x + ¥ over F,, we will
compute "PifP=(", n.
Solution
A=("x +a)/ (p)modp=(r+ 1) "—tmod '¥=¢. Fmod 1¥= 1Y
Xe=(A"— "pmodp)=('££— *mod '¥)= 1¢¥mod 'V= 1
YR=(-Yp+ A (Xp—Xg)) modp=(-r+17-('=")mod 'V=—7mod '¥=
o

Thus P =(1,9).

(1.%.).7) Elliptic Curve Groups over Binary Field
A non-supersingular T EC E(F/™) over F," defined by the
parameters a, b € F,", is the set of solutions (x,y) € F/" x F/" to the
equation y +xy=x"+ax"+b [°¢].
An EC group over F," consists of the number of points in E(F,")
is denoted by # E(F "), compute as follows:

q+ 1= "rJqg <HE(FM<q+ 1+ r /g
where q = ", together with a point at infinity, O.

Example (1. 9)

Consider the field F,*, defined by using polynomial representation

with the irreducible polynomial f(x) = x‘ + x + 1. The element g =
(++'+)is a generator for the field. The powers of g are:
g = (N g =t g =()g =) g = (), g
(+11), g =) g =01, g"=("0), g =10
(1)), g''=(111), g "=, g =11, g'i=(1ee),
g =(+0).

In a true cryptographic application, the parameter m must be large
enough to preclude the efficient generation of such a table otherwise
the cryptosystem can not be considered as asecure. In today's
practice, m = 17+ is a suitable choice. The table allows the use of
generator notation (g") rather than bit string notation, as shown in the
following illustration, In addition, using generator notation allows
multiplication without reference to the irreducible polynomial
f(x) = x‘+ x + 1. Consider the EC
y +xy=x"+gx"+ . Herea=g andb=g =".

" We will defined it in the chapter three.

ry



Chapter Two Mathematical Background

Then the fifteen points, which satisfy this equation, are:

(" g @, 9" @ 9 @9 @ 9" @ g) @ g")
(1,9).0".9% @ 9)(@.9) @ 9@ 9.@" ) .
These points are graphed below:

xl

Arithmetic in an Elliptic Curve Group over F "

EC groups over F/" have a finite number of points, and their
arithmetic involves no round off error. This combined with the binary
nature of the field, F," arithmetic can be performed very efficiently by

a computer. The following algebraic rules are applied for arithmetic
over F/":

Definition (Adding distinct points in F)(Y.¥1)
The negative of the point P = (Xp, yp) is the point —P = (Xp, Xp + Yp).

If P and Q are distinct points such that P is not — Q, then
P+ Q =R where

Yp = Yo
Xp—Xq

A=

Xg = (A + A+ Xp + Xg +2),

rA
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YR =A(Xp + Xg )+ Xg + Yp,
As with EC groups over real numbers, P + (- P) = O, the point at
infinity. Furthermore, P + O = P for all points P in the EC group.

Definition (Doubling the point in Fv)(T.7Y)
If Xxp = +,then P =0, when xpis not «, 'P = R where
Yp
A=Xp +—,
P Xp

Xg=A°+A+a,
Yr =Xp +(4+1)Xg,

Recall that a is one of the parameters chosen with the EC and that 4
Is the slope of the line through P and Q.

Example (7. +)

An EC over F’. A polynomial basis representation is used for the
elements of F,*

Consider the field F," generated by the root g = x of the
irreducible polynomial f(x) =x" + x + 1.
Consider the non-supersingular EC over F,* with defining equation
yr+Xy=Xr+gin+ ]

7 Then thewsolutigns over F;’ to tﬂe equoatiorl of thg EC’?I‘eZ ('; 1), (4”

g )7’ 9(5” g‘i ),9 (g "i gn')’ (!g ' ’g ),! (g/t ' gH')’ (g ’H' g!f)’ (g ' g )’
9.9)@.,9)0@.9)(@,9)@.9)(@ )@ .9)

The group E (F+") has ! 7 points (including the point at infinity O ).
The following are examples of the group operation.
(") Let Py=(x:,y)=(g", "),
P2=(X2,Y2)=(93,913),
Pp+ Py =(x3,Y3),
then A=M=g,
X1 =X
Xr=A +A+x,+x,+a=g ' +g+g +g +g =,
yr=AX + X +Xr+y, =g (@ +N+1+g"=g""

(Y) If P,= (Xr, yr'), then

Fe
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ﬂ=xl+ﬁ=g6+

X1 g
Xg=A+A+a=9°+g°+g* =g",
Va=Xi +(A+1)x; =g +(g°+1)g* = 98.(”. °, O Fast
Group Operations on Elliptic Curves

The most fundamental computation on ECs is the group

operations of the type[¢l] kP=P®P®..®P.
k times

where P = (x, y) is a point on an EC E, and k a very large positive
integer. Since the computation of kP is so fundamental in all EC
related computations and application, it is desirable that such
computations are carried out as fast as possible. The idea of
repeated squaring for fast exponentiations can be used almost
directly for fast group operations (i.e., fast point additions) on ECs.
The idea of fast group additions is as follows: [¢Y]
— Translate k to binary form, soletk=e.eser... e, .
— then for i starting from e. down to e._,( e  is always ! and use for
initialization [£€1]) , if e = ! ,then perform a doubling and an addition
group operation; otherwise , just perform a doubling operation.

Example (1.1 1)

Compute 49P.

8
g 3
_6_9’

Solution
— the binary representation of 49is 1+11..1 so we have
g 1 P initializetion
es O 2P doubling
e, 1 2(2P)+ P doubling and addition
e 1 2(2(2P)+P)+P doubling and addition
e, 0 2(2(2(2P)+P)+P) doubling
e, O 2(2(2(2(2P)+P)+P)) doubling
ep 1 2(2(2(2(2(2P)+P)+P)))+P doubling and addtion
U

89P
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On top of that a doubling operation is slightly faster than a
summing operation. Koblitz calls this a “ balanced ” expansion. The
algorithm converts a string of set bits to a string of zero bits followed
by —1. to make this clear, we will take another example:

e f0P = (’00”’00 ””")P.

The last bit in the chain of set bits is replaced with —! , all the
other bits are replaced with -'s, and the leading -+ is set. So the
balanced representation becomes : ! ¢« 1 ¢« ¢« —1 « ) ¢+« « —) « ) and

the operation are :
(((2P*2+P)2*2*2—-P)2*2+P)2*2*2*2—-P)2*2+P).

(1. 2.7) Number of Points on Elliptic Curves

In this section , we shall study the problem which say :How many
points are there on an EC ?

Theorem (1. €): [7V], [7]

4 axsb)
Thereare 1+ Y (1+(L:X+bj points on E: y" = x"+ax +b,
Xer

(.3
including the point at infinity O, where LMJ is the Legendre

P

symbol.

Example (1.1 7)
let p = ¢, all the possibilities occur in the following ECs given in
the following table:

Elliptic Curves | Number of points || Elliptic Curves | Number of points
yr=xV+ ! 7 yr:x"+fx+! 14
y =x + ¢ 7 y =X +IX+¢ y
yr:X'y+f' P yr:Xr'_l_rX '
yY:XV"+f " yr:X”+f§(+r a
yr=Xr+X p; yr=Xr+"§(+" >
y =X X +! 9 y =X +#X A
y':xr+x+f H y':x"+ix+! A
yr=xr+x+f' H yr:x”+fx+f r

£
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yr:x"+x+f 9 yr:xr’+fx+r‘ r
y =x"+ X y y =x i+ A
Theorem (1. °)[<¥]

Let E(F,) is an EC E defined over the finite field F,have prime
order #E, then for all P € E(F; ) and P # O, then P have the order
m =#E . Then P generates subgroup equal to E(F).

(7. 1) Elliptic Curve Discrete Logarithm Problem

The security of ECCs relies on the difficulty of solving the ECDLP
[°]. The motivation of using ECs in cryptography is that there is no
known sub-exponential algorithm, which solves the ECDLP in general

[oo]_

Let us state it formally as the following:
“Given an EC E defined over a field F, a point P € E(F) of order n and
a point Q € E(F), determine the integer I, - <1 < n — !, such that
Q = kP, provided that such an integer exists ”.

The level of difficulty of solving the ECDLP may be lowered.
These are precisely the situations that the ECCs must avoid in order
that its security level is ensured.

Example('. ) T)

In the EC group defined by y'=x"+ 9 + ¥ over F.r, we will
compute the discrete logarithm k of Q = (¢, ¢) to the base P =("'7, #).
Solution

One way to find k is to compute multiples of P until Q is found.
The first few multiples of P are:

P:(?'I,O), YP:(fo’ft)’ fP:(’f,’f), fP:(’q’fo)’

P= (1510, P=(%1), W= (AN R=(1111), P=(49
Since P =(4,°) =Q,

the discrete logarithm of Q to the base Pis k = 9.

if
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In a real application, k would be large enough such that it would
be infeasible to determine k in this manner.

ir
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Chapter Three

Elliptic Curve Cryptosystem

(. ) Introduction

ECCs have the potential to provide relatively small block size,
high-security public key schemes that can be efficiently
implemented [YY]. The core of the ECCs is when it is used with
Galois Field it becomes a one — way function ' [Y4].

In this chapter, we describe the two different classes of
cryptosystem, namely, private and public key cryptosystem,
following the detailed of the ECCs and the attacks of it.

To start with, the chapter we must define some commonly used
terms that are required for our discussions.

Definition (7. 1)[¥]
A plaintext is a user-readable meaningful message or data,
while a ciphertext is an unintelligible modified from the plaintext.

Definition (7. 7)[]

The process of converting from plaintext to ciphertext is said to
be encryption (enciphering), an unintelligible modified from the
plaintext, while the reverse process of changing from ciphertext to
plaintext is called decryption (deciphering).

From this point on, let ¢ denoted the set of all possible
plaintext, ¢ the set of all possible ciphertext and K the set of all
possible keys [¥]. In addition, we shall adopt two people, Ali and
Benin, in our illustrations.

" which we remember it in section (¥.v).

£f
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(T. ¥) Private Key Cryptosystem
Definition (. 7)[¥ ]

A private key cryptosystem, consists of a family of pairs of
functions Ex: M >C, Dy : C> M, k € K, such that D(Ex(m)) = m
forallme Mand k € K

To illustration this definition, let us take a particular private key
cryptosystem as an example.

Suppose that ' Ali and Benin agree initially upon secret key
k e ¥ . if Ali wants to send a message m € M , he sends the
ciphertext ¢ = Ex(m) to Benin . Benin then recovers m by applying
the decryption function Dy . it should be infeasible for an
eavesdropper who sees ¢ to determine the message m or the key
K.

In secret key (private key) cryptography, the sender and the
receiver use the same secret key. The main problem is to
exchange this secret key. You can think for example at what
happens if a large amount of users have to communicate using a
secret key cryptosystem [°1].

(T. 7') Public Key Cryptosystem
Definition (7. £)[oV]

A one —way function is a function f such that for each x in the
domain of f, it is easy to compute f(x); but for essentially all y in

the range of f, it is computationally infeasible to find any x such
that y=1(x) .

Definition (1. °)[¥1[7]

A one-way function f : ¢ — C is said to be a trapdoor one —
way function (TOF) if there exist some information with which f
can be efficiently inverted. This extra information is called the
trapdoor.

Example (*.))
The function fc n: X — x*mod N is TOF, where N = pq with p
and g primes, and kk'=1 (mod ®( N )). it is obvious that f is easy

" The reader can take more information on this example in [£7].
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to compute since the modular exponentiation x“ mod N is easy to
compute . but f~', the inverse of f (i.e the kth root of x modulo N )
is difficult to compute . However, if k', the trapdoor is given, f can

be easily inverted, since (x* )< = x.

Definition (7. 7)[¥]
A public key cryptosystem, consists of a family fy,: 4 — C,

k € K, of trapdoor one-way functions.

In public key cryptography, each user X has a private key dy
(nobody except X knows this key), and a public key ex which is
published and can be known by everybody [¢1] . (dx , ex € K such
that dy o ex = identity)

When Ali wants to send a message M € # to Benin, Ali uses
the public key of Benin to compute the ciphertext C € C, as
follows :

C= €Benin (M)
The ciphertext C is sent to Benin who is able to recover the
message ( plaintext) as follows :
M=d Benin (C)
=d Benin (eBenin (M))
=M.

Public key cryptosystem have some important advantages over
private key cryptosystem in the distribution of the keys. However,
when a large amount of information has to be communicated, it
may be that the use of public key cryptography would be too slow
whereas the use of secret key cryptography could be impossible
for the lack of a shared secret key [¢1] .

(*. ¢)Ellptic Curve Cryptography

In Y4YY, R. Rivest, A. Shamir, and L. Adleman proposed a
public key cryptosystem, which uses only elementary ideas from
number theory. Their enciphering system is called RSA, ['].

While ECC first proposed in YiAe independently by Neal
Koblitz from the University of Washington, and Victor Miller, who
was then at IBM, Yorktown Heights [£],['7]. They did not invent a
new cryptographic algorithm with ECs over finite fields, but they
implemented existing algorithms, like Diffie — Hellman, using ECs
[V+]. This cryptosystem based on DLP in the group of points of an
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EC defined over a finite field. Hence, ECC can match the security
of the other cryptosystems while using smaller key [4].

In this subsection we present the important terms which is the
embedding any number as a point in the EC, and generating a
point of an EC, and follows the all ECCss and attacks of it, with
examples for illustrating.

(7. £.)) Embedding Plaintext on an Elliptic Curve

Suppose we would like to encrypt some plaintext with ECC.
There has to be a method, which takes some arbitrary text and
embedded it in an EC, i.e. which gives a bijection between the
points on an EC and a plaintext block [Y].

Now we can embed any message as a point in an EC defined
over a finite field Fp, with p is prime as follows [¢1]:-

Let our message units m be integers + <m <M where M is the
size of the message block, let also k be a large enough integer for
us to satisfy with an error probability of **when we attempt to
embed a plaintext message m. In practice, ¥+ <k < ¢+ Now let us
take k= r-andan ECE:y =x"+ax+b over F,.

Given a message number m, we compute a set of value for x
as follows:—

X={mk+j, j=+, 1,7 .}

={*m,m+!, *m+* . }untlwefind x"+ax+bisa
square modulo p , giving us point (x , ¥x3+ax+b ) on E.

To convert a point (X, y) on E back to a message number m,
we just compute m = | x/30 |.

Example (7. ))
Let E: y'=x"+ AFA«x + AFAT be an EC defined over Fry .
Embed the message m= ! fr as a pointon E .

Solution
Suppose that k = ¥+, then we can compute the point (x, y) as
follows:—
x={30-123+j, j=0,1,2,3,..}, until X"+ ArA.x+ AFAT js
square modulo Ar4Y. We find that when j = **
X= (- 1 1F+ Amod ArAY
= rve9r
X"+ APAC X HAPAT= (FTAR 4 AFAC PTAF+ APAT
= r.97.vo9mod AraAv
= 148" mod ArAY

£0o
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So we get the message point form= 1 ¥

(x,Vx>+ax+b)=(3693,3185)

To convert the message point (3693,3185)on E back to its

original message number m, we just compute
m =|3693/30 |=|123.1000 |=123.

(T. 2. 7) Generating a Point of an Elliptic Curve

One open question is how to find a point on an EC .Suppose
we would like to find an arbitrary point. Then conceder to reference
[Y¥], we can do the following:

— Choose X

— Compute z=y'=x"+ax+b

— Ifz= -, then y = + and there is only one point, (x, *) with the

given x— coordinate.

— Verify whether there exists y such that z=y" (mod p) (i.e.
check whether z is quadratic residue mod p), then by
theorem (.7, we can check whether z*"" =1 (mod p).
Now if this condition is satisfying, then there are two points
with a given x—coordinate (x,y,) and (X, y»).

Where
yr =28 (mod p)
yr= -2 (mod p)
= (p —z®"") (mod p)
=P -y
Else

— 1f 2" ”"= 1 (mod p), then there is no point of the given elliptic

curve with the given x — coordinate.

Example (7. 7)
LetE: y'=x"+x+ ! be an EC defined over F. In addition,
suppose we would like to find a point on E with x—coordinate is *.

Solution:

z= (" + 1x*+ Nmod rr= 4

By theorem (. 1)

A(rr'.v)/r(mod ”.): A”mod Yy
= (#" mod %(4"'mod r*)(4' mod **)(mod ")
= f&x 1Ax A(mod rr)
=

£
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Then there are two points with a given x— coordinate (x, ys) and

(X,yr). Yr+1/¢

Such that y, = A mod rr
= A"mod r*
=1r

and yri=—=1r

E(f"— H‘)mod ry

= 1.

Then the two points are (¥, 17, (7, !*).

(*. ©) Cryptosystem Based on Elliptic Curve Philosophy

In what follows, we shall introduce the three public key
cryptosystems widely used ECs, namely the Diffie — Hellman Key
Exchange system, the Massey — Omura, and the ElGamal public
key cryptosystems.

(*.°.1) Elliptic Curve Diffie—Hellman (ECDH) Key
Exchange

The Diffie-Hellman key agreement protocol was developed by
Diffie and Hellman in Y4Y1, and published in the groundbreaking
paper “New Directions in Cryptography” .In that paper, they also
introduced the revolutionary concept of public key cryptography [¥].
This system widely used as ECCs.

This system is merely a method for exchanging key; no
messages are involved. The following algorithm illustrates this
system .

Algorithm for ECDH
Setup

— Ali and Benin agree upon an EC E(F,) and a base point B.
— Ali (Benin) chooses a random and secret e(d) (such that
! <e d< #E) , and computes eB(dB) and sends it to
Benin(Ali).
Then eB and dB are publicand e and d are a secret.
— Ali (Benin) computes the secret key edB (deB).
Without solving the ECDLP, there is no fast way to compute
edB if only knows B, eB and dB [¢1]. After these setups, Ali and
Benin have the same point (only Ali and Benin know it).
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Example (7.7):

Let E be an EC define over F,srr with parameters a = +, b =
1#9 where (fa™+ *Yb\modp= r944% . and # E = A+ A4,

Since #E is prime number then by theorem (1. ¢), every point
on E is base point, then let B = (Ar!1 7, v£VvY). Suppose Ali and
Benin agree upon an EC E(F.rr) and a base point B. how they
can exchanging any key?

Solution
— Ali chooses a secret random integer e = 7r1r¢,
eB = TrrEX (AP VEVY)
=(£1.v, 1r78), andsend (£1+Y, 777£) to Benin .
Benin chooses a secret random integer d = re#),
dB = Fes1* (Ar11,vevy)
=(11vy, 1rad and send (1YY, 1rA9) to Ali
— Ali computes the secret key e (dB) :
e(dB) = TrrEX (1IVY, TS
= (erey orve)
Benin computes the secret key d (eB) :
d(eB) = res1(£1.v, 1114
=(or) orve)
Now, Ali and Benin have the same point edB = (¢r#¢1, ¢rve),

(7. °. T) Elliptic Curve Massey —Omura (ECMO)
Cryptosystem

In this system, the finite field F, and the EC E have been made
publicly known. The number #E has been compute and is also
publicly known [£Y].

The ECMO like the ECDH depends on the difficulty of solving
the ECDLP, and like the most of the public key cryptosystems.
However, it is different from ECDH, since the ECDH using for
exchanging key; no messages are involved, while the ECMO using
to send a message which must be a point on an EC, and there is
not base point . The following algorithm illustrates this system [£Y].

Algorithm for ECMO

If Ali wants to send Benin the message M, then they do the
following setup:

Setup
— Ali and Benin agree upon an EC E(F,) with #E = N.

N
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— Ali chooses a random and secret eni € [!, N] such that

gcd (eai , N) = 1, then he computes (exi M) and sends it to
Benin.

— Benin chooses a random and secret egenin € [ !, N] such that
gcd (egenin, N) =, then she computes (egenin (€ai M)) and
sends it to Ali.

— Ali computes da;=¢€ ;}i (mod N), then computes daji(egenin€aii M)
= (egenin M) and sends it to Benin.
— Benin computes dgenin = € génin(mod N), then she converts the
message M by computing the follwing:
dBenin d Ali (eBenin Eali M) = dBenI{z €Benin M
Note that an eavesdropper would know epi M, €genin (Eai M),
and (egenin M). So if he could solve the ECDLP, he could determine

egenin from the first two points and compute dgenin = € gﬁnin(mod N)

and hence get M = dgenin (€genin M) [£7]. Nevertheless, as we say
the ECDLP is intractable.

Example (7. ¢)

Let E be an EC define over F,.:» with parametersa =+, b =
A% where (fa’+ *Yb)modp=A7e4= . and #E= 1+ 71¢,
If Ali wishes to send the message M =(£9£9 £V1¢) to Benin using
ECMO cryptosystem, what should they do?

Solution
— Ali chooses a random and secret e, € [!, N] such that gcd
(eaii» N) =1, leteni= A£12. Then he computes

eai M= Aérox(£49£4 £V)10)
=(¢119, eAry)and send it to Benin.
— Benin chooses a random and secret egenin € [ !, N] such that
gcd (Bgenin, N) =7, 1€t egenin= V2 r*"
Then she computes egenin (Eaii M) = Yo FF* (2114 2ArY)
= (£rAr, vesd)

and sends it to Ali.
— Alicomputes dpyi= € ;}i (mod N)
= Ar. 49 Then computes
dAIi (eBenin eali M) =Ar. 9 (f FA f, ve f)
=(vrr, rrr.) and senditto Benin.
— Benin computes  dgenin = € génin(mod N),
= 1oAF

£9
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Then she converts the message M by computing
dBenin dAIi (eBenin eali M) = JoAr* ( fo, ””’")
=(£9£49, £v19)
=M.

(*.2.7) ElGamal Elliptic Curve Cryptosystem

This system is very simple for two commutations (sender and
receiver) in cryptography operation, since there is one sender
operation and one receiver operation. Now let us take the following
algorithm to illustrate this system.

Algorithm for ElGamal Elliptic Curve Cryptosystem
If Ali wants to encrypt and send Benin the message M, then
they do the following setup:

Setup

— Ali and Benin agree upon an EC E(F,) and a base point B.

— Benin chooses a random integer d as a secret key, and
computes her public key dB .

— Ali chooses a random integer e as a secret key, and
produce the ciphertext C,, consisting of the pair of points
(Ch ={C, eB}) and send it to Benin , where C=M + e (dB).

— If Benin wishes to decrypt the ciphertext, she multiplies the
second point of the pair by her secret key and subtracts the
result from the first point:

C-d(eB)=M+¢(dB)-d (e B)
=M.

An eavesdropper who can solve the ECDLP can of course,
determine d from the publicly known information B and dB. But as
everybody knows, there is no efficient way to compute discrete
logarithms, so the system is secure [£1].

Example (T.°)

Let E be an EC define over F,,, with parameters
a= 9A41¥Y, b= ¢¥where (a+'YbYmodp=¥+9:% .. And#E
=11£A449  Since #E is prime number then by theorem (. %), every
point on E is base point, thenletB= (111, F17r),

If Ali wishes to send the message M = (!+£94 1r.£) to Benin
using ElIGamal ECCs, what should they do?

Solution

— Benin chooses a random integer d as a secret key, let
d= vr4), and computes her public key
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dB = VFit*=(1111Y riir
= (A1 voor),
— Ali chooses a random integer e as a secret key, lete= 779r
and computes e(dB) = T19r* (4917 veor)
=(r-9¢ 11£9),
and computes eB = TTIF*(1111V, FTIR
=(rre rery),
and computes C =M + e (dB)
S (1 £IA NPl (FedE TI£0)
=(FerA YY),
and sends {(7 A, 1Y), (rr1, r£1Y)} to Benin .
— Benin to decrypt the ciphertext,
she computes d(eB)=VYrir*(rri re1y)
=(r.9¢ 11£9),
and computes C—-d (e B) =(r«rA, riv) —(r.9¢ 11£9)
S(FerA I (FedE — T1£0)
(1o £9A 1108
M.

The above are some of ECCss of certain public key
cryptosystems. It should be noted that almost every public key
cryptosystem has an EC analogue; it is of course possible to
develop new ECCss that do not rely on the existing cryptosystems.

(. 7)  Menezes—Vanstone Elliptic =~ Curve
Cryptosystem( MVECC)

This is cryptosystem that has no analogue for DLP [£¢Y] ( i.e.
this cryptosystem dose not depend on DLP as the above
cryptosystems).

In this variation (MVECC), the EC is used for “masking”, and
plaintexts and ciphertexts are allowed to be arbitrary ordered pairs
of (nonzero) elements (i.e., they are not required to be points on E)
[°A], [T+], [Y]- Now let us take the following algorithm to illustrate
this system.

Algorithm for MVECC

If Ali wants to encrypt and send Benin the message M, then
they do the following setup

Setup:

— Ali and Benin agree upon an EC E(F,) and a base point B.

o
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— Benin first selects a private key d and generates a public key
Q=dB.

— Ali wishes to encrypt and send a message M=(m,my). to
Benin, he chooses a random positive integer e and produces
the ciphertext C,, consisting of the pair of points
(Ch ={C, eB}) and send it to Benin , where C=(c,, Cy)

and where c,=m/* k,mod p,
cr=my* kymod p.
eQ = (k kv
— Benin likes to decrypt the ciphertext, she computes the
following:

(k,ky) =d (eB), and then
m,=c,*k, modp
mr=c/* ks mod p.

Example (7. %)

Let E be an EC define over F 4.+, with parameters a= 1v97/,
b= 1v97Y where (fa’™+*Yb)modp= 1£e4. = . And#E = 147V,
If Ali wants to send the message M = (@7, A£19) to Benin using
MVELC cryptosystem, what should they do?

Solution
Since #E is prime number then by theorem (*.¢), every point
on E is base point, then let B=(14rAY, 1V379),

— Benin first selects a private key d, let d = #9¢ and generates
a publickey Q=dB

= AGOR(IAYAY, 1 VT 70)
=(10FrA I TrY)

— If Ali wishes to encrypt and send a message M=(¢ 71, A£19)
=(m,, my). to Benin, he chooses a random positive integer e,
let e = ¥rrand produces the ciphertext Cy,

He computes eB = VIFr* (1AYAY, 1V379)
=(1FPE. 1 TYON)
He computes eQ = Yrrx(1erra1ir.)
=(1eVIF ALY
= (kv,kr),
and then he computes c¢;=m/* k, mod p
=071 * 1.V 1Pmod 14£7)
= 1A
cr=ms* kymodp
AE14* Avirmod 14470
9919,

of
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andsend C, = {(!PA1 T 9119), (1 FFrFE. 1TToM),
— If Benin would like to decrypt the ciphertext, she computes
the following:
(k,kr)=d (eB)
= AGo(IPFE. 1TrOA)
= (1VIF ALY,
kit =1.v1* " 'mod 14£7
= ?afff’
kit =4+ 'mod 147!
= Are9
then m,=c,*k, modp
= IPAVT* 1oYErmod 14£7)
= o1
my=cs/* ks mod p
= 9111 *ArEdimod 1A£T)
= A£149

(7. V) Elliptic Curve Digital Signature Algorithm

The DSA was proposed in August Y4%) by the U.S. National
Institute of Standards and Technology (NIST) [¢9] . The ECDSA is
the EC analog of the DSA [Y¢]. ECDSA was first proposed in Y44Y
by Vanstone ['Y].

A digital signature is a number that depends on the secret key
only known by the signer and on the contents of the message
being signed.

We briefly outline the ECDSA below [1+],[¢1].

First, suppose that E be an EC defined over F , and a base
point P of order n are selected and made public to all users (Ali
and Benin).

ECDSA Key Generation The user Ali follows these steps:
— Select arandom integerd e [ 1, n—"].
— Compute Q=d *P.
— The public and private keys of the user Ali are (E, P, n,Q) and
d, respectively.
ECDSA Signature Generation The user Ali signs the message M
using these steps:
— Select a random integerk e [ 1, n—"]. o
— Compute k * P =(xy,yy) and r = x, mod n.
If r=+then go to Step **.

or
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— Compute k' mod n.

— Compute s = k™ '(H(M) + dr) mod n.

Here H is the secure hash algorithm SHA.
If s= + go to Step **.

— The signature for the message M is the pair of integers (r, s).
ECDSA _Signature Verification The user Benin verifies Ali's
signature (r, s) on the message M by applying the following
steps:

— Compute ¢ =s''mod n and H(M).

— Compute u, =H(M)c mod nand ur=rc mod n.

— Compute u,*P+u,*Q=(x.,y.)and v=x. mod n.

— Accept the signature if v=r.

If the signature (r, s) on the message M was indeed generated
by Ali , the s = k'(H(M)+dr) mod n. With this information we have
k=s"(H(M) + dr)
(s'H(M) + s 'rd )mod n
=(u,+ud)modn
Thus uP +uQ = (u,+ud)P
= Kp, and so v =r as required [ Y].

Example (7. %)

Suppose that Ali and Benin agree upon an EC
E:y ' =x"+ 117¢% + 11771 over F,r+ and a base point P =
(117er1, 1rerA), with order n = 1F17F If Ali wants to send a
digitally signed message to Benin, what did they do?

Solution
ECDSA Key Generation The user Ali follows these steps:
— Selectarandomintegerde [f,n—']. Letd= 1 7F¢
— Compute Q=d * P.
= JTPER (11700 1T TA)
= ( ) 00 Ve 7)

— The public and private keys of the user Ali are (E, P, n, Q)
and d, respectively.
ECDSA Signature Generation The user Ali signs the message M
using these steps:
— Selectarandomintegerk e [T, n—"].letk = £14F

— Compute K*P= £1AM (11701 11 FA)
= (PTEA 11T

= (X1 y»)
And compute r=x,modn
=r7¢A mod 1T

of
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= FTéA
Now r = « .
— Compute k 'modn= £14*"mod 1#17r
= Tver
— et H(M): Tre

then s = k”'(H(M) + dr) mod n
:(7Var‘(7!ff+ 1IrE* Hf/t))mod 1Ty
= 1111

now s # .
— The signature for the message M is the pair of integers
(r,S)=(r744 11119).

ECDSA Signature Verification The user Benin verifies Ali's
signature (r, s) on the message M by applying the following steps:
— Compute c=s'modn
=1119¢" " mod 171
= VeV
— Compute u,=H(M)c mod n
= TIrEX YeVimod 1T
= 11179

and compute ur=rc mod n
= YIEA* FoVimod 17 TP

= ArvYy
Compute u,*P+u,*Q
SO, Uy *P+ury*Q= 1117311701 IYeIN+ATVY > (1000
V)
= (1001 2A9) + (£4A4 TATY)
AR L)
=(X.,y.)
and compute v=x.modn= r7¢4mod ' F17r

= VTN
— Nowv=r= r7£4 then Benin accepts this signature.

(¥. ) Attacks on Elliptic Curve Cryptosystem
In this section we overview known attacks on the ECDLP and
discuss how to avoid them in practice.

(¥ A.)) Exhaustive Search

X
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In exhaustive search, one simply computes successive
multiples of P: P, 'P, P, #P until Q is obtained. This method can
take up to n steps in the worst case. To circumvent this attack, one
has to select EC parameters so that n is sufficiently large [Y°] ,[Y£].

Example (7.Y)
What is the discrete logarithm of Q = (! *79F, r7£Y) to the base
P=(1ever, 14rrT)inthe ECy =x"+ 14ArFx+ 10VAI over F o

Solution
We have P=(1eVver 1£rrh) tp=(1r.rs 449179) rp=(141¢,
vere) ..., Y«*pP=(1r1ir ri1£v) Then the discrete logarithm of Q

to the base P is fr+ . This ECDLP is the only in this case, as we
follows look that there is more of the ECDLP in the different
cases, but there is no different since they have the same result.

(7 7. ¥\Parallel Pollard tho Method

Pollards p method for computing discrete logarithms was first
introduced in Y4YA, This method makes use of the so- called
“birthday problem”” from statistics. [1)]

The best attack known on the ECDLP is parallel collision
search [1Y], based on Pollard’s p algorithm which has running time
proportional to the square root of the largest prime factor dividing
the curve order. This method works for any cyclic group and does
not make use of any additional structure present in EC groups [°]

(FA. 1. ) Parallel Collision Search -

Given a point Q on an EC which is in a subgroup of order n
generated by P, we seek | such that Q = IP. Pollard's p method
proceeds as follows. Partition the points on the curve into three
roughly equal size sets S, , Sr, Sr based on some simple rule.
Define an iteration function on a point Z as follows

27 if Ze$,

f(z)={zZ+P if ZeS,
Z+Q if ZeS,.

Choose A. B. € [ !, n-!] at random and compute the starting
point Z. = A.P +B.Q. Compute the sequence Z,=1(Z.) ,Z,=1(Z)) ,
... keeping track of A;, B;

" The birthday problem asks how many people need to be assembled together to have a ©+7
chance that two of them share the same birthday. [ V]

o1
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such that Z;= A; P + B; Q. Thus,
(2z; 2A; 2B;) if ZeS,
(Zi+1’Ai+1’Bi+1)= (Zi + I:)’Ai + 1'Bi) if Ze S2
(z,+Q.A,,B;+1) if ZeS;.
Note that A; and B; can be computed modulo n so that they do
not grow out of control. Because the number of points on the curve

is finite, the sequence of points must begin to repeat. Upon
detection that Z; = Z; we have AiP + BiQ=A; P + B; Q,

which gives | = %mod n unless we are very unlucky and
j — b
Bi = B; (mod n).
Actually, Pollard's function is not an optimal choice. Therefore
there is suggestion to Partition the points into about f-« sets of
equal size Sy, ..., Sr.and that the iteration function be

(Z+c,P+d,Q if ZeS;
Z+cP+d,Q if ZeS,

f(Z)=1

\Z+C1P+d1Q |f ZESZO

Where the ¢; and d; are random integers between ! and n-"!'. The
use of this iteration function gives a running time very close to that
expected by theoretical estimates. In order to make computation of
the values A; and B; more efficient, the [°] suggest that constants

Cs,...,Cr.and dy, ..., d,. could be zero so that only one of the
values A; or B; needs to be updated at each stage.
Example (7. /)

What is the discrete logarithm of Q=(9, !7) to the base P=(",
1A inthe ECE:y " =x"+ rfx+149 over Fyr. With #E= 1¥=n?
Solution

The points of E are
{O,(h 9. ("), (4. (e, (4", (L), 004, (17 19,
(1,9, (1418 (1,001, (F, A, (19, (7, 9, (",
)}
letS,={O0, (" 9, ("n !14,(5 N, (5™, (5}
and S,={(9, 17, (1A, (119, (1 9, (1419, (1Y 9}
and S,={("Y, 19, (", N, (r 19, (", 0, (", 1M}

oy
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Define f(Z) as follows:
27 if ZeS;
f(Z2)=4Z2+P if ZeS,
Z+Q if ZeS;.
choose A. B.e[',n-"],letA.=¢,B.= 1Y
and compute Z.=AP+B.Q=92*(" 1A+ 1r*(9 17
=(1rAH+(14 9
=(r, A,
compute Z,=1(Z.), since Z. € Srthenf(Z.)=Z.+Q
=(re, N+ (519
=(r., 19
(Z”A”B’):((r'! ’0)1 o, ’F)
since Z. #Z,
then compute Zr=1(Z)), since Z, e Srthenf(Z,)=2,+Q
=(r, 19+ (9,17
:(7’?’ 7)
(Zr,Ar,Br)=(("",7,2,19
sinceZ. #Z,#Zy
then compute Z»=1(Zy), since Z, e Srthen f(Zy) =Z++ Q
=(r, D+(9 19
:(1’, 0)
Zr,Ar,Br)=((7,9,°, 19
sinceZ. #Z#Zy#Zr
then compute Z:=f(Zy), since Z» € S then f(Zy) = r* Z,
= r*(r 9
=(1£ 19
(Z: A, B)=((1%,18), 1,19
since Z.#zZ#Zy#Zr#LZ:

then compute Z.=1(Z.), since Z: e Sythen f(Z:)=Z.+ P
=(1£ 18+ (1 1A

=(" 9
(Z:,A.,Bo)=((", 9, 11, 17)
since Zr=Z.= (", ¢) then we have AP +B,Q = A.P +B.Q

OF (¥ A+ 1% (4 1T)= 11X (F 1A+ 1F* (9 17)
which gives | = 25755 110d 17

Bs —B;

2=l 17
13-15
6

=—mod 17
2

oA
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mod 'Y
¥ then the discrete logarithm of Q to the base P is

three.

In the above example there is another discrete logarithm of Q
to the base P, { '} and this method couldn’t find it, in any way
there is no problem because the all ECDLP have the same result.

(7. A.F) Pohlig —Hellman Attack,

The Pohlig and Hellman attack reduces the problem of
recovering | to the problem of recovering | modulo each of the
prime factors of n = #E; the desired number | can then be
recovered by using the Chinese Remainder Theorem [¥°]. We
can illustrate this attack by the following algorithm [£Y]:

— Let P and Q are two publicly points on an EC E such that P
=Xx*Q, and x is integer number.

Compute all primes factor for # E and order it as follows:

#E = pit.p32...pg~
— Compute the points t, ,j=j. (#E/p) . P such that + <j <p;,

and order all results in table.
— Compute the discrete logarithm of Xmod p as follows:

Xmod P = Xo + Xg Py + ...+ Xg 1 P Where + <X, <pi—!.
— To find x., we compute (#E/p;) = Mo, ,] and compare the
value of ry, ,j with the table in setup ¥, we get the value of X

mod piwhen ;= !. if ;> ! the we continue to compute the
value of x from Xy, Xy ,..., X, -

— To find x,, we compute R =Q —x.P, and then x,= (#E/ piz) *

R,if &= r,thenx=x.+x,p; , otherwise we will continue .
— Compute xr, at first compute G = Q —x.P —x,R, and then
Xy = (#E/ pf’) * G, and in the same order we continue to
compute the value required
— Using the Chinese Remainder Theorem to compute the
discrete logarithm x.
Note that this method uses when we could factor n, and we
couldn’t use this method (the method don’t work) when n is prime
number

o9
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Example (7. 9)
What is the discrete logarithm of Q = (v¢, 'r/) to the base

P=(144 17 inthe ECE:y =x"+ 14 +1¥4 over F . with #
E=197

Solution

#E=14971=+¢"*v" thenp,= ¥, p/="

ty ] =i (#E/p) . P
tp, j=J.(#E/p).P

such that + <j<p;
such that + <j<py,

then we must compute t,,0 and t,,1
t,,0 = «*(199/N)*(14£ 11 =0,
ty, 1 = 1* (19N * (1AL 1F) = GAX (IA£ 110

=0.

tp,. =i.(#E/py).P suchthat - <j<py,
then we must compute t,,0 , t,,1 ,t,,2 , t,,3 , t;,4 , t,,5 and

t, 6

t,, 0= *(19IM* (1A 1) =0,

t,, 1= 1*(19TM)*F (1AL 1P = FA* (1AL 1T
:(91/’ ’/H')

t,,2 = r*(19YN)*(I1A£ 1r)= oTx(1A£ 1Y)
= (A, 1Y)

t,, 3= KXV > (V1AL 1F )= ALx (1AL 1)
=(r7, 179

t,, 4 = EX(VIYN)* (1A 1) = 1Irx (1A 11
=(r7, rn

t,,5 = exX (1IN > (1AL 1F )= 15 (1AL 1T
=(A1, rY)

t,,6 = TX(VIYN)* (1AL 1P )= VIA (1A 1T

= (2%, 1)

Then we order the value of t,, j in the following table:

Pi j

. ) 14 r £ o 7
rio @)
VIO (GV”/tf') (/H', "H/) (f7’ ’70) (f7’ "'f‘) (/‘f’f7) (OV’?.)

To find xmod p* i.e. xmod 2°

xmod 2% = Xy +2Xy,




Chapter Three Elliptic Curve Cryptosystem

to find x. , we compute (#E/p,) * Q= 44> (Ve 11Y)
=0=1,,0=1t,,1

Thenx.= «or !

to find x,, we compute R=Q —x.P

when x. = « then R=(¥?, 1), then (HE/p;) * R = £9* (v, 1rY)

=0

then x,= -
orif x.= 1 thenR= (Vo 1FN) —(14£ 11
=(Ve, 1)+ (1A =11
= (11, 119), then (#E/pf) * R = £9 * (121,
1¥9=0
then x,= -

then x='mod ¢ or x=-+mod ¢
To find xmod ps? i.e. xmod 72

xmod 72 = X, +7 Xy,
to find x. , we compute (HE/py) * Q= rA* (Ve 1)
=(Ar, rY=t,5 ,thenx.= ¢
to find x,, we compute R=Q —x.P=(Ve, 1FN) —e* (1A V1)
=(Ve, 1N+ (1Y, =119
= (2%, 1)
(HEIpP5)*R= £*(e¥, 1) =(r1, 17)= t,,3 thenx,= *
X=°+V* mod ¢9
X=rT"mod 9,
Now we will use the Chinese Remainder Theorem to solve the
. { XElmod4} {XEOmod4}
system of equations: or
X =26 mod 49 X =26 mod 49
Xx=1mod 4

X =26 mod 49
n=n,*ny
£* £4
1949
n/n,
1949/ ¢
= £49 — £9,=1(mod ¢ > x,= 1,
Nr=n/ny,
= 197] £9
= £ — Xy= 1 (mod £9) > x,= 1Y,
but X :(av*Ny*Xy"'ar*Nr*Xr) mod n,

to solve {

N

7
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o) X =(1* £9% 14 FI* £% PYymod 197

X = 1vr
So either the discrete logarithm of Q to the base Pis 'Yr.
x=0mod 4
To solve
X =26 mod 49
nN=n,*ny
= £* £9
=197
N,=n/n,
=197/ ¢
= £9 — £9%,=1(mod ¢ > x,= 1,
Nr=n/ny,
= 197/) £9
= £ — Xy= 1 (mod £9) > x,= 1Y,
but X =@ *N,*x,+ar*N¢*xy) modn,
SO X =(+*E£9* )+ rI* £* FY)ymod 197

Alternatively, the discrete logarithm of Q to the base P is ! r<.

In the above example there are another discrete logarithm of Q
to the base P, { 77, ¥¢} and this method couldn’t find it, in any way
there is no problem because the all ECDLP have the same result.

After all these, the breakers of the ciphering can find the secret
key which can be used in any cryptosystem , and compute the
inverse of it, and then fine the decipher text, but when the p has
strength bits, then the solution of the ECDLP becomes more
difficult (as we will see in the section (*. ! +)).

(*. %) Choosing a Suitable Elliptic Curve for
Cryptosystem

After reviewing the attacks we have mentioned, it should be
apparent that the choice of the EC E and its underlying field K has
enormous impact on the speed, efficiency, key length (i.e.
practicality) and security of any ECCs. Although E, K and a base
point P € E are all fixed and publicly known prior to the encryption
process, the task of selecting them for a given scheme is the most
important step. We will explore some of the choices here [V].

— The two most common choices in practical applications for

the underlying finite field are F," and F, (where p is an odd

Tr
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prime). The ECDLP is equally difficult for instances which

use F," as those which use F,, and where the sizes " and p

of the fields are approximately equal [1Y],[¥Y]. There have

not been any mathematical discoveries to date which
suggest that the ECDLP for ECs over F," may be any easier
or harder than the ECDLP for ECs over F, [TY].

— To choose the “right” EC, we first need to know what kind of
curve we want and what types we can use. There are infinite
varieties of ECs to choose from but a selecting few have
been of interest to the study of ECCss [Y]. In the following,
we shall present two classes of ECs that have been used in
various encryption schemes.

— Supersingular Curves: Menezes and Vanstone have
examined the advantages of supersingular ECs in
cryptosystems, specifically those over the field Fy. An EC
over a finite field of g elements is said to be supersingular
ift"=+ q, fq, g or fq where t is defined ast=q+ ! —
#E(Fq); [t < 24/q [¥]. An EC over a field of characteristic

Y or r is supersingular if and only if it has a zero j-
invariant [°Y], [V]. For example y' +ay=x"+ax+asis a
supersingular curve.

— Nonsupersingular Curves: A nonsupersingular curve
or an “ordinary” EC has a nonzero j-invariant [°Y],[Y].
For example, an EC defined by equation in (7.%.1.7) is a
nonsupersingular curve. This curve is used for
cryptography.

The advantage that a nonsupersingular curve has over a
supersingular curve is that it can provide the same level of security
as the supersingular curve, but with a much smaller underlying
field [V].

After these, for large p we can apply the Koblitz's Random
Selection Method [V]:

— *Randomly select three elements from F,; call them X, y, a.

— Set the value for b by computing b =y" — (x"+ ax) since
equation of the EC over F, isy =x"+ax+b.

— Check that the cubic on the right side of the above
equation does not have multiple roots, i.e. check that
'+ e .

— If the previous condition is not met, return to step *.

— Else set P = (x, y) (preferably, be base point but not
necessarily [¢Y]) and lety'=x"+ ax + b be our EC
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(7. ) +) Security of Elliptic Curve Cryptosystem

The cryptographic strength of EC encryption lies in the difficulty
for a cryptanalyst to determine the secret random number k from
kP and P itself [)°], i.e. the difficult of solve the ECDLP when p has
very large bits. For more sure a !+ '¢—bit RSA (which is one of
the more widely uses in cryptography) key has approximately the
same strength as a ' 7+— bit ECC key [ ],[V*],[YAL[TY], and it is
estimated that it should take '+'' Million Instructions Per Second
(MIPS) years to break a key of that strength. In addition, ¥+ £4—Dbit
RSA key corresponds to a r!+— bit ECC key, and the estimated
time to break these is !+" MIPS years [Y+]. This means that we
can use shorter keys (compared to other cryptosystems) for high
security levels [ Y].
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Chapter Four

Developments of Elliptic Curves Cryptosystem

(4. ) Introduction

ECCs have the potential to provide relatively small block size,
high-security public key schemes that can be efficiently
implemented [YY].

When we study the EIGamal ECCs, we saw that if the sender
went to send any message to the receiver, the first must use the
public key of second (as the other public key cryptosystem), and in
way cannot be developed, but we can vary it with the same
complexity as in (4. 7. ¥) because the addition and subtraction have
the same computation complexity.

However, in the MVECC which is a very important system of a
public key cryptosystem we have the following:

— It dose not depend on additive operation on EC group,
— The message needs not to be a point on EC.

Therefore we can use this to develop the encryption and
decryption scheme, as in the proposition (£.5.%)) (£r.r.r), and
(4. 1. r.r), with more complexity even the complexity of propositions
in[Yé]in Y+ g,

We also try to benefit from the DHEK to use this key (the key
come from DHEK algorithm) as a secret key in tow suggestion
methods.

Finally we listed in this chapter all software which we used in

our working. All these software are written in MATLAB (The
Language of Technical Computing) , version 1.2 .

7o



Chapter Four

Developments of Elliptic Curves Cryptosystem

Now we start this chapter by mentioning the four propositions
methods' for enhancing of ECCs which coming in [ £].

Theorem (¢.)

Given the pair (ks, kr) and the message (m,,
Ky, kr, my, mrin the field F, and let

Then

Theorem (. 1)

cr=(m,k,+mky) modp
cr=(m,ky—mrkr)modp

m,=(c,+cy(rk,) " modp
mrz(Cv—Cr)(fkr)_’mOd p.

Given the pair (k;, ky) and the message (mj,
Ky, Ky, my, myin the field F, and let

Then

Theorem (£.7)

cy=(m,k,+m¢ky modp
cr=(m,k,—mrky) modp

m,=((c,+cy) kr)(rkrky)_’mOd p
mr=((Cy—cv) k;)("krk,)"mod p.

Given the pair (ks, kr) and the message (m,,
Ky, Ky, my,, myin the field F, and let

Then

Theorem (£. )

cy=(m,ky—my modp
cr=(m,—m,k, kr+mrky) modp

m,=(c,kr+cr) mod p
my=(cskskr—cy+crk,) mod p.

Given the pair (k), ky) and the message (mj,
Ky, Ky, my, myin the field F, and let

Then

cy=m, kfz mod p
cr:mrkgl mod p

m,=c, k{72M4P=1) mod p
Mmr=Cry ké_kl mod p-1) mod p.

my) such that

my) such that

my) such that

my) such that

' These propositions methods coming as theorems.
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(£. ¥)The Proposed Developments

(4. 1. ) Introduction

In this subsection, we present the proposition and suggestion
methods to encryption—decryption by group of EC, depending on
ElGamal, MVECC and DHEK. Finally, we listed in this chapter all
software which we used in our working. Now, we first will vary
ElGamal ECCs with same complexity.

(4. 1. T) Proposition to Variant ElGamal Elliptic
Curve Cryptosystem

To vary the encryption and decryption of ElGamal ECCs. Let
E(F) be an EC group and let B be a base point on E . The user
Benin first selects a private key d and generates a public key Q=d
B.

If Ali likes to encrypt and send a message M to Benin, he
should choose a random positive integer e and produce the
ciphertext Cy, such that Cy, ={C , e B}

WhereC=M -eQ

To decrypt the ciphertext, Benin computes the following:

C+d(eB)=M-eQ+d(eB)
=M-e(dB)+d (e B)

=M.
Example (¢.7)
Let EC E defined over F, (p = V¥'7% with parameters
a= V1179 b= v1£ve where (fa™+"Yb)mod p = ££Fe1 = ),

Suppose the private key of Benin is d = 7r¢F, and the private key
of Aliise= ¢¥Aland letB=(V14re V147)) be a base point on E, if
M= (VYr111 v1£49) is the message point, discuss what Ali and
Benin should do if Ail want to send M to Benin.

Solution:

Since d = 7r£rthus the public key of Benin is
Q= TrEF(VIAYS VIATN = (FAYIT £V0Y)

If Ali wishes to a message to Benin he should do the following:
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— Compute eQ = £VAI (FAFIT £V01) = (090AF 00V, 1)
— Compute eB = £VAI (VIAYS VIATI = (T1F. F1£04)
—Compute C:
C=M-eQ= (V111 V1£38)_(2d0Ar sov.1)

=(VYIIIT VI£90) 4 (09041 — 00V 1)
= (916 24514

Then Ali send Cy = {C,e B}
={(9re 29£7A) (271r. rI£2A)}to Benin.

To decrypt the ciphertext, Benin does the following:

—Compute d (e B) = TreF(eT1r. ¥1£04)

—Compute M:
M=C+d(eB)

= (910, 09T + (090AF 20V, 1)

=(VYr11T VI£40)

=M.
Example (£.7)

Let EC E defined over F, (p = !-¢2¢¢Y with parameters

a= 1111 b= rrréwhere (a+ b Y\modp= 11 = ). Suppose

the private key of Benin is d = 941 1¢ and the private key of Ali is
e = fv91rand let B= ('+ere4 rrirt) be a base point on E, if
M= (1.ervr 4v.49) is the message point, discuss what Ali and
Benin should do if Ail want to send M to Benin.

Solution:
Since d = 941 r¢ thus the public key of Benin is
Q= IAITE(N XA PPN = (£1£AF P14
If Ali likes to send a message to Benin, then he should do the
following:
— Compute eQ = £VIIF(£1EALF FIAT) = (TAAT VITEA)
— Compute eB = £VI1F(1eoroh FrIFI)=(Vi£r),0.£1Y)
—Compute C:
C=M=—eQ=(10rVr 3V dd_(TAAT VITEA)
= (1YY AVedd) + (TAAT— VITEN
=(9rsve 110.1)
Then Ali send Cy ={C, e B}
={(9reve 11e0.n) (Ve£r1,20. 27N} to Benin.
To decrypt the ciphertext, Benin does the following:
—Compute d (e B) = 941 Fé(Veér 0. £19)
= (TAATVTTEN

—Compute M:

A
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M=C+d (e B)
:(‘H”fVO, 7?0«?‘)+(7A»/H’V77£/1)
:(!tafo"H/ti‘i)

=M.

(4. 1. ¥) Proposition to Development of MVECC
The development of the encryption and decryption of MVECC
is as follows:

(£.1.1.1) Suppose Ali wants to send a message M = (m,, my) to
Benin,

Let d denote Benin's secret key and Q = d B [B is a point on E]
denote Benin's public key . Ali chooses a random integer e and
sends Cy:

Cwv={C, eB}
Where C=(cycCy)
(kv,k r) =eQ

cr=(m,+ksky modp
cr=m,(ms+Kkrks) modp
To decrypt the ciphertext Benin computes:
(ky, kr)=d (e B)
m,=(c,—kkr) mod p

mr=(mi*cr—k, ky) mod p

Proof:
(cr—kkymodp =(m,+k,kr—kkrmod p
=m;.
(milCr—ky kr) mod p = (milm’(mr+ krk,) —kikrmod p

=My.

(£. 1.7, 7) Suppose Ali wants to sent a message M = (m, my) to
Benin, Let d denotes Benin's secret key and Q =dB (B is a point on
E) denotes Benin's public key. Ali chooses a random integer e and
sends Cy:
Cuw={C, eB}
Where C=(cycCy)
(ki,kr)=eQ
cr=(m,*(kykr—Kky)) modp
cr=(ms* (ksKr—kyr))mod p
To decrypt the ciphertext Benin computes:
(ki,kry)=d (e B)
m,=(c,* (k, kr—kr)_’) mod p
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mr=(cr* (ki kr—kys) ") mod p

Proof:
(c* (ki kr—ky) Ymodp=(m* (ks kr—k)* (k kr—ky)"") modp
=m;.
(c* (ki kr—ky) Ymodp=(m¢* (k kr—k9)* (ki kr—ky) ) mod p
=Mmry.

(£. . F.¥) Suppose Ali wants to send a message M = (m,, my) to
Benin,

Let d denotes Benin's secret key and Q=dB [B is a point on E]
denotes Benin's public key. Ali chooses a random integer e and
sends Cy:

Cu= {C, eB}
where C=(cy,cCy)
(k1, kr)=eq

cr=m,+(k; k&1 )™ mod p
cr=m,+(k, k2 )™ mod p

To decrypt the ciphertext Benin computes:
k1, kr) =d (e B)

m,=(c,— (ky k51 )™ )y mod p
my=(cr— (K, k&2 )™) mod p

Proof:
(€1 = (ke kst )™ ymod p = (m, + (kqky? )™ = (kg kit )™) mod p
= m;y.
(cr—(koks2 )™ ymod p = (m .+ (kp k2 )™= (k, ki2 Y™) mod p
= Mmy.
Example(<.7):

Let EC E defined over F, (p = YV'¥Y! with parameters
a= V11V b= v1i¥Iwhere (42" + b Ymodp= rv.rr= ..
Suppose the private key of Benin is d = V! £, then the public key
of BeninisQ=dB (B=(Y74re Y19vYA)is a base point on E)

Q= VIEX(VIAYS VTIVA)

=(1oVVe riTro)
and the private key of Aliise= r1v1r,

Solution:
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e Using (£ r.r!) method : If Ali would like to send a
message M= (7retr £rif)=(m,my to Benin,
then he should do the following:

—Compute e Q= FIVIr(1evve riire)
= (FAAPE ANEN) = (K, ko)
—Compute e B= FIVIF(VIAYe VIIYA = (FrVY) 14001
—Compute C:
C=(cycCy)
cr=m,+k,;krmodp
= TPONr+ PAAFE* AAEImod YV VY

=T111ry

cr=m,(mr+Kkrky)mod p
= TPOIY(£XIFH PAAFER AAE Y mod YY1V
= ryers

Then Ali sends Cy, = {C,e B}
={(7T11rY, rrerT) (rrvry 1422} to Benin.

To decrypt the ciphertext , Benin should do the following:
—Compute d (e B) = V1£r(rryvry 14e0er)
= (FAAPE ANEN) = (KoK o)
—Compute M:
M= (mj, my)
m,=c,—k,Kkrmodp
= TV YYV— FAAFES AAE I mod YV V)
= Troyy
=m,
my= (mIlcr—kv k) mod p

mit=(7re1 N 'mod YYIVI
= £1.£7
then m = (£1¢£7% FYEXT— PAAFE AA£ ) mod VYY1V
= £rqpy
=My
e Using (£ r.r ") method : If Ali would like to send a
message M=(7rerr £Y9irh=(m, my) to Benin,
then he should do the following:
—Compute e Q = r“:vrr(wvvs, r“i‘H’d)
= (FAAFE AMEN = (K, k)
—Compute e B= FIVIF(VIAYe VIIVYA = (rrvry 19eer)
—Compute C:
C=(cncCy
cr=(m,*(kykr—Kky)) mod p
= (TFONIE (PAAPES AAEN — PAAPE) mod YY1V
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= EVAVT
cr=(m¢* (ks kr—kr))mod p
= (£YIPR(FAAPER AAEN) — AAE ) mod YV IV
= FATOY
Then Ali sends Cy, ={C, e B}
={(£vAYVT, rATEY) (rrVY) 14221} to Benin.
To decrypt the ciphertext, Benin should do the following:
_Computed(e B): vr:r(rrvrr, Hdor‘)
= (FAArE ANEN) = (K, ko)
—Compute M:
M= (my my)
(Kikr-ky) 'modp=(FArres Ads) — PAArE "'mod VY1V
= Firriret. "'mod YvIVI
= £7909
m,=(c,*(kskr—k,)") mod p
= £VAVI* £749049mod YVIV)
oy
m,.
(K kr—Ky) 'mod p= (FAAres AAg) — AAZ1) "mod YY1V
= %09¢6 "mod 1V
= £1.V§
mr=(cr* (k1 kr—kys) ) mod p
= PATOY* £0.¥VEmod YV V)
= £rar

=My.

e Using (4.7 . F)method : If Ali wishes to send a message
M= (7rer1r £rir)=(m, my) to Benin, then he should do
the following:
—Computee Q = r1v! f( fovyve r“Hra)
= (FAAFE AAE) = (K, K))
—Compute e B= FIVIF(VIAYS VI4VA) = (FrVr) 14001
—Compute C:
Cz(Cy,Cr)
¢ =(m+ (ky kX )™) mod p
=(Trer1r+ 1418 mod YVIV)
= QAT
cr=(mr+(krk, ) ' modp
=(£r9F+ £99717) mod YY1V
—a-F &-K
Then Ali sends C,,= {C, eB}
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={(e£AT, 2£rod) (YrvY) 14001} to Benin.
To decrypt the ciphertext, Benin should do the following:
—Compute d (e B) = V1£r(rrvry 149eer)
= (FAAPE ANEN = (K, Ky)
—Compute M:
M= (m, my)
m,=(c,—(k ks )")modp
=(e£AT—191£8)mod YV IV
= Trety
=my
mr:(Cr—(krkvkr)-’) mod p
=(ef£red_ £9977 Ymod 1V

= £r4r
=My.
Example (¢.%):
Let EC E defined over F, (p = !-¢¢¢Y with parameters
a= 1111 b= rrréwhere (a™+'vbY)modp= 1+ 71 = .,

Suppose the private key of Beninis d = 42711, then the public key
of BeninisQ=dB (B=('+¢r4. 1rrriisabase pointon E)
Q= ALTII(SeorAL 1T
=(TVIer 111y
and the private key of Aliise= 77717,
Solution:
e Using (4. r. 7. ') method : If Ali wishes to send a message
M= (Vrrre £904r) =(m, my to Benin, then he should
do the following:
—Compute e Q= 7711 r(TVIer 1.1
=(OFIFE TV
:(kr,kr)
—ComputeeB = 7711 F(1.01A. 1FYT9)
= (ATFYAN1AS)
—Compute C:
C=(cy,cCr)
cr=(m,+kyskymodp
=(VIrre+ or1re* 1.v.mod 1000V
=11
cr=m,(mr+krk,)mod p
= Vrrro(£90Ar+ oFIFE* 1.V ) mod 1000y
= V7.79
Then Ali sends Cy, = {C,e B}
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={(1 771, VT 19) (ATFFA10148)) to Benin.
To decrypt the ciphertext , Benin should do the following:
_Computed(e B): Aa'IH(/Hr‘M,!aMo)
:(0""?‘5’ 70V0f)
:(kv,kr)
—Compute M:
M=(m, my)
m,=C,—k;krmodp
= (1T —eryrEx TV ymod 100y
= vrrre
=m;
m,=(m;'cr—k, ky) mod p
mi'=(Vrrr9) "'mod 1200y
= 11YA)
then m,:(HV/H* V7ieT9— or11ré* 7»Vof)mod 1.000V
= £90AY
:mr

e Using (4.1 7. 7) method : If Ali wishes to send a message
M= (Vrrre £4e4Ar) = (m, my to Benin, then he should
do the following:
—Compute e Q= TTTIF(TVIoF 1. 11Y)
=(OFIrE TVt
:(kr,kr)
—Compute e B= 7171 F(1.0FA. 11rF9)
= (ATFYAN1AS)
—Compute C:
C=(cycCy
cr=(m,*(kykr—Kky)) mod p
=(VYrrrex(or)re* TV _ oI mod 1000V
Fo99d
(my* (kykr—kr)mod p
= (£90AF* (SFIPEX ToV X _ T V) mod 1000V
= TP
Then Ali sends Cy, ={C, e B}
={(r- 7T, TP (ATFYA12148)) to Benin.
To decrypt the ciphertext, Benin should do the following:
—Compute d (e B) =A2 711 (ATFFA 10140)
:(01”7'5’ Te Vo f)
:(kv,kr)

Cy

—Compute M:
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M:(mr,mr)
(Kikr—k)) ' 'modp=(er1re* 1.ver_orirs 'mod 1000y
= 4Aro7 'mod 1000y
=9.91r
m,=(c,*(k, kr—k,)") mod p
= FeT79% 9.99Pmod 1 -200eV
= Vrrroe
=m;.
(Kikr—Ky)'modp=(er1réx 5.y ¥ _1.v.1) " "mod 1.000¥
= 4.vAA  "mod 1000V
= 00.1f
mr=(cr* (k) kr—kys) ") mod p
TPIPFE* 00.9Y mod 1200V
£90Ar

mre.

e Using (4.1 . ) method : If Ali wishes to send a message
M= (Vrrre £964r) =(m, my to Benin, then he should
do the following:

—Compute e Q= TTTIF(TVI8r 1. 11Y)
= (oFIFE TV

:(kr,kr)
_ComputeeB: 777”’(!»01’/1»’ ?H’H)
= (ATFIA101A0)
—Compute C:
C=(cy,cCr)
¢, =(m,+ (ky k51 )™) mod p
= (vrrre+ (53134* 607023134 Yy mod 1. 000y
=(VYrrre+ (P1rrN Ymod 1 ooy
=(vrrre+ rre.9mod 1 o000y
= qsyvss
Cr:(mr+(krkrkr)_’ mod p
= (£90Ar+ (53134*60702%9792 ) Y mod 1. 000y
=(£90Ar+ (214D Ymod 1000y
=(£90ArF+ 1AVTmod 1000V
= TAPEY

Then Ali sends C,,= {C, e B}
= {(751/55, 7/‘7‘51/), (/17?"’/1’ 1o ’AO)} to Benin.

To decrypt the ciphertext, Benin should do the following:

—Compute d (e B) = A2T1 1 (ATFFA 10149)
= (eFIFE TV D)
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=(kv,kr)
—Compute M:
M= (m, my)
m,=(c,—(k ks )")modp
=(9¢vés_ rre.9mod 1000y
= Vrrre
=my
mr=(cr—(krks *+)") mod p
= (TArEY—1AVIS) mod 1 e00Y
= £90AY)
=My.

(4. 1. %) The Proposed Algorithms for Elliptic Curve
Cryptosystems

In this subsection, we try to benefit from the DHEK for use this
key (the key come from (DHEK algorithm) as a secret key in two
suggestion methods.

As we look in (*.2.1) Ali and Benin have the same point (only
Ali and Benin know it). Then to start with Proposed Algorithm )
(e4,) and Proposed Algorithm ¥ (24+) , let us consider the following
algorithms:

Algorithm of (®4,)
—Ali and Benin Compute edB =S = (s, sr) .(using Diffie-Hellman
Scheme)
—Ali sends a message M e E to Benin as follows:
— Compute (ss*sy)mod N = K. (such that gcd(s * s,,N)=1)"
— Compute K* M =C, and send C to Benin.
—Benin receives C and decrypts it as follows:
— Compute (ss*sr)mod N =K.
— Compute (K )mod N. (where N = # E)
- K'C=K'*K*M=M.

Algorithm of (PAr)
—Ali and Benin Compute edB = S =('s,, Sr) .(using Diffie—Hellman
Scheme)

Y

If ged(s* sr,N) =, then Ali will search about a smallest integer number r such that
ged((s/*s¢) +r,N)=".
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—Ali sends a message M to Benin as follows:

— Compute (s ,S') mod N = K. (such that gcd(s > "N)=1)"
— Compute K* M = C, and send C to Benin.
—Benin receives C and decrypts it as follows:

— Compute (s ,S') mod N=K. (such that gcd(s S "N)=1)
— Compute (K )mod N.
- K'C=K'*K*M=M.

Example (¢.°):

Let E be an EC defined over F, where p = F«"¥ with
parameters a=!,b=r2¢v where (fa’+f¥b"Y\modp= r+*v= .. and #
E=r.ArletB=(rrrv, réA)is a base point on E. If Ali went to
send a message M =( rr4¢, r£r.) to Benin using (24, and (247
respectively , what did they do?

Solution
To apply this example using (24, , at first they must apply
DHEK.
—Ali chooses a secret random integere = rr1 7.
eB=FFIF(IIPY FEA) = (9P FT)
and sends ( 974, ri) to Benin.
—Benin chooses a secret random integer d = 1 Fr7.
AB =1 FFI( FIFY, FEA) = (IVIF 1V )
and sends ('V!r, 1V 9 to Ali
—Ali computes the secret key e (dB) = rF1r(1v1r 1v.9),
edB=( rery, 17rr)=S
—Benin computes the secret key d (eB) =1 rri( 9r¢, rd).
deB = ( rery, 11rr)=S
Now, Ali and Benin have the same point S=( rerv, 17rr).
— Compute (sy*sy)modN=( Ferv * 17rr)mod r.Ar
= ridqs
=K.
_Compute K*M = HM( rrYas, ff?'O)
=(rIVI, AP
=C, and send it to Benin.
—Benin receives C and decrypts it as follows:
— Compute (ss*s¢)mod N = ri94=K

S
"If ged( S ' ,N) =1, then Ali will search about a smallest integer number r such that

Sf
ged( Sy +r,N)="1.
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— Compute (K )mod N = (r994) 'mod F:4r
= 1réy

—K'c = FFEX( FIVE IAFF)
=(YrAE rEr),

To apply this example using the algorithm (@45, at first they
must apply DHEK.

By the same procedure to solve Diffie — Helman scheme we
have obtained S = ( rery, 13177 ). If Ali would like to send a
message M =( rr4¢, r#r.)to Benin using (®4r) , then he should
do the following:

— Compute (sj2)mod N =( rerv""""ymod r«4r
= rrr=K.
_ Compute K*M = r‘rr‘( Yras, fff'O)
= ( reee  1.77) =C, and send it to
Benin.
—Benin receives C and decrypts it as follows:
—~Compute (s;2)mod N= Frr=K.
— Compute (K )mod N = (#*#) "mod *+4*
= 1049¢,
—K'C=10ds(reee 1.11)
=(rrAs rer)
= M.

Example (£.7):

Let E be an EC defined over F, where p = 1+¢22Y with
parametersa=1111, b= r*r¢where (a+ b )modp= 1++ 11 =
ccand#E=1.e1£F letB=('-4Y7) F1rr)is a base point on E.
If Ali wants to send a message M = (1:¢¢2) A1ATY) to Benin
using (®4,) and (24 respectively , what dose they do?

Solution
To apply this example using (®4/) , at first they must apply
DHEK.

—Ali chooses a secret random integere = 91V,
eB = 910VF (1o £V FIFPN)=(£19£ TAFIA)

and sends (£19¢, T4riA) to Benin.

—Benin chooses a secret random integer d = VF9 1A,
AB = VFIFA(I e £VTI FIPEN = (FYTeE FoArY)

and sends (V7. £, r-ArY)to Ali

—Ali computes the secret key e (dB) = 912V (FV 7. £, Yo ArY),
edB:(ff'Q’/t’ 50700)28

VA
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—Benin computes the secret key d (eB) =VFirA (€14 TAriA)
deB :(ff‘q’/t’ 50700)28
Now, Ali and Benin have the same point S= (914, £.7..),

=(Sy,Sr)
— Compute  (Sy *sy)mod N = (£ri1A* £.7.+) mod
feo)ér
= 00A. T
=K.

— Compute K* M = 2247 (1.0001 AIATY)
= (YVAYe AVYTE)
= C, and send it to Benin.
—Benin receives C and decrypts it as follows:
— Compute (S;*sy)modN=¢24.7 =K

— Compute (K )mod N = (@247 "mod 1+o1£r
= vEqrA

— K'C = VEIYA(IVATS AVYVYE)
= (10001 AIATY),
=M.

To apply this example using the algorithm (®4,), at first they
must apply DHEK.

By the same procedure to solve Diffie — Helman scheme we
have obtained S = (£r914 £.7..) If Ali wishes to send a
message M = (1+¢¢¢1 A1ATY) to Benin using (24r) , he should do
the following:

— Compute (s;2)mod N = (914" Ymod 1+01£F
= orrio=K.
— Compute KX M = @orrée(1.0004) A1ATH)
=(errir verin =C,
and send C to Benin.
—Benin receives C and decrypts it as follows:
—Compute (s;2)modN= @orrée=K,
— Compute (K )mod N =(err¢6) 'mod 1.21¢F
= oo4ry
— K'C=eodrv(errir verin
=(1.0001,A1ATY)
= M.
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(¢.T) Programming

In this subsection, we present the programming codes that are
written to enhance the implementation of the above proposed
methods and general treatment of ECCs calculator, where these

software are written in MATLAB (The Language
Computing) .

Program (')

of Technical

Given E , prime p, B=(b,br), Q=(9+qr) , M=(m,my)

and the secret key of Ali e, build the encryption scheme of ElIGamal

ECC algorithm.

clear

clc

Cm=[J;
scmult(a,e,q),qY,p);
eq'=ans());
eqY¥=ans(Y);
C=add(m),mY,eq’,eq¥,p);
scmult(a,e,b),bY,p);
ebY=ans());
ebY=ans(¥);
eB=[eb) ebY];
Cm=[C], [eB]

Note V. “a”is a coefficient of x in the equation of E.
v. Ali sends “Cm” to Benin.

Program (")

Given E , prime p, B=(b,by),

eB=(ebeby) ,

C=(cycr) and the secret key of Benin d, build the decryption

scheme of EIGamal ECC algorithm.

clear

clc

scmult(a,d,eb),ebY,p);
dg)=ans());

dgY=ans(Y);
M=add(c),cY,dq",-dgY,p);
[M]

Note . “a” is a coefficient of x in the equation of E.
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Y. “[M]” is the message.

Program (")

Given E , prime p, B=(b,by), Q=(q:,9r) , M=(m,,my)

and the secret key of Ali e, build the encryption scheme of varying

ElGamal ECC algorithm.

clear

clc

Cm=[];
scmult(a,e,q",qY,p);
eq=ans(});
eqY=ans(Y);
C=add(m',mY,eq",-eq",p);
scmult(a,e,b),bY,p);
eb)=ans());
ebY=ans(Y);
eB=[eb) ebY];
Cm=[C], [eB]

Note ). “a” is a coefficient of x in the equation of E.
r. Ali sends “Cm” to Benin.

Program (<)

Given E , prime p, B=(b,by),

eB=(eb,eby)

C=(c.,cy) and the secret key of Benin d, build the decryption

scheme of varying EIGamal ECC algorithm.

clear

clc
scmult(a,d,eb),ebY,p);
dg'=ans(});

dgY=ans(Y);
M=add(c',cY,dqg’,dgY,p);
[M]

Note V. “a”is a coefficient of x in the equation of E.
Y. “IM]” is the message.
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Program (°)

Given E , prime p, B=(b,by), Q=(9+9r) , M=(m,my)

and the secret key of Ali e, build the encryption scheme of MVECC

algorithm.

clear

clc
scmult(a,e,q",qY,p);
kY=ans());
kY=ans(Y);
c)Y=mod(m'*k\,p);
cY=mod(mY*kY,p);
C=[c) c7];
scmult(a,e,b),bY,p);
ebY=ans());
ebY=ans(Y);
eB=[eb) eb"];
Cm=[C],[eB]

Note ). “a” is a coefficient of x in the equation of E.
Y. Ali sends “Cm” to Benin.

Program ()

Given E , prime p, B=(b,by),

eB=(eb,ebyr)

C=(cycr) and the secret key of Benin d, build the decryption

scheme of MVECC algorithm.

clear

clc

scmult(a,d,eb),ebY,p);
kY=ans(});

kY=ans(Y);
m>=mod(c)*invmod(k",p),p);
mY=mod(cY*invmod(kY,p),p);
M=[m) mY];

M]

Note ). “a” is a coefficient of x in the equation of E.
Y. “[M]” is the message.
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Program (V)

Given E , prime p, B=(b,by), Q=(q:,9r) , M=(m,,my)

and the secret key of Ali e, build the encryption scheme of

proposition MVECC) algorithm.

clear

clc
scmult(a,e,q),qY,p);
kY=ans());

kY=ans(Y);

c'=mod(m" + k)*kY,p);
cY=mod(m *(mY + kY*kY),p);
C=[c) c7];
scmult(a,e,b),bY,p);
eb)=ans(});
ebY=ans(Y);

eB=[eb) eb"];
Cm=[C],[eB]

Note V. “a”is a coefficient of x in the equation of E.
Y. Ali sends “Cm” to Benin.

Program (/)

Given E , prime p, B=(b,by),

eB=(ebeby) ,

C=(cycr) and the secret key of Benin d, build the decryption

scheme of proposition MVECC) algorithm.

clear

clc

scmult(a,d,eb),ebY,p);

kY=ans());

kY=ans(Y);

m)=mod(c)- k)*kY,p);
mY=mod(invmod(m),p)*cY¥-k)*k¥,p);
M=[m) mY];

[M]

Note . “a” is a coefficient of x in the equation of E.
Y. “[M]” is the message.
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Program (°)

and the secret

Given E , prime p, B=(b,,by), Q=(9+qr) , M=(m,my)
key of Ali e, build the encryption scheme of

proposition MVECCY algorithm.

clear

clc

scmult(a,e,q),qY,p);
kY=ans());

kY=ans(Y);

c)=mod(m" *(k)*kY - k)),p);
cY=mod(mY *(k\*kY - kY),p);
C=[c) c7];
scmult(a,e,b),bY,p);
eb)=ans(});

ebY=ans(Y);

eB=[eb) eb"];

Cm=[C],[eB]

Note ). “a” is a coefficient of x in the equation of E.
Y. Ali sends “Cm” to Benin.

Program (')

Given E , prime p, B=(b,by), eB=(ebeby) ,

C=(cycr) and the secret key of Benin d, build the decryption

scheme of proposition MVECCY algorithm.

clear

clc

scmult(a,d,eb),ebY,p);

kY=ans(});

kY=ans(Y);

mY=mod(c’ * invmod(k)*kY - kY,p),p);
mY=mod(cY * invmod(k)*kY - kY,p),p);
M=[m) mY];

M]

Note V. “a” is a coefficient of x in the equation of E.
Y. “[M]” is the message.
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Program (1)

Given E , prime p, B=(b.by), Q=(q.qy) |,

M=(m,my) and the secret key of Ali e, build the encryption scheme

of proposition MVECCY algorithm.

clear

clc

scmult(a,e,q),qY,p);

kY=ans());

kY=ans(Y);
RY=mod(fastexp(k)*kY,k",p),p):
RY=mod(fastexp(k)*kY,kY,p),p):
c)=mod(m" + invmod(R",p),p);
cY=mod(mY + invmod(RY,p),p);
C=[c) cY];

scmult(a,e,b),bY,p);
ebY=ans());

ebY=ans(Y);

eB=[eb) eb"];

Cm=[C],[eB]

Note V. “a” is a coefficient of x in the equation of E.
Y. Ali sends “Cm” to Benin.

Program (')

Given E , prime p, B=(b,bs, eB=(ebeby) |,

C=(c.,cy) and the secret key of Benin d, build the decryption

scheme of proposition MVECCY algorithm.

clear

clc

scmult(a,d,eb),ebY,p);
kY=ans());

kY=ans(Y);
R)=mod(fastexp(k*kY,k,p),p);
RY=mod(fastexp(k)*kY,kY,p),p);
m)=mod(c) - invmod(R",p),p);
mY=mod(cY - invmod(RY,p),p);
M=[m) mY];

[M]

Note ). “a” is a coefficient of x in the equation of E.

Y. “IM]” is the message.

Ne




Chapter Four Developments of Elliptic Curves Cryptosystem

Program (' 1)

build the encryption scheme of PA,.

Given E , prime p, S=(s/,Sr), M=(m,m,) and #E,

clear
clc
for r=+:N
if gcd((s) * sY)+r,N)==
K=mod((s) * sY)+r,N);
C=scmult(a,K,m",mY,p);
[C], break
else r=r+);
end
end

Note V. “N” = #E.
Y. “a” is a coefficient of x in the equation of E.
Y. Ali sends “C” to Benin.

Program (' ¢)

build the decryption scheme of PA,.

Given E , prime p, S=(s1sr) , C=(c,cr and #E,

clear
clc
forr=+:N
if gcd((s) * sY)+r,N)==
K=mod((s" * sY)+r,N);
inv(K)=invmod(K,N);
M=scmult(a,inv(K),c),cY,p);
[M], break
else r=r+);
end
end

Note V. “N” = #E.
Y. “a” is a coefficient of x in the equation of E.
Y. Ali sends “C” to Benin.
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Program (1)

Given E , prime p, S=(s/,Sr), M=(m,m,) and #E,
build the encryption scheme of PAy .

clear
clc
s) Y=fastexp(s),sY,N);
for r=+:N
if gcd(s) Y+r,N)==
K=mod((s"Y)+r,N);
C=scmult(a,K,m",mY,p);
[C], break
else r=r+);
end
end

‘Note V. “N” = #E.

Y. “a” is a coefficient of x in the equation of E.
Y. Ali sends “C” to Benin.

Program (! 7)

Given E , prime p, S=(sysr) , C=(c.cr) and #E,
build the decryption scheme of PA; .

clear

clc
s)Y=fastexp(s',sY,N);
forr=+:N

if gcd(s)Y+r,N)==
K=mod(s) Y+r,N);
inv(K)=invmod(K,N);
M=scmult(a,inv(K),c),cY,p);
[M], break

else r=r+);

end

end

Note . “N” = #E.
Y. “a@” is a coefficient of x in the equation of E.
Y. Ali sends “C” to Benin.
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Program (1)

qguadratic residues modulo n.

Given any natural number n, compute all

clc
clear
for b=Y:n-)
for c=):n-)
if mod(b,n)==mod(c"Y,n) [b c], break
end
end
end

Note V. “[b c]” means print the values of b and c.
Y. “b” denotes the quadratic residues modulo n.

Program (1 4)

mod n, for alla="':n-"!

Given any positive integer n, compute order of a

clear
clc
for a=):n-)
fori=Y:n-)
z=aN;
if mod(z,n)==Y [a i], break
end
end
end

‘Note ). “i” denotes the order of a mod n, for all a =':n- .

Program (' %)
Given any positive integer n, compute order of a
mod n..
clc
clear
for k=):n-)
if mod(a™k,n)==" [K] ,break
end
end

‘Note V. “k” denotes the order of a mod n,
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Program (¥ )

fun. forn.

Given any positive integer n, compute Euler's

clear

clc

c=";

for k=):n -)
if gcd(n,k)==
end

end

[c]

, C=C+);

Note . “c” denotes to &(n).

Program (')

F, and the number of it.

Given a prime p, compute all Elliptic Curves over

clc
c=+;
fora=+:p
for b=+:p
if mod(£*a”Y+YVY*b/Y p)~
end
end
end

[c]

v, c=ct); [a, b]

Note V. “a, b” denotes a, b in (?) respectively.

Y. “c” denotes number of the

A4
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Program (')

Given E and prime p, compute all point (x,y) on
E and the number of it.

clear

clc

c=) X

for x=+:p-\
for y=+:p-)
z=y.MY,
w=X."Y+a*x+b;
if mod(z,p)== mod(w,p) ,c=c+); [X,y]
end

end

end

[c]
Note ). “[x,y]” denotes the pointes on E.
Y. “c” denotes number of it .

Program (")

Given E, prime p, and x-coordinate compute the
y-coordinate.

clear

clc

for y=+:p-\
if mod(y"Y,p)==mod(fastexp(x,¥,p)+a*x+b,p),[x ,y]
end

end
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Program (' ?)

Given E, prime p, Q(xnyr,and P(x,yr), compute
all k where Q = kP .

clear
clc
for k=+:p-)
z=[[;
oe=sym(‘OE");
r=decYbin(k);
[row,col]=size(r);
xk=x):
yk=y);
for i=Y:col
doup(xk,yk,a,p);
xk=ans());
yk=ans(Y);
if r(i)::i‘\
add(xk,yk,x),y\,p);
xk=ans());
yk=ans(Y);
end
end
if xk==xY&yk==yY , [K]
end
end
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Program (')

,for more k.

Given E, prime p, P(xy),and #(E) compute k*P

clear
clc
z=[l;
oe=sym(‘OE");
for k=+:N
r=decYbin(k);
[row,col]=size(r);
xk=x):
yk=y);
for i=Y:col
doup(xk,yk,a,p);
xk=ans());
yk=ans(Y);
if r(i):: £9

add(xk,yk,x,y",p);

xk=ans());
yk=ans(Y);
end
end
z=[z;xk yk K];
end

[Z]
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Program (*7)

Given E, prime p, P(xyr), compute the order of
P.

clear
clc
oe=sym(‘OE");
for k=Y:Y*p
r=decYbin(k);
[row,col]=size(r);
xXk=x";
yk=y);
for i=Y:col
doup(xk,yk,a,p);
xk=ans());
yk=ans(Y);
if r(i)==¢9
add(xk,yk,x),y\,p);
xk=ans());
yk=ans(Y);
end
end
if xk==0e &yk==o0e [k], break
end
end

Note . “[K]” denotes the order of P.
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Chapter Five ‘

Discussion and Conclusions

(®. 1) Discussion
This section concludes the brief review of the chapters two, three
and four. Let us organize these briefs as follows:

In chapter two, we explain some of algebraic preliminaries and
some of the basic concepts of the number theory which are needed
for researcher in ECCg. and also define the equation of an EC over a
field and explain all the operations laws of the group of points on ECs
over three fields.

In chapter three, we describe the two different classes of
cryptosystem, private and public key cryptosystem, and the details of
the following ECCs with examples:

— Elliptic Curve Diffie —Hellman Key Exchange,

— Elliptic Curve Massey —Omura cryptosystem (ECMO),

— ElGamal Elliptic Curve Cryptosystem,

— Menezes —Vanstone Elliptic Curve Cryptosystem (MVECC),
— Elliptic Curve Digital Signature Algorithm (ECDSA).

This chapter also contains the famous attack methods
with some examples. It is arranged as follows:
— Exhaustive Search,
— Parallel Pollard rho Method,
— Pohlig-Hellman Attack.
Chapter four, —which we esteem as implementation chapter in
the thesis— contains the following items:
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— Variant ElIGamal ECCs with same complexity,

— Development the encryption and decryption MVELC scheme in
four propositions,

— Suggestion of two methods to encrypt and decrypt messages
using the properties of ECs,

— Design of program to enhance the implementation of the above
proposed methods and general treatment of ECCs calculator,
where these software are written in MATLAB (The Language of
Technical Computing) , version 1.¢ on computer type P¢ with
V.Y GHz.

(°. 7) Conclusions
((")) The details of EC are very easy when we compute them by

some programs. We make some programs to compute the
following concepts:

— The quadratic residues of any prime number ,

— The order of amod n, for alla="'ton-?,

— The order of a mod n for any integer number a,

— The @(n) for all n,

— Alla,bsuchthat £a™+ " 'modp= -,

— All EC over F, and the number of it,

— All point (x,y) on the EC, and number of it,

— The y—coordinate when the x—coordinate is given,

— Find all k such that Q = kP forall k= !top-",

— The k*P , for more k.

— The order of any point on EC,

((Y)) When we study The scheme of EIGamal ECCs, we see that
this scheme cannot be development, but we can vary it with
same complexity, as in the proposition (4. 1. %), because the
addition and subtraction have the same computation
complexity.

((%)) From the advantages of the MVECC scheme' , then we can
use this to the encryption and decryption scheme, as in the

' eltis not depend on addition operation on elliptic curve group,
+ The message needs not to be a point on elliptic curve.
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propositions (£ 1K) (£ LK) and (£NFF) with the
complexity given as follows:

— The proposition (4. 1. ¥ !)is more efficient than the MVECC
and the proposed method Y in [¢Y] , where in the
encryption scheme we do three multiplication operations
(ks ky, mymyand m, kr k,) and two addition operations.
And the decryption scheme needed to compute the

inverse operations for m, , and three multiplication
operations (ks kr, mi*c,and m;*k, k+) and two subtraction
operations.

— The proposition (4. Y %) is more efficient than the
previous proposition (£.r.71) and than the proposed
method Y in [¢Y] , where in the encryption scheme we do
three multiplication operations (k, kr, m, ky k; and my kv
k) and two subtraction operations. And the decryption
scheme needed to compute the inverse operations for (k
kyr — k,and k, ky — ky) and two multiplication operations
(c)*(k kr=ky)"and cr* (k) kr=ky) ).

— The proposition (£ %.7F) is more efficient than the
previous propositions (4. %.*.!)and (4. . ) and than the
last two proposed methods in [¢Y] , where in the
encryption scheme we use the exponentiation operation

between two keys to make the key more secure (k'z‘1 and
k'l‘2 ), and this scheme needed to compute the inverse

operations for (k k;‘l and ki kfz) also two addition

operations. the decryption scheme needed to compute all
the above operations in the encryption scheme and and
two subtraction operations.

((£)) We benefit from the Diffie-Hellman Exchanging key for use

this key (the key come from (Diffie—Hellman Exchanging key
algorithm) as a secret key in two suggestion methods.
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(°.¥) Future Works

(")) The possibility of applying the hyperelliptic curve of different
genus over a finite field to implement an ECCss.

((Y)) Using the index calculus algorithm for Discrete Logarithm
Problem on EC . this construction will be based on the
Problem finding bounded solutions to some explicit modular
multivariate polynomial equations.

((Y)) Determination the number of isomorphism classes of Picard

Curve, i.e. superelliptic curves y" = f(x) of genus more than
over finite field.
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