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Abstract 

 

 

 II 

AAbbssttrraacctt  
     
      One of the main reasons of interest in the Elliptic Curves is that 
their points form a number of finite abelian group, on which Discrete 
Logarithm Problem seems to be for more computationally infeasible 
than the multiplicative group of Finite Fields. 
      This thesis provides literature review of the main scientific 
researches in the world and in Iraqi Universities. This review was 
analyzed in eight different scientific directions. 
      A Mathematical Background supporting the main aspects of the 
different Elliptic curve Cryptosystems is well discussed from the 
mathematical point of view to enhance any interest in these aspects. 
      A general review of the structure of Elliptic curve Cryptosystem is 
shown, and some examples of these Cryptosystems were completely 
explained through the thesis. The different attacking methods were 
given in this thesis like Exhaustive Search, Parallel Pollard rho 
Method and Pohlig–Hellman method. These methods give an 
overview of the attacking efforts required to break  the Elliptic curve 
Cryptosystem.  
      The main research scientific effort given by this thesis was 
arranged as  follows: 

Proposition to Variant ElGamal Elliptic Curve Cryptosystem 
with the same computational complexity. 

Proposition to Development of Menezes–Vanstone Elliptic 
Curve Cryptosystem  with more computational complexity 

Proposition of two new algorithms for implementation of 
ECCss. 

      All the required mathematical formulas are simulated by using a 
MATLAB Programming Language Version 5.6 to enhance the validity 
of the developed concepts and ideas. All programs are given in this 
thesis. 
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AAppppeennddiixx      AA                                                                                                                                                                                          
PPrrooooff  OOff  TThheeoorreemmss  

 

 

Proof of Theorem (2.3) (The Chinese Remainder Theorem) 

    Let m3,m2,…, mr be pairwise relatively prime positive integers. 
Then the system of congruences  

                  x  a3 (mod m3), 

                  x  a2 (mod m2), 

                       
                  x  ar (mod mr), 

has a unique solution modulo M = m3 m2 … mr .   

Proof // 
      First, we construct a simultaneous solution to the system of 
congruences . to do this,  
Let .m...mm...mmmMM r1k1k21kk   

      By hypothesis the mi are relatively prime in pairs, so that       
gcd (Mk ,mk) =3. 

Therefore possible to solve the congruence  

Mk xk  3 mod mk ; call the unique solution xk. 

Our aim is to prove that  
             y = a3 M3 x3 + a2 M2 x2 + . . . + ar Mr xr   

is a simultaneous solution to the given system. 

To demonstrate this, it is to be observed that Mi  0 mod mk  for i ≠k 

, since ik Mm in this case. 

Therefore, in the sum for y, all terms except the kth term are 
congruent to 0 mod mk.  

Hence      y  ak Mk xk 

                     ak mod mk , since Mk xk  3 mod mk. 

This shows that a solution to the given system of congruences 
exists. 
      We now show that any two solution are congruent modulo M. 

Let x0 and x3 both be simulation solution to the system of r 

congruences. Then,  x0  x3  ak mod mk  ,    k = 3, 2, . . . , r. 
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So that  )xx(m 10k   

.Mmodxx

)xx(M

10

10




 

This shows that the simulation solution of the system of r 

congruences is unique modulo M.  

 

Proof of Theorem (2.2) (Euler’s criterion) 

      Let p be an odd prime and gcd(a, p) = 1. then a is a quadratic 

residues of p iff a(p3)/2
  3 mod p 

Proof // 
  suppose that a is a quadratic residues of p , 

so that  x2 
 a mod p  has a solution; call it x0. 

Since  gcd (a, p) = 3, 

then  gcd (x0 , p) = 3, 

then pmod1x
1p

0 
 

then   pmod1x
2/)1p(2

0 


 

but   pmodxa
2/)1p(2

0
2/)1p(    

                              

.pmod1

pmodx
)1p(

0






 

 assume that a(p3)/2
  3 mod p 

Since  gcd (a, p) = 3, 

then pmod1a
1p   

then pmod01a
1p   

then pmod0)1a)(1a(
2/)1p(2/)1p(    

then either pmod1a
2/)1p(   

or ,pmod1a
2/)1p(  but not both . For, if both congruences held 

simultaneously, then we would have 3  3 mod p , or equivalently, 

2p , which conflicts with our hypothesis.  

Since a is a quadratic nonresidues of p dose not satisfy 

pmod1a
2/)1p(  , it must therefore satisfy .pmod1a

2/)1p(    

      This observation provides an alternate formulation of Euler’s 

criterion : the integer a is a quadratic nonresidues of p if and only if 

.pmod1a
2/)1p(    
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Proof of Theorem (2.1) (Index theorem): 

      If g is a primitive root modulo n, then g
x
  g

y
 (mod n) iff                         

x  y (mod (n)). 

Proof // 
  suppose that x  y (mod (n)), 

then x = y + k(n) for some integer k. 

therefore g
x
  g

y +k(n)
 (mod n) 

                   g
y
 . (g

(n)
)

k
 mod n 

since g is a primitive root modulo n , 

then (n) = ord(g, n)  

then g
(n)

  3 mod n 

then g
x
  g

y
 . (3)

k
 mod n 

            g
y
 mod n . 

  suppose that gx
  g

y
 mod n 

then   g
x
  g

y
 . (3)

k
 mod n, for some integer k. 

since g is a primitive root modulo n , 

then (n) = ord(g, n)  

then g
(n)

  3 mod n 

then g
x
  g

y
 . (g

(n)
)

k
 mod n, for some integer k. 

            g
y +k(n)

 (mod n) 

then x = y + k(n) for some integer k. 

then x  y (mod (n)). 

 

Proof of Theorem (2.1) 

      There are 














 




























 


pp Fx

3

Fx

3

p

baxx
p1

p

baxx
11   

points on E: y
2 

 = x
1 

+ ax + b, including the point at infinity O, where 













 

p

baxx
3

 is the Legendre symbol. 

Proof // 
      For any x Fp, x is either the x–coordinate of some point              

P  E(Fp) or it is not. 
      If x is not the x–coordinate of some point, then there does not 

exist any yFp such that (x, y) satisfies the equation 

 baxxy
32  . That is to say that x1 + ax + b is not a square of 

some integer and we have 
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,0
p

baxx
1

3













 
  since ,1

p

baxx
3













 
 

resulting in no contribution towards #(E(Fp). 

      If x is the x–coordinate of some point P, then there exists y Fp 

such that (x, y) satisfies the equation  baxxy
32  .  

      Thus, x
1
 + ax + b is a square of y modulo p and p either divides 

x
1
 + ax + b or it does not. If p does not divide x

1
 + ax + b, then          

y
2
  0 (mod p) and by taking square roots, we obtain 2 such values 

of y, say y3 and y2, yielding two points (x, y3) and (x, y2) on E(Fp) . 

Indeed, we have 

,2
p

baxx
1

3













 
  since .1

p

baxx
3













 
 

If p divides x
1
 + ax + b, then y

2
  0 (mod p) and y = 0, resulting in 

only one point (x, y) on E(Fp),  which is consistent with 

,1
p

baxx
1

3













 
  since .0

p

baxx
3













 
 

      Finally, we add 3 to #(E(Fp) to include the point O and complete 
the proof.  

 

Proof of Theorem (2.1) 
      Let E(Fp) is an elliptic curve E defined over the finite field Fp 

have prime order #E, then for all P  E(Fp ) and P  0, then P have 
the order  m = # E. Then P generates subgroup equal to E(Fp).     

Proof // 
      Let n = # E, 

Then nm , where m is the order of P 
1
  

But, by hypothesis, n is prime number, 
Then m dose not divide n, iff  m = n, 

Then m = n. 

 

                                                           
1
  Theorem : the order of any element  a in abelian group G divided the order of G.   
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AAppppeennddiixx      BB                                                                                                                                                                                                                        
EExxaammpplleess  

 

Example (1) 
      Let G = {7, –7}, and the operation is the normal multiplication 
(·), now    ( {7, –7}, · ) is abelian group from the following table: 

· 7 –7 

7 7 –7 

–7 –7 7 

 

Example (2)  
      Let H = {0,2,0}, G = Z , and the operation is +6 , then ({0,2,0},+6 

) is a subgroup of  Z  as the following table: 

+6 0 2 0 

0 0 2 0 

2 2 0 0 

0 0 0 2 

 

Examples (3) 
 1- Show that (Z ,+ ) is cyclic group . 
 2- Show that (Ze ,+ ) is cyclic group 1. 

Solution: 
1- Since + is normal additive operation , 

    then  <a> = {n · a : n  Z } 

    and Z = <7> , 
    and (Z ,+) is a cyclic group generated by 7 .  
2- Since  <2> = {2 , 0 , 6 , 8 , …}, 
    then <2> = Ze ,  
    and (Ze ,+) is a cyclic group generated by 2 . 

                                                           
1
  Ze is the set of even integer numbers ,and Z is the set of all integer numbers. 
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Example (4) 
      The elements of F22 are {0, 7, 2, …,22}. Let us take the 
following arithmetic on the field F22: 

(i) (72 + 20) mod 22 = 9,  
(ii) (8 · 9) mod 22 = 2,  
(iii) (8 –7

) mod 22 = 2. 
 

Examples (5) 
      Construct F2

3  
Solution: 

Let  f (x)= x
3
 + x + 1, Since f(1) = f(0) = 1  0, 

 f  is irreducible polynomial . 

 F2
3
 = { b2

2
 +

 
b1 + b0   : b0  , b1 , b2  F2  & 3

 +  +1 = 0 }. 

 
 
 
 
 

F2
3
  = { 0,2

,,1,2
+,2

+1,  +1, 2
+ +1}  

       where 2
 =7+  

 
 

       

 

      In the following tables the addition and multiplication operations 
in F2

2 are describe: 

+2 0 1  2 1+ 1+2 +2 1++2
 

0 0 1  2 1+ 1+2 +2 1++2
 

1 1 0 1+ 1+2 
 2 1++2 +2

 

  1+ 0 +2 1 1++2 2 1+2
 

2
 2

 1+2
 +2

 0 
1++2

 1 
 1+ 

1+ 1+  1 1++2 0 +2 1+2 2
 

1+2
 1+2

 2
 1++2

 1 
+2

 0 
1+2 

 

+2
 +2

 1++2
 2 

 1+2 1+ 0 1 

1++2
 1++2

 +2
 1+2 1+ 2 

 1 0 

 
  

b2 b1 b0 

0  0 0 

1 0 0 

0 1 0 

0 0 1 

1 1 0 

1 0 1 

0 1 1 

1 1 1 
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·2 0 1  2 1+ 1+2 +2 1++2
 

0 0 0 0 0 0 0 0 0 

1 0 1  2 1+ 1+2 +2 1++2
 

 0  2
 1+ +2

 1 
1++2 1+2

 

2
 0 2

 1+ +2 1++2
  1+2 1 

1+ 0 1+ +2
 1++2 1+2

 2 1 
 

1+2
 0 1+2

 1  2
 1++2 1+ +2

 

+2
 0 +2

 1++2
 1+2 1 1+ 

 2
 

1++2
 0 1++2

 +2
 1 

 +2 2 1+ 

 
      In this representation, F2

2 can be generated by the powers of   
g = (770): 

g
0
 = (007)          g

7
 = (770)         g

2 
= (070)           g

2
 = (777) 

g
0
 = (700)          g

5
 = (707)         g

6
 = (077)          g

1
 = g

0
 = (007). 

 The multiplicative identity for the field is g
0
 = (001). The 

multiplicative inverse of g5
 = (101) is g-5 mod 7

 = g
2 mod 7

 = (010).  

To verify this, see that 

(101) (010) = (2
 + 1) () mod f() 

                 = (3
 +  ) mod f() 

                 = 1 

                 = (001), This is the multiplicative identity. 
 

Example (6) 
      For the finite field F2

0 use an optimal normal basis 
representation to compute (0 7 0 0) (7 7 0 7) and  (7 0 7 0)

70
 

Solution: 
      The elements of F2

0 are all binary strings of length 0, and its of 
type I ONB .  
 
Setup for Multiplication  

 f(x)= x
0
 + x

2
 + x

2
+ x + 7. The set of polynomials {x,x

2
, x

0
, x

8
} 

forms a normal basis of F2
0 over F2.  

The rows of A are constructed as follows: 
Row 0: x mod f(x) = x = (0 0 7 0) 

Row 7: x
2
 mod f(x) = x

2 
= (0 7 0 0) 

Row 2: x
0
 mod f(x) = x

2
 + x

2
 + x + 7 = (7 7 7 7) 

Row 2: x
8
 mod f(x) = x

2 
= (7 0 0 0) 
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Hence the A will be





















0001

1111

0010

0100

A ,  

and it’s inverse will be 





















1111

0001

0010

1000

A
1  

 
The rows of T' are constructed as follows: 
Row 0:  x . x mod f(x) = x

2 
= (0 7 0 0) 

Row 7:  x . x
2
 mod f(x) = x

2 
= (7 0 0 0) 

Row 2:  x . x
0
 mod f(x) = x

5
 mod f(x) = 7 = (0 0 0 7) 

Row 2:  x . x
8
 mod f(x) = x

9
 mod f(x) = x

2
 + x

2
 + x + 7 = (7 7 7 7) 

Hence the T   will be 





















1111

1000

0001

0010

T ,  

and then 



















 

0100

1111

1000

0010

ATT
1  

Thus the product terms are: 
l0,0 = T(0,0) = 0,    l7,0 =T(2,2) = 0,    l2,0 = T(2,2) = 7,     l2,0 = T(7,7) = 

0, 

l0,7 = T(7,0) = 0,    l7,7 =T(0,2) = 0,    l2,7 = T(2,2) = 7,     l2,7 = T(2,7) = 

7, 

l0,2 = T(2,0) = 7,    l7,2 =T(7,2) = 7,    l2,2 = T(0,2) = 0,     l2,2 = T(2,7) = 

0, 

l0,2 = T(2,0) = 0,    l7,2 =T(2,2) = 7,    l2,2 = T(7,2) = 0,     l2,2 = T(0,7) = 

7. 

 Multiplication 
      The lij terms which are 7 are: l0,2 , l7,2 , l7,2 , l2,0 , l2,7 , l2,7 , and l2,2 . 
Multiplication is defined by (a0 a7 a2 a2) (b0 b7 b2 b2) = (c0 c7 c2 c2), 
where 
c 0 = a0b2 + a7(b2 + b2) + a2(b0 + b7) + a2(b7 + b2) 

c7 = a7b2 + a2(b2 + b0) + a2(b7 + b2) + a0(b2 + b0) 

c2 = a2b0 + a2(b0 + b7) + a0(b2 + b2) + a7(b2 + b7) 
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c2 = a2b7 + a0(b7 + b2) + a7(b2 + b0) + a2(b0 + b2). 

 
 
 

Remark [55]  

      The formula for c7 in the multiplication can be obtained by 
adding a 7 to each subscript in formula for c0 (where the subscripts 
are reduced modulo 0). The formula for c2 can be obtained by 
adding 2 to each subscript in the formula for c0 and reducing the 
subscripts modulo 0. The formula for c2 can likewise be obtained. 
 
Now,  (0 7 0 0) (7 7 0 7) = (c0 c7 c2 c2), where 
c 0 = 0(0) + 7(0 + 7) + 0(7 + 7) + 0(7 + 7) = 7 

c7 = 7(7) + 0(7 + 7) + 0(7 + 0) + 0(0 + 7) = 7 

c2 = 0(7) + 0(7 + 7) + 0(0 + 7) + 7(7 + 7) = 0 

c2 = 0(7) + 0(7 + 0) + 7(7 + 7) + 0(7 + 0) = 0, 

then (0 7 0 0) (7 7 0 7) = (7 7 0 0). 

 Exponentiation using Optimal Normal Bases 
The squaring (a0 a7 a2 a2)

2
 = (a0 a7 a2 a2) (a0 a7 a2 a2) = (c0 c7 c2 c2), 

 Where 
c 0 = a0a2 + a7(a2 + a2) + a2(a0 + a7) + a2(a7 + a2) = a2

2
 = a2 

c7 = a7a2 + a2(a2 + a0) + a2(a7 + a2) + a0(a2 + a0) = a0
2
 = a0 

c2 = a2a0 + a2(a0 + a7) + a0(a2 + a2) + a7(a2 + a7) = a7
2
 = a7 

c2 = a2a7 + a0(a7 + a2) + a7(a2 + a0)  + a2(a0 + a2) = a2
2
 = a2. 

Thus (a0 a7 a2 a2)
2
 = (a2 a0 a7 a2) can be calculated with a simple 

rotation of (a0 a7 a2 a2).  
(7 0 7 0)

70
= (7 0 7 0)

2
 * (7 0 7 0)

2 
* (7 0 7 0)

2 
* (7 0 7 0)

2 
* (7 0 7 0)

2
 

              
       = (0 7 0 7) * (0 7 0 7) * (0 7 0 7) * (0 7 0 7) * (0 7 0 7) 

                = (0 7 0 7)
2
 * (0 7 0 7)

2 
* (0 7 0 7) 

                = (7 0 7 0) * (7 0 7 0) *  (0 7 0 7) 

                = (7 0 7 0)
2
 * (0 7 0 7) 

                = (0 7 0 7) * (0 7 0 7) 

                = (7 0 7 0). 

      In this representation, F2
0 can be generated by the powers of  

      = (7700): 

0
 = (7777)          7

 = (7700)         2 
= (0770)         2

 = (0700) 

0
 = (0077)          5

 = (7070)         6
 = (0070)         1

 = (0777) 

8
 = (7007)          9

 = (7000)         70
 = (0707)        77

 = (7770) 

72
 = (0007)         72

 = (7707)        70
 = (7077)        75

 = 0
 = 

(7777). 
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Example(1)   
      For the finite field F2

1
 use an optimal normal basis 

representation to compute (0 7 0 0 7 7 0 0) (0 7 7 7 0 7 0 0 ) and       

(7 7 7 0 0 7 0 0 )
72

 

 
Solution: 
      The elements of F2

1
 are all binary strings of length 9, and it is  

not  of type I  or II ONB . so there is no ONB representation . 

 

Example(8)   
      For the finite field F2

9 use an optimal normal basis 
representation to compute (7 0 0 0 0 0 0 7 0)(0 7 0 0 0 0 7 0 0) and   

(7 0 7 0 7 0 7 0 7)
76

 

Solution: 
      The elements of F2

9
 are all binary strings of length 1, and it is of 

type II ONB, because of the following: 
 2 * 9 +7 = 79 which is prime, 

  (79) = 78 , and ord79(2) = 2, then  2 is primitive in F79 . 
So  f(x) = fm(x), and we can compute fm(x) as follows: 
f0(x) = 7, 

f7(x) = x + 7, 

f2(x) = x f7 (x) + f0 (x) = x
2
 + x + 7, 

f2(x) = x f2 (x) + f7 (x) = x
2
 + x

2
 +x + x + 7, 

                                = x
2
 + x

2
 + 7, 

f0(x) = x f2 (x) + f2 (x) = x
0
 + x

2
 + x + x

2
 + x + 7, 

                                = x
0
 + x

2
 + x

2
 + 7, 

f5(x) = x f0 (x) + f2 (x) = x
5
 + x

0
 + x

2
 + x + x

2
 + x

2
 + 7, 

                                 = x
5
 + x

0
 + x

2
 + x + 7, 

f6(x) = x f5 (x) + f0 (x) = x
6
 + x

5
 + x

2
 + x

2
 + x + x

0
 + x

2
 + x

2
 + 7, 

                                 = x
6
 + x

5
 + x

0
 + x + 7, 

f1(x) = x f6 (x) + f5 (x) = x
1
 + x

6
 + x

5
 + x

2
 + x + x

5
 + x

0
 + x

2
 + x + 7, 

                                 = x
1
 + x

6
 + x

0
 + 7, 

f8(x) = x f1 (x) + f6 (x) = x
8
 + x

1
 + x

5
 + x + x

6
 + x

5
 + x

0
 + x + 7, 

                                 = x
8
 + x

1
 + x

6
 + x

0
 + 7, 

f9(x) = x f8 (x) + f1 (x) = x
9
 + x

8
 + x

1
 + x

5
 + x + x

1
 + x

6
 + x

0
 + 7, 

                                 = x
9
 + x

8
 + x

6
 + x

5
 + x

0
 + x + 7, 

then f(x) = x
9
 + x

8
 + x

6
 + x

5
 + x

0
 + x + 7, i.e. x

9
 = x

8
 + x

6
 + x

5
 + x

0
 + x 

+7 

The set of polynomials {x, x
2
, x

0
, x

8
,x

76
, x

22
, x

60
, x

728
, x

256
} forms a 

normal basis of F2
9
 over F2.  
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The rows of A are constructed as follows: 
Row 0: x mod f(x)  = x = (0 0 0 0 0 0 0 7 0), 

Row 7: x
2
 mod f(x) = x

2 
= (0 0 0 0 0 0 7 0 0), 

Row 2: x
0
 mod f(x) = x

0
 = (0 0 0 0 7 0 0 0 0), 

Row 2: x
8
 mod f(x) = x

8 
= (7 0 0 0 0 0 0 0 0), 

Row 0: x
76

 mod f(x) = x
1
 . x

9 
 

                                = x
75

 + x
72

 + x
72

 + x
77

 + x
8
 + x

1
  

                               = x
6
(x

9
 + x

1
 + x

6
 + x

5
 + x

2 
+ x) 

                               = x
6
(x

8
 + x

1
 + x

0 
+ x

2
 + 7) 

                               = x
5
(x

9
 + x

8
 + x

5 
+ x

2
 + x) 

                               = x
5
(x

6
+ x

0
 + x

2
 + 7) 

                               = x
2
(x

9
+ x

1
 + x

6
 + x

2
) 

                               = x
2
(x

8
 + x

1
 + x

5
 + x

0
 + x

2 
+ x +7) 

                               = x(x
9
 + x

8
)+ x

1
 + x

6
 + x

5
 + x

2
 + x

2 

                               = x(x
6
 + x

5
 + x

0
 + x + 7)+ x

1
 + x

6
 + x

5
 + x

2
 + x

2 

                               = x
1
 + x

6
 + x

5
 + x

2
 + x + x

1
 + x

6
 + x

5
 + x

2
 + x

2 

                               = x
2
 + x 

                               = (0 0 0 0 0 7 0 7 0), 

Row 5: x
22

 mod f(x) = x
76

 . x
76 

 

                               = (x
2
 + x)

2
 

                               = x
6
 + x

2 

                               = (0 0 7 0 0 0 7 0 0), 

Row 6: x
60

 mod f(x) = x
22

 . x
22 

  

                               = (x
6
 + x

2
)
2
 

                               = x
72

 + x
0
   

                               = x
2
 . x

9
 + x

0
  

                               = x
77

 + x
9
 + x

8
 + x

1
 + x

0
 + x

2
 + x

0
 

                               = x
77

 + x
1
 + x

6 
+ x

5
 + x

0
 + x

2 
+ x + 7 

                               = x
2
(x

9
 + x

5
 + x

0 
+ x

2
 + x

2 
+ x)+ x

 
+ 7 

                               = x
2
(x

8
 + x

6
 + x

2
 + x

2
 + 7)+ x + 7 

                               = x(x
9
 + x

1
 + x

0
 + x

2
 + x)+ x + 7 

                               = x(x
8
 + x

1
 + x

6
 + x

5
 + x

2
 + 7)+ x + 7 

                               = x
9
 + x

8
 + x

1
 + x

6
 + x

0
 + x

  
+ x + 7 

                               =  x
1
 + x

5  
+ x  

                               = (0 7 0 7 0 0 0 7 0), 

Row 1: x
728

 mod f(x) = x
60

 . x
60 

  

                                = (x
1
 + x

5  
+ x)

2
  

                                = x
70

 + x
72

 + x
8
 + x

72
 + x

70
 + x

6
 + x

8
 + x

6
 + x

2
 

                                = x
70

 + x
70

 + x
2 

                                = x
5
(x

9
 + x

5
) + x

2
 

                                = x
5
(x

8
 + x

6
 + x

0
 + x + 7)+ x

2 

                                = x
0
(x

9
 + x

1
 + x

5
 + x

2
 + x)+ x

2 

                                = x
0
(x

8
 + x

1
 + x

6
 + x

0
 + x

2
 + 7)+ x

2 
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                                = x
2
(x

9
 + x

8
 + x

1
 + x

5
 + x

2
 + x)+ x

2 

                                = x
2
(x

1
 + x

6
 + x

0
 + x

2
 + 7)+ x

2 

                                = x(x
9
 + x

8
 + x

6
 + x

5
 + x

2
)+ x

2 

                                = x(x
0
 + x

2
 + x + 7)+ x

2 

                                = x
5
 + x

2
 + x

2
 + x + x

2 

                                = x
5
 + x

2
 + x 

 

                                = (0 0 0 7 0 7 0 7 0), 

Row 8: x
256

 mod f(x) = x
728

 . x
728 

  

                                = (x
5
 + x

2
 + x)

2
  

                                = x
70

 + x
8
 + x

6
 + x

8
 + x

6
 + x

0
 + x

6
 + x

0
 + x

2
 

                                = x
70

 + x
6
 + x

2
  

                                = x(x
9
 + x

5
 + x)  

                                = x(x
8
 + x

6
 + x

0
 + 7) 

                                = x
9
 + x

1
 + x

5
 + x  

                                = x
8
 + x

1
 + x

6
 + x

0
 + 7 

                                = (7 7 7 0 7 0 0 0 7). 

Thus,     





































100010111

010101000

010001010

001000100

010100000

000000001

000010000

001000000

010000000

A  

So,  





































111111111

000000001

000000010

000010001

000000100

010010000

000100010

011010001

000001000

A
1

 

The rows of T' are constructed as follows: 
Row 0:  x . x mod f(x) = x

2 
= (0 0 0 0 0 0 7 0 0), 

Row 7:  x . x
2
 mod f(x) = x

2 
= (0 0 0 0 0 7 0 0 0), 
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Row 2: x . x
0
 mod f(x) = x

5
 mod f(x) = (0 0 0 7 0 0 0 0 0), 

Row 2: x . x
8
 mod f(x) = x

9
 mod f(x) = x

8
 + x

6
 + x

5
 + x

0
 + x +7 

                                                       = (7 0 7 7 7 0 0 7 7), 

Row 0: x . x
76

 mod f(x) = x(x
2
 + x) 

                                   = x
0
 + x

2 

                                   = (0 0 0 0 7 0 7 0 0),
 

Row 5: x . x
22

 mod f(x) = x(x
6
 + x

2
) 

                                   = x
1
 + x

2 

                                   = (0 7 0 0 0 7 0 0 0),
 

Row 6: x . x
60

 mod f(x) = x(x
1
 + x

5  
+ x) 

                                   = x
8
 + x

6
 + x

2 

                                   = (7 0 7 0 0 0 7 0 0)
, 

Row 1: x . x
728

 mod f(x) = x(x
5
 + x

2
 + x) 

                                    = x
6
 + x

0
 + x

2 

                                    = (0 0 7 0 7 0 7 0 0),
 

Row 8: x . x
256

 mod f(x) = x(x
8
 + x

1
 + x

6
 + x

0
 + 7) 

                                    = x
9
 + x

8
 + x

1
 + x

5
 + x 

                                    = x
1
 + x

6
 + x

0
 + 7 

                                    = (0 7 7 0 7 0 0 0 7).  

 

Thus,                 





































100010110

001010100

001000101

000100010

001010000

110011101

000001000

000100000

001000000

T  
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So,   



































 

100001000

000100100

000101000

011000000

000000110

101000000

010010000

000010001

000000010

A.TT
1   

The product terms are: 
l0,0 = T(0,0) = 0,    l7,0 =T(8,8) = 7,    l2,0 = T(1,1) = 0,    l2,0 = T(6,6) = 

0, 

l0,7 = T(7,0) = 7,    l7,7 =T(0,8) = 0,    l2,7 = T(8,1) = 0,    l2,7 = T(1,6) = 

0, 

l0,2 = T(2,0) = 0,    l7,2 =T(7,8) = 0,    l2,2 = T(0,1) = 0,    l2,2 = T(8,6) = 

0, 

l0,2 = T(2,0) = 0,    l7,2 =T(2,8) = 0,    l2,2 = T(7,1) = 0,    l2,2 = T(0,6) = 

0, 

l0,0 = T(0,0) = 0,    l7,0 =T(2,8) = 7,    l2,0 = T(2,1) = 7,    l2,0 = T(7,6) = 

0, 

l0,5 = T(7,0) = 0,    l7,5 =T(0,8) = 0,    l2,5 = T(2,1) = 0,    l2,5 = T(2,6) = 

0, 

l0,6 = T(2,0) = 0,    l7,6 =T(5,8) = 0,    l2,6 = T(0,1) = 0,    l2,6 = T(2,6) = 

7, 

l0,1 = T(2,0) = 0,    l7,1 =T(6,8) = 0,    l2,1 = T(5,1) = 7,    l2,1 = T(0,6) = 

0, 

l0,8 = T(0,0) = 0.    l7,8 =T(1,8) = 0.    l2,8 = T(6,1) = 0.    l2,8 = T(5,6) = 

7. 

 

l0,0 = T(5,5) = 0,    l5,0 =T(0,0) = 0,    l6,0 = T(2,2) = 0,    l1,0 = T(2,2) = 

0, 

l0,7 = T(6,5) = 7,    l5,7 =T(5,0) = 0,    l6,7 = T(0,2) = 0,    l1,7 = T(2,2) = 

0, 

l0,2 = T(1,5) = 7,    l5,2 =T(6,0) = 0,    l6,2 = T(5,2) = 0,    l1,2 = T(0,2) = 

7, 

l0,2 = T(8,5) = 0,    l5,2 =T(1,0) = 0,    l6,2 = T(6,2) = 7,    l1,2 = T(5,2) = 

0, 

l0,0 = T(0,5) = 0,    l5,0 =T(8,0) = 0,    l6,0 = T(1,2) = 0,    l1,0 = T(6,2) = 

0, 
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l0,5 = T(7,5) = 0,    l5,5 =T(0,0) = 0,    l6,5 = T(8,2) = 7,    l1,5 = T(1,2) = 

7, 

l0,6 = T(2,5) = 0,    l5,6 =T(7,0) = 7,    l6,6 = T(0,2) = 0,    l1,6 = T(8,2) = 

0, 

l0,1 = T(2,5) = 0,    l5,1 =T(2,0) = 7,    l6,1 = T(7,2) = 0,    l1,1 = T(0,2) = 

0, 

l0,8 = T(0,5) = 0.    l5,8 =T(2,0) = 0.    l6,8 = T(2,2) = 0.    l1,8 = T(7,2) = 

0. 

 

l8,0 = T(7,7) = 0,       

l8,7 = T(2,7) = 0,      

l8,2 = T(2,7) = 0,      

l8,2 = T(0,7) = 7,      

l8,0 = T(5,7) = 0,      

l8,5 = T(6,7) = 0,     

l8,6 = T(1,7) = 0,      

l8,1 = T(8,7) = 0,       

l8,8 = T(0,7) = 7.      

 Multiplication 

      The lij terms which are 7 are: l0,7 , l7,0 , l7,0 , l2,0 , l2,1 , l2,6 , l2,8 , l0,7 , 

l0,2 , l5,6 , l5,1 , l6,2 , l6,5 , l1,2 , l1,5 , l8,2  and  l8,8 . 

Multiplication is defined by  
(a0 a7 a2 a2 a0 a5 a6 a1 a8) (b0 b7 b2 b2 b0 b5 b6 b1 b8) = (c0 c7 c2 c2 c0 c5 c6 c1 

c8), where 
c0 = a0b7 + a7(b0 + b0) + a2(b0 + b1) + a2(b6 + b8) + a0(b7 + b2) +           

a5(b6 +b1) + a6(b2 + b5) + a1(b2 + b5) + a8(b2 + b8), 

c7 = a7b2 + a2(b7 + b5) + a2(b5 + b8) + a0(b1 + b0) + a5(b2 + b2) +           

a6(b1 +b8) + a1(b0 + b6) + a8(b2 + b6) + a0(b0 + b0), 

c2 = a2b2 + a2(b2 + b6) + a0(b6 + b0) + a5(b8 + b7) + a6(b2 + b0) +           

a1(b8 +b0) + a8(b5 + b1) + a0(b0 + b1) + a7(b5 + b7), 

c2 = a2b0 + a0(b2 + b1) + a5(b1 + b7) + a6(b0 + b2) + a1(b0 + b5) +           

a8(b0 +b7) + a0(b6 + b8) + a7(b5 + b8) + a2(b6 + b2), 

c0 = a0b5 + a5(b0 + b8) + a6(b8 + b2) + a1(b7 + b2) + a8(b5 + b6) +           

a0(b7 +b2) + a7(b1 + b0) + a2(b6 + b0) + a2(b1 + b2), 

c5 = a5b6 + a6(b5 + b0) + a1(b0 + b2) + a8(b2 + b0) + a0(b6 + b1) +           

a7(b2 +b2) + a2(b8 + b7) + a2(b1 + b7) + a0(b8 + b0), 

c6 = a6b1 + a1(b6 + b7) + a8(b7 + b0) + a0(b2 + b5) + a7(b1 + b8) +           

a2(b2 +b0) + a2(b0 + b2) + a0(b8 + b2) + a5(b0 + b5), 

c1 = a1b8 + a8(b1 + b2) + a0(b2 + b5) + a7(b0 + b6) + a2(b8 + b0) +           

a2(b0 +b5) + a0(b7 + b2) + a5(b0 + b2) + a6(b7 + b6), 

c8 = a8b0 + a0(b8 + b2) + a7(b2 + b6) + a2(b5 + b1) + a2(b0 + b7) +           

a0(b5 +b6) + a5(b2 + b0) + a6(b7 + b0) + a1(b2 + b1). 
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Thus (7 0 0 0 0 0 0 7 0)(0 7 0 0 0 0 7 0 0) = (c0 c7 c2 c2 c0 c5 c6 c1 c8), 

where 
c0 

=7(7)+0(0+0)+0(0+0)+0(7+0)+0(7+0)+0(7+0)+0(0+0)+7(0+0)+0(0+
0) 

    = 7, 

c7 = 0 + 0 + 0 + 0 + 0 + 0 + 7(0+7) + 0 + 7(0+0) 

    = 7, 

c2 = 0 + 0 + 0 + 0 + 0 + 7(0+0) + 0 + 7(0+0) + 0 

    = 0, 

c2 = 0 + 0 + 0 + 0 + 7(0+0) + 0 + 7(7+0) + 0 + 0 

    = 7, 

c0 = 0 + 0 + 0 + 7(7+0) + 0 + 7(7+0) + 0 + 0 + 0 

    = 0, 

c5 = 0 + 0 + 7(0+0) + 0 + 7(7+0) + 0 + 0 + 0 + 0 

    = 7, 

c6 = 0 + 7(7+7) + 0 + 7(0+0) + 0 + 0 + 0 + 0 + 0 

    = 0, 

c1 = 0 + 0 + 7(0+0) + 0 + 0 + 0 + 0 + 0 + 0 

    = 0, 

c8 = 0 + 7(0+0) + 0 + 0 + 0 + 0 + 0 + 0 + 0 

    = 0. 

Then, (7 0 0 0 0 0 0 7 0)(0 7 0 0 0 0 7 0 0) = (7 7 0 7 0 7 0 0 0). 

 Exponentiation using Optimal Normal Bases 

The squaring  
(a0 a7 a2 a2 a0 a5 a6 a1 a8)

2 = (a0 a7 a2 a2 a0 a5 a6 a1 a8)(a0 a7 a2 a2 a0 a5 a6 a1 

a8)            

                                     = (c0 c7 c2 c2 c0 c5 c6 c1 c8), 

 Where 
c0 = a0a7 + a7(a0 + a0) + a2(a0 + a1) + a2(a6 + a8) + a0(a7 + a2) +           

a5(a6 +a1) + a6(a2 + a5) + a1(a2 + a5) + a8(a2 + a8) 

     = a8
2
 = a8 

c7 = a7a2 + a2(a7 + a5) + a2(a5 + a8) + a0(a1 + a0) + a5(a2 + a2) +           

a6(a1 +a8) + a1(a0 + a6) + a8(a2 + a6) + a0(a0 + a0) 

     = a0
2
 = a0 

c2 = a2a2 + a2(a2 + a6) + a0(a6 + a0) + a5(a8 + a7) + a6(a2 + a0) +           

a1(a8 + a0) + a8(a5 + a1) + a0(a0 + a1) + a7(a5 + a7) 

     = a7
2
 = a7 

c2 = a2a0 + a0(a2 + a1) + a5(a1 + a7) + a6(a0 + a2) + a1(a0 + a5) +           

a8(a0 + a7) + a0(a6 + a8) + a7(a5 + a8) + a2(a6 + a2) 

     = a2
2
 = a2 

c0 = a0a5 + a5(a0 + a8) + a6(a8 + a2) + a1(a7 + a2) + a8(a5 + a6) +           

a0(a7 + a2) + a7(a1 + a0) + a2(a6 + a0) + a2(a1 + a2) 
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     = a2
2
 = a2 

c5 = a5a6 + a6(a5 + a0) + a1(a0 + a2) + a8(a2 + a0) + a0(a6 + a1) +           

a7(a2 +a2) + a2(a8 + a7) + a2(a1 + a7) + a0(a8 + a0) 

     = a0
2
 = a0 

c6 = a6a1 + a1(a6 + a7) + a8(a7 + a0) + a0(a2 + a5) + a7(a1 + a8) +           

a2(a2 +a0) + a2(a0 + a2) + a0(a8 + a2) + a5(a0 + a5) 

     = a5
2
 = a5 

c1 = a1a8 + a8(a1 + b2) + a0(a2 + a5) + a7(a0 + a6) + a2(a8 + a0) +           

a2(a0 +a5) + a0(a7 + a2) + a5(a0 + a2) + a6(a7 + a6) 

     = a6
2
 = a6 

c8 = a8a0 + a0(a8 + a2) + a7(a2 + a6) + a2(a5 + a1) + a2(a0 + a7) +           

a0(a5 +a6) + a5(a2 + a0) + a6(a7 + a0) + a1(a2 + a1) 

     = a1
2
 = a1 

Thus (a0 a7 a2 a2 a0 a5 a6 a1 a8)
2
 = (a8 a0 a7 a2 a2 a0a5 a6 a1) can be 

calculated with a simple rotation of (a0 a7 a2 a2).  
(7 0 7 0 7 0 7 0 7)

76
 =(7 0 7 0 7 0 7 0 7)

2
*(7 0 7 0 7 0 7 0 7)

2
*(7 0 7 

0 7 0 7 0 7 )
2
 *(7 0 7 0 7 0 7 0 7)

2
*(7 0 7 0 7 0 7 0 7)

2
*(7 0 7 0 7 0 7 

0 7)
2
 *(7 0 7 0 7 0 7 0 7)

2
 *(7 0 7 0 7 0 7 0 7)

2
                                                  

          
            = (7 7 0 7 0 7 0 7 0)*(7 7 0 7 0 7 0 7 0)*(7 7 0 7 0 7 0 

70)*  (7 7 0 7 0 7 0 7 0) * (7 7 0 7 0 7 0 7 0) * (7 7 0 7 0 7 0 7 0) * (7 

7 0 7 0 7 0 7 0) * (7 7 0 7 0 7 0 7 0) 

                  = (7 7 0 7 0 7 0 7 0)
2
 * (7 7 0 7 0 7 0 7 0)

2 
* (7 7 0 7 0 7 0 

7 0)
2
* (7 7 0 7 0 7 0 7 0)

2 

                  = (0 7 7 0 7 0 7 0 7) * (0 7 7 0 7 0 7 0 7)
 
* (0 7 7 0 7 0 7 0 

7) * (0 7 7 0 7 0 7 0 7)
 

                  = (0 7 7 0 7 0 7 0 7)
2
 * (0 7 7 0 7 0 7 0 7)

2
 

                  = (7 0 7 7 0 7 0 7 0) * (7 0 7 7 0 7 0 7 0)  

                  = (7 0 7 7 0 7 0 7 0)
2
  

                 = (0 7 0 7 7 0 7 0 7). 

 

 

Example (9)  
      The following are some examples of congruences or 
incongruences: 
    25 ≡ 77 (mod 72)              since 72 \ (25 − 77), 

                                          since                         . 

 

Example(11) 
      Find the quadratic residues and quadratic nonresidue for 
modulo 5,1,77,72, respectively. 

Solution: 

25 ≡ 72 (mod 77)   77 \ (25 –
72)   
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 Modulo 5, the integers 7,0 are quadratic residues , while 
2,2 are quadratic nonresidues ,since 

 72  02 
 7,                          22  22  0. 

 Modulo 1, the integers 7,2,0 are quadratic residues , 
while 2,5,6  are quadratic nonresidues ,since                 

 72 
  62 

 
 7,                         22  52  0, 

 22  
 02  2. 

 Modulo 77, the integers 7,2,0,5,9 are quadratic residues , 
while  2,6,1,8,70  are quadratic nonresidues ,since                  

 72 
 702 

 7,                       22 
 92  0,  

 22  82 
 9,                        02  

 12 
 5, 

 52  62   2. 

 Modulo 72, the integers 7,2,0,9,70,72 are quadratic 
residues ,  

              While 2,5,6,1,8,77  are quadratic nonresidues . 
      Now to check the above examples by easy way we look at 
following tables: 

b b
2 

 b b
2 

 b b
2 

 b b
2 

0 0 0 0 0 0 0 0 

7 7 7 7 7 7 7 7 

2 0 2 0 2 0 2 0 

2 0 2 2 2 9 2 9 

0 7 0 2 0 5 0 2 

  5 0 5 0 5 72 

  6 7 6 2 6 70 

    1 5 1 70 

    8 9 8 72 

    9 0 9 2 

    70 7 70 9 

      77 0 

      72 7 

Modulo5 Modulo 1 Modulo 77 Modulo 72 

Example (11)  
      Let p=1 Then,  



Appendix   B                                                                                                            Examples 

 

 727 

.1
7

6

7

5

7

3

,1
7

4

7

2

7

1























































  

 

Example (12) 
      We will compute the values of  ai(mod 11) for i = 7, 2, 2, …, 70 
in the following table: 
                                                                                                       
 
 
 
 
 
 
 
 
 
 
 
 
 
 
ord77(7) = 7, 

ord77(2) = ord77(6) = ord77(1) = ord77(8)=70, 

ord77(70) = 2. 

 

Example (13)  
Let us compute the values of (n) for  i = 7 , 2 , 2 ,…, 70 , 700 , 707 

, 702 , 702 in the following table: 

n 7 2 2 0 5 6 1 8 9 70 700 707 702 702 

(n) 7 7 2 2 0 2 6 0 6 0 00 700 22 702 

 

Example (14) 
      Determine whether 1 is primitive root of 05. 

Solution: 

  Since      gcd (1,05) = 7, 

  and            17  1 (mod 05),                   12 
 0 (mod 05), 

 12  28 (mod 05),                 10  76 (mod 05), 

a a
2 

a
2 

a
0 

a
5 

a
6 

a
1 

a
8 

a
9
 a

70 

1 7 1 1 1 1 1 1 1 1 

2 4 8 5 10 9 7 3 6 7 

3 9 5 4 7 3 9 5 4 1 

4 5 9 3 7 4 5 9 3 1 

5 3 4 9 7 5 3 4 9 1 

6 3 7 9 10 5 8 4 2 7 

7 5 2 3 10 4 6 9 8 7 

8 9 6 4 10 3 2 5 7 7 

9 4 3 5 7 9 4 3 5 1 

10 7 10 1 10 1 10 1 10 1 
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 15  22 (mod 05),                 16  79 (mod 05), 

 11  02 (mod 05),                 18  27 (mod 05), 

 19 
 21 (mod 05),                 170  20 (mod 05), 

 177  72 (mod 05),                172 
 7 (mod 05). 

Thus, ord05(1) = 72. 

But    (05) = 20  since: 

.44,43,42,41,40,39,38,37,36,35,34,33,32,31,30,29,28,27,26

,25,24,23,22,21,20,19,18,17,16,15,14,13,12,11,10,9,8,7,6,5,4,3,2,1

Thus 1 is not a primitive root of 05. 
 

Example (15)  
      Let n = 5. Then there are five residue classes modulo 5, 
namely the set: 
  [0]5 = {…, -75, -70, -5, 0, 5, 70, 75, 20 …}, 

  [7]5 = {…, -70, -9, -0, 7, 6, 77, 76, 27 …}, 

  [2]5 = {…, -72, -8, -2, 2, 1, 72, 71, 22 …}, 

  [2]5 = {…, -72, -1, -2, 2, 8, 72, 78, 22 …}, 

  [0]5 = {…, -77, -6, -7, 0, 9, 70, 79, 20 …}. 

 

Example (16) 
      Compute the index of 75 base 6 modulo 709. 
[i.e.   6ind

6
75

 (mod 709) = 75]. 

Solution: 
      To find the index, we just successively perform the 
computations  
6k

 (mod 709) for k = 7 , 2 , 2  … until we find a   suitable k such that 
6k

 (mod 709) = 75:  

 67 
 6 (mod 709),                             62 

 26 (mod 709),   

 62 
 701 (mod 709),                         60 

 91 (mod 709),   

 65 
 21 (mod 709),                           66 

 0 (mod 709),   

 61 
 20 (mod 709),                           68 

 25 (mod 709),   

 69 
 707 (mod 709),                         670 

 67 (mod 709),   

 677 
 29 (mod 709),                          672 

 76 (mod 709),   

 672 
 96 (mod 709),                          670 

 27 (mod 709),   

 675 
 11 (mod 709),                          676 

 26 (mod 709),   

 671 
 01 (mod 709),                          678 

 60 (mod 709),   

 679 
 51 (mod 709),                          620 

 75 (mod 709).   

Since k = 20 is the smallest positive integer  620 
 75(mod709) 

Thus ind675 (mod 709) = 20. 
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Example (17) 
      Compute the index of 76 base 1 modulo 05. 

Solution: 
      To find the index, we just successively perform the 
computations 1k

 (mod 05) for k = 7 , 2 , 2  … until we find a   
suitable k such that 6k

 (mod 709) = 76: 

 17 
 1 (mod 05),                             12  

 0 (mod 05),   

 12 
 28 (mod 05),                           10  76 (mod 05),   

Since k = 0 is the smallest positive integer  10 
 76 (mod 05), 

Thus ind176 (mod 05) = 0. 
 

Example (11) 
      An elliptic curve over F2

0 an optimal normal basis 
representation is used for the elements of F2

0. Consider the non-
supersingular curve over F2

0 defined by the equation   

.xxyy
332   

The solution over F2
0 to the elliptic curve equation is: 

).,(),,(),,(),,(

),,(),0,(),,(),,(),,(),0,(),,(,

),(),,(),,(),,(),,(),,(),0,(),,0(

1413213912812

11111113838666115

357434113539







 

       
      Since there are 79 solutions to the equation in F2

4 the group 
E(F2

0
) has 79 + 7 = 20 elements. This group turns out to be a cyclic 

group of order 20. if we take G = (2
, 5

) and use the addition 
formulae, we find that 

 

OG20),(G19

),(G18),(G17)0,(G16

),(G15),(G14),(G13

),(G12),(G11)0,(G10

),(G9),(G8),(G7

),(G6),(G5)0,(G4

),(G3),(G2),(G1

113

388123

2133453

388123

2133453

388123

2133453




























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AAppppeennddiixx      CC                                                                                                                                      
FFoorrmmuullaass33  FFoorr  TThhee  GGrroouupp  OOppeerraattiioonn  
 
      Let E be an elliptic curve with usual Weierstrass  equation 

E(x , y) = y
2
 + a3xy + a1y  x

1
  a2x

2
  a4x  a6 = 0, 

and let P0 = (x0 , y0)  E, to calculate  P0 we take the line L through 

P0 and O and find its third point of intersection with E. the line L is 
given by: 

                         L:  x  x0 = 0 . 

Substituting this into the equation for E,  

then E(x0 , y) has roots y0  and 0y   , where  P0 = )y,x( 00  .  

Writing out  
                   )yy)(yy(c)y,x(E 000   

but 0 axa  xa  xy a y xa  y)y,x(E 604
2
02

3
0301

2
0   

                         0 axa  xa  x)y a  x(a  y 604
2
02

3
0301

2   

now comparing the coefficients of y
2
 gives c = 3, and then the 

coefficients of y gives 0y  =  y0  a3 x0  a1 . this yields 

                                P0 = )axay,x( 30100  . 

 Then for E defined over R or Fp , as we  remembered, E has the 
following formula: 

        64
32

axax  y:E   , so for any P = (x3 , y2)  E,  

                                       
)axay,x(P

0

31

0

111



   

then )y,x(P 11    

 Then for E defined over F2
m

, as we  remembered, E has the 
following formula: 

        6
2

2
32

axax xy y:E   , so for any P = (x3 , y3)  E,  

                                
)axay,x(P

0

31

1

111



   

                                                           
1
 All these formulas come from the reference [64]  
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then )xy,x(P 111   . 

since the addition and subtraction are  equivalent operations in F2
m

 

, then 
                               )xy,x()xy,x(P 111111   

next we derive a formula for the addition law. 
Let P3 = (x3 , y3) and P2 = (x2 , y2) be points of E. If x3 = x2 and 

0axa y y 32121  , then from the above formula  P3+P2= 0. 

Otherwise the line L through P3 and P2  has an equation of the form: 

                                   L: y = x + v. 

(formulas for  and v are given below.) Substituting this into the 

equation for E, then E(x , x + v) has roots x3 , x2 , x1 , where           

P1 = (x1 , y1) is the third point of L  E. ( where P3 + P2 + P1  = 0) 

while Writing out  
                   )xx)(xx)(xx(c)vx,x(E 321   

)xxxxxxxxxx)xxx(x(c

)xxxxxxxxxxxxxxxxxxx(c

)xx)(xxxxxxx(c

3213132
2

312
3

3213132
2

321
2

1
2

2
3

32112
2




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but 

64
2

2
3

31
2

axaxax)vx(a)vx(xa )vx()vx,x(E       

       

63
2

431
2

21
23

64
2

2
3

331
2

1
222

avavx)aavav2(x)aa (x

axaxaxvaxavxaxa vxv2x




 

so from comparing the coefficients of x1 and x
2  yields c = 3 and  

                           )xxx( 312  = )aa ( 21
2  . 

Then 1221
2

3 xxaa x  , and substituting into the equation 

for L gives y1 = x1 + v. finally, to find P3 + P2 =  P1  , we apply the 
negation formula found above to P1 . These are summarized as 
follows: 
 

Group Law Algorithm Let E be an elliptic curve given by a 
Weierstrass  equation 
                     E: y

2
 + a3xy + a1y = x

1
 + a2x

2
 + a4x + a6 . 

(a) let P0 = (x0 , y0)  E. then  

                                 P0 = )axay,x( 30100  . 

Now let  

                     P3 + P2 =  P1  with Pi = (xi , yi)  E. 

(b) if   x3 = x2 and 0axa y y 32121  , then  

                                     P3 + P2 = 0. 

Otherwise, let  
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and 





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




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
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12
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114
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12
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1221

xxif
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y2xa x3

xxif
xx
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v
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(then y = x + v is the line through P3 and P2 , or tangent to E if       
P3 = P2.) 

 

(c) P1 = P3 + P2 is given by  

                                1221
2

3 xxaa x   

                        3313 avx)a (y  . 

 

 Then for E defined over R or Fp , as we  remembered, E has the 
following formula: 

                  64
32

axax  y:E  ,  

so for any P3 = (x3 , y3) and P2 = (x2 , y2)  E such that x3  x2  ,   

and let P1 =  (x1 , y1) = P3 + P2 , 

then   
  21

0

2

0

1
2

3 xxaax 



 

                       21
2

xx  , 

                

0
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0

13 avx)a(y


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12

311312121

xx

)x (xy)x (xy)x x(y




  



Appendix   C                                                                   Formulas For The Group Operation 

 

 326 

                      

)x x(y

xx

)x x()y (y

)x x(

)x x(y

xx

)x x()y (y)x x(y

311

12

3112

12

121

12

3112121




















 

when P = (x3 , y3), such that  x3  0, then 2P = (x2 , y2), where 
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 Then for E defined over F2
m

, as we  remembered, E has the 
following formula: 
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CChhaapptteerr OOnnee  
IInnttrroodduuccttiioonn 

 
 

(1.1) Introduction 
      Classically, the making and breaking of secret codes has 
usually been confined to diplomatic and military practices. With the 
growing quantity of digital data stored and communicated by 

electronic dataprocessing systems, organizations in both the 
public and commercial sectors have felt the need to protect 
information from unwanted intrusion. indeed, the widespread use 
of electronic funds transfers has made privacy a pressing concern 
in most financial transactions. There has thus been a recent surge 
of interest by mathematicians and computer scientists in 
cryptography 1 which is the science of making  the communications 
unintelligible to all except authorized parties. Cryptography is the 
one of the known practical means for protecting information 
transmitted through public communications networks, such as 
those using telephone lines, microwaves or satellites [1]. 
 
      The history of cryptography is long and fascinating, and a very 
significant turning point came in 1796 when two researchers from 
Stanford, Whitfield Diffie and Martin Hellman, published their paper 
“New Directions in Cryptography” [2]. In that paper, they introduced 
the revolutionary concept of public key cryptography [3]. EC 
systems as applied to cryptography were first proposed in 1795 
independently by Neal Koblitz from the University of Washington, 
and Victor Miller, who was then at IBM, Yorktown Heights [4], [5], 
[6]. In contrast, of the history of public key cryptosystem, the elliptic 

curves are not new to the field of Number Theory  they have been 

                                                 
1
 The word cryptography comes from the Greek kryptos meaning hidden and graphein 

meaning to write. 
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studied and scrutinized for most of this past century. But the 
application of elliptic curves to the field of cryptography is a recent 
phenomenon, beginning barely 11 years ago [9]. The Elliptic Curve 
Cryptosystem (ECCs) was thus created [3]. The proposed ECCss 
are analogs of existing schemes. it is possible to define analogs of 
public-key cryptosystems that are based on the Discrete Logarithm 
Problem (DLP) (such as ElGamal encryption and the DSA  for 
instance) [9]. Since then, numerous researchers and developers 
have spent years researching the strength of ECCs and improving 
techniques for its implementation [3]. 
 
      Today, it offers those looking for a smaller and faster public 
key cryptosystem, a practical and secure technology, even for the 
most constrained environments. based on the Discrete Logarithm 
Problem in the multiplicative group of a finite field [3]. The security 
of this scheme based on intractability of DLP in the multiplicative 
group of a large finite field [6], [7]. Elliptic Curve Discrete Logarithm 
Problem (ECDLP) appears to be much harder than the DLP in the 
other group, such as Digital Signature Algorithm (DSA) problem 
and Integer Factorization Problem (IFP) ( i.e Rivest-Shamir-
Adleman public key encryption scheme (RSA). Hence ECCs can 
match the security of the other cryptosystems while using smaller 
key [7]. For example, Table (1.1), illustrates that [11]. 

 

Table (1.1): Key Size 

Time to break 
(in MIPS2 years) 

RSA key size 
(in bits) 

ECC key size 
(in bits) 

RSA/ECC key 
size ratio 

114
 

118
 

1111
 

1121
 

1188
 

512 
868 
1124 
2148 

21111 

161 

132 

161 

211 

611 

5 : 1 

6 : 1 

8 : 1 

11 : 1 

35 : 1 

 

 
 
 
 

                                                 
2
  Million Instructions Per Second. 
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(1.2) Literature Review       

      As we said, EC Cryptographic schemes were proposed 
independently in 1795 by Neal Koblitz and Victor Miller. They are 
the EC analogues of schemes based on the DLP where the 
underlying group is the group of points on an EC defined over a 
finite field .  
 
        After the above work which is the outline of the creating of 
ECCs, all researchers3 which are working in the subject of ECCs , 
distribute their works −as we think− into eight directions, let us 
arrange them as follows: 
 

(1.2. 1) “Mathematical Contributions of Elliptic Curve 

Cryptography”. This direction is very important to the reader 

who is beginning in study of ECCg , let us classify this 
direction into three ways, as follows: 

 

(1.2.1.1) “Mathematics of Elliptic Curve”. where this 

way concludes the papers which are talking about the 
mathematics of EC only without cryptography like [11], 
where in 2111, this paper explains the group structure of 
elliptic curves, and giving the equations for adding and 
doubling points on ECs. A basic background of 
arithmetic of elliptic curves over fields of characteristic 2 
is given in [12] in 2111. This will include formulas for the 
group operations on an EC over a field of characteristic 
2. This paper will also discuss the underlying field 
operations, particularly multiplication. And [11], where in 
2111 also, this paper is an overview of the mathematics 
of elliptic curves. [11] is better than [12] and [11] because 
it is  more illustrative. 

 

(1.2.1.2) “Mathematics of Elliptic Curve Cryptography”  

where  this way conclude the papers which are talking 
about the mathematics of Elliptic Curve Cryptography 
ECCg, and all these papers assumed that the reader 
has a basic understanding of cryptography and 
additionally, has a basic understanding of abstract 

                                                 
3
 when we search in the internet for looking for the researches in our object, we find a lot of 

these researches. But not all have a date for published it, we will mention the research which 
have a date for published it 
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algebra and elementary number theory, like [13], where 
in 2112, this paper is as a tutorial to ECCg, and the 
motivation of this paper is to provide the reader with 
facts about the use of Elliptic Curves in Cryptography, so 
lots of (beautiful) mathematics is not included. And in 
2112 and 2114, [14] and [15] respectively present a notes 
on ECCg, −as we think− [13] is more illustrative than [14] 
and [15] in details.  

 

(1.2.1.3)  “Mathematics of Elliptic Curve and 

Mathematics of Elliptic Curve Cryptography” where, 

in 2111 [16] is talking in the same time about the 
mathematics of EC and of ECCg and also talking on 
attack of ECCg4. 

 

(1.2. 2) “Elliptic Curve Cryptography over finite field” in this 

direct we find six papers, when the reader read this subject, 
he may thinking about it as a mathematics of EC  or as 
mathematics of ECCg, but in the fact these papers which we 
mention it discussion only one field and how implementing the 
EC on it in the Cryptography. let us classifying this direct into 
two ways, as follows: 

 

(1.2.2.1) “Elliptic Curve Cryptography over Binary 

Field” like [19], where in 1779, this paper described a 

method to represent points on ECs over F2
m‚ in the 

context of ECCss, using n bits. And Since n bits are 
necessary to represent a point in the general case of a 
cryptosystem over F2

m, this paper is talking about it. And  
[19], where in 2111, this paper discusses an architecture 
of finite field F2

2m multiplier using normal basis 
representation. This paper proposed architecture offers 
lower computational time and lower complexity 
architecture compared with other architecture. And [17], 
where in 2111, this paper describes in brief about the 
implementation of ECCg in Embedded System, and also 
discusses the different ways of implementation in Galois 
Field and suggests using Optimal Extension Field, so 
This paper gives brief way of currently known ways of 
implementations in embedded systems. And [21], where 

                                                 
4
 all the above papers are published for help the reader to understanding the main object of 

mathematics of Elliptic Curve Cryptography. 
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in 2113, this paper discusses generic arithmetic for 
arbitrary binary fields in the context of ECCg, and the 
implementation of this paper takes a general approach 
to implement binary field arithmetic and does not depend 
on any choice of field size or field polynomial, also this 
paper shows that this implementation is faster than other 
implementations for arbitrary field sizes. And [21], where 
in 2113, this paper demonstrate an efficient 
implementation of an EC scalar multiplication over F2

m, 
using one of the leading reconfigurable computers 
available on the market.  

 

(1.2.2.2) “Elliptic Curve Cryptography over Prime 

Field” like [22], where in 2113, this paper presents a 

study of various algorithms for performing underlying 
field arithmetic and point representation useful in 
software implementations of ECCg over prime fields as 
well as binary fields. So there is not enough papers 
talking about this direct . 

 

(1.2. 3) “Implementation of Elliptic Curve Cryptosystem ”. In 

this direction, we find six papers, these papers may be similar 
to proposition which we have in chapter four, since it designs 
and suggests in more of these papers, like [7], where in 1779, 
this paper design a processor to perform ElGamal ECCs 
scheme for non-supersinguler curve over F2

155 for having 
efficient method of multiplication, adding, squaring and 
inversing field elements. And [23], where in 1779, this paper 
concerned with the implementation of ECCs and is a 
demonstration of that implementation. Additional pertinent 
examples, illustrations and supporting computer programs are 
included to present a self-contained work. And [24], where in 
2112, this paper presents an efficient implementation of an 
ECCs and discuss theoretical and practical aspects of the 
ECCg, and this paper find a system is flexible enough to 
implement. And [25], where in 2113, this paper describes the 
system which is called  Elliptic Curve Integrated Encryption 
Scheme, which was proposed by Abdalla, Bellare and 
Rogaway , where this scheme has the advantage that its 
security has been proven under standard assumptions only. 
And also in 2113, [26] provide a short overview on how to use 
the library to create EC digital signatures, for help the reader, 
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how he great this system. And [29], where in 2114, this paper 
presents a scalable mobile cryptosystem, which installs a 
group key and an EC private/public key pair in each device to 
enable both symmetric key and public key cryptography, the 
system user should choose the best appropriate protocol, by 
taking into account the level of security range required and 
the operational cost that the user is willing to accept. 

 

(1.2. 4) “Perform Comparison of Elliptic Curve 

Cryptosystem with other well-known Public-Key 

Cryptography”. We find in this subject five papers and all 

these have the result which say that the ECCs was the better 
than any other publickey widely use, like [9], where in 1779, 
this paper made, a comparison between an application based 
on an ECCs and one based on RSA, and it finds that an 
ECCs over F2

2161 offers the same security as 1124-bit RSA. 
And [29], where in 1779, this paper provides an overview of 
current public-key cryptographic systems and compares the 
ECCs with other well known systems, and find that ECCs 
offers significant efficiency savings due to its added strength-
per-bit. And [27], where in 1777, this paper specifies public-
key cryptographic schemes based on ECCg, and this paper 
published to help ensure ongoing detailed analysis of ECCs 
by cryptographers by clearly, completely, and publicly 
specifying baseline techniques. And [31], where in 2111, this 
paper clarifies whether ECCg is better suited to be used with 
smart cards than the nowadays widely used 1124-bit RSA, 
this paper shows that the ECCs is faster than RSA for 
decrypting and signing messages. And [31], where in 2111, 
this paper describes ECCss, this paper find that although 
ECCss security has not been completely evaluated, it is 
expected to come into widespread use in various fields in the 
future because of its compactness and high performance 
when it is hardware-implemented, thus ECCss are fast and 
can be implemented with less hardware. 

 

(1.2. 5) “The Elliptic Curve Discrete Logarithm Problem”. 

Where this comes in all papers which we mention it, but the 
papers which talk about this direction only are organized as 
follows: [32], where in 1773, this paper demonstrates the 
reduction of the ECLP to the logarithm problem in the 
multiplicative group of an extension  of the underlying finite 



Chapter one                                                                                                        Introduction 

 

 8 

field, for the class of supersingular Elliptic  Curve. And [9], 
where in 1779, this paper interests in public-key 
cryptosystems that use the ECDLP to establish security, and 
to illustrate this idea, it discuss a sample implementation of 
the EC analogue of the ElGamal cryptosystem, and this paper 
find that the idea of implementing digital 
signature/identification schemes in the form of smart cards 
has quickly gained momentum. And [33], where in 1779, and 
this paper update in 2111, this paper provides an overview of 
the three hard mathematical problems which provide the 
basis for the security of publickey cryptosystems used today: 
the Integer Factorization Problem, the Discrete Logarithm 
Problem , and the ECDLP, and find that the ECCs as a 
mature technology and are now implementing it for 
widespread deployment. And [34], where in 2111, this paper 
presents the Silver-Pohlig-Hellman algorithm for computing 
Discrete Logarithms in a group. And find that the existence of 
the Silver-Pohlig-Hellman algorithm means that an encrypter 
wishing to be certain of the security of an encryption on a 
“random” EC E must know that #E(Fp

n
) is divisible by at least 

one large prime q. And [35], where in 2111, this paper 
describes the state-of-the-art in algorithms for solving the 
ECDLP, and this paper constructs the table which is 
summarizes the known attacks on the ECDLP and If an EC is 
selected that meets all the requirements in this table, then the 
ECDLP is intractable against all known attacks. 

 

(1.2. 6) “Point on an Elliptic Curve”. The count of points on 

an EC is very important, since this counting inters in the 
searching about suitable EC for cryptography, like [36], where 
in 1772, this paper explain the implementation and 
improvements of three algorithms which are designed to 
determine the number of points on an EC E over a finite field, 
this paper for application only. And [39], where in 2111, this 
paper presents two very straightforward techniques for 
counting the number of points on an EC over a finite field. 
The first amounts to the evaluation of a number of Legendre 
symbols, and the second, Shanks’ “baby-step, giant-step” 
algorithm, is based on a slightly subtler idea. The first method 
is very practical for fields of very small size, while the baby-
step, giant-step algorithm work quickly as long as the field is 
of moderate size, and in the part two of this paper given a 
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method that work for much larger field , and this paper with 
two parts is for application only. 

(1.2. 9) “Hyperelliptic Curve Cryptosystem”5. In this direction 

we find three papers only, and its organized as follows: [39], 
where in 2111, this paper outlines the issues arising from the 
implementation of a commercially secure Hyperelliptic Curve 
Cryptosystem over Optimal Extensions Fields as a followup to 
the student-devised EC product, and shown that they can be 
a feasible encryption technique. And [37], where in 2111, this 
paper development of computer architectures for the different 
algorithms needed for Hyperelliptic Curve Cryptosystem, in 
particular, development of suitable algorithms to implement 
the necessary field operations in hardware. And [41], where in 
2111, this paper introduce Hyperelliptic Curves as a basis for 
a cryptographic system, specifically, details concerning 
implementation, performance, and known attacks will be 
addressed, this paper also conclude that Hyperelliptic Curve 
Cryptosystems are currently inefficient, but that further 
research is necessary. 

 

(1.2. 9) “Searching for suitable Elliptic Curves  for 

Cryptography”. In this direction we find only two papers, and 

its organized as follows:  [3], where Academic Year 
2111/2111, this paper uses two methods to search for curves 
for the ECCs.  The first method involves the definition of an 
EC over a number of fields and then its reduction modulo 
prime ideals, the second method defines an EC over a small 
finite field and then considers it over extensions of the small 
field, results show that both methods are effective in 
searching for a suitable EC for the Cryptosystem. And [41], 
where in 2111, this paper compares methods for choosing EC 
for Cryptographic application, this includes three methods6, 
the first one is counting the number of points on randomly 
chosen curve using Satoh’s Algorithm, which is the winner 
because of its order of magnitude speed superiority, and the 
second is constructing the curve using Weil Theorem, which 
is the winner if one needs to work in F2

p for large prim p, and 
the last method is constructing the curve using the methods 

                                                 
5
  In 1797, Neal Koblitz introduced the idea of using mathematical objects called hyperelliptic 

curves as a basis for cryptosystems. 
6
 This paper did not go into the details of how the methods work. 
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of Complex Multiplication, which is third because its order of 
magnitude slowness compares with other methods.  

     

      In Iraqi Universities, the researches of ECCs in the 

Mathematical Science or Computer Science are not enough9, 
with the publish searches in the new world, although they have 
some important ideas such as [42] (2113) where in thesis proved a 
new theorem and corollary that can contribute in facilitating the 
computation process and give methods to conclude the number of 
the points of the EC without their calculation and using one of 
these theorems to propose the algorithm for random search about 
a curve with specified number of points, as well as design a 
program for implementing process of multiplying a point with a 
constant number.  and some important propositions to enhance of 
ECCs, such as [43] publishes in (2114) where this thesis proved a 
new theorem that can contribute in facilitating the computational 
process and give method to conclude that each point in the EC 
−except the point at infinity− is generator point, if the order of this 
Elliptic is prime, also this thesis provides four proposed methods 
as a modification of ElGamal Cryptosystem with the EC, as well 
as, design a program for implementing process of these proposed 
methods. And also in the University of Technology, there are two 

searches [44],[45], uses the EC but not ECCs to primality testing 
in 2111 and 2111 respectively.     
 
 

(1.3) The Aim of  the Thesis 
1. Study some of algebraic preliminaries and some of the 

basic concepts of the number theory which we use to 
defined the group of EC and the DLP. 

2. study the details of the ECCss and the attacks of it.  
3. Try to vary the ElGamal ECCs with same complexity. 

4. Try to develop the encryption and decryption of Menezes 
Vanstone scheme. 

5. Try to benefit from the Diffie–Hellman Exchanging Key 
(DHEK). 

 

 

 

                                                 
9
  They represented only in University of Technology. 
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(1.4) The Overview of the Thesis  
      In the chapter two, we shall elaborate on the mathematical 
background required for this project.  
      In Chapter three, we shall give an introduction to the 
mechanism of the ECCss with an examples, and the three 
importance attacks of it also with examples.  
      In chapter four, we Try to vary the ElGamal ECCs with same 
complexity. Also we shall try to develop the encryption and 

decryption of MenezesVanstone scheme in the three 
propositions. Finally, we shall try to benefit from the DHEK for use 
this key as a secret key in two suggestion methods.  
      In the end of this thesis, we presented three appendixes, the 
first one contains the proof of the theorems which we mention in 
chapter two, the second contains the examples of concepts which 
we mention in chapter two, while the third contains the derivation 
the formulas for the EC group operation .    
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CChhaapptteerr  TTwwoo  
MMaatthheemmaattiiccaall  BBaacckkggrroouunndd  

 

 

(1.2) Introduction  
      Much of today's cryptography is based heavily on the use of 
modern abstract algebra, where the theory of groups, fields and many 
of the abstract data types used in cryptography are in fact structures 
taken from this area of mathematics. In particular ECs defined over 
prime field and binary field are generally used in cryptography [22]. 
Ttherefore in this chapter, we shall explain some of algebraic 
preliminaries such as group and its laws, field, ... ,etc. Also we will 
present some of the basic concepts of the number theory which we 
use this in thesis . 
      Finally, we will express the definition of the equation of an EC 
over a field and explain all the operations laws of the group of points 
on ECs over all fields.  
  
 

(1.1) Basic Algebra  
      All mathematical concepts necessary for understanding the 
studies on ECs will be provided in this section. 
      To understand the structure of groups and fields, let us define 
firstly some simple, yet important properties of binary relations. Let S 
be a set of elements of type s1, s2 ... sk and let ○ be a binary operation 
defined on S, then the following laws are defined [33]: 

– closure:                if  si, sj  S  then   (si ○ sj)  S   i, j {1,2,...,k} 

– commutativity:    si ○ sj = sj ○ si        i, j {1,2,...,k} 

– associativity:       (si ○ sj) ○ sr = si ○ (sj ○ sr)   i, j , r {1,2,...,k} 

– identity:               e  S, si  S,  si ○ e = si = e ○ si    i {1,2,...,k} 

– inverse:               si  S,   sj,       si ○ sj = si ○ sj = e   i, j {1,2,...,k} 
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And, if a second binary operation + which also defined on S is add, 
then: 

– distributivity:       si ○ (sj + sr) = si ○ sj + si ○ sr  i, j , r {1,2,...,k}. 

 

      A set of tools are available with which it is possible to define the 
properties of the next important structure, that of a group. Groups can 
be further specified as abelian groups or subgroups of larger groups 
and the following definitions are also included. 
 

Definition (1.2) [46] 

      A Group (G, ○) is a set G together with a binary operator ○, with 
the following properties : closure, identity, inverse and associativity . 
 

Definition (1.1) [46] 

      An Abelian Group (G, ○) is a Group with the extra property of 

being commutative.( i.e. a ○ b = b ○ a      a , b  G). 
 

Definition (1.2) [33]    

       Given a subset H  G, (H, ○) is a subgroup of the group (G, ○) if       
(H, ○) is a group itself. 
 

Definition (1.3) [46] 

      Let a be an element of a multiplicative group 1 G . The elements  
a

r , where r is an integer, form a subgroup of G, called the subgroup 

generated by a, denoted by <a>. ( i.e. <a> = {a
r 
 , r  Z } a G ). 

 

Remarks (1.2):  
 A subgroup H is a cyclic if  H is generated by one element 

[46],[47].  

 The group (G, ○) is cyclic if there exist an element a G such that  
<a> = G , in this case G cyclic group generator by a [46] ,[47]. 

 Order Of Group is the number of elements in the group [46],[47]. 

 Let G be any group, and aG  then the order of a is n iff an 
= e .2 

[47] 

                                                           
1
  If the binary operation of a group is denoted by . , then the identity of a group is denoted by 1 or 

e; this group is said to be a multiplicative group [46] 
2
  e is the identity element in G . 
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      The most relevant and important of the elementary constructions 
associated with abstract algebra are fields, in particular finite ones. 
This is because the elements of these fields are used to embed the 
plaintext upon. Then, a series of well–defined actions are taken on 
these elements, outputting elements of the same field from which the 
ciphertext can be extrapolated [33].  
      Let us begin with a discussion of fields themselves including 
definitions of the characteristic of such a field, and its algebraic 
closure. 
 

Definition (1.4) [33] 

      A field (F, · , +) is a set  F defined with two binary operators 
(denoted · and + here because of the intuitive laws that exist 
pertaining to normal 'multiplication' and 'addition'). These laws 
include: 
– commutativity for both (F, ·) and (F, +), 
– associativity for both (F, ·) and (F, +), 
– identity for + in F (denoted 0), 
– identity for · in F \ {0} (denoted 1), 
– inverse for + in F, 
– inverse for · in F \ {0}. 
– distributivity, 
 

Definition (2.3) [3]    
      The characteristic of F, denoted by char(F), is the smallest 

positive integer p such that p · a = 0 for all a  F. If such an integer 
does not exist, char(F) is zero.  
      So  char(R) = 0,  where R is the field of real number, is an 

example of a field, and  char (F2
m

) = 2, where F2
m  is the binary field, 

is another example of a field. 
 

Definition (1.3) [33] 
      Let p be a prime number. The finite field Fp, called a prime field, 
is comprised of the set of integers {0, 1, 2, 3, …, p –1} with the usual 
arithmetic modulo p, as follows: 

 Addition: if a, b  Fp, then a + b = r, where r is the remainder 

when   a + b is divided by p and 0  r  p –1.  This is known as 
addition modulo p. 
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 Multiplication: If a, b  Fp , then a · b = s, where s is the 

remainder when a · b is divided by p and 0  s  p –1. This is 
known as multiplication modulo p. 

 Inversion: If a is a non-zero element in Fp , the inverse of a 

modulo p, denoted a 
-1, is the unique integer c  Fp

 
 for which    

a · c =1. 
 

Definition (2.5) [3] 

      a field K is said to be an Extension Field of F if K contains F. 
 

Definition (2.6) [3]  

      The ring of polynomials F[x] in x over a field  F  is the set of all 

formal expressions  f(x) = a0 + a1x + ... + anx
n , n  0, ai  F  for all            

i = 0, 1, ... , n. 

 

Definition (1.2) [47]  

      Let f(x)  F[x]. if  f(x)  0 and  an  0, then the degree of f(x), 
written as deg f(x), is n. 
 

Definition (1.2) [3] 

      A field F is said to be algebraically closed if for every f(x)  F[x] 

such that deg f(x)  1,  f(x) has a root in F. 
    

Definition (2.3) [4] 

      The field F2
m, called a characteristic two or binary finite field, 

can be viewd as a vector space of dimension m over the field F2 
which consists of the two elements 0 and 1. That is, there exist m 
elements a0, a1, …, am-1 in F2

m such that each element, a in F2
m can be 

uniquely written in the form : a = x0a0 + x1a1 + ... + xm-1am-1  where         

xi   {0, 1}.  

      Such a set {a0, a1, …, am-1} is called a base 
3 

 of F2
m

 over F2. Given 
such a base a field element a can be representated as the bit string 

(a0 , a1, … , am-1). There are two kinds of bases: Polynomial bases 
and normal bases. And let us organized these as follows: 

                                                           
3
 A family of vectors {vi}iI  in a vector space V is a base iff the following conditions  are satisfy : 

  a family {i}iI of scalars such that finitely many different from zero and  v = i vi  ;   vV. 

  If i vi = 0 implies i = 0    iI. 
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Polynomial Representation: [43] 

      The elements of F2
m are polynomials of degree less than m, with 

coefficients in F2, that is, 

 {am-1x
m-1

 + am-2x
m-2

 + ... + a2x
2
 + a1x + a0 | a i   F2}  . These elements 

can be written in vector form as (am-1 ... a1 a0).   F2
m has 2m elements. 

The main operations in F2
m are addition and multiplication. Some 

computations involve a polynomial 

 f(x) = x 
m

 + am-1x
m-1

 + am-2x
m-2

 + ... + a2x
2
 + a1x + a0 ,  where aiF2. The 

polynomial f(x) must be irreducible3. 

 Addition: 

(am-1 ... a1 a0) + (bm-1 ... b1 b0) = (cm-1 ... c1 c0)  ci = ai + bi over F2. 

  Subtraction: 
     In the field F2

m, each element (am-1 ... a1 a0 ) is its own 
additive inverse, since (am-1 ... a1 a0) + (am-1 ... a1 a0) = (0 ... 0 0), 
where (0 … 0 0) is the additive identity. Thus, addition and 
subtraction are equivalent operations in F2

m. 

 Multiplication: 
 (am-1 ... a1 a0) (bm-1 ... b1 b0) = (rm-1 ... r1 r0)  where                           
rm-1x

m-1
 + ... + r1x + r0 is the remainder when the polynomial         

(am-1x
m-1

 + ... + a1x + a0)(bm-1x
m-1

 + ... + b1x + b0) is divided by the 
polynomial f(x) over F2. (Note that all polynomial coefficients 
are reduced modulo 2). 

 Exponentiation: 
     The exponentiation (am-1 ... a1 a0)

r
 is performed by multiplying 

together e copies of  (am-1 ... a1 a0). 

 Multiplicative Inversion: 
      There exists at least one element g in F2

m such that all non-
zero elements in F2

m can be expressed as a power of g. Such an 
element g is called a generator of F2

m. The multiplicative inverse 

of an element        a = g
i
 is a

 -1
 = 

)1(2 mod (-i)
m

g


. 

 

Optimal Normal Basis Representation:  
      an optimal normal bases (ONB) of F2

m over F2 exists iff one of the 
following conditions holds [33]: 

                                                           
4
 f(x) irreducible polynomial which is of degree m 

 means, it cannot be factored into two 
polynomials over F2 , each of degree less than m 
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1. m +1 is prime, and 2 is primitive in Fm+1. then there is ONB of F2
m

 

over F2, called a Type I ONB. 
2.  2m +1 is prime, and either 

(a) 2 is primitive in F2m+1 , or 

(b) 2m + 1  3(mod 4) and the order of 2 in F2m+1 is m, then there is 
ONB of F2

m over F2, called a Type II ONB. 
      Therefore optimal normal basis representations are classified as 
either Type I or Type II. So the value of m determines which type 
shall be used. 
      now if F2

m
 only has a type I ONB, then let  f(x) = x 

m
 + x

m-1
 + ... + x

2
 

+ x +1. 

Otherwise, if F2
m has a type II ONB then compute f(x) = fm(x) using 

the following recursive formulae[44]: 
f0(x) = 1, 

f1(x) = x + 1, 

fi+1(x) = x fi (x) + fi-1(x), i = 1, ..., m.  

      At each stage, the coefficients of the polynomials fi(x) are 
reduced modulo 2; hence f(x) is a polynomial of degree m with 

coefficients in F2.The set of polynomials {x, x
2
, 

2
2

x , ..., 
1-m

2
x } forms 

a basis of F2
m over F2 , called a normal basis [44],[33].  Addition and 

subtraction are defined as with polynomial representation. Now let us 
consider the setup for Multiplication: 

f(x) =  x
m

 + x
m-1

 + ... + x +1. 

 Construct the m by m matrix A whose i th row, i = 0 ... m – 1, is the 

bit string corresponding to the polynomial 
i2

x mod f(x). (The rows 
and columns of A are indexed by the integers from 0 to m – 1.) The 
entries of A are elements of F2 . 

 Determine the inverse matrix A-1 of A over F2 .    

 Construct the m by m matrix T' whose i 
th row, i = 0 ... m – 1, is                

x. 
i2

x mod f(x). Then compute the matrix T = T' A
-1 over F2 .    

 Determine the product terms li,j , for i , j = 0 ... m – 1, as                 
li,j = T(j – i, –i). (T(g, h) denotes (g,h)-entry of T with indices 
reduced modulo m.) Each product term li,j is an element of F2. It 

should also be the case that l0,j = 1 for precisely one j, 0  j   m – 

1, and that for each i, 0   i   m – 1, li,j = 1 for precisely two distinct 

j,    0  j  m – 1. Hence, only 2m –1 of the m2 entries of the matrix 
T are 1, the rest being 0. This scarcity of 1's is the reason that the 

normal basis is called an optimal normal basis. 



Chapter Two                                                                                       Mathematical Background 

 

 11 

      This method for representing F2
4 is called an optimal normal 

basis representation. 
      Squaring is a very efficient operation when optimal normal basis 
representation is used. Since exponentiation typically involves many 
squaring operations, exponentiation is performed far more efficiently 
using optimal normal basis representation than using polynomial 
representation. 
  
 

(1.2) Simple Review of Number Theory 
      In this section, provides a brief review of fundamental ideas of 
number theory, to define the Legendre Symbol that will be used to 
compute the number of points on ECs, and to give the definition of 
DLP.  
 

Definition (1.22)  [46] 
      Let a and b be integers and n is a positive integer . a is congruent 
to b modulo n can be denoted by  a ≡ b (mod n)   if n is a divisor of   
(a − b) , or equivalently, if n \ (a − b). and a is not congruent to b 
modulo n can be written as                           if n is not divisor of        
(a − b) 
 

Definition (1.22) [1] , [46], [53]  
      Let a be integer and n a positive integer, and suppose that 
gcd(a,n) =1 . Then a is called a quadratic residue modulo n if the 

congruence  x2
  a (mod n) is solvable (has solution). Otherwise it is 

called a quadratic nonresidue modulo n  . 
 

Remark (1.1):  
      Similarly, we can define the cubic residues, and fourth-power 
residues ,etc. For example, a is a kth power residue modulo n if the 

congruence  x
k 
 a (mod n) is solvable. Otherwise ,it is a kth power 

nonresidue modulo n. 
 

Theorem (2.1) (The Chinese Remainder Theorem) 

    Let m1, m2, … , mr be pairwise relatively prime5 positive integers. 
Then the system of congruences: 
  

                                                           
5
 Integers a ,b are called relatively prime iff gcd (a , b)=1 

a ≡ b (mod n)   
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                  x  a1 (mod m1), 

                  x  a2 (mod m2), 
    . 

    . 

    . 

                  x  ar (mod mr), 

has a unique solution modulo M = m1 m2 … mr.   
 

Theorem (1.1) (Euler’s criterion) 

      Let p be an odd prime and gcd(a, p) = 1. then a is a quadratic 

residues of p iff a(p1)/2
  1 mod p [46] , [1]. 

 

Definition (1.21) [46] 
      Let p be an odd prime and a an integer. Suppose that gcd(a,p)=1. 

Then the Legendre symbol, 








p

a
is defined by                 

p. modulo nonresiduequadratic a  isa  if

p, moduloresidue quadratic a  isa  if

1

1

p

a















  

  

Remark (1.2) [1],[ 46]   
      Some elementary properties of the Legender symbol, which can 
be used to evaluate it, the reader can take it from.  
           

Definition (1.22) [46]   
      Let n be an a positive integer and a an integer such that 
gcd(a,n)=1 . Then the order of a modulo n, denoted by  ord(a,n), is the 

smallest integer r such that ar  1 (mod n).  
 

Definition (1.23) [46]   
      Let n be a positive integer, Euler,s   function, denoted by (n) 

is defined to be the number of positive integers k less than n which 
are relatively prime  to n  .  

i.e. (n) = {k : 1 k  n , gcd (k , n) = 1} or   






1)n,kgcd(
nk1

1)n(  
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Remark (1.3)  [1], [46] 
      We have a fact which says that “If n is prime number, then 

every integer 1 a  n is relatively prime to n” .So for prime 

numbers we have the formula:  (n) = n-1 . 
 

Definition (2.15) [46] 
      Let n be a positive integer and a is an integer such that       

gcd(a,n) = 1. If the order of an integer a modulo n is (n), that is, 

ord(a,n) = (n), then a is called a primitive root of n. 
 

(1.2.2) Indices 
Definition (1.25) [46]  
      If  x  a (mod n) , then a is called a residue of x modulo n . The 
residue class of a modulo n, denoted by [a]n , is the set of all those 
integers that are congruent to a modulo n.  

That is,             [a]n = {x : x  Z  and x  a (mod n) }, 

                                  = {a + kn : k  Z }.  

 

Definition (1.22)  
      The set of all residue classes modulo n, often denoted by Z/nZ  

or Zn is the set of all residue class [a]n where  0  a  n–1.                                              
 

Remark (1.4) 
      One often sees the definition: Z/nZ = {0 , 1 , 2 , 3 , … , n–1},   
which should be read as equivalent to Z/nZ  in the dfintion (2.17) [46]. 
 

Remark (1.5) 
      Gauss [46] introduced the concept of index of an integer modulo 
n. Given an integer n, if n has primitive root g, then the set 

{g,g
2
,g

3
,…,g

(n)
} forms a reduced system of residues modulo n ; g is 

a generator of the cyclic group  which is the reduced residues modulo 
n set. Hence, if gcd(a , n) = 1, then a can be expressed in the form :      

                                  a  g
k
 (mod n) 

      For a suitable k with  1 k  (n).  This motivates our following 
definition, which is an analogue of the real base logarithm function.      
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Definition (1.22) [46]    
      Let g be a primitive root of n .If gcd(a, n)=1, then the smallest 

positive integer k such that a  g
k
 (mod n) is called the index of a to the 

base g  modulo n  and is denoted by  indg a .                                                                                             
 

Remark  (1.2) [46] 
      We have by remark (2.6)   a  g

ind
g

a
 (mod n).                                                                 

The function indg
 
a is sometimes called the discrete logarithm and is 

denoted by logg
 
a so that  

       a  g
log

g
a
 (mod n).  

                                                             
      Generally, the discrete logarithm is a computationally intractable 
problem; no efficient algorithm has been found for computing 
discrete logarithms and hence it has important applications in public 
key cryptography. 
 

Theorem (1.2) (Index theorem): 

      If g is a primitive root modulo n, then g
x
  g

y
 (mod n) iff                         

x  y (mod (n)). 
 

Remark (1.2) [46] 
      The DLP can be described as follows: 

             Input:          a, b, n  N 

             Output:        x  N with ax
  b (mod n )                           

                               if such an x exists, 
Where the modulus n can either be a composite or a prime [46]. 
      There are essentially three different categories of algorithms in 
use for computing discrete logarithm: 

 Algorithms that work for arbitrary group. 

 Algorithms that work well in finite group, for which the order of the 
groups has no large prime factors; more specifically, algorithms 
that work for groups with smooth orders6. 

 Algorithms that exploit methods for representing group elements 
as products of elements from a relatively small set. 

                                                           
6
  A positive integer is called smooth if it has no large prime factors; it is called y-smooth if it has 

no large prime factors exceeding y . 
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These algorithms computes the DLP in general, the reader can take 
more information from [46]. 

(1.2.1) Fast Modular Exponentiations 
      In this subsection, we describe the important problem which is 
said that “what is the result of xr

 mod n , when r is large 7” .  
      The method of repeated squaring will solve this problem 
efficiently using the binary representation of r [46]. This method can 
be illustrated by the following:  Suppose we wish to compute a100

   for 
any integer a, then to compute it with the above method, at first must 
be written 100 as binary representation . 
So ,eeeeeee:1100100100 0123456210   then compute  

          
.a,a,a,a,a,a,a,a

))a.)))a.)a((((((a

1005025241263

222222100




 

      Note that for each ei , if ei = 1, we perform a squaring and a 
multiplication operation (except e6 = 1 , for which we just write down a, 
as indicated in the first bracket), otherwise, we perform only a 
squaring operation. That is, 
 

squaring))a.)))a.)a((((((0e

squaring)a.)))a.)a(((((0e

tionmultiplicaandsquaringa.)))a.)a((((1e

squaring))a.)a(((0e

squaring)a.)a((0e

tionmultiplicaandsquaringa.)a(1e

tioninitializaa1e

100
a

222222
0

22222
1

2222
2

222
3

22
4

2
5

6

  


  

 
 
 
 

 

                                                           
7
 x

r
 mod n, called modular exponentiation . In addition, the algorithm, which solves it, is called fast 

modular exponentiations.  
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(1.3) Projective Coordinates 

      From now on, F will always denote a field, unless otherwise 
stated. 
 

Definition (1.22)  
      The affine plane A2  is the usual plane, A2

(F) = {(x, y)  x, y   F}.   
 

Definition (1.12) [13]  
      The projective space is the set of equivalence classes of tuples            
(X0, X1, ... , Xn) (not all components zero) where two tuples are said to 
be equivalent if they are scalar multiples of one another, i.e. 
P

n
(F) = {(X0, X1, ..., Xn)  (0, 0, ..., 0) (X0, X1, ..., Xn)  (X0 , X1, ...,Xn), Z \ {0}.}       

Then each equivalence class (X0, X1, ..., Xn) is called projective point 
and X0, X1, ..., Xn are called the homogeneous coordinates of that 
point 3. 
 

Definition (1.12) [51] 
      The projective plane P2

(F) over F is  

                   P2
(k) = {(X, Y, Z)  F

3
 | (X, Y, Z)  (0, 0, 0)} / 

Where (X, Y, Z)  (    ,Y ,X )   iff there exists a   0 such that  

(    ,Y ,X ) = (X, Y, Z)   . 
 

Definition (1.11) 
      A direction is an equivalent class of parallel line in A2

(F), that is, 
a collection of all lines parallel to given line in A2

(F). 
      The set of all direction can be described as the set of all lines in 
A

2
(F) passing through the origin, since every line in A2

(F) is parallel 
to a unique line passing through the origin. Thus, the set of all 

                                                           
8
 The relation  in  a set  R  is equivalence relation in R, iff the following condition are hold [44]: 

 a  a , for all a  R, 

 If a  b for some a, b  R,  then   b  a, 

 If a  b and    b  c for some a, b, c  R, then   a  c. 

The set  ( a ) = { x  R  x  a } denoted to the equivalence class . 
In the usual way we use the symbol [  ] to refer the equivalence class, but in this thesis, we use 

this symbol to refer the references, therefore we use (  ) to refer the equivalence class.    
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directions in A2
(F) is described by the points (A, B) of the projective 

line P1
(F), where each (A, B) corresponds to the line Ay = Bx. For A, B 

not both zero,( B , A  )  (A, B) iff ( B , A  )  (A, B)   for some    0  

F. 

Definition (1.12) 
      The projection line P

1
(F) over F is the set of equivalence 

classes (A, B), that is, the set of all directions in A2
(F). 

      As such, the projective plane P2
(F) can also be defined as  

                  P
2
(F) = A

2
(F)  P

1
(F). 

 

Definition (2.24)  
      The set of  “ extra points ” in P2

(F) associated  to the directions 
in A2

(F) are called points at infinity, denoted by L∞ called the line at 
infinity. 
      The following maps show how to identify the definitions of the 
projection plane:  

           {(X, Y, Z)  F
 3

 | (X, Y, Z)  (0, 0, 0)} / ↔ A
2
(F)  P

1
(F). 

 

      For each projective point (X, Y, Z) in P
2
(F) with Z  0, we can “ 

divide throughout ” by Z to yield (x, y, 1) where x = X/Z and  y = Y / Z. 
this process is called dehomogenization with respect to Z ( the 
reverse process is called homogenization). Then there is a one to 

one correspondence between the point (x, y,1)  P
2
(F) and the point       

(x,y)A
2
(F). In the other words, for  Z  0,  

            Z,Y,X1,
Z

Y
,

Z

X

Z

Y
,

Z

X
Z,Y,X 
















  

The remaining points with Z = 0, the points at infinity, then 
corresponds to a copy of  P1

(F)  [3]. 
 
 

(1.4) Arithmetical Operation of Elliptic Curves    
      The mathematics associated with EC is old; formerly “pure” with 
no practical applications the math is very deep and fascinating. ECs 
as algebraic (geometric) entities have been studied extensively for 
the 153 years, and from these studies has emerged a rich and deep 
theories [4],[16]. In this section the important mathematical operation 
on EC which is needed for researcher in ECCg. 
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      Let us start with the fact which say that (An Elliptic Is Not An 
Ellipse!)4   
      An elliptic is not an ellipse [46], an EC is a type of  cubic curve, 
While ellipse is a degree 2 equation with the standard equation for 
ellipses centered at the origin [52] : 

    Foci on x-axis :  )ba(1
b

y

a

x
2

2

2

2

    

        Center-to-focus distance: 22
bac   

        Foci:  0,c  

        Vertices:  .0,a  

  Foci on y-axis :  )ba(1
a

y

b

x
2

2

2

2

     

       Center-to-focus distance: 22
bac   

        Foci:  c,0   

        Vertices:  .a,0   

      (However, given such an ellipse, you could try to compute the arc 
length of a certain portion of the curve; the integral, which arises, can 
be associated to an EC [52].) To study an EC we must start with “ 
Weierstrass Equation ” . 
 

Definition (1.14) [33] 
      A Weierstrass equation is a homogeneous equation 13 of degree 
2 and has the form  
Y 

2
Z + a1XY Z + a3Y Z

2
 = X

3 
+ a2X

2
Z + a4XZ

2
 + a6Z

3… … … … … … 
..(1) 

where a1, a2, a3, a4, a6   K, where K is any field.  
 
      The ordering of subscripts of the coefficients in (1) have these 
ways because of the following (( it is often said that “X has degree 2” 
and “Y has degree 3” because of the following: for large X, the curve 
extends to infinity much like the function Y = X

3/2, which can be 
parameterized by X = T

 2
 and Y = T

3. The subscripts of the coefficients 
in (1) therefore indicate the degrees that must be given to the 

                                                           
4
An ellipse is the set of points in a plane whose distance from two fixed point in the plane have a 

constant sum [52].  
13

  Homogeneous means every degree in this equation are equal . 
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coefficients in order that the equations are homogeneous; that is, 
each term has a total degree of 6 [3], [41] )) . 
 

 
 

Remark (1.2) 
      “The Weierstrass equation may be singular or may be non 
singular”. To explain this statement we must know the following [33] : 

 A point p is simple in W    (where W has a form:                                 

W = Y
2 

Z + a1XYZ + a3YZ
2  X

3  a2X
2
Z  a4XZ

2
  a6Z

3
 = 0 ) if at 

least one of the partial derivatives  
Z

W
,

Y

W
,

X

W












 is non 

zero at p , other wise p is called singular. 

 If W has one singular point then we say that W is singular , 

other wise W is nonsingular (smooth) . 
 

Examples (1.2) 
        S1 : Y

2
 + X

3
 + X = 0 , 

since  
X

S1




 = 3 X

2
 + 1  0    X,  then S1  is non singular (smooth). 

       S2 : Y
2
 – X

3
 – X

2 
 = 0 , 

since  
X

S2




   =  3X

2
  2 X , and    

Y

S2




 = 2 Y , 

and since  
X

S2




 (0,0) =  

Y

S2




 (0,0) = 0 , then S2  has singular point 

(0,0) , so S2  is singular . 
 

Definition (1.15) [53] 
     An EC E is the set of all solutions in P2

(K) of a smooth Weierstrass 

equation. There is exactly one point in E with Z coordinate is equal 
to 0, namely (0, 1, 0). This point is the point at infinity 11 and it is 

denoted by O  .                                                
      For convenience, the Weierstrass equation for ECs can be written 
using non-homogeneous coordinates [33],  

                                                           
11

 if we substituting Z = 0,in the Weierstrass equation, we have X3
 =0, which implies X =0. the only 

equivalence class of triples with X = 0 = Z is the class of ( 0, 1, 0 )  [3]. 
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where x = 
Z

X
, y = 

Z

Y
, 

       y
2
 + a1xy + a3y = x

3
 + a2x

2
 + a4x + a6 … … ... … … … … … … … 

.(2) 
An EC E is then the set of solutions to equation above in the affine 

plane A2
 (K) = K  K, together with the extra point at infinity O. 

 

Definition (1.12) 
      A rational point on an EC E over F is called a F–point. Let E(F) 

denoted the set of Fpoint(x,y)F
2
 that satisfies equation (2), along 

with O. if K is any extension field of F, then E(F) denotes the set of  

K–point (x, y)  K
2 that satisfies equation (2), along with O. 

 
      Here, we define an important quantity related to E, namely, the 

discriminant and jinvariant of E. Its original form in the general 
case may look very complicated, but in specific cases, it will look 
much simpler. We uses this concept in chapter three for determining  
the types of EC.   
 

Definition (1.12) 
         is called the discrimiant of E and j(E) is called the                   

j invariant of E are given by : 

                       





3
4

642
2

6
3

48
2

2

c
)E(j

bbb9b27b8bb





 

Where 

                        

.b24bc

aaaaaaaa4aab

a4ab

aaa2b

a4ab

4
2

24

2
4

2
32431626

2
18

6
2

36

3144

2
2

12











 

 
      Next, we look at the possible different forms of the equation of an 
EC E under different characteristics of the defining field F. The 
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objective is to get a simpler form of the defining equation. We split it 

into 3 cases: char(F)  2 or 3, char(F) = 3 and char(F) = 2. 

 char(F)  2 or 3 [3]: 

      if char(F)  2, complete the square on the left hand side of 
equation (2) and the corresponding admissible change of variables 

      ))axa(
2

1
y,x()y,x( 31   Transforms E into  

  a x a  x a  x  y 64
2

2
32  … … … … … … … … … … ..(3) 

      Further, if char(F)  3, a similar process can be carried out on the 
right hand side of equation (2). 

The transformation )y,a
3

1
x()y,x( 2  yields from equation (3) is 

  a x a  x  y 64
32    … … … … … … … … … … … … … (4) 

 

 char(F) = 3: 

      if ,0a2   the transformation )y,
a

a
x()y,x(

2

4




  yields from 

equation (3) is 

  a  x a  x  y 6
2

2
32  … … … … … … … … … … … ... ...(5) 

      if ,0a2  then from equation (3), we immediately have the desired 

form 

  a x a x  y 64
32  … … … … … … … … … … … … … .(6) 

 

 char(F) = 2: 
(2) the supersingular case, a1 = 0: 

The substitution )y,ax()y,x( 2  in  equation (2) gives  

  a x a x ya y 64
3

3
2  … … … … … … … … … … … .(7)   

(1) The nonsupersingular case, a1  0: 
The substitution 

  )
a

aaa
ya,

a

a
xa()y,x(

3
1

2
34

2
13

1
1

32
1


  in equation (2) gives  

  a  x a x yx y 6
2

2
32  … … … … … … … … … ... ... (3) 

 

(1.4.2) Group Low of an Elliptic Curve 
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       Many cryptosystems often require the use of algebraic groups. 
ECs may be used to form EC groups. A group is a set of elements 
with custom-defined arithmetic operations on those elements. For EC 
groups, these specific operations are defined geometrically. By 
introducing more stringent properties to the elements of a group, such 
as limiting the number of points on such a curve creates an 
underlying field for an EC group. ECs are first examined over real 
numbers in order to illustrate the geometrical properties of EC 
groups. Thereafter, ECs groups are examined with the underlying 
fields of Fp (where p is a prime) and F2

m (a binary representation with 
2m elements)12. 
 

(2.5.1.1) Elliptic Curve Groups over Real 
Numbers 
      An EC over real numbers may be defined as the set of points     
(x, y) which satisfy an EC equation of the form: y2 = x

3
 + ax + b, where 

x, y, a and b are real numbers. Each choice of the numbers a and b 
yields a different EC. 
 

Example (1.1)   
Let  y2 = x

3
 – 4x + 0.61, then the  graph of this curve is shown below: 

                                                           
12

 the reader can see the appendix C for further discussion of formulas law of operation on EC. 
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      If x
3
 + ax + b contains no repeated factors, or equivalently if         

4a
3
 + 21b

2
 is not 0, then the EC y

2
 = x

3
 + ax + b can be used to form a 

group. An EC group over real numbers consists of the points on the 
corresponding EC, together with a special point O  “point at infinity ” 

[4]. 
 
 
 
Elliptic Curve Addition: A Geometric Approach 
      EC groups are additive groups; that is, their basic function is 
addition. The addition of two points in an EC is defined geometrically.  
      The negative of a point P = (xP , yP) is its reflection in the x-axis: 

the point  P is (xP , yP). Notice that for each point P on an EC, the 

point  P is also on the curve.  
 

Definition (Adding distinct two points) (2.21) 
      Suppose that P and Q are two distinct points on an EC, and the P 

is not  Q. To add the points P and Q, a line is drawn through the two 

points. This line will intersect the EC in exactly one more point, call  
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R. The point  R is reflected in the x-axis to the point R. The law for 
addition in an EC group is P + Q = R. 
 

Example (2.3) 
      By the following graphing we will compute P(2.35, 1.16) + 

Q(0.1, 0.136). 

Solution 

 
 

 

Definition (Adding the points P and  P) (2.30)  
      The line through P and  P is a vertical line, which does not 

intersect the EC at a third point; thus the points P and  P, cannot be 
added as previously. It is for this reason that the EC group includes 
the point at infinity O. By definition of adding distinct two points,          

P + ( P) = O. Because of this equation, P + O = P in the EC group.     

O is called the additive identity of the EC group; all ECs have an 
additive identity. 
 

Example (2.4) 
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      The following graph shows the P + ( P) for any point on                     

E: y
2
 = x

3
  6x +6 . 

 
 

 

Definition (Doubling the point P) (2.31) 
      To add a point P to itself, a tangent line to the curve is drawn at 
the point P. If yP is not 0, then the tangent line intersects the EC at 

exactly one other point,  R.  R is reflected in the x-axis to R. This 
operation is called doubling the point P; the law for doubling a point 
on an EC group is defined by:          P + P = 2P = R. 

 

Example (2.5) 
      The following graph shows the 2P, where P = (2, 2.265) . 

Solution 
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      Now, If a point P is such that yP = 0, then the tangent line to the 
EC at P is vertical and does not intersect the EC at any other point. 
By definition of adding distinct two points, then 2P = O  for such a 
point P. 

 

      If  3P has to be found in this situation, one can add 2P + P. This 
becomes P + O = P, Thus 3P = P, 4P = O, 5P = P, 6P = O, 1P =P ,  etc. 
 
 
 
 
 
 
 

Example (2.6)             
The following graph shows the 2P , where P = (1.1, 0). 
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Elliptic Curve Addition: An Algebraic Approach 
      Although the previous geometric descriptions of ECs provide an 
excellent method of illustrating EC arithmetic, it is not a practical way 
to implement arithmetic computations. Algebraic formulae are 
constructed to efficiently compute the geometric arithmetic.  
 

Definition (Adding distinct points) (2.32) 
      When P = (xP , yP) and Q = (xQ , yQ) are not negative of each other,  

P + Q = R ,     where ,
xx

yy

QP

QP




  

 ),xx(yy

,xxx

RPPR

QP
2

R









 
Note that  is the slope of the line through P and Q.  

 

Definition (Doubling the point P ) (2.33) 
      When yP is not 0, 2P = R where  
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,
y2

ax3

P

2
P 


 

),xx(yy

,x2x

RPPR

P
2

R









 
Recall that a is one of the parameters chosen with the EC and that  

is the tangent on the point P.  

 

(2.5.1.2) Elliptic Curve Groups over Fp 
      Calculations over the real numbers are slow and inaccurate due to 
round-off error. Cryptographic applications require fast and precise 
arithmetic; thus, EC groups over the finite fields of Fp and F2

m
 are 

used in practice. 
      An EC with the underlying field of Fp can be formed by choosing 
the variables a and b within the field of Fp. The EC includes all points 
(x , y) which satisfy the EC equation modulo p (where x and y are 
numbers in Fp).for example: y

2
 mod p = x

3
 + ax + b mod p has an 

underlying field of Fp if a and b are in Fp. so the equation of EC over Fp 

can be written as follows: 
                  y

2
 = x

3
 + ax + b … … … … … … … … … …  … … …(1) 

where a , b  Fp. 

      If x
3
 + ax + b contains no repeating factors (or, equivalently, if      

4a
3
 + 21b

2
 mod p is not 0), then the EC can be used to form a group. 

An EC group over Fp consists of the points on the corresponding EC, 
together with a special point O called the point at infinity. There are 
finitely many points on such an EC. 
 

Example (2.1) 
      Consider an EC over the field F23. With a = 1 and b = 0, the EC 
equation is y

2
 = x

3
 + x.   

      The 23 points, which satisfy this equation, are: (0,0) (1,5) (1,11) 

(1,5) (1,11) (11,10) (11,13) (13,5) (13,11) (15,3) (15,20) (16,1) (16,15) 

(11,10) (11,13) (11,10) (11,13) (11,1) (11,22) (20,4) (20,11) (21,6) 

(21,11) . These points may be graphed as below: 
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      Note that there is two points for every x value. Even though the 
graph seems random, there is still symmetry about y = 11.5. Recall 
that ECs over real numbers, there exists a negative point for each 
point, which is reflected through the x-axis. Over the field of F23, the 
negative components in the y-values are taken modulo 23, resulting 
in a positive number as a difference from 23.   

Hence  P = (xP, ( yP mod 23)). 

      Note that these rules are the same as those for EC groups over 
real numbers, with the exception that computations are performed 
modulo p.  

 

Arithmetic in an Elliptic Curve Group over Fp 
      There are several major differences between EC groups over Fp 

and over real numbers. EC groups over Fp have a finite number of 
points, which is a desirable property for cryptographic purposes. 
Since these curves consist of a few discrete points, it is not clear how 
to “connect the dots” to make their graph look like a curve. It is not 
clear how geometric relationships can be applied. As a result, the 
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geometry used in EC groups over real numbers cannot be used for 
EC groups over Fp. However, the algebraic rules for the arithmetic 
can be adapted for ECs over Fp. Unlike ECs over real numbers, 
computations over the field of Fp involve no round off error - an 
essential property required for a cryptosystem.  
 

Definition (Adding distinct points in Fp) (2.34)  
      The negative of the point P = (xP, yP) is the point P = (xP, yP mod 

p). If P and Q are distinct points such that P is not  Q, then  

P + Q = R, where 

,pmod
xx

yy

QP

QP






 

,pmod))xx(y(y

,pmod)xx(x

RPPR

QP
2

R









 
Note that   is the slope of the line through P and Q.  

 

Definition (Doubling the point in Fp) (2.35) 
      When yP is not 0, 2P = R  where  

,pmod
y2

ax3

P

2
P 


 

,pmod))xx(y(y

,pmod)x2(x

RPPR

P
2

R









 
Recall that a is one of the parameters chosen with the EC and that   
is the slope of the line through P and Q . 
 

Example (2.1) 
     (1) In the EC group defined by y

2
 = x

3
 + x + 1 over F11, we will 

compute P + Q if P = (2,0) and Q = (1,3). 

Solution  
= (yP – yQ) / (xP – xQ) mod p = (–3) / 1 mod 11 = –3 mod 11 = 14  

xR = (2 – xP – xQ )mod p = (116 – 2 – 1) mod 11 = 113 mod 11 = 6  

yR= (– yP +  (xP – xR)) mod p = (0 + 14· (2 – 6)) mod 11 = –56 mod 11 = 

12  

Thus P + Q = (6,12). 
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    (2) In the EC group defined by y
2
 = x

3
 + x + 1 over F11, we will 

compute 2P if P = (1, 3). 

Solution 
 = (3 xP

2
 + a) / (2yP ) mod p = (3 + 1) · 6–1 mod 11 = 4 · 3 mod 11 = 12  

xR = (
2
 – 2xP mod p) = (144 – 2 mod 11) = 142 mod 11 = 6  

yR =( –yP +  (xP – xR)) mod p =(–3 + 12 · (1 – 6)) mod 11 = –63 mod 11 = 

5  

Thus 2P = (6,5) . 

 

(2.5.1.3) Elliptic Curve Groups over Binary Field 
       A non-supersingular 13

 EC E(F2
m

) over F2
m

 defined by the 

parameters a, b  F2
m

, is the set of solutions (x, y)  F2
m

  F2
m

 to the 
equation    y

2
 + xy = x

3
 + ax

2
 + b    [54]. 

      An EC group over F2
m

 consists of the number of points in E(F2
m

) 

is denoted by # E(F2
m

), compute as follows: 

                         q + 1  2 q    # E(F2
m

)  q + 1 + 2 q  

where q = 2m
, together with a point at infinity, O.  

 

Example (2.1) 
      Consider the field F2

4, defined by using polynomial representation 
with the irreducible polynomial f(x) = x

4
 + x + 1. The element g = 

(0010) is a generator for the field. The powers of g are:  
g
0
 = (0001),  g

1
 = (0010), g

2
 = (0100), g

3
 = (1000), g

4
 = (0011), g

5
 = 

(0110),  g
6
 = (1100),  g

1
 = (1011),  g

1
 = (0101),  g

1
 = (1010), g

10
 = 

(0111),               g
11

 = (1110),  g
12

 = (1111),  g
13

 = (1101),  g
14

 = (1001), 

g
15

 = (0001) . 

 

      In a true cryptographic application, the parameter m must be large 
enough to preclude the efficient generation of such a table otherwise 
the cryptosystem can not be considered as asecure. In today's 
practice, m = 160 is a suitable choice. The table allows the use of 
generator notation (g

r
) rather than bit string notation, as shown in the 

following illustration, In addition, using generator notation allows 
multiplication without reference to the irreducible polynomial            
f(x) = x

4
 + x + 1. Consider the EC  

y
2
 + xy = x

3
 + g

4
x
2
 + 1. Here a = g

4
 and b = g

0
 =1.  

                                                           
13

  We will defined it in the chapter three.  
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      Then the fifteen points, which satisfy this equation, are: 
(1, g

13
), (g

3
, g

13
), (g

5
, g

11
), (g

6
, g

14
), (g

1
, g

13
), (g

10
, g

1
), (g

12
, g

12
), 

(1, g
6
), (g

3
, g

1
), (g

5
, g

3
), (g

6
, g

1
), (g

1
, g

10
), (g

10
, g), (g

12
, 0), (0, 1). 

These points are graphed below: 

 
 

Arithmetic in an Elliptic Curve Group over F2
m 

      EC groups over F2
m

 have a finite number of points, and their 
arithmetic involves no round off error. This combined with the binary 
nature of the field, F2

m
 arithmetic can be performed very efficiently by 

a computer. The following algebraic rules are applied for arithmetic 
over F2

m
:  

 

Definition (Adding distinct points in F2
m) (2.36) 

      The negative of the point P = (xP, yP) is the point  P = (xP, xP + yP). 

If P and Q are distinct points such that P is not  Q, then 
P + Q = R where 

,
xx

yy

QP

QP






 

),axx(x QP
2

R    
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,yx)xx(y PRRPR    

      As with EC groups over real numbers, P + ( P) = O, the point at 
infinity. Furthermore, P + O = P for all points P in the EC group.  

 

Definition (Doubling the point in F2
m) (2.31) 

      If xP = 0, then 2P = O , when xP is not 0, 2P = R where  

,
x

y
x

P

P
P 

 

,x)1(xy

,ax

RPR

2
R









 
Recall that a is one of the parameters chosen with the EC and that  

is the slope of the line through P and Q. 
 

Example (2.10) 
      An EC over F2

4
. A polynomial basis representation is used for the 

elements of F2
4
  

      Consider the field F2
4
 generated by the root  g = x of the 

irreducible polynomial  f(x) = x
4
 + x +1.  

Consider the non-supersingular EC over F2
4
 with defining equation    

y
2
 + xy = x

3
 + g

4
x
2
 + 1 

      Then the solutions over F2
4
 to the equation of the EC are: (0,1), (1, 

g
6
), (1, g

13
), (g

3
, g

1
), (g

3
, g

13
), (g

5
, g

3
), (g

5
, g

11
), (g

6
, g

1
), 

(g
6
, g

14
), (g

1
, g

10
), (g

1
, g

13
), (g

10
, g

1
), (g

10
, g

1
), (g

12
, 0), (g

12
, g

12
). 

 

      The group E (F2
4
) has 16 points (including the point at infinity O ). 

The following are examples of the group operation. 
(1) Let  P1 = (x1 , y1) = (g

6
 , g

1
),  

             ),g,g()y,x(P
133

222   

                ),y,x(PP 3321   

     then ,g
xx

yy

21

21 



  

             x3 = 2 +  + x1 +x2 + a = g
2
 + g + g

6
 + g

3
 +g

4
 = 1, 

             y3 = (x1 + x3) + x3 +y1 = g (g
6
 +1) +1 + g

1
 = g

13
. 

              

(2) If   2P1 = (x3 , y3), then 
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,ggggax

,g
g

g
g

x

y
x

104362
3

3

6

8
6

1

1
1








  

              .gg)1g(gx)1(xy
810312

3
2
13   (1.4.1) Fast 

Group Operations on Elliptic Curves  
      The most fundamental computation on ECs is the group 
operations of the type[46]   .P...P PkP

timesk

      

where P = (x, y) is a point on an EC E, and k a very large positive 
integer. Since the computation of kP is so fundamental in all EC 
related computations and application, it is desirable that such 
computations are carried out as fast as possible. The idea of 
repeated squaring for fast exponentiations can be used almost 
directly for fast group operations (i.e., fast point additions) on ECs. 
The idea of fast group additions is as follows: [42] 

 Translate k to binary form, so let k = e0 e1 e2 ... er . 

 then for i starting from  e0 down  to er–1 ( er is always 1 and use for 
initialization [46]) , if ei = 1 ,then perform a doubling and an addition 
group operation; otherwise , just perform a doubling operation. 
 

Example (1.22) 
      Compute 11 P. 
Solution 
 the binary representation   of 11 is 1011001, so we have  

 

addtionanddoublingP)))P)P)P2(2(2(2(2(21e

doubling))P)P)P2(2(2(2(20e

doubling)P)P)P2(2(2(20e

additionanddoublingP)P)P2(2(21e

additionanddoublingP)P2(21e

doublingP20e

tioninitializaP1e

P89

0

1

2

3

4

5

6

  











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      On top of that a doubling operation is slightly faster than a 
summing operation. Koblitz calls this a “ balanced ” expansion. The 
algorithm converts a string of set bits to a string of zero bits followed 

by 1. to make this clear, we will take another example: 
10045 P =  (10011100111101) P. 

      The last bit in the chain of set bits is replaced with 1 , all the 
other bits are replaced with 0's, and the leading 0 is set. So the 

balanced representation becomes : 1 0 1 0 0 1 0 1 0 0 0 1 0 1 and 
the operation are : 

).P2*2)P2*2*2*2)P2*2)P2*2*2)P2*P2(((((   

 

(1.4.2) Number of Points on Elliptic Curves 
      In this section , we shall study the problem which say :How many 
points are there on an EC ? 
 

Theorem (1.3): [37], [3] 

      There are  


























 


 pFx

3

p

baxx
11   points on E: y

2 
 = x

3 
+ax +b, 

including the point at infinity O, where 












 

p

baxx
3

 is the Legendre 

symbol. 
 

Example (1.21)  
      let p = 5, all the possibilities occur in the following ECs given in 
the following table:  

Elliptic Curves Number of points Elliptic Curves Number of points 

y
2 

 = x
3 

+ 1 6 y
2 

 = x
3 

+2x +1 1 

y
2 

 = x
3 

+ 2 6 y
2 

 = x
3 

+2x +4 1 

y
2 

 = x
3 

+ 3 6 y
2 

 = x
3 

+3x  10 

y
2 

 = x
3 

+ 4 6 y
2 

 = x
3 

+3x +2 5 

y
2 

 = x
3 

+x  4 y
2 

 = x
3 

+3x +3 5 

y
2 

 = x
3 

+x +1 1 y
2 

 = x
3 

+4x 1 

y
2 

 = x
3 

+x +2 4 y
2 

 = x
3 

+4x +1 1 

y
2 

 = x
3 

+x +3 4 y
2 

 = x
3 

+4x +2 3 
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y
2 

 = x
3 

+x +4 1 y
2 

 = x
3 

+4x +3 3 

y
2 

 = x
3 

+2x  2 y
2 

 = x
3 

+4x +4 1 

 

 
 
 

Theorem (1.4) [43] 

      Let E(Fp) is an EC E defined over the finite field Fq have prime 

order #E, then for all P  E(Fq ) and P  O, then P have the order         
m = #E . Then P generates subgroup equal to E(Fq).     
 
 

(1.5) Elliptic Curve Discrete Logarithm Problem   
      The security of ECCs relies on the difficulty of solving the ECDLP 
[5]. The motivation of using ECs in cryptography is that there is no 
known sub-exponential algorithm, which solves the ECDLP in general 
[55]. 
 
      Let us state it formally as the following: 

“Given an EC E defined over a field F, a point P  E(F) of order n and 

a point Q  E(F), determine the integer l, 0  l  n  1, such that         
Q = kP, provided that such an integer exists ”. 
      The level of difficulty of solving the ECDLP may be lowered. 
These are precisely the situations that the ECCs must avoid in order 
that its security level is ensured. 
 

Example(1.22)    
      In the EC group defined by   y

2
 = x

3
 + 1x + 11 over F23, we will 

compute the discrete logarithm k of Q = (4, 5) to the base P = (16, 5).  

Solution 
      One way to find k is to compute multiples of P until Q is found. 
The first few multiples of P are:  
P = (16,5), 2P = (20,20), 3P = (14,14), 4P = (11,20),  

5P = (13,10), 6P = (1,3) , 1P = (1,1), 1P = (12,11), 1P = (4,5) 

Since 1P = (4,5) = Q, 

the discrete logarithm of Q to the base P is k = 1.  
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      In a real application, k would be large enough such that it would 
be infeasible to determine k in this manner. 
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CChhaapptteerr  TThhrreeee  
EElllliippttiicc  CCuurrvvee  CCrryyppttoossyysstteemm  
  

 

(3.1) Introduction 
      ECCs have the potential to provide relatively small block size, 
high-security public key schemes that can be efficiently 
implemented [23]. The core of the ECCs is when it is used with 

Galois Field it becomes a one  way function 1 [11].  
      In this chapter, we describe the two different classes of 
cryptosystem, namely, private and public key cryptosystem, 
following the detailed of the ECCs and the attacks of it.  
      To start with, the chapter we must define some commonly used 
terms that are required for our discussions. 
 

Definition (3.1) [2] 

      A plaintext is a user-readable meaningful message or data, 
while a ciphertext is an unintelligible modified from the plaintext. 
 

Definition (3.3) [1] 

      The process of converting from plaintext to ciphertext is said to 
be encryption (enciphering), an unintelligible modified from the 
plaintext, while the reverse process of changing from ciphertext to  
plaintext is called decryption (deciphering). 
      From this point on, let M denoted the set of all possible 

plaintext, C the set of all possible ciphertext and K the set of all 

possible keys [2]. In addition, we shall adopt two people, Ali and 
Benin, in our illustrations. 

 
 
 

                                                           
1
  which we remember it in section  (2.2) . 
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(3.3) Private Key Cryptosystem 
Definition (3.3) [23]  

      A private key cryptosystem, consists of a family of pairs of 

functions Ek : M C , Dk : C  M , k  K , such that Dk(Ek(m)) = m 

for all m  M and k  K. 

      To illustration this definition, let us take a particular private key 
cryptosystem as an example. 
      Suppose that 3 Ali and Benin agree initially upon secret key     

k  K . if Ali wants to send a message m  M , he sends the 

ciphertext  c = Ek(m) to Benin . Benin then recovers m by applying 
the decryption function Dk . it should be infeasible for an 
eavesdropper who sees c to determine the message m or the key 
k. 
      In secret key (private key) cryptography, the sender and the 
receiver use the same secret key. The main problem is to 
exchange this secret key. You can think for example at what 
happens if a large amount of users have to communicate using a 
secret key cryptosystem [65]. 
 
 

(3.3) Public Key Cryptosystem 
Definition (3.3) [65] 

      A one  way function is a function f such that for each x in the 
domain of f , it is easy to compute   f(x); but for essentially all y in 
the range of f

 , it is computationally infeasible to find any x such 
that   y = f(x)  .   
 

Definition (3.3) [2],[23] 

      A one-way function f : M  C  is said to be a trapdoor one  

way function (TOF) if there exist some information with which f 

can be efficiently inverted. This extra information is called the 
trapdoor. 
 

Example (3.1) 
      The function  fk, N : x   x

k
 mod N  is TOF, where N = pq with p 

and q primes, and )).N((mod1kk   it is obvious that f  is easy 

                                                           
3
 The reader can take more information on this example in [65]. 
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to compute since the modular exponentiation x
k
 mod N is easy to 

compute . but f1, the inverse  of f ( i.e  the kth root of x modulo N ) 

is difficult to compute . However, if k , the trapdoor is given, f can 

be easily  inverted, since .x)x(
kk 


 

 

Definition (3.3) [2]  

      A public key cryptosystem, consists of a family fk : M  C ,    

k  K , of trapdoor one-way functions. 
      In public key cryptography, each user X has a private key dX 

(nobody except X knows this key), and a public key eX which is 

published and can be known by everybody [65] . (dX , eX  K  such 

that dX ○ eX = identity)   

      When Ali wants to send a message M  M to Benin, Ali uses 

the public key of  Benin to compute the ciphertext  C  C , as 

follows : 
                 C = eBenin (M). 
      The ciphertext  C is sent to Benin who is able to recover the 
message ( plaintext) as follows : 
             M = d Benin (C) 

                 = d Benin (eBenin (M)) 

                 = M. 

      Public key cryptosystem have some important advantages over 
private key cryptosystem in the distribution of the keys. However, 
when a large amount of information has to be communicated, it 
may be that the use of public key cryptography would be too slow 
whereas the use of secret key cryptography could be impossible 
for the lack of a shared secret key [65] . 
 
 

(3. 3) Elliptic Curve Cryptography  
      In 1155, R. Rivest, A. Shamir, and L. Adleman proposed a 
public key cryptosystem, which uses only elementary ideas from 
number theory. Their enciphering system is called RSA,  [1] . 
      While ECC first proposed in 1196 independently by Neal 
Koblitz from the University of Washington, and Victor Miller, who 
was then at IBM, Yorktown Heights [6],[15]. They did not invent a 
new cryptographic algorithm with ECs over finite fields, but they 

implemented existing algorithms, like Diffie  Hellman, using ECs 
[23]. This cryptosystem based on DLP in the group of points of an 
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EC defined over a finite field. Hence, ECC can match the security 
of the other cryptosystems while using smaller key [1]. 
      In this subsection we present the important terms which is the 
embedding any number as a point in the EC, and generating a 
point of an EC, and follows the all ECCss and attacks of it, with 
examples for illustrating. 
 

(3.3.1) Embedding Plaintext on an Elliptic Curve 
      Suppose we would like to encrypt some plaintext with ECC. 
There has to be a method, which takes some arbitrary text and 
embedded it in an EC, i.e. which gives a bijection between the 
points on an EC and a plaintext block [12]. 
     Now we can embed any message as a point in an EC defined 

over a finite field Fp, with p is prime as follows [65]: 

      Let our message units m be integers 0  m  M where M is the 
size of the message block, let also k be a large enough integer for 

us to satisfy with an error probability of 2k when we attempt to 

embed a plaintext message m. In practice, 30  k  50. Now let us 
take k = 30 and an EC E : y

2
 = x

3
 + ax + b  over Fp.  

      Given a message number m, we compute a set of value for x 

as follows: 
     X = { mk + j ,   j = 0 , 1 , 2 , ...} 

         = { 30m , 30m +1 , 30m +2 , ...} until we find  x3
 + ax + b is a 

square modulo p , giving us point ( x ,  b ax   x
3  ) on E. 

      To convert a point (x, y) on E back to a message number m,  
we just compute m =  30x .  

 

Example (3.1) 
      Let E:  y

2
 = x

3
 + 3330 x + 3336 , be an EC defined over F3337 . 

Embed the message  m = 123  as a point on E . 

Solution 
      Suppose that k = 30 , then we can compute the point (x, y) as 

follows: 
      },...3,2,1,0j,j12330{x  , until  x3

 + 3330 x + 3336  is 

square modulo  3337. We find that when j = 3: 
          x = (30 · 123 + 3)mod 3337 

             = 3663 

 x
3
 + 3330 · x +3336 =  (3663)

3
 + 3330 · 3663 + 3336 

                                 30660756 mod 3337 

                                = 31352
 mod 3337 
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So we get the message point for m = 123: 

           )3185,3693()baxx,x(
3   

      To convert the message point )3185,3693( on E back to its 

original message number m, we just compute  
               123123.1000303693m  . 

 

(3.3.3) Generating a Point of an Elliptic Curve  
      One open question is how to find a point on an EC .Suppose 
we would like to find an arbitrary point. Then conceder to reference 
[12], we can do the following: 

 Choose   x 

 Compute   z = y
2 

= x
3
 + a x + b 

 If z = 0, then y = 0 and there is only one point, (x, 0) with the 

given x coordinate. 
Else 

 Verify whether there exists y such that z  y
2
 (mod p) (i.e. 

check whether z is quadratic residue mod p), then by 

theorem (3.3), we can check whether   z
(p-1)/2

 1 (mod p). 
Now if this condition is satisfying, then there are two points 

with a given x coordinate    (x, y1) and  (x, y2). 
         Where 
         y1 = z

(p+1)/4
 (mod p) 

         y2 = z
(p+1)/4

 (mod p)  

              (p  z
(p+1)/4

) (mod p)  

             = p  y1. 

Else 

 If z(p-1)/2 
 1 (mod p), then there is no point of the given elliptic   

curve with the given x  coordinate. 
 

Example (3.3) 
      Let E:  y

2
 = x

3
 + x + 1   be an EC defined over F23 . In addition, 

suppose we would like to find a point on E with x coordinate is 3. 

Solution: 
z = (33

 + 1×3 + 1)mod 23 = 3 

By theorem (3.3) 
 3(23-1)/2 

(mod 23) = 311
 mod 23  

                            = (33
 mod 23)(32 

mod 23)(31
 mod 23)(mod 23)  

                            = 4 × 13 × 3 (mod 23)  

                            = 1 
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Then there are two points with a given x coordinate (x, y1) and    
(x, y2). 
Such that             y1 = 3(231134)

 mod 23  

                                = 36
 mod 23  

                                = 13 

and                      y2 =  13  

                                (23 13) mod 23 

                               = 10. 

Then the two points are (3, 13) , (3, 10). 
 
 

(3.3) Cryptosystem Based on Elliptic Curve Philosophy  
      In what follows, we shall introduce the three public key 

cryptosystems widely used ECs, namely the Diffie  Hellman Key 

Exchange system, the Massey  Omura, and the ElGamal public 
key cryptosystems. 
 

(3.3.1) Elliptic Curve DiffieHellman (ECDH) Key 
Exchange 
      The Diffie-Hellman key agreement protocol was developed by 
Diffie and Hellman in 1155. and published in the groundbreaking 
paper “New Directions in Cryptography” .In that paper, they also 
introduced the revolutionary concept of public key cryptography [2]. 
This system widely used as ECCs. 
      This system is merely a method for exchanging key; no 
messages are involved. The following algorithm illustrates this 
system .  

Algorithm for ECDH 
Setup 

 Ali and Benin agree upon an EC E(Fp) and a base point B. 

 Ali (Benin) chooses a random and secret e(d) (such that        

1  e, d  #E) , and computes eB(dB) and sends it to 
Benin(Ali). 

         Then  eB and dB are   public and   e  and  d  are a secret. 

 Ali (Benin) computes the secret key edB (deB). 
      Without solving the ECDLP, there is no fast way to compute  
edB  if only knows  B, eB  and  dB  [65]. After these setups, Ali and 
Benin have the same point (only Ali and Benin know it). 
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Example (3.3) : 
      Let E be an EC define over F3233 with parameters a = 0,  b = 

136  where (4a
3
+27 b

2
)mod p =  2633  0. and # E = 3036.  

      Since #E  is prime number then by theorem (3.3), every point 
on E is base point, then let B = (3216 , 7477). Suppose Ali and 
Benin agree upon an EC E(F3233) and a base point B. how they 
can exchanging  any key? 

Solution  
 Ali chooses a secret random integer e = 6234. 
    eB = 6234 * (3216,7477) 

         = (4107, 6364), and send (4107, 6364)  to Benin . 
Benin chooses a secret random integer d = 3541.  

    dB = 3541 * (3216,7477) 

          = (1177, 6234), and send  (1177, 6234) to Ali 

 Ali computes the secret key  e (dB) : 
    e(dB) = 6234 * (1177, 6234) 

              = (5341, 5275) 

Benin computes the secret key d (eB) : 
    d(eB)  = 3541(4107, 6364) 

               = (5341, 5275) 

      Now, Ali and Benin have the same point edB = (5341, 5275). 
 

(3.3.3) Elliptic Curve Massey –Omura (ECMO) 
Cryptosystem 
      In this system, the finite field Fp and the EC E have been made 
publicly known. The number #E has been compute and is also 
publicly known [62]. 
      The ECMO like the ECDH depends on the difficulty of solving 
the ECDLP, and like the most of the public key cryptosystems. 
However, it is different from ECDH, since the ECDH using for 
exchanging key; no messages are involved, while the ECMO using 
to send a message which must be a point on an EC, and there is 
not base point . The following algorithm illustrates this system [63].  

Algorithm for ECMO 
      If Ali wants to send Benin the message M, then they do the 
following setup:   

Setup 
 Ali and Benin agree upon an EC E(Fp) with #E = N. 
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 Ali chooses a random and secret eAli  [1, N] such that                     
gcd (eAli , N) = 1 , then he computes (eAli M) and sends it to 
Benin.  

 Benin chooses a random and secret eBenin  [1, N] such that             
gcd (eBenin, N) =1, then she computes (eBenin (eAli M)) and 
sends it to Ali. 

 Ali computes dAli=
1

Alie 


(mod N), then computes dAli(eBenineAli M) 

= (eBenin M) and sends it to Benin.   

 Benin computes dBenin = 
1

Benine 


(mod N), then she converts the 

message M by computing the follwing: 
          dBenin d Ali (eBenin eAli M) = dBenin eBenin M                

                                                 = M. 
      Note that an eavesdropper would know eAli M, eBenin (eAli M), 
and  (eBenin M). So if he could solve the ECDLP, he could determine 

eBenin from the first two points and compute dBenin = 1
Benine 


(mod N) 

and hence get   M = dBenin (eBenin M) [65]. Nevertheless, as we say 
the ECDLP is intractable. 
 

Example (3.3) 
      Let E be an EC define over F10613 with parameters a = 0,  b = 

36  where (4a
3
+27 b

2
)mod p = 3653  0. and # E = 10614. 

If Ali wishes to send the message M = (4646, 4715) to Benin using 
ECMO cryptosystem, what should they do? 

Solution 
 Ali chooses a random and secret eAli  [1, N] such that gcd 

(eAli , N) =1, let eAli = 3425.   Then he computes 
             eAli M = 3425 * (4646, 4715) 

                       = (5116, 5327) and send it to Benin.  

 Benin chooses a random and secret eBenin  [1, N] such that              
gcd (eBenin, N) =1, let eBenin = 7523. 

      Then she computes eBenin (eAli M) = 7523 * (5116, 5327)  
                                                               = (4332, 754) ,  
            and sends it to Ali. 

 Ali computes dAli = 
1

Alie 


(mod N) 

                                     = 3206, Then computes 
           dAli (eBenin eAli M) = 3206 * (4332, 754) 

                                      = (722, 3330) and send it to  Benin.   

 Benin computes     dBenin  = 
1

Benine 


(mod N), 

                                                  =  1533, 
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         Then she converts the message M by computing   
              dBenin d Ali (eBenin eAli M) =  1533 * (722, 3330)  

                                                  = (4646, 4715) 

                                                  = M. 

 

(3.3.3) ElGamal Elliptic Curve Cryptosystem 
      This system is very simple for two commutations (sender and 
receiver) in cryptography operation, since there is one sender 
operation and one receiver operation. Now let us take the following 
algorithm to illustrate this system. 

Algorithm for ElGamal Elliptic Curve Cryptosystem 
      If Ali wants to encrypt and send Benin the message M, then 
they do the following setup:   

Setup 
 Ali and Benin agree upon an EC E(Fp) and a base point B. 

 Benin chooses a random integer  d as a secret key,  and 
computes her public key   dB . 

 Ali chooses a random integer  e as a secret key,  and 
produce the ciphertext Cm consisting of the pair of points   
(Cm = { C, eB}) and send it to Benin , where C = M + e (dB). 

 If Benin wishes to decrypt the ciphertext, she multiplies the 
second point of the pair by her secret key and subtracts the 
result from the first point: 

          C – d (e B) = M + e(dB) – d (e B) 

                            = M.  
      An eavesdropper who can solve the ECDLP can of course, 
determine d from the publicly known information B and dB. But as 
everybody knows, there is no efficient way to compute discrete 
logarithms, so the system is secure [65]. 
 

Example (3.3) 
      Let E be an EC define over F11317 with parameters                     

a = 6317, b = 47 where (4a
3
+27 b

2
) mod p = 7060  0.  And # E 

=11436 . Since #E is prime number then by theorem (3.3), every 
point on E is base point, then let B = (11117, 3663). 
If Ali wishes to send the message M = (10463, 1304) to Benin 
using ElGamal ECCs, what should they do? 

Solution 
 Benin chooses a random integer  d as a secret key, let           

d = 7361,  and computes her public key    
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                dB = 7361 * (11117, 3663) 

                          = (3616, 7552). 

 Ali chooses a random integer e as a secret key, let e = 6663  
and computes   e(dB) = 6663 * (3616, 7552) 

                                           = (2064, 6145), 

          and computes  eB = 6663 * (11117, 3663) 
                                      = (326, 2417), 

          and computes C = M + e (dB)  

                                   = (10463, 1304) + (2064, 6145) 
                                   = (3033, 367), 
          and sends {(3033, 367), (326, 2417)} to Benin . 

 Benin to decrypt the ciphertext,  
          she computes     d (e B) = 7361 * (326, 2417) 
                                                 = (2064, 6145),  

           and computes C – d (e B)  = (3033, 367)  (2064, 6145) 

                                                   = (3033, 367) + (2064,  6145) 

                                                   = (10463, 1304) 

                                                   = M.  

      The above are some of ECCss of certain public key 
cryptosystems. It should be noted that almost every public key 
cryptosystem has an EC analogue; it is of course possible to 
develop new ECCss that do not rely on the existing cryptosystems.  
 
 

(3.3) Menezes–Vanstone Elliptic Curve 
Cryptosystem(MVECC)  
      This is cryptosystem that has no analogue for DLP  [62] ( i.e. 
this cryptosystem dose not depend on DLP as the above 
cryptosystems). 
      In this variation (MVECC), the EC is used for “masking”, and 
plaintexts and ciphertexts are allowed to be arbitrary ordered pairs 
of (nonzero) elements (i.e., they are not required to be points on E) 
[69] , [23], [5]. Now let us take the following algorithm to illustrate 
this system. 

Algorithm for MVECC 
      If Ali wants to encrypt and send Benin the message M, then 
they do the following setup 

Setup:  
 Ali and Benin agree upon an EC E(Fp) and a base point B. 
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 Benin first selects a private key d and generates a public key                        
Q = d B. 

 Ali wishes to encrypt and send a message M=(m1,m2). to 
Benin, he chooses a random positive integer e and produces 
the ciphertext Cm consisting of the pair of points                  
(Cm = { C, eB}) and send it to Benin , where  C = (c1, c2)  

          and where             c1 = m1* k1 mod p,  
                                        c2 = m2* k2 mod p. 

                                      eQ = (k1,k2) 

 Benin likes to decrypt the ciphertext, she computes the 
following: 

             (k1,k2) = d (eB), and then 

                  m1 = c1* k1
-1

 mod p 

                  m2 = c2* k2
-1

 mod p. 

 

Example (3.3) 
      Let E be an EC define over F13461 with parameters  a = 17661,    

b = 17667  where (4a
3
+27 b

2
)mod p =  14530  0. And # E = 13671. 

If Ali wants to send the message M = (5631, 3416) to Benin using 
MVELC cryptosystem, what should they do? 

Solution 
      Since #E is prime number then by theorem (3.3), every point 
on E is base point, then let B = (13237, 17665). 

 Benin first selects a private key d, let d = 365 and generates 
a public key  Q = d B  

                          = 365*(13237, 17665) 
                               = (15323,1630) . 

 If Ali wishes to encrypt and send a message M=(5631, 3416) 

= (m1, m2). to Benin, he chooses a random positive integer e , 
let e = 723 and produces the ciphertext Cm   

          He computes    eB = 723 * (13237, 17665) 

                                         = (13340, 16253) 

          He computes    eQ = 723 * (15323,1630)  

                                         = (10713, 3042) 

                                         =  (k1,k2), 
     and then he computes    c1 = m1* k1 mod p 
                                                = 5631 * 10713 mod 13461  

                                                = 12316  

                                                 c2 = m2* k2 mod p 

                                                = 3416 * 2433 mod 12331 
                                                = 6111,   
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and send Cm = { (12316,6111), (13340, 16253)}.  

 If Benin would like to decrypt the ciphertext, she computes 
the following: 

         (k1,k2) = d (eB)  

                    = 365 (13340, 16253) 

                    =  (10713, 3042), 

             1
1k
  = 107131 

mod 13461 

                    = 15242, 

             
1

1k


 = 30421 
mod 13461 

                     =  3346,   

     then   m1 = c1* k1
-1

 mod p  

                    = 12316 * 15242 mod 13461 

                    =  5631 

               m2 = c2* k2
-1

 mod p  

                    = 6111 *3346 mod  13461 

                    =  3416 

 
 

(3.7) Elliptic Curve Digital Signature Algorithm  
      The DSA was proposed in August 1111 by the U.S. National 
Institute of Standards and Technology (NIST) [61] . The  ECDSA is 
the EC analog of the DSA [36]. ECDSA was first proposed in 1113 
by Vanstone [12]. 
      A digital signature is a number that depends on the secret key 
only known by the signer and on the contents of the message 
being signed.  
      We briefly outline the ECDSA below [53],[61].  
      First, suppose that E be an EC defined over F , and a base 
point P of order n are selected and made public to all users (Ali 
and Benin). 
ECDSA Key Generation The user Ali follows these steps: 

 Select a random integer d  [2, n2]. 

 Compute Q = d * P. 

 The public and private keys of the user Ali are (E, P, n,Q) and 
d, respectively. 

ECDSA Signature Generation The user Ali signs the message M 
using these steps: 

 Select a random integer k  [2, n2].        ** 

 Compute k * P = (x1, y1) and r = x1 mod n.  
     If  r = 0 then go to Step **. 
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 Compute k-1
 mod n. 

 Compute s = k
-1

(H(M) + dr) mod n. 
           Here H is the secure hash algorithm SHA. 
           If s = 0 go to Step **. 

 The signature for the message M is the pair of integers (r, s). 
ECDSA Signature Verification The user Benin verifies Ali’s 
signature    (r, s) on the message M by applying the following 
steps: 

 Compute c = s
-1

 mod n and H(M). 

 Compute u1 = H(M)c mod n and u2 = rc mod n. 

 Compute u1 * P + u2 * Q = (x0, y0) and v = x0 mod n. 

 Accept the signature if v = r. 
      If the signature (r, s) on the message M was indeed generated 
by Ali , the s = k

-1
(H(M)+dr) mod n. With this information we have 

     k ≡ s
-1

(H(M) + dr)  

        ≡ ( s
-1

 H(M) + s
-1

rd )mod n 

        ≡ (u1 + u2d ) mod n 

Thus u1P + u2Q = (u1 + u2d)P 
                         = Kp, and so v = r as required [12]. 
 

Example (3.3) 
      Suppose that Ali and Benin agree upon an EC                            
E: y

2
 = x

3
 + 11647x + 11661 over F13147 and a base point P = 

(11651, 12023), with order n = 13163. If Ali wants to send a 
digitally signed message to Benin, what did they do? 

Solution 
ECDSA Key Generation The user Ali follows these steps: 

 Select a random integer d  [2, n2]. Let d = 1634 

 Compute Q = d * P. 
                       = 1634 * (11651, 12023)  

                       = (10550, 6706) 

 The public and private keys of the user Ali are (E, P, n, Q) 
and d,    respectively. 

ECDSA Signature Generation The user Ali signs the message M 

using these steps: 

 Select a random integer k  [2, n2].let k = 4133 

 Compute     k * P = 4133* (11651, 12023)  

                                = (2643, 10126) 

                                = (x1, y1)  

      And compute  r = x1 mod n 

                                      = 2643  mod 13163 
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                                      = 2643  

     Now r  0 . 

 Compute k-1
 mod n = 4133-1

 mod 13163 

                                  = 6753. 

 let H(M) = 6124,  
     then s = k

-1
(H(M) + dr) mod n 

                       = (6753 (6124 + 1634 * 2643)) mod 13163 

                       = 11115 

            now  s  0 . 

 The signature for the message M is the pair of integers                 
(r, s) = (2643, 11115). 

 
ECDSA Signature Verification The user Benin verifies Ali’s 
signature   (r, s) on the message M by applying the following steps: 

 Compute c = s
-1

 mod n  

                       = 11115-1
 mod 13163 

                            = 2076 

 Compute u1 = H(M)c mod n  

                         =  6124 * 2076 mod 13163 

                        = 11126 

    and compute u2 = rc mod n  

                              = 2643 * 2076 mod 13163  

                              = 3277 

Compute u1 * P + u2 * Q 
 So, u1 * P + u2 * Q = 11126*(11651, 12023)+3277 * (10550, 

6706) 

                                  = (1552, 5306 ) + (433, 6362) 

                                  = (2643, 10126) 

                                  = (x0, y0)  

           and compute v = x0 mod n = 2643 mod 13163 
                                                        = 2643. 

 Now v = r = 2643, then Benin accepts this signature. 
 
 

(3.2) Attacks on Elliptic Curve Cryptosystem 
      In this section we overview known attacks on the ECDLP and 
discuss how to avoid them in practice. 
 

(3.2.1) Exhaustive Search 
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      In exhaustive search, one simply computes successive 
multiples of P: P, 2P, 3P, 4P until Q is obtained. This method can 
take up to n steps in the worst case. To circumvent this attack, one 
has to select EC parameters so that n is sufficiently large [26] ,[36]. 

Example (3.7) 
      What is the discrete logarithm of Q = (13663, 3647) to the base                 
P =  (15753, 14336) in the EC y2 = x

3
 + 14323 x + 15731 over F15323 

. 

Solution 
      We have P=(15753, 14336), 2*P=(12024, 6611), 3*P=(6312, 

7425), ... , 20 * P = (13663, 3647) Then the discrete logarithm of Q 
to the base P is 20 . This ECDLP is the only in this case, as we 
follows look that there is more of the ECDLP in the different  
cases, but there is no different since they have the same result. 
 

(3.2.3)Parallel Pollard rho Method 
      Pollards ρ method for computing discrete logarithms was first 
introduced in 1159. This method makes use of the so- called 
“birthday problem”2 from statistics. [51] 
      The best attack known on the ECDLP is parallel collision 

search [53], based on Pollard’s  algorithm which has running time 
proportional to the square root of the largest prime factor dividing 
the curve order. This method works for any cyclic group and does 
not make use of any additional structure present in EC groups [6]  
 

(3.2.3.1) Parallel Collision Search [6]  

      Given a point Q on an EC which is in a subgroup of order n 
generated by P, we seek l such that Q = lP. Pollard's ρ method 
proceeds as follows. Partition the points on the curve into three 
roughly equal size sets S1 , S2 , S3 based on some simple rule. 
Define an iteration function on a point Z as follows                                    

















.SZifQZ

SZifPZ

SZifZ2

)Z(f

3

2

1

   

      Choose A0 ,B0  [1, n –1] at random and compute the starting 
point Z0 = A0P +B0Q. Compute the sequence Z1 = f(Z0) , Z2 = f(Z1) , 
. . .  keeping track of Ai , Bi 

                                                           
3
 The birthday problem asks how many people need to be assembled together to have a 635 

chance that two of them share the same birthday. [51] 
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such that Zi = Ai P + Bi Q. Thus, 

 
 
 
 















.SZif1B,A,QZ

SZifB,1A,PZ

SZifB2,A2,Z2

B,A,Z

3iii

2iii

1iii

1i1i1i  

      Note that Ai and Bi can be computed modulo n so that they do 
not grow out of control. Because the number of points on the curve 
is finite, the sequence of points must begin to repeat. Upon 
detection that Zi = Zj we have Ai P + Bi Q = Aj P + Bj Q, 

which gives l = 
ij

ji

BB

AA




mod n unless we are very unlucky and             

Bi  Bj (mod n). 
      Actually, Pollard's function is not an optimal choice. Therefore 
there is suggestion to Partition the points into about 20 sets of 
equal size         S1, . . ., S20 and that the iteration function be 























.SZifQdPcZ

...

...

...

SZifQdPcZ

SZifQdPcZ

)Z(f

2011

211

111

                

Where the ci and di are random integers between 1 and n –1. The 
use of this iteration function gives a running time very close to that 
expected by theoretical estimates. In order to make computation of 
the values Ai and Bi more efficient, the [6] suggest that constants 
c11, . . ., c20 and d1, . . . , d10 could be zero so that only one of the 
values Ai or Bi needs to be updated at each stage. 
 

Example (3.2) 
      What is the discrete logarithm of Q=(6, 16) to the base P=(2, 

13) in the EC E : y
2
 = x

3
 + 22x +16  over F23 . With     # E = 17 = n? 

Solution 
      The points of E are 
{ O , (2, 5) , (2, 13) , (5, 1) , (5, 22) , (6, 7) , (6, 16) , (13, 3) , (13, 15) , 

(14, 6) , (14, 14) , (17, 4) , (17, 16) , (20, 3) , (20, 15) , (21, 6) , (21, 

17) } 

let S1 = { O , (2, 5) , (2, 13) , (5, 1) , (5, 22) , (6, 7) }, 

and  S2 = { (6, 16) , (13, 3) , (13, 15) , (14, 6) , (14, 14) , (17, 4) } 

and  S3 = { (17, 16) , (20, 3) , (20, 15) , (21, 6) , (21, 17) }. 
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Define f(Z) as follows: 

















.SZifQZ

SZifPZ

SZifZ2

)Z(f

3

2

1

 

choose A0 ,B0  [1, n –1] , let A0 =5 , B0 = 12   
and compute  Z0 = A0P +B0Q = 5 * (2, 13) + 12 * (6, 16) 

                                            = (13, 3) + (14, 6) 

                                            = (20, 3), 

compute Z1 = f(Z0), since Z0  S3 then f(Z0) = Z0 + Q 

                                                                 = (20, 3) + (6, 16) 

                                                       = (20, 15) 

(Z1 , A1 , B1 ) = ( (20 , 15) , 5 , 13)  

since Z0  Z1  

then compute Z2 = f(Z1), since Z1  S3 then f(Z1) = Z1 + Q 

                                                                        = (20, 15) + (6, 16) 

                     = (21, 6) 

(Z2 , A2 , B2 ) = ( (21 , 6) , 5 , 14) 

since Z0  Z1  Z2  

then compute Z3 = f(Z2), since Z2  S3 then f(Z2) = Z2 + Q 

                                                                        = (21, 6) + (6, 16) 

                                                                        = (2, 5) 

(Z3 , A3 , B3 ) = ( (2 , 5) , 5 , 15) 

since Z0  Z1  Z2  Z3   

then compute Z4 = f(Z3), since Z3  S1 then f(Z3) = 2 * Z3  

                                                                        = 2 * (2, 5) 

                                                                        = (14, 14) 

(Z4 , A4 , B4 ) = ( (14 , 14) , 10 , 13) 

since Z0  Z1  Z2  Z3  Z4  

then compute Z5 = f(Z4), since Z4  S2 then f(Z4) = Z4 + P  

                                                                        = (14, 14) + (2, 13) 

                                                                        = (2, 5) 

(Z5 , A5 , B5 ) = ( (2, 5) , 11 , 13) 

since Z3 = Z5 = (2, 5) then we have A3P +B3Q = A5P +B5Q  
                 5 * (2, 13) + 15 * (6, 16) = 11 * (2, 13) + 13 * (6, 16) 

which gives l = 17mod
BB

AA

35

53




 

                               17mod
1513

115




  

                               17mod
2

6
  
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                     = 3 mod 17 

                     = 3 then the discrete logarithm of Q to the base P is 
three. 
      In the above example there is another discrete logarithm of Q  
to the base P , {20} and this method couldn’t find it, in any way 
there is no problem because the all ECDLP have the same result. 

 
 

(3.2.3) Pohlig –Hellman Attack 
      The Pohlig and Hellman attack reduces the problem of 
recovering l to the problem of recovering l modulo each of the 
prime factors of n = #E; the desired number l can then be 
recovered by using the Chinese Remainder Theorem [26]. We 
can illustrate this attack by the following algorithm [63]: 

 Let P and Q are two publicly points on an EC E such that    P 

= x * Q , and x is integer number. 

 Compute all primes factor for # E and order it as follows: 

    # E = k21
k21 p...p.p


 

 Compute the points j,t
ip = j . (#E/pi) . P  such that 0  j < pi , 

and order all results in table. 

 Compute the discrete logarithm of  i

ipmodx


 as follows: 

1
i1110i

i

i

i px...pxxpmodx








where 0  xn  pi 1. 

 To find x0, we compute (#E/pi) = j,r
ip  and compare the 

value of j,r
ip  with the table in setup 2, we get the value of  x 

mod pi when     i = 1. if i > 1 the we continue to compute the 
value of x from 

i
x,...,x,x 10  . 

 To find x1, we compute R = Q  x0 P , and then x1 = (#E/
2
ip ) * 

R , if   i = 2 ,then x = x0 + x1 pi  , otherwise we will continue . 

 Compute x3 , at first compute G = Q  x0 P  x1 R, and then                

x2 = (#E/
3
ip ) * G , and in the same order we continue to 

compute the value required 

 Using the Chinese Remainder Theorem to compute the 
discrete logarithm x. 

      Note that this method uses when we could factor n, and we 
couldn’t use this method (the method don’t work) when n is prime 
number 
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Example (3.9) 
      What is the discrete logarithm of Q = (75, 131) to the base                         
P = (134, 120) in the EC E : y

2
 = x

3
 + 133x +173  over F163 . with # 

E = 166. 

Solution 
      # E = 166 = 22

 * 72 , then p1 = 2 , p2 = 7  

j,t
ip  = j . (#E/pi) . P           such that  0  j < pi 

j,t
1p = j . (#E/p1) . P           such that 0  j < p1,  

then we must compute 0,t2  and 1,t2  

0,t2  = 0 * (16632) * (134, 120) = O, 

1,t2  = 1 * (16632) * (134, 120) = 63 * (134, 120) 

                                                    = O. 

j,t
2p  = j . (#E/p2) . P  such that 0  j < p2,  

then we must compute 0,t7  , 1,t7  , 2,t7  , 3,t7  , 4,t7  , 5,t7  and 

6,t7  

0,t7  = 0 * (16637) * (134, 120) = O, 

1,t7  = 1 * (16637) * (134, 120) = 23 * (134, 120) 

                                                = (57, 133) 

2,t7  = 2 * (16637) * (134, 120) = 56 * (134, 120) 

                                                = (32, 167) 

3,t7  = 3 * (16637) * (134, 120) = 34 * (134, 120) 

                                                = (26, 160) 

4,t7  = 4 * (16637) * (134, 120) = 112* (134, 120) 

                                                = (26, 33) 

5,t7  = 5 * (16637) * (134, 120) = 140* (134, 120) 

                                                = (32, 26) 

6,t7  = 6 * (16637) * (134, 120) = 163* (134, 120) 

                                                = (57, 10). 
 
Then we order the value of j,t

ip  in the following table: 

pi j 

0 1 2 3 4 5 6 

2 O O      

7 O (57,133) (32, 167) (26, 160) (26, 33) (32,26) (57,10) 

To find 1
1pmodx


 i.e. 2
2modx  

2
2modx  = 10 x2x  , 
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to find x0 , we compute (#E/p1) * Q = 63 * (75, 131)  

                                                     = O = 0,t2  = 1,t2  

Then x0 = 0 or 1 

to find x1 , we compute R = Q  x0 P  

when x0 = 0  then R = (75, 131), then (#E/
2
1p ) * R = 46 * (75 , 131) 

= O 

then x1 = 0 

or if  x0 = 1  then R = (75, 131)  (134, 120) 

                             = (75, 131) + (134, 120) 

                             = (151, 126), then (#E/
2
1p ) * R = 46 * (151, 

126)=O 

then x1 = 0 

then    x  1 mod 4      or     x  0 mod 4 

To find 2
2pmodx


 i.e. 2
7modx         

2
7modx  = 10 x7x  , 

to find x4 , we compute (#E/p2) * Q = 23 * (75, 131)  

                                                        = (32, 26) = 5,t7  , then x0 = 5 

to find x1 , we compute R = Q  x0 P = (75, 131)  5 * (134, 120) 

                                  = (75, 131) + (117, 116) 

                                                          = (57, 10) 

(#E/
2
2p ) * R = 4 * (57, 10) = (26, 160) =  3,t7   then x1 = 3 

x  5 +7 * 3 mod 46 

x  26 mod 46, 

      Now we will use the Chinese Remainder Theorem to solve the 

system of equations:












49mod26x

4mod1x
  or  













49mod26x

4mod0x
 

to solve 








49mod26x

4mod1x
 

                n = n1 * n2  

                   =  4 * 46                                            

                   = 166. 

              N1 = n / n1 

                   = 166 / 4 

                   = 46,               46x1  1 (mod 4)   x1 = 1, 

              N2 = n / n2, 

                   = 166 / 46, 

                   = 4,                4x2  1 (mod 46)   x2 = 37,              

but       x  = (a1 * N1 * x1 + a2 * N2 * x2) mod n, 
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so       x  = (1 * 46 * 1 + 26 * 4 * 37) mod 166 

           x  = 173. 

So either the discrete logarithm of Q  to the base P is 173 . 

To solve 












49mod26x

4mod0x
 

                n = n1 * n2  

                   =  4 * 46                                            

                   = 166. 

              N1 = n / n1 

                   = 166 / 4 

                   = 46,               46x1  1 (mod 4)   x1 = 1, 

              N2 = n / n2, 

                   = 166 / 46, 

                   = 4,                4x2  1 (mod 46)   x2 = 37,              

but      x  = (a1 * N1 * x1 + a2 * N2 * x2) mod n, 

so       x  = (0 * 46 * 1 + 26 * 4 * 37) mod 166 

           x  = 124. 
Alternatively, the discrete logarithm of Q to the base P is 124. 
      In the above example there are another discrete logarithm of Q  
to the base P, {26, 75} and this method couldn’t find it, in any way 
there is no problem because the all ECDLP have the same result.  
      
      After all these, the breakers of the ciphering can find the secret 
key which can be used in any cryptosystem , and compute the 
inverse of it, and then fine the decipher text, but when the p has 
strength bits, then the solution of the ECDLP becomes more 
difficult (as we will see in the section (3.14)). 
 
 

(3.9) Choosing a Suitable Elliptic Curve for 
Cryptosystem  
      After reviewing the attacks we have mentioned, it should be 
apparent that the choice of the EC E and its underlying field K has 
enormous impact on the speed, efficiency, key length (i.e. 
practicality) and security of any ECCs. Although E, K and a base 

point P  E are all fixed and publicly known prior to the encryption 
process, the task of selecting them for a given scheme is the most 
important step. We will explore some of the choices here [5].  

 The two most common choices in practical applications for 
the underlying finite field are F2

m and Fp (where p is an odd 
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prime). The ECDLP is equally difficult for instances which 
use F2

m as those which use Fp, and where the sizes 2m and p 
of the fields are approximately equal [52],[22]. There have 
not been any mathematical discoveries to date which 
suggest that the ECDLP for ECs over F2

m may be any easier 
or harder than the ECDLP for ECs over Fp [22]. 

 To choose the “right” EC, we first need to know what kind of 
curve we want and what types we can use. There are infinite 
varieties of ECs to choose from but a selecting few have 
been of interest to the study of ECCss [5]. In the following, 
we shall present two classes of ECs that have been used in 
various encryption schemes. 

 Supersingular Curves: Menezes and Vanstone have 
examined the advantages of supersingular ECs in 
cryptosystems, specifically those over the field F2

r. An EC 
over a finite field of q elements is said to be supersingular 

if t2 = 0, q, 2q, 3q or 4q where t is defined  as t = q + 1   

#E(Fq);  t   q2  [5]. An EC over a field of characteristic 

2 or 3 is supersingular if and only if it has a zero j-
invariant [62], [5]. For example  y2 + a3y = x

3
 + a4x + a6 is a 

supersingular curve. 

 Nonsupersingular Curves: A nonsupersingular curve 
or an “ordinary” EC has a nonzero j-invariant [62],[5]. 
For example, an EC defined by equation in (3.3.1.3) is a 
nonsupersingular curve. This curve is used for 
cryptography.  

      The advantage that a nonsupersingular curve has over a 
supersingular curve is that it can provide the same level of security 
as the supersingular curve, but with a much smaller underlying 
field [5]. 
      After these, for large p we can apply the Koblitz's Random 
Selection Method [5]: 

 *Randomly select three elements from Fp; call them x, y, a. 

 Set the value for b by computing b = y
2
  (x

3 
+ ax) since 

equation of the EC over Fp   is y2 = x
3
 + ax + b. 

 Check that the cubic on the right side of the above 
equation does not have multiple roots, i.e. check that     

4a
3 + 27b

2
  0. 

 If the previous condition is not met, return to step *. 

 Else set P = (x, y) (preferably, be base point but not 
necessarily [62]) and let y2 

= x
3
 + ax + b be our EC 
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(3.14) Security of Elliptic Curve Cryptosystem 

      The cryptographic strength of EC encryption lies in the difficulty 
for a cryptanalyst to determine the secret random number k from 
kP and P itself [16], i.e. the difficult of solve the ECDLP when p has 

very large bits. For more sure  a 1024 bit RSA (which is one of 
the more widely uses in cryptography) key has approximately the 

same strength as a 160 bit ECC key [61],[23],[39],[22], and it is 
estimated that it should take 1011 Million Instructions Per Second 

(MIPS) years to break a key of that strength. In addition, 2043 bit 

RSA key corresponds to a 210 bit ECC key, and the estimated 
time to break these is 1020 MIPS years [23]. This means that we 
can use shorter keys (compared to other cryptosystems) for high 
security levels [12]. 
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CChhaapptteerr  FFoouurr  
 

DDeevveellooppmmeennttss  ooff  EElllliippttiicc  CCuurrvveess  CCrryyppttoossyysstteemm 
 

(1.4) Introduction  
      ECCs have the potential to provide relatively small block size, 
high-security public key schemes that can be efficiently 
implemented [32]. 
 
      When we study the ElGamal ECCs, we saw that if the sender 
went to send any message to the receiver, the first must use the 
public key of second (as the other public key cryptosystem), and in 
way cannot be developed, but we can vary it with the same 
complexity as in (1.4.4), because the addition and subtraction have 

the same computation complexity. 
 
      However, in the MVECC which is a very important system of a 
public key cryptosystem we have the following: 

 It dose not depend on additive operation on EC group, 

 The message needs not to be a point on EC. 
      Therefore we can use this to develop the encryption and 
decryption scheme, as in the proposition (1.4.3.4), (1.4.3.4), and 

(1.4.3.3), with more complexity even the complexity of propositions 

in [34] in 2004. 
 

      We also try to benefit from the DHEK to use this key (the key 
come from DHEK algorithm) as a secret key in tow suggestion 
methods. 
 
      Finally we listed in this chapter all software which we used in 
our working. All these software are written in MATLAB (The 
Language of Technical Computing) , version 6.5 . 
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      Now we start this chapter by mentioning the four propositions 
methods1 for enhancing of ECCs which coming in [34]. 
Theorem (1.4)                                                     
      Given the pair (k1, k2) and the message (m1, m2) such that       
k1, k2 , m1, m2 in the field Fp and let      
                               c1 = (m1 k1 + m2 k2) mod p 

                               c2 = (m1 k1 − m2 k2) mod p  

Then  
                               m1 = (c1 + c2)(2 k1)

-1
 mod p 

                               m2 = (c1 − c2)(2 k2)
-1

 mod p. 

  

Theorem (1.4)                                                     
      Given the pair (k1, k2) and the message (m1, m2) such that       
k1, k2 , m1, m2 in the field Fp and let      
                               c1 = (m1 k1 + m2 k2) mod p 

                               c2 = (m1 k1 − m2 k2) mod p  

Then  
                               m1 = ((c1 + c2) k2 )(2 k2 k1)

-1
 mod p 

                               m2 = ((c1 − c2) k1 )(2 k2 k1)
-1

 mod p. 

 

Theorem (1.3)                                                     
      Given the pair (k1, k2) and the message (m1, m2) such that       
k1, k2 , m1, m2 in the field Fp and let      
                               c1 = (m1 k1 − m2) mod p 

                               c2 = (m1 − m1 k1 k2 + m2 k2) mod p  

Then  
                               m1 = (c1 k2 +c2) mod p 

                               m2 = (c1 k1 k2  − c1 + c2 k1) mod p. 

 

Theorem (1.3)                                                     
      Given the pair (k1, k2) and the message (m1, m2) such that       
k1, k2 , m1, m2 in the field Fp and let      

                               c1 = m1 
2k

1k mod p 

                               c2 = m2 
1k

2k mod p  

Then  

                               m1 = c1 
)1pmodk(

1
2k


 mod p 

                               m2 = c2 
)1pmodk(

2
1k


 mod p. 

                                                           
1
  These propositions methods coming as theorems. 
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(1.4) The Proposed Developments 
 

(1.4.4) Introduction 
      In this subsection, we present the proposition and suggestion 

methods to encryptiondecryption by group of EC, depending on 
ElGamal, MVECC and DHEK. Finally, we listed in this chapter all 
software which we used in our working. Now, we first will vary 
ElGamal ECCs  with same complexity. 
 

(1.4.4) Proposition to Variant ElGamal Elliptic 
Curve Cryptosystem 
      To vary the encryption and decryption of ElGamal ECCs. Let 
E(F) be an EC group and let B be a base point on E . The user 
Benin first selects a private key d and generates a public key  Q = d 

B. 
      If Ali likes to encrypt and send a message M to Benin, he 
should choose a random positive integer e and produce the 
ciphertext CM , such that CM ={C , e B} 

Where C = M  e Q 
      To decrypt the ciphertext, Benin computes the following: 
C + d (e B) = M – e Q + d (e B) 

                   = M – e (d B) + d (e B) 

                   = M. 

 

Example (1.4) 
      Let EC E defined over Fp (p = 62168 with parameters                   

a = 61668, b = 61467 where (4a
3
+26 b

2
)mod p =  44371  7). 

Suppose the private key of Benin is d = 6243, and the private key 
of Ali is e = 4671.and let B= (61725, 61761) be a base point on E, if 
M = (62116, 61485) is the message point, discuss what Ali and 
Benin should do if Ail want to send M to Benin. 

Solution: 
Since d = 6243 thus the public key of Benin is  
           Q = 6243 (61725, 61761) = (37216, 4651)      

If Ali wishes to a message to Benin he should do the following: 
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 Compute eQ = 4671 (37216, 4651) = (58573, 55673)  

 Compute eB = 4671 (61725, 61761) = (56137, 21457)    

Compute C: 

         C = M – e Q = (62116, 61485) (58573, 55673) 

                               = (62116, 61485) + (58573,  55673) 

                               = (825, 58467) 

Then Ali send CM = {C,e B} 

                               = {(825, 58467),(56137, 21457)} to Benin. 
      To decrypt the ciphertext, Benin does the following: 

Compute d (e B) = 6243 (56137, 21457)  
                              = (58573, 55673)  

Compute M: 
                       M = C + d (e B) 

                              = (825, 58467) + (58573, 55673) 

                              = (62116, 61485) 

                              = M. 

 

Example (1.4) 
      Let EC E defined over Fp (p = 175556 with parameters                 

a = 1111, b = 2224 where (4a
3
+26 b

2
)mod p =  17721  7). Suppose 

the private key of Benin is d = 87124, and the private key of Ali is    
e = 46813.and let B= (175257, 33621) be a base point on E, if               
M = (175262, 86788) is the message point, discuss what Ali and 
Benin should do if Ail want to send  M  to Benin. 

Solution: 
Since d = 87124  thus the public key of Benin is  
           Q = 87124 (175257, 33621) = (41473, 21776)      

If Ali likes to send a message to Benin, then he should do the 
following: 

 Compute eQ = 46813 (41473, 21776) = (67776, 66647)  

 Compute eB = 46813 (175257, 33621) = (67431,57421)    

Compute C: 

         C = M – e Q = (175262, 86788) (67776, 66647) 

                            = (175262, 86788) + (67776,− 66647) 

                            = (82465, 61573) 

Then Ali send CM = {C, e B} 

                           = {(82465, 61573),(67431,57421)} to Benin. 
      To decrypt the ciphertext, Benin does the following: 

Compute d (e B) = 87124 (67431,57421)  
                           = (67776,66647)  

Compute M: 
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                       M = C + d (e B) 

                           = (82465, 61573) + (67776,66647) 

                           = (175262,86788) 

                           = M. 

(1.4.3) Proposition to Development of MVECC 
 

      The development of the encryption and decryption of MVECC 
is as follows: 

 
(1.4.3.4) Suppose Ali wants to send a message M = (m1, m2) to 

Benin, 
Let d denote Benin's secret key and Q = d B [B is a point on E] 
denote Benin's public key . Ali chooses a random integer e and 
sends CM: 
                  CM = {C, eB} 

Where          C = (c1, c2) 

                   (k1,k2) = eQ 

      c1 = (m1 + k1 k2) mod p 

      c2 = m1 (m2 + k2 k1) mod p  

To decrypt the ciphertext Benin computes: 
                        (k1 , k2) = d (e B) 

                            m1 = (c1  k1 k2) mod p 

                            m2 = (
-1
1m c2  k1 k2) mod p 

Proof: 
(c1  k1k2)mod p = (m1 + k1 k2  k1k2)mod p 

                          = m1 . 

(
-1
1m c2  k1 k2) mod p = (

-1
1m m1 (m2 + k2 k1)  k1k2)mod p                  

                                             = m2 . 

 
(1.4.3.4) Suppose Ali wants to sent a message M = (m1, m2) to 

Benin, Let d denotes Benin's secret key and Q = dB (B is a point on 
E) denotes Benin's public key. Ali chooses a random integer e and 
sends CM: 
                  CM = {C, eB} 

Where          C = (c1, c2) 

                   (k1, k2) = e Q 

      c1 = (m1 * (k1 k2  k1)) mod p 

      c2 = (m2 * (k1 k2 – k2))mod p 

To decrypt the ciphertext Benin computes: 
                        (k1 , k2) = d (e B) 

                    m1 = (c1 * (k1 k2  k1)
-1

) mod p                             
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                   m2 = (c2 * (k1 k2  k2)
-1

) mod p  

Proof: 
(c1* (k1 k2  k1)

-1
) mod p = (m1* (k1 k2  k1)* (k1 k2  k1)

-1
) mod p 

                                         = m1 . 

(c2* (k1 k2  k2)
-1

) mod p = (m2* (k1 k2  k2)* (k1 k2  k2)
-1

) mod p                                                

                                       = m2 . 

 
(1.4.3.3) Suppose Ali wants to send a message M = (m1, m2) to 

Benin, 
Let d denotes Benin's secret key and Q=dB [B is a point on E] 
denotes Benin's public key. Ali chooses a random integer e and 
sends CM: 
                 CM = {C, eB} 

where          C = (c1, c2) 

                   (k1, k2) = e q 

      c1 = m1 +
1k

21 )kk( 1 
 mod p 

      c2 = m2 +
1k

12 )kk( 2 
    mod p  

To decrypt the ciphertext Benin computes: 
                        (k1 , k2) =d (e B) 

               m1 = (c1  
1k

21 )kk( 1 
) mod p 

               m2 = (c2  
1k

12 )kk( 2 
) mod p 

Proof: 
         (c1  

1k
21 )kk( 1 

) mod p = (m1 + 
1k

21 )kk( 1   
1k

21 )kk( 1 
) mod p 

                                               =  m1 . 

         (c2  
1k

12 )kk( 2 
) mod p = (m2 + 

1k
12 )kk( 2   

1k
12 )kk( 2 

) mod p 

                                               =  m2 . 

 

Example(1.3) : 

      Let EC E defined over Fp (p = 66161 with parameters                   

a = 66661, b = 66661 where (4a
3
 + 26 b

2
)mod p = 26732  7. 

Suppose the private key of Benin is d = 6142, then the public key 
of Benin is Q = d B    (B = (66725, 66867) is a base point on E) 

       Q = 6142 (66725, 66867) 

              = (15664, 38625) 

and the private key of Ali is e = 36612. 

Solution:  
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 Using (1.4.3.4) method : If Ali would like to send a 

message                M = (63512, 4283) = (m1,m2)   to Benin, 
then he should do the  following: 

Compute e Q = 36612 (15664, 38625) 

                   = (37734, 7741) = (k1, k2)   

Compute e B = 36612 (66725, 66867) = (22621, 18553) 

Compute C: 
                  C = (c1, c2) 

c1 = m1 + k1 k2 mod p 

             = 63512 + 37734 * 7741 mod 66161          

             = 61126 

         c2 = m1 (m2 + k2 k1)mod p 

             = 63512 (4283 + 37734 * 7741) mod 66161  

             = 22426 

Then Ali sends CM = {C,e B} 

                             = {(61126, 22426) , (22621, 18553)} to Benin. 
      To decrypt the ciphertext ,  Benin should do the  following: 

Compute d (e B) = 6142 (22621, 18553) 

                       = (37734, 7741) = (k1,k2) 

Compute M: 
             M = (m1, m2) 

            m1 = c1  k1 k2 mod p 

                 = 61126 37734* 7741 mod 66161 

                 = 63512 

                 = m1 

                m2 = (
1

1m


c2  k1 k2) mod p 

           
1

1m


= (63512)
−1

 mod 66161 

                 = 41746 

 then    m2 = (41746 * 22426 − 37734* 7741) mod 66161 

                 = 4283                  

                 = m2    

 Using (1.4.3.4) method : If Ali would like to send a 

message                M = (63512, 4283) = (m1, m2)  to Benin, 
then he should do the  following: 

Compute e Q = 36612 (15664, 38625) 

                   = (37734, 7741) = (k1, k2)   

Compute e B = 36612 (66725, 66867) = (22621, 18553) 

Compute C: 
                  C = (c1, c2) 

     c1 = (m1 * (k1 k2  k1)) mod p 

         = (63512 * (37734* 7741  37734)) mod 66161 
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         =  46766 

     c2 = (m2 * (k1 k2 – k2))mod p 

         = (4283*(37734* 7741  7741)) mod 66161 

         = 37656 

Then Ali sends CM = {C, e B} 

                            = {(46766, 37656), (22621, 18553)} to Benin. 
      To decrypt the ciphertext, Benin should do the  following: 

Compute d (e B) = 6142 (22621, 18553) 

                       = (37734, 7741) = (k1, k2) 

Compute M: 
               M = (m1, m2) 

    (k1 k2 - k1)
-1

 mod p = (37734* 7741  37734)
-1

 mod 66161 

                                = 343282567 -1
 mod 66161 

                                = 46858 

  m1 = (c1 *(k1 k2  k1)
-1

) mod p  

       = 46766 * 46858 mod 66161 

       = 63512 

       = m1 . 

   (k1 k2  k2)
-1

mod p = (37734* 7741  7741)
-1

 mod 66161 

                               = 65845 
-1

 mod 16 

                               = 41764                  

           m2 = (c2 * (k1 k2  k2)
-1

) mod p   

                = 37656 * 41764 mod 66161 

                = 4283 

                = m2 . 

 

 Using (1.4.3.3) method : If Ali wishes to send a message   

M = (63512, 4283) = (m1, m2) to Benin, then he should do 
the  following: 

Compute e Q = 36612 (15664, 38625) 

                   = (37734, 7741) = (k1, k2)   

Compute e B = 36612 (66725, 66867) = (22621, 18553) 

Compute C: 
                  C = (c1, c2) 

     c1  = (m1 + 
1k

21 )kk( 1 
) mod p 

         = (63512 + 18145) mod 66161 

         = 5476 

     c2 = (m2 +( k2 k1  
k
2 )

-1
 mod p  

         = (4283 + 48866 ) mod 66161 

         = 54258 

Then Ali sends Cm= {C, eB} 
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                       ={(5476, 54258), (22621, 18553)} to Benin. 
      To decrypt the ciphertext, Benin should do the  following: 

Compute d (e B) = 6142 (22621, 18553) 

                       = (37734, 7741) = (k1, k2) 

Compute M: 
              M = (m1, m2) 

             m1 = (c1  ( k1 k2  
k
1 )

-1
) mod p 

                  = (5476 – 18145)mod 66161 

                  = 63512 

                  = m1 

             m2 = (c2  ( k2 k1  
k
2 )

-1
) mod p 

                  = (54258 – 48866  ) mod 16 

                  = 4283 

                  = m2 . 

 

Example (1.1) : 

      Let EC E defined over Fp (p = 175556 with parameters                 

a = 1111, b = 2224 where (4a
3
+26 b

2
)mod p =  17721  7. 

Suppose the private key of Benin is d = 75611, then the public key 
of Benin is Q = d B    (B = (175277, 12228) is a base point on E) 

       Q = 75611 (175277, 12228) 

              = (66153,17116) 

and the private key of Ali is e = 66612. 

Solution:  
 Using (1.4.3.4) method : If Ali wishes to send a message   

M = (62235, 48573) = (m1, m2)   to Benin, then he should 
do the  following: 

Compute e Q = 66612 (66153,17116) 

                   = (53134, 67672)  

                   = (k1, k2)   

Compute e B = 66612 (175277, 12228)  

                        = (76327,15175) 

Compute C: 
                  C = (c1, c2) 

c1 = (m1 + k1 k2)mod p 

             = (62235 + 53134 * 67672) mod 175556         

             = 12611 

         c2 = m1 (m2 + k2 k1)mod p 

             = 62235 (48573 + 53134 * 67672) mod 175556   

             =  66768 

Then Ali sends CM = {C,e B} 
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                             = {(12611, 66768) , (76327,15175)} to Benin. 
      To decrypt the ciphertext ,  Benin should do the  following: 

Compute d (e B) = 75611 (76327,15175) 

                        = (53134, 67672)  

                         = (k1, k2) 

Compute M: 
             M = (m1, m2) 

            m1 = c1  k1 k2 mod p 

                 = (12611  53134 * 67672) mod 175556 

                 = 62235 

                 = m1 

                m2 = (
-1
1m c2  k1 k2) mod p 

           
-1
1m = (62235)

−1
 mod 175556 

                 = 11671 

 then    m2 = (11671 * 66768 − 53134 * 67672) mod 175556 

                 = 48573                  

                 = m2  

   

 Using (1.4.3.4) method : If Ali wishes to send a message   

M = (62235, 48573) = (m1, m2)   to Benin, then he should 
do the  following: 

Compute e Q = 66612 (66153,17116) 

                   = (53134, 67672)  

                   = (k1, k2)  

Compute e B = 66612 (175277, 12228)  

                        = (76327,15175) 

Compute C: 
                  C = (c1, c2) 

     c1 = (m1 * (k1 k2  k1)) mod p 

         = (62235 * (53134 * 67672  53134)) mod 175556 

         =  27661 

     c2 = (m2 * (k1 k2 – k2))mod p 

         = (48573 * (53134 * 67672  67672)) mod 175556 

         = 63138 

Then Ali sends CM = {C, e B} 

                            = {(27661, 63138), (76327,15175)} to Benin. 
      To decrypt the ciphertext, Benin should do the  following: 

Compute d (e B) =75611 (76327,15175) 

                        = (53134, 67672)  

                         = (k1, k2) 

Compute M: 
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               M = (m1, m2)  

    (k1 k2 − k1)
-1

 mod p = (53134 * 67672  53134)
−1

 mod 175556 

                                = 87356 -1
 mod 175556 

                                = 87813 

  m1 = (c1 *(k1 k2  k1)
-1

) mod p  

       = 27661 * 87813 mod 175556 

       = 62235 

       = m1 . 

   (k1 k2  k2)
-1

mod p = (53134 * 67672  67672)
−1

 mod 175556 

                               = 87677 
-1

 mod 175556 

                               = 55712                  

           m2 = (c2 * (k1 k2  k2)
-1

) mod p   

                = 63138 * 55712  mod 175556 

                = 48573 

                = m2 . 

 

 Using (1.4.3.3) method : If Ali wishes to send a message   

M = (62235, 48573) = (m1, m2)   to Benin, then he should 
do the  following: 

Compute e Q = 66612 (66153,17116) 

                   = (53134, 67672)  

                   = (k1, k2)  

Compute e B = 66612 (175277, 12228)  

                        = (76327,15175) 

Compute C: 
                  C = (c1, c2) 

     c1  = (m1 + 
1k

21 )kk( 1 
) mod p 

         = (62235 + 
153134

)60702*53134(


) mod 175556 

         = (62235 + (31223)
−1

) mod 175556 

         = (62235 + 22578) mod 175556 

         = 84644 

     c2 = (m2 +( k2 k1  
k
2 )

-1
    mod p  

         = (48573 + 
160702

)60702*53134(


) mod 175556 

         = (48573 + (51378)
−1

) mod 175556 

         = (48573 + 17664) mod 175556 

         = 67346 

Then Ali sends Cm= {C, e B} 

                       = {(84644, 67346), (76327,15175)} to Benin. 
      To decrypt the ciphertext, Benin should do the  following: 

Compute d (e B) = 75611 (76327,15175) 

                        = (53134, 67672)  
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                         = (k1,k2) 

Compute M: 
              M = (m1, m2) 

             m1 = (c1  ( k1 k2  
k
1 )

-1
) mod p 

                  = (84644 –  22578) mod 175556 

                  = 62235 

                  = m1 

             m2 = (c2  ( k2 k1  
k
2 )

-1
) mod p 

                  = (67346 – 17664) mod 175556 

                  = 48573 

                  = m2 . 

 

 

(1.4.1) The Proposed Algorithms for Elliptic Curve                                             
Cryptosystems 
      In this subsection, we try to benefit from the DHEK for use this 
key (the key come from (DHEK algorithm) as a secret key in two 
suggestion methods. 
      As we look in (3.5.4), Ali and Benin have the same point (only 

Ali and Benin know it). Then to start with Proposed Algorithm 1 
(PA4) and Proposed Algorithm 2 (PA4) , let us consider the following  

algorithms: 
 

Algorithm of (PA4) 
Ali and Benin  Compute edB = S = (s1 , s2) .(using DiffieHellman 
Scheme) 

Ali sends a message M   E to Benin as follows: 

 Compute ( s1 * s2 )mod N = K. (such that gcd(s1* s2,N)=1)2 

 Compute K * M = C, and send C to Benin. 

Benin receives  C and decrypts it as follows: 

 Compute   ( s1 * s2 )mod N = K. 

 Compute (K-1
)mod N.  (where N = # E) 

  K-1
 C = K

-1
 * K * M = M. 

 

Algorithm of (PA4) 
Ali and Benin  Compute edB = S =( s1 , s2) .(using DiffieHellman 
Scheme) 

                                                           
2
  If gcd(s1* s2 ,N) 1, then Ali will search about a smallest integer number  r  such that   

gcd((s1* s2 ) + r,N)=1. 
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Ali sends a message M to Benin as follows: 

 Compute   (s1
s
2) mod N = K. (such that gcd(s1

s
2, N)=1)3 

 Compute K * M = C, and send C to Benin. 

Benin receives  C and decrypts it as follows: 

 Compute   (s1
s
2) mod N=K. (such that gcd(s1

s
2, N)=1) 

 Compute (K-1
)mod N. 

  K-1
 C = K

-1
 * K * M = M. 

 

Example (1.5): 
      Let E be an EC defined over Fp   where p = 3723  with 

parameters a=1,b=2546  where (4a
3
+26 b

2
)mod p = 2726  7. and # 

E = 3773, let B = (2236 , 2477) is a base point on E. If Ali went to 
send a message M =( 2274 , 2437 ) to Benin using (PA4) and (PA4) 

respectively , what did they do? 

Solution 
     To apply this example using (PA4) , at first they must apply 

DHEK. 

Ali chooses a secret random integer e = 2313. 
eB =2313 ( 2236 , 2477 ) = ( 834 , 28 ) 

     and sends ( 834 , 28 )  to Benin . 

Benin chooses a secret random integer d = 1236.  
dB =1236 ( 2236 , 2477 ) = ( 1613 , 1678 ) 

    and sends  ( 1613 , 1678) to Ali 

Ali computes the secret key  e (dB) = 2313 ( 1613 , 1678 ). 
edB = ( 2536 , 1632 ) = S 

Benin computes the secret key d (eB) =1236 ( 834 , 28 ) . 
       deB  = ( 2536 , 1632 )= S 

      Now, Ali and Benin have the same point S = ( 2536 , 1632 ). 

 Compute   ( s1 * s2 )mod N = ( 2536  * 1632 )mod  3773 

                                           =  2887 

                                           = K. 

 Compute K* M = 2887 ( 2274 , 2437 ) 

                           = ( 2168 , 1733 ) 

                           = C, and send it to Benin. 

Benin receives  C and decrypts it as follows: 

 Compute   ( s1 * s2 )mod N = 2887 = K 

                                                           

3
 If gcd( s1

s
2
 ,N) 1, then Ali will search about a smallest integer number  r  such that                     

gcd( s1
s
2
 + r,N)=1.

 



Chapter Four                                                 Developments of Elliptic Curves Cryptosystem 
 

 67 

 Compute (K-1
)mod N = (2887 )

-1
 mod 3773 

                                   = 1342 

  K-1
 C  = 1342 ( 2168 , 1733 ) 

             = ( 2274 , 2437 ). 

      To apply this example using the algorithm (PA4), at first they 

must apply DHEK. 
      By the same procedure to solve Diffie – Helman scheme   we 
have obtained  S = ( 2536, 1632 ). If Ali would like to send a 
message M = ( 2274 , 2437 ) to Benin using (PA4) , then he should 
do the following: 

 Compute   ( 2s
1s )mod N = ( 25361632 ) mod 3773 

                                       = 323 = K. 

 Compute K* M = 323 ( 2274 , 2437 ) 

                           = ( 2555 , 1766 ) = C, and send it to 
Benin. 

Benin receives  C and decrypts it as follows: 

Compute   ( 2s
1s )mod N =  323 = K. 

 Compute (K-1
)mod N = (323)

-1
 mod 3773 

                                   =  1584. 

  K-1
 C = 1584 ( 2555 , 1766 ) 

              = ( 2274 , 2437 ) 

              =  M. 
 

Example (1.6) : 
      Let E be an EC defined over Fp   where p = 175556  with 

parameters a =1111, b = 2224 where (4a
3
+26 b

2
)mod p =  17721  

7. and # E = 175143, let B = (174661, 21331) is a base point on E. 
If Ali wants to send a message M = (175551, 71762) to Benin 
using (PA4) and (PA4) respectively , what dose they do? 

Solution 
     To apply this example using (PA4) , at first they must apply 

DHEK. 

Ali chooses a secret random integer e = 81562. 
eB = 81562 (174661, 21331) = (4184, 67387) 

     and sends (4184, 67387)  to Benin . 

Benin chooses a secret random integer d = 63827.  
dB =63827 (174661, 21331) = (36674, 27736) 

    and sends  (36674,27736) to Ali 

Ali computes the secret key  e (dB) = 81562 (36674,27736). 
edB = (43817, 47677) = S 
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Benin computes the secret key d (eB) =63827 (4184, 67387) . 
       deB  = (43817, 47677) = S 

      Now, Ali and Benin have the same point S = (43817, 47677). 
                                                                         = (s1 , s2 ) 

 Compute   ( s1 * s2 )mod N = (43817 * 47677) mod  

175143  
                                           =  55776 

                                           = K. 

 Compute K* M = 55776 (175551, 71762) 

                           = (26725, 76624) 

                           = C, and send it to Benin. 

Benin receives  C and decrypts it as follows: 

 Compute   ( s1 * s2 )mod N = 55776  = K 

 Compute (K-1
)mod N = (55776)

-1
 mod 175143 

                                     = 64827 

  K-1
 C  = 64827 (26725, 76624) 

             = (175551, 71762). 

              = M. 

      To apply this example using the algorithm (PA4), at first they 

must apply DHEK. 
      By the same procedure to solve Diffie – Helman scheme   we 
have obtained  S = (43817, 47677). If Ali wishes to send a 
message M = (175551, 71762) to Benin using (PA4) , he should do 

the following: 

 Compute   ( 2s
1s )mod N = (43817 

47677
 ) mod 175143  

                                              =  52345 = K. 

 Compute K* M =  52345 (175551, 71762) 

                           = (53363, 64266) = C,  
and send C to Benin. 

Benin receives  C and decrypts it as follows: 

Compute   ( 2s
1s )mod N =  52345 = K. 

 Compute (K-1
)mod N = (52345)

-1
 mod 175143 

                                   =  55836. 

  K-1
 C = 55836 (53363, 64266) 

              = (175551,71762) 

              =  M. 
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(4.3) Programming  
      In this subsection, we present the programming codes that are 
written to enhance the implementation of the above proposed 
methods and general treatment of ECCs calculator, where these 
software are written in MATLAB (The Language of Technical 
Computing) . 
 

Given E , prime p, B=(b1,b2), Q=(q1,q2) , M=(m1,m2) 
and the secret key of Ali e, build the encryption scheme of ElGamal 
ECC algorithm. 

 

Note  1. “a” is a coefficient of x in the equation of E. 

2. Ali sends “Cm” to Benin. 
 

Given E , prime p, B=(b1,b2), eB=(eb1,eb2) , 
C=(c1,c2) and the secret key of Benin d, build the decryption 
scheme of ElGamal ECC algorithm.  

 

Note  1. “a” is a coefficient of x in the equation of E. 

Program (2) 

clear 
clc 
scmult(a,d,eb1,eb2,p); 
dq1=ans(1); 
dq2=ans(2); 
M=add(c1,c2,dq1,-dq2,p); 
[M] 

Program (1) 

clear 
clc 
Cm=[]; 
scmult(a,e,q1,q2,p); 
eq1=ans(1); 
eq2=ans(2); 
C=add(m1,m2,eq1,eq2,p); 
scmult(a,e,b1,b2,p); 
eb1=ans(1); 
eb2=ans(2); 
eB=[eb1 eb2]; 
Cm=[C], [eB] 
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          2. “[M]” is the message. 
 

Given E , prime p, B=(b8,b2), Q=(q8,q2) , M=(m8,m2) 
and the secret key of Ali e, build the encryption scheme of varying 
ElGamal ECC algorithm. 

 

Note  1. “a” is a coefficient of x in the equation of E. 

2. Ali sends “Cm” to Benin. 
 

Given E , prime p, B=(b8,b2), eB=(eb8,eb2) , 
C=(c8,c2) and the secret key of Benin d, build the decryption 
scheme of varying ElGamal ECC algorithm.  

 

Note  1. “a” is a coefficient of x in the equation of E. 

          2. “[M]” is the message. 
 

 

Program (4) 

clear 
clc 
scmult(a,d,eb1,eb2,p); 
dq1=ans(1); 
dq2=ans(2); 
M=add(c1,c2,dq1,dq2,p); 
[M] 

Program (3) 

clear 
clc 
Cm=[]; 
scmult(a,e,q1,q2,p); 
eq1=ans(1); 
eq2=ans(2); 
C=add(m1,m2,eq1,-eq2,p); 
scmult(a,e,b1,b2,p); 
eb1=ans(1); 
eb2=ans(2); 
eB=[eb1 eb2]; 
Cm=[C], [eB] 
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Given E , prime p, B=(b1,b8), Q=(q1,q8) , M=(m1,m8) 
and the secret key of Ali e, build the encryption scheme of MVECC 
algorithm. 

 

Note  1. “a” is a coefficient of x in the equation of E. 

2. Ali sends “Cm” to Benin. 
 

Given E , prime p, B=(b1,b8), eB=(eb1,eb8) , 
C=(c1,c8) and the secret key of Benin d, build the decryption 
scheme of MVECC algorithm.  

 

Note  1. “a” is a coefficient of x in the equation of E. 

          2. “[M]” is the message. 

Program (6) 

clear 
clc 
scmult(a,d,eb1,eb2,p); 
k1=ans(1); 
k2=ans(2); 
m1=mod(c1*invmod(k1,p),p); 
m2=mod(c2*invmod(k2,p),p); 
M=[m1 m2]; 
[M] 

Program (5) 

clear 
clc  
scmult(a,e,q1,q2,p); 
k1=ans(1); 
k2=ans(2); 
c1=mod(m1*k1,p); 
c2=mod(m2*k2,p); 
C=[c1 c2]; 
scmult(a,e,b1,b2,p); 
eb1=ans(1); 
eb2=ans(2); 
eB=[eb1 eb2]; 
Cm=[C],[eB] 
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Given E , prime p, B=(b1,b2), Q=(q1,q2) , M=(m1,m2) 
and the secret key of Ali e, build the encryption scheme of 
proposition MVECC1 algorithm. 

 

Note  1. “a” is a coefficient of x in the equation of E. 

2. Ali sends “Cm” to Benin. 
 

Given E , prime p, B=(b1,b2), eB=(eb1,eb2) , 
C=(c1,c2) and the secret key of Benin d, build the decryption 
scheme of proposition MVECC1 algorithm.  

 

Note  1. “a” is a coefficient of x in the equation of E. 

          2. “[M]” is the message. 

Program (8) 

clear 
clc 
scmult(a,d,eb1,eb2,p); 
k1=ans(1); 
k2=ans(2); 
m1=mod(c1- k1*k2,p); 
m2=mod(invmod(m1,p)*c2-k1*k2,p); 
M=[m1 m2]; 
[M] 

Program (7) 

clear 
clc 
scmult(a,e,q1,q2,p); 
k1=ans(1); 
k2=ans(2); 
c1=mod(m1 + k1*k2,p); 
c2=mod(m1*(m2 + k1*k2),p); 
C=[c1 c2]; 
scmult(a,e,b1,b2,p); 
eb1=ans(1); 
eb2=ans(2); 
eB=[eb1 eb2]; 
Cm=[C],[eB] 



Chapter Four                                                 Developments of Elliptic Curves Cryptosystem 

 

 

 48 

Given E , prime p, B=(b1,b2), Q=(q1,q2) , M=(m1,m2) 
and the secret key of Ali e, build the encryption scheme of 
proposition MVECC2 algorithm. 

 

Note  1. “a”  is a coefficient of x in the equation of E. 

2. Ali sends “Cm” to Benin. 
 

Given E , prime p, B=(b1,b2), eB=(eb1,eb2) , 
C=(c1,c2) and the secret key of Benin d, build the decryption 
scheme of proposition MVECC2 algorithm.  

 

Note  1. “a”  is a coefficient of x in the equation of E. 

          2. “[M]” is the message. 

clear 
clc 
scmult(a,d,eb1,eb2,p); 
k1=ans(1); 
k2=ans(2); 
m1=mod(c1 * invmod(k1*k2 - k1,p),p); 
m2=mod(c2 * invmod(k1*k2 - k2,p),p); 
M=[m1 m2]; 
[M] 

Program (01) 

Program (9) 

clear 
clc 
scmult(a,e,q1,q2,p); 
k1=ans(1); 
k2=ans(2); 
c1=mod(m1 *(k1*k2 - k1),p); 
c2=mod(m2 *(k1*k2 - k2),p); 
C=[c1 c2]; 
scmult(a,e,b1,b2,p); 
eb1=ans(1); 
eb2=ans(2); 
eB=[eb1 eb2]; 
Cm=[C],[eB] 
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Given E , prime p, B=(b1,b2), Q=(q1,q2) , 
M=(m1,m2) and the secret key of Ali e, build the encryption scheme 
of proposition MVECC3 algorithm. 

 

Note  1. “a”  is a coefficient of x in the equation of E. 

2. Ali sends “Cm”  to Benin. 
 

Given E , prime p, B=(b1,b2), eB=(eb1,eb2) , 
C=(c1,c2) and the secret key of Benin d, build the decryption 
scheme of proposition MVECC3 algorithm. 

 

Note  1. “a”  is a coefficient of x in the equation of E. 

          2. “[M]”  is the message. 

clear 
clc 
scmult(a,d,eb1,eb2,p); 
k1=ans(1); 
k2=ans(2); 
R1=mod(fastexp(k1*k2,k1,p),p); 
R2=mod(fastexp(k1*k2,k2,p),p); 
m1=mod(c1 - invmod(R1,p),p); 
m2=mod(c2 - invmod(R2,p),p); 
M=[m1 m2]; 
[M] 

Program (21) 

clear 
clc 
scmult(a,e,q1,q2,p); 
k1=ans(1); 
k2=ans(2); 
R1=mod(fastexp(k1*k2,k1,p),p); 
R2=mod(fastexp(k1*k2,k2,p),p); 
c1=mod(m1 + invmod(R1,p),p); 
c2=mod(m2 + invmod(R2,p),p); 
C=[c1 c2]; 
scmult(a,e,b1,b2,p); 
eb1=ans(1); 
eb2=ans(2); 
eB=[eb1 eb2]; 
Cm=[C],[eB] 

Program (22) 
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Given E , prime p, S=(s1,s2), M=(m1,m2) and #E, 
build the encryption scheme of PA1. 

 

Note  1. “N” = #E. 

            2. “a” is a coefficient of x in the equation of E. 
           3.  Ali sends “C” to Benin. 
 

Given E , prime p, S=(s1,s2) , C=(c1,c2) and #E, 
build the decryption scheme of PA1.  

 

Note  1. “N” = #E. 

            2. “a” is a coefficient of x in the equation of E. 
           3.  Ali sends “C” to Benin. 

clear 
clc 
for r=0:N 
    if gcd((s1 * s2)+r,N)==1 
        K=mod((s1 * s2)+r,N); 
        inv(K)=invmod(K,N); 
        M=scmult(a,inv(K),c1,c2,p); 
        [M], break 
    else r=r+1; 
    end 
end 

Program (41) 

Program (41) 

clear 
clc 
for r=0:N 
    if gcd((s1 * s2)+r,N)==1 
        K=mod((s1 * s2)+r,N); 
        C=scmult(a,K,m1,m2,p); 
        [C], break 
    else r=r+1; 
    end 
end 
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Given E , prime p, S=(s1,s2), M=(m1,m2) and #E, 
build the encryption scheme of PA2 . 

 

Note  1. “N” = #E. 

            2. “a” is a coefficient of x in the equation of E. 
           3.  Ali sends “C” to Benin. 
 

Given E , prime p, S=(s1,s2) , C=(c1,c2) and #E, 
build the decryption scheme of PA2 . 

 

Note  1. “N” = #E. 

            2. “a” is a coefficient of x in the equation of E. 
           3.  Ali sends “C” to Benin. 

Program (61) 

Program (61) 

clear 
clc  
s12=fastexp(s1,s2,N); 
for r=0:N 
      if gcd(s12+r,N)==1 
        K=mod((s12)+r,N); 
        C=scmult(a,K,m1,m2,p); 
        [C], break 
    else r=r+1; 
    end 
end 

clear 
clc 
s12=fastexp(s1,s2,N); 
for r=0:N 
    if gcd(s12+r,N)==1 
        K=mod(s12+r,N); 
        inv(K)=invmod(K,N); 
        M=scmult(a,inv(K),c1,c2,p); 
        [M], break 
    else r=r+1; 
    end 
end 
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Given any natural number n, compute all 
quadratic residues modulo n. 

  
Note  1. “[b  c]” means print the values of b and c.  

           2. “b” denotes the quadratic residues modulo n. 
 

Given any positive integer n, compute order of a 
mod n, for all a =1:n-1 

 

Note  1. “i” denotes the order of a mod n, for all a =1:n-1. 

 

Given any positive integer n, compute order of a 
mod n . 

 

Note  1. “k” denotes the order of a mod n,  

Program (71) 

Program (78) 

Program (79) 

clc 
clear 
for k=1:n-1 
    if mod(a^k,n)==1 [k] ,break   
    end 
end 

clear 
clc 
for a=1:n-1 
    for i=1:n-1 
        z=a^i; 
        if mod(z,n)==1  [a  i] , break 
        end 
    end 
end 

clc 
clear 
for b=1:n-1 
    for c=1:n-1 
        if mod(b,n)==mod(c^2,n) [b  c], break 
        end 
    end 
end 
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Given any positive integer n, compute Euler's 
fun. for n . 

 
Note  1. “c” denotes to (n). 

 

Given a prime p, compute all Elliptic Curves over 
Fp and the number of it. 

 

Note  1. “a, b” denotes a , b in (9) respectively. 

           2. “c” denotes number of the pointes on E . 
 
 

Program (02) 

Program (02) 

clear 
clc 
c=0; 
for k=1:n -1 
   if gcd(n,k)==1  , c=c+1;    
   end 
end 
[c] 

clc   
c=0; 
for a=0:p 
    for b=0:p 
        if mod(4*a^3223*b^2,p)~=0, c=c+1;  [a, b] 
        end 
    end 
end 
[c] 
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Given E and prime p, compute all point (x,y) on 
E and the number of it. 

 

Note  1. “[x,y]” denotes the pointes on E. 

           2. “c” denotes number of it . 
 

Given E, prime p, and x-coordinate compute the 
y-coordinate. 

 
 
 

Program (22) 

Program (22) 

clear 
clc   
c=1; 
for x=0:p-1 
    for y=0:p-1 
    z=y.^2; 
    w=x.^3+a*x+b; 
    if mod(z,p)== mod(w,p) ,c=c+1; [x,y]            
    end 
end 
end  
[c] 

clear 
clc   
for y=0:p-1   
    if mod(y^2,p)==mod(fastexp(x,3,p)+a*x+b,p),[x ,y] 
    end 
end 



Chapter Four                                                 Developments of Elliptic Curves Cryptosystem 

 
 

 19 

Given E, prime p, Q(x2,y2),and P(x9,y9), compute 
all k  where Q = kP . 

 
 
 

 

Program (24) 

clear 
clc 
for k=0:p-1 
    z=[]; 
    oe=sym('OE'); 
    r=dec2bin(k); 
    [row,col]=size(r); 
    xk=x1; 
    yk=y1; 
    for i=2:col 
        doup(xk,yk,a,p); 
        xk=ans(1); 
        yk=ans(2); 
        if r(i)==94 
            add(xk,yk,x1,y1,p); 
            xk=ans(1); 
            yk=ans(2); 
        end 
    end 
    if xk==x2&yk==y2 , [k]  
    end 
end 
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Given E, prime p, P(x1,y1),and #(E) compute k*P 
,for more k. 

 
 
 
 
 

Program (25) 

clear 
clc 
z=[]; 
oe=sym('OE'); 
for k=0:N 
    r=dec2bin(k); 
    [row,col]=size(r); 
    xk=x1; 
    yk=y1; 
    for i=2:col 
        doup(xk,yk,a,p); 
        xk=ans(1); 
        yk=ans(2); 
        if r(i)==94 
            add(xk,yk,x1,y1,p); 
            xk=ans(1); 
            yk=ans(2); 
        end 
    end 
    z=[z;xk yk k]; 
end 
[z] 
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Given E, prime p, P(x1,y1), compute the order of 
P.  

 

Note  1. “[k]” denotes the order of P. 
 

Program (26) 

clear 
clc 
oe=sym('OE'); 
for k=1:1*p 
    r=dec1bin(k); 
    [row,col]=size(r); 
    xk=x1; 
    yk=y1; 
    for i=1:col 
        doup(xk,yk,a,p); 
        xk=ans(1); 
        yk=ans(1); 
        if r(i)==94 
            add(xk,yk,x1,y1,p); 
            xk=ans(1); 
            yk=ans(1); 
        end 
    end 
    if xk==oe &yk==oe [k], break 
    end 
end 
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CChhaapptteerr  FFiivvee  
DDiissccuussssiioonn  aanndd  CCoonncclluussiioonnss  
 
 

(1.5) Discussion 
            This section concludes the brief review of the chapters two, three 
and four. Let us organize these briefs as follows: 
 
      In chapter two, we explain some of algebraic preliminaries and 
some of the basic concepts of the number theory which are needed 
for researcher in ECCg. and also define the equation of an EC over a 
field and explain all the operations laws of the group of points on ECs 
over three fields. 
 
      In chapter three, we describe the two different classes of 
cryptosystem, private and public key cryptosystem, and  the details of 
the following ECCs with examples: 
 

 Elliptic Curve Diffie  Hellman Key Exchange, 

 Elliptic Curve Massey  Omura cryptosystem (ECMO), 

 ElGamal Elliptic Curve Cryptosystem, 

 Menezes  Vanstone Elliptic Curve Cryptosystem (MVECC), 

 Elliptic Curve Digital Signature Algorithm (ECDSA). 
 

      This chapter also contains the famous attack methods 
with some examples. It is arranged as follows: 

 Exhaustive Search, 

 Parallel Pollard rho Method, 

 Pohlig-Hellman Attack. 
            Chapter four, −which we esteem as implementation chapter in 
the thesis− contains the following items: 
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 Variant ElGamal ECCs with same complexity, 

 Development the encryption and decryption MVELC scheme in 
four propositions, 

 Suggestion of two methods to encrypt and decrypt messages 
using  the properties of ECs, 

 Design of program to enhance the implementation of the above 
proposed methods and general treatment of ECCs calculator, 
where these software are written in MATLAB (The Language of 
Technical Computing) , version 6.5 on computer type P4 with 
7.1  GHz. 

 
 

(1.5) Conclusions 
((7)) The details of EC are very easy when we compute them by 

some programs. We make some programs to compute the 
following concepts: 

 The quadratic residues of any prime number , 

 The order of a mod n, for all a =1 to n-1, 

 The order of a mod n for any integer number a, 

 The (n) for all n,  

 All a,b such that 4a
3
+22b

2 
mod p = 0, 

 All EC over Fp and the number of it, 

 All point (x,y) on the EC, and number of it, 

 The y–coordinate when the x–coordinate is given, 

 Find all k such that Q = kP  for all  k = 1 to p-1, 

 The k*P , for more k. 

 The order of any point on EC,  
 

((2)) When we study The scheme of ElGamal  ECCs, we see that 
this scheme cannot be development, but we can vary it with 
same complexity, as in the proposition (2.5.5) , because the 

addition and subtraction have the same computation 
complexity. 

 
((3)) From the advantages of the MVECC scheme7 , then we can 

use this to the encryption and decryption scheme, as in the 
                                                           

7
  It is not depend on addition operation on elliptic curve group, 

    The message needs not to be a point on elliptic curve. 
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propositions (2.5.3.5), (2.5.3.5), and (2.5.3.3), with the 

complexity given as follows:  

 The proposition (2.5.3.5) is more efficient than the MVECC 

and the proposed method 7 in [43] , where in the 
encryption scheme we do three multiplication operations 
(k1 k2 , m1 m2 and m1 k2 k1 ) and two addition operations. 
And  the decryption scheme needed to compute the 
inverse operations for m1 , and three multiplication 

operations (k1 k2 , 
-1
1m c2 and 

-1
1m k1 k2) and two subtraction 

operations. 

 The proposition (2.5.3.5) is more efficient than the 

previous proposition (2.5.3.5) and than the proposed 

method 2 in [43] , where in the encryption scheme we do 
three multiplication operations (k1 k2 , m1 k2 k1 and m2 k2 

k1) and two subtraction operations. And  the decryption 
scheme needed to compute the inverse operations for (k1 

k2  k1 and k1 k2  k2) and two multiplication operations              

(c1 * (k1 k2  k1)
-1 and c2 * (k1 k2  k2)

-1
). 

 The proposition (2.5.3.3) is more efficient than the 

previous propositions (2.5.3.5) and (2.5.3.5) and than the 

last two proposed methods in [43] , where in the 
encryption scheme we use the exponentiation operation 

between two keys to make the key more secure ( 1k
2k and 

2k
1k ), and this scheme needed to compute the inverse 

operations for (k1 
1k

2k and k2 
2k

1k ) also two addition 

operations. the decryption scheme needed to compute all 
the above operations in the encryption scheme and and 
two subtraction operations. 

 
((4)) We benefit from the Diffie–Hellman Exchanging key for use 

this key (the key come from (Diffie–Hellman Exchanging key 
algorithm) as a secret key in two suggestion methods. 
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(1.3)  FFuuttuurree  WWoorrkkss  
  

((7)) The possibility of applying the hyperelliptic curve of different 
genus over a finite field to implement an ECCss. 

 
((2)) Using the index calculus algorithm for Discrete Logarithm 

Problem on EC . this construction will be based on the  
Problem finding bounded solutions to some explicit modular 
multivariate polynomial equations. 

 
((3)) Determination the number of isomorphism classes of Picard 

Curve, i.e. superelliptic curves  y3 = f(x) of genus more than 2 
over finite field. 
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