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Algorithm Embedding Process: Least Significant Bit Substitution
Fori=1,..., /(c)do
S<GC
End for
Fori=1,...,do

Compute index J , Where to store i-th message bit

S<CG=Mm
End for




Algorithm Extraction Process Least Significant Bit Substitution
Fori=1,...,4(m) do
Compute index J , Where the i-th bit is stored
End for
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Algorithm Computing the index J using pseudorandom permutation
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Reading Algorithm

Step 1: {Read File Header}
-Get BMP file header.
-Check the signature file.
Step 2:Get global color map,put in variable structure”palette”.
Step 3:Calculate bit per pixel and block data for each row.
Case bitno. of
1: (bmp.wid+7/8).
4:(bmp.wid+7/8) shl 2.
8:((( bmp.wid+3) div 4)x4).
24:( bmp.widx3).
Step 4:Gets the offset to reach the start of bitmap data.
Step 5:Get block data size according to step3.
Step 6:Put bitmap data in matrix.
Step 7:End.
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Embedding Algorithm
Input: The cover-image, the embedded-image, N, key and S.
Output: The stego-image

Step 1:Select the embedded-image and the cover-image then calculate the
histogram for both cover and embedded images.
Step 2 : For each pixel in cover-image and embedded-image , do
-Split the cover-image into three vectors “Rc, Gc, Bc”.
-Split the embedded-image into three vectors “Re, Ge, Be”.
End for
Step 3 : Generate random positions by using the sequential (S) and put them in



matrix.
Step 4 : For each position in matrix, do
-Set the N low order bits of each vector “Rc, Gc, Bc” to zero.
-Cipher each vector “Re, Ge, Be” by using “XOR” with secret key
and shift right the results by 8-N .
-Add values from “Rc, Gc, Bc” and “Re, Ge, Be” in “ Rs, Gs, Bs”.
End for
Step 5: For |:=1to Datasize, do
Combing the three vectors “Rs, Gs, Bs” in a file “ stego-image” .
End for
Step 6:End

Dela Nl Al sa U

Extracting Algorithm :
Input : The stego-image ,N , keyand S .
Output : The embedded-image .

Step 1 : For each pixel in stego-image ,do
-Split the stego-image into three vectors “Rs, Gs, Bs”.
End for
Step 2 : Generate random positions by using the sequential (S) and put them in
matrix .
Step 3 : For each position in matrix , do
-Shift right each vector of “Rs, Gs, Bs” by 8-N.
-Put the shifted value of the “ Rs , Gs, Bs” after decipher it using
“XOR” with secrete key into “Rx, Gx, Bx”.
End for
Step 4 : For | :=1 to Data size ,do
-Combing the three vectors “Rx, Gx, Bx” in a file “ extracted- image”.
End for
Step 5 : End
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Embedding Algorithm
Input: The cover-image, the embedded-image, N, Key and Sk.
Output: The stego-image

Step 1:Select the embedded-image and the cover-image then calculate the
histogram for both cover and embedded images.
Step 2 : Generate random position “ | “ by using the pseudo — random number
generator of seed secret key “Sk” .
Step 3 : Set the N low order bits in cover-pixel[l] to zero .
-Cipher the embedded pixel [I] by using “XOR” with secret key
and shift right the result by 8-N .
-Add values from cover-pixel [I] and embedded-pixel [I] into stego-



pixel [1] .
Step 4 : Hide the embedded-palette in unused rows of the stego-image .
Step 5 : End.
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Extracting Algorithm :
Input : The stego-image ,N , key and Sk .
Output : The embedded-image .

Step 1: Generate random position “ | “ by using the pseudo — random number
generator of seed secret key “Sk”.
Step 2 : Shift left the stego-pixel [I] by 8-N .
-Put the shifted value of stego-pixel [1] after decipher its by using
“XOR” with key into extracted pixel [I].
Step 3 : extract the embedded palette from unused row of the stego image.
-Put the shifted value of stego-pixel [I] after decipher its by using
“XOR” With key into extracted-pixel [I].
Step 4 : extract the embedded palette from unused rows of the stego
Image.
Step 5: End.
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Embedding Algorithm
Input: The cover-image, the embedded-image and Sk.

Output: The stego-image

Step 1:: Select the embedded-image and the cover-image then calculate the

histogram for both cover and embedded images.
Step 2:For each pixel in cover-image ,do
-Split the cover-image into three vectors “Rc,Gc,Bc”.
End for
Step 3:Generate random position ”’1” by using the pseudo-random
number generator of seed key”’Sk”.
Step 4:Set the 2 low order bits in the Rc [1] to zero.
-Shift right the embedded-pixel [I] by 6.
-Add values from Rc [I] and embedded-pixel [I] in Rs [I].
-Set the 3 low order bits in the Gc [I] and Bc[l] to zero.
-Shift right the embedded-pixel [I] by 3 then the result “AND” with 7.
-Add values from Gc [1] and embedded-pixel [I] in Gs [1].
-The embedded-pixel [I] “AND” with 7.
-Add values from Bc [I] and embedded-pixel [I] in Bs [I].
Step 5:For 1=1 to datasize ,do
-Combine the three vectors ”Rs,Gs,Bs” in a file “stego-image”.
End for
Step 6:Hide the embedded-palette in last three rows of stego-image.
Step 7:End.
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Extracting Algorithm :
Input : The stego-image and Sk .
Output : The embedded-image .

Step 1:Extract the embedded-palette from the last three rows of the stego-
image .
Step 2:For each pixel in stego-image ,do
-Split the stego-image into three vectors "Rs,Gs,Bs”.
Step 3: Generate random position ”1” by using the pseudo-random
number generator of seed key”Sk”.
Step 4:Add the 2 low order bits of “Rs [I]” and the 3 low order bits of
“Gs” [1] and the 3 low order bits of ”Bs [I]” in an extracted-pixel
[1].
Step 5:End.
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Embedding Algorithm
Input :The cover-image C,the bit string of Bs,the seed key Sk ,the threshold
value T and modulus ml.

Output: The stego-image.

Step 1:Find a workable pixel pc [I] in cover-image C by using the pseudo-
random number generator of seed Sk.
Step 2:Set a threshold value T and modulus value ml. then compute a

residue , 9, mainger @Nd the possible capacity in a pixel , g, , as following
form:

Oec = LLogg"J

9 emaimaer = PC[1]mod ml

where pc [I] denotes the intensity of the i-th. pixel with order of

top-down and left to-right in a cover-image C and | | denotes the
truncate value.
Step 3:Compute the absolute difference value, g,,, such that
9 gv_|9 remaincer = |
where g, is a value, which is fetched sequentially from Bs with
bits of g -length.
Step 4:Embed g, into the pixel pc [I](here, we define ps [I] as the intensity
of the i-th pixel after embedding g, )by performing the following



process:

1. if pc[l]<m7|,gain ps[l]=0+g,,.

ml ml
2.—<pc[l]< T ——
, <P (1] 5

JAf gy, >m7 ,gain  an adaptable value, Av=ml-g,,.

AF O emainger > Ty > 0IN ps[1]=pc[l] + Av.
else,gain  ps[l]=pc[I]— Av.

Jif gy, sm?l,gain Av=g,

' If gremainder > gev ’ gain pS[I] = pC[l] —Av.
else,gain  ps[l]=pc[l]+ Av.

3.if (7= Ty <pell]< T gain ps{1]=pell]— G e + G-
Step 5:Hide the embedded-palette in unused rows of the stego-image

“ps [1]”.
Step 6:End.

D laal) Al A U

Extracting Algorithm

Input :The stego-image S,the value T ,the seed key Sk and
modulus ml

Output: the bit string of Bs

Step 1:Find a workable pixel ps [I] in stego-image S by using the
Pseudo-random number generator of seed Sk.
Step 2:Compute the embedded information as following

9 remaimeer = PS[1]mod ml
9. =|Logy' |
Step 3:Translate the g, .inger INtO the bits representation to recover the
embedded information ,the bit-length for each g, inger 1S
determined by the computation of g, .

Step 4:recover the embedded-palette from unused rows of ps.
Step 5:End.
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Embedding Algorithm
Input : The cover-image and the embedding-image.
Output : The stego-image.

Step 1:Select the embedded-image and the cover-image.

Step 2:Calculate the histogram of both embedded and cover images.

Step 3:Perform Equation (3-2) or (4-2) or (2-5).

Step 4:1f the result is true go to step 5 ,otherwise return to stepl to select new
cover-image.

Step 5:Split the embedded-image and cover-image into blocks with size
(NXN).

Step 6:Reduce the number blocks of embedded-image by remove the identical
blocks and save one of them.

Step 7:For 1=1 to No. of embedded-image blocks ,do

-Select emb-block[1] from embedded-image blocks.

-For j=1 to No. of cover-image blocks ,do

-Select cover-block[j] and perform Equation (5-2),search for

greater match, and substitution it with emb-block([I].

End for

-Save the block number in matrix ”positions”.

End for

Step 8:1f the embedded-image is 256 color then go to step9, else go to stepl0.
Step 9:Hide the embedded-palette in the LSB of the stego-image.

Step 10:End.
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Extracting Algorithm
Input : The stego-image ,the matrix ”positions” and block size.

Output : The embedding-image.

Step 1:Extract the embedded-palette from LSB of the stego-image.
Step 2: For I=1 to No. of embedded-image blocks ,do

-From a matrix “positions” get the pos [I]

-Extract the emb-block from stego-block.

End for

Step 3:End.
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Abstract

Data security is one of important subjects which has a great interest
in different fields, one of these is information hiding, to protect the
important information from un-authorized persons .

This research aim’s to hide an image with different color levels
(natural, color-256, gray) and different degrees of complexity inside
anther image with the same size .

Five different methods where used:

1-Image Downgrading Method :

In this method the least significant bits of the cover image will be
exchanged by the most significant bits of the embedded image
using xor function .All the combinations of the images were
taken and a good results were achieved for all the case, except
a little distortion in embedding a 256-color .Also , good results
has been shown for complex images images.

2-Least Significant Bit Insertion :

In this method all the elements of the image is to be embedded
inside the least significant bit of the cover image . Different
combinations of the color images . Good result has been
shown.

3-Modulo Mechanism :

The method depends on the mathematical procedure in hiding
process . The secure data will be emerged with the cover image
taking random positions . This method is more secure than the
last two method . Best results shown for all the combinations of
the images .

4-Hybrid Method :

This method consist of two stages compression and hiding
stages ,and so the restore process . Best results is shown for

all cases under study .



5-Similar-blocks method :
A proposed method depends on substituting the similar blocks of
the embedded image within the cover . This method is more
secure and robust against the changes and treatments
done for the cover image .Best results has been shown for all

cases ,except a little distortion is seen for 256-color images.

Delphi version 4.0 were used in executing the suggested system.
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