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1-1)General Introduction(

)Information Security (

 .

)Cipher and  Coding Systems (

.[1] .

 .

)Information Hiding . (

)E- mail  (

Message) ()Image ( )Audio (

[2].

)Various Forms of  Media (

HVS)Human Visual System(.

[1]:

 :)Steganography:  (-

.
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Digital(قميـة   -) :Watermarking(: ثانيا 

Watermarking ()Copyright (

)Digitized Media ()Image()Audio (

.

) Fingerprint: (-)Fingerprint(: ثالثا 

.

)Fingerprinting. (

) Distortion( يه

 )Noise(.

)Medical  Images  ()Military

Images ([3].

 .)Steganographic

Applications (

) .(

) (

.

)Digital Watermarking

Applications (
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)  ()  ()Image Caption (

)Author  Signature([3].

.لية 

) ([4].

).(

[5].

 )Embedding Process (.

 : )Gray Scale Image( ،

)256 ( )True Color(

.

.

.
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1-2:

:-

 )B.O.Comisky , J.R.Smith (1996

 )Spread Spectrum Data-Hiding (

}1,1{
i

b)Carrier   Signal (),( yxi


i ii

yxbyxS ),(),(  (1 – 1 )

N(x,y)

.

 
yx

yxNyxiN
i ,

0),(),(, (1 – 2 )

S(x,y)N(x,y)

),( yxD)Stego - Image . (

),(),(),( yxNyxSyxD  (1 – 3 )

 )Cross-Correlation (

)Stego-Image()Carrier Regenerated (

) .Local Reference(محلي


yx ii

yxyxDo
,

),(),(  (1 – 4 )

 )Thresholding  Operation ( علىiO

.)100 Bit (
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320×320 )Information Rate (

0.0001[6].

 )W.Bender,D. Gruhl, N.Morimoto and A.Lu (

1996.

)Statistical  Features(Patchwork)(بـ

.)Pairs  of Image Regions (

.

.

.

[7].

)P. Davern and M. Scott(1996

)Fractal  Image Compression Operations . (

)Blocks (

.

.)Key(

(, .مخفيه

 ( ).(

[8].

 )M.D.Swanson,B.Zhu and A.H.Tewfik(1996

.)Spatial Masking(,
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.

)Frequency  Masking(

DCT)Discrete  Cosine Transform ([9].

 )J.Rimell and J.Hankinson(1997

TIFF)Targged  Image File Format(

LSB )Least Significant Bit (

)Mask( ى

[2].

)J.Fridrich  and  R.Simard (1997

.

Discrete Chaotic Mapping  Function( )Linear Shift(باستـعمال

Register.( )LSB( )

 ([10].

 )A.Westfeld  and  G.Wolf (1998

 )Video Stream( )DCT(

)Block (

  .)modulo 2sum ()sum ( يمثل

 )Parity(

[11].
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 )L.M.Marvel,C.G.Boncelet and C.T.Retter (

ا باستعمال 

)Key ([12].

1999 )J.Fridrich (

)Palette-Based Images(

)Pseudo-Random Generator (

 )Seed (له.

 )Distance ( )R1,G1,B1 ()R2,G2,B2 (:

)21( 2)21( 2)21( 2
BBGGRR  (1 – 5 )

)Parity  Bit ( )Mod 2)R+G+B( (

[13].

)L.M.Marvel()Message (

)Gray scale (256×256

 )Capacity()Imperceptibility (

)Removal  Resistance.(

 )Noise( )Cover  Image(

)Payload ( )1364 (256×256[14]             .

)B.S.Manjunath and J.J.Chae (1999

128×128512 ×512

256×256.)Signature (
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)DCT( )Signature DCT

Coefficients  (باستعمال )Lattice Coding Scheme (.

)Texture Content()Signatured

Codes ()()Local  Texture

Measure (.

[15].

)S.Areepongsa,N.Kamnerd Y.F.Syed and K.R.Rao (

2000)Steganography.(

)Features  Extraction ()Shape(

)Color()Texture ()Wavelet  Coder(

[16].

)L. Z.Avedissian (2000

) () (

:_.

[17].

)F.A.Sedeek (2001

)Stream Cipher System()LSB (

)Uniform and Random Hopping( في

[1].
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)R.Samiar (2002

 :)Transform Domain ()Spread Spectrum (

)Substitution System ([18].

1-3)Information  Hiding(

)(

)David  Kahn([19].

منهـا قصــة             .

)Demeratus()Sparta ()Xerxes (

[20].

)Histiaeus ()Medes (

)Persians (

[19].

)Tudor  England ()Mary (  ملكـة)Scots (   فـي قلعـة

)Chartley ()Catholics (

[19].
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)Invisible Ink (

.

[20].

:

)Steganography: (-)

 (.

)Steganography()Stegein()Grajein                       (

)Covered Writing(.

)Digital Watermarking : (-

)Multi Media Information()

)Copyright (

[21][20])1-1 (.



11

)1 -1 (

1-4)Steganography Types(

)Steganography (:-

)Pure   Steganography(

)Secret   Key   Steganography(

)Public  Key   Steganography(

Public
Water.

Information Hiding

Steganography Digital Watermarking

Pure Steg.
Secret

Key Steg.Public Key Steg.
Private
Water.

Semiprivate
Water.
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1-4-1

)Secret Key (

.)Embedding  Process (

CMCE :)Extraction Process (             فتمثـل بالعلاقـة

MCD :MC 

.

[20]

)Quadruple ( EDMC ,,,CM   هـي

MC CMCE :.

MCD :  مع خاصـيةmmcED )),((  لكـلMm

Cc.

1-4-2

)Secret  Key (

.

)Stego-Image(

.

[20]
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)Quadruple ( kk EDKMC ,,,,C

MMC K

CKMCE
k

:CKMCD
k

:

mkkmcEDمع خاصية 
kk

)),,,(( لكلMmCc

.

1-4-3

)Secret ()Public(

)Public Key Cryptography(.

.

D

M)Natural

Randomness(.) (

[20].

)Anderson (

[22].

)Craver (

.



14

)1 -2  (

[23] .

1-5 )Steganographic  Techniques(

 ) (

[20].

 )1-2 (.

[20].

Steganography

Substitution

Systems Transform domain
Techniques

Spread Spectrum
Techniques

ئي
Statistical

Steganography
Distortion

Techniques
Cover

Generation
Techniques
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1-5-1)Substitution Systems(

LSB)Least Significant  Bit()Bit

Plane ()Noise() (خص..

.

)Passive

Attacker ()(

.

:
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.)Least Significant Bit Substitution(

)Bit Plane Tools ()Noise (

)Image ()Audio (

.

)Tools ()S-Tools,Hide and Seek

White Noise Storm(

)Lossless ( .

)Encryption ()Compression (

.

{ )(1,..., mjj  }

mc jjiعلي)LSB (c ij

mi )mi10.(

)LSB ( .

[20]

Algorithm Embedding Process: Least Significant Bit Substitution

For i=1,…, )(c do

cs ii


End for

For i=1,…, do

Compute index j
i
, where to store i-th message bit

mcs iii


End for
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Algorithm Extraction Process Least Significant Bit Substitution

For i=1,…, )(m do

Compute index j
i
, where the i-th bit is stored

)(cLSB ijim 

End for

)

(

)(M

)(c

)(

) . ة(

 .

)Pseudorandom Number Generator (

 : )Random Interval Method(

 )Seed(

{ kk m)(1,.....,  }.

:

Algorithm Embedding Process Random Interval Method

For i=1,…, )(c do
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cs ii


End for

Generate random sequence k1 using seed k

kn
1



For i=1,…, )(M do

mcs inn


knn
1



End for

Algorithm Extraction Process Random Interval Method

Generate random sequence k1 using seed k

kn
1



For i=1,…, )(M do

)(cm ni
LSB

knn
1



End for

)Seed (

.

 .)Pseudorandom  Permutations(

)

)2 bit (( فإنها تعاني،

)Collision  (

) (

.
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.ريقة  .

Aura[24]

{1 , … , )(c }.)(c

XY,hkk

kkk 321
,,.

:

Algorithm Computing the index j
i

using pseudorandom permutation

Xdiviv

Xiu mod

Yuvv hk mod))(( 1

Xvuu hk mod))(( 2

Yuvv hk mod))(( 3

uvXji


ji
i{ XYi 1 })

{1,…, )(i }kkkk 321
فـي  .,,

i-thj
i

 .
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kkk 321
,, .)

 (.hash

)(M.

 .)Image Downgrading and Cover Channels(

) (

.

)Stego-Image.(

.

.

 .)Cover  Regions and Parity Bits(

},....,{ )(1 ccc )Cover

Region.(

)Parity  Bit(

:أتي  . 

2mod)()( 



Ij

c j
LSBIb ( 1 – 6 )
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I i
))(1 mi  ()(m

mi)(I ib

mi.

.

.

)PaletteBased  Images(. هـ

فـي  : 

)Palette ()Image  Data. (

)Color  Vectors (

)Substitution  Methods (

)Palette      . (

N!

)Entries (             .

)Image  Data(

.)Euclidian Distance (

RGB)RGB  Space:  (

BGRD
222  (1 – 7 )
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)HVS  ()(

)The Luminance  of a color (

    .

Fridrich[13]

  )R  + G +B  Mod 2(.

 .

[N/2]  باسـتعمال

)Dithering  Method( ل

.

 )Dithering Image(

 .

 . )Quantization  and  Dithering(

.

 )Quantized  Images(ei

xixi 1Q)Quantizer (i

 )Deference  Signal(xx ii 1 .

 )Quantization  Error(

PCS )Predictive  Coding  Scheme (i
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)Stego –Key(

.iممكنه 

i-thةi

 )(ii

i )Entropy

Coder. (

i)Stego – Key.(

ئيه. 

)Information Hiding in Binary Images(

)Binary  Images(

  .

.

)Blocks (B ji BP i0

B ji BP i1.

1)>  0.50 BP i1  (0) BP i0 > 0.50 . (

).(

  .
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 .

Unused or Reserved Space in Computer Systems

).(

.

)File  System (

.

1-5-2Transform Domain Techniques

)Transform Domain(.   ممـا يجعلهـا

)Attacks ()Compression (

 )LSB . (

)HVS(.   يـل

)DCT( )WT(

)(

)Image Format .(
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1-5-2

(Spread Spectrum and Information Hiding)

SS)Spread Spectrum (1950

.

)(

على .

SNR)The Signal to– Noise ratio (.

)(.

) (

)()SS(.

SSيستعم :)Direct

Sequence()Frequency – hopping(.

)()Chip Rate(

.

.SS)Context of

Watermarking.(
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1-5-4)Statistical  Steganography(

)1 bit(

"1 "

.

) ()(m)1 bit(

)(m{ BB m)(1,...,  }.mii-th

Bi)miفي " 1" =1(.

)Test  Function(

 .








processembeddinginmodifiedwasiBblock1
otherwise0)if(B ( 1 - 8 )

f)Hypothesis-Testing Function (

)Null-Hypothesis" ( "

f)Bi (.

 :

.
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1-5-5)Distortion Techniques(

)Original

Cover (

.) تقابل(

) (يحس

.) تمثل(

.

.

.

)Embedding and Extraction

Functions ( معلنة)Public ()Stego-Key (ف

.

1-5-6)Cover Generation Techniques(

.

)- ()Digital

Object (.
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1-6Requirements of Steganography System)(

[25]

[26]:

1-Robustness

2-Undetectability

3-Invisibility

4-Security

5-Capacity

) (:

1-6-1Robustness

.

Linear and Nonlinear Filtering) (

Lossy CompressionScalingRotation

Noise AddingColor Quantization[26].

1-6-2Undetectability

.

).(
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) (

)Undetectability (.

.

[26].

1-6-3Invisibility

)Human Visual or

Audio System.() ()Average

Human Subject (

.)Blind Test ()Psycho-

Visual Experiment (

.50%

[26].

1-6-4Security

) (

[26].
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1-6-5Capacity

 .

.

[26].

1-7Steganography Tools

) (

[27][21]:

S-Tools by Andy Brown :-)LSB (

). Wave ()BMP or GIF.(

)Diskettes (.

.) DES,IDEA(منها

Hide and Seek by Colin Maroney:-)GIF (

320×320

)LSB (

.

StegoDos by Black Wolf:-)LSB (

200×320)256 (

.

White Noise Storm by Arsen Arachelian:-

)Spread Spectrum ()Frequency
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Hopping()DES (

.

1-8)Methods for Hiding Information(

 .

 .1950

)Steganographic Methods and Tools ()Digital Media  .(

)Audio()Text(،)Disk Space (

)Images ()Video (

[21].

1-9Hiding in Digital Images

.

)Noise Areas (

)Masking and Filtering (

)Transformations.(

ا ) 256(.

)Intensity (

).() (

) ([21].



33

1-9-1Least Significant Bit

)LSB (.)LSB (

.

.)256(

).(

)Compression (

.)Stego-Image( متماثلة مع

)Original Image ([28].

1-9-2Masking and Filtering

.)Watermarking. (

)Digital Watermarking.(

)Masking Images ()Luminance ()Mask

Area (.

)Robust ()LSB.(

)Noise Level  ([29].

1-9-3TransformationAlgorithms and
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)LSB (

.) Image Process(معالجة لل

JPEG)JPEG

Compression Methods. ()Discrete Cosine

Transform (JPEG.

)Lossy Compression()Quantization. (

)DCT (

FFT)Fast Fourier Transform (WT)Wavelet

Transform ([27].

:

Patchwork

Patchwork

.)Host

Image. (.

)Affine Coding (

)Feature Recognition.(  لمائيـة

[7].

Texture Block Coding

)Texture Block Coding (نسخ)نقل (

..

:
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1-)Autocorrelation (.

.

2-)1.(.
3-)Threshold ([7].

1-10Fidelity Criteria

) (

[30].

:

1-10-1Object Fidelity Criteria’s

)Original Image (

) ([31][32]:
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 .Root Mean Square Error

 :













 

1M

0y

1N

0x
y)I(x,y)(x,I~ErrorTotal ( 1 – 9 )

I(x,y))N,M (y)(x,I~تمث .

)RMSE (:

 
M)(N

y)I(x,y)(x,I~
1N

0x

1M

0y

2

RMSE









 ( 1 -10 )

)RMSE (.

 .Signal to Noise Ratio

-

:[31][32]ة 

 
 



















 1N

0x

1M

0y

1N

0x

1M

0y

2

2

y)I(x,y)(x,I~

y(x,I~ )
SNR ( 1 – 11 )

PSNR)Peak

Signal to Noise Ratio (:

 











 1N

0x

1M

0y

2

2

10
y)I(x,y)(x,I~

M)N(
1

1)(Llog10PSNR ( 1 – 12 )
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L)Levels ()8 (

)L=256. (

1-10-2Subjective Fidelity Criteria

.) (

)HVS .(

[26].

1-11

.

.

.

)Stego-Image (.

.

)Capacity (   مـع تقليـل

))(Impercibility (

)Removal Resistance.(
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1-12
.

.

0

0

Substitution
Systems

Least
Significant

Bit
Substitution

Pseudorandom
permutation

Image
downgrading

and Cover
Channels

Cover
Regions

and
Parity
Bits

على 

Palette
Based

Images

Quantization
and

Dithering Information
Hiding in

Binary
Images

Unused or
reversed
Space in

Computer
Systems

)1-3(

16
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Information Hiding

Steganography

Digital Watermarking

Parity bit

Spatial Domain

Histogram

Seed

Gray Scale

Contrast

تمييز
Recognition

Intensity
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Noise

Thresholding

Thresholdعتبة

Pixel

Peakقمة

Object

Color

Block

Digital Image Processing

Region

Textureنسيج

Pattern

Image Compression

Wavelet Transform

Discrete Wavelet Transform

Discrete Cosine Transform

Lossy Compression

Lossless Compression

Quantization

Human Visual System

Frequency Domain

Luminance

Mask
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Dithering

Null-Hypothesis

Filtering

Autocorrelation

Human Audio System

Error Correction Coding

Malicious

Spread Spectrum Techniques

Distortion

Transform Domainمجال

Cover Generating Methods

Spatial Masking

Frequency Masking

Fidelity Criteria

Object Fidelity Criteria

Root Mean Square Error

Signal to Noise Ratio

Subjective Fidelity Criteria
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DCT
Discrete Cosine Transform

DWTDiscrete Wavelet Transform

DFTDiscrete Fourier Transform

LSBLeast Significant Bit

SSSpread Spectrum

BMPBitmap

HVSHuman Visual System

RMSERoot Mean Square Error

SNRSignal to Noise Ratio

PSNRPeak Signal to Noise Ratio



43



39

2-1

:)Gray Scale Image(

)256 ()True Color.(

)Embedding ()Extracting.(

)

)Secret Key ()Seed(

.(

) (.

)Stego-Image.(

)2-1 (.
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)2-1 (

2-2)Reading Image File(

.

)Image File Format(

BMP)Bitmap Format (

[33].

BMP)256(

)Header ()54 (

عملية 

عملية 
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)Color Palette ()Red ()Green (

)Blue()Bit Per Pixel (

)8 ()0-255 (

[34].

BMP)54 (  ثمانيـة

)

.(

BMP4(: بخاصية(

) 4(.ثنائية)32(

.)122 ()122(

)2() 4(قسمته على 

)124 ()4.(

)2 (

 :

If (Imagewidth  mod  4)>0 Then

Rowlength=Imagewidth+4-(Imagewidth  mod  4)

Endif

ImagewidthRowlength

.
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Imagewidth

RowlengthImagewidth[33].

1,4,8,24

Reading Algorithm

Step 1: {Read File Header}

-Get BMP file header.

-Check the signature file.

Step 2:Get global color map,put in variable structure”palette”.

Step 3:Calculate bit per pixel and block data for each row.

Case bitno.  of

1: (bmp.wid+7/8).

4:(bmp.wid+7/8) shl 2.

8:((( bmp.wid+3) div 4)×4).

24:( bmp.wid×3).

Step 4:Gets the offset to reach the start of bitmap data.

Step 5:Get block data size according to step3.

Step 6:Put bitmap data in matrix.

Step 7:End.

2-3

:
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2-3-1Image Downgrading

.

)XOR ()Key ([ 35] .

)Histogram. (

.

)Key (

)Sk(،)S ()N ()4. (

:

 .[37][36]:

.

) (

)Red,Green,Blue .() :

) (

)

 () (
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)2-2 ( .

)2-2 (Image Downgrading

:

Embedding Algorithm

Input: The cover-image, the embedded-image, N, key and S.

Output: The stego-image

Step 1:Select the embedded-image and the cover-image then calculate the

histogram for both  cover and embedded images.

Step 2 : For  each pixel in cover-image and embedded-image , do

-Split the cover-image into three vectors “Rc, Gc, Bc”.

-Split the embedded-image into three vectors “Re, Ge, Be”.

End for

Step 3 : Generate random positions by using the sequential (S) and put them in

فصل  تجميع 
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matrix.

Step 4 : For  each position in matrix, do

-Set the N low order bits of each vector “Rc, Gc, Bc” to zero.

-Cipher each vector “Re, Ge, Be” by using “XOR” with secret key

and shift right the results by 8-N .

-Add values from “Rc, Gc, Bc” and “Re, Ge, Be” in “ Rs, Gs, Bs”.

End for

Step 5 : For  I := 1 to  Data size , do

Combing  the three vectors “Rs, Gs, Bs” in a file “ stego-image” .

End for

Step 6:End

:

Extracting Algorithm :

Input : The stego-image ,N , key and S .

Output : The embedded-image .

Step 1 : For  each pixel in stego-image ,do

-Split the stego-image into three vectors “Rs, Gs, Bs”.

End for

Step 2 : Generate random positions by using the sequential (S) and put them in

matrix .

Step 3 : For each position in matrix , do

-Shift right each vector of  “ Rs , Gs, Bs” by 8-N.

-Put the shifted value of the “ Rs , Gs, Bs” after decipher it using

“XOR” with secrete key into “Rx, Gx, Bx”.

End for

Step 4 : For  I := 1 to Data size ,do

-Combing the three vectors “Rx, Gx, Bx” in a file “ extracted- image”.

End for

Step 5 : End
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 .)256 ()256 (:

)256 (

)Palette ( .

XOR) (

)Seed ( [38]له.

) (

 ) )4 (

. (

:

Embedding Algorithm

Input: The cover-image, the embedded-image, N, Key and Sk.

Output: The stego-image

Step 1:Select the embedded-image and the cover-image then calculate the

histogram for both  cover and embedded images.

Step 2 : Generate random position “ I “ by using the pseudo – random number

generator of seed secret key “Sk” .

Step 3 : Set the N low order bits in cover-pixel[I] to zero .

-Cipher the embedded pixel [I] by using “XOR” with secret key

and shift right the result by 8-N .

-Add values from cover-pixel [I] and embedded-pixel [I] into stego-
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pixel [I] .

Step 4 : Hide the embedded-palette in unused rows of the stego-image .

Step 5 : End.

:

Extracting Algorithm :

Input : The stego-image ,N , key and Sk .

Output : The embedded-image .

Step 1: Generate random position “ I “ by using the pseudo – random number

generator of seed secret key “Sk”.

Step 2 : Shift left the stego-pixel [I] by 8-N .

-Put the shifted value of stego-pixel [I] after decipher its by using

“XOR” with key into extracted pixel [I].

Step 3 : extract the embedded palette from unused row of the stego image.

-Put the shifted value of stego-pixel [I] after decipher its by using

“XOR” With key into extracted-pixel [I].

Step 4 : extract the embedded palette from unused rows of the stego

image.

Step 5 : End.
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عمل

)Sk()S ()N ()4.(

.

Embedding Algorithm

Input: The cover-image, the embedded-image and Sk.

Output: The stego-image

Step 1:: Select the embedded-image and the cover-image then calculate the

histogram for both  cover and embedded images.

Step 2:For  each pixel in cover-image ,do

-Split the cover-image into three vectors “Rc,Gc,Bc”.

End for

Step 3:Generate random position ”I” by using the pseudo-random

number generator of seed key”Sk”.

Step 4:Set the 2 low order bits in the Rc [I] to zero.

-Shift right the embedded-pixel [I] by 6.

-Add values from Rc [I] and embedded-pixel [I] in Rs [I].

-Set the 3 low order bits in the Gc [I] and Bc[I] to zero.

-Shift right the embedded-pixel [I] by 3 then the result “AND” with  7.

-Add values from Gc [I] and embedded-pixel [I] in Gs [I].

-The embedded-pixel [I] “AND” with 7.

-Add values from Bc [I] and embedded-pixel [I] in Bs [I].

Step 5:For  I=1 to datasize ,do

-Combine the three vectors ”Rs,Gs,Bs” in a file “stego-image”.

End for

Step 6:Hide the embedded-palette in last three rows of stego-image.

Step 7:End.
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:

Extracting Algorithm :

Input : The stego-image and Sk .

Output : The embedded-image .

Step 1:Extract the embedded-palette from the last three rows of the stego-

image .

Step 2:For  each pixel in stego-image ,do

-Split the stego-image into three vectors ”Rs,Gs,Bs”.

Step 3: Generate random position ”I” by using the pseudo-random

number generator of seed key”Sk”.

Step 4:Add the 2 low order bits of “Rs [I]” and the 3 low order bits of

“Gs” [I] and the 3 low order bits of ”Bs [I]” in an extracted-pixel

[I].

Step 5:End.

2-3-3)Using Modulo Mechanism(

)Mathematical Modulus (

) (.

.

.

)Sk()S()ml ()T.(

)256 ([39].
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 .

:

:-) (

"Bs")Sk (

..

:

Embedding Algorithm

Input :The cover-image C,the bit string of Bs,the seed key Sk ,the threshold

value T and modulus  ml.

Output:The stego-image.

Step 1:Find a workable pixel pc [I] in cover-image C by using the pseudo-

random  number generator of seed Sk.

Step 2:Set a threshold value T and modulus value ml. then compute a

residue , remainderg and the possible capacity in a pixel , ceg , as following

form:

 ml
2ec Logg 

  mlmodIpcg remaimder 

where pc [I] denotes the intensity of the i-th. pixel with order of

top-down and left to-right in a cover-image C and   denotes the

truncate value.

Step 3:Compute the absolute difference value, dvg , such that

evremainder gggdv 


where evg is a value, which is fetched sequentially from Bs with

bits of ecg -length.

Step 4:Embed dvg into the pixel pc [I](here, we define ps [I] as the intensity

of the i-th pixel after embedding evg )by performing the following
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process:

.ggpc[I]ps[I]gain,Tpc[I])
2

ml(Tif3.

Av.pc[I]ps[I]gain,else
Av.pc[I]ps[I]gain,ggif.

gAvgain,
2

mlgif.

Av.pc[I]ps[I]gain,else
Av.pc[I]ps[I]gain,ggif.

.gmlAvvalue,adaptableangain,
2

mlgif.

2
mlTpc[I]

2
ml2.

.g0ps[I]gain,
2

mlpc[I]if1.

evremainder

evremainder

dvdv

evremainder

dvdv

ev

















Step 5:Hide the embedded-palette in unused rows of the stego-image

“ps [I]”.

Step 6:End.

:

Extracting Algorithm

Input :The stego-image S,the value T ,the seed key Sk and

modulus  ml

Output: the bit string of Bs

Step 1:Find a workable pixel ps [I] in stego-image S by using the

Pseudo-random number generator of seed Sk.

Step 2:Compute the embedded information as following

mlmodps[I]g remaimder 

 ml
2ec Logg 

Step 3:Translate the remainderg into the bits representation to recover the

embedded information ,the bit-length for each remainderg is

determined by the computation of ecg .

Step 4:recover the embedded-palette from unused rows of ps.

Step 5:End.
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.)Image Downgrading (.

.

.
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.
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57

) Histogram  ()
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:

Embedding Algorithm

Input : The cover-image and the embedding-image.

Output : The stego-image.

Step 1:Select the embedded-image and the cover-image.

Step 2:Calculate the histogram of both embedded and cover images.

Step 3:Perform Equation (3-2) or (4-2) or (2-5).

Step 4:If the result is true go to step 5 ,otherwise return to step1 to select new

cover-image.

Step 5:Split the embedded-image and cover-image into blocks with size

(N×N).

Step 6:Reduce the number blocks of embedded-image by remove the identical

blocks and save one of them.

Step 7:For I=1 to No. of embedded-image blocks ,do

-Select emb-block[I] from embedded-image blocks.

-For j=1 to No. of cover-image blocks ,do

-Select cover-block[j] and perform Equation (5-2),search for

greater match, and substitution it with emb-block[I].

End for

-Save the block number in matrix ”positions”.

End for

Step 8:If the embedded-image is 256 color then go to step9, else go to step10.

Step 9:Hide the embedded-palette in the LSB of the stego-image.

Step 10:End.
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:

Extracting Algorithm

Input : The stego-image ,the matrix ”positions” and block size.

Output : The embedding-image.

Step 1:Extract the embedded-palette from LSB of the stego-image.

Step 2: For I=1 to No. of embedded-image blocks ,do

-From a matrix ”positions” get the pos [I]

-Extract the emb-block from stego-block.

End for

Step 3:End.
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Abstract

Data security is one of important subjects which has a great interest

in different fields, one of these is information hiding, to protect the

important information from un-authorized persons .

This research aim’s to hide an image with different color levels

(natural, color-256, gray) and different degrees of complexity inside

anther image with the same size .

Five different methods where used:

1-Image Downgrading Method :

In this method the least significant bits of the cover image will be

exchanged by the most significant bits of the embedded image

using xor function .All the combinations of the images were

taken and a good results were achieved for all the case, except

a little distortion in embedding a 256-color .Also , good results

has been shown for complex images images.

2-Least Significant Bit Insertion :

In this method all the elements of the image is to be embedded

inside the least significant bit of the cover image . Different

combinations of the color images . Good result has been

shown.

3-Modulo Mechanism :

The method depends on the mathematical procedure in hiding

process . The secure data will be emerged with the cover image

taking random positions . This method is more secure than the

last two method . Best results shown for  all the combinations of

the images .

4-Hybrid Method :

This method consist of two stages compression and hiding

stages ,and so the restore process . Best results is shown for

all cases under study .



5-Similar-blocks method :

A proposed method depends on substituting the similar blocks of

the embedded  image within the cover . This method is more

secure and robust against the changes and treatments

done for the cover image .Best results has been shown for all

cases ,except a little distortion is seen for 256-color images.

Delphi version 4.0 were used in executing the suggested system.
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