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Abstract

This work described in this thesis was undertaken at the University
of Babylon between October Y434 and June Y+ under the supervision

of Dr. Sattar B. Sadkan and Mr. Tawfig A. Abbas. Except where indicated
by reference, it is the original work of the author and has not submitted for
any degree.

This work presents a method for transferring, processing and
protecting image data through the construction of a design of a multifold
system. The design includes: image preprocessing, the ciphering of image
data by the use of additive cipher system, multiplication cipher system,
affine cipher system, scrambling cipher system, linear stream cipher
system, and linear stream cipher system using the random field.

Afterwards, the assimulation of ciphered image transferring is carried
out via an insecure communication channel, where coding and decoding are
carried out to maintain security of image data. Deciphering image data is
also employed in respect of images received through channel to obtain
clear images, i.e., after the application of reverse treatment to get rid of the
noise that may result in. The system, however, displays the resulting
images after each stage.

The proposed system was written in Pascal Language Ver.Y.
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Image Enhancement Algorithm Using Mean Filter

Input: B Matrix
Output: C Matrix
Begin
{Put BMp File Data in B Matrix}
For I=bmph.hgt — ! downto ' Do
For J= ! to bmph. Wid — ' Do
Sum=Sum+B [I-/, j- '"]+B[I- !, j]+B [I- ), j+ ']+
BII,J-"1+B I, j]1+B I, j+ T+
B [i+ - "]+B [i+ ,j]+B [i+ ',j+ ]
CII, j]=sumdiv ¢
Sum="-
End of algorithm
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Image Enhancement Algorithm Using Lowpass Filter
Input: B Matrix
Output: C Matrix
Begin
Mask is ™ rone’s matrix
{Put BMp File Data in B Matrix}
For I= bmph.ght- ! downto ' Do
For J=to bmph. Wid —' Do

Begin
For k= 'to Do
For d= 1to Do

Sum= Sum+Db[l,j]*Mask [I+k,j+K]
CIl, j]=sumdiv ¢
Sum="-
End of algorithm
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Image Enhancement Algorithm Using Median Filter
Input: B Matrix
Output: C Matrix



1

Begin
{Put BMp File Data in B Matrix}
For I=bmph.hgt — ! downto ' Do
For j= !to bmph. Wid-'D -
For k= 'to rDo
For d= 'to rDo
{Sort the Pixel values in the Filter in increasing or decreasing
Order and Picking the middle value, which replaced by input
Pixel}
End of algorithm
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Image Additive Enciphering Algorithm
Input: Image File
Output: Encipher Image File
Letk=key {’< key < 255}
Begin
While not eof (Input File) Do
Begin
Read (Input File, byte)
Encipher byte = (byte+k) Mod re7
Write (encipher Input File, Encipher byte)

End
End of algorithm
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Image Multiplicative Enciphering Algorithm
Input: Image File
Output: Encipher Image File
Let K=Key {r< key < ree, key odd number}
Begin
While not eof (Input File) Do
Begin

Read (Input File, byte)

Encipher byte = (byte*k) Mod re7

Write (Encipher Input File, Encipher byte)

End
End of algorithm
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Image Affine Enciphering Algorithm
Input: Image File

Output: Encipher Image File
Begin

While not eof (Input File) Do

Begin
Read (Input File, byte)
Let Ki=key {’<key < reo Additive key}

Call GCD Algorithm {to generate multiplicative Key K

Encipher byte = (byte *K, + K Mod re7
Write (Encipher Input File, Encipher byte)

End
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End of algorithm
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Image Scrambling Enciphering Algorithm
Input: Image File
Output: Encipher Image File
Begin
Let R is Array of Randomize number
While not eof (Input File) Do
Begin
Read (Input File, byte)
Encipher byte = (byte + R) Mod re7
Write (Encipher Input File, Encipher byte)
End
End of algorithm
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Image Linear Stream Enciphering Algorithm
Input: Image File
Output: Encipher Image File
Begin
While not eof (Input File) Do
Begin
Read (Input File, byte)
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Convert byte to 4 bits
Call linear key Generator Algorithm {to generate the key}
Encipher bit = bit XOR key
Write (Encipher Input File, Encipher bit)
End
End of algorithm
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Linear key Generator Algorithm
Input: Initial key, No. Of stages (n)
Output: Linear stream key

Begin

Get connected stages by the linear function XOR
L =

Repeat

Calculate feedback bits by linear function XOR
Shift the linear key one bit to right

Put the output in Array

L=L+I

Until (initial key = (current key) or (L= - )
End of algorithm
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Greatest common Divisor Algorithm
Input: g+, 9,
Output: GCD
Begin
R=g.Modg,



While (R< >0) Do

Begin
g. =0
g =R
R =g.Mod g,
End
GCD =g,

End of algorithm
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Image Linear Stream Enciphering Algorithm Using Random Field
Input: Image File
Output: Encipher Image File
Begin
While not eof (Input File) Do
Begin
Read (Input File, byte)
Convert byte to 4 bits
Call linear key Generator Algorithm {to generate Random Field °Bits}
If (Input File, bit) = !
Then (Encipher Input File, Encipher Bit) = key
Else (Encipher Input File, Encipher bit)= '-key {key Complement}
Write (Encipher Input File, Encipher bit)
End
End of algorithm
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Parity Check Matrix Algorithm
Input: ™ of bits {U are Redundancy Bits}
Output: P {Parity Check Matrix}
Begin
Label: Select U from
Compute linear Sum (S ) of columns
If S'< > - then Label
Else If ith column = jth column then Label



£y
Else If ith column = - then Label
Else if (I+(1+)) <> I+ Ythen Label {I’s are matrix’s rows}
Else Write P
End of algorithm
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Coding Algorithm
Input: Encipher Image File
Output: Code Words File
Begin
Letn= Tk = r
While not eof (Encipher Input File) Do
Begin
Read (Encipher Input File Encipher byte)
Convert Encipher Input File on to Tbits Blocks
LetBlock=M {M=arrayof [’ x r]}

Read M
Read G {The generator matrix [~ x 7] bits }

Code =M *G
Write (Code Words File, Code)
End
End of algorithm
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Error Detection_ Correction Algorithm
Input: R,H  {Ris received word, H=[P" 1., ] }
Output: Correct Code Word
Begin
While not eof Encipher File Do
S=RxH" {The Syndrome for Received Word (R)}
If S= - then R= Code {Error Detection}
Else Find E Corresponding to S
Code R E {Error Correction}
End of algorithm
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Decoding Algorithm
Input: Code Words File
Output: Encipher Image File
Begin
While not eof ( Code Words File ) Do
Begin
Read (Code Words File, Code)
Let M = rbits blocks of Encipher Image File
M= Code*G ' {G = Array [l « -] of k xn bits}
Convert M to bytes
Write (Encipher Image File, byte)
End
End of algorithm
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Image Additive Deciphering Algorithm
Input: Encipher Image File
Output: Decipher Image File
Begin
Letk=key {’<key < res}
While not eof (Encipher Image File) Do
Begin
Read (Encipher Input File, Encipher byte)
Decipher byte = (Encipher byte —k) mod re7
Write (Decipher Input File, Decipher byte)
End
End of algorithm
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Image Multiplicative Deciphering Algorithm

Input: Encipher Image File
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Output: Decipher Image File
Begin
While not eof (Encipher Image File) Do
Begin
Read (Encipher Image File, Encipher byte)
Call GCD Algorithm {to generate the key}
Read k=" {k*k ' = 'modn, k 'is k inverse}
Decipher byte = (Encipher byte * k ~” Mod re7
Write (Decipher Image File, Decipher byte)
End
End of algorithm
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Image Affine Deciphering Algorithm
Input: Encipher Image File
Output: Decipher Image File
Begin
While not eof (Encipher Image File) Do
Begin
Read (Encipher Image File, Encipher byte)
Call GCD Algorithm {to generate to key (k ')}
Read k , {k, *k, " mod n="1}
Read Ky {! < Ky < Yres}
Read (Encipher Image File, Encipher byte)
Decipher byte = [(Encipher byte —k,) *k,'] Mod Yo7
Write (Decipher Image File Decipher byte)
End
End of algorithm
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Image Scrambling Deciphering Algorithm
Input: Encipher Image File
Output: Decipher Image File
Begin
While not eof (Encipher Image File) Do
Begin
Let R= RANDOMIZE
Decipher byte = (Encipher byte — R) Mod re7
Write (Decipher Image File, Decipher File)
End of algorithm
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Image Linear Stream Deciphering Algorithm
Input: Encipher Image File
Output: Decipher Image File
Begin
While not eof (Encipher Image File) Do
Begin
Read (Encipher Image File, Encipher bit)
Call linear key Generator Algorithm {to generate the key}
Decipher bit = Encipher bit XOR key
Convert bits to bytes
Write (Decipher Image File, Decipher byte)
End



1A
End of algorithm
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Image Linear Stream Deciphering Algorithm Using Random Field
Input: Encipher Image File
Output: Decipher Image File
Begin
While not eof (Encipher Image File) Do
Begin
Read (Encipher Image File, Encipher bit)
Call linear key Generator Algorithm {to generate Random Field s Bits}
| f k=7 then ( Decipher Image File , Decipher bit ) =Encipher bit
Else
(Decipher Image File, Decipher bit) = '- Encipher Bit
Convert bits to bytes
Write (Decipher Image File, Decipher byte)
End
End of algorithm
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