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Abstract

Software-defined networking (SDN) addresses the constraints of
conventional networks through the separation of the control plane from data
plane. This separation allows to transfer the network logic to a specific
component known as the controller, which effectively manages the devices
within the data plane. However, the SDN platform has become an attractive
target for various attacks that can be exploited by intruders. For example,
Denial of service (DoS) or distributed DoS (DDoS) attacks are one of the
most destructive attacks that can interrupt SDN network functionality and

make most network services unavailable to authorized clients.

Hence, the aim of this dissertation is to construct intrusion detection
models based on optimized machine learning approaches to secure an SDN
environment against DoS/DDoS as well as other types of attacks. The
efficiency and effectiveness of detection solutions are enhanced through
proposed four optimized models: Hybrid Feature Reduction (HFR)
approach, Optimized CatBoost model (OCBM), Fine-Tuned Deep Neural
Network (FTDNN) model, and Developed Soft-Based Heterogeneous
Ensemble Detection (DSBHED) model.

HFR employs filter-based, wrapper-based, and embedded-based
feature reduction approaches to select the best subset of features, improving
the speed and performance of the models. Initially, features are evaluated
using Mutual Information, Whale Optimization Algorithm, and Extra Tree
Classifier. Subsequently, a majority-voting technique (MVT) filters out
insignificant and inconsistent features, creating a reduced dataset. The mean
technique is then applied to unify feature weights obtained from MVT,

resulting in a subset of significant features.



The ML-based model, OCBM, and the DNN-based model, FTDNN,
have been proposed to improve the binary prediction of DoS/DDoS attacks
while maintaining a low false positive rate (FPR) and reducing processing
time for training and testing. Optimizing the hyperparameters of the OCBM
classifier including the number of boosted trees, maximum depth of each tree
and learning rate, is crucial for accurately distinguishing normal traffic from
DoS/DDoS attacks. This optimization process is carried out using the
GridSearchCV (GSCV) technique to identify the best values for these

hyperparameters.

On the other hand, in the case of the DNN-based model,
RandomSearchCV (RSCV) is a valuable tool for determining the best
structure and parameters of DNN by efficiently exploring the
hyperparameter space. Moreover, unlike many other studies, several
empirical cases were conducted to evaluate the performance of both the

OCBM and FTDNN models against zero-day (unknown) attacks.

In addition, to accurately detect multi-class attacks such as port scan,
brute force attack, SYN, UDP, and others, the DSBHED model is proposed.
This model relies on a combination of multiple ML-based classifiers for
prediction of final results. The components of the DSBHED model include
the Optimized Random Forest (ORF), K-Nearest Neighbors (KNN), and
Optimized LightGBM (OLightGBM) classifiers. The hyperparameters of
ORF and OLightGBM are optimized using the GSCV technique to achieve

the best performance.

The efficiency and effectiveness of the proposed models were
assessed in terms of detection rate, accuracy, precision, F1-score, and FPR,
in addition to the training and testing times, which were also computed for
all proposed models. Using the InSDN, CICDD0S-2019, SNMP, and



CICIDS-2017 datasets, the empirical outcomes indicate that the proposed
models attain better performance in attack detection due to all evaluation
metrics, as compared to previous studies and existing ML classifiers carried
out on the same datasets. Hence, our proposed models provide great

confidence in securing SDN.
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Chapter One General Introduction

General Introduction

1.1 Introduction

Computer networks have become an essential part of modern life,
being a core element, for instance, in security, health systems, industry,
business, entertainment and education. Advents like Internet of Things
(1oT) are connecting every type of electronic devices and control systems,
increasing network requirements even further. This increasing number of
devices that are communicating via networks, like the Internet, require new
network paradigms that are more flexible in management,
implementations, configuration and more hardware independent. Over the
last decades, the network protocols and infrastructure evolution was
restricted by some factors, such as vendor-specific technologies,
compatibility with legacy technologies, and so on. That network
ossification is a major barrier to innovation, and disruptive approaches are
demanded to offer alternatives to this stagnation [1]. Therefore,
conventional networks technologies are not adequate to supply current

communication needs.

Therefore, Software Defined Networking (SDN) has emerged to tackle
the problems of traditional networks. SDN decouples the control layer
(which makes decisions) from the data layer (which forwards data
packets). This separation allows for centralized control which enables more
efficient traffic management and programmability. It is highly
programmable where the network administrators can define network
policies and behaviors using software, making it easier to adapt to changing
requirements [2]. Due to its centralization, programmability, and dynamic
adaptability, offers a more versatile approach to network management and

is well-suited for the complex and ever-changing requirements of today's
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networks. Thus, these features encourage many industrial and commercial

companies to employ SDNs solutions in their network environments [1].

Although the SDN model offers many advantages, it is not immune to
emerging threats that can be exploited by intruders to carry out various
malicious activities. If an intruder succeeds in gaining access to the SDN
controller, the whole network may be susceptible to serious threats. For
instance, a Denial of Service (DoS) or Distributed DoS (DDoS) attacks,

one of the reasons that make the SDN controller be unreachable [3].

DoS/DDoS attacks are designed to exhaust a target's resources,
obstructing authorized clients from accessing them. These attacks can
result in reputational and financial losses. They are distributed in nature
and can be executed on a global scale using distributed botnets. Due to their
widespread nature, the volatile temporal patterns, and the sheer scale of
these attacks, detecting DoS/DDoS attacks is challenging. This challenge
Is due to the use of spoofed IP addresses and the complexity of identifying

traffic patterns [2].

Unfortunately, all elements of SDN network (i.e., application, data,
and control planes) are exposed to DoS/DDoS assaults, for instance, the
communication line between the data and control planes. The intruder can
send a large number of data traffic to an OpenFlow switch through data
plane. If the source IP addresses of the these packets are spoofed (that
IS, their flow rules are missing in the flow table), therefore, the switch
will send these packets to the controller via Packet-in-message in order
to get a new rule. Due to this case, when the controller deals with large
numbers of fake IPs, wide processing can be degraded its sources like CPU,
bandwidth, and memory and that may causes also lost the whole network

[3]. Thus, building efficient solutions (e.g., intrusion detection systems) to
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secure the SDN platform from these attacks becomes an important aspect

for the researchers in the last years.

An Intrusion Detection System (IDS) is a standard security measure
designed to monitor and identify malicious or harmful activities within an
SDN network. When incoming or outgoing network traffic displays
patterns indicative of suspicious behavior, it triggers an alert for identifying
potential attacks [4]. Hence, numerous approaches have been researched
and developed with the aim of enhancing the detection rate and
performance of IDSs. Some of these approaches include machine learning
(ML) and deep neural network (DNN) techniques, which offer intelligent,

efficient, and dynamic solutions to enhance SDN security [5].

On the other side, feature reduction (FR) approaches are one of the
crucial stage to accurately building intrusion detection models. These
approaches can eliminate redundant and irrelevant features while retaining
only the most representative attributes or features from the original space
(datasets). Utilizing the best subset of features (important features) not only
enhances the detection rate and accuracy of the model but also diminishes
the execution time (testing time) [5]. Therefore, utilizing fewer and more
Important features can aid in avoiding dimensionality issues and accurately

detecting various network attacks with less processing time.

Encouraged by these facts, this dissertation proposes an efficient HFR
approach to attain the best subset of features which can obtain from SDN
network. In addition, it optimizes the ML-based and DNN-based models
to build accurate and reliable models to detect DoS/DDoS attacks as well

as different types of attacks in SDN platform.
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1.2 Related Work

In recent years, various defense methods have been proposed for
detecting DoS/DDoS attacks in SDN architectures. According to the nature
of DoS/DDoS attacks, where the attacker can rapidly exhaust the resources
of SDN networks or degrade their performance by utilizing large amounts
of data traffic toward the SDN controller with the aid of only a few clients
under his control [5]. Thus, securing the SDN platform from such attacks
Is crucial for maintaining the operation of the SDN and avoiding potential

outages of equipment or network services.

This dissertation explores the latest solutions for detecting attacks in
the SDN architecture. These solutions are primarily categorized as (1)

statistical-based approaches and (11) ML and DNN based techniques.
I- Statistical-based Detections

The authors in [6], proposed a scheme to detect TCP-SYN flooding
assaults in SDN architecture by utilizing the entropy computation method.
They used a few features that based on destination IP and TCP-flags to
compute the entropy value. Conversely, the proposed solution was used to
detect only the TCP-SYN assault, with no consideration of other types of

DDoS assaults.

Shanshan Yu et al. [7] provided a combined approach that based on
entropy and an RF classifier for detecting DDoS in the SDN. A fast model
relying on the entropy method was used at the data plane (switches) to
compute the entropy value of the receiver's IP. If abnormalities are
suspected, another RF-based detection technology will be applied on the
SDN controller for additional detection. However, the researches utilized

the OpenFlow switch to detect process, which is contrary to the aspect of
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SDN functionality, to avoid any decision-making in the forwarding

devices.

In [8], an entropy-based method was proposed to identify and prevent
DDoS assaults in SDNs. Three threshold values were used to decrease the
false positive rate (FPR). The proposed solution achieved a detection
accuracy of 0.982 and an FPR of 0.004.

The authors in [9], utilized a generalized entropy measure to identify
DDoS assault on an SDN controller. The results indicate that the proposed
metric performed better than the information entropy measure and other

distance measures.

Although all approaches that depend on entropy values are fast in their
computation and consume a smaller amount of computational resources,
but these methods are heavily based on the experience of security
researchers to determine in advance the threshold worth. Moreover, the
network data traffic is dynamic and unstable at all times. For instance, the
traffic size is high throughout at the working time, whereas it is low after
working time or on holidays. Therefore, choosing the ideal threshold
requires lots of calculations and needs the historical observation of traffic
behavior. In addition, the nature of data traffic is frequently changed over
time; for example, new network protocols are often developed, while other
network protocols are not utilized. Consequently, up-to-date network data
traffic is complex because the attacker can simply construct novel attack
with high degree of similarity to the normal packet, which is difficult to be
recognized using a threshold based method. Thus, reliable and accurate
detection solutions are remain required to effectively secure SDNs from

assaults.
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1. ML-based and DNN-based Detections

Recently, ML and DNN techniques based have been effectively utilized
in order to detect DoS/DDoS and other types of attacks on SDN platform.
The ML/DNN techniques are capable enough in discovering the
differences between normal and attack traffic with a higher performance

than other techniques, such as statistical-based methods.

The authors in [10] evaluated three ML algorithms, Naive base, SVM,
and DNN to detect Distributed DoS attack in SDN architecture. The SVM
classifier attained a highest detection accuracy of (80%). However,

additional improvements are required in terms of the accuracy metric.

A DNN technique [11] that depends on GRU was proposed to address
the issue of DDoS assaults in the SDN network. The proposed method uses
the NSL-KDD dataset for the training and testing processes without using
any feature reduction techniques. The detection model achieved an

accuracy of (0.89).

The authors in [12] introduced an ensemble learning-based approach for
classifying DDoS assaults in SDNs. The proposed ensemble model
employs the SVM, K-NN, and ELM classifiers. All of these classifiers
make their decisions about the data, and then a max-voting method is
applied to take the last decision. Wireshark network inspection tool utilized
in this study to generate the network traffic. Based on the experimental
results, this model achieved acceptable values in terms of sensitivity,
specificity, and accuracy.

In [13], an IDS was proposed based on the XGBoost classifier for
detecting different types of DDoS attacks, which was validated using the
CIC-IDS2017 dataset. The proposed classifier utilized 80 features of the
dataset. This model attained a detection accuracy of 0.9136, TPR of 0.974,
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and FPR of 0.12. The proposed solution achieves a high accuracy;

however, the FPR must be reduced.

As shown in [14], the authors suggested an ensemble-based approach
that combined diverse ML classifiers to classify DDoS assaults in the SDN
network. The proposed algorithms were SVM, NB, and KNN, which were
combined separately with the SOM algorithm. The experimental outcomes
indicated that the blend of SOM with SVM achieved a high detection rate
and accuracy with a low FPR using the CAIDA-2016 dataset.

The authors of [15] introduced an intrusion detection model that relied
on a deep auto encoder approach to detect DoS attacks. The proposed
model attained an accuracy (95.73) using the CICIDS-2017 dataset,
displaying its ability to identify DoS assaults. However, the researchers
used a full feature dataset, and a manual-based approach was used to build

the structure of deep network.

In [16], the authors design a new detection framework to identify DDoS
assaults in SDN architecture. The proposed solution combined the KNN
with K-Means algorithms for a detection approach. However, they was
employed the Scapy method to mimic the normal and DDoS assaults for
building the training data. The mimicked traffics lacked the attack diversity
and were free from application-based DDoS assaults. Moreover, the
detection model's performance was assessed using the outdated NSL-KDD
dataset, which was created using traffic records from twenty years ago.

A study in [17] proposed an enhanced KNN classifier for detecting
DDoS attacks on an SDN platform. An SDN-based topology was
employed, consisting of ten virtual devices and one server, to generate a
simulated dataset. However, the researchers used their dataset but have not
made it public for validation. Furthermore, the simulated dataset lacked a



Chapter One General Introduction

wide range of DDoS attack types that could target various layers of the OSI

model, including those that specifically targeted the application layer.

The authors in [18] implemented various ML classifiers, namely, SVM,
REP tree, MLP, J48, Random Tree (RT), and Random Forest (RF), to
identify DDoS assaults in SDNs. They used the CICIDS-2017 dataset to
verify the detection performance of these classifiers. When the assaults are
identified by one of the utilized classifiers, a mitigation method starts to
block the malignant traffic before the network is shut down. The
experimental results revealed that the proposed approach achieved a

detection ratio of 0.95.

In [19], the authors proposed a novel IDS framework to identify DDoS
assaults in the context of SDN environments. The proposed framework
consists of three different ensemble-based voting classifiers, namely,
voting-RKM, voting-CKM, and voting-CMN, for attack detection. The
proposed models were validated using CICIDS-2017, NSL-KDD, and
UNSWNB15 datasets. Voting-RKM attained the best outcomes among all
the prediction models utilized in this study. However, they did not adopt

feature reduction techniques to their work.

In [20], the researchers proposed a solution based on LSTM and a
single-class SVM to identify malicious traffic in an SDN network. The
experimental results using the INSDN dataset show that the proposed
model achieves a high detection rate with a low execution time. However,
the authors were utilized manually-based approach to obtain the best values
of hyperparameters for the LSM model.

In [21], the authors suggested DDoS-Net, an intrusion detection system
that relies on a DNN-based technique that specifically combines the RNN
with an autoencoder to detect DDoS assaults in an SDN architecture. The
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proposed DDoS-Net model was verified using the CICDD0S-2019 dataset,
which contains a comprehensive variety of DDoS attacks. The assessment
of the DD0S-Net method demonstrates enhancements in the detection of

attacks compared to other methods.

In [22], a security system was proposed to efficiently detect DDoS
assaults on the SDN controller. The proposed system used a Generative
Adversarial Network (GAN) technique to detect attacks. An experimental
evaluation was performed using the CICDDo0S-2019 dataset. The
researchers compared the outcomes obtained from the GAN network with
the LSTM, CNN, and MLP methods.

The authors in [23] presented a stack-ensemble learning model, which
Is a combination of neural networks, decision forest, logistic regression,
and decision jungle algorithms, to classify different types of attacks.
Moreover, multi and binary based classifications were performed. The
experimental results conducted on the CICIDS 2017, UNSW NB-15, and
CICDDOS-2019 datasets showed that the proposed model achieved good

results.

The authors in [24] evaluated the effectiveness of three ensemble
learning approaches (bagging, boosting, and stacking) and three ML
algorithms (KNN, RF, and NB) for DDoS attack detection. The researchers
used the CICDDo0S-2019 benchmark to validate the performance of the
proposed approaches. Two attribute selection methods were adopted to
select significant attributes for intrusion detection. The experimental
outcomes present that the stacking approach outperforms the other
classifiers owing to four assessment measures: TPR, FPR, TNR, and

accuracy.
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The study in [25] proposed an intrusion detection model for a secure
SDN environment. The proposed model contains a combination of a
convolutional neural network (CNN), an attention mechanism, and a deep
autoncoder (DAE), to detect and classify network traffic. The experiments
in this study were performed using an INSDN dataset collected from an
SDN environment. However, they conducted experiments using the full
features of the INSDN dataset. The outcomes from the proposed solution
illustrate high accuracy for both binary and multi classification tasks. Table

(1.1) provides a summary of previous studies with their details.

Table (1.1) Summery of Related Work

References Year Dataset Technique Best Outcomes
Acc=1
Ref. [10] 2017 Simulated ML Pre.=0.97
Recall= 0.96
Ref. [11] 2018 NSL-KDD DNN Acc.=0.89
_ Acc=0.80
Ref. [12] 2018 | ° 'm‘ﬂzﬁfcmp ML Pre.=0.80
Recall=0.80
Acc.=0.9136
Ref. [13] 2018 CICIDS-2017 ML TPR =0.974
FPR=0.12

Acc.=0.981243

FPR=0.27140
Ref. [15] 2019 CICIDS-2017 | DNN Acc.= 0.9573

10
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References Year Dataset Technique Best Outcomes

Pre.=0.994
Ref. [16] 2020 NSL-KDD ML Recall= 0.9835
FPR=0.127

Acc.=0.994
Pre.=0.993

Ref. [17] 2020 Simulated ML Recall=0.994
F1=0.9935

FPR=0.009

Acc.=0.9501
Pre.=0.9546

Ref. [18] 2020 CICIDS-2017 DNN Recall=0.9451
F1=0.9498

FPR=0.0052

CICIDS-2017

UNSWNB15 Acc.=0.9777
Ref. [19] 2020 CICIDS-2017 ML Pre.= 0.9983

NSL-KDD Recall=0.9313
F1=0.9636

DNN ML
Acc.=0.905 |Acc.=0.875

Pre.=0.93 | Pre.=0.89
Recall=0.93|Recall=0.93
F1=0.93 F1=0.91

Ref. [20] 2020 INSDN ML+DNN

Acc. =0.990
Pre.=0.995

Recall=0.990
F1=0.990

Ref. [21] 2020 CICDDo0S-2019 DL

Acc.=0.9438

Ref. [22] 2020 | CICDD0S-2019 | DL Rt 00408

F1=0.9594

11
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References

Year

Dataset

Technique

Best Outcomes

Ref. [23]

2021

CICDDo0S-2019

ML

Binary
/Acc.=0.97

Pre.=0.99
Recall=0.97
F1=0.978

Multi

Acc.=0.84
93

Pre.=0.8465

Recall=0.84
09

Ref. [24]

2021

CICDD0S-2019

ML

Acc.=
TPR=0.96

TNR=1
FPR=0.7

0.973

Ref. [25]

2022

INSDN

DNN

Binary-Acc.=0.977
Multi-Acc.=0.955

Therefore, this dissertation focuses on addressing the critical

limitations of solution detection methods.

Numerous previous studies have been constructed either out-of-date
datasets (e.g., NSL-KDD), non-SDN datasets, or research datasets that

are not made public, which reduces their ability to adapt to new and
unseen attacks, such as those described in [10-12] and [16-19].

Lots of irrelevant and redundant data in high dimensional datasets

interfere with the detection process, as demonstrated in studies such as
[10-11], [13], [15], [19], and [25].

Employing a single classifier may prove inadequate for accurately

detecting the diverse types of network assaults, including port scans,

DoS or DDoS attacks, and brute force attacks, as demonstrated in [23].

12
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e Developing effective DNN-based models often requires a laborious and
time-consuming trial-and-error approach due to the lack of a systematic
approach for their construction, as showed in studies like [15] and [20]

e The prevalence of high false positive rates (FPRs) poses a significant

challenge for most IDSs, as demonstrated in [11] and [13].

1.3 Problem Statement

SDN's programmable and dynamic nature introduces numerous
security vulnerabilities, requiring the development of innovative security
solutions. A critical concern in SDNs is the susceptibility of SDN
controllers to DoS/DDoS attacks, which can render the entire SDN
architecture unreachable [26][27]. In addition, according to Kaspersky lab
report [28] “a doubling of DDoS attacks in the first quarter of 2020
compared with the fourth quarter of 2019, also an 80% jump compared
with the same quarter last year”. DDoS attacks exploited the COVID-
19 virus by targeting the educational platforms, healthcare
organizations, and government agencies. Moreover, the intelligent report
for the same lab also indicates that the DDoS assaults are the most
prevalent threats recorded in 79 countries in the majority of organizations.
Furthermore, the complexity and number of these assaults are grow which

required efficient detection methods for such assaults [29].

Thus, the main aim of this dissertation is to construct accurate and
efficient detection models that are capable of recognizing DoS/DDoS from
normal traffic, as well as identify multi-types of attacks. To achieve this,
an efficient feature reduction approach is proposed, and various ML-based
and DNN-based approaches are optimized, thereby increasing the security

level of the SDN architecture.

13
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1.3 Dissertation Objectives

The objectives of this dissertation can be summarized as follows:

1. To propose a new hybrid feature reduction model to identify
significant features.

2. To construct optimized machine learning-based and deep neural
network-based models to improve their performance for binary
detection of DoS/DDoS attacks and outperform competitive
approaches.

3. To evaluate the performance of ML-based and DNN-based
models in detecting zero-day or unknown attacks (in our
situation DoS/DDoS).

4. To propose a soft-based heterogeneous ensemble learning to
Improve the prediction accuracy and detection rate with low
false alarm rate via their ability to detect multi-class attacks
instantiated in the InNSDN-2020, SNMP, and CICDD0S-2019

datasets.
1.4 The Dissertation Contributions

This dissertation has achieved the following contributions in

comparison to previous work:

1. Develop a hybrid feature reduction (HFR) approach to obtain
only significant features that result in a speedup detection stage,
reduce computation time, and accurately detect DoS/DDoS
attacks. Therefore, improve the overall performance of
proposed models.

2. Propose an optimized CatBoost model based on grid search
optimization technique by focusing on most effective

hyperparameters that aids to construct a lightweight IDS model

14
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and making it appropriate for online or real-time detection of
assaults. To the best of our knowledge, this is the first attempt
to utilize this model in construction the intrusion detection
model for SDNs.

3. Propose a deep neural network model based on a random search
optimization technique to minimize human intervention in the
design network phase and select a suitable structure with
hyperparameters for binary attack prediction.

4. Propose a new soft-based heterogeneous ensemble learning
model of three ML classifiers from different classifier families.
The selected classifiers are, LightGBM, Random forest (RF),
and K-nearest neighbor (KNN). In our model, the crucial
hyperparameters of LightGBM and RF classifiers are optimized
based on grid search technique. The outputs of the three
predictors are combined by soft voting method to obtain the

final output of the ensemble model.

1.5 Dissertation Outline

This dissertation consists of various chapters. It is summarized as

follows:

Chapter Two: presents the SDN environment and its features, the
challenges faced by SDNs, and multiple types of attacks. In addition, the
protocol (OpenFlow) and its parameters are explained. The ML and DNN
based techniques have also been described. Finally, the evaluation of the
ML and DNN based techniques was explained.

Chapter Three: depicts the proposed models in depth, which involve the

proposed frameworks and algorithms to implement them.

15



Chapter One General Introduction

Chapter Four: discuss the outcomes of proposed models. The validation
results are viewed and compares with competing ML-based and DNN-

based models as well as other existing works.

Chapter Five: the conclusions of the dissertation was explained, and some

ideas were suggested for future works.
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Chapter Two Theoretical Background

2.1 Software Defined Networking

Software defined networking (SDN) can be defined as an emerging
architecture that is manageable, dynamic, cost-effective, and adaptable,
making it ideal for the high bandwidth and dynamic nature of today’s
applications. This paradigm separates the forwarding functions and
network control enabling the network control to become directly
programmable and the underlying infrastructure to be abstracted for
applications and network services [29]. Figure (2.1) illustrates the

framework of SDN network.

The main goal of SDN platform is to split the control plane from the
data plane. One consequence of this methodology is that the control logic
is implemented in a logically centralized controller and that network
switches simply forward packets. The SDN controller is now
programmable, making it possible to establish dynamic routes for network
packets. In conventional networks, control plane and data plane devices are
coupled with each other. In this case, if any new rule is needed to be
updated in the existing mechanism, it has to be applied in all the devices.
Even a simple modify can take days or weeks to be accomplished [2]. This
limitation of conventional networks makes this process costly and time
consuming. However, in the time of digital world, companies and their
networking facilities require to be fast and flexible. SDN addresses this
requirement by reducing the limitations of conventional networks. In SDN,
If any update has to be implemented as per the user requirement, then these
changes will be made only in the control plane. This process is

accomplished in less time in SDN compared to the conventional networks
[3].

Consequently, SDN enhances the performance of the network and

obtains cost effective network services. In SDN, the controller represents
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the brain of the whole network and offers global visibility to all the network
functionalities. This unique feature of the SDN controller provides many
applications and mechanisms for security purposes [8]. At the same time,
architecture design problems such as separation of data and control planes,
and the place of controller lead to several security challenges [9]. One such
challenge is to secure SDN platform from different types of attack, i.e.,
DoS or DDoS attacks [30]. Nowadays, DoS/DDoS has become one of the
most destructive attacks. These attacks try to consume the system resources
by the flood of network traffic at victim device. This flooding of network
traffic degrades the performance of system, rendering services unavailable
to authorized clients. DoS/DDoS attacks target the communication channel
between switches and controller and the controller's resources. Attack like
DoS/DDoS on an SDN controller can paralyze the entire network [30].
Thus, it is essential to build an accurate and efficient solution to detect
DoS/DDoS attacks in SDN. Numerous IDSs have been introduced for
detecting such attacks by researchers [12]. An IDS is a security application
or device that is applied to surveillance and inspect the network traffic for
any malevolent activities and to alert the administrator's system when
attacks are detected. In recent years, ML and DNN based techniques are
being utilized extensively. There are several IDSs have been used ML and
DNN techniques for numerous attack detection by enhancing the accuracy
of the prediction system [31]. In this dissertation, various ML and DNN
based approaches were proposed for DoS/DDoS detection as well as
different types of attack such as port scan, brute force attack, etc. The
proposed IDS models present promising approaches for achieving more

accurate predictions.
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Application Layer
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Control Layer (Control Plane-
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Infrastructure Layer
(Data Plane)

Figure (2.1): The SDN infrastructure [31].
As seen from Figure (2.1), the SDN infrastructure contains three

layers: The application, control, and infrastructure layers.

2.1.1 Infrastructure layer

The infrastructure or data plane consists of devices that contain
tables of flow entries. These devices use a secure transport layer protocol
to securely communicate with a controller about new entries that are not
currently in the flow table. Each flow entry includes matching rules and
actions that guide the data plane on the action to take for the matched
flow. When a packet arrives at a switch the header fields will be matched
against the matching rules available in the flow table and if a match
is found the action specified by the flow entry will be taken by the switch
otherwise the packet header will be forwarded to the controller for further
process. The controller then processes the header and constructs a flow rule
to be installed in the flow tables of the switches along the chosen path [31].
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2.1.2 Control layer

This layer has a controller, which is responsible for the proper
functioning of the network. The controller keeps a global eye on all the
devices and their working in the network. In the case of an unseen or new
incoming packet, a message called packet-in is transferred to the SDN
controller, which takes the proper decision for that packet. SDN controller

and switches communicate through OpenFlow protocol [33].

2.1.3 Application layer

This layer maintains a pool of network based applications, for
instance firewalls, routing, IDSs, and so on. These applications are
implemented on the controller in order to define the control logic according

to the requirement of the functionalities [32].
2.2 The Challenge Faced in SDN

The programmable and dynamic nature of SDN introduces a range
of security challenges which require innovative security solutions. For
instance, the centralized controller provided by SDN offers numerous
advantages for network management and flexibility. However, it also may
lead to various risks, particularly the risk of attacks aimed at disrupting or
shut down a service, network, or system by overwhelming it with excessive
traffic or requests. This can lead to service unavailability, rendering the
target system inaccessible to legitimate users. This represents a significant
security challenge for SDN environments [34].

2.3 Advantages of SDN
SDN platform provides the following benefits [35]:

e Global control: The controller has a global view of the network

topology, network status< and application requirements.
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o Flexibility and programmability: The data plane can be dynamically
programmed to improve network resource allocation.
e Openness: Communications between the controller and forwarding

devices do not depend on the device suppliers.

2.4 OpenFlow Protocol

The OpenFlow protocol [36] has represented the backbone of SDN.
The SDN switches have managed by OpenFlow, the controller can process
all flows of network packets by OpenFlow. The tables which exist in the
switches explain the ingress and egress paths of incoming packets.
OpenFlow has made these tables reachable by controller software. Then,
the OpenFlow switch has received flow table entries or flow entries from

the controller by the secure channel.

OpenFlow specification: The OpenFlow specification has
encouraged vendors to execute OpenFlow on their devices. The
organization which encourages acceptance of SDN and works with many
vendors is called Open Networking Foundation, it has various groups to
develop OpenFlow specifications. Figure (2.2) explains the architecture of
an OpenFlow [37]. Searching, matching, and forwarding according to
action determines by the controller software, all rely on the specification
of OpenFlow. The first version of OpenFlow (version 1.1) was released in
February-2011.
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Figure (2.2): The architecture of OpenFlow [37].

The main process of an OpenFlow is as follows [37]:

e The controller software puts flow entries in the switch.

e Incoming packets have been checked by the switch and detected
matching flow, then the SDN switch executes the related action.

e |f matching rule is not found in the switch's flow table, the SDN
switch passes the packet to the controller to learn the switch how to
treat the packet.

e Afterward, the switch with new flow entries will be updated by the

controller, then the switch can process the packet locally.

Secure channel: The data plane and control plane have been connected
by a secure channel. When the switch has activated in the network, the
switch looks for the controller to connect to it. Then, the switch builds a
secure channel through which it exchanges information with the controller.
The secure channel may be connected to the controller physically or
virtually (by another switch remotely), this connection is a TCP connection
[38]. To protect mutual data between the controller and switch from
penetration, data must be encrypted. Generally, transport layer security

(TLS) has been used in encryption. If the connection has failed, the SDN
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switch will search for another controller to connect with it. If there only
one controller has been found, it enters in "fail secure mode" then, every
unknown packet has been dropped. When the OpenFlow switch processed
the unknown incoming packet without sending it to the controller, this type
Is named Hybrid Switch. In case of a controller failure and the switch
depends on its intelligence, it means that the switch has not followed an
OpenFlow protocol, which means the network has lost SDN architecture.

Figure (2.3) shows the secure channel in OpenFlow [39].

OpenFlow
Protocol

Secure
Channel

Flow
Table

OpenFlow Switch

Figure (2.3) The secure channel in OpenFlow [40] .

Flow table: The flow table an existing in the switch, it includes flow

entries. The fields in OpenFlow version 1.0 as shown in figure (2.4).

Header Fields | Counters | Actions

Figure (2.4): The fields of flow table in OpenFlow version 1.0 [40].

The number of fields in a flow table of OpenFlow version 1.3 will increase

as presented in figure (2.5). These fields will be described.

Match Fields |Instructions Setj Counters | Priority m

Figure (2.5) The fields of flow table in OpenFlow version 1.3 [40].
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e Match Fields: Match fields of the flow table in OpenFlow version
1.3 are the same header fields of the flow table in OpenFlow 1.0
version, these fields were obtained from packet. These fields are
necessary for the lookup process inside the flow table, like Src-mac
address, Des-1P address, and etc. Figure (2.6) illustrates match fields
of the flow table.

Match Fields | Action Stats

| Packet + byte counters |
Forward packet to 2er0 or more ports

. Encapsulate and forward to controller
Send 10 normat processing pipeline

4. Modify Fields

5. Any extensions you add!

W

SWTC TVLAN [ VIAN MAC [MAC | BR T w [P
Port 1D pep lsre | dst | tYPe | Srco| Dt

Figure (2.6): Match Fields of the Flow Table [41].

w [P [1a Iu
705 | Prat | sport | dport

e Instruction Sets: These should be executed when a packet is
matched. They determine the way in which the packet is handled
(dropped or forwarded).

e Counters: It collects statistic information about a specified flow,
including, the amount of bytes, how many packets come in, and flow
duration.

e Priority: The flow rule in SDN means flow entry in the switch's flow
table. When the SDN switch searches in all flow rules to match an
incoming packet of traffic flow, if there are relevant flow rules, the
rule with the highest priority has been selected.

e Timeout: Flow entries have an idle and hard timeout. Hard timeout
means timeout after which the entry is removed from the device. Idle
timeout means timeout in which if no packets are hitting to specific

entry for the duration, the entry will be removed from the device.
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e Cookie: Data value has placed by the controller, it has used to filter

flow statistics, and flow modification [41].

2.5 Attacks on SDN

The centralized design of SDN platform introduces new
vulnerabilities that can make the SDN architecture vulnerable to different
types of security threats [42]. In fact, all SDN planes are unavoidably
subject to diverse types of attacks. Some of these attacks are specific for
the SDN i.e. as a result of splitting the control and data plane functionality.
These attacks can occur in the SDN controller or on the communication
channels between the data plane devices and control plane. Moreover, there
are numerous attacks that are popular between SDN standard and the
traditional networks for example, the attacks on the application plane or
data layer elements. For instance, in the case that the intruder successfully
gets illegal access to a vulnerable application or machine in a traditional
network, a small portion of this network or a single machine is affected by
this assault. The intruder needs to increase his privilege or utilizes the target
machine to start new assaults against different machines [43]. Attack

classes against SDNs are illustrated as follows [32]:
2.5.1 Denial of Service Attack

Denial of Service (DoS) attacks are considered the most attractive
types of attack to the intruders. It is also considered one of the most
dangerous threats to the security of SDN networks [12]. Another version
of the DoS attack is DDoS attack. The DDoS attack is an explicit attempt
to prevent authorize users from accessing the network services. The
emergence of the DDoS attacks typically does not occur suddenly, but the
onset of an attack on a target system produces from a series of preparatory

steps by the adversary that we can identify and measure. The operation of
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DDoS attacks follows many consecutive phases. The attacker initially
starts to compromise multiple agent machines that are widely distributed
geographically by scanning the vulnerabilities in these devices. Once an
intruder successfully identifies some system vulnerabilities, he can
compromise these machines using a malicious program such as Trojan
Horse. By replicating the malicious file in multiple agents« the intruder has
the capability to control many devices that can reach several tens or
thousand (commonly referred to as bots) to initiate DDoS attacks without
the awareness of the device’s owner [44]. The discovery of vulnerabilities
and exploitation process of the agents are usually performed automatically,
for example, by sending e-mail messages contain the attack code
attachment. The groups of bots, known as a botnet can get orders remotely
from an attacker, i.e., bot-master. The bot-master can perform large-scale
DDoS attacks to flood a legitimate service or network by sending a control
command to the botnet agents to generate useless traffic without getting
noticed. Consequently, the victim resources become overwhelmed with a
crushing volume of traffic in a short duration, which significantly slows
down the system service or the network ability to respond to the legitimate

users. Denial of service attacks can be divided as follows [45]:

e Volumetric attacks: these are the most used attacks and are based
on flooding a target with heavy traffic to exhaust its network
bandwidth. The magnitude of this kind of attacks is measured in
bytes per second. Common volumetric attacks include UDP
flooding, spoofed packet flooding, and ICMP flooding.

e State exhaustion/protocol exploitation: these methods are used to
exhaust the resources of devices by exploiting network protocols, in
order to turn the network or operating system unavailable. Its

magnitude is measured in packets per second. Fragmented packets,
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Ping of Death, and SYN Flooding are examples of the protocol
exploitation attacks.

e Application layer attack: this kind of method exploits the
application layer protocols in order to crash the application or
underlying a server. The magnitude of such attacks is measured in
requests per second. Slowloris, slow-rate HTTP POST, slowhttptest

are example of slow rate DoS application attacks.
2.5.2 Password Guessing Attack

The PGA attains access to the target machine by breaking the
password and username credentials. There are two different scenarios
of BGAs are followed to find the valid credentials. First, dictionary
assault is involved by generating a dictionary for all possible passwords
and users afterward try each of them. Second, an auxiliary scanner tool

was used to identify the right credentials [7].
2.5.3 Web Application Attack

In this attack, the SQL injection and Cross-site scripting (XSS) are
example of this attack. In an XSS attack, the intruder can bypass the
access controls of the client machine by injecting malicious code into a
trusted website. Once the client access the web application site, the
malicious script will be executed. Consequently, the attacker can obtain
sensitive information from the client machine, such as session tokens,
cookies, and so on. In SQL injection, the intruder can utilize malevolent
quarries to manipulate the database behind the web application, thereby
allowing the intruder to get the content of the entire SQL database. The
intruder can attain unauthorized access to any sensitive data or web

application on the website [15].
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2.5.4 Port Scanning Attack

Port scanning or probe is the most vital phase for an intruder before
starting his attack. Typically, it is used to find some information about a
target machine or system to perform another attack, that is, a port scan
usually precedes another attack, which may be used to achieve a malicious
goal [46]. Port scan consists of sending several types of packets in order to
know more about a target host or network. Through the answers obtained
from analyzing these packet, the attacker is able to gather information that
may help in future attacks. Some types of information that can be
discovered include the activity of the servers, information regarding
software used in the system, information about the firewall or network
topology [47]. Port scan attacks are typically performed by using specific

tools, such as nmap [48].
2.5.5 Botnet Attack

Although several things or devices access the Internet, the provided
security does not assurance the optimum functioning to prevent infiltration
attacks. The attacker can control many infected devices, referred to botnet
to run different malicious activities such as fraud attack, stealing
information, web applications server, or launching DDoS against victim

server [46].
2.5.6 Exploitation Attack

In this attack, the intruder is able to gain access the system with a
normal user account and then exploits system vulnerabilities to gain root

access to control the system [31].
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2.6 Intrusion Detection System for SDN

Intrusion Detection System (IDS) represent a standard security
measure designed to monitor and identify malicious or hateful actions in
SDN environment. When outgoing or incoming network traffic exhibits
patterns indicative of suspicious behavior, an alert is triggered, referring to
an identify attack [49].

For many vyears, authors have adopted traditional ML-based
approaches, such as Naive Base (NB), Support Vector Machine (SVM),
Deep Neural Network (DNN), and others for attack detection. These
suggested solutions have attained different grades of success while also
revealing some inherent restrictions. These solutions had a high false alarm
rates (FARS) with high computational cost as mentioned in [50]. Thus, this
dissertation proposes various optimized ML and DNN approaches in order
to construct efficient IDS models in terms of all evaluation metrics that

maximize the security level for SDNs.
2.7 Machine Learning Approach

ML is an important area of artificial intelligence concerned with
constructing and understanding models that learn from data. The ML
concept includes many techniques that construct the model on a sample of
data named a training set. Then the quality of the model or algorithm is
measured by predicting the second part of the data, named the testing set.
From these datasets and by applying ML techniques, important information
and hidden patterns can be extracted [51]. Therefore, ML can be used for
intrusion detection system to automatically build a predictive model
depends on the training dataset. A general workflow of the ML based

detection mechanism is shown in Figure (2.7).
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Figure (2.7): Workflow of intrusion detection utilizing ML approach [51].

2.7.1 Data Pre-processing

Data pre-processing stage is essential in ML to prepare the dataset
that tends to have low-quality data [52]. This stage involves data cleaning
operations such as handling missing values, duplicate data, inconsistent
data, and label conversion. Efficiently preprocessing data can improve its
accuracy, which can increase the quality of models and enhance its
reliability [53].
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2.7.2 Feature Reduction

Feature reduction (FR) or selection is a crucial stage in IDS ML-
based techniques. Determining the appropriate FR approach resulting in an
improve the performance of IDS. It also reduces the operational load by
reducing the number of features in the dataset and creating a new one [54].
FR approaches can be classified as filter-based, wrapper-based, and
embedded methods [55]. The key role of this strategy is to assess the
importance of the elected subset of features, which is explored in the search

space provided to get the optimum solution.

2.7.2.1 Filter Approach

In filter-based approach, evaluate the significance and choice of the
features (or attributes) depend on the statistical metric such as mutual
information method. That is, filter approaches are usually used before the
prediction model [56]. Filter approach framework is illustrated in Figure
(2.8):

Feature Selection

Selection Learning
Feature—h—[ of subset }_r Algorithm Heﬁomame]
Sets \

Fllter

096000
00 000

Figure (2.8) Filter-based feature reduction technique [56].

Mutual Information (MI)

M1 is a metric of the amount of information that one random variable
has about another variable. In the context of FR, this measure is valuable

because it provides a way to determine the importance of a subset of
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features with respect to the target vector. Formally, the MI is known as
follows [57]:

MI(F,T) =H(F)—-H(F|IT) (2.1)
Wherein Ml (F, T) is the Ml for F and T. H(F) is the entropy for F and H(F
| T) is the conditional-entropy for F given T.

2.7.2.2 Embedded Approach

Embedded approach performs feature selection during the
implementation of the prediction algorithm. One of the key advantages of
this approach is its ability to consider the interactions between features and
the model's performance [58]. Many types of decision trees have
performed embedded methods (e.g., extra tree classifier). The framework

of embedded method is shown in Figure (2.9)
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Figure (2.9) Embedded-based feature reduction technique [58].

Extra Tree Classifier (ETC)

ETC create several decision trees from the entire training dataset.
For the root node, the algorithm selects a split rule depend on a random
subset of features (M). It chooses a random split to divide the parent node
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into two random child nodes. This process is repeated in each child node
until reaching a leaf node. A leaf node is a node that does not have a child
node. The predictions of all the trees are combined to form the final
prediction using a majority vote strategy. To perform FR, during the
construction of the forest, for each feature, the Gini importance is
calculated. Each feature is ordered in descending rank according to its Gini

Importance of each feature [59].
2.7.2.3 Wrapper approach

Wrapper approach represents a sophisticated and powerful approach
to identifying the most informative features for ML models using
evolutionary algorithms such as whale optimization algorithm (WOA).
Unlike filter methods, which rely on statistical measures, and embedded
methods, which integrate feature selection into the model training process,
wrapper methods handle feature reduction as a search problem. They
evaluate subsets of features by training and testing the ML model
iteratively, simulating the real predictive task [60]. Figure (2.10) shows the

general framework of wrapper approach.
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Figure (2.10) Wrapper-based feature reduction technique [60].
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Whale Optimization Algorithm (WOA)

WOA is an optimization algorithm proposed by Lewis and Mirjalili
in 2016. It is inspired to simulate the natural behavior of the humpback
whales. These whales are typically depending on the hunting behavior as a
way of survival. However hunting strategy have been previously
introduced to address optimization problems, the uniqueness of the whale
algorithm is the ability to employ a random or best agent in the search space
to chase the prey. It also has the capability to mimic the bubble-net
attaching mechanisms of the humpback whale by using spirals The
modelling of this algorithm involves three operators simulate the search for
prey (exploration phase), the encircling prey, and the bubble-net foraging

(exploitation phase) behavior of humpback whales [61].

2.7.3 Data Normalization

Normalization is necessary to avoid a difference with large values
that dominate the results, so the term normalization is used to make a
normal variable (feature). The aim of normalization is to ensure that a
whole set of values have a certain property. So that all the features should

be expressed in the same unit of measurement [62].

There are many important types of data normalization such as min-
max normalization and Z-score. In this dissertation, a Min-Max
normalization technique is adopted to perform a transformation of the data
to fall within a specified range [0,1]. The equation below generates a new
variable X [62].

— X—Xmi
X = L (2.1)

Xmax~Xmin
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Wherein: Xmax is the maximum value of original value for any feature.
Xmin is the minimum value of original value for any feature. X represents

the feature value.
2.7.4 Classification Techniques

The classification technique is one of the techniques utilized in data
mining, and it has been widely utilized in IDSs in SDN network security.
The simplest definition of data mining is knowledge discovery. Another
definition is that it denotes to the ability to take data as an input and extract
patterns that cannot be observed by traditional methods [63] [64].

Classification can be defined as the key element of data mining,
which is a technique of supervised learning. It is the process of identifying
each instance of data into a kind of predefined classes.

Typically, classification algorithms involve two main stages, as
outlined below [63] [65]:

A- Training stage: at this stage, training data are analyzed for the
purpose of building a learning model through which the data instances
are classified by class-based labels.

A- Testing stage: at this stage, the training model is used for the

purpose of assigning a label classification to unlabeled instances or

prediction classes for predefined classes.

The IDS can be considered as the classification issue. The system
must gather enough audit data. A classification algorithm is then utilized
this data to build a classifier. Finally, the classifier receives the new
unlabeled incoming data then predicts each instance's class based on the
training model that was previously built [65].
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2.7.4.1 CatBoost Algorithm

CatBoost is a new variant of the gradient boosting decision tree
approach developed by Prokhorenkova et al. in 2018 [66] . It uses a
symmetric tree as the base learner, as showen in Figure (2.11). Unlike the
standerd decision tree, a symmetric tree confirms that the nodes at similar
depth depend on the same features for spiltting. The benefit of building a
symmetric tree, improves the processing speed and feature handling when
compared with a typical decision tree[67].Moreover, it can handle

catogrical features without need to convert them to the numeircal during

L X=A?

Yes MNe
?

Yies No Yes No

Figure (2.11) The structure of symmetric tree [67].

the preprocessing step.

N

During the construction of DTs, the CatBoost algorithm utilizes a
method named gradient optimization, that is, the algorithm usually looks
at the direction that reduces the loss function. This process helps the
algorithm prioritize the regions of data where the error is higher, thus leads
to more accurate predictions. In the context of intrusion detection, adopted
the CatBoost classifier provides many advantages, such as handling large
datasets and mitigating sample data imbalance by using a weighted loss

function, which improves the detection rate of minor classes[68].
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2.7.4.2 Random Forest Algorithm

Random forest (RF) is a supervised ML technique depends on the
decision tree model and generates k different training data subsets from an
original dataset and then k decision trees are constructed by training these
subsets. Finally, RF is constructed from these decision trees. Every new
sample of the testing dataset is predicted by all decision trees. For
classification, the predictions are combined using a max vote scheme [69].
The feature can be assessed in every tree using several methods such as
entropy and information gain methods [70]. The core idea of the RF

algorithm is illusterated in Figure (2.12).

New sample

| | l

Result 1 Result 2 Result 3
| Majority voting / Averaging |

Random forest prediction

Figure (2.12) General Framework of Random Forest [70].
2.7.4.3 K-Nearest Neighbor Algorithm

K-NN [71] is a supervised learning algorithm that is used in the
IDSs. The key idea of this algorithm is that it classifies the dataset based
on their similarity measure with its neighbors. Its working involves storing

all the cases and classifying the new case by using a similarity measure,
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that is, distance measure. Usually, Euclidean distance is used to carry out
the similarity between two different instances. To classify a new instance,
a majority voting is performed by its closest k number of neighbors using
the distance measure and it is assigned to the most common class among k

number of nearest neighbors [72]. Figure (2.13) depicts KNN classifier.
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Figure (2.13) KNN Classifier [72].

2.7.4.4 LightGBM Algorithm

The LightGBM short for light gradient boosting machine. It utilizes
a gradient boosting decision tree (GBDT) learning algorithm. LightGBM
can be utilized for both classification and regression [73]. It generates
decision trees that expand leaf by leaf, as shown in Figure (2.14). However,
this approach may result in overfitting, particularly when dealing with

small datasets. To mitigate this issue, it is possible to restrict the depth of
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Figure (2.14) Leaf Wise Tree Grows [73].
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This algorithm employs a histogram-based method that significantly
accelerates the training process while maintaining high accuracy. That is,
rather than working with separate data points, LightGBM initially divides
the data into "bins" depend on the distribution of feature values. These bins
group similar data points together, creating a histogram-like structure for
each feature. This step helps reduce the complexity of the dataset while
retaining essential information. During the training process, LightGBM
iteratively calculates metrics, such as the information gain or Gini impurity
for each bin, which represents how well a particular split separates the data
into different classes. These characteristics make the LightGBM algorithm
a suitable choice for several ML tasks, such as intrusion detection,
especially when dealing with complex and high-dimensional datasets

where speed and performance are critical [74].
2.7.4.5 Support Vector Machine

SVM is an Al technique [75] utilized to find an optimal hyperplane
that minimizes the generalization error and maximizes the margin between
the optimal hyper plane and the neighboring training samples in the high
dimensional space. This technique does not require any information about
correlation among variables during the prediction process. For data that is
not linear in nature, the initial model is upgraded by incorporating a
function that transforms the data into a space with higher dimensions and
therefore obtaining a hyperplane line (or optimal line) that can separate the

classes in space [75].
2.7.4.6 Naive Base Algorithm

NB is a classification algorithm based on Bayes’ theorem (equation
2.2) and offers a high level of prediction and scalability in various research

domains with large input feature spaces. It allows the use of probabilistic
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knowledge to clearly and unambiguously express its statistical components

and expected results [76].

P(c|x)P(c)

P(clx) = o)

(2.2)

Wherein c: class label or dependent event, x: feature or prior event, P(c)
denotes the prior probability of ¢, P(c | X) denotes the posterior probability
of x, and P(x) denotes the probability of x.

When employing this method, the classifier determines the class
label of unseen data by matching the posterior probabilities for every class.
The class with the maximum posterior probability value was considered
the predicted class for the unseen data [76]. For instance, in the context of
intrusion detection, suppose the training data D={X1,X2,X3,...,.Xm}
wherein every X contains m of features {X11,X12,X13, ..., XIm} with
class label t that denotes either normal or DoS/DDoS attack. The goal of
NB model is to define the mapping function f :(X11, ..., X1m) that can
classify of unseen instance X= (X11,...,X1m) normal on inspection of the

training data.
2.7.4.7 Logistic Regression Algorithm

LR depend on association among the features and target class [77].
Contrary to linear regression, which is utilized with continuous values, LR
can be utilized with discrete values as it treats data with a different
distribution and shape. Figure (2.15) presents a simple example of a data
distribution that can be processed by LR algorithm utilizing the sigmoid
function, while the target class (dependent variable) is illustrated by
Equation (2.3) [78].

Y

T 1tex (23)
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Figure (2.15) LR utilizing sigmoid function [78].
2.7.4.8 AdaBoost Algorithm

AdaBoost is short for Adaptive Boosting, that is, this algorithm
initially gives equal weights (1/M) to every instance M in the training set.
It then gives higher weights to every instance that is incorrectly classified.
Now all data points with significant weights have been selected to build
the next model [69]. The training process repeated until a lower error is
attained. The update of the weight of instances and error rate with the
performance of classifier are computed according to the following
equations (2.4) and (2.5).

1 M
j=1
1 1-Err;
a; = Eln( T ) (2.5)

Wherein: P is the predicted value and | (p) = 1 if the predicate p is true,
and O otherwise, a;. the performance of each model and Err; : the error
rate, and i denotes the base classifier. Note that (a;) has a large negative

value if the error rate is close to (1) and a large positive value if the error
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rate is close to (0). Then, the weight has been updated to any instance

through the following formula:

1 _ ol o exp~ ™ if (X)) = y;

i Zj exp™ if C;(X;) # y;

where (Zj) is the normalization features used to ensure that >w;0*9 =1,
2.7.4.9 GBM Algorithm

w

Gradient Boosting (GB) is a boosting algorithm that combines
various weak classifiers into strong classifiers, in which every new model
Is trained to reduce the loss function, such as cross entropy of the previous
model utilizing gradient descent. In each iteration, the GB algorithm
calculates the gradient of the loss function with respect to the predictions
of the current ensemble and then trains a new weak classifier to minimize
this gradient. The predictions of the new model were then added to the
ensemble, and the process was repeated until the stopping criterion was
met like number of estimators [79]. The main goal of GB is to find the

optimal ensemble F(X) that minimize the loss function:

min =) L F(x)  (26)
i=1

Wherein:

e Y be the target class (the class we want to predict).
e F(X) be the current ensemble of weak classifiers' predictions.
e L(Y,F(X)) be the loss function, which computes the error

between the actual target values and the predicted values.
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2.7.4.10 XGBoost Algorithm

Extreme Gradient Boosting (XGBoost) is a powerful and widely
used ML algorithm known for its efficiency and effectiveness in several
fields, such as intrusion detection. It belongs to the family of GB
algorithms, in which an ensemble of weak classifiers is constructed
sequentially. Each new learner corrects the errors made by the previous
ones [79]. Because most GB algorithms depend on the DT algorithm,
XGBoost and CatBoost algorithms split the tree according to level-wise
strategy. While, the LightGBM algorithm splits the tree based on leaf-wise

approach. Figure (2.16) shows the level wise tree grows strategy.

Semste -

Figure (2.16) Level Wise Tree Grows [80].

2.7.4.11 Heterogeneous Ensemble Learning

The main idea behind heterogeneous is an ensemble decision relays
on the aggregation of diverse base learner decisions. More precisely, the
term heterogeneous denotes to implicate of diverse classification
techniques to make a decision process. The attractive point of such
structure is that, each base learner has been created based on different
learning algorithm which is mean that each one has its own and different
capability for classification task. The final output of each learner must be

aggregating and combined to obtain the final result [81].
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The authors in [81] referred to two essential questions that must be
taken into account when designing an ensemble mechanism. First, how the
base learners will be created? and second how they differ from each other?
The answer to these questions eventually will determine the degree of
ensemble diversity which is very important criteria for improving the
ensemble mechanism. In order to obtain the final decision, there are two
types of methods to combine the output of the components of

heterogeneous ensemble learning:

A- Hard-Voting method: In this method, the output class is predicted
according to most of the votes from all prediction classifiers. It also
named as majority-voting. In equation (2.7) L is the final (or predicted)
class obtained by majority votes of M classifiers. Figure (2.17) depicts
the steps of aggregating the M classifiers utilizing hard-voting method
[82].

L = Max — vote{C1,C2,....,CM} (2.7)

Dataset
Base Classifier 1 Base Classifier 2 Base Classifier N
v v \|:

! !

Voting |

Predicted Predicted Predicted
output output ann output

1

Final Predicted output (Based on majority votes)
Figure (2.17) Heterogeneous Ensemble Learning Classifier [82].
B- Soft-Voting method: In this method, the output class is predicted

according to the predicted probabilities for every classifier. In equation
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(2.8) Y is the final (or predicted) class is calculated utilizing weight

(w;) and probability (p;;) given to the classifier (Cj) for class labels i €

{0, 1} [82].
Y = argmax; (XL, wj pij) (2.8)
2.7.4.12 Deep Neural Network

DNN is a multi-layer feed forward neural network [83]. It consists
of an input layer, number of hidden layers, and output layer. During this
network, the data moves in one direction, start from the input layer, via the
hidden layers, and to the output layer. That means no loops or cycles in this
network. Every nodes in one layer has been direct relations to the nodes in
the next layers. In order to learn the weights of DNN, the Back Propagation

algorithm is utilized [84]. DNNSs are popular owing to two aspects:

e They possess the capability to provide highly accurate
approximations for complex, multivariate, nonlinear function
directly based on input values.

e They demonstrate robust modeling capabilities across a broad

spectrum of both artificial and natural phenomena.

In addition, DNNs have shown significant results in historically
challenging domains of machine learning, such as enhanced self-driving
cars and answering natural language queries [85]. These successes in
several domains, encouraged to construct an efficient DNN-based IDS
model for SDN with the goal to decrease the impact of intrusions (known
DoS/DDoS and unknown attacks) while ensuring a high accuracy, high

detection rate, and low FPR with an acceptable computational cost.
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2.7.4.13 Long Short Term Memory

LSTM neural network was firstly suggested by [86]. It is a type of
RNN developed precisely to fix the vanishing gradient problem. This
problem is addressed by the LSTM being capable to respond to short and
long -term dependencies. As shown in Figure (2.18), the LSTM cell is
consists of four layers, named gates. The four gates are the input-gate (ik),
the forget-gate (fk)« the state candidate cell (cek), and the output-gate (ok).

Every gate has distinct parameters [87].

. - : tanh() »(‘T}——}

Figure (2.18) Architecture of LSTM cell [87].

The LSTM cell's behavior is as follows [87]:

The forget-gate decides which information to be remain in it or left and is

computed due to Equation (2.9).

fay = o(Wipyx + Ugpyhy—y + bep)) (2.9)

Wherein W) : input weight array, x;: input vector, U s: previous output

weight array, hy_,: previous output, b sy : bias.

iy = fay O Cr-1 (2.10)
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é(t) = tanh(W(i)xk + U(i)hk—l + b(i)) (2.11)

l(k) = O-(W(i)ht—l + U(i)xt + b(t)) (212)

Ciik) = i(k) ©) 6(k) (2.13)

The input-gate decides which information to be remain in it or left and is
computed due to Equation (2.11), (2.12), and (2.13)

Then, the output-gate computes its output based on a sigmoid function:
(2.14) [17].

0(k) = O'(W(O)xk + U(O)hk—l + b(O)) (214‘)

Finally, the cell state (ck) is updated with tanh activation function and the

output of hy is computed according to Equation (2.15)
h(k) = O(R) @ tanh(c(k)) (215)
2.7.5 Performance Metrics

The performance of classification techniques can be measured by
using the commonly used confusion matrix. This matrix summarizes the
number of instances that have been tested and have been incorrectly
classified using the classification model. It is possible to obtain several
measures, including the Accuracy, Detection rate, and Precision, etc [88].
From it, many important evaluation measures are derived such as FPR.
Figure (2.19) shows the confusion matrix for two classes. The matrix is
based on the calculation of actual and predicted values, where the rows
represent the actual values of the instances being tested, while the columns
represent the predicted values. Five performance measures will be used to

test the efficiency of the classification accuracy of the proposed
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classification models (OCBM, FTDNN, and DSBHED) in this dissertation.

These measures are:

Detection rate: is computed as the percentage of true positives over the sum

false negatives and true positives.

TP
TP+FN

2.16

Detection rate (recall) =

Accuracy: is computed as the percentage of correctly foreseen

DoS/DDoS attacks and normal traffic over total traffic.

| B TP + TN 1
CUracyY = Tp YFP+TN + EN '

Precision: is computed as the percentage of true positives over the sum

false positives and true positives.

Precision = TP 2.18
recision = TP+ FP :

F-Measure: is defined as a balance ratio between detection rate and

precision.

2 * (detection rate * precision)
F — Measure = , — 2.19
(detection rate + precision)

FPR: is computed as the percentage of false positives over the sum false

positives and true negatives.

FPR = —— 2.20
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Figure (2.19) The Confusion Matrix [87].

Wherein TP: the DoS/DDoS traffic correctly predicted, TN: the normal
traffic correctly predicted, FP: the normal traffic incorrectly predicted, and
FN: the DoS/DDoS traffic incorrectly predicted.

Computation time: The last performance measure wused in this
dissertation is the computational time. This is not related directly to
classification, but rather, it illustrates the training and testing times taken
by a classifier. This measure gives an indication of the efficiency of the
classifier [87]. The recorded training time and testing time depends on a
Windows system with an i5 processor and 8 GB RAM. In order to prove
the efficiency and effectiveness of the detection model, it was necessary to
have a high detection rate, high accuracy, and low FPR. In addition, the

test time should be as short as possible.
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Chapter Three The Proposed Intrusion Detection Models

3.1 Introduction

This dissertation introduces the OCBM, FTDNN, and DSBHED for
improving the detection of attacks. In addition, a hybrid feature reduction
(HFR) approach and hyper parameter optimization techniques were
utilized to attain higher performance for the proposed models. The
architecture and details of the proposed models are reviewed and

discussed in the following sections.

3.2 Proposed Intrusion Detection Models

Figure (3.1) depicts the proposed IDS models framework, which
involves machine learning and deep neural network approaches for binary
detection of DoS/DDoS in SDN platform. In addition, a multi
classification-based model has been proposed. The proposed framework
consists of three improved models: OCBM, FTDNN, and DSBHED. The
OCBM and DSBHED are developed machine learning models, whereas

the FTDNN is an improved architecture of deep neural network.

The proposed models include four main stages to achieve their
objectives: The first stage is data preprocessing, which contains data
cleaning, and label encoding techniques were performed on the four
datasets utilized in this dissertation. The second stage is to construct an
HFR approach, which is a hybrid feature reduction model. The HFR is
applied in two manners: binary and multi-classification. HFR is used to
obtain the best subset of features from the original space via the proposed
majority-voting and mean techniques. Then, data normalization is
performed on the best subset of features. The third stage contains the
construction of prediction models: OCBM, DSBHED, and FTDNN. The
OCBM is an optimized CatBoost model trained on the best subset of
features and utilizes the GSCV optimization technique to obtain an

accurate and efficient model that requires less computational and time
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complexity in terms of resource-constrained platforms. The DSBHED is a
soft-based heterogeneous ensemble model for detecting different attacks.
This model is based on a blend of numerous ML-based classifiers for
final detection. The FTDNN classifier, which is based on a deep neural
network model, was constructed and its hyperparameters were fine-tuned
using the RSCV optimization technique. It is also trained on the output of

the HFR approach.

The fourth stage is the assessment of the performance of the
developed models based on assessment metrics, for instance detection
rate, accuracy, precision, F1-score, and FPR, as well as the training and

test times were also computed.

INSDN Dataset SNMP Dataset CICDDoS-2019
Dataset
Data Preprocessing
Data Cleaning Label Encoding
I tur Reduct
Filter-based (Mutual Wrapper-based Embedded-based(Extra
Information) (WOA+KNN) Tree Classifier)
HFR
Binary -based Models Multi-based MNModel
OCBM FTDNN DSBHED
;_________________T_TTTJT_,_I_(___, _______________________ :
1
: Accuracy Precision Recall F-Measure FPR Traming and Testing Times '
!
- -

Figure (3.1) The Proposed Models Framework.
3.3 Traffic Capture

The objective of this phase is to capture the data traffic for security
purposes. The traffic capture phase (TCP) utilizes network sniffing tools

such as Tcpdump and Wireshark to gather raw packets for security
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purposes. In principle, the TCP in this dissertation is similar to traffic
sniffing or capturing utilized by Elsaied et al. [20] to prepare the INSDN
dataset, and by the researchers of the CICDD0S-2019 and CICIDS-2017
datasets. Thus, we decided to utilize the most up-to-date INSDN, SNMP,
CICDD0S-2019, and CICIDS-2017 datasets, rather than our network data
capture. Because this allowed us to compare with the outcomes of related
studies stated in the literature. The features of the datasets were then fed
to the data preprocessing stage to be transformed into a suitable format

for ML techniques.

3.4 Data Preprocessing Stage

Data preprocessing is primarily intended to prepare data in a
suitable form for ML techniques. In this dissertation, the preprocessing
was performed using the following steps: data cleaning and label
encoding. In the data-cleaning step, duplicate data and features that were
not necessary in the prediction process were removed. For instance, the
CICIDS-2017 dataset contains two identical features named "Fwd Header
Length.” Consequently, one of these features was removed to avoid
redundancy. In addition, handling the infinity, and Not a Number (NaN)
values, was replaced by 0's for all utilized datasets. Then, the utilized
datasets include continuous, binary, and symbolic values. For example,
the attribute 'protocol’ in the INSDN dataset contains symbolic worth for
instance: “udp,” “icmp,” and “tcp.” Because various models receive only
numerical inputs, the label encoding step is regarded as crucial and has an
important effect on IDS detection accuracy. In this step, the one-hot
encoding method was used to deal with non-numerical features.

Algorithm (3-1) demonstrates data preprocessing steps.
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Algorithm (3-1) Data Pre-processing
Input: Two-dimensional array DS, j) where i is the number of examples and j is

the number of features. Unnecessary features list contains {ID, Flow ID,
Source IP, Destination IP, Source Port, Destination Port}.
Output: Two-dimensional array D- Prepared , j after pre-processing.
// Data Cleaning
Begin
forn=1toi
form=1toj
if feature n is redundant or unnecessary then

drop feature n /l To avoid produce a biased model

1
2
3
4
5 end if
6 if values val in feature n is missing or NaN or infinity then
7 setval =0
8 end if
9 if values val in feature n is categorical then
/[Convert non-numeric features to the numbers utilizing:
10 Apply Label-Hot Encoding () method
/* this process is utilized to convert non-numeric features to the numbers
for instance transform protocol types such as TCP, and UDP to numerical
data*/
# The Label —Hot Encoding Steps
Create an empty DataFrame to store the encoded data.
Initialize a LabelEncoder object.
For each categorical feature (i.e., Protocol) in the original DataFrame:

Extract the categorical feature values (i.e., TCP and UDP).

Encode the categorical feature values using the LabelEncoder object.

Create a new column in the encoded DataFrame and store the encoded
values.

Return the encoded DataFrame.

11 end if
12 end for
13 end for
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14 return D-Prepared
End

3.5 Hybrid Feature Reduction Stage

Feature reduction plays a significant role in the development of ML
and DNN classifiers, particularly for IDS. It aids in decreasing the
number of features in the datasets, building and testing times, and
computation costs as well as enhancing the overall performance of the
models. Network traffic datasets, for instance, typically contain tens of
features. This large number of features has made it difficult to apply ML
techniques efficiently. In addition, a significant number of dimensions
within the original dataset may lack relevance or contain noisy data for
the particular analytical task being undertaken, resulting in an increase in

classifier complexity.

Therefore, the best subset of features were selected utilizing the HFR
approach. The proposed approach, HFR, covers all feature reduction
approaches (filter-based, wrapper-based, and embedded-based) in
addition to the majority-voting and mean techniques were proposed to

obtain the best subset of features.

3.5.1 Majority-Voting Technique

At this stage, rather than utilizing an only feature reduction
algorithm, this dissertation utilizes three different FR algorithms wherein
Mutual Information (MI) from filter-based approach, Whale Optimization
Algorithm (WOA) from wrapper-based approach, and Extra Tree
Classifier (ETC) from embedded-based approach to assess features. Due
to these approaches, the features are ranked in three diverse lists
independently. After that, the majority-voting technique (e.g., each
feature had two or three votes has been selected) has been utilized to
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neglect the insignificant and inconsistent features and provide a reduced

dataset.

In other words, three different approaches have been utilized to

prune the less informative features individually, as follow:

Due to MI method, which calculates the mutual information
between features and the target variable, all less informative
features have been eliminated. This is accomplished via an
experimental threshold.

Due to WOA, which based on a search approach to choice
candidate subset of features which are assessed by using an
objective function. A search approach is therefore required to guide
the feature subset choice process as it discovers the space of all
possible feature combinations. The object function then evaluates
candidate subset of features and provides a measure of their
quality.

Therefore, the WOA was combined with KNN algorithm, to
exploit the power of optimization capabilities to search for subset
of features while utilizing KNN for accurate evaluation of the
selected features.

According to ETC, that measures the importance of each feature
based on how much it contributes to reducing the impurity at each
split. Due to this method, the importance values ranging from (0)
to (1), so less informative features have been removed depend on

an experimental threshold.

Consequently, the aim of this stage is to consider different

perspectives in the context of feature reduction. By exploring different

algorithms, we can get a more comprehensive understanding of how to

effectively reduce the number of features in datasets. To mitigate the
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algorithms limitation, a MVT has been utilized to facilitate the
identification of features that consistently appear as important across
different algorithms. In general, the features selected by two or three
feature reduction techniques tend to be more effective than the features

that are eliminated by all or two of techniques.

3.5.2 Mean Technique

Due to the previous step (MVT), each feature has three weights.
Thus, the mean technique has been utilized in order to assign one weight
for every feature and measure the importance of feature in relation to the
rest of the features wherein every feature having a weight value greater
than an experimental threshold has been chosen. The output of this stage
Is the best subset of features (significant features).

In summary, the proposed HFR approach allows us to identify
the best subset of features that enhances the model's performance,
decreases high-dimensional features, and improves the computational

cost. For more details, see Algorithm (3-2) and figure (3.2).

3.6 Data Normalization

The output of the HFR is an array consisting of the best subset of
features; therefore, in the normalization step, the feature value (the best
subset of features) is mapped into a normalized form to range (0 — 1)
through calculating the maximum and minimum values for every feature,
thereby implementing the mathematical formula. Thus, the main aim of
this step was to avoid dominant features with high values in the
classification performance. Algorithm (3-3) demonstrates data

normalization step.
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Algorithm (3-2) Hybrid Feature Reduction Approach
Input: Two dimensional array Prepared ¢i,j) Wherein i: number of examples
and j: number of features, an experimental threshold 8, flag denotes as an
indicator assigned to each feature to determine its status.
I/ Output of Algorithm (3-1)
Output: The best subset of features (OSOF) from the proposed Hybrid
Feature Reduction approach.
Begin
/I Applying Mutual Information method to evaluate features
forf=1t1t0]

Calculating weight of feature f utilizing Mutual Information method

if weight < O then
eliminate this feature
flag_[f]=false

1

2

3

4

5

5 else
6 W_MI[f]=weight
7 flag_[f]=true

8 end if

9 end for

/I Applying WOA with KNN classifier to evaluate features
10 forf=1toj

11 W_WOA[f]= evaluating weight of feature f utilizing WOA with
fitness function (KNN)
12 if (feature f e W_WOA[f]) then
13 flag_[f]=true
14 else
15 flag_[f]=false
16 end if
/I Applying Extra Tree classifier to evaluate features
17 evaluating weight of feature f utilizing Extra tree classifier
18 if weight < O then
19 eliminate this feature
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20
21
22
23
24
25

26
27

28
29
30
31

32
33
34
35
36
37
38
39
40
41
42
43
44
45
46

flag_[f]=false
else
W_ETC[f]=weight of classifier
flag_[f]=true
end if
end for
/I Applying majority -voting approach
forf=1t0]
if (f €at least two out of three lists [W_ETC[f], W_WOA[f]
W_MI[f]])then
flag-MV[f]=true
else
flag-MV[f]=false
end if
/I Applying mean approach
forf=1t0]
if (flag-MV[f] = true) then
W_mean[f]= (W_ETC[f]+ W_WOA[f]+W_MI[f]])/3
else
eliminate this feature
end if
end for
forf=1t1t0]
if (W_mean[f] > O ) then
OSOF=W_mean(f]
else if
eliminate this feature
end if

end for

end for

47 return OSOF
End
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Figure (3.2): Workflow of HFR approach.

Algorithm (3-3) Data Normalization
Input: Two dimensional array D ¢, jj wherein i: number of examples and
J: number of features // Output of Algorithm (3-2)
Output: Two dimensional array (D ij) of normalized dataset.
1  Let Max [j] and Min [j]are two arrays holding (maximum and minimum
values)
2 fork=1toj

3 set max and min to the initial value of feature k
4 fort=1toi
5 if vik <min then Il vkt : represents the value

of a particular feature k for a specific data point t
6 min = Vit

7 else if vie > max then
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8 max = Vkt

9 end if

10 end if

11 update each value v in feature k due to the equation:
V= % [2.1]

12 end for

13 Store results in Dij;
End.

3.7 Hyperparameter Optimization Stage

Without proper hyper parameters tuning, most ML/DNN
algorithms cannot attain best results. Selecting a powerful ML/DNN
algorithm is a crucial initial step towards creating a highly accurate model
that can be complemented by appropriate hyper parameters. Manual
hyper parameters optimization can be time-consuming, especially when
dealing with numerous parameters that require adjustment. For the
proposed ML-based algorithms in this dissertation (OCBM, OREF,
OLGBM), the major difficulties lie in determining the best selection of
the number of trees, maximum depth of each tree, learning rate, and so
no. While for the proposed DNN-based model (FTDNN), a significant
challenge arises in identifying the appropriate architecture and its
configurations, including the choice of activation function, number of
layers, number of neurons in each layer, learning rate, and optimizer
algorithm. In this dissertation, the GridSearch technique with cross-
validation is utilized for the proposed ML-based classifiers to fine-tune
their hyper parameters in order to produce a lightweight model. While for
the proposed DNN-based classifier, a random search with cross-
validation was used to attain the best configuration of the DNN-based
model (see Figure (3.3)).
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Figure (3.3): Hyperparameters Tuning.

A- Optimized ML-Based using GridSearchCV

In order to construct an effective and accurate IDS, it is important
to find the right balance between predictive power and model complexity.
By utilizing fewer trees, such as in the case of the CatBoost classifier, it is
aid to build a lightweight model that can efficiently identify assaults in

real-time networks. This approach helps reduce the training and testing
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times and computational resources required for detection, while still

maintaining a high level of performance.

To achieve this, the GridSearch (GS) technique with cross
validation (CV) is proposed to find the best hyper-parameter values of
classifiers. The GSCV technique involves systematically assessing the
effect of different hyperparameter combinations on the ML model's

performance by iterating through all the possible hyperparameter choices.

In order to precisely select the hyperparameter values (number of
trees, maximum depth, maximum feature, and learning rate) of the
proposed ML-based models utilizing M-fold CV. Initially, the prepared
data is split into M subsets, where M is set to 5. During this process, one
of the subsets is used as the testing data, whereas the remaining M-1
subsets are used for training. This process is repeated M times, and the

average performance across all M iterations are computed.

In this dissertation, the proposed models include a CatBoost
classifier for binary prediction, while the Random Forest and LightGBM
classifiers are components of the DSBHEP model for prediction multi-
class attacks. Table 3.1 illustrates the search space for hyperparameters of
the proposed ML-based models. The range values are intentionally
selected to be less than the default values, aiming to construct lightweight

models.

Table (3.1) The hyper parameters of the ML-based proposed models

Classifier Hyper-parameter Range Best value
No. of trees [200-500] 300
Max-depth [2-5] 5
CatBoost :
Learning rate [0.01, 0.05, 0.1, 01
0.2, 0.3] '
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Classifier Hyper-parameter Range Best value
No. of trees [60-95] 80
RF Max-depth [1-5] 4
Max-feature (sqrt, log2) sqrt
No. of trees [55-95] 85
_ Max-depth [2-5] 5
LightGBM :
Learning-rate [0.01, 0.04,
0.04
0.05, 0.3]

B- Optimized DNN-based using RandomSearchCV

In the context of DNN-based model, RandomSearchCV (RSCV) is
a valuable tool used to obtain the best model structure by efficiently
exploring the hyper parameter space. In this dissertation, applying the
RSCV technique allowed us to define the best structure with its
parameters like the number of layers, number of neurons in each layer,
learning rate, activation function, and optimization algorithm for FTDNN
model. The RSCV technique randomly selects combinations of these
hyper parameters and trains the proposed model using m-fold cross-
validation. Afterwards, the best structure of the proposed FTDNN model
are obtained. As a result, using the RSCV technique as well as
optimization methods such as dropout layer, early stopping technique,
and batch normalization layer aid in building reliable and accurate DNN-
based model.

Table (3.2) The hyper parameters of the DNN-based proposed model

Hyper-parameters Range Best value
Number of layers [2-5] 2
Number of neurons (64,128,256) 128
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Hyper-parameters Range Best value
Learning rate (0.1,0.01,0.001,0.0001) 0.001
Activation function (Relu, Tanah) Relu
Optimizer algorithm (Adam, RMSprop) Adam

3.8 Prediction Stage

This stage denotes the significant step in the proposed framework, as
it involves the building of the classification models. When the best subset
of features is selected through the proposed HFR approach, and the best
values for hyperparameters of proposed models are obtained, they are
then fed into the classification phase (training stage). As shown in Figure
(3.4) the prediction stage consists of two prediction models. The OCBM
and FTDNN are used for binary detection of DoS/DDoS attacks.

Prepared Datasets

L i
L i v

Testing Data Training Data

|

The best subset of features (output of HFR)

Hyper-parameter Optimization
Phase

I Apply propossd CatBoost Adgonthm with Ond wanch
DDS'D_DnS Model 1. ML-Based techasae for Hyperparamten taeag
CICIDS-2017

. o - ch beck for bud
Aodel 2. DNN-Based Apply pl..p-om! madom scarch techaxgue for buddmy a
DN archaectune and hypefpammeten funng

L 4 T
Model Evaluation and ML-Based: OCBM
Comparison

DNN-Based: FTDNN

DoSDDoS attack . .
Decision making

Normal »

Figure (3.4): Prediction Stage.
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3.8.1 An Optimized CatBoost Model
In order to improve the detection capability of IDS ML-based, the

OCBM model was proposed in this dissertation for binary detection of
DoS/DDoS attacks. Initially, the best subset of features which outputs
from HFR approach was fed into the CatBoost for training, and the
hyperparameters of the CatBoost were optimized using GSCV technique
to obtain the OCBM classifier. Afterwards, the OCBM is trained on the
INSDN, SNMP, CICIDS-2017, and CICDD0S-2019 datasets. Finally, the
performance of the OCBM was assessed, and its outcomes were
promising due to other ML algorithms and previous studies conducted on
the same datasets. To the best of our knowledge, this is the first attempt to
utilize the CatBoost model to construct an intrusion detection model for
an SDN platform. Pseudo-code for the OCBM with GSCV technique is
shown in Algorithm (3-4).

Algorithm (3-4) Optimized CatBoost Model
Input: Two dimensional array D ¢, j) , wherein i: number of examples and  j:
number of features // Output of Algorithm (3-3), CatBoost algorithm (CBA); ©
(hyperparameters space), Number of folds (m), GSOT (Grid Search
optimization technique).
Output: Evaluation metrics.
/I Getting the best hyper-parameters for ML-based model using GSOT

1 hyperparameters space={

No of trees: list(range(200,300,400,500)) /Ithe number of trees.

Max-depth: list(range(2, 5)) /l the maximum depth of tree.
Learning-rate: list(0.01, 0.05, 0.1, 0.2, 0.3)
}

2 besthyper= Null

3 fori=1toN do 1/ N=40

4 accuracy= GSOT (CBA, 6, Dtrain, CV=m)

5 if accuracy is the maximum so far then
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6 besthyper= 6
7 end if
8 end for
/I Applying an optimized CatBoost model
9 Train OCBM on Drrain using the best hyper-parameters (besthyper)
obtained and compute train time.
10  Compute evaluation metrics for OCBM such as accuracy ,
detection rate, precision, FPR, F1-score, and test time on

Drest

End.

3.8.2 A Fine-Tuned Deep Neural Network Model

Developing an efficient security solution to safeguard SDN
platform from DoS/DDoS threats is a challenge because DoS/DDoS
utilizes diverse attack approaches. Moreover, most of the current DNN-
based models suffer from high computational load or may not perform
well in detecting the newly reported DoS/DDoS assault, which utilizes
out-of-date datasets for building IDS. To address these issues, we propose
FTDNN, a hybrid IDS approach that combines an HFR model of feature
reduction with a DNN classifier, in addition to utilizing modern datasets

for training and assessment.

However, various factors, such as the network structure and its
configurations, play significant roles in constructing an effective DNN-
based IDS model. Consequently, there is a need for techniques that
optimize and develop the DNN model to achieve the best possible hyper-

parameters and structure.

Therefore, one of the goals of this dissertation is to determine both
the best structure of the DNN model and its features to attain the highest
performance of the proposed FTDNN model using a RSCV technique.
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Moreover, to further improve the robustness of DoS/DDoS detection
model, the output of the proposed HFR approach which efficiently pick
up the best subset of features integrated with the FTDNN model resulting
in reduced training and testing times and improved model performance
for binary detection of DoS/DDoS attacks, as will be described in Chapter

4, compared to previous works. For more details, see Algorithm (3-5).

Algorithm (3-5) Fine-Tuned DNN Model
Input: Two dimensional array D , j) , wherein i: number of examples and  j:
number of features // Output of Algorithm (3-3), DNN classifier (DNN); ©
(hyperparameters space), Number of folds (m), RSOT (Random Search
optimization technique).
Output: Evaluation metrics.
/I Getting the best hyper-parameters for DNN-based model using RSOT

1 hyperparameters space={

Number of layers : list(range(2, 5))

Number of neurons : list(64, 128, 256)

Activation function : list(Relu, Tanah)

Optimizer algorithm: list(Adam, RMSprop)

Learning rate: list( 1.0, 0.1, 0.01, 0.001, 0.0001)
}
2 bestconfig= Null

3 bestaccuracy= 0

4 for i = 1 to max_iter do

5 hi= select a random hyper-parameter from hyperparameters search
space.

6 accuracy= fitness (RSOT, DNN, hi, Drrain, CV=m)

7 if accuracy > bestaccuracy then

8 bestconfig = h;

9 bestaccuracy = accuracy

10 end if

11  endfor
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/I Constructing the FTDNN model using the best hyper-parameter
(bestconfig)
12 Feeding the best subset of features (Drrain) into fully connected layer (128
neurons) with ReLU
13 Adding dropout Layer (the probability is 0.02)
14 Adding Bach Normalization Layer()
15 Adding fully connected layer (128 neurons) with ReLU

16 Adding dropout layer (the probability is 0.02)
17 Adding Bach Normalization Layer()

18 Adding classification layer (N-neuron) with softmax function // N:No. of

classes.

19 Updating parameters of the FTDNN model utilizing (binary cross-entropy
loss) function with the Adam optimizer and train the DNN network.

20 Compute evaluation metrics for FTDNN such as accuracy , detection

rate, precision, FPR, F1-score, and processing time on Drest

21 Return Model-Performance
End.

Figure (3.5) describes the architecture of the proposed FTDNN
classifier, which obtained utilizing the RSCV technique. Initially, it is
essential to determine the number of neurons for each layer of the DNN
model (FTDNNM). The number of neurons in the input layer is
determined based on the size of the input data or features (the output of
proposed HFR approach that is, the best set of features). The output layer
(yi) consists of neurons that represent the target labels of the training data
(in our case normal and DoS/DDoS attack for binary prediction). The

output (y;) can be achieved by the following steps:

e The input values from the input layer are multiplied by the
corresponding weights of the connections and passed through

activation function (the ReLU is applied) in the hidden layers.
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e The output from the last hidden layer is propagated to the output
layer. Again, the output values are multiplied by the weights of the
connections and passed through an activation function (the softmax
function is implemented).

e The final output values from the output layer represent the
predicted values (y;) for the given input xa.

e Through the training phase of supervised learning, a loss function
(binarycross-entropy) is introduced to compute the error between
the desired output and the predicted output.

e The backpropagation phase is a fundamental step in training DNN.
It involves calculating and updating the gradients of the network's
weights and biases by propagating the error backwards through the

network.

During the training phase, it is common to face the challenge of
overfitting. Consequently, the model that has been trained tends to
exhibit high accuracy when evaluated on the training data, but it often
performs poorly when presented with unseen data. To address this
issue, various techniques have been introduced in this dissertation,

including the use of dropout, batch normalization, and early stopping.

e Dropout technique is used to mitigate overfitting. It randomly
drops out a certain percentage of neurons during each training
iteration, forcing the deep network to learn more robust and
generalized representations. Dropout helps to prevent the model
from relying too heavily on specific neurons and encourages the
learning of more diverse features.

e Batch normalization method was applied to normalize the
corresponding output values to prevent values that are either too

large or too small, thus speeding up the training process.
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e FEarly stopping is a technique that monitors the model's
performance during training process. Training is stopped early
when the performance of the DNN starts to degrade or does not
improve significantly. This prevents the model from over-fitting
on the training data and allows it to generalize better to unseen

data.

By employing these techniques, the overfitting problem can be
alleviated, resulting in a model (FTDNN) that not only performs well

on the training data but also generalizes effectively to unseen data.
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Figure (3.5) Deep neural network architecture of FTDNN.

3.9 Zero-Day DoS/DDoS Attack Prediction and Retraining

ML and DNN based models provide effective solutions for
detecting DoS/DDoS attacks by attempting to identify patterns of
malevolent traffic in SDN. Also, previous works have shown the power
of these models in detecting attacks with known profiles, for instance,
DoS/DDoS attack profiles with which the ML- and DNN-based
techniques have been trained. Nevertheless, their detection performance

against zero-day (or unknown) DoS/DDoS attacks or attacks with
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dynamically altering profiles has not been widely examined. Given the
rising complexity of DoS/DDoS attacks on SDN-based resources, it is
vital to understand how the proposed models can be carried out in such
situations and to what range can handle abnormalities from their training

classifiers.

Thus, to prove the efficiency of the OCBM and FTDNN, for binary
detection of DoS/DDoS and discover zero-day attacks. The proposed
models were separately trained using two benchmark InSDN and
CICDD0S-2019 datasets, and then the CICIDS-2017 dataset was utilized
to simulate a real-life attack and evaluate the performance of the OCBM
and FTDNN models. Afterwards, the proposed models were separately
retrained by merging the CICIDS-2017 with InSDN datasets and
CICIDS-2017 with CICDD0S-2019 datasets to verify the performance of
the models. As a result, the retraining process should be iteratively
carried out in order to enhance the performance of the proposed models
against zero-day assaults, as illustrated in Cases (1-4) for each binary-

based proposed model in Chapter 4.

3.10 Developed Soft-Based Heterogeneous Ensemble
Detection Model

Figure (3.6) illustrates the general architecture of the proposed
framework, which includes the developed model called DSBHED
(Developed Soft-Based Heterogeneous Ensemble Detection). The goal of
this model is to improve the efficiency of detection multi-class attacks
such as UDP, SYN, and others against the SDN architecture. This model
based on a blend of numerous ML-based classifiers for final detections.
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Figure (3.6) The Developed Soft-Based Heterogeneous Ensemble Framework.

There are two essential aspects are involved in constructing an
efficient heterogeneous ensemble learning model. The first aspect
concerns the selection of single classifiers, and the second involves a
combination strategy of these single classifiers. These aspects are

discussed below:

(i)  The classifiers in an ensemble model should be diverse from
one other; otherwise, there is no advantage to merging them.
Therefore, the components of the DSBHED model include
three different ML-based classifiers, namely, Random Forest
(RF), K-Nearest Neighbor (KNN), and LightGBM.

(i) The soft-based technique was selected as the combined
strategy for all individual classifiers.
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Since the InSDN, SNMP, and CICDD0S-2019 datasets cannot be
utilized for building the DSBHED model directly, data preprocessing is
required. As illustrated in Figure (3.1) through data pre-processing, we
performed the techniques involving data cleansing and label encoding.
The prepared datasets are then fed into the HFR stage, which consists of
four steps. First, each dataset was divided into training set and test set,
where the training set was utilized for feature reduction. Then, we applied
the MI, WOA, and ETC techniques to assess the features separately.
Second, the majority voting technique is implemented in this step to
prune the subset of features. Third, because of the output of the previous
steps, each feature has three weights. Thus, to unify these weights, the

mean value was calculated for every feature in the reduced datasets.

After performing an HFR approach and obtaining a more concise
and informative best subset of features, we utilized three different
heterogeneous classifiers, ORF, KNN, and OLightGBM, in terms of
individual classifier selection to predict the output labels. Furthermore, to
increase the efficiency of the DSBHED model and make it more
appropriate for real-time detection, its components, such as the ORF and
OLGBM classifiers, were optimized using the GSCV technique. Finally,
the output of every classifier fed into the soft-based technique, which
predicts the output label for input instances, depends on the highest
probability of the output labels across all classifiers. For more details, see
Algorithm (3-6).

As a result, the DSBHED classifier focuses on combining the
insight of multiple classifiers trained to solve the same issue, using their
opinions to reach an accurate and efficient decision. The error of one
classifier in the heterogeneous ensemble classifiers are compensated by
the other individuals of ensemble model, thus ability of heterogeneous

73



Chapter Three The Proposed Intrusion Detection Models

ensemble model is usually much stronger than that of an individual

classifier.

Algorithm (3-6) Developed Soft-based Heterogeneous Ensemble Detection
Model
Input: Two dimensional array D ¢, j) , wherein i: number of examples and  j:
number of features // Output of Algorithm (3-3), Random Forest algorithm
(RFA), LightGBM algorithm (LGBMA), KNN algorithm; @ (hyperparameters
space), Number of folds (m), GSOT (Grid Search optimization technique).
Output: Evaluation metrics.
/I Getting the best hyper-parameters for ML-based model using GSOT

1 hyperparameters space={

No. of trees: [60-95]
RF classifier Max-depth: [1-5]
Max-feature: (sgrt, log2)
LightGBM No. of trees: [55-95]
I Max-depth: [2-5]
Learning-rate: [0.01, 0.04, 0.05, 0.3]
}
2 besthyper= Null
3 fori=1toCdo /I C=2, No. of Classifiers
4 for each hyperparameter hj in hyperparameters space ©; do
5 accuracyi= GSOT (classifieri, hi , Drain, CV=m)
6 if accuracyi is the maximum so far then
7 besthyperi = h;
8 end if
9  endfor
10 end for

/I Applying Soft-based Heterogeneous Ensemble Detection Model
11 fori=1toCdo /I C=3, No. of Classifiers
12 Train classifier; (ORF,KNN, and OLightGBM) on Drrain Using the best
hyper-parameters (besthyper:)
13 Probability®=null
13 end for
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for j= 1 t0 Drrain do

15 fori=1to Cdo
16 Probability ;) = Classifier; (Dj)
17 end for

18 Probability; = = X, Probability’

19 end for

20 Compute evaluation metrics for DSBHED such as accuracy , detection
rate, precision, FPR, F1-score, testing time on Drest

End.

3.11 Evaluation of the Proposed Models

The evaluation phase is the most vital part of the proposed models
to decide the efficiency and quality of our proposed solutions in detecting
attacks. According to the objectives of the proposed models for binary
and multi-class classification, for these tasks, the following evaluation
metrics were considered: Accuracy, Precision, F1 score, detection rate,
and FPR, in addition to the training and testing times were also considers.
The techniques like m-fold cross-validation and holdout train test
splitting were employed to compute these evaluation metrics. In the
proposed models, the datasets were separated as 70:30 to train and test

the models.
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Chapter Four Results and Discussion

4.1 Introduction

This chapter presents and discusses the experimental outcomes of
the proposed model stages, which were discussed in the previous chapter.
Experiments have been performed on four datasets available for research
community: the InSDN, SNMP, CICDDo0S-2019, and CICIDS-2017
datasets. Afterwards, the outcomes are arranged depending on their
appearance in chapter three. However, this chapter stares with the

hardware and software specifications to implement the proposed models.

4.2 Hardware and Software Specifications

Hardware: Processor Intel C-i5, RAM 8GB, Storage 500 GB.
Operating System: Windows8 (64) bit.

Programming Language: Python programming language version 3.8.

4.3 Description of Datasets

The quality of the training network datasets plays a key role in
constructing an efficient ML and DNN based IDS models. However, the
availability of high-quality datasets for network traffic and intrusion
detection, in general, is a significant issue. In several application
domains, such as computer vision and language translation, a lot of
different datasets with high quality are online available for research
community. In contrast, the network data traffic can contain sensitive
client information, and it is against privacy or illegal to publish such

information to the public.

Thus, this dissertation utilizes four datasets available to the
research community. One of them the newly released InNSDN dataset [20].
The InSDN dataset contains most recent popular attack types like DDoS,
Probe, DoS, Botnet, Password-Guessing, Web attack, and Exploitation.
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Besides, numerous attack scenarios are considered from several sources
coming from both inside and outside the SDN network. Moreover, the
normal network traffic in the dataset includes common applications like
HTTP, HTTPS, Email, DNS, SSH, and FTP. The InSDN dataset contains
361,317 observations for attacks and normal traffic, wherein 292,893 for
attack observations and 68,424 for normal observations. Table 4.1 shows
how these data observations are distributed. Figure 4.2 illustrates the

sample of dataset.

Table (4.1): The Distribution of Observations in an INSDN Dataset

Labels Instances
legitimate 68,424
Exploitation (U2R) 17
DoS 69,044
Probe 98,129
Password-Guessing 1405
BOTNET 164
Web-Attack 192
DDoS 123,942
Total 361,317
Fuwd
Tot Tot
Flow ID sSrc IP Sre Dst IP Dst Protocol Timestamp F}ow Fwd Bwd ... ?eg A
Port Port Duration Size
Pkts Pkts .
Min
185.127.17.56- e
192.168.20.133- 185.127.17.56 443 192.168.20.133 53648 6 Ciasg 245230 44 40 0
443-53648-6 :
185.127.17.56- 5/2/2020
192.168.20.133- 192.168.20.133 53650 185127.17.56 443 & I1°"’~8 1605449 107 149 .. 0
443-53650-6 =
192.168.20.133- 5122020
192.168.20.2- 192.168.20.133 35108  192.168.20.2 53 6 P 53078 5 5 . 0
35108-53-6 :
192.168.20.133- 5/2/2020
192.168.20.2-  192.168.20.2 53 192.168.20.133 35108 6 1358 6975 1 1 0
35108-53-6 =
154.59.122.74- 5/2/2020
192.168.20.133- 192.168.20.133 60900 154.59.122.74 443 6 "13_58 190141 13 16 .. 0

443-60900-6

Figure (4.1): A Sample of InNSDN Dataset.
The realistic SNMP dataset was used, which it constructed by
[90]. This dataset includes a Brute Force attack and six types of
DoS/DDoS attacks as showed in Table 4.2. In addition, the dataset
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contains 4998 observations, where each instance record contains 34

features. Figure 4.2 demonstrates the sample of SNMP dataset.

Table (4.2): The Distribution of Instances in a SNMP Dataset.

No. Class name No. of observations
1. Normal 600
2. TCP -SYN 960
3. UDP-flood 773
4, ICMP - ECHO 632
5. HTTP-flood 573
6. Slowloris-attack 780
7. Slowpost-attack 480
8. Brute-Force-attack 200

ifInUcastPktsll ifInNUcastPktsll ifInDiscardsil ifOutUcastPktsil ifOutNUcastPktsil tcpOutRsts tcpInSegs
52007310 16978 0 7197292 3968 1 682
52098054 16966 0 1227073 3968 1 682
52185853 16994 0 7255792 3969 1 682
52287097 17015 0 7291152 3975 1 701

92347521 17043 0 7313630 3977 1 709

Figure (4.2): A sample of SNMP dataset.

The CICDD0S-2019 dataset [21], released by the Canadian
Cybersecurity Foundation in collaboration with the University of New
Brunswick. The research community has been using high quality datasets
obtained by these foundations for many years. The dataset has been
constructed according to the limitations of previous datasets. It contains
normal and the most up-to-date common DDoS attacks, categorized as
exploitation-based and reflection-based DDoS attacks. The number of
normal samples is 18906, while the number of different DDoS attacks is
354755. Figure (4.3) displays a sample of the CICIDS-2019 dataset.

Owing to the exploitation-based DDoS attacks, the intruders
exploit the specific feature or weakness of a protocol or application to

extremely exhaust and consume the target host's resource and bring it
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shutdown. The UDP-Flood attack and SYN-Flood are examples of

exploitation attack groups.

Due to the reflection-based DDoS attacks, the intruders hide their
identity and exhaust the device resources utilizing a genuine third party
node as the reflector server. The intruders initially send many packets to
the reflector server, using the device's spoofed IP-address as the source
address. According to the use of many reflector servers, the victim's
capability to process the replay of these packets are reduced. The SNMP,
NETBIOS, and LDAP are examples of reflection attack groups. For more
details, Table 4.4 demonstrates the sample distribution of the divers

attacks utilized in this dissertation.

Table (4.3) The Sample Distribution of CICDD0S-2019 Dataset.

Class name Instances

legitimate 18906

UDP 60746

Syn 50522

Portmap 58171

SNMP 65093

MSSQL 56062

NTP 55161

Total 373661
Source Destination Destination . Flow
Source IP Port P Port Protocol Timestamp Duration
192.168.50.253 0.0 224005 0.0 0.0 22:42.0 5.0
8601 0.0 8064 0.0 0.0 22:43.9 20
192.168.50.254 0.0 224005 0.0 0.0 22:48.5 3.0
192.1686.50.8 59307.0 125.56.201.105 80.0 6.0 22496  173888.0
192.168.50.6 57215.0 23.194.142.213 443.0 6.0 22:51.0 20586.0

Figure (4.3): A Sample of CICDD0S-2019 Dataset.
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The CICIDS-2017 dataset was published via Canadian cyber
security Institute [18]. It includes normal and most up to date attacks like
DoS/DDoS that were derived depend on host characteristics of different
protocols such as FTP, HTTP/S, SSH, etc. In this dataset, seventy-eight
features were found, and for the current dissertation, the number of
samples is 48180 samples out of which 9772 belong to normal class
and 38408 samples belong to several DoS/DDoS attacks categories.
Figure (4.4) shows a sample of the CICIDS-2017 dataset.

Total Total Fuad Fud

Destination Flow TO::# Baclﬁzi; Length Length Packet Packet Fud tzﬁkiﬁ Fud Packet
Port Duration of Fud of Bwd Length Length g Length std "
Packets Packets . Mean
Packets Packets Max Min
80 1146579 3 & 26 11601 20 0 8.666667 10.263203
80 892791 3 5 28 11607 20 0 8.666667 10.263203
80 81155768 8 4 56 11601 20 0 7.000000 5.656854
80 5751854 5 0 30 0 6 5 6.000000 0.000000
80 1898989 3 6 26 11607 20 0 8.666667 10.263203

Figure (4.4) A Sample of CICIDS-2017 Dataset.

4.4 Results of Data Pre-processing

The aim of this stage is to prepare the data to be suitable for the
training ML models directly. The Pre-processing steps which are stated in
Section (3.3) are demonstrated in Figure (4.5). This Figure illustrated, the
overall framework for the data pre-processing stage, where further steps
rely on the dataset's nature. For instance, remove of duplicate features is
performed on the CICIDS-2017 dataset and not performed on other
datasets.
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Unnamed: Source Destination Destination . Flow
o 1D Flow ID Source IP Port 1 Port Protocol Timestamp Duration '°°
192.168.50.253-
1051 18666.0 224.0.0 5.0-0.0 192.168.50.253 00 224005 0.0 00 22420 5.0
8523 15346.0 80648 600010 8.6.0.1 0.0 8.0.6.4 0.0 0.0 22439 20
192.168.50.254-
25497 160.0 224.0.0 5-0-0-0 192.168.50.254 00 224005 0.0 00 22485 30
192.168.50.8-
29746 19686.0 125.56.201.103- 192.166.50.6 59307.0 125.56.201.105 80.0 6.0 22496 173888.0
59307-80-6
192.168.50.6-
34862 211640 23.194.142.213- 192.168.50.6 572150 23.194.142.213 443.0 6.0 22:51.0 20586.0
57215-4436 u
Source Destination Destination - - 1 Ti - Flow
Port IP Port rotoco imestamp Duration e
0.0 224 0.0.5 .0 0.0 22:42.0 5.0
0.0 8.0.6.4 Q.0 o0 22:43.9 2.0
0.0 224 .0.0.5 .0 0.0 22:48.5 3.0
59307.0 125.55.201.105 20.0 .0 22:49.6 173888.0
S5F215.0 23.194 142 213 443 0 6.0 22:51.0 20586.0
56880.0 7F4.208.236.171 80.0 6.0 32:03.2 57¥010.0
ACK Flag Count Fud Packet Length Max Flow IAT Mean Fwd Header Length Protocel Inbound Average Packet Size Fwd Packets/s Label
1.a a.e 36.333333 48.8 6.0 1.8 a.e 1.834862e+84  Syn
.@ 0.6 967918.666667 80.8 6.0 1.8 @.8  1.377526e+0@  Syn
.a a.e 0.a00a00 48.8 6.8 1.8 a.e ©.00080682+88  Syn
.a a.e 1.000000 40.8 6.0 1.8 2.8  2.000000e+06  Syn
.a a.e 1.000000 48.8 6.8 1.8 @.8  2.000008e+06  Syn
.a 8.8  1.881312e+086 124.8 6.0 .8 0.eseaes8 8.322412e-81 BENIGN
.a 1413.8  1.544920e+85 384.8 6.8 8.8 378.645161  3.883674e+808 BENIGN
.a 31.8  6.961667e+83 48.8 17.8 0.8 52.756860 9.576251e+81 BEMNIGN
.a 46.8  7.912200e+83 48.8 17.@ 9.8 97.500088  ©.499383e+01 BENIGHN
.@ 0.6 9.8474802+04 20.8 6.0 9.8 ©.000000 1.10529@e+@1 BENIGN
.a 42.8  6.874667e+83 40.8 17.@ 9.8 131.568@66  ©.597440e+81 BENIGHN
.a 31.8 1.006880e+00 48.8 6.0 .8 31.e068ee 2.000608e+85 BENI

Figure (4.5): (a) Data Preprocessing Steps.
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ﬂCK Flag Count

1.8
1.8
1.8
1.8
1.8
1.8
1.8
0.8
0.8
0.8
0.8
0.8

6.8
6.8
8.8
0.8
0.8
0.8
1413.8
3l.e
46.8
0.8
42.8
3l.e

36.333333
967918. 666667
8.600000
1.660000
1.600000
1.801312e+06
1,544920e+05
6.961667e+03
7.0123000e403
9.047468e2+04
6.874667e+03
1.0060002+00

48.8
80.68
40.8
40.8
40.8
124.8
384.0
49.0
40.8
20.8
48.8
49.0

6.0
6.0
6.0
6.0
6.0
6.0
6.0
17.0
17.8
6.0
17.8
6.0

1.8 0.6 1.834862e+04 @
1.8 8.8 1.377526e+B86 @
1.8 6.0 0.0Be@G0e+Be @
1.8 6.0 2.0000000+86 @
1.8 8.0 2.000@00e+06 @
8.8 8.660000 8.322412e-81 1
0.8 379.645161  3.883074e+B8 1
0.8 52.750008 9.576251e+01 1
8.8 97.508088  0.400383e+81 1
8.8 9.600086 1.185299e+01 1
0.8 131.500066  9.607440e+01 1
0.8 31.000006 2.000000e+06 1

Fwd Packet Length Max Flow IAT Mean Fud Header Length Protocol Inbound Average Packet Size

Fud Packets/s Lahel\

Destination Port Total Length of Fwd Packets

Fwd Packet Length Max Fwd Packet Length Mean

Flow Bytes/s

-

4435.0 1] 0.0 0.0 0.0
22966.0 458 229.0 229.0 9541666.667
£3835.0 1118 559.0 £659.0 | 559000000.0
26122.0 458 229.0 229.0  458000000.0
28679.0 1298 649.0 549.0  1298000000.0

0.0 [ 0.0 0.0 7856247388
38137.0 43120 440.0 440.0 | 2807291.667
0.0 458 0.0 0.0 0.0
53143.0 0 0.0 0.0 0.0
42617.0 1438 389.0 359.5  13602.73947
55914.0 458 229.0 229.0 229000000.0
0.0 494 0.0 0.0 434000000.0
35569.0 766 383.0 383.0 766000000.0
434520 2464 1232.0 1232.0 2464000000.0
1607.0 26256 440.0 437.6 | 5868573.983
59220.0 0 0.0 0.0 0.0
Destination Port Total Length of Fwd Packets Fwd Packet Length Max Fwd Packet Length Mean Flow Bytesl/s
0.06767376211184863 0.0 0.0 0.0 0.0
0.35043869687953 0.002602272727272727 0.0641636312692631 0.12200319659030368  0.003241055253736413
0.8214694438086518 0.006352272727272727 0.1566265060240964 0.297815663292488 0.183987771739130435
0.39859616998550396 0.002602272727272727 0.0641636312692631 0.12200319659030368 0.15557065217391305
0.4376134889753567 0.007375  0.181584365368450547 0.3457645178476292 0.4408967391304348
0.0 0.00044318181818181815 0.0 0.0 2.6685622921195652e-06
0.58159333180743115 0.245 0.1232838330064444 0.2344166222695791  0.0009535637455842391
0.0 0.002602272727272727 0.0 0.0 0.0
0.810910200656138 0.0 0.0 0.0 0.0
0.6502937361715114 0.008170454545454545  0.108994115998587925 0.1915290356952584  4.62049574388587e-06
0.8531929503318837 0.002602272727272727 0.0641636312692631 0.12200319659030368 0.07778532608695653
0.0 0.0028068181818181816 0.0 0.0 0.16779891304347827
0.54274814984 3595 0.004352272727272727  0.10731297282151864 0.20404901438465636 0.2601902173913044
0.6630350154552525 0.013999959999599995  0.34519473241804427 0.6563665423548215 0.8369565217391305

/

Figure (4.5): (b) Data Preprocessing Steps.

In the figure (4.5) above, the steps of data pre-processing on

datasets used in this dissertation are shown, as follows:

The pre-processing step begins by eliminating inappropriate
features. Features like "Unnamed: 0", "Flow .ID" and “ID” do not hold
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any important information to the issue at hand. In addition, infinity
values, Not a Number (NaN) values, and duplicate features like "Fwd-
Header-Length" in CICIDS-2017 dataset were excluded from the dataset.

Afterwards, the label conversion step has been done to deal with
non-numerical values where the utilized datasets include binary,
continuous, and symbolic values. For example, the attribute 'protocol’ in
the InSDN dataset comprises symbolic value like “udp”, “icmp”, and
“tcp”. A label encoder method has been performed to solve this issue.
Moreover, since this dissertation considers both multi-class and binary
prediction of DoS/DDoS attacks. This required to map the dataset's label
from multi label into binary label (i.e., 0: DoS/DDoS attack and 1:
Normal).

Different ranges between feature values can degrade the
performance of the proposed models. Thus, a normalization technique,
the min-max method, has been utilized after feature reduction stage to

map the range of feature values into (0 to 1).

4.5 Results of Hybrid Feature Reduction

Not all features contribute equally to the detection of attacks. Some
features may have a more significant impact on the performance of the
detection model, while others may have little or no effect. Furthermore,
certain features may even degrade the model's performance and increase
processing time. Thus, feature reduction is an important step in ML
techniques because of its ability to eliminate irrelevant features, reduce
the dimensionality of the dataset, decrease computational complexity, and

improve overall performance detection.

Therefore, we propose an HFR approach that leverages multiple

feature reduction approaches to obtain the fewest possible features. This
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significantly reduced feature set aims to effectively detect both
DoS/DDoS attacks and multi-class attack.

The HFR consists of three steps. In the first step, three different
approaches: Filter, embedded, and wrapper, were applied separately to
the INSDN, SNMP, and CICDD0S-2019 datasets. In the filter technique,
the MI method has been performed to assess features according to their
Importance to the target label. Based on this approach, the number of
features was reduced for the aforementioned datasets for both the binary-

based and multiclass detection tasks.

In the wrapper-based approach, which evaluates feature subsets,
relies on the performance of the prediction model. Thus, in this
dissertation, the WOA was combined with the KNN classifier (k=7) as a
fitness function to find a feature subset. Through this approach, the
number of features was also decreased for the InSDN, SNMP, and
CICDD0S-2019 datasets.

In the embedded-based approach, the features were evaluated
implicitly through an extra tree classifier, where the evaluation depends
on the decrease in impurity when selecting a feature as the splitting node.
The contribution of each feature in reducing impurity was measured, and
the average contribution across all trees is used as a weight or importance
for that feature. Due this way, the number of features was diminished for

utilized datasets.

In the second step, the majority-voting technique has been utilized.
Throughout this step, a feature has been selected if and only if it is
selected by any two out of the three approaches. Due to this way, the
number of features was reduced for the binary-based and multiclass

detection on all datasets.
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In the third step, according to the three above approaches which
gives a diverse weights to the same feature, that is, every feature has three
weights. Thus, to have only one weight for each feature, the mean value
has been computed. Afterwards, the obtained values are arranged from
high to low, and each feature's weight less than an experimental threshold
was removed. After this process, only 14 (InSDN), 9 (SNMP), and 12
(CICDD0S-2019) features remained which denotes the best subset of
features for binary-based models detection attacks. While, for multiclass-
based model detection attacks, only 14 (InSDN), 10 (SNMP), and 15
(CICDD0S-2019) features which denotes the best subset of features. The
outcomes of these feature reduction steps for the InSDN, SNMP, and
CICDD0S-2019 datasets are presented in Tables (4.4) and (4.8). These
tables provide a detailed information of the best subset of features and

their corresponding weights.

Table (4.4): Feature Reduction Results for Binary-based Models Detection

Feature
Dataset reduction Threshold value | Selected features
method
M 0.01 65 out of 83
ETC 0 57 out of 83
INSDN
WOA 0 33 out of 83
Majority-votin
Jorty g max-vote + 0.3 14
+ Mean
Ml 0.07 18 out of 34
ETC 0.01 25 out of 34
SNMP WOA 0 16 out of 34
Majority-voting max-vote + o
+ Mean 0.36
M 0.02 54 out of 89
CICDDo0S-2019
ETC 0 66 out of 89
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WOA 0 22 out of 89

Majority voting
max vote + 0.35 12
+ Mean

Table (4.5): The Best Subset of Features for Binary-based Detection INSDN

dataset
Feature Name MI ETC | WOA | Final

Weight
Init Bwd Win Byts | 0.2141 | 0.2600 1 0.4914
Bwd Header Len 0.4234 | 0.0123 1 0.4786
Fwd Header Len 0.4229 | 0.0037 1 0.4755
TotLen Bwd Pkts 0.3417 | 0.006 1 0.4492
Bwd Pkt Len Max | 0.3392 | 0.0061 1 0.4484
Fwd Pkt Len Mean | 0.3282 | 0.0092 1 0.4458
Fwd Seg Size Avg | 0.3281 | 0.0071 1 0.4451
Subflow Fwd Pkts | 0.3111 | 0.0077 1 0.4396
TotLen Fwd Pkts 0.2911 | 0.0037 1 0.4316
Tot Bwd Pkts 0.2748 | 0.0096 1 0.4281
Down/Up Ratio 0.1793 | 0.0538 1 0.4110
Pkt Len Min 0.1831 | 0.0299 1 0.4043
Bwd IAT Mean 0.2117 | 0.0009 1 0.4042
Flow IAT Max 0.2004 | 0.0034 1 0.4013

Table (4.6): The Best Subset of Features for Binary-based Detection SNMP dataset

Feature Name MlI ETC WOA Final

Weight
icmpOutMsgs 0.1617 0.0583 1 0.4067
icmpInDestUnreachs 0.1465 0.0633 1 0.4033
tcpInSegs 0.1644 0.0451 1 0.4032
tcpRetransSegs 0.1056 0.0647 1 0.3901
ipInReceives 0.1168 0.0406 1 0.3858
icmpOutDestUnreachs | 0.1047 0.044 1 0.3829
ifOutNUcastPkts11 0.0982 0.0446 1 0.3809
ipForwDatagrams 0.1106 0.0308 1 0.3805
ipOutNoRoutes 0.0951 0.0447 1 0.3799
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Table (4.7): The Best Subset of Features for Binary-based Detection
CICDD0S-2019 dataset

Feature Name Ml ETC WOA Final

Weight
Bwd Packet Length Min 0.0631 0.097 1 0.3867
Max Packet Length 0.1258 0.0145 1 0.3801
Bwd Packet Length Max 0.0971 0.042 1 0.3797
Fwd Packet Length Mean 0.1224 0.0166 1 0.3797
URG Flag Count 0.0399 0.0959 1 0.3786
Packet Length Mean 0.1228 0.0116 1 0.3781
Average Packet Size 0.1218 0.0122 1 0.3780
Flow IAT Mean 0.1259 0.0044 1 0.3768
Flow IAT Std 0.0033 0.1154 1 0.3729
Packet Length Variance 0.1034 0.0071 1 0.3702
Fwd Packet Length Min 0.0964 0.0123 1 0.3696
Bwd IAT Min 0.0799 0.0009 1 0.3603

Table (4.8): Feature Reduction Results for Multiclass-based Model Detection

Feature
Dataset reduction Threshold value | Selected features
method
Ml 0.1 58 out of 83
InSDN ETC 0 65 out of 83
WOA 0 39 out of 83
Majority-voting max-vote + 1
+ Mean 0.52
MI 0.1 15 out of 34
ETC 0.01 25 out of 34
SNMP WOA 0 18 out of 34
Majority-voting max-vote + 10
+ Mean 0.32
Ml 0.1 51 out of 89
CICDDo0S-2019 ETC 0.01 53 out of 89
WOA 0 44 out of 89
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Majority voting
max vote + 0.51 15
+ Mean

Table (4.9): The Best Subset of Features for Multi-based Detection INSDN

Dataset
Feature Name Ml ETC WOA | Final Weight
Bwd Header Len 1.25054 0.0274 1 0.7593
Protocol 0.7788 0.1939 1 0.6576
Fwd Header Len 0.8501 0.0105 1 0.6202
Bwd IAT Tot 0.8116 0.0061 1 0.6059
Bwd Pkts/s 0.7721 0.0453 1 0.6058
Bwd IAT Mean 0.8102 0.0034 1 0.6045
Bwd IAT Max 0.8062 0.0057 1 0.6040
Flow Pkts/s 0.7631 0.0353 1 0.5995
Flow IAT Mean 0.7646 0.0024 1 0.5890
Tot Fwd Pkts 0.7235 0.0086 1 0.5774
Flow Duration 0.7203 0.0092 1 0.5765
Tot Bwd Pkts 0.7077 0.0125 1 0.5734
Pkt Len Max 0.6923 0.0154 1 0.5692
Pkt Len Var 0.6863 0.0045 1 0.5636

Table (4.10): The Best Subset of Features for Multi-based Detection SNMP Dataset

Feature Name M1 ETC | WOA VS;?;:] .
tcpInSegs 0.1786 0.0451 1 0.4079
icmpInMsgs 0.1771 0.0379 1 0.4050
tcpPassiveOpens 0.1631 0.0384 1 0.4005
icmpInEchos 0.1495 0.0506 1 0.4000
ipOutDiscards 0.1492 0.0496 1 0.3996
tcpOutSegs 0.1637 0.0326 1 0.3988
ipInAddrErrors 0.115 0.0724 1 0.3958
tcpRetransSegs 0.1039 0.0647 1 0.3895
icmpOutDestUnreachs| 0.0991 0.0441 1 0.3811
ipForwDatagrams 0.1084 0.0308 1 0.3797
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Table (4.11): The Best Subset of Features for Multi-based Detection
CICDD0S-2019 dataset

Feature Name Ml ETC | WOA VC;‘;'] .
Average Packet Size 1.5133 0.0756 1 0.8630
Max Packet Length 1.5164 0.0509 1 0.8558
Packet Length Mean 1.5118 0.0553 1 0.8557
Avg Fwd Segment Size 1.5023 0.0648 1 0.8557
Fwd Packet Length Mean 1.5016 0.0558 1 0.8525
Fwd Packet Length Max 1.5002 0.0445 1 0.8482
Total Length of Fwd 1.5091 0.0247 1 0.8446
Packets
Fwd Packet Length Min 1.4763 0.0512 1 0.8425
Min Packet Length 1.4746 0.0504 1 0.8417
Flow Bytes/s 1.4144 0.0364 1 0.8169
Flow Packets/s 1.0661 0.0277 1 0.6979
Flow IAT Mean 1.0581 0.0042 1 0.6874
Flow Duration 1.0382 0.0093 1 0.6825
Protocol 0.8079 0.0874 1 0.6318
Bwd Packets/s 0.5143 0.0912 1 0.5352

4.6 Results of Optimized CatBoost Model

The OCBM is proposed to enhance efficiency and effectiveness
binary prediction of DoS/DDoS attacks with a low FPR and therefore
improve the security of SDN against such attacks. An HFR approach was
utilized on the original datasets to identify the best subset of features.
Once the best subset of features was determined as shown in section
(4.5), the GSCV optimization technique was adopted to find the best
hyperparameter values for the OCBM. The best values have Dbeen
obtained through a GSCV technique were 300, 0.1, and 5 for the boosted
of trees, learning rate, and max depth, respectively. This optimization
process helps to reduce the complexity of the OCBM and made it more
suitable for real-time detection, increasing its efficiency, and
effectiveness in detecting DoS/DDoS attacks.
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4.6.1 Experiments on InSDN Dataset using OCBM

To construct an intrusion detection model with high accuracy, high
detection rate, low false alarm rate, and better reliability, as well as to
have shorter testing time on InNSDN dataset, the OCBM was optimized
through the GSCV method. To validate the efficacy of the proposed
model using the best subset of features for the INSDN dataset, as
demonstrated in Table (4.6), we compared the results of our proposed
model against the baseline model, other ML classifiers and the outcomes
of previous studies conducting on the same dataset. In this dissertation,
five major evaluation metrics such as Accuracy, Precision, Detection rate,
F1 Score, and FPR were utilized to validate the proposed model, in
addition to the training (training) time and testing time for each classifier
were also consider. Tables (4.12) and (4.13) demonstrated the evaluation

results. Figure (4.7) depicts the performance of OCBM on InSDN dataset.

Table (4.12): Comparison performance of the proposed model (OCBM with HFR)
with baseline and other ML classifiers on INSDN dataset

CatBoost(Baseline) 0.9995 0.9995 0.9996 | 0.9995 | 0.0007
AdaBoost 0.9994 0.9994 0.9994 | 0.9994 | 0.0014
KNN 0.9993 0.9993 0.9993 | 0.9993 | 0.0015
GBM 0.9991 0.9991 0.9992 | 0.9991 | 0.0021
SVM 0.8757 0.8685 0.8757 | 0.8688 | 0.2408
NB 0.8073 0.7824 0.8073 | 0.7883 | 0.3754
LR 0.8339 0.8171 0.8339 | 0.8049 | 0.3707
OCBM 0.9997 0.9996 0.9997 | 0.9997 | 0.0004
The study in [20] 0.875 0.89 0.93 0.91 -

The study in [25] 0.997 0.998 0.998 0.998 -
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Figure (4.6): Performance of OCBM on InSDN Dataset

Table (4.12) and Figure (4.6) demonstrate that the OCBM with the
best subset of features (14 f.) outperforms the baseline classifier and other
ML classifiers such as AdaBoost, KNN, GBM, NB, LR, and SVM in
terms of all evaluation measures. Although these classifiers have
achieved good results, they utilized default hyperparameters in training
their models. For instance, the baseline CatBoost model used 600
(boosted tree) and 7 (max-depth) in this experiment. In contrast, the
OCBM achieved the highest accuracy (0.9997), precision (0.9996),
detection rate (0.9997), F1 score (0.9997), and the lowest FPR (0.0004).
Furthermore, the OCBM utilized fewer boosted trees (300) and a
maximum depth of five. The OCBM also achieved promising results in

comparison to other studies.
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Table (4.13): Summary of training time and test time of the proposed model (OCBM)
with baseline and other classifiers on INSDN dataset

Training Time (sec.)
CatBoost(Baseline) 60.890 0.126
AdaBoost 9.724 0.621
KNN 0.921 142.240
GBM 39.223 0.150
SVM 7.308 0.011
NB 0.069 0.036
LR 2.519 0.029
OCBM 15.504 0.051
The study in [20] 479.748 38.355

Table (4.13) illustrates the training time and testing time for the
baseline model, proposed model, other ML-based classifiers, and
pervious study on the InSDN dataset. According to the GSCV
optimization technique, which specifies the best values for
hyperparameters of the OCBM classifier and using the HFR approach to
determine the best subset of features. Utilized these approaches resulted
in improved the performance of proposed model (see Table 4.12) as well
as sharply decreased the training and testing times overhead (see Table
4.13). The results have also shown that the proposed model, OCBM, is
faster than the baseline model and previous study. While some ML like
SVM, LR, and NB may be faster in terms of time complexity but the
proposed model (OCBM) accomplished a good balance between
prediction power and computational efficiency, making it more suitable
for online detection processes.

4.6.2 Experiments on SNMP Dataset using OCBM

The proposed model, OCBM, was also verified on the SNMP
dataset. First, the nine best features were obtained by the HFR approach
from SNMP dataset, as shown in Table (4.6). Then, the proposed model
was applied on these features. Although, the OCBM with baseline
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classifiers have achieved the highest performance as compared to other
ML classifiers and previous studies in terms of all evaluation measures,
as demonstrated in Table (4.14) and Figure (4.7). However, the OCBM
has a lowest detection (testing) time that represents a critical factor in
terms of IDSs, as depicted in Table (4.15). Furthermore, the previous
studies did not consider the computation time in their evaluation models.
As a result, thanks to the GSCV technique that improves the hyper

parameters of the proposed model without any effect on its performance.

Table (4.14): Comparison performance of the proposed with baseline model and other
ML-based classifiers on SNMP dataset

Detection

Classifier Accuracy Precision F1-Score

0.9999 | 0.9999 0.01
GBM 0.9996 0.9996 0.9995 0.9995 0.02
SVM 0.9913 0.9914 0.9913 0.9912 0.03
NB 0.9913 0.9882 0.9734 0.9807 0.02
LR 0.9193 0.9261 0.9193 0.9032 0.30
OoCBM 0.9999 0.9999 0.9999 0.9999 0.01

The study in [91]-
Random Forest 0.9998 i i ) )
The study in [91]-J48 0.9988 - - - -

The study in [ 92] 0.993 - - - 0.4
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Figure (4.7) Performance of OCBM on SNMP Dataset

Table (4.15): Summary of training time and test time of the proposed model with
other ML-based classifiers on SNMP dataset

Classifier Training Time (sec.) Testing Time (sec.)
CatBoost(Baseline) 3.994 0.015
GBM 0.850 0.064
SVM 0.045 0.047
NB 0.014 0.005
LR 0.047 0.003
OCBM 0.450 0.002

4.6.3 Experiments on CICDD0S-2019 Dataset using OCBM

The OCBM tested on CICDD0S-2019 dataset for binary prediction
DoS/DDoS attack. The proposed model was developed in order to further
boost the intrusion detection mechanism against such attacks. Initially,
data preprocessing has been performed to enhance the generalizability of
the classifier. Then, HFR approach was applied to elect the most relevant
features (12 features), as described in Table (4.7), which aids in reducing
the computational time and avoid overfitting, as well as improving
overall prediction results. Next, the complexity of the OCBM has been
enhanced by utilizing a GSCV technique. Lastly, both the best subset of
features and hyper-parameters are fed to the OCBM. Moreover, to prove

the efficiency and effectiveness of our proposed model, it was compared
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with the baseline model, state-of-the-art ML-based classifiers, and recent
studies that were carried out on the CICDD0S-2019 dataset. The final
experimental outcomes are shown in Table (4.16) and Table (4.17).
Figure (4.8) depicts the performance of OCBM on CICDDo0S-2019 dataset.

Table (4.16): Comparison performance of the proposed model (OCBM) with other
classifiers on CICDD0S-2019 dataset

Classifier Accuracy Precision De:zc:gon F1-Score  FPR
CatBoost(Baseline) 0.9998 0.9998 0.9998 0.9998 0.0009
AdaBoost 0.9994 0.9994 0.9994 0.9994 0.0016
KNN 0.9993 0.9993 0.9993 0.9993 0.0042
GBM 0.9995 0.9995 0.9995 0.9995 0.0016
LightGBM 0.9996 0.9996 0.9996 0.9996 0.0015
SVM 0.9527 0.9424 0.9527 0.9361 0.444
NB 0.9097 0.9614 0.9099 0.9277 0.0947
LR 0.9520 0.9404 0.9520 0.9347 0.4511
OoCBM 0.9998 0.9998 0.9998 0.9998 0.0009
The study in [93]-

NB 0.57 - - - -

The study in [93]-RF 0.86 - - - -

The study in [93]-

DT 0.77 - - - -

The study in [93]-LR 0.95 - - - -

The study in [94] 0.9998 0.9851 0.9835 0.9842 -
1.2
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Figure (4.8) Performance of OCBM on CICDD0S-2019 Dataset.
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Table (4.17): Summary of training time and test time of the proposed model (OCBM
with HFR.) with other classifiers on CICDD0S-2019 dataset

CatBoost(Baseline) 64.868 0.147
AdaBoost 13.818 0.656
KNN 0.938 38.574
GBM 58.276 0.150
LightGBM 2.527 0.322
SVM 2.415 0.024
NB 0.069 0.059
LR 2.111 0.025
OCBM 17.202 0.061
The study in [94] - 4.48 (m)

The experimental results presented in Tables (4.16) and (4.17)
demonstrate that the proposed model, OCBM, achieved the highest
performance in most of the evaluation metrics with a low false positive
rate (FPR). Additionally, the OCBM classifier exhibited significantly
reduced training and testing times compared to other ML classifiers and
the study mentioned in [94]. Although some ML classifiers may have
shorter testing times, the OCBM classifier proves its efficacy when
considering their overall performance. Furthermore, the OCBM utilized
only 300 boosted trees and a maximum depth of five, in contrast to the
CatBoost (baseline) model's utilization of 600 boosted trees and a
maximum depth of seven. As a result, the goal of detecting DoS/DDoS

attacks was successfully achieved using the OCBM classifier.
4.7 Results of FTDNN Model

This dissertation proposes a reliable and accurate intrusion detection
model for binary prediction of most recent DoS/DDoS attacks by
developing the DNN structure and hyper-parameters using a RSCV
technique. By leveraging this technique and HFR approach, the proposed

model achieved improved performance in terms of assessment metrics,
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making it a promising solution for detecting such attacks. The best
structure of FTDNN obtained consists of the number of hidden layers was
two, number of neurons for every hidden layer was 128, ReLLU was used
as activation function in two hidden layers, learning rate was 0.001,
optimizer algorithm was Adam, and the last layer of the FTDNN model

utilized the softmax function.

The FTDNN model was optimized through three techniques: Early
stopping, dropout layer, and batch normalization layer. Early stopping
depends on accuracy metric with patience of 6 was utilized to avoid too
much training. Dropout layer with a specified probability of 0.02 was
added after each hidden layer to evade overfitting issue. Batch

normalization was also added to speed-up the DNN training process.

In addition to other parameters that play a vital role in DNN training
convergence and non-fall in local minima. For instance, batch size was
set to be 1000 for InNSDN, CICDD0S-2019 datasets, and 500 for SNMP

dataset. The number of epochs was 50 for all datasets.

The FTDNN model was utilized the following procedures with all
datasets (INSDN, CICDDo0S-2019, and SNMP): (1) the Hold-out method
was utilized to train and test the proposed model, wherein all datasets
were separated into 70% for training and 30% for testing; (2) the binary-
crossentropy was used as loss function; (3) unlike most other studies, this
dissertation assesses the performance of FTDNN model by computing
various evaluation metrics including detection rate, accuracy, precision,
F1-score, and FPR. Moreover, the time complexity for FTDNN model
was also considered in evaluated its performance efficacy.
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4.7.1 Experiments on INSDN Dataset using FTDNN

The proposed model, FTDNN, was trained and validated on the
INSDN dataset after pre-processing it to be in a suitable form when fed
into the feature reduction stage (see Sections 4.4 and 4.5). Subsequently,
the FTDNN model utilized the HFR approach to select the best subset of
features (14 f.) from the InSDN dataset, as shown in Table (4.5). Then,
the structure of the FTDNN was constructed with fine-tuned
hyperparameters using a RSCV technique. Finally, Tables (4.18) and
(4.19) show that the outcomes of the FTDNN model, FTDNN without
utilized HFR approach (with no feature reduction), shallow DNN model,
LSTM model, and the results of existing studies curried out on InSDN

dataset. Figure (4.9) shows the performance of FTDNN on InSDN dataset.

Table (4.18): Comparison performance of the proposed model (FTDNN) on InNSDN

dataset

Classifier =~ Accuracy Precision Recall F1-Score | FPR
mron WIthout |4 9805 | 0.9896 0.9895 0.9895 0.0225
Shallow-DNN 0.9691 0.9688 0.9691 0.9687 0.0592
The proposed
model (FTDNN) 0.9908 0.9907 0.9908 0.9907 0.0101
LSTM 0.9900 0.9900 0.9900 0.9899 0.0237
The study in [20] | _0.905 0.93 0.93 0.93 i
The study in [25] 0.977 - - - -
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Figure (4.9) Performance of FTDNN on InSDN Dataset

From Table (4.18), it can be seen that our proposed model achieves
the highest performance in all evaluation metrics with the lowest FPR
compared to other DNN-based models and earlier studies using InSDN.
The HFR and RSCV approaches followed for the FTDNN play a vital

role in accurately attack detection.

Table (4.19): Summary of training time and test time of the proposed model
(FTDNN) on InSDN dataset

Classifier Training Time (sec.) Testing Time (sec.)

FTDNN without HFR. 324.588 8.967

Shallow-DNN 80.911 0.0592
The proposed model

(FTDNN) 239.442 6.241

LSTM 483.538 10.390

The study in [20] 147.548 13.546

The efficiency of the FTDNN model is evaluated by comparing its
processing time to that of the FTDNN classifier with full features,
shallow-DNN model, LSTM model, and existing work done on the same
dataset. The FTDNN model with fourteen best features significantly
decreases the time complexity for training and response (test) time, as
shown in Table (4.19). A previous study [20] achieved a low training
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time but did not have significant results, as shown in Table (4.18), which
proves the importance of our results. As a result, this model proved to be
the best performing model for the InSDN dataset, with reduced
processing time as well.

4.7.2 Experiments on SNMP Dataset using FTDNN

For the further evolution of the FTDNN model, the SNMP dataset
was used in the training and testing phases. The importance of the
FTDNN depends on its ability to correctly classify network traffic into
the correct type (normal or DoS/DDoS attack). Table (4.6) displays the
best selected features for SNMP dataset (9 f.). The evaluation results are
presented in Table (4.20) as well as all other models and existing work
performed on SNMP dataset. Also, Table (4.21) shows the processing
time (training and testing) for these models. Figure (4.10) displays the

performance of FTDNN on SNMP dataset.
Table (4.20): Comparison performance of the proposed model (FTDNN) on SNMP

dataset
Classifier Accuracy Precision Recall Sig;e FPR
FTDNN without HFR. | 0.9973 0.9875 0.9873 | 0.9874 0.02
Shallow-DNN 0.9860 0.9862 0.9860 | 0.9861 0.05

The proposed model

(FTDNN with HFR) 0.9998 0.9996 0.9997 | 0.9996 0.01

LSTM 0.9960 0.9960 0.9960 | 0.9959 0.03
The Study in [95] 0.9886 - - - -
The study in [96] 0.9838 - - - -
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Figure (4.10) Performance of FTDNN on SNMP Dataset.

By looking at Table (4.20) and figure (4.10), it was found that the
integrating output of the proposed HFR approach with the FTDNN
classifier resulted in the highest detection rate of 0.9997, accuracy of
0.9998, precision of 0.9996, F1-score of 0.9996, with a very low FPR of
0.01 compared to other models and existing works. Furthermore, this
integration leads to significant reduction in the training and testing times
compared to the FTDNN model with full features of the dataset as shown
in Table (4.21). In contrast, the Shallow-DNN classifier exhibited the
shortest training and testing times among all other models. However,

despite its efficiency in terms of computational speed, the Shallow-DNN

model did not perform well when considering accuracy, precision, recall,

F1-Score, and FPR rates.

Table (4.21) Summary of training time and test time of the proposed model (FTDNN)
on SNMP dataset

Classifier  Training Time (sec)  Testing Time (sec.)
FTDNN without HFR. 34.248 0.498
Shallow-DNN 10.977 0.212
The proposed model
(FTDNN with HFR) 11.207 0.270
LSTM 29.566 0.323
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4.7.3 Experiments on CICDD0S-2019 Dataset using FTDNN

The FTDNN model was evaluated using the CICDD0S-2019 dataset
with the aim of improving the detection of DoS/DDoS attacks while
minimizing the FPR and detection time. To achieve this, an efficient HFR
approach was used for feature reduction, and a RSCV technique was
employed to construct an appropriate DNN structure. The HFR approach
selected 12 out of all features, as shown in Table (4.7). These selected

features were utilized for training and testing the FTDNN classifier.

To measure the performance of the proposed FTDNN model,
various assessment metrics such as accuracy, precision, detection rate,
F1-score, and FPR were used, which are presented in Table (4.22) and
figure (4.11). In addition to these metrics, the training time and testing
time were also considered in this model using CICDD0S-2019 dataset, as
shown in Table (4.23).

Table (4.22): Comparison performance of the proposed model (FTDNN) on
CICDDo0S-2019 dataset

Detection

Classifier Accuracy Precision rate F1-Score FPR
FTDNN with no HFR. 0.9982 0.9984 0.9980 0.9982 0.0060
Shallow-DNN 0.9902 0.9901 0.9902 0.9901 0.0873
The proposed
(FTDNN with HFR) 0.9994 0.9995 0.9994 0.9994 | 0.0041
LSTM 0.9941 0.9946 0.9939 0.9942 0.0444
The study in [21] 0.990 0.995 0.990 0.990 -
The study in [22] 0.9438 0.9408 0.9789 0.9594 -
The study in [97] 0.9834 0.9791 0.9848 0.9818 -
The study in [98]-CNN 0.954 0.933 0.924 0.890 -
The study in [98]-MLP 0.925 0.844 0.942 0.890 -

102



Chapter Four Results and Discussion

qa94
qa94
9995
9994
9832
a9g8

a934
9982

n
oo
ST
coooo

0.9789
0.9408
0.9438

0.9942
0.9939
0.9946
0.9941
0.9a01
0.9a02
0.9a01
0.9902

0.95494

0
1]
0
]

0.933
0.954
0
0
1]
]

0.8a
0.924

0.0873

0.0041
0.006

= 0.0444

THE STUDY THE STUDY THE STUDY THE STUDY THE STUDY  LSTM THE SHALLOW- FTDNN
IN [98]- IN [98]- IN [27] IN [22] IN[21] PROFOSED  DNN WITH NO
MLP CNN [FTONN HFR.

WITH HFR})

W Accuracy M Precision Detection race Fl-Score WFPR

Figure (4.11) Performance of FTDNN in SNMP Dataset.

Table (4.23): Summary of training time and test time of the proposed model
(FTDNN) on CICDDo0S-2019 dataset

Classifier Training Time (sec.) Testing Time (sec.)
FTDNN without HFR. 218.976 12.434
Shallow-DNN 79.898 5.893
The proposed
(FTDNN with HFR) 9l.211 7110
LSTM 287.399 15.588

The empirical results in Tables (4.22) and (4.23) show the effect of
the HFR approach to achieve the FTDNN model with an accuracy of
99.94%, detection rate (recall) of 99.94%, precision of 99.95%, and F1 of
99.94% with low FPR of 0.0041, and outperformed other approaches. In
addition, these results indicate that the FTDNN model has achieved better
performance compared to the earlier studies. Furthermore, the testing
time was significantly reduced from 12.434 s to 7.110 s and training time
from 218.976 s to 91.211 s in compassion between the HFR-FTDNN and
FTDNN with no feature reduction approach HFR. Despite exhibited the
shortest training and testing times compared to all models, the Shallow-
DNN classifier's computational efficiency did not align with robust

performance in accuracy, precision, recall, F1-Score, and FPR rates.
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Consequently, the Shallow-DNN classifier is deemed not beneficial for

the attack detection system.

4.8 Results of Zero-Day DoS/DDoS attack prediction

Due to the absence of real-world datasets, researchers usually
assess their classifiers on the similar dataset which they utilized for
training stage. Therefore, their performance models are not adequate in
identifying a zero-day attack (in this dissertation DoS/DDoS attacks).
Zero-day attacks are dangerous and pose serious threats to SDNs for the
reason that it has a diverse feature distribution when compared to what

ML and DNN based models have been trained on.

Thus, unlike most other studies which it focus only on detection
known attacks based on previously known profiles. To end this gap and
to simulate unknown (or zero-day) attacks in a real-world environment,
this dissertation evaluates the performance of both proposed ML-based
model (OCBM) and DNN-based model (FTDNN) in detecting zero-day
DoS/DDoS attacks. First, the proposed models are individually trained on
the prepared INSDN and CICDDo0S-2019 datasets. Then, the trained
models are individually assessed on the CICIDS-2017 dataset to ensure
their effectiveness's. Finally, the CICIDS-2017 dataset merged with the
INSDN dataset in the first case, and with CICDD0S-2019 dataset in
second case, respectively. Afterwards, the proposed models are re-trained
again to verify their performances. All experiments for both proposed
OCBM and FTDNN models on these datasets are illustrated in Cases 1-4
for each model in Table (4.25) and (4.26).
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Table (4.24): Results of the proposed model (OCBM) before and after training on
Zero-Day attacks

Trainin S Precisi
g ion Accuracy
Dataset on
Dataset
Case - CICIDS 0.972 | 0.97
1. INSDN 2017 0.9727 | 0.9734 7 20 0.0668
Case - | CICDDo | CICIDS 0.991 | 0.99
). $2019 2017 0.9914 0.9914 A 14 0.0151
CICIDS2 | INSDN+
CaBS_e' 017+InS | CICDD | 0.9833 | 0.9841 0'9383 0;;8 0.0568
DN 0S2017
CICDDo | CICIDS
Case - | S2019+ 2017+ 0.999 | 0.99
A CICIDS? | CICDD 0.9991 0.9991 1 91 0.0036
017 0S2019

All utilized datasets are divided into 70% for training and 30% for
testing. Table (4.24) depicts the experimental outcomes for the OCBM
model on zero-day attacks. In case 1, the results indicate that the
proposed model, OCBM, archives for example, the detection accuracy of
97.27% for training the INSDN dataset and validation on the CICIDS-
2017 dataset that has diverse distribution than the ones which the OCBM
model was trained earlier. Whereas, for case 3 in the same Table (4.24),
we observed that the detection accuracy has increased to 98.33% when
combined the InSDN with CICIDS-2017 datasets. In the same manner for
CICDD0S-2019 dataset, in case 2, the score accuracy of 99.14% for
training the CICDD0S-2019 dataset and validation on the CICIDS-2017
dataset. While, in case 4, the score accuracy has increased to 99.91% for
evaluation combined the CICDD0S-2019 with CICIDS-2017 datasets.
Therefore, due to experimental outcomes, the performance of OCBM
model for detection normal and DoS/DDoS attack for validation dataset

has improved after re-training of the model.
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Table (4.25): Results of the proposed model (FTDNN) before and after

training on Zero-Day attacks

Training SHEUEIE Accurac o
Dataset n Precision
Dataset
Case CICIDS2 0.068 | 0.967 | 0.072
s INSDN o 0.9684 | 0.9688 y A .
Case | CICDD0S201 | CICIDS2 0.053 | 0.951 | 0.114
oy . e 09535 | 0.9560 . ) :
INSDN+C
Case | CICIDS2017 | \ROME | | ogvsg | 0974 | 0.974 | 0.063
3. | +InSDN 9 2 0
017
CICIDS2
Case | C1CDD0S201 | =45, 0.992 | 0.992 | 0.037
9+ 09925 | 0.9924
4 | cieibssors | CICDDo 5 4 6
$2019

Table (4.25) illustrates the experimental results for the FTDNN
model on unknown DoS/DDoS attacks. In case 1, the outcomes
investigate that the proposed model, FTDNN, accomplishes for instance,
the score accuracy of 96.84% for training the InSDN dataset and
validation on the CICIDS-2017 dataset. While, for case 3 in the same
Table (4.25), we observed that the detection accuracy has increased to
97.49% for evaluation combined the INSDN with CICIDS-2017 datasets.
In the same manner for CICDD0S-2019 dataset, in case 2, the score
accuracy of 95.35% for training the CICDDo0S-2019 dataset and
validation on the CICIDS-2017 dataset. Whereas, in case 4, the score
accuracy has increased to 99.25% for evaluation combined the
CICDDo0S-2019 with CICIDS-2017 datasets. Thus, owing to
experimental analysis results, the performance of FTDNN model for
detection benign and DoS/DDoS attack for evaluation dataset has

enhanced after re-training of the FTDNN model.

In summary, these experiments was performed to mimic the real-

world assault situation and assess the detection performance of the
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proposed models, OCBM and FTDNN, when exposed to zero-day or new

unknown attacks.

4.9 Results of DSBHED Model

This dissertation proposes a new soft-based heterogeneous
ensemble detection (DSBHED) model that relies on a combination of
hybrid feature reduction and optimized ML-based classifiers to improve
detection of multi-class attacks. The proposed DSBHED model is
constructed via several stages. First, the initial datasets are prepared.
Second, three different feature reduction approaches are applied, and their
outcomes are combined based on majority voting and mean techniques.
In other words, this model also uses an HFR approach to obtain the best

subset of features, but for a multi-class detection task.

In the third stage of constructing the DSBHED model, three
different heterogeneous classification algorithms were performed,
including RF, KNN, and LightGBM. These algorithms, including RF and
LightGBM classifiers, were optimized using the GSCV method to select
their best hyperparameters, as illustrated in Table (3.1), and produce the
ORF and OLighGBM classifiers. This optimization process with the HFR
approach helped to produce developed model that could better adapt to
detect multi-class attacks and enhance the accuracy and reliability of
intrusion detection. The results of all classifiers (ORF, KNN, and
OLightGBM) were then combined using a soft-voting technique. Finally,
the performance of the proposed DSBHED model was evaluated using
the INSDN, SNMP, and CICDD0S-2019 datasets.

4.9.1 Experiments on the InNSDN dataset using DSBHED
In the first step, the original INSDN dataset is not appropriate to
directly construct ML-based model, DSBHED; therefore some pre-
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processing methods are performed to transform InSDN dataset into a

readable and understandable format, as described in Section (4.4).

In the second step, the prepared InNSDN dataset contains 83 features
but not all of these features can be utilized to classify multi-class assaults.
Therefore, the proposed HFR approach is applied to select the best subset
of features; this approach obtained only 14 out of 83 features which then

used in the next stage.

Finally, the DSBHED was validated on InSDN dataset and its
performance was measured according to the evaluation metrics. Our
results were compared with the baseline models and previous studies
conducted on this dataset. As a result, the proposed model achieved the
best results in detecting multi-class attacks, as shown in Table (4.26) and
Figure (4.12). In addition, the training and testing time were also
calculated and presented in Table (4.27). Figure (4.13) shows the

confusion matrix of the DSBHED model.

Table (4.26): The Outcomes of the Proposed Model (DSBHED) based on
INSDN Dataset

KNN 0.9841 0.9842 0.9841 | 0.9840 | 0.0026
LightGBM 0.9419 0.9481 0.9419 | 0.9403 | 0.0108
LR 0.8650 0.8812 0.8650 | 0.8579 | 0.0230
Hard-ensemble 0.9981 0.9982 0.9981 | 0.9981 | 0.0004
SVM 0.9347 0.9407 0.9347 | 0.9351 | 0.0549
DSBHED 0.9989 0.9989 0.9988 | 0.9988 | 0.0002
The study in [25] 0.955 - - - -

The study in [99] 0.9980 0.9980 0.9980 - -
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Figure (4.12) Performance of DSBHED on InSDN Dataset.

Confusion Matrix for the proposed model (DSBHED) on InSDN:
BFA  DDoS DoS MNormal Probe

BFA 337 e 9 1 51
DDos 8 36748 e 2 a
Dos 3 e 18819 7 11
Mormal 1 e 3 2a538 28
Fraobe 5 e 19 18 29287

Figure (4.13): The DSBHED Confusion-Matrix of INSDN Dataset.

Table (4.27): The Processing Time of the Proposed Model (DSBHED) based
on the INSDN Dataset

Classifier Training Time (sec.)  Testing Time (sec.)

KNN 9.263 49.179
LightGBM 64.627 6.569
LR 11.020 0.039
Hard-ensemble 52.731 48.427
SVM 15.502 0.087
DSBHED 41.086 40.936
The study in [25] 1902 -

Table (4.27) shows that the proposed DSBHED model takes more
time than LR, LightGBM, and SVM in terms of training and testing
times. However, when taking into account its detection rate, precision, F-
measure, FPR, and accuracy rates, the time taken by the proposed model
appears to be acceptable.
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4.9.2 Experiments on the SNMP dataset using DSBHED

The proposed DSBHED model was validated on the SNMP
dataset, which included the BFA attack and six types of DoS/DDoS
assaults. A subset of important features was determined using a multi-
class based HFR approach (10 features). To validate the effectiveness of
the model, we used all assessment measures as indicators. Tables (4.28)
and (4.29) demonstrate the effectiveness and efficiency of the DSBHED
model on the SNMP dataset. Figure (4.14) shows the performance of
DSBHED on SNMP dataset. While, Figure (4.15) depicts the confusion

matrix of the DSBHED model for multi-class assault detection.

Table (4.28): The Outcomes of the Proposed Model (DSBHED) based on the SNMP

Dataset
Classifier Accuracy Precision Recall
XGBoost 0.9997 0.9997 | 0.9998 | 0.9997 | 0.0002
GBM 0.9998 0.9997 | 0.9998 | 0.9997 | 0.0002
LR 0.9093 0.9123 | 0.9093 | 0.9089 | 0.0131
SVM 0.8801 0.8893 | 0.8802 | 0.8793 | 0.0171
DSBHED 0.9999 0.9998 | 0.9999 | 0.9998 | 0.0001
KNN HARD- LR B NB B SVM B
ENSEMBLE
M Accuracy M Precision M Recall F1-Score M FPR

Figure (4.14) Performance of DSBHED on SNMP Dataset.
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Confusion Matrix for the proposed model (DSBHED) on SNMP:
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Figure (4.15): The DSBHED Confusion-Matrix of SNMP Dataset.

Table (4.29): The Processing Time of the Proposed Model (DSBHED) based
on the SNMP Dataset

XGBoost 1.179 0.037
GBM 6.013 0.130
LR 0.196 0.085
SVM 0.246 0.076
DSBHED 1.201 0.135

Table (4.28) and Figure (4.14) display the evaluation results of the
DSBHED model, along with other classifiers such as XGBoost, GBM,
and etc. in detecting multi-class assaults on the SNMP dataset. Thanks to
the best subset of features obtained by our HFR approach, the DSBHED,
XGBoost, and GBM classifiers achieved good results across all
evaluation metrics. Table (4.29) displays the training time and testing
time for all baseline classifiers, including DSBHED. It indicates that the
testing time for DSBHED is slightly longer than other ML-based
techniques. However, this slight increase in testing time is acceptable
when considering the excellent performance of DSBHED across various
evaluation metrics such as accuracy, detection rate (recall), precision, F1-
Score, and FPR, as shown in Table (4.28). In addition, a model that
achieves a good balance between accuracy detection and computational
speed (training and testing times) ensures efficient and effective in terms
of IDSs.

111



Chapter Four Results and Discussion

4.9.3 Experiment on CICDD0S-2019 Dataset using DSBHED
To highlight the superiority of the proposed model in this
dissertation, we compared its performance with different ML-based
classifiers and previous studies carried out on the same dataset. Most
important of features was (15 features) obtained via our HFR. These
important features are then fed to the DSBHED to effectively identify
different DDoS attack types. It is observed from the empirical results
shown in Table (4.30) and Figure (4.16) that the proposed model,
DSBHED, performs better in terms of all evaluation measures. Whereas,
among all the base classifiers, SVM performs the worst in terms of all
classification measures. In addition, the proposed model achieves
promising results in comparison with the earlier studies. Therefore, the
DSBHED performs as the best classifier, which results in a more accurate
and stable model. Figure (4.17) presents the confusion matrix of the
DSBHED model for multi-class assaults detection on the CICDD0S-2019

dataset.

Table (4.30): The Outcomes of the Proposed Model (DSBHED) based on the
CICDD0S-2019 Dataset

KNN 0.9942 0.9942 0.9941 | 0.9941 0.0009
Hard-ensemble 0.9958 0.9956 0.9955 | 0.9955 0.0007
LR 0.8791 0.8805 0.8791 | 0.8765 0.0204
NB 0.8982 0.9033 0.8982 | 0.8966 0.0170
SVM 0.8764 0.8814 0.8764 | 0.8731 0.0208
DSBHED 0.9965 0.9964 0.9963 | 0.9963 0.0006
The study in [23] 0.8493 0.8465 0.8409 - -
The study in [100] 0.9834 0.9791 0.9848 | 0.9818 -
The study in [101] 0.9625 0.96 0.96 0.96 -

112



Chapter Four Results and Discussion

0.96
0.96
0.96
0.9625
00218
0.9848
0.9791
09834
0.9963
0.9963
0.9964
0.9965
08731
08764
0g214
0.8764
0.8966
08082
0.9033
0gag2
08765
0.8791
08805
08791
0.9955
0.9955
0.9956
0,0958
0.9941
0.9941
0.9942
0.9942

08409
08465
02403

m Accuracy
W Precision
m Recall
F1-Score
mFPR

B 002028
50017
B 00204
I 00007
I 0.0009

THESTUDY THESTUDY THESTUDY HARD- KHN
IN[101]  IN[100] IN[23] ENSEMBLE

o
m
=
m
=]
@
=
=
=
m
=
=

Figure (4.16) Performance of DSBHED on CICDD0S-2019 Dataset.

Confusion Matrix for the proposed model (DSBHED) on CICDDoS-2819:
BENIGH MS5QL NTP  SNMP UDP  Portmap 5YN

BENIGN 5675 8 @ @ 8 8 2

MSSQL 8 16665 22 @ 14 a 5

NTP 2 1 16341 1 3 a 95

SHMP a 1 1 19716 1 L5 a

upp 1 26 158 8 17837 L5 52

Portmap 19 a L a a8 17568 a

5YN a 2] 1 e 4] 8 17392

Figure (4.17): The DSBHED Confusion-Matrix of CICDD0S-2019 Dataset.

Table (4.31): The Processing Time of the Proposed Model (DSBHED) based
on the CICDD0S-2019 Dataset

Classifier Training Time (sec.) Testing Time (sec.)
KNN 2.020 63.183
Hard-ensemble 40.418 65.749
LR 12.062 0.027
NB 0.113 0.073
SVM 40.663 0.023
DSBHED 39.092 40.504

To further evaluate the effectiveness of the proposed model and
highlight the impact of the HFR approach, we calculated the training and
testing times for all ML models, as presented in Table (4.31). The
findings indicate that the DSBHED model requires more testing time

compared to the NB, SVM, and LR models. However, considering the
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evaluation metrics of detection rate, accuracy, precision, F1-score, and

FPR rates, this increase in testing time is reasonable and acceptable.
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Chapter 5

Conclusions and Future Works

5.1 Conclusions

IDSs

Although previous attempts aimed to enhance the effectiveness of

by utilizing different ML techniques, existing IDSs are remain

insufficient in terms of some measures. In this dissertation, we proposed
efficient and effective ML-based (OCBM) and DNN-based (FTDNN) IDS
models for binary detection of DoS/DDoS attacks against an SDN

platform. In addition, a developed soft-based heterogeneous ensemble

detection (DSBHED) model was proposed to detect multi-class attacks and

attain sufficient complementarity with strong generalization.

Due to empirical outcomes of proposed models, many conclusions

can be drawn:

1-

The proposed HFR approach can significantly reduce the number of
features required for binary-based detection task. Specifically, it
reduced 83% of the INSDN features, 74% of the SNMP features, and
87% of the CICDD0S-2019 features. For the multiclass detection
task, it was also effective in reducing the number of required
features. It reduced 83% of the INSDN features, 71% of the SNMP
features, and 83% of the CICDD0S-2019 features. These results
demonstrate the effectiveness of the HFR approach in reducing the
number of features required for effective detection, while
maintaining high levels of performance.

The proposed OCBM and FTDNN models have been validated on
four datasets, namely InSDN, SNMP, CICDDo0S-2019, and
CICIDS-2017. The results demonstrated that these models are
highly effective in identifying attacks across all evaluation metrics,

including accuracy, precision, detection rate, and F-measure with
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low FPRs while maintaining fast execution times. Hence, these
findings highlight the effectiveness of the proposed models in
detecting attacks on different datasets.

The performance of the DSBHED model was found to be very stable
and excellent for detecting multiclass attacks across the InSDN,
SNMP, and CICDD0S-2019 datasets. Compared with other studies,
the DSBHED model consistently demonstrated superior
performance. The ability to effectively detect multiclass attacks
makes it a valuable tool for intrusion detection.

In this dissertation, the best hyperparameters for the ML-based
proposed OCBM and DSBHED models are tuned using the grid
search optimization technique, GSCV. In contrast, the
RandomSearchCV (RSCV) technique is employed to design the best
structure of the FTDNN model along with its hyperparameters.
Carried out data preparing especially, removed non-essential
attributes, eliminated missing values, and noise, thereby providing
better training data.

In the context of DNN, using the three methods of dropout, batch
normalization, and early stopping helped to improve the
performance of the FTDNN model.

The stable performance of proposed models (OCBM, FTDNN, and
DSBHED) across different datasets make them strong candidates for

real-time detection processes.
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5.2 Future works

Some future works can be viewed below:

1-

Dataset: we plan to incorporate additional IDS datasets, including
the newly available loTdataset 2023, to expand the scope of our
research and enhance the diversity of attack scenarios explored.
Feature reduction: Trying to use other feature reduction algorithms
to select fewer important features as much as possible and compare
them with HFR model.

Classification approach: We intend to use other field of
classification such as unsupervised algorithms to compare it with the
proposed models on the same datasets.

Optimization techniques: Studying other algorithms such as
(Bayesian optimization algorithm, Genetic algorithm, and so on) to
optimize hyper parameters of the proposed models (ML-based and
DNN-based).

We plan to apply the proposed models in data centers which utilize
real SDN network. Furthermore, we aim to expand upon the current
study by enhancing its capabilities to include preventing multiple

types of attacks based on different rules.
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