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Abstract 

One significant challenge or problem in traditional networks is the 

method employed for load balancing. Typically, traditional networks rely on 

dedicated servers to perform load balancing tasks. These servers handle the 

complex task of distributing network traffic across multiple resources, and this 

approach has limitations in terms of flexibility and agility. The dissertation 

proposed using alternative modern approaches, such as Software-Defined 

Networking (SDN), to deal with the limitations present in traditional networks. 

Separating network control and data forwarding tasks establishes a centralized 

and programmed system to distribute network traffic based on dynamic 

conditions and policies intelligently.   

The dissertation proposed a new approach to load balancing in SDN 

networks by proposing an integrated three-model algorithm, KNN-MLQLRL, 

which combines Machine Learning with Multilevel Queue and Load Balancing 

Scheduling (ML-MLQLBS). This integration aims to create an intelligent 

dynamic load balancing model, thus enhancing the network's Quality of Service 

(QoS) and workload distribution. 

The proposed model comprises seven different stages. The initial phase 

encompasses generating, capturing, analyzing, and collecting packets to create a 

dataset, and the preprocessing stage is the second stage. Then, clustering 

methods are employed in the third stage to assign class labels. The fourth stage 

employs, the K-Nearest Neighbors (KNN) algorithm, to classify and predict 

priorities effectively. The fifth stage, on the other hand, uses the suggested 

Multilevel Queuing (MLQ) method to get priorities from the MLC and store 

them before sending them to servers. The proposed Load Balancing Scheduling 

(LBS) method is implemented in the sixth stage. This method uses a new 

algorithm called least Resource load (LRL) to determine which server has the 

least CPU and memory. Finally, the seventh stage is designing the proposed 
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model. This model includes the results from the previous stages and intelligent 

dynamic load balancing to distribute work among servers better. 

The proposed model was compared with six classical load-balancing 

algorithms based on four quality of service parameters: response time, latency, 

throughput, and load-balancing degree. The proposed model (KNN-MLQLRL) 

significantly improved in all parameters. The response time parameter in 

Dataset 1 achieved 20%, and in Dataset 2, it reached 15%. The latency 

parameter was 93% in Dataset 1, and in Dataset 2, it was 77%. The throughput 

parameter in Dataset 1 achieved 18%, and in Dataset 2, performance was 7%. 

Finally, the degree of load balancing parameter in Dataset 1 was 45%, and in 

Dataset 2, it was 38%. 
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1.1. Overview 

The impact of technological progress on internet traffic has been 

significant. As such, more efforts are needed to enhance the network's 

intelligence, efficiency, and reliability [1]. The existing limitations in adapting 

to fast expansion in conventional networks require developing more resilient 

infrastructure to effectively accommodate such growth [2]. Network 

management challenges are frequently encountered in conventional networks 

due to the inherent vendor-specific characteristics of network hardware 

components, such as switches, routers, and load balancers. Therefore, these 

devices exhibit interconnected data and control planes. The adaptability of their 

functionality is constrained unless they use network management systems 

specific to the vendor [3]. 

To deal with the constraints associated with conventional networks, 

researchers are using alternative approaches like Software-Defined Networking 

(SDN) [4]. SDN can encapsulate network design and infrastructure within 

programmable software, enabling deployment across various hardware and 

devices [5]. The abovementioned software effectively addresses the limitations 

inherent in conventional network systems. Moreover, the concept of SDN 

brings about the capability of programmability within the network 

infrastructure, enabling the configuration and operation of the network to be 

defined and altered through programming techniques [6]. 

Figure 1.1 presents a comprehensive depiction of both traditional and 

software-defined network topologies within a unified framework. SDN enables 

decoupling network functions from hardware devices specific to a particular 

vendor. Separating the control plane, which manages the actual forwarding of 

data packets, from the data plane, which decides on network traffic [7]. 
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Figure 1.1 SDN vs Conventional Networks Explained [7]. 

SDN is a networking approach that separates the functionality of physical 

network devices and centralizes the decision-making process within the control 

plane, as illustrated in Figure 1. The control plane encompasses all aspects of 

network intelligence, including packet forwarding and establishing network 

administration policies [8]. The architectural design of SDN enables efficient 

network management and scalability [9]. Implementing an SDN controller 

facilitates the centralized management of the entire network, leading to the 

streamlining of network architecture and the separation of network control from 

vendor-specific dependencies [10]. 

Load balancing, the process of distributing traffic across network devices, 

holds significant importance in network design and management [11]. A 

proficient load balancer enhances network parameters, including latency, 

response time, resource utilization, and throughput. Traditional networks often 

employ a dedicated server to perform load balancing [12], as depicted in Figure 

1.2. SDN load balancing can be set up in the SDN controller because it can be 
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programmed. It makes it easier and more accurate to add or remove rules or 

policies from the SDN flow table [13]. 

 

Figure 1.2  Load Balancing Models: A/Traditional Network B/ SDN Network [13] 

1.2. Problem Statement 

The primary challenge in SDN networks revolves around optimizing load 

balancing between servers and Quality-of-Service (QoS). It entails reducing 

response time and latency, increasing throughput, achieving a high degree of 

load balancing, enhancing resource location, and managing workload, among 

other servers. 
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1.3 Research Questions 

This dissertation's primary question is how to build an intelligent model to 

improve dynamic load balance and QoS in SDN networks. From this question, 

many sub-questions can be extracted: 

 What are the best techniques for clustering algorithms ? 

 Why do use the queue model in SDN networks ? 

 How can dynamic load balancing improve the quality of service ? 

 How to build an intelligent model to improve dynamic load balance and 

QoS in SDN networks 

1.4 Dissertation Aim and Objective 

This dissertation aims to develop an intelligent dynamic load balancing 

model that can enhance the quality of service and distribute workloads 

efficiently among servers in SDN networks.  

The objectives are to propose a model that reduces response time and 

latency, increase throughput, and optimize overall network performance. The 

achievement is attained by utilizing various objectives: 

• Create and determine the suitable number of clusters, and discover and 

treatment of noise within a given dataset. This objective is achieved by the 

proposed of integration of the Optics and GMM algorithms. 

• Addressing the problem of starvation of priorities. This objective is achieved 

by the proposed multilevel queue (MLQ) model. 

• Select optimal servers, This is achieved by proposing a dynamic load-

balancing scheduling algorithm based on the Least Resource Load (LRL) 

approach. 

• Optimizing workload between servers and Quality QoS. This is achieved by 

Implementing an intelligent Dynamic load balancing model. 
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1.5 Dissertation Contribution 

The analysis comprises seven different stages. The initial phase 

encompasses generating, capturing, analyzing, and collecting packets to create a 

dataset. Subsequently, the preprocessing stage is the second stage. Then, 

clustering methods are employed in the third stage to assign class labels. The 

fourth stage employs Machine Learning Classification (MLC), while the fifth 

stage utilizes the proposed Multilevel Queueing (MLQ) approach. The sixth 

stage implements the proposed Load Balancing Scheduling (LBS) technique. 

Lastly, the seventh stage involves the design of the proposed model, which 

incorporates the previous stages' findings and intelligent dynamic load 

balancing to enhance workload distribution across servers. 

1. The proposed method integrates Optics and GMM algorithms. The first 

algorithm (Optics) creates clusters and detects noise in datasets. The second 

algorithm, GMM, processes noise. Integrating these two methods works to 

create datasets, including class labels. 

2. It proposed a methodological contribution by implementing a multilevel 

queue (MLQ) model for organizing incoming network traffic. This system 

enhances queue management and minimizes delays by assigning different 

queues according to priority levels.  

3. Additionally, it develops and proposes two algorithms based on the principles 

of dynamic load-balancing scheduling. The initial algorithm uses the Least 

Resource Load (LRL) strategy. The present model assesses network servers by 

considering their CPU and memory loads, with a selection for servers 

displaying the lowest load. The second algorithm integrates the Least 

Connection (LC) algorithm with the LRL approach to create (LCLRL). 

4. The primary objectives of this dissertation are to enhance the performance of 

the SDN load balancing environment by reducing response time and latency and 

increasing throughput. Implementing the suggested intelligent model, which 
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combines various algorithms with machine learning and a framework for 

multilevel queue and load balancing scheduling (ML-MLQLBS). 

1.6 Related Work 

This section explains the most important previous studies on traffic 

classification and load balancing techniques in SDN, as well as the most critical 

parameters and simulations used in SDN networks., and divide into three 

partitions:  

1.6.1 Traffic Classification in SDN  

This section reviews existing literature and examines the various 

methodologies and approaches employed in traffic classification. These 

methodologies involve data generation, analysis, collection, and pre-processing. 

In addition, it discovers and identifies the essential algorithms to create 

clustering for datasets, focusing on identifying the most crucial classification 

algorithms. 

1- In this study, the authors [14] propose an SDN controller model with 

machine learning methods to detect and forward large traffic. This study will 

simulate elephant flow detection using supervised machine learning methods 

such as Naive Bayes (NB), K-Nearest Neighbors (KNN), Logistics Regression 

(LR), Support Vector Machine (SVM), and Decision Tree (DT). DT and KNN 

algorithms are the best machine learning methods for elephant flow detection, 

with 99% accuracy. 

2- The authors [15] use feature extraction and classification techniques to 

analyze real-time traffic in SDN. Use of DDoS attack traffic to extract the 7 

most relevant features and employed for training and testing classifiers. Several 

well-known classifiers, such as  SVM, Random RF, KNN, XGBoost, and Naive 

Bayes NB. Specifically, the SVM achieves performance rates of 99.398%, 

99.413%, 99.397%, 0.718%, 0.995, and 99.400% for these metrics. 
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3- In their publication, the authors [16] provide a traffic classification approach 

inside the architecture of a SDN. Six statistical features are included in the 

training of the Variational Autoencoder (VAE) through the use of Wireshark 

and Internet services. The suggested strategy has an accuracy rate of 89% on 

average. Comparing the remaining algorithms, it was discovered that they 

outperformed traditional statistics-based classification techniques like MLP, 

AE+MLP, VAE+MLP, and SVM by 52%, 47%, 39%, 59%, and 26%, 

respectively. 

4- In this study, the authors [17] Create and implement a machine learning-

based system that identifies mice and elephants early on. It made it possible to 

use Wireshark to record, analyze, and categorize network traffic before 

preprocessing and organizing the gathered information. The decision tree 

classifier proved to be the most successful algorithm, displaying a 100% 

confidence level, after the following machine learning models were trained: 

logistic regression, SVM, RF, linear discriminant analysis (LDA), KNN, Naive 

Bayes Gaussian (NBG), and DT. 

5- The authors [18] the TCP/IP Traffic Flows dataset, which was used in this 

investigation, was downloaded from Kaggle. It uses a subset of six features that 

were taken out of the dataset to create a priority classification. It has 3,577,296 

rows and 84 features in total. It made use of the RF, Extra Tree, KNN, and 

XGBOOST classification algorithms. The comparison of these methods showed 

accuracies of 97.5, 95.1, 93.6, and 79.5, in that order. Develop a machine 

learning-based proactive rerouting scheme (MLPRS) that uses dynamic load 

balancing in a real-time network topology to enhance the QoS. Compared to the 

default SDN configuration, the MLPRS has shown a significant improvement in 

performance, with a 3.7% increase in throughput and a 3.6% increase in 

bandwidth. Table 1.1 summarizes key findings from various studies on traffic 

classification in SDN environments. 
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Table 1.1. Summary of the related works on traffic classification 

Ref. Approach Algorithms 

Compared 

Dataset/ 

Environment 

Result/ 

Accuracy 

Pros  Cons 

[14] SDN-based 

traffic 

classification 

using machine 

learning 

NB, KNN, 

LR, SVM, 

DT 

Diverse 

network traffic 

from D-ITG 

DT and 

KNN: 99% 

Files are 

manually 

generated and 

not real 

Generation of 

various 

applications in  

network traffic    

[15] Feature 

extraction and 

classification in 

real-time SDN 

traffic analysis 

SVM, RF, 

KNN, 

XGBoost, NB 

Traffic data 

with 7 features 

SVM: 

99.398% 

Traffic 

representation 

based on seven 

features 

Classification 

based on analysis 

of real-time 

traffic 

[16] Traffic 

classification in 

SDN using VAE 

MLP, 

AE+MLP, 

VAE+MLP, 

SVM 

Statistical 

features of 

network flows 

Proposed 

method: 

89% 

Utilizes limited 

features 

Statistical 

features 

collected of 

network flows 

from real-world 

[17] Machine 

learning-based 

system for early 

detection of 

elephants and 

mice in SDN 

LR, SVM, 

RF, LDA, 

KNN, NBG, 

DT 

Network 

traffic data 

Decision 

tree 

classifier: 

100% 

Binary 

classification 

(mice or 

elephants) 

 

 

System based on 

a calculation of 

dynamic 

threshold 

[18] ML-based 

proactive re-

routing scheme 

for QoS 

improvement in 

SDN 

RF, Extra 

Tree, KNN, 

XGBOOST 

Kaggle, 

TCP/IP Traffic 

flows 

RF: 97.5% Calculate only 

two ,metrics 

(Throughput, 

Bandwidth) 

Classification 

based on analysis 

of real-time 

traffic 

 

1.6.2 Load Balancing Techniques in SDN 

Section two reviews existing literature and examines the modern 

methodologies and approaches employed in load balancing for SDN. These 

methodologies include knowledge of the latest proposed methods and 

algorithms in handling load distribution in SDN networks. 
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1- In this study, the authors [19] introduced a new technique called the Multiple 

Regression-Based Searching (MRBS) algorithm with the goal of improving the 

Data Center Networks' (DCNs') server selection and routing paths' performance. 

This analytical technique utilizes server data parameters, including load, 

response time, bandwidth, and server usage. The algorithm that is being 

considered mitigates time and delay by over 45 %. It shows an 83% increase in 

server usage over traditional techniques. 

2- The authors [20] provided a theoretical foundation for load-balancing, 

scaling, and monitoring modules used in SDN networks. To help  OpenFlow 

switches (OFS) in the task of load-balancing network traffic to and from virtual 

network function (VNF) clusters, the suggested method makes use of the 

SDN controller. The CPU's load-balancing strategy successfully reduced 

imbalances, with an average variation of less than 10%. 

3- In their publication, the authors [21] To optimize the routing strategy for 

SDN, introduce GNN-DRL, an intelligent routing algorithm. In comparison to 

OSPF, ECMP, and EARS intelligent routing algorithms, the comparative 

analysis results show that GNN-DRL achieves a reduction of 13.92% in 

maximum link utilization and a decrease of 9.48% in end-to-end delay. 

4- In this study, the authors [22] recommend utilizing deep reinforcement 

learning (DRL) to enhance SDN network routing optimization by determining 

the optimal link weights for effective network traffic distribution, reducing 

delay and packet losses The authors propose an M/M/1/K queue network model 

as a solution to the problem of DRL's extended learning time due to topology 

changes. The improvement is apparent in lower end-to-end latency and reduced 

packet loss at switches, according to the simulation results. 

5- In this study, the authors [23] explain the use of Improved Ant Colony 

Optimization (IACO) in SDN networks to manage dynamic load balancing. 

Flow table distribution, network topology awareness, status collection, and the 

basic load-balancing algorithm are the four separate modules that together make 
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the structure of the load-balancing system, which is based on the IACO. By 

dynamically modifying the routing strategy in response to variations in network 

link traffic and server utilization, the results demonstrated that IACO-LB 

effectively manages the load balancing problem. 

6- The authors [24] Provide a new method based on a heuristic that combines 

deep learning and reinforcement learning methods. Finding the perfect amount 

of controllers and locations dynamically is a part of it. The main objective is to 

reduce the Control Load (CL), Intra-Cluster Delay (ICD), and Intra-Cluster 

Throughput (ICT) as well as the controller's response time, which is defined as 

the time delay between the control panel and the switches. In particular, the 

experimental results improved response time and resource usage, which 

improved network performance.  

7- In this study, the authors [25] propose a new technique for enhancing 

bandwidth management in peer-to-peer applications running on SDN networks 

by utilizing the Random Forest algorithm. When compared to the existing 

bandwidth allocation techniques, the experimental results indicate that the 

proposed framework has the capability to greatly improve the QoS. In terms of 

success rate, throughput, response time, etc. 

8- The authors [26] provide a description of load balancing scheme called Load 

Balancing by Optimizing Resource Utilization (LBORU). This scheme uses 

multi-parameter metrics, such as CPU load, I/O Read, I/O Write, Link Upload, 

and Link Download, to schedule connections and monitor real-time server load 

indicators. Experiments indicate that the LBORU mechanism, which keeps 

track of CPU values and network resource demand, performs better when 

related to server load balancing than the other methods (R, RR, LBBSRT). 

9- In this study, the authors [27] propose a new genetic load balancing 

algorithm (GLBA) that is specifically developed for use in multimedia 

applications. When compared to alternative algorithms (WRR, dynamic server, 

and LBBSRT), the suggested technique reduces end-user response time while 
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increasing throughput by efficiently distributing the load across numerous 

servers. Table 1.2 summarizes key findings from various studies on load 

balancing techniques in SDN environments. 

Table 1.2. Summary of the related works on load balancing techniques 

Ref. Approach Algorithms 

Compared 

Dataset/ 

Environmen

t 

Result/ 

Accuracy 

Pros  Cons 

[19] Multiple Regression-

Based Searching 

(MRBS) algorithm for 

server selection and 

routing path 

optimization in DCNs 

Conventiona

l algorithms 

Data Center 

Networks 

(DCNs) 

MRBS: Delay 

and time 

reduction by 

45%, Server 

utilization 

83% 

Calculate 

only two 

metrics 

Traffic 

prediction, 

server 

utilization 

[20] Theoretical framework 

for SDN with 

monitoring, scaling, 

and load-balancing 

modules 

SDN 

controller, 

OpenFlow 

switches 

Testing and 

experimentati

on 

Load 

balancing with 

<10% average 

deviation 

QoS 

parameters 

are not 

calculated 

The system 

incorporates 

adaptive load 

balancing, 

scalability, 

and 

monitoring. 

[21] GNN-DRL intelligent 

routing algorithm for 

SDN 

OSPF, 

ECMP, 

EARS 

Network 

topology data 

GNN-DRL: -

13.92% link 

utilization, -

9.48% end-to-

end delay 

Calculate 

only two 

metrics 

Utilizing an 

intelligent alg

orithm for 

route 

calculation 

[22] SDN and DRL-based 

routing optimization 

conventional 

hop-count 

routing, a 

traffic 

demand-

based RL 

algorithm 

Simulation 

with different 

network 

topologies 

Improved 

network 

performance 

Calculate 

only two 

metrics 

Enhance the 

end-to-end 

delay and 

minimize 

packet loss. 

[23] Improved Ant Colony 

Optimization (IACO-

LB) for dynamic load 

balancing in SDN 

Multi-path 

and path 

server traffic 

scheduling 

algorithms 

Network 

connection 

and server 

metrics 

IACO-LB 

successfully 

handles load 

balancing 

load 

balancing 

based on the 

server side 

only 

Dynamic load 

balancing 

system 

comprises 

four distinct 

modules 
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[24] Heuristic with 

reinforcement learning 

and deep learning 

N/A Multi-

Controller 

and Data 

Center 

Proposed 

framework 

improves 

response time 

and resource 

utilization 

Calculate 

only two 

metrics 

Involve the 

utilization of 

multiple 

controllers. 

[25] Random Forest 

algorithm for 

bandwidth management 

in P2P applications 

using SDN 

Bandwidth 

allocation 

algorithms 

Bandwidth 

usage, 

network 

reconfigurati

on 

Proposed 

framework 

improves QoS 

Calculate 

only one 

metric 

Improve 

technique 

allows for the 

decentralized 

distribution of 

data. 

[26] Load balancing scheme 

using real-time server 

load indicators and 

multi-parameter 

metrics 

CPU load, 

I/O Read, 

I/O Write, 

Link 

Upload, and 

Link 

Download 

Data Center 

include Multi 

Servers 

Outperforms 

existing load-

balancing 

schemes 

load 

balancing 

based on the 

server side 

only 

Workload 

distribution 

efficiency, 

employing 

multi-

parameter 

metrics 

[27] Genetic load balancing 

algorithm (GLBA) for 

multimedia 

applications 

Server load, 

weighted 

round robin, 

dynamic 

server, 

LBBSRT 

Data Center 

include Multi 

Servers 

GLBA aims to 

enhance 

throughput and 

reduce 

response time 

load 

balancing 

based on the 

server side 

only 

Dynamic load 

balancing 

 

1.6.3 Load Balancing Metrics (LB- Metrics) 

The subsequent section, will discuss the present evaluation of load 

balancing. The findings presented in Table 1.3 from extensive research on LB-

Metrics indicate that the taxonomy for the parameter category includes 30 

parameters, as shown in Figure 1.3. 
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Table 1.3 Essential Research in LB- Metrics 

S Ref 

Related only about LB-Metrics 

Taxonomy 
Parameters 

Number 
Summary 

Current 

Studies 

Percentage 

Analysis 

Chart 

Simulations 

Platform 

1 [82] × 9 √ × × × 

2 [82] × 19 √ √ √ √ 

3 [03] √ 16 × √ √ × 

4 [03] × 21 √ √ √ × 

5 proposed √ 30 √ √ √ √ 

 

 

Figure 1.3: Taxonomy of LB-Metrics 

The current study investigates an important part, including the current 

research on metrics employed in load balancing for SDN networks, which 

includes 41 research papers, as presented in Table 1.4 
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Table 1.4: Current Studies for LB-Metrics 
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Frameworks 

[32]   ⁕                   ⁕                                     MATLAB 

[33]     ⁕ ⁕                                         ⁕           Python 

[34] ⁕ ⁕         ⁕     ⁕                                         
Mininet/ 

Java 

[35] ⁕                   ⁕                                       Mininet /C++ 

[36] ⁕                           ⁕ ⁕                             General 

[37]     ⁕                                             ⁕ ⁕       MATLAB 

[38]   ⁕ ⁕                                                       Mininet/ Python 

[39]                 ⁕                       ⁕                   Mininet/ Python 

[40] ⁕               ⁕                       ⁕                   Mininet/ Python 

[41] ⁕     ⁕   ⁕     ⁕               ⁕       ⁕                   Mininet/ Python 

[42]     ⁕                                     ⁕                 Mininet/ Python 

[43]     ⁕                 ⁕                                     Juniper/C++ 

[44]                 ⁕ ⁕                                         General 

[45]                                           ⁕                 HetNet 

[46]     ⁕                 ⁕                                     iFogSim/Java 

[47]     ⁕   ⁕                       ⁕                           Mininet/Java 

[48] ⁕ ⁕     ⁕                       ⁕             ⁕             Mininet/Java 

[49] ⁕                                       ⁕                   Mininet/Java 

[50]                 ⁕   ⁕                   ⁕                   Mininet/Java 

[51]                 ⁕   ⁕         ⁕                             Cloudsim/Java 

[52]     ⁕         ⁕                                             Mininet/Java 

[53] ⁕             ⁕                 ⁕                 ⁕         Mininet/Java 

[54]                           ⁕                       ⁕         Python 

[55]                 ⁕   ⁕                                       Mininet/Java 

[56] ⁕ ⁕                                               ⁕         SimPy/ Python 

[57]   ⁕                             ⁕   ⁕       ⁕               Mininet/Java 

[58]   ⁕                             ⁕                       ⁕   Mininet/ Python 

[59]                                       ⁕                     Not Clear 

[60]                                             ⁕               Use of Statistics 

[61]                         ⁕                         ⁕   ⁕     NS-3/ Java 

[62]   ⁕         ⁕     ⁕                                         C++ 

[63]   ⁕                               ⁕                         Mininet/Java 

[64]                 ⁕           ⁕ ⁕                   ⁕         Cloudsim/Java 

[65]   ⁕             ⁕             ⁕                             Not Clear 
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[66]                       ⁕     ⁕                               MATLAB 

[67] ⁕                   ⁕                                       C 

[68]   ⁕                                               ⁕         Mininet/Java 

[69] ⁕   ⁕   ⁕       ⁕         ⁕     ⁕                 ⁕         Mininet/Java 

[70]   ⁕                                           ⁕   ⁕         Mininet/Java 

[71]             ⁕                                     ⁕         Mininet/ Python 

[72] ⁕   ⁕                                           ⁕         ⁕ NS2/Java 

 

1.6.3.1 Analysis of the LB-Metrics 

It is imperative to understand the key parameters that the dissertation 

must consider when evaluating network performance following load balancing 

implementation in SDN networks. Based on the data presented in Table 1.4, 

Table 1.5 provides statistical information for the parameters. In general, eight 

parameters of highest significance and extensive utilization have emerged. 

Table 1.5: Statistical analysis of LB-Metrics based on Table 1.3 

S Metrics Total of Use Percentage 

1 Throughput 12 10.6% 

2 Overhead 12 10.6% 

3 Degree of LB 11 9.7% 

4 Latency 10 8.8% 

5 Response Time 9 8% 

6 Packet Loss Rate 7 6.2% 

7 Resource Utilization 5 4.4% 

8 Transaction Time 5 4.4% 

9 Others 42 37% 

In Figure 1.4, the current studies illustrate LB-Metrics distribution, 

including Throughput, Overhead, Degree of LB, Latency, Response Time, 

Packet Loss Rate, Resource Utilization, Transaction Time, and Others. These 

metrics are included in the ratios: 10.6%, 10.6%, 9.7%, 8.8%, 8.0%, 6.2%, 

4.4%, 4.4%, and 37%, respectively. According to Table 1.4, Figure 2.8 depicts 

the simulation platforms and percentages for LB-SDN. 
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Figure 1.4:Percentage of  LB-Metrics based on Table 1.5 

 

 

Figure 1.5:Percentage of the simulation platforms used in SDN Network based on Table 

1.4 
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1.7 Dissertation Outline 

The subsequent sections of the dissertation are organized as follows: 

Chapter Two: Presents a comprehensive overview of traffic classification, 

preprocessing, and load Balancing (LB) principles. A comprehensive overview 

of each unit's critical clustering and classification algorithms, the primary 

factors influencing their effectiveness, and a selection of evaluation metrics 

employed. 

Chapter Three: Comprehensively explains the primary procedures involved in 

data generation and collection, including preprocessing and creating dataset 

labels. It also discusses the development of a learning model based on machine 

learning algorithms, as well as the design of an integrated model that combines 

Machine Learning (ML) with Multilevel Queue modeling (MLQ) and Load 

Balancing Scheduling (LBS). This integrated model, ML-MLQLBS, is 

proposed as a solution. 

Chapter Four: It analyses the utilization of the proposed model on two 

datasets. The first dataset is generated using unreal files, while the second uses 

real files from Facebook. This chapter also presents the discussion and 

experimental results of implementing the proposed model on these datasets. 

Chapter Five: This dissertation presents the conclusions and recommendations 

for future work. 
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2.1 Overview 

This chapter introduces the theoretical concepts in this dissertation by 

presenting the concept of SDN and architecture design and discussing the 

necessary OpenFlow protocol. Explain stages of network data collection and 

data preprocessing. Highlighting the most critical clustering and classification 

algorithms, and an overview of the different methods used to assess the 

effectiveness of machine learning models such as validation set, calculating of 

accuracy, and performance metrics. Discussion of types examining traffic 

management in an SDN comprehensively. Analyzes recent research studies and 

the taxonomy of LB in SDN, such as classification, algorithms, techniques, and 

metrics. This research provides a comprehensive, state-of-the-art survey of LB 

in SDN according to LB-Classification, LB algorithms, LB-Techniques, and  

LB-Metrics. Finally, explain the mathematical methods used for the 

computation of significant parameters.  

2.2 SDN Overview 

SDN is a modern networking framework that reduces network 

management using a programmable software controller [73]. According to [74], 

the central view can enhance the controller's ability to efficiently and flexibly 

manage network flows.  

SDN eliminates the need for separate control and data planes by 

implementing a single software controller capable of managing the entire 

network [75]. The controller can make decisions more directly and efficiently 

distribute these decisions to forwarding devices [76]. SDN protocols such as 

ForCES, OpenFlow, and HyperFlow facilitate the transmission of control 

packets from the controller to the switches, which allows the controller to 

control its logic [77]. 
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2.2.1 The Design of SDN 

The described network architecture enhances programmability and 

flexibility by separating network management, routing, and switching tasks 

from physical hardware components, such as routers and switches . SDN 

management is crucial in enhancing network configuration, performance, and 

monitoring capabilities [78], as depicted in Figure 2.1. 

The SDN architecture is composed of the following components: 

The application plane represents a network's applications, which serve as user 

interfaces and SDN applications [79]. 

The SDN architecture facilitates the rapid and effortless development of 

supplementary services and applications, thereby enabling the generation of 

new services [80]. This layer encompasses load balancing, routing, policy 

enforcement, and other specialized applications for enhancing network resource 

services. 

The control plane includes the layer where SDN intelligence is housed. The 

SND controller is responsible for managing and controlling the various 

operations and functionalities of the network. For example, the controller is 

responsible for executing all policies, making suitable decisions regarding 

packet forwarding, and implementing infrastructure rules [80]. The control 

plane is typically characterized by its conceptual centralization, centralized 

operation, and physical dispersion, aiming to enhance scalability and reliability 

[81]. The Northbound application programming interfaces (APIs) facilitate 

communication between the application and control planes [82]. Application 

programming interfaces (APIs) frequently exhibit an open-source nature, 

enabling enhanced adaptability as they can be consistently changed to adapt to 

particular needs . 

The data plane, or infrastructure plane, includes the network equipment that 

facilitates data transmission, including routers, switches, servers, and bridges 

[83]. Southbound application programming interfaces (APIs) make it easier to 
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connect the most frequently used data and control planes of the OpenFlow 

protocol [84]. 

 

Figure 2.1: Software-Defined Networking (SDN) Architecture [84] 
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2.2.2 OpenFlow Technology 

OpenFlow is a set of protocols that facilitate enhanced communication on 

both the control and data planes [85]. The standardization of OpenFlow was 

first carried out by the Open Networking Foundation (ONF), subsequently 

leading to its adoption by significant players in the information and 

communications technology (ICT) sector, such as Cisco, HP, and Google [86].  

OpenFlow enables the SDN controller to manage the distribution of 

network traffic effectively, implement load balancing mechanisms, enforce 

security measures, and ensure Quality of Service (QoS) across data plane 

devices [87].  

The southbound application programming interface (API) facilitates the 

exchange of information between devices that are connected to SDN controller 

[88]. OpenFlow enables the direct configuration of network devices and 

switches. For example, OpenFlow facilitates the transmission of network flow 

regulations to switches and enables access to the flow table [89]. The SDN 

controller facilitates rapid network modifications due to its programmable 

nature. 

2.2.3 The OpenFlow Architecture 

The OpenFlow protocol is widely recognized as one of the most essential 

protocols in SDN [89]. The OpenFlow network architecture consists of three 

fundamental components: an OpenFlow controller, an OpenFlow switch, and an 

OpenFlow protocol  [90]. Figure 2.2 depicts how information is exchanged 

between a SDN plane and a data plane.  

The OpenFlow protocol facilitates the exchange of information by 

separating network components . Upon receiving a packet, an OpenFlow switch 

proceeds to examine the contents of the packet's header and then compare them 

to corresponding fields within the entries of the flow table [91]. If the packet 

header corresponds to an entry, the switch will conform to the directed 
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instructions or actions specified in the flow entry, which may include the 

forwarding of packets. If a corresponding entry is not found, the switch will 

execute the instructions specified in the flow entry for table miss [92]. 

 

Figure 2.2 : Open Flow Architecture [90] 
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2.3 Network Data Collection and Analysis Framework 

The utilization of various methodological frameworks enables researchers to 

construct significant datasets that effectively show network behavior in real-

world scenarios. The method includes three fundamental stages: traffic 

generation, traffic capture, and traffic analysis and data collection.  

2.3.1 Traffic Generation  

Two distinct categories of file transfers exist, namely static files and 

dynamic files [93]. The initial category pertains to situations where the data size 

is predetermined and remains constant, such as a 1-megabyte or video file. The 

second category refers to instances where changes occur in the size or content, 

such as including a query parameter within a URL or the execution of a 

database query. 

2.3.2 Traffic Capturing 

The classification of internet traffic holds significant importance in 

network management, security, and quality of service (QoS) optimization. Over 

the years, various methodologies have been devised to efficiently categorize 

internet traffic [94]. The researcher provides an analysis of several prominent 

and extensively utilized methodologies for classifying internet traffic that are 

used in packet capture and classification into four types: 

- Port-Based Approach: The port-based approach is widely regarded as the 

oldest and most prevalent method for traffic classification. This approach 

involves analyzing the communication ports utilized in the TCP/UDP header 

and establishing their correlation with established TCP/UDP port numbers [95]. 

- Statistical Approach: Statistical classification methods such as Wireshark are 

employed to analyze network traffic by leveraging various statistical features 

and metrics. Characteristics encompass packet size, inter-arrival times, packet 

counts, and flow duration [96]. Machine learning algorithms and statistical 

techniques are commonly employed in constructing models capable of 

classifying traffic based on the features above [97]. Statistical methods prove 
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highly advantageous in analyzing extensive network data, necessitating 

automated classification techniques. 

- Pattern Matching Approach: The classification process entails identifying 

distinct patterns or signatures within network traffic to determine the specific 

application or protocol. The methodology employed in this approach is based on 

pre-established patterns or rules that align with recognized applications or 

services. Deep packet inspection (DPI) is a commonly utilized technique in 

pattern matching, whereby the contents of packets are carefully examined to 

find distinct patterns exclusive to specific applications [98]. 

- Protocol Decoding Approach: The protocol decoding methodology entails 

the examination of the content and structure of network packets to determine the 

underlying protocols being utilized. The process frequently involves analyzing 

packet headers and payloads to identify distinct protocols. This approach can 

identify protocols, such as TCP, UDP, HTTP, FTP, etc., by analyzing the 

header information [99]. 

2.3.3 Traffic Analysis and Data Collection  

Following the capture of the packets, they are subjected to analysis to 

extract valuable information and gain insights. In this phase, the collected data 

is analyzed, wherein diverse attributes are identified, including traffic patterns, 

utilized protocols, packet sizes, error rates, and other pertinent statistical 

measures. The analysis process aids in comprehending the behavior of 

networks, recognizing deviations from the standard, and identifying potential 

issues or weaknesses [100]. 
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2.4 Data Preprocessing 

Data preprocessing is a crucial step in data analysis, as it involves 

transforming raw data into well-structured datasets. This transformation is 

necessary to ensure that data analytics techniques can be effectively applied to 

the data. The dataset requires data preprocessing techniques to eliminate 

irrelevant and redundant data.  

Data preprocessing is the initial and crucial stage in data analytics. The 

most crucial preprocessing stages involve data cleaning, integration, 

transformation, and reduction. The primary objectives of data preprocessing 

involve removing irrelevant data and establishing consistency in data 

representations [101]. 

2.4.1 Data Cleaning  

It refers to discovering and fixing errors, inconsistencies, and errors 

within a given dataset. It could include duplicate events. Data cleaning 

techniques such as filling in missing values, identifying outliers, removing 

inconsistent data, and removing noise are essential in data analysis so that 

analysts can verify the accuracy and consistency of the information, thus 

improving the accuracy and value of their research [101]. 

2.4.2 Data Integration 

It involves systematically combining data from various sources into a 

single file. Diverse sources frequently exhibit variations in data formats and 

designations. Data integration tackles these gaps to create a comprehensive 

dataset. This procedural measure helps prevent the occurrence of data gaps and 

facilitates a comprehensive examination of the information at hand [101]. 

2.4.3 Data Transformation 

Refers to the systematic process of converting raw data into a structured 

format suitable for utilization in research tasks. This process includes various 

techniques such as normalization of numerical values, encoding categorical 

variables, and applying mathematical transformations to enhance the 
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interpretability and usability of the data. Modifying the data ensures that all 

variables are subjected to equal and consistent treatment throughout the research 

[101]. 

2.4.4 Data Reduction 

It aims to decrease the size of a dataset while retaining its essential 

information. The existence of a significant quantity of information that could 

create challenges for computational processing may produce beneficial results. 

Methods such as feature selection and dimensionality reduction aid in the 

simplification of information while retaining crucial insights [101]. 

2.5 Applications of Machine Learning in SDN 

SDN has significantly transformed network flexibility, agility, and 

programmability. Machine learning (ML) is a methodology employed within 

SDN architecture to enhance network functionalities and non-functional 

parameters, including performance, security, etc. ML is a theoretical framework 

containing three fundamental elements: the model, parameters, and the learning 

system. The model is capable of making predictions and identifying patterns. 

The parameters refer to the signals or factors that the model utilizes to enhance 

its performance in terms of prediction or classification. The learning system is a 

computational framework for training, evaluating, and testing models using 

designated training and test sets [102]. 

Machine learning (ML) provides decision-making capabilities for 

computing systems, enhancing their intelligence. This capability can be utilized 

in SDN across various applications, particularly in the control layer, where it 

serves as the decision-making entity within the SDN architecture [103]. 

Machine learning (ML) has been employed to enhance network 

performance, improve security measures, optimize Quality of Service (QoS), 

and deal with various ineffective elements within the framework of SDN.  
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2.5.1 Unsupervised learning (UL) 

One significant distinction between the Unsupervised learning (UL) and 

Supervised learning (SL) models is based on their utilization of known values as 

supervisory signals. SL is a machine-learning approach that utilizes labeled data 

to determine patterns and train a model to assign labels to data. This approach is 

frequently utilized when labeling costs are high or labeling could be more 

helpful. UL can be divided into three broad categories in data analysis: 

clustering, signal decomposition, and neural networks [104]. 

Clustering is a well-established subfield of unsupervised learning (UL) 

that aims to identify distinct subgroups within a raw, unlabeled dataset based on 

similarities and dissimilarities in their features. Various clustering techniques 

are classified based on different criteria. These include Partitioning Algorithms, 

such as K-means; Density-Based Algorithms, such as DBSCAN and OPTICS; 

Hierarchical Algorithms, such as BIRCH; and Distribution-Based Algorithms, 

such as Gaussian Mixture Models (GMM), among others [105]. 

2.5.1.1 K-means Algorithm 

The K-means algorithm is widely recognized as a prominent iterative 

clustering method in partitioning algorithms. The K-means algorithm iteratively 

adjusts the cluster centers to minimize the total within-cluster variance based on 

the user's selection of the desired number of cluster centers [106].  The K-

Means algorithm necessitates the specification of the number of clusters as an 

input parameter, and it exclusively identifies spherical clusters. This shape is 

not conducive to representing reality [107]. 

 

Limitation: 

- Specifying the number of clusters ('k') is necessary. 

- The sensitivity to the initial location of centroids can result in varying 

outcomes across multiple runs. 
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- The assumption made in this study is that the clusters are spherical and have 

equal sizes. 

- The presence of outliers can influence the centroids, resulting in their 

movement from the central positions of the clusters. 

2.5.1.2 DBSCAN Algorithm 

The Density-Based Spatial Clustering of Applications with Noise (DBSCAN) 

algorithm is a density-based clustering method that distinguishes between low 

and high-point density regions. Two density parameters determine the allocation 

of points, which place them into one of three distinct categories. The presence 

of core and border points facilitates the formation of different clusters. There are 

significant challenges and difficulties in using the global density parameter in 

DBSCAN to detect clusters that reliably display significant differences in 

density [106]. The algorithm functions using two primary parameters: 

- Eps: refers to the radius determining the maximum distance within which a 

designated number of points must be located to establish a high-density region. 

- Min_samples: represents the least quantity of nearby points that must be 

present within the specified radius "eps" to establish a dense area. 

2.5.1.3 OPTICS Algorithm 

The Ordering Points Identify to Clustering Structure (OPTICS) algorithm 

is a density-based clustering method that does not necessitate the specification 

of the number of clusters as an input parameter. Random-shaped clusters can be 

effectively managed [107]. 

The OPTICS algorithm successfully addresses the challenges within the 

DBSCAN algorithm in the global density parameter by reliably detecting 

groups that display significant differences in density. The OPTICS approach 

operates similarly to an extended DBSCAN algorithm, accommodating an 

infinite number of distance parameters smaller than a global distance parameter, 

capable of being assigned an infinite value [106]. 
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Limitation: 

- Sensitivity Analysis of Parameters: Although the OPTICS algorithm does 

not necessitate a fixed radius parameter (eps) specification, it is still dependent 

on the min_samples and xi parameters.  The selection of these parameters can 

substantially impact the outcomes of the clustering process., hence impacting 

the accuracy of cluster classification. 

- Impact of High-Dimensional Data: As with many clustering algorithms, 

OPTICS' performance can degrade in high-dimensional spaces due to the curse 

of dimensionality.  The interpretation of density changes becomes more 

complex, and distance-based computations might not accurately capture the 

actual density relationships. 

- Cluster Shape and Density Variations: Although OPTICS has greater 

flexibility than specific other algorithms in its ability to handle diverse cluster 

shapes and densities, it may encounter difficulties when dealing with irregular 

cluster shapes or significant overlap in densities across different clusters. 

2.5.1.4 GMM Algorithm 

The Gaussian Mixture Model (GMM) algorithm is a distribution model-

based approach that utilizes a unique approach to represent the dataset as a 

mixture of normal distributions. A GMM tends to cluster the data points from a 

singular distribution together. In contrast, The K-Means algorithm generates 

clusters that exhibit a spherical shape [107]. 

GMM algorithm can handle noise by redistributing it among the 

remaining clusters using the Gaussian distribution [108]. 

Limitation: 

- Assumption of a Gaussian Distribution: The GMM assumes that the data 

points belonging to each cluster follow a Gaussian distribution; the GMM 

cannot effectively represent the data. 

- Number of Components: Determining the most suitable number of 

components (clusters) is challenging. Poor selection of components may result 
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in a problem of underfitting, while an excessive number of components might 

give rise to the issue of overfitting. 

- Curse of Dimensionality: Similar to other clustering techniques, the 

performance of GMM in high-dimensional spaces results from increased data 

sparsity. 

2.5.2 Supervised learning (SL) 

Supervised learning is an approach to machine learning in which an 

algorithm can make predictions and evaluations by utilizing labeled training 

data. Supervised learning involves the utilization of an algorithm that is 

presented with a dataset that includes input data, which contains features, and 

the corresponding desired outputs, which encompass labels or target values. 

Supervised learning aims to acquire knowledge of the functional relationship 

between the input data and the intended outputs. Supervised learning problems 

can be categorized into two main groups: regression problems and classification 

problems. While unsupervised learning refers to a machine learning approach in 

which only input data is available, without any corresponding output variables 

[109]. 

Regression problems involve the task of predicting a continuous output 

variable. The algorithm learns knowledge of a function that establishes a 

correspondence between the input data and a contiguous set of values [110].  

Classification problems involve predicting a discrete output variable or 

class label. The algorithm learns knowledge of a mathematical function that 

establishes a correspondence between the input data and a distinct category or 

class [110]. Table 2.1 provides an overview of the relevant research about the 

primary classification methods employed across various applications and 

datasets. 
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Table 2.1 Summary of Related Work for Classification Algorithms 

Ref year Dataset Algorithms Application Accuracy 

[111] 2022 Flow Generation DT 

SVM 

Naïve Bayes 

k-nearest neighbours 
(KNN) 
NN 

Security 80.79% 

78.78% 

80.54% 

81.57% 

81.57% 

[112] 2021 Flow Generation k-NN  
SVM 

MLP  
DT 

NB  

Traffic 
Classification 

99.3% 

88% 

98.8% 

89.8% 

79% 

[113] 2020 Flow Generation SVM 

Naïve Bayes 

Nearest centroid  

Traffic 
Classification 

92.3% 

96.8% 

91% 

[114] 2020 Kaggle SVM (Linear ) 
SVM (RBF) 
DT 

Random Forest 
K-NN 

Traffic 
Classification 

96.37% 

70.40% 

95.76% 

94.92% 

71.47% 

[115] 2018 Universidad Del 
Cauca 

Random forest  
Boosting with J48  
LibSVM - linear kernel  
SMO - linear kernel  
J48  
KNN with K = 23  

Flow Detection 

  
90.8 

94.3 

93.7 

98 

91.8 

94.8 

 

2.5.2.1 Decision Tree (DT) Algorithm 

The decision tree is a supervised learning algorithm commonly employed 

for tasks involving classification and regression. The algorithm operates through 

a recursive process of dividing the dataset into subgroups, utilizing various 

features and corresponding values. At every internal node of the tree structure, a 

determination is made regarding the feature for splitting. Subsequently, the data 

is partitioned into branches based on this decision. The iterative procedure 

persists until a termination condition is satisfied, such as attaining a 

predetermined maximum depth or ensuring a minimum quantity of data points 
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in every leaf node. The predicted class for new data points within a specific 

region in classification tasks is determined by the majority class present in each 

leaf node [109].  

2.5.2.2 Naïve Bayes (NB) Algorithm 

The Naïve Bayes (NB) algorithm is a probabilistic machine learning 

technique primarily employed for classification purposes. The Naïve Bayes 

classifier derives its foundation from Bayes' theorem and operates under the 

feature independence assumption, which accounts for including the term 

"naïve" in its naming. Despite making this simplifying assumption, Naïve Bayes 

frequently shows remarkable performance in practical applications, particularly 

in the context of text classification tasks. The calculation involves determining 

the likelihood of a data point being assigned to a particular class by considering 

the probabilities associated with its features given that class. The prediction is 

determined by assigning the class with the highest probability [116]. 

2.5.2.3 Support Vector Machine (SVM) Algorithm  

The Support Vector Machine (SVM) is a robust supervised learning 

algorithm for classification and regression in various domains. In classification, 

Support Vector Machines (SVM) are utilized to identify the most optimal 

hyperplane that effectively separates data points belonging to distinct classes 

within a space characterized by many dimensions. The primary goal is to 

optimize the margin, which refers to the distance between the nearest data 

points belonging to distinct classes, known as support vectors. Support Vector 

Machines (SVMs) can handle data that is not linearly separable. By using kernel 

functions, which transform the data into a higher-dimensional space, it is 

possible. In this transformed space, the SVM can then separate the data points 

[117]. 
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2.5.2.4 K-Nearest Neighbors (KNN) Algorithm  

The K-Nearest Neighbors (KNN) algorithm is an easy technique in 

supervised learning commonly employed for classification and regression 

purposes. The K-Nearest Neighbors (KNN) algorithm predicts the class or value 

of a data point by considering the majority class or average value of its K 

nearest neighbors in the feature space. The selection of the value of K is a 

crucial hyperparameter. Lower values of K can lead to more adaptable decision 

boundaries, allowing for greater flexibility. However, this increased flexibility 

also makes them more vulnerable to the influence of noise in the data. On the 

other hand, higher values of K can produce smoother decision boundaries, but 

this smoothness may cause them to overlook local patterns in the data [118]. 

2.5.2.5 Random Forest (RF) Algorithm 

The Random Forest algorithm is a supervised learning technique that 

integrates multiple decision trees to enhance the accuracy and reliability of 

predictions for classification and regression problems. The algorithm operates 

by generating numerous decision trees using random subsets of the dataset and 

random subsets of features. During the process of prediction, each tree generates 

its prediction. In classification tasks, the ultimate prediction is determined by 

aggregating the individual trees' predictions through a majority voting 

mechanism. The utilization of Random Forest has been shown to mitigate the 

issue of overfitting and enhance the overall generalization performance of a 

model compared to using a single decision tree [119]. 

2.6 Evaluation Measures 

This section provides an overview of the different methods used to assess 

the effectiveness of machine learning models. Developing a comprehensive 

understanding of the performance of models on unseen data is crucial to making 

informed decisions regarding model selection.  
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2.6.1 Validation Set 

The accessible data was partitioned into three sets: a training set, a 

validation set, and a test set. The training set was utilized to fine-tune the model 

parameters, while the validation set was employed to adjust the 

hyperparameters, prevent overfitting, and enhance the models' ability to 

generalize. Then, the test set assessed the models' generalizability on unseen 

data. A frequently employed division entails allocating 70% of the dataset for 

training, 15% for validation, and 15% for testing. However, it should be noted 

that these percentages may change depending on the size of the dataset and the 

specifics of the problem [120]. The purpose of employing a validation set is to 

assess the efficacy of a model and fine-tune its hyperparameters. Let us assume 

that the value of val_size is: 

val_size = 0.15                                                                                                (2.1) 

If the model displays high performance on the training set but poor results 

on the validation set, it indicates potential overfitting. In instances of overfitting, 

it is necessary to adjust the hyperparameters to deal with and fix the issue 

effectively. 

2.6.2 Performance Metrics 

The evaluation of classification predictor models involves using various 

measures, including precision, recall, F1 score, and accuracy. These measures 

can be calculated based on Table 2.2 and the equations below. The Confusion 

Matrix (CM) is a crucial method, as all the measures depend entirely on the 

CM. 

Table 2.2. Confusion Matrix 

 
Predicted Class 

+ - 

Actual 

Class 

+ TP FN 

_ FP TN 
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The concept of CM refers to evaluating the efficacy of a supervised learning 

technique. The confusion matrix (CM) is presented in Table 2.2, which displays 

the number of true positive (TP) instances. TP refers to the accurate prediction 

of records belonging to class zero as class zero. The true negative (TN) refers to 

the count of instances where records belonging to class one are accurately 

predicted as class one. A false positive (FP) refers to the count of instances 

where records corresponding to class one are erroneously predicted as class 

zero. The term "False Negative" (FN) refers to the count of instances where 

records belonging to class zero are incorrectly classified as class one [121]. To 

calculate performance metrics can use equations 2.2 to 2.5. 

𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏 = TP/(TP+FP)                                                                  (2.2) 

𝑹𝒆𝒄𝒂𝒍𝒍 = TP/(TP+FN)                                                                        (2.3) 

𝑭𝟏−𝑴𝒆𝒂𝒔𝒖𝒓𝒆 =2 * (precision * recall) / (precision + recall)          (2.4) 

𝐀𝐜𝐜𝐮𝐫𝐚𝐜𝐲 = (TP+TN)/(TP+TN+FP+FN )                                         (2.5) 

2.6.3 Silhouette Score  

The silhouette score is a metric that quantifies the degree of similarity 

between an object and its cluster, reflecting the cohesion within the cluster and 

the isolation from other clusters. The silhouette value is a numerical measure 

within the range of [1, -1]. A higher silhouette value signifies a strong 

correspondence between the object and its assigned cluster while indicating a 

weaker correspondence with neighboring clusters [122]. The calculation of this 

value can be performed using equations 2.6 and 2.7. 

Use the following formula to determine the silhouette coefficient of s(x)  

s(x) = (b(x) - a(x)) / max(a(x), b(x))                                                              (2.6) 

Calculate the overall data's average silhouette coefficient of S: 

S = (s(1) + s(2) + ... + s(n)) / n.                                                                       (2.7) 

Where n represents data points, x represents data points within the same cluster, 

a(x) is the average distance between many data points in the same cluster, and 
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b(x) is the average distance between data points in the closest neighboring 

cluster. 

2.7 Queue Scheduling 

Packet scheduling plays a crucial role in various networks, including 

SDN. Its significance consists of efficiently managing and prioritizing data 

packets before they are transmitted, ultimately leading to optimized network 

performance. By carefully organizing the order in which packets are processed 

and sent, packet scheduling aims to enhance the overall efficiency and quality of 

network communication. [123]. 

Examining traffic management in an SDN environment involves 

exploring three distinct approaches: heuristic, parametric, and model-based. 

These approaches aim to improve the SDN controller's and OpenFlow switch's 

performance by implementing priority queueing mechanisms [124]. 

- Heuristic Approaches refer to algorithms that utilize rules-of-thumb and 

practical techniques to identify and control queue traffic models without 

considering any specific model, for instance, using a heuristic approach for 

achieving load balancing among queues. Or, the proposed method utilizes a 

Priority Queue (PQ) to manage incoming data traffic. It entails enqueuing 

packets into the appropriate queue based on their priority, with the high priority 

queue being dequeued first. Alternatively, a Multilevel Queue (MLQ) with 

distinct priority classes can be employed [124]. 

- Parametric Approaches refer to  strategies in which the management of 

queues relies on fewer heuristics and places a greater emphasis on 

methodological solutions. In an improved manner, the QoS of an SDN is 

characterized by one or more parameters, which are then utilized in the 

optimization process. The parameters mentioned above define the static models 

used for this optimization. For instance, one can employ methodologies to 

simulate and regulate queuing delays by considering specific network 

parameters. Alternatively,  can utilize Quality of Experience (QoE) or Mean 
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Opinion Score (MOS) metrics to evaluate the perceived quality of voice and 

audio in telecommunication systems [124]. 

- Model-Based Approaches involve the consideration of a mathematical model 

that represents the movement of packets within a queue. For instance, using the 

approach involves applying queuing theory, which considers various factors 

such as the flow table size, the rate at which packets arrive, and other relevant 

considerations. Alternatively, utilizing particular queue models, like M/M/1, 

M/M/C, M/M/k, and M/G/k, which fit into particular distributions like the 

Poisson distribution and the exponential distribution, is possible [124]. 

In the environment of SDN, utilizing a priority queue and machine 

learning techniques together can enhance the network's responsiveness and 

reliability. Furthermore, this approach assists in the reduction of network 

congestion, the minimization of latency, and the optimization of the utilization 

of existing network resources. The primary objective is to optimize packet loss 

reduction and save bandwidth, specifically to enhance the Quality of Service 

[124]. 

Single-Queue as a priority queue is the scheduling mechanism of the 

queue that displays a significant occurrence of starvation due to the arrival of 

packets in the ready queue being prioritized only based on their size, type, and 

priority. For instance, in the initial stage of the process, only high-priority tasks 

are executed, while low-priority tasks must wait until the high-priority tasks are 

completed. This situation leads to starvation for low-priority tasks and other 

priorities. To handle a starvation issue, a possible approach involves 

implementing a multilevel queue (MLQ) model and using a threshold concept 

to prevent the occurrence of priority-based starvation [123]. 

The range of priority values from 0 to 127 is not universally fixed or 

constant across all systems. While some systems may limit the priority range to 

0–15, 16–31, or 0-99 and 100–139 for practical reasons, others might utilize the 

entire range [125, 126]. 
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The specific range of priority values a system supports is typically 

determined by its underlying architecture, operating system, and scheduling 

algorithm and model. It can vary depending on the design choices made by the 

system developers. 

2.8 Parameters Calculation 

This section will explain the methods used for the computation of 

significant parameters. 

2.8.1 Response Time (RT) 

The calculation can be performed by subtracting the Start Time from the 

End Time of a specific request or process [127]. In the field of networking and 

application performance analysis, response time can be generally deconstructed 

into two primary constituents [128]: 

Network latency (NL) refers to the duration required for data packets to move 

from the origin to the target location and return. The architecture includes 

various elements, such as propagation delay, transmission delay, processing 

delay, queuing delay, and serialization delay. Network latency refers to the 

duration data travels and returns to the sender. 

Service Time (ST) refers to the duration required for a server or network device 

to handle an incoming request and generate a corresponding response. The 

server works in various operations, such as computations, data retrieval, and 

other tasks. 

The formula for calculating Response Time (RT) is: 

RT = Et – St                                                                                         (2.8) 

Where  Et is End_Time , and St is Start_Time 

Alternatively, can express it as: 

RT = NL + ST                                                                                      (2.9) 

Where NL is Network_Latency, and ST is  Service_Time 

Both formulas are considered to be comparable and provide the overall 

duration required for the request to be processed and responded 
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to, accounting for both the time spent in transmitting data over the network 

(referred to as Network Latency) and the time spent in processing the request on 

the server or network device (known as Service Time). 

Lower response times enhance network efficiency, application 

performance, and QoS [129]. It necessitates the optimization of both network 

latency and service time. 

2.8.2 Latency (L) 

It refers to the duration required for data packets to move from the origin 

to the target location and return. The architecture includes various elements, 

such as propagation delay, transmission delay, processing delay, and queuing 

delay [130].  

Service Time (ST) can be calculated from the duration required by the server to 

handle the request and produce the corresponding response. The value is 

accessible from the elapsed attribute of the response object that the requests 

returned. get() function. 

Based on Eq. 2.8 

The formula to calculate Latency is: 

Latency = RT – ST                                                                            (2.10) 

Where RT is response time, and ST is Service Time, then 

Latency = (Network Latency + Service Time) -  Service Time                                                                    

Latency = Network Latency                                                             (2.11) 

2.8.3 Throughput 

Quantitatively measured by the number of requests handled per unit of 

time, typically expressed as requests per second.  The objective is to determine 

the duration in seconds by considering the average time required to complete all 

the requests [131].  
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The formula to calculate Throughput is: 

Throughput = 1 / (Average_RT * Requests)                                  (2.12) 

Where: 

The variable Average_RT represents the mean value of the response time 

collected within a designated time. 

Requests are the total number of requests made within a given time interval. 

2.8.4 Degree of Load Balancing  

The load balancing degree is a valuable metric for evaluating the efficacy 

of workload distribution across resources within a system or load balancer. The 

load balancing degree can be determined by utilizing the Coefficient of 

Variation [132], which can be calculated by considering the Mean Response 

Time, Variance, and Standard Deviation of Response Times [133].  

The Mean Response Time (Mean_RT) is determined by computing the 

average Response Time (RT) through the division of the average value of all 

individual Response Times by the total count of Response Times (len(RT)). 

Mean_RT = sum(RT) / len(RT)                                                       (2.13) 

The Sum of Squares (SS) is calculated by summing the squared deviations 

between each Response Time (rt) and the Mean Response Time (Mean_RT). 

SS = sum((rt - Mean_RT) ** 2 for rt in RT)                                  (2.14) 

Variance is a statistical metric that quantifies the degree to which Response 

Times show variability or deviation from the Mean Response Time. The 

calculation involves the division of the Sum of Squares (SS) by the total number 

of Response Times (len (RT)). 

Variance = SS / len(RT)                                                                    (2.15) 

The Standard Deviation is a statistical measure derived from the variance by 

taking its square root. It serves as an indicator of the distribution or level of 

variability in the response times. 

Std_Deviation = sqrt(Variance)                                                       (2.16) 
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Coefficient of Variation (CV) is a metric used to measure the effectiveness or 

performance of a system or process. The concept refers to a value obtained by 

dividing the variance by the standard deviation. The metric provides an 

objective evaluation of the performance of Load Balancing. 

Coefficient of Variation (CV) = Variance / Std_Deviation                      (2.17) 

The load balancing degree is determined by subtracting the coefficient of 

variation from 1. This metric represents the level of load balancing, with a 

higher numerical value indicating a higher degree of load balancing and 

improved performance. 

load_balancing_degree = 1 – CV                                                               (2.18) 

2.9 The Research Dataset 

In this section, two distinct file classifications are employed to generate 

data and create datasets. The initial group, called Type 1, includes non-real files 

that produce dynamic data by manual methods and consists of five files. On the 

other hand, the second category, referred to as type 2, comprises real files 

sourced from the University of California and collected from Facebook [134] , 

consisting of 16 files. Table 2.3 provides a comprehensive investigation of the 

data and files utilized. 

Table 2.3 Types of  Data and Files 

Requests Source Details No. 
Files 

Types 

Type 1 Flow Generation 
by Creating Files 
Manually 

Creating five files of 
different sizes (1M, 10, 
25M, 50M, and 75M) 

5 
 1.txt, 10.txt, 25.txt, 
50.txt, and 75.txt 

Type 2 

Real Files 
(Facebook)  
- University of 
California, San 
Diego [134] 

18% of the data was less 
than 0.1 Kbyte (3 files), 
19%–38% was between 
0.1 and 10 Kbyte (3 files), 
39%–89% was 1 Mbyte (8 
files), and 90%–100%  
was less than 10 Mbyte 
(2 files). 

16 

cache1.1, cache1.2, 
cache1.3,cache2.1, 
cache2.2, cache2.3, 
cache3.1, cache3.2, 
cache3.3, cache3.4, 
cache3.5, cache3.6, 
cache3.7, cache3.8, 
cache4.1 and cache4.2 
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3.1 Overview 

The dissertation proposed a new approach to load balancing in SDN 

networks by proposing an integrated three-model algorithm, KNN-MLQLRL, 

which combines Machine Learning with Multilevel Queue and Load Balancing 

Scheduling (ML-MLQLBS). This integration aims to create an intelligent 

dynamic load balancing model, thus enhancing the network's Quality of Service 

(QoS) and workload distribution. 

The proposed model comprises seven different stages. The initial phase 

encompasses generating, capturing, analyzing, and collecting packets to create a 

dataset, and the preprocessing stage is the second stage. Then, clustering 

methods are employed in the third stage to assign class labels. The fourth stage 

employs Machine Learning Classification (MLC), the K-Nearest Neighbors 

(KNN) algorithm, to classify and predict priorities effectively. The fifth stage, 

on the other hand, uses the suggested Multilevel Queuing (MLQ) method to get 

priorities from the MLC and store them before sending them to servers. The 

proposed Load Balancing Scheduling (LBS) method is implemented in the sixth 

stage. This method uses a new algorithm called least resource load (LRL) to 

determine which server has the least CPU and memory. Finally, the seventh 

stage is designing the proposed model. This model includes the results from the 

previous stages and intelligent dynamic load balancing to distribute work 

among servers better. 

3.2 Diagram of Proposed Model 

The design and development of the model depend on integrating three 

algorithms. The initial algorithm employs machine learning methodologies, 

namely the K-Nearest Neighbors (KNN) algorithm, to classify and predict 

priorities effectively. The second approach employs queue scheduling by 

utilizing the suggested multilevel queue model (MLQ) to store priorities before 

their transmission to servers. The third type of load balancing scheduling (LBS) 
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involves the utilization of a proposed algorithm called least resource load 

(LRL).  

The proposed approach involves the integration of three algorithms, 

namely Machine Learning with Multilevel Queue and Load Balancing 

Scheduling (ML-MLQLRL). This integration aims to develop an intelligent 

model called KNN-MLQLRL, which facilitates intelligent dynamic load 

balancing. Figure 3.1 represents the diagram of the proposed model, which 

highlights its position inside the SDN network architecture. This model is 

positioned in the second layer of the control plane, located within the SDN 

controller. 

 

Figure 3.1 Proposed Model Diagram 

Diagram 3.2 illustrates the general structure of the suggested model, 

encompassing the six previously explained stages and the last stage dedicated to 

model design. The first stage is the generation and collection of data, and the 

following phase is dataset reprocessing. The third stage involves creating 

clustering (labeling) for the dataset, while the fourth stage entails training the 

data and performing classification using machine learning classification 

algorithms. Specifically, the K-Nearest Neighbors (KNN) algorithm is 
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employed to construct a predictive model. Upon receiving requests, the model 

initiates its operations. The initial step involves making predictions to identify 

the clustering type and priorities and sending them to the next stage.  

Subsequently, the fifth phase includes building a queueing model; his 

work receives the priorities from the classification model, which consists of five 

queues. The first queue is designated for high priorities, while the last is 

designated for low priorities. The distribution of priorities is dependent on the 

threshold value assigned to each queue. Lastly, the sixth stage involves 

employing the proposed LRL algorithm to compute the resource capacity. 

Subsequently, the priorities are transmitted to the server with the least energy 

use. 

 

Figure 3.2: Proposed Model Structure 
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3.3 Framework of Proposed Model 

The framework presented in this model is characterized by a critical 

development process consisting of seven distinct stages. Figure 3.3 depicts each 

process stage as crucial in determining the design model and functionality. In 

the following sections, this dissertation will meticulously explore the intricate 

aspects of these stages, thereby shedding light on their individual and collective 

importance. This dissertation aims to comprehensively understand how these 

stages enhance the proposed model's efficacy and robustness. 

The first stage is data generation, encompassing request generation, 

traffic capturing, data collection, and dataset creation. The second stage 

involves preprocessing the dataset, which includes tasks such as data cleaning, 

feature selection, and data scaling.  

The third stage encompasses Unsupervised Machine Learning techniques, 

which comprise Density-based algorithms like Optics, Distribution-based 

algorithms such as the GMM, and newly proposed algorithms derived from 

Optics and GMM.  

The four stages are the classification algorithms consisting of six specific 

algorithms, namely Decision Trees (DT), Support Vector Machines (SVM), 

Random Forest (RF), Artificial Neural Networks (ANN), k-Nearest Neighbors 

(k-NN), and Naive Bayes. The selection of the optimal algorithm is determined 

by calculating the accuracy of the training, validation, and test sets. 

Additionally, the confusion matrix and evaluation metrics are utilized in this 

process.  

The five stages encompass Queue Scheduling, which comprises a 

proposed multi-level queue and an approach that contributed to solving the 

issue of priority starvation. The sixth stage involves utilizing a load-balancing 

scheduling mechanism encompassing six distinct algorithms. Four algorithms 

are employed for load balancing scheduling (LBS) within the SDN network. 

These four algorithms are R, RR, WRR, and Least Connection. Additionally, 
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two dynamic algorithms have been devised. The first algorithm, Least Resource 

Load (LRL), calculates the CPU and memory to determine load balancing. The 

second algorithm, the Hybrid from LC and LRL (LCLRL), combines the 

principles of least connection and least resource load (CPU + Memory) to 

achieve load balancing.  

Finally, the seventh stage is the proposed model, known as the KNN-

MLQLRL, based on utilizing the algorithm LBS (also referred to as LRL). This 

model incorporates the linking of two algorithms, Machine Learning-Multi-

Level Queue, and is designed as the final model, ML-MLQLBS. 

 

Figure 3.3 Framework of Model Diagram 
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3.3.1 Stage 1 - The Data Generation  

This stage explains the process of generating the datasets utilized in the 

dissertation. As shown in Chapter 2, Section 2.9, and Table 2.3, Two distinct 

kinds of files will generate two different datasets. The current stage is classified 

into four distinct segments, each with a designated purpose. 

3.3.1.1 Request Generation 

Requests can be classified into two types for file transfer: static and dynamic,as 

stated in Chapter 2, specifically in Section (2.3.1). The dissertation will employ 

static files to generate data and construct datasets based on two distinct file 

classifications, as mentioned in Chapter 2, Section 2.9. Additionally, static files 

will be utilized for traffic generation to facilitate load balancing scheduling. The 

methodology for generating requests employing the Mininet emulator and SDN 

architecture. While dynamic files will be utilized for traffic generation to 

facilitate the proposed model of intelligent dynamic load balancing.  

3.3.1.2 Traffic Capturing 

This dissertation will employ the second categorization, which involves 

utilizing the statistical strategy to capture data. Specifically, the Wireshark 

program will be installed within the Linux to capture the requests for both types 

(requests for type 1 and type 2) 

3.3.1.3 Data Collection 

The Wireshark program and the statistics tab provide access to various 

attributes. Then, it chooses the TCP tab to collect the data, such as traffic 

patterns, protocols, packet sizes, IPs, and other relevant statistical measures. 

Data were collected for both categories (requests for type 1 and type 2). 

3.3.1.4 Dataset Creation 

At this step, the dataset will be generated after previously compiled, including 

15 different features. Two distinct datasets will be generated based on requests 

for types 1 and 2. Aggregating requests from type 1, which had 4184 rows and 
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15 distinct attributes, created the initial data set. Similarly, the second dataset 

was generated by aggregating requests from type 2, which contained 15 

attributes but had a larger sample size of 30,000 rows. Table 3.1 

comprehensively explains the various characteristics associated with each 

feature.  

Table 3.1 Dataset Features 

No. Feature Details 

1 S Number of  requests 

2 Address A 
Represent the IP address of the source's network node, such as a 
device or server. 

3 Port A 
Represent the source network node's communication port number. 
TCP ports identify apps and services on a device. 

4 Address B 
Represent the IP address of the destination network node receiving 
the communication. 

5 Port B 
Represent the destination network node's communication port 
number. 

6 Packets 

Represent displays how many packets the source (A) and 
destination (B) exchanged during the communication session. Data 
is sent in packets. 

7 Bytes 
Represent the total number of bytes sent between source (A) and 
destination (B) during the communication session. 

8 Packets A to B 
The number of packets sent from source (A) to destination (B) 
indicates the quantity or volume of data transmitted. 

9 Bytes A to B 

Represent the total number of bytes sent from source (A) to 
destination (B), representing the size or amount of data 
transmitted. 

11 Packets B to A 
The number of packets sent from the destination (B ) to source (A) 
indicates the quantity or volume of data transmitted . 

11 Bytes B to A 
Represent the total number of bytes sent from the destination (B ) 
to source (A ), indicating the size or amount of data transmitted . 

12 Rel Start Refers to the relative start time of the communication session 

13 Duration 
Represent of session duration between the source (A) and 
destination (B) communication, usually in seconds. 

14 Bits/s A to B 

Represent the average data transfer rate from source (A) to 
destination (B) in bits per second. Indicate to average data transfer 
speed . 

15 Bits/s B to A 

Represent the average data transfer rate from destination (B) to 
source (A) in bits per second. Indicate to average data transfer 
speed. 
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3.3.2 Stage 2 - The Preprocessing  

The current phase is essential to the data analysis process since it includes 

converting raw data into carefully structured datasets. According to Chapter 2, 

Section 2.4, the dataset requires the implementation of data planning processes 

to reduce irrelevant and redundant data.  

Data preprocessing is an essential phase in the field of data analytics. The 

current stage comprises two significant steps: data reduction, and data 

transformation. Preprocessing will apply to two datasets in each step. 

3.3.2.1 Data Reduction 

Based on the information provided in Chapter 2, Section 2.4.2, various 

methodologies exist for the data reduction procedure. This dissertation employs 

a feature selection technique that utilizes the correlation matrix approach to 

compute the degree of correlation between columns (features). The resulting 

correlation values range from 0 to 1, with a higher value indicating a more 

substantial degree of correlation and a lower value indicating a weaker degree 

of correlation.  

After implementing the feature selection technique on datasets 1 and 2, 

the features are reduced from 15 to 6. The process involves selecting a limited 

set of 6 features that exhibit high values, focusing on features near a value of 1. 

Table 3.2 explains the datasets. In this scenario, a correlation value closer to 1 

indicates a higher correlation, which is selected for datasets. Conversely, a 

correlation value of 0 signifies a lack of correlation, requiring removal from the 

dataset. 

Table 3.2 Datasets Dimension after using Feature Selection 

Dataset Dimension Details 

Dataset 1 7 Features * 4184 rows 
1. Packets 
2. Bytes  
3. Packets A to B 
4. Bytes A to B  
5. Packets B to A 
6. Bytes B to A 

Dataset 2 7 Features * 30,000 rows 
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3.3.2.2 Data Transformation 

Data transformation using data scaling is a widely employed technique in 

data preparation. Its primary objective is to convert the dataset's characteristic 

values to a standardized scale. The significance of scaling is based on its ability 

to assure equitable treatment of features with varying sizes or magnitudes by 

machine learning algorithms. Additionally, it can enhance the convergence of 

specific optimization techniques. This dissertation employs three fundamental 

strategies and ultimately selects the optimal technique by the standard deviation 

is generally employed to measure the dispersion or diversity of data points 

within a singular feature and select the most suitable dataset based on the result 

to average lower standard deviations across all features. At this stage, the 

scaling data will be computed using three strategies. 

1. The MinMaxScaler is a data preprocessing technique that employs 

normalization to scale the values inside a dataset. It ensures that the minimum 

value is transformed to 0 while the maximum value is transformed to 1.  

2. The StandardScaler is a data preprocessing technique that applies 

standardization to a dataset, resulting in a mean of 0 and a standard deviation of 

1.  

3. The RobustScaler is another data preprocessing technique that scales the 

data to a range between -3 and 3, making it more robust against outliers.  

3.3.3 Stage 3 - Unsupervised Machine Learning (UML)  

According to the importance presented in Chapter 2, Section 2.5.1, 

unsupervised algorithms work with unlabeled data to discover patterns, 

structures, or relationships within the data and then assign labels to the dataset. 

The dissertation proposes an algorithm by combining Optics and GMM and 

comparing it with 1) partitioning algorithms (K-means), 2) density-based 

algorithms (DBSCAN and Optics), and 3) distribution-based algorithms 

(GMM). 
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3.3.3.1 Proposed (OPTICS + GMM) Algorithm 

The proposal involves combining two algorithms, OPTICS and GMM, 

which effectively identify clusters with diverse shapes and handle datasets that 

incorporate noise. In the first algorithm, OPTICS excels by adeptly partitioning 

data points into distinct clusters while designating points with a reachability 

distance of -1 as noise within separate, distinct noise clusters. However, this 

approach can be challenging as the data points labeled as noise remain separate 

from other clusters, necessitating an intervention to handle this problem. 

The second algorithm uses a probabilistic distribution that characterizes 

data points within each cluster to address this. The dissertation proposes this 

algorithm as a solution to the issue of data points labeled as noise. It achieves 

this by reassigning these data points to the existing true clusters initially 

established by the first algorithm. This approach refrains from creating new 

clusters and ensures that the noise-labeled data points become integrated within 

the appropriate existing clusters. This sequential approach reduces the isolation 

of noise points and introduces both algorithms' strengths to yield improved 

clustering results. 

Algorithm 3.1 explains the phases of the suggested optimization algorithm to 

apply clustering to a datasets. 
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3.3.4 Stage 4 - Supervised Machine learning (SML)  

The dissertation employs classification techniques to handle dataset 

classification and prediction, as mentioned in Chapter 2, Section 2.5.2. It 

employs five representative classifiers, namely: (1) decision tree (DT), (2) 

support vector machine (SVM), (3) k-nearest neighbour, (4) naïve Bayes (NB), 
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and (5) random forest (RF. This decision is based on the Algorithm's excellent 

performance in classification tasks, as shown by achieving high evaluation 

metrics such as accuracy and performance metrics. The dissertation ultimately 

decides to utilize the K-nearest neighbour algorithm as a part of the objective 

function in all experiments.  

3.3.5 Stage 5 - Proposed Queue Scheduling  

The idea suggests the utilization of queue scheduling as an achievable 

approach for effectively managing and storing priorities coming from the 

classification and prediction model. This strategy improves networks' 

performance and Quality of Service (QoS) by reducing packet loss and 

efficiently managing priorities based on predictions. Before transmitting data to 

the servers, it is crucial to construct a queue to store various essential priorities. 

As described in Chapter 2, Section 2.7, examining traffic management in 

the SDN framework encompasses exploring three distinct methodologies: 

heuristic, parametric, and model-based. This dissertation employs a heuristic 

technique to achieve load balancing among priorities through single or multiple 

queues. This approach guarantees efficient distribution of workloads and 

handles the issue of packet starvation. 

To deal with the problem of packet starvation, the researcher suggests the 

utilization of a Multilevel Queue (MLQ) as an alternative to a singular queue. 

This strategy enhances priority management, improving network performance 

and quality of service (QoS). 

The following steps illustrate the Multi-Level Queue (MLQ) model that has 

been proposed. 

- The quantity of queues depends on the number of clusters or 

priorities previously established during the third stage through unsupervised 

approaches. Hence, the proposed model utilizes the Multi-Level Queue (MLQ) 

approach, wherein five distinct queues are established for the five priority 

levels, namely 0, 1, 2, 3, and 4. 
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- The approach suggests utilizing the priority concept for distributing between 

MLQs. Specifically, a priority of 0 will be inserted into queue 0, a priority of 1 

will be stored in queue 1, and a priority of 4 will be stored in queue 4. 

-The proposed strategy involves implementing a First-In-First-Out (FIFO) order 

to manage the storage of incoming priorities within each queue. 

- Within the concept of prioritization, the transmission of tasks follows a 

hierarchical structure. The initial task, denoted as priority 0, is consistently 

assigned the highest priority and is dealt with first. Subsequently, upon 

completing all tasks assigned with priority 0, tasks with priority 1 are 

transmitted. This sequential pattern continues until all tasks are handled based 

on their priorities. The scenario mentioned above causes an issue for lower 

priorities, specifically those ranked as priorities 3 and 4, commonly referred to 

as starvation. This issue results in delays in transmitting low-priority data and 

an overall decrease in network performance. This dissertation proposes 

solving the starving issue by employing the threshold concept. In this context, a 

threshold value is established for each priority level, and once the specified 

value has been reached, the lower-priority tasks will be process. The important 

phase of the MLQ model is demonstrated by Algorithm (3.2) 
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The input for Algorithm 3.2 is the creation of five queues, assigning 

values to thresholds, initializing a counter with a value of zero and using the 
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push function to store priorities. The algorithm's output involves using the pop 

function to assign priority to servers.  

- The initial two steps involve creating queues and managing a counter and 

thresholds inside a queue model.  

- Steps 3 and 4 involve utilizing the push and pop operations on the priority.  

- Step 5 involve recall of the push and pop operations on the priority involves 

performing operations and then increment the counter's value for each priority if 

the pop function is utilized. Then assesses whether the counter reached specific 

predetermined thresholds and whether particular conditions relevant to the 

queue were achieved. The provided conditions, such as counter = threshold1 

and queue [1], counter = threshold2 and queue [2], etc., suggest that the 

counter's value is being compared to various thresholds while considering the 

queue's state at specified indices. If a match is found, a value is delivered 

according to the priority type, and the process returns to step 5 to invoke other 

priorities. The final instruction, "counter = 0," serves to reset the counter to its 

initial value after it has reached the threshold of 4 and associated conditions. 

Other case, the process makes decisions depending on the value of the 

counter and the threshold variable. The process of handling different cases by 

returning specific values or proceeding to the next step based on the type of 

priority. After that, the process returns to step 5 to invoke further. Finally,  

checks whether a data structure (packet) is empty and does not contain priority, 

then terminate the algorithm. 

3.3.5.1 Proposed Model (ML-MLQ) 

Upon successfully loading the dataset and completing the training 

process, the K-nearest neighbors (KNN) model will be utilized for prediction 

purposes. The model will assign a priority value ranging from 0 to 4. 

Subsequently, the obtained priority value will be forwarded to the multilevel 

queue to facilitate the execution of subsequent operations. The suggested model, 
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as described in Algorithm (3.3), is based on integrating two algorithms, namely 

Machine Learning-Multilevel Queue (KNN-MLQ), the steps are as follows 

Steps 1–2 include the sequential data loading, preprocessing procedure 

for machine learning, model training using a K-NN classifier, and the following 

prediction process for determining priorities and calculating priority values 

using predicted class labels. 

Steps 3–6 encompass the priority queue, which is initialized with a range 

of 0 to 4, and counters are set up to keep track of the packets in the queues. Push 

and pop operations are specified to manage the packets in the queues. 

Step 7: The loop initiates and invokes the push and pop procedures 

throughout each iteration, followed by incrementing the counter. The code 

verifies whether the counter has reached thresholds (threshold1, threshold2, 

threshold3, threshold4). If the queues corresponding to these thresholds are not 

empty, the function will return the relevant value (1, 2, 3, or 4). If the counter 

hits a threshold of 4 and all queues are empty, the counter is reset to 0. 

Subsequently, the code examines the priority queues to determine if any are 

empty; if so, it retrieves the priority value. If no elements exist in any of the 

queues, the function will return None 
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3.3.6 Stage 6 - Load Balancing Scheduling (LBS)  

The dissertation develops and proposes two algorithms based on the 

principles of dynamic load-balancing scheduling: the first is Least Resource 

Load (LRL), and the second is Hybrid Least Connection and Least Resource 

Load (LCLRL). The LRL algorithm calculates the least use of CPU and 

memory usage. On the other hand, the LCLRL algorithm combines the least 

connection and the least CPU and memory usage to achieve load balancing and 

compare it with Random (R), Round Robin (RR), and Weight Round Robin 

(WRR), Least Connection (LC). 

3.3.6.1 Proposed of Least Resource Load (LRL) Algorithm 

The LRL (Least Resource Load) method has been developed to 

efficiently allocate incoming network traffic across servers to minimize the 

utilization of CPU and memory resources. The technique presented in this study 

aims to enhance resource consumption to achieve optimal and balanced server 

performance. The LRL algorithm model consistently monitors essential 

resource consumption parameters for every server. Typically, these metrics 

include the measurement of CPU use and memory distribution.  

The LRL method evaluates the existing resource load of each server as it 

receives new requests or tasks. The load factor computation incorporates 

measurements of both CPU and memory consumption. The load factor is 

determined by calculating a weighted CPU and memory usage sum. The server 

selection to handle incoming requests or tasks is based on the lowest computed 

load factor, which is determined by considering the combined CPU and memory 

use. The mathematical expression denoted as equation (3.1) is utilized to 

compute the proposed algorithm. 

 

LRL = min_i((60%) * CPU_i + (40%) *Memory_i)                                  (3.1) 
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Let LRL represent the index of the selected server with the lowest percentage of 

minimum usage for CPU and Memory. Let R denote the total number of 

incoming requests. The index i represents the current request, ranging from 1 to 

R. CPU_i represents the current CPU usage on the i-th server, while Memory_i 

represents the current memory  usage on the i-th server. Additionally, min_i 

denotes the server(s) index with the minimum value among all servers regarding 

CPU and Memory usage counts. The values of 60% and 40% are weighting 

factors that determine the relative importance of CPU and memory utilization in 

the load calculation. 
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Algorithm 3.4 requires the input of a configuration network, which 

consists of the IP address of the SDN Controller and a list of IP Servers. The 

algorithm's output identifies the server with the lowest LRL (Least Resource 

Load) as the selected server (IPlb). 

- Step 1 involves the responsibility of verifying server availability through the 

utilization of the Address Resolution Protocol (ARP). It ensures that the 

algorithm contains knowledge about the present accessibility of servers within 

the network. 

- Step 2 involves monitoring MAC addresses and ports to track live servers, and 

this aids in the identification of servers that have an active part in network 

traffic. 

- Step 3, the algorithm stores data relevant to the IP addresses, ports, and 

associated servers related to the flow in the Memory. The data above is critical 

in directing network traffic to the specified servers. 

- Step 4 involves managing timeouts and probe expiration in the network flow 

scheme. The process guarantees the removal of older or inactive flows from 

consideration, hence helping to keep track of the current status of the network. 

- Step 5 involves continually monitoring CPU and Memory use for every server 

listed in the IP Servers. This process aims to maintain the algorithm's access to 

the latest information about resource utilization, an essential consideration in 

the calculation of LRL, and this involves frequently updating the values of 

CPU_i and Memory_i and retrieving and modifying the current CPU and 

Memory utilization of server i. 

- In Step 6, each server's LRL (Least Resource Load) is determined by 

employing a weighted mix of CPU and Memory use, with CPU accounting for 

60% and Memory accounting for 40%. The server displaying the lowest LRL is 

chosen to manage incoming network traffic. 
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- In phase 7, the network switches are configured to reroute incoming traffic 

towards the server chosen in the previous step. The process guarantees that 

network traffic is accurately directed to the designated server. 

- In Step 8, monitoring and recording the aggregate quantity of connections and 

the resource utilization of every server is necessary. Providing essential 

information for load balancing choices and this network structure facilitates 

network management. 

- Step 9  involve verifying the availability of a request for receiving. If a request 

is received, the algorithm returns to Step 1 to initiate the load-balancing 

process's repetition. If no request is received,  ending the load balancing 

procedure. 

3.3.6.2 Proposed Hybrid Algorithm: Least Resource Load and 

Least Connection (LCLRL) Algorithm 

The LCLRL algorithm is a load balancing method that includes resource 

usage such as CPU and memory and the number of active connections to 

determine the optimal server for managing incoming requests. The primary 

objective of this algorithm is to achieve balanced traffic distribution, 

considering individual servers' capacity and responsiveness. 

The LCLRL algorithm uses the methodology of the LC algorithm to monitor the 

number of active connections on each server and select the server with the 

fewest connections. At the same time, the LRL method calculates a load factor 

for each server by considering the computed resource load (CPU and memory). 

Calculating a weighted total of both factors will yield the desired result. 

Equation (3.2) represents the mathematical expression to compute the proposed 

algorithm. 

LCLRL = min_i((40%) * CPU_i + (40%) *Memory_i + (20%) * LC_i)                      (3.2) 

Let LCLRL represent the index of the selected server with the lowest 

percentage of minimum usage for CPU and Memory. Let R denote the total 

number of incoming requests. The index i represents the current request, 
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ranging from 1 to R. CPU_i represents the current CPU usage on the i-th server. 

In contrast, Memory_i represents the current memory usage on the i-th server, 

while LC_i represents the current number of connections on the i-th server. 

Additionally, min_i denotes the server index with the minimum value among all 

servers regarding CPU and Memory usage counts and the fewest connections. 

The values of 40%, 40%, and 20% are weighting factors determining the 

relative importance of CPU and memory and the number of connections utilized 

in the load calculation. 
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Algorithm 3.5 requires the input of a configuration network, which 

consists of the IP address of the SDN Controller and a list of IP Servers. The 

algorithm's output identifies the server with the lowest combined load for 

LCLRL from calculate the Least Resource Load (LRL) considering CPU, 

Memory, and the Least Connection (LC) factor as the selected server (IPlb). 

- Step 1 involves the responsibility of verifying server availability through the 

utilization of the Address Resolution Protocol (ARP). It ensures that the 

algorithm contains knowledge about the present accessibility of servers within 

the network. 

- Step 2 involves monitoring MAC addresses and ports to track live servers, and 

this aids in the identification of servers that have an active part in network 

traffic. 

- Step 3, the algorithm stores data relevant to the IP addresses, ports, and 

associated servers related to the flow in the Memory. The data above is critical 

in directing network traffic to the specified servers. 

- Step 4 involves managing timeouts and probe expiration in the network flow 

scheme. The process guarantees the removal of older or inactive flows from 

consideration, hence helping to keep track of the current status of the network. 

- Step 5 involves continually monitoring CPU and Memory and calculating the 

least connection use for every server listed in the IP Servers. This process aims 

to maintain the algorithm's access to the latest information about resource 

utilization, an essential consideration in the calculation of LCLRL, and this 

involves frequently updating the values of CPU_i and Memory_i and LC_i, 

retrieving and modifying the current CPU and Memory utilization and a current 

number of connections of server i. 

- In Step 6, LCLRL is determined by employing a weighted mix of CPU and 

Memory use and the least number of active connections, with CPU accounting 

for 40% and Memory accounting for 40% and the least connection accounting 



Chapter Three The Proposed Model 

 

66 
 

for 20%. The server displaying the lowest LCLRL is chosen to manage 

incoming network traffic. 

- In phase 7, the network switches are configured to reroute incoming traffic 

towards the server chosen in the previous step. The process guarantees that 

network traffic is accurately directed to the designated server. 

- In Step 8, monitoring and recording the aggregate quantity of connections and 

the resource utilization of every server is necessary. Providing essential 

information for load balancing choices and this network structure facilitates 

network management. 

- Step 9  involve verifying the availability of a request for receiving. If a request 

is received, the algorithm returns to Step 1 to initiate the load-balancing 

process's repetition. If no request is received,  ending the load balancing 

procedure. 

3.3.7 Stage 7 - Proposed Model (ML-MLQLRL) 

The proposed model algorithm integrates three techniques: Machine 

Learning with Multilevel Queue and Load Balancing Scheduling (ML-

MLQLBS). This integration aims to develop an intelligent model called KNN-

MLQLRL, which facilitates intelligent dynamic load balancing. Algorithm 3.6 

represents the steps of the proposed model. 
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Algorithm 3.6 requires the input of a configuration network, which 

consists of the IP address of the SDN Controller, a list of IP Servers, and the 

recall of the training model. The algorithm's output identifies the server 

selection based on an intelligent dynamic load balancing schedule. 

The algorithm begins by initializing and entering a repetitive loop, which 

continues until the request is received or not. 

- Steps 1-6 represent verifying server availability through the utilization of the 

Address Resolution Protocol (ARP), monitoring MAC addresses and ports to 

track live servers to ensure servers are an active part of network traffic, and 

storing data relevant to the IP addresses, ports, and associated servers related to 

the flow in the Memory. The data above is critical in directing network traffic to 

the specified servers and also involves managing timeouts and probe expiration 

in the network flow scheme. The process guarantees the removal of older or 

inactive flows, after receiving packets that include the URL and features, Note 

that the URL is represent the IP SDN controller and, then extracting the features 

from the packet to use in the next step in the training model. 

- Steps 7–10 use machine learning classification (algorithm 3.2), which includes 

using the extracted features to make predictions using the K-Nearest Neighbors 

(KNN) that have already been trained. The training model denoted as KNN.pkl, 

will be utilized to make predictions about priority based on the extracted 

features. The output is saved in the variable y_pred, representing discrete values 

ranging from 0 to 4. Finally, the predicted priority value (y_pred) should be 

transmitted to a Multi-Level Queue (MLQ) for the next step. 

- Step 11 Manage the Multi-Level Queue (MLQ) using queue operations such 

as push to store the priorities according to the type and level of priorities and 

pop to send them to LRL, based on algorithm 3.3 

- In Step 12, the Least Resource Load (LRL) algorithm, derived from algorithm 

3.5, determines the server with the least resource load. This determination is 

made by calculating the lowest CPU and memory consumption. 
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- In steps 13-15 the task at hand involves the configuration of a switch flow 

table to route incoming traffic to the server effectively. This routing process will 

be based on two key factors: the prediction priority and the outcome of the 

Least Resource Load (LRL) algorithm. Ultimately, it is necessary to ascertain 

whether or not a new request has been received. If a request is received, it is 

necessary to revert back to Step 1 to initiate the repetition of the load balancing 

procedure. If no request is received, terminate the loop. 
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4.1 Overview 

The proposed model is explained theoretically in the previous chapter, 

and the results are presented and discussed in this chapter. Two types of datasets 

have been applied as employment case studies to determine the behavior of the 

proposed model. Furthermore, the experimental stages of the proposed model 

are described and shown in this chapter. Before starting to analyze the results of 

the proposed model, it is crucial to present its general characteristics: 

1. Generation of traffic based on two types of files to create datasets 1 and 2. 

2. It deals with real files (Facebook files) to create datasets in the SDN network. 

3. It depends on machine learning principles. 

4. It builds rules for the queue model. 

5. It processes the problem of packet starvation that occurs in the queue model 

6. It deals with the resources of servers (CPU and Memory) 

7. It constructs intelligent dynamic load balancing.  

4.2 System Requirement and Network Topology 

The model requirements related to the efficient and optimal functioning 

of the software and SDN environments are explained in Chapter 3, Section 3.4 

of this dissertation. The requirements above involve different elements, 

including hardware specifications, the operating system and simulation 

selection, and the suggested network topology. In addition, this section will 

explain the various requirements of a programming language, including the 

integrated development environment (IDE). Table 4.1 provides a 

comprehensive overview of the model's needs and network structure. 
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Table 4.1: Overview of the Model Requirement and Network Structure 

Requirements Details 

Hardware Using two hardware 

1. Processor: Intel Core I7-3625QM 2.2GHz *8, RAM: 8 GB, 

Storage: 512GB SSD, Graphics: AMD/Intel 4000 

2. Processor: Intel Core I3-4030U 1.90GHz, RAM: 6GB, 

Storage: 512GB SSD, Graphics: NVIDIA/Intel 

Operation System (OS) Using two OS 

1. Linux Ubuntu 20.04.4 LTS/64-bit: Install on hardware1 

2. Windows 10 Pro 64-bit: Install on hardware 2 

Software Wireshark is a network traffic analyzer that is installed, runs on 

Linux, and works with Mininet to capture, analyze, and inspect 

network traffic. 

Emulator Mininet / running in Linux 

Programming 

Language 

Python 3.9 

IDE Anaconda / Spyder 5.1.5 (Python 3.9) running on Windows 

Network Topology  The proposed flat topology includes: 

 -Single SDN controller, specifically the POX-Controller, written 

in Python. 

-Single switch, the type is an open virtual switch( OVS)  

-Open-Flow (OF) protocol to establish connections between the 

controller and switch 

-Three hosts (H1, H2, and H3)  

-Three servers (S1, S2, and S3) 

 

4.3 Description of the SDN Network Datasets 

This section shows how to create the datasets used in the current study. 

As mentioned in Chapter 2, Section 2.9, and Table 2.3, two types of files will be 

used to create two datasets. The primary objective of this dissertation is to 

produce an extensive dataset through the execution of packet generation, 

capture, analysis, and collection. In the first category (type 1), files are created 
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manually and are used to generate traffic, including five files. In contrast, the 

second category (type 2) encompasses real files obtained from the University of 

California and collected from the Facebook website, including 16 files. The 

files mentioned above are utilized to generate traffic and then capture and 

collect these files to create two datasets and store them as Excel files. As 

mentioned in the previous chapter, Section 3.3.1, the data generation stage 

includes four steps: request generation, traffic capturing, data collection, and 

dataset creation. Also, Wireshark will be used as a network traffic analyzer. 

Finally, after collecting the data, it is stored as Excel files to create a dataset. 

Table 4.2 represents an overview of all the details of the generation of files and 

datasets. Additionally, Figure 4.1 shows datasets collected using Wireshark and 

stored as an Excel file 

Table 4.2 Summary of File and Dataset Generation Details 

Requests Source Details 
No. 

Files 

Dataset 

Type 
Dimension 

Type 1 

Flow Generation 

by Creating Files 

Manually 

Creating five files of 

different sizes (1 Mbyte, 10 

Mbyte, 25 Mbyte, 50 

Mbyte, and 75 Mbyte) 

5 Dataset 1 
6 Features * 

4184 rows 

Type 2 

Real Files 

(Facebook) 

- University of 

California, San 

Diego 

18% of the data was less 

than 0.1 Kbyte (3 files), 

19%–38% was between 0.1 

and 10 Kbyte (3 files), 39%–

89% was 1 Mbyte (8 files), 

and 90%–100% was less 

than 10 Mbyte (2 files). 

16 Dataset 2 
6 Features * 

30,000 rows 
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Figure 4.1: Create Datasets 1 and 2 Based on Requests (Types 1 and 2) 

4.4 The Results of the Preprocessing Stage 

This stage involves transforming the raw data already collected into 

carefully organized and structured data. Chapter 3, Section 3.3.2, outlines that 

data conversion necessitates implementing two distinct stages, each employing 

a designated methodology. During the initial stage, the degree of correlation 

between columns (features). This technique transforms all values in the 

correlation matrix to a range between 0 and 1 and subsequently performs feature 

selection by prioritizing values that are near 1. Figure 4.2 illustrates the values 
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for the dataset's features that the correlation matrix determined, ranging between 

0 and 1. In this particular case, it can be determined that a correlation value 

closer to 1 signifies a stronger correlation. Consequently, for datasets 1 and 2, 

six features will be chosen. These features are Packets, Bytes, Packets A to B, 

Bytes A to B, Packets B to A, Bytes B to A. 

 

Figure 4.2: Feature Selection Scores Across Datasets 

In the second phase, the dissertation proposes utilizing three primary 

techniques: the MinMaxScaler, the StandardScaler, and the RobustScaler. These 

selections are mention on Chapter 3, Section 3.3.2.3. The selection process 

eventually determines the most suitable technique by evaluating the standard 

deviation, a widely employed metric for quantifying the dispersion or diversity 

of data points within an individual feature. The objective is to select the most 

suitable dataset by considering the results with the lowest average standard 

deviation across all features.  

The results of computing the average standard deviation for every feature 

in both datasets using the three strategies (MinMaxScaler, StandarScaler, and 

RobustScaler) with datasets 1 and 2 are presented in Table 4.3. Figure 4.3 

briefly overviews the average standard deviation of outcomes obtained by 

implementing three strategies. The MinMaxScaler technique achieves the best 
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result by calculating the lowest standard deviation for both datasets. In dataset 

1, the standard deviation is 0.17889, whereas for dataset 2, it is 0.17968. 

Table 4.3: Summary of Average Standard Deviation Results Using Three Strategies 

Dataset 1 MinMax 

Scaler 

Standard 

Scaler 

Robust 

Scaler 

Dataset 2 MinMax 

Scaler 

Standard 

Scaler 

Robust 

Scaler 

Feature 1 0.18043 1.00012 0.67854 Feature 1 0.20912 1.000016 0.52281 

Feature 2 0.19233 1.00012 0.67637 Feature 2 0.11076 1.000016 0.53727 

Feature 3 0.16643 1.00012 0.69022 Feature 3 0.20200 1.000017 0.53868 

Feature 4 0.16650 1.00012 0.68980 Feature 4 0.14458 1.000016 0.57341 

Feature 5 0.17531 1.00012 0.66872 Feature 5 0.28661 1.000018 0.46574 

Feature 6 0.19235 1.00012 0.67651 Feature 6 0.12502 1.000017 0.52340 

Average 1717889 1.00012 1768113 Average 1717968 1.000016 1752688 

 

 

Figure 4.3: Dataset Standard Deviation Analysis Using Three Scaling Strategies 

4.5 Evaluating the Clustering Algorithms 

The present study considers the clustering category using three 

fundamental classifications. These classifications involve utilizing five 

algorithms designed to analyze unlabeled data to identify patterns, structures, or 

relationships within the data. Subsequently, labels are assigned to datasets 1 and 

2. The categories mentioned above, algorithms, and equations utilized by the 

algorithm for clustering to create class labeling are as follows: The first 
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category of algorithms is known as partitioning algorithms, namely the K-

means algorithm. 

The second category, density-based algorithms, includes DBSCAN and 

OPTICS. The third category, distribution-based algorithms, encompasses 

GMM. The proposed algorithm is a hybrid approach that combines the OPTICS 

and GMM techniques. 

Determining the most suitable algorithm for assigning class labels 

depends on various variables. Several factors need to be considered while 

creating clusters, such as achieving an equal distribution of data across clusters, 

reducing the number of outliers or noise, and determining the appropriate 

number of clusters. The general shape of the data distribution is an essential 

consideration in selecting an algorithm if the shape is spherical, irregular, or 

random. Scatter plots and other visualizations identify it. All of these factors 

together contribute to the determination of the most suitable algorithm. 

4.5.1 The Results of Datasets 1 and 2 

Previously, the optimal approach based on calculating the average 

standard deviation of the lowest value choosing the best technique is 

MinMaxScaler in the previous section, specifically Section 4.4. The dissertation 

also suggest an alternative approach for determining the optimal strategy, which 

is the silhouette score, in addition to depending on the computation of the mean 

standard deviation. The previous approach focused on quantifying the 

dispersion or diversity of data points within a single feature without considering 

the relationships and similarities between data points across clusters.  

In contrast, the silhouette score and the utilization of equations 2.6 and 

2.7 aim to measure the similarity of each data point in a dataset to its cluster 

(cohesion) compared to other clusters (separation). By calculating this score for 

three datasets, it is possible to compare the clustering performance of different 

datasets and identify which produces more internally coherent and well-
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separated clusters. Table 4.4 presents the silhouette scores of the dataset 1and 2 

obtained using various methodologies and algorithms.  

Table 4.4: Silhouette Score for Different Technique and Algorithms in Dataset 1 

Dataset 1 

Silhouette Score 

Algorithms 

MinMax 

Scaler 

Standard 

Scaler 

Robust 

Scaler 

K-Means 0.38 0.38 0.37 

DBCSAN 0.0017 0.0002 -0.0165 

Optics -0.4883 -0.5214 -0.4949 

GMM 0.191 0.1751 0.1696 

Proposed (Optics + GMM) 0.1408 0.1181 0.0297 

Dataset 2 

Silhouette Score 

Algorithms 

MinMax 

Scaler 

Standard 

Scaler 

Robust 

Scaler 

K-Means 0.53 0.49 0.48 

DBCSAN -0.1315 -0.1939 -0.0323 

Optics 0.03 -0.0729 -0.1432 

GMM 0.4556 0.2679 0.373 

Optics + GMM 0.1276 0.076 0.0259 

 

Determining the most suitable algorithm for assigning class labels 

depends on various factors. When designing clusters, it is essential to consider 

multiple elements, one of which is the general shape of the data distribution. 

The distribution's spherical, irregular, or random shape is crucial in determining 

the most suitable data modeling approach. Figure 4.4 presents a graphical 

depiction of the overall pattern of data point distribution in datasets 1 and 2. 

This graphic provides an initial viewpoint that helps identify the 

algorithms most suited for accurately modeling the observed data shape. 
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Figure 4.4: Visualization of Data Point Distribution in Datasets 1 and 2 

 

Achieving a balanced data distribution among clusters is a crucial 

component that contributes to reducing outliers or noise. Determining the 

number of outliers or noise values is of significant importance when 

implementing networks since the concept of load balancing to enhance the 

distribution of workloads among servers within a network represents a valid and 

crucial use environment.  

The optimization of resource utilization, improvement of Quality of 

Service (QoS), and efficient operation of network services are significantly 

influenced by load balancing. In this particular scenario, identifying and 

managing noise (anomalies or outliers) is of significant importance in resource 

allocation, quality of service improvement, and resource optimization. In the 
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context of resource allocation, noise points can be defined as unusual or 

unanticipated increases in network traffic that may disturb the resource 

allocation process. Identifying and managing noise points can contribute to the 

effective allocation of resources, reducing the risks associated with server 

overload or poor utilization.  

In the  Quality of Service (QoS) enhancement, load balancing aims to 

enhance QoS by equally dividing the workload among multiple servers. A high 

number of noise points has the potential to introduce unpredictable fluctuations 

in workload, which may result in a decrease in Quality of Service (QoS). 

Identifying and managing these differences can result in enhanced consistency 

and dependability in Quality of Service (QoS). By effectively recognizing and 

dealing with areas of inefficiency, it is possible to enhance resource efficiency. 

Servers can achieve higher levels of efficiency when they are not required to 

handle unexpected or disruptive traffic patterns. 

To efficiently achieve the load balancing objectives, consider using 

clustering algorithms that can handle noisy points. Algorithms such as 

DBSCAN, OPTICS, and the proposed Optics + GMM method are well-suited 

for this objective and can identify clusters of regular traffic and distinguish 

noise points. The K-Means and GMM are unlike other algorithms, which cannot 

identify and effectively manage noise points. It is important to note that this 

algorithm displayed higher performance in data distribution and achieved a 

higher silhouette score than other algorithms. However, when dealing with 

network load distribution and aiming to achieve factors such as resource 

allocation, QoS enhancement, and resource efficiency, it becomes imperative to 

utilize algorithms capable of effectively detecting and identifying noise.  

Tables 4.5 and 4.6 present a comprehensive overview of the distribution 

of values across clusters for each priority of the five methods. This distribution 

depends on determining the number of clusters, which in this case is five.  
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Table 4.5: Cluster Distribution by Priority: Five Methods (Dataset 1) 

Using the K-Means Algorithm: 5 Clusters 

Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter 

Number of 
Data Point 

926 342 1123 1052 740 0 4,183 n_clusters=5 

Using the DBSCAN Algorithm: 5 Clusters 

Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter 

Number of 
Data Point 

2088 30 30 16 13 2006 4,183 
eps=0.05, 

min_samples=16 

Using the Optics Algorithm: 5 Clusters 

Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter 

Number of 
Data Point 

35 72 46 43 43 3944 4,183 
min_samples=5, 

xi=0.03, 
min_cluster_size=35 

Using the GMM Algorithm: 5 Clusters 

Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter 

Number of 
Data Point 

1472 91 950 742 928 0 4,183 n_components=5 

Using the Optics + GMM Algorithm: 5 Clusters 

Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter 

Number of 
Data Point 

880 681 1325 981 316 0 4,183 

min_samples=5, 
xi=0.03, 

min_cluster_size=35 
n_components=5 

 

Table 4.6: Cluster Distribution by Priority: Five Methods (Dataset 2) 

Using the K-Means Algorithm: 5 Clusters 

Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter 

Number of 
Data Point 

2838 3857 8073 9579 5652 0 30,000 n_clusters=5 

Using the DBSCAN Algorithm: 5 Clusters 

Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter 

Number of 
Data Point 

668 562 3752 801 810 23406 30,000 
eps=0.01, 

min_samples=550 

Using the Optics Algorithm: 5 Clusters 

Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter 

Number of 
Data Point 

3524 2708 4469 2701 3783 12814 30,000 
min_samples=5, xi=0.03, 

minclustersize=2700 

Using the GMM Algorithm: 5 Clusters 

Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter 

Number of 
Data Point 

4447 6703 7884 4275 6690 0 30,000 n_components=5 

Using the Proposed Optics + GMM Algorithm: 5 Clusters 

Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter 

Number of 
Data Point 

7038 6019 7746 4235 4961 0 30,000 
min_samples=5, xi=0.03, 
min_cluster_size=2700 

n_components=5 
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The distribution of data points for algorithms capable of handling noise 

points is shown in Figure 4.5. Algorithms include DBSCAN, Optics, and the 

proposed hybrid algorithm combining Optics and GMM. The algorithm 

proposed by the dissertation, which combines the Optics and GMM techniques, 

is considered the most effective approach for processing noise and distributing 

data points. 

 

 

Figure 4.5: Data Point Distribution: Clustering Algorithms - Datasets 1 & 2 

4.6 Evaluating the Classification Model 

Supervised learning problems can be categorized into two main types: 

regression and classification methodologies, as Chapter 2, Section 2.5.2. This 

dissertation will utilize classification methodologies to deal with dataset 

classification and prediction. The dissertation utilizes five distinct classifiers, 

specifically: (1) decision tree (DT), (2) support vector machine (SVM), (3) k-
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nearest neighbor, (4) naïve Bayes (NB), and (5) random forest (RF). 

Determining the optimal algorithm for the classification model is based on its 

application on datasets 1 and 2 to reach high evaluation measures, including 

accuracy and performance metrics. 

4.6.1 The Results of Datasets 1 and 2 

Datasets 1 and 2 contain significant attributes, including packet size, rate, 

and count. These qualities play a crucial role in the classification task, with 

priorities assigned based on data volume and packet size. The primary aim of 

this dissertation is to design classification models using the datasets. This model 

will utilize the features of datasets to build a highly accurate predictive model. 

The evaluation metrics for both Datasets 1 and 2 are presented in Tables 

4.7 and 4.8, respectively. The dissertation employed a range of classification 

algorithms, each containing distinct hyperparameters customized to suit the 

specific task. Figure 4.6 presents an illustration of the accuracy of classification 

algorithms. 

Analyzing the outcomes from the tables mentioned above, it becomes 

apparent that the KNN algorithm performs better than the other algorithms. In 

the first dataset, the KNN algorithm achieved an excellent accuracy of 94.02%. 

In comparison, the SVM algorithm achieved 78.39%, the DT algorithm at 

70.01%, the RFC algorithm at 84.16%, and the Naive Bayes (NB) algorithm at 

74.60%. In Dataset 2, the KNN algorithm displayed an excellent accuracy of 

99.83%, surpassing the SVM with an accuracy of 54.65%, the DT with an 

accuracy of 73.63%, the FRC with an accuracy of 95.09%, and the NB with an 

accuracy of 72.5%. The algorithm (3.2) shows the most critical part of the K-

NN technique. The K-nearest neighbors (KNN) method always did better on 

various performance metrics, including confusion matrices and evaluation 

metrics. 
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Table 4.7: Classification Algorithm Evaluation for Dataset 1 

No. Algorithms Hyperparameters Accuracy 

1 Support Vector 
Machines  

(SVM) 

C=0.9,kernel = 'rbf', max_iter=200, 
gamma='auto' test_size=0.25 

random_state=43 val_size = 0.45 

78.39% 

2 Decision Trees 
(DT) 

criterion= gini, max_depth=5, 
min_samples_split=4, 

min_weight_fraction_leaf=0.1, 
splitter='random', random_state=0 

test_size=0.24 random_state=42 
val_size = 0.38 

70.01% 

3 Random Forest 
Classifier  

(RFC) 

criterion = ' entropyi', n_estimators=80, 
max_depth=4, min_samples_split=7, 

random_state=0 test_size=0.24 
random_state=42 val_size = 0.50 

84.16% 

4 Naive Bayes 
(NB) 

priors=None test_size=0.24 
random_state=0 val_size = 0.42 

74.60% 

5 k-Nearest 
Neighbors  

(k-NN) 

n_neighbors= 9,weights ='uniform', 
algorithm="auto", metric=" minkowski" 

test_size=0.22 random_state=27 val_size = 0.46 

94.02% 

 

Table 4.8: Classification Algorithm Evaluation for Dataset 2 

No. Algorithms Hyperparameters Accuracy 

1 Support Vector 
Machines  

(SVM) 

C=1,kernel = 'rbf', max_iter=70, 
gamma='auto' random_state=27 
test_size=0.24 random_state=24 

val_size = 0.38 

54.65% 

2 Decision Trees 
(DT) 

criterion='gini', max_depth=5, 
min_samples_split=4, 

min_weight_fraction_leaf=0.1, 
splitter='random', random_state=42 

test_size=0.23 random_state=42 
val_size = 0.38 

73.63% 

3 Random Forest 
Classifier  

(RFC) 

criterion = 'entropyi',n_estimators=100, 
max_depth=4, min_samples_split=7, 

random_state=42 test_size=0.21 
random_state=42 val_size = 0.38 

95.09% 

4 Naive Bayes 
(NB) 

priors=None, test_size=0.24 
random_state=42, val_size = 0.42 

72.5% 

5 k-Nearest 
Neighbors 

 (k-NN) 

n_neighbors= 9, weights ='uniform', 
algorithm="auto", metric="  manhattani" 

test_size=0.25 
random_state=42, val_size = 0.35 

99.83% 
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Figure 4.6: Accuracy Comparison of Classification Algorithms in Datasets 1 and 2 

4.6.2 The Results of Performance Metrics 

The K-nearest neighbors (KNN) technique displays excellent results 

compared to alternative classification algorithms. It constantly provides 

excellent results across many performance indicators, such as confusion 

matrices and evaluation criteria. Tables 4.9 and 4.10 present a complete 

summary of the Performance Metrics for Classification Algorithms in datasets 1 

and 2, respectively. Furthermore, the graphic representations in Figures 4.7 and 

4.8 provide a comparative analysis of the confusion matrices and evaluation 

metrics for classification algorithms in Datasets 1 and 2. These figures 

demonstrate the better overall performance of the K-Nearest Neighbors (KNN) 

algorithm in both datasets. 
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Table 4.9: Classification Algorithm Performance Metrics for Dataset 1 

Algorithms Support Vector Machines  Decision Trees (DT) Random Forest Classifier  

Confusion 

Matrix 

[111   1   2  93   8]  

  [1 155   1  11   1]  

  [6  13 231   1   1]  

  [1  14   1 331   1]  

[ 18   2  15  44   4] 

  [1   1 156  31   1]  

  [1 138   1  11   1]  

  [1  13 215   2   1]  

  [1  17  39 244 1  

[  0   9  37  20   0] 

[173   1  12  19   1]  

  [1 164   1   3   1]  

 [17  13 217   1   1]  

 [23   5   1 293   2]  

[ 22   5  17  21   8] 

Evaluation 

Metrics 

Precision:   76.63% 

Recall:   78.39% 

F1 score:   75.17% 

Accuracy:   78739 % 

Precision:   68.15% 

Recall:   70.01% 

F1 score:   67.69% 

Accuracy:   70.01% 

Precision:  84.12% 

Recall:  84.16% 

F1 score:  82.09% 

Accuracy:   84.16% 

Algorithms Naive Bayes (NB) k-Nearest Neighbors (k-NN) 

Confusion 

Matrix 

[129   1  25  53   1]  

  [1 157   1   1   1]  

 [41  13 181   2   1]  

 [37  13   1 272   4]  

[ 12   5  23  26  11] 

[182   1   1   5   1]  

  [1 141   2   1   1]  

  [7   1 212   1   1]  

  [5   2   1 312   3]  

[  7   1   7  13  40] 

Evaluation 

Metrics 

Precision:   76.63% 

Recall:   78.39% 

F1 score:   75.17% 

Accuracy:   78739 % 

Precision:   68.15% 

Recall:   70.01% 

F1 score:   67.69% 

Accuracy:   70.01% 

 

Table 4.10: Classification Algorithm Performance Metrics for Dataset 2 

Algorithms Support Vector Machines 

(SVM) 

Decision Trees 

(DT) 

Random Forest Classifier 

(RFC) 

Confusion 

Matrix 

[  474  555    1  658    1 ] 

 [ 302  540    1  646    0] 

 [  32    0 1738   69   23] 

 [  71    1  594  286   40] 

 [   0    0  264    9  897] 

[ 1611    1    1    1    1 ] 

 [  63 1336    0    0    0] 

 [ 354  349  936    0  106] 

 [ 247   90  241    0  368] 

 [   0    0    0    0 1199] 

[ 1472    1    1    1    1 ] 

 [  54 1212    0    0    0] 

 [   0    0 1594   14    4] 

 [ 221    1    0  631    0] 

 [   0    0    3   12 1082] 

Evaluation 

Metrics 

Precision: 57.67% 

Recall: 54.65% 

F1 score: 54.10% 

Accuracy:  54.65% 

Precision: 64.34% 

Recall: 73.63% 

F1 score: 67.12% 

Accuracy:  73.63% 

Precision: 95.65% 

Recall: 95.09% 

F1 score: 95.01% 

Accuracy:  95.09% 

Algorithms Naive Bayes (NB) k-Nearest Neighbors (k-NN) 

Confusion 

Matrix 

[ 779  854    0   49    0] 

 [  39 1420    0    0    0] 

 [   0    0 1778   35    8] 

 [  98  242  637   14    0] 

 [   0    0   18    0 1229] 

[ 1751    1    1    1    1 ] 

 [   1 1522    0    0    0] 

 [   0    0 1897    1    2] 

 [   7    0    0 1027    0] 

 [   0    0    1    0 1292] 

Evaluation 

Metrics 

Precision:  68.96% 

Recall:  72.5% 

F1 score:  67.12% 

Accuracy:   72.5% 

Precision:  99.84% 

Recall:  99.83% 

F1 score:  99.83% 

Accuracy:   99.83% 

 



Chapter Four Results and Discussion 

 

86 
 

                                     

 

                                       

 

Figure 4.7: Confusion Matrix Comparison of Classification Algorithms in Datasets 1 & 2 
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Figure 4.8: Evaluation Metrics Comparison of Classification Algorithms in Datasets 1 & 2 
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4.7 Evaluating the Queue Model 

The dissertation's primary objective is to investigate the problem of load 

balancing among various priorities generated by the classification model, 

employing the queue model to handle this problem. The approach mentioned 

above has shown its efficacy in guaranteeing the best possible distribution of 

workloads and dealing with the significant issue of packet starvation. The 

dissertation proposes implementing a Multilevel Queue (MLQ) model as a more 

effective alternative to a single queue with five queues (0, 1, 2, 3, and 4). The 

algorithm (3.3) deals with five priorities stored in a distinct queue. 

Implementing this strategic shift has effectively improved the management of 

priorities, leading to significant enhancements in network performance and the 

quality of service (QoS). 

4.7.1 The Results of Multilevel Queue (MLQ) Model 

A hierarchical structure controls the transmission of tasks within the order 

of task prioritization. Tasks assigned a priority level of 0 continuously receive 

full consideration and are treated as the highest priority. After completing all 

tasks with a priority level of 0, tasks with a priority level of 1 are given priority. 

The aforementioned sequential methodology persists until all tasks are executed 

according to their priority. 

However, this prioritization strategy posed challenges for lower-priority 

tasks, particularly those categorized as priorities 1, 2, 3 and 4, often leading to 

starvation. Such issues translated into delays in transmitting low-priority data 

and an overall decline in network performance. The present dissertation 

proposes a critical solution, the threshold concept, by determining a unique 

threshold value for every priority level. Once a specific threshold value is 

reached, lower-priority tasks are quickly assigned. By assigning priority 1 to a 

threshold value of 8, they are assigning priority 2 to a threshold value of  9, 

priority 3 to a threshold value of 10, and finally assigning priority 4 to a 
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threshold value of 11. In the beginning, seven packets will be sent from priority 

zero. Until packet eight is reached, it will be sent to priority 1, then priority 2, 3, 

and 4, then it comes back and calls seven to send them to priority 0, and so on. 

If priority 0 ends, seven packets with priority 1 will be sent. The outcomes in 

Figures 4.9, 4.10, and 4.11 illustrate this strategy. 

Furthermore, the operation of pushing and popping is depicted in Figure 

4.9, which displays ten requests. In addition, Figure 4.10 offers valuable 

insights into the abovementioned procedures since it visually presents 20 

requests. Figure 4.11 provides a more comprehensive analysis of these 

activities, specifically focusing on 100 requests. These figures provide 

significant visual representations that aid in comprehending the dynamic 

processes of pushing and popping within the queue model. Additionally, it 

explained the threshold concept and how it facilitates allocating work based on 

priorities. The strategic utilization of threshold values has shown significant 

efficacy in mitigating packet starvation and improving network efficiency. 
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Figure 4.9: Pushing and Popping: Handling 10 Requests in MLQ 

 

Figure 4.10: Exploring Push and Pop Operations with 20 Requests in MLQ 

 

Figure 4.11: In-Depth Analysis: Managing 100 Requests through Push and Pop in MLQ 
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4.7.2 The Results of KNN Model with Queue Model 

In the previous stage, the queue model was tested by sending varying 

numbers of packets (10, 20, and 100) and evaluating a push-and-pop operation. 

The current stage focuses on testing the results by combining two algorithms or 

modules, specifically the Machine Learning-MultiLevel Queue (KNN-MLQ) 

algorithm, as described in algorithm 3.4.  

Figures 4.12, 4.13, and 4.14 illustrate the evaluation and testing of the 

KNN-MLQ model using the original dataset. The dataset consists of 100 rows 

selected from the larger dataset, which contains 30,000 rows. The test set was 

created by setting the test_size parameter to 0.30. The model was then used to 

predict 29 requests or rows, and each was assigned a priority value ranging from 

0 to 4. These predictions are then passed to a queue model and stored using the 

push operation. The priority values are retrieved using the pop operation. 

Specifically, priority 0 is recalled seven times initially, and once the threshold 1 

is reached, priority 1 is called. This process continues until threshold 2 is 

reached, at which point priority 2 is called. The same pattern follows for 

threshold 3, priority 3, threshold 4, and priority 4. Finally, the process returns to 

calling priority 0, repeating this sequence seven times. Sometimes, the call 

priority is limited to invoked 2 or 3 times, contingent upon the total number of 

priority 0 stored in a queue. 
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Figure 4.12: Testing KNN-MLQ Model with Push Operation 

 

Figure 4.13: Testing KNN-MLQ Model with Pop Operation 
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Figure 4.14: Pushing and Popping: Efficient Handling of 29 Requests in the KNN-MLQ 

4.8 Evaluating the Load Balancing Scheduling (LBS) 

Load-balancing algorithms are classified as static, dynamic, and hybrid. 

Static load balancing algorithms such as Random (R), Round Robin (RR), and 

Weight Round Robin (WRR) distribute workloads uniformly without 

considering real-time system conditions. However, dynamic load balancing 

algorithms, such as the Least Connection (LC) approach, distribute workloads 

based on real-time system conditions to optimize performance. This dissertation 

introduces a new taxonomy for hybrid load-balancing algorithms based on 

dynamic and static algorithms. 

Two algorithms proposed and developed in this dissertation are based on 

dynamic load-balancing scheduling and distribute workloads based on real-time 

system conditions to optimize performance. The first is Least Resource Load 

(LRL), and the second is Hybrid Least Connection and Least Resource Load 

(LCLRL). LRL calculates CPU and memory use. In contrast, the algorithm 

balances load using the fewest connections, CPU, and memory. These six 

algorithms will be implemented in an environment, emulator, and network 

topology based on the requirements in the next section 4.8.1  . 
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4.8.1 Proposal of Emulator and Network Topology  

The percentage distribution of emulation platforms utilized in the SDN 

Network, as mentioned in Chapter 1, Section 1.6.3, Figure 1.5. Table 4.11 

displays the percentage of emulator platforms. The present study proposes the 

utilization of Mininet, an emulator program widely used in SDN networks, 

which also obtained the highest percentage, which is 50%, compared to the 

remainder of the software ecosystem. 

Table 4.11: Percentage of the Essential Software Ecosystem used in the SDN Network 

Software 

Ecosystem 
Mininet C and C++ Matlab NS3,NS2 Python CloudSim Others 

Percentage 50% 10% 5% 5% 7.5% 5% 17.5% 

 

Mininet, a well-known open-source network emulator, is widely used to 

simulate and test SDN environments. SDN is a new networking architecture that 

efficiently separates the control plane from the data plane, enabling centralized 

network management and programmability. The primary design of Mininet is to 

be used for operating systems based on the Linux kernel. However, running 

Mininet on Windows using virtualization platforms such as VirtualBox may 

cause additional complexity. The utilization of Windows may not provide the 

same advantages in terms of performance and compatibility when compared to 

directly executing a Linux-based operating system. 

Hence, the current study strongly recommends implementing and 

utilizing Mininet on a Linux operating system directly, and The version used is 

Linux Ubuntu 20.04.4 LTS. To optimize performance and achieve good results 

during the implementation of the suggested model, ensure that the computer 

components are of high quality. Table 4.12 overviews the computer components 

required for this specific purpose. 
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Table 4.12: Overviews the Computer Components 

Parameters OS CPU Ram HDD Graphics OS Type 

Details 
Linux Ubuntu 

20.04.4 LTS 

Intel Corei7-

3625QM 

2.2GHz *8 

8 GB 
512GB 

SSD 

AMD/ 

Intel4000 
64-bit 

 

The current study proposes a network topology known as a flat topology, 

specifically a single-switch topology, a network configuration consisting of only 

one network switch. All devices are connected to a single switch, and the type is 

an open virtual switch, known as OVS, which also includes a single SDN 

controller, specifically the POX-Controller. POX is primarily written in the 

Python programming language, and it is easy to use and has rapid development 

capabilities. An open-flow protocol establishes connections between the 

controller and switch, and other components are three hosts (H1, H2, and H3) 

and three servers (S1, S2, and S3) , his type of web browsing. Table 4.13 

overviews the topology components and specifications of the emulator. Figure 

4.15 illustrates the allocation of IP addresses across all devices within the 

network design and suggested topology.. 

Table 4.13: Overviews the Topology Components and Emulator specifications 

Parameters 
Controller 

architecture 

Type of 

Controller 

Number 

of Switch 

& Type 

Number of 

servers & 

type 

Number 

of Clients 

Southbo

und 

interface 

Component 
Single 

controller 
POX 1, OVS 

3, Web 

Servers 
3 

OpenFlo

w 1.0 

 



Chapter Four Results and Discussion 

 

96 
 

 

Figure 4.15: Proposed Network Topology 

4.8.2 Evaluation Metrics in Load Balancing Scheduling Algorithms 

The results from Chapter 1, Figure 1.3, which has 30 parameters, and 

Figure 1.4, which has eight important parameters, show that the dissertation 

recommends using the four most important parameters to evaluate load-

balancing scheduling algorithms. These four parameters are response time, 

latency, throughput, and the degree of load balancing. The response time can be 

calculated using equations 2.8 and 2.9, with a lower value indicating a more 

desirable result. Similarly, the latency can be calculated using equations 2.10 

and 2.11, with a lower value indicating a more desirable result. 

Additionally, the throughput can be evaluated using equation 2.12, where 

a higher value signifies a better outcome. The degree of LB can be computed 

using equations 2.13 to 2.18, with the highest value indicating the best result. 

The selection of the optimal algorithm in statics and dynamics load balancing 

that achieves the best results across all factors will be based on evaluating the 

results obtained from these parameters. 
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4.8.3 The Results of  Load Balancing Scheduling  

The parameters are considered fundamental metrics to evaluate 

algorithmic results. This evaluation happens by applying four algorithms (R, 

RR, WRR, and LC) and two proposed algorithms (LRL and LCLRL), which are 

based on algorithm (3.4) and algorithm (3.5). The algorithms should be 

implemented in the Linux environment using the Mininet simulation. 

Subsequently, the proposed network, which is a flat network, should be 

established and connected to the POX controller. Static files will be used in the 

generation of traffic. 

Additionally, as indicated in Table 4.2, two distinct types of traffic will 

be generated. Type 1 traffic involves the creation of files manually, 

encompassing five files of varying sizes (1 Mbyte, 10 Mbyte, 25 Mbyte, 50 

Mbyte, and 75 Mbyte). On the other hand, Type 2 traffic consists of real files 

sourced from Facebook, containing 16 files with sizes ranging from 0.1 Kbyte 

to less than 10 Mbyte. These files were manually generated to reflect the ratios 

of real files. 

By comprehensively analyzing several performance parameters such as 

response time, latency, throughput, and load balancing, the initial step involves 

evaluating and selecting the most optimal algorithm among the three static 

algorithms, R, RR, and WRR, based on the high-parameter results. The second 

step involves selecting the most suitable algorithm from three dynamic 

algorithms: LC, proposed LRL, and Proposed LCLRL, based on the high 

parameter results between them. Subsequently, the optimal dynamic algorithm 

will be employed with the proposed model. Table 4.14 presents the statistical 

analysis of response time parameters for the algorithms used in datasets 1 and 2. 

 

 

 

 



Chapter Four Results and Discussion 

 

98 
 

Table 4.14: Statistics of Response Time Parameter for  Algorithms - Datasets 1 and 2 

Dataset 1 

 Static Algorithms Dynamic Algorithms 

No. of Request Random RR WRR LC LRL LCLRL 

300 0.044 0.042 0.050 0.047 0.047 0.050 

3,000 0.049 0.050 0.048 0.049 0.048 0.050 

15,000 040.0 040.0 040.0 0.049 0.049 0.050 

45,000 040.0 040.0 040.0 0.049 0.048 0.050 

Enhancement .4.1%  .4.0%  14.0%  3% 4% 0.50% 

Dataset 2 

No. of Request Random RR WRR LC LRL LCLRL 

3,000 0.0120 0.0129 0.0124 0.0126 0.0120 0.0125 

15,000 0401.0 040100 0401.0 0.0139 0.0135 0.0139 

45,000 040101 040100 0401.1 0.0140 0.0140 0.0146 

90,000 04010. 0401.1 040100 0.0137 0.0139 0.0144 

Enhancement 540.%  0401%  .40.%  2.82% 4.36% 0.77% 

 

The results of the LBS method were computed for the response time 

parameter, as indicated in Table 4.14. The random algorithm demonstrated the 

highest improvement value among the static algorithms, achieving 4.51% in 

dataset 1 and 7.85% in dataset 2. In comparison, the RR and WRR algorithms 

achieved 4.50% and 1.50% in dataset 1 and 3.31% and 4.84% in dataset 2, 

respectively. Among the dynamic algorithms, the LRL algorithm displayed the 

best performance, achieving 4% in dataset 1 and 4.36% in dataset 2. In contrast, 

the LC and LCLRL algorithms achieved 3% and 0.50% in dataset 1 and 2.82% 

and 0.77% in dataset 2, respectively. Figure 4.16 represent the comparison 

between algorithms based on response time in datasets 1 and 2. 
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Figure 4.16: Statistics of Response Time Parameter for Algorithms in Datasets 1 and 2 

Table 4.15 presents the statistical analysis of latency parameters for the 

algorithms used in datasets 1 and 2. 

Table 4.15: Statistics of Latency Parameter for  Algorithms - Datasets 1 and 2 

Dataset 1 

 Static Algorithms Dynamic Algorithms 

No. of Request Random RR WRR LC LRL LCLRL 

300 0.040 0.040 0.046 0.044 0.043 0.046 

3,000 0.044 0.045 0.043 0.045 0.043 0.045 

15,000 040.. 040.. 040.. 0.046 0.045 0.045 

45,000 0..0. 040.. 040.. 0.044 0.044 0.045 

Enhancement .4..%  0400%  140.%  1.64% 3.84% 0.54% 

Dataset 2 

No. of Request Random RR WRR LC LRL LCLRL 

3,000 0.0054 0.0061 0.0058 0.0057 0.0053 0.0056 

15,000 0400.0 04000. 04000. 0.0065 0.0062 0.0064 

45,000 040000 04000. 040000 0.0066 0.0065 0.0069 

90,000 040000 04000. 04000. 0.0063 0.0063 0.0068 

Enhancement 104.5%  .401%  .40.%  4.56% 7.72% 2.43% 

 

The LBS approach estimated the latency parameter, as presented in Table 

4.15. The random method exhibited the most significant performance 

improvement compared to the static algorithms, with an optimization of 5.45% 

Dataset 1 Dataset 2 
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in dataset 1 and 10.27% in dataset 2. When comparing the performance of the 

RR and WRR algorithms, it was seen that the RR method achieved an accuracy 

rate of 3.80% in dataset 1 and 2.91% in dataset 2. On the other hand, the WRR 

algorithm achieved an accuracy rate of 1.65% in dataset 1 and 4.94% in dataset 

2. The LRL algorithm demonstrated the best results among the dynamic 

algorithms, with an accuracy rate of 3.84% in dataset 1 and 7.72% in dataset 2. 

Through comparison, the LC and LCLRL algorithms attained accuracy rates of 

1.64% and 0.54% in dataset 1 and 4.56% and 2.43% in dataset 2, respectively. 

Figure 4.17 depict a comparative analysis of algorithms for latency in datasets 1 

and 2. 

 

 

Figure 4.17: Statistics of Latency Parameter for Algorithms in Datasets 1 and 2 

 

Dataset 1 Dataset 2 
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Table 4.16 presents the statistical analysis of throughput parameters for the 

algorithms used in datasets 1 and 2. 

Table 4.16: Statistics of Throughput  Parameter for  Algorithms - Datasets 1 and 2 

Dataset 1 

 Static Algorithms Dynamic Algorithms 

No. of Request Random RR WRR LC LRL LCLRL 

300 0.2261 0.2346 0.1998 0.2111 0.2090 0.1965 

3,000 0.0203 0.0145 0.0207 0.0202 0.0207 0.0198 

15,000 0400.1 0400.0 0400.0 0.0040 0.0040 0.0040 

45,000 040010 040010 040010 0.0013 0.0014 0.0013 

Enhancement 04.0%  0400%  .40.%  5.91% 5.87% 5.54% 

Dataset 2 

No. of Request Random RR WRR LC LRL LCLRL 

3,000 0.0829 0.0779 0.0814 0.0793 0.0828 0.0801 

15,000 0401.0 0401.0 0401.0 0.0146 0.0147 0.0143 

45,000 0400.0 0400.0 0400.5 0.0047 0.0047 0.0045 

90,000 0400.. 0400.0 0400.. 0.0024 0.0023 0.0023 

Enhancement .04.0%  ..400%  ..40.%  25.25% 26.12% 25.30% 

The results of the LBS method were computed for the throughput 

parameter, as indicated in Table 4.16. The RR algorithm demonstrated the 

highest improvement value among the static algorithms in dataset 1, achieving 

6.36%; in comparison, the R and WRR algorithms achieved 6.29% and 5.64%, 

respectively. While The R algorithm demonstrated the highest improvement 

value among the static algorithms in dataset 2, achieving 26.48%, the WRR and 

RR algorithms achieved 25.95% and 25.00%, respectively. Among the dynamic 

algorithms, the LC algorithm displayed the best performance in dataset 1, 

achieving 5.91%; in comparison,  the LRL and LCLRL algorithms achieved 

5.87% and 5.54%, respectively. While the LRL algorithm displayed the best 

performance in dataset 2, achieving 26.12%, in comparison,  the LCLRL and 

LC algorithms achieved 25.30% and 25.25%, respectively. Figure 4.18 compare 

algorithms based on throughput requests per second (RPS) in datasets 1 and 2. 
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Figure 4.18: Statistics of Throughput  Parameter for Algorithms in Datasets 1 and 2 

Table 4.17 presents the statistical analysis of degree of load balancing 

parameters for the algorithms used in datasets 1 and 2. 

Table 4.17: Statistics of Degree of LB Parameter for  Algorithms - Datasets 1 and 2 

Dataset 1 

 Static Algorithms Dynamic Algorithms 

No. of Request Random RR WRR LC LRL LCLRL 

300 0.246 0.227 0.284 0.301 0.281 0.297 

3,000 0.236 0.266 0.256 0.239 0.234 0.244 

15,000 04..0 04100 04..0 0.237 0.239 0.241 

45,000 04.00 04.00 04.00 0.234 0.244 0.249 

Enhancement ..410%  .04..%  %..4.5 25.27% 24.95% 25.77% 

Dataset 2 

No. of Request Random RR WRR LC LRL LCLRL 

3,000 0.327 0.257 0.280 0.345 0.285 0.299 

15,000 04.00 04151 041.. 0.226 0.274 0.215 

45,000 04.00 0410. 04... 0.194 0.216 0.192 

90,000 04.00 041.. 04.10 0.223 0.262 0.191 

Enhancement .540.%  10410%  .140.%  24.70% 25.92% 22.43% 

The results of the LBS method were computed for the degree of load 

balancing parameter, as indicated in Table 4.17. The WRR algorithm 

demonstrated the highest improvement value among the static algorithms in 

dataset 1, achieving 25.57%; in comparison, the R and RR algorithms achieved 

Dataset 1 Dataset 2 
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24.10% and 23.22%, respectively. While The R algorithm demonstrated the 

highest improvement value among the static algorithms in dataset 2, achieving 

26.48%, the WRR and RR algorithms achieved 25.95% and 25.00%, 

respectively. Among the dynamic algorithms, the LCLRL algorithm displayed 

the best performance in dataset 1, achieving 25.77%; in comparison,  the LC 

and LRL algorithms achieved 25.27% and 24.95%, respectively. While the LRL 

algorithm displayed the best performance in dataset 2, achieving 25.92%, in 

comparison,  the LC and LCLRL algorithms achieved 24.70% and 22.43%, 

respectively. Figure 4.19 compare algorithms based on the degree of load 

balancing in datasets 1 and 2. 

 

 

 

Figure 4.19: Statistics of Degree of LB Parameter for Algorithms in Datasets 1 and 2 

These procedures help to determine and discover that the proposed LRL 

algorithm consistently outperforms other dynamic algorithms, as demonstrated 

through the evaluation and analysis of the parameters utilized and the final 

assessments achieved. This helps identify the optimal dynamic algorithm. The 

LRL algorithm shows the highest evaluation scores for factors such as response 

time and latency and achieved excellent performance in Dataset 1. Moreover, in 

Dataset 1 Dataset 2 
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Dataset 2, the LRL algorithm displays the highest percentages and overall 

evaluation across all parameters. Consequently, the above method will be 

implemented and applied to the proposed model. 

4.9 Evaluating the Proposed Model 

The evaluation of the proposed model algorithm integrates three 

techniques: Machine Learning with Multilevel Queue and Load Balancing 

Scheduling (ML-MLQLBS). This integration aims to create an intelligent model 

known as KNN-MLQLRL. Algorithm 3.6 describes the phases of the suggested 

model, which aims to enhance intelligent dynamic load balancing. A 

comparative analysis will be conducted with six existing load balancing 

algorithms (R, RR, WRR, LC, LRL, LCLRL) to evaluate the success and 

efficiency of the proposed model. This evaluation will involve the calculation of 

four key performance indicators: response time, latency, throughput, and degree 

of load balancing. Subsequently, the outcomes will be compared with the other 

algorithms' outcomes to determine the best in datasets (1 and 2). 

4.9.1 The Results of  Proposed Model  

The proposed model will be implemented in a Linux environment using 

the Mininet simulation. Subsequently, the model is run inside the POX 

controller and deployed in the flat network architecture, employed to generate 

traffic, his type dynamic files and content to 6 features within the range of 0 and 

1, utilizing a random distribution approach. The suggested model would receive 

packets containing eight distinct features from clients, initiating the subsequent 

stages of classification and prediction to determine the cluster type and priority 

category. Subsequently, the model will transmit the priority to the queuing 

model. Subsequently, employing the suggested algorithm for selecting the 

optimal server based on the least resource load (LRL) algorithm, The server 

receives the priority in addition to the first packet's contents, previously sent 

from clients that include the features. 
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Table 4.18 presents the statistical analysis of degree of load balancing 

parameters for the algorithms used in datasets 1 and 2. 

Table 4.18: Statistics of Response Time Parameter for  Algorithms - Datasets 1 and 2 

Dataset 1 

No. of 

Request 
Random RR WRR LC LRL LCLRL 

Model 

(KNN-

MLQLRL) 

300 0.044 0.042 0.050 0.047 0.047 0.050 0.0054 

3,000 0.049 0.050 0.048 0.049 0.048 0.050 0.0099 

15,000 040.0 040.0 040.0 0.049 0.049 0.050 0.0113 

45,000 040.0 040.0 040.0 0.049 0.048 0.050 0.0115 

Enhancement .4.1%  .4.0%  14.0%  3% 4% 0.50% 80.95% 

Dataset 2 

No. of 

Request 
Random RR WRR LC LRL LCLRL 

Model 

(KNN-

MLQLRL) 

3,000 0.0120 0.0129 0.0124 0.0126 0.0120 0.0125 0.0093 

15,000 0401.0 040100 0401.0 0.0139 0.0135 0.0139 0.0114 

45,000 040101 040100 0401.1 0.0140 0.0140 0.0146 0.0116 

90,000 04010. 0401.1 040100 0.0137 0.0139 0.0144 0.0117 

Enhancement 540.%  0401%  .40.%  2.82% 4.36% 0.77% 21.3% 

 

The LBS methods and proposed model results for the response time 

parameter are indicated in Table 4.18. The proposed model (KNN-MLQLRL) 

demonstrated the highest improvement value in datasets 1 and 2, with dataset 1 

achieving 25.57% and other algorithms, the Random, RR, LRL, LC, WRR, and 

LCLRL algorithms achieved 4.51%, 4.50%, 4%, 3%, 1.50%, and 0.50%, 

respectively. While dataset 2 achieved 21.3% and other algorithms, the 

Random, WRR, LRL, RR, LC, and LCLRL algorithms achieved 7.85%, 4.84%, 

4.36%, 3.31%, 2.82%, and 0.77%, respectively. Figure 4.20 compare algorithms 

based on response time in datasets 1 and 2. 



Chapter Four Results and Discussion 

 

106 
 

 

 

Figure 4.20: Statistics of Response Time Parameter for Algorithms in Datasets 1 and 2 

Table 4.19 presents the statistical analysis of latency parameters for the 

algorithms used in datasets 1 and 2. 

Table 4.19: Statistics of Latency Parameter for  Algorithms - Datasets 1 and 2 

Dataset 1 

No. of 

Request 
Random RR WRR LC LRL LCLRL 

Model 

(KNN-MLQLRL) 

300 0.040 0.040 0.046 0.044 0.043 0.046 0.0006 

3,000 0.044 0.045 0.043 0.045 0.043 0.045 0.0007 

15,000 040.. 040.. 040.. 0.046 0.045 0.045 0.0008 

45,000 0..0. 040.. 040.. 0.044 0.044 0.045 0.0008 

Enhancement .4..%  0400%  140.%  1.64% 3.84% 0.54% 98.40% 

Dataset 2 

No. of 

Request 
Random RR WRR LC LRL LCLRL 

Model 

(KNN-MLQLRL) 

3,000 0.0054 0.0061 0.0058 0.0057 0.0053 0.0056 0.0008 

15,000 0400.0 04000. 04000. 0.0065 0.0062 0.0064 0.0008 

45,000 040000 04000. 040000 0.0066 0.0065 0.0069 0.0008 

90,000 040000 04000. 04000. 0.0063 0.0063 0.0068 0.0009 

Enhancement 104.5%  .401%  .40.%  4.56% 7.72% 2.43% 87.43% 

Dataset 1 Dataset 2 
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Table 4.19 displays the LBS methods and the outcomes of the suggested 

model for the latency parameter. The KNN-MLQLRL model displays the most 

substantial improvement in datasets 1 and 2, with an accuracy of 98.40% in 

dataset 1. In comparison, the Random, LRL, RR, WRR, LC, and LCLRL 

algorithms achieved accuracies of 5.45%, 3.84%, 3.80%, 1.65%, 1.64%, and 

0.54%, respectively. Dataset 2 displays a performance of 87.43%, whereas the 

Random, LRL, WRR, LC, RR, and LCLRL algorithms have success rates of 

10.27%, 7.72%, 4.94%, 4.56%, 2.91%, and 2.43%, respectively. This analysis 

focuses on the performance of algorithms in datasets 1 and 2, specifically on 

latency. Figure 4.21 present a comparative evaluation of these algorithms. 

 

 

Figure 4.21: Statistics of Latency Parameter for Algorithms in Datasets 1 and 2 

Dataset 1 Dataset 2 
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Table 4.20 presents the statistical analysis of throughput parameters for 

the algorithms used in datasets 1 and 2. 

Table 4.20: Statistics of Throughput  Parameter for  Algorithms - Datasets 1 and 2 

Dataset 1 

No. of 

Request 
Random RR WRR LC LRL LCLRL 

Model 

(KNN-

MLQLRL) 

300 0.2261 0.2346 0.1998 0.2111 0.2090 0.1965 0.8560 

3,000 0.0203 0.0145 0.0207 0.0202 0.0207 0.0198 0.1000 

15,000 0400.1 0400.0 0400.0 0.0040 0.0040 0.0040 0.0177 

45,000 040010 040010 040010 0.0013 0.0014 0.0013 0.0057 

Enhancement 04.0%  0400%  .40.%  5.91% 5.87% 5.54% 24.48% 

Dataset 2 

No. of 

Request 
Random RR WRR LC LRL LCLRL 

Model 

(KNN-

MLQLRL) 

3,000 0.0829 0.0779 0.0814 0.0793 0.0828 0.0801 0.1081 

15,000 0401.0 0401.0 0401.0 0.0146 0.0147 0.0143 0.0174 

45,000 0400.0 0400.0 0400.5 0.0047 0.0047 0.0045 0.0058 

90,000 0400.. 0400.0 0400.. 0.0024 0.0023 0.0023 0.0028 

Enhancement .04.0%  ..400%  ..40.%  25.25% 26.12% 25.30% 33.52% 

Table 4.20 presents the LBS approaches employed and the corresponding 

outputs of the proposed model about the throughput parameter. The KNN-

MLQLRL model demonstrates the most significant enhancement in datasets 1 

and 2, achieving an accuracy of 24.48% in dataset 1. The RR, Random, LC, 

LRL, WRR, and LCLRL algorithms achieved accuracies of 6.36, 6.29, 5.91, 

5.87, 5.64, and 5.54, respectively, when compared. In Dataset 2, the 

performance was determined to be 33.52%. In comparison, the Random, LRL, 

WRR, LCLRL, LC, and RR algorithms exhibited success rates of 26.48%, 

26.12%, 25.95%, 25.3%, 25.25%, and 25.0%, respectively. The present analysis 

evaluates algorithmic performance within datasets 1 and 2, focusing on 

throughput. Figure 4.22 depict a comparison of the different algorithms.  
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Figure 4.22: Statistics of Throughput  Parameter for Algorithms in Datasets 1 and 2 

Table 4.21 presents the statistical analysis of degree of load balancing 

parameters for the algorithms used in datasets 1 and 2. 

Table 4.21: Statistics of Degree of LB Parameter for  Algorithms - Datasets 1 and 2 

Dataset 1 

No. of 

Request 
Random RR WRR LC LRL LCLRL 

Model 
(KNN-

MLQLRL) 

300 0.246 0.227 0.284 0.301 0.281 0.297 0.815 

3,000 0.236 0.266 0.256 0.239 0.234 0.244 0.750 

15,000 04..0 04100 04..0 0.237 0.239 0.241 0.690 

45,000 04.00 04.00 04.00 0.234 0.244 0.249 0.624 

Enhancement ..410%  .04..%  %..4.5 25.27% 24.95% 25.77% 71.97% 

Dataset 2 

No. of 

Request 
Random RR WRR LC LRL LCLRL 

Model 
(KNN-

MLQLRL) 

3,000 0.327 0.257 0.280 0.345 0.285 0.299 0.711 

15,000 04.00 04151 041.. 0.226 0.274 0.215 0.700 

45,000 04.00 0410. 04... 0.194 0.216 0.192 0.618 

90,000 04.00 041.. 04.10 0.223 0.262 0.191 0.588 

Enhancement .540.%  10410%  .140.%  24.70% 25.92% 22.43% 65.42% 

Table 4.21 displays the LBS methods and the outcomes of the suggested 

model for the degree of load balancing parameter. The KNN-MLQLRL model 

displayed the most substantial improvement in datasets 1 and 2, with an 

accuracy of 71.97% in dataset 1. In comparison, the LCLRL, WRR, LC, LRL, 

Dataset 1 Dataset 2 
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Random, and RR algorithms achieved accuracies of 25.77, 25.57, 25.27, 24.95, 

24.1, and 23.22, respectively. Dataset 2 displayed a performance of 65.42%, 

whereas the Random, LRL, LC, LCLRL, WRR, and RR  algorithms had 

success rates of 27.32, 25.92, 24.7, 22.43, 21.82, and 19.1, respectively. This 

analysis focuses on the performance of algorithms in datasets 1 and 2, 

specifically on degree of load balancing. Figure 4.23 present a comparative 

evaluation of these algorithms.  

 

 

Figure 4.23: Statistics of Degree of LB Parameter for Algorithms in Dataset 1 and 2 
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5.1 Conclusions 

The primary objective of the proposed model is to enhance the Quality of 

Service (QoS) and overall network performance in the SDN network. In 

addition, this dissertation aims to identify optimal dynamic load-balancing 

algorithms that effectively minimize response time and latency while enhancing 

throughput and achieving a higher degree of load balancing. So, this 

dissertation contributes to the extended previous literature on load balancing in 

SDN. A survey of the latest advancements in the field is conducted, highlighting 

areas of research that require further investigation and identifying gaps among 

existing studies. The primary objective of this survey is to improve the 

understanding of load balancing challenges in SDN through an examination of 

LB-Algorithms, LB-Classification, LB-Techniques, and LB-Metrics.  

The main conclusions of this dissertation, based on the development and 

implementation of the proposed model, are as follows: 

1. There were two types of generating and creating data: manual generation 

and files of random sizes, and real files and sizes. According to the final 

results, the second type of file in the load-balancing distribution between 

servers was an actual distribution close to reality. In contrast, the first 

type was very different from the logical distribution. 

2. In some situations, it is necessary to detect and identify noise in the data 

because of its significance and influence on the dataset and then handle it. 

This dissertation proposes a method that combines two algorithms, 

namely OPTICS and GMM. Optics is particularly effective at splitting 

data points into clusters and identifying noise. The second algorithm 

employs a probabilistic distribution to handle noise and redistribute it to 

neighboring clusters. This approach demonstrated better noise 

management and achieved the most balanced allocation of data points 

among clusters compared to alternative algorithms such as K-means, 

DBSCAN, OPTICS, and GMM. 
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3. Overall, the k-nearest neighbor classification algorithm outperforms other 

classification algorithms, such as (DT, SVM, NB, and RF) regarding the 

accuracy and performance metrics for both datasets. 

4. The effectiveness of the proposed Multilevel Queue (MLQ) model is 

based on its capability to handle and organize priorities derived from the 

classification and prediction models. This model positively 

impacts network performance and Quality of Service (QoS) by reducing 

packet loss and delay by treating packet starvation using a threshold 

concept, wherein a distinct threshold value is determined for each priority 

level. Once a predetermined threshold is reached, tasks of lower priority 

are quickly assigned without waiting a long time to be process. 

5. Regarding calculating the most critical resources for servers, for example, 

low CPU and memory usage in achieving load distribution has proven 

successful and more stable than relying on random or sequential 

distribution between servers or calculating the least connection. The 

dissertation proposed two algorithms that generally achieve high 

optimization on the principles of dynamic load-balancing scheduling 

between servers; the first is Least Resource Load (LRL), and the second 

is Hybrid Least Connection and Least Resource Load (LCLRL). The 

LRL algorithm calculates the lower CPU and memory usage. On the 

other hand, the LCLRL algorithm combines the least connection and the 

least CPU and memory usage to achieve load balancing. Compared with 

the four standard algorithms, the three algorithms are static, such as R, 

RR, and WRR, and one is the dynamic algorithm LC. 
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5.1 Future Work 

The following are many possible future works that need consideration: 

1. Studying an alternative method for traffic capture that involves utilizing 

deep packet inspection (DPI) as a pattern-matching approach instead 

of the statistical approach. 

2. The proposed model can be implemented on other load balancing 

datasets. 

3. Applying the proposed model to calculate other Metrics to improve QoS . 

4. Studying the design of a program that captures packets, analyzes the 

features, and sends them to the classification model dynamically in real 

time. 

5. Studying other methods of optimizing classification models, such as 

neural networks or deep learning algorithms 

6. Studying alternative dynamic load balancing scheduling approaches to 

optimize Quality of Service (QoS). Specifically, it investigates 

calculating response time or latency inside servers instead of CPU and 

memory utilization metrics for improved load balancing. 

7. Proposing a method that can identify critical files or features in the 

dataset and give special priority to them without waiting in the queue 

model. 

8. Studying the development of the proposed model capable of receiving 

packets that include static files and dynamic features together. 

9. Studying and applying methods for determining the optimal number of 

queues based on waiting time calculations and other parameters. 

10. Using heuristic algorithms instead of a queue model. 
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 الملخص

عدم قدرة الشبكات التقليدية على توزيع الموارد بكفاءة، والتكيف مع أنماط المرور المتغيرة، 

والتعامل مع أنظمة الإدارة اللامركزية. تقترح الأطروحة استخدام أساليب حديثة بديلة، مثل 

التقليدية. يؤدي (، للتعامل مع القيود الموجودة في الشبكات SDNالشبكات المعرفة بالبرمجيات )

 فصل مهام التحكم في الشبكة وإعادة توجيه البيانات إلى إنشاء بنية شبكة مركزية وقابلة للبرمجة.

أحد التحديات المهمة في الشبكات التقليدية هو الطريقة المستخدمة لموازنة التحميل. عادةً ما 

حميل. تتعامل هذه الخوادم مع تعتمد الشبكات التقليدية على خوادم مخصصة لأداء مهام موازنة الت

المهمة المعقدة المتمثلة في توزيع حركة مرور الشبكة عبر موارد متعددة، وهذا الأسلوب له 

ثورة في موازنة التحميل من  SDNحدود من حيث المرونة وسرعة الحركة. في المقابل، تحُدث 

وزيع حركة مرور . يمكن برمجته لتSDNخلال تمكين تنسيقها وإدارتها داخل وحدة تحكم 

 الشبكة بذكاء بناءً على الظروف والسياسات الديناميكية.

من خلال اقتراح خوارزمية  SDNاقترحت الأطروحة نهجًا جديداً لموازنة التحميل في شبكات 

، والتي تجمع بين التعلم الآلي وقائمة الانتظار KNN-MLQLRLمتكاملة ثلاثية النماذج، 

(. ويهدف هذا التكامل إلى إنشاء ML-MLQLBSازنة التحميل )متعددة المستويات وجدولة مو

( للشبكة وتوزيع QoSنموذج ذكي لموازنة الحمل الديناميكي، وبالتالي تحسين جودة الخدمة )

 عبء العمل.

يتكون النموذج المقترح من سبع مراحل مختلفة. تشمل المرحلة الأولية إنشاء الحزم والتقاطها 

اء مجموعة بيانات، ومرحلة المعالجة المسبقة هي المرحلة الثانية. ثم يتم وتحليلها وتجميعها لإنش

استخدام أساليب التجميع في المرحلة الثالثة لتعيين تسميات الفئة. تستخدم المرحلة الرابعة 

، لتصنيف  K-Nearest Neighbors (KNN)(، وخوارزمية MLCتصنيف التعلم الآلي )

ل. من ناحية أخرى، تستخدم المرحلة الخامسة طريقة قائمة الأولويات والتنبؤ بها بشكل فعا

وتخزينها  MLC( المقترحة للحصول على الأولويات من MLQالانتظار متعددة المستويات )

( المقترحة في المرحلة LBSقبل إرسالها إلى الخوادم. تم تطبيق طريقة جدولة موازنة التحميل )

( لتحديد LRLديدة تسمى تحميل الموارد الأقل )السادسة. تستخدم هذه الطريقة خوارزمية ج

الخادم الذي يحتوي على أقل وحدة معالجة مركزية وذاكرة. وأخيراً المرحلة السابعة وهي تصميم 

النموذج المقترح. يتضمن هذا النموذج نتائج المراحل السابقة وموازنة التحميل الديناميكية الذكية 

 .لتوزيع العمل بين الخوادم بشكل أفضل

لمقارنة مدى جودة عمل النموذج المقترح مع طرق موازنة التحميل الستة الأخرى بناءً على 

أربعة من معلمات جودة الخدمة: وقت الاستجابة، وزمن الوصول، والإنتاجية، ودرجة موازنة 

( تحسن بشكل كبير في جميع المعلمات. حققت KNN-MLQLRLالتحميل. النموذج المقترح )

%. 11، حققت 0%، وفي مجموعة البيانات 02 1تجابة في مجموعة البيانات معلمة وقت الاس

، كانت 0، وفي مجموعة البيانات 1% في مجموعة البيانات 39كانت معلمة زمن الوصول 

، كان 0%، وفي مجموعة البيانات 11 1%. حققت معلمة الإنتاجية في مجموعة البيانات 77

%، وفي 51 1موازنة التحميل في مجموعة البيانات %. وأخيرًا، بلغت درجة معلمة 7الأداء 

 %.91، كانت 0مجموعة البيانات 
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