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Abstract

One significant challenge or problem in traditional networks is the
method employed for load balancing. Typically, traditional networks rely on
dedicated servers to perform load balancing tasks. These servers handle the
complex task of distributing network traffic across multiple resources, and this
approach has limitations in terms of flexibility and agility. The dissertation
proposed using alternative modern approaches, such as Software-Defined
Networking (SDN), to deal with the limitations present in traditional networks.
Separating network control and data forwarding tasks establishes a centralized
and programmed system to distribute network traffic based on dynamic
conditions and policies intelligently.

The dissertation proposed a new approach to load balancing in SDN
networks by proposing an integrated three-model algorithm, KNN-MLQLRL,
which combines Machine Learning with Multilevel Queue and Load Balancing
Scheduling (ML-MLQLBS). This integration aims to create an intelligent
dynamic load balancing model, thus enhancing the network’s Quality of Service
(QoS) and workload distribution.

The proposed model comprises seven different stages. The initial phase
encompasses generating, capturing, analyzing, and collecting packets to create a
dataset, and the preprocessing stage is the second stage. Then, clustering
methods are employed in the third stage to assign class labels. The fourth stage
employs, the K-Nearest Neighbors (KNN) algorithm, to classify and predict
priorities effectively. The fifth stage, on the other hand, uses the suggested
Multilevel Queuing (MLQ) method to get priorities from the MLC and store
them before sending them to servers. The proposed Load Balancing Scheduling
(LBS) method is implemented in the sixth stage. This method uses a new
algorithm called least Resource load (LRL) to determine which server has the

least CPU and memory. Finally, the seventh stage is designing the proposed



model. This model includes the results from the previous stages and intelligent
dynamic load balancing to distribute work among servers better.

The proposed model was compared with six classical load-balancing
algorithms based on four quality of service parameters: response time, latency,
throughput, and load-balancing degree. The proposed model (KNN-MLQLRL)
significantly improved in all parameters. The response time parameter in
Dataset 1 achieved 20%, and in Dataset 2, it reached 15%. The latency
parameter was 93% in Dataset 1, and in Dataset 2, it was 77%. The throughput
parameter in Dataset 1 achieved 18%, and in Dataset 2, performance was 7%.
Finally, the degree of load balancing parameter in Dataset 1 was 45%, and in
Dataset 2, it was 38%.
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Chapter One General Introduction

1.1. Overview

The impact of technological progress on internet traffic has been
significant. As such, more efforts are needed to enhance the network's
intelligence, efficiency, and reliability [1]. The existing limitations in adapting
to fast expansion in conventional networks require developing more resilient
infrastructure to effectively accommodate such growth [2]. Network
management challenges are frequently encountered in conventional networks
due to the inherent vendor-specific characteristics of network hardware
components, such as switches, routers, and load balancers. Therefore, these
devices exhibit interconnected data and control planes. The adaptability of their
functionality is constrained unless they use network management systems
specific to the vendor [3].

To deal with the constraints associated with conventional networks,
researchers are using alternative approaches like Software-Defined Networking
(SDN) [4]. SDN can encapsulate network design and infrastructure within
programmable software, enabling deployment across various hardware and
devices [5]. The abovementioned software effectively addresses the limitations
inherent in conventional network systems. Moreover, the concept of SDN
brings about the capability of programmability within the network
infrastructure, enabling the configuration and operation of the network to be
defined and altered through programming techniques [6].

Figure 1.1 presents a comprehensive depiction of both traditional and
software-defined network topologies within a unified framework. SDN enables
decoupling network functions from hardware devices specific to a particular
vendor. Separating the control plane, which manages the actual forwarding of

data packets, from the data plane, which decides on network traffic [7].
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Network Administration

Network Administration

|

¥ SDN

Control
Protocol

Data Plane

Traditional Network Software Defined Networking

Figure 1.1 SDN vs Conventional Networks Explained [7].

SDN is a networking approach that separates the functionality of physical
network devices and centralizes the decision-making process within the control
plane, as illustrated in Figure 1. The control plane encompasses all aspects of
network intelligence, including packet forwarding and establishing network
administration policies [8]. The architectural design of SDN enables efficient
network management and scalability [9]. Implementing an SDN controller
facilitates the centralized management of the entire network, leading to the
streamlining of network architecture and the separation of network control from
vendor-specific dependencies [10].

Load balancing, the process of distributing traffic across network devices,
holds significant importance in network design and management [11]. A
proficient load balancer enhances network parameters, including latency,
response time, resource utilization, and throughput. Traditional networks often
employ a dedicated server to perform load balancing [12], as depicted in Figure

1.2. SDN load balancing can be set up in the SDN controller because it can be
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programmed. It makes it easier and more accurate to add or remove rules or
policies from the SDN flow table [13].

[web serves

& )—u @
S » P Load Balancing Server Tradxtnona\
’,o' Switch @

A

Gilehts SDN Controller / Load Balancing I

E @ ,
%@."',.,—' B SDN Switcl\

Figure 1.2 Load Balancing Models: A/Traditional Network B/ SDN Network [13]

1.2. Problem Statement

The primary challenge in SDN networks revolves around optimizing load
balancing between servers and Quality-of-Service (QoS). It entails reducing
response time and latency, increasing throughput, achieving a high degree of
load balancing, enhancing resource location, and managing workload, among

other servers.
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1.3 Research Questions
This dissertation's primary question is how to build an intelligent model to
improve dynamic load balance and QoS in SDN networks. From this question,
many sub-questions can be extracted:

e What are the best techniques for clustering algorithms ?

e Why do use the queue model in SDN networks ?

e How can dynamic load balancing improve the quality of service ?

e How to build an intelligent model to improve dynamic load balance and

QoS in SDN networks
1.4 Dissertation Aim and Objective

This dissertation aims to develop an intelligent dynamic load balancing
model that can enhance the quality of service and distribute workloads
efficiently among servers in SDN networks.

The objectives are to propose a model that reduces response time and
latency, increase throughput, and optimize overall network performance. The
achievement is attained by utilizing various objectives:

» Create and determine the suitable number of clusters, and discover and
treatment of noise within a given dataset. This objective is achieved by the
proposed of integration of the Optics and GMM algorithms.

+ Addressing the problem of starvation of priorities. This objective is achieved
by the proposed multilevel queue (MLQ) model.

« Select optimal servers, This is achieved by proposing a dynamic load-
balancing scheduling algorithm based on the Least Resource Load (LRL)
approach.

» Optimizing workload between servers and Quality QoS. This is achieved by
Implementing an intelligent Dynamic load balancing model.
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1.5 Dissertation Contribution

The analysis comprises seven different stages. The initial phase
encompasses generating, capturing, analyzing, and collecting packets to create a
dataset. Subsequently, the preprocessing stage is the second stage. Then,
clustering methods are employed in the third stage to assign class labels. The
fourth stage employs Machine Learning Classification (MLC), while the fifth
stage utilizes the proposed Multilevel Queueing (MLQ) approach. The sixth
stage implements the proposed Load Balancing Scheduling (LBS) technique.
Lastly, the seventh stage involves the design of the proposed model, which
incorporates the previous stages' findings and intelligent dynamic load
balancing to enhance workload distribution across servers.
1. The proposed method integrates Optics and GMM algorithms. The first
algorithm (Optics) creates clusters and detects noise in datasets. The second
algorithm, GMM, processes noise. Integrating these two methods works to
create datasets, including class labels.
2. It proposed a methodological contribution by implementing a multilevel
gueue (MLQ) model for organizing incoming network traffic. This system
enhances queue management and minimizes delays by assigning different
queues according to priority levels.
3. Additionally, it develops and proposes two algorithms based on the principles
of dynamic load-balancing scheduling. The initial algorithm uses the Least
Resource Load (LRL) strategy. The present model assesses network servers by
considering their CPU and memory loads, with a selection for servers
displaying the lowest load. The second algorithm integrates the Least
Connection (LC) algorithm with the LRL approach to create (LCLRL).
4. The primary objectives of this dissertation are to enhance the performance of
the SDN load balancing environment by reducing response time and latency and

increasing throughput. Implementing the suggested intelligent model, which
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combines various algorithms with machine learning and a framework for

multilevel queue and load balancing scheduling (ML-MLQLBS).
1.6 Related Work

This section explains the most important previous studies on traffic
classification and load balancing techniques in SDN, as well as the most critical
parameters and simulations used in SDN networks., and divide into three

partitions:
1.6.1 Traffic Classification in SDN

This section reviews existing literature and examines the various
methodologies and approaches employed in traffic classification. These
methodologies involve data generation, analysis, collection, and pre-processing.
In addition, it discovers and identifies the essential algorithms to create
clustering for datasets, focusing on identifying the most crucial classification
algorithms.

1- In this study, the authors [14] propose an SDN controller model with
machine learning methods to detect and forward large traffic. This study will
simulate elephant flow detection using supervised machine learning methods
such as Naive Bayes (NB), K-Nearest Neighbors (KNN), Logistics Regression
(LR), Support Vector Machine (SVM), and Decision Tree (DT). DT and KNN
algorithms are the best machine learning methods for elephant flow detection,
with 99% accuracy.

2- The authors [15] use feature extraction and classification techniques to
analyze real-time traffic in SDN. Use of DDoS attack traffic to extract the 7
most relevant features and employed for training and testing classifiers. Several
well-known classifiers, such as SVM, Random RF, KNN, XGBoost, and Naive
Bayes NB. Specifically, the SVM achieves performance rates of 99.398%,
99.413%, 99.397%, 0.718%, 0.995, and 99.400% for these metrics.
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3- In their publication, the authors [16] provide a traffic classification approach
inside the architecture of a SDN. Six statistical features are included in the
training of the Variational Autoencoder (VAE) through the use of Wireshark
and Internet services. The suggested strategy has an accuracy rate of 89% on
average. Comparing the remaining algorithms, it was discovered that they
outperformed traditional statistics-based classification techniques like MLP,
AE+MLP, VAE+MLP, and SVM by 52%, 47%, 39%, 59%, and 26%,
respectively.

4- In this study, the authors [17] Create and implement a machine learning-
based system that identifies mice and elephants early on. It made it possible to
use Wireshark to record, analyze, and categorize network traffic before
preprocessing and organizing the gathered information. The decision tree
classifier proved to be the most successful algorithm, displaying a 100%
confidence level, after the following machine learning models were trained:
logistic regression, SVM, RF, linear discriminant analysis (LDA), KNN, Naive
Bayes Gaussian (NBG), and DT.

5- The authors [18] the TCP/IP Traffic Flows dataset, which was used in this
investigation, was downloaded from Kaggle. It uses a subset of six features that
were taken out of the dataset to create a priority classification. It has 3,577,296
rows and 84 features in total. It made use of the RF, Extra Tree, KNN, and
XGBOOST classification algorithms. The comparison of these methods showed
accuracies of 97.5, 95.1, 93.6, and 79.5, in that order. Develop a machine
learning-based proactive rerouting scheme (MLPRS) that uses dynamic load
balancing in a real-time network topology to enhance the QoS. Compared to the
default SDN configuration, the MLPRS has shown a significant improvement in
performance, with a 3.7% increase in throughput and a 3.6% increase in
bandwidth. Table 1.1 summarizes key findings from various studies on traffic

classification in SDN environments.
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Table 1.1. Summary of the related works on traffic classification

SDN-based Diverse DT and Files are Generation of
traffic LR, SVM, network traffic [ KNN: 99% manually various
classification DT from D-ITG generated and applications in
using machine not real network traffic

learning
Feature SVM, RF, Traffic data SVM: Traffic Classification
extraction and KNN, with 7 features 99.398% representation | based on analysis
classification in | XGBoost, NB based on seven of real-time
real-time SDN features traffic
traffic analysis
Traffic MLP, Statistical Proposed Utilizes limited Statistical
classification in AE+MLP, features of method: features features
SDN using VAE | VAE+MLP, | network flows 89% collected of
SVM network flows
from real-world
Machine LR, SVM, Network Decision Binary System based on
learning-based RF, LDA, traffic data tree classification a calculation of
system for early | KNN, NBG, classifier: (mice or dynamic
detection of DT 100% elephants) threshold
elephants and
mice in SDN
ML-based RF, Extra Kaggle, RF: 97.5% Calculate only Classification
proactive re- Tree, KNN, [ TCP/IP Traffic two ,metrics based on analysis
routing scheme XGBOOST flows (Throughput, of real-time
for QoS Bandwidth) traffic
improvement in
SDN

1.6.2 Load Balancing Techniques in SDN

Section two reviews existing literature and examines the modern
methodologies and approaches employed in load balancing for SDN. These
methodologies include knowledge of the latest proposed methods and

algorithms in handling load distribution in SDN networks.
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1- In this study, the authors [19] introduced a new technique called the Multiple
Regression-Based Searching (MRBS) algorithm with the goal of improving the
Data Center Networks' (DCNs') server selection and routing paths' performance.
This analytical technique utilizes server data parameters, including load,
response time, bandwidth, and server usage. The algorithm that is being
considered mitigates time and delay by over 45 %. It shows an 83% increase in
server usage over traditional techniques.

2- The authors [20] provided a theoretical foundation for load-balancing,
scaling, and monitoring modules used in SDN networks. To help OpenFlow
switches (OFS) in the task of load-balancing network traffic to and from virtual
network function (VNF) clusters, the suggested method makes use of the
SDN controller. The CPU's load-balancing strategy successfully reduced
imbalances, with an average variation of less than 10%.

3- In their publication, the authors [21] To optimize the routing strategy for
SDN, introduce GNN-DRL, an intelligent routing algorithm. In comparison to
OSPF, ECMP, and EARS intelligent routing algorithms, the comparative
analysis results show that GNN-DRL achieves a reduction of 13.92% in
maximum link utilization and a decrease of 9.48% in end-to-end delay.

4- In this study, the authors [22] recommend utilizing deep reinforcement
learning (DRL) to enhance SDN network routing optimization by determining
the optimal link weights for effective network traffic distribution, reducing
delay and packet losses The authors propose an M/M/1/K queue network model
as a solution to the problem of DRL's extended learning time due to topology
changes. The improvement is apparent in lower end-to-end latency and reduced
packet loss at switches, according to the simulation results.

5- In this study, the authors [23] explain the use of Improved Ant Colony
Optimization (IACO) in SDN networks to manage dynamic load balancing.
Flow table distribution, network topology awareness, status collection, and the
basic load-balancing algorithm are the four separate modules that together make
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the structure of the load-balancing system, which is based on the IACO. By
dynamically modifying the routing strategy in response to variations in network
link traffic and server utilization, the results demonstrated that IACO-LB
effectively manages the load balancing problem.

6- The authors [24] Provide a new method based on a heuristic that combines
deep learning and reinforcement learning methods. Finding the perfect amount
of controllers and locations dynamically is a part of it. The main objective is to
reduce the Control Load (CL), Intra-Cluster Delay (ICD), and Intra-Cluster
Throughput (ICT) as well as the controller's response time, which is defined as
the time delay between the control panel and the switches. In particular, the
experimental results improved response time and resource usage, which
improved network performance.

7- In this study, the authors [25] propose a new technique for enhancing
bandwidth management in peer-to-peer applications running on SDN networks
by utilizing the Random Forest algorithm. When compared to the existing
bandwidth allocation techniques, the experimental results indicate that the
proposed framework has the capability to greatly improve the QoS. In terms of
success rate, throughput, response time, etc.

8- The authors [26] provide a description of load balancing scheme called Load
Balancing by Optimizing Resource Utilization (LBORU). This scheme uses
multi-parameter metrics, such as CPU load, I/0 Read, 1/0O Write, Link Upload,
and Link Download, to schedule connections and monitor real-time server load
indicators. Experiments indicate that the LBORU mechanism, which keeps
track of CPU values and network resource demand, performs better when
related to server load balancing than the other methods (R, RR, LBBSRT).

9- In this study, the authors [27] propose a new genetic load balancing
algorithm (GLBA) that is specifically developed for use in multimedia
applications. When compared to alternative algorithms (WRR, dynamic server,
and LBBSRT), the suggested technique reduces end-user response time while
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increasing throughput by efficiently distributing the load across numerous

servers. Table 1.2 summarizes key findings from various studies on load

balancing techniques in SDN environments.
Table 1.2. Summary of the related works on load balancing techniques

Multiple Regression- | Conventiona | Data Center [ MRBS: Delay Calculate Traffic
Based Searching I algorithms Networks and time only two prediction,
(MRBS) algorithm for (DCNs) reduction by metrics server
server selection and 45%, Server utilization
routing path utilization
optimization in DCNs 83%
Theoretical framework SDN Testing and Load QoS The system
for SDN with controller, | experimentati | balancing with | parameters incorporates
monitoring, scaling, OpenFlow on <10% average are not adaptive load
and load-balancing switches deviation calculated balancing,
modules scalability,
and
monitoring.
GNN-DRL intelligent OSPF, Network GNN-DRL: - Calculate Utilizing an
routing algorithm for ECMP, topology data | 13.92% link only two intelligent alg
SDN EARS utilization, - metrics orithm for
9.48% end-to- route
end delay calculation
SDN and DRL-based | conventional Simulation Improved Calculate Enhance the
routing optimization hop-count | with different network only two end-to-end
routing, a network performance metrics delay and
traffic topologies minimize
demand- packet loss.
based RL
algorithm
Improved Ant Colony Multi-path Network IACO-LB load Dynamic load
Optimization (IACO- and path connection successfully balancing balancing
LB) for dynamic load | server traffic and server handles load | based on the system
balancing in SDN scheduling metrics balancing server side comprises
algorithms only four distinct
modules
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Heuristic with N/A Multi- Proposed Calculate Involve the
reinforcement learning Controller framework only two utilization of
and deep learning and Data improves metrics multiple
Center response time controllers.
and resource
utilization
Random Forest Bandwidth Bandwidth Proposed Calculate Improve
algorithm for allocation usage, framework only one technique
bandwidth management | algorithms network improves QoS metric allows for the
in P2P applications reconfigurati decentralized
using SDN on distribution of
data.
Load balancing scheme CPU load, Data Center Outperforms load Workload
using real-time server 1/0 Read, include Multi | existing load- balancing distribution
load indicators and 1/0 Write, Servers balancing based on the efficiency,
multi-parameter Link schemes server side employing
metrics Upload, and only multi-
Link parameter
Download metrics
Genetic load balancing | Server load, | Data Center | GLBA aims to load Dynamic load
algorithm (GLBA) for weighted include Multi enhance balancing balancing
multimedia round robin, Servers throughput and | based on the
applications dynamic reduce server side
server, response time only
LBBSRT

1.6.3 Load Balancing Metrics (LB- Metrics)

The subsequent section, will discuss the present evaluation of load
balancing. The findings presented in Table 1.3 from extensive research on LB-
Metrics indicate that the taxonomy for the parameter category includes 30

parameters, as shown in Figure 1.3.
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Table 1.3 Essential Research in LB- Metrics

Percentage
Parameters Current Simulations
Taxonomy Summary Analysis
Number Studies Platform
Chart
1 [28] 9 ' x x x
2 [29] 19 \'} \'} \'} \'}
3 [30] 16 x \'} \'} x
4 [31] 21 '} '} \'} x
5| proposed 30 v v v v
Taxonomy of LB-Metrics
Throughput Resource utilization Transaction rate
Overhead Energy consumption Uplink/downlink rate

Latency / delay
Availability
Jitter
Concurrency
Workload
Scalability
Response time

Execution time

Overload ratio
Migration cost
Waiting time
Makespan
Packet loss rate
Peak load ratio
Deadline Flows

Forwarding entries

Cumulative frequency
Round Trip Time (RTT)

Packet delivery ratio

Degree of load balancing
Threshold miss probability
Guaranteed Bit Rate (GBR)

Root Mean Squared Error (RMSE)

Average hop count

Figure 1.3: Taxonomy of LB-Metrics

The current study investigates an important part, including the current

research on metrics employed in load balancing for SDN networks, which

includes 41 research papers, as presented in Table 1.4
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Table 1.4: Current Studies for LB-Metrics

[32] * * MATLAB
[33] * | % * Python
4] |+ » . Mininet/
Java
[35] | * * Mininet /C++
[36] | = * | * General
[37] * * | * MATLAB
[38] * | * Mininet/ Python
[39] * * Mininet/ Python
[40] | = * * Mininet/ Python
[41] | = * * * * Mininet/ Python
[42] * * Mininet/ Python
[43] * * Juniper/C++
[44] * | * General
[45] * HetNet
[46] * * iFogSim/Java
[47] * * * Mininet/Java
[48] | *| = * * * Mininet/Java
[49] | * * Mininet/Java
[50] * * * Mininet/Java
[51] * * * Cloudsim/Java
[52] * Mininet/Java
[53] | * * * Mininet/Java
[54] * * Python
[55] * * Mininet/Java
[56] | *| = * SimPy/ Python
[57] * * * * Mininet/Java
[58] * * Mininet/ Python
[59] * Not Clear
[60] * Use of Statistics
[61] * * NS-3/ Java
[62] o 2 C++
[63] * * Mininet/Java
[64] * * | % * Cloudsim/Java
[65] * * * Not Clear
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[66] * * MATLAB
[67] | = * C

[68] * * Mininet/Java
[69] | * * * * * * * Mininet/Java
[70] * * * Mininet/Java
[71] * * Mininet/ Python
[72] | = * * * NS2/Java

1.6.3.1 Analysis of the LB-Metrics

It is imperative to understand the key parameters that the dissertation
must consider when evaluating network performance following load balancing
implementation in SDN networks. Based on the data presented in Table 1.4,
Table 1.5 provides statistical information for the parameters. In general, eight

parameters of highest significance and extensive utilization have emerged.
Table 1.5: Statistical analysis of LB-Metrics based on Table 1.3

1 Throughput 12 10.6%
2 Overhead 12 10.6%
3 Degree of LB 11 9.7%
4 Latency 10 8.8%
5 Response Time 9 8%

6 Packet Loss Rate 7 6.2%
7 Resource Utilization 5 4.4%
8 Transaction Time 5 4.4%
9 Others 42 37%

In Figure 1.4, the current studies illustrate LB-Metrics distribution,
including Throughput, Overhead, Degree of LB, Latency, Response Time,
Packet Loss Rate, Resource Utilization, Transaction Time, and Others. These
metrics are included in the ratios: 10.6%, 10.6%, 9.7%, 8.8%, 8.0%, 6.2%,
4.4%, 4.4%, and 37%, respectively. According to Table 1.4, Figure 2.8 depicts

the simulation platforms and percentages for LB-SDN.
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Others

Throughput

Transaction Time

Overhead Resource Utilization

Packet Loss Rate

Degree of LB
Response Time

Latency

Percentage Importance of LB-Metrics on current studies

Figure 1.4:Percentage of LB-Metrics based on Table 1.5

Others

CloudSim

Python

NS3 and NS2

Matlab

Mininet

C and C++

Percentage of Simulation Platforms using in SDN Network

Figure 1.5:Percentage of the simulation platforms used in SDN Network based on Table
14
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1.7 Dissertation Outline

The subsequent sections of the dissertation are organized as follows:

Chapter Two: Presents a comprehensive overview of traffic classification,
preprocessing, and load Balancing (LB) principles. A comprehensive overview
of each unit's critical clustering and classification algorithms, the primary
factors influencing their effectiveness, and a selection of evaluation metrics
employed.

Chapter Three: Comprehensively explains the primary procedures involved in
data generation and collection, including preprocessing and creating dataset
labels. It also discusses the development of a learning model based on machine
learning algorithms, as well as the design of an integrated model that combines
Machine Learning (ML) with Multilevel Queue modeling (MLQ) and Load
Balancing Scheduling (LBS). This integrated model, ML-MLQLBS, is
proposed as a solution.

Chapter Four: It analyses the utilization of the proposed model on two
datasets. The first dataset is generated using unreal files, while the second uses
real files from Facebook. This chapter also presents the discussion and
experimental results of implementing the proposed model on these datasets.
Chapter Five: This dissertation presents the conclusions and recommendations

for future work.
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2.1 Overview

This chapter introduces the theoretical concepts in this dissertation by
presenting the concept of SDN and architecture design and discussing the
necessary OpenFlow protocol. Explain stages of network data collection and
data preprocessing. Highlighting the most critical clustering and classification
algorithms, and an overview of the different methods used to assess the
effectiveness of machine learning models such as validation set, calculating of
accuracy, and performance metrics. Discussion of types examining traffic
management in an SDN comprehensively. Analyzes recent research studies and
the taxonomy of LB in SDN, such as classification, algorithms, techniques, and
metrics. This research provides a comprehensive, state-of-the-art survey of LB
in SDN according to LB-Classification, LB algorithms, LB-Techniques, and
LB-Metrics. Finally, explain the mathematical methods used for the

computation of significant parameters.
2.2 SDN Overview

SDN is a modern networking framework that reduces network
management using a programmable software controller [73]. According to [74],
the central view can enhance the controller's ability to efficiently and flexibly
manage network flows.

SDN eliminates the need for separate control and data planes by
implementing a single software controller capable of managing the entire
network [75]. The controller can make decisions more directly and efficiently
distribute these decisions to forwarding devices [76]. SDN protocols such as
ForCES, OpenFlow, and HyperFlow facilitate the transmission of control
packets from the controller to the switches, which allows the controller to
control its logic [77].
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2.2.1 The Design of SDN

The described network architecture enhances programmability and
flexibility by separating network management, routing, and switching tasks
from physical hardware components, such as routers and switches . SDN
management is crucial in enhancing network configuration, performance, and
monitoring capabilities [78], as depicted in Figure 2.1.

The SDN architecture is composed of the following components:

The application plane represents a network’s applications, which serve as user
interfaces and SDN applications [79].

The SDN architecture facilitates the rapid and effortless development of
supplementary services and applications, thereby enabling the generation of
new services [80]. This layer encompasses load balancing, routing, policy
enforcement, and other specialized applications for enhancing network resource
services.

The control plane includes the layer where SDN intelligence is housed. The
SND controller is responsible for managing and controlling the various
operations and functionalities of the network. For example, the controller is
responsible for executing all policies, making suitable decisions regarding
packet forwarding, and implementing infrastructure rules [80]. The control
plane is typically characterized by its conceptual centralization, centralized
operation, and physical dispersion, aiming to enhance scalability and reliability
[81]. The Northbound application programming interfaces (APIs) facilitate
communication between the application and control planes [82]. Application
programming interfaces (APIs) frequently exhibit an open-source nature,
enabling enhanced adaptability as they can be consistently changed to adapt to
particular needs .

The data plane, or infrastructure plane, includes the network equipment that
facilitates data transmission, including routers, switches, servers, and bridges
[83]. Southbound application programming interfaces (APIs) make it easier to
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connect the most frequently used data and control planes of the OpenFlow

protocol [84].
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Figure 2.1: Software-Defined Networking (SDN) Architecture [84]
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2.2.2 OpenFlow Technology

OpenFlow is a set of protocols that facilitate enhanced communication on
both the control and data planes [85]. The standardization of OpenFlow was
first carried out by the Open Networking Foundation (ONF), subsequently
leading to its adoption by significant players in the information and
communications technology (ICT) sector, such as Cisco, HP, and Google [86].

OpenFlow enables the SDN controller to manage the distribution of
network traffic effectively, implement load balancing mechanisms, enforce
security measures, and ensure Quality of Service (QoS) across data plane
devices [87].

The southbound application programming interface (API) facilitates the
exchange of information between devices that are connected to SDN controller
[88]. OpenFlow enables the direct configuration of network devices and
switches. For example, OpenFlow facilitates the transmission of network flow
regulations to switches and enables access to the flow table [89]. The SDN
controller facilitates rapid network modifications due to its programmable
nature.

2.2.3 The OpenFlow Architecture

The OpenFlow protocol is widely recognized as one of the most essential
protocols in SDN [89]. The OpenFlow network architecture consists of three
fundamental components: an OpenFlow controller, an OpenFlow switch, and an
OpenFlow protocol [90]. Figure 2.2 depicts how information is exchanged
between a SDN plane and a data plane.

The OpenFlow protocol facilitates the exchange of information by
separating network components . Upon receiving a packet, an OpenFlow switch
proceeds to examine the contents of the packet's header and then compare them
to corresponding fields within the entries of the flow table [91]. If the packet
header corresponds to an entry, the switch will conform to the directed
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Instructions or actions specified in the flow entry, which may include the

forwarding of packets. If a corresponding entry is not found, the switch will

Theoretical Background

execute the instructions specified in the flow entry for table miss [92].
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Figure 2.2 : Open Flow Architecture [90]
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2.3 Network Data Collection and Analysis Framework
The utilization of various methodological frameworks enables researchers to
construct significant datasets that effectively show network behavior in real-
world scenarios. The method includes three fundamental stages: traffic
generation, traffic capture, and traffic analysis and data collection.
2.3.1 Traffic Generation

Two distinct categories of file transfers exist, namely static files and
dynamic files [93]. The initial category pertains to situations where the data size
Is predetermined and remains constant, such as a 1-megabyte or video file. The
second category refers to instances where changes occur in the size or content,
such as including a query parameter within a URL or the execution of a
database query.
2.3.2 Traffic Capturing

The classification of internet traffic holds significant importance in
network management, security, and quality of service (QoS) optimization. Over
the years, various methodologies have been devised to efficiently categorize
internet traffic [94]. The researcher provides an analysis of several prominent
and extensively utilized methodologies for classifying internet traffic that are
used in packet capture and classification into four types:
- Port-Based Approach: The port-based approach is widely regarded as the
oldest and most prevalent method for traffic classification. This approach
involves analyzing the communication ports utilized in the TCP/UDP header
and establishing their correlation with established TCP/UDP port numbers [95].
- Statistical Approach: Statistical classification methods such as Wireshark are
employed to analyze network traffic by leveraging various statistical features
and metrics. Characteristics encompass packet size, inter-arrival times, packet
counts, and flow duration [96]. Machine learning algorithms and statistical
techniques are commonly employed in constructing models capable of
classifying traffic based on the features above [97]. Statistical methods prove
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highly advantageous in analyzing extensive network data, necessitating
automated classification techniques.
- Pattern Matching Approach: The classification process entails identifying
distinct patterns or signatures within network traffic to determine the specific
application or protocol. The methodology employed in this approach is based on
pre-established patterns or rules that align with recognized applications or
services. Deep packet inspection (DPI) is a commonly utilized technique in
pattern matching, whereby the contents of packets are carefully examined to
find distinct patterns exclusive to specific applications [98].
- Protocol Decoding Approach: The protocol decoding methodology entails
the examination of the content and structure of network packets to determine the
underlying protocols being utilized. The process frequently involves analyzing
packet headers and payloads to identify distinct protocols. This approach can
identify protocols, such as TCP, UDP, HTTP, FTP, etc., by analyzing the
header information [99].
2.3.3 Traffic Analysis and Data Collection

Following the capture of the packets, they are subjected to analysis to
extract valuable information and gain insights. In this phase, the collected data
Is analyzed, wherein diverse attributes are identified, including traffic patterns,
utilized protocols, packet sizes, error rates, and other pertinent statistical
measures. The analysis process aids in comprehending the behavior of
networks, recognizing deviations from the standard, and identifying potential

issues or weaknesses [100].
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2.4 Data Preprocessing

Data preprocessing is a crucial step in data analysis, as it involves
transforming raw data into well-structured datasets. This transformation is
necessary to ensure that data analytics techniques can be effectively applied to
the data. The dataset requires data preprocessing techniques to eliminate
irrelevant and redundant data.

Data preprocessing is the initial and crucial stage in data analytics. The
most crucial preprocessing stages involve data cleaning, integration,
transformation, and reduction. The primary objectives of data preprocessing
involve removing irrelevant data and establishing consistency in data
representations [101].

2.4.1 Data Cleaning

It refers to discovering and fixing errors, inconsistencies, and errors
within a given dataset. It could include duplicate events. Data cleaning
techniques such as filling in missing values, identifying outliers, removing
inconsistent data, and removing noise are essential in data analysis so that
analysts can verify the accuracy and consistency of the information, thus
Improving the accuracy and value of their research [101].

2.4.2 Data Integration

It involves systematically combining data from various sources into a
single file. Diverse sources frequently exhibit variations in data formats and
designations. Data integration tackles these gaps to create a comprehensive
dataset. This procedural measure helps prevent the occurrence of data gaps and
facilitates a comprehensive examination of the information at hand [101].

2.4.3 Data Transformation

Refers to the systematic process of converting raw data into a structured
format suitable for utilization in research tasks. This process includes various
techniques such as normalization of numerical values, encoding categorical
variables, and applying mathematical transformations to enhance the
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interpretability and usability of the data. Modifying the data ensures that all
variables are subjected to equal and consistent treatment throughout the research
[101].

2.4.4 Data Reduction

It aims to decrease the size of a dataset while retaining its essential
information. The existence of a significant quantity of information that could
create challenges for computational processing may produce beneficial results.
Methods such as feature selection and dimensionality reduction aid in the
simplification of information while retaining crucial insights [101].

2.5 Applications of Machine Learning in SDN

SDN has significantly transformed network flexibility, agility, and
programmability. Machine learning (ML) is a methodology employed within
SDN architecture to enhance network functionalities and non-functional
parameters, including performance, security, etc. ML is a theoretical framework
containing three fundamental elements: the model, parameters, and the learning
system. The model is capable of making predictions and identifying patterns.
The parameters refer to the signals or factors that the model utilizes to enhance
its performance in terms of prediction or classification. The learning system is a
computational framework for training, evaluating, and testing models using
designated training and test sets [102].

Machine learning (ML) provides decision-making capabilities for
computing systems, enhancing their intelligence. This capability can be utilized
in SDN across various applications, particularly in the control layer, where it
serves as the decision-making entity within the SDN architecture [103].

Machine learning (ML) has been employed to enhance network
performance, improve security measures, optimize Quality of Service (QoS),

and deal with various ineffective elements within the framework of SDN.
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2.5.1 Unsupervised learning (UL)

One significant distinction between the Unsupervised learning (UL) and
Supervised learning (SL) models is based on their utilization of known values as
supervisory signals. SL is a machine-learning approach that utilizes labeled data
to determine patterns and train a model to assign labels to data. This approach is
frequently utilized when labeling costs are high or labeling could be more
helpful. UL can be divided into three broad categories in data analysis:
clustering, signal decomposition, and neural networks [104].

Clustering is a well-established subfield of unsupervised learning (UL)
that aims to identify distinct subgroups within a raw, unlabeled dataset based on
similarities and dissimilarities in their features. Various clustering techniques
are classified based on different criteria. These include Partitioning Algorithms,
such as K-means; Density-Based Algorithms, such as DBSCAN and OPTICS;
Hierarchical Algorithms, such as BIRCH; and Distribution-Based Algorithms,
such as Gaussian Mixture Models (GMM), among others [105].
2.5.1.1 K-means Algorithm

The K-means algorithm is widely recognized as a prominent iterative
clustering method in partitioning algorithms. The K-means algorithm iteratively
adjusts the cluster centers to minimize the total within-cluster variance based on
the user's selection of the desired number of cluster centers [106]. The K-
Means algorithm necessitates the specification of the number of clusters as an
input parameter, and it exclusively identifies spherical clusters. This shape is

not conducive to representing reality [107].

Limitation:
- Specifying the number of clusters ('k’) is necessary.
- The sensitivity to the initial location of centroids can result in varying

outcomes across multiple runs.

27



Chapter Two Theoretical Background

- The assumption made in this study is that the clusters are spherical and have
equal sizes.

- The presence of outliers can influence the centroids, resulting in their
movement from the central positions of the clusters.

2.5.1.2 DBSCAN Algorithm

The Density-Based Spatial Clustering of Applications with Noise (DBSCAN)
algorithm is a density-based clustering method that distinguishes between low
and high-point density regions. Two density parameters determine the allocation
of points, which place them into one of three distinct categories. The presence
of core and border points facilitates the formation of different clusters. There are
significant challenges and difficulties in using the global density parameter in
DBSCAN to detect clusters that reliably display significant differences in
density [106]. The algorithm functions using two primary parameters:

- Eps: refers to the radius determining the maximum distance within which a
designated number of points must be located to establish a high-density region.

- Min_samples: represents the least quantity of nearby points that must be
present within the specified radius "eps" to establish a dense area.

2.5.1.3 OPTICS Algorithm

The Ordering Points Identify to Clustering Structure (OPTICS) algorithm
Is a density-based clustering method that does not necessitate the specification
of the number of clusters as an input parameter. Random-shaped clusters can be
effectively managed [107].

The OPTICS algorithm successfully addresses the challenges within the
DBSCAN algorithm in the global density parameter by reliably detecting
groups that display significant differences in density. The OPTICS approach
operates similarly to an extended DBSCAN algorithm, accommodating an
infinite number of distance parameters smaller than a global distance parameter,

capable of being assigned an infinite value [106].
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Limitation:
- Sensitivity Analysis of Parameters: Although the OPTICS algorithm does
not necessitate a fixed radius parameter (eps) specification, it is still dependent
on the min_samples and xi parameters. The selection of these parameters can
substantially impact the outcomes of the clustering process., hence impacting
the accuracy of cluster classification.
- Impact of High-Dimensional Data: As with many clustering algorithms,
OPTICS' performance can degrade in high-dimensional spaces due to the curse
of dimensionality. The interpretation of density changes becomes more
complex, and distance-based computations might not accurately capture the
actual density relationships.
- Cluster Shape and Density Variations: Although OPTICS has greater
flexibility than specific other algorithms in its ability to handle diverse cluster
shapes and densities, it may encounter difficulties when dealing with irregular
cluster shapes or significant overlap in densities across different clusters.
2.5.1.4 GMM Algorithm

The Gaussian Mixture Model (GMM) algorithm is a distribution model-
based approach that utilizes a unique approach to represent the dataset as a
mixture of normal distributions. A GMM tends to cluster the data points from a
singular distribution together. In contrast, The K-Means algorithm generates
clusters that exhibit a spherical shape [107].

GMM algorithm can handle noise by redistributing it among the
remaining clusters using the Gaussian distribution [108].
Limitation:
- Assumption of a Gaussian Distribution: The GMM assumes that the data
points belonging to each cluster follow a Gaussian distribution; the GMM
cannot effectively represent the data.
- Number of Components: Determining the most suitable number of

components (clusters) is challenging. Poor selection of components may result
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in a problem of underfitting, while an excessive number of components might
give rise to the issue of overfitting.

- Curse of Dimensionality: Similar to other clustering techniques, the
performance of GMM in high-dimensional spaces results from increased data
sparsity.

2.5.2 Supervised learning (SL)

Supervised learning is an approach to machine learning in which an
algorithm can make predictions and evaluations by utilizing labeled training
data. Supervised learning involves the utilization of an algorithm that is
presented with a dataset that includes input data, which contains features, and
the corresponding desired outputs, which encompass labels or target values.
Supervised learning aims to acquire knowledge of the functional relationship
between the input data and the intended outputs. Supervised learning problems
can be categorized into two main groups: regression problems and classification
problems. While unsupervised learning refers to a machine learning approach in
which only input data is available, without any corresponding output variables
[109].

Regression problems involve the task of predicting a continuous output
variable. The algorithm learns knowledge of a function that establishes a
correspondence between the input data and a contiguous set of values [110].

Classification problems involve predicting a discrete output variable or
class label. The algorithm learns knowledge of a mathematical function that
establishes a correspondence between the input data and a distinct category or
class [110]. Table 2.1 provides an overview of the relevant research about the
primary classification methods employed across various applications and

datasets.
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Table 2.1 Summary of Related Work for Classification Algorithms

E year Dataset Algorithms Application Accuracy

[111] | 2022 Flow Generation | DT Security 80.79%
SVM 78.78%
Naive Bayes 80.54%
k-nearest neighbours 81.57%
(KNN) 81.57%
NN

[112] | 2021 Flow Generation | k-NN Traffic 99.3%
SVM Classification 88%
MLP 98.8%
DT 89.8%
NB 79%

[113] | 2020 Flow Generation | SVM Traffic 92.3%
Naive Bayes Classification 96.8%
Nearest centroid 91%

[114] | 2020 Kaggle SVM (Linear) Traffic 96.37%
SVM (RBF) Classification 70.40%
DT 95.76%
Random Forest 94.92%
K-NN 71.47%

[115] | 2018 Universidad Del | Random forest Flow Detection | 90.8

Cauca Boosting with J48 94.3

LibSVM - linear kernel 93.7
SMO - linear kernel 98
J48 91.8
KNN with K =23 94.8

2.5.2.1 Decision Tree (DT) Algorithm

The decision tree is a supervised learning algorithm commonly employed
for tasks involving classification and regression. The algorithm operates through
a recursive process of dividing the dataset into subgroups, utilizing various
features and corresponding values. At every internal node of the tree structure, a
determination is made regarding the feature for splitting. Subsequently, the data
Is partitioned into branches based on this decision. The iterative procedure
persists until a termination condition is satisfied, such as attaining a

predetermined maximum depth or ensuring a minimum quantity of data points
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in every leaf node. The predicted class for new data points within a specific
region in classification tasks is determined by the majority class present in each
leaf node [109].
2.5.2.2 Naive Bayes (NB) Algorithm

The Naive Bayes (NB) algorithm is a probabilistic machine learning
technique primarily employed for classification purposes. The Naive Bayes
classifier derives its foundation from Bayes' theorem and operates under the
feature independence assumption, which accounts for including the term
"naive" in its naming. Despite making this simplifying assumption, Naive Bayes
frequently shows remarkable performance in practical applications, particularly
In the context of text classification tasks. The calculation involves determining
the likelihood of a data point being assigned to a particular class by considering
the probabilities associated with its features given that class. The prediction is
determined by assigning the class with the highest probability [116].
2.5.2.3 Support Vector Machine (SVM) Algorithm

The Support Vector Machine (SVM) is a robust supervised learning
algorithm for classification and regression in various domains. In classification,
Support Vector Machines (SVM) are utilized to identify the most optimal
hyperplane that effectively separates data points belonging to distinct classes
within a space characterized by many dimensions. The primary goal is to
optimize the margin, which refers to the distance between the nearest data
points belonging to distinct classes, known as support vectors. Support Vector
Machines (SVMs) can handle data that is not linearly separable. By using kernel
functions, which transform the data into a higher-dimensional space, it is
possible. In this transformed space, the SVM can then separate the data points
[117].
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2.5.2.4 K-Nearest Neighbors (KNN) Algorithm

The K-Nearest Neighbors (KNN) algorithm is an easy technique in
supervised learning commonly employed for classification and regression
purposes. The K-Nearest Neighbors (KNN) algorithm predicts the class or value
of a data point by considering the majority class or average value of its K
nearest neighbors in the feature space. The selection of the value of K is a
crucial hyperparameter. Lower values of K can lead to more adaptable decision
boundaries, allowing for greater flexibility. However, this increased flexibility
also makes them more vulnerable to the influence of noise in the data. On the
other hand, higher values of K can produce smoother decision boundaries, but
this smoothness may cause them to overlook local patterns in the data [118].
2.5.2.5 Random Forest (RF) Algorithm

The Random Forest algorithm is a supervised learning technique that
integrates multiple decision trees to enhance the accuracy and reliability of
predictions for classification and regression problems. The algorithm operates
by generating numerous decision trees using random subsets of the dataset and
random subsets of features. During the process of prediction, each tree generates
its prediction. In classification tasks, the ultimate prediction is determined by
aggregating the individual trees' predictions through a majority voting
mechanism. The utilization of Random Forest has been shown to mitigate the
issue of overfitting and enhance the overall generalization performance of a
model compared to using a single decision tree [119].
2.6 Evaluation Measures

This section provides an overview of the different methods used to assess
the effectiveness of machine learning models. Developing a comprehensive
understanding of the performance of models on unseen data is crucial to making

informed decisions regarding model selection.
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2.6.1 Validation Set

The accessible data was partitioned into three sets: a training set, a
validation set, and a test set. The training set was utilized to fine-tune the model
parameters, while the wvalidation set was employed to adjust the
hyperparameters, prevent overfitting, and enhance the models' ability to
generalize. Then, the test set assessed the models' generalizability on unseen
data. A frequently employed division entails allocating 70% of the dataset for
training, 15% for validation, and 15% for testing. However, it should be noted
that these percentages may change depending on the size of the dataset and the
specifics of the problem [120]. The purpose of employing a validation set is to
assess the efficacy of a model and fine-tune its hyperparameters. Let us assume
that the value of val_size is:
val_size =0.15 (2.1)

If the model displays high performance on the training set but poor results
on the validation set, it indicates potential overfitting. In instances of overfitting,
it is necessary to adjust the hyperparameters to deal with and fix the issue
effectively.
2.6.2 Performance Metrics

The evaluation of classification predictor models involves using various
measures, including precision, recall, F1 score, and accuracy. These measures
can be calculated based on Table 2.2 and the equations below. The Confusion
Matrix (CM) is a crucial method, as all the measures depend entirely on the
CM.

Table 2.2. Confusion Matrix

Predicted Class

+ -
Actual + TP FN
Class _ FP TN
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The concept of CM refers to evaluating the efficacy of a supervised learning
technique. The confusion matrix (CM) is presented in Table 2.2, which displays
the number of true positive (TP) instances. TP refers to the accurate prediction
of records belonging to class zero as class zero. The true negative (TN) refers to
the count of instances where records belonging to class one are accurately
predicted as class one. A false positive (FP) refers to the count of instances
where records corresponding to class one are erroneously predicted as class
zero. The term "False Negative" (FN) refers to the count of instances where
records belonging to class zero are incorrectly classified as class one [121]. To

calculate performance metrics can use equations 2.2 to 2.5.

Precision = TP/(TP+FP) (2.2)
Recall = TP/(TP+FN) (2.3)
F1-Measure =2 * (precision * recall) / (precision + recall) (2.4)
Accuracy = (TP+TN)/(TP+TN+FP+FN ) (2.5)

2.6.3 Silhouette Score

The silhouette score is a metric that quantifies the degree of similarity
between an object and its cluster, reflecting the cohesion within the cluster and
the isolation from other clusters. The silhouette value is a numerical measure
within the range of [1, -1]. A higher silhouette value signifies a strong
correspondence between the object and its assigned cluster while indicating a
weaker correspondence with neighboring clusters [122]. The calculation of this
value can be performed using equations 2.6 and 2.7.

Use the following formula to determine the silhouette coefficient of s(x)

s(x) = (b(x) - a(x)) / max(a(x), b(x)) (2.6)
Calculate the overall data's average silhouette coefficient of S:
S=(s(1) +s(2) +... +s(n)) /n. (2.7)

Where n represents data points, X represents data points within the same cluster,

a(x) is the average distance between many data points in the same cluster, and
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b(x) is the average distance between data points in the closest neighboring

cluster.
2.7 Queue Scheduling

Packet scheduling plays a crucial role in various networks, including
SDN. Its significance consists of efficiently managing and prioritizing data
packets before they are transmitted, ultimately leading to optimized network
performance. By carefully organizing the order in which packets are processed
and sent, packet scheduling aims to enhance the overall efficiency and quality of
network communication. [123].

Examining traffic management in an SDN environment involves
exploring three distinct approaches: heuristic, parametric, and model-based.
These approaches aim to improve the SDN controller's and OpenFlow switch's
performance by implementing priority queueing mechanisms [124].

- Heuristic Approaches refer to algorithms that utilize rules-of-thumb and
practical techniques to identify and control queue traffic models without
considering any specific model, for instance, using a heuristic approach for
achieving load balancing among queues. Or, the proposed method utilizes a
Priority Queue (PQ) to manage incoming data traffic. It entails enqueuing
packets into the appropriate queue based on their priority, with the high priority
gueue being dequeued first. Alternatively, a Multilevel Queue (MLQ) with
distinct priority classes can be employed [124].

- Parametric Approaches refer to strategies in which the management of
queues relies on fewer heuristics and places a greater emphasis on
methodological solutions. In an improved manner, the QoS of an SDN is
characterized by one or more parameters, which are then utilized in the
optimization process. The parameters mentioned above define the static models
used for this optimization. For instance, one can employ methodologies to
simulate and regulate queuing delays by considering specific network
parameters. Alternatively, can utilize Quality of Experience (QoE) or Mean
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Opinion Score (MOS) metrics to evaluate the perceived quality of voice and
audio in telecommunication systems [124].

- Model-Based Approaches involve the consideration of a mathematical model
that represents the movement of packets within a queue. For instance, using the
approach involves applying queuing theory, which considers various factors
such as the flow table size, the rate at which packets arrive, and other relevant
considerations. Alternatively, utilizing particular queue models, like M/M/1,
M/M/C, M/M/k, and M/G/k, which fit into particular distributions like the
Poisson distribution and the exponential distribution, is possible [124].

In the environment of SDN, utilizing a priority queue and machine
learning techniques together can enhance the network's responsiveness and
reliability. Furthermore, this approach assists in the reduction of network
congestion, the minimization of latency, and the optimization of the utilization
of existing network resources. The primary objective is to optimize packet loss
reduction and save bandwidth, specifically to enhance the Quality of Service
[124].

Single-Queue as a priority queue is the scheduling mechanism of the
queue that displays a significant occurrence of starvation due to the arrival of
packets in the ready queue being prioritized only based on their size, type, and
priority. For instance, in the initial stage of the process, only high-priority tasks
are executed, while low-priority tasks must wait until the high-priority tasks are
completed. This situation leads to starvation for low-priority tasks and other
priorities. To handle a starvation issue, a possible approach involves
implementing a multilevel queue (MLQ) model and using a threshold concept
to prevent the occurrence of priority-based starvation [123].

The range of priority values from 0 to 127 is not universally fixed or
constant across all systems. While some systems may limit the priority range to
0-15, 16-31, or 0-99 and 100-139 for practical reasons, others might utilize the
entire range [125, 126].
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The specific range of priority values a system supports is typically
determined by its underlying architecture, operating system, and scheduling
algorithm and model. It can vary depending on the design choices made by the
system developers.

2.8 Parameters Calculation

This section will explain the methods used for the computation of
significant parameters.
2.8.1 Response Time (RT)

The calculation can be performed by subtracting the Start Time from the
End Time of a specific request or process [127]. In the field of networking and
application performance analysis, response time can be generally deconstructed
into two primary constituents [128]:

Network latency (NL) refers to the duration required for data packets to move
from the origin to the target location and return. The architecture includes
various elements, such as propagation delay, transmission delay, processing
delay, queuing delay, and serialization delay. Network latency refers to the
duration data travels and returns to the sender.

Service Time (ST) refers to the duration required for a server or network device
to handle an incoming request and generate a corresponding response. The
server works in various operations, such as computations, data retrieval, and
other tasks.

The formula for calculating Response Time (RT) is:

RT = Et-St (2.8)
Where Etis End_Time, and St is Start_ Time
Alternatively, can express it as:

RT=NL+ST (2.9)
Where NL is Network_Latency, and ST is Service_Time

Both formulas are considered to be comparable and provide the overall

duration required for the request to be processed and responded
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to, accounting for both the time spent in transmitting data over the network
(referred to as Network Latency) and the time spent in processing the request on
the server or network device (known as Service Time).

Lower response times enhance network efficiency, application
performance, and QoS [129]. It necessitates the optimization of both network
latency and service time.

2.8.2 Latency (L)

It refers to the duration required for data packets to move from the origin
to the target location and return. The architecture includes various elements,
such as propagation delay, transmission delay, processing delay, and queuing
delay [130].

Service Time (ST) can be calculated from the duration required by the server to
handle the request and produce the corresponding response. The value is
accessible from the elapsed attribute of the response object that the requests
returned. get() function.

Based on Eq. 2.8

The formula to calculate Latency is:

Latency = RT - ST (2.10)
Where RT is response time, and ST is Service Time, then
Latency = (Network Latency + Service Time) - Service Time

Latency = Network Latency (2.11)
2.8.3 Throughput

Quantitatively measured by the number of requests handled per unit of
time, typically expressed as requests per second. The objective is to determine
the duration in seconds by considering the average time required to complete all
the requests [131].
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The formula to calculate Throughput is:

Throughput =1/ (Average RT * Requests) (2.12)
Where:

The variable Average RT represents the mean value of the response time
collected within a designated time.

Requests are the total number of requests made within a given time interval.
2.8.4 Degree of Load Balancing

The load balancing degree is a valuable metric for evaluating the efficacy
of workload distribution across resources within a system or load balancer. The
load balancing degree can be determined by utilizing the Coefficient of
Variation [132], which can be calculated by considering the Mean Response
Time, Variance, and Standard Deviation of Response Times [133].

The Mean Response Time (Mean _RT) is determined by computing the
average Response Time (RT) through the division of the average value of all
individual Response Times by the total count of Response Times (len(RT)).

Mean_RT =sum(RT) /len(RT) (2.13)
The Sum of Squares (SS) is calculated by summing the squared deviations
between each Response Time (rt) and the Mean Response Time (Mean_RT).

SS =sum((rt - Mean_RT) ** 2 for rtin RT) (2.14)
Variance is a statistical metric that quantifies the degree to which Response
Times show variability or deviation from the Mean Response Time. The
calculation involves the division of the Sum of Squares (SS) by the total number
of Response Times (len (RT)).

Variance = SS / len(RT) (2.15)
The Standard Deviation is a statistical measure derived from the variance by
taking its square root. It serves as an indicator of the distribution or level of
variability in the response times.

Std_Deviation = sqgrt(\Variance) (2.16)
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Coefficient of Variation (CV) is a metric used to measure the effectiveness or
performance of a system or process. The concept refers to a value obtained by
dividing the variance by the standard deviation. The metric provides an
objective evaluation of the performance of Load Balancing.
Coefficient of Variation (CV) = Variance / Std_Deviation (2.17)
The load balancing degree is determined by subtracting the coefficient of
variation from 1. This metric represents the level of load balancing, with a
higher numerical value indicating a higher degree of load balancing and
improved performance.
load balancing_degree =1 - CV (2.18)
2.9 The Research Dataset

In this section, two distinct file classifications are employed to generate
data and create datasets. The initial group, called Type 1, includes non-real files
that produce dynamic data by manual methods and consists of five files. On the
other hand, the second category, referred to as type 2, comprises real files
sourced from the University of California and collected from Facebook [134] ,
consisting of 16 files. Table 2.3 provides a comprehensive investigation of the

data and files utilized.
Table 2.3 Types of Data and Files

Requests @ Source Details No. Types
Files
Type 1 Flow Ge-neratolon Creatmg f-lve files of Lixt, 10.xt, 25.txt,
by Creating Files | different sizes (1M, 10, | 5 50.txt. and 75.txt
Manually 25M, 50M, and 75M) T ’
Type 2
18% of the data was less cachel.l, cachel.2,
Real Files than 0.1 Kbyte (3 files), cachel.3,cache2.1,
(Facebook) 19%—-38% was betvyeen cache2.2, cache2.3,
- University of 0.1 and 10 Kbyte (3 files), 16 cache3.1, cache3.2,
California,  San 39%—-89% was 1 Mbyte (8 cache3.3, cache3.4,
Diego [134] files), and 90%—100% cache3.5, cache3.6,
was less than 10 Mbyte cache3.7, cache3.8,
(2 files). cached4.1 and cache4.2
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3.1 Overview

The dissertation proposed a new approach to load balancing in SDN
networks by proposing an integrated three-model algorithm, KNN-MLQLRL,
which combines Machine Learning with Multilevel Queue and Load Balancing
Scheduling (ML-MLQLBS). This integration aims to create an intelligent
dynamic load balancing model, thus enhancing the network’s Quality of Service
(QoS) and workload distribution.

The proposed model comprises seven different stages. The initial phase
encompasses generating, capturing, analyzing, and collecting packets to create a
dataset, and the preprocessing stage is the second stage. Then, clustering
methods are employed in the third stage to assign class labels. The fourth stage
employs Machine Learning Classification (MLC), the K-Nearest Neighbors
(KNN) algorithm, to classify and predict priorities effectively. The fifth stage,
on the other hand, uses the suggested Multilevel Queuing (MLQ) method to get
priorities from the MLC and store them before sending them to servers. The
proposed Load Balancing Scheduling (LBS) method is implemented in the sixth
stage. This method uses a new algorithm called least resource load (LRL) to
determine which server has the least CPU and memory. Finally, the seventh
stage is designing the proposed model. This model includes the results from the
previous stages and intelligent dynamic load balancing to distribute work
among servers better.

3.2 Diagram of Proposed Model

The design and development of the model depend on integrating three
algorithms. The initial algorithm employs machine learning methodologies,
namely the K-Nearest Neighbors (KNN) algorithm, to classify and predict
priorities effectively. The second approach employs queue scheduling by
utilizing the suggested multilevel queue model (MLQ) to store priorities before

their transmission to servers. The third type of load balancing scheduling (LBS)
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involves the utilization of a proposed algorithm called least resource load
(LRL).

The proposed approach involves the integration of three algorithms,
namely Machine Learning with Multilevel Queue and Load Balancing
Scheduling (ML-MLQLRL). This integration aims to develop an intelligent
model called KNN-MLQLRL, which facilitates intelligent dynamic load
balancing. Figure 3.1 represents the diagram of the proposed model, which
highlights its position inside the SDN network architecture. This model is
positioned in the second layer of the control plane, located within the SDN
controller.

SDN Controller

| Proposed Model . Control Plan'é_'
(ML-MLQLBS) l

KNN-MLQLRL '

L

Data Center

Open Flow
Switch

1 ‘Data plane

I e

Web Server 1 Web Server 2 Web Server 3

Figure 3.1 Proposed Model Diagram
Diagram 3.2 illustrates the general structure of the suggested model,

encompassing the six previously explained stages and the last stage dedicated to
model design. The first stage is the generation and collection of data, and the
following phase is dataset reprocessing. The third stage involves creating
clustering (labeling) for the dataset, while the fourth stage entails training the
data and performing classification using machine learning classification

algorithms. Specifically, the K-Nearest Neighbors (KNN) algorithm is
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employed to construct a predictive model. Upon receiving requests, the model
Initiates its operations. The initial step involves making predictions to identify
the clustering type and priorities and sending them to the next stage.
Subsequently, the fifth phase includes building a queueing model; his
work receives the priorities from the classification model, which consists of five
qgueues. The first queue is designated for high priorities, while the last is
designated for low priorities. The distribution of priorities is dependent on the
threshold value assigned to each queue. Lastly, the sixth stage involves
employing the proposed LRL algorithm to compute the resource capacity.

Subsequently, the priorities are transmitted to the server with the least energy

use.
Data Multilevel Queue (MLQ)
Generation High Priority 0 J[ o oe -1 —
Priority 1
. » Queue-2 —>
Preprocessing Priority 2
d oty 2,f queue -3 —>
¥ Priority 3
Labeling fuenedi—
Priority 4
Low ————f Queue-5 —>
\ 4
Classification Condition = Thresholds (1,2,3,and 4)
(KNN)
: predications Dynamic Load Balancing Scheduling
Multi
Request I~ \ B Least Resource Load (LRL)
Priority (0,1,2,3, or 4) N ,N

| Server 1 | | Server 2 | IServer...NI

Figure 3.2: Proposed Model Structure
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3.3 Framework of Proposed Model

The framework presented in this model is characterized by a critical
development process consisting of seven distinct stages. Figure 3.3 depicts each
process stage as crucial in determining the design model and functionality. In
the following sections, this dissertation will meticulously explore the intricate
aspects of these stages, thereby shedding light on their individual and collective
Importance. This dissertation aims to comprehensively understand how these
stages enhance the proposed model's efficacy and robustness.

The first stage is data generation, encompassing request generation,
traffic capturing, data collection, and dataset creation. The second stage
involves preprocessing the dataset, which includes tasks such as data cleaning,
feature selection, and data scaling.

The third stage encompasses Unsupervised Machine Learning techniques,
which comprise Density-based algorithms like Optics, Distribution-based
algorithms such as the GMM, and newly proposed algorithms derived from
Optics and GMM.

The four stages are the classification algorithms consisting of six specific
algorithms, namely Decision Trees (DT), Support Vector Machines (SVM),
Random Forest (RF), Artificial Neural Networks (ANN), k-Nearest Neighbors
(k-NN), and Naive Bayes. The selection of the optimal algorithm is determined
by calculating the accuracy of the training, validation, and test sets.
Additionally, the confusion matrix and evaluation metrics are utilized in this
process.

The five stages encompass Queue Scheduling, which comprises a
proposed multi-level queue and an approach that contributed to solving the
issue of priority starvation. The sixth stage involves utilizing a load-balancing
scheduling mechanism encompassing six distinct algorithms. Four algorithms
are employed for load balancing scheduling (LBS) within the SDN network.
These four algorithms are R, RR, WRR, and Least Connection. Additionally,
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two dynamic algorithms have been devised. The first algorithm, Least Resource
Load (LRL), calculates the CPU and memory to determine load balancing. The
second algorithm, the Hybrid from LC and LRL (LCLRL), combines the
principles of least connection and least resource load (CPU + Memory) to
achieve load balancing.

Finally, the seventh stage is the proposed model, known as the KNN-
MLQLRL, based on utilizing the algorithm LBS (also referred to as LRL). This
model incorporates the linking of two algorithms, Machine Learning-Multi-
Level Queue, and is designed as the final model, ML-MLQLBS.

Stage -1 A A
- - A Framework of the proposed model with Main Stages
Data Generation

- Generation of Requests
- Traffic Capturing

- Data Collection

- Dataset Creation

Stage 1 to 3 / Offline
Stage 4 to 7 / Online

l Stage - 6
Stage - 2 Load balancing Algorithms
Preprocessing - Load Balancing Scheduling
- Data Reduction / Feature Selection - Random (R)
- Use of Correlation Matrix - Round Robin (RR)
- Data Transformation / Data Scaling - Weight Round Robin (WRR)
- Use of MinMax Scalar - Least Connection (LC)
- Proposed LRL (Choice Lower CPU and Memory)
- Proposed Hybrid (LC and LRL)
- Evaluation of Results Based on Parameters
- Response Time
Stage - 3 l - Latency
ML- Labeling - Throughput .
Clustering Alzorith - Degree of Load Balancing
- Clustering Algorithms - Choice of the Optimal Algorithm Based on Parameters
- K-means Algorithm

- Use of Standard Scalar
- Use of Robust Scalar
- Calculate of Average Standard Deviation

- DBSCAN Algorithm
- Optics Algorithm
- GMM Algorithm
- Proposed (Optics + GMM) Algorithm
- Choice of Best Algorithm
- Create Clustering - (Class Label)

Stage -4 J,
ML- Classification

- Classification Algorithms
- Support Vector Machin (SVM)
- Decision Trees (DT)
- Random Forest Classifier (RFC)
- Naive Bayes
- k-Nearest Neighbors (k-NN)
- Choice of Best Algorithm

Stage-5 J,
Queue Scheduling
- Use of Multi Level Queue (MLQ)
- Use of Priority Queue in MLQ
- Use of FIFO order for each Queue
- Processing of Problem Starvation in MLQ

Stage -7
Proposed Model

- Building of Proposed Models Known as (Machine Learning of
Multi-Level Queue for Load Balancing Scheduling - ML-MLQLBS)
- Development of the Proposed Model
- KNN-MLQLRL
- Evaluation of Results to Proposed Models Based on Parameters
- Response Time
- Latency
— - Throughput
- Degree of Load Balancing

- Comparing it with Load-Balancing Algorithms Depending on the Metrics
and Getting the Best Result and Enhancement of QoS

Figure 3.3 Framework of Model Diagram
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3.3.1 Stage 1 - The Data Generation

This stage explains the process of generating the datasets utilized in the
dissertation. As shown in Chapter 2, Section 2.9, and Table 2.3, Two distinct
kinds of files will generate two different datasets. The current stage is classified
into four distinct segments, each with a designated purpose.
3.3.1.1 Request Generation
Requests can be classified into two types for file transfer: static and dynamic,as
stated in Chapter 2, specifically in Section (2.3.1). The dissertation will employ
static files to generate data and construct datasets based on two distinct file
classifications, as mentioned in Chapter 2, Section 2.9. Additionally, static files
will be utilized for traffic generation to facilitate load balancing scheduling. The
methodology for generating requests employing the Mininet emulator and SDN
architecture._While dynamic files will be utilized for traffic generation to
facilitate the proposed model of intelligent dynamic load balancing.
3.3.1.2 Traffic Capturing

This dissertation will employ the second categorization, which involves
utilizing the statistical strategy to capture data. Specifically, the Wireshark
program will be installed within the Linux to capture the requests for both types
(requests for type 1 and type 2)
3.3.1.3 Data Collection

The Wireshark program and the statistics tab provide access to various
attributes. Then, it chooses the TCP tab to collect the data, such as traffic
patterns, protocols, packet sizes, IPs, and other relevant statistical measures.
Data were collected for both categories (requests for type 1 and type 2).
3.3.1.4 Dataset Creation
At this step, the dataset will be generated after previously compiled, including
15 different features. Two distinct datasets will be generated based on requests
for types 1 and 2. Aggregating requests from type 1, which had 4184 rows and
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15 distinct attributes, created the initial data set. Similarly, the second dataset
was generated by aggregating requests from type 2, which contained 15
attributes but had a larger sample size of 30,000 rows. Table 3.1
comprehensively explains the various characteristics associated with each

feature.
Table 3.1 Dataset Features

1 S Number of requests

Represent the IP address of the source's network node, such as a
device or server.

Represent the source network node's communication port number.
TCP ports identify apps and services on a device.

Represent the IP address of the destination network node receiving
the communication.

Represent the destination network node's communication port

2 Address A

3 Port A

4 Address B

5 Port B
number.
Represent displays how many packets the source (A) and

6 Packets destination (B) exchanged during the communication session. Data
is sent in packets.

7 Bytes Represent the total number of bytes sent between source (A) and

destination (B) during the communication session.

The number of packets sent from source (A) to destination (B)
indicates the quantity or volume of data transmitted.

Represent the total number of bytes sent from source (A) to

9 Bytes A to B | destination (B), representing the size or amount of data
transmitted.

The number of packets sent from the destination (B ) to source (A)
indicates the quantity or volume of data transmitted.

Represent the total number of bytes sent from the destination (B )
to source (A ), indicating the size or amount of data transmitted.
12 Rel Start Refers to the relative start time of the communication session

8 Packets A to B

10 | Packets B to A

11 Bytes B to A

Represent of session duration between the source (A) and
destination (B) communication, usually in seconds.

Represent the average data transfer rate from source (A) to

14 | Bits/s Ato B | destination (B) in bits per second. Indicate to average data transfer
speed.

Represent the average data transfer rate from destination (B) to
15 Bits/s Bto A | source (A) in bits per second. Indicate to average data transfer
speed.

13 Duration
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3.3.2 Stage 2 - The Preprocessing

The current phase is essential to the data analysis process since it includes
converting raw data into carefully structured datasets. According to Chapter 2,
Section 2.4, the dataset requires the implementation of data planning processes
to reduce irrelevant and redundant data.
Data preprocessing is an essential phase in the field of data analytics. The
current stage comprises two significant steps: data reduction, and data

transformation. Preprocessing will apply to two datasets in each step.
3.3.2.1 Data Reduction

Based on the information provided in Chapter 2, Section 2.4.2, various
methodologies exist for the data reduction procedure. This dissertation employs
a feature selection technique that utilizes the correlation matrix approach to
compute the degree of correlation between columns (features). The resulting
correlation values range from 0 to 1, with a higher value indicating a more
substantial degree of correlation and a lower value indicating a weaker degree
of correlation.

After implementing the feature selection technique on datasets 1 and 2,
the features are reduced from 15 to 6. The process involves selecting a limited
set of 6 features that exhibit high values, focusing on features near a value of 1.
Table 3.2 explains the datasets. In this scenario, a correlation value closer to 1
indicates a higher correlation, which is selected for datasets. Conversely, a
correlation value of 0 signifies a lack of correlation, requiring removal from the

dataset.

Table 3.2 Datasets Dimension after using Feature Selection

Packets

Bytes

Packets A to B
Bytes Ato B
Packets B to A
BytesBto A

Dataset 1 7 Features * 4184 rows

Dataset 2 7 Features * 30,000 rows

o O B N =
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3.3.2.2 Data Transformation

Data transformation using data scaling is a widely employed technique in
data preparation. Its primary objective is to convert the dataset's characteristic
values to a standardized scale. The significance of scaling is based on its ability
to assure equitable treatment of features with varying sizes or magnitudes by
machine learning algorithms. Additionally, it can enhance the convergence of
specific optimization techniques. This dissertation employs three fundamental
strategies and ultimately selects the optimal technique by the standard deviation
Is generally employed to measure the dispersion or diversity of data points
within a singular feature and select the most suitable dataset based on the result
to average lower standard deviations across all features. At this stage, the
scaling data will be computed using three strategies.

1. The MinMaxScaler is a data preprocessing technique that employs
normalization to scale the values inside a dataset. It ensures that the minimum
value is transformed to 0 while the maximum value is transformed to 1.

2. The StandardScaler is a data preprocessing technique that applies
standardization to a dataset, resulting in a mean of 0 and a standard deviation of
1.

3. The RobustScaler is another data preprocessing technique that scales the
data to a range between -3 and 3, making it more robust against outliers.

3.3.3 Stage 3 - Unsupervised Machine Learning (UML)

According to the importance presented in Chapter 2, Section 2.5.1,
unsupervised algorithms work with unlabeled data to discover patterns,
structures, or relationships within the data and then assign labels to the dataset.
The dissertation proposes an algorithm by combining Optics and GMM and
comparing it with 1) partitioning algorithms (K-means), 2) density-based
algorithms (DBSCAN and Optics), and 3) distribution-based algorithms
(GMM).
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3.3.3.1 Proposed (OPTICS + GMM) Algorithm
The proposal involves combining two algorithms, OPTICS and GMM,

which effectively identify clusters with diverse shapes and handle datasets that
incorporate noise. In the first algorithm, OPTICS excels by adeptly partitioning
data points into distinct clusters while designating points with a reachability
distance of -1 as noise within separate, distinct noise clusters. However, this
approach can be challenging as the data points labeled as noise remain separate
from other clusters, necessitating an intervention to handle this problem.

The second algorithm uses a probabilistic distribution that characterizes
data points within each cluster to address this. The dissertation proposes this
algorithm as a solution to the issue of data points labeled as noise. It achieves
this by reassigning these data points to the existing true clusters initially
established by the first algorithm. This approach refrains from creating new
clusters and ensures that the noise-labeled data points become integrated within
the appropriate existing clusters. This sequential approach reduces the isolation
of noise points and introduces both algorithms' strengths to yield improved
clustering results.

Algorithm 3.1 explains the phases of the suggested optimization algorithm to

apply clustering to a datasets.
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Algorithm 3.1: Proposed Combined OPTICS and GMM Algorithms
Input:
DS: load dataset(Packets, Bytes, Packets A to B, Bytes A to B, Packets B to A, Bytes B to A,
Bits/s A to B, Bits/s B to A)
Ms: Min_samples
Xi: Minimum distance separation between clusters
Mec: Min_cluster_size
Nc: Number of Components
CLG: cluster_labels_gmm
Output:
N_c: Number of Clusters
NL: Noise Label (-1)
N_c_new: Number of Clusters after using GMM
N_fc: Number of Final Clusters
Begin
Load the dataset
DS = load_dataset()
Initialize variables
N ¢c=0, NL=-1,N ¢ new=[],N _fc=]]
while True:
Apply OPTICS Algorithm
model, cluster labels optics, noise labels, = apply optics(DS, Ms, Xi, Mc)
Partition data into clusters (N_c)
N_c=max(cluster labels_optics) + 1
Designate noise points with reachability distance of -1 (NL)
NL =noise_labels
Apply GMM Algorithm
gmm_model.fit(DS[NL == -1])
CLG = gmm_model.predict(DS[NL == -1])
Assign the GMM cluster labels to the noise-labeled data points (NL)
N _c new = cluster labels_optics.copy()
N_c new|[NL == -1]=CLG
Creating a number of final clusters (N_fc)
N_fc = [cluster for cluster in N_c¢_new if cluster |=-1]
Check convergence condition
if len(set(N fc)) == N c:
break
return N ¢, NL, N ¢ new, N fc

3.3.4 Stage 4 - Supervised Machine learning (SML)

The dissertation employs classification techniques to handle dataset
classification and prediction, as mentioned in Chapter 2, Section 2.5.2. It
employs five representative classifiers, namely: (1) decision tree (DT), (2)

support vector machine (SVM), (3) k-nearest neighbour, (4) naive Bayes (NB),
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and (5) random forest (RF. This decision is based on the Algorithm's excellent
performance in classification tasks, as shown by achieving high evaluation
metrics such as accuracy and performance metrics. The dissertation ultimately
decides to utilize the K-nearest neighbour algorithm as a part of the objective
function in all experiments.

3.3.5 Stage 5 - Proposed Queue Scheduling

The idea suggests the utilization of queue scheduling as an achievable
approach for effectively managing and storing priorities coming from the
classification and prediction model. This strategy improves networks'
performance and Quality of Service (QoS) by reducing packet loss and
efficiently managing priorities based on predictions. Before transmitting data to
the servers, it is crucial to construct a queue to store various essential priorities.

As described in Chapter 2, Section 2.7, examining traffic management in
the SDN framework encompasses exploring three distinct methodologies:
heuristic, parametric, and model-based. This dissertation employs a heuristic
technique to achieve load balancing among priorities through single or multiple
gueues. This approach guarantees efficient distribution of workloads and
handles the issue of packet starvation.

To deal with the problem of packet starvation, the researcher suggests the
utilization of a Multilevel Queue (MLQ) as an alternative to a singular queue.
This strategy enhances priority management, improving network performance
and quality of service (QoS).

The following steps illustrate the Multi-Level Queue (MLQ) model that has
been proposed.

- The quantity of queues depends on the number of clusters or
priorities previously established during the third stage through unsupervised
approaches. Hence, the proposed model utilizes the Multi-Level Queue (MLQ)
approach, wherein five distinct queues are established for the five priority
levels, namely 0, 1, 2, 3, and 4.
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- The approach suggests utilizing the priority concept for distributing between
MLQs. Specifically, a priority of O will be inserted into queue 0, a priority of 1
will be stored in queue 1, and a priority of 4 will be stored in queue 4.

-The proposed strategy involves implementing a First-In-First-Out (FIFO) order
to manage the storage of incoming priorities within each queue.

- Within the concept of prioritization, the transmission of tasks follows a
hierarchical structure. The initial task, denoted as priority 0, is consistently
assigned the highest priority and is dealt with first. Subsequently, upon
completing all tasks assigned with priority 0, tasks with priority 1 are
transmitted. This sequential pattern continues until all tasks are handled based
on their priorities. The scenario mentioned above causes an issue for lower
priorities, specifically those ranked as priorities 3 and 4, commonly referred to
as starvation. This issue results in delays in transmitting low-priority data and
an overall decrease in network performance. This dissertation proposes
solving the starving issue by employing the threshold concept. In this context, a
threshold value is established for each priority level, and once the specified
value has been reached, the lower-priority tasks will be process. The important
phase of the MLQ model is demonstrated by Algorithm (3.2)
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Algorithm 3.2: Proposed Multi-level Queue (ML Q) Model
Input
Initialize Priority queue (O, 1, 2, 3, and 4)
Counter = 0
threshold1l = 8
threshold2 =9
threshold3 = 10
threshold4 =11
Push()
Output:
Pop()
Begin
1. queues = {0: [1, 1: [1, 2:[1, 3: [1. 4: [1}
2. Setting a counter and thresholds
3. Call the push()
packet = get_next_packet()
priority = get_packet_priority(packet)
push(packet, priority)
4. Call the pop()
popped_packet = pop(gueues)
process_popped_packet(popped_packet)
5. while True:
Call the push()
Call the pop()
counter +=1
Check the status of the thresholds

if counter == threshold1 and queues[1]:
return 1

elif counter == threshold2 and queues|[2]:
return 2

elif counter == threshold3 and queues[3]:
return 3

elif counter == threshold4 and queues[4]:
return 4

elif counter == threshold4 and not any(queues.values()):
counter = 0

Check priority queues

for priority in range(5):
if queues[priority]:
return priority
Check if packet is empty
if not any(queues.values()):
return None

The input for Algorithm 3.2 is the creation of five queues, assigning

values to thresholds, initializing a counter with a value of zero and using the
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push function to store priorities. The algorithm's output involves using the pop
function to assign priority to servers.

- The initial two steps involve creating queues and managing a counter and
thresholds inside a queue model.

- Steps 3 and 4 involve utilizing the push and pop operations on the priority.

- Step 5 involve recall of the push and pop operations on the priority involves
performing operations and then increment the counter's value for each priority if
the pop function is utilized. Then assesses whether the counter reached specific
predetermined thresholds and whether particular conditions relevant to the
queue were achieved. The provided conditions, such as counter = thresholdl
and queue [1], counter = threshold2 and queue [2], etc., suggest that the
counter's value is being compared to various thresholds while considering the
queue's state at specified indices. If a match is found, a value is delivered
according to the priority type, and the process returns to step 5 to invoke other
priorities. The final instruction, "counter = 0," serves to reset the counter to its
initial value after it has reached the threshold of 4 and associated conditions.

Other case, the process makes decisions depending on the value of the
counter and the threshold variable. The process of handling different cases by
returning specific values or proceeding to the next step based on the type of
priority. After that, the process returns to step 5 to invoke further. Finally,
checks whether a data structure (packet) is empty and does not contain priority,
then terminate the algorithm.
3.3.5.1 Proposed Model (ML-MLQ)

Upon successfully loading the dataset and completing the training
process, the K-nearest neighbors (KNN) model will be utilized for prediction
purposes. The model will assign a priority value ranging from 0 to 4.
Subsequently, the obtained priority value will be forwarded to the multilevel

queue to facilitate the execution of subsequent operations. The suggested model,
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as described in Algorithm (3.3), is based on integrating two algorithms, namely
Machine Learning-Multilevel Queue (KNN-MLQ), the steps are as follows

Steps 1-2 include the sequential data loading, preprocessing procedure
for machine learning, model training using a K-NN classifier, and the following
prediction process for determining priorities and calculating priority values
using predicted class labels.

Steps 3-6 encompass the priority queue, which is initialized with a range
of 0 to 4, and counters are set up to keep track of the packets in the queues. Push
and pop operations are specified to manage the packets in the queues.

Step 7: The loop initiates and invokes the push and pop procedures
throughout each iteration, followed by incrementing the counter. The code
verifies whether the counter has reached thresholds (thresholdl, threshold2,
threshold3, threshold4). If the queues corresponding to these thresholds are not
empty, the function will return the relevant value (1, 2, 3, or 4). If the counter
hits a threshold of 4 and all queues are empty, the counter is reset to O.
Subsequently, the code examines the priority queues to determine if any are
empty; if so, it retrieves the priority value. If no elements exist in any of the

queues, the function will return None
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Algorithm 3.3: Proposed K-NN with Multi-level Queue (MLQ) Model
Input:
DS: load dataset(Packets, Bytes, Packets A to B, Bytes A to B, Packets B to A, Bytes B to A)
Ts: Test size
Vs: Validation size
K: Number of neighbours
W: Represent the weight of neighbours
A: Type of algorithm used to compute the nearest neighbours
M: Used to compute a distance metric
Initialize Priority queue (0, 1, 2, 3, and 4)
Counter =0
thresholdl = 8 ,threshold2 = 9, threshold3 = 10, threshold4 =11
Push()
Output:
Pop()
Begin
1. Load and split the dataset
X, y, X train, X test, y train, y test=load and split dataset(Ts, Vs)
2. Train and predict with the K-NN model
y_pred = train_and_predict KNN(X train, y_train, X test, K, W, A, M)
Priority =y pred
3. queues = {0: [I, 1: [1, 2: [1, 3: [1. 4: [1}
4. Setting a counter and thresholds
5. Call the push()
packet = get next packet()
priority = get packet priority(packet)
push(packet, priority)
6. Call the pop()
popped_packet = pop(queues)
process_popped_packet(popped_packet)
7. while True:
Call the push()
Call the pop()
counter += 1
Check the status of the thresholds
if counter == threshold1 and queues[1]:

return 1

elif counter == threshold2 and queues[2]:
return 2

elif counter == threshold3 and queues[3]:
return 3

elif counter == threshold4 and queues[4]:
return 4

elif counter == threshold4 and not any(queues.values()):
counter =0

Check priority queues

for priority in range(5):
if queues[priority]:

return priority
Check if packet is empty
if not any(queues.values()):
return None
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3.3.6 Stage 6 - Load Balancing Scheduling (LBS)

The dissertation develops and proposes two algorithms based on the
principles of dynamic load-balancing scheduling: the first is Least Resource
Load (LRL), and the second is Hybrid Least Connection and Least Resource
Load (LCLRL). The LRL algorithm calculates the least use of CPU and
memory usage. On the other hand, the LCLRL algorithm combines the least
connection and the least CPU and memory usage to achieve load balancing and
compare it with Random (R), Round Robin (RR), and Weight Round Robin
(WRR), Least Connection (LC).
3.3.6.1 Proposed of Least Resource Load (LRL) Algorithm

The LRL (Least Resource Load) method has been developed to
efficiently allocate incoming network traffic across servers to minimize the
utilization of CPU and memory resources. The technique presented in this study
aims to enhance resource consumption to achieve optimal and balanced server
performance. The LRL algorithm model consistently monitors essential
resource consumption parameters for every server. Typically, these metrics
include the measurement of CPU use and memory distribution.

The LRL method evaluates the existing resource load of each server as it
receives new requests or tasks. The load factor computation incorporates
measurements of both CPU and memory consumption. The load factor is
determined by calculating a weighted CPU and memory usage sum. The server
selection to handle incoming requests or tasks is based on the lowest computed
load factor, which is determined by considering the combined CPU and memory
use. The mathematical expression denoted as equation (3.1) is utilized to

compute the proposed algorithm.

LRL = min_i((60%) * CPU_i + (40%) *Memory_i) (3.1)
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Let LRL represent the index of the selected server with the lowest percentage of
minimum usage for CPU and Memory. Let R denote the total number of
Incoming requests. The index i represents the current request, ranging from 1 to
R. CPU i represents the current CPU usage on the i-th server, while Memory i
represents the current memory usage on the i-th server. Additionally, min_i
denotes the server(s) index with the minimum value among all servers regarding
CPU and Memory usage counts. The values of 60% and 40% are weighting
factors that determine the relative importance of CPU and memory utilization in

the load calculation.
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Algorithm 3.4: Proposed of Least Resource Load (LRL) Algorithm
Input:
[P Address: IP address of SDN Controller
[P Servers: List of [P Servers with associated CPU and Memory utilization
Output;
[PIb: IP Load balancer based on the least resource load (CPU and Memory)
Begin
load_balancer_algorithm(IP_Servers)
while True:
1. ARP: Use ARP to check server availability
2. TLS: Track live servers for MAC addresses and ports
3. Record flow [P addresses, ports, and servers in memory
4. Timeout-based flow and probe expiration
5. Monitor CPU and Memory Utilization:
a. current CPU, current Memory = get server utilization(server)
b. server['CPU i'] = current CPU
server['Memory 1'] = current Memory
c. Update CPU_i and Memory i in the server's information
6. LRL: Direct traffic to the server with the least resource load (minimum of CPU and Memory)
a. For each server 1 in IP Servers, calculate
LRL 1=0.6 * server['CPU_i'] + 0.4 * server['Memory i']
b. index_SS = min(range(len(IP_Servers)), key=lambda i: [P_Servers[i]['LRL i)
c. Direct incoming traffic to the server at index SS
7. Install switch flow table entries to redirect traffic to the designated server
8. Track each server's total connections and resource load

9. if receive_request():
continue
else:
break
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Algorithm 3.4 requires the input of a configuration network, which
consists of the IP address of the SDN Controller and a list of IP Servers. The
algorithm's output identifies the server with the lowest LRL (Least Resource
Load) as the selected server (IPIb).

- Step 1 involves the responsibility of verifying server availability through the
utilization of the Address Resolution Protocol (ARP). It ensures that the
algorithm contains knowledge about the present accessibility of servers within
the network.

- Step 2 involves monitoring MAC addresses and ports to track live servers, and
this aids in the identification of servers that have an active part in network
traffic.

- Step 3, the algorithm stores data relevant to the IP addresses, ports, and
associated servers related to the flow in the Memory. The data above is critical
in directing network traffic to the specified servers.

- Step 4 involves managing timeouts and probe expiration in the network flow
scheme. The process guarantees the removal of older or inactive flows from
consideration, hence helping to keep track of the current status of the network.

- Step 5 involves continually monitoring CPU and Memory use for every server
listed in the IP Servers. This process aims to maintain the algorithm's access to
the latest information about resource utilization, an essential consideration in
the calculation of LRL, and this involves frequently updating the values of
CPU_i and Memory_i and retrieving and modifying the current CPU and
Memory utilization of server i.

- In Step 6, each server's LRL (Least Resource Load) is determined by
employing a weighted mix of CPU and Memory use, with CPU accounting for
60% and Memory accounting for 40%. The server displaying the lowest LRL is

chosen to manage incoming network traffic.
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- In phase 7, the network switches are configured to reroute incoming traffic
towards the server chosen in the previous step. The process guarantees that
network traffic is accurately directed to the designated server.

- In Step 8, monitoring and recording the aggregate quantity of connections and
the resource utilization of every server is necessary. Providing essential
information for load balancing choices and this network structure facilitates
network management.

- Step 9 involve verifying the availability of a request for receiving. If a request
Is received, the algorithm returns to Step 1 to initiate the load-balancing
process's repetition. If no request is received, ending the load balancing

procedure.

3.3.6.2 Proposed Hybrid Algorithm: Least Resource Load and
Least Connection (LCLRL) Algorithm

The LCLRL algorithm is a load balancing method that includes resource
usage such as CPU and memory and the number of active connections to
determine the optimal server for managing incoming requests. The primary
objective of this algorithm is to achieve balanced traffic distribution,
considering individual servers' capacity and responsiveness.

The LCLRL algorithm uses the methodology of the LC algorithm to monitor the
number of active connections on each server and select the server with the
fewest connections. At the same time, the LRL method calculates a load factor
for each server by considering the computed resource load (CPU and memory).
Calculating a weighted total of both factors will yield the desired result.
Equation (3.2) represents the mathematical expression to compute the proposed
algorithm.

LCLRL = min_i((40%) * CPU_i + (40%) *Memory _i + (20%) * LC_i) (3.2)
Let LCLRL represent the index of the selected server with the lowest
percentage of minimum usage for CPU and Memory. Let R denote the total
number of incoming requests. The index i represents the current request,
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ranging from 1 to R. CPU _i represents the current CPU usage on the i-th server.
In contrast, Memory i represents the current memory usage on the i-th server,
while LC i represents the current number of connections on the i-th server.
Additionally, min_i denotes the server index with the minimum value among all
servers regarding CPU and Memory usage counts and the fewest connections.
The values of 40%, 40%, and 20% are weighting factors determining the
relative importance of CPU and memory and the number of connections utilized

in the load calculation.

Algorithm 3.5: Proposed Combine Algorithm: Least Connection and
Least Resource Load (LCLRL)
Input:
IP Address: IP address of SDN Controller
IP Servers: List of IP Servers with associated CPU and Memory utilization
Output:
IPIb: IP Load balancer based on the least resource load (CPU and Memory) and Least Connection
Begin
load_balancer_algorithm(IP_Servers)
while True:
1. ARP: Use ARP to check server availability
2. TLS: Track live servers for MAC addresses and ports
3. Record flow IP addresses, ports, and servers in memory
4. Timeout-based flow and probe expiration
5. Monitor and Retrieve CPU and Memory Utilization and Current Number of Connections
a. current_CPU, current_Memory = get_server_utilization(server)
b. current_LC = get_server_connections(server)
c. server['CPU_i']l = current_CPU
server['Memory_i'l = current_Memory
server['LC _i'] = current LC
d. Update CPU_i and Memory_i and LC_iin the server's information
6. LRL: Direct traffic to the server with the least resource load (minimum of CPU and Memory)
a. For each serveriin IP Servers, calculate
Server['LRLLC_i'] = 0.4 * server['CPU_i'] + 0.4 * server['Memory_i'] + 0.2 * server['LC_i"]
b. index_SS = min(range(len(IP_Servers)), key=lambda i: IP_Servers[i]['LRLLC_i'])
c. install_switch_flow_entries(IP_Servers[index_SS])
7. Install switch flow table entries to redirect traffic to the designated server
8. Track each server's total connections and resource load
9. if receive_request():
continue

else:

break
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Algorithm 3.5 requires the input of a configuration network, which
consists of the IP address of the SDN Controller and a list of IP Servers. The
algorithm's output identifies the server with the lowest combined load for
LCLRL from calculate the Least Resource Load (LRL) considering CPU,
Memory, and the Least Connection (LC) factor as the selected server (IPIb).

- Step 1 involves the responsibility of verifying server availability through the
utilization of the Address Resolution Protocol (ARP). It ensures that the
algorithm contains knowledge about the present accessibility of servers within
the network.

- Step 2 involves monitoring MAC addresses and ports to track live servers, and
this aids in the identification of servers that have an active part in network
traffic.

- Step 3, the algorithm stores data relevant to the IP addresses, ports, and
associated servers related to the flow in the Memory. The data above is critical
in directing network traffic to the specified servers.

- Step 4 involves managing timeouts and probe expiration in the network flow
scheme. The process guarantees the removal of older or inactive flows from
consideration, hence helping to keep track of the current status of the network.

- Step 5 involves continually monitoring CPU and Memory and calculating the
least connection use for every server listed in the IP Servers. This process aims
to maintain the algorithm's access to the latest information about resource
utilization, an essential consideration in the calculation of LCLRL, and this
involves frequently updating the values of CPU_i and Memory i and LC i,
retrieving and modifying the current CPU and Memory utilization and a current
number of connections of server i.

- In Step 6, LCLRL is determined by employing a weighted mix of CPU and
Memory use and the least number of active connections, with CPU accounting

for 40% and Memory accounting for 40% and the least connection accounting
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for 20%. The server displaying the lowest LCLRL is chosen to manage
incoming network traffic.

- In phase 7, the network switches are configured to reroute incoming traffic
towards the server chosen in the previous step. The process guarantees that
network traffic is accurately directed to the designated server.

- In Step 8, monitoring and recording the aggregate quantity of connections and
the resource utilization of every server is necessary. Providing essential
information for load balancing choices and this network structure facilitates
network management.

- Step 9 involve verifying the availability of a request for receiving. If a request
Is received, the algorithm returns to Step 1 to initiate the load-balancing
process's repetition. If no request is received, ending the load balancing
procedure.

3.3.7 Stage 7 - Proposed Model (ML-MLQLRL)

The proposed model algorithm integrates three techniques: Machine
Learning with Multilevel Queue and Load Balancing Scheduling (ML-
MLQLBS). This integration aims to develop an intelligent model called KNN-
MLQLRL, which facilitates intelligent dynamic load balancing. Algorithm 3.6

represents the steps of the proposed model.
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Steps of Algorithm 3.6: Proposed Model (KNN-MLQLRL)
Input:
IP Address: IP address of SDN Controller
IP Servers: List of IP Servers
KNN.pkl: Training Model
Output:
KNN-MLQLRL: An Intelligent Dynamic Load Balancing Scheduling
Begin
while True:
1. ARP: Using ARP to check server availability
2. TLS: Use of Tracking live Server for MAC addresses and ports
3. Recording flow IP addresses, ports, and servers in memory
4, Timeout-based flow and probe expiration
5. Receive packets, including to URL and Features
6. Extracted of features: Extracted features from URL
7. Prediction: Recall training Model based on algorithm 3.2: KNN.pkl
8. Apply the training model (KNN.pkl) to features to predict priorities
9, Priority =y _pred (0,1, 2, 3, or 4)
10. Sent priority to MLQ
11. MLQ: Recall of MLQ model, including push and pop based on algorithm 3.3
12. LRL: Recall algorithm 3.5 based on the least resource load algorithm
13. Installing switch flow table entries to redirect traffic
14 Directing traffic with features to the server based on priority and on the result of LRL
15. Check to receive the request
if receive_request():
continue
else:
break
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Algorithm 3.6 requires the input of a configuration network, which
consists of the IP address of the SDN Controller, a list of IP Servers, and the
recall of the training model. The algorithm's output identifies the server
selection based on an intelligent dynamic load balancing schedule.

The algorithm begins by initializing and entering a repetitive loop, which
continues until the request is received or not.

- Steps 1-6 represent verifying server availability through the utilization of the
Address Resolution Protocol (ARP), monitoring MAC addresses and ports to
track live servers to ensure servers are an active part of network traffic, and
storing data relevant to the IP addresses, ports, and associated servers related to
the flow in the Memory. The data above is critical in directing network traffic to
the specified servers and also involves managing timeouts and probe expiration
in the network flow scheme. The process guarantees the removal of older or
inactive flows, after receiving packets that include the URL and features, Note
that the URL is represent the IP SDN controller and, then extracting the features
from the packet to use in the next step in the training model.

- Steps 7-10 use machine learning classification (algorithm 3.2), which includes
using the extracted features to make predictions using the K-Nearest Neighbors
(KNN) that have already been trained. The training model denoted as KNN.pkl,
will be utilized to make predictions about priority based on the extracted
features. The output is saved in the variable y_pred, representing discrete values
ranging from O to 4. Finally, the predicted priority value (y_pred) should be
transmitted to a Multi-Level Queue (MLQ) for the next step.

- Step 11 Manage the Multi-Level Queue (MLQ) using queue operations such
as push to store the priorities according to the type and level of priorities and
pop to send them to LRL, based on algorithm 3.3

- In Step 12, the Least Resource Load (LRL) algorithm, derived from algorithm
3.5, determines the server with the least resource load. This determination is

made by calculating the lowest CPU and memory consumption.
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- In steps 13-15 the task at hand involves the configuration of a switch flow
table to route incoming traffic to the server effectively. This routing process will
be based on two key factors: the prediction priority and the outcome of the
Least Resource Load (LRL) algorithm. Ultimately, it is necessary to ascertain
whether or not a new request has been received. If a request is received, it is
necessary to revert back to Step 1 to initiate the repetition of the load balancing

procedure. If no request is received, terminate the loop.
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Chapter Four Results and Discussion

4.1 Overview
The proposed model is explained theoretically in the previous chapter,

and the results are presented and discussed in this chapter. Two types of datasets
have been applied as employment case studies to determine the behavior of the
proposed model. Furthermore, the experimental stages of the proposed model
are described and shown in this chapter. Before starting to analyze the results of
the proposed model, it is crucial to present its general characteristics:

. Generation of traffic based on two types of files to create datasets 1 and 2.

. It deals with real files (Facebook files) to create datasets in the SDN network.

. It depends on machine learning principles.

1

2

3

4. It builds rules for the queue model.

5. It processes the problem of packet starvation that occurs in the queue model
6. It deals with the resources of servers (CPU and Memory)

;

. It constructs intelligent dynamic load balancing.
4.2 System Requirement and Network Topology

The model requirements related to the efficient and optimal functioning
of the software and SDN environments are explained in Chapter 3, Section 3.4
of this dissertation. The requirements above involve different elements,
including hardware specifications, the operating system and simulation
selection, and the suggested network topology. In addition, this section will
explain the various requirements of a programming language, including the
integrated development environment (IDE). Table 4.1 provides a

comprehensive overview of the model's needs and network structure.
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Table 4.1: Overview of the Model Requirement and Network Structure

Hardware Using two hardware

1. Processor: Intel Core 17-3625QM 2.2GHz *8, RAM: 8 GB,
Storage: 512GB SSD, Graphics: AMD/Intel 4000

2. Processor: Intel Core 13-4030U 1.90GHz, RAM: 6GB,
Storage: 512GB SSD, Graphics: NVIDIA/Intel

Operation System (OS) | Using two OS

1. Linux Ubuntu 20.04.4 LTS/64-bit: Install on hardwarel

2. Windows 10 Pro 64-bit: Install on hardware 2

Software Wireshark is a network traffic analyzer that is installed, runs on
Linux, and works with Mininet to capture, analyze, and inspect

network traffic.

Emulator Mininet / running in Linux

Programming Python 3.9

Language

IDE Anaconda / Spyder 5.1.5 (Python 3.9) running on Windows
Network Topology The proposed flat topology includes:

-Single SDN controller, specifically the POX-Controller, written
in Python.

-Single switch, the type is an open virtual switch( OVS)
-Open-Flow (OF) protocol to establish connections between the
controller and switch

-Three hosts (H1, H2, and H3)

-Three servers (S1, S2, and S3)

4.3 Description of the SDN Network Datasets

This section shows how to create the datasets used in the current study.
As mentioned in Chapter 2, Section 2.9, and Table 2.3, two types of files will be
used to create two datasets. The primary objective of this dissertation is to
produce an extensive dataset through the execution of packet generation,
capture, analysis, and collection. In the first category (type 1), files are created
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manually and are used to generate traffic, including five files. In contrast, the
second category (type 2) encompasses real files obtained from the University of
California and collected from the Facebook website, including 16 files. The
files mentioned above are utilized to generate traffic and then capture and
collect these files to create two datasets and store them as Excel files. As
mentioned in the previous chapter, Section 3.3.1, the data generation stage
includes four steps: request generation, traffic capturing, data collection, and
dataset creation. Also, Wireshark will be used as a network traffic analyzer.
Finally, after collecting the data, it is stored as Excel files to create a dataset.
Table 4.2 represents an overview of all the details of the generation of files and
datasets. Additionally, Figure 4.1 shows datasets collected using Wireshark and

stored as an Excel file

Table 4.2 Summary of File and Dataset Generation Details

No. Dataset
Requests Source Details Dimension

Files Type

Creating five files of
Flow Generation

different sizes (1 Mbyte, 10 6 Features *
Type 1 | by Creating Files 5 Dataset 1
Mbyte, 25 Mbyte, 50 4184 rows
Manually
Mbyte, and 75 Mbyte)
18% of the data was less
Real Files than 0.1 Kbyte (3 files),

(Facebook) 19%—-38% was between 0.1
6 Features *
Type 2 - University of | and 10 Kbyte (3 files), 39%— | 16 | Dataset 2
30,000 rows
California, San 89% was 1 Mbyte (8 files),

Diego and 90%—-100% was less
than 10 Mbyte (2 files).
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File Edit View Insert Format sStyles sSheet Data Tools Window Help
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1 |Address A Port A Address B Port B Packets Bytes Packets Ato B Bytes Ato B Packets Bto A Bytes B to A Rel Start Duration Bits/s Ato B Bits/s Bto A
2 010.0.0.4 4831010.0.1.1 80 2180 50145064 866 58888 1314 50086176 55.60878754/0.063824951 7381188.59 6277943057
3 110.0.04 4831010.0.0.3 80 2226 51794280 866 58888 1360 51735392 55.6087889 0.06382171 7381563.42 6484989763
4 210.0.04 4831410.0.1.1 80 185 1077761 89 6530 96 1071231 55.70314710.061076882 855315.437 140312467.2
5 310.0.04 4831410.0.0.3 80 202 1114873 87 6092 115 1108781 55.72627057 0.037956522 1283995.41 233694962.9
6 410.0.04 4831610.0.1.1 80 333 3948483 153 10971 180 3937512 55.73719076 0.060626511 1447683.51 519576262.6
7 510.0.0.4 4831610.0.0.3 80 378 4401633 152 10601 226 4391032 55.76455750.033260555 2549807.12 1056153633
8 610.0.04 4832210.0.1.1 80 70413429373 283 20729 421 13408644 55.78622302/0.038784451 4275734.11 2765777244
9 710.0.0.4 4832210.0.0.3 80 748 15177209 273 18873 475 15158336 55.79826814/0.026737902 5646815.52 4535385312
10 810.0.04 4832810.0.1.1 80 899 21840446 368 25394 531 21815052 55.83419987 0.080164425 2534191.45 2177030722
1 910.0.04 4832810.0.0.3 80 977 24860033 366 25093 611 24834940 55.8486840.065676795 3056543.79 3025109858
12 1010.0.04 4833410.0.1.1 80 1103 23593373 502 35489 601 23557884 55.93783969 0.086669326 3275807.18 2174507184
13 1110.0.04 4833410.0.0.3 80 1239 29179307 498 34053 741 29145254 55.941271120.083235424 3272933.41 2801235589
14 1210.0.04 4834810.0.1.1 80 180 1002940 71 5210 109 99773056.05563075/0.054752271 761246.963 145780985
15 1310.0.04 4834810.0.0.3 80 194 1033484 68 4704 126 1028780 56.07852151 0.031862282 1181083.01 258306671.2
16 1410.0.04 4835610.0.1.1 80 253 5888113 102 8253 151 5879860 56.10077665 0.035495074 1860089.09 1325222762
17 1510.0.04 4835610.0.0.3 80 253 6065147 96 6681 157 6058466 56.11501354 0.021256072 2514481.51 2280182717
18 1610.0.04 4837010.0.1.1 80 614 9005019 270 18971 344 8986048 56.14068653 0.048581281 3124001.61 1479754805
19 1710.0.04 4837010.0.0.3 80 676 10630985 267 18465 409  1061252056.16246963/0.026798707 5512206.24 3168069265
20 1810.0.04 4837410.0.1.1 80 1231 24994793 537 37329 694 24957464 56.20114578 0.088716706 3366130.39 2250531168
21 1910.0.04 4837410.0.0.1 80 1289 28448690 532 36184 757 28412506 56.20568289 0.084177614 3438824.01 2700243416
22 2010.0.04 4838210.0.1.1 80 1148 29188141 461 32737 687 29155404 56.31270299 0.092225123 2839746.82 2529063930
23 2110.0.04 4838210.0.0.3 80 1245 34510801 450 30825 795 34479976 56.32084881 0.08407617 2933054.63 3280832226
24 2210.0.0.4 4838610.0.1.1 80 101 797309 46 3666 55 793643 56.43918733/0.030590953  958714.82 207549728.8
25 2310.0.04 4838610.0.0.1 80 103 797731 45 3296 58 794435 56.45933244/0.010441648 2525271.87 608666371.4
26 2410.0.04 4840210.0.1.1 80 290 3259345 138 10833 152 3248512 56.47418426 0.031524088 2749135.84 824388512
27 2510.0.04 4840210.0.0.2 80 308 3694827 131 9193 177 3685634 56.48800483 0.017705996 4153621.18 1665259159
28 2610.0.04 4840410.0.1.1 80 829 14759203 352 24631 477  1473457256.51009806/0.042232426 4665798.74 2791139112
29 2710.0.04 4840410.0.0.2 80 88616198325 353 24397 533 16173928 56.51700330.035324927 5525163.58 3662892891
30 2810.0.04 4841010.0.1.1 80 1011 18911355 419 29115 592 18882240 56.563272230.056690542 4108621.86 2664605323
31 2910.0.04 4841010.0.0.3 80 1091 22408865 413 28405 678 22380460 56.56703980.052920907 4293955.13 3383231508
32 3010.0.04 4841610.0.1.1 80 2659 53905051 1087 74539 1572  5383051256.64916742/0.144259101 4133617.89 2985212670
33 3110.0.04 4841610.0.0.1 80 2782 58607333 1082 73897 1700 58533436 56.66224321/0.131181039 4506565.92 3569627833

- Dataset - 1
A B (o3 D E F G H | J K L M N

1 |Address AlPort A Address B Port B Packets Bytes Packets A Bytes Ato Packets B Bytes B to. Rel Start  Duration Bits/s A to Bits/s Bto A

2 10004 47734 10.01.1 80 12 1972 970 5 1002 10.288 0.008003 9696485 1001637

3 10.0.04 47734 10.0.0.2 80 20 4968 5 532 15 4436 10.28989 0.005791 734883 6127709

4 10004 47744 10.0.1.1 80 18 3320 12 2250 6 1070 102963 0.005762 3124181 1485722

5 10.0.04 47744 10.0.0.2 80 14 2108 6 600 8 1508 10.29755 0.004501 0 0

6 10004 47756 10.0.1.1 80 16 3190 11 2188 5 1002 10.30305 0.004664 o] o]

7 10.0.04 47756 10.0.0.2 80 12 1974 5 534 7 1440 10.3042 0.003508 0 0

8 10004 47764 10.0.1.1 80 12 1973 T 971 5 1002 10.30907 0.005162 1504811 1552853

9 10.0.04 47764 10.0.0.2 80 20 4969 5 533 15 4436 10.30998 0.004117 0 0

10 10.0.0.4 47768 10.0.1.1 80 20 4034 15 3032 5 1002 10.31497 0.008861 2737455 9046602

11 10.0.0.4 47768 10.0.0.2 80 18 4548 5 534 13 4014 10.31643 0.007251 589169.1 4428698

12 10.00.4 47776 10.0.1.1 80 18 3317 12 2247 6 1070 10.32321 0.005514 3260208 1552480

13 10.004 47776 10.0.0.2 80 14 2107 6 599 8 1508 10.32464 0.00408 0] o

14 10.0.0.4 47786 10.0.1.1 80 12 1973 7 971 5 1002 10.32944 0.004686 0 0

15 10.0.0.4 47786 10.0.0.2 80 20 4969 5 533 15 4436 10.33032 0.003683 0 0

16 10.0.0.4 47788 10.0.1.1 80 20 4031 15 3029 5 1002 1033458 0.007179 3375187 1116520

17 10.00.4 47788 10.0.0.2 80 18 4547 5 533 13 4014 1033641 0005222 8166143 6149887

18 10.0.0.4 47798 10.0.1.1 80 20 3736 14 2666 G 1070 10.34221 0.005068 4208335 1689017

19 10.0.0.4 47798 10.0.0.2 80 20 4672 6 590 14 4082 10.34321 0.004072 0 0

20 10.0.04 47808 10.0.1.1 80 18 3326 12 2256 6 1070 10.34875 0.004015 0] o

21 10004 47808 10.0.0.2 80 14 2110 6 602 8 1508 10.3499 0.002858 0] o

22 10.0.0.4 47812 10.0.1.1 80 16 3190 11 2188 5 1002 10.3537 0.00521 3359430 1538459

23 10.0.0.4 47812 10.0.0.2 80 12 1974 5 534 7 1440 10.35468 0.004216 0 0

24 10004 47826 10.0.1.1 80 20 4031 15 3029 5 1002 1036026 0007374 3286037 1087028

25 10004 47826 10.0.0.2 80 18 4547 5 533 13 4014 1036233 0.005223 816384 6148153

Dataset - 2

Figure 4.1: Create Datasets 1 and 2 Based on Requests (Types 1 and 2)

4.4 The Results of the Preprocessing Stage

This stage involves transforming the raw data already collected into
carefully organized and structured data. Chapter 3, Section 3.3.2, outlines that
data conversion necessitates implementing two distinct stages, each employing
a designated methodology. During the initial stage, the degree of correlation
between columns (features). This technique transforms all values in the
correlation matrix to a range between 0 and 1 and subsequently performs feature
selection by prioritizing values that are near 1. Figure 4.2 illustrates the values
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for the dataset's features that the correlation matrix determined, ranging between
0 and 1. In this particular case, it can be determined that a correlation value
closer to 1 signifies a stronger correlation. Consequently, for datasets 1 and 2,
six features will be chosen. These features are Packets, Bytes, Packets A to B,
Bytes A to B, Packets B to A, Bytes B to A.

PacketsBto A
BytesBto A
Rel Start

Packets Ato B
Duration

Packets
BytesAtoB
Bits/s Ato B
Bits/s B to A
13

Bytes

<C M
s
j S —
o O
o o

S

Port A

Port B

Packets

Bytes

Packets A to B
Bytes A to B
Packets B to A
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Bits/s B to A
13

Figure 4.2: Feature Selection Scores Across Datasets

In the second phase, the dissertation proposes utilizing three primary
techniques: the MinMaxScaler, the StandardScaler, and the RobustScaler. These
selections are mention on Chapter 3, Section 3.3.2.3. The selection process
eventually determines the most suitable technique by evaluating the standard
deviation, a widely employed metric for quantifying the dispersion or diversity
of data points within an individual feature. The objective is to select the most
suitable dataset by considering the results with the lowest average standard
deviation across all features.

The results of computing the average standard deviation for every feature
in both datasets using the three strategies (MinMaxScaler, StandarScaler, and
RobustScaler) with datasets 1 and 2 are presented in Table 4.3. Figure 4.3
briefly overviews the average standard deviation of outcomes obtained by

implementing three strategies. The MinMaxScaler technique achieves the best
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result by calculating the lowest standard deviation for both datasets. In dataset
1, the standard deviation is 0.17889, whereas for dataset 2, it is 0.17968.

Table 4.3: Summary of Average Standard Deviation Results Using Three Strategies

DEjEHI MinMax | Standard | Robust DEICH@ MinMax | Standard | Robust

Scaler Scaler Scaler Scaler Scaler Scaler

NN 0.18043 | 1.00012 | 0.67854 NZriliN 0.20912 | 1.000016 | 0.52281
NP 0.19233 | 1.00012 | 0.67637 NaridlwAN 0.11076 | 1.000016 | 0.53727
SN 0.16643 | 1.00012 | 0.69022 [Mridlilel 0.20200 | 1.000017 | 0.53868

NI 0.16650 | 1.00012 | 0.68980 MNariilAN 0.14458 | 1.000016 | 0.57341
SR 0.17531 | 1.00012 | 0.66872 [Raridtlileie 0.28661 | 1.000018 | 0.46574

FEEIOIENG 0.19235 1.00012 0.67651 SEEIIENEAN 0.12502 | 1.000017 | 0.52340

0.17889 |1.00012 | 0.68003 0.17968 | 1.000016 | 0.52688

Dataset 2

Dataset 1
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N MinMaxScaler
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B RobustScaler
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Figure 4.3: Dataset Standard Deviation Analysis Using Three Scaling Strategies
4.5 Evaluating the Clustering Algorithms
The present study considers the clustering category using three
fundamental classifications. These classifications involve utilizing five
algorithms designed to analyze unlabeled data to identify patterns, structures, or
relationships within the data. Subsequently, labels are assigned to datasets 1 and
2. The categories mentioned above, algorithms, and equations utilized by the

algorithm for clustering to create class labeling are as follows: The first
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category of algorithms is known as partitioning algorithms, namely the K-
means algorithm.

The second category, density-based algorithms, includes DBSCAN and
OPTICS. The third category, distribution-based algorithms, encompasses
GMM. The proposed algorithm is a hybrid approach that combines the OPTICS
and GMM techniques.

Determining the most suitable algorithm for assigning class labels
depends on various variables. Several factors need to be considered while
creating clusters, such as achieving an equal distribution of data across clusters,
reducing the number of outliers or noise, and determining the appropriate
number of clusters. The general shape of the data distribution is an essential
consideration in selecting an algorithm if the shape is spherical, irregular, or
random. Scatter plots and other visualizations identify it. All of these factors

together contribute to the determination of the most suitable algorithm.
4.5.1 The Results of Datasets 1 and 2

Previously, the optimal approach based on calculating the average
standard deviation of the lowest value choosing the best technique is
MinMaxScaler in the previous section, specifically Section 4.4. The dissertation
also suggest an alternative approach for determining the optimal strategy, which
Is the silhouette score, in addition to depending on the computation of the mean
standard deviation. The previous approach focused on quantifying the
dispersion or diversity of data points within a single feature without considering
the relationships and similarities between data points across clusters.

In contrast, the silhouette score and the utilization of equations 2.6 and
2.7 aim to measure the similarity of each data point in a dataset to its cluster
(cohesion) compared to other clusters (separation). By calculating this score for
three datasets, it is possible to compare the clustering performance of different

datasets and identify which produces more internally coherent and well-
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separated clusters. Table 4.4 presents the silhouette scores of the dataset 1and 2

obtained using various methodologies and algorithms.

Table 4.4: Silhouette Score for Different Technique and Algorithms in Dataset 1

Silhouette Score MinMax Standard Robust
Algorithms Scaler Scaler Scaler
K-Means 0.38 0.38 0.37
DBCSAN 0.0017 0.0002 -0.0165
Optics -0.4883 -0.5214 -0.4949
GMM 0.191 0.1751 0.1696
Proposed (Optics + GMM) 0.1408 0.1181 0.0297

Silhouette Score MinMax Standard Robust
Algorithms Scaler Scaler Scaler
K-Means 0.53 0.49 0.48
DBCSAN -0.1315 -0.1939 -0.0323
Optics 0.03 -0.0729 -0.1432
GMM 0.4556 0.2679 0.373
Optics + GMM 0.1276 0.076 0.0259

Determining the most suitable algorithm for assigning class labels
depends on various factors. When designing clusters, it is essential to consider
multiple elements, one of which is the general shape of the data distribution.
The distribution's spherical, irregular, or random shape is crucial in determining
the most suitable data modeling approach. Figure 4.4 presents a graphical
depiction of the overall pattern of data point distribution in datasets 1 and 2.
This graphic provides an initial viewpoint that helps identify the

algorithms most suited for accurately modeling the observed data shape.
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Figure 4.4: Visualization of Data Point Distribution in Datasets 1 and 2

Achieving a balanced data distribution among clusters is a crucial
component that contributes to reducing outliers or noise. Determining the
number of outliers or noise values is of significant importance when
implementing networks since the concept of load balancing to enhance the
distribution of workloads among servers within a network represents a valid and
crucial use environment.

The optimization of resource utilization, improvement of Quality of
Service (QoS), and efficient operation of network services are significantly
influenced by load balancing. In this particular scenario, identifying and
managing noise (anomalies or outliers) is of significant importance in resource

allocation, quality of service improvement, and resource optimization. In the
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context of resource allocation, noise points can be defined as unusual or
unanticipated increases in network traffic that may disturb the resource
allocation process. Identifying and managing noise points can contribute to the
effective allocation of resources, reducing the risks associated with server
overload or poor utilization.

In the Quality of Service (QoS) enhancement, load balancing aims to
enhance QoS by equally dividing the workload among multiple servers. A high
number of noise points has the potential to introduce unpredictable fluctuations
in workload, which may result in a decrease in Quality of Service (QoS).
Identifying and managing these differences can result in enhanced consistency
and dependability in Quality of Service (QoS). By effectively recognizing and
dealing with areas of inefficiency, it is possible to enhance resource efficiency.
Servers can achieve higher levels of efficiency when they are not required to
handle unexpected or disruptive traffic patterns.

To efficiently achieve the load balancing objectives, consider using
clustering algorithms that can handle noisy points. Algorithms such as
DBSCAN, OPTICS, and the proposed Optics + GMM method are well-suited
for this objective and can identify clusters of regular traffic and distinguish
noise points. The K-Means and GMM are unlike other algorithms, which cannot
identify and effectively manage noise points. It is important to note that this
algorithm displayed higher performance in data distribution and achieved a
higher silhouette score than other algorithms. However, when dealing with
network load distribution and aiming to achieve factors such as resource
allocation, QoS enhancement, and resource efficiency, it becomes imperative to
utilize algorithms capable of effectively detecting and identifying noise.

Tables 4.5 and 4.6 present a comprehensive overview of the distribution
of values across clusters for each priority of the five methods. This distribution

depends on determining the number of clusters, which in this case is five.
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Table 4.5: Cluster Distribution by Priority: Five Methods (Dataset 1)

Using the K-Means Algorithm: 5 Clusters

Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter
Number of | o, 1 345 | 1123 | 1052 | 740 0 4,183 n_clusters=5
Data Point

Using the DBSCAN Algorithm: 5 Clusters

Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter
Number of | 55e | 30 | 30 16 | 13 2006 4,183 _eps=0.05,
Data Point min_samples=16

Using the Optics Algorithm: 5 Clusters
Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter
min_samples=5,
Numberof |55 | 25 | 46 | 43 | 43 3944 4,183 xi=0.03,
Data Point . .
min_cluster_size=35
Using the GMM Algorithm: 5 Clusters

Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter
Numberof |\ 12> | o1 | os0 | 742 | 928 0 4,183 n_components=5
Data Point

Using the Optics + GMM Algorithm: 5 Clusters
Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter
min_samples=5,
Number of xi=0.03,
Data Point 880 | 681 | 1325 981 316 0 4,183 min_cluster_size=35
n_components=5

Table 4.6: Cluster Distribution by Priority: Five Methods (Dataset 2)

Using the K-Means Algorithm: 5 Clusters

Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter
Numberof | oo | 3857 | 8073 | 9579 | 5652 0 30,000 n_ clusters=5
Data Point

Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter
Numberof | cco | se2 | 3752 | so1 | 810 | 23406 | 30,000 eps=0.01,
Data Point

Using the Optics Algorithm: 5 Clusters

min_samples=550

Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter
Number of min_samples=5, xi=0.03,
Data Point 3524 2708 4469 2701 | 3783 12814 30,000 minclustersize=2700

Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter
Numberof | 17 | 6703 | 788 | 4275 | 669 0 30,000 n_components=5
Data Point

Priority 0 1 2 3 4 Noise (-1) Total Hyper parameter
Number of min_samples=5, xi=0.03,

. 7038 6019 7746 4235 | 4961 0 30,000 min_cluster_size=2700
Data Point

n_components=5
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The distribution of data points for algorithms capable of handling noise
points is shown in Figure 4.5. Algorithms include DBSCAN, Optics, and the
proposed hybrid algorithm combining Optics and GMM. The algorithm
proposed by the dissertation, which combines the Optics and GMM techniques,
Is considered the most effective approach for processing noise and distributing

data points.

Distribution of Data Points in Clustering Algorithms: DBSCAN, Optics, and Proposed (Optics + GMM) - Dataset 1
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Figure 4.5: Data Point Distribution: Clustering Algorithms - Datasets 1 & 2
4.6 Evaluating the Classification Model

Supervised learning problems can be categorized into two main types:
regression and classification methodologies, as Chapter 2, Section 2.5.2. This
dissertation will utilize classification methodologies to deal with dataset
classification and prediction. The dissertation utilizes five distinct classifiers,
specifically: (1) decision tree (DT), (2) support vector machine (SVM), (3) k-
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nearest neighbor, (4) naive Bayes (NB), and (5) random forest (RF).
Determining the optimal algorithm for the classification model is based on its
application on datasets 1 and 2 to reach high evaluation measures, including
accuracy and performance metrics.

4.6.1 The Results of Datasets 1 and 2

Datasets 1 and 2 contain significant attributes, including packet size, rate,
and count. These qualities play a crucial role in the classification task, with
priorities assigned based on data volume and packet size. The primary aim of
this dissertation is to design classification models using the datasets. This model
will utilize the features of datasets to build a highly accurate predictive model.

The evaluation metrics for both Datasets 1 and 2 are presented in Tables
4.7 and 4.8, respectively. The dissertation employed a range of classification
algorithms, each containing distinct hyperparameters customized to suit the
specific task. Figure 4.6 presents an illustration of the accuracy of classification
algorithms.

Analyzing the outcomes from the tables mentioned above, it becomes
apparent that the KNN algorithm performs better than the other algorithms. In
the first dataset, the KNN algorithm achieved an excellent accuracy of 94.02%.
In comparison, the SVM algorithm achieved 78.39%, the DT algorithm at
70.01%, the RFC algorithm at 84.16%, and the Naive Bayes (NB) algorithm at
74.60%. In Dataset 2, the KNN algorithm displayed an excellent accuracy of
99.83%, surpassing the SVM with an accuracy of 54.65%, the DT with an
accuracy of 73.63%, the FRC with an accuracy of 95.09%, and the NB with an
accuracy of 72.5%. The algorithm (3.2) shows the most critical part of the K-
NN technique. The K-nearest neighbors (KNN) method always did better on
various performance metrics, including confusion matrices and evaluation

metrics.
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Table 4.7: Classification Algorithm Evaluation for Dataset 1

No. Algorithms Hyperparameters Accuracy
1 Support Vector C=0.9,kernel = 'rbf', max_iter=200, 78.39%
Machines gamma='auto’ test_size=0.25
(SVm) random_state=43 val_size = 0.45
2 Decision Trees criterion= gini, max_depth=5, 70.01%
(DT) min_samples_split=4,
min_weight_fraction_leaf=0.1,
splitter="random’, random_state=0
test_size=0.24 random_state=42
val_size = 0.38
3 Random Forest criterion = ' entropyi', n_estimators=80, 84.16%
Classifier max_depth=4, min_samples_split=7,
(RFC) random_state=0 test_size=0.24
random_state=42 val_size = 0.50
4 Naive Bayes priors=None test_size=0.24 74.60%
(NB) random_state=0 val_size = 0.42
5 k-Nearest n_neighbors= 9,weights ='uniform’, 94.02%
Neighbors algorithm="auto", metric=" minkowski"
(k-NN) test_size=0.22 random_state=27 val_size = 0.46
Table 4.8: Classification Algorithm Evaluation for Dataset 2
No. Algorithms Hyperparameters Accuracy
1 Support Vector C=1,kernel = 'rbf', max_iter=70, 54.65%
Machines gamma='auto' random_state=27
(SVM) test_size=0.24 random_state=24
val_size = 0.38
2 Decision Trees criterion="gini', max_depth=5, 73.63%
(DT) min_samples_split=4,
min_weight_fraction_leaf=0.1,
splitter="random’, random_state=42
test_size=0.23 random_state=42
val_size = 0.38
3 Random Forest criterion = 'entropyi',n_estimators=100, 95.09%
Classifier max_depth=4, min_samples_split=7,
(RFC) random_state=42 test_size=0.21
random_state=42 val_size = 0.38
4 Naive Bayes priors=None, test_size=0.24 72.5%
(NB) random_state=42, val_size = 0.42
5 k-Nearest n_neighbors=9, weights ='uniform’, 99.83%
Neighbors algorithm="auto", metric=" manhattani"
(k-NN) test_size=0.25
random_state=42, val_size = 0.35
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Figure 4.6: Accuracy Comparison of Classification Algorithms in Datasets 1 and 2

4.6.2 The Results of Performance Metrics

The K-nearest neighbors (KNN) technique displays excellent results
compared to alternative classification algorithms. It constantly provides
excellent results across many performance indicators, such as confusion
matrices and evaluation criteria. Tables 4.9 and 4.10 present a complete
summary of the Performance Metrics for Classification Algorithms in datasets 1
and 2, respectively. Furthermore, the graphic representations in Figures 4.7 and
4.8 provide a comparative analysis of the confusion matrices and evaluation
metrics for classification algorithms in Datasets 1 and 2. These figures
demonstrate the better overall performance of the K-Nearest Neighbors (KNN)

algorithm in both datasets.
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Table 4.9: Classification Algorithm Performance Metrics for Dataset 1
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Figure 4.7: Confusion Matrix Comparison of Classification Algorithms in Datasets 1 & 2
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4.7 Evaluating the Queue Model

The dissertation's primary objective is to investigate the problem of load
balancing among various priorities generated by the classification model,
employing the queue model to handle this problem. The approach mentioned
above has shown its efficacy in guaranteeing the best possible distribution of
workloads and dealing with the significant issue of packet starvation. The
dissertation proposes implementing a Multilevel Queue (MLQ) model as a more
effective alternative to a single queue with five queues (0, 1, 2, 3, and 4). The
algorithm (3.3) deals with five priorities stored in a distinct queue.
Implementing this strategic shift has effectively improved the management of
priorities, leading to significant enhancements in network performance and the

quality of service (QoS).
4.7.1 The Results of Multilevel Queue (MLQ) Model

A hierarchical structure controls the transmission of tasks within the order
of task prioritization. Tasks assigned a priority level of O continuously receive
full consideration and are treated as the highest priority. After completing all
tasks with a priority level of 0, tasks with a priority level of 1 are given priority.
The aforementioned sequential methodology persists until all tasks are executed
according to their priority.

However, this prioritization strategy posed challenges for lower-priority
tasks, particularly those categorized as priorities 1, 2, 3 and 4, often leading to
starvation. Such issues translated into delays in transmitting low-priority data
and an overall decline in network performance. The present dissertation
proposes a critical solution, the threshold concept, by determining a unique
threshold value for every priority level. Once a specific threshold value is
reached, lower-priority tasks are quickly assigned. By assigning priority 1 to a
threshold value of 8, they are assigning priority 2 to a threshold value of 9,

priority 3 to a threshold value of 10, and finally assigning priority 4 to a
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threshold value of 11. In the beginning, seven packets will be sent from priority
zero. Until packet eight is reached, it will be sent to priority 1, then priority 2, 3,
and 4, then it comes back and calls seven to send them to priority 0, and so on.
If priority O ends, seven packets with priority 1 will be sent. The outcomes in
Figures 4.9, 4.10, and 4.11 illustrate this strategy.

Furthermore, the operation of pushing and popping is depicted in Figure
4.9, which displays ten requests. In addition, Figure 4.10 offers valuable
insights into the abovementioned procedures since it visually presents 20
requests. Figure 4.11 provides a more comprehensive analysis of these
activities, specifically focusing on 100 requests. These figures provide
significant visual representations that aid in comprehending the dynamic
processes of pushing and popping within the queue model. Additionally, it
explained the threshold concept and how it facilitates allocating work based on
priorities. The strategic utilization of threshold values has shown significant

efficacy in mitigating packet starvation and improving network efficiency.
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Figure 4.10: Exploring Push and Pop Operations with 20 Requests in MLQ
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Figure 4.11: In-Depth Analysis: Managing 100 Requests through Push and Pop in MLQ
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4.7.2 The Results of KNN Model with Queue Model

In the previous stage, the queue model was tested by sending varying
numbers of packets (10, 20, and 100) and evaluating a push-and-pop operation.
The current stage focuses on testing the results by combining two algorithms or
modules, specifically the Machine Learning-MultiLevel Queue (KNN-MLQ)
algorithm, as described in algorithm 3.4.

Figures 4.12, 4.13, and 4.14 illustrate the evaluation and testing of the
KNN-MLQ model using the original dataset. The dataset consists of 100 rows
selected from the larger dataset, which contains 30,000 rows. The test set was
created by setting the test_size parameter to 0.30. The model was then used to
predict 29 requests or rows, and each was assigned a priority value ranging from
0 to 4. These predictions are then passed to a queue model and stored using the
push operation. The priority values are retrieved using the pop operation.
Specifically, priority 0 is recalled seven times initially, and once the threshold 1
Is reached, priority 1 is called. This process continues until threshold 2 is
reached, at which point priority 2 is called. The same pattern follows for
threshold 3, priority 3, threshold 4, and priority 4. Finally, the process returns to
calling priority O, repeating this sequence seven times. Sometimes, the call
priority is limited to invoked 2 or 3 times, contingent upon the total number of

priority O stored in a queue.
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Figure 4.14: Pushing and Popping: Efficient Handling of 29 Requests in the KNN-MLQ
4.8 Evaluating the Load Balancing Scheduling (LBS)

Load-balancing algorithms are classified as static, dynamic, and hybrid.
Static load balancing algorithms such as Random (R), Round Robin (RR), and
Weight Round Robin (WRR) distribute workloads uniformly without
considering real-time system conditions. However, dynamic load balancing
algorithms, such as the Least Connection (LC) approach, distribute workloads
based on real-time system conditions to optimize performance. This dissertation
introduces a new taxonomy for hybrid load-balancing algorithms based on
dynamic and static algorithms.

Two algorithms proposed and developed in this dissertation are based on
dynamic load-balancing scheduling and distribute workloads based on real-time
system conditions to optimize performance. The first is Least Resource Load
(LRL), and the second is Hybrid Least Connection and Least Resource Load
(LCLRL). LRL calculates CPU and memory use. In contrast, the algorithm
balances load using the fewest connections, CPU, and memory. These six
algorithms will be implemented in an environment, emulator, and network

topology based on the requirements in the next section 4.8.1 .
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4.8.1 Proposal of Emulator and Network Topology

The percentage distribution of emulation platforms utilized in the SDN
Network, as mentioned in Chapter 1, Section 1.6.3, Figure 1.5. Table 4.11
displays the percentage of emulator platforms. The present study proposes the
utilization of Mininet, an emulator program widely used in SDN networks,
which also obtained the highest percentage, which is 50%, compared to the

remainder of the software ecosystem.
Table 4.11: Percentage of the Essential Software Ecosystem used in the SDN Network

Software
Mininet | C and C++ | Matlab | NS3,NS2 | Python | CloudSim | Others

Ecosystem

Percentage BRI 10% 5% 5% 7.5% 5% 17.5%

Mininet, a well-known open-source network emulator, is widely used to
simulate and test SDN environments. SDN is a new networking architecture that
efficiently separates the control plane from the data plane, enabling centralized
network management and programmability. The primary design of Mininet is to
be used for operating systems based on the Linux kernel. However, running
Mininet on Windows using virtualization platforms such as VirtualBox may
cause additional complexity. The utilization of Windows may not provide the
same advantages in terms of performance and compatibility when compared to
directly executing a Linux-based operating system.

Hence, the current study strongly recommends implementing and
utilizing Mininet on a Linux operating system directly, and The version used is
Linux Ubuntu 20.04.4 LTS. To optimize performance and achieve good results
during the implementation of the suggested model, ensure that the computer
components are of high quality. Table 4.12 overviews the computer components

required for this specific purpose.
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Table 4.12: Overviews the Computer Components

Parameters OS CPU Ram HDD | Graphics | OS Type
Intel Corei7-
Linux Ubuntu 512GB AMD/
Details 3625QM 8 GB 64-bit
20.04.4 LTS 5 2GHz *8 SSD | Intel4000

The current study proposes a network topology known as a flat topology,
specifically a single-switch topology, a network configuration consisting of only
one network switch. All devices are connected to a single switch, and the type is
an open virtual switch, known as OVS, which also includes a single SDN
controller, specifically the POX-Controller. POX is primarily written in the
Python programming language, and it is easy to use and has rapid development
capabilities. An open-flow protocol establishes connections between the
controller and switch, and other components are three hosts (H1, H2, and H3)
and three servers (S1, S2, and S3) , his type of web browsing. Table 4.13
overviews the topology components and specifications of the emulator. Figure
4.15 illustrates the allocation of IP addresses across all devices within the

network design and suggested topology..

Table 4.13: Overviews the Topology Components and Emulator specifications

Number | Number of Southbo
Controller Type of Number
Parameters of Switch | servers & und
architecture | Controller of Clients
& Type type interface
Single 3, Web OpenFlo
Component POX 1, OVS 3
controller Servers w 1.0
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Figure 4.15: Proposed Network Topology
4.8.2 Evaluation Metrics in Load Balancing Scheduling Algorithms
The results from Chapter 1, Figure 1.3, which has 30 parameters, and
Figure 1.4, which has eight important parameters, show that the dissertation
recommends using the four most important parameters to evaluate load-
balancing scheduling algorithms. These four parameters are response time,
latency, throughput, and the degree of load balancing. The response time can be
calculated using equations 2.8 and 2.9, with a lower value indicating a more
desirable result. Similarly, the latency can be calculated using equations 2.10
and 2.11, with a lower value indicating a more desirable result.
Additionally, the throughput can be evaluated using equation 2.12, where
a higher value signifies a better outcome. The degree of LB can be computed
using equations 2.13 to 2.18, with the highest value indicating the best result.
The selection of the optimal algorithm in statics and dynamics load balancing
that achieves the best results across all factors will be based on evaluating the

results obtained from these parameters.
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4.8.3 The Results of Load Balancing Scheduling

The parameters are considered fundamental metrics to evaluate
algorithmic results. This evaluation happens by applying four algorithms (R,
RR, WRR, and LC) and two proposed algorithms (LRL and LCLRL), which are
based on algorithm (3.4) and algorithm (3.5). The algorithms should be
implemented in the Linux environment using the Mininet simulation.
Subsequently, the proposed network, which is a flat network, should be
established and connected to the POX controller. Static files will be used in the
generation of traffic.

Additionally, as indicated in Table 4.2, two distinct types of traffic will
be generated. Type 1 traffic involves the creation of files manually,
encompassing five files of varying sizes (1 Mbyte, 10 Mbyte, 25 Mbyte, 50
Mbyte, and 75 Mbyte). On the other hand, Type 2 traffic consists of real files
sourced from Facebook, containing 16 files with sizes ranging from 0.1 Kbyte
to less than 10 Mbyte. These files were manually generated to reflect the ratios
of real files.

By comprehensively analyzing several performance parameters such as
response time, latency, throughput, and load balancing, the initial step involves
evaluating and selecting the most optimal algorithm among the three static
algorithms, R, RR, and WRR, based on the high-parameter results. The second
step involves selecting the most suitable algorithm from three dynamic
algorithms: LC, proposed LRL, and Proposed LCLRL, based on the high
parameter results between them. Subsequently, the optimal dynamic algorithm
will be employed with the proposed model. Table 4.14 presents the statistical

analysis of response time parameters for the algorithms used in datasets 1 and 2.
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Table 4.14: Statistics of Response Time Parameter for Algorithms - Datasets 1 and 2

Static Algorithms Dynamic Algorithms
No. of Request Random‘ RR ‘WRR LC LRL LCLRL

No. of Request

The results of the LBS method were computed for the response time
parameter, as indicated in Table 4.14. The random algorithm demonstrated the
highest improvement value among the static algorithms, achieving 4.51% in
dataset 1 and 7.85% in dataset 2. In comparison, the RR and WRR algorithms
achieved 4.50% and 1.50% in dataset 1 and 3.31% and 4.84% in dataset 2,
respectively. Among the dynamic algorithms, the LRL algorithm displayed the
best performance, achieving 4% in dataset 1 and 4.36% in dataset 2. In contrast,
the LC and LCLRL algorithms achieved 3% and 0.50% in dataset 1 and 2.82%
and 0.77% in dataset 2, respectively. Figure 4.16 represent the comparison

between algorithms based on response time in datasets 1 and 2.
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Figure 4.16: Statistics of Response Time Parameter for Algorithms in Datasets 1 and 2

Table 4.15 presents the statistical analysis of latency parameters for the

algorithms used in datasets 1 and 2.
Table 4.15: Statistics of Latency Parameter for Algorithms - Datasets 1 and 2

Static Algorithms Dynamic Algorithms
No. of Request Random RR WRR LC LRL LCLRL

No. of Request Random

0.0054

0.0059 | 0.0065 | 0.0062 | 0.0065 | 0.0062 0.0064
0.0060 | 0.0064 | 0.0066 | 0.0066 | 0.0065 0.0069
0.0063 | 0.0065 | 0.0064 | 0.0063 | 0.0063 0.0068
%10.27 | %2.91 | %4.94 | 4.56% | 7.72% 2.43%

The LBS approach estimated the latency parameter, as presented in Table
4.15. The random method exhibited the most significant performance

Improvement compared to the static algorithms, with an optimization of 5.45%
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in dataset 1 and 10.27% in dataset 2. When comparing the performance of the
RR and WRR algorithms, it was seen that the RR method achieved an accuracy
rate of 3.80% in dataset 1 and 2.91% in dataset 2. On the other hand, the WRR
algorithm achieved an accuracy rate of 1.65% in dataset 1 and 4.94% in dataset
2. The LRL algorithm demonstrated the best results among the dynamic
algorithms, with an accuracy rate of 3.84% in dataset 1 and 7.72% in dataset 2.
Through comparison, the LC and LCLRL algorithms attained accuracy rates of
1.64% and 0.54% in dataset 1 and 4.56% and 2.43% in dataset 2, respectively.
Figure 4.17 depict a comparative analysis of algorithms for latency in datasets 1

and 2.
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Figure 4.17: Statistics of Latency Parameter for Algorithms in Datasets 1 and 2

100



Chapter Four Results and Discussion

Table 4.16 presents the statistical analysis of throughput parameters for the

algorithms used in datasets 1 and 2.

Table 4.16: Statistics of Throughput Parameter for Algorithms - Datasets 1 and 2

Static Algorithms Dynamic Algorithms

No. of Request Random RR

No. of Request Random

0.0779 0.0793 | 0.0828 0.0801

0.0156 | 0.0149 | 0.0153 | 0.0146 | 0.0147 0.0143
0.0050 | 0.0049 | 0.0047 | 0.0047 | 0.0047 0.0045
0.0024 | 0.0023 | 0.0024 | 0.0024 | 0.0023 0.0023

%26.48 | %25.00 | %25.95 | 25.25% | 26.12% 25.30%

The results of the LBS method were computed for the throughput
parameter, as indicated in Table 4.16. The RR algorithm demonstrated the
highest improvement value among the static algorithms in dataset 1, achieving
6.36%; in comparison, the R and WRR algorithms achieved 6.29% and 5.64%,
respectively. While The R algorithm demonstrated the highest improvement
value among the static algorithms in dataset 2, achieving 26.48%, the WRR and
RR algorithms achieved 25.95% and 25.00%, respectively. Among the dynamic
algorithms, the LC algorithm displayed the best performance in dataset 1,
achieving 5.91%; in comparison, the LRL and LCLRL algorithms achieved
5.87% and 5.54%, respectively. While the LRL algorithm displayed the best
performance in dataset 2, achieving 26.12%, in comparison, the LCLRL and
LC algorithms achieved 25.30% and 25.25%, respectively. Figure 4.18 compare

algorithms based on throughput requests per second (RPS) in datasets 1 and 2.
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Figure 4.18: Statistics of Throughput Parameter for Algorithms in Datasets 1 and 2
Table 4.17 presents the statistical analysis of degree of load balancing

parameters for the algorithms used in datasets 1 and 2.

Table 4.17: Statistics of Degree of LB Parameter for Algorithms - Datasets 1 and 2

a AlgOo DyNa Algo
Rando RR RR R R
0.246 0.227 0.284 0.301 0.281 0.297
0.236 0.266 0.256 0.239 0.234 0.244
0.243 0.198 0.250 0.237 0.239 0.241
0.239 0.238 0.233 0.234 0.244 0.249
%24.10 | %23.22 | %25.57 | 25.27% | 24.95% 25.77%
Rando RR RR R R
0.327 0.257 0.280 0.345 0.285 0.299
0.230 0.171 0.155 0.226 0.274 0.215
0.268 0.194 0.222 0.194 0.216 0.192
0.268 0.142 0.216 0.223 0.262 0.191
%27.32 | %19.10 | %21.82 | 24.70% | 25.92% 22.43%

The results of the LBS method were computed for the degree of load
balancing parameter, as indicated in Table 4.17. The WRR algorithm

demonstrated the highest improvement value among the static algorithms in

dataset 1, achieving 25.57%; in comparison, the R and RR algorithms achieved
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24.10% and 23.22%, respectively. While The R algorithm demonstrated the
highest improvement value among the static algorithms in dataset 2, achieving
26.48%, the WRR and RR algorithms achieved 25.95% and 25.00%,
respectively. Among the dynamic algorithms, the LCLRL algorithm displayed
the best performance in dataset 1, achieving 25.77%; in comparison, the LC
and LRL algorithms achieved 25.27% and 24.95%, respectively. While the LRL
algorithm displayed the best performance in dataset 2, achieving 25.92%, in
comparison, the LC and LCLRL algorithms achieved 24.70% and 22.43%,
respectively. Figure 4.19 compare algorithms based on the degree of load

balancing in datasets 1 and 2.
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Figure 4.19: Statistics of Degree of LB Parameter for Algorithms in Datasets 1 and 2
These procedures help to determine and discover that the proposed LRL

algorithm consistently outperforms other dynamic algorithms, as demonstrated
through the evaluation and analysis of the parameters utilized and the final
assessments achieved. This helps identify the optimal dynamic algorithm. The
LRL algorithm shows the highest evaluation scores for factors such as response

time and latency and achieved excellent performance in Dataset 1. Moreover, in
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Dataset 2, the LRL algorithm displays the highest percentages and overall
evaluation across all parameters. Consequently, the above method will be
implemented and applied to the proposed model.
4.9 Evaluating the Proposed Model

The evaluation of the proposed model algorithm integrates three
techniques: Machine Learning with Multilevel Queue and Load Balancing
Scheduling (ML-MLQLBS). This integration aims to create an intelligent model
known as KNN-MLQLRL. Algorithm 3.6 describes the phases of the suggested
model, which aims to enhance intelligent dynamic load balancing. A
comparative analysis will be conducted with six existing load balancing
algorithms (R, RR, WRR, LC, LRL, LCLRL) to evaluate the success and
efficiency of the proposed model. This evaluation will involve the calculation of
four key performance indicators: response time, latency, throughput, and degree
of load balancing. Subsequently, the outcomes will be compared with the other

algorithms' outcomes to determine the best in datasets (1 and 2).
4.9.1 The Results of Proposed Model

The proposed model will be implemented in a Linux environment using
the Mininet simulation. Subsequently, the model is run inside the POX
controller and deployed in the flat network architecture, employed to generate
traffic, his type dynamic files and content to 6 features within the range of 0 and
1, utilizing a random distribution approach. The suggested model would receive
packets containing eight distinct features from clients, initiating the subsequent
stages of classification and prediction to determine the cluster type and priority
category. Subsequently, the model will transmit the priority to the queuing
model. Subsequently, employing the suggested algorithm for selecting the
optimal server based on the least resource load (LRL) algorithm, The server
receives the priority in addition to the first packet's contents, previously sent

from clients that include the features.
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Table 4.18 presents the statistical analysis of degree of load balancing

parameters for the algorithms used in datasets 1 and 2.

Table 4.18: Statistics of Response Time Parameter for Algorithms - Datasets 1 and 2

Model
Random RR LCLRL (KNN-

MLQLRL)
0.0054
0.0099
0.0113
0.0115

80.95%

No. of
Request

Model
Random LRL LCLRL (KNN-

MLQLRL)

No. of

Request

The LBS methods and proposed model results for the response time
parameter are indicated in Table 4.18. The proposed model (KNN-MLQLRL)
demonstrated the highest improvement value in datasets 1 and 2, with dataset 1
achieving 25.57% and other algorithms, the Random, RR, LRL, LC, WRR, and
LCLRL algorithms achieved 4.51%, 4.50%, 4%, 3%, 1.50%, and 0.50%,
respectively. While dataset 2 achieved 21.3% and other algorithms, the
Random, WRR, LRL, RR, LC, and LCLRL algorithms achieved 7.85%, 4.84%,
4.36%, 3.31%, 2.82%, and 0.77%, respectively. Figure 4.20 compare algorithms

based on response time in datasets 1 and 2.
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Figure 4.20: Statistics of Response Time Parameter for Algorithms in Datasets 1 and 2

Table 4.19 presents the statistical analysis of latency parameters for the

algorithms used in datasets 1 and 2.
Table 4.19: Statistics of Latency Parameter for Algorithms - Datasets 1 and 2

No. of Model

Random RR WRR LCLRL
Request (KNN-MLQLRL)

0.0006

0.044 | 0.045 | 0.043 | 0.045 | 0.043 0.045 0.0007
0.044 | 0.045 | 0.045 | 0.046 | 0.045 0.045 0.0008
0440. 0.045 | 0.045 | 0.044 | 0.044 0.045 0.0008

98.40%

No. of Model

Random RR LCLRL
Request (KNN-MLQLRL)

0.0054 0.0008
0.0059 | 0.0065 | 0.0062 | 0.0065 | 0.0062 | 0.0064 0.0008
0.0060 | 0.0064 | 0.0066 | 0.0066 | 0.0065 | 0.0069 0.0008
0.0063 | 0.0065 | 0.0064 | 0.0063 | 0.0063 | 0.0068 0.0009
%10.27 | %2.91 | %4.94 | 4.56% | 7.72% | 2.43% 87.43%
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Table 4.19 displays the LBS methods and the outcomes of the suggested
model for the latency parameter. The KNN-MLQLRL model displays the most
substantial improvement in datasets 1 and 2, with an accuracy of 98.40% in
dataset 1. In comparison, the Random, LRL, RR, WRR, LC, and LCLRL
algorithms achieved accuracies of 5.45%, 3.84%, 3.80%, 1.65%, 1.64%, and
0.54%, respectively. Dataset 2 displays a performance of 87.43%, whereas the
Random, LRL, WRR, LC, RR, and LCLRL algorithms have success rates of
10.27%, 7.72%, 4.94%, 4.56%, 2.91%, and 2.43%, respectively. This analysis
focuses on the performance of algorithms in datasets 1 and 2, specifically on

latency. Figure 4.21 present a comparative evaluation of these algorithms.
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Figure 4.21: Statistics of Latency Parameter for Algorithms in Datasets 1 and 2
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Table 4.20 presents the statistical analysis of throughput parameters for

the algorithms used in datasets 1 and 2.

Table 4.20: Statistics of Throughput Parameter for Algorithms - Datasets 1 and 2

No. of
Request

Random

RR

LC LRL LCLRL

Model

CONE
MLQLRL)
0.8560

0.0203 | 0.0145 | 0.0207 | 0.0202 | 0.0207 | 0.0198 0.1000
0.0041 | 0.0040 | 0.0040 | 0.0040 | 0.0040 | 0.0040 0.0177
0.0013 | 0.0013 | 0.0013 | 0.0013 | 0.0014 | 0.0013 0.0057

No. of
Request

24.48%

Model
(KNN-

MLQLRL)

0.0829 | 0.0779 | 0.0814 | 0.0793 | 0.0828 0.1081
0.0156 | 0.0149 | 0.0153 | 0.0146 | 0.0147 | 0.0143 0.0174
0.0050 | 0.0049 | 0.0047 | 0.0047 | 0.0047 | 0.0045 0.0058
0.0024 | 0.0023 | 0.0024 | 0.0024 | 0.0023 | 0.0023 0.0028
%26.48 | %25.00 | %25.95 | 25.25% | 26.12% | 25.30% 33.52%

Table 4.20 presents the LBS approaches employed and the corresponding
outputs of the proposed model about the throughput parameter. The KNN-
MLQLRL model demonstrates the most significant enhancement in datasets 1
and 2, achieving an accuracy of 24.48% in dataset 1. The RR, Random, LC,
LRL, WRR, and LCLRL algorithms achieved accuracies of 6.36, 6.29, 5.91,
5.87, 5.64, and 5.54, respectively, when compared. In Dataset 2, the
performance was determined to be 33.52%. In comparison, the Random, LRL,
WRR, LCLRL, LC, and RR algorithms exhibited success rates of 26.48%,
26.12%, 25.95%, 25.3%, 25.25%, and 25.0%, respectively. The present analysis
evaluates algorithmic performance within datasets 1 and 2, focusing on

throughput. Figure 4.22 depict a comparison of the different algorithms.
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Figure 4.22: Statistics of Throughput Parameter for Algorithms in Datasets 1 and 2
Table 4.21 presents the statistical analysis of degree of load balancing
parameters for the algorithms used in datasets 1 and 2.

Table 4.21: Statistics of Degree of LB Parameter for Algorithms - Datasets 1 and 2

No. of

Request Random RR

0.246 0.227 0.284 0.301 0.281 0.297 0.815

0.236 0.266 0.256 0.239 0.234 0.244 0.750
0.243 0.198 0.250 0.237 0.239 0.241 0.690
0.239 0.238 0.233 0.234 0.244 0.249 0.624

%24.10 | %23.22 | %25.57 | 25.27% | 24.95%

25.77% 71.97%
No. of

Random RR WRR LC LRL
Request

0.257 0.280 0.345 0.285 0.299 0.711
0.230 0.171 0.155 0.226 0.274 0.215 0.700
0.268 0.194 0.222 0.194 0.216 0.192 0.618
0.268 0.142 0.216 0.223 0.262 0.191 0.588

%27.32 | %19.10 | %21.82 | 24.70% | 25.92% | 22.43% | 65.42%
Table 4.21 displays the LBS methods and the outcomes of the suggested

model for the degree of load balancing parameter. The KNN-MLQLRL model

displayed the most substantial improvement in datasets 1 and 2, with an
accuracy of 71.97% in dataset 1. In comparison, the LCLRL, WRR, LC, LRL,
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Random, and RR algorithms achieved accuracies of 25.77, 25.57, 25.27, 24.95,
24.1, and 23.22, respectively. Dataset 2 displayed a performance of 65.42%,
whereas the Random, LRL, LC, LCLRL, WRR, and RR algorithms had
success rates of 27.32, 25.92, 24.7, 22.43, 21.82, and 19.1, respectively. This
analysis focuses on the performance of algorithms in datasets 1 and 2,
specifically on degree of load balancing. Figure 4.23 present a comparative

evaluation of these algorithms.
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Figure 4.23: Statistics of Degree of LB Parameter for Algorithms in Dataset 1 and 2
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5.1 Conclusions

The primary objective of the proposed model is to enhance the Quality of
Service (QoS) and overall network performance in the SDN network. In
addition, this dissertation aims to identify optimal dynamic load-balancing
algorithms that effectively minimize response time and latency while enhancing
throughput and achieving a higher degree of load balancing. So, this
dissertation contributes to the extended previous literature on load balancing in
SDN. A survey of the latest advancements in the field is conducted, highlighting
areas of research that require further investigation and identifying gaps among
existing studies. The primary objective of this survey is to improve the
understanding of load balancing challenges in SDN through an examination of
LB-Algorithms, LB-Classification, LB-Techniques, and LB-Metrics.

The main conclusions of this dissertation, based on the development and

implementation of the proposed model, are as follows:

1. There were two types of generating and creating data: manual generation
and files of random sizes, and real files and sizes. According to the final
results, the second type of file in the load-balancing distribution between
servers was an actual distribution close to reality. In contrast, the first
type was very different from the logical distribution.

2. In some situations, it is necessary to detect and identify noise in the data
because of its significance and influence on the dataset and then handle it.
This dissertation proposes a method that combines two algorithms,
namely OPTICS and GMM. Optics is particularly effective at splitting
data points into clusters and identifying noise. The second algorithm
employs a probabilistic distribution to handle noise and redistribute it to
neighboring clusters. This approach demonstrated better noise
management and achieved the most balanced allocation of data points
among clusters compared to alternative algorithms such as K-means,
DBSCAN, OPTICS, and GMM.
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3. Overall, the k-nearest neighbor classification algorithm outperforms other
classification algorithms, such as (DT, SVM, NB, and RF) regarding the
accuracy and performance metrics for both datasets.

4. The effectiveness of the proposed Multilevel Queue (MLQ) model is
based on its capability to handle and organize priorities derived from the
classification and prediction models. This model positively
Impacts network performance and Quality of Service (QoS) by reducing
packet loss and delay by treating packet starvation using a threshold
concept, wherein a distinct threshold value is determined for each priority
level. Once a predetermined threshold is reached, tasks of lower priority
are quickly assigned without waiting a long time to be process.

5. Regarding calculating the most critical resources for servers, for example,
low CPU and memory usage in achieving load distribution has proven
successful and more stable than relying on random or sequential
distribution between servers or calculating the least connection. The
dissertation proposed two algorithms that generally achieve high
optimization on the principles of dynamic load-balancing scheduling
between servers; the first is Least Resource Load (LRL), and the second
Is Hybrid Least Connection and Least Resource Load (LCLRL). The
LRL algorithm calculates the lower CPU and memory usage. On the
other hand, the LCLRL algorithm combines the least connection and the
least CPU and memory usage to achieve load balancing. Compared with
the four standard algorithms, the three algorithms are static, such as R,
RR, and WRR, and one is the dynamic algorithm LC.
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5.1 Future Work

The following are many possible future works that need consideration:

1.

Studying an alternative method for traffic capture that involves utilizing
deep packet inspection (DPI) as a pattern-matching approach instead
of the statistical approach.

The proposed model can be implemented on other load balancing
datasets.

Applying the proposed model to calculate other Metrics to improve QoS .
Studying the design of a program that captures packets, analyzes the
features, and sends them to the classification model dynamically in real
time.

Studying other methods of optimizing classification models, such as
neural networks or deep learning algorithms

Studying alternative dynamic load balancing scheduling approaches to
optimize Quality of Service (QoS). Specifically, it investigates
calculating response time or latency inside servers instead of CPU and
memory utilization metrics for improved load balancing.

Proposing a method that can identify critical files or features in the
dataset and give special priority to them without waiting in the queue
model.

Studying the development of the proposed model capable of receiving
packets that include static files and dynamic features together.

Studying and applying methods for determining the optimal number of

queues based on waiting time calculations and other parameters.

10.Using heuristic algorithms instead of a queue model.
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