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Abstract

The growing interest in blockchain technology, functioning as an
unchangeable ledger facilitating distributed transactions, is remarkable.
Nevertheless, Blockchain security is susceptible to a variety of risks,
notably distributed denial of service (DDoS) attacks, which are
progressively focusing on cryptocurrency network services. To address
this, deep learning approaches have emerged as a potent solution to
intricate challenges in information science.

The dissertation suggests the integration of these approaches into
hybrid model to address complex cybersecurity challenges. Initially, A
hybrid deep learning model used for binary classification, which
combines Recurrent Neural Network (RNN) and Long Short Term
Memory (LSTM) algorithms, was introduced for detecting DDoS attacks
on cryptocurrency network services.

Subsequently, a proposal is made to build a Graphical User Interface
(GUI) for monitoring network traffic and identifying abnormal patterns or
behaviors. This plan involves implementing measures to prevent
intrusions and automatically respond to suspicious activities. Two models
are established, one utilizing the Agglomerative Hierarchical Clustering
(AHC) method and the other employing the Gaussian Mixture Model
(GMM) for identifying DDOS attacks on cryptocurrency network
services.

The suggested model is assessed using the real dataset that represents
data associated with Bitcoin services attacked by DDoS. The suggested
model outperforms standard deep learning implementations, achieving an
impressive level of accuracy. When evaluated with the Mt.Gox dataset,
the model demonstrated an accuracy of 95.84%. Furthermore, it
underwent validation using widely recognized datasets, specifically CIC-
IDS2017 and CSE-CIC-1DS2018, achieving accuracies of 95.40% and



99.77% respectively. Therefore, this dissertation introduces a promising
strategy for mitigating DDoS attacks within the cryptocurrency

ecosystem.
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Chapter One Introduction

1.1 Introduction
Cryptocurrencies are digital currencies that require blockchain

technology to function. Cryptocurrency exchanges sprung up to satisfy
the demands of investors looking to benefit from the unexpected spike in
the value of digital currencies. These cryptocurrency exchanges use
online platforms to authorize their clients to store, buy and sell
cryptocurrencies. Cryptocurrency examples include Bitcoin (BTC),
Ethereum (ETH), Litecoin (LTC), Ripple (XRP) and Libra[7][8] .
Moreover, blockchain is a data structure and DLT that records
transactions using an immutable cryptographic signature known as a
hash. Distributed Ledger Technology (DLT) participants who manage the
decentralized database are widely perceived. Among the main functions
of blockchain is to store cryptocurrency transaction data. Blockchain
needs a peer-to-peer network that ensures that each user has the
information of all the transactions made in that grid. It is composed of
five key concepts: database, block, hash, miner, transaction and
consensus mechanism[9]. Recently, as the blockchain ecosystem matures
and new use cases emerge, organizations across all industries face a
complex and potentially contentious set of challenges, as well as novel
dependencies. Bitcoin continues to have the most trading volume of any
cryptocurrency.

Several vulnerabilities and attacks, such as DDoS attacks, are
investigated as the Bitcoin market grows[10]. DDoS is a network threat
that immediately compromises the resources of its victims. A DDoS
attack floods the target with bogus requests directed at its network
infrastructure by the attacker. As a result of this attack, the website
becomes difficult to access for the intended users[11]. Perhaps a critical
issue in DDoS attack detection techniques is the lack of consideration of

the limitations of small datasets. A comprehensive understanding of the
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Chapter One Introduction

application of new technologies is necessary to improve efficiency. To
the best of our knowledge, researchers concentrate on other DDoS
detection techniques or included some blockchain-based research for a
specific domain by using the same datasets available in research engines.
Machine learning algorithms are used for a variety of tasks, including
detecting malicious traffic and addressing network problems. Building a
model to reflect complex interactions between input and target variables
is one of the main goals of machine learning. It serves as a framework
for reliable behavior in the network domain. Supervised, unsupervised,
and reinforcement learning are the three main categories of machine
learning algorithms[12].
1.2 The Related Works
Many researchers propose different methodologies that focus on
the detection of DDoS attacks. Nevertheless, the lack of consideration of
the size of the dataset, the limitation of complexity, and real-time
problems are critical problems in DDoS detection methodologies. These

related works are as follows:

1. Vasek et al. (2014) conducted an empirical investigation into DDoS
attacks in the Bitcoin ecosystem. Mt. Gox was used as an illustration of a
DDoS case study on currency exchange. Between May 2011 and October
2013, the authors analyzed and collected several posts mentioning
‘DDo0S’ on the common Bitcoin forum named bitcointalk.org. By using
the precision, recall accuracy, and confusion matrix  measures, they
developed a simple word based classifier to detect DDoS attack threads.
Precision was 54%, recall was 74% and accuracy was 75%. They also
discovered that DDoS attacks had been launched against 7.4% of Bitcoin

related services[13].
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2. On this basis, Feder et al. (2018) studied the influence of DDoS on
cryptocurrency exchanges, specifically the Mt. Gox exchange. Mt. Gox
had been frequently targeted by DDoS attacks and was forced to shut
down as a critical breach that resulted in stolen funds. The authors built a
series of regressions to assess the effects of shocks on transaction volume.
They employed a regression model, and the results were powerful for
different options. They demonstrated a reduction in high-volume trades as
a DDoS attack. They also declared that other types of security breaches
had an identical influence [14].

3. On the basis of a new transaction history summarization, Toyoda et al.
(2018) suggested the implementation of a multi-class categorization
system for identifying services associated with Bitcoin addresses.
Adopting a multi-class categorical scheme offers several benefits, notably
in enhancing fraud detection capabilities. The authors proposed two
methods for retrieving transaction history: address- and owner-based
methods. They used random forest as a detection algorithm and achieved
an accuracy of 72% using the owner-based scheme, and 70% using the
address-based scheme.[15].

4. Sergy (2018) studied the size of the effect of a DDoS attack on a
cryptocurrency exchange using the Bitfinex business model. This
exchange gets money by charging a fee for every trade that occurs on the
platform. A large amount of money can be forgotten if a DDoS attack is
successful and the exchange’s service iS denied. The study employed
statistical techniques to assess the effects of 18 DDoS attacks on the
Bitfinex exchange. By using the proposed prediction model for the
number of trades for the event study with diverse estimation and event
windows, no substantial effect on the cryptocurrency exchange was
found. That is, trading on the exchange was not reduced significantly in
the days following a DDoS attack [16].

A
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5. Abhishta et al. (2019) examined the effects of DDoS attacks on
Bitfinex in 2016, 2017 and 2018. They forecasted the average Bitcoin
volume traded on the exchange using an additive model. To find the
better estimation model, they compared the goodness of fit of two
models, linear ordinary least squares and quadratic ordinary least squares.
According to research, in most cases, this cryptocurrency exchange can
recover from the effect of a DDoS attack within a single day. However, a
long standing DDoS attack can considerably affect the exchange’s
revenues [7].

6. Beak et al. (2019) examined and identified DDoS attacks under the
premise that there is an association between Bitcoin's service and
network-level data. The researchers collected and scrutinized data from
actual DDoS attacks targeting services related to Bitcoin. They put forth
an approach for delineating the data retrievable from the Bitcoin network,
along with the statistical data pertaining to blocks. Consequently, their
focus was on detecting DDoS attacks at the Bitcoin service level,
employing deep learning methodologies like MLP for detection and
principal component analysis for feature extraction. [10].

7. Yoon et al. (2019) presented CTGAN as a solution to the
problem of generating realistic synthetic tabular data, which is
challenging due to the structural constraints and dependencies present in
tabular datasets. CTGAN leverages the power of GANs to learn and
designed to grasp the fundamental data distribution, enabling it to
produce samples that closely mirror the original data. It incorporates a
conditional framework, enabling the generation of samples based on
specific attribute values. This makes it particularly useful for tasks that
require generating synthetic data with specific properties or
characteristics. The algorithm combines a discriminator network and a

generator network in a competitive setting, where the generator aims to
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produce realistic samples, while the discriminator tries to recognize
between real and generated samples. The authors evaluated CTGAN on
various real-world tabular datasets, including credit card transactions and
census income data. The results showed that CTGAN was able to
generate synthetic samples that closely matched the statistical properties
of the real data. The authors also compared CTGAN with other baseline
methods and demonstrated its superiority in terms of generating high-
quality synthetic tabular data [17]. Table 1.1 displays the methodologies
employed by researchers along with the outcomes they've attained in the
effort to thwart DDoS attacks.

Table 1.1 DDoS attack on Blockchain Ecosystem and detection

methods
NoY{IReten Th_e target Detection methods Results
ences | environment
On the consortium
Automated tool support blockchain installed in
and manual methods .
Microsoft Azure, the
Ethereum for evaluate the .
1 | [18] : - effects of the flooding and
Node system's solidity . >
: : bandwidth exhaustion
codebase's security
. attacks were also
attributes. . o
identified.
Implementing two Only the delegated proof
2 | (9] Lisk tools as of stake consensus besed
Blockchain countermeasure for | currency is affected by the
detection flaw.
The dataset contains few
3 | [20] Bitcoin K-means and Support | attack instances, and the
Ecosystem Vector Machine false positive rate is
exceptionally high.
presents a parallel anti- It is not a realistic
Bitcoin DDoS chain design assumption to use the
4 | [21] Platform philosophy and a Hadoop platform nodes as
distributed anti-d chain | blocks in a blockchain for
detection system for tests.
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No | Refer Th_e LT Detection methods Results
ences | environment
virtual reality based on
hybrid ensemble
learning.
a DDoS attack event
analysis to see how it The primary outcome is
Bitfinex affected the volume of | that the exchange recovers
5 [7] exchanae trades on the Bitfinex | from the adverse effects of
g exchange as well asa | the DDoS attack the same
DDoS attack hourly day.
traded data evaluation
DDoS attacks were
. a DDOS attack detected with a 50%
Mining pool | detection MLP model
6 | [10] accuracy, whereas regular
and exchange based on PCA and block d dentified
deep learning ock data were identifie
with a 70% accuracy.
An econometric
analysis of Bitcoin
transaction data
Mt.Gox between 2011 and 2013 A DDos attack on tI_1e
7 | [14] exchanges resulted in
exchange | to evaluate the effect of fewer maior transactions
the DDoS attack and J '
associated shocks on
the Mt.Gox exchange
DDoS attacks on other
An empirical study of cryptocurrencies may
Exchange and | DDoS attack effects on | present a worthwhile area
8 | [13] - R
mining pool Bitcoin mining pools | for research. The accuracy
and exchange of DDoS attack detection
was approximately 75%.

Cryptocurrency attacks can be detected in various approaches

according to the type of attack, its severity, and its impact on the labor

market. Table 1.2 highlights most types of attacks against some digital

currencies, the detection methods used, the methods applied to evaluate
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each model's effectiveness, and the results obtained. This table shows the

most common and influential attacks on the cryptocurrency ecosystem.

These techniques can be employed to create a more secure level for

cryptocurrency networks with the possibility to detect and prove the
specific types of malicious transactions. Importantly, the most common
methods used for detecting attacks are machine learning and deep
learning. Arguably, machine learning is used in artificial intelligence to
identify the most effective solutions to complex issues in information
science.
Table 1.2: Methods for detection of cryptocurrency attacks

Detection

Publish Attack | Cryptocur or Results and
Ref. ed . performance
ear type rency Prevention Mmeasurements
y Methods
51% Etherum RNNs as a | Recurrent autoencoder
attack Classic neural (RAE) model that
[22] | 2020 |and encoder- effective detect the
Network .
DAO (ETC) decoder publicly reported
attack model attack
Corj:ilrr:éous Results obtained are
51% . applicable for each
23] 2015 attack Bitcoin Markov state of the Bitcoin
chains network
(CTMCs)
DDoS attacks were
Multi-layer detected with a 50%
[10] | 2019 DDosS Bitcoin Perceptron accuracy, whereas
attack (MLP) regular block data were
identified with a 70%
accuracy.
Using a confusion
Word- matrix, The DDoS
[13]| 2014 DDoS Bitcoin based attack detection
attack e accuracy was roughly
classifier
75%.
Bavesian The accuracy of
Ransom B%Iief Ransomware attack
[24] | 2019 Bitcoin detection was
ware Betwork(B : 0
BN) approximately 97.5%.
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: Detection
. Publish Attack | Cryptocur or Results and
ef. ed . performance
year type rency Prevention measurements
Methods
Using LASSO
regularized GML and
balanced random
6 |[25]] 2019 P&D Bitcoin Random | forests, the probabil_ity
Forest of a currency being
pumped with an area
under the curve of over
90% was predicted.
The model Extreme | The result was as
was applied | Gradient | follows:
to the full- | Boosting |99.5% AUC, 99.7%
7| [e6]] 2019 P&D time series specificity, and 85.5%
of 172 sensitivity, using the
coins area under the curve .
The precision rate is
Eclipse Random | approximately  72%,
8 |l271} 2019 attack Ethereum Forest and the recall rate is
approximately 93%
The Gossip-based
Python- | protocol provides
Flask web | multiple benefits while
Eclipse L framework | introducing a
9 |[28] | 2020 attack Bitcoin and Flask’s | significantly improved
default | detection time and low
webserver | overheads, using
Amazon AWS
Cryptoja | JSECoin SVM
10 | [29] | 2019 cking and classificatio 97%TPR and
1.1%FPR
attack Monero n model
Accuracy of
approximately 96.01%,
recall of approximately
96%, precision of
11 | [30]| 2022 Ransom Bitcoin Rule-Based approximately 95.9%,
ware algorithms | and an F-Measure of

95.6%,when  metrics,
accuracy,  precision,
sensitivity, and F-

Measure are employed.
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: Detection
Publish Attack | Cryptocur or Results and
Ref. ed . performance
ear type rency Prevention measurements
y Methods
. . classifier,99.7% TPR,
Cryptoja | Ethereum, | Neighbour 46.1% EPR 99 9%
12 | [31]| 2019 | cking | Monero, (SNN) 70 T, 990 70
. Precision, and 99.7%
attack and Zcash | clustering
i Recall
algorithm
87% of the instances
Cryptoja Capsule | were detected
i i 0,
13 | [32]| 2019 cking Monero Network |mmed|a}tely, and 99%
(CapsNet) | of the instances were
attack i
technology | detected during a
window of 11 seconds.
Using the Mean Square
Crvptoia Bitcoin, Error (MSE)
14 | [33]| 2021 o I3 Monero, | Random | 94.1% TPR, 59% FPR,
attacgli and Forest 99% of AUC for the
Bytecoin ROC and 96% of F1-
score
HYIP Random | Accuracy of
15 | [34] | 2019 threat Bitcoin Forest approximately ~ 95%
TPR and 4.9 FPR
HYIP Random | Accuracy of
threat Forest approximately 97.9%,
16 | [35] | 2018 Bitcoin 96.8% TPR, 96.9%
recall, and 97.9%
specificity
HYIP Random | Accuracy of
17 | [34] | 2017 threat Bitcoin Forest approximately  83%
TPR and 4.4% FPR
mg; g)r(;ﬁ?ni 94% precision, 81%
18 | [36] | 2018 Ethereum : recall, and 86% F-
Boosting score
(XGBoost) '
HYIP Accuracy of
threat Random | approximately  95%
19 | [37]| 2019 Ethereum Forest precision and 69%
recall
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1.3 The Problem Statement
DDoS attacks pose a significant threat to cryptocurrency network
services. These attacks can disrupt the availability and stability of
cryptocurrency platforms, causing financial losses and undermining user
trust. The following are some of the significant shortcomings in the
current literature that gave rise to the motivation for the proposed
dissertation:
e Lack of high accuracy combined with reasonable time
consumption and scalability.
e Unfortunately, no system can be completely immune to
DDoS attacks,
o Lack of use of extensive datasets.

e Lack of novel methods for detecting DDoS attacks.

1.4 The Dissertation Aims

This work aims to detect and prevent DDoS attacks that cause large-
scale impacts on the cryptocurrency ecosystem. The main aim is to
enhance the Cryptocurrency Network Services security of blockchain by
accurately and rapidly identifying and mitigating DDoS attacks in real-
time.
1.5 The Dissertation Objectives

The objectives of this dissertation can be outlined as follows:

e Improving detection accuracy, handling complex attack
vectors, and minimizing false positives.

e Proposing a Hybrid Deep Learning model for detecting
DDoS attacks at the service level of Cryptocurrency

Blockchain Network Services.

5]




Chapter One Introduction

e Introducing a best Feature Selection Model to improve
detection performance and reduce overfitting in the proposed
deep learning model.

e Introducing a GUI designed for monitoring network traffic
and detecting suspicious behaviors or activities on

cryptocurrency network services .

1.6 The Dissertation Contributions
The contribution of this dissertation can be described as follows:
1- Introducing the Feature Selection Model using a machine learning
algorithm, Random Forest, to get best feature selection.
2- Proposal of a Hybrid Deep Learning Model using recurrent neural
network (RNN) and long short-term memory (LSTM) for DDoS
attack detection in cryptocurrency networks.
3- Proposed Extracting Attack Dataset Model using the trained neural
network model.
4- Introducing Clustering Model using Agglomerative Clustering
Model or Gaussian mixture Clustering Model.
5- Creating two GUI models, the first one pertaining to the AHC
model and the second to the GMM model for the detection and
prevention of DDoS attacks.
6- Achieve acceptable accuracy for the detection of DDoS attacks.
1.7 The Outlines

This dissertation contains five chapters organized as follows:
Chapter Two: The Theoretical Background

This chapter reviews both the Blockchain network and DDoS attacks,
the challenges faced by cryptocurrency networks. The deep learning
algorithms used to detect DDoS attacks. In addition, the clustering

approach will be presented in the proposed system. In addition, cyber
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Attacks in cryptocurrencies In the last part of the chapter, the evaluation
of the ML algorithms will be explained.
Chapter Three: The Proposed Model Design

The proposed system details have been discussed in this chapter,
including the proposed system and the approaches used to identify DDoS

attacks utilizing hybrid deep learning techniques.

Chapter Four: The Results Discussion and Analysis

The results of the proposed system for DDoS attack detection are
discussed in this chapter. The evaluation results are presented; these
results are depended on accuracy, precision, recall, F-score, and test time.

Chapter Five: The Conclusions and Suggested Future
Works

The conclusion discussed DDoS attack detection in the
cryptocurrency network services and suggested additional work to

develop the proposed system.
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Chapter Two The Theoretical Background

2.1 Introduction

This chapter presents a momentary description of Blockchain
networks, types, and generations. This chapter also identifies the biggest
challenge facing this type of network which represents the security of
these networks. The types of attacks that suffer from these networks and
the methods and techniques that have been proposed to detect these
attacks. It also discusses the types of DDoS attacks and how be launched.
Then it focuses on the machine learning and deep learning approaches
such as RNN and LSTM and some algorithms of clustering that are
employed in the level of attack categorizing. This chapter also displays
the main algorithms that are proposed for the detection of DDoS attacks
and for building the GUI models. It also discusses the datasets that used
in the proposal model and their features. This chapter also displays the
performance metrics that are employed for this dissertation and some of
the important aspects.
2.2 Blockchain Networks

The phrase "blockchain networks" can be comprehended on two
levels: the "blockchains,” which refer to a framework for immutable data
structure, and the "blockchain networks," which specify the methods for
data deployment and maintenance. The two terms are regarded as the two
biggest innovations in blockchain technology[38].Since being first
proposed in 2008 by Satoshi Nakamoto as the foundation of the
cryptocurrency Bitcoin[39], blockchain technology has advanced rapidly
by allowing trusted transactions between a number of untrusted network
members. Blockchain technology is currently finding applications in a
diverse range of computing and commercial fields, including supply
chains, cloud computing, finance, the 10T, and many
others[40]Blockchain technologies provide a secure distributed ledger

that is collectively administered by a peer-to-peer network, enabling
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distrusting parties to collaborate without requiring the necessity for a
reliable third party. However, The core structure of blockchain
technology encompasses six layers: the application layer, the contract
layer, the incentive layer, the consensus layer, the network layer, and the
data layer. These layers are represented in Figure 2.1 and are arranged

from top to bottom[1].

f — | Pl-.gr-mm-h]eCnrrencyl | Programmable Finance | | Programm able Society

D

Smart Contract | | Algorithmic Mechanism | | Seript Code

D

D

Figure 2.1: Six-layer structure of blockchain[35]

e Data layer: This layer amalgamates data into blocks and is responsible
for functions such as hash functions, timestamps, cryptographic
encryption, and the structure of the blockchain. [41].

e Network layer: Data verification, data transmission, and P2P
networking mechanisms are all contained inside this layer. As a result of
every node within the blockchain network possesses equal rights and
responsibilities. Additionally, The network's communication and
interaction are based on a flat architecture design. Direct communication
between each node of the network allows for the transfer of data and the
confirmation of new blocks. New blocks can only be added to the main

chain after being verified by more than 51% of the network's users[42].
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e Consensus layer: The consensus mechanism and algorithm are
included in the consensus layer. Nowadays, there are four commonly
employed consensus mechanisms: PoW , PoS, PoA, and DPoS.

e Incentive layer: Blockchaintechnology has a unique economic
incentive and token distribution scheme designed to aid the nodes in
upholding the network's integrity [43].

e Contract layer: The blockchain features a programmable attribute that
enables the incorporation of scripts, algorithms, and smart contracts into
each block. The blockchain system can automatically execute contract
content within restrictions smart contracts, without further manual
involvement. This layer significantly broadens the application
possibilities for blockchain, making it one of the approaches to decrease
the expense associated with obtaining credit [44].

e Application layer: Blockchain technology has gradually been used in
aspects other than currency and finance, such as energy, network security,
the Internet of Things, medical treatments, legal notarization, and
copyright authentication, we're on the brink of entering the era of
Blockchain 3.0, also known as the programmable society.

Originally, the blockchain is a form of DLT also it considers a
secured list of records that are accessible on computing devices.
Records are immutable, publicly verifiable, and sequentially generated
and recognized as blocks. It is a distributed ledger that may be accessed
by multiple nodes for record keeping. It consists of a network of
connected nodes. So each next block commences with the genesis block,
and it stores data about the previous node[2]. Figure 2.2 depicts the flow

of transaction execution in a blockchain network.
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Figure 2.2 Outline of Transaction Execution Flow in Blockchain [2]

2.2.1 Blockchain Types

There are various blockchain deployment techniques that can be
used depending on the application domains that are wholly dependent on
the consensus mechanisms they utilize. Based on these techniques, There
are generally four types of blockchains (see figure 2.3), as explained
below. Based on writing access, existing blockchains can be categorized
into two main groups: permissionless and permissioned blockchains. The
first approach is appropriate for public networks because consensus nodes
don't need to be authenticated. These open/permissionless blockchains,
like those in Bitcoin and Ethereum, allow miners to join and leave the
network at any moment with no constraints. Permissioned blockchains, in
contrast to open blockchains, demand authorization in order to participate

in consensus.
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Figure 2.3: Types of blockchains[3]
1. Public Blockchain: A public blockchain, sometimes also known as the
Unpermitted or Permissionless Blockchain, enables anybody to
participate in the blockchain by adding and validating new blocks as well
as modifying the chain's current state by storing and updating data
through transactions between involved parties. This indicates that the
blockchain's state, its transactions, and the data it stores are all open and
transparent to everyone. This gives rise to privacy problems in specific
situations where the confidentiality of such data must be maintained [45].
2. Private Blockchain: A private blockchain, also called a Permissioned
Blockchain, is more constrained than its public counterpart in that only
authorized and reliable companies are permitted to take part in blockchain
activities. This allows a private blockchain to limit access to the chain
data to trusted parties rather than the general public, which may be
preferable in particular use cases. Additionally, the private chain is
typically appropriate for internal business applications as well as
applications that involve financial scenarios, including internal data
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administration and auditing in certain businesses. In particular, in some
circumstances, the organization may be able to change some private chain
rules, such as restoring transaction procedures. Private chains also contain
fewer nodes than public chains, which enables them to process
transactions more quickly and relatively inexpensively[46].
3. Community/Consortium Blockchain: In this form of blockchain, the
blockchain network is managed by a variety of companies or
organizations. The peers in the chain, which are controlled by each
company or enterprise, collectively record transaction data at one or more
of the nodes under their control. Because the consensus process is
managed by pre-selected nodes on this chain, read-write access
authorization can be managed. The majority of the time, it is utilized in
business-to-business situations including settlements, liquidations, and
interagency transactions[47].
4. Hybrid Blockchain: - To enable inter-chain communication, a hybrid
blockchain can merge permissionless and permissioned blockchains.
Hybrid blockchain can combine the three types of blockchains: public,
private, and community/ consortium to speed up the processing of
transactions[48].
2.2.2 Generation of Blockchain

Blockchain is a novel approach that is enhancing the security and
privacy of various application. Blockchain has gone through three
generations, but this does not mean that each generation is better than the
others. It indicates that each generation is special because of its various
applications. Different "versions" of blockchain concentrate on various
companies, and they are all used in various contexts. Figure 2.4 shows the

four generations with their applications.
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Figure 2.4: Blockchain Generations

» Blockchain 1.0

The fundamental utilization of blockchain in Blockchain 1.0 is for
cryptocurrencies. One of the most widely used cryptocurrencies is called
Bitcoin. Distributed consensus and crypto tokens were Bitcoin's first two
essential blockchain components. PoW, a distributed consensus method
developed by Bitcoin, determines which node will be allowed to control
the chain. POW requires nodes to expend some processing power to solve
a cryptographic challenge. The first node to do so is recognized by the
overall network and elevated to the position of the official validator. The
actions of the new transaction validators are likewise rewarded in this
system[49].
» Blockchain 2.0

In Blockchain 2.0, the concept of the Smart Contract was also
launched, and other corporate sectors have begun to acknowledge this
technology. Ethereum is one of the well-known products at this time
(Ethereum Foundation, 2019). The introduction of the Smart Contract
idea and a new distributed consensus is the primary distinction between
version 2.0 and version 1.0. Ethereum offers completely programmable

smart contracts that may be used in various enterprises, in contrast to
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Bitcoin which has a very limited amount of programmability. Ethereum's
distributed consensus has developed from PoW to something known as
PoS. Since an algorithm's solution is no longer necessary, this has greatly
decreased the amount of computational power needed[50].
» Blockchain 3.0

When it comes to Blockchain 3.0, applications outside of finance
are the norm. A case in point is Hyperledger Fabric (Linux Foundation,
2019). It has a permissioned blockchain system with known node
credentials and only permissioned nodes that can be joined to the
network. For typical industrial and organizational needs, this is more
appropriate. In a permissioned blockchain, the network's users are
managed by a reliable identity management system. A decentralized
database offers more transparency and auditability . permissioned
blockchains may offer varying degrees of smart contract functionality
depending on the platform's role and focus. The distributed consensus
processes in permissionless blockchains can enhance system security due
to their inclusive and open nature. The credentials of the nodes are known
in a permissioned blockchain, and the choice of a distributed consensus is
more flexible. Overall, since the involvement of nodes is expected to be
tracked, a permissioned blockchain does not always require a crypto
token. Nevertheless, based on the ecosystem, an application token may
still be utilized for unique purposes[49].
» Blockchain 4.0

Real-time applications-based blockchains are processed using
blockchain 4.0. This provides information about how blockchain
technology may affect certain industries, such industry4.0. Industry 4.0
comprises a suite of cutting-edge manufacturing techniques that help
businesses achieve their objectives more swiftly[51]. While Blockchain

3.0 primarily addressed issues with second-generation blockchains,
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Blockchain 4.0 centers on leveraging blockchain for innovation. As
companies across various industries increasingly adopt blockchain, it is

imperative to anticipate swift advancements in this domain.

2.2.3 The Blockchain Challenges

Blockchain retrieves and commits records significantly more
slowly than a conventional database. Additionally, it necessitates
significantly more processing resources, whose scalability is a great
concern. Furthermore, any systems interacting with the Blockchain must
have the capability to work together seamlessly. The payment period
should be short and adaptable, allowing for conversion into any other
currency. The subsections that follow will concentrate on these
difficulties. Therefore, in order to help newcomers better understand the
technology, these subsections will go over the fundamentals of
blockchain challenges and their alternative solutions.
» Scalability

Scalability refers to a system's ability to effectively respond and
function even when faced with an increase in input size to meet user
demands. Presently, both Ethereum and Bitcoin, which boast the highest
number of users on their networks, are struggling to manage the
workload. Transactions on these networks may take hours, or even days,
to finalize. Ultimately, the challenges in adopting blockchain technology
are leading to diminishing profitability. Therefore, this challenge must be
resolved to facilitate the deployment of blockchain technologies.
Scalability solutions pertain to aspects such as data storage, transaction
volume, block interval duration, and data transmission. Therefore, these
solutions can be categorized into four types: on-chain scalability, off-
chain scalability, scalability based on distributed acyclic graphs, and

scalability based on consensus mechanisms[4](see figure 2.5).
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v The on-chain scalability

Necessitates altering the essential principles of the protocol, which
would involve an architectural or fundamental change to Blockchain. In
situations where there is a split in the community due to the emergence of
factions that approve or reject the proposed update, this is referred to as a
hard fork. Litecoin, DASH, and Bitcoin Cash are a few examples of the
hard fork[52],[53].

v’ The off-chain approaches:

are referred to as second-layer scalability solutions since they use
additional protocols that are constructed on top of the original
Blockchain[54].This method performs transactions privately amongst the
interacting partners by off-loading them from the main Blockchain.
Presently, RAIDEN, Trinity Network, Plasma Cash, and Lightning
Network are some of the off-chain options that are accessible[55].

v Consensus Mechanism:

The consensus algorithm's operation is enhanced to help with
scalability challenges. Proof of Authority is used by VeChain, Delegated
Proof of Stake is used by ARK.io, LISK, bitshares, EOS, and steemit,
Federated Byzantine Agreement is used by Ripple and Stellar, and
Delegated Byzantine Fault Tolerance is used by NEO. Among the best
alternatives in this domain are Libra, Zilliga, and Hyperledger[56].

v’ Distributed Acyclic Graph-Based Scalability:

It is yet another well-known deployment of distributed ledger
technology. Transactions don't follow any particular process; they work
individually and asynchronously. The system keeps track of transaction
records using a topological ordering data structure. In contrast to
Blockchain, DAG distributed ledger technology does not have the same
scalability problems. Federated Pegged Side chains are a significant
improvement in this category[57].
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Figure 2.5: Blockchain scalability solutions[4].
» Security and Privacy:

A blockchain is viewed as a ledger that records data about various
kinds of transactions. Everyone on the network can view the ledger
because the blockchain is decentralized in a specific public network.
Although every transaction cannot be changed after it has been recorded,
public blockchain applications may encounter information security and
privacy risks[58][59]. A significant security vulnerability for the network
is the potential for a 51% attack. In this scenario, malicious actors could
gain control of the network and exploit it for their own benefit. They
would have the ability to alter transactions and hinder others from
creating blocks. Enhancing security measures at the protocol layer is
crucial to mitigate this threat. Some of the network's security weaknesses
have already been identified. However, only a limited number of
situations possess resilient protocols capable of addressing this issue.

As a result, the long-term security of these protocols remains uncertain.
A permissioned blockchain permits secure communication between

entities that cooperate for a common aim but lack mutual trust.
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Permissioned blockchains have several drawbacks, including the inability
to process a large number of transactions, the requirement that smart
contracts be written in a domain-specific language, the incapability to
assist non-deterministic transactions, and the limited performance that
results from the sequential execution of transactions. Since the most of
current techniques can only offer a limited level of anonymity, more
research is necessary to create a fully anonymized method that satisfies
the demands of many security applications[60].Blockchain size is
expanding rapidly, especially in 10T situations where data is gathered
from multiple sensors and is difficult for 10T devices to store and manage
due to their limited resources. As a result, this may have an impact on the
use of loT devices as full nodes to verify transactions on the blockchain
network. To overcome loT privacy and security issues, several
approaches can be classified such as loT software updates , Secure
communication, and access control [61].
» Energy Consumption

Most blockchain technologies utilize Proof of Work as their
consensus mechanism and operate on a similar infrastructure to Bitcoin.
However, despite its apparent robustness, Proof of Work has its
limitations. This system demands significant processing power to sustain
mining operations, which involve computers solving complex
mathematical problems. When mining starts, each PC will need an
increasing little of electricity to get by this scenario. The blockchain
employs energy in diverse situations such as: P2P energy trading, Energy
Cryptocurrency, Internet of Things, Internet of Vehicles , Energy control
& management , Carbon trading, Green certificate, Metering & billing,
and Microgrid energy market. On the other hand, there are some
limitations of blockchain that affect energy systems, such as: security
risks ,high latency, lack of scalability, cost of decentralization, and low
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throughput . Therefore, Blockchain can validate the transitions using

additional consensus techniques that require a limited of energy

consumption [62].

» Lack of Clearness

Organizations find it challenging to adopt blockchain technology

because of its perceived immaturity. The ability to develop, deploy, and
use blockchain applications is further restricted by the lack of trained
human resources required for their development, management, and
supervision. The limited deployment of blockchain technology is due to a
lack of understanding, awareness, and potential[63].Therefore, the
essence of the innovation made possible by blockchain is better
understood by experts and investors, who are looking for chances to
create startups that take into account the design characteristics of the
innovation, particularly decentralization, and openness. As opposed to
this, the market leaders in the commercial and public sectors are
attempting to integrate new technology without surrendering some of its
unique features[64].

2.2.4 Blockchain Network Applications

Blockchain technology holds the promise of transforming numerous
industries through its decentralized and secure platform for transactions
and data storage. There are some applications of blockchain networks:

» Cryptocurrencies: The most widely recognized use of blockchain
technology is in cryptocurrencies such as Bitcoin and Ethereum.
Blockchain allows for secure, transparent, and peer-to-peer
transactions, eliminating the necessity for intermediaries.

» Supply Chain Management Blockchain has the capacity to elevate
transparency and traceability within supply chains, thereby
diminishing fraud and enhancing operational efficiency. Firms can

leverage blockchain to monitor the journey of goods from their point
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of origin to the final consumer. This safeguards product authenticity
and acts as a deterrent against the infiltration of counterfeit items into
the supply chain.[65].

» Healthcare Records Management: Blockchain offers decentralized
and a secure way to manage EHRs and patient data. This approach
ensures data privacy, reduces data breaches, and allows patients to
manage access to their information[66].

» Voting Systems: Utilizing blockchain for voting systems has the
potential to heighten the security and transparency of elections,
offering tamper-resistant and verifiable voting records. It can
potentially reduce voter fraud and increase voter participation.
Nevertheless, there are many shortcomings in the infrastructure
nowadays in place for employing EVS to conduct elections, which
unauthorized parties may use to cast invalid elections or even tamper
with the EVMs after the voting session has ended. A dependable,
transparent, auditable, and tamper-proof e-voting system is urgently
needed to enable a more trustworthy and fair election process[67].

» Military and Defense: Through the incorporation of blockchain,
particularly in military applications yet to be fully explored, certain
cybersecurity systems' vulnerabilities may shift from a single-point-
of-failure model, where an adversary only needs to compromise one
node to compromise the entire system, to a majority-compromised
vulnerability model. In this latter scenario, an adversary would be
unable to exploit a single point of failure. Despite this, blockchain-
based military applications now seem to lack some key functionality.
The applications for the military blockchain that will be deployed

shortly are expected to be defense logistics and data security [68].
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2.3 Cryptocurrancy Ecosytem

The cryptocurrency ecosystem refers to the collection of digital
currencies, blockchain networks, and various supporting technologies and
services that are associated with the use and trading of cryptocurrencies.
This ecosystem is constantly evolving and expanding as more
cryptocurrencies are introduced and more businesses and individuals
adopt blockchain technology. Overall, the cryptocurrency ecosystem is a
complex and rapidly evolving space that has the potential to revolutionize
many industries and change the way we interact with money and data.
One of the most significant subgroups of digital currencies is
cryptocurrency. Cryptocurrencies have unique traits, as opposed to other
digital currencies that are bound to fiat money or institutions, centrally
dispersed, or restricted to a certain area. These cryptocurrencies use an
open distributed ledger that is powered by blockchain technology to keep
track of transactions. Decentralization enables more capacity, better
security, and more rapid solution. The majority of these characteristics
address the shortcomings of conventional financial systems[69].The key
components of the cryptocurrency ecosystem include:
1. Cryptocurrencies: These are forms of digital currency that employ
encryption methods to control the creation of currency units and validate
fund transfers. Well-known examples of cryptocurrencies encompass
Bitcoin, Ethereum, and Litecoin.
2. Blockchain technology: This constitutes the fundamental technology
supporting the majority of cryptocurrencies. It operates as a distributed
ledger system that logs transactions and facilitates the secure and
transparent exchange of data.
3. Exchanges: These platforms enable users to purchase, sell, and
exchange cryptocurrencies. Noteworthy cryptocurrency exchanges

comprise Coinbase, Binance, and Kraken.
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4. Wallets: These are digital wallets utilized for the storage,
transmission, and reception of cryptocurrencies. Different types of
wallets are available, such as software wallets, hardware wallets, and
paper wallets.

5. Mining: This is the process of adding new blocks to a blockchain
network by solving complex mathematical equations. Miners are
rewarded with new units of cryptocurrency for their efforts.

6. ICOs and STOs: Initial Coin Offerings and Security Token
Offerings are fundraising methods used by companies to raise capital
for blockchain-based projects.

7. Decentralized Applications (DApps): These are applications built
on top of blockchain networks that enable various use cases, such as
DeFi, gaming, and social media.

2.3.1 Cryptocurrency Platforms

The blockchain, a distributed and decentralized ledger where data
is kept consistent throughout the network by a peer-to-peer consensus
protocol and protected by cryptography. Today referred to as
"cryptocurrencies” are digital assets that use cryptographic security to
solve the double-spending problem, often through a decentralized ledger
rather than a centralized authoritative server. Bitcoin was the first and, to
date, most successful platform for these digital assets. A cryptocurrency
platform is a digital venue that enables users to engage in buying, selling,
and trading cryptocurrencies. It typically functions as an online
marketplace where users can establish accounts, deposit funds, and
execute orders for the purchase or sale of different cryptocurrencies like
Bitcoin, Ethereum, or Litecoin. These platforms come in various forms,
including centralized exchanges, decentralized exchanges, and peer-to-
peer exchanges. Centralized exchanges are the most widely used type and
function as a third-party intermediary that facilitates transactions between
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buyers and sellers. On the other hand, decentralized exchanges enable
users to directly trade cryptocurrencies without requiring an intermediary.
Peer-to-peer exchanges empower users to purchase and sell
cryptocurrencies directly from other individuals, bypassing the need for a
centralized platform. Prominent cryptocurrency platforms like Coinbase,
Binance, Kraken, and Gemini typically provide a variety of
functionalities including advanced trading tools, price charts, and mobile
applications to assist users in managing their cryptocurrency assets.
Nevertheless, it's crucial to acknowledge that these platforms may be
vulnerable to security threats. Therefore, users should implement
precautions like employing two-factor authentication and securing their
cryptocurrency in reliable wallets [70].
2.4 Cyber Attacks in Cryptocurrencies

The various types of attacks have been grouped into four main
categories. The four main security concerns to cryptocurrencies are
discussed in this section. These cyber-attacks were successful, resulting in
substantial losses or the denial of cryptocurrency services. In all cases, the
attacker must achieve sufficient utility to justify the essential cost of an
attack. Figure 2.6 illustrates the taxonomy of attacks on the

cryptocurrency.
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Figure 2.6: Taxonomy of attacks on cryptocurrency
a) Hash - based attack
This attack involves collecting hash values and then trying to find a
matching hash value for different additional messages.

1- 51% attack: This type of attack has an entirely negative effect on
cryptocurrencies. A 51% attack takes place when a collective
group of miners or an individual miner gains control over more
than 50% of the network's mining power or devices. [71]. This
form of threat starts with a private chain of blocks that is
completely distinct from the genuine chain. Then, The network is
supplied with the split chain so that it can be created as a real
chain. By motivating network nodes to adhere to their chain,
attackers that achieve 51% or more hashing power can drive the

longest chain. When mining power is less than 40%, then 51%

=]




Chapter Two The Theoretical Background

attack can possibly occur but with a lesser probability, such as
Bitcoin Gold [72].

p + Epsilon attack: This type of attack takes advantage of the
network participants’ prevailing technique. A blockchain based in
facts of PoW is typically vulnerable to this type of attack. When
attackers grant participants a payout, a payment matrix is used to
obtain an advantage, with the dominant strategy supporting the
attacker’s aim fulfillment. In light of this, the participants receive
no remuneration, whereas the attacker obtains the full amount [73].
Balance attack : It is a strategy that focuses on nodes with equally
distributed mining power [74].This form of attack can be used to
double the amount of money spent on a PoW consensus. By
utilizing their limited hashing power, an attacker has the capability
to slow down messages on the Ethereum network. This form of
attack can be executed with just 5% of the available hashing
power. [72]. Firstly, the attacker needs to pinpoint the subgroup
involving the merchant before initiating transactions to buy
products from them. Subsequently, the attacker must dispatch
transactions to this subgroup and mine blocks for the remaining
group nodes. [75].

Goldfinger attack: a majority attack, where the attacker is
motivated by anything other than the cryptocurrency economy.
Purchase of mining equipment, demand for rental (Nice Hash), and
other indicators of dominance over the complete network hash rate
can be observed. The objective of this attack is to disrupt the entire

system [76].

b) Traffic -based attack
This attack can be classified into two categories, as follows:
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1-

DDoS attack: In a DDoS attack, numerous systems inundate the
targeted system with an excessive amount of traffic, thereby
overwhelming its resources and bandwidth. The target node refuses
the transaction because the system is overloaded .Attackers utilize
DDoS to prevent authentic transactions from being completed so
that invalid transactions can be carried out. On the contrary, DDoS
attacks can only significantly limit network activity. DDoS attacks
are dangerous because they overload centralized systems with
additional traffic. A DDoS attack is supposed to overwhelm
centralized servers, although the bandwidth required to overwhelm
them are nearly unachievable in most circumstances. According to
research, DDoS becomes more prevalent, and every attack results
in businesses incurring costs exceeding $2 million [71].

Border Gateway Protocol Hijacking(BGP): Border Gateway
Protocol hijacking is a method in which an ISP disseminates
deceptive routing system notifications to divert traffic. A routing
attack is another name for it. In effect, This attack could potentially
lead to the ability to carry out a double-spending attack .If the
attacker wants to hijack all of the traffic for a valid prefix p, then
either: (1) announce p or (2) announce a more specific prefix of p.
In the first status, the attacker receives 50% of the traffic because
BGP routers prefer shorter links. The longest-match entry is used
by Internet routers to forward data, and the attacker engages all
traffic destined to the destination in the second status [77].
Reliability -based attack

This attack can be classified into three categories, as follows:
Eclipse Attack: The eclipse attack enables an attacker to dominate
all incoming and outgoing connections of the target, effectively
isolating the victim from the rest of the network's peers[78]. Within
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Bitcoin's peer-to-peer network, there are two varieties of eclipse
attacks: the botnet attack and the infrastructure attack. The botnet
attack is executed by bots with distinct IP address ranges.
Conversely, the infrastructure attack mimics the threat posed by a
company, an ISP, or even a nation-state with a substantial number
of contiguous IP addresses [79].

Wallet attack: A wallet can be controlled by a software
application, a hardware device, or an internet service that holds the
private and public keys linked with the user’s addresses. To
transact with a cryptocurrency, users must have control over their
cryptocurrency wallets. An attack on a wallet service provider, its
users, or wallet software can have a significant impact, culminating
in large coin theft and a loss of trust in the entire system. Coinbase
Is an online cryptocurrency exchange and wallet that, different
from single-coin wallets, allows users to possess and trade multiple
cryptocurrencies from the same account [76].Moreover, individual
wallet user attacks can be carried out using various harmful
techniques to steal user credentials and obtain access to their funds
[80].

Sybil attack: Sybil attack is considered a type of reliability threat.
It is a system node that manages several identities. Peer-to-peer
networks rely on the concept of identity, in which each machine
represents a single identity [81]. Douceur, a researcher at
Microsoft, was the pioneer in drawing global attention to this
attack method [82]. The assailants have the capability to set up
numerous fake nodes that appear genuine to their peers. These
deceptive nodes play a role in compromising the network by
endorsing illicit transactions and altering legitimate ones [72].Even
when the Bitcoin blockchain network has a substantial quantity of
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d)

nodes, resulting in a very expensive attach, whereas an opponent
has a a considerable amount of network nodes, the possibilities of
double spending increases.

Payment-based attack

A number of attacks that use cryptocurrencies as a payment

method include the following:

1-

High Yield Investment Program(HYIP): HYIP is considered a
fraudulent activity. Thus, obtaining Bitcoin addresses linked to
fraud to detect such illegal acts is crucial. Thus far, such actions
have been identified by correlating Bitcoin addresses with graph
mining techniques [83].According to certain studies, HYIPs
account for 0.03 percent to 0.15% of smart contracts [84].Other
sources believed that HYIP using Ethereum is worth approximately
half a million dollars [36].

Ransomware attack: Ransomware is evolving and Enhancing
malicious software designed to masquerade as Crypto or Locker,
aiming to target and seize control over vital infrastructure and
computer systems[85]. Some examples include CryptoWall,
Cryptolocker,  Manamecrypt, and CryptoDefense [86].A
considerable increase is found in crypto-ransomware attacks, which
encrypt individual files on a host or network-attached storage and
demand a ransom in cryptocurrency [87].

Cryptojacking attack: In cryptojacking, an attacker executes
crypto mining software on the devices of unknown. The two most
common attacks in malware code are: web browser-based crypto
mining and installable binary crypto mining. Hoya, Japan’s largest
optical goods producer, shut down its production lines for three
days as hackers attempted to set up an illegal cryptocurrency

mining operation. A number of illegal mining operations have
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already been found. “Bitcoin mining plot™ has led to the arrest of

Russian nuclear specialists [33].

4- Pump &Dump attack (P&D): Pump and dump fraud is
considered a market manipulation scheme entails artificially
inflating the price of a private security and subsequently selling it
to other investors at a significantly elevated price [88].At present,
hundreds of cryptocurrencies occur, the market is unregulated, and
prices are easily influenced. Therefore, pump and dumps are
extremely typical in these securities. Pump and dumps are currently
led by a significant number of personality internet groups, and the
movement has gone viral, despite that it is still relatively unknown
[89].

2.5 The Cybersecurity of Cryptocurrency

In areas of use, such as online banking and credit card payment
platforms, cybersecurity is a fairly developed industry. These systems
have been working to establish a protected and dependable space for the
exchange of confidential information, including records of financial
transactions, passwords, and personal information[90].

Cybersecurity is a critical aspect of cryptocurrency due to the
decentralized and digital nature of these assets.

The Blockchain Network is the framework employed by
cryptocurrency developers in their construction process. To evaluate how
well they can fix several aspects of cryptocurrencies, including the overall
supply, the maximum amount that can be mined, and the different
approaches to system protection. Certain researchers employed the daily
ISE Cyber Security Index from Nasdagq Global Indexes, which is
published on the Bloomberg platform, as a gauge of cyber-security. The
index covers companies actively delivering cyber security technology and
services, which began trading on December 31, 2010, with a base value
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of 100. At the specified reference dates (i.e., the conclusion of January,

April, July, and October annually),these factors must be an individual

hardware/software developer or service provider of cyber security with a

minimum open-ended value of $100 million and three-month average

daily dollar trading volume of $1 million. Additionally, they must be

listed on an eligible exchange with securities that have been seasoned for

a minimum of three consecutive calendar months .Consequently, the

index serves as a benchmark[91]. A few important considerations for

cryptocurrency cybersecurity:

Network Security and Node Protection: Ensuring the security of
cryptocurrency nodes and network connections is vital to prevent
attacks like DDoS attacks, man-in-the-middle attacks, and Sybil
attacks[79].

Wallet Security: Cryptocurrency wallets store private keys necessary
to access and manage funds. Secure wallet management is crucial to
prevent unauthorized access and theft[92].

Exchange Security: Cryptocurrency exchanges are susceptible to
hacking attacks due to the concentration of assets. Ensuring proper
security measures and practices by exchanges is crucial[93].

Smart Contract Vulnerabilities: Smart contracts on blockchain
platforms can have coding vulnerabilities that hackers can exploit to
drain funds or disrupt operations[94].

Regulatory Compliance: Cryptocurrency businesses need to
navigate regulatory frameworks To guarantee adherence to
regulations regarding AML and KYC requirements. [95].

Privacy Concerns: Many cryptocurrencies aim to enhance user
privacy, but concerns have been raised about the effectiveness of

privacy features[96].
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2.6 The Distributed Denial of Service Attacks

A DDoS attack is a form of cyber assault that seeks to inundate a
website or online service with traffic from numerous origins, rendering it
inaccessible to users. In a DDoS attack, the attackers use a network of
computers, often compromised by malware or other means, to send a
massive amount of traffic to a single target, effectively flooding its

servers and rendering it unable to handle legitimate requests.

DDoS attacks may be initiated for various motives, including
seeking financial gains, revenge, activism, or even just for fun. Attackers
often use botnets, which are networks of compromised devices under
their control, to carry out these attacks. The devices can include

computers, servers, loT devices, and even smartphones.

To protect against DDoS attacks, websites and online services can
use various mitigation techniques, such as Eliminating harmful traffic by
employing CDNs to distribute traffic across multiple servers, and
employing techniques to detect and block botnet traffic. It's also
important to have a response plan in place in case of a successful attack,
which may include notifying stakeholders, isolating affected systems, and
collaborating with law enforcement if necessary. CDNs employ the tactic
of distributing clustered traffic across numerous servers, thereby
diminishing the impact of DDoS attacks. Another strategy involves the
utilization of anomaly detection and behavior analysis to identify and
obstruct malicious traffic. This entails scrutinizing network traffic for
irregular patterns and deviations that may signify an ongoing DDoS
attack. Upon detection, the system can take measures to intercept the
traffic and alleviate the repercussions of the attack. Machine learning
techniques can play a pivotal role in implementing this approach[97].
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2.6.1 The Types of DDoS Attacks

DDoS attacks are a form of cyber assault designed to inundate a
website or network with an overwhelming volume of traffic from various
sources, rendering it inaccessible to legitimate users. These attacks can be
categorized into three main types: application layer attacks, protocol
attacks, and volumetric attacks. Application layer attacks, such as
reflection/amplification based flooding attacks and HTTP flooding
attacks, involve the attacker initiating multiple requests from a
compromised host. These requests appear to originate from a genuine
user. This type of attack exploits vulnerabilities introduced by the
implementation of services like HTTPS and HTTP on TCP ports 443 and
80.The first category of attacks in this type is flooding attacks based on
reflection/amplification. which can be classified into five attack types:
DNS amplification attacks , Smurf, NTP amplification attacks , Fraggle,
and SNMP attacks. The second category is known as HTTP flooding
attacks, which can be divided into four types: asymmetric attack,
slowloris attack, session flooding attack, and request flooding attack.
Protocol attacks, which install and execute malicious code of the target's
protocol and use of certain features. Examples of attacks that fall under
this category are TCP SYN Flood attacks, Ping of Death attacks, and
fragmented packets. Now each category's representative attack is
described [98] [99]. Some of the DDoS attacks can be illustrated as

follows:

A. ICMP Flood: This attack floods the victim's network with A
significant quantity of ICMP packets, which are used for network
diagnostics. These packets can overwhelm the victim's network and
cause it to crash.
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B. SYN Flood: This attack dispatches an extensive quantity of TCP SYN
(synchronization) packets to the victim's server, overwhelming it with
connection requests and preventing legitimate users from accessing
the service. It happens when an attacker repeatedly sends TCP
Synchronize (SYN) requests to the target to exhaust all available
resources and render the server inaccessible to authorized users.
Because an SYN request initiates network communication between a
potential client and the target server, this situation. When an SYN
request is received, the server acknowledges it and keeps the lines of
communication open while it waits for the client to confirm the open
connection. In contrast, a successful SYN flood prevents the client
from acknowledging the request, using up server resources until the
connection times out. All of the target server's resources are depleted
by a huge number of incoming SYN requests, which leads to a
successful DDoS assault.

C. UDP Flood: This attack floods the victim's network with a large
number of UDP packets, which are used for non-connection-oriented
applications like online gaming or video streaming. The victim's
network can become overwhelmed with these packets, causing it to
crash.

D. HTTP Flood: This attack floods the victim's web server with a large
number of HTTP requests, often generated by botnets, which can
overload the server and make it inaccessible to legitimate users.

E. Slowloris: This attack is designed to exploit the way that web servers
handle connections. It transmits a substantial volume of incomplete
HTTP requests to the server, without finalizing them, thereby
occupying server resources and obstructing legitimate users from

accessing the service.
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F. NTP Amplification: This attack exploits vulnerabilities in the NTP to
generate a flood of traffic to the victim's network. The attacker spoofs
the victim's IP address and sends a small number of requests to NTP
servers, which then respond with a large amount of traffic to the
victim's network.

G. DNS Amplification: This attack capitalizes on weaknesses in the
DNS to produce a surge of traffic directed at the victim's network.
The attacker manipulates the victim's IP address and sends a small
number of requests to DNS servers. In response, these servers
generate a significant volume of traffic aimed at the victim's network.

H. Ping of Death attacks : POD was the previous name for ICMP ping
flood assaults. The largest IPv4 packet size that can be exchanged
between two devices is 65,535 bytes. Sending large or improperly
formatted packets using a straightforward ping command can do

significant damage to an unpatched system.

2.6.2 The Mechanism of Action of DDoS Attack

A DDoS attack can be launched in various ways. Due to the weak
cyber protection standards now in place for blockchain, an adversary has
focused their attention to target the applications that make up the
blockchain ecosystem in order to conduct harmful activity. Applications
built on the blockchain, like Bitcoin and Ethereum, have frequently fallen
victim to these attacks. DDoS attacks may manifest in different ways,
influenced by factors such as the application's attributes, the structure of
the network, and the behavior of peers. Because the Bitcoin network can
only handle a certain number of transactions per block at one time, this
presents another possibility for the assault. For instance, the Bitcoin
network requires 10 minutes on average to create a block with a

maximum size of 1 MB. Reportedly, the maximum number of
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transactions that can be added to a Bitcoin block is 2210, even though the
size of Bitcoin transactions can fluctuate. On a typical basis, a transaction
in Bitcoin is 500 bytes in size, allowing for around 2000 transactions each
block. The adversary might send out multiple dust transactions, one for
every transaction. One of the common methods used to launch DDoS
attacks is botnets. A botnet is a network of infected devices (such as
computers, servers, and loT devices) that are controlled by a single
attacker. The attacker has the capability to utilize the botnet to inundate a
target server or network with excessive traffic, rendering it inaccessible to
legitimate users. Also sending a stream of packets to a server under
assault is the most typical method used by attackers[100]. An attacker
runs the malware in bot systems and launches DDoS attacks in order to
produce a lot of network traffic. Attack traffic from DDoS attacks comes
from several source devices. In order to overwhelm the communication
link bandwidth, system RAM, and CPU resources, the generated traffic is
directed towards a singular victim system or infrastructure. DDo0S
assaults are commonly used in large-scale attacks to overwhelm their

targets with resources[101].

2.7 The Machine Learning- based Approaches

In machine learning, a range of techniques is employed to tackle
data-related challenges. Data scientists emphasize that there isn't a
universal algorithm that excels in all scenarios. The choice of algorithm
hinges on the specific problem being addressed, the number of variables
involved, the optimal type of model, and various other considerations.
The objective of machine learning is to glean insights from data. The
pursuit of enabling robots to learn autonomously, without explicit
programming, has been a focal point of extensive research. Many

mathematicians and programmers employ a diverse range of techniques
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to address this challenge, which revolves around processing vast amounts
of data[102]. A hundred programs and numerous organizations have been
replaced in recent years with Artificial Intelligence, Deep Learning, and
other Machine Learning approaches. Therefore, artificial intelligence and
machine learning enable tools and applications to become more accurate
when anticipating results, fulfilling the objectives and requirements of
smart environments[103].

In recent years, artificial intelligence and machine learning have
become actively applied in the analysis of traditional financial markets.
Technological advancements can now be programmed to mimic and
replicate human behavior and cognitive processes, enabling them to
perform tasks typically carried out by humans. This encompasses
machine learning within artificial intelligence, allowing computers to
autonomously learn from input-output data and generate new data
through various transformations. Cryptocurrency developers employ the
Blockchain Network as their framework for evaluating and addressing
various aspects of cryptocurrencies, such as total supply, maximum
mineable amount, and security mechanisms within the system.[104].

Therefore, at the present time, machine learning is used in many
fields, the most important of which is cybersecurity, and the detection of
many attacks such as DDoS attacks. A sophisticated branch of machine
learning known as deep learning takes machine learning closer to
artificial intelligence. It makes complex relationships and concepts easier
to model .There are four main categories of machine learning algorithms:
supervised learning, unsupervised learning, semi-supervised learning, and
reinforcement learning. [105]. The first and second types have been
included in this dissertation, as well as the most important type, which is
deep learning. This dissertation includes the most significant type, deep
learning, in addition to the first and second types. Some concepts about
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the types of machine learning used in this thesis will be clarified as
follows:
2.7.1 Deep Learning Algorithms

Deep learning is a particular type of machine learning. To address
issues with unsupervised learning, numerous deep learning algorithms
have been developed. None, however, have managed to resolve the issue
in the same manner that deep learning has managed to resolve the
supervised learning problem for a variety of tasks. Complex mathematical
processes are carried out by the deep learning algorithms using numerous
hidden layers and a large number of parameters during the training phase.
[106]. Five categories have been established for the deep learning
methods: semi-supervised learning such as Autoencoders, supervised
instance learning such as Deep Neural Networks and Convolutional
Neural Networks, supervised sequence learning such as RNN and LSTM,
hybrid learning, and additional learning methods[107].This dissertation
used both RNN and LSTM as a hybrid deep learning model for the
detection of DDoS attacks. Certain aspects of RNN and LSTM algorithms
are explained in the brief explanation that follows.
A. The Recurrent Neural Network

The RNN enables the input of sequential data, allowing the
network to use the output from one step as an input along with the data
input from the subsequent step. This grants RNN the flexibility to retain
the output in memory and pass that knowledge along to the next set of
training data, in contrast to the typical Artificial neural network. Figure 7
displays the RNN's structure, which may be mathematically defined
as[5]:
h® = f(h*D, *xO)...(2.1)
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If x indicates the observation input, f indicates the network non-
linear function, and h indicates the hidden state. The recursive
relationship could be alternatively represented algebraically in the
following manner:

h® = 61(Whn - h®D + Wy - x® + hy “)...(2.2)
Y= 62(Why - h® + hy ©) ...(2.3)

where W refers to the weight matrix, hq indicates the bias term, and
ol and o2 refer to activation functions.

On the other hand, capturing a connection between historical
memory over a longer period of time is challenging. However, RNN was
thus limited to learning only the most recent output from a few prior
layers. This is a significant drawback of conventional RNN. As a result,
there was a lot of research done to address this RNN deficit, and LSTM is
one of the methods that accomplished so successfully. We will go
through how LSTM does this by connecting various blocks utilizing the

memory block design and cell states in the next section.

@@
oo

Figure 2.7: Simple Recurrent Neural Network (Left) and Unfolded
Recurrent Neural Network (Right)[5]
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B. Long Short-Term Memory
Schmidhuber and Hochreiter introduced LSTM in 1997[108].

They dealt with the RNN's short-term reliance issue. The LSTM
network's structure enables it to get feedback as it learns from a series of
data, focusing on understanding the temporal connections between data
points rather than fixating solely on repetitive learning from a single data
point. Every time a set of data points is entered, an input gate (i"), forget
gate (f), and output gate (0") are used by the LSTM for learning purposes.
The input data (X", this is determined by the learning window of | days.
and data points such that (X") is created by (x(t-1+1), X(t-1+2),. . ., X(1)),
and the output from the previous memory block (htl) are connected to the
network between LSTM memory blocks. Finally, the network updates the
current memory block output (h') and the current cell state (C'). Figure 8
shows the complete structure.
The LSTM algorithm is specifically given by:

' = 6(Ws - [N, X+ by)...(2.4)
W represents the weight matrix, by is the bias for the associated gate,
o(s) is the sigmoid function, o(s) = 1/1+e°

i'=6(W; - [h"", X] +b))...(2.5)

C™' = tanh(W¢ * [h"", X'] + b()...(2.6)

The hyperbolic tangent function, represented as tanh, is used in this
context.

Ct=o(ft @ Ct1 +it @ C")...(2.7)
where the Hadamard product is represented by @ . To determine how
much the LSTM should forget about the prior cell state and update from
the present state, the equations for the forget gate f' and input gate i’
scaled the values of C'* and C™, respectively. This sequentially connects
the LSTM memory blocks.
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o'=6(W, - [h"", X'] +b,)...(2.8)
h'=0'® tanh(C"...(2.9)
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Figure 2.8 LSTM memory blocks structure [6]
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2.7.2 Supervised Learning Algorithms

Supervised Machine Learning is employed to address regression
and classification challenges. By leveraging labeled data, these
algorithms learn from historical and current information to make
predictions about future events. The process initiates with a training
phase, during which the ML system creates a derived function to forecast
output values. Once sufficiently trained, the system can generate results
based on input data. To refine the model and rectify any shortcomings,
the ML algorithm assesses the produced outcomes against the actual and
anticipated results. Many supervised learning methods encompass various
sub-configurations that can impact both model performance and the risk
of overfitting. These are known as hyper parameters or tuning parameters,
such as the depth of a classification tree or the number of trees used in
constructing a random forest[109]. Our dissertation problem implements

a supervised ML algorithm at the level of feature selection by using a
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random forest algorithm. The idea of Random Forest is explained in the
following way:
e Random Forest Algorithm

The RF [110] method finds extensive application in classification
tasks. It employs bagging and decision tree models with subsets as a key
component of its machine-learning approach. To mitigate correlation
within the bootstrapped ensemble, it selects a subset of features from each
tree node. RF is a forest of k trees and is computed as follows for the
objective of classifying n companies X; (j=1,k).

RF={DT}, j=1k...(2.10)

RF performs at making high predictions for feature selection
issues. Each tree in the categorization forest determines which class the
most recent instance should be assigned according to the multiple
decision trees that have been used. The new class will have its
classification decided by majority voting. Accuracy increases with more
trees used in the decision making process. It is necessary to specify the
number of trees before using the classifier on the datasets[111].

2.7.3 Unsupervised Learning Algorithms

Unsupervised machine learning techniques are used when the
training set of data is unclassified and unlabeled . It is used for solving the
problems of clustering and association. It explores how the system can
deduce a function from the unlabeled data to reveal underlying patterns.
Even though the system doesn't have knowledge of the correct output, it
scrutinizes the data and makes observations from the dataset to unveil
hidden patterns within the unlabeled data. The most common
unsupervised learning approach to grouping data into disjoint groups is
clustering, which aims to make sure that data points belonging to the
same group share similar features about a reference point while those

belonging to different groups have different characteristics. Clusters are
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groups that fit the description. As a result, clusters are made up of various
data or objects that are comparable to a referral point. Clustering is an
immensely important technique in various fields of engineering and
research, including data compression, statistical data analysis, pattern
recognition, data mining, artificial intelligence, and more[112]. In
addition, hierarchical clustering solutions offer a view of the data at
various levels of abstraction making them beneficial for users to visualize
and interactively investigate significant collections[113].

Our dissertation applies two cluster algorithms at the attack data
level obtained from the detection model . The clustering algorithms that
was used is the Agglomerative Hierarchical Algorithm and Gaussian
Mixture Model Algorithm.

a)  Agglomerative Hierarchical Clustering: analysis is a cluster
analysis technique used in statistics and data mining that aims to build a
hierarchy of clusters. The two main approaches used in HC are
agglomerative (bottom-up) and divisive (top-down). Each instance is
treated as a cluster when using AHC methods, and the clusters are then
combined to form bigger clusters. This keeps happening until every
cluster is combined into a single big cluster that contains every instance.
DHC methods split a large cluster into smaller ones until each cluster
contains a single instance. Initially, all instances are members of one
cluster[114].

Depending on the criteria used to select which clusters to merge, there are
a variety of agglomerative algorithms such as ward, single, complete, and
average. The most well-known of them is the Ward technique. This
approach merges the two clusters that have the lowest costs The Ward
method criterion permits the merger of the two clusters with the minimal

achievable increase in the total within-cluster variance.[115]. The method
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‘ward’ uses the Ward variance minimization algorithm. The new entry

d(u,v) is computed by using the equation (2.11).

d(u,v) = \/'”'Tﬂd(v, )2 + 2 g, 02 - Blags, 02 ..(211)

where u is the newly joined cluster containing clusters s and t, v
Is an unused cluster in the forest, T=|v|+|s|+|t| , and |* | is the cardinality of
its argument. The linkage criterion determines the distance measure
between sets of observations. ACH merges pairs of clusters that
minimize this criterion. Our dissertation used “ward” as a linkage
criterion. If linkage is “ward” then the metric to use when calculating the
distance between instances in a feature array is Euclidean Distance, which

can be calculated by using the equation(2.12).

d(p.q)=V XN (qpi)’ ... (2.12)

Where p,q represents two points in Euclidean n-space, gi, pi
represents Euclidean vectors, starting from the initial point , and n

represents n-space.

b)  Gaussian Mixture Model Algorithm: In clustering issues, the
traditional Gaussian mixture model is commonly used. The distribution
density function of the sample points is represented using the weighted
average sum of multiple Gaussian functions. Essentially, the GMM serves
as a probability density function, as defined. The probability density
function's integrals across its range must add up to 1. The probability
density functions associated with different Gaussian components are
linearly added to create the probability density function of the entire
GMM, and the integral of each Gaussian component's probability density
function must be 1. It essentially models the probability density function
of sample points by combining weighted Gaussian functions. For a given

dataset x in R®, the model includes parameters like the weight m, for the
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n-th Gaussian, mean vector M, in R, and covariance matrix ¥, in (R+)°
x (R+)°, where N, D € N+ .Hence, it is imperative to assign a weight to
each Gaussian component that does not exceed 1, ensuring that the sum
of these weights totals 1. This condition is crucial to maintain the integral
of the entire GMM's probability density equal to 1, a calculation
facilitated by equation (2.13)[116].

G(x) = XNn=1 Ttap(X; M zn) (2.13)

In this context, ¢ is denoted as the normal distribution.

2.8 Datasets Overview

For the purpose of supporting our dissertation, Three datasets used,

namely:

1- Mt.Gox Dataset: The Mt. Gox dataset refers to a collection of data
related to the Mt. Gox Bitcoin exchange, which was once one of the
world's largest and most widely used cryptocurrency exchanges.
However, in 2014, Mt. Gox filed for bankruptcy and claimed to have lost
approximately 850,000 BTCs , valued at that time at hundreds of millions
of dollars, due to hacking and security breaches. This dataset include
various types of information, such as transaction data where information
about Bitcoin transactions conducted on the Mt. Gox platform, including
timestamps, transaction I1Ds, wallet addresses, and transaction amounts. It
discovers that mining pools and currency exchanges have significantly
higher odds of having DDoS defense systems like CloudFlare, Incapsula,
or Amazon Cloud. It is demonstrated that operators who have not
experienced an assault are over three times less likely to purchase anti-
DDoS services than those who have. The present dissertation applied the
hybrid model on this dataset. Sample data from the Mt.Gox dataset as can
be seen in Figure (2.9) [13].

=]




Chapter Two The Theoretical Background

Al v fe cat,"cat?","url","name","ip","cf" "ec2" "incapsula","DDoS" v
&l elolc]e A
=] |cat1,”cat2","url","name”,"ip”,”cf","ecZ",”incapsula","DDoS” 1
Getting started,"Free Samples and Offers","hitp://dailybitcoins.org/","dailybitcains',"78.46.152.077""False","False","False","False" 2
Getting started,"Free Samplas and Offers","hitp:/ fwww.freedigitalmoney.com/Bitcains", Free Digital Money","157.55.194.188","False" " False", "False" "False" 3
Getting started,"Free Samples and Offers""hitto:/ fwww.bitvegas.net/","Bitvegas","85.25.208.68" "False" "False","False” "False” 4
Getting started,"Free Samples and Offers" "hittp:/ fwww.biterate et/ "BitCrate","184.172.24.188" "False","False","False”"False" 5
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Getting started,"Free Samples and Offers""hitp:/ /coinreaper.com/”,"Coinreaper’,"94.231,107.137" "False" "False","False,"False" il
Getting started,"Free Samples and Offers","hitp/ fwww.bahtcoin.com","BahtCoin.com","23.82.187.96" "False","False","False","False" 12
Getting started,"Free Samples and Offers","hitp:/ fwww.BitHits.infofindex.php", "bithits", "108.162.139.30", "True","False" " False", "False" 1B
Getting started,"Free Samplas and Offers","hittp://www.devcoin.org/","devcoin.org","108.162.199.74" "Trug" "False","False" " False" 14
Getting started,"Free Samplas and Offers" "hitp:/ /www.thefreebitcoins.com/","thefreebitcains”,"185.7.248.1","False","False” "False" "False” 15
Getting started,"Free Samples and Offers","hittp:/ fcanhashitcoin.com/","canhashitcoing”, "185.7.248.1","False","False", "False""False" 16
Getting started,"Frea Samples and Offers""hittg:/ fwww.faucatbtc.com/""faucetBTC","185.7.48.1", "False" "False", "False","False" 17
Getting started,"Free Samples and Offers","hitp/ fwww.elbitcoingratis.es/", "elbitcoingratis.es","185.7.248.1","False" " False","False","False" 18
Getting started,"Free Samples and Offers","hitp:/ fwwi.btcayou.com/", "BTCAyou","185.7,248.1","False" " False","False ", "False" 19
Getting started,"Free Samplas and Offers","hittp:/ fwww.freebtcdall.com/""freebtodall" '185.7.248.1","False","False" "False” "False" 0
Getting started,"Free Samples and Offers""hittp:/ fwwwirtualfaucet.com/" "virtual faucet", "185.7.248.1","False","False" "False""False" bil
Getting started,"Free Samples and Offers" "hittp:/ fwniw.freebitcoins. me/", "freehitcoins.me","141.101.116.223", "True" "False" "False","False" b]
Getfing started,"Free Samples and Offers","hitp:/ fwww.bitcoinget.com","BitcoinGet"," 141.101,116.178" "True", "False" "False","False" B
Getting started,"Free Samples and Offers""hitps://free.bic.pt/","free.biept”,"69.195.142.38", "False” "False","False","False" U
3 Getting started,"Free Samplas and Offers","hittp:/ fwwiw.bitbucks.com/","BitBucks", "195.41.131.69',"False","False" "False","False" 5
v | N hbnrnminan 2000

Figure 2.9 : Mt.Gox Dataset Sample

The Features of the Mt.Gox Dataset represent identifying all posts
including the term “DDoS” on the website bitcointalk.org appearing
between February 2011 and October 2013. Table 2.1 illustrates the
features of Mt.Gox dataset. It contains 9 features as follows:
catl,cat2: represent category and subcategory information for 1240
online services supporting Bitcoin and 32 mining pools.
URL: a local copy of the page and automatically extracted the thread
title.
name: represents the names of the page that performs Bitcoin services.
IP: represents the IP address of these pages
cf,ec2, and Incapsula: represents the identification of the usage of anti-
DDoS providers by retrieving the addresses of all Bitcoin services that are
currently in use and contrasting them with IP ranges that are known to be

used by CloudFlare, Incapsula, and Amazon Web Services. Amazon
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hosts material, while CloudFlare and Incapsula are content distribution
networks (CDNSs). The IP range identifies all three of them.
DDoS: represents the label that contains two values either true or false
which means either attack or benign.

Table 2.1: The Features of the Mt.Gox Dataset

All Features
catl
cat2
URL
name

IP
cf

ec2

=z
o

Incapsula
DDoS

©O©| 0O N O O B W N B~

2- CIC-IDS2017: The Canadian Institute for Cybersecurity Intrusion
Detection Evaluation Dataset 2017 is a benchmark dataset for evaluating
IDS. It was created by the Canadian Institute for Cybersecurity at the
University of New Brunswick, Canada. The dataset was designed to help
researchers and practitioners evaluate the performance of various
intrusion detection techniques and algorithms. The feature selection
model will apply to the CIC-IDS2017. Figure 2.10 displays the CIC-
IDS2017 dataset sample.
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_Mln Port, Flow Duration, Total Fwel Packets, Total Backward Packets,Total Length of Fud Packets, Total Length of Bwd Packets, Fuid Packet Length Max, Fwd Packet Lenath Min, Fwd Packet Length Mean, Fud @
1 54865,3,2,0,12,0,6,6,6,0,0,0,0,0,4000000,666666.6667,3,0,3,3,3,3,0,3,3,0,0,0,0,0,0,0,0,0,40,0,665666.6667,0,5,6,5,0,0,0,0,0,0,1,0,0,0,0,3,6,0,40,0,0,0,0,0,0,2,12,0,0,33-1,1,20,0,0,0,0,0,0,0,0,BENIGN

3 53054,109,1,1,6,6,6,6,6,0,6,6,5,0,110091. 7431, 18348.62385,109,0,109,109,0,0,0,0,0,0,0,0,0,0,0,0,0,0,20,20,5174.311927 9174.311927,6,6,6,0,0,0,0,0,0,1,1,0,0,1,9,6,6,20,0,0,0,0,0,0,1,6,1,6,25,256,0,20,0,0,0,0,0,0,0,0, BENIGN

4 5505,52,1,1,6,5,6,6,6,0,6,6,6,0,230769.2308,38461.53846,52,0,52,52,0,0,0,0,0,0,0,0,0,0,0,0,0,0,20,20,19230.76923,19230.76923,6,5,6,0,0,0,0,0,0,1,1,0,0,1,5,6,6,20,0,0,0,0,0,0,1,5,1,6,28,256,0,20,0,0,0,0,0,0,0,0BENIGN

5 86236,34,1,1,6,6,6,6,6,0,6,6,6,0,352941.1765,58823.52941,34,0,34,34,0,0,0,0,0,0,0,0,0,0,0,0,0,0,20,20,29411.76471,29411.76471,6,5,6,0,0,0,0,0,0,1,1,0,0,1,5,6,6,20,0,0,0,0,0,0,1,8,1,6,31,325,0,20,0,0,0,0,0,0,0,0,BENIGN

6 54863,3,2,0,12,0,6,6,6,0,0,0,0,0,4000000,666666.6667,3,0,3,3,3,3,0,3,3,0,0,0,0,0,0,0,0,0,40,0,666666.6667,0,6,5,6,0,0,0,0,0,0,1,0,0,0,0,9,6,0,40,0,0,0,0,0,0,2,12,0,0,32-1,1,20,0,0,0,0,0,0,0,0, BENIGN

7 54871,1022,2,0,12,0,6,6,6,0,0,0,0,0,11741.68257,1956.947162,1022,0,1022,1022,1022,1022,0,1022,1022,0,0,0,0,0,0,0,0,0,40,0,156.947162,0,6,6,6,0,0,0,0,0,0,1,0,0,0,0,3,6,0,40,0,0,0,0,0,0,2.12,0,0,32,-1,1,20,0,0,0,0,0,0,0,0,BE
§ 34925,4,2,0,12,0,6,6,6,0,0,0,0,0,3000000,300000,4,0,4,4.4,4,0,4.4,0,0,0,0,0,0,0,0,0,40,0,500000,0,6,6,6,0,0,0,0,0,0.1,0,0,0,0.9,6,0,40,0,0,0,0,0,0,2,12,0,0,32.-1,1,20,0,0,0,0,0,0,0,0,BENIGN

9 54925,42,1,1,6,6,6,6,6,0,6,6,6,0,285714.2857 47619.04762,42,0,42,42,0,0,0,0,0,0,0,0,0,0,0,0,0,0,20,20, 2380952381, 23809.52381,56,6,6,0,0,0,0,0,0,1,0,0,0,1,9,6,6,20,0,0,0,0,0,0,1,6,1,6,32,256,0,20,0,0,0,0,0,0,0,0, BENIGN

10 9282,4,2,0,12,0,6,6,6,0,0,0,0,0,3000000,500000,4,0,4,4,4.4,0,4,4,0,0,0,0,0,0,0,0,0,40,0,500000,0,5,6,5,0,0,0,0,0,0,1,0,0,0,0,3,6,0,40,0,0,0,0,0,0,2,12,0,0,32-1,1,20,0,0,0,0,0,0,0,0,BENIGN

11 55153,4,2,0,37,0,31,6,18.5,17.67766353,0,0,0,0,5250000,500000,4,0,4,4.4,4,0,4,4,0,0,0,0,0,1,0,0,0.40,0,500000,0,6,31, 2. 66666657, 14,433 75673, 208.3333333,0,1,0,0,1,0,0,0,0,34,18.5,0,40,0,0,0,0,0,0,2,37,0,0,946,-1,1,30,0,0,0
12 35143,3,2,0,37,0,31,6,18.5,17.67766953,0,0,0,0, 12300000, 666666.5667,3,0,3,3,3,3,0,3,3,0,0,0,0,0,1,0,0,0,40,0, 666666.6667,0,6,31, 22.06666667, 14 43375673, 208.3333333,0,1,0,0,1,0,0,0,0,34,18.5,0,40,0,0,0,0,0,0,2,37,0,0,380;
13 35144,1,2,0,37,0,31,6,18.5,17.67766953,0,0,0,0,37000000,2000000,1,0,1,1,1,1,0,1,1,0,0,0,0,0,1,0,0,0,40,0,2000000,0,6,31, 22.66688667,14.43375673, 208.3333333,0,1,0,0,1,0,0,0,0,34,18.5,0,40,0,0,0,0,0,0,2,37,0,0,980,-1,1,20,0
10 55145,4,2,0,37,0,31,6,18.5,17.67766953,0,0,0,0,9250000,500000,4,0,4,4.4,4,0,4.4,0,0,0,0,0,1,0,0,0.40,0,500000,0,6,31,22. 56666657, 14.43375673,208.3333333,0,1,0,0,1,0,0,0,0,34,18.5,0,40,0,0,0,0,0,0,2,37,0,0,980,-1,1,20,0,0.(
15 35254,3,3,0,43,0,31,6,14.33333333,14.43375673,0,0,0,0, 14300000, 1000000, 1.5,0.707106781,2,1,3,1.5,0.707106781,2,1,0,0,0,0,0,0,0,0,0,60,0,1000000,0,6,31,12.25,12.5,156.25,0,0,0,0,1,0,0,0,0,16.33333333,14.33333333,0,60,(
16 36206,54,1,1,0,0,0,0,0,0,0,0,0,0,0,37037.03704,54,0,54,54,0,0,0,0,0,0,0,0,0,0,0,0,0,0,32,32,18518.51857, 18518.51852,0,0,0,0,0,0,0,0,0,1,1,0,0,1,0,0,0,32,0,0,0,0,0,0,1,0,1,0,939,1263,0,32,0,0,0,0,0,0,0,0, BENIGN

17 53524,1,2,0,0,0,0,0,0,0,0,0,0,0,0,2000000,1,0,1,1,1,1,0,1,1,0,0,0,0,0,0,0,0,0,64,0,2000000,0,0,0,0,0,0,0,0,0,0,1,0,0,0,0,0,0,0,64,0,0,0,0,0,0,2,0,0,0,130,-1,0,32,0,0,0,0,0,0,0,0, BENIGN

18 53524,154,1,1,0,0,0,0,0,0,0,0,0,0,0,12587.01259,154,0,154,154,0,0,0,0,0,0,0,0,0,0,0,0,0,0,32,32,6493.506434, 6493,5004%4,,0,0,0,0,0,0,0,0,1,0,0,0,1,0,0,0,32,0,0,0,0,0,0,1,0,1,0,130,85535,0,32,0,0,0,0,0,0,0,0,BENIGN

19 53526,1,2,0,0,0,0,0,0,0,0,0,0,0,0,2000000,1,0,1,1,1,1,0,1,1,0,0,0,0,0,0,0,0,0,64,0,2000000,0,0,0,0,0,0,0,0,0,0,1,0,0,0,0,0,0,0,64,0,0,0,0,0,0,2,0,0,0,130,-1,0,32,0,0,0,0,0,0,0,0, BENIGN

10 53526,118,1,1,0,0,0,0,0,0,0,0,0,0,0,16549.15254,118,0,118,118,0,0,0,0,0,0,0,0,0,0,0,0,0,0,32,32,8474.576271,8474.576271,0,0,0,0,0,0,0,0,0,1,0,0,0,1,0,0,0,32,0,0,0,0,0,0,1,0,1,0,130,85535,0,32,0,0,0,0,0,0,0,0,BENIGN

1 53527,35,1,1,0,0,0,0,0,0,0,0,0,0,0,8368.200837,239,0,235,239,0,0,0,0,0,0,0,0,0,0,0,0,0,0,32,32,4184.100413,4184.100413,0,0,0,0,0,0,0,0,0,1,0,0,0,1,0,0,0,32,0,0,0,0,0,0,1,0,1,0,130,65535,0,32,0,0,0,0,0,0,0,0, BENIGN

12 53528,1,3,0,0,0,0,0,0,0,0,0,0,0,0,3000000,0.5,0.707106781,1,0,1,0.5,0.707106781,1,0,0,0,0,0,0,0,0,0,0,6,0,3000000,0,0,0,0,0,0,0,0,0,0,1,0,0,0,0,0,0,0,96,0,0,0,0,0,0,3,0,0,0, 130 -1,0,32,0,0,0,0,0,0,0,0, BENIGN

13 53527,1,2,0,00,0,0,0,0,0,0,0,0,0,2000000,1,0,1,2,1,1,0,1,1,0,0,0,0,0,0,0,0,0,64,0,2000000,0,0,0,0,0,0,0,0,0,0,1,0,0,0,0,0,0,0,64,0,0,0,0,0,0,2,0,0,0,130,-1,0,32,0,0,0,0,0,0,0,0, BENIGN

2 55035,4,2,0,248,0,217,31, 124,131.5218613,0,0,0,0,62000000,500000,4,0,4,4,4,4,0,4.4,0,0,0,0,0,1,0,0,0,40,0,500000,0,31,217,155,107.3871501,11532,0,1,0,0,1,0,0,0,0,232.5,124,0,40,0,0,0,0,0,0,2,28,0,0,237,-1,1,20,0,0,0,0,0.(
pi] 55275,5,3,0,254,0,217,5,84.66665567,115.283708,0,0,0,0,50800000,600000,2.5,2.121320344,4,1,5,2.5,2.121320344,4,1,0,0,0,0,0,1,0,0,0,60,0,600000,0,6,21?,117.75,115.0575943,1323&.25,0,1,0,0,1,0,0,0,0,157,84.65566667,0,ﬁ;|
| O
5w IO b
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Figure 2.10: Sample of CIC-1DS2017 Dataset
The 79 features of the CIC-1DS2017 Dataset are listed in Table (2.2).
Table 2-2: The features of the CIC-1DS2017 Dataset

No. | Feature Name No. | Feature Name | No. | Feature Name
1. | Destination Port 28. | Bwd IAT Std | 55. | Avg Bwd Segment Size

2. Flow Duration 29. | Bwd IAT Max | 56. | Fwd Header Length

3. Total Fwd Packets |30 | Bwd IAT Min | 57. | Fwd Avg Bytes/Bulk

4, Total Backward 31. | Fwd PSH 58. | Fwd Avg Packets/Bulk
Packets Flags

5. | Total Length of 32. | Bwd PSH 59. | Fwd Avg Bulk Rate
Fwd Packets Flags

6. Total Length of 33. | Fwd URG 60. | Bwd Avg Bytes/Bulk
Bwd Packets Flags

7. Fwd Packet Length | 34. | Bwd URG 61. | Bwd Avg Packets/Bulk
Max Flags

8. Fwd Packet Length | 35. | Fwd Header 62. | Bwd Avg Bulk Rate
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No. | Feature Name No. | Feature Name | No. | Feature Name
Min Length
Q. Fwd Packet Length | 36. | Bwd Header | 63. | Subflow Fwd Packets
Mean Length
10. | Fwd Packet Length | 37. | Fwd Packets/s | 64. | Subflow Fwd Bytes
Std
11. | Bwd Packet Length | 38. | Bwd Packets/s | 65. | Subflow Bwd Packets
Max
12. | Bwd Packet Length | 39. | Min Packet 66. | Subflow Bwd Bytes
Min Length
13. | Bwd Packet Length | 40. | Max Packet 67. | Init_ Win_bytes forward
Mean Length
14. | Bwd Packet Length | 41. | Packet Length | 68. | Init_ Win_bytes backward
Std Mean
15. | Flow Bytes/s 42. | Packet Length | 69. | act data pkt fwd
Std
16. | Flow Packets/s 43. | Packet Length | 70. | min_seg_size forward
Variance
17. | Flow IAT Mean 44. | FIN Flag 71. | Active Mean
Count
18. | Flow IAT Std 45. | SYN Flag 72. | Active Std
Count
19. | Flow IAT Max 46. | RST Flag 73. | Active Max
Count
20. | Flow IAT Min 47. | PSH Flag 74. | Active Min
Count
21. | Fwd IAT Total 48. | ACK Flag 75. | ldle Mean
Count
22. | Fwd IAT Mean 49. | URG Flag 76. | Idle Std
Count
23. | Fwd IAT Std 50. | CWE Flag 77. | ldle Max
Count
24. | Fwd IAT Max 51. | ECE Flag 78. | Idle Min
Count
25. | Fwd IAT Min 52. | Down/Up 79. | Label
Ratio
26. | Bwd IAT Total 53. | Average
Packet Size
27. | Bwd IAT Mean 54. | Avg Fwd

Segment Size
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3- CSE-CIC-1DS2018 on AWS: Refers to a dataset called the "Canadian
Institute for Cybersecurity Intrusion Detection Evaluation Dataset™ for the
year 2018. It's designed for testing and evaluating IDS and contains
various network traffic data to simulate cyber-attacks and normal network
activities. The dataset includes a wide range of network traffic scenarios,
making it valuable for developing and testing intrusion detection
algorithms. AWS refers to Amazon Web Services. Figure (2.11) displays
a sample of the CSE-CIC-1DS2018 dataset.

A

Al v Je | Dst Port,Protocol, Timestamp,Flow Duration, Tot Fud Pts,Tot Bwd Pk, TotLen Fiwd Pkts, TotLen B Pkts,Fuid Pkt Len Max, Pwd Pkt Len Min,Fud Pkt Len Mean Fwd Pkt Len  § ¥

A B C D E F G H | ] K L M N 0 [J Q R 5 T U?
1 [Dst Port, otocol,Timestamp,FlowDuration,TotFwdPkts,TothdPkts,TotLeandPkts,TotLeandets,FwdPktLenMax,FwdPktLenMin,FwdPktLenMean,FdektLenStd,dePktLenMax,dePktLenMin,Bw
2 80,6,21/02/2018.08:33:25,37953,5,3,135,127,135,0,27,60.37383539,127,0,42,33333333,73.32348419,6903.75103,210, 7670261, 5421, 857149, 5403,580246,12095, 23,7953, 1488.25,3245 485108, 12382, 6013, 19960, 9980, 13546, 7
3 500,17,21/02/2018 08:33:06, L17573474,3,0,1500,0,500,500,500,0,0,0,0,0,12.75757575,0,025515955, 38800000, 23800000, 5600000, 42000000, 18000000, 58800000, 2800000, 75600000, 42000000,0,0,0,0,0,0,0,0,0,24,0,0.025515
4 1500,17,20/02/2018 08:33:06,117573474,3,0,1500,0,500,500,500,0,0,0,0,0, 12, 75797975,0.025515959,58800000, 23800000, 75600000, 42000000, 118000000, 58300000, 23800000, 75600000,42000000,0,0,0,0,0,0,0,0,0,24,0,0.025515¢
5 1500,17,21/02/2018 08:33:11,95743398,5,0,2500,0,500,500,500,0,0,0,0,0,25.06416476,0,05012833,24900000, 34000000, 5600000, 4000250,95700000, 4300000, 4000000, 75600000, 4000230,0,0,0,0,0,0,0,0,0,40,0,0.05012833,0,5
6§ 500,17,21/02/2018 08:33:11,59743399,5,0,2500,0,500,500,500,0,0,0,0,0,25.06416451,0.050125329, 24300000, 34000000, 75500000 4000285, 99700000, 24300000, 34000000, 75600000 4000285,0,0,0,0,0,0,0,0,0,40,0,0.050128329,C
7 500,17,21/02/2018 08:33:05, 39479580,,0,3000,0,500,500,500,0,0,0,0,0,33.52720252,0.06 7054405, 17500000, 15300000, 42000000, 4000308, 89500000, 17300000, 15300000, 42000000, 4000308,0,0,0,0,0,0,0,0,0,48,0,0.067054405,C
8 500,17,21/02/ 2018 08:33:08, 35479578, 5,0,3000,0,500,500,500,0,00,0,0,3 52720285,0.06705.4406, 17900000, 15300000, 42000000, 4000309, 23500000, 17900000, 15300000, 42000000, 4000309,0,0,0,0,0,0,0,0,0,48,0,0. 067054406,
9 10,0,2/02/2018 08:33:35,112641143,3,0,0,00,00,0,0,0,0,0,0,0.02663325%, 56300000, 32. 63098534, 56300000, 56300000, 113000000, 56300000,32. 63098834, 56300000,56300000,0,0,0,0,00,0,0,0,0,00.026633252,0,0,0,000,0,0.0,
10 500,17,21/02/ 2018 08:35:14, 117575740,3,0,1500,0,500,500,500,0,0,0,0,0,L2. 7575083, 0. 025515907, 53800000, 23300000, 75600000, 42000000, 115000000, 53800000, 23800000, 75600000, 42000000,0,0,0,0,0,0,0,0,0,240,0.025515
10 500,17,21/02/ 2018 08:35:14, 17575739,3,0,1500,0,500,500,500,0,0,0,0,0,L2. 75785099, 0. 025515907, 53800000, 2330000, 75600000, 42000000, 115000000, 53800000, 23800000, 75600000, 42000000,0,0,0,0,0,0,0,0,0,24,0,0.025515
12 500,17,21/02/ 2018 03:35:08,85479836,5,0,2500,0,500,500,500,0,0,0,0,0,28.24666351,0. 058493327, 21400000, 15300000, 42000000, 7200407, 5500000, 21400000, 15300000, 42000000, 200407,0,0,0,0,0,0,0,0,0,40,0,0.058433327¢
13, 500,17,21/02/ 2018 03:35:08,85479836,5,0,2500,0,500,500,500,0,0,0,0,0,28. 24666351, 058493327, 21400000, 15300000, 42000000, 7200407, 5500000, 21400000, 15300000, 42000000, 200407,0,0,0,0,0,0,0,0,0,40,0,0.058453327¢
14 500,17,21/02/ 2018 03:35:53, S9479851,5,0,3000,,500,500,500,0,0,0,0,0,33 5270723, 0067054154, 17900000, 15300000, 42000000, 4000380, 33500000, 17900000, 15300000, 42000000, 4000380,0,0,0,0,0,0,0,0,0,48,0, 0067054194
15 500,17,21/02/ 2018 03:35:53, 89479850,5,0,3000,0,500,500,500,0,0,0,0,0,33.52708761,0,06705415, 17900000, 15300000, 42000000, 4000379, 33500000, 17900000, 15300000, 42000000, 4000379,0,0,0,0,0,0,0,0,0,8,0,0.067054195,¢
16:0,0,21/02/2018 08:36:24,112641500,3,0,0,0,0,00,0,0,0,0,0,0,0.025633168,56300000,56.56854249, 56300000, 56300000, 11300000, 56300000,56.56854245,56300000,56300000,,0,0,0,00,0,0,0,0,00026633168,0,0,0,0,00,0,00,
17 500,17,21/02/ 2018 03:37:15,85479297,5,0,2500,0,500,500,500,0,0,0,0,0,28. 24647970 05849366, 21400000, 15300000, 42000000, 7200349,35500000, 21400000, 15300000, 42000000, 7200349,0,0,0,0,0,0,0,0,0,40,0,0.058493696,¢
18, 500,17,21/02/ 2018 03:37:L5,85479295,5,0,2500,0, 500,500, 500,0,0,0,0,0,28. 2464724, 0058493654, 21400000, 15300000, 42000000, 7200350, 35500000, 21400000, 15300000, 42000000, 7200350,0,0,0,0,0,0,0,0,0,40,0,0.05849364
19 500,17,21/02/ 2018 03:37:48, 89479155,5,0,3000,,500,500,500,0,0,0,0,0,33.52736025, 0067054721, 17900000, 15300000, 42000000, 4000259, 33500000, 17900000, 15300000, 42000000, 4000259,0,0,0,0,0,0,0,0,0,8,0,0.067054721,¢
20 500,17,21/02/ 2018 03:37:48, 89479145,5,0,3000,0,500,500,500,0,0,0,0,0,33.52736514,0,06705473, 17300000, 15300000 42000000, 4000248, 39500000, 730000, 15300000, 42000000, 4000248,0,0,0,0,0,00,0,0,48,0,0.06705473,0,5
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Figure 2.11: Sample of CSE-CIC-IDS2018 dataset
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“CSE-CIC-IDS2018” dataset contains 80 features according to Table
(2.3).

Table 2.3: The Features of the CSE-CIC-IDS2018 Dataset

No. Feature Name No | Feature Name | No Feature Name
1. | Dst Port 28. | Bwd IAT Tot 55. | Pkt Size Avg

2. | Protocol 29. | Bwd IAT Mean | 56. | Fwd Seg Size Avg
3. | Timestamp 30 | Bwd IAT Std 57. | Bwd Seg Size Avg
4. | Flow Duration 31. | Bwd IAT Max 58. | Fwd Byts/b Avg
5. | Tot Fwd Pkts 32. | Bwd IAT Min 59. | Fwd Pkts/b Avg

6. | Tot Bwd Pkts 33. | Fwd PSH Flags | 60. | Fwd Blk Rate Avg
7. | TotLen Fwd Pkts 34. | Bwd PSH Flags | 61. | Bwd Byts/b Avg
8. | TotLen Bwd Pkts 35. | Fwd URG Flags | 62. | Bwd Pkts/b Avg
9. | Fwd Pkt Len Max | 36. | Bwd URG Flags | 63. | Bwd BIk Rate Avg
10. | Fwd Pkt Len Min 37. | Fwd Header Len | 64. | Subflow Fwd Pkts
11.| Fwd Pkt Len Mean | 38. | Bwd Header Len | 65. | Subflow Fwd Byts
12.| Fwd Pkt Len Std 39. | Fwd Pkts/s 66. | Subflow Bwd Pkts
13.| Bwd Pkt Len Max | 40. | Bwd Pkts/s 67. | Subflow Bwd Byts
14.| Bwd Pkt Len Min | 41. | Pkt Len Min 68. | Init Fwd Win Byts
15.| Bwd Pkt Len Mean | 42. | Pkt Len Max 69. | Init Bwd Win Byts
16.| Bwd Pkt Len Std 43. | Pkt Len Mean 70. | Fwd Act Data Pkts
17.| Flow Byts/s 44. | Pkt Len Std 71. | Fwd Seg Size Min
18. | Flow Pkts/s 45. | Pkt Len Var 72. | Active Mean

19.| Flow IAT Mean 46. | FIN Flag Cnt 73. | Active Std

20. | Flow IAT Std 47. | SYN Flag Cnt 74. | Active Max

21.| Flow IAT Max 48. | RST Flag Cnt 75. | Active Min

22.| Flow IAT Min 49. | PSH Flag Cnt 76. | Idle Mean

23.| Fwd IAT Tot 50. | ACK Flag Cnt 77. | ldle Std

24.| Fwd IAT Mean 51. | URG Flag Cnt 78. | Idle Max

25.| Fwd IAT Std 52. | CWE Flag Count | 79. | Idle Min

26.| Fwd IAT Max 53. | ECE Flag Cnt 80. | Label

27.| Fwd IAT Min 54. | Down/Up Ratio

The descriptions of some of the features in this dataset that were selected

by using the Random Forest algorithm are displayed in Table 2.4.
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Table 2.4: The descriptions of some of the features of the CSE-CIC-

IDS2018 Dataset

No. Selected Features Description
0 Dst Port Destination Port
1 Tot Fwd Pkts Total packets in the forward direction
2 Tot Bwd Pkts Total packets in the backward direction
3 TotLen Fwd Pkts Total size of packet in forward direction
4 Fwd Pkt Len Max | Maximum size of packet in forward direction
5 Fwd Pkt Len Mean | Mean length of packet in forward direction
6 Fwd Pkt Len Std Standard deviation size of packet in forward
direction
7 Bwd Pkt Len Mean | Mean time between two packets sent in the
backward direction
8 Bwd Pkt Len Std Standard deviation size of packet in backward
direction
9 Fwd IAT Std Standard deviation time two flows
10 Fwd IAT Min Minimum time between two flows
11 Bwd IAT Min Minimum time between two packets sent in the
backward direction
12 Fwd Header Len Total bytes used for headers in the forward
direction
13 Bwd Header Len Total bytes used for headers in the forward
direction
14 Pkt Size Avg Average size of packet
15 Fwd Seg Size Avg | Average size observed in the forward direction
16 Bwd Seg Size Avg | Average size observed in the backward direction
17 Subflow Fwd Pkts | The average number of packets in a sub flow in
the forward direction
18 Subflow Fwd Byts | The average number of bytes in a sub flow in
the forward direction
19 | Subflow Bwd Pkts | The average number of packets in a sub flow in
the backward direction
20 Init Bwd Win Byts | # of bytes sent in initial window in the
backward direction
21 Fwd Act Data Pkts | # of packets with at least 1 byte of TCP data

payload in the forward direction
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2.9 The Basic Concepts Used in Building The Hybrid Model
1- The Rectified Linear Unit(ReLu) is a widely favored activation
function employed in deep learning and RNNs for various compelling
reasons:

e Non-linearity: ReLU is instrumental in introducing non-linearity
to the model, a critical factor for effectively learning complex
patterns and relationships within the data. Without a non-linear
activation function like ReLU, a neural network, including
RNNSs, would essentially reduce to a linear model.

e Simplicity and Efficiency: ReLU is computationally efficient to
compute compared to more complex activation functions like
sigmoid or tanh. This is because ReLU only requires a simple
thresholding operation, which makes it faster to compute during
forward and backward passes.

e Addressing the Vanishing Gradient Problem: In traditional
RNNSs, especially those with many time steps, the vanishing
gradient problem can occur. This occurs when gradients during
back propagation diminish significantly, rendering it challenging
for the network to grasp long-term dependencies. ReLU helps
mitigate this problem by preventing the gradients from becoming
too small for positive inputs, which can help with the flow of
information over many time steps.

e Sparsity and Sparse Activation: ReLU leads to sparse
activations. In a typical feedforward neural network or RNN,
only a fraction of neurons will be activated at any given time.
This can help the network learn more robust features since it's

only paying attention to a subset of features.
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Improved Training Speed: Due to its non-saturating nature
(meaning it doesn't "saturate™ or get stuck for large positive
inputs), ReL.U can lead to faster convergence during training.

Mitigation of the Exploding Gradient Problem: Although not as
effective as some other techniques, ReLU can help with the
exploding gradient problem by bounding the activations. When
using ReLU, the output values don't grow too large for positive

inputs.

2- Dropout: It's a regularization technique frequently applied in deep

learning models. It offers several benefits:

Reduces Overfitting: One of the primary benefits of dropout is
that it helps reduce overfitting. Overfitting arises when a model
becomes highly proficient at handling the data used for training
but struggles to extend this performance to novel, unseen data.
Dropout is an approach that by periodically deactivating a
portion of neurons while training, prevents overfitting. This
compels the network to acquire more robust features.

Encourages Network Robustness: Dropout encourages each
neuron to be less reliant on the presence of specific other
neurons. This leads to a network that is more robust and less
likely to rely heavily on a small subset of features.

Improves Generalization: By reducing the dependency on
specific neurons, dropout forces the network to learn more
diverse and generalized features. This helps the model perform
better on unseen data.

Reduces Sensitivity to Initial Weights: Without dropout, neural
networks can become highly sensitive to the initial weights.

Small changes in the weights can lead to drastically different
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results. Dropout makes the network more resilient to these
variations.

Allows for Larger Deeper Networks: Dropout can enable the
training of much larger and deeper networks. It provides a form
of regularization that allows you to build bigger models without
as much risk of overfitting.

Mitigates the Need for Fine-Tuning: Dropout can reduce the
need for extensive hyperparameter tuning. It provides a degree
of robustness to variations in learning rates and other
hyperparameters.

Avoids Co-Adaptation of Neurons: Neurons can sometimes
become overly specialized and co-adapt to each other. Dropout
helps prevent this by making neurons more independent.
Computationally  Efficient  Regularization:  Dropout is
computationally inexpensive compared to other regularization
techniques like L2 or L1 regularization. It can be applied directly
during training  without significantly increasing the
computational load.

Simple to Implement: Adding dropout to a neural network is
straightforward. It involves specifying a dropout rate (usually
between 0.2 and 0.5) which determines the probability of a
neuron being dropped out during each training step.

The tanh function : LSTM system frequently use tanh function
for a number of compelling reasons:

Squashing Nonlinearity: The tanh function squashes its input
values to be within the range of -1 to 1. This helps in
maintaining the values within a bounded range, which can help

stabilize learning in deep networks.

o]




Chapter Two The Theoretical Background

Mitigating the Vanishing Gradient Problem: The tanh function
has a steeper gradient compared to the sigmoid function (another
commonly used activation function in LSTMSs). This can help in
mitigating the issue involves the vanishing gradient, which is a
common issue in deep networks and particularly important in
recurrent neural networks like LSTMs.

Centered around Zero: The tanh function is zero-centered,
meaning it outputs values that are centered around zero. This is
in contrast to the sigmoid function which is centered around 0.5.
This can make it easier for the network to learn and adapt,
especially if the data is also centered around zero.

Capturing Negative Values: The tanh function allows the LSTM
cell to capture negative values. This is crucial for tasks where
both positive and negative changes in the hidden state are
important for learning.

Gradient Descent: The tanh function's gradients are well-suited
for gradient-based optimization techniques like backpropagation,
which are used to train neural networks.

Historical Context Handling: In LSTMs, it's important to be able
to forget information from previous time steps or remember it.
The tanh function, by mapping its inputs to the range (-1, 1),
helps in achieving this by allowing the LSTM cell to decide

which information to remember or forget.

4- Dense: A dense layer comprising one neuron with a sigmoid

activation function is introduced as the network's output layer. The

application of the sigmoid activation function in LSTM units is a

common practice, driven by several key reasons:

Ja]




Chapter Two The Theoretical Background

Squashing Nonlinearities: The sigmoid function is bounded
between 0 and 1, which helps in squashing the input values to a
range that is suitable for the gating mechanisms in an LSTM.
This is important for controlling the flow of information through
the cell state and deciding which parts to update, forget, and
output.

Gating Mechanism: LSTMs use gating units to decide what
information to store, forget, and output from the cell state. The
sigmoid activation function is essential for these gating units, as
it allows them to output values between 0 and 1, indicating the
proportion of information to pass through.

Gradient Preservation: Sigmoid functions have well-defined
gradients everywhere, which can help in mitigating the vanishing
gradient problem. This is especially important in recurrent neural
networks like LSTMSs, where the flow of gradients over time can
be a challenge.

Historical Information Control: The sigmoid function helps in
controlling how much of the past information required to be able
to maintain the cell state. This is achieved through the forget
gate, which decides which information to forget and which to
retain.

Non-linearity: Although the sigmoid function is not as powerful
as some other activation functions like the Rectified Linear Unit
(ReLU) in terms of modeling complex functions, it still
introduces non-linearity to the network. This is important for
enabling the LSTM to learn and model intricate relationships in
the data.
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e Output Gating: The sigmoid function is additionally employed in
the output gate of the LSTM. This gate plays a crucial role in
deciding the extent to which the cell state should be revealed as
the cell's output.

5- The Adam function : It is renowned for its capacity to modify
the rate of learning, is used to create the model. The evaluation metric
employed is accuracy. Adam, short for Adaptive Moment Estimation,
iIs a widely used optimization algorithm in deep learning model
training. It amalgamates concepts from two other optimization
algorithms: RMSprop and Momentum. The benefits of using the
Adam optimizer in deep learning:

e Adaptively: Adam adapts the learning rates for each parameter
individually, which allows it to adapt to different learning rates
for different parameters. This is especially useful in scenarios
where some features or parameters may have different scales or
sensitivities.

e Efficient Memory Usage: Adam maintains a moving average of
both the gradients (momentum) and the second moments
(uncentered variance) of the gradients. This helps in efficient
utilization of memory compared to methods like SGD with
momentum.

e Bias Correction: Adam performs bias correction for the moving
averages to ensure that they are properly initialized. This is
important especially in the early stages of training when the
moving averages might be biased towards zero.

e Regularization Effect: Due to its adaptive nature, Adam can act
as a form of L2 regularization. It tends to penalize large weights,

making it useful for preventing overfitting.
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e Robustness to Noisy Gradients: Adam is less sensitive to noisy
gradients compared to other optimization algorithms like vanilla
SGD. This makes it more stable and less likely to be stuck in
local minima.

e Convergence Speed: Adam often converges faster than
traditional stochastic gradient descent algorithms, especially
when dealing with large datasets or complex models.

e Low Memory Requirements: While Adam uses more
memory than simple stochastic gradient descent, it
typically uses less memory.

2.10 Measures of Model Performance

As a contingency table for assessing a model's performance, Table
2.5 contains a confusion matrix. In the case of probabilistic models, given
a probability threshold of z [0, 1], to describe the performance of the
proposed system we extracted the associated confusion matrix and, as a
result, determine several model performance metrics, including accuracy,
recall, precision, Cohen’s kappa, ROC AUC, and F1 score.

Table 2.5:A Binary Confusion Matrix

Predicted Classes

Anomaly Legitimate
Anomal True
Y Positive(TP)
Actual
Classes
Legitimate True(_?ﬁlg)atlve

= TP represents the count of attacks accurately identified as attacks.
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FN indicates the count of attacks erroneously classified as benign
records.

TN denotes the count of benign records accurately classified as
benign records.

FP signifies the count of benign records inaccurately classified as
attacks.

To evaluate the classification model. Our dissertation used several
performance metrics. These measures are computed in the
following manner:

4- Accuracy: The frequency at which a classifier correctly assigns

labels to events is known as prediction accuracy, and it is

computed as follows:
tp +tn
tp+tn+fp+fn

accuracy = ..(2.11)

5- Precision: Is a statistical measure of variability that

characterizes random errors, and is computed as follows:

precision = ..(2.12)

tp + fp

6- Recall: This is the proportion of accurately predicted positive

cases out of all positive instances, and it is calculated as

follows:

tp
tp+ fn

recall = ..(2.13)

7- F1 score: It embodies both memory and accuracy,

amalgamating the precision and recall scores of a model. This
criterion is computed as:

2 X precision X recall

flecore = ..(2.14)

precision + recall
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Cohen’s kappa: Is a scalar meter of accuracy where po
represents the observed percentage of units when both
observers really classify the same objects. The sums of the
rows and columns are first required in order to calculate p.
k= (po-pe) / (1-pe)...(2.15)

ROC AUC: It's frequently used to compare the additional
value, if any, of different classifiers. When the AUC is equal to
1, the classifier can effectively distinguish between all positive
and negative class values. However, if the AUC were 0, the
classifier would have incorrectly identified all positives as

negatives and all negatives as positives.
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3.1 Introduction

Detecting DDoS attacks on blockchains can be challenging due to the
distributed and decentralized nature of blockchain networks. DDoS
attacks are profitable for the cybercriminal sector in the cryptocurrency
ecosystem. It's time to enhance security measures more effectively and
ensure that client data is protected. In this dissertation, the focus is on the
security challenges of detecting DDoS attacks in network environments
that support cryptocurrencies and other types of networks. Three

fundamental procedures compose the proposed system:

The first deals with a hybrid deep learning model-based detection, which

IS demonstrated in section (3.2.4).

The second deals with extracting attack datasets and dividing them
depending on clustering approaches, which is demonstrated in section
(3.2.5.1).

The third deals with building two new GUI the first one related to the
AHC model and the second related to the GMM model. These GUIs were
based on real datasets in the cryptocurrency environment and then applied
the first proposal that detects DDoS attacks as well as the proposal that
extracts data based on cluster algorithms, which is demonstrated in
section (3.2.6).

3.2 The General Proposed Model

The suggested model for DDoS attack detection is explained in this
chapter using a hybrid deep learning model that combines RNN and
LSTM algorithms, also building GUI for DDoS attack monitoring to
prevent it. Figure (3.1) details the primary block structure for the

suggested system.
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Figure 3.1: The Main Block Diagram of the Proposed System
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3.2.1 The Pre-processing

The current dissertation utilizes the Mt.Gox dataset, which contains
records of DDoS attacks in the Bitcoin ecosystem. This data comprises
nine distinct features and is derived from actual incidents of attacks
targeting Bitcoin services with DDoS. Mt.Gox, a major player in Bitcoin
transactions, serves as the central focus of this case on DDoS attacks
directed at currency exchanges. The dataset encompasses nine features.

Furthermore, alternative datasets are employed to validate the proposed

model. The dataset samples underwent analysis through the application of

the subsequent preprocessing steps:

A. Data Encoding: Initially, the model addressed values that are missing
within the data. For the procedure of encoding the data, The
LabelEncoder function was used to create uniform labels, which can
also translate non numeric labels into numerical values. Values that
are missing were handled, and any null features were eliminated.

B. Data scaling: The procedure of scaling enabled the model to better
understand and learn from the information. Neural networks, for
instance, can encounter issues when working with un scaled
independent variables. Standardization and normalization are the
prevailing techniques for feature scaling. Scaling in machine learning
is a preparation method that narrows the gap between data points,
increasing algorithm performance and accelerating machine learning.
The scale for the data range is [0, 1] in our model using a min-max

scaling procedure, as shown below:

Ysom X — Xmin G.1)
¢ Xmax — Xmin

In which the values of each feature's lowest and maximum are

represented, respectively, by X, and Xnyax. Then, 80% of the data for
training while 20% of the data for evaluation and testing.
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C. Data augmentation : The method of CTGAN was employed to
augment the training data for the neural network. Based on the
original dataset, this procedure produced additional data. The method
was specifically designed for real-world datasets including DDoS
attacks on Bitcoin networks. This fundamental approach to expanding
the dataset was employed in smaller datasets to mitigate the risk of
overfitting. To improve the size of the dataset and deal with the issue
of class inequality, This dissertation introduced a new set of data
points representing DDoS attacks. This step aimed to preventing the
operation of overfitting and boost the predictive performance of the
model. The original dataset consisted of 1290 samples, whereas 1000
samples were added to the simulated data points. Thus, the dataset
included 1047 samples for DDoS attack data and 1243 samples for

benign data.
3.2.2 Data splitting

Dividing data into distinct subsets, known as data splitting, holds
considerable importance in data science. In this study, we adopted a two-
part split approach. One segment, comprising 20% of the data, was
allocated for testing and evaluation, while the remaining portion was

utilized for training the model.

3.2.3 The Feature Selection Model

The feature selection procedure in the creation of a predictive
model involves reducing the quantity of input data. In some
circumstances, the performance of the model can be improved and the
computational cost of modeling can be decreased by decreasing the count
of input variables. To perform feature selection using the Select From

Model class with a Random Forest Classifier. This approach involves
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training a random forest classifier on the dataset that is utilized and then
using the feature importance from the trained model to select important
features for the proposed work. The model creates a random forest
classifier with 100 decision trees (estimators). Algorithm (3.1) represents

feature selection model.

Algorithm(3.1) Feature Selection Model

Input :Preproceced data, Decision Tree=N
Output: Selected Features Names

1.
2.

Begin
# Initialize feature selection using Random Forest Classifier
Select= Random Forest (N) using equation(2.10)

# Get boolean mask indicating selected features
Selected features mask
# Fit the feature selection model on training data
(fitting(x_train, y_train)
# Get column names of the original dataset
All features names =data from columns
# Create a list of selected feature names
Selected features names=[ ]
For | in range all features

If selected features mask [i]

Append selected feature with all feature names

Print and store the selected feature names
End Algorithm

A technique for ensemble learning is random forest that combines
the forecasts from numerous decision trees in order to enhance overall
performance and mitigate overfitting. Due to the restricted number of
attributes in our dataset related to the Bitcoin services, the model doesn't
use the feature Selection model, therefore we used the proposed model on
a dataset with several features due to the restricted the dataset's attributes
numbers related to the Bitcoin services, the model doesn't use the feature

Selection model, therefore we applied the proposed approach on a two
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datasets with multiple features such as the CSE-CIC-1DS2018 dataset on
AWS and CIC-IDS2017 dataset. As a result, the features selected are
identified in the feature selection model as will be shown in Chapter 4
Section 4.3.1.
3.2.4 The Proposed Hybrid Model for DDoS Attack Detection

This dissertation used a hybrid deep learning approach for the
detection of these attacks. Building a reliable hybrid model was first step
in the hybrid phase, employing a single RNN layer and five LSTM
layers. Notably, LSTM represents an advanced form of deep RNN
designed specifically to address the challenges associated with vanishing
gradients, which often occur when learning long phrase relationships
between input variables and target outcomes in artificial neural systems.
The input gate, output gate, forget gate, and cell are the main four parts of
an LSTM. The gates control the information flow through the cell, which
holds information for varied lengths of time. The LSTM architecture
consists of interconnected memory blocks in recurrent networks. These
memory blocks primarily aim to preserve their state throughout time
while governing the flow of information through the application of non-
linear gate units . Regrettably, due to the problem of either gradient
vanishing or gradient exploding within the RNN architecture, effectively
learning from data stored over extended periods can be quite challenging .
The suggested solution uses the Keras API to build and train a
complicated neural network model utilizing a hybrid deep neural network
training methodology. The model incorporates a hybrid structure that
integrates simple RNN, multiple LSTM layers, dropout layers, and dense
layers, among other extras. The Adam optimizer is used to configure the
model, and accuracy is used as the evaluation metric. Figure (3.2)

illustrates the hybrid model's layer.
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Figure 3.2: The Layers Architecture of the Hybrid Model

The RNN stands out as a powerful deep learning model,
particularly adept at handling tasks involving sequential data such
recognition of speech and processing of languages. By combining
previous inputs into the neural network's internal representation, it gains
insights from time series data. Additionally, based on prior and current
data, RNN can make predictions about future outcomes. The Hybrid
Model is outlined in Algorithm (3.2).
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Algorithm(3.2) Hybrid Deep Learning Model(RNN+LSTM)

Input :Training data
Output: Classified Model (Benign or Attack)

1. Begin

2. Batch size = N

3. epochs = K

4, Sequential()

3) # Adding Simple RNN layer

Adding Simple RNN(units=128),(activation function="relu’)
Return sequences=True
Adding(Dropout(0.2))

6. # Adding LSTM layers
Adding LSTM layer (units=256), (‘tanh’)
Adding LSTM layer (units=128),( 'tanh’)
Adding LSTM layer (units=64),( ‘tanh")
Adding LSTM layer (units=16), (‘tanh")
Adding LSTM layer (units=8), (‘tanh’)
Return sequences=True
Adding LSTM layer (units=10), (‘tanh")
Return sequences=False

7. Adding Dropout(0.2)
# Adding Dense layer
8. Adding Dense(1, activation function ='sigmoid’)
# Compiling the model
Q. Compiling(optimizer function="adam’),(loss="mse"),

(metrics="accuracy")
# Displaying model summary

10. summary( )
# Training the model

11. history = fitting(train data, N, K) , validation data=(test data
)

# Saving the model
Save(model)
END

The fundamental stages of the approach’s architecture can be
outlined in the following manner:

1- The Sequential: This establishes a sequential stack of layers,

enabling us to append layers sequentially. The Sequential API in

libraries like Keras provides a simple and intuitive way to build neural
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networks. It allows you to create models by adding one layer at a time.
It allows to quickly put together different layers and architectures,
making it great for prototyping and experimenting with different model
configurations. Each layer is added in sequence, and the data
automatically flows from one layer to the next.

2- Simple RNN: The initial layer is a Simple RNN layer featuring
128 units, set to return sequences, and employing the activation
function called ReLU.

3- Dropout: By randomly deactivating some of the neurons during
training, overfitting can be prevented by using the layer of dropout
with average of 0.2.

4- The Multiple of LSTM Layers: Sequential layering of multiple
LSTM layers using the activation function of the hyperbolic tangent,
each with a unique number of units. These layers have been
specifically aimed in capturing complicated sequential data structures.
5- Dense: A dense layer comprising one neuron with a sigmoid
activation function is introduced as the network's output layer.

6- The Model of Compilation: The Adam function, it is renowned
for its capacity to modify the rate of learning, is used to create the
model. The evaluation metric employed is accuracy.

7- The Summary Model: On the console, the summary approach is
used to illustrate the architecture of the model.

8- The Training Model: The fit function is used for training the
model. Training data, batch size, epochs, and validation data are all
provided as inputs. The number of batches processed per epoch is
determined by the steps per epoch variable. The "fit" function enables
the specification of the number of epochs, which signifies how many
times the entire dataset is processed through the neural network, both
forward and backward. This is important because it allows the model to
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learn from the data over multiple passes. The fit function typically
provides options for specifying validation data. This allows you to
monitor how well the model is generalizing to data it hasn't seen during
training. It's important for avoiding overfitting. It abstracts away much
of the complexity of training a neural network. It provides a high-level
interface for training models, which makes it accessible even to those
who might not have a deep understanding of the underlying
mathematics. Overall, using the fit function simplifies the process of
training deep learning models and provides a standardized way to
implement training loops.
3.2.5 The Clustering Model
This section will clarify the proposed model of extracting the attack
data from the data set that obtained it from training the model. After that,
it will discuss the use of clustering algorithms to divide this data for ease
of dealing with it and its later use in the stage of building the GUI,
comparing data, and checking for attack or normal nodes.
3.2.5.1 Proposed Extracting Attack Dataset Model

This section performs an attack prediction task using a machine-
learning model by using a trained neural network model (loaded from a
saved Keras model file) and a scalar for preprocessing the data. The goal
of this step is to classify records as either attacks or Identify normal
instances according to the model's predictions, and subsequently, save the
instances classified as attacks by the model into a distinct CSV file. The
following steps illustrate the work of the proposed model in the attack
data extraction process.

e Read the dataset after augmentation. This dataset contains features

and labels. .

e Read the trained hybrid model.
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Loads a scaler using the pickle module. This scaler is used to
transform the features in a standardized manner. Feature scaling is
a method employed to normalize the independent features in the
data to a predetermined range. It is carried out as part of the data
preprocessing to deal with significantly varying magnitudes,
values, or units whereas Pickle is a method for converting a
Python object structure into a byte stream.

The most important step is to loop through the dataset and use a
hybrid model to predict each row. If the outcome is an attack take
the row information and add it to a new dataset.

If the prediction’s value is equal or greater than to 0.5, the record is
considered an attack and is appended to the attack list. Otherwise,
the record is considered normal and is appended to the error_list.
Saving the new dataset completes the process. This data will be
used in the stage of clustering. Algorithm (3.3) represents the

Proposed Extracting Attack Dataset Model.

| Algorithm(3.3) Proposed Extracting Attack Dataset Model

Input : Augmented Dataset
Output: DDoS attack data

1.
2.

3.

Begin
# Reading label encoded dataset
df = Read augmented dataset
# Read the scaler
scaler = Load (scaler.pkl)
# Remove the normal data
df = Filter Rows(df)
# Remove the label column
df.Drop Column(df.Last Column)
# Apply scaler on dataset
dfscaled = Transform(df, scaler)
# Load the model
model = Load Model(model)
# Create empty lists for attack result
attack_list =[]
error_list =[]
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Q. # Loop on dataset and predict
FOR record IN dfscaled:
dfl = Create DataFrame([record])
10. # Predict on each record
prediction = model.Predict(dfl)

11. # Check prediction output
IF prediction >= 0.5 THEN
AppendToList(attack_list, record)
ELSE
AppendToList(error_list, record)
END IF
END FOR

12.  Print("'attack list", Length(attack_list))
Print("normal_list", Length(error_list))

13.  # Save the records that predict attack in new dataset
attackdf = CreateDataFrame(attack_list)
attackdf.SetColumns(df.Columns)

14.  END

3.2.5.2 Agglomerative Hierarchical Clustering Model
Agglomerative clustering is a hierarchical clustering algorithm that
starts with individual data points as clusters and then progressively
merges them to form larger clusters. This algorithm works to construct a
dendrogram by iteratively merging clusters based on a chosen distance
metric. The process starts with individual data points as clusters, and in
each iteration, the two clusters with the closest proximity are combined,
resulting in the creation of a larger cluster. This procedure continues until
there are three clusters that contain all the data points. The main steps of
this procedure are illustrated as follows:
e The first step of this model is reading the dataset obtained from
section (3.3.1) that represents extracting attacks dataset.
e Then, create an Agglomerative Clustering model with number of

clusters set to 3.
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Utilizing the Euclidean distance formula (2.12) to compute the
distance between instances.

After that fit the model to the data and obtain the cluster labels for
each data point.

Create the bar plot to visualize the data points colored according to
their assigned clusters.

Save the model to file for use in the section of the building
platform.

Finally, perform hierarchical clustering using ‘ward' linkage

according to equation (2.11). Algorithm(3.4) represents the AHC.

Algorithm(3.4) The Agglomerative Hierarchical Clustering (AHC)

Input : Extracting Attacks Dataset, Number of Clusters
Output: Selected Clusters

1.
2.

3.

Begin
# Commence by designating each data point as an individual
cluster. clusters = [datapoint for datapoint in data]
while length (clusters ) > 1:
# ldentify the pair of clusters that are nearest to each other.
Closest clusters, min distance = find closest
clusters(clusters)
# Merge the two closest clusters
Merged cluster = clusters merging (closest clusters)
# Remove the combined clusters from the list
Clusters remove(closest clusters 0 )
Clusters remove(closest clustersl )
# Incorporate the combined cluster into the list
Clusters appending (merged cluster)
# Return the final cluster hierarchy
return clusters[0]
Find closest clusters(clusters):
Min distance = infinity
Closest clusters = No value assigned.
For k in range(length clusters):
for j in range(k+1, len clusters ):
distance = calculate distance(clusters[k], clusters[s])
If distance < minimum distance:
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10.

11.

12.

minimum distance = distance
closest clusters = (clusters[k], clusters[s])
return closest clusters, minimum distance
Calculate distance(clusterl, cluster2): using equation (2.12)

Merge clusters(clusterl, cluster2):
# Merge two clusters into a single cluster
Merged cluster = clusterl + cluster2
return merged cluster

End

3.2.5.3 Gaussian Mixture Clustering Model

Performing clustering by using the GMM on a dataset and saving

both the cluster visualization and the trained model. The main steps of

this procedure are illustrated as follows:

Reading the Dataset: The first step of this model is reading the
dataset obtained from section (3.3.1) that represents extracting
attacks dataset.

Creating Clusters: using the Gaussian Mixture class to create a

clustering model with 2 clusters.

Fitting the Model: Fitting the clustering model to our data using
fit_predict()” function and store the resulting cluster assignments
in the clusters variable.

Creating the Cluster Visualization: Create a bar plot to visualize the
counts of data points in each cluster. This gives a basic idea of how
the data is distributed among the two clusters.

Saving the Visualization: saving the generated plot as an image.
Saving the model: using the “dump()” function from the pickle

module to save the clustering model to a file.

3.2.6 The Proposed GUI Model

Security is an ongoing process, and the threat landscape evolves.

Therefore, the GUI model should be flexible, allowing for updates and

improvements as new security challenges arise. Creating an intelligent
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security platform to protect network services in a blockchain environment
Is a complex endeavor, but it's feasible. Such GUI would need to address
various security challenges in blockchain networks, such as data integrity,
confidentiality, consensus protocol vulnerabilities, and smart contract
vulnerabilities. This dissertation proposed to create a GUI model to
monitor network traffic and identify unusual patterns or behaviors. This
proposal will implement intrusion prevention mechanisms to
automatically block or mitigate suspicious activities. Two GUI models
have been constructed, one using the AHC algorithm and the other the
GMM algorithm for DDOS attack detection on cryptocurrency network
services. The application consists of three tabs: "Configuration,”" "Nodes
Information," and "Results.

e Tab 1 - Configuration: This tab allows to configure various aspects
of the application. The user can specify the number of nodes in the
blockchain platform and select files for the scaler , label encoder,
classification model, clustering model, and dataset. There's also a
button to load the configuration.

e Tab 2 - Nodes Information: This tab displays a list of nodes along
with their information. The user can select a node from the list, and
its information will be displayed below the list.

e Tab 3 - Results: This tab displays a scrollable text box where logs
and results are displayed. The text box is disabled to prevent user
input.

The processing of nodes and their conditions in a blockchain-
related scenario, with a focus on determining whether nodes should
be blocked or not based on certain conditions and predictions,
involves several steps when we apply the model that uses the
GMM algorithm. A loop iterates over a list of nodes, and for each

node, the following steps are performed :
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a. If the node's "attack™ condition is not met (if the node is not
marked as an attack), then the following  actions are taken:

e A random value is generated for the node from an "allUnique"
source. The ‘'allUnique' is considered a dataset that was
extracted from the original dataset by selecting the unique
values from the set of data values.

e Preprocessing is applied to the node's data using a scaler and
an encoder. The scaler considered the file of the scalar model
for further analysis.

e A prediction is made using a classification model.

b. If the node's "attack™ condition becomes true after prediction, it
means the node's behavior indicates an attack. In this case, the
following actions occur:

e A log message is printed with the result of the hybrid model's
prediction for the node.

e A prediction is made using a clustering model.

c. After the second prediction (using clustering model), if the node's
"cluster” value is equal to 1, the node is considered to be blocked:

e The appearance of the corresponding item in a list box is
changed to a red background color.

e A log message is printed indicating that the node is blocked.

d. If the node's "cluster” value is not equal to one, it means the node is
not fully malicious and is temporarily blocked for 5 transactions:

e The appearance of the corresponding item in a list box is
changed to an orange background color.

e A log message is printed indicating that the node is blocked

for 5 transactions.
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e.If the node's "attack" condition is not met after prediction from
modell, it means the node is not malicious:

e The appearance of the corresponding item in a list box is
changed to a green background color.

e |f a node's "attack” condition was initially true, a separate set
of actions is taken. If the node's "cluster™ value is 0, indicating
that it's not part of a malicious cluster, the remaining number
of transactions for which the node should remain blocked is
decremented. Log messages are printed to reflect this status. If
the remaining count reaches zero, the node's "attack"
condition is set to False, meaning the node is no longer
considered an attacker.

3.3 The Summary

e As a result, this dissertation proposes a hybrid approach to DDoS
attack detection. It is a combination of the RNN and LSTM techniques.
The advantage of the proposed strategy is that it is quick and highly
accurate. The result of this idea is to safeguard the cryptocurrency
network services from DDoS flooding fraud, which causes complete
network failure.

¢ Building an effective DDoS detection system using a hybrid RNN-
LSTM model requires careful model selection, extensive training on
representative data, and thorough evaluation. Additionally, ongoing
monitoring and updates are crucial to ensure the model remains
effective in the face of evolving attack techniques.

e Designing an effective hybrid deep learning model for DDoS detection
requires careful consideration of the individual models used, the
integration strategy, and extensive testing and validation. Additionally,
ongoing monitoring and updates to the model are crucial to adapt to

new attack techniques and maintain high accuracy levels.
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e The purpose of GUI model construction is related to detecting and
preventing DDoS attacks on a blockchain platform. The application
provides a user interface for configuring and managing nodes within
the blockchain platform, as well as displaying the results of various
model predictions and operations. The model provides a Ul that allows
users to configure and manage nodes within the blockchain platform.
This could involve tasks such as adding new nodes, removing nodes,
adjusting configurations, and monitoring the status and performance of
existing nodes.

e Effective node management is crucial for ensuring the stability and
reliability of a blockchain network depending on hybrid deep learning
model and clustering model. This suggests that the platform may
incorporate some form of predictive modeling, likely related to the
blockchain's operations. This could include algorithms that predict
various aspects of blockchain behavior, such as potential security

vulnerabilities.
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4.1 Introduction

This chapter presents the results of a proposal for DDoS attack
detection using a hybrid deep learning model and attack prevention
through a GUI model. Additionally, it explains the methodology
introduced in chapter three.
4.2 The Execution Environment Requirements

The proposed system is implemented on an Intel Core i7 system.
The system is furnished with 16 gigabytes of RAM and SSD with a
capacity of 1 terabyte running the Windows operating system. It utilizes
the Sci-Kit Learn libraries to implement machine learning and deep
learning techniques in Python. The GUI for demonstrating the attack
detection model and the clustering model, as well as preventing DDoS
attacks from accessing cryptocurrency exchange platforms, was created
using the Python programming language.
4.3 The Supervised ML-based DDOS Attacks Classification

Using supervised machine learning, it is possible to categorize
DDoS attacks by analyzing diverse attributes and traits of network traffic.
When conducting such classification, the outcomes may differ based on
various factors, including the dataset used, the choice of ML algorithm,
feature engineering, and the evaluation metrics applied. In our
dissertation, we introduced a Hybrid Deep Learning Model that combines
RNN and LSTM algorithms. The proposed system was trained using a
dataset related to the Bitcoin network services.
4.3.1 The Experimental Results

The model encompasses various deep learning techniques,
particularly on RNN and LSTM. Additionally, the implementation of the
suggested hybrid approach, denoted as RNN-LSTM. To demonstrate the
effectiveness of this hybrid approach in detecting DDoS attacks, a

confusion matrix was utilized to showcase its robustness, particularly in
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terms of sensitivity in the detection of DDoS attacks. In attack detection,
TP and FN are pivotal metrics. TP represents the count of accurately
classified attacks, while FN stands for the count of attacks erroneously
categorized as benign records. Moreover, TN denotes the count of
correctly classified benign records, while FP represents the count of
benign records mistakenly classified as attacks. The process of feature
selection assumes a crucial role in both machine learning and data
analysis, involving the identification of a subset of relevant features
(variables or attributes) from the original set within the dataset. The
hybrid model was applied to multiple datasets, including CSE-CIC-
IDS2018 Dataset and CIC-IDS2017 Dataset. Due to these data sets
containing a huge number of data and many features, the feature selection
model was applied to them to select a specific number of features before
conducting training. Our proposal used three case study :
The 1% Dataset

The Mt.Gox dataset contains 9 features The experimental results
show that the Mt.Gox dataset hybrid model in this work can identify
DDoS attacks with an average accuracy of 95.84%. Figures 4.1-4.3,
respectively depict the results of confusion matrix for the suggested
hybrid approach, which incorporates (RNN-LSTM), as well as individual
RNN and LSTM approches. As the confusion matrix for the hybrid model
shows, the correct prediction for the attack data is 174, while for the
normal data it is 247. The Confusion Matrix for the model, which is based
on the RNN algorithm, showed that the correct number for normal cases
was 232, while the number of data points for attacks was 190. Finally, the
confusion matrix for the model based on the LSTM algorithm showed
that the correct prediction for the normal data was 242, while the number

of attack data points was 168. Table 4.1 illustrates the features of Mt.Gox
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Figure 4.1: Confusion matrix for the suggested hybrid model

( RNN-LSTM)
Confusion Matrix
0 1
0 1 230 19
Ln
©
=3
g
1 19 190

Predictions

Figure 4.2: Confusion matrix of the RNN using Mt.Gox dataset
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Figure 4.3: Confusion matrix of the LSTM using Mt.Gox dataset

Table 4.1 presents the outcomes achieved through the utilization of
various deep learning approaches, including RNN, LSTM, and the hybrid
deep learning model. Figure 4.4 displays the graphical representation of
the performance evaluation findings, showcasing the proposed hybrid
model's performance in comparison to LSTM and RNN algorithms.

Table 4.1: Comparison of outcomes for the detection of DDoS attack

using various deep learning approaches

Suggested Hybrid
Performance LSTM
Vs RNN Model Model Model
(RNN-LSTM)
Accuracy 0.919214 0.926100 0.958400
Precision 0.988636 0.960000 0.988827
Recall 0.832536 0.803828 0.846890
F1 score 0.903896 0.875000 0.912371
Cohen’s kappa | 0.835095 0.785985 0.848642
ROC AUC 0.912252 0.887858 0.916393
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0.5 - —  HERNN
0.3 - LSTM

0.1 - B Proposed Hybrid Model
0 T T T T T T — (RNN'LSTM)

Figure 4.4:The performance evaluation graph for hybrid model in
comparison to the LSTM and RNN algorithms

Ultimately, Figure 4.5 displays the results of accuracy of the
suggested hybrid approach, while Figures 4.6 and 4.7 depict the results of
accuracy of the RNN and LSTM approaches, respectively. Accuracy
measures the overall performance on the entire dataset, while validation
accuracy specifically measures performance on a separate validation
dataset that the model has not seen during training. Accuracy serves as a
metric for assessing the overall performance of a classification model,
calculated as the ratio of correct predictions to the total number of
predictions made. On the other hand, validation accuracy is a metric
employed during the training of a machine learning approach. It is the
considered accuracy of the model on a validation dataset. The validation
dataset constitutes a distinct portion of the data that remains untouched
during training but is employed to assess the model's performance

throughout the training process. Vigilantly monitoring validation
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accuracy is vital to prevent overfitting. A situation where training
accuracy is high but validation accuracy is low suggests that the model is
too tailored to the training data and may struggle to generalize to fresh,

unseen data. Notably, the hybrid model demonstrated superior

performance compared to the other algorithms.
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Figure 4.5: The accuracy of the suggested hybrid approach

using Mt.Gox dataset
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Figure 4.6: The accuracy of the RNN using Mt.Gox dataset
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Figure 4.7: The accuracy of the LSTM using Mt.Gox dataset

The 2" Dataset

CIC-IDS2017 Dataset contains 79 features as showed in Table
(3.2). The size of the data is 225745 contains ('Benign': 97718, ' DDoS "
128027). The system applied an RF algorithm for feature selection.
However, the result of our feature selection proposal model has 18
features as indicated in Table 4.2.

Table 4.2: The selected features of the CIC-1DS2017 Dataset

No. Selected Features
0 Destination Port
1 Total Fwd Packets
2 Total Length of Fwd Packets
3 Fwd Packet Length Max
4 Fwd Packet Length Mean
5 Fwd Packet Length Std
6 Bwd Packet Length Std
7 Fwd IAT Total
8 Fwd IAT Mean
9 Fwd IAT Std
10 Fwd IAT Max
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11 Fwd Header Length

12 Avg Fwd Segment Size
13 Fwd Header Length

14 Subflow Fwd Packets
15 Subflow Fwd Bytes

16 Subflow Bwd Bytes

17 Init. Win_bytes forward
18 act _data_pkt fwd

The confusion matrix for the suggested hybrid model for CIC-
IDS2017 Dataset is shown in Figures 4.8. Where the results showed that
the number of attack data was 24595, while the prediction result for the
normal data was 18472,

Confusion Matrix

0 1
0 18472 1066
L
T
&
<L
1 1010 24595

Predictions

Figure 4.8: The confusion matrix for the suggested hybrid model
for CIC-1DS2017 Dataset
The experimental findings indicate that the CICIDS2017 dataset
hybrid model in this work can identify DDoS attacks with an average
accuracy of 95.40%. Where batch size=10000, epochs = 10. The model
calculates various evaluation metrics using the trained model. The table
(4.3) displays metrics for evaluating performance including precision,

accuracy , F1-score , recall, , cohen's Kappa, and ROC AUC.
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Table 4.3: The outcomes for the detection of DDoS attack under CIC-
IDS2017 Dataset using proposed hybrid model

Performance | Hybrid Approach
Metrics (RNN-LSTM)
Accuracy 0.954013
Precision 0.958458
Recall 0.960555
F1 score 0.959505
Cohen’s kappa 0.906302
ROC AUC 0.952997

The 3" Dataset

CSE-CIC-IDS2018 Dataset contains 80 features as showed in
Table (3.1). The size of the data is 1048575 contains (‘Benign’: 360833,
‘Attack’: 687742). After executing several steps, involving data
preprocessing and feature selection, and model building hybrid model
combining both SimpleRNN and LSTM layers, the model was applied to
train and evaluate performance using various metrics. However, the result

of our feature selection model has 18 features as illustrates in Table 4.4.

Table 4.4: The chosen attributes within the CSE-CIC-1DS2018 Dataset

Z
o

O | N oUW NIFL| O

Selected Features
Dst Port

Tot Fwd Pkts

Tot Bwd Pkts
TotLen Fwd Pkts
Fwd Pkt Len Max
Fwd Pkt Len Mean
Fwd Pkt Len Std
Bwd Pkt Len Mean
Bwd Pkt Len Std
Fwd IAT Std
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No. Selected Features
10 Fwd IAT Min

11 Bwd IAT Min

12 Fwd Header Len
13 Bwd Header Len
14 Pkt Size Avg

15 Fwd Seg Size Avg
16 Bwd Seg Size Avg
17 Subflow Fwd Pkts
18 Subflow Fwd Byts
19 Subflow Bwd Pkts
20 Init Bwd Win Byts
21 Fwd Act Data Pkts

Figure 4.9 illustrates the results of confusion matrix for the
suggested hybrid model (RNN-LSTM) applied to the CSE-CIC-1DS2018
Dataset. The results indicate that the number of attack data points was

71704, while the prediction result for normal data was 137531.

Confusion Matrix
o 1

0 137531 17

Actuals

1 - 463 71704

Predictions

Figure 4.9: The results of confusion matrix for the suggested hybrid
approach (RNN-LSTM) applied to the CSE-CIC-1DS2018 Dataset
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The empirical findings demonstrate that the CSE-CIC-1DS2018
dataset hybrid approach in this work can identify DDoS attacks with an
average accuracy of 99.77%.Where batch size=10000, epochs = 10 as
illustrated in Table 4.5.

Table 4.5: The outcomes for detecting DDoS attacks in the (CSE-CIC-
IDS2018) Dataset using the suggested hybrid model

Performance Propol\s/leddl—:ybrld
Metrics 0de
(RNN-LSTM)
Accuracy 0.997711
Precision 0.999763
Recall 0.993584
F1 score 0.996664
Cohen’s kappa 0.994922
ROC AUC 0.996730

4.3.2 The Comparison of the Proposed Hybrid System Against
Related Works

The current dissertation attains a notable level of accuracy,
approximately 95%, when compared to other empirical investigations
using the first case study dataset. Table 4.6 provides a comparison of the
accuracy in DDoS attacks detection between this proposed model and
previous empirical. Achieving a high level of accuracy in DDoS attacks
detection is a significant accomplishment, especially when compared to
previous experimental studies. It illustrates the efficacy of the proposed
model in this particular case study dataset where the data in this dataset is
complex and challenging due to its relation to cryptocurrency services,
specifically Bitcoin.
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Table 4.6: Evaluating the effectiveness of the suggested approach for
detecting DDoS attacks on Bitcoin, in comparison to other empirical
investigations utilizing the Mt.Gox dataset

R Published | The Detection The
ef.
year Approaches Accuracy
The approach of
[13] 2014 Word based 75%
classifier
The approach of
[10] 2019 Multi-Layer 50%
Perceptron(MLP)
The Suggested ] o
Hybrid Approach RNN-LSTM 95%

4.4.The Unsupervised ML-based DDOS Attacks Clustering

Clustering can be used in combination with other machine learning
techniques in an ensemble approach, which can enhance the overall
effectiveness of DDoS detection. Clustering can provide visual
representations of network traffic data, making it easier for analysts to
interpret and understand the data.

There were 945 attack cases after acquiring data on the attacks
from the dataset model outlined in section 3.3.1. Following this, two
clustering algorithms GMM and AHC were implemented. The results
obtained were from the AHC clustering model, as illustrated in Figure
4.10. The model produced three clusters: the first containing 495 attack
cases, the second containing 278 attack cases, and the third containing
181 attack cases. The results of these clusters were utilized in the stage of
constructing the platforms for testing and simulating the nodes that will
join the blockchain network, determining whether they are attack or

normal.
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Clustering Model test on 954 case.
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Figure 4.10: The AHC Results
The results were obtained from the clustering model of the GMM
method illustrated in Figure 4.11. The first cluster comprises 484
instances of attacks, while the second cluster encompasses 470 attack
cases.

Clustering Model test on 954 case.
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Figure 4.11: The GMM Results

Count of each cluster
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4.5 The GUI Environment Results
As mentioned in Section 3.2.6, GUI model proposal was discussed.
Two types of models were built, the first using the AHC algorithm, and
the second using the GMM algorithm. These models were built in the
Python language for the purpose of simulating the proposed system to
detect DDoS attacks, as well as applying the clustering model for the
purpose of determining the type of nodes, whether they are attacked or
normal. If the node is an attack, it is prevented from joining the
blockchain network; but, if it is normal, it will be permitted to join the
network in order to conduct cryptocurrency exchanges. Simulation model
illustrated in Figure 4.12.This model contains three tabs: Configuration,
Nodes information, and Results. Configuration tab contains several
textboxes as follows:
1- Number of nodes in Platform: represents the number of nodes that
will enter this platform to be processed and is determined
2- Scalar : It contains a scalar that includes the data obtained after the
scaling process
3- Label Encoder: represents the data on which an encoding operation
was performed in the  preprocessing stage.
4- Classification Model: It is the model for the hybrid proposal to
detect DDoS attacks
5- Clustering Model: It is the model for collecting the attack data into
groups according to the type of algorithm used
6- Dataset Path: represents the original data set that was used, which is

the data that was referred to in section 3.4. as a first case study.
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t? DDOS Detection on Bleckchain Platform —

Configuration  Nodes Information  Results

MNumber of Modes in Platform :

20
Scalar:

EM\blockchainDdos/tools/scaler.pkl

Select Scaler File |

Label Encoder:
EX\blockchainDdos/tools/labelEncoder.pkl

Select Encoder File |

Classification Model :
EM\blockchainDdos/tools/model keras

Select Classification Model File |

Clustering Maodel :
EvblockchainDdos/tools/cluster_model2.pkl

Select Clustering Model File |

Dataset Path :
Ei\blockchainDdos/datasets/bteservices.csv

Select Dataset File |

Load Configuration |

Start

Figure 4.12: GUI Model
Our study created part of a GUI application for DDOS detection on

a blockchain platform. This model uses the Tkinter library for creating
the GUI and utilizes machine learning models to detect DDOS attacks on
blockchain nodes. There are functions defined for various actions, such as
selecting files, loading configurations, starting the operation, and
handling node selection. A Node class is defined to represent a
blockchain node. Each node has attributes for values, clusters, remaining
blocked transactions, and an attack flag. It also includes methods for
generating random data, preprocessing data, and making predictions

using machine learning models. Two GUI were built as follows:
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4.5.1 GUI Model 1 Using the AHC Algorithm

In this model, the clustering model, which uses the AHC algorithm,
has been applied. The first step is to input 20 nodes to test them on the
GUI when the model is running. The nodes were initially given values,
and preprocessing was applied to each node. The values were gathered
from the original dataset. finding the unique values, adding them to the
new data, and then randomly assigning these values to the nodes. All
nodes in the initial round are assumed to be normal, therefore they are
tested after entering the first model, which represents the hybrid model.
The nodes will be granted the green signal if they are normal, but if they
attack, they are moved towards the second model, which is essentially the
cluster represents. The cluster model of this GUI will be based on the
AHC algorithm. The node will then be analyzed after that. It will give a
yellow color and one transition if it is in the first cluster, represented by
cluster 0, an orange color and five transitions if it is in the second cluster,
represented by cluster 1, and a red color and a permanent block if it is in
the third cluster, represented by cluster 2.
+ The First Round for GUI Model 1

The first, second, and third nodes have all changed to a green
color, indicating that all is normal. The fourth node changed to orange,
indicating that the model identified it as an attack. It will remain this way
for five transactions, after which it is scheduled for another test. About
the fifth node, it appears that it has adopted the yellow color, indicating
that it is an attack and will wait for one transition before reentering it for
another test. The algorithm assigned the sixth node a red
color considering it an attack, and permanently placed a block on it.
These nodes are displayed in Figure 4.13.
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I? DDOS Detection on Blockchain Platform —

Configuration Modes Information Results

node information :

Start

Figure 4.13. List of nodes for the first round in GUI modell

The nodes' state is shown on the Result tab. They are not shown in
this window if their status is Normal. It is recorded that these nodes have
been given a Block if they are attacked. Furthermore, the status of nodes
that take more than one transduction will be shown. The outcomes of the
hybrid model for such nodes will be displayed that represent the result of
the prediction for the nodes. Additionally, The total time of these
procedures will also be computed. The total time of execution for the first
test was 4.869399070739746 in seconds as illustrated in Figure 4.14.
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t? DDOS Detection on Blockchain Platform —

Configuration ~ MNodes Information

Result of hyprid model for node 4 is - [[0.819231]]
Node 4 is blocked for 5 transactions.

Result of hyprid model for node 5 is - [[0.65263855]]
Node 5 is blocked for 1 transactions.

Result of hyprid model for node 6 is - [[0.6811675]]
Node 6 is blocked.

Result of hyprid model for node 7 is : [[0.9921167]]
Node 7 is blocked for 1 transactions.

Result of hyprid model for node 10 is - [[0.9688633]]
Node 10 is blocked.

Result of hyprid model for node 16 is : [[0.8757763]]
Node 16 is blocked.

Result of hyprid model for node 17 is - [[0.84931993]]
Node 17 is blocked for 1 transactions.

Result of hyprid model for node 19 is : [[0.98974454]]
Node 19 is blocked for 5 transactions.

Time of execution is - 4. 869399070739746 in seconds.

Start

Figure 4.14. The results for the first round in GUI model 1

+ The Second Round for GUI Model 1

The red nodes, which are nodes 6, 10, and 16, stayed constant in
the second test because they had previously given a block for all time.
Eventually, it found out that Node 9 had changed its status from Normal
to Attack in yellow color, indicating that it would wait for one transaction
before reentering the system to retest it. Whereas Nodes 12, 14, and 16 all
became attacks and were permanently assigned the color red and blocks,

respectively. Figure 4.15 illustrates this procedure.
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l? DDOS Detection on Blockchain Platform —

Configuration | Nodes Information | Results

node information :

Start

Figure 4.15. List of nodes for the second round in GUI model 1

According to Figure 4.16, which displays the results of the second
test, Node 4 is still blocking four transactions, while Nodes 5 and 7 are no
longer blocking any transactions. Additionally, the outcome of the hybrid
model for Node 9 is 0.99167717, which has led to the assignment of a
block for one transition to Node 9. Since many nodes have received a
permanent block, preventing them from re-entering the testing system, the
overall execution time is now shorter than in the previous stage. As a
result, it took 1.1465935707092285 seconds to complete all actions on all
nodes.
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t? D005 Detection on Blockchain Platform —

Configuration  Modes Information

Mode 5 1s blocked for 1 transactions. A
Besult of hyprid model for node 6 is : [[0.6811675]]
Node 6 is blocked.

Besult of hyprid model for node 7 is : [[0.9921167]]
Node 7 is blocked for 1 transactions.

Besult of hyprid model for node 10 is - [[0.9688633]]
Node 10 is blocked.

Besult of hyprid model for node 16 is - [[0.8757763]]
Node 16 is blocked.

Besult of hyprid model for node 17 is - [[0.84931993]]
Node 17 is blocked for 1 transactions.

Besult of hyprid model for node 19 is - [[0.98974454]]
Node 19 is blocked for 5 transactions.

Time of execution is : 4.869399070739746 in seconds.
Node 4 still blocked for 4 transaction.

Node 5 still blocked for 0 transaction.

Node 7 still blocked for 0 transaction.

Result of hyprid model for node 9 is - [[0.99167717]]
Node 9 is blocked for 1 transactions.

Result of hyprid model for node 12 is - [[0.89025587]]
Node 12 is blocked.

Result of hyprid model for node 14 is - [[0.99174106]]
Node 14 is blocked.

Node 17 still blocked for 0 transaction.

Node 19 still blocked for 4 transaction.

Time of execution is : 1.1465935707092285 in seconds.

Start

Figure 4.16. The results for the second round in GUI model 1
+« The Third Round for GUI Model 1

In the third test, it was revealed that nodes 6, 10, 12, 14, and 16
were blocked indefinitely and did not participate in the test. On the other
hand, nodes 1, 2, and 3 were marked as normal and assigned a green
status, granting them access to the blockchain network.
Node 5 remains in an orange state due to its classification as an attack
node, but with limitations on its transmissions. Node 7, previously
yellow, has been reclassified as red, indicating it was detected as a threat

and subsequently blocked from future access to the system. The status of
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the remaining nodes varies according to their respective conditions as

depicted in Figure 4.17.

t? DDOS Detection on Blockchain Platform — =

Configuration | Nodes Information | Results

node information :

Start

Figure 4.17. List of nodes for the third round in GUI model 1

The list of results for the third test shows that Node 4 remains
blocked for three transitions, and the result of the hybrid model for Node
715 0.97920156. Therefore, Node 7 is considered an attack and is given a
block. Node 9 remains blocked for zero transmissions. Meanwhile, the
result of the hybrid model for Node 17 is 0.97154593. Consequently,
Node 17 is used to block one transition. Node 19 continues to block for
three transitions. Finally, the total execution time was calculated as
follows: 1.1178386211395264. Figure 4.18 illustrates these results.
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E? D005 Detection on Blockchain Platform - b4

Configuration  Nodes Information { Results

Result of hypnd model for node 17 15 - [|U.84931993]| A
Node 17 is blocked for 1 transactions.

Result of hyprid model for node 19 is - [[0.98974454]]
Node 19 is blocked for 5 transactions.

Time of execution is : 4. 869399070739746 in seconds.
Node 4 still blocked for 4 transaction.

Node 3 still blocked for 0 transaction.

Node 7 still blocked for 0 transaction.

Result of hyprid model for node 9is - [[0.99167717]]
Node 9 is blocked for 1 transactions.

Result of hyprid model for node 12 is - [[0.89025587]]
Node 12 is blocked.

Result of hyprid model for node 14 is - [[0.99174106]]
Node 14 is blocked.

Node 17 still blocked for () transaction.

Node 19 still blocked for 4 transaction.

Time of execution is - 1.1465935707092283 in seconds.
Node 4 still blocked for 3 transaction.

Result of hyprid model for node 7 is - [[0.97920156]]
Node 7 is blocked.

Node 9 still blocked for 0 transaction.

Result of hyprid model for node 17 is - [[0.97154593]]
Node 17 is blocked for 1 transactions.

Node 19 still blocked for 3 transaction.

Time of execution is : 1.1178386211395264 in seconds.

Start

Figure 4.18: The results for the third round in GUI model 1
4.5.2 GUI Model 2 Using the GMM Algorithm

In this model, the clustering model, which uses the GMM
algorithm, has been applied. The first step is to input 20 nodes to test
them on the platform when the simulation is running. This platform
differs from the first platform because it is based on the GMM algorithm.
The result of this algorithm yields two clusters. The node can either be
attacked and remain blocked indefinitely while being marked in red, or it
can be attacked but marked in orange and allowed to re-enter the system

for testing after five transitions.
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+ The First Round for GUI Model 2

At the beginning of the initial testing of the second simulation
model, we discovered that nodes 6, 8, and 15 were assigned a red color
and blocked indefinitely because they were deemed the most susceptible
to attacks.
On the other hand, nodes 1, 2, 3, 11, 12, 16, and 20 were marked with
orange and considered an attack, but they will remain in a transaction
state for five cycles before being allowed to re-enter the system for
further testing. As for the remaining nodes, they were assigned a green
color, signifying that they are operating normally as depicted in figure
4.19.

# DDOS Detection on Blockchain Platform - *

Configuration ~ Modes Information  Results

node information :

Start

Figure 4.19. List of nodes for the first round in GUI model 2
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The results window shows the result of the hybrid model for Node
1, which is 0.99223083. It was considered an attack and given a block for
five transactions. The result of the hybrid model for Node 2 was
0.99133915. It was also considered an attack and was given a block for
five transactions, while the result for Node 6 was given a permanent
block and was considered an attack. The result of the hybrid model for it
was 0.7823493 as depicted in figure 4.20.

t? DDOS Detection on Blockchain Platform -

Configuration ~ Nodes Information  Results

Result of hyprid model for node 1 is - [[0.99223083]]
Node 1 is blocked for 5 transactions.

Result of hyprid model for node 2 is - [[0.99133915])
Node 2 is blocked for 5 transactions.

Result of hyprid model for node 3 is - [[0.5071897]]
Node 3 is blocked for 3 transactions.

Result of hyprid model for node 6 is - [[0.7823493]]
Node 6 is blocked.

Result of hyprid model for node 8 is - [[0.99097264]]
Node 8 is blocked.

Result of hyprid model for node 12 is - [[0.62937295]]
Node 12 is blocked for 5 transactions.

Result of hyprid model for node 14 is - [[0.79548913]]
Node 14 is blocked for 5 transactions.

Result of hyprid model for node 15 is - [[0.9918545]]
Node 15 is blocked.

Result of hyprid model for node 1645 - [[0.5151234])
Node 16 is blocked for 5 transactions.

Result of hyprid model for node 20 is - [[0.9804614]]
Node 20 is blocked for 5 transactions.

Time of execution is - 4.642859935760498 in seconds.

Start

Figure 4.20. The results for the first round in GUI model 2
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% The Second Round for GUI Model 2

In this attempt, it was found that nodes 5, 9, 10, and 13 had
changed from normal to attack. However, they would be given a block for
five transactions. After that, they would be allowed to enter the testing
mode again. As for nodes 6, 8, and 15, they are not allowed to enter the
blockchain network at all. Instead, they are given a block from the

previous state of the test as depicted in figure 4.21.

# DDOS Detection on Blockchain Platform - hd

Configuration ~ MNodes Information  Results

node information :

Start

Figure 4.21. List of nodes for the second round in GUI model 2
The results shows that nodes 1, 2, 3, 5, and 13 remained in a block
for five transactions, while nodes 14, 16, and 20 remained in a block for
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four transactions. Node 9 was given a block indefinitely, as the hybrid
model result for Node 9 was 0.96820396. In contrast, the results of the
hybrid model for nodes 10 and 13 were 0.5569448 and 0.8662779,
respectively. Ultimately, the total execution time for the second test was
calculated to be 0.880664587020874 seconds as depicted in figure 4.22.

@‘ DONOS Detection on Blockchain Platform —

Configuration ~ Modes Information i Results :

MNode 12 is blocked tor 3 transactions.

Result of hyprid model for node 14 is - [[0.79548913]]
Node 14 is blocked for 5 transactions.

Result of hyprid model for node 15 is - [[0.9918545]]
Node 15 is blocked.

Result of hyprid model for node 16 1s - [[0.5151234]]
Node 16 is blocked for § transactions.

Result of hyprid model for node 20 is - [[0.9804614]]
Node 20 is blocked for 5 transactions.

Time of execution is - 4.642859935760498 in seconds.
Node 1 still blocked for 4 transaction.

Node 2 still blocked for 4 transaction.

Node 3 still blocked for 4 transaction.

Result of hyprid model for node 5 is - [[0.96820396]]
Node 5 is blocked for 5 transactions.

Result of hyprid model for node 9 is - [[0.646249])
Node 9 is blocked.

Result of hyprid model for node 10 is - [[0.5569448]]
Node 10 is blocked for 3 transactions.

Node 12 still blocked for 4 transaction.

Result of hyprid model for node 13 is - [[0.8662779]]
Node 13 is blocked for 3 transactions.

Node 14 still blocked for 4 transaction.

Node 16 still blocked for 4 transaction.

Node 20 still blocked for 4 transaction.

Time of execution is - 0.880664587020874 in seconds.

Start

Figure 4.22. The results for the second round in GUI model 2
¢ The Third Round for GUI Model 2

Nodes 6, 8, 9, and 15 are still blocked indefinitely. Meanwhile,
nodes 4, 7, 11, 17, and 19 have been marked in green, as the system

deems them normal. The remaining nodes are considered attacks and will
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remain blocked for a certain number of transfers, until re-entry into the
system is permitted for further testing. When referring to any node, we
find that all of its information is displayed at the bottom of the screen,
represented by the images associated with these nodes. Figure 4.23

provides a visual representation of this process.

# DDOS Detection on Blockchain Platfarm - X

Configuration ~ Modes Information  Results

Node Data: Travel / Tourism / Leisure,Bitcoin promotional articles, http://www.individualpubs.co.uk/haymakers
Crypto Stick,92.63.169.8,False, Trug, False

Start

Figure 4.23. List of nodes for the third round in GUI model 2

The results screen shows that nodes 1, 2, 3, 12, 14, 16, and 20 still
form a three-transaction block. Nodes 5 and 13 continue to constitute a
four-transaction block. Node 18, which was attacked and given five
transactions, has been re-entered into the system for testing purposes.
This decision was made because the result of the hybrid model for these
nodes is 0.99203783. The total time taken for this third test was
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0.5468471050262451. Figure 4.24 provides a detailed overview of this

stage.

(? DDOS Detection on Blockchain Platform —

Configuration  Modes Information | Res

HKesult of hyprid model for node 5 is - [|0.96820396]] A
Node 3 is blocked for 3 transactions.

Result of hyprid model for node 9 is : [[0.646249]]
Node 9 is blocked.

Result of hyprid model for node 10 is : [[0.5569448]]
Node 10 is blocked for 5 transactions.

Node 12 still blocked for 4 transaction.

Result of hyprid model for node 13 is - [[0.8662779]]
Node 13 is blocked for 5 transactions.

Node 14 still blocked for 4 transaction.

Node 16 still blocked for 4 transaction.

Node 20 still blocked for 4 transaction.

Time of execution is : 0.880664587020874 in seconds.
Node 1 still blocked for 3 transaction.

Node 2 still blocked for 3 transaction.

Node 3 still blocked for 3 transaction.

Node 5 still blocked for 4 transaction.

Node 10 still blocked for 4 transaction.

Node 12 still blocked for 3 transaction.

Node 13 still blocked for 4 transaction.

Node 14 still blocked for 3 transaction.

Node 16 still blocked for 3 transaction.

Result of hyprid model for node 18 is - [[0.99203783]]
Node 18 is blocked for 5 transactions.

Node 20 still blocked for 3 transaction.

Time of execution is : 0.5468471050262451 in seconds.

Start

Figure 4.24. The results for the third round in GUI model 2
Table 4.7 displays the total time taken to perform the three tests on
the first and second GUI models. It turns out that the second GUI model,
which utilizes the GMM algorithm in the assembly stage, requires less
execution time than the first simulation model, which relies on the AHC

algorithm.
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Table 4.7. Total execution time for all GUI models

. Total execution time Total execution time
for GUI model 1 for GUI model 2

First 4.869399070739746 4.642859935760448
Round second second

Second 1.465935707092285 0.880664587020874
Round second second

Third 1.1178386211395264 0.5468471050262451
Round second second

Figure 4.25 showing the total time taken to perform tests on the
first and second GUI models, and highlights the difference in execution
times between the two models due to their reliance on different
algorithms (GMM for the second GUI model and AHC for the first GUI

model).

m Total execution time
for GUI model 1 in
second

m Total execution time
for GUI model 2 in
second

Second
round

round Third

round

Figure 4.25:Total execution time for GUI model 1 and GUI model 2
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5.1 The Conclusions

Protecting a cryptocurrency platform from DDoS attacks is crucial

to ensure the platform's availability and reliability. The employing a

combination of some strategies can significantly reduce the risk and

impact of such attacks on cryptocurrency platform. The rest of the

conclusion can be listed as follows:

1-

3-

The proposed hybrid deep learning model for DDoS attack detection
Is considered an acceptable solution for detection and a highly
accurate model as a classification model .

The success of proposed hybrid model greatly depends on specific
data and the data preprocessing steps. It's recommended to
experiment with different architectures and hyper parameters and to
ensure that the data is properly preprocessed before feeding it into
the model. Also, it's good practice to monitor the training process
using validation data to prevent overfitting and achieve the best
results.

The proposed clustering model can adapt to changing network

conditions and evolving attack patterns. They can learn and adjust over

time, improving their effectiveness by grouping similar data points

together.

4-

5-

Data augmentation is a frequently employed technique in deep
learning and machine learning geared towards improving the
performance of models, particularly in tasks like object detection
and natural language processing..

The specific results we obtain will vary depending on the quality and
size of our dataset, the choice of ML approach, and the level of
expertise in feature engineering and model tuning. Continuous
monitoring and updating of the model are also crucial, as DDoS
attack patterns can change over time.
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6- The proposal simulation model identifies and mitigates DDoS
attacks, helping to keep the platform of cryptocurrency exchange

accessible.
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5.2 The Suggested Future Works

1-

Remaining current with the latest research is imperative and adapt
the clustering-based detection system accordingly to maintain its
effectiveness. Additionally, combining unsupervised clustering with
other anomaly detection techniques or supervised machine learning
approaches can enhance the accuracy of DDoS attack detection.
Implement advanced artificial intelligence and machine learning
techniques for real-time DDoS detection on blockchain networks.
This could involve the development of models that adapt to evolving
attack patterns.

Investigate methods for coordinating DDoS detection and mitigation
across multiple blockchain networks, potentially through inter-
blockchain communication protocols.

The blockchain landscape evolves, and so do the potential threats
and attack vectors. It's important to stay updated with the latest
research and technologies to effectively defend against DDoS
attacks on blockchain networks.

Develop algorithms and protocols for dynamically allocating
resources (such as bandwidth and computing power) based on real-

time network conditions and potential DDoS threats.
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