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Abstract 

Recently, there has been a revolution in the use of Internet of Thing (IoT) 

devices, which is expanding into all fields related to human daily life. As in health 

care, quality of production, weather forecasting, smart cities, and other fields of 

life. The IoT is one of the important resources that generate massive amounts of 

data in efficient time. Data is heterogeneous and streaming continuously and 

widely distributed and needs effective techniques for resource management in 

storage, processing, and analysis. The data stream generated may contain missing 

values and anomalies, causing low accuracy and reliability in a system and 

deteriorating the system's performance. Most IoT devices lack the resources for 

processing data streams locally. Cloud Computing (CC) and the edge (CC 

gateway) can provide promising solutions, but they have drawbacks. Such as 

scalability and remoteness from data resources, heterogeneous data sources, a lack 

of resources for large processors, and low bandwidth. Subsequently, they lead to 

problems in security, high latency, low response time, dropping of data, and 

network overload 

This dissertation aims to build  adaptive architecture by combining the Smart 

Controller (SC) and services with the MQTT broker in the Fog Computing (FC). 

By benefiting from the advantages of the FC of the low latency, high response 

time, and high throughput the system performance is improved and the reliability is 

increased. In addition, integrates machine learning models for predicting the best 

number of services, and proves diagnosis the breast cancer.  

The SC makes decisions automatically about adding or removing new 

services. Moreover, the clean data is produced from functions in the services of the 

anomalies and missing values.  
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Experiments have been conducted on three datasets: Smart-Homes-

Temperature-time-Series-Forecasting (Smart-homes), Intel Berkeley Research Lab 

Sensor Data (Intel Berkeley), and Diagnostic Breast Cancer medical dataset (DBC) 

are used. Accuracy has been used to measure the quality of proposed models (One-

Class-Support vector machine), whereby the accuracy of anomaly detection 

reached 99.44% and 99.42% for the Intel Berkeley and Smart-homes datasets, 

respectively. The results of the proposed model that integrate PCA and KNN 

Number of Services Prediction  (PKNSP) model reached 0.0043 using the mean 

square error.  

The Prediction of Breast Cancer (BCP) model achieved an accuracy, 

precision, and F1- Score of 99.12%, 99.13%, and 99.12% respectively. The 

reduction of the data size by applying BCP model achieved a reduction of 68%. 

The findings demonstrated the effectiveness of the adaptive architecture by 

deploying a set of services and SC with an MQTT broker. The improvement in 

average latency is 91.65%, the response time is 97.34%, the reduction in data loss 

is 84.49%, and the throughput is 7.07 j/s in the proposed architecture. 
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1. Chapter One: Background and Overview 

1.1. Introduction 

The Internet of Things (IoT) is a dynamic global network infrastructure 

with self-configuring capabilities based on standard and interoperable 

communication protocols where physical and virtual "things" have identities, 

physical attributes, and virtual personalities use intelligent interfaces, often 

communicate data related with users and their environments [1]. The IoT has 

become a crucial part of our everyday lives. The IoT generates a massive data 

stream that is continually transmits to (the gateways or fog nodes) and then to the 

cloud for processing, analysis, and storage [2]. The massive stream requires rapid 

preprocessing, a high response time, and low latency. In addition, it may contain 

missing values, and anomalies, or it can lead to increase an overload on the system 

services [3].  

IoT applications are specific use cases or implementations of IoT 

technology to solve particular problems or provide specific functionalities [1]. 

These applications exploit the data produced by Internet of Things devices to 

improve user experiences, streamline workflows, and provide services. Smart 

cities, healthcare monitoring, industrial automation, smart homes, and agricultural 

monitoring are a few examples of IoT applications [4]. The IoT applications that 

use stream processing have high latency requirements in order to be functioned 

correctly [5].  

IoT devices are real-world "things" or physical objects that have been fitted 

with sensors, actuators, and communication features so they can gather, transfer, 

and receive data via the Internet. The generation of data by IoT devices is essential 

for apps to exploit in order to get insights and take action [1], [4].  
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An IoT system is a network of networked devices, also called "things," that 

share data and communicate with one another via the Internet. These devices could 

be commonplace items that have sensors, software, and other technology 

integrated into them for data collection and exchange. To enable intelligent, 

automated, and frequently remote monitoring and control of physical things, IoT 

systems generally integrate hardware, software, communication protocols, and data 

analytics[4]. IoT system performance may be deteriorated and stop, and data could 

be lost [6]. With the slow data stream processing in the IoT services, the system 

could be unstable or degraded; thus, the data would be dropped, reducing the 

system's reliability and Quality of Services (QoS) [7]. Therefore, the big challenge 

is how to efficiently fast data processing locally in efficient time with decreased 

overload on the system services[8]. 

The "IoT services" refers to the various services and capabilities that are 

provided in the context of the IoT. IoT services play a crucial role in facilitating 

communication, data management, and functionality in IoT environments [9]. 

Cloud computing (CC) is a model for enabling ubiquitous, appropriate, on-

demand network access to a shared grouping of configurable computing resources 

(e.g., networks, servers, storage, applications, and services) that can be rapidly 

provisioned and released with the least management effort or service provider 

interaction [10]. CC is considered a promising solution for IoT data through the 

process of providing resources, storage, and development at the same time. Its use 

has led to changes in the way live, work, and study since it is announced around 

the year 2005 [3]. However, CC suffers has limited scalability, and the distance of 

data centers from IoT devices. Thus, the inability to meet the requirements of 

applications that need low latency and rapid decision-making with the need to 

compute large amounts of data transferred to the data center [11].  
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Therefore, it is needed to find technologies that are compatible with the 

requirements of  IoT applications such as Fog Computing (FC).   

FC is a decentralized environment, an extension of CC, and, at the same 

time, is close to the data source (the IoT platform)[12].  An IoT platform is a 

collection of services and technologies that make it easier to create, implement, 

and maintain IoT devices and applications. By providing developers and 

enterprises with a centralized environment, IoT platforms seek to reduce the 

complexity involved in developing and expanding IoT solutions[9] . 

The gateway is a device that acts as an interface between various 

communication protocols or networks. Interoperability is made possible via 

gateways, which allow data to move between systems or devices that employ 

various communication protocols [4]. 

In the context of fog computing, a fog node is a server or computing device 

that is located closer to the devices and sensors that are producing data, near the 

network's edge. Fog nodes enable networking, processing, and storage capabilities 

close to the devices, resulting in faster reaction times and more effective data 

processing[13]. FC is used to enhance data analysis and processing by working as 

a gateway for collecting data and making decisions in efficient time. Moreover, it 

can reduce latency and high response times, facilitate rapid processing, and bring 

computations closer to the data generation source for systems that need fast 

response [14]. 

Undoubtedly, using a  broker (publish/subscribe) is a straightforward and 

quick method to handle the massive data produced by IoT devices and process it 

close to the data source [15].  
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This is suitable for multiple and time-sensitive IoT systems, the publisher is 

unaware of the subscriber, and system failure is avoided if one of the subscribers is 

not connected to the Internet [16]. However, there are a variety of uses for the 

broker, such as: i) use a broker for routing the data. ii) dynamic data processing in 

fog nodes iii) resource management, energy, and content filtering. v) scheduling 

for load balancing and iv) determining the optimal data destination [17]. 

 This dissertation is going to employ the Message Queue Telemetry 

Transport (MQTT) broker combined with a Smart Controller (SC) that 

automatically controls the system's performance by enhancing the fast 

preprocessing of the data stream for IoT devices. In addition, employing Machine 

Learning (ML) algorithms inside the components (services and smart controller) of 

the system to increase accuracy and reliability. Moreover, investment in the FC 

environment provides the resources required for the applications of IoT and 

reduces latency, and improves service quality [18]. The FC paradigm have 

advantages, including a reduction in communication latency between a client's 

request and the cloud service provider's response time, a decrease in network 

congestion, the ability to compute at the fog nodes for devices, and a reduction in 

computational costs at the cloud server [19]. 

1.2. Problem Statement 

The massive data generated by IoT in efficient time leads to an overload on 

the system's services and might lead to performance degradation in terms of high 

latency, low throughput, low response time, and increased data loss. The dynamic 

scalability of IoT devices, massive amounts of data, and a variety of required 

processes for the data cannot be managed according to predetermined plans. Thus, 

it is highly required to use distributed and scalable solutions using an adaptive 
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architecture that has the ability to process different data streams in efficient time . 

In addition, an improvement in overall system performance is represented  by 

enhancing the QoS  measures in efficient time  that utilize available system 

resources. 

1.3. Aim of the Study 

The main aim of this dissertation is to improve the IoT system performance 

by automatically making decisions for adding or removing new services for the 

architecture and to achieve this, the following objectives will be considered. 

1. Constructing an adaptive architecture by benefiting from the power of a FC 

environment and message MQTT broker based on a dynamic model. 

2. Building a set of services based on ML algorithms for increasing velocity of 

data preprocessing. 

3. Building SC for making decisions dynamically in efficient time by 

developing a model integrating several MLs which is used for predicting the 

best number of services.  

1.4. Limitation and Challenges of Study 

The proposed architecture is implemented in cases with a huge data stream 

and efficient time  data generation, such as in healthcare, smart cities, and weather 

systems. However, this need for urgent decision-making automatically in efficient 

time  may not be feasible in situations where the data flow rate is low and there is 

no requirement for immediate responses. 

The main challenge in processing the data stream is how it is possible to 

quickly receive and process this data, which often has low latency and high 

response time requirements to extract insights and knowledge from raw data. In 
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addition to reducing data loss to increase reliability [20]. The variety of data from 

IoT devices presents a major challenge to the design of scalable IoT applications. 

Because it requires flexible systems in terms of adding modern IoT devices while 

taking into account the operation of devices of older models [21]. The system has 

one opportunity to process the data stream and extracts information from IoT-

generated massive data, as in anomaly detection [22], and missing values [23]. 

Moreover, the system has priorities in processing and require a high response rate 

and low latency. 

1.5. Dissertation Contributions  

This dissertation has achieved the following contributions in comparison to 

previous work: 

1. Proposing an adaptive architecture integrating the SC with an Smart broker 

(IB) to reduce the overload of the services in the FC node and ensuring 

interaction between IoT devices and services by distributing the data stream 

on a set of service. 

2. Detecting missing values and then anomalies from the data stream in the 

services, by using ML algorithms such as One-class-SVM and then 

correction.  

3. Making decisions dynamically to add (spawn) or remove (kill) service 

automatically in the system, according to the outcome of the SC Algorithm 

by collecting information from services in a screen table. 

4. Deploying initial service dynamically based on the data topic name that does 

not belong to an active set of currently deploying services. 

5. Improving overall system performance, QoS in terms of latency and 

throughput, and the system's reliability and stability by predicting the best 
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number of services based on the system state. 

1.6. Related Works 

Most researchers in the field of IoT systems and FC investigate three sides, 

approved architecture, system performance, and implementation tools. 

As for the study in [7] , the authors used a framework based on integrating 

fog with deep learning in the analysis of heart diseases. It provides health care as a 

service to users. It is used in applications that are sensitive to response time, high 

scalability, and load-balancing division of tasks. The authors used the broker for 

load balancing between services, receiving data from the gateway, determining 

which service is available, and sending data to the cloud if there is no service 

available. In healthcare, the task requests and, or input data from the edge are 

received by the broker component. The purpose of the request input module is 

resource management and task initiation is carried out on fog broker nodes, where 

the broker's location is a node inside the FC and within the framework (FogBus). 

The broker is made up of a security manager, data manager, resource manager, and 

cloud integrator. Due to the broker's position (within the FC environment or 

FogBus-based edge environment), it will receive job requests and/or input data 

from the gateway devices (mobile phones, laptops, and tablets), which serve as a 

fog device to gather sensor data from various sensors and forward this data to the 

broker nodes/workers for additional processing. Researchers did not dispense with 

the cloud, in addition to running a specific set of services to detect heart diseases,  

using a protocol HTTP to transfer data between IoT devices and services. 

The study in [24] has used a Smart Edge Broker (SEB), located at the edge of 

the network between IoT devices (sensors ) and services and datacenter all over the 

city, the purpose is to receive all the data from the sensors and analyze the request 

for data and how it is directed to the appropriate, SEB  provides intelligent data 
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routing functions at the edge of smart homes and services, thus transmitting data be 

more efficient. In smart cities, the distance between services and sensors is more 

than several kilometers, so it is normal to send and receive data for a long time, 

and thus the QoS decreases [15] and the larger the range to distribute devices, the 

more sensors to cover the range, and the greater the burden on the data center for 

data collection and transmission. 

The study in [15] has used FC, which extends the ability of an IoT gateway to 

handle a group of fog nodes and choose the appropriate fog node for the current 

data requirements that are within the QoS (latency and throughput). The challenge 

is in responding fast to key events that affect moving data streams before they are 

stored in the cloud. The solution uses fog, with a broker which is responsible for 

scheduling different applications and determining the available resources 

according to the current state of the system, in other words, determining the fog 

service that is suitable for applications according to the current state of the 

resources available to the system. 

The authors in [25] have used northbound broker ,the location  is in the added 

edge layer. The purpose of the broker is to manage the lifecycle of advanced IoT 

services deploy within an added edge layer (the position) of the network between 

the IoT and the cloud to support processing, communication and storage services 

near the end user, increasing performance, mobility, security, privacy, reducing the 

volume of exchanged data, ensuring low latency to access data, and energy saving. 

Testing of performance and functional results are used to evaluate this method. 

The study in [26] has used a lightweight IoT broker to manage a portion of 

context data, record data, and the dynamic coordination of data processing tasks. 

Many city services require very low latency and fast response time with 

significantly high storage and configuration costs if all the data sensors are shared 
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to the cloud. The fog computing [27] fits with the geographically distributed nature 

of smart city infrastructure and is mainly based on improving the deployment of 

tasks across the distributed edges in terms of providing bandwidth and reducing 

latency[17].  

The study in [2] has used a distributed mobile broker based on the publish-

subscribe model built using MQTT brokers. The role of the broker is to 

communicate the information on the appropriate topic to the appropriate 

subscriber. Initially, the publishers inform the broker of the amount and priority of 

the data. The priority is thus determined based on the data request. Depending on 

the value reported, the broker assigns a weight to the publishers, and the broker 

selectively chooses the data-collection area, positions, and collects data from 

nearby nodes. In this method, publishers who have massive and important data are 

collected in the list and then the broker can find them. Thus, The amount of time it 

takes the mobile broker to gather all of the nodes' available data is the data 

acquisition response time. 

The study in [16] has used the message brokers (RabbitMQ and Apache 

Kafka) inside the fog node to evaluate the performance. The message broker can 

also use a publish/subscribe communication model which is suitable for IoT 

systems that often consist of many connected devices that are published messages 

over the broker. The performance of each message of the broker is determined 

based on throughput and response time [17].  

The study in [21] has used a dynamic solution to deliver large-scale IoT data 

with low latency and high scalability by employing the cloud and the fog to 

address the problem of the huge amounts of data produced by IoT devices which 

needs to be transported, stored, and analyzed in appropriate places and be close to 

the source of its generation before sending it to the cloud. IoT devices require low 
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utilization of system resources, high usability, and high traffic to pass large and 

continuous data. At the network's edge, the hierarchical Publishing/Subscription 

broker paradigm is employed to support low-latency data delivery. Data latency 

will be decreased by enabling intermediaries to exchange data with one another. 

The study in [28] has used the integrated publish/subscribe and push/pull 

methods of a cloud-based and scalable IoT framework are provided for connecting 

IoT devices and processing efficient time  data. The suggested framework transfers 

data from the device to the cloud using a push-pull mechanism and a publish-

subscribe message broker. IoT devices transmit data through a channel that cloud 

service providers also use. A push-pull method is used to deploy the system and 

transfer data from the medium to the cloud. The broker makes the necessary 

computations to choose the cloud service provider in this process. As a result, the 

gadget is under less load. The system's latency is decreased by the concurrent 

processing of all calculations. Any number of devices, brokers, and cloud service 

providers can be accommodated by the system. 

The study in [29] has used One-class Support Vector Machines (OCSVM), 

which can adapt to complicated nonlinear boundaries between normal and novel 

data, are one of the most recent methods for novelty detection (or anomaly 

detection) in ML. Due to the variety of IoT devices, traffic patterns, and sorts of 

anomalies that can appear in such contexts, OCSVM presents a compelling use 

case for novelty detection in linked building infrastructure, smart homes, and smart 

cities. As a result, a large portion of earlier research utilized OCSVM to address 

the novelty of the IoT. 

The authors in [30] have used more IoT devices for building control systems, 

are connected to the internet, both this connected infrastructure and the network 

itself are vulnerable to new threats and weaknesses. A typical method of network 
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defense is anomaly detection, which looks for unexpected activity based on the 

characteristics of network data that can be seen. Due to its flexibility, notably, its 

capacity to recognize a broad range of nonlinear boundaries dividing classes of 

data. OCSVM is one of the most cutting-edge methods for anomaly identification 

in ML. Such adaptability is obviously suitable in situations involving IoT devices 

and apps, which by their very nature exhibit complexity due to the enormous 

heterogeneity of devices. 

The authors in [31] have used K-nearest neighbors (KNN) regression which 

is a supervised learning algorithm that can be used for regression tasks. It predicts 

the target value of a new sample by considering the values of its k-nearest 

neighbors in the training dataset. The KNN does not require prior knowledge of the 

distribution or parameters of the underlying dataset because feature distributions 

are not always known in advance when working with complex data structures, and 

this makes it a potent tool. This approach turns into useful in situations where there 

is a dearth of pertinent data regarding a specific problem domain, such as IoT 

applications. 

Utilizing a variety of coping mechanisms, physicians are now able to 

diagnose breast cancer in women. Numerous data science approaches, in addition 

to new technologies, make it easier to gather and analyses cancer-related data in 

order to forecast this potentially fatal condition. The application of ML techniques 

to the treatment of cancer computationally has proved fruitful. Automatic learning 

systems, for instance, have been demonstrated in research [32] to boost diagnosis 

accuracy by 79.97%. On the other hand, ML achieved 91.1% accurate predictions. 

The authors in [33] have used a breast cancer prediction model built using an 

improved deep learning methodology. The authors have provided this improved 

deep Recurrent Neural Network (RNN) model based on RNN and Keras-Tuner 



Chapter One   Background and Overview 
 
 

12  

Optimization approach for the early detection of breast cancer. An input layer, five 

hidden layers, five dropout layers, and an output layer make up the optimized deep 

RNN model. 

The authors in [34] have used demonstrated how to diagnose breast cancer 

utilizing an SVM approach and a few selected capabilities. The performance of the 

model is validated using the DBC dataset. The results of the experiment showed 

that, in comparison to other ML models, the suggested SVM had the greatest 

classification accuracy, up to 98.51 percent. Models for predicting breast cancer 

have been created using ML techniques including RF, LR, and SVM.SVM is more 

sensitive than other models, with scores ranging from 82% to 88%. 

The study in [35] has presented a model of decisional trees for breast cancer 

detection. The Gini index is employed by the decision tree to establish the 

qualities' priority levels. The suggested diagnostic method outperformed existing 

models like adaptive boosting (AdaBoost), SVM, KNN, NB, Artificial Neural 

Network (ANN), and others with a precision rate of 90.52%.  

In [36], the authors have proposed a breast cancer diagnosis and detection 

model using MLP and Convolutional Neural Network (CNN). The model's 

effectiveness is measured by how well it can spot cancer in breast cells. CNN is 

more accurate than MLP by 98.37%. 

The study in [37] has used the Feature selection and dimensionality reduction 

for the DBC dataset using PCA. A Decision Tree (DT) and K-nearest neighbor (K-

NN) are trained and tested using the features that are chosen. The K-NN classifier 

outperformed the DT in all measures, with 95.61% accuracy, 95.95% sensitivity, 

and a Mathews Correlation Coefficient (MCC) of 90.44%. The DT and K-NN 

models didn't go through any cross-validation. Overfitting and sampling bias may 

therefore have an impact on performance. 
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The study in [38] has used wrapper models such the Bayesian Network, 

SVM, K-NN, DT, Logistic Regression (LR), and Artificial Neural Network (ANN) 

and the best first search strategy for feature selection. The number of features that 

each model chose from the DBC dataset varied. The comparative of model 

performance is conducted by comparing the accuracy metrics for both models, one 

with feature selection and the other without. The SVM model without feature 

selection fared better than other models, obtaining an accuracy of 97.36%. 

The study in [39] has used the DBC data set, with SVM, radial basis kernel, 

ANN, and Naive Bayes are able to identify breast cancer with 98.82% accuracy, 

98.41% sensitivity, and 99.07% specificity. 

The study in [40] has used combined PCA and KNN had an accuracy of 

96.4%. Recently, utilizing the k values and distinct distance functions, two separate 

breast cancer datasets are used to test the efficiency of KNN. Chi-squared features, 

linear SVM, and KNN without feature selection have all been used in trials. 

A summary of the previous studies with additional details is listed in Table 

(1.1): 
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Table (1.1): Summarize the literature review 

Previous 

Stud 
Year Techniques / Location 

protocol 

used 
Evaluation metric 

[20] 2018 Inside  Fog MQTT 
The accuracy and 

response times. 

[35] 2018 PCA+KNN - Accuracy 

[32] 2019 PCA+KNN - Accuracy 

[33] 2019 SVM - Accuracy 

[34] 2019 SVM - 
Accuracy, 

precision,F1 score 

[17] 2020 
Inside FogBus based edge/fog 

computing environment 
HTTP 

The accuracy and 

response times. 

[18] 2020 
In the edge between IoT devices and 

services with datacenter in the city 
MQTT A latency 

[9] 2020 
The fog broker decouples applications 

from  fog nodes 
MQTT 

A latency and 

throughput 

[19] 2020 In the edge and the same network MQTT 
A latency and 

response time 

[10] 2020 In the Fog computing environment. HTTP 

A throughput, 

response time, and 

latency 

[25] 2020 OCSVM - Accuracy 

[37] 2020 LR with Area under the curve - Accuracy 

[22] 2021 In the edge MQTT A latency 

[24] 2021 OCSVM , anomaly detection - Accuracy 

[29] 2021 SVM - Accuracy 

[31] 2021 CNN - Accuracy 

[2] 2022 Inside the edge with broker MQTT A latency 

[26] 2022 KNN - Accuracy 

[36] 2022 PCA And KNN - Accuracy 

[23] 2023 
communicate between IoT devices 

and the cloud 
MQTT A Latency 

The first three works are considered the closest to this dissertation in terms of 

using a broker and several services in the architecture. They used the same 

measures for system performance, latency, response time, and throughput. The rest 

used the broker in different places and for different purposes. In contrast, the works 

[21,22,23] are identical to the services proposed in the dissertation in terms of 

anomaly detection and using the same database. The evaluation is based on the 

accuracy measure by applying the algorithms.  
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1.7. Dissertation Organization 

After this introductory chapter, the rest of the dissertation is structured as 

follows: 

Chapter Two, "Theoretical background": Many concepts will be introduced 

in this chapter, including datasets used in this dissertation, ML, SVM, RF, ISF, 

PCA, KNN and evaluation measures. 

Chapter Three, "Methodology and Proposed System": This chapter first 

views the proposed methodology. Then, two parts will be discussed. The first part 

presents developed adaptive architecture. Furthermore, the second part explains 

the proposed ML algorithms. 

Chapter Four, "Results and Discussion": This chapter presents the results of 

the proposed models on all the datasets used in this dissertation. Then, the  results 

will be compared with the previous studies conducted on these same  datasets and 

architectures. 

Chapter Five, "Conclusions and Future Works": Many conclusions drawn 

from the proposed architecture, models, and suggestions for future work will be 

introduced. 

 

 

 

 

 

 



 

 
 

 

 

 

 

Chapter Two  

Theoretical Background 

 

  



Chapter Two  Theoretical Background 
 

16  

2. Chapter Two: Theoretical Background 

2.1. Introduction 

This chapter presents some techniques used in the architecture of IoT 

applications and services. Combining the MQTT broker with the ML, which is 

used in the services, can provide higher accuracy with increased processor speed 

and dynamic decision-making in efficient time . The ML is trained offline either 

through enhancing the ML parameters or building new predict model by selecting 

the best features. Systems need fast processing and making decisions automatically 

when increasing the overload on the services of the system without increasing the 

resources or adding new configurations. It is strongly believed that combining 

these components (IoT, MQTT broker, smart controller, and services) in the fog 

environment will have an impact on improving system performance and QoS. 

Avoiding obstacles, for example, bandwidth overload, data anomalies, stoppage of 

one of the system services, or loss of data, can lead to complete system failure or 

loss of reliability. 

2.2. Internet of Things (IoT)  

The IoT is a technology model that has the ability to influence our daily life 

where massive of data amount is generated from a huge number of heterogeneous 

physical devices with the many sources and data formats [41]. IoT devices are 

connected over the internet allowing collection, analysis, and sharing data such as 

data these which collected from the smart city or health care [42].  

The IoT design architecture includes a server and always connected IoT 

devices so that the server can handle all complex activities and the IoT devices 

merely communicate with the server for data [43], as Figure (2.1) [44].  
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The IoT generates a large volume of data flows over time, and continually 

transmits data to gateways, edge nodes, or fog nodes, and finally to cloud 

centers[45]. The IoT data stream requires fast preprocessing, ample resources, a 

high response time, low latency, and high scalability [21]. Therefore, it is 

necessary to use CC which has the ability to spread resources, analyze and store 

data via the Internet, and thus perform processing on large amounts of data and 

make decisions. The cloud plays a role in providing central data analyses and data 

storage for future processing as well as being primarily responsible for complex, 

resource-intensive tasks, moreover, CC provides many resources over the network 

and allows the deployment of a set of applications that provide services in different 

fields [46].  

There are several significant obstacles faced by the cloud; Like the 

centralized designs which might cause delays and performance difficulties. The 

distance between the data center and data resources is very large, thus consuming a 

significant amount of bandwidth on the network, having high latency, and causing 

the inability to meet the requirements of computing environments based on the 

central IoT [47].  

Figure (2.1): Architecture on IoT [44] 
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When data analysis is centralized in the cloud, like when analyzing 

emergency circumstances, any communication breakdowns or response times will 

slow down operations and endanger lives [48].  

Interdependence between various data sources is necessary to fully utilize 

the IoT data streaming for analytical purposes. These sources are heterogeneous by 

definition, making difficult to integrate them. Using ML algorithms for predictive 

analyses  without taking domain expertise into account is a typical strategy for 

maximizing the potential of flow sensor data. A method like this is simple to be 

included in various use cases [49]. ML has been widely used in remote sensing 

because it can provide accurate predicted input-output data with strong 

correlations. This opens up a lot of opportunities for biophysical parameter 

retrievals and applications [50], [51]. 

In order to deal with the data IoT streams in efficient time, it can use 

window technology. which is a round-the-clock processing method where data is 

collected with timestamps, and grouped according to specified policies [11]. Thus, 

it can be preprocessed using ML for anomaly detection, and missing values. The 

size of the window is variable according to the nature of the data of the IoT, in 

terms of data transmission times, the number of devices, or the importance of data, 

as in high-priority health care [7]. FC is a solution to the problems of IoT because 

of the capabilities of processing, analysis, and storage [6]. 

The Edge represents any device located along the path between the data source 

and the cloud data center, such as a home switch or smartphone. The Gateway 

represents a device that mediates between IoT devices, and their services and is 

used to collect and transfer data securely [52]. 
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2.3. IoT Devices  

An IoT device is a collection of physical devices that are referred to as 

objects in IoT. They are unique in terms of identity, connected to the Internet, and 

allow remote sensing and monitoring capabilities [53]. The IoT devices generate 

big data from various geographic locations [1]. This data is processed and analyzed 

to produce useful information to direct further actions. These include devices such 

as thermostats, irrigation pumps, sensors, and other devices [54]. 

IoT devices are dynamic in configuration, adapting to changing data contexts 

and taking tasks based on operating conditions or the surrounding environment. As 

in the surveillance cameras, where they adjust their conditions (night mode, or 

normal) and depend on whether the time is day or night. There is a possibility of 

changing the camera resolution when any abnormal movement is detected and 

alerting nearby cameras to do the same task [55].  

IoT devices can be discovered dynamically in the network by another device 

or the network itself. It can also describe itself and its characteristics to other 

devices or user applications. For example, a weather observation node can describe 

its monitoring capabilities to another node connected to the network so that it can 

communicate and exchange data. The data will be collected from a large number of 

IoT devices related to weather observation, analysis, and forecasting [56].  

The IoT devices are a publisher for heterogeneous data streams over the 

MQTT broker and the subscribers receive their data of interest [57]. The 

subscribers and preprocesses of a data stream will be explained in the next section 

[58]. As shown in Figure (2.2) [59], the hierarchical architecture of IoT consists of 

several processing layers 
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2.4. Fog Computing (FC)  

FC architectures offer intriguing options that enhance cloud-based systems, 

particularly for quick emergency response. It is a paradigm for computing that is 

developed to bring CC, storage, and network services closer to the network's edge 

[13]. The fundamental tenet of the FC approach is to relocate part of the storage 

resources and computing to the network's edge, close to the sources of the data[12]. 

FC alternative approaches to addressing the quality needs of time sensitive IoT 

applications, such as micro-cloud and information centers, are suggested [60]. 

Figure (2.2): Hierarchical architecture of IoT processing layers [59] 
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Figure (2.3): Fog computing is an expansion of the CC [61] 

 FC is an easy solution to preprocess data before it reaches the cloud, which 

reduces latency and reduces external storage sources for large data by filtering it 

before sending it to the cloud. In general, fog is a suitable solution for applications 

and services that depend on the IoT [7]. FC brings storage, networking, and 

computation services nearer to edge devices. This is illustrated in Figure (2.3) [61], 

[62]. These end devices are known as fog nodes and can be positioned as a 

network connection at any place [61]. 

 

 

 

 

 

 

 

 

Processing of data and making decisions in FC reduces data transfer and 

ultimately increases computational efficiency on clouds by reducing the need to 

process and retain huge amounts of redundant data. The need for a FC paradigm is 

primarily related to the rising rise in IoT devices, where increasing amounts of data 

are generated from an expanding set of devices (in terms of size, variety, and 

speed) [52], [63].  

The fog data life cycle is comprised of multiple stages, commencing with 

data acquisition at the device layer where data is generated. Subsequently, data 
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processing and storing occurs in upper levels, and feedback is sent back to the 

device layer. Ultimately, commands are executed in the device layer. We take into 

consideration five essential processes, as Figure (2.4) [13] illustrates: data 

collecting, study feedback, processing and analysis, lightweight processing, and 

command execution [13]. 

 

 

 

 

 

 

The IoT, operational infrastructure monitoring, smart grids, smart cities, and 

intelligent buildings are some of the most common use cases for FC [64]. The 

benefits of FC are [13]: 

1) Agility: Primarily on how to improve deployment of tasks across the 

distributed edges in terms of saving bandwidth and reducing latency. 

2) Better security: It is possible to secure fog nodes using the same controls, 

processes, and policies as they are used in other information technology 

environment areas. 

3) The FC in Smart Cities: Fog is considered a suitable approach for 

applications and services for (IoT) to process the requests in efficient 

time . 

Figure (2.4): Data life cycle in fog computing [13] 
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4) Reduced Operating Cost: FC aims to reduce the transfer amount of data 

from the sources (IoT devices) to the cloud and reduce the latency. 

5) Bringing CC capabilities closer to the data source. 

6) Enhancing the performance of the overall system. 

7) Ensuring resource reliability and availability. 

Fog is used to help with low-power facilitated computing and storage for 

time-sensitive applications like data analysis that employ IoT devices to complete 

their task. For the following causes fog is used: 

1) FC has storage and processing capabilities are the same to the capabilities 

of the CC. 

2) It makes it easier to bring these services closer to the edge near lower-

powered peripherals and reduce the amount of data that travels to the 

cloud. 

3) There are end-user applications that require low latency in accessing data. 

Because of the inability of devices of IoT, and the limitations of cloud 

storage services, the role of  Fog appears here as it improves the process of 

bringing the cloud closer to the end-user [65]. 

FC provides performance enhancement and resource savings, where both of 

which are necessary in many IoT applications and are closely tied to the 

development of technologies that cut down on bandwidth usage and processing 

time. when there are significant changes in the monitored system, the processing to 

transmit and receive messages is carried out; resource reductions are feasible when 

using FC [66].  

The system needs light protocols to transition data, such as the MQTT 

protocol which ensures the transfer of data between IoT devices, and subscribers 

(services or applications) without dropping [67]. 
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2.5. Message Queue Telemetry Transport (MQTT) Protocol 

MQTT is a lightweight protocol for efficient communication between devices 

in constrained networks, such as those with low bandwidth, high latency, or limited 

computational power [68]. MQTT uses a publish-subscribe model for 

communication. "Topic" in MQTT indicates the name of the information [69]. 

Through a broker, the subscriber of the receiving device and the publisher of the 

transmitting device can communicate. This model allows for one-to-many and 

many-to-many communication [70]. It is suitable for communication with 

unreliable connections (suffering from interruptions) [71], and is well suited for 

IoT as it does not impose continuous sessions [72]. It can deliver the message from 

the source to the destination over several stages. The message can wait at each 

stage for a certain time before being re-sent (forwarded) to the next one, as in 

Figure (2.5) [72]  the typical MQTT architecture can be divided into two main 

components 

  

Figure (2.5): MQTT Architecture [72] 
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The MQTT protocol is used instead of the Hypertext Transfer Protocol 

(HTTP) [7], as it consumes less energy and bandwidth and is more appropriate for 

the development of IoT [73].  

The HTTP (Hypertext Transfer Protocol) protocol is the most well-known in 

internet history. In this complex internet system, the HTTP protocol has grown to 

be crucial for data transfer [44]. Effectively establishing a connection between an 

IoT and the internet may not be as straightforward as it first appears to be because 

of limitations include header size restrictions, latency, completely connection-

oriented design, and others [57]. The topic is condensed by examining the MQTT 

Protocol and all of its applications [74]. 

The main difference between HTTP and MQTT is in the communication 

model. HTTP uses the request response communication technique, while MQTT 

uses the publish subscribe architecture. Sensor, dashboard, and mobile app 

installations are examples of generic IoTs deployments. The first thing is a 

publisher gets data from a variety of sources, including run sensors in machines or 

wearables, embedded mobile sensors, and more [75]. The second thing is a 

subscription. The topic that the subscriber chooses, for which the publisher 

provides data. The subscriber could be a mobile application or a user dashboard. 

The broker is the third and most crucial item. The broker's primary responsibilities 

are to obtain data from the publisher and transmit it to the subscriber. The broker 

will be equipped with innovative and resourceful tools that can manage multiple 

challenges at once [76]. 

Constrained Application Protocol (CoAP) is an application layer protocol for 

machine-to-machine (M2M) applications, intended for restricted networks and 

devices [1]. CoAP is a web transmission protocol that follows the same request-

response model as HTTP, although it operates over UDP rather than TCP. CoAP 

employs a client-server architecture in which clients use connectionless datagrams 
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to exchange information with servers. CoAP is made to interface with HTTP with 

ease. CoAP supports GET, PUT, POST, and DELETE commands, just like HTTP 

does [9]. Determining a protocol that works with an IoT system depends on the 

nature of the data, the problem, and the environment [77]. The CoAP operates over 

UDP, which suffers from unreliable, no flow control, and no ordered delivery [78]. 

In addition the CoAP protocol suffers from the following [79]:  

1. Reliability and Ordering: CoAP doesn't guarantee ordered delivery of 

messages. In scenarios where the order of messages is critical, 

additional mechanisms need to be implemented at the application 

layer. 

2. Scalability Challenges: CoAP has challenges in highly scalable 

environments. The protocol may require additional mechanisms to 

handle large-scale deployments effectively. 

One of the components required for each publish or subscribe messaging is a 

message broker. There is a message broker, a publisher client, and a subscriber 

client in the diagram of the MQTT signal flows. To exchange messages using 

MQTT's publisher and subscriber protocol, the client must connect to the broker 

[80]. To guarantee continuous data flow, distribute data on the services based on 

certain topic names, and avoid system failure, the next section explains the 

properties of MQTT broker. 

2.6. MQTT Broker  

The MQTT broker is a dynamic message distributor that provides the 

continuity of transferring messages between the publishers and the subscribers 

[81]. The broker does the publishing and subscription process between publishers 

and consumers then the publishers are not aware of the consumers [68]. Consumers 
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MQTT 
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Figure (2.6): General form MQTT Broker  [1],[15] 

subscribe to the topics which are managed by the broker [1]. When the broker 

receives data for a topic from the publisher, it sends the data to all the subscribed 

consumers, in other words, delivering the right topic information to the right 

subscriber  [2], [82]. 

 The broker is located between  IoT devices network and service or 

application server in FC to make decisions efficiently, thus that can receive blocks 

of data with the specified topic of required processing and deliver data with 

reformed in new structure and topic to interested subscribers [21]. Some IoT 

services require simplified mechanisms in networks in order to communicate 

reliably and with low latency[64].  

The broker often uses the MQTT protocol, which utilizes a lightweight 

subscription-publish messaging mechanism. It is preferred by IoT devices since it 

uses little bandwidth and can serve as a finite resource [74]. A client (such as an 

IoT device) connects to a server (also known as an MQTT broker) in MQTT's 

client-server architecture and sends messages based on specific topics.  

Customers who have subscribed to topics receive messages from the broker. 

As illustrated in Figure (2.6) [1], [15] which shows the general architecture for 

MQTT broker and the publisher not aware of the subscriber.  
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2.6.1. The Services/ Process Subscriber 

The publish-subscribe service is a practical decoupling approach between 

the publisher and subscriber, where subscribers (services) can subscribe to data of 

their interests from data publishers (IoT devices), and the publisher is not aware of 

subscribers[83]. 

The service is a standalone component capable of managing specific 

activities and functions. The subscribe services are a group of running services in 

the system for performing specific tasks. It can use  ML algorithms to preprocess 

data and have subscribed to the broker according to the interesting topics [84]. 

They receive, collect, and preprocess data in blocks and republish clean data 

back to the broker for the benefit of consumer services, cloud, or applications. Any 

service can be added to the system by the administrator. The IoT platform provides 

instance services (similar to the original service but run when needed) to meet user 

requirements such as cleaning, analysis, and decision-making. The number and 

type of these services vary according to the required data quantities and 

preprocessing [85].  

In general, message patterns are dealt with using the pub-sub paradigm. A 

publisher-subscriber arrangement involves three parties: publishers, subscribers, 

and a broker. A subject can be created by publishers and subscribers in several 

pub-sub formats. It is sent to the broker by the subject creator. Following the 

creation of a topic, the subscriber uses the broker to create a subscription with the 

necessary details[85]. 

Inside the services, the data is received, collected, preprocessed, and 

republished cleanly back to the SB to benefit other services, like the cloud or 

applications. A service has numerous instances, each works on a distinct data 

block, runs the same algorithm, and may be executed anywhere. Examples of 
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services are anomaly detection, data missing, and data correction. Service may 

contain all of them. As illustrated in Figure (2.7) [68] which shows the broker 

model with publishers (IoT devices) and subscribers (services).  

 

The data received by the service that are subscribed to the SB is based on a 

specific topic. One of these services is the data collector and detector. For each 

sensor (or group of correlated sensors), there is a specific collector subscribed to 

their specific topic or global one. It collects a series of readings into blocks. The 

size of the block is determined experimentally. Then, data is passed to the part of 

the system that performs anomaly detection for the purpose of knowing whether 

there are anomalies or not. This service republishes the data block to the SB with a 

new topic (normal or abnormal).  Using a method to analyze data streams inside of 

the services (subscriber) with high accuracy, processing speed, and reliability by 

benefiting from the key advantages of ML in IoT situations [86]. 

Figure (2.7): The Publish Subscribe an MQTT Broker [68] 
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A set of measures are used to assess the proposed model. They are widely 

used and well-known by researchers [87]–[89]. The most used measures can be 

summarized as follows: 

1. Throughput: The quantity of jobs (tasks) a system can perform in a 

specific period of time measured in jobs per second (J/s). 

  Throughput = #jobs/ duration in s                (2.1) 

2. Latency: The period from submitting a first bit of a job to starting 

execution time. 

                 Latency= starting execution time - 1st message submitting time         (2.2) 

3. Execution time: the difference between starting and finishing time of a 

job. 

4. Data rate: refers to the speed at which data is transmitted or processed 

over a communication channel, or computer network. It is measured in 

bits per second (bps).  

Data rate = Total-Data  / Total-Time     (2.3) 

Total-Data = Max-Data-Min-Data      (2.4) 

  Where Total-Data is all data sent during the experiment 

5. Response time: the duration from submitting a job until receiving the first 

response from the destination (finish time in batch processing). 

Response time= finish time submitting     (2.5) 

6. Total time: the difference between submitting time and finishing 

processing time. 

Total-Time  = finish time - Start-Time      (2.6) 

7. Data Loss : the difference between the total amount of data submitted  

by the source and the actual data received by the service. 

Process-Data  =∆T * size-Block (size bloks in the services)   (2.7) 

Data-Loss =  Total-Data – Process-Data      (2.8) 

∆T: a period size to aggregate the information from the services. 
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2.7. Machine Learning (ML) 

Artificial intelligence (AI) is widely used in various industries in today's 

society, as demonstrated by its applications in financial trading, medical diagnosis, 

and customer service. Furthermore, AI is utilized more and more in time-sensitive 

and mission-critical applications like self-driving cars, cybersecurity, and remote 

surgery. AI also has a significant role to play in developing and future applications. 

Artificial intelligence (AI), which has gained popularity by using resource-

intensive cloud infrastructure, must function well in resource-constrained contexts 

at the network edge in order to meet the latency, security, and privacy requirements 

that such applications demand [90]. 

The ML is a type of Artificial Intelligence (AI) [91], a branch of computer 

science that provides machines with the ability to learn without explicit 

programming [92]. The challenges of latency, scalability, and privacy for the edge 

can be overcome using ML. An effective ML algorithm, such as SVM, One-Class-

SVM, KNN, PCA, Random Forest (RF), and Isolation Forest (ISF), can be 

deployed on an edge server that has the ability to receive and collect data from IoT 

devices and sent to services or the cloud.  

By developing prediction models, it may be possible to identify diseases 

earlier and provide patients with more effective treatment. ML models have 

demonstrated significant performance when used to diagnose breast cancer in 

earlier research [93], [94]. It is possible to use predictions or facts derived from 

experience. To determine the most precise link between variables, a variety of 

application methods can be applied, such as early breast cancer prediction, 

forecasting jobs, and time-series techniques [95].  

The features can be exploited to implement artificial intelligence algorithms 

on devices with limited resources, allowing local data processing [96]. Bringing 



Chapter Two  Theoretical Background 
 

32  

ML to the edge to meet the latency requirements, different fast processing. Most 

ML developers focus on designing models with few parameters, thus reducing 

memory and execution latency while maintaining high fidelity. On the other hand, 

crucial to remember that the qualities of a dataset and the nature of problem should 

guide algorithm selection. In order to find the algorithm that performs best for 

given task, it is frequently the smart practice to test out a variety of them and 

evaluate their effectiveness using cross-validation.  

Additionally, some of these restrictions can be reduced with the aid of 

preprocessing, feature engineering, and hyperparameter optimization [97].  

2.7.1. Support Vector Machina (SVM) 

A Support Vector Machine (SVM) is a supervised machine learning 

algorithm that is primarily used for classification tasks, and regression (SVR) and 

outlier detection as well. The SVM ability excel in high-dimensional spaces and 

can handle complex decision boundaries, making them particularly well-liked in 

the field of machine learning. The SVM is primarily used for classification tasks. It 

is used to find a hyperplane (a decision boundary) that best separates the data into 

different classes. SVM classifies data points into one of two or more classes based 

on the side of the hyperplane they fall on. It outputs class labels. The SVM 

objective is to maximize the margin (distance between the hyperplane and the 

nearest data points of each class) while minimizing classification errors.  

To find a nonlinear decision boundary, the SVM can use a kernel (e.g., linear, 

polynomial, radial basis function) to transform the data into a higher-dimensional 

space [98]. SVR (Support Vector Regression) is used for regression tasks. To make 

precise predictions on continuous numerical data, it seeks to identify a hyperplane 

that best fits the data. Since the output is a continuous numerical number, it can be 
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used to forecast outcomes with real values. The SVR seeks to maintain a margin 

that permits some prediction error while minimizing the error between the 

projected values and the actual target values [99]. 

Limitations of usage: Due to SVM is sensitive to the scale of input 

characteristics, feature scaling is frequently necessary. Large-scale SVM training 

can be computationally expensive, especially when nonlinear kernels are used. 

SVM is intended for classification in binary form. The use of one-vs-all or one-vs-

one approaches is necessary for multi-class classification. 

2.7.2. One-Class-SVM (OCSVM) 

The One-Class Support Vector Machine algorithm is an unsupervised system 

uses to detect anomalies the examples of training or negativity are very few as in 

the anomalous events. It uses a single classifier without prior learning which has 

many advantages. It can deal with non-linear solutions as well as complex decision 

limits by using the kernel to solve the linear data problem by finding the 

appropriate curve for the data instead of the hyper level. It is a suitable technology 

in the environment of various and heterogeneous devices, such as IoT devices, 

with massive data streams generated in efficient time . It is considered as a very 

powerful algorithm when both the number of features and training samples are 

small. It has the objective to creating a boundary that enables us to distinguish the 

normal data from those that are abnormal [100]. 

In this dissertation, the anomaly detection [101] model will be used based on 

the OCSVM algorithm which given its ease of implementation and its proven 

robustness to outliers during the training. It works by finding the optimal 

separation boundary, which is called a hyperplane, between two classes [102].  
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When using the kernel trick to apply the One-Class SVM (OCSVM) in a 

non-linear feature space, the decision function becomes dependent on the kernel 

function and the kernel parameter (gamma). The kernel function implicitly 

computes the dot product between the data points in the higher-dimensional space. 

The OCSVM optimization problem with a kernel (commonly used with the Radial 

Basis Function (RBF) kernel) can be defined as follows: 

Given a training dataset with data points {x1, x2, ..., xᵢ} where xᵢ is a d-

dimensional vector, the OCSVM aims to find the hyperplane in the feature space 

defined by the kernel that maximizes the margin while capturing most of the data 

points. Let Φ be a feature space, mapping space 𝑋 to 𝐹, 𝑋 → 𝐹, i.e. a 

transformation into a dot product space F such that the dot product is calculated 

using: 

𝒌(𝒙ᵢ , 𝒙𝒕 )  =  (𝜱(𝒙ᵢ ). 𝜱(𝒙𝒕 ))       (2.9) 

This means that 𝑘(𝑥ᵢ , 𝒙𝒕) is achieved by the dot product of Φ(𝑥ᵢ) and Φ(𝒙𝒕). 

In our case, 𝑘(𝑥ᵢ , 𝒙𝒕) is a Gaussian kernel and 𝑥ᵢ and 𝒙𝒕 are sample patches [103]: 

𝑲(𝒙ᵢ, 𝒙𝒕)  =  𝒆(−𝛄 ∗ ||𝒙ᵢ − 𝒙𝒕||^ 𝟐)     (2.10) 

where γ controls the width of the Gaussian kernel. In the context of One-

Class Support Vector Machines (OCSVM), the parameter γ is often associated 

with the RBF (Radial Basis Function) kernel. The γ parameter determines the 

width of the Gaussian distribution in the kernel function and influences the shape 

of the decision boundary.  

A smaller γ results in a wider distribution and a smoother

decision boundary, while a larger γ leads to a narrower distribution and a more 

complex, finer-grained decision boundary [29].  

The goal is to find function D that outputs the value +1 in a “small” region 

where data distribution of the target class exists, and −1 elsewhere. The solution is 
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to map the data into the feature space corresponding to the kernel and to separate 

them from the origin with a maximum margin by calculating a separating 

hyperplane. Assigning a new input point x to the target class is determined by 

evaluating which side of the hyperplane (in the feature space) it belongs to. The 

decision boundary is determined by the support vectors and their associated 

weights. The decision function for OCSVM is given by [102]: 

𝑫(𝒙) = 𝒔𝒊𝒈𝒏(∑ 𝜶ᵢ  𝑲(𝒙, 𝒙ᵢ) − 𝝆)𝒏𝒔𝒗
𝒊=𝟏      (2.11)   

Where: 

 D(x) is the decision function for a data point x. 

 nsv  is the number of support vectors. 

 αi is the weight associated with the support vector. 

 K(x, xᵢ) is the kernel function (in this case, the RBF kernel) between 

the test point x and the support vector xᵢ. 

 ρ is the offset term. 

OCSVM has a parameter called C that represents the upper bound on the 

fraction of margin errors and a lower bound of the fraction of support vectors. It 

controls the trade-off between having a smooth decision boundary and classifying 

points as abnormal. The steps to compute the decision boundary using the RBF 

kernel in OCSVM [29]: 

 Compute the RBF kernel between x and each support vector  xᵢ : K(x, 

xi). 

 Multiply each kernel value by the corresponding weight (αᵢ) and sum 

them using equation (12). 

∑ 𝜶ᵢ  𝑲(𝒙, 𝒙ᵢ)𝒏𝒔𝒗
𝒊=𝟏          (2.12) 

 Subtract the offset term (ρ) and take the sign of the result equation 

(13). 

𝒔𝒊𝒈𝒏 ∑ 𝜶ᵢ  𝑲(𝒙, 𝒙ᵢ) − 𝝆)𝒏𝒔𝒗
𝒊=𝟏        (2.13) 

 The sign indicates whether the point x is classified as normal or an 

anomaly. 
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Performance evaluation of the model and accuracy by using four main 

parameters that are used in computing the accuracy of the models of ML.  

1. TP (true positive) predicts positive if the correct answer is positive;  

2. TN (true negative) predicts negative if the correct answer is negative;  

3. FP (false positive) predicts positive if the correct answer is negative;  

4. FN (false negative) predicts negative if the correct answer is positive.  

Accuracy: is a performance measure used in classification problems. The 

classification aims to determine the class of new instances within the predefined 

classes. Accuracy measures the proportion of correctly predicted instances out of 

the total number of instances[104]. Table (2.1): summarizes the following 

explanations [105]. 

 Positive for Predicted 

Value 

Negative for Predicted 

Value 

Positive for actual value TP (True Positive) FN (False Negative) 

Negative for actual value FP (False Positive) TN (True Negative) 
 

The proportion of accurately fitted data points in all the data is referred to as 

accuracy. It ranges from 0 to 1, and the nearer it is to 1 the better. The relationship 

can be expressed as: 

Accuracy = 
𝑻𝑷+𝑻𝑵

𝑻𝑷+𝑻𝑵+𝑭𝑷+𝑭𝑵
      (2.14) 

Precision=  
𝐓𝐏

𝐓𝐏+𝐅𝐏
        (2.15) 

Recall=  
𝐓𝐏

𝐓𝐏+𝐅𝐍
        (2.16) 

F1 Score=  
𝟐∗(𝐩𝐫𝐞𝐜𝐢𝐬𝐢𝐨𝐧∗𝐫𝐞𝐜𝐚𝐥𝐥)

𝐩𝐫𝐞𝐜𝐢𝐬𝐢𝐨𝐧+𝐫𝐞𝐜𝐚𝐥𝐥
      (2.17) 

Table (2.1): Confusion matrix  
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Limitations of usage: It can be difficult to select the proper kernel and tune 

hyperparameters, and the performance of the model may be affected by these 

decisions. When the data has complicated or irregular distributions, OCSVM 

cannot perform adequately. 

2.7.3. K-Nearest Neighbors Regression (KNNR) 

The KNN algorithm is a supervised machine-learning tool that can be 

employed for sorting, classification, and regression. In the current study, regression 

is used to determine the relationship between the input and output data. An output 

numerical value has been predicted based on the given input. It is imperative to use 

the KNNR for estimating the exit parameters and evaluating the performance of 

the model because this tool produces great accuracy in a variety of prediction 

situations [106].  It is primarily a classification algorithm, but it can also be used 

for anomaly detection by leveraging the concept of nearest neighbors.  

The basic idea is that anomalies are often distant from the majority of data 

points in the feature space [107]. Here are the steps to perform KNNR: 

1. Data Preparation: Ensure have a labeled dataset with input features and 

corresponding target values. Split the dataset into a training set and a 

test set to evaluate the performance of the model. 

2. Choosing the Number of Neighbors (k): Decide on the number of 

neighbors, k, to consider during prediction. A larger k value smoothens 

the regression line, but it might lose local patterns, while a smaller k 

value might leads to overfitting. A common approach is to cross-

validate the experiment with different k values and select the one that 

gives the best performance. 
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3. Distance Metric: Choosing an appropriate distance metric (e.g., 

Euclidean distance) to measure the similarity between data points. 

Euclidean distance is commonly used for continuous numeric features. 

4. Training: During training, the algorithm simply memorizes the entire 

dataset. 

5. Prediction: For each data point in the test set, do the following: 

 Calculating the distance between the data point and all the points 

in the training set using the chosen distance metric. 

 Selecting the k-nearest data points (data points with the smallest 

distances). 

 Taking the average (or weighted average) of the target values of 

these k-nearest data points to get the predicted value for the test 

data point. 

6. Evaluating the Model: Calculating the performance metrics 

(performance evaluation by equations 4,5,6, and 7) on the test set to 

assess the model's accuracy. 

7. Hyperparameter Tuning: Experiment it with different values of k and 

choose the one that gives the best performance on the test set. 

8. Predicting New Data: Once the model is trained and evaluated, it can 

be used to predict the target values for new unseen data points. 

Remember that KNNR is computationally expensive, especially on large 

datasets, as it requires calculating distances between each test point and all training 

points. Additionally, scaling the features might be necessary to avoid undue 

influence from features with larger scales [108]. 

Regression deals with continuous numeric values; classification deals with 

presorted class labels. The aim of regression is to predict the continuous values. 

Therefore, it is preferable to use the Mean Square Error (MSE) in measuring the 
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performance of the model rather than the accuracy [109]. 

MSE: Measure the mean squared difference between predicted values and 

actual values. It is used as a function to evaluate the performance of regression 

models. It predicts a continuous numeric value. In order of importance, it gives 

more weight to the larger errors that are undesirable when solving regression 

problems [110]. 

MSE= 
∑(𝒚ᵢ−ŷᵢ)²

𝑵
        (2.18)  

Where: 

yᵢ: represents the actual values. 

ŷᵢ: represents the predicted values. 

N: represents the total number of points. 

Limitations of usage: Due to its reliance on the close proximity of data 

points, the KNN algorithm can have several drawbacks, such as being susceptible 

to noisy data and outliers. Predictions can be dramatically affected by outliers.

Given that every forecast necessitates calculating the distances between data 

points, it can be computationally expensive, especially when working with huge 

datasets. 

2.7.4. Principal Component Analysis (PCA) 

In machine learning, there is a need to know models and ways of working. In 

fact, machine learning is not only related to models because models are like the 

brain that needs to learn about new things. Data is what teaches the brain. Model 

learning is best when the data provided is well represented. Therefore, processing 

and analyzing data is an important part of machine learning.  
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The outcomes (data output) of the models need to be interpreted. It is 

observed that if the used data set contains unbalanced data for each category, 

especially in classification problems, it leads to poor learning of the model. On the 

contrary, the accuracy of the model is good because the test data will be strongly 

represented and affect the category that is predicted. Here, it has a good 

classification but no skill. Therefore, the output must be analyzed before being 

published. Data analysis is of two types: exploratory Data Analysis EDA and 

Principal Component Analysis PCA. The second method will be explained in this 

work. 

Feature selection and dimensionality reduction are two techniques used in 

machine learning and data analysis to reduce the number of features or dimensions 

in a dataset. While their goals are similar.  

Feature selection is a critical stage in building ML classifier models, it has a 

big effect on the model's performance, training time, and interpretability. It is a 

widely used data preprocessing technique that enhances the performance of the 

data analysis process while lowering the number of features [111].  

The features that are redundant and irrelevant are eliminated during feature 

selection since they are of little value in describing the data. When there are intra-

class differences between objects, choosing a single feature subset to represent the 

entire dataset may reduce performance [112].  

In ML, there are various crucial feature selection techniques, such as Filter 

Methods, Wrapper Methods, Embedded Methods, and PCA is a dimensionality 

reduction technique that can be used for feature selection by selecting a subset of 

principal components that capture most of the variance in the data. Dimensionality 

reduction is the method of minimizing the number of variables taken into account. 

It can be applied to decrease data while preserving structure or to extract latent 

properties from raw datasets. When you have a lot of features and wish to cut 
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down on computational overhead, this can be helpful [113]. 

PCA is primary premise is the separation of feature groups, with the goal of 

reducing reciprocal correlation and sorting in accordance with a dropping 

eigenvalue and subsequently a declining variance. Principal components are 

another name for eigenvectors. They are initially subject to standard normalization 

because of the different feature domains[114].  

Each column of the database (the feature set without the target) is used as a 

vector of values in the model. To relate the two feature values, use the dot product 

of the two feature vectors, which gives the covariance among the feature vectors. 

The eigenvalue and the correlation of the initial variables are closely related. The 

number of characteristics that can be decreased rises as the correlation strength 

grows because larger eigenvectors are possible. Weakly correlated input variables 

will cause r to be similar to p and an increase in the loss of initial variance of a set 

of features. The number of samples may be maximally equal to a reduction in 

dimensions [115] .  Steps of the operation of PCA: 

1. Data Preparation: Assume have a dataset with multiple features 

(dimensions). For simplicity, consider a 2D dataset with two features: X 

and Y. 

2. Data Standardization: If the features have different scales, it's often 

recommended to standardize the data (subtract mean and divide by 

standard deviation) so that all features contribute equally to the analysis. 

3. Computing the Covariance Matrix: The next step is to calculate the 

covariance matrix, which shows how the features vary in relation to each 

other.  

4. Calculating eigenvectors and eigenvalues: The eigenvectors and 

eigenvalues of the covariance matrix represent the principal components 

of the data. The eigenvectors are orthogonal (perpendicular) to each 
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other and point in the directions of maximum variance in the data. The 

eigenvalues indicate the amount of variance explained by each principal 

component. Higher eigenvalues correspond to more important principal 

components. 

5. Sorting eigenvalues and eigenvectors: Sorting the eigenvalues in 

descending order to identify the most important principal components. 

6. Choosing the Number of Principal Components (KP): Decide how many 

principal components (KP) to retain. Typically, researchers select the top 

(KP) components that explain a significant portion of the data variance, 

often using a cumulative explained variance threshold. 

7. Projection Matrix: Create a projection matrix by selecting the top (KP) 

eigenvectors corresponding to the chosen principal components. 

8. Projecting the data onto the new subspace : Multiply the original data 

with the projection matrix to obtain the transformed data in the new 

coordinate system. 

9. Visualization: Plot the transformed data in the new coordinate system, 

where the axes represent the principal components. 

10. Interpretation: Interpret the results. The first principal component 

explains the most variance, the second explains the second most 

variance, and so on. 

The covariance matrix provides information about the relation between 

features. It consists of covariance and variance for each feature[116]. As illustrated 

in Table (2.2), the covariance matrix uses to find the eigenvector (data difference 

in the original feature space) and eigenvalue (the principal component). 
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Using PCA, the dimensionality of the data can be reduced while preserving 

the most critical information. This is particularly useful for visualization, noise 

reduction, and speeding up machine learning algorithms that might struggle with 

high-dimensional data [117].  

A set of projection vectors are acquired by conventional PCA in order to 

extract global features from supplied training patterns. It operates directly on an 

entire pattern represented as a vector [118]. 

Limitations of usage: The major components that are produced after using 

PCA might not be easily understood in terms of the original features. 

2.7.5. Isolation Forest (ISF) 

The ISF is an unsupervised ML algorithm for finding anomalies effectively 

in massive data streams. Based on the idea that anomalies are easier to spot 

because they contain few and varied observations, the ISF is worked. A set of 

isolation trees for the provided data points is used by ISF  to isolate anomalies. As 

in illustrated in Figure (2.8), it shows that the classification the anomaly and 

normal data. 

DT is the foundation of ISF. By randomly choosing a feature from the 

available features and then a split the value between that feature's maximum and 

minimum values, it separates the outliers. The anomalous data points will have 

shorter trajectories in trees as a result of the random feature partitioning, making 

them stand out from the rest of the data.  

 

Table (2.2): Covariance Matrix 

 Feature 1 Feature 2 

Feature 1 Variance Covariance 

Feature 2 Covariance Variance 
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Creating a profile of what is "normal" is typically the first step in anomaly 

identification. Anything that does not fit this profile should then be reported as 

abnormal. The ISF algorithm does not, however, operate according to this theory; 

it does not compute point based distances or define "normal" behavior first. The 

ISF randomly selects a feature and then a segmented value for the feature to 

produce divisions in the dataset. Anomalies require fewer random partitions to be 

isolated than "normal" points in the data set [111].  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Limitations of usage: Due to its reliance on random sub-sampling, ISF may 

struggle to handle high-dimensional data or data with complicated dependencies. 

Limited interpretability entails the potential inability to offer insightful 

explanations for why a data point is seen as an outlier. 

 

Figure (2.8): Classification Using ISF [111] 
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2.7.6. Random Forest (RF) 

The Random Forest is a decision tree-based integrated method, widely used 

in a variety of fields. It works on the premise of building several decision trees by 

randomly choosing samples and attributes, then, integrating these decision trees for 

integrated prediction. As a result, a RF may analyze the value of different features 

by calculating how often each feature is used throughout all decision [111]. The 

RF algorithm requires training several decision trees. The results of each separate 

tree are combined to produce the algorithm's ultimate result. Each decision tree 

independently creates its output, and for regression tasks or classification tasks, the 

final prediction is arrived at by averaging the responses or by majority vote.  

For regression tasks, it integrates the ideas of both decision trees and 

ensemble learning. It is a robust and adaptable regression approach, which is used 

to generate predictions on continuous numerical data [119].  

Limitations of usage: Although RF is renowned for its accuracy, the 

collection of decision trees it employs can be more complex to understand than a 

single decision tree. Although less prone to overfitting than individual decision 

trees, it is still possible to overfit noisy data. Due to RF's ensemble structure, 

inference (forming predictions) may be slower compared to simpler models. 
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3. Chapter Three: Methodology and Proposed System 

3.1. Introduction 

This chapter presents the methodology and proposed system that starts from 

IoT applications and services to combining the MQTT broker with the ML, which 

is used in the services and can provide higher accuracy with increased processor 

speed and dynamic decision-making in efficient time . IoT systems (Healthcare, 

weather, Smart city) need fast processing and making decisions automatically 

when increasing the overload on the system's services without increasing the 

resources or adding new configurations. In the same context, the services 

(subscribers) have been subscribed on the broker under a specific topic name as the 

initial service used to process data streams published from IoT devices (publishers) 

that have the same topic name in the fog node.  

The SC is used to overcome the problems of overload, high response time, 

and low latency by dynamically making decisions, which are either adding a new 

service (spawn) or removing one of the currently deploying services (kill) after 

completing the current task, depending on the information messages (containing 

the performance measures, topic name, and timestamp) that came from the 

deploying services and saving them in the screen table for making suitable 

decisions. 

  



Chapter Three  Methodology and Proposed System 

50  

3.2. The Architecture of the Proposed System 

The main objective of this dissertation is to enhance system performance and 

reduce congestion on the services by making decisions to spawn or kill them 

automatically. All services in the system have been subscribed to the broker based 

on a specific topic. These services collect and preprocess data before sending it to 

the cloud as clean data (does not contain missing values and anomalies). The SC is 

controlling the processing speed-up by predicting the number of services that avoid 

data congestion on the service. By integrating the algorithms PCA and KNN, 

accuracy and prediction efficiency can be increased. 

IoT devices publish data messages to the broker, which distributes the data 

to services according to the subscription topic. The SC monitors the services states 

that are currently deploying. The services collect data to perform anomaly 

detection and data correction. The SC is aware of any increase in the latency of 

preprocessing services. So, if there is a congestion on one of the current services, 

the SC deploys a new service. As it is illustrated in Figure (3.1), represent the 

general proposed architecture and main tools.  

In this dissertation, in the SC integrating the PCA and KNN are proposed, 

which are the PKNSP model for predicting of the number of services, and applying 

the proposed model on the different dataset for  predict of the breast cancer. To 

prove the effectiveness of these models, they evaluated by the accuracy, precision, 

f score, and MSE on the different datasets and fields. 

To evaluate the proposed architecture, databases containing real values that 

collected from sensors are used as IoT devices. The data are published as messages 

over the broker to subscribers under the specific topic name. 
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3.2.1. Devices Layer 

The devices can be sensors, actuators, and devices that publish messages to 

the SB. 

3.2.1.1. End devices 

Edge devices, for example, various sensors, generate and publish data across 

the SB under a specific topic. Messages are connected via a reliable and 

lightweight communication protocol, such as the MQTT protocol. In an IoT 

system, several sensors should be installed (four sensors temperature, light, 

humidity, and voltage.) to monitor various situations. The missing values and 

outliers, which are widely considered useless, are present in the raw sensor data 

obtained from sensors. To extract pertinent information from the sensor data, data 

preprocessing must be done on the raw sensor data before data analysis can be 

done. Furthermore, in a limited IoT sensor network, an abundance of unwanted and 

worthless data might result in high processing costs and unnecessary resource 

utilization. 

3.2.1.2. Local network 

Communication protocols are popularly used for the information exchange 

process. These communication protocols work to ease the flexibility and scalability 

of sensor deployments. It makes use of the publish-subscribe paradigm, which is 

essential to an Internet of Things system since it allows several services and 

devices to exchange vast amounts of data with one another. This makes the model 

appropriate for IoT systems, which are mostly made up of numerous linked 

devices. One benefit of publish-subscribe is that, because publishers and 

consumers are separate entities, systems do not crash in the event that one of them 

experiences an outage. 
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3.2.2. Fog Layer 

This layer receives messages published from the devices layer via the 

communication protocol and sends them either to the cloud or an alarm for the 

administrator about the presence of a critical situation that is a priority. 

3.2.2.1. Smart Broker (SB) 

The publish-subscribe approach serves as the foundation for the lightweight 

communications protocol known MQTT. The client (like an IoT device) connects 

to the server (also known as the MQTT Broker) in MQTT's client-server 

architecture and publishes messages under designated topics. The message is 

forwarded by the broker to the customers who have topics subscribed in the same 

topic. It works effectively in circumstances when there are few processing and 

memory resources available on the devices, and the network bandwidth is modest. 

The SB's work is supported using machine learning algorithms in two 

places, in the services and in the making of decisions in SC, Some of the ML 

algorithms in the services within the fog node. In addition, the use of the SC in the 

fog node helps making dynamic decisions in efficient time  without the need for 

human intervention. whereas the availability of the human element is not 

guaranteed and requires many resources to present and audit the details of the data 

in order to make decisions in the event of an increase in the congestion on services. 

The SB notifies the services of the existence of data on a specific topic when 

it becomes available for publishing. Thus, the services can receive the data for 

which they have subscribed. An SB between IoT devices and services will allow it 

to make efficient decisions to distribute the data according to the published topics 

for the services in which it is interested without data redundancy. The services that 

have subscribed to the SB receive the data stream for preprocessing, such as 

collecting the data and verifying it for any problems, then data will be cleaned and 
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corrected so that it is available without problems to applications and users who 

request those data. 

One of the important capabilities of this SB  is its ability to distribute data 

streams to more than one subscribed service while ensuring that the data is not 

duplicated in other subscribers' services. Also, it's ensuring that the system does 

not fail or stop in the event of a service failure or it is not connected to the Internet, 

as is the case in edge or fog servers. In addition to being inside the fog node, it has 

strong features in processors, storage, an abundance of resources, and proximity to 

the data source, which increases the continuity of data flow on services and 

interaction with the devices that generate that data. The services used and the SC, 

which will manage and direct the operations of adding and removing these services 

from the system, will be explained consecutively. 

3.2.2.2. Smart Controller  (SC) 

 In the proposed adaptive architecture, SC is unique and typically 

implemented as a software application component in the fog node. It monitors the 

overall system performance, which will be explained in section 3.3 by the 

proposed PKNSP model and combined with an SB, leads to the following benefits: 

1. Manage IoT services more efficiently. 

2. Dynamic deployment of the services based on the published topics on the SB. 

3. Scalability of the architecture without the need to reconfigure it manually and 

individually. 

4. Automate and fast decision-making in the efficient time, avoid human error. 

5. Improving the reliability and flexibility of the system in terms of high 

response time, high throughput and low latency. 
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6. Optimizes the use of resources and the information that covers the work of all 

the services currently implemented. 

When building the proposed model of the work, it appears a challenge 

represented by how to deploy initial services in the IoT system, and there are 

several possibilities that followed: 

The First scenario: Initial Run of Several Services  is starts by deploying a 

set of services (for example, 10), and they are stored in a matrix containing a 

counter starting from (1...10) inside the SC, with the service Status Indicator (SIN) 

field (0 not executed and 1 executed). By using a process to check the numbers of 

the currently executed services, the SC sends a command message to remove a 

service from the system with a status indicator in the array changing from (1 to 0), 

as in Table (3.1).  Services start with a SIN (1) and the number of deploying 

services (10). When a decision is made to remove a service, the SC changes the 

SIN to (0), announces the number of services from the (Number of Services) field, 

and stores it in a variable of the service counter (Counter). This is how the system 

continues to work. The topic name or type topic means the data published under a 

certain name and refers to the IoT that published data, such as (Temperature, 

humidity, etc.). This case is not feasible in the proposed work because the dynamic 

and heterogeneous nature of the IoT will not be achieved with the consumption of 

system resources by deploying a static number of services (10). 

Table (3.1): Initial Run of Several Services 

Number of service Change SIN The initial state (1) SIN Topic Name 

1 0 Remove 1 Temperature 

2 0 Remove 1 Temperature 

: 0 Remove 1 : 

:  Still deploying 1 : 

10  Still deploying 1 Temperature 

 

The second scenario:  starts with a number of services that are not activated 

in the idle stage, which is the operation of a group of services with a condition 
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within the service to work upon receiving a status message from the SC (true or 

false). Here, the SC does not specify the number of the service that will be 

activated but rather sends a status indicator through the broker. Thus, any service 

that receives the message checks the status indicator to see if it is true and is 

executing the tasks in it. If the indicator is false, it will enter the idle phase. As for 

the SC, there is a counter for the number of services currently being implemented, 

and it changes according to the system’s needs (adding or deleting). This case is 

lacked a dynamic and heterogeneous solution and consumes resources in the 

system. 

3.2.2.3. Run Services Dynamically in the Proposed System 

At the beginning of work, the SC and emergency service deploys. The 

emergency receives all messages that pass from SB and send from IoT, it publishes 

a message to the SC to deploy the service dynamically if the topic name is new  (a 

service that handles a specific type of data, such as deploying a service for each of 

temperature, voltage, humidity, and light). The SC receives status messages from 

the IoT system with the subject to which the data is posted. It performs a test on 

the topic field to see if the topic currently received is new or not.  

The message underlining certain topic name which stored in the screen table 

has a service currently deploying, and it starts to perform the tasks of the current 

publisher. After testing the topic, the SC stores the new topic, adds one to the topic 

counter, and finally sends a message to deploy the service interested in the new 

topic name.  

The initial state is deploying a service with a topic name and then SC starts 

to deploy services sequentially according to new topic names. The service deploys 

in the system and starts to send information messages to the SC.  
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In each iteration, the SC verifies if there are new topics received. As 

illustrated in Figure (3.2), deploying new services is based on the topic name in the 

information messages that are received from services. 

 

 

 

 

 

 

 

 

 

In this case, it has a dynamic deploying of system services, and this reduces 

the consumption of system resources, as there is no deploying service if there is a 

published topic for, and it needs processors. In addition, it can deal with 

heterogeneous data from the IoT by knowing the SC of the types of services that 

perform the processing on the published data according to a pre-defined topic 

through the system administrator (such as a service for each data published under 

the topics of temperature, voltage, humidity, and light). Therefore, when adding a 

new publisher to a topic defined by the SC, there is no need to change the system 

settings or services. 

3.2.2.4. Smart Decisions Making 

There are two types of decisions that the SC can make: either deployment or 

stop the service, with the help of a controlling algorithm that is based on the 

measures which are sent from each currently deploying service.  

End 

Insert 

Count (1) 

Save new topic in 

DB 
Start If New 

Topic 

Run initial 

service 

Figure (3.2): Deploy Service dynamically 
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This information is collected in a screen table, which stores all of the 

transmitted details that the algorithm will use to generate appropriate decisions to 

operate the current system with high efficiency.  

The addition of service, which is represented by (spawn a service), depends 

on the continuous improvement of measures such as the latency, response time, 

data loss, throughput, and data rate, a new service is added of the system, and 

increment the services counter by one (++1). In contrast to the removal of a 

service, which is represented by killing a service,  if there is an increase in the 

measures from the previous reading, a service is removed and the service counter 

is subtracted of one (--1). The system arrives at the starvation (the number of 

services more than the system needs). Throughput is enhanced with the increase in 

the number of services that process the current data stream.  

The screen table consists of the set of details sent from the currently active 

service, as shown in Table (3.2). The first column (Timestamp (ts)) represents the 

times of receiving the details from the currently active services, which will be 

referred to it as (ts), which starts from (ts0, ts1, ts2,... tsn). The screen table 

contains of the service name (Temp), along with latency values, throughput, data 

loss, and the number of services. The SC publishes control messages on the SB, 

which represent the decisions from the SC algorithm. One can spawn services or 

kill them based on the decision of the SC algorithm.  

Table (3.2): Screen Table Example 
Timestamp 

(ts) 
ID-Service Numbers of services Latency(s) Throughput J/S 

Data lost 

percentage 

0 T1 1-Service 6.76 2.96 0.88 

1 T1 2-Services 5.98 3.34 0.57 

2 T1-inst 2-Services 4.83 4.14 0.46 

3 T1 3-Services 3.18 6.28 0.14 

4 T2-inst 3-Services 3.02 6.64 0.46 

5 T1-inst 3-Services 3.31 6.63 0.57 

6 T1 3-Services 3.21 6.62 0.46 

7 T3-inst 4-Services 4.01 4.99 0.14 
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The T1-inst in the column ID_Services represent the new services add to the 

architure by SC’s decision. 

The Figure (3.3) shows an architecture for SC and there is at least one 

service of a certain type currently deploying and processing data semantically. 

There are several services under the same topic name of currently deploying 

service, and it is normal for them to be stopping and awaiting the decision of the 

SC in order to enter the service and operate with the original service.  

The decision taken from the SC algorithm based on the information 

measures receive from currently service that data preprocessing. The data will be 

published on the SB under a predefined topic heading for this purpose with a status 

indicator, positive to add a service or negative to stop a service from the 

architecture in the currently running system. The decision is made by applying the 

proposed model (PKNSP) to measures that collected in the screen table. 

 

Figure (3.3): Architecture for a SC in the Fog Layer 
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3.2.2.5. SC Behaviour  

The SC behaviour makes decisions based on the evaluation of performance 

measures according to Algorithm (3.1). where the algorithm begins to receive input 

from the screen table in the SC. Then it determines the size of the window in which 

the algorithm will collect data in the form of jobs of data (∆T). In our experiment, 

the value of ∆T equal to 20 is chosen, where four values (5, 10, 20, and 30) were 

tested, and the stability of latency and throughput was observed at this value more 

than at the previous values. Then it extracts the amount of latency and throughput 

for the current window and sends it to the decision-making step. The SC algorithm 

evaluates the performance by reading the metrics collected in the screen table, 

which is the backbone of the SC's decisions. The algorithm computes average 

latency, response time, throughput, and the difference between the current number 

of deploying services and the number of services that predict it by using the 

proposed PKNSP model.  The output of the function predicts number of services 

is an integer number of services based on the inputs, which are latency, throughput, 

execute time, and train data that load from the proposed PKNSP model. The steps 

of the number of services prediction function are as follows: 

1. Reading parameters (latency, throughput, execute time, and train data 

that load). 

2. Determining the samples (X) and targets (y) from the training dataset 

with the best K (best_K). 

3. Applying the normalization and PCA on the parameters (latency, 

throughput, execute time) for standardized values with training data. 

4. Applying the KNNR ML on the (X,y) with (best_K) , then predict the 

number of services. 

5. Returning the number of services. 
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Algorithm (3.1):  SC Algorithm 

 Input:  Data collected in the screen table 

 Output: decision add service(spawn) or remove service (kill) 

 Begin 

1.  Counter   =   1   // the number of active services 

2.  ∆T   =  20     //  number of recorded in screen table 

3.        MaxData ; MinData //  the max and min numbers of messages in the services 

4.  Msg-Counter  =   0                         //The number of blocks in the SC 

5.       Latency = 0.1 

6.  Respo=0.1 

7.  Execut=0.1 

8.       Throughput  =    0.1 

9.  train data = load PKNSP model 

10.  ℰ  =   0         //  predict the numbers of service based on PKNSP 

11.  Diff  =   0  //  The difference between the current number of service and ℰ 

12.  While connection = true 

13.   Deployment Services Based on the Topic name(raw data, deploy services) 

14.   Start-Time   =    current time // The start time of the collecting metrics 

15.   While ( Msg -counter  <= ∆T) 

16.    Block-message   =   a block receive from the service 

17.    Latency =   + Block-message[‘Latency’] 

18.    Respo =    + Block-message[‘Response’] 

19.    Execut =    + Block-message[‘Execute’] 

20.    MaxData =    max[Block-message[‘MaxID-Msg’]] 

21.    MinData =    min [Block-message[‘MinID-Msg’]] 

22.    Ms -counter   ++ 

23.   End 

24.   Msg-counter =   0 

25.   Total-Time  =     current time - Start-Time 

26.   Total-Data=     MaxData - Min-Data 
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Furthermore, the SC has been subscribed to an SB  based on status message 

topics for each service in the fog node (ensuring the continuity of data flow so that 

the system does not fail when one of the services fails and receives a complete data 

stream). The behavior of the general algorithm of the SC from the beginning of 

receiving the data to making the final decision has been illustrated in Figure (3.4) 

for one topic. 

  

27.   Process-Data = ∆T * size-Block(size bloks in the services) 

28.   Data-Loss   =  Total-Data – Process-Data 

29.   Data-rate    =  Total-Data  / Total-Time 

30.   Av_Latency =   Latency / ∆T    

31.   Av_respo =   respo/∆T 

32.   Av_execut =     execut  /∆T         

33.   Throughput  =  ∆T  / Total-time 

34.   
ℰ =  Function predict number of services( Av_Latency , Throughput  ,    

                                                                     Av_execut ,train data) 

35.   diff   =   Counter - ℰ 

36.   While (diff >0) 

37.    Add-service (spawn, Topic name) 

38.    Counter   ++ 

39.   While (diff < 0) 

40.    Remove one service (kill, Topic name) 

41.    Counter   -- 

42.   End 

43.   Update screen table 

44.  End 

 End 



Chapter Three  Methodology and Proposed System 
 

63 
 

 

 

  Collected measures (Latency, 

Response Time, Execution time, Max 

timestamp ,Min timestamp) 

Compute the average for measures with period 

size ∆T    

Calculate the throughput, data loss, data rate 

 Load train data from PKNSP model 

Difference (#Diff) for actual and predicted 

#Diff 

Value >0 Add #Diff services 

No 

Remove #Diff services 

Reset counters 

Start 

Yes 

Figure (3.4): Flow Chart of SC Behavior for Each Topic 
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3.2.2.6. Collector Service 

The data received by the services that are subscribed to the SB is based on a 

specific topic. One of these services is the data collector and detector. For each IoT 

device, there is a specific collector subscribed to their specific topic name or global 

one. It collects a series of readings into blocks.  Then, data is passed to the part of 

the system that performs anomaly detection for the purpose of knowing whether 

there are anomalies or not.  

This service republishes the data block to the broker with a new topic 

(normal or abnormal).  The One class SVM (OCSVM) algorithm is used for the 

detection of anomalies on each block. Before applying the algorithm, the data is 

normalized to avoid different scalings of the data vector.  

The process of normalizing the data and detecting anomalies is run together 

in the collector service. One of the ML algorithms used is OCSVM (The results of 

comparing the algorithm with a set of algorithms are discussed in section 4.7) 

because of its wide reputation, speed, and strength in performance. The result 

obtained from the collector service is a list of values containing anomaly indices of 

the original value blocks. The output from the collector service is either normal 

data (doesn't contain missing values and anomalies) or abnormal data. Maybe the 

collector service publishes abnormal data to the correction service if there are 

separate services (detection and correction). The Figure (3.5) shows the data flow 

in the collector service. 
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The resulting list with the index of anomaly values is re-published to the 

broker under the topic of "abnormal" to have the correction service and take action 

on the data block. In the proposed architecture, a given service can be replicated 

several times and subscribed to a given topic with the broker for doing the same 

job but on different data blocks. Hence, a group of services (Collector and Detector 

[1, 2, 3..., n]) can act on the same topic to enhance the system's performance when 

enormous amounts of data are supplied for preparation. The capabilities of FC to 

process data locally with low latency and high response time and reduce data loss. 

A fog node hosts the services SC and SB.  

As illustrated in Figure (3.6), a service has numerous functions; each work 

on a distinct data block deploys the same algorithm and can be executed anywhere. 

Examples of services are anomaly detection, missing data, and data correction. The 

service may contain all of them. 

 

Figure (3.5): The Data Flow for Collector Services 
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3.2.2.7. Correction Service 

The service can be either a function within a collector service or it can be a 

separate service that corrects the data containing anomalies or missing values. The 

output will be published as clean data. Tow techniques are used for correcting 

anomalies and missing values, such as the local average or local mean, and 

replacing them with abnormal values. The correction process on the missing values 

is done by calculating a local average, whereas anomalies are done by the local 

mean.  

The correction of missing values by calculating the average of nearby data 

points around each missing value is called the local average. The following general 

strategy steps can be used: 

1. Identify Missing Values: Find the locations of the data block's missing 

values first. The placeholder value NaN (Not-a-Number) is frequently used 

to represent missing values. 

2. Determine the nearby data points: Decide how many neighboring data points 

you want to consider when calculating the local average. This will depend 

on the window size (size data block). 

3. Calculate Local Average: For each missing value, calculate the local average 

by averaging the values of data points in the block.  

4. Replace Missing Values: Replace the missing value with the calculated local 

average. 

The local mean for anomaly values typically involves filtering the data to 

reduce noise and highlight underlying trends. Here, A block means is used to 

replace abnormal values. Finally, normal data is republished to the SB with the 

new topic “normal”.  
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The local mean for anomaly values can be calculated in the following steps: 

1. Choose a Window Size: Decide on the size of the window or neighborhood 

around each data point within which you want to calculate the local mean. 

The window size determines the number of data points that will be included 

in the calculation. 

2. Define the Anomaly Values: Identify the dataset containing the anomaly 

values you want to analyze. 

3. Calculate the Local Mean: 

i. For each data point in the block (starting from the first data point), 

calculate the mean of the values within the chosen window size around 

that data point. 

ii. Move the window to the next data point and recalculate the mean. 

iii. Continue this process until to calculate the local mean for each data 

point in the block. 

3.2.2.8. Emergency Service 

The emergency service in the system has the ability to send alarms based on 

topics priority specific by the system's administrator according to Algorithm (3.2). 

where it can monitor all the data flow in the system and compare critical topics that 

are saved in it. It can decide to inform the system of a critical situation that needs 

immediate treatment. It collects all critical cases according to the critical topic and 

verifies that the critical case is repeated more than once (let it be five times).  If the 

times are close, the case needs to be declared in the system and send the alarm and 

vice versa, meaning the times are spaced and scattered due to a malfunction in the 

device or an interruption of the Internet. This system also checks if data of a topic 

is received for the first time, by examining the membership of the topic of every 
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received message to a determined set of active topics.  

The topic given does not belong to that set, the emergency service publishes 

to the SC to deploy initial service for a given topic. From analyzing Algorithm 

(3.2), the input of the algorithm is a set of messages published from data stream 

generated by IoT over SB, and the output is a decision to send an emergency 

message, which means indicates that the current data has priority in the processing 

and making a decision.  

The collection of the received data begins with verifying for each message 

that the priority topic has not exceeded the limitation of threshold, with no 

repetition more than once during the time period specified by the system 

administrator or determined by the nature of the IoT devices. 

When the priority cases are grouped into a temporary table, the table consists 

of (the topic name, value, time, and a number of repeats of the value). Every time 

the value and the topic are checked. The new data is stored in the table (Data-Coll). 

It is verified that the schedule data for the current topic is equal to the threshold for 

each value with range, and apply the action, a message is sent to the SC that there 

is a need to process the current data as soon as possible. On the contrary, the 

processors are proceeding normally. 

Algorithm (3.2):  Emergency Algorithm 

 Input : Message from data stream 

 Output : The decision to alarm 

 Begin 

1.  Topic-name =  string      //      Topic name from message.topic. 

2.  Value  = 0                   //       data value from message.value.  

3.  Check table   //  List of tuples per topic, each tuple determined (range, action) . 

4.  
Data-Coll     // Table to store topics, value, time, and topic repeat.  

5.       Time-max     // The maximum time allowed to repeat values. 
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6.      While connection = True () 

7.   Create data block () 

8.   
if Check table [‘Topic-name’] is new then 

           Publish to SC (Topic-name) 

9.   Endif 

10.   if Check table [‘range’] <= Value then 

11.    Action       =  Check table [‘action’] 

12.    Data-Coll  =  insert  (Topic-name, value, time()) 

13.    Time-Sum =   Data-Coll [‘time’] 

14.    If  Time-Sum >=Time-max then 

15.     Publish-emergency (Alarm ) 

16.     Update Data-Coll 

17.   Endif  

18.  Endif   

19.  Return (Alarm) 

 End   

3.2.2.9. Cloud service  

The cloud service is used that contains the final addresses to store data or 

cloud services. This service receives the final data free of anomalies and missing 

values and stores. Cloud data centers may have multiple servers, and services can 

be deployed across various nodes for redundancy, scalability, and performance. 

The cloud data center or services are often accessed in a cloud environment via 

designated endpoints or URLs. To send or receive data, fog nodes which are 

usually located closer to end users or data generating devices can connect to the 

cloud data center by employing the proper addressing and communication 

protocols. Fog nodes communicate with the cloud data center using the standard 

MQTT protocol. 
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3.2.3. Cloud Layer 

This layer receives messages published from the fog layer and storage or 

analysis. When using cloud computing, all data that is finished by the end device at 

the network's edge is delivered straight to the data center. The cloud data center is 

the final data center for most data streams after the preprocessing operations or the 

final results of data analysis in the fog. In the proposed architecture. A data center 

store can collect all data after cleaning it so that it is ready for use again by users 

interested in this type of data. In other words, the final data is stored, processed, 

and analyzed. 

3.3. Implementation The Proposed Architecture 

In this section, we will explain the implementation processes on the 

components of the proposed architecture, mentioning the layers in which they are 

implemented. 

3.3.1. Implementation Publisher Data  

Data is pulled from the database after specifying column data such as 

(temperature, humidity, voltage, and light) as messages in JSON format. The data 

messages are published on the SB according to the type of topic specified in the 

IoT device configuration by a user in order for that to be available to the services 

that are interested in the type of sensors published on the broker. For example, the 

format of data messages looks like: 

 

1. {"Topic name": "Temp", "ID-sensor": 4, "value": "18.4792", "Timestamp": "02/11/2022 

11:06:39.306390"} 

2. {"Topic name": "Co₂", "ID-sensor": 1, "value": 201.835, " Timestamp ": "02/11/2022 

09:08:57"} 
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The steps of publish data from datasets to services over the broker are : 

1. Establish connection with the broker (IP, Port). 

2. Read data from  datasets as a IoT devices. 

3. Create JSON (format 1,2) from values that read from datasets columns. 

4. Create session on the broker open one time connection with broker A logical 

link that permits message exchange between publishers ( entities that send 

messages), and subscribers (entities that receive messages), is sometimes 

referred to as "creating a session". 

5. Publish JSON (with given Topic name) 

6. End session() 

3.3.2. Implementation SC 

The SC collects details for each job of data that is being executed within the 

currently executing service, including the average latency and average executing 

time. where the SC monitors these measures  values with high accuracy and then 

makes a decision in the case of increasing the overload on the service, which is 

currently being implemented by deploying the service automatically. The user 

intervention to reduce the latency in this service does not exist. The SC aggregates 

performance information (latency, response time, and data loss) from active 

services periodically.  

The screen table is used to save these measures and update them 

periodically. The SC calculates the average latency, data loss, data rate, and 

throughput for the given period based on the topic type.  The decision is made by 

using the PCA and KNN model with beat K and predicting the best number of 

services. Moreover, calculate the difference (diff) between the number of actual 

services deploy currently and the number of services predicted from using the 
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model. If the diff is positive, the SC will publish a message of the deploy (spawn) 

for the instance of the service; otherwise, it will stop (kill) service after finishing 

the preprocess. 

3.3.3. Implementation SC Algorithm  

The system starts with a service of a certain type deploying automatically, in 

addition to the spawning indicator being positive (True) with one number for the 

services counter (counter=1). As in Figure (3.7), which explained SC Algorithm 

action. The stages consist: 

6. Receiving the metrics values from the services for each job on which the 

preprocessing operations are carried out. 

7. Collecting the values of the metrics according to the size of the period (∆T) 

requires collecting job information, which includes the latency and the 

execution time for each job received from the services. 

8. Calculating the average for the measurements received during the specified 

period (∆T), where the average latency and throughput are calculated. 

9. Define an initial value for the decision pointer (Spawn) where it is either 

added service (spawn) and the pointer is equal to (True) or stop(kill) and the 

pointer is equal to (False). 

10. If the pointer is equal to (True), the SC publishes a message to add a non- 

deploying service instance to the architecture, otherwise delete a currently 

deploying service instance. 

11. Receiving the values of the measures from the services. 

12. Collecting the values of the measures according to a specific period. 

13. Calculation of the average for measures received during a specified period 

14. Using PCA and KNN model for predict.  
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15. Calculate the difference (Diff) between current and predict services. 

16. If the Diff is positive, the status indicator is equal to (True), otherwise, the 

indicator is equal to (False). 

17. Set the previous average latency value equal to the current one. 

18. Continue checking the values of the decision pointer  (spawn). 
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Figure (3.5): Spawn and Kill Actions 
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3.3.4. Implementation Data Processing Services  

An IoT system provides services and applications to meet user requirements, 

such as health care services, sleep care, weather forecasts, etc. In this dissertation, 

a set of services that work in the suggested adaptive architecture have been built 

(collector, correction, emergency, and cloud services). These services can be 

functioned within one service to save resources and increase the rapid 

preprocessors within fog nodes. In general, ML algorithms are used to extract 

knowledge from raw data that is generated from IoT devices or any other sources. 

In the services, ML is used in the preprocessing of the data stream that is published 

from IoT devices over the SB. ML provides the quickness and accuracy of the data 

process within services, and extracts results that are used to make decisions in the 

SC algorithm. These services are subscribed to the SB inside the fog node. The 

number and type of these services vary according to the required data quantities 

and preprocessing. 

The service is a standalone component which is capable of managing 

specific activities and functions. A service uses ML algorithms to preprocess data, 

and it has subscribed to the SB according to the interesting topics. Inside the 

services, the data is received, collected, preprocessed, and republished cleanly back 

to the SB to benefit other services, like the cloud or applications. 

The system services receive a data type that interests them, which is 

published on the SB by IoT devices. On the other hand, they have subscribed to an 

SB according to the topic type that correlates with certain a sensor, they are ready 

for data process from faults and problems. 
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The data are re-published data as messages on the SB in two topics: 

i) As a block of clean messages to other services, the cloud, or 

applications requesting the data and 

 ii) As status messages to the controller.  

 The active services contain a set of functions of interest to the user and 

process data in an efficient time. The missing values and anomaly detection are 

important issues facing the processing of IoT data streams and lead to the 

degradation of the system performance or data loss. The Figure (3.8) shows the 

data flow for a service and the functions in the service for increased accuracy and 

rapid processing. 

 

 

 

 

 

 

 

 

3.3.5. OCSVM for Anomaly Detection 

The OCSVM algorithm evaluates parameters (gamma and nu) based on the 

concept of cross-validation, as it employs an anomaly detection model on data 

blocks. Using the OCSVM, this proposed method assigns the best parameters to 

the algorithm according to its contribution to increasing accuracy.  

Figure (3.8): Action for a Particular Service 

Application 
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This is achieved as follows: 

First, apply the OCSVM to all values in the column and keep the anomaly 

values in the table based on the parameter value. Then the accuracy of the model is 

calculated for all parameters in the table by distributing values on the TP, TN, FP, 

and FN coefficients. Finally, apply the equation (2.14) that computes the accuracy 

from coefficients. Algorithm (3.3) which shows the steps of the OCSVM. 

 

 

Algorithm (3.3):  Anomaly Detection Algorithm 

 Input : Dataset based on topic name 

 Output : The best parameters 

 Begin 

1.  DB   =  dataset 

2.  Split DB x_trian, x_test, y_trian, y_test 

3.  Nu    :   [0.02, 0.02,0.001,0.002,0.01,0.02,0.02], # Control the number of anomalies 

4.  Kernel :  ['Rbf'],  # The kernel function to be used 

5.  Gamma :  [0.01,0.001,0.001,0.001,0.001,0.002,0.003]   

6.  For   i=1 to increment 

7.   OneClassSVM (nu[i], kernel , gamma[i]) 

8.   y_Predict =   OneClassSVM. Predict() 

9.   DB_anomaly_values =  where(y_Predict == anomaly value)                

10.   Save DB_anomaly_values 

11.   Distribte values on the coffecients(TP, TN, FP, and FN) 

12.   Accuracy = 𝑇𝑃+𝑇𝑁 /  𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁 

13.  End   

14.  Return ( Accuracy) 

 End   
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3.4. Number of Services Prediction Model  

The proposed PKNSP model focuses on the properties of the KNNR and is 

concerned with modifying its behavior to improve the prediction of number of 

services by integrating with PCA. The popular supervised machine learning 

technique KNN has been utilized extensively in a number of disciplines. KNN 

does not require prior knowledge of the distribution or parameters of the 

underlying dataset for classifying or predicting the value using the K closest data 

points to the test point in feature space and their labels or values. This makes it a 

powerful tool since, when working with complicated data structures, feature 

distributions are not always known beforehand. When data is presented in smaller 

amounts (blocks), the KNN performs better. The results of applying KNN the 

algorithm without PCA exist in section 4.6. 

A supervised learning approach that can be utilized for regression 

applications is KNNR. By taking into account the values of its KNNR in the 

training dataset, it may predict the target value of a new sample. The KNNR 

algorithm is used in the SC to predict the best measures that lead to making 

decisions automatically in real time 

Principal Component Analysis (PCA) is a dimensionality reduction 

technique that can be used to identify the most informative features in a dataset. It 

transforms the original features into a new set of uncorrelated variables called 

principal components.  

The best features are obtained by applying the PCA algorithm to the dataset. 

The features are latency, throughput, execution time, data rate, data process, total 

data collected and data loss .The reducing model uses the split data to train and 

test. It is used for selecting the best (k), which is evaluated by MSE on the KNNR 

prediction model. Finally, keep the best splitting and K and save it in the PKNSP 
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as a model of results for integrating the PCA and KNNR. Algorithm (3.2) which 

shows the integrate the PCA and KNN. 

The PCA can be used as a preprocessing step to reduce the dimensionality of 

data, then applied feature selection by using a cumulative explained variance 

threshold to the transformed data to select the most informative features. In other 

words, the feature selection is embedded in the PCA algorithm.  

Feature selection involves choosing a subset of relevant features from the 

original set, pointing to retain the most informational ones. Dimensionality 

reduction, subjects to transform the data into a lower-dimensional space, capturing 

important information while reducing the overall number of features. In short, 

feature selection keeps some features and discards others, while dimensionality 

reduction creates new features from the original ones. 

Algorithm (3.4): Proposed PKNSP Model 

 Input: multi-features from DB. 

 Output:  The best model and K of neighbors 

 Begin 

1.  X_Data  =  The features without target 

2.  Y_Data   =  The target 

3.  X_Data_Norm =  Apply Normalization on (X_Data) 

4.  X_pca, n_components =   Apply The PCA algorithm (X_Data_Norm) 

5.  X_reduced  =  X_pca [:n_components] 

6.  Best_K = 1 

7.  Last_MSE =  Max Double 

8.  PKNSP  = Split data (X_reduced, Y_Data, test=0.2)   

9.  For K from *  to increment  

10.   Apply KNNR model(K)  

11.   MSE  =  mean_squared_error (KNNR predict) 

12.   If  Last_MSE < MSE then 

13.            Best_K = K 
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Integrating PCA and KNN algorithms allows for effective features selection, 

handling of multicollinearity, improved generalization, and computational 

efficiency. By leveraging the strengths of both techniques, you can enhance the 

performance and efficiency of the regression model.  

Unsupervised ML techniques like PCA aim to retain as much information as 

possible while reducing the dimensionality (number of features) of a dataset. To do 

this, a brand-new set of features known as components is found. These components 

are composites of the original features and are not associated with one another. 

Following the loading of the dataset, you can perform these steps to incorporate 

KNN and PCA for dimensionality reduction. As illustrated in Figure (3.9): 

1. Starting by normalizing the data until unifying the data within a specific 

range. 

2. Constructing the covariance matrix involves determining the relationship 

between pairs of variables and the amount of variance. 

3. Computing the eigenvectors and eigenvalues. 

4. Sorting the eigenvalues in descending order and selecting the top k 

eigenvectors corresponding to the highest eigenvalues. 

5. Transforming the feature matrix using the selected principal components by 

multiplying the original feature matrix by the selected eigenvectors to obtain a 

reduced-dimensional feature matrix. 

6. Splitting the dataset into training and testing sets by dividing the transformed 

14.           Last_MSE  = MSE 

15.   End if 

16.   K   ++ 

17.   End 

18.   Return ( PKNSP , Best_K) 

 End 
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feature matrix and the target variable into a training set and a testing set of 

80% of the data and the remaining for testing. 

7. Train the KNN model. Fit the KNN model using the training data. Specifying 

the number of nearest neighbors (k) and any other relevant parameters, such 

as distance metrics. 

8. Evaluate the model: Use the trained model to predict the testing data. 

Calculate the appropriate regression evaluation measure, such as mean 

squared error (MSE). 

9. Iterate through different values of k (the number of principal components) to 

find the optimal number of features that provides the best regression 

performance. 

10. Selecting the best-performing k and finalizing the model: Choose the value of 

k that yields the best regression performance based on the evaluation metrics. 

Train the final KNN model using this optimal number of principal 

components. 
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Figure (3.10): Evaluate Proposed PKNSP model with other MLs 
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The Figure (3.10) shows the evaluation of the PKNSP model with other 

MLs in predicting the number of services and breast cancer. The real data flows 

after the normalization as inputs to these MLs. The output is MES, accuracy, 

precision, recall, and f1-score, which is then compared with the result from the 

PKNSP model. 

 

 

 

 

 

 

The Figure (3.11) shows the construction of the model for the process of 

predicting the number of services required to deploy in the system. According to 

the current state of the system in terms of performance measures, those are the 

inputs of the PKNSP . The output is the best number of services. 
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3.5. Summary of the Chapter  

This chapter discusses the main improvements in IoT system performance 

that can be obtained from implementing the proposed architecture and investing in 

the architecture of FC. One of the important advantages is running the system with 

simple resources. In the same context, integrating the SC and the broker in one 

architecture and within the fog node led to increased reliability, scalability, saving 

of resources, rapid processors, high response time, increased throughput, reduced 

latency, and reduced data loss. 

The services which have a subscription in the SB and are organized 

according to pre-determined topics in the fog node, added to the system's abilities 

the monitor the performance measures that affect processing operations and data 

transfer between IoT devices and applications on the one hand and the cloud on the 

other. In addition, the SC algorithm has the ability to help make a dynamic 

decision in efficient time . The SC controls a set of services that have the same 

topic name for the currently active service that processes the data stream. These 

services can be functioned by the SC deciding to use them and incorporating them 

into the architecture of the currently operational system after applying the PKNSP 

model for predicting the best number of services based on the information 

messages.  

There are two kinds of decisions obtained from applying the SC algorithm: 

i) spawning a new service in case the currently deploying service is overloaded. 

Thus, helping services that process the stream to improve response time, latency, 

and throughput for services that are currently active in the architecture. ii) Killing a 

service that is currently deploying, where the service is stopped after processing all 

the data it has, because the system now has enough processing services and good 
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standards, and there is no need to add another service, meaning that there is a long 

waiting time to receive data from the broker to start processing. 

By integrating KNNR with PCA for dimensionality reduction, you can 

reduce the dimensionality of the dataset and improve the model's performance by 

focusing on the most informative features. Note that the optimal number of 

principal components (KP) and the number of nearest neighbors (k) in KNNR are 

separate parameters. The optimal KP for PCA may not be the same as the optimal 

k for KNNR, so it's important to perform this two-step process.  

Integration principal component analysis (PCA) is used in the 

dimensionality reduction method with K-nearest neighbors (KNN) algorithms are 

used to BCP based on reduced data size by selecting the best features that capture 

most of the variance in the data. To enhance the performance of the model, a 

subset of the most critical features is selected from the initial collection of features.  
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4. Chapter Four: Results and Discussions 

4.1. Introduction 

This chapter is on how the proposed architecture achieves a good system's 

performance in terms of quick response time, low latency, increase throughput and 

reduce data loss in addition to improving significantly the QoS in the fog node.  

The broker is Mosquitto, which deploys data under certain topic names to 

subscribers (services). There are many MQTT brokers such as Mosquitto, 

HiveMQ, EMQ X Broker, RabbitMQ, ActiveMQ, etc. Mosquitto is characterized 

by being self-hosted and managed, TLS/SSL support for secure communication, a 

publish-subscribe model, and scalability. The MQTT protocol is version 3, which 

is light and secure and does not contain additional handshake burdens as in the 

HTTP protocol. It will explain and discuss the results in the following sections. 

4.2. Experimental Setup and Performance measures 

To conduct experiments, a computer is used with the specifications 

mentioned in Table (4.1) using the Python language and multiple libraries for 

programming of publishers, subscribers, and the SC. IoT devices publish data on 

the broker (mosquitto version 2.0.14). Where The data is sent at a rate of 

approximately 1 GB/s and many IoT devices publish data messages. 

Table (4.1): Experimental Setup 

Item Description 
CPU 2.70 GHz intel Core i3 

RAM 4 GB 

VRAM 1 G 

OS Windows 10 pro 64bit 

IDE Python 3.10 

Broker Mosquitto 2.0.14 

MQTT protocol V3 
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4.3. Description of Datasets 

Three datasets are used to demonstrate the feasibility and efficacy of the 

proposed model. The lack of sensors that generates the data stream in an 

acceptable amount and the lack of laboratories appropriate to the nature of the 

work of IoT system causes dependence on the datasets that contains real data from 

sensors.  

Intel Berkeley is a real-life dataset that contains a set of IoT sensor readings 

from  (https://www.kaggle.com/datasets) named “Intel Berkeley Research Lab 

Sensor Data” (Intel Berkeley). This file includes a log of about 2.3 million 

readings collected from 54 sensors deployed in the Intel Berkeley Research Lab 

between February 28th and April 5th, 2004. It is collected and with timestamped 

topology information, along with humidity, temperature, light, and voltage values 

once every 31 seconds. Temperature in Celsius degrees. Humidity is temperature-

corrected relative, humidity, ranging from 0-100%. Light is in Lux (a value of 1 

Lux corresponds to moonlight, 400 Lux to a bright office, and 100,000 Lux to full 

sunlight.). Voltage is expressed in volts, ranging from 2-3. There are some missing 

or outlier values and anomalies. 

Smart-homes is named "smart-homes-temperature-time-series-forecasting". 

It consists of data collected from 16 sensors. Each column contains 2765 readings. 

The dataset is a multivariate time series collected from the monitoring system 

mounted in a solar house. The dataset is equivalent to about forty days’ worth of 

monitoring data. The objective is to forecast the temperature of a space in this 

operation, which is the bedroom, so that a decision may be made on whether or not 

to turn on the HVAC (heating, ventilation, and air conditioning) system. Missing 

values could be present in the dataset. Every minute, data is sampled, computed, 

and smoothed with 15-minute means before being uploaded. Dates, data from 
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additional sensors, weather data, and other details are all included in the dataset. A 

multivariate time-series dataset is being used. 

The DBC is named Diagnostic Breast Cancer medical data sets. The 

objective is to diagnose and predict early breast cancer. It exists in the Kaggle 

datasets at (https://www.kaggle.com/datasets). There are 569 records in the 

collection. 212 cases of malignant breast cancer and 357 (62.7%) cases of benign 

breast cancer. An ID number, a diagnosis (dataset label: "B" indicates benign, "M" 

means malignant), and 30 real-valued input attributes are all included in each 

record. These characteristics are real-valued characteristics that are assessed using 

a digital image of a breast mass aspirate. 30 real-valued input attributes are stored 

in a database for 569 cases. In the dataset, there are no missing values.  

The DBC database is used to prove that the process of integrating ML 

algorithms can give promising results in terms of accuracy. Therefore, the results 

of the PKNSP model are compared with previous works on the same database. 

More than one algorithm was also combined with the PCA algorithm and the 

results were compared in Table (4.7, 4.11). 

The reference dataset is system performance metrics. The objective is to 

predict of the best number of services that can be deployed in the system. It was 

created manually by monitoring performance measures that impact on the stability 

and reliability of the system. There are 385 records in the collection. seven real-

valued input attributes are stored in a database for 385 cases. In the dataset, there 

are no missing values. 

  

https://www.kaggle.com/datasets
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4.4. Results and Discussion 

Two scenarios have been applied to evaluate the proposed model's behavior; 

namely, manual service deployment and automatic service deployment. In both 

scenarios, the ML (OCSVM, RF, KNN, and SVM) are used for missing values, 

anomaly detection, and predicting the best number of services that the system 

requires to avoid overload. The model PKNSP is used to improve predictions of 

the number of services and diagnose breast cancer by reducing the features and 

data size that are transmitted to the cloud. The next subsection summarizes the 

results of using these scenarios. 

4.4.1. Results of Scenario One 

The main objective of this section is to show the measures taken when 

increasing the number of services that process the data at high data rates by using 

several publishers using only the Smart-Homes dataset because of its small data 

size and easy monitoring and tracking of the results. 

Four publishers (4-IoT devices) to one service are used in the first 

experiment, with the same type of data, and under the one topic (Temp). In the 

initial state, the services in the system are manually deploy by a system 

administrator which monitors the system performance indices and makes the 

decision to deploy  new services or not. 

In one deployment service, the processed data from the four publishers led to 

overload data in the service and make an increase in the latency from 4.16s to 

13.56s based on the data rate from 2499.95bps to 7927.40bps, as shown in Table 

(4.2). This increase in measure readings is an incentive to find a way to process 

data and reduce the overload on services.  
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One of the solutions is to use a set of services that have the same functions 

for the same topic name. 

 

To prove that performance is improved when increasing the number of 

services that perform preprocessing in terms of response time, latency, total time, 

and data loss percentage, the next explains that. 

Multi-publishers and subscribers under the same topic name as shown in 

Table (4.2), which is called temperature data from the Smart-Homes dataset are 

used in the second experiment. The steps and settings are the following: 

1. Published messages using smart-homes dataset from four IoT device 

on the SB to the five services (subscribers). 

2. Within the service (Collector), it collects data in a block with a size of 

503 messages to verify the data stream for missing values, anomaly 

detection, and then correct data, and that is considered as one job. 

3. Compute latency, response time, total execution time, average 

throughput, and data loss percentage.  

Table (4.3) presents the results for latency, data loss, and throughput 

obtained from data preprocessing in the collector service. All measures are 

summaries of the total average performance measures when deploying a set of 

services manually.The average latency, throughput, and data loss are the true 

standards for evaluating system states and determining the appropriate number of 

services based on the current state. When three services are deployed in the 

Table (4.2): Overload on the Service for First Experiment 

Number of publishers Latency(s) Data rate (bps) 

1 – IoT 4.16 2499.95 

2 – IoTs 8.32 2486.2 

3 – IoTs 11.13 2740.7 

4 – IoTs 13.56 7927.4 
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system, the performance readings are the best possible, and when they increase, 

system performance begins to deteriorate. 

 

The main goal is to reduce latency and data loss and improve throughput. 

The primary function of the collector service is to collect a data stream, which will 

receive all messages published on the SB under a specific topic, regardless of the 

service's knowledge of the IoT device that publishes the data. The received data is 

collected as blocks of a predetermined size (depending on the type of IoT device 

and the nature of the data) because the data stream cannot be handled more than 

once, so needs to process the data blocks with high speed and accuracy. The blocks 

are re-published on the SB to benefit the other services. 

The number of services that process data starts from one to five in efficient 

time . The Figure (4.1) shows measures of performance for deploying one service. 

The readings are not stable due to several variations in the operating system 

environments and the capabilities of machine hardware. Therefore, the operation 

takes a long time to process data and consider calculating the average latency in 

the final results. The x-axis represents the time of an operation (timestamp), and 

the y-axis represents the average latency at a given time. As a result, the latency is 

from 1.16 to 3.14 using equation (2.1), the average throughput is 17.37 J/s using 

equation (2.2), and the data loss is 6.77%. Unstable performance, lowest 

throughput, and data loss using equation (2.7, 2.8). 

Table (4.3): Summery the Results Second Experiment  

Number services Average Latency(s) Average Response (s) Data Loss % Throughput J/s 

1-Service 2.36 2.59 6.77 17.37 

2-Services 2.26 2.44 4.49 18.58 

3-Services 2.17 2.28 2.22 19.82 

4-Services 3.07 3.17 2.22 14.01 

5-Services 4.5 4.61 2.22 9.56 
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Figure (4.1): The Initial Operation with One Service 
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Figure (4.2): The Operation with Two Services 
 

 

 

 

 

 

 

 

 

 

 

The Figure (4.2) shows measures of performance for deploying two services 

with the same topic name. The readings have been improved because the 

increasing in the velocity data process in the services. The x-axis represents the 

time of an operation (timestamp), and the y-axis represents the average latency at a 

given time. As a result, the latency is from 1.89 to 2.86, the average throughput is 

18.58 J/s and the Data loss is 4.49% using equation (2.7, 2.8). 
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Figure (4.3): The Operation with Three Services 
 

The Figure (4.3) shows measures of performance for deploying three 

services with the same topic name. The x-axis represents the time of an operation 

(timestamp), and the y-axis represents the average latency at a given time. As a 

result, the latency is from 1.86 to 2.53, the average throughput is 19,82 J/s, and the 

data loss is 2.22%. The performance measures have been better improved. 

 

 

 

 

 

 

 

The Figure (4.4) shows measures of performance for deploying four services 

with the same topic name. The x-axis represents the time of an operation 

(timestamp), and the y-axis represents the average latency at a given time. As a 

result, the latency is from 2.26 to 3.62, the average throughput is 14,01 J/s, and the 

data loss of 2.22% does not change because the time for the process is greater than 

the collection time. All performance measures have been degraded because the 

deployed services are more than required in the system; this operation is called 

starvation. 
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Figure (4.4): The Operation with Four Services 
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Figure (4.5): The Operation with Five Services 
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The Figure (4.5) shows a confirmation of the measure's performance 

degrading when deploying more than three services with the same topic name. As 

a result, the latency is from 2.26 to 3.62, the average throughput is 9.56 J/s, and the 

data loss of 2.22%. Except for data loss, all measures are more degraded. Thus, 

more idle time for service, after three service instances there is no congestion issue 

causing data loss. 
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Increasing the rate at which a system can process or handle activities, data, 

or transactions within a specific timeframe are referred to as improving throughput. 

The system's capacity to produce results or perform tasks quickly is measured by 

its throughput. The Figure (4.6) shows an enhancement in the measured throughput 

when deploying three services with the same topic name. As a result, the average 

throughput ranges from 9.56 J/s to 19.82 J/s. Improving throughput reduces 

waiting times, lowers latency, and improves overall system performance.  

 

The third experiment aggregates the results from multiple publishers and 

subscribers. The deployment of a different number of services has an impact on the 

total time for processing all data streams as well as response time and latency. The 

results show an adverse relationship between the increased number of services and 

the performance measures. A comparison is made on total time, response times, 

and latency when changing the number of services from 1 to 6 over time. Four 

services are run to show the best results. 

Figure 4.6: The throughput for services 

Figure (4.6): The Throughput of Different Number of Services 
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Enhancement in the results starts when increasing the number of services, 

even reaching four services with the best results; however, it is also affected by 

other restrictions such as data rate and computing resources. Therefore, when 

deploying five or six services, there is an increase in total time again because there 

is a long waiting time for services to collect data and then perform their assigned 

tasks.  

A more accurate definition of latency in the proposed architecture is the time 

that starts from receiving the first message in the collector service (subscriber) and 

put in the block until the completion of the last message received and placed in the 

block, as illustrated in Figure (4.7).  

 

 

 

 

 

 

 

 

 

 

 

In order for the system to process and react to requests or information from 

users or other components, response time must be improved. It guarantees that a 

system can manage a lot of requests without becoming slow or unresponsive.  
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Figure (4.7):  The Latency of Different Number of Services 
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The response time is from the beginning of receiving the first message in the 

block until the completion of the detection and correction process for each block 

and that is illustrated in Figure (4.8). 

 

 

 

 

 

 

 

 

 

 

 

 

 

Results indicate that the total time for preprocessing all data decreases 

relative to the number of services received until some point when the time begins 

to increase again because the available services are larger than the amount of data 

to be processed (starvation). i.e., more waiting to receive data blocks. The increase 

in the number of services leads to a reduction in the time for preprocessing. 

Moreover, to ensure the continuity of data flow to the services and distribute data 

to the services (subscribers) without redundancy, SB is used, so even if one of the 

IoT devices is shut down, the system is not stopped as illustrated in Figure (4.9). 

Figure (4.8): Impact the Increasing of Service on the Response Time 
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The latency, response time, and total time can be compared by comparing 

the values obtained as illustrated in Figures (4.7,4.8,4.9). It is noted that there is an 

adverse relationship between the increased number of services and the time value. 

As the number of services that process data increases, processing times decrease 

until they reach the extent that the number of services is greater than the flow that 

needs to be processed, thus starting to increase again. The redundant services, after 

completing the tasks assigned to them, are killed. 

The difference between the transmitted data and the received data that has 

been pre-processed in collector service is the amount of data loss. Data is lost due 

to the delay in withdrawing messages, which have time to expire, from the SB. As 

illustrated in Figure (4.10), the x-axis represents the number of services that 

currently deploying (title the number of services) and deploy service over time 

(title the data loss). The y-axis represents the data loss values of percentage. 
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Figure (4.9): The Total Time for Different Number of Services 
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The data loss is high when deploying three services (1, 2, and 3) because 

there is congestion in the services and a high data rate. In other words, the number 

of services that are currently deploying in the system is not enough to process all 

data streams. When deploying four services, the improvement in receiving 

messages begins because the collector service can process data in time without 

data loss. Data loss is stable when deploying more than four services because the 

services take a long time for data collection and processing (collection time); this 

operation is called starvation. 

 

Enhancement in reducing data loss continues even after the best stable state 

of the system (when the number of services is three) because the number of 

services processing data currently executing in the system is greater than the 

amount of data deployed on the medium. In addition, the services have enough 

time to receive and process the data without data loss. 

Figure (4.10):  The Number of Service Reduced  Data Loss 
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Viewing data as resources for services is emphasizing the strategic value of 

data in the current technological. Utilizing and managing data effectively can help 

businesses develop useful services, make better decisions, and gain competitive 

advantages. But it also has obligations in terms of data administration, security, 

and privacy. It is possible to have some resource loss when the following causes: i) 

the buffer cannot handle all arrived data ii) increased resources, and iii) a high 

transfer data rate. 

The congestion in the service is a high transfer rate and its inability to 

manage and process the amounts of data arriving in a certain period of time results 

in the loss of some data. 

The starvation in the service is an increase in waiting time for tasks and 

functions within the service to perform the data processing. In this study, a low 

transfer data rate in a certain period of time or a number of services that are 

deploying more than data processing needs leads to decreased performance 

measures and data processes.  

4.4.2. Results of Scenario Two  

The experiment is applied by using the set of data (temperature, humidity, 

light, voltage) from the Intel Berkeley dataset. The SC is a module/service within 

the fog node. Its purpose is to monitor and collect information in the screen table 

for a given service of a particular type. It can also make a decision whether to 

remove one service or add a new one according to the information collected about 

the performance of that service. The screen table consists of the information sent 

from services and is used to evaluate the system's performance containing a 

timestamp to represent the time of receiving information from the service. The 

counter of the number of services that are deployed over the timestamp.  



Chapter Four  Results and discussions 

102 
 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21

services 1 2 3 2 2 3 4 3 4 3 2 3 2 3 2 3 2 3 4 3 4

1

2

3

4

5

N
u

m
b

e
r 

o
f 

se
rv

ic
e

s 

timestamp 

When the congestion is on a particular service, the SC algorithm makes a 

decision to add a service and increments the counter for that service.  

The number of services are increased automatically without the intervention 

of any human element by using the SC. The makes decisions about deploying 

services or stopping services based on the system service state. When there is an 

overload on the currently deploying system services (depending on the type of 

topic published on the IB), the decision is to spawn services to avoid congestion or, 

on the contrary, kill services to avoid starvation. 

The Figure (4.11), shows the changes in the number of services 

automatically generated by using SC. The x-axis represents the timestamp of an 

operation ∆T, and the y-axis represents the number of services at a given time for 

each job based on the topic name. As a result, the number of services varies 

between 2 and 4 on average. Notice that the number of services (3) is the most 

used number over the timestamp. It is concluded that SC changes the number of 

services dynamically. 

 

 

Figure (4.11): Dynamic Number of Service  
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To Implementation SC that collects details for each block of data that is 

being executed within the currently executing service in the system. In this 

experiment one publisher (the temperature data) and four publishers, including the 

latency, data rate, data loss and throughput are used. The rate for average latency 

have been calculated instead of a single value (little difference in latency values). 

The period (∆T) that represents the duration for aggregation of received jobs 

information from services in the SC is used, and the average latency for the given 

period is calculated. The throughput is calculated by dividing the number of jobs 

on the total time. By conducting a set of experiments on the optimal size of the 

window size aggregation of the jobs, the value of (∆T = 20) is chosen after four 

values (5, 10, 20, and 30) are tested, based on the stability of latency and increased 

throughput at this value over the previous values. 

The decision is made by comparing the current number of services with the 

predict number for using PKNSP model. If the difference is positive the SC deploy 

(spawn) the services that is currently being implemented otherwise stop (kill) one 

service after finishing the preprocessing. 

The results are obtained by publishing the data messages (temperature 

column only) to the broker and using preprocessors services for publishing details 

to the SC. Within the service, messages are collected in the form of a block of 

size=2500 rows. It is found that the real data reading time is approximate.  

By using one publisher (an IoT device), the Table (4.4) presents the 

measures that are received by the SC and aggregated into the screen table. The data 

contain the name of services (Temp the original and T1-inst the add new services) 

that currently represent the data preprocessing. The data values are collected from 

one publisher with data rate is 1 GB/s, and the topic is temperature (Temp). In 

addition, the best results are using three data pre-processing services (with instance 
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services).  

 

 By using three publishers with the same topics (Temp), Table (4.5) 

presents the average latency that is calculated to impact the overload on the service 

and the same topic. Which is the temperature (Temp). When the number of 

services is five, the latency values are low although the data transmission value is 

high, because there are three publishers. The data preprocessing in the services is 

proceeding at a balanced pace and without high delay in data collection. Enhance 

in the latency is 50.09 %, and increase the data rate is 42.80%. At the number of 

services seven and six, the latency is increased again because of the starvation 

operation. 

Number of services Latency (s) Data rate (bps) 

1  - service 10.31 2736.35 

2 – services 8.09 2720.51 

4 – services 5.09 2603.35 

4 – services 5.5 3533.40 

5 – services 4.94 3907.45 

7 – services 5.42 4913.85 

6 – services 6.9 4807.25 

  

  

Table (4.4): Screen table with one publisher 
Timestamp (ts) ID-Service Number of services Latency(s) Throughput J/s Data lost % 

 0 Temp 1-Service 6.76 2.96 0.88 

 1 Temp 2-Services 5.98 3.34 0.57 

 2 T1-inst 2-Services 4.83 4.14 0.46 

 3 Temp 3-Services 3.18 6.28 0.14 

 4 T2-inst 3-Services 3.02 6.64 0.46 

 5 T1-inst 3-Services 3.31 6.63 0.57 

 6 Temp 3-Services 3.21 6.62 0.46 

 7 T3-inst 4-Services 4.01 4.99 0.14 

Table (4.5):Impact  Overload on the Latency 
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By using four publishers with different topics (temperature: real, humidity: 

real, light: real, voltage: real), Table (4.6) presents the average latency that is 

calculated to impact the overload on the service. When the number of services is 

three for each topic, the latency values are low. The best number of services leads 

to the best latency. The average data rate is 1 Gbps. 

 Table (4.6): The Best Result from Four IoT Devices  

Number of services Latency of Light Latency of Voltage Latency of Hum Latency of Temp 

1 - service 10.31 7.32 8.96 8.5 

2- services 8.09 7.17 7.63 7.68 

3- services 7.27 6.6 7.71 7.74 

2- services 6.62 6.96 9.43 9.24 

3- services 6.05 6.44 7.39 7.23 

4- services 6.65 6.69 7.77 7.45 

3- services 5.24 5.22 5.6 7.42 

  

The counter of the number of services are changing automatically, due to the 

impact of decisions made by the SC. Adding services or deleting services are made 

according to the predicted results from using a model that integrates the PCA and 

KNNR algorithm. The results from the implementation of the dissertation idea by 

using SC with SB in the fog environment tend to: 

i) Reduce the latency in processing the data and re-publishing it as clean 

data to other services (cloud services, etc.) or applications (health care, 

smart cities, etc.) that require this data. 

ii) Improve the throughput of our architecture.  

iii) Ensure that data loss is reduced to the greatest extent possible. 

The Figure (4.12) shows the impact of the changed dynamic number of 

services with the same topic name in terms of latency. The x-axis represents the 

timestamp of an operation ∆T, and the y-axis represents the average latency at a 

given time for each job based on the topic name. As a result, the latency starts at 7s 
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Figure (4.12): Reduction the Latency 
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and is stable at 3s.  

The best latency is when the number of services is three along the timestamp 

of the Figure. Deploying three services automatically by SC is good for a given 

topic type and data rate.  

 

The Figure (4.13) shows the measurement of enhanced system performance 

by changing the number of services dynamically in terms of throughput. The x-axis 

represents the timestamp of an operation ∆T, and the y-axis represents the 

throughput at a given time for each job based on the topic name. As a result, the 

throughput starts at 3j/s and is stable at 6.5j/s. The best throughput is when the 

number of services is three along the timestamp of the Figure. SC successes on a 

put system on highest.  
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The Figure (4.14) shows the measurement of enhanced system performance 

by changing the number of services dynamically in terms of data loss rate. The x-

axis represents the timestamp of an operation ∆T, and the y-axis represents the 

throughput at a given time for each job based on the topic name. As a result, the 

data loss rate starts high at 8% and improves until it reaches 2%. The best low data 

loss rate is when the number of services is three along the timestamp because there 

are enough services processing the data stream. Notice there is a data loss only for 

a few services (5 services) and tends to be zero when there are a large number of 

services deploying. It is concluded that the data loss rate measure shows different 

behavior in dynamic environments. 

  

Figure (4.13): Improvement the Throughput 
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The SC receives a data block from the currently executing service containing 

details of latency, execution time, response time and data loss. These blocks are 

collected until they reach a value of (∆T). The average latency value (Current-

latency) is calculated according to Equation (2.2), the total time for collection 

block ∆T according to Equation (2.6), the throughput value, and according to 

Equation (2.1), the data loss according to Equation (2.8). In addition, the SC makes 

the decision to deploying new service or stop one by changing the state of the 

currently deploying services counter add or subtract by one. 

 Based on the aforementioned, it is noted that there is a relationship linking 

increasing the number of services (dynamically) with an improvement in latency, 

throughput, and reducing data loss by using the best model outcome from 

integrating PCA and KNN algorithms and best k.  

 

Figure (4.14): Data Loss in Dynamic Model 
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Figure (4.15). The Correlation for Reference Dataset 
 

In practical experiments, the number of services is automatically increased 

without the intervention of any human element by using the SC. It makes decisions 

about deploying services or stopping services based on the system services state. 

When the overload is on the currently deploying system services, the decision is to 

spawn services to avoid congestion, contrary, kill services to avoid starvation. 

4.5. Results of PKNSP  Model 

In the SC, the model is made by integration of the PCA and KNN MLs to 

predict the appropriate number of services and use for the dimensionality reduction 

for the best feature selection to diagnose and predict breast cancer. Feature 

selection is embedded in this model. PCA is used to select the best features from a 

set of data after dimensionality reduction. The number of features is seven, but 

after applying PCA, it is reduced to three features. As illustrated in Figure (4.15), 

the scale and the shades represent the correlation between the two features in the 

reference dataset. 
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The middle values, which are neither having too high nor too low variance, 

are used in this study. That is, not those that have too high variance or too low. As 

illustrated in Figure (4.16), the number of features is seven, after applying PCA, 

the principal components are three (features) based on the threshold uses in PCA. 

The y-axis represents the Explained variance (EV), the x-axis represents the 

number of new principal components. Explained variance (EV) is the amount of 

covariance after the projection of the new values for principal components into the 

original feature space. 

Based on the use of a cumulative explained variance threshold (82%), the 

number of principal components (KP) to be retained can be chosen, and it is found 

that this threshold is appropriate for the data of features in terms that are not highly 

correlated. Therefore, it does not have the same information and teaches the model 

well. In addition, this threshold explains a significant portion of the data variance. 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure (4.16): The EV with Principal Components 
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Evaluate the model using the MSE compared with (OCSVM, SVR, and 

Random Forest). The results obtained from applying MLs with minimum MSE are 

illustrated in Figure (4.17) ,  shows the best ML algorithm for the implementation 

in the SC for making decisions. The x-axis represents a set of MLs used to predict 

the best number of services, and the y-axis represents the MSE values for each 

algorithm used. As a result, the minimum MES using KNN is 0.00434. The 

integration model between PCA and KNN finds the minimum MSE and the best K 

because the dimensionality reduction is used before applying KNN. It is concluded 

that PCA and KNN are used in the SC because of a small dataset and a simple 

relationship, and it is also interpretable. 

 

 

 

 

  

 

 

 

 

 

  

Figure (4.17): The MSE for MLs 
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Determine the number of neighbors for the KNN algorithm (K) that is used 

in the final model. The Figure (4.18), shows K that is used in the final model. The 

x-axis represents the number of K values, and the y-axis represents a set of MSE 

values obtained from an iteration of applying the KNN to the produced model from 

feature selection. As a result, k equals three, giving a low MSE. Notice the MSE 

degraded and increased for K greater than 5, with three components from PCA. 

Conclusion: No more tests are required. 

 

 

4.6.  Result of BCP Model 

Based on the constituents of the confusion matrix of the BCP model shown 

in Figure (4.19), the model achieved an accuracy, precision, and F1-Score of 

99.12, 99.13, and 99.12, respectively. The reduction of the data size by applying 

PCA achieved a reduction of 68%. It achieved a reduction of features from 30 to 8, 

as shown in Figure (4.20) where (a) represents the original features and (b) 

represents the features of applying PCA. This is useful when sending data to the 

cloud. 

Figure (4.18): Selection #K of Neabouers 
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Figure (4.20): Data Size Reduction 

a 
b 

 

 

 

 

 

 

 

 

 

 

 

Figure (4.19): Confusion matrix of the IPK 
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Table (4.7) shows the results of using the PCA to produce new data 

components after dimensionality reduction and embedded feature selection based 

on the use of a cumulative explained variance threshold (95%). The new data 

components are used in the KNN, RF, SVM, and CNN. Compare the results in 

terms of accuracy between using PCA and without using PCA.   

 

Table (4.7): Results from BCP model 

Method Accuracy with PCA Accuracy without PCA 

RF 96.73 94.49 

SVM 97.86 92.98 

CNN 97.37 93.86 

KNN 99.12 94.15 

 

The high accuracy is obtained from the BCP model because the KNN 

performs better when given smaller amounts of data since there are fewer chances 

for overfitting due to reduced variance between isolated neighborhoods within 

smaller sample sizes than larger ones. Therefore this method becomes useful in 

cases where there isn’t an abundance amount of available relevant information 

about a certain problem domain e.g. medical applications. Using PCA for 

dimensionality reduction and then feature selection with KNNR, you can follow 

these main steps: 

1. Applying PCA to select the best features from the feature space. 

2. Select the best principal components that capture the most significant 

variance (they are not very high and low variance). 

3. Applying KNN using the selected principal components as features with the 

best number of K for KNN. 
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The BC datasets consist of a large number of features; therefore, PCA 

dimensionality reduction in integration with KNN helps improve the results. Due 

to its reliance on distance measures. Table (4.8) shows the results of comparing the 

PKNSP model with feature selection that is evaluated by measures of accuracy, 

precision, recall, and f1-score. 

Table (4.8): Comparison for PKNSP with Feature Selection method 

Method Accuracy precision recall   f1-score 

features selection 91.22 0.94 0.89 0.92 

features selection+PCA 89.47 0.94 0.92 0.93 

PKNSP 99.12 0.99 0.98 0.99 

4.7. Results of Using the OCSVM 

A model for anomaly detection based on using an unsupervised One-Class 

Support Vector Machine to detect anomalies is proposed in this study. The 

parameters of the kernel are RBF, the coefficient of gamma (gamma), and the 

minimum for train error (nu) between (0,1).  

In practical experiment, an injection of 2% of anomalies data in the block. 

The OCSVM model is evaluated by accuracy using the TP, TN, FP, and FN, after 

applying the best parameter values (gamma=0.001, and nu=0.02) that are obtained 

from the several tests that are done on the data using a set of values.  

Table (4.9) presents the values used to find high accuracy. By using the 

equation to find the accuracy (mentioned in Chapter Two section 2.6.1 Equation 

(4)), based on the anomaly values that are injected with the normal data, the 

accuracy for each parameter is calculated after knowing the respective values for 

(TP, TN, FP, and FN). 
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Figure (4.21): The Set of Parameters Values 
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parameters (gamma, nu) 

 

Figure (4.21) illustrates the best parameters with the highest accuracy. The 

collector service makes processing more accurate and fast by using ML algorithms 

for anomaly detection. The result of this function is one of two possibilities:  

i) The block data is normal.  

ii) The data is abnormal (contains abnormalities), which will be sent to the 

correction function. 

Where the low accuracy is at the value of the parameter (0.01,0.02), and the high at 

the value of the parameter(0.001,0.02). 

To prove the effectiveness of the OCSVM model, that is compared with two 

previous studies that are conducted Intel Berkeley dataset for anomaly detection 

[104], [120]. Moreover, the proposed models' results are better than all these 

models.  

Table (4.9): The Best Parameters with Accuracy 

(gamma, nu) (0.01,0.02) (0.001,0.001) (0.001,0.002) (0.001,0.01) (0.001,0.02) (0.002,0.02) (0.003,0.02) 

Accuracy 93.57 98.83 98.64 98.83 99.44 99.22 99.22 



Chapter Four  Results and discussions 

117 
 

Figure (4.22): The Accuracy Using Different Techniques 
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Which its accuracy is (93% and 99.05%). whereas the accuracy in this study 

appears enhanced (99.44%). In addition, OCSVM is compared with two MLs 

(KNN, SVM, and ISF algorithms), as shown in Figure (4.22). 

 

 

4.8. Comparison  with Related Work 

Using a set of common methods for processing and making decisions in the 

fog node near the data sources as in the basic configuration in section 4.4. is 

focused in this study. Then, building the SC and adding to the architecture for 

monitoring the system measures and making decisions either (spawn or kill of 

services) by several ML models. The results, as illustrated in Table (4.10), are 

obtained from the implementation of the SC model. The results are compared with 

previous studies in terms of response time, latency, and accuracy for anomaly 

detection. Experiments demonstrate the practicality of SC in the proposed 

architecture and the important relationship between the number of services and the 

enhancement of the system performance measures.  
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Therefore, fast and accurate decisions are made in efficient time  by using 

PKNSP for prediction, leading to high reliability and avoiding congestion on the 

services. Experiment settings: 

1. Messages are published from the Intel Berkeley dataset (four IoT 

devices) to the SB that receives the same number of messages (2313155) 

in each experiment.  

2. Collect the data in the block with a size of 2500 messages. 

3. The SC with one service is the initial state of system operation. 

 

The best result when the number of services is three for latency, throughput, 

and response time. The unit for results was the second of each block that contained 

2,500 messages. After converting these unit results to milliseconds for latency and 

response time, the results became as in the Table (4.11). 

For the architecture and system’s performance, the findings from related 

works in terms of the average latency in [7] for a message is 20.45ms, Delivery 

latency traffic latency is 48.56ms in [21], and in [24] is 8.83ms.  

The response time in [15] is 109ms, the FogFlow-Discovery for ID- and 

topic-based queries in [26] is 39.5ms , and the response time is 17.86ms in [25] 

Notice: The unit in the results obtained from related work was millisecond 

for one message, whereas in the recent study, the seconds are converted to 

millisecond for each message in all results as shown in Table (4.11).  

Table (4.10):  The Results from Implemented the SC 

Number of Services Latency Throughput Response time 

1 6.76 2.96 6.96 

2 3.46 5.78 3.71 

3 3.43 5.83 3.63 

4 3.58 5.59 3.87 

5 4.64 4.31 4.89 
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Using SB (without SC) in this study by using Smart-homes dataset and the 

average latency is 4.34 ms,  and response time is 4,56 ms. However, Using SB and 

SC by using Intel Berkeley dataset , the average latency is 1.37 ms,  and response 

time is 1.54 ms . 

Reference Latency (ms) Response time (ms) Accuracy % 
Improvement 

rate 

[7] 20.45 - 
 

6.699 

[24] 8.83 - 
 

15.515 

[15] - 109 
 

1.413 

[26] - 39.5 
 

5.570 

[21] 48.56 - 
 

2.821 

[25] 31.33 38.90  4.54 

[120] - - 99.05 
 

[104] - - 93 
 

This work (SB only) 4.34 4.56 99.42 33.772 

This work (SB & SC) 1.37 1.54 99.44 
 

¹This work (SB & SC) 

Overload (4-IoTs) 
1.97 2.20 99.44 69.543 

²This work (SB & SC) 

Overload (4-IoTs) 

Light 2.09 2.31 99.44 65.550 

Voltage 2.08 2.32 99.44 65.865 

Hum 2.24 2.53 99.44 61.161 

Temp 2.89 3.17 99.44 47.405 

 

Notice: ¹Smart home dataset with same topic name (Temperature). 

   ²Intel Berkeley dataset with difference topic name (Light, Voltage,        

Humidity, Temperature). 

The findings demonstrate the effectiveness of the model through deploying  

Table (4.11):  Compare results from this work with related works after converting (s to ms) 
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a set of services and SC with an MQTT broker. The improvement in average 

latency is 91.65%, the response time is 97.34%, the reduction in data loss is 

84.49%, and the throughput is 7.07 j/s in the proposed architecture. In contrast, the 

previous studies didn't use the SC and didn't split the data stream into several 

blocks in the services. 

The BCP model is being compared with other ML models in terms of 

accuracy, recall, precision, and score on the dataset. All the models constructed 

before a final model with their performance indices and the comparison are shown 

in Table (4.12). 

 

Table (4.12): Comparison of the BCP model with the other existing models DBC Dataset. 

Reference 
Year 

Method Accuracy% Precision% 
F-

score% 

[40] 2018 PCA+KNN 96.4   

[37] 2019 PCA+KNN 95.57   

[38] 2019 SVM 97.36   

[39] 2019 SVM 98.82 99.07 98.41 

[121] 2020 LR with Area under the curve 98.06   

[34] 2021 SVM 98.51   

[36] 2021 CNN 98.37   

[122] 

 

 

2022 

 

Voting Classifier 97.61   

Polynomial SVM 99.03   

KNN with hyperparameter 97.35   

PCA +Logistic Regression 94.87 94.81 92.9 

[123] 

 

 

2023 
SVM  98 96 

KNN  94 96 

RF  96 97 

[124] 2023 Voting Classifier (LR+SVM) 98.77 98.83 98.68 

In this work 2023 BCP 99.12 99.13 99.12 
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4.9. Summary of the Chapter 

The results emphasize that there are some measures that can play an 

important role in enhancing the system's performance. Such these measures can 

also impact on decision-making in terms of adding or removing the services. The 

Initial deployment of services is dynamic by checking the given topic name in 

emergency service with a set of active topic names.  

 In terms of system performance, the results assert that integrating SB with 

SC have a positive effect on improving throughput and latency in services. As it 

increases in reliability by guaranteeing continuous data flow, avoids system failure 

and services stopping from working.  

According to the most important results, regarding the PKNSP, BCP, and 

OCSVM models, it is concluded that each model can be suitable for a specific 

purpose. For example, when determining the number of services in the system is 

very critical and important to avoid defects in the data stream and generate wrong 

values. Anomaly detection, messing value, and breast cancer diagnosis are other 

examples of different fields in which the proposed structure can be applied.  

Besides using ML algorithms in service, integrating the ML algorithms in 

SC indicate to that PCA and KNN can enhance the accuracy, precision, f score, 

and MSE of the model.  
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5. Chapter Five: Conclusions and Future Directions 

5.1. Introduction 

The most significant findings of the tests and the suggested studies that can 

be highlighted will be stated in this chapter. Hence, this chapter is divided into two 

primary portions. The first is devoted to highlighting the most significant findings 

of this study using suggested tools and algorithms. The second section suggests 

some potential directions for this study's future. 

5.2. Conclusions 

This dissertation introduces a adaptive architecture in the fog node based on 

integrating a broker with SC and a set of services which uses ML for data 

processing and makes dynamic decisions to add (spawn) or remove (kill) services 

automatically. Improvement of the system's performance by using the response 

time, latency, throughput, and data loss. Finally, the enhancement of preprocessing 

of data streams in efficient time .  

The adaptive architecture is capable of deploying a set of services in the fog 

node, adapting to the expansion of IoT devices, and dealing with heterogeneous 

data. The automated deployment and dynamic publish/subscribe increase the speed 

of data preprocessing and data cleanliness from any problems that hinder the 

optimal performance of the system before sending data to applications that require 

the data. The SC can make a decision automatically in efficient time  by reading 

information messages delivered from services. SC can successfully determine 

whether the system needs to add or remove services.  

The decisions are made when the system lacks the congestion of data on the 

currently implemented service or there is a starvation case in these services. 
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Based on the findings of the proposed models, many conclusions can be 

drawn: 

1) The adaptive architecture avoids the bottlenecks inside the services 

with the exploitation all resources in the fog node. 

2) No special configuration is required on the IoT device level when 

using a broker in a fog node and can apply to the minimum resources. 

3)  Employed a broker as a flexible and distributed gateway for data 

streams. The broker is more secure by guaranteeing the publishers are 

not aware of the subscriber, and the system does not fail when one IoT 

device is shut down or disconnected. 

4) The duplication of subscribed services is a feasible approach for 

handling high-rate data streams, enhancing system performance, and 

utilizing available system resources. The proposed method proved to 

be effective where the overload in the service and according to the 

topic of data published, the decision is to add services to the system 

under the same topic or remove them. 

5) The proposed OCSVM hyperparameters that control the behavior of 

the algorithm (gamma, nu, kernel). In this dissertation, the best 

hyperparameters by cross-validation are selected and to achieve good 

performance to the OCSVM model for anomaly detection tasks. In 

addition, dividing the data stream into several blocks in the services to 

discover missing values and the applying OCSVM ML for anomaly 

detection, led to high accuracy. 

6) SC has succeeded in controlling increased numbers of services 

automatically and maintaining the best possible system performance. 

Screen table used to collect measures from services and input to the 
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SC algorithm to predict the best number of services the system needs. 

7) The proposed integration of the ML algorithms is proved to be 

effective makes an accurate decision and adds less overhead since 

training is offline and usage is straightforward online. dimensionality 

reduction using PCA and then selecting the best features and selecting 

the best K-neighbors (for KNN) is significant in building the PKNSP, 

and BCP model well. 

8) SC still uses part of the system's resources. 

5.3. Future Works 

Adaptive architecture is expected to be a path of interest for researchers 

because of its flexibility and scalability, which allow adding services and 

connecting IoT devices or sensors easily, especially in large places such as cities or 

health facilities. In future works can be drawn: 

1) SC can be expanded so that it has the ability to process data on 

different fog nods and different locations.  

2) SC can deal with service scalability in several locations depending on 

the data of IoT, which is heterogeneous data.  

3) The broker guarantees a fair distribution of data to services according 

to a specific topic, which can be developed into a matrix of topics in 

order to accommodate the various devices that generate data in huge 

quantities. 

4) Applying the proposed architecture to the cloud, with all measures 

using and without the broker. Thus, comparing performance and 

determining the best results based on the nature of the data and the 

environment of the problem. 
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 المستخلص

 

مجال استخدام اجهزة انترنت الَّشياء, والتي اخذت بالتوسع ظهرت في الآونة الَّخير ثورة في 

لتشمل كافة مرافق الحياة والمجالَّت المتعلقة بحيات الَّنسان اليومية. كما هو الحال في تطبيقات الرعاية 

الصحية, التنبؤ بالطقس, والمدن الذكية , وغيرها من مجالَّت الحياة. يعد انترنت الَّشياء من المصادر 

بيانات المتولدة من كافة اجهزة انترنت الَّشياء وعلى مدار اليوم وفي الوقت الحقيقي. هذا الكم الغنية بال

بالتالي, .الهائل من البيانات يكون غير متجانس , وذات تدفقات مستمرة, وموزعة جغرافيا على نطاق واسع

القيم المفقودة والشذوذ من هي بحاجة الى تقنيات فعالة لإدارة الموارد ,التخزين, المعالجات والتحليل. 

العيوب التي قد يعاني منها دفق البيانات المتولد من اجهزة انترنت الَّشياء والتي تؤدي الى انخفاض الدقة 

 والموثوقية بالنظام, وبالتالي تدهور اداء النظام بصورة عامة.

محليا قرب مصدر  لمعالجة البيانات اللازمةمعظم اجهزة انترنت الَّشياء تعاني من نقص بالموارد 

انتاجها. لذلك تعتبر الحوسبة السحابة والحافة من الحلول الواعدة في هذا المجال. ولكن للأسف تعاني من 

البعد عن مصدر انتاج البيانات , نقص في موارد اللازمة للمعالجات في الحافة , قابلية التوسع محدودة, 

نطاق الترددي. هذه العيوب سوف تؤدي الى مصادر البيانات تكون غير متجانسة, وانخفاض عرض ال

 مشاكل في الَّمان , زمن وصول عالي, استجابة بطيئة, فقدان البيانات, تحميل زائد على الشبكة.

تهدف هذه الَّطروحة الى انشاء بنية تكيفية في عقد الضباب, تقوم بتجميع وحدة تحكم ذكية مع 

وسيط . ومن خلال الَّستفادة من مزايا الضباب في خدمات للمعالجات المسبقة ويكون لديهم اشتراك في 

توفير الوارد وسرعة المعالجات والتخزين, يتم تحسين اداء النظام وزيادة الموثوقية بالَّعتماد على 

مجموعة من مقاييس الَّداء. في وحدة التحكم الذكية يتم استخدام مجموعة من خوارزميات التعلم الَّلي 

ت جديد للتنبؤ بعدد الخدمات الَّزم نوفرها للنظام الحالي , التنبؤ بسرطان التي يتم دمجها لإنتاج موديلا

الثدي وتشخيصه )حميد او خبيث( , واخيرا يمكن للمتحكم الذكي اتخاذ القرارات في الوقت الفعلي عندما 

يكون هناك حمل زائد من قبل البيانات على احدي خدمات النظام بإضافة وتشغيل خدمة مساعدة للخدمة 

 لحالية او عندما تكون عدد الخدمات اكبر من حاجة النظام , يقوم بإيقاف عمل الخدمات.ا



 

 

 وبيانات مختبراتتمت التجارب العملية على ثلاث قواعد للبيانات وهي : المنزل الذكي , 

Berkleyوالبيانات الطبية لتشخيص سرطان الثدي , Breast Cancer تم استخدام الدقة ومتوسط .

%,و 99.44لقياس دقة وجودة النماذج المقترحة. حيث كانت الدقة في اكتشاف الشذوذ مربع الخطأ 

باستخدام متوسط مربع  0.0043% . نموذج التنبؤ بعدد الخدمات الواجب تشغيلها في النظام 99.42

% كما اظهر النموذج تقليل في 99.12الخطأ. وفي تشخيص والتوقع بسرطان الثدي , كان دقة النموذج 

%. البنية التكيفية المقترحة , اظهرت تحسن في مقاييس الَّداء من حيث 68لبيانات وصل الى حجم ا

تشغيل متحكم ذكي يراقب مجموعة من الخدمات ويقرر اذا م اكانت تعاني من ازدحام ام لَّ. التحسن كان في 

%, 84.49%, فقدان البيانات انخفض بمعدل 97.34%, زمن الَّستجابة 91.65متوسط زمن الوصول 

 عملية / الثانية.7وكانت الَّنتاجية 

 

  



 

 

 

 

 

 

 

ن اداء خدمات الضباب باستخدام وسيط متحكم   ذك   و تحسي 
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