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Abstract

Twitter faces the challenge of bot attacks, which can affect society. Acquiring
labeled data for supervised machine-learning techniques that detect bots is expensive
and time-consuming. Therefore, this dissertation proposes an unsupervised
clustering technique to accurately detect bots on Twitter using unlabeled data. The
aim is to provide a reliable and effective system for detecting bots. The proposed
technique addresses the challenge of labeled data availability and seeks to achieve a
balance between accuracy and computational complexity while handling outliers

and optimizing memory usage.

The dissertation proposes an automated system that can detect Twitter bots
which generally includes two key parts: the generation of new features and the bots
prediction approach. Particularly, the proposed system consists of five phases:
preprocessing, feature analysis, experiment design, techniques development, and
system evaluation. The proposed features are developed using a combination of
statistical and manual methods, and only the top-ranked ones are selected using the
Correlation Attribute Eval technique. From the thirteen features generated, five
features are important namely, NumberOfFollowings, CV_Following, pro, bfr-afr,
and max-min. Moreover, three unsupervised machine learning algorithms which are
KNN, DBSCAN, and stream K-means are modified to work automatically for bot
detection by selecting input parameters for these algorithms based on unique data

characteristics.

To assess the performance of the proposed features, three types of clustering
algorithms:  partition(k-means,  k-medoid), hierarchy(agglomerative), and
density(DBSCAN) are employed for bot detection. The results show that the
proposed features are more effective than the original features for detecting bots.

The success of this test of the proposed features announces the start of the second

Vil



part of our system which is the identification of bots using modified clustering

algorithms.

The effectiveness of the proposed technique in detecting Twitter bots using
clustering algorithms, particularly stream-based clustering algorithms, is confirmed
in this dissertation. Multiple evaluation metrics are utilized in which high values are
observed for the metric of Homogeneity (0.988), Completeness metric (0.989), V -
measure metric (0.989), Adjusted Rand Index metric (0.996), Adjusted Mutual
Information metric (0.989), Silhouette Coefficient metric (0.786), and Fowlkes
Mallows Score metric (0.998).

This dissertation asserts that clustering techniques are cost-effective for
labeling unlabeled Twitter data. Such techniques can offer a practical approach to
identifying Twitter bots. The research highlights the significance of feature
extraction and dimensionality reduction in improving clustering algorithms'
performance. Integrating multiple unsupervised algorithms offers a more holistic
approach to detecting Twitter bots. This research contributes to the field of bot
detection and social media analytics, providing new possibilities for analyzing

Twitter data.
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1.1 Introduction

The pervasive use of Social Media (SM) has made it an indispensable aspect
of our day-to-day lives, with millions of users around the world logging on to these
platforms for communication, entertainment, and information sharing. SM such as
Twitter, Facebook, and Instagram have revolutionized the way people communicate,
interact, and consume content. The rise of SM has led to an increase in the power of
user-generated content. SM platforms allow persons and establishments to share
content with a wide audience, making it an essential tool for businesses, politicians,
and celebrities to reach their target audience [1]-[3]. Furthermore, SM has become
an important source of information, with news organizations using these platforms
to share breaking news and updates. The term SM has been instrumental in shaping
and guiding the general public's opinions, functioning as a critical platform for social
movements and activism. However, with the increasing number of users and the
growing impact of SM, the use of Social Media Bots (SMBs) has also risen, leading

to concerns over their impact on user experience and engagement [3].

SMBs are programs of computers that generate content and interact with
users, to influence users' behavior or spread certain messages [3]. Research has
shown that Bots contribute significantly to a substantial portion of online activity,
with Twitter disclosing that approximately 8.5% of its users are bots [4]. Studies
have also revealed that a significant number of Twitter users who communicate in
English and remain actively engaged display characteristics resembling those of
bots. [5].

While some bots have benign intentions, others can be malicious, engaging in
activities such as spamming or spreading false information. Therefore, detecting and
identifying bots has become a pressing concern for both SM platforms and users.

The ability to distinguish between bots and human users can help maintain the



integrity of the SM ecosystem and improve user experience. Bots can be detected

using either classification or clustering techniques.

Clustering is a popular technique in data analysis that aims to identify useful
groups of objects in a dataset based on their similarities. These groups are known as
clusters, and their definition can vary depending on the goals of the analysis. There
are numerous different concepts of a cluster that can be beneficial in practice. The
four types of clusters are well-separated, prototype-based, graph-based, and density-
based [6].

This dissertation aims to propose a new method to detect bots on SM
platforms. It also examines the challenges associated with detecting bots and
proposes a novel solution to improve the accuracy of bot detection. Specifically, this
research focuses on developing new features and a hybrid clustering algorithm that

does not require labeled data to detect bots.
1.2 Categories of Malicious Bots

SMBs can be classified into various categories based on their functionalities
and purposes [7]. Understanding these different types of malicious SMBs is crucial
in developing effective strategies to detect and mitigate their impact on SM
platforms. Here, a brief explanation for each type of malicious SMB is provided to

facilitate a better understanding of their characteristics and potential risks.

1) Cashtag piggybacking bots: These bots exploit popular hashtags and
cashtags (symbols used to identify a stock or other financial security)
to promote fraudulent or illegal activities [8].

2) Spam bots: These bots flood SM platforms with unwanted and often

fraudulent content, such as scams, phishing attempts, and clickbait [9].



3) Astroturfing bots: These bots create simulate or fabricate the
Impression of grassroots support for a particular cause or opinion, but
in reality, they are automated accounts created to manipulate public
opinion [10].

4) Sybils: These bots use multiple fake accounts to create the impression
of a larger group of users, which can be used to amplify a message or
support a particular agenda [11].

5) Fake accounts used for botnet command and control: These bots are
used to control a network of infected computers (a botnet) through SM
accounts created for this purpose [12].

6) Pay bots: These bots are paid by individuals or organizations to
artificially inflate the popularity of their content, such as by liking or
retweeting their posts [13].

7) Social botnets in political conflicts: These bots are used to spread
propaganda, manipulate public opinion, and create discord in political
conflicts [14].

8) Infiltration of an organization: These bots are used to infiltrate
organizations or businesses to steal sensitive information or disrupt
operations [15].

9) Influence bots: These bots are used to influence the opinions or actions
of other SM users by engaging with them, retweeting their posts, or
posting content that supports a particular agenda [13].

10) Doppelganger bots: These bots create fake accounts that impersonate
real users or organizations, often spreading false information or sowing
discord [16].



The aforementioned classifications of malevolent bots are not very separate.
Certain categories of malicious bots, such as botnets and Influence bots in
contentious political scenarios may share similar goals and strategies, which
complicates their classification based on unique features. To address this challenge,
Table 1.1 provides a comprehensive overview of the primary SMBs classes,
accompanied by a summary explanation of each category and the corresponding
types that align with these observations. In other words, the classification of

malicious bots is based on the classes that share similar goals and strategies, rather

than solely relying on their unique features.

Table 1.1: The Categories of Malevolent Bots Found on SM Platforms

Types  Brief description Statistics Usage of Bots | Ref. |

| Spam | These bots disseminate [17]-[20] According to these [7],
bots and 6 harmful links, and unwanted | sources, the percentage of [21]-
messages, and take over Twitter accounts that are spam [24]
popular SM topics [9]. bots ranges from under 5% to
15%.
Social 3,7,8 | These are software According to a specific citation | [7],
bots and 9 applications that are intended | [25], Algorithms detecting bot [26]-
to utilize SM platforms by activity suggest a proportion of | [28]
imitating human around 15%. Another reference
communication and [20] indicates that estimates
interaction [14]. provided by researchers suggest
that automated accounts, or bots,
make up around 9% to 15% of
the vast number of Twitter
profiles. These estimations are
based on an early study
conducted in 2017 and more
recent investigations conducted
by a firm specializing in
monitoring online discussions.
Sybils 4,5 These are fake or anonymous | According to references [20] [7],
and 10 | identities, such as user and [29], the Israeli technology | [22],
accounts, that exert an company Cyabra has provided [29]
outsized influence on a given | an estimation of 13.7% for the
platform [11]. proportion of inauthentic Twitter
profiles, encompassing Sybil
bots.




Cyborgs | Any of | These accounts can either be | The search results do not [31]-
the operated by humans utilizing | provide any specific statistics on | [33]
above | automated methods or the usage of Cyborg bots.
types managed by human operators | Nonetheless, as cited in

controlling bot accounts [30]. | reference [20], the Israeli
technology company Cyabra has
provided an appreciation of
13.7% for the proportion of
deceptive Twitter profiles,
encompassing Cyborg bots.

Utilizing this information can aid in the creation of a dynamic and adaptive
system for bot detection, which can efficiently handle outliers and optimize memory
usage while balancing accuracy and computational complexity. Such a system can
prevent the spread of misinformation and improve online conversations, maintaining
the integrity of SM. By leveraging this information to develop effective detection
algorithms, the propagation of false information can be prevented and the quality of
online interactions can be enhanced and this, in turn, can lead to preserving the
credibility of SM.

1.3 Problem Statement

The evolution of bots represents a challenge in the field of Machine Learning
(ML) [34]. As technology advances, botmasters are continually developing more
sophisticated bots with changing features to evade detection. This presents a vital
problem in social media. Nevertheless, the scarcity of extensive, precisely labeled

datasets further intensifies this challenge.

One of the significant trade-offs in developing algorithms to detect bots is the
balance between the number of features, accuracy, computational complexity, and
speed. The more features used, the higher the accuracy of the algorithm, but it also

results in increased computational complexity, which can impact the speed of the



algorithm. Using fewer features, however, can lead to faster algorithms, but with

lower accuracy.

Unsupervised Machine Learning (UML) approaches such as clustering
algorithms are effective in detecting bots. However, the key problem in such
algorithms is the absence of assumptions about the number of clusters, the ability to
handle outliers, the complexity of computational time, and the optimum use of
memory. These issues make the development of efficient and accurate clustering

algorithms for bot detection an open problem.
1.4 Research Aims and Objectives

The main aim of this dissertation is to develop an unsupervised clustering
technique that can accurately detect bots on SM networks, specifically on Twitter.
This aim can be covered by developing an efficient and accurate clustering algorithm
for bot detection that can handle the evolving features of bots while utilizing
unlabeled data to overcome the lack of accurately annotated datasets. The algorithm
should strike a balance between the number of features, accuracy, computational
complexity, and speed while effectively handling outliers and optimizing memory
usage. To achieve this aim, several sub-objectives need to be covered, which include

the following:

1) Comparing human attributes with those of Twitter bots to determine the
most useful characteristics for bot detection.

2) Identifying the best features and extracting new features that can
improve the performance of the detection system and reduce the
number of dimensions.

3) Selecting the top-ranked features to enhance the performance of

clustering algorithms and reduce dimensions.



4) Developing an integrated clustering algorithm that combines different

clustering methods to ameliorate the accuracy of Twitter bot detection.

Generally, the dissertation strives to develop a reliable and efficient system
for detecting bots on Twitter platforms. Such a system can contribute to curbing the
dissemination of misinformation and enhancing the overall quality of online

discussions.

1.5 Contributions of Dissertation

This dissertation adds several contributions to the area of bot detection on SM
sites, which overcome the challenge of obtaining labeled data by relying on UML
algorithms. The developed system uses three algorithms to independently select
input parameters and provide an adaptive bot detection. New features have been
developed to provide better insights into the characteristics of malicious bots, and
their reliability has been tested by applying them to three clustering algorithms with
promising results. This achievement provides confidence in the proposed system's
effectiveness in accurately detecting bots on Twitter. The dissertation makes the

following notable contributions:

1) Three unsupervised algorithms namely, KNN, DBSCAN, and stream K-mean
are integrated to identify Twitter bots. As such, a new integrated approach is
developed. The rationale behind this integration is based on the strengths and
weaknesses of each algorithm to be overcome by the other technique.

A. KNN was adapted by addressing its limitation (determine the number of
neighbors(k)). k was calculated based on a developed equation.

B. The limitation of DBSCAN was addressed by computing the optimal
minimum samples (MinPts) and epsilon(g) parameters automatically.

C. Using the output of the DBSAN algorithm, the number of clusters was
determined, and the distance approach was chosen. After that, a stream k-

-7-



mean algorithm was proposed to minimize computational time complexity

and make the best use of memory.

2) The proposed system addresses a major challenge in the analysis of Twitter
data, which is the difficulty in obtaining labeled data. The labeling process
requires significant effort, cost, and time, as it involves distinguishing between
human users and bots. To overcome this challenge, the system relies on UML
algorithms, which are capable of improving over time. This is in contrast to

supervised ML algorithms, which require pre-classified data to train models.

3) This dissertation proposes a groundbreaking system for the automatic detection
of Twitter bots to enhance the role of bot detection, reduce dependence on users,
and minimize errors. The system utilizes three unsupervised algorithms that
independently select input parameters based on the data's unique characteristics.
By combining these algorithms, a dynamic and adaptive approach to bot

detection is achieved, resulting in unparalleled accuracy and efficiency.

4) To increase the accuracy of the unsupervised algorithms, new features were
developed that provide better insights into the characteristics of malicious
Twitter bots. These features are more reliable than previous ones and have been
specifically designed to capture key indicators of bot activity, such as the
frequency and timing of posts, the use of certain keywords and hashtags, and
patterns of engagement with other users. By incorporating these features into our
analysis, we can more accurately distinguish between genuine human users and
malicious bots, ultimately improving the overall effectiveness of our bot

detection system.

5) To ensure the reliability of the newly generated features and to avoid potential

issues with bot detection, they were applied to three well-known types of



clustering algorithms. The results were highly promising, with a precision of
0.99, indicating that the features were effective at accurately distinguishing
between genuine human users and malicious bots. This achievement gives us
confidence in the reliability and effectiveness of our proposed system, which
incorporates these features to achieve unparalleled accuracy in bot detection on

Twitter.
1.6 Bot Detection Challenges

With the ongoing expansion in the usage of SM, so does the prevalence of
bots, which are automated accounts designed to mimic human behavior on these
platforms. However, detecting these bots can be a complex and challenging task, as
they can exhibit complex behaviors, constantly evolve their tactics to avoid
detection, and vary widely in their types and purposes. Additionally, limited access
to data, international and cultural variations, scalability issues, and a lack of clear
definitions for what constitutes a bot all contribute to the difficulty in detecting these

accounts. The following explores these challenges in more detail:

1) Human-like behavior: Bots can exhibit complex behavior and mimic human-
like interactions, making it challenging to distinguish them from real users
[35]. Bot creators are constantly updating and changing their tactics to avoid
detection, making it difficult for detection algorithms to keep up [35].

2) Variability in Bot Types: There are many different types of bots, ranging from
simple to highly sophisticated, each requiring a different detection approach
[7].

3) Scalability: SM platforms generate a massive amount of data, making it
challenging to develop detection algorithms that can scale effectively.

4) Lack of clear definition: There is no clear definition of what constitutes a bot,

making it challenging to distinguish between human and bot activity [36], and
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most public datasets used for SMB detection only include some types of SMB.
[35].

5) Intent identification: Identifying the intent behind bot activity can be difficult,
as bots can be used for both benign and malicious purposes.

6) Feature engineering: The challenge in detecting SM bots lies in feature
engineering, which involves selecting and extracting relevant features from
data to build a machine-learning model that can differentiate between a bot
and human behavior on SM platforms [36].

7) False positives: Overly aggressive bot detection can result in false positives,

identifying real users as bots [37].
1.7 Explanation of Limitations

Detecting Twitter malicious bots is a challenging task due to several
limitations that are expected to be faced in the dissertation. One of the significant
limitations is that the proposed system will only focus on detecting bots on Twitter
while ignoring bots in other SM networks or web-based systems. This could limit
the effectiveness and scope of the system, as bots can operate across multiple
platforms, and a bot detection system designed for Twitter may not apply to other

platforms.

Another limitation is the availability and quality of the dataset used for
training and testing the proposed system. Obtaining or building a sufficient dataset
of high-quality data is a challenge in any ML project, and this project is no exception.
The dataset must be large enough to represent the diversity of Twitter bot behavior
and provide enough examples for the algorithm to learn from. Additionally, the
dataset must be labeled correctly with the appropriate ground truth labels to evaluate

the performance of the system accurately.

-10-



Moreover, in the case of UML techniques, applying them directly to a
classification or regression issue is not feasible due to the absence of known output
values. Consequently, training the algorithm in the conventional manner used in
supervised learning becomes impossible. Unsupervised learning methods are used
to discover patterns or groupings within data without any prior knowledge of the
output values. Therefore, selecting the appropriate unsupervised learning method to
identify patterns and classify Twitter malicious bots is a challenge that needs to be

addressed.

1.8 Statement of Dissertation’s Significance

The detection of malicious bots on SM platforms, particularly Twitter, is of
significant importance for several reasons. A diverse range of objectives can be
accomplished through the use of these bots, such as disseminating false information,
intensifying specific messages, and manipulating the viewpoints of the general
public. As such, their detection is crucial for ensuring the integrity of SM and

preventing the spread of harmful or misleading information.

One of the key challenges in detecting malicious bots on Twitter is the sheer
volume of data generated on the platform. With millions of users and tweets being
posted every day, it can be difficult to identify patterns of bot activity that may be
indicative of malicious intent. Additionally, many bots are designed to mimic human

behavior, making it difficult to distinguish them from genuine users.

Despite these challenges, there have been significant advances in the
development of ML algorithms and other detection techniques that can be used to
identify malicious bot activity on Twitter. These techniques typically involve
analyzing various features of Twitter data, such as the content of tweets, the timing
and frequency of posts, and the relationships between users, to identify patterns that

may be indicative of bot activity.
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The significance of detecting malicious bots on Twitter extends beyond just
the SM platform itself. The spread of misinformation and manipulation on Twitter
can have real-world consequences, such as influencing public opinion and even
Impacting political outcomes. By detecting and removing these bots, it is possible to
mitigate the potential harm that they can cause and ensure that Twitter remains a
platform for genuine human interaction and communication. Generally, the
detection of malicious bots on Twitter is a complex and ongoing challenge, but one
that is of significant importance for maintaining the integrity of SM and preventing

the spread of harmful or misleading information.
1.9 Literature Review

Lee etal. in [38] and Wang [9] developed an approach for identifying Twitter
bots using various features related to the content, tweet account, and account usage.
Lee et al.'s method, called Decorate, reached an F1 score of 0.88, while Wang

achieved an F1 score of 0.91.

The Community Inspired Firefly Algorithm for Spam Detection (CIFAS) in
[39] used fuzzy cross-entropy to maintain the same level of information in the

selected feature subset as in the entire feature set, achieving an accuracy of 95.3%.

Botometer, suggested by Yang et al. [40] as it employs a Random Forest
classifier trained on 1200 features and achieved an AUC score of up to 1.0 when
classifying political bots, demonstrating a cross-validation performance of 0.97

AUC across all types of bots.

Shukla [41] suggests a Twitter bot detection framework that employs profile
metadata. The study recommends using Weight of Evidence encoding, an extra-tree

classifier for feature selection, and blending with the RF algorithm to achieve a 93%
AUC.
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Two clusters were identified after examining data from the Canadian
Elections held in 2019 on Twitter [42]. The first one consisted of human users,
whereas the other included bots. Unsupervised techniques were used, involving PCA
and K-means, to create these clusters based on three features. The results suggest
that 94% of the total Twitter activity was generated by human users, while the
remaining 6% was generated by bots. Traditional detection of bot methods -based
ML often suffers from imbalanced datasets and classifier prejudice, leading to poor

detection rates of samples representing small.

In [43], the authors proposed an improved approach using a CGAN to
generate additional data and address the imbalance issue. They also introduced a
modified clustering algorithm, the GKDPCA, to generate an auxiliary condition for
the CGAN and improve convergence. Experimental results show that their method
outperforms traditional oversampling techniques and achieves a high F1 score of

97.56%, indicating its effectiveness in the field of social bot generation.

Chavoshi et al. [44] created an unsupervised approach called DeBot that
employs cross-user behavioral correlations to identify Twitter bot accounts. The
DeBot has the capability of detecting a large number of bot accounts daily with a

precision rate of 94%, and it produces daily online reports.

The study [45] successfully identified harmful retweeting bots on Twitter by
introducing a bot detection method called Retweet-Buster (RTbust). By employing
unsupervised Feature Extraction (FE) and clustering techniques, the proposed
approach was able to detect suspicious retweeting patterns and label them as bots.
This allowed us to identify malicious retweeting activity on the platform. RTbust

achieved remarkable results, with an F1 score of 0.87.
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Based on the above discussion, there is still potential in exploring the topic of
the public's attitudes toward Al in advertising as highlighted in earlier literature [46].
LDA-based topic modeling was utilized to analyze Twitter conversations about Al
in advertising from 2018 to 2019 [46]. It identified eight distinct clusters of tweets
on the subject, with the most favorable being related to "Marketing tools that are
powered by Al technology,” while the most unfavorable centered around " The

involvement of Al in social media advertising efforts."

Shi, Zhang, and Choo [47] proposed the use of click-stream sequences as a
reliable feature that is difficult for social bots to imitate and applied semi-supervised
clustering to identify malicious bots. They found that click-stream sequences are
effective in capturing shifts in a user's behavior and concealing their primary

characteristics.

Dorri et al. [48] introduced SocialBotHunter, which utilizes the homophily
property of social network graphs to identify spam bots on Twitter. The model
considers users' social behavior and interactions to detect bots and can operate on a

dataset that includes only labeled legitimate users as a seed.

Table 1.2 displays a summary of the comparative analysis conducted in the
previous machine-learning literature. As shown, the majority of methods are used to
detect Twitter bots that currently rely on supervised classifiers, particularly the
Random Forest method, which has achieved a perfect AUC=1 score for certain bot
types [40]. Existing Twitter bot detection methods require labeled examples of bot
accounts to identify characteristic behavior. However, the diversity of bot behavior
in the bot landscape makes it challenging to identify certain types of bots,
particularly those that imitate human social interactions [21]. As bots continuously

evolve their strategies to avoid detection, it is essential to develop Twitter bot
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detection methods that do not solely rely on existing bots, as the behavioral patterns

observed in these accounts may become obsolete over time.

Table 1.2: Previous ML Works Comparison

Method _Relevant Details Approach

[38]

F1=0.87

Decorate classifier

Tweet text account, and
account usage features.

Supervised

[39]

AUC =90.88

SVM, KNN, RF

An adapted version of the
Firefly algorithm.

Supervised

[40]

AUC=1

Botometer (Random
Forest-based)

Utilized 1200 features from
various categories and trained
with different bots.

Supervised

[41]

AUC =0 .93

RF

The study concludes that
Weight of Evidence encoding,
and blending with RF are
effective.

Supervised

[42]

K-means Algorithm

Suggested that 94% of the total
Twitter activity was generated
by human users, while the
remaining 6% was generated

by bots.

Unsupervised

[43]

F1=0.97

GKDPCA

Uses CGAN to generate
additional data and address the
imbalance data issue.

Unsupervised

[44]

Precision=0.94

DeBot: Works with
principle(Stream of
Activities, and

Hashing Technique)

Utilizes correlations in
Interactions between multiple
users to detect bot accounts on
Twitter.

Unsupervised

[45]

F1=0.87

Hierarchical
Density-Based
Algorithm

The study effectively detected
harmful retweeting bots using
RTbust and unsupervised
feature engineering and
clustering.

Unsupervised

[46]

Coherence
score= 0.52

LDA-based

This research utilized NLP
within Python.

Unsupervised

[47]

Recall=0.98

K-means algorithm

Applying semi-supervised
clustering to identify malicious
bots

Semi-
Supervised

[48]

Recall=99.08

SocialBotHunter

The unified model integrates
both the social graph's
structural information and the
users' social behavior
information.

Semi-
Supervised
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1.10 Dissertation Outline

This dissertation is composed of five chapters, which are outlined in this section

(refer to Figure 1.3 below for a visual representation).

CHAPTER ONE
INTRODUCTION
I
| |
Background Research Problem Author
on Social Aims and Statements Contributions
Media Bots Objectives
| |
[
CHAPTER TWO

THEORETICAL BACKGROUND AND RELATED LITERATURE

Cutting-Edge Machine-Learning Comprehensive Understanding
Techniques and Advanced Features of Multifaceted Components
On Twitter Bot Detection On Twitter Bot Detection

CHAPTER THREE
THE
PROPOSED SYSTEM AND METHODOLOGY
I

Preparing Essential Features Predicting Whether a Twitter Account
of Twitter Accounts is Human or Bot Using
Integrated Unsupervised Algorithms

|
CHAPTER FOUR
RESULTS AND DISCUSSION

Overview of the Experimente the Analysis of System Discussion of
Caverlee Dataset Proposed System Performance Using Implications and
Various Metrics Recommendations
| |
I
CHAPTER FIVE

CONCLUSIONS AND FUTURE WORKS

Figure 1.1: The Dissertation Flow
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Chapter Two: provides an overview of the current state-of-the-art clustering
algorithms for Twitter bot detection and explores recent research on feature
engineering and selection. By highlighting the significance of feature selection and
engineering, this survey aims to develop more effective Twitter bot detection

systems to identify and prevent malicious behavior on the platform.

Chapter Three: clarifies the main steps of designing an integrated Unsupervised
clustering algorithms system for the Twitter bot detection problem and with their top

rank features.

Chapter Four: shows the employment of the proposed system on the Carvelli
dataset after the labels were removed from it and the experimental results of this

implementation.

Chapter Five: lists the derived conclusions of this dissertation and provides

suggestions for future work.
1.11 Summary

The focus of this dissertation is on developing an unsupervised clustering
technique that accurately detects bots on Twitter. The goal is to provide a reliable
and effective system for detecting bots on SM networks, thereby preventing the
spread of misinformation and improving online conversations. The problem
statement of the dissertation is to develop an efficient and accurate clustering
algorithm for detecting evolving bots, given the challenges of limited datasets,
computational complexity, and speed. The algorithm must balance accuracy and
computational complexity while effectively handling outliers and optimizing
memory usage. Developing such an algorithm would be a significant contribution to
the field of ML.
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The dissertation proposes a system for the automatic detection of Twitter bots
that overcomes the challenge of obtaining labeled data by utilizing UML algorithms.
The proposed system uses three algorithms to achieve dynamic and adaptive bot
detection, and new features are developed to enhance the accuracy of the
unsupervised algorithms. The proposed system provides significant contributions,
including addressing the challenge of obtaining labeled data, proposing a dynamic
and adaptive approach to bot detection, developing novel features for better insights
into malicious bot activity, and achieving unparalleled accuracy in bot detection on
Twitter.

However, the system's focus is limited to Twitter bots and not on bots operating
on other SM platforms or web-based systems. Additionally, the availability and
quality of the dataset used for training and testing the system pose a challenge.
Selecting an appropriate UML method is also a challenge. The text emphasizes the
need for careful planning, execution, and continuous monitoring to overcome these

limitations and ensure the system'’s success.

In conclusion, the proposed system provides a solution to the challenge of
detecting malicious bots on Twitter. By detecting these bots, the system can mitigate
the potential harm they can cause and ensure that Twitter remains a platform for
genuine human interaction and communication, and help classify real Twitter data,
which takes a lot of time and cost to label. The suggested system makes a substantial
contribution to the area of ML and has the capability of being expanded to other SM

platforms or internet-based systems.
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Chapter Two

Theoretical Background
and Related Literature



2.1 Overview

Twitter has become a crucial information dissemination and communication
platform, with over 300 million monthly active users[49], [50]. However, this
popularity has also attracted the attention of malicious users who exploit the platform
to spread misinformation, spam, and engage in cyberbullying. One of the ways to

mitigate these negative effects is through the use of Twitter bot detection techniques.

This chapter delves into the cutting-edge machine-learning techniques and
advanced features employed in the realm of Twitter bot detection. Its main goal is
to provide a comprehensive perception of the multifaceted components inherent in
Twitter bot detection, enabling the development of robust systems that effectively

mitigate malicious activities.

Table 2.1 provides a structured overview of how this Chapter presents the
information regarding Twitter bot detection based on previous literature reviews. It
serves as a valuable roadmap, organizing the key points and components discussed
throughout the chapter. It focuses on cutting-edge machine-learning techniques and
advanced features in bot detection. Afterward, it dissects the main elements covered,
which consist of Machine Learning (ML) algorithms and approaches, selecting and
engineering features for precision, and the significance of certain Twitter features in
detecting bots. This Chapter also addresses the significance of ML in augmenting
the identification and characterization of Twitter bots. Furthermore, it outlines the
different ML types utilized, such as supervised and unsupervised learning, and their
respective roles in bot identification and pattern discovery. Summarizing these
crucial aspects in a structured format allows readers to navigate and comprehend the
key concepts of this area effectively, providing a clear and organized presentation of

the information gathered from previous literature reviews.
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Table 2.1: Overview of Twitter Bot Detection Based on Literature Reviews

Section Key Points

Chapter title Concepts and Literature Reviews for ML Techniques and advanced
features in Twitter Bot Detection.
Objective Provide a comprehensive understanding of the multifaceted
components of Twitter bot detection
. Cutting-edge ML algorithms and approaches and methodologies
. Feature engineering and selection for accuracy
. Important Twitter features for bot detection
. Augments identification and characterization of Twitter bots
. Enhances accuracy and efficacy of bot detection systems
. Supervised learning algorithms for bot identification
2. Unsupervised learning methods (clustering algorithms and anomaly
detection) for discovering emerging bot patterns and anomalous
behaviors
Important Twitter 1. Account-based features:
Features - Account age

- Account verification status

- Number of followers and followings

- User description

- Profile image characteristics
2. Tweet-based features:

- Posting frequency and time patterns

- Retweet and favorite counts

- Mention and hashtag usage

- URL and media attachments

- Sentiment and emotion analysis

- Language and syntax patterns
3. Network-based features:

- User interaction network

- Network centrality measures

- Community detection
Model Selection Involves the selection of appropriate models for Twitter bot detection
Comprehensive Equips practitioners with the knowledge to develop comprehensive
Detection Frameworks and robust detection frameworks

Key Components

Significance of ML

— N =W N =

ML Types

2.2 Bots Detection Technologies

Twitter is a popular social media platform that has been plagued by the
presence of bots, which are often used to spread misinformation, spam, and other
types of malicious content. To address this problem, researchers and developers have

proposed various detection technologies based on different approaches graph-based,
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Anomaly-based, machine-learning approaches, and crowdsourcing-based
approaches [51]-[53]. The graph-based approach analyzes the structure of social

networks to detect abnormal patterns that may indicate the presence of bots.

The crowdsourcing approach relies on human annotators to identify bots
based on specific criteria. The feature-based approach uses ML algorithms to
analyze highly relevant features that distinguish between bots and humans, such as
linguistic patterns and timing of interactions. Finally, the anomaly-based approach
Is premised on the idea that typical users of social media networks are unlikely to
engage in uncommon behaviors that offer no benefits. ML algorithms are called
"feature-based" because they rely on the selection and extraction of relevant features
from the input data. These features are essentially the input variables that the
algorithm uses to learn and make predictions. In other words, the algorithm tries to
learn a mapping between the features and the output variable. Feature engineering is
the procedure of choosing and extracting the most pertinent features from the input
data. This process can greatly impact the performance of the ML algorithm. A well-
engineered set of features can lead to better accuracy, while a poorly chosen set of

features can result in poor performance [54].

The suggested approach in this dissertation takes a variety of ML advantages
to detect Twitter bots, which provides several benefits such as speed, accuracy,
scalability, and adaptability [55]. Moreover, the ML algorithms can be trained using
both labeled (supervised) and unlabeled (unsupervised) data, enabling them to

identify bots without human intervention.
2.2.1 Crowdsourcing-Based Bot Detection

Crowdsourcing is an online task where numerous individuals are invited to

perform a task manually [56]. Although this technique can be effective for detecting
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small and medium-sized businesses, it can also be costly in terms of either time or
financial resources, some researchers have employed it to obtain labeled datasets
that can be utilized for further research. [56]. This approach entails gathering work,
information, or feedback from a significant number of individuals who submit their

responses through the Internet, social media, and smartphone applications[57].

In [58], a significant contribution was added to this field by conducting a
social Turing test to discern whether an Online Social Networks (OSN) account is a
Sybil. The proposed system employs automated algorithms to filter through accounts
and identify those that seem suspicious, which are subsequently examined by a
carefully selected group of crowdworkers. The collective inputs of these
crowdworkers are consolidated to enhance the accuracy of Sybil detection.
Moreover, a ground truth dataset was created by manually categorizing Twitter
accounts as either humans, Sybils, or Cyborgs [59]. Ten skilled volunteers were

recruited to work as crowdworkers for this challenging task.

Another research study [60] developed a new approach called Bot-Detective
to identify bots on Twitter. This approach is responsible and interpretable, using an
explainable ML framework and a crowdsourcing module to gather feedback from
users. A publicly available annotated dataset was created using Twitter's rules and
existing tools, and in situ, experimentation showed that Bot-Detective is accurate
and has the potential to be scaled up as a service. However, we believe that the
method could be improved by increasing training data volume, exploring different
feature selections (FS) for different types of bots, and evaluating and comparing
other explainable Al methods. It was also suggested that improve the explanations
provided by Bot-Detective be more specific or generalized depending on the
situation. Despite the tool's potential, further research and enhancements are

necessary to overcome limitations and increase efficiency.
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2.2.2 Graph-Based Bot Detection

Structures of graphs are frequently utilized to depict social network
formations, where nodes depict individuals or entities, and edges depict the
connections or ties between them. Since social bots are designed to mimic human
behavior and interact with other users in social networks, their activities can also be
represented as nodes and edges in a graph [53]. Graph-based approaches for social
bot detection involve analyzing the patterns of interactions between nodes, such as
the frequency and type of interactions, the timing and duration of interactions, and
the structural properties of the graph. These methodologies can be employed to
discern dubious behavioral patterns that exhibit characteristics of social bots,
including but not limited to, excessive automation, recurrent actions, and anomalous

network configurations.

Cornelissen et al. [61] merged network formation metrics with UML
techniques in their study. The proposition is that utilizing a K-1 graph would be more
efficient in discerning between bots and humans on social media than utilizing K-2
graphs. This was challenged by the examination of a Twitter dataset. Hurtado et al.
[62] put forth the idea that accounts exhibiting similar temporal patterns and high
connectivity are likely to be bots. Temporal and network data were employed to
identify political bots on Reddit. In [63], BotCamp was introduced as a system that
created graph structures based on user social behavior and utilized this information
to cluster bots and detect social bot groups. Similarities among bots were identified
in a campaign, such as temporal correlation, sentimental alignment, and topical
grouping. They also observed that bots sometimes vied for human attention and
engaged in debates, which they categorized as either positive or negative
interactions. To identify new bot interactions in social campaigns, the authors

devised an automated interaction classifier.
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Generally, graph-based approaches have shown promise in detecting social
bots, as they can capture the complex patterns of behavior that are characteristic of
these entities. However, they also have limitations, such as the need for high-quality
data and the potential for false positives and negatives. As social bots continue to
evolve and become more sophisticated, graph-based approaches will need to adapt

and improve to stay effective.
2.2.3 Anomaly-Based Bot Detection

This type of detection method relies on the idea that regular users of social
media networks have no incentive to engage in unusual behaviors that do not provide
any benefits. Therefore, if a user displays strange behavior while encountering
certain restrictions, it is highly likely that the user is malicious. When abnormal
behavior is detected within a group of users, they are categorized as a bot. This
technique is commonly used in the initial stage of bot detection, which involves
constructing reliable datasets and extracting information from identified bots to

enhance future detection methods[56].

Identifying bots on Twitter is a challenging task due to the need for extensive
datasets to train detection models, the bots' capability to adjust and avoid detection,
and the intricacy of representing the varied characteristics of Twitter networks. As a
solution, a group of researchers [64] considered the bot detection problem as an
anomaly detection issue and developed a new model named anomalies detected in
Twitter-attributed networks (ADNET). ADNET employs minimal labeled data to
identify anomalies in Twitter networks by dividing the network topologically and
picking the most informative nodes in each section. These nodes are used to train an
auto-encoder that learns graph representations and reconstructs nodal attributes. The
errors created by the auto-encoder are employed to score and rank nodes, which are

then included in the labeled subset of the network until the stopping criterion is
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achieved, leading to efficient bot detection on Twitter networks with limited labeled
data.

Echeveria and Zhou [65] discovered a group of Twitter users with unusual
behavior in tweet locations, such as quoting passages from a novel at random. They
chose six million English-speaking Twitter users at random and categorized them as
social bots. Likewise, the DeBot model was suggested by Chavoshi et al. [44] for
monitoring the pertinent behaviors of specific users, and it was concluded that users
who posted 40 or more tweets in an hour or had very similar behavior were social
bots. The theory was that humans would not have numerous particular relevant

activities over an extended period.

One of the main problems when using an anomaly-based approach for Twitter
bot detection is the difficulty in defining what constitutes "normal™ behavior on
Twitter. Twitter users can have a wide range of behaviors and actions, making it
challenging to determine which behaviors are unusual enough to be considered
anomalous. Additionally, bots can adapt and change their behavior over time,
making it difficult to create a static model that can detect them accurately. Finally,
there is always the risk of false positives, where legitimate users are incorrectly

flagged as bots, which can have negative consequences for these users.
2.2.4 ML-Based Bot Detection

ML is a field that uses algorithms and data to imitate human learning and
gradually improve accuracy over time [66]. It is a cost-effective and efficient
approach to tackling big data-related problems [56]. It is defined as "an area of
research that enables computers to learn independently without the need for explicit
instructions to be programmed" [67]. When there is ambiguity about what to look

for in the data, such as determining factors that influence a movie-goer's preference
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or dislike of a movie, ML is particularly useful. Consequently, ML algorithms have

successfully responded to the "Netflix challenge,” which involves predicting movie

ratings based on user responses [68]. However, in situations where data mining goals

can be described more directly, ML has been less successful. For example,

WhizBang's effort to utilize ML to find individuals' resumes on the internet was an

intriguing yet ultimately ineffective instance [68]. Table 2.2 presents an exhaustive

list of advantages, disadvantages, and appropriate use cases for each technique.

Table 2.2: General Overview Of Bots Detection Technique

‘ Disadvantages Appropriate Use

Detection
Technique
Crowdsourcing-
Based

~ Advantages

- Cost-effective

- Can leverage human
intelligence

- Can provide diverse
perspectives

- Prone to bias

- Can be time-
consuming

- May require a large
sample size

- ldeal for small-scale
detection

- Effective for
identifying simple bots
with easily observable
patterns

Graph-Based

- Can detect complex
bot networks

- Requires prior
knowledge of the

- Ideal for detecting
sophisticated bots

- Can reveal social network structure - Effective for
interactions and - Can miss anomalies identifying bot clusters
behaviors or outliers and networks
- Can identify - May require
botmasters substantial

computational

resources

Anomaly-Based | - Can detect novel and - Can produce false - Ideal for detecting

unknown bots positives emerging bot patterns
- Does not require prior | - Can be - Effective for
knowledge of bot computationally identifying bots with
behavior expensive non-obvious patterns or

- Can detect subtle
deviations from normal
patterns

- Can be vulnerable to
adaptive bots

behaviors

ML-Based

- High accuracy

- Can learn from large
and complex datasets
- Can identify multiple
features and behaviors
simultaneously

- Requires significant
expertise and resources
- Can produce biased
results

- Ideal for large-scale
detection

- Effective for
identifying a wide range
of bot patterns and
behaviors
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The field of ML has three primary branches, namely supervised, semi-

supervised, and unsupervised techniques, which are closely associated with data

prediction.

Supervised: Supervised machine learning is a type of ML in which an
algorithm is taught using a labeled dataset. Labeled data refers to input
data that has already been associated with the correct output or target
variable. The goal of supervised ML is to use this labeled dataset to
learn a mapping amongst the input and output variables to the algorithm
that can predict the correct output variable for new, unseen inputs [69].
Supervised ML using a training set and a test set is a common approach
to evaluating the performance of a supervised learning algorithm. The
training set is usually a random subset of labeled data, accounting for
70-80% of the total, with the remainder designated as the test set. The

supervised architecture for training and testing is depicted in Figure 2. 1.

Test
Set

Y \
[ MOdC! » Model ——= Error Rate
Generation

Figure 2.1: Training and Test Sets in Supervised Model [68]

Training Set

Unsupervised: The research proposes that while supervised ML is an
effective approach for detecting Twitter bots, it has some limitations,
such as the dependence on labeled data and difficulty in accurately

classifying bots that mimic human behavior. To overcome these
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limitations, an alternative approach using unsupervised learning
methods is proposed. This approach clusters accounts based on their
similarities and identifies commonalities between groups of accounts
without requiring labeled data [54], [56]. Figure 2.2 illustrates the
difference between supervised and unsupervised learning. In Figure
2.3a, the input data is labeled with known classes, and a supervised
classification algorithm is used to categorize the data into those known
classes. In contrast, in Figure 2.3b, an unsupervised clustering
technique is utilized to understand the structure of the data, without any

known classes.

SUPERVISED LEARNING UNSUPERVISED LEARNING

a. Classification b. Clustering

Figure 2.2: Supervised Classification VS Unsupervised Clustering [70]

= Semi-supervised is an ML technique that utilizes both labeled and
unlabeled data to construct a model. A strategy for this technique
involves utilizing labeled data to generate class models and utilizing
unlabeled data to refine class boundaries, especially in a binary
classification problem where positive examples belong to one class and
negative examples belong to the other [54]. Figure 2.3 demonstrates
that using both labeled and unlabeled examples can refine the decision
boundary, as shown by the solid line. This approach can also identify

outliers or noise in the labeled data [69].
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@ Positive example — — — — Decision boundary without unlabeled examples

@ Negative example Decision boundary with unlabeled examples

O Unlabeled example

Figure 2.3: Semi-supervised Learning [69]

2.3 Clustering

The three types of clusters used in this research are well-separated, prototype-

based, and density-based [6].
2.3.1 Well-Separated Clustering (WSC)

WSCs are those that have a clear and distinct separation between them. This
type of clustering is useful when the data objects can be easily classified into distinct,
non-overlapping clusters based on a set of features or characteristics. [71][72].
Figure 2.4(a) illustrates two distinct point sets in a 2-dimensional space that form
well-separated clusters. These clusters have a greater distance between any 2- points
from dissimilar groups compared to the distance between any two points within the
same group. It is important to note that well-separated clusters can take on various

shapes and do not necessarily need to be spherical [6].
2.3.2 Prototype-Based Clustering

Prototype-based clustering, also known as centroid-based clustering, involves
identifying a set of "prototype™ points that represent the clusters in the dataset [73].

This type of clustering is useful when the data points are more spread out or when
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there is an overlap between clusters [74]. The k-means algorithm is a popular method
for prototype-based clustering that categorizes data points into clusters by comparing
their resemblance to each prototype cluster [73]. An instance of clusters based on

central points is demonstrated in Figure 2.4 (b) [6].
2.3.3 Graph-Based Clustering

Graph-Based Clustering also so-called Contiguity-Based Clustering involves
identifying clusters based on the structure of a graph that represents the relationships
between data points [75]. This type of clustering is useful when the data points can
be expressed as graph nods and the connections between them can be captured as
edges [76]. In other words, a collection of items that are linked together exclusively
within the set and are not associated with any items beyond the set. Consequently,
the contiguity-based clustering approach mandates that every element within a given
cluster must maintain closer proximity to at least one other constituent in the same
cluster than to any constituent belonging to a separate cluster [77], [78]. An
illustration of this type of clustering for 2-dimensional is provided in Figure 2.4 (c).
This clustering definition proves beneficial when dealing with intricate and non-
uniform clusters. However, this method may encounter difficulties when attempting
to identify clusters in the presence of noise. For instance, as demonstrated by the
presence of two spheral shapes of clusters in Figure 2.4 (c), a slender bridge

composed of points can combine two separate clusters [6].
2.3.4 Density Clustering Based

It involves identifying dense regions of data points that are encompassed by
areas of low density and is particularly useful for datasets that contain noise or
outliers and where data points are not separated. DBSCAN is often used for density

clustering, focusing on high-density areas and disregarding unclustered data
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points[79]. In Figure 2.4 (d), some density clusters are shown for a dataset that
includes noise. The circular clusters in Figure 2.4 (¢) are not combined in Figure 2 .4
(d) since the connection between them merges with the noise, and the curve depicted
in Figure 2.4 (c) does not constitute a cluster in Figure 2.4 (d) because of the
interference from noise. Density clustering is ideal for complex, tangled clusters
with outliers and noise, as contiguity-based clustering may not handle such scenarios

well due to noise potentially connecting clusters. [6], [79], [80].

The clustering algorithm and definition significantly impact analysis results.
Considering goals and data is vital when choosing an approach, as it reveals valuable

insights into dataset structures using diverse cluster types.

clusters c. Contiguity-Based Clusterin

a. Well-separated

Referring to a distinct Each point in the group is nearer
grouping of data points that to at least one other point within
are more similar to each the same cluster than to any
other than they are to data point located in a different

points outside the cluster. cluster.

o9  =C:

d.Density-Based Clustering

b. Center-Based Clusters Referring to groups of objects
Referring to each point being in closer that are defined by areas of high
proximity to the center of its own density, which are separated by
cluster than to any other cluster center. regions of low density

Figure 2.4: Types of Clusters
2.4 Distance Measure

Distance metrics are utilized in multiple domains, such as machine learning,
statistics, data mining, and information retrieval, to quantify the resemblance or
contrast between two entities or data points. In essence, distance measures quantify
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the distance that separates two points in a multidimensional space [68]. There is a
wide range of distance measures available for data clustering, but the most
commonly used ones are metric functions, including EDs, the MD, the MKD, and
the CBD. In addition to these metrics, the Jaccard index and Cosine Similarity are

also frequently employed distance measures [81]-[83].
2.4.1 Distance Measure Properties

The theory of distance measures is based on a set of properties that a distance
measure should satisfy to be useful and valid. The properties listed in Table 2.3 are
fundamental to the theory of distance measures, as they establish the criteria for
meaningful, consistent, and valid distances. These properties form the basis for
defining and evaluating a wide range of distance measures, including well-known
ones like ED, MD, and Hamming distance. When choosing a distance measure, it is
crucial to consider the unique requirements of the application and the inherent

characteristics of the data being analyzed.

Table 2.3: Key Principles of Distance Measures: Validity and Coherence

| Propert Description Equation |
Non- A distance measure should always be non-negative, meaning that | Dis (x, y) >0

negativity the distance between any two points cannot be negative. This
property ensures that distances are always meaningful and
consistent with the underlying space [68], [84].

Symmetry | A distance measure should be symmetric, meaning that the Dis (x,y) =
distance between x and y is the equivalent of the distance between | dis (y, X)

y and x. This property ensures that distances are not affected by the
order in which the points are considered [68], [84].

Triangle- A distance measure must follow the triangle inequality, Dis (x, z) <

inequality guaranteeing that the distance from x to z via y is always shorter or | dis (X, y) + dis

equal to the sum of the distances from x to y and y to z. This (y, 2)
maintains consistency with the underlying space and preserves
geometric laws. [68], [84].

Positivity A distance measure should always be positive, except the distance | Dis (x, y) >0,

between a point and itself, which is zero. This property ensures that | for x #y
distances are meaningful and non-trivial [68], [84]. Dis (x,x) =0
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2.4.2 Euclidean Distance (ED)

Euclidean Distance (ED) is a commonly used measure of similarity between
point pairs in an N-dimensional space. A definition of it is root mean square
variations between the corresponding coordinates of two points. Mathematically, if
we have two points in n-dimensional space, that are represented as vectors x and y,

then the ED between them is given by Equation 2.1 [6]:

;(xi — yi)?

where xi, and yi, are the coordinates of the two points along each of the n dimensions.

d(x.y) = 2.1)

In ML, ED is commonly used to measure similarity between samples and as
a distance metric for clustering algorithms like K-means. It is widely applicable in
various domains, including computer vision, natural language processing,

bioinformatics, and related fields.
2.4.3 Manhattan Distances (MD)

The MD, also called the taxicab distance or L1 distance, provides a means to
calculate the separation between two points in a grid-like arrangement. It is termed
MD due to its similarity to the navigation path that a taxi would follow in a city with
a rectangular grid of streets [68]. The formula to calculate MD between two points

(x1, yl) and (x2, y2) is illustrated in Equation 2.2.

dx.y) = |x; — x1|+ly2 — y4l 2.2)

where "|" denotes absolute value.
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MD and ED are distance metrics used in clustering algorithms to measure
similarity between data points. MD sums absolute differences between coordinates,
while ED calculates root mean square differences. MD is ideal for high-dimensional
data with numerous irrelevant features as it assigns equal weight to all
dimensions[85], [86], whereas ED is better suited for low-dimensional data where

the difference between features is significant.
2.4.4 Minkowski Distance (MKD)

MKD is a distance measure utilized in machine learning to evaluate the
likeness or unlikeness between two points in a multi-dimensional space. It is a
generalization of both the ED and the MD, the formula for the MKD between two

variables x, and y is defined as in Equation 2.3 [6]:

n o
dx.y) = (lei - yil”) (2.3)

i=1

Where p = 1 is equivalent to the MD and p = 2 is equivalent to the ED.

The choice of the best distance metric for the clustering technique is based on
the data category being clustered and the clustering algorithm being used. In general,
ED is best for continuous variables with no outliers, while MD is better suited for
variables with high dimensionality or when there are outliers in the data. MKD can
be used in both cases, and the choice of the parameter p can be tuned to balance
between the two [87]-[89].

2.4.5 Canberra Distance (CBD)
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The CBD is a metric used to measure the distance for twain points in an N-
dimensional space. It is a weighted version of the MD, which takes into account the

magnitudes of the values in each coordinate. Equation 2.4 is used for CBD [90]:

dxy) =y K-y 2.4)
- |xi + yi]

In this context, xi and yi refer to the ith values coordinate for x and y, respectively.

The denominator in the equation normalizes the distances by taking into account the

magnitudes of the values in each coordinate. The CBD is often used in clustering

algorithms and classification problems due to its robustness to outliers. It is

particularly useful in situations where the data contains outliers or when the

magnitudes of the values in different dimensions vary widely[91].

The CBD is a popular distance metric in clustering algorithms, including
fuzzy clustering and hierarchical clustering, as well as in classification, computer
security, and spam detection systems. Its usefulness is particularly evident when
dealing with datasets containing outliers or variations in values across different
dimensions [91], [92]. Considering its potency in measuring distances between
points in a multidimensional space, the CBD has become a preferred choice in many
applications, including clustering. As a result, it is possible to use the CBD in the
suggested system to calculate the distance between the centroid and each point

through the k-means algorithm, instead of relying on EDs.

The CBD has many advantages such as robustness to outliers and handling
data with varying magnitudes. However, it also has drawbacks to be considered. It
IS sensitive to zero values, leading to undefined distances when the denominator is
zero. This can be problematic when datasets have many zeros, resulting in
inaccuracies and unstable outcomes [91]-[94]. Computationally, the CBD is slower
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than the ED due to additional operations like division and absolute value
calculations, particularly for large or high-dimensional data [95]. It can yield biased
results with high-dimensional data, as a single dimension may dominate the distance,

causing misleading clustering [96].

It is important to consider the strengths of each distance metric and how they
may impact the accuracy and performance of the clustering technique for a given
problem. It is also crucial to note that the sensitivity of distance metrics to changes
in the data should be taken into account when making a selection. Using the CBD
instead of ED in clustering algorithms is beneficial in certain cases, particularly with
count data or when balancing the importance of large and small distances. CBD
considers both absolute differences and magnitudes of coordinates, which suits data
with small values or count data. In contrast, ED only considers absolute differences

and is sensitive to data scale and outliers, potentially affecting clustering accuracy.

2.5 K- Means Technique

K-means is a frequently used unsupervised clustering method that seeks to
divide a dataset into K clusters, where K denotes a pre-established number of clusters
[68], [80]. It is a clustering method that is prototype-based and partitional in nature,
and its objective is to identify a predetermined number of clusters (K) through the
use of centroids to represent them[6]. The following is an explanation of the

technique of the K-means algorithm functions:

1) Initialization: Selecting K points at random from within the collection
of data to serve as the starting centroids.

2) Allocate points to clusters: Assigning points to clusters involves
computing the distance for each point and every centroid, then

appointing each point to the cluster with the closest centroid.
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3) Update the centroids: Computing the mean of all data points in each
cluster and setting the cluster centroid to that mean value.

4) Reiterate steps 2 and 3 until convergence: Iterate through steps 2 and 3
until the clusters do not change anymore, or until the upper limit of
repetitions is achieved.

5) Return: Final centroids represent the K clusters.

It should be noted that the algorithm might converge to a local minimum.
Thus, it is frequently executed several times using different randomly chosen initial
centroids to boost the likelihood of discovering the global minimum. Additionally,
there are different variations of the K-means such as the K-medoids, which employs
the medoid (i.e., the most centrally located point in a cluster) instead of the mean as
the centroid, and the K-means++ technique, which enhances the initialization step

by selecting initial centroids that are widely separated from each other.
2.5.1 The Importance of Initializing Clusters in K-Means

The selection of cluster centroids during the initialization stage is a critical
aspect that can impact the performance of the K-Means algorithm. When the initial
centroids are not appropriately chosen, the algorithm may produce suboptimal or
invalid cluster solutions [68]. To address this issue, a new initialization method
called K-Means++ was proposed [97]. This technique aims to achieve clustering
results that are comparable to optimal clustering by maximizing the distance
between the initial centroids. By doing so, the chance of selecting centroids that
represent different clusters is increased, leading to more accurate cluster solutions.
In [98], light was shed on the crucial role of proper initialization of cluster centers
in the k-means method, highlighting both theoretical and practical aspects. As a non-
robust algorithm, k-means are known to be sensitive to outliers, which can affect

clustering quality on noisy data. Popular seeding methods like k-means++ may even
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amplify this problem by selecting outliers in the worst-case scenario. To tackle this
issue, it was suggested to use a mixture of D?>-sampling and uniform sampling to
choose a subset of candidate centers, amounting to O(k/d) centers, where 6 ranges
from 0 to 1. The empirical results demonstrate that the robust version of k -means++
outperforms other seeding methods, making it more resilient to outliers and

producing more accurate clustering results.

In [68], a new method was introduced to enhance the efficiency of k-means++
clustering, which involves incorporating local search strategies. The study
conducted experiments comparing the proposed algorithm's performance to that of
the traditional k-means++ algorithm for k=50 and k=25 using various datasets. The
findings reveal that the proposed algorithm outperforms the traditional k-means++

algorithm significantly, with cost reduction ranging from 8% to 35%.

Overall, while K-Means++ is an effective improvement over the standard K-
Means algorithm, some disadvantages should be considered: Computationally
Intensive, Sensitivity to Outliers, and K-Means++ are limited to using ED to
calculate distances between data points and cluster centers. This may not be suitable

for all types of data, such as categorical data or data with non-linear relationships.

Another technique appropriate to improve the initialization of K-Means is
hierarchical clustering. This involves first clustering the data points using a
hierarchical clustering algorithm and then using the resulting cluster centers as the
initial centroids for K-Means. This can be particularly useful when dealing with
large datasets or when the data is highly dimensional. Two effective hierarchical
initialization techniques, named Variance Partitioning (Var-Part) and principal
component analysis partitioning (PCA-Part), were developed by Su and Dy [99].
These approaches are linear, deterministic, and order-invariant, aimed at addressing

the challenge of initializing the cluster centers. They overcome the limitations of
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prior methods that had linear complexity, random initialization, order sensitivity,
and non-reproducibility. Experimental results show that Var-Part and PCA-Part
have comparable performance, with Var-Part occasionally performing better. In
[100], a straightforward alteration was suggested to the techniques presented in [99]
that leads to a considerable improvement in their effectiveness. Rather than
assigning each point to one of the two subclusters based on whether its projection
falls on the same side as the mean point, the authors proposed a modification. It was
suggested that the points' projections onto the partitioning axis could be perceived
as a discrete probability distribution, and this distribution could be accurately
depicted by a histogram. In another research study, Lailil Muflikhah and colleagues
[101] suggested a clustering technique for sequences that utilizes the Hierarchical k-
Means clustering algorithm. This method aims to enhance the k-Means of
establishing an initial cluster center based on the mean outcome of the hierarchical
clustering approach. The experimental findings indicate that the suggested method
outperforms the traditional k-Means clustering algorithm in terms of performance

measures.

Hierarchical clustering can be a useful technique for improving the
initialization of K-Means. However, it is important to consider its limitations, such
as its potential computational expense. Additionally, the technique can be sensitive
to the choice of distance metric used, as different metrics may lead to varying
clustering results. Similarly, the choice of the linkage method can also impact the
clustering outcome. Lastly, specifying the cluster numbers in advance can be
challenging, particularly when dealing with high-dimensional data.

2.5.2 Choosing the Best K Parameter

Determining the appropriate number of clusters, also known as K, is a

challenge in clustering [102]. This issue arises not only in hierarchical and density-
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based clustering but also in general clustering. There are no fixed rules to decide the
cluster numbers, and several methods exist that work only in specific cases. The
Elbow technique and the Silhouette technique are two simple techniques for
determining cluster numbers. These methods generate graphs that offer a rough
estimate of the number of clusters that should be used in clustering [89]. The choice
of distance metric is a critical factor in creating good clusters and is also important
when using the Elbow and Silhouette methods to decide the optimal cluster numbers
[89]. The ED metric is the default choice, but other metrics such as Manhattan and

Minkowski can also be used.

The elbow technique decides the ideal cluster numbers in k-means clustering
by plotting the cost function's value against various numerals of k. As shown in
Figure 2.5 when Kk rises, the average distortion decreases, and instances become
closer to their respective centroids, while the number of instances in each cluster
decreases. However, the enhancements in average distortion diminish as k continues
to increase. The elbow point represents the stage where the reduction in distortion
improvement is most significant, indicating that further dividing the data into
additional clusters is not necessary. [89], [103]-[106].While the Elbow technique is
a popular and straightforward technique for deciding the optimum number of
clusters in K-means clustering, it has some limitations that must be taken into

account.

Elbow Method for selection of optimal “K” clusters
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Figure 2.5: Elbow Technique for Identifying Cluster Numbers [107]

The Elbow technique has limitations when it is applied to complex datasets with
non-uniform cluster sizes and shapes. In such cases, the resulting plots may lack a
clear elbow or have an elbow point that does not represent the optimal number of
clusters. Relying solely on the Elbow method may not yield the best results [108].
Additionally, the EIbow method assumes a spherical data distribution and clusters
of similar size and density. However, real-world scenarios often deviate from this
assumption, leading to suboptimal clusters. Therefore, alternative clustering
algorithms and techniques should be considered for non-spherical and

heterogeneous data [109].

Silhouette metric is a technique employed to assess the clustering outcomes'
efficiency in unsupervised learning algorithms such as k-means. The method
assesses the similarity of data points within clusters and the dissimilarity between
clusters. The value of silhouette scope is from -1 to 1, where a value closer to 1
indicates a better clustering result. The silhouette method can be used in k-means to
determine the optimal cluster numbers for a given dataset. In Figure 2.6 the method
involves plotting the average value of the silhouette for various values of k and
picking the k value that results in the topmost mean silhouette score [103], [110]-
[113].
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Figure 2.6: Optimal K value based on Silhouette Coefficient

While silhouette is a popular technique for defining the optimal cluster
numbers in k-means clustering, it has some limitations that should be considered.
Firstly, the silhouette method may not be suitable for datasets where the clusters are
not well-separated or where the data is of high dimensionality. In such cases, the
WCSS may not decrease significantly with increasing values of K, making it
difficult to determine the silhouette point. The silhouette method assumes WCSS
reflects clustering quality, but it may not hold for all datasets due to factors like data

distribution and outliers.
2.6 DBSCAN Algorithm for Grouping Data Points

DBSCAN is a clustering technique that clutches points that are close to each
other in dense regions and separates points that lie in low-density areas [6]. The
algorithm is capable of dealing with datasets that have different shapes and sizes and
doesn't need any pre-existing information about the number of clusters [6]. It
identifies "core points"” which have at least "min_samples™ neighboring points within
a specified distance "eps"”, and expands clusters around these core points by
recursively adding neighboring points. DBSCAN also identifies "noise points™ that
do not belong to any cluster [114]. A border point is a data point that is within a core
point distance but doesn't have enough nearby data points to be considered a core
point itself. It's on the edge of a cluster and is considered part of the cluster, but not
as strongly as core points as illustrated in Figure 2.7. The DBSCAN algorithm
requires two parameters, epsilon (eps) and minimum points (min_samples), which

need to be set before running the algorithm.

1) The parameter epsilon sets a limit on the distance between two points,

beyond which they are not considered to belong to the same cluster.
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Points within this distance are said to be "dense". The larger the epsilon
value, the more points will be included in a cluster, but it may also cause
different clusters to merge into one. On the other hand, a smaller epsilon
value may break a single cluster into multiple smaller clusters. Thus,
epsilon must be set carefully based on the underlying data distribution
and the desired clustering output.

2) The parameter minimum points (MinPts) specifies the minimum points
number desired to form a dense region, called a “core point”. Core
points are the starting point for a cluster and all points located within a
range of epsilon distance from a core point are considered part of the
same cluster. Setting a higher value for min_samples will result in more
conservative clustering, meaning that only points in denser regions will
be included in clusters. Conversely, setting a lower value for
min_samples will result in more aggressive clustering, including more

points in the cluster, including some points in lower-density regions.
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Figure 2.7: DBSCAN's Categories of Data Points: Core, Border, and Noise Explained

2.6.1 Understanding the Inner Working of the DBSCAN Algorithm
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To begin with the algorithm, a point is chosen randomly and uniformly from
the dataset. This point is then checked to see if it is a core point, meaning it has at
least minPts number of points in its epsilon neighborhood. The algorithm then
proceeds to identify the connected components of all core points, ignoring noise
points. Any non-core point is then assigned to the nearest cluster if it is within the
epsilon neighborhood, or marked as noise otherwise. The algorithm continues this
process, exploring all points and classifying them as core, border, or noise points.

Once all points have been explored and classified, the algorithm stops.

To implement DBSCAN, the algorithm requires two parameters: epsilon (g),

and MinPts, the algorithm then proceeds as follows [115]:

1) Randomly select a point from the dataset.

2) Identify all points within distance € of the selected point.

3) If there are less than MinPts located within the neighborhood, then the
point should be labeled as noise and the program should proceed to the
next point.

4) If there are at least minPts points within the € neighborhood, create a
new cluster and add the selected point and all the neighboring points to
the cluster.

5) Expand the cluster by adding all points within € of any point in the
cluster.

6) Repeat the process for all unvisited points until all points have been
visited.

7) The resulting clusters may have different shapes and sizes, as they are
determined by the density of the points rather than any pre-defined
shape or structure. Additionally, points that do not belong to any cluster

are identified as noise. Figure 2.8 presents a comparison of how
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clustering algorithms, specifically K-means, and DBSCAN, operate
differently [116].

Overall, the choice of epsilon and min_samples parameters plays a crucial role
in the DBSCAN algorithm's performance and can significantly impact the clustering
output. It is essential to understand the underlying data distribution and how it relates

to the chosen parameter values to ensure optimal clustering results.

When selecting the MinPts value for DBSCAN clustering, it is recommended
to use domain knowledge and familiarity with the data set. Several rules of thumb
can help in selecting an appropriate value for MinPts, such as choosing a larger value
for larger or noisier data sets, setting MinPts greater than or equal to the
dimensionality of the data set, and using the default value of MinPts=4 for 2-
dimensional data [117]. For data sets with more than two dimensions, the
recommended MinPts value is 2 times the dimension numbers in the dataset [118].
However, it is important to note that these guidelines are not absolute, and the
optimal value of MinPts may still rely on the particular characteristics of the dataset
[119]-[121].
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Figure 2.8: K-means VS DBSCAN Algorithms [116]

2.7 k-Nearest Neighbor (KNN)

The KNN technique is a popular ML technique used for classification and
regression tasks. The traditional supervised KNN algorithm is trained on labeled
data, where each example has a known class or output value [6]. However,
unsupervised KNN does not require labeled data and seeks to identify natural
clusters in the data using a similarity metric, such as Euclidean, Mahalanobis, or
cosine similarity [122], [123]. The unsupervised KNN algorithm works by selecting
a value for k, which determines the neighbor's numbers to consider, and finds the k-
nearest neighbors for each data point, assigning it to the same cluster as its nearest
neighbors. This process is repeated until all data points have been allotted to a cluster
[124], [125]. Unsupervised KNN is advantageous in identifying natural patterns in
the data without prior knowledge of class or output values. However, it requires an
appropriate selection of k and can be sensitive to the choice of similarity metric and
other parameters. Additionally, it may not be suitable for high-dimensional or sparse
datasets. Figure 2.9 provides a visual aid for understanding the functioning of k-
Nearest Neighbors [126].
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Figure 2.9: Visualizing k-Nearest Neighbors (k-NN) Algorithm

2.7.1 Implementation Methods of KNN

There are different methods for implementing kNN, including the ball tree,

brute force, and k-d tree. A detailed discussion of every method will be presented

here:

Y

2)

3)

Brute Force Technique: it is a direct approach for implementing kNN that
involves measuring the distance between each training instance and the test
instance, then choosing the k closest neighbors using the distance measure.
While this method is uncomplicated to implement and does not require any
pre-processing of data, it can be computationally intensive and impractical for
large datasets since it involves computing distances between all pairs of
instances [127]-[129].

k-d Tree Method: It is a data structure that partitions the feature space into
smaller regions, making it easier to search for the k nearest neighbors. It
recursively splits the feature space into two halves along the median value of
a chosen feature until all instances are separated into individual leaves. During
the process of finding the k closest neighbors, the method only traverses the
regions that are likely to contain the nearest neighbors, making it more
efficient than the brute force method. This method is suitable for high-
dimensional datasets, but it requires preprocessing the data to construct the k-
d tree, which can take some time [130]-[132].

Ball Tree Method: The ball tree method is another data structure that partitions
the feature space into smaller regions. It does this by creating a ball around

each training instance with a radius that encompasses the k nearest neighbors
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[129]. The algorithm then creates a tree structure where each node
corresponds to a ball and the children nodes represent the two sub-balls
created by splitting the parent ball. During the process of finding the k closest
neighbors, the algorithm only traverses the regions where the balls overlap,
making it more efficient than the brute force method [133], [134]. This method
Is also suitable for high-dimensional datasets and requires preprocessing the
data to construct the ball tree [135].

In summary, the choice of which KNN method to use depends on the
characteristics of the dataset, such as its size and dimensionality. The brute force
method is simple to implement but can be slow for large datasets. The k-d tree and
ball tree approaches are more efficient for high-dimensional datasets but require

preprocessing the data to construct the trees.
2.7.2 Selecting Appropriate Parameter of k

Selecting an appropriate value of the k parameter is crucial for achieving
optimal performance in unsupervised KNN algorithms. The k value determines the
neighbor's number considered for classification or clustering. Selecting too small a
value for k can result in overfitting while choosing too large a value can lead to
underfitting. Therefore, the suitable choice of the k value must be based on the
dataset's properties and the analysis goals. In general, selecting the optimal k
parameter involves balancing the tradeoff between the accuracy of the model and its
complexity. Various techniques, such as cross-validation and grid search, can be
employed to identify the optimal k value for a given data set. Ultimately, selecting
the suitable k value is crucial for the success of unsupervised KNN algorithms and
can have a significant influence on the quality of the results obtained.
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According to [60], selecting the ideal value of K in KNN is a crucial decision
that necessitates thoughtful deliberation. The commonly employed techniques to
determine the optimal k value include cross-validation, domain knowledge, and trial
and error. Nonetheless, the most effective method depends on the specific nature of
the problem and the data being examined. The research paper cited in the source
indicates that cross-validation is a dependable technique for identifying the optimal
k value for a given problem [136]. The cross-validation approach requires significant

computational resources and may yield multiple values of k.

The proposed method in [137] for determining the optimal k value for the k-
NN algorithm involves using a local complexity approach to construct a dataset
profile, creating a feature vector based on metrics such as mean, median, midrange,
and skewness, and computing an optimal k value for each historical dataset. The
feature vector and corresponding k value are stored as metadata, and a prediction
model is built using this metadata to predict the optimal k value for new datasets.
The experimental outcomes prove the efficiency of the suggested approach, but
details about the size, nature, and source of the dataset(s) used in the experiments

are not provided, which limits the assessment of the method's generalizability.

The DC-LAKNN algorithm proposed in [138] is a new approach to KNN-
based classification that takes into account the second most frequent class and
dynamically adjusts the value of k based on the quantity and distribution of data.
The algorithm selects discriminatory classes at different k values to fine-tune the
value of k. However, the trial and error method used to determine the k value may
not always lead to the optimal result, and it can be time-consuming. Comparing the
performance of DC-LAKNN with other KNN-based algorithms would help evaluate

its effectiveness.
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According to Lall and Sharama [139], for datasets with a sample size greater
than 100, the optimal k value should be such that k = vV N. However, it has been
shown that this setting may not be suitable for all datasets [140]. The problem of
selecting the appropriate value of k can be viewed as a model selection problem

according to the Bayesian method, as noted in studies [141]-[143].

In summary, the ideal K value in KNN depends on the dataset's characteristics
and problem. To strike a balance between overfitting and underfitting, consider the
bias-variance trade-off. A smaller K makes the model flexible but prone to
overfitting, while a larger K offers stability but risks underfitting. Choosing K often
involves Bayesian methods, trial-and-error, and careful analysis, as there's no one-
size-fits-all approach. Tailor your K choice to the specific dataset and problem at
hand.

2.8 Dimensionality Curse

The Dimensionality Curse (DC) is a term used to describe a common
challenge in ML and data analysis when dealing with high-dimensional datasets. The
term refers to the fact that the complexity of the data increases exponentially with
the number of dimensions, which can make it difficult to process, analyze, and
visualize the data [68]. Table 2.4 outlines the major issues encountered when dealing
with data that have a large number of dimensions, which are commonly referred to
as the challenges of high-dimensional data. To mitigate the DC, various techniques
can be used, such as dimensionality reduction, FS, and regularization methods.
These techniques can help decrease the difficulty of the data and make it more

manageable for analysis.

Table 2.4: Challenges of High-Dimensional Data
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Challenges of High- | Description Ref.
Dimensional Data

Increased sparsity When dimensions in a dataset increase, it becomes more [6],
difficult to detect patterns and correlations between variables [144]
because the data becomes more sparse.

The distance problem | In high-dimensional spaces, almost all pairs of points are [6],
equidistant, making it difficult to use distance-based metrics for | [145]
comparison or identifying outliers.

Almost orthogonality | In high-dimensional spaces, most vectors are nearly orthogonal, | [144]

problem making it harder to identify meaningful patterns in the data.
Overfitting With increasing dimensions, there is a higher risk of overfitting, | [6],
where ML models may become overly complex and fit noise [146]

instead of underlying patterns.

2.9 Categorizing Features for Twitter Bots Detection

When distinguishing a bot and human accounts on Twitter, researchers often
consider the features that differentiate them. For instance, some researchers use
screen names and post locations to identify bot accounts [65], [147]. Nonetheless,
individuals who create bots can readily devise ones that can evade detection by these
types of models. To address this, many researchers use a predefined attributes list
and accounts labeled set to train supervised ML models that determine thresholds

for feature values, aiding in identifying bot accounts and estimating botnets.

It is crucial to select appropriate features for identifying Twitter bots,
particularly with ML methods. One of the primary difficulties in this domain is the
constantly changing capabilities of bots, leading to modifications in the distinct
feature values and making them difficult to detect. Therefore, discovering resilient
features is a current area of focus. The inquiry pertains to the number of sets of
features that should be chosen to assist ML methods in detecting malicious Twitter
bots. High-dimensional is prevalent in various fields, including SM, but it has

several drawbacks such as excessive computation costs, overfitting, and poor overall
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performance [148]. Getting rid of unneeded and repetitive attributes can aid in
decreasing overfitting, conserving computing resources, and improving precision.
Figure 2.10 presents a taxonomy of FS and extraction methods, along with the
number of reviewed articles for each category. The taxonomy comprises three main

categories: Metadata features, Tweet text features, and Merged features category.
2.10 Metadata Features

Metadata in Twitter refers to additional information about a tweet, including
the date and time of creation, the user who posted it, the location, and any hashtags
or mentions included in the tweet. Twitter metadata can also include information
about the engagement and reach of a tweet, such as the number of retweets, likes,
and replies, as well as the impressions and clicks it has received [149]. In Figure
2.10, Twitter metadata features are presented in two categories: FS and FE. The

upcoming section will provide a detailed discussion of these different parts.
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Figure 2.10: Taxonomy of FS and FE Approaches based on Twitter Features

2.10.1 Features Extraction Category

FE is a technique employed to mitigate dimensionality and enhance learning
accuracy. This technique encompasses two categories of algorithms, which are linear
and nonlinear techniques. Nonetheless, the principal component analysis (PCA)
[150], [151], statistical methods [152]-[154], linear discriminant analysis (LDA)
[46], and manual extraction [155], [156] are considered the most efficacious feature

extraction-based dimensionality reduction methods.

In [150], the utilization of supervised ML methods and an enhanced SVM is
explained to identify deceitful accounts on online social platforms and produce a
model that can precisely portray counterfeit profiles. The resulting method achieved
a 90% accuracy rate, surpassing the performance of the Nave Bayes (NB) and SVM
algorithms, both attained 77.4% and 77.3%, in that order. In [151], the authors
employed a robust set of features constructed through a combination of linear
regression and PCA to detect Twitter spammers. The performance evaluation of the
newly developed set of features demonstrated an improvement in accuracy, along
with a low false-positive degree. In [154], a multi-objective hybrid approach was
utilized to determine the optimal feature subset for identifying fraudulent Twitter
profiles. [152] used an ensemble-learning approach to evaluate COVID-19 tweets.
The method categorized data into credible and non-credible using 26 tweet- and
user-level features. Tests showed the framework accurately identified COVID-19

tweets. In [153], we found that false news does not spread without believers. The
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study analyzed Twitter accounts with high bot followers and identified credulous
users based on account characteristics like tweet, friend, and follower counts.
Credulous users amplified bot material more than non-credulous users, as confirmed

by two statistical tests on account retweets and replies.

The studies mentioned in the text have a few potential weaknesses, including
the possibility of bias. While ML and statistical analysis are used to detect fake
accounts and misinformation, these methods are susceptible to bias, which may
upset the result's accuracy and the dependability of the proposed models.
Additionally, the text does not include a comparison with other existing approaches,
which limits the assessment of the effectiveness of the proposed methods and their
potential impact in the field. A comparison with other approaches would enable a

more comprehensive evaluation of the proposed methods.
2.10.2 Features Selection Category

To reduce the dimensionality of datasets and identify a subgroup of features
that effectively describe the data, FS is utilized [157]. The primary objective of FS
IS to generate a concise subgroup of features that precisely represent the essential
aspects of the entire dataset. As depicted in Figure 2.10, FS algorithms are classified
into three main categories: search strategy-based, learning model-based, and

manual-based.

1) Manual FS: In two studies, FS was carried out manually to detect
Twitter bots [155], [156]. However, a different study [158] proposes
using one-class classification to identify bots, which only requires
samples of legitimate accounts and doesn't need examples of
anomalous behavior. One-class classifiers can distinguish bots from

humans and achieve a performance score above 0.89, using a
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2)

3)

combination of text, nominal, and numeric data features. It's worth
noting that one-class classifiers were only used for numeric data.
Search Strategy: FS algorithms use search methods to choose a subset
of features, grouped into three types: complete, randomized, and
heuristic search. Complete search looks at the entire search space,
which may be impractical for high-dimensional datasets, while
randomized search explores a smaller subspace with a stopping
criterion. To address these issues, GAWA was introduced, integrating
Genetic Algorithm and Wrapper Approaches [159]. GAWA uses two
wrapper techniques and a modified fitness value in the Genetic
algorithm to extract optimal features from Twitter data. The Genetic
algorithm pruned 8,243 feature sets to 3,137. Heuristic search
algorithms add or remove one feature at a time, making them less
computationally expensive than complete search methods. Heuristic
search algorithms like a Binary Grey Wolf (BGW), binary moth flame
(BMF), Particle Swarm Optimization (PSO), Ant Colony Optimization
(ACO), Cuckoo Search (CS), and Genetic Algorithms (GA) have
gained popularity due to their global search capability for high-
dimensional data. These algorithms can be tailored to specific tasks and
prevent early convergence [159]-[162]. By operating as a black box,
they avoid local optima while effectively exploring the search space.
This approach achieves a balance between exploration and exploitation,
as promising search spaces are explored during the exploration phase,
and promising local areas are searched during the exploitation phase
[163].

In relationship with the learning model-based on the domain of

statistics and ML, the process of FS is alternatively referred to as
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attribute selection, variable subset selection, or variable selection.
[164]. FS involves selecting a relevant subset of features for model
construction. There are four types of FS methods: wrapper, filter,
hybrid, and embedded. The initial feature set can be classified into four
groups: features that are irrelevant and produce noise, features that are
weakly relevant and redundant, features that are weakly relevant but
non-redundant, and strongly relevant features. Wrapper methods use a
classifier's performance to select the best collection of discriminative
features by reducing the classifier's estimation error [159], [161], [165],
[166]. Wrapper methods achieve superior performance and accuracy by
incorporating FS into the learning algorithm and assessing feature
quality based on performance accuracy or classification error rate. In
contrast, filter methods evaluate features before learning tasks using
criteria such as information, dependency, consistency, and distance to
assess their intrinsic qualities. [166]-[168]. The filter method performs
FS independently, making it more efficient and scalable than the
wrapper method for high-dimensional datasets. However, it disregards
the connection between the selected subset and the algorithm's
performance, which is a drawback. Hybrid and ensemble methods for
FS can be created by combining two different methods or two methods
with the same criteria. This can be achieved by integrating two different
methods or two methods with the same criteria [154], [168]. The hybrid
method combines the complementary capabilities of both methods and
inherits their advantages [169]. One commonly used hybrid method is
the grouping of filter and wrapper approaches, as demonstrated in
studies [166]. The embedded method is an FS technique that integrates

FS into the learning process to guide feature evaluation. In contrast to
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the wrapper method, the embedded method does not require running
the classifier many times to evaluate each feature subset, making it
computationally more efficient. A study that combined binomial linear
regression and PCA demonstrated the effectiveness of the embedded
technique [151].

2.11 Merging features

The merged features of Twitter are the combination of tweet text and metadata
features that provide a comprehensive understanding of a tweet, including its
content, context, and performance, such as user information, posting time,
engagement and reach metrics, tweet length, language, sentiment, and multimedia
elements [170]. Two methods were discussed that have merged these features, which
were analyzed and categorized based on different previous works. The first method
involves merging metadata and tweet text, while the second method extracts features
from tweet text and selects a subset of those features. Despite the increasing
popularity of these fusion techniques, the literature still depends on a single criterion,
which involves assessing features based on specific criteria and selecting the subset

of features that performs best.
2.11.1 A Fusion of Twitter Metadata and Text Features

Bot detection typically involves merging tweet text features extracted through
NLP with Twitter metadata to enable ML techniques to accurately predict malicious
bots. While no standardized set of features guarantees good performance, studies
introduce specific feature sets ideal for their chosen classifier. Poor feature selection
can lead to high computational costs, data overfitting, and a decline in predictor
performance. A review of bot detection methods using shallow and deep learning

techniques was provided in [171], highlighting the importance of proper feature

57



selection. To improve bot classification, one study summarized 59 features for
building a feature model, including tweet text, tweet date and time, and Twitter
account metadata [172]. Another study proposed a deep learning model consisting
of three stages for detecting social bots with nearly perfect accuracy (more than 99%)
using tweet combined features and tweet user information temporal features [173].
However, social bot identification based on deep learning requires a vast number of
tweets and integrating multiple datasets. A third study classified features into four
categories based on their attributes and expressed them quantitatively to obtain
numerical features mapped to the [0,1] interval using maximum and minimum
normalization to solve differences between eigenvalue types and sizes [166]. In the
end, additional research put forward a method to identify bots on Twitter using a
multilingual strategy and deep learning techniques. The approach involves creating
an encoding of the user account's text-based features using deep learning and
combining it with metadata to generate a possible input vector. The input vector is
then fed into a Dense Network called Bot-DenseNet [174].

2.11.2 A Fusion of Extracting and Selecting Features

The combination of NLP and FS methods is widely used to extract tweet text
features and reduce dimensionality to improve ML accuracy. In [175], population-
based meta-heuristic algorithms, TFIDF feature extraction, and binary grey wolf
(BGW) FS are utilized. However, traditional FS methods may cause information
loss by discarding low-information features, as discussed in [39]. To address this,
[39] introduces fuzzy cross-entropy to preserve information. In [176], deep learning
models with automatic FS are used to determine opinion polarity, and a pre-
processing step and FS technique are combined to improve data quality and achieve

good results using Deep Belief Networks.

2.12 Discussion
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The use of ML algorithms has become increasingly popular in detecting and
predicting various phenomena in social networks. However, selecting the
appropriate features for these algorithms is crucial for their success. In this context,
various studies have proposed different techniques for FS and FE. For instance,
while some studies suggest assigning function scores to each feature to choose the
feature set with the top scores, others propose using one-class classification or
search-based algorithms. Furthermore, the literature mostly focuses on the highest
accuracy and reduces the number of features. Additionally, some studies recommend
combining metadata features with tweet text features, as NLP on social network texts
can be challenging. After reviewing the previous articles on FE and selection

techniques, many conclusions have been drawn.

As shown in [151], using PCA alone for FE may lead to the loss of crucial
features. Hence, the study suggests assigning function scores to each feature and
selecting the set with the highest scores to prevent this problem. Furthermore,
improving ML algorithms that can perform correlation analysis among new feature
sets and identify more effective variables in the future may enhance the detection

rate.

According to a study conducted in [158], one-class classification can be
utilized for better Twitter bot detection by using only legitimate accounts as the
reference. However, this approach may be vulnerable to a loophole where cyborg
accounts, which exhibit both bot and human behaviors, can be used to form a new

group that closely resembles genuine accounts, making detection more difficult.

To select features, search-based algorithms are often used, with GAWA being
the best algorithm for accuracy at 92% when combined with NB and genetic

algorithms according to [159]. However, GAWA may become trapped in a local
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optimum despite parameter adjustments. Randomized search-based algorithms are

less computationally complex than complete search-based algorithms.

The literature [160]-[162], [175] mostly focuses on two goals: increasing
correctness and reducing the number of selected features. However, when employing
a multi-objective FS should also consider computing time, intricacy, steadfastness,

and scalability.

The wrapper methods discussed in [159], [161], [165], [166] have drawbacks
when they are compared with filter strategies, including higher computational
complexity and greater sensitivity to overfitting. Wrapper approaches typically
involve multiple dimensions and require lengthy computation periods to achieve
convergence, making them impractical for large datasets. An alternative approach is
the embedded technique, which combines the advantages of both filter and wrapper
methods by selecting features during the construction of the mining algorithm,

resulting in reduced computational costs.

To improve the accuracy of machine learning techniques in detecting
malicious bots, hybrid methods [152], [166], [171], [174], [177], have been proposed
that combine tweet text features extracted using natural language processing (NLP)
methods with Twitter metadata. However, these methods face a significant challenge

in terms of prediction time.
2.13 Twitter Datasets Labeled by Usage

To understand bot behavior in social networks, researchers need datasets that
contain both genuine and bot accounts. However, obtaining recent and sufficiently
large datasets with diverse bot content is time-consuming and challenging. Creating
a well-labeled training dataset is also difficult and slow, as human annotation is

prone to error and deception. Additionally, the constantly evolving nature of bots
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requires an up-to-date dataset, making it difficult to achieve a consistent strategy of
labeling. The absence of a dataset that serves as a reference point is a notable
drawback for researchers. The summarized information about Twitter datasets used
in previous literatures condensed overview of the Twitter datasets employed in prior
studies was presented in Table 1 of Appendix A and serves as a valuable resource
for researchers seeking appropriate datasets for future studies. This compilation
provides key details that can aid in identifying suitable datasets, making it easier for
researchers to select the most relevant data sources for their specific research

endeavors.

2.14 Exploring the Effectiveness of Bot Detection Techniques

The bot detection accuracy is contingent on the technique used along with FS.
ML methods, particularly tree-based approaches, SVM, and Bayes theorem are
commonly used by researchers as illustrated in Figure 2.11. The SVM classifier is
frequently used but requires a large training set, while RF is simple and accurate but
can over fit. Bayes theorem is fast and effective for small datasets, but performance
is influenced by labeling accuracy and bot types. The effectiveness of a method
cannot be solely determined by performance measures, as training and testing
datasets and FS can greatly impact results. The literature describes the classification

methods used, as explained in Table 2.5.
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Figure 2.11: Overview of Classifiers Utilized in the Literature Under Review

Table 2.5: Techniques for Categorization Employed in the Literature Under Review

Type of Bots
Detecting Twitter
bots
Spam Twitter
Detection

Offensive language
detection on Twitter

Detecting Twitter
bots

Detecting Twitter
bots

Detecting Twitter
Spam

Detecting Twitter
bots

Detecting Twitter
bots

Detecting Twitter
bots

Detecting Twitter
bots

Detecting Twitter
bots

Detecting
Cyberbullying
Detecting
Cyberbullying
Detecting Twitter
bots

Detect COVID-19
Misinformation on
Twitter
Credibility
Evaluation of
Twitter

Detecting Twitter
bots

Approach
dbscan and k-mean

CIFAS

SVM and NB
LA-MSBD
OCSVM

RF, DT, SVM
NN model, BiLSTM
RF

RF, DL

CPB

SVM, RF
SVM, NB ,RF
CNN

ISVM

NB, kNN, DT, RF SVM.

Mixing Analysis

RF, NBayes, and SVM

62

Species
Unsupervised

Unsupervised
Supervised
Supervised
Supervised
Supervised
Supervised
Supervised
Unsupervised
Supervised
Supervised
Supervised
Supervised
Supervised

Supervised

Unsupervised

Supervised

Result
AUC= 97.7.

AUC= 97.11
F1=0.76
AUC= 0.971
Precision=
97.2
AUC=85.8
AUC=0.961
AUC=92.6
AUC=99.9
AUC=98.31
AUC=0.74
AUC=90.84
AUC=96.38.
Accuracy=

0.900
AUC=86.6

F-
measure=0.7
11

AUC=98%.



[174] Detecting Twitter DNN Supervised F1-

bots Score=0.77
[173] Detecting Twitter CNN, RNN Hybrid AUC=99%.
bots
[176] opinion polarity DNN Hybrid AUC=81.7.
[185] Malicious activity DNN, NLP Hybrid AUC=
0.9898

2.15 Detecting Social Bots: Common Features and Categories

The detection of social bots depends on a set of features that are chosen to
distinguish between authentic and bot accounts. Typical features include factors
such as timing, text usage, and sentiment. It is important to note that a social bot
cannot be classified based on a single feature without taking into account other
factors [186]. Table 1 in Appendix B provides a summary of the common features
extracted from the full set of features in the reviewed papers, which are used to

determine whether an account is human or a bot.

FS is of utmost importance for the accuracy of ML algorithms, particularly in
the realm of unsupervised algorithms like clustering, and it holds special significance
when it comes to detecting Twitter bots. The process of FS entails carefully picking
out a subset of pertinent features from the dataset at hand, to improve the algorithm's
overall performance. In the specific context of identifying Twitter bots, the selection
of appropriate features can substantially bolster the accuracy of clustering algorithms
by effectively distinguishing between authentic user accounts and bot accounts. By
strategically choosing the most relevant features, the algorithm becomes capable of
capturing the crucial characteristics that set bots apart from genuine users, leading
to outcomes that are more precise, trustworthy, and dependable in the detection of

bot accounts.

To detect bot accounts on Twitter, four types of features can be used: metadata
(e.g., account creation date, follower count), text tweet (e.g., word frequency,

sentiment analysis), network (e.g., follower/following ratio, retweet patterns), and
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temporal (e.g., tweet frequency, timing). These features provide insights into activity
patterns and help identify suspicious behavior. By considering all these features, we
can construct a comprehensive representation of a Twitter account for effective bot

detection.
2.16 Methods of Evaluating Clustering Algorithms

It is crucial to perform a clustering evaluation to assess the accuracy and
effectiveness of the produced clusters. There are various metrics used in the
proposed system to evaluate clustering models, including homogeneity metric,
completeness metric, v-measure metric, adjusted-rand metric, adjusted mutual info
metric, silhouette metric, and Fowlkes mallows metric.

1) Homogeneity metric: The assessment measures the degree to which each

cluster comprises only data points that are part of a single category or class.
A clustering model having a high homogeneity metric suggests that each
cluster comprises set points sorted into the same class, whereas a low
homogeneity metric indicates that clusters contain mixed data points from
different classes.

2) Completeness metric: It measures how well all the data points belonging to

the same class are assigned to a single cluster. A clustering model having a
high completeness metric indicates that all data points from a single class
are placed in the same cluster, while a low completeness metric suggests
that data points from the same class are dispersed across multiple clusters.
3) V-measure metric: It is a harmonic mean of the homogeneity metric and
completeness metric. A clustering model with a high v_measure metric
indicates that the generated clusters are both homogeneous and complete.

4) Adjusted rand metric: It quantifies the similarity between the predicted

labels of the clustering model and the true labels. A clustering model having
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a high adjusted-rand metric indicates that the predicted labels are highly
comparable to the ground truth labels.

5) Adjusted mutual info metric: It is an additional measure to evaluate the
similarity between the predicted labels and the actual ground truth labels.
This score takes into account the possibility of accidental agreement
between the predicted and ground truth labels. A clustering model having
a high adjusted mutual info suggests that the predicted labels are
comparable to the ground truth labels and not merely due to chance.

6) Silhouette metric: It is the quality of the clusters created by a clustering
model by examining the proximity of data points within a cluster to the
closeness of data points in other clusters. A high silhouette score indicates
that set points within the Intra-cluster are closer to each other than they are
to data points in other clusters.

7) Fowlkes Mallow's metric: It is a similarity measure between the predicted
labels and the true labels. It calculates the precision-recall harmonic mean
of the clustering model. High Fowlkes mallow metric indicates that the

predicted labels are highly comparable to the ground truth labels.

In conclusion, these evaluation metrics are critical for assessing the quality of
the clustering models. They help determine the model's accuracy and its ability to
generate meaningful clusters from input data. It's essential to use these metrics to

select the best clustering model that suits the application's requirements.
2.17 Summary

This Chapter explores methods for detecting Twitter bots and highlights
important features for accurate identification. It examines existing literature on bot
detection based on datasets, features, classifiers, and performance measures. The

objective is to develop a new architecture for feature extrapolation to improve ML
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applications for bot detection. The chapter provides detailed information on Twitter
features that interact with malicious bots classification and identifies benefits,
challenges, gaps, and recommendations for bot detection. Solutions are presented to
address the identified challenges. Overall, it offers a comprehensive overview of

Twitter bot detection, encouraging the application of Al for this purpose.

Furthermore, this chapter provides insight into clustering algorithms and their
unique solutions for dealing with the scarcity of addressable data in real-world
scenarios. Addressing such scarcity requires significant effort and cost. However,
the effectiveness of these algorithms largely depends on the selection of appropriate
features as inputs for clustering. This can be elaborated through three points:
Relevant features, Feature normalization, FS: Not all features may be equally
important for clustering. Using feature selection techniques to identify and select the
most relevant ones may help improve algorithm performance and reduce

computational costs.

Generally, four key points for selecting influential features for effective

clustering are:

1) Dimensionality reduction: Reducing features while preserving
information for faster and better clustering.

2) Feature engineering: Creating new features to enhance data
representation and clustering performance.

3) Data preprocessing: Improving data quality through cleaning,
normalization, and outlier detection for better clustering results.

4) Iterative refinement: Multiplying iterations of FS, engineering, and
preprocessing enhance clustering accuracy and quality.
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Chapter Three

The Proposed System
and Methodology



3.1 Overview

This chapter focuses on the proposed approach for detecting Twitter malicious
bots using unsupervised machine-learning techniques. It depicts the proposed
system phases with details about the development of each phase. The adaptation and

integration made for different techniques are explained as well.
3.2 The Proposed System

The proposed system presented in Figure 3.1 consists of five distinct phases,

each designed to ensure efficient implementation:

1) The preprocessing phase: Raw data is prepared and transformed into a format
that can be used for analysis or further processing;

2) Features analysis phase: In this phase, the creation of new features and
selection of the best ones to enhance clustering algorithms are explained,;

3) Experiment Phase: This phase evaluates the capacity of unsupervised cluster
algorithms in detecting bots using suggested features and determines the
most robust features among them.

4) Development phase: Here, the improvement of three unsupervised
algorithms (KNN, Stream k-means, and DBSCAN) is highlighted;

5) The evaluation phase: It measures the proposed approach's performance and

identifies the results.

Malicious social media bots, controlled by a botmaster, disseminate harmful
content, like illegal link-laden spam. Detecting and thwarting these threats demands
advanced methods like unsupervised machine learning clustering to overcome
traditional model constraints. Due to bots' human-like mimicry, distinguishing them

from genuine accounts is tricky, underscoring the importance of precise feature
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extraction and selection in machine learning for bot detection. Some attributes can

appear similar in both human accounts and bots.
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Figure 3.1: A General Overview of the Proposed System
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The present dissertation proposes a system that is illustrated in Figure 3.1. It
operates under the assumption that Twitter data in real-world scenarios are not
labeled. This system aims to detect bots using unsupervised models, specifically
cluster approaches, that do not require labeled data. The key principle behind these
models is to identify similarities between accounts in a given cluster. The
effectiveness of the predictions generated by these algorithms is determined by the
data's readiness and the identification of crucial features. Thus, the suggested system

Is divided into two main parts.

The first part concentrates on the preparation of the essential features of
Twitter accounts and it comprises three stages. Firstly, the data is prepared. This is
followed by the creation of novel features in the second stage. Lastly, the most
successful features are pinpointed to aid cluster algorithms in the precise
identification of bots. Within this stage, PCA is used to decrease the number of
dimensions in the data thus effectively decreasing the amount of computational time

necessary for the clustering algorithms.

Before moving to the system's prediction phase, which focuses on
distinguishing between human and bot Twitter accounts, the selected features
undergo evaluation via three distinct clustering methods: partitioning, hierarchical,
and density-based techniques. These tests ensure their compatibility with
unsupervised machine learning. In the prediction phase, new integrated
unsupervised algorithms (KNN, DBSCAN, and Stream K-means) are employed.
The aim of this integration is to capitalize on the unique capabilities of each
algorithm and address limitations that a single approach may not overcome.

3.2.1 The Preprocessing Phase
Data preprocessing involves getting data ready for a particular purpose, such
as ML algorithms by transforming unprocessed data into an understandable format.
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The initial stage of this process is crucial as it sets the foundation for the accuracy
of the machine learning model. To ensure good data quality, it is essential to assess
data completeness, consistency, believability, and interpretability before
implementing machine learning models. Some of the essential tasks involved in data

preprocessing are as follows:

1) Cleaning of Data: It refers to the process of eliminating duplicate or
unrelated information, padding in gaps caused by missing values, and
rectifying inconsistencies.

2) Transformation Data: converting data into a numerical or categorical
format.

3) Data reduction: simplifying the dataset by removing irrelevant or

redundant features.

Algorithm 3.1 begins by importing the necessary data processing tools and
defining the input (CAVERLEE Twitter dataset) and output (pre-processed dataset).
It removes irrelevant columns such as target and User IDs. Next, the data is cleaned
by filling missing values with column means. Finally, it transforms the data for

numerical processing, preparing it for further analysis.

Algorithm 3.1: Pre-processing the CAVERLEE Twitter Dataset

Input: X - CAVERLEE Dataset

Output: Pre-Processed Dataset

Import the necessary libraries, tools, and functions required for data
processing.

Define the input dataset as the CAVERLEE Twitter dataset (X).

Define the output as the pre-processed dataset.

Load the CAVERLEE dataset into a data structure suitable for analysis (e.g., a
data frame or data table).

Remove the target column (categories column) from the X dataset, as it will
not be used in the preprocessing.

Remove any columns that contain User IDs, as they are not relevant for the
preprocessing.

Clean the dataset by replacing missing or null values with the mean value of
each column with missing data.
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a. For each column in dataset X, iterate through all the columns.

b. Calculate the mean value of the column if it contains NaN (null) values.

c. Replace the NaN values in the column with the mean value.

d. Apply the changes in place (modify the original dataset X).

e. After this step, the dataset X is cleaned and ready for further processing.
Transform the dataset X into a format suitable for numerical processing,
ensuring it can be effectively used for subsequent operations.

A) Cleaning Data

It refers to the procedure of recognizing and removing erroneous, incomplete,
and imprecise data from datasets, as it can significantly impact the effectiveness of
machine learning algorithms. The method used here involves replacing the Empty
with the mean value of the relevant column or row, which is the approach taken in

the proposed system.

B) Transformation Data

Data transformation entails transforming unprocessed data into a uniform
structure that is appropriate for analysis and modeling purposes. This is because
machine learning algorithms require input data to be consistent in structure and type,
which can only be achieved through data transformation. The complexity of data
transformation can vary resting on various factors, for instance, the volume, type,
and complexity of data, as well as the specific needs of the project. Therefore, it is

important to choose appropriate data transformation methods based on these factors.

In the proposed system, two distinct data transformation methods are carefully
selected that meet the unique needs of this work. These methods have been selected
on the grounds of their ability to transform data into a format that is optimized for
machine learning algorithms, ensuring that the transformed data is effectively
utilized in the analysis. By transforming data using appropriate techniques, it can be

ensured that it is in a format that can be effectively analyzed by machine learning
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algorithms. This, in turn, enables us to derive valuable insights and outcomes from

the data, ultimately leading to better outcomes and results for this system.

1)

2)

To standardize data, one needs to convert it to a uniform scale or
interval by deducting the average and dividing it by the standard
deviation. This is important in statistical and machine-learning
applications to ensure accuracy and efficiency by comparing features
that have different units or scales. Standardization also facilitates data
visualization, aids in identifying outliers as they will have values that
are significantly different from the standardized mean, and ensures
consistency and comparability across different datasets. The equation

for StandardScaler is given as [187]:

X—Uu

z= S
where
x feature value
u mean feature values
s Standard Deviation (ST)
z feature standardized value also called the z-score
Using the StandardScaler ensures that each characteristic of the data
has an average of 0 and an ST of 1. The mean and standard deviation
are calculated for each feature separately from the training data. Once
calculated, the same mean and standard deviation are used to transform
the test data, ensuring that the scaling is consistent across the training
and test datasets.
Normalization: Normalization is a technique used in data processing to

make data consistent across all fields and records. Its primary objective
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Is to establish connections between entry data, which improves data
quality. The technique involves scaling the data into a smaller range,
such as -1 to 1, making it easier to represent and work with. Equation

3.2 shows the normalization function [187]:

X
X norm = —- 3.2
1] (3.2)

where,
X is the vector to be normalized
||Ix|| is the L2 norm of an x vector, which is described as the radical of

the squared sum of the vector's elements.

3.3 Principle Component Analysis (PCA)

PCA is a statistical technique that helps simplify high-dimensional data by
identifying the most important features. This technique offers three main benefits:
1) it reduces the number of features, 2) it improves algorithm training time, and 3) it
enhances the accuracy of model predictions. Additionally, this technique simplifies

data visualization, which can facilitate a better understanding of the data and model.

The essential objective of PCA is to capture the most significant amount of
variability present among the features within a given dataset. However, it is crucial
to select an appropriate number of Principal Components to prevent the loss of
critical information. The number of components to retain can be influenced by

factors such as storage capacity, training time, and performance.

Algorithm 3.2 leverages PCA to reduce the dimensionality of the input dataset
while retaining a significant portion of the original data's variance. This
dimensionality reduction is useful for simplifying complex datasets and improving
computational efficiency in subsequent analyses. The system selects Principal
Components with the highest percentage of variance and disregards others.
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Algorithm 3.2: Variance-Based Feature Selection

Input: Dataset from A pre-processed Algorithm.

Output: A reduced dataset with fewer features.

Import the PCA class for dimensionality reduction.

Initialize PCA without specifying the number of components initially.
Retrieve explained variance ratios for each PCA component.

Set a target of retaining 80% of dataset information and use a counter (D).
Iterate through variances, starting with the first component. Stop and return D
when cumulative explained variance surpasses 80%, otherwise, continue
adding variances.

Create a new PCA instance with the chosen components in the previous step.
Transform the original dataset using this new PCA instance.

Reconstruct the reduced dataset, renaming columns as Component-1 and
‘Component-2'.

The final reduced dataset is now ready for analysis and modeling.

Figure 3.2 of the proposed system shows variance percentages for each of the
five features [0.67120865, 0.1912806, 0.10383127, 0.03237566, 0.00130383]. The
first feature accounts for 70% of the information, and the second feature represents
20%. By combining these two features, they cover 90% of the total information,
which is considered good. Therefore, the proposed system will only rely on the first
and second components because they effectively reduced the data dimensions to two

parts.
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Figure 3.2: The Principal Components Variance Change
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3.4 Features Analysis Phase

Figure 3.1 illustrates that the Feature Analysis stage comprises two layers: the
Feature Generation and the Feature Selection layers. The tweet metadata features are
produced in the Feature Generation layer, and the most highly-ranked features are
chosen from the entire set of features in the Feature Selection layer. These specifics

are expounded upon in Sections 3.5 and 3.6.

3.4.1 Feature Generation

This involves selecting and extracting the most relevant and meaningful
information from the raw data, so it can be easily understood and used by the mode.
One effective strategy for managing clusters is to extract essential features. This
approach can help to accurately identify clusters, gain a deeper perception of the

data, and reduce the data dimensionality.

To achieve this, the proposed system generates a variety of Twitter features
that fall into one of four categories: User Property Features (UPF), User
Neighborhood Features (UCF), User Content Features (UCF), and User Hybrid
Features. For clarity, Table 3.1 provides a comprehensive outline of the specific
features generated by this system, which can be used in various machine-learning

applications.

Table 3.1: Categories of Twitter Features Generated by the Proposed System

Feature Category Description

UPF Features extracted from the user profile information such as , user

name, account age, biography, location, and verification .

UNF FE from the user's connections such as the follower's number,

friends number, and mutual friends.

UCF FE from the text posted by the user such as tweets number,
retweets, likes, replies, and hashtags used.
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User Hybrid Features Features that combine information from multiple categories such
as the average number of likes per tweet or the ratio of followers
to friends.

A) User Property Features (UPF)

This section provides descriptive information about a user and his/her account,

including age and Twitter profile information:

1) Age_month: The account's age is determined by a monthly value that is
calculated using Equation 3.3 [188] based on the duration between the time

the account was retrieved and its creation date.

agenonth = (CreatedYearAt — CollectedYearAt = 12) + (days per month/

30) (3.3)

where 30, is the average duration of a month. When calculating age in
months, it is typically divided by the number of days by 30 (average days
number in a month).

The age of a Twitter account is a crucial factor in determining its
credibility and identifying malicious bots on the platform. Generally, older
accounts are considered more trustworthy than newly-created ones. This
metric is utilized in the proposed system to derive additional features like
"CV_Following,"” "FollowingToAgeRate," "Avg_tweets," and "Bfr_afr."

2) Age_days: The age of a Twitter account is determined based on the
duration between the time it was created and the date at hand. Typically,
this time frame is indicated concerning the number of days that have
elapsed since the account's creation. To calculate the daily age of a Twitter
account, Equation 3.4 is employed, which takes into account the account's

creation date and the current date. This calculation results in a numerical
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value that represents the daily age of the account, which is then used to

determine the account's credibility and authenticity.

age_days = (CreatedYearAt — CollectedYearAt) * 365 34

where 365 is the number of days in a year on average, considering the leap
years as well.

3) Pro_Info: The profile information feature is used to evaluate the credibility
of a Twitter account and is assigned a numerical value based on the
information present in the account's profile. Typically, four types of
information are usually provided by humans when creating a Twitter
account, which includes a bio, name, location, and account verification
status (Equation 3.5). In the proposed approach, a value of 1 is assigned to
each of these pieces of information if they are present in the account's
profile, whereas a value of 0 is assigned if any of these pieces of

information are missing.

Pro_Info = (bio + name + location + verification) 3.5

Where bio is a biography which represents a personal description of a
profile. It appears that a small number of legitimate accounts leave this
feature, whereas a large number of bot accounts leave this feature.
Additionally, verification A verified account, according to Twitter, refers
to any account that is of relevance to the general public and has been
authenticated by the organization, to receive the blue badge, your account
must be authentic, notable, and active[189], [190].

B) User Neighborhood Features (UNF)
The most significant indicator of a Twitter account's social influence is

typically reflected in its friendship information, which includes the number of
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followers and following accounts. In this section, five distinct features have been

prposed to evaluate this aspect of a Twitter account:

1)

2)

MaxMinfollowing: The MaxMinfollowing feature is employed to
calculate the range of numbers of following accounts for a Twitter account
based on its age. It has been observed that in human accounts, this
difference tends to remain relatively stable over time. However, in the case
of bot accounts, this difference can be significant and unstable. Thus, the
MaxMinfollowing feature can be useful in distinguishing between human

and bot accounts as shown in Equation 3.6.

MaxMinfollowing = [MAX(UsersFollowings) —

MIN (UsersFollowings)] (3.6)

CV_Following: One of the key features used to assess the credibility of a
Twitter account is the CV_Following metric. This feature is calculated
using a coefficient variation (CV) to calculate the monthly variability in
the number of accounts that user-following. A Twitter account with a high
CV value is considered to be unstable and may be classified as a bot. The
coefficient of variation is used in this feature because the average number
of tweets per user may vary significantly based on the account's age.
Equations 3.7, 3.8, and 3.9 are used to calculate this feature by taking into

account the differences in tweet averages across accounts.

n
. s Xi—average)”2
Stander Deviation(Sd) = E ( £°) 3.7
i=1 AccountsAgeMonths
. . . stander deviation(Sd .
Coefficient variance = 50 3-8)
average
SumMonthFollowings
Average =
AccountsAgeMonths 3.9)
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3)

4)

where n is the number of records, i is the first record, AccountsAgeMonths
represents the age of account by months, X; is the number-of-following for
each month, and SumMonthFollowings is the number of following per
month.

The objective of deriving the "following_vs_followers_ratio" feature is to
indicate the equilibrium between the count of accounts that a user tracks
and the number of accounts that follow that user. A well-balanced ratio is
considered more typical for human accounts, whereas bots may exhibit an
Imbalanced ratio (see Equation 3.10). Generally, a stable ratio for human

accounts is expected to fall within the range of 0.75 to 1.25 [191].

FRatio = Number of Followers (3.10)

Number of Followings

FollowerToAgeRate: The FollowerToAgeRate feature is computed by
calculating the average number of followers gained by a Twitter account
per month. This feature is useful in evaluating the credibility of a Twitter
account since it indicates the rate at which the account is gaining followers.
It has been observed that the follower ratio for human accounts tends to be
higher compared to bot accounts. Spammers frequently have imbalanced
following/follower ratios, as they follow large numbers of other users but
they have comparatively few followers. A high follower-to-age ratio could
potentially indicate a bot, especially if the account has gained a large
number of followers in a short period of time. This is because bot accounts
may engage in tactics such as mass following and spamming to increase
their follower count quickly, whereas human accounts tend to gain
followers at a more gradual pace. However, this is not always the case as
popular accounts or those of public figures can also have high follower-to-
age ratios.. This feature is computed using Equation 3.11.
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__ NumberofFollowers

FollowerToAgeRate 3.11)

- AccountsAgeMonths

5) FollowingToAgeRate: The FollowingToAgeRate feature is used to
calculate the average number of accounts-following following a Twitter
account per month. This feature is important in evaluating the credibility
of a Twitter account since it indicates the rate at which the account is
following other accounts. It has been observed that the following ratio
tends to be lower for bot accounts compared to human accounts. This is
because bot accounts often follow a large number of accounts in a short
period to appear more active and gain more followers. In contrast, human
accounts tend to follow other accounts at a more moderate pace. Equation

3.12 1s established to calculate this feature.

NumberofFollowings

FollowingsToAgeRate = 3.12)

AccountsAgeMonths

C) User Content Features (UCF)

Descriptive information about tweets posted information, including the
number of tweets, retweets, length of tweets, etc., four features created in this

section.

1) The Avg_tweets feature calculates the average tweets number posted by a
Twitter account per month. This feature is important in determining the
credibility of a Twitter account since it indicates the account's activity
level. It has been observed that the ratio of tweets from bot accounts to
tweets from human accounts is substantially larger. To compute this

feature, Equation 3.13 is used:

Numbers_ofTweets

AV8iweets = (3.13)

AccountsAgeMonths
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2) bfr_afr: The bfr_afr feature compares the length of the original tweet with
the length of the tweet after removing symbols such as hashtags, HTTP
links, and other special characters. This feature is important in determining
the credibility of a Twitter account since it indicates the linguistic
complexity of the tweets posted by the account (see Equation 3.14). It has
been observed that the alphabetic content in bot accounts is shorter
compared to human accounts. This may be because bots tend to post pre-
written or automatically generated content that is less sophisticated than

the content generated by humans.

lenth of original tweet—length of tweet after cleanin
bfr_afr = g £ g (3.14)

MonthsNumbers

3) MaxOfMonth: MaxOfMonth is a metric that measures the maximum
number of tweets posted in a month as shown in Equation 3.15. This metric
can be useful for analyzing trends and identifying peak activity periods on
social media platforms. According to observations, the tweets average
posted by bots was higher than the tweets average posted by human users.
This suggests that bots may be responsible for a significant portion of the

activity on social media platforms.

MaxOfMonth = MAX(Numbers Monthly Tweets) (3.15)

4) MaxOfDays: The maximum number of tweets in a day is calculated based
on Equation 3.16. It has been observed that the average number of human

tweets was lower than the number of bots tweets.

MaxOfDays = MAX(Number of daily tweets) 3.16)
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D) User Hybrid Features

This area combines features from a user's property, user's content, and user
neighborhood, one feature created in this section.
1) By blending the profile information represented by the feature Pro with the
percentage of followers of the account, this feature is generated using
Equation 3.17.

FollowersNumbers

ProFollow Ratio = Ln (( ) + Pro) «100 (.17)

FollowingsNumbers

This feature discusses a method for more accurately distinguishing between
Twitter bots and legitimate accounts by incorporating additional information from
the account's profile. This information includes the account's bio, name, location,
and whether or not it is verified. By combining this profile information with the
percentage of followers, the method aims to provide a more accurate indicator of the

account's credibility.

The approach of user profile information to differentiate between bots and
legitimate accounts is a commonly used technique in social media analysis. Bots
often have generic or vague profile information, whereas legitimate accounts
typically have more detailed and personalized information. Incorporating this profile
information into the analysis can help to identify accounts that are likely to be bots.
Adding the percentage of followers as an indicator of the accreditation follower rate
can also help improve the accuracy of the analysis.Legitimate accounts typically
have a higher proportion of genuine and engaged followers. By combining this
information with the profile information, the analysis can provide a more

comprehensive understanding of the account's credibility.

82



Table 3.2 presents a comprehensive summary of all the features that have been

generated for the proposed system. The table provides a detailed outline of each

distinct feature, along with its name, description, and category. By analyzing the

information presented in Table 3.2, one can gain a comprehensive understanding of

the various capabilities and functionalities of the system.

Table 3.2 List of Unique Features of the Proposed System

Feature Name

Description

Catego
ry

Range of
Values befor
normalizatio

age_month

The account's age is determined by a monthly value. This
metric is utilized to derive additional features like
"CV_Following," "FollowingToAgeRate," "Avg_tweets,"
and "Bfr_afr."

UPF

n
0-43

age_days

The age of a Twitter account is determined based on the
duration between the time it was created and the current
date. The age of the account is typically indicated by the
number of days that have passed since its inception.

UPF

0-1330

Pro_Info

The profile information feature is used to evaluate the
credibility of a Twitter account and is assigned a numerical
value based on the information present in the account's
profile. Typically, four types of information are usually
provided by humans when creating a Twitter account,
which includes a bio, name, location, and account
verification status.

UPF

MaxMinfollowing

The MaxMinfollowing feature is employed to calculate the
range of numbers of following accounts for a Twitter
account based on its age. This feature can be useful in
distinguishing between human and bot accounts.

UNF

0-28171

CV_Following

This feature is calculated using the coefficient of variation
(CV) to measure the monthly variability in the number of
accounts that the user is following. A Twitter account with
a high CV value is considered to be unstable and may be
classified as a bot. The coefficient of variation is used in
this feature because the average number of tweets per user
may vary significantly based on the account's age.

UNF

0-377.94

FRatio

The following_vs_followers_ratio feature is used to
indicate the equilibrium between the count of accounts that
a user tracks and the number of accounts that follow that
user. A well-balanced ratio is typically considered more

UNF

0-1630
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typical of human accounts, whereas bots may exhibit an
imbalanced ratio.
FollowerToAgeRate | The FollowerToAgeRate feature is computed by UNF 0-239408
calculating the average number of followers gained by a
Twitter account per month. This feature is useful in
evaluating the credibility of a Twitter account since it
indicates the rate at which the account is gaining followers.
FollowingToAgeRate | The FollowingToAgeRate feature is used to calculate the UNF 0-13594
average number of accounts-following following a Twitter
account per month. This feature is important in evaluating
the credibility of a Twitter account since it indicates the
rate at which the account is following other accounts.
Avg_tweets This feature calculates the average tweets posted by a UCF 0-84931
Twitter account per month. This feature is important in
determining the credibility of a Twitter account since it
indicates the account's activity level.
bfr_afr The bfr_afr feature compares the length of the original UCF 0-84931
tweet with the length of the tweet after removing symbols
such as hashtags, HTTP links, and other special characters.
This feature is important in determining the credibility of a
Twitter account since it indicates the linguistic complexity
of the tweets posted by the account.
MaxOfMonth MaxOfMonth is a metric that measures the maximum UCF 1-381
number of tweets posted in a month. This metric can be
useful for analyzing trends and identifying peak activity
periods on social media platforms.
MaxOfDays The maximum number of tweets in a day. It's been UCF 1-221
observed that the average number of human tweets was
lower than the number of bot tweets.
ProFollowRatio This feature combines the profile information represented | Hybrid | 4.61-16.15
by the feature Pro_Info with the percentage of followers

3.4.2 Feature Selection

To achieve success in machine learning, several factors need to be considered.
The most crucial and primary factor is the structure and clarity of the example data.
While additional features may increase the ability to discriminate, experience has
shown that this is not always the case. If the data contains too much repetitive or
irrelevant information or is inaccurate and noisy, it can hinder the learning process
during the training phase. To address this problem, a technique referred to as feature

subset selection can be employed to recognize and eliminate unnecessary and
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duplicated data. This results in less dimensional data, making it easier for learning

algorithms to operate at a faster rate. The suggested system proposes three

fundamentals for determining the optimal approach to feature selection, which is:

1)

2)

3)

Initial point: The choice of the initial point in the feature subset space from
which to begin the search is an important consideration, as it can significantly
affect the direction of the search. One approach is, to begin with, no features
and then gradually add them, allowing the search to progress forward through
the search space. Conversely, the search can start with all available features
and then gradually eliminate them, moving backward through the search
space. This approach can be useful in situations where there are many
irrelevant or redundant features, as it can lead to a more efficient search
process. Ultimately, the optimal approach for selecting a starting point in the
feature subset space will depend on the specific data and problem being
addressed.

Correlation analysis is a valuable technique that can gauge the intensity of the
linear association between two variables. It has applications in machine
learning and data science for selecting relevant features, but it is essential to
be careful in understanding the findings and exploring the cause-and-effect
association between the variables. The Pearson correlation is used here.

The most important distinguishing characteristic of feature selection
algorithms in machine learning is their approach to evaluating subsets of
features. While many algorithms aim to eliminate undesirable features, there
Is a risk of discarding potentially valuable features in this process. Therefore,
the preferred approach involves assigning weights to each feature based on its
importance, allowing for a more nuanced and accurate evaluation. These

weights are then used by the learning algorithm to pick the most significant
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features for the prediction process. This approach is implemented in the
proposed system, wherein newly introduced features are combined with

existing ones, and the most top-rated features are chosen.

In pursuance of obtaining the essential features that will support detecting
bots, the features previously in the database were gathered and named the "original
features" alongside the proposed features. Table 3.3 provides detailed information
on the features included in the proposed system, along with the groups they
represent. The table highlights the specific features that are relevant to each group,
allowing for easy comparison and analysis of the different groups.

Under the authority of the Correlation Attribute Eval (CAE) technique [192],

it will be ranking these features and choose only positive rank features into account.

Table 3.3: Feature Details and Associated Groups

1 User Property LengthOfScreenName Original features
2 User Property LengthOfDescriptioninUserPro | Original features
3 User Property CreatedAt Original features
4 User Property CollectedAt Original features
5 User Neighborhood | NumerOfFollowings Original features
6 User Neighborhood | NumberOfFollowers Original features
7 User Content NumberOfTweets Original features
8 User Neighborhood | CV_Following Proposed Features
9 User Neighborhood | FollowertoFollowingRatio Proposed Features
10 User Hybrid ProFollow Ratio Proposed Features
11 User Hybrid FollowerToAgeRate Proposed Features
12 User Hybrid FollowingToAgeRate Proposed Features
13 User Content Avg_tweets Proposed Features
14 User Content bfr-afr Proposed Features
15 User Content MaxOfMonth Proposed Features
16 User Content MaxOfDays Proposed Features
17 User Property age_month Proposed Features
18 User Property age_days Proposed Features
19 User Property Max-Min Proposed Features
20 User Property Pro Proposed Features
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3.4.3 Investigating the Effectiveness of the Features

Feature selection is a common approach in supervised learning where class
labels are provided, but it can be challenging for unsupervised learning or clustering
tasks where the best set of relevant features is not always clear. The objective of
picking the most significant attributes for clustering is to identify the most useful
relevant features that aid in identifying natural clusters from the data based on the

chosen criteria.

This investigation aims to test the ability of unsupervised cluster algorithms
to detect bots using the proposed features and identify the strongest features among
them. To achieve this, three types of cluster algorithms (partition, hierarchy, and
density) were implemented which are represented by four algorithms (k-means, k-
medoids, agglomerative, and DBSCAN). The model was evaluated using the
original features and then the evaluation was repeated with the proposed features.
The results were compared to determine the most accurate algorithm. In addition,
we only tested the five highest-ranked features out of the 11 selected properties, and
the results were promising, especially in terms of implementation time. To further
reduce the dimensionality of the feature space, PCA was used to reduce the size of
these five features, resulting in only two dimensions. This greatly improved the
speed and precision of the clustering technique in detecting the bot. The data

processing, feature extraction, and selection phases are now complete.
3.5 Adapting the Clustering Algorithms Phase

Clustering algorithms are a powerful tool for identifying Twitter bots, as they
can detect bot-like behavior even in unlabeled data. However, there are limitations

and weaknesses in their use, such as feature extraction, scalability, and
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interpretability. Therefore, it is recommended to use clustering algorithms in

conjunction with other algorithms to improve the accuracy of bot detection.

The proposed system combines KNN, DBSCAN, and stream K-means
clustering algorithms to enhance the clustering process. By leveraging the strengths
of each algorithm, the system addresses its weaknesses. For example, one algorithm
may be better suited to handling outliers, while another may be more adept at
detecting subtle patterns. This approach results in more accurate and robust
clustering, as each algorithm complements the others' strengths. The integration of
all three algorithms produces a comprehensive and dependable clustering that is

critical for data analysis and machine learning applications.
3.5.1 Choosing Appropriate Clustering Algorithms

Choosing an appropriate clustering algorithm relies on multiple factors, for
instance, the nature and data magnitude, the analysis objectives, speed and
efficiency, cluster size and number, and cluster shape. Overall, it is important to
consider these factors concerning specific data and research questions when
choosing a clustering algorithm. It may be helpful to perform an experiment with
different algorithms and compare the results to determine which one best meets the
research needs. The suggested system combines the strengths of three cluster
algorithms - KNN, DBSCAN, and stream K-mean - to mitigate their limitations.

This integration offers several advantages and notable features, which are as follows:

1) Simple and easy to modify: The approach is simple and can be easily modified
to suit the needs of different datasets and research questions.
2) Many input parameters: Using a few input parameters can make the approach

easy to be used and applied.
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3) Time complexity: The approach is computationally efficient, making it
suitable for large datasets and real-time clustering.

4) Memory space efficiency: The approach is memory space efficient, allowing
for the clustering of large datasets without requiring excessive memory
resources.

5) Sensitivity to outliers: The combination of KNN and DBSCAN helps to
Improve sensitivity to outliers, which can be a weakness of K-means
clustering.

6) Detecting arbitrary shapes: The combination of DBSCAN and stream K-mean
helps to detect arbitrary shapes, which can be a weakness of KNN and K-

means clustering.

By combining KNN, DBSCAN, and stream K-mean, this integrated approach
provides a more robust and accurate clustering solution than any individual
algorithm alone. This approach is particularly useful for datasets with complex
shapes, and outliers. It allows for the efficient and effective identification of

meaningful clusters that can be used to guide further analysis and decision-making.
3.5.2 Improving the KNN Algorithm

The suggested approach involves utilizing the KNN to ascertain the
appropriate value of the epsilon parameter for the DBSCAN. The objective is to
identify the "elbow" in the plot that corresponds to the ideal epsilon value. The KNN
is employed to measure the distance between each point and its KNN. Outcome
distances are sorted in ascending order and used to generate a graph that depicts the
distance versus the point index. The "knee" of the plot corresponds to the point where
the slope of the curve changes, indicating a transition from a high-density region to
a low-density region. The distance at the "knee" is then used as the value of epsilon

for the DBSCAN approach. This approach allows the automatic selection of the
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epsilon parameter without requiring manual tuning, making it a useful tool for

clustering high-dimensional datasets.

It is critical to mention that this technique may not always yield the best
results, and other methods may be more effective for selecting the value of epsilon
for DBSCAN, depending on the particular dataset and problem. Additionally, the
choice of k (number of neighbors) in the KNN algorithm can also impact the
performance of the method, to address this, the proposed system has improved the
KNN algorithm by automatically calculating the optimal value of k using Equation
3.18. It was constructed based on the characteristics of the data, and its validity was

confirmed by testing it with the same dataset.

(3/DatasetLengh(N))

- (3.18)
Getgories Type(GT)

Number Of Neighbors(K) =

where N data points number and GT represented the three expected categories of
labels (Human Account, Bots account, and unknown account). This Equation is

based on empirical observations and has been shown to work well in practice.

By automatically calculating the value of k, the proposed system eliminates
the need for manual tuning of this parameter, making it more automated and
efficient. Additionally, this approach ensures that the optimal value of k is chosen

for each dataset, improving the accuracy and effectiveness of the clustering process.

Algorithm 3.3 takes the dataset from the output Variance-Based Features
Selection Algorithm, calculates the optimal epsilon value using a knee technique,
and returns the result. The optimal epsilon is an essential parameter for the DBSCAN
clustering algorithm, determining the maximum distance between data points for

them to be considered part of the same cluster.
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The find_knee() function computes the pairwise distances between all points
using the pairwise_distances() function and then loops over different values of k.
For each value of k, it computes the average distance to the k nearest neighbors for
each point in X and then computes the inside cluster squares sum as the average sum
of the average squared distances. It stores intra-cluster squares sum for each k in a
list "wcss". After computing the sum of the intra-cluster squares for each of k, the
find knee() function plots the curve and finds the knee. Finally, the “knee” of the

curve is computed to find the optimal value of epsilon.

Algorithm 3.3: Adaptive Unsupervised k-Nearest Neighbor

Input: Dataset from output Variance-Based Features Selection Algorithm

Output: Optimal Epsilon value for DBSCAN

Define a function "pairwise_distances" to calculate the pairwise distances between all For
each pointi_in X

Determine k-value:

Calculate the number of neighbors (k) using the formula: k = sqrt(N) / Type of target variable,
where N is the number of data points in the dataset.

Initialize the Nearest Neighbors algorithm with the proposed k from step 2 as the number of
neighbors and use the KD-tree algorithm for efficient neighbor searches.

Find the k-neighbors for each data point in the dataset and store the distances to neighbors in
neigh_dist and their indices in neigh_ind.

Sort the neighbor distances in ascending order.

Extract the distance of the k-th neighbor and store it in the k_dist list.

Plot the values in k_dist list to visualize the knee point on the plot.

Add a horizontal dashed line at a chosen threshold (e.g., 0.04) to identify the optimal epsilon
on the plot.

Return the knee point value as the optimal epsilon for DBSCAN clustering.

3.5.3 Improving the DBSCAN Algorithm

The DBSCAN algorithm's strengths can be summarized in its ability in
detecting clusters of arbitrary shape and handling noisy data effectively, and this
algorithm does not require a pre-specified number of clusters. Suitable parameter
values can be determined through various methods, but they are computationally
expensive. In the proposed system, the modified KNN algorithm was used to address

the epsilon coefficient problem, while Equation 3.19 was developed to calculate the
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Minimum samples (“MinPts”) coefficient, resulting in promising results in terms of

algorithm accuracy and time complexity.

Usually, having a MinPts value of 1 doesn't make sense because every point
would form its cluster. If we use MinPts=2 and the single link measure, the result
would be similar to hierarchical clustering with the dendrogram clipped at a certain
height. However, larger MinPts values tend to work better for datasets with noise
and produce more significant clusters. The proposed system aims to determine the
appropriate MinPts value by considering two factors: the dimensionality of the data
(in our case, two dimensions), and the types of Twitter accounts we want to classify
(bot, human, or suspicious). Therefore, we have developed Equation 3.19 which

takes both factors into account.

MinPts =(2 = D) « TTA (3.19)
The variable "D" in the equation stands for the number of dimensions in the
dataset, and it has been multiplied by 2 for two reasons. Firstly, it ensures that the
resulting values are as large as possible. Secondly, in case of an error, while loading
the data where the dimension value becomes zero, the system will reject it. The

second variable in the equation, TTA, denotes the type of Twitter account.

Algorithm 3.4 "The Adaptive DBSCAN Algorithm™ shows that the " get
number of cluster " function requires two inputs: X, which is the dataset, and I, the
number of dimensions obtained from "Variance-Based Feature Selection algorithm
". This function uses the DBSCAN algorithm with three inputs: dataset X, the
neighborhood radius eps obtained from "Adaptive Unsupervised k-Nearest
Neighbor algorithm™ , and the smallest sample number required to form a dense
region min_samples obtained from Equation 3.19. The "get number of cluster "

function is used to return the number of clusters found by the algorithm.
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Algorithm 3.4: Adaptive DBSCAN Algorithm

Input: X - Dataset from Variance-Based Features Selection Algorithm

Output: Number of Clusters

Function: get number of cluster(self, Caverlee dataset, The number of dimensions):
epsilon -- the radius of the neighborhood around each sample from Adaptive Unsupervised k-
Nearest Neighbor

min_samples (MinPts)-- MinPts=(2*number of dimension)* Type of target variable
Implementation of the DBSCAN clustering algorithm.

clusters = DBSCAN(eps=epsilon, min_samples=MinPts).fit(X)

Getting cluster labels and checking unique clusters: clusters.labels_

Assign -1 value as noisy points that could not be assigned to any cluster
set(clusters.labels )

Counting the numbers of clusters: Counter(clusters.labels )

Mapping origin class with predict label of DBSCAN algorithm

Checking the accuracy of DBSCAN

Counting the number of DBSCAN labels to set it as a number of clusters(K) to Stream K-
mean algorithm

Exclude noise points (-1 value) as outliers, and could not be assigned to any cluster
Returns numbers of cluster

The k-mean algorithm faced two main issues which were addressed by

modifying the DBSCAN algorithm. This modified approach can automatically

determine the number of clusters (k) and select the appropriate distance equation to

determine the centroid. To identify the clusters and outliers, the Canberra distance

function was chosen based on a statistical analysis of results obtained from applying

the adapted DBSCAN algorithm. Using this clustering technique, two clusters were

identified with 20286 points for the largest cluster (0) and 13819 points for the

smallest cluster (1), while the number of noise points was 371. It is better to

determine the distance function, which does not depend on the direct distance

between the two points (Euclidean distance), but rather we choose the distance that

works on the principle that reaching a two-point does not necessarily have to be

directly reached such as Canberra distance method. Ultimately, the proposed system

aims to distinguish between bots and humans by employing principles of a data

stream to optimize memory usage and execution speed.
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3.5.4 Implementing the K-mean Stream Algorithm

After defining the cluster count and distance metric, we use the Stream K-
Means algorithm for efficient Twitter bot detection, optimizing computational
resources and memory use compared to the standard K-Means. Our system applies
the Stream K-Mean clustering algorithm with a combination of functions, each with

its pseudo-code, for a comprehensive overview of the process.

The first function in the Stream K-Mean clustering algorithm is called
myGeneratorfun (Algorithm Implement Function “Generatorfun™). This function
reads data from a CSV file in chunks of size "wsize" and yields each chunk. To
achieve this, the function employs the pandas read_csv function with the chunk size
parameter, which allows the CSV file to be read in chunks of a specified size. The
myGeneratorfun function then converts each chunk into a numpy array and yields
the array. By using the yield statement, the function returns a generator object, which
can be used to iterate over the chunks of data in the CSV file. This approach is
beneficial when dealing with large datasets, as it allows to process the data in smaller

chunks instead of loading the entire dataset into memory.

Algorithm 3.5: Implement Function " Generatorfun"

Input: X - Dataset from Variance-Based Features Selection Algorithm
Output: Divide the dataset into multi-window size

Function: myGeneratorfun(wsize=2298)

Input:  wsize: window size (default value is 2298)

Output: A generator object that yields a chunk of data

1 Initialize counter = 0 to track the number of chunks read

2 Loop through chunks of data in the Caverlee.csv file using Pandas read_csv function
with chunksize=wsize

3 Convert each chunk of data to an array and store it in the chunk_array variable

4 Increment counter by 1

5 Yield a tuple containing feature data (all columns except the last one) and target
data (last column) using the chunk_array

If the counter is >=15, break loop

7 Return generator object

=)
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The second function in the Stream K-Mean clustering algorithm is called
find_clusters (Algorithm 3.6), and it is responsible for implementing the k-means
clustering algorithm. This function takes in the data X, which represents the input
data, the number of clusters no_of clusters that formed in Algorithm 3.4, and a
random seed rseed, which is an optional argument that defaults to 2 if not specified.
The find_clusters function starts by randomly selecting no_of clusters data points
as the preliminary centers of a cluster. The clustering process begins with using a set
of initial centers as a reference point. The next step is to update these centers
iteratively by finding the data points mean within every individual cluster. In each
iteration, in this algorithm, the distance between every data point and the closest
cluster centroid is calculated, grounded on Euclidean, and assigned the data point to
that cluster. The process keeps going until the cluster centroids are no longer moving,
meaning that each data point is allocated to the closest cluster centroid and no data
points switch between clusters. Once the algorithm reaches this point, it returns the

final cluster centers and the corresponding labels for each data point.

Algorithm 3.6: Implement Function "find_clusters"
Input: X - Implement Function ""Generatorfun™
Output: Final Centers and Centroid Labels
Function: find_clusters(X, no_of clusters, rseed=2)
Input:  X: feature data
no_of clusters: Number of clusters that formed in Algorithm 3.4" Adaptive DBSCAN
Algorithm "
rseed: Random seed (default value is 2)
Output:  Tuple-containing centers and centroid labels of clusters
1 | Generate initial random values for cluster centers using the numpy RandomState function

2 | Loop until the centers converge:

3 To determine the smallest space between points and their respective cluster centroid,
by utilizingthe pairwise_distances_argmin function.

4 To obtain the new centers, by calculating the mean of all the data points within each
of the respective clusters.

5 Check for convergence by comparing the old and new centers using np.all() function

6 If the centers have converged, break the loop

7 | Return the final centers and centroid labels

95



The final function called "centroid_assignation" is designed to operate on a
given dataset called "dset" and a set of "centroids” ( Algorithm 3.7). The purpose of this
function is to assign each data point in "dset" to its nearest centroid. To achieve this,
the function calculates the error between each data point and each centroid. The
function iterates through each data point in "dset" and calculates the error between
that point and the centroid. It then allocates data points to the centroid with the
smallest error. The calculation of the error between a data point and a centroid is
performed using another function called "rsserr”. Once the assignment is completed,
the function returns two lists: "assigned centroids” and "centroid_errors”. The
"assigned_centroids” list contains the index of the centroid to which each data point
Is assigned. The "centroid_errors" list contains the error between each data point and

its assigned centroid.

Algorithm 3.7: Implement Function "centroid_assignation'

Input: X - Output from Implement Function "'find_clusters"
Output: Assigns Each Observation to Nearest Centroid
Function: centroid_assignation(dset, centroids)
Input: dset: feature data
centroids: Set of centroids represents the k clusters that have been identified in
Algorithm 3.6: function "find_clusters".
Output: return assigned points for centroids, centroid errors
1 | Get the number of centroids and observations
2 | Create empty lists to store the assigned centroid index and error
3 | assigned_centroids = ]
4 | centroid_errors =]
5 | Loop over all observations in the dataset:
6 Calculate the error for each centroid
7 centroid_errors_for_observation =[]
8 Loop over all centroid set:
9 Getting the error between the centroid and each of the points in the dataset
10 Append the error of the dataset point in the list (centroid_error)
11 Assign the observation to the centroid with the minimum error
Append error for all dataset points in the list (centroid_error)
7 | Return the assigned centroid indices and their errors
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Finally, the main function runs the previously mentioned functions to derive
the outcome and assign a label to the dataset whether a bot or a human. Once the
data have been labeled, the final step of the suggested system is initiated, which

assesses the algorithm's output based on the obtained results.
3.6 The Evaluation Phase

It is crucial to perform a clustering evaluation to assess the accuracy and
effectiveness of the produced clusters. This includes homogeneity metric,
completeness metric, v-measure metric, adjusted-rand metric, adjusted mutual info

metric, silhouette metric, and Fowlkes mallows metric.
3.7 Summary

The proposed system for detecting malicious social media bots consists of five
phases, each designed to ensure efficient implementation. These phases are
preprocessing, feature analysis, experiment, development, and evaluation. The
detection of malicious social media bots is essential as these bots can spread harmful
content, and detecting and preventing such attacks require advanced techniques such

as unsupervised machine learning clustering.

Feature extraction and selection is the one crucial aspect of using machine
learning methods for bot detection is clear. This is because some attributes of both
human accounts and bots may appear similar, making it challenging to differentiate

between the two. To overcome this issue, the system is divided into two main parts.

The first part involves preparing the essential features of Twitter accounts
through three stages: data preparation, creating novel features, and identifying top-
performing features while reducing computational time through PCA. The selected
features are evaluated using three clustering techniques before the second part,

which focuses on predicting whether a Twitter account is human or bot.
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In the second part, the system utilizes integrated unsupervised algorithms, and
improves three clustering algorithms KNN, DBSCAN, and Stream K-means, to
predict whether a Twitter account is human or bot. This part aims to overcome
limitations that one approach alone may not address. By combining the strengths of
multiple clustering algorithms, the proposed system aims to accurately detect bots

using unsupervised machine learning algorithms.

In summary, the proposed system for detecting malicious social media bots is
designed to ensure efficient implementation and accurate results. The system is
divided into two main parts, with the first part involving preparing essential features
of Twitter accounts and the second part focusing on predicting whether a Twitter
account is human or bot using integrated unsupervised algorithms. The proposed
system is designed to accurately detect bots using unsupervised machine learning
algorithms and can be a valuable tool for preventing the spread of harmful content

on social media.
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Chapter Four

Results and Discussion



4.1 Overview

This chapter presents the results of the experiments that were conducted to
evaluate the performance of the proposed system on the Caverlee dataset. The
system was created to solve the problem of detecting Twitter bots, and the
experiments aimed at determining its effectiveness. An overview of the Caverlee
dataset and its characteristics is given first. Then, the experimental stages of the
proposed system, including data preparation, model training, and performance
evaluation are described. The results of the experiments are presented, and the
system's performance is analyzed using various metrics, such as the Homogeneity
metric, Completeness metric, V-measure metric, Adjusted Rand Index metric,
Adjusted Mutual Information metric, Silhouette Coefficient metric, and
FowlkesMallow metric. The implications of these results are discussed, and

recommendations for future research are provided.
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4.2 System Environment

Hardware: The system worked on a powerful 11" Gen Intel Core i5 processor, 16
GB RAM, and a 512 GB SSD for fast storage.

Operating System: Windows 11 Home 64-bit provided good performance and

stability for programming needs.

Programming Language: Python 3.8.5 is a widely-used version of the Python
programming language that provides many features and improvements over earlier
versions. Version 64-bit was used to take full advantage of the system's hardware

capabilities, including its RAM and processor.

Python environment: Spyder is an Integrated Development Environment (IDE) for
Python that provides many features to help with development, such as a code editor,
debugger, and data exploration tools. Spyder version 4.1.5 is relatively recent and
should provide a stable and feature-rich environment for Python development.
Spyder 4.1.5 and Python 3.8.5 64-bit provide a powerful and flexible platform for
your Python development work, whether you're working on data analysis or machine

learning.
4.3 Description of the Twitter Dataset

Various datasets have been utilized to assess bot detection methods. One of
the primary datasets initially utilized for bot detection is Caverlee-2011 [193]. This
dataset comprises Twitter data collected from December 30, 2009, to August 2,
2010. It encompasses 22,223 content polluters, including their followers' activity
over time, and 2,353,473 tweets. Moreover, the dataset comprises 19,276 legitimate
users, their followers' activity over time, and 3,259,693 tweets. Table 4.1 provides a
summary of the Caverlee dataset for each type of Twitter account, both before and

after filtering for English-language tweets. The data includes the number of user
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profiles and tweets associated with each account type. The "User Profiles (Before
Filtering)" column represents the total number of user profiles for each account type
before applying the English language filtering. The "Tweets (Before Filtering)"
column shows the total number of tweets for each account type before filtering. The
"User Profiles (After Filtering)" column indicates the remaining number of user
profiles after filtering for English-language tweets. Lastly, the "Tweets (After
Filtering)" column displays the remaining number of tweets after the filtering

process.

The decision to use this dataset for testing the proposed system is based on
multiple factors. Firstly, the dataset has been widely used in various studies, and
most of these studies have utilized supervised machine-learning techniques that are
known for their high accuracy and quick implementation. This poses a significant
challenge in evaluating the results of the proposed system, which relies on
unsupervised machine learning algorithms. The second reason is that the dataset
lacks specific features that can effectively differentiate legitimate accounts from
malicious bot accounts. Therefore, it is crucial to test the proposed system on this
dataset to evaluate its effectiveness in detecting bot accounts using unsupervised

machine-learning techniques.

Table 4.1: Caverlee Dataset Summary - Twitter Accounts Pre/Post English Tweet Filtering

Class User Profiles Tweets User Profiles Tweets
(Before (Before (After Filtering) (After Filtering)
Filtering Filtering

Polluters 22,223 2,380,059 20,292 2,090,802

Legit Users | 19,276 3,263,238 14,180 1,611,205

4.4 Structure of Data

To gain a deeper understanding of the data structure within the Caverlee

dataset, the elbow method was employed as shown in Figure 4.2, which is a
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commonly used technique in unsupervised learning [194]. This method utilizes the
K-Means clustering algorithm to determine the optimal number of clusters for the
data. By applying this technique, it was aimed to assess the impact of the selected

features on the data structure.

The analysis involved implementing the K-Means algorithm with different
cluster numbers. Then, the performance of each clustering solution was evaluated
by examining the error rate and the Silhouette Coefficient score. The error rate
represents the extent to which the data points deviate from their assigned clusters,
while the Silhouette Coefficient measures the degree of separation between the

clusters.

After conducting the analysis, it was observed that selecting either 2 or 3
clusters resulted in the lowest error rate. Furthermore, these solutions exhibited a
high Silhouette Coefficient score of 0.98, indicating well-separated clusters. This
suggests that the data points within these clusters were distinct from each other,

implying the presence of clear patterns or characteristics.

Based on these findings, we can infer that clustering techniques, such as K-
Means, can be valuable in identifying and distinguishing bots from legitimate users.
By leveraging these methods, it becomes possible to discern meaningful groupings
within the data, which can aid in the detection of bots by differentiating them from

genuine users.

The proposed system also analyzed the data using a dendrogram. A key
element in interpreting a dendrogram is paying attention to the level at which two
objects are linked. The height in the dendrogram reflects the sequence in which
clusters were merged. Figure 4.3 provides a dendrogram where the heights signify

the distances between clusters. The dendrogram demonstrates that using origin
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features (Figure 4.3.a.) results in a different number of clusters compared to using

proposed features (Figure 4.3.b.).
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Fig.4.2: Hierarchical Dendrogram for Clusters and Subclusters

To verify our feature selection and enhance the comprehensiveness of our

data analysis, we employed three additional techniques: Distortion Score,

Calinski Harabasz, and Silhouette Score. We created three plots (Figures 4.4,

4.5, and 4.6) that demonstrate the correlation between the obtained scores and

the number of clusters generated by two types of clustering algorithms. Part (a)




of the plots depicts the application of these methods on agglomerative clustering,
while part (b) shows their application on k-means clustering. The curve on the
plots resembles an elbow, with the point of inflection indicating the optimal
number of clusters for the given dataset. This information provides valuable
insight into the nature of the data and supports the effectiveness of our selected

features for the proposed system.

Figure 4.4 demonstrates that the scoring parameter metric is set to distortion,
which computes the sum of squared distances from each point to its assigned
center. However, two other metrics can also be used with the calinski_harabasz
as in Figure 4.5 and the KEIbowVisualizer — a silhouette as shown in Figure 4.6.
The silhouette score calculates the mean Silhouette Coefficient of all samples,
while the calinski_harabasz score computes the ratio of dispersion between and
within clusters. The amount of time to train the clustering model per K is
represented as a dashed orange line, whereas the other line (blue line) represents

the error value for points.
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a. Distortion Score Elbow for Agglomerative Clustering
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a. Calinski Harabasz Elbow for Agglomerative Clustering
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a. Silhouette Score Elbow for Agglomerative Clustering
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4.5 Features Ranking

One advantage of using the Correlation Attribute Eval (CAE) technique for
feature selection is that it produces a ranking of the features based on their
correlation with the target variable [195]. This can be useful in identifying the most
Important features of a given problem and prioritizing them for further analysis. By
using the ranking provided by CAE, it is possible to quickly narrow down the set of
relevant features and improve the efficiency of the feature selection process. The
ranking is based on the correlation between each attribute and the output variable,
with features having the highest correlation ranked at the top. Table 4.2 presents the
results of the CAE method, which ranks the attributes based on their correlation with
the target variable. It serves as a valuable reference for assessing the relative
importance and correlation of each attribute based on the CA method. This
information allows us to gain insights into the relationship between these attributes
and the target variable in the analysis. In the "Index" column, the numerical index
represents the position of each attribute in the ranking list. The "Ranked attributes"
column displays the correlation values assigned to each attribute by the CAE
method. Higher values indicate a stronger positive correlation with the target
variable, while lower values indicate a stronger negative correlation. The "Attribute
name" column provides the names or descriptions of the attributes being evaluated.
Each attribute corresponds to a specific characteristic or measurement related to the

data under analysis.

Attributes ranked higher in the list, such as "FollowingToAgeRate" at index
11 and "max-min" at index 18, demonstrate a stronger positive correlation with the
target variable. On the other hand, attributes ranked lower in the list, including
"NumberOfTweets" at index 10 and "ProFollowRatio" at index 9, exhibit a stronger

negative correlation.
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When utilizing a positive cutoff for determining relevant attributes, removing
the attributes that exhibit a negative correlation can be considered. By doing so, the
focus was on the attributes that have a stronger positive correlation with the target
variable, which are likely to provide more meaningful insights and contribute to the

analysis effectively.

Table 4.2: Ranking of attributes concerning the Correlation Attribute Eval (CA) method

~ Ranked attributes | ~ Attributesname |

03913  FollowingToAgeRate
18 0.36396 max-min
17 0.35699 CV_Following
5 0.20985 NumerOfFollowings
1 0.16617 LngthOfScreenName
8 0.13545 FollowingtoFollowerRatio
2 0.12405 LengthOfDescriptionIinUserProle
12 0.07547 FollowerToAgeRate
6 0.03236 NumberOfFollowers
14 0.00335 AvarageDiffrenceTweetRatio
20 0.00323 bfr-afr
7 -0.01787 FollowertoFollowingRatio
19 -0.05244 CV_Months
15 -0.09551 MaxOfDays
13 -0.1005 No_oftweets/accountage(month)
16 -0.10284 MaxOfMonth
10 -0.1235 NumberOfTweets
3 -0.18584 age_month
4 -0.1913 age_days
9 -0.58003 ProFollowRatio

4.6 Scrutinizing Quality of the Selected Features

The investigation discussed focuses on the evaluation of the effectiveness of
cluster algorithms in detecting bots with the help of proposed features. The proposed
system has implemented three types of cluster algorithms: partition, hierarchy, and
density. These algorithms are represented by four different techniques, namely k-
mean, k-medoid, agglomerative, and DBSCAN. The system used the original
features initially, and then the proposed features to evaluate the model using the four
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techniques mentioned above. The results obtained from each algorithm are then
compared to determine which one obtained the highest accuracy. The outcomes of
this method are presented in Figure 4.7 which shows the final results of four cluster
algorithms. Part "a" displays the outcomes obtained using the original features, while
part "b" shows the results obtained using the proposed features. The results indicate
that the proposed feature selection improved the performance of the cluster
algorithms compared to the original features. The use of the proposed features led to

better cluster separation and a higher level of clustering accuracy.
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Figure 4.6: Comparison of clustering results using original and proposed features

The results presented in Table 4.3 demonstrate the efficacy of the proposed
features in enhancing the accuracy of the four cluster algorithms employed in this
dissertation. The main result indicates that the proposed features have surpassed the
original features in terms of accuracy, with a minimum improvement of 0.306 and a
maximum improvement of 0.471 across the algorithms. The improvement range was
calculated by deducting the original accuracy score from the accuracy score

achieved through the proposed features for each algorithm. For instance, the
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Agglomerative algorithm achieved an accuracy improvement of 0.471, as calculated
by subtracting 0.525 from 0.996. Similarly, the k-medoids algorithm achieved an
improvement of 0.306, DBSCAN an improvement of 0.378, and K-Means an
improvement of 0.469. Therefore, the range of improvement obtained by utilizing

the proposed features was between 0.306 and 0.471.

Table 4.3: Fowlkes-Mallows Scores for Selected Cluster Algorithms Accuracy

clusteringAlg. Alg. Parameters Fowlkes Fowlkes mallows Range Of
mallows scoreWith Improvement
scoreWith Proposed
Origin Features
Features
Agglomerative n_clusters =2, 0.525 0.996 89.71%
affinity="euclidean’,
linkage="ward'
k- medoids starting_medoids=ran 0.591 0.897 51.78%
dome,k=2
DBSCAN eps = 0.0395, 0.613 0.991 61.67%
min_samples = 50
K-Means n_clusters=2, init='k- 0.525 0.994 89.33%
means++',

random_state=42

In summary, our findings show that the proposed features outperform the
original ones in bot detection. These results can benefit the enhancement of bot-
detection techniques and the development of more efficient bot-detecting models.
The equation to calculate the percentage increase from 0.306 to 0.471 is:

[(New Value - Old Value) / Old Value] x 100% 4.1)

Substituting the values, we get: [(89.71 - 51.78) / 51.78] x 100% = 73.27

Therefore, the percentage increase from 51.78 to 89.71 is approximately 73.27.

4.7 Comparing the proposed approach with the supervised techniques

The presented findings in Table 4.4 demonstrate a significant improvement in
the accuracy of four cluster algorithms for identifying bots, achieved through the
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proposed methodology. The inclusion of the proposed features in the original
training data consistently enhances the performance of cluster algorithms.
Additionally, the proposed approach showed almost a 10% improvement in
unsupervised learning algorithms compared to supervised techniques utilized in the
previous study. Despite supervised techniques' higher accuracy and faster processing
speed due to the availability of the label, the proposed approach showed comparable

accuracy improvement in unsupervised learning as shown in Table 4.4.

The results presented in the dissertation demonstrate the valuable information
contained in the generated features, which greatly aided the unsupervised machine
learning algorithms in effectively distinguishing between bot accounts and human
accounts. It is worth noting that these algorithms achieved this without the reliance
on pre-categorized data, as is typically required by supervised machine learning
algorithms. Furthermore, the four clustering algorithms not only exhibited the ability
to differentiate between accounts, but they also surpassed the accuracy of the
supervised learning algorithms. This outcome highlights the strength of the
clustering approach in this context.

One of the key challenges faced when using supervised machine learning for
social bot detection is the limited generalizability of models trained on specific
datasets. This limitation becomes particularly pronounced when encountering new
data or updated versions of bots. In such cases, the characteristics of the new versions
may differ from those the model was originally trained on, posing significant
challenges.

Additionally, determining appropriate sizes for the training and testing sets
presents another challenge in machine learning. If the training set is too small, the
algorithm may not have sufficient data to effectively learn. Conversely, an

insufficiently sized validation set can result in substantial variance in accuracy,
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precision, recall, and F1 score. Furthermore, ensuring that the test data set follows
the same probability distribution as the training data set is a crucial consideration.
Overcoming these challenges is vital to mitigate bias issues that arise, particularly
when novel bot versions are introduced.

The positive outcome of the aforementioned comparison is an indication of
the success of the first phase of our proposed system, which involves generating new
features. These features have played a crucial role in enabling the system to
accurately distinguish between accounts without the need for pre-categorized data.

However, it is important to acknowledge that clustering algorithms are not
without drawbacks. One such drawback is their dependence on input parameters,
which directly impact the accuracy of their results. As previously mentioned, the
determination of these parameters typically involves a trial-and-error approach,
necessitating time and resources for implementation. Consequently, the second part
of the proposed system is designed to address this issue, aiming to achieve a fully

automatic bot detection process. Further details regarding this aspect are provided.

Table 4.4: Results of a Previous Supervised Study on the Same Dataset

Ref Technique Type Accuracy

[5] RandomForest algorithm supervised 95

[193] Random Forest Accuracy supervised 98.42

[196] deep-learning model supervised 95

[197] Random Forest supervised 57.139
The proposed method unsupervised 99.86

3.8 Feature Correlation Analysis

Feature Correlation Analysis is a technique in data science that helps to
discover the relationships between different variables in a dataset. It is an essential

method used to gain valuable insights and make informed decisions. Analyzing
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correlations between features helps researchers understand how variables are related
and how they may impact the outcome of an analysis or model. Here, the findings
of the correlation analysis for the selected approach features are explored using

different types of correlation analysis techniques.

1) Pairs plot (scatterplot matrix): A pairplot is a useful visualization tool for
exploring relationships between multiple pairs of variables. It allows for
identifying potential strong relationships between two variables by visualizing
their distributions and relationship. Figure 4.8 illustrates the relationships
between the five highest-ranking features using a pairplot. To make the
pairplot even more valuable, Figure 4.9 colors the figures based on a
categorical variable such as a bot (1) or human (0). This allows us to explore
the relationships between pairs of variables while also highlighting

differences between categories.
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Figure 4.7: Correlation between selected features
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Figure 4.8: Pairplot with a color-coded categorical variable for bots and humans

In the process of conducting a thorough analysis of Figures 4.8 and 4.9 to
enhance our understanding of the relationship between the variables, the inclusion
of a pairplot can be proven to be immensely advantageous. When scrutinizing these
figures, it is crucial to be attentive to the following patterns:

1) Positive correlation: When two variables have a positive relationship, you
can observe a diagonal line running from the lowermost left angle to the
scatterplot's upper right angle. This shows that when one variable
increases, the other variable tends to increase as well. The stronger the
positive relationship, the tighter the cluster of points around the diagonal
line. For example, Figures 4.8 and 4.9 reveal a robust positive association
between NumberOfFollowings with max-min and CV_Following with the

max-min.
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1) Negative correlation: When two variables have a negative relationship,
you can observe a diagonal line running from the upper left angle to the
scatterplot's lowermost left angle. This shows that when one variable
increases, the other variable tends to decrease. The stronger the negative
relationship, the tighter the cluster of points around the diagonal line. For
example, Figures 4.8 and 4.9 reveal a negative correlation between
NumberOfFollowings with pro and CV_Following with pro.

iii) Non-linear relationship: If there is a non-linear relationship between two
variables, the scatter plot will show a curved or U-shaped pattern, rather
than a straight line.

Iv) No relationship: If there is no relationship between two variables, the
scatter plot will show a random scattering of points with no discernible
pattern.

2) A correlation heatmap is a graphical representation of a correlation matrix
illustrated in Figure 4.10, which shows the relationship between variables in

a dataset. It is a valuable instrument for representing the intensity and

orientation of the connection between two or more variables.

A correlation matrix displays the correlation coefficients, which are values
between -1 and 1 showing the magnitude and orientation of the association between
two variables. Positive coefficients indicate a positive relationship, while negative
coefficients indicate a negative relationship. If the correlation coefficient is 0, it
indicates that there is no correlation between the two variables. This means that there
Is no statistical relationship or association between them. Heatmap is created by
plotting the matrix using a color scale to represent the strength of the correlation
between each pair of variables.
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Figure 4.9: Heatmap Showing Correlation Between Selected Features

4.9 Implementation and Experimental Results of the Modified Algorithms

This section presents the results of implementing the three modified clustering
algorithms. The aim is to fully automate the process of distinguishing Twitter
accounts between bots and human accounts. The modifications made to these
algorithms address prominent problems in clustering and have resulted in
significantly improved accuracy and faster implementation. The contributions of
these modifications are discussed in detail, highlighting their significance in
overcoming the challenges of clustering Twitter accounts and enhancing the

performance of the proposed system.

3.9.1 The Adaptive KNN algorithm

By using both dimensionality reduction and a K-D Tree, the time complexity
of KNN can be reduced to O (DNIlog (N)), making it more practical for large datasets
and high-dimensional data. The proposed system utilized the NearestNeighbors

unsupervised algorithm to compute the mean distance between each point and its
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n_neighbors, to obtain the optimal epsilon parameter for the DBSCAN algorithm.
One parameter that needed to be specified was n_neighbors(Number Of Neighbors(K)),
which was determined by applying Equation 3.18, and the resulting values were
empirically validated as shown in Table 4.5 with multiple values for the number of
dataset categories. The proposed system dataset consisted of three categories. The
optimal value for epsilon is determined by identifying the "crook of the knee" or the
point of maximum curvature, which represents the point where the additional cost

of increasing epsilon no longer results in significant benefits.

Table 4.5: Identification of ""Crook of the Elbow' for Optimal Epsilon in Improved
Neighbors Algorithm with Equation (3.18)

Numbers of Number Of Neighbors(K) The knee
Categories (i/m) Curvature
Categories Type
1 185

2 92 0.05

3 61 0.04

4 46 0.03-0.04
5 37 0.03

6 30 0.027

7 26 0.026

8 23 0.024

9 20 0.02

Based on Table 4.5, the optimal value for epsilon is approximately 0.04, with
61 neighbors, calculated using the equation and divided by the number of categories
(3) in the proposed system dataset. In section 3.9.2, all the values in the "knee
Curvature" column of Table 4.5 were tested with the DBSCAN algorithm to confirm

that the value of 0.04 is indeed the optimal value for the epsilon parameter.
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Figure 4.11 displays knee curves obtained by varying the number of neighbors
in the k-nearest neighbor algorithm. The range of neighbors considered spans from
20 to 185. The knee curves indicate the change in direction of the curve, and the
corresponding knee curvature values range from 0.02 to 0.07, representing the slope
at the bending point. Specific knee bending points and their corresponding knee
curvatures for each number of neighbors are provided in Table 4.5. These knee -
bending points mark the positions on the curve where the transition occurs,
indicating a change from a low to a high slope [198], [199]. The knee curvature at
these points represents the optimal value of epsilon for the DBSCAN algorithm,

which can be used to identify clusters in data.

By analyzing the knee bending points and their knee curvatures, the optimal
epsilon parameter for the DBSCAN algorithm can be determined based on knee
curvature. This parameter selection is crucial for accurate clustering. It is worth
noting that DBSCAN is a density-based clustering algorithm that relies on knee

curvature to find an appropriate epsilon value.

In the next section, the optimal knee curvature value is demonstrated which is
0.04 and the optimal number of neighbors is 61 when it is applied to the modified
DBSCAN algorithm. These results can guide the selection of appropriate parameters
for the DBSCAN algorithm, leading to improved clustering performance on specific

datasets.
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Figure 4.10: Finding Optimal Epsilon for Improved Clustering

4.9.2 The Adaptive DBSCAN Algorithm

DBSCAN can be adapted to solve problems in the k-means algorithm, such

as automatic cluster determination and better distance equation selection for centroid
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determination. DBSCAN requires two significant parameters to be specified,
namely, Epsilon (¢) and the minimum number of points (MinPts) necessary to form
a cluster. While the calculation of Epsilon was explained in the preceding section,
the estimation of the minimum number of points required to form a cluster is

determined using Equation 3.19.

Figure 4.12 displays both the actual labels of the dataset and the labels
predicted by the DBSCAN algorithm. However, it is essential to establish a
correspondence between these labels before interpreting the results. Data matching
between the original labels and the predicted labels from the DBSCAN algorithm
can be performed to establish a correspondence between them. This matching
process involves comparing the labels assigned by the algorithm to the actual labels
of the dataset. By performing this data-matching process, the accuracy and
effectiveness of the DBSCAN algorithm in assigning labels to the data points can be
evaluated. It allows for assessing the agreement or discrepancy between the original
labels and the predicted labels, providing insights into the clustering results and the

algorithm's performance.

b.Predicted By

.| a. Origin Labels DBSCAN

Figure 4.11: Actual and Predicted Labels by DBSCAN Algorithm
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The results obtained from the DBSCAN algorithm are significant, as it
effectively separated the data points into two distinct clusters using the proposed
system features. This is demonstrated in Figure 4.13, where Cluster 0 contained
13,819 points, while Cluster 1 contained 20,286 points. Additionally, the algorithm
identified 371 points as outliers, as illustrated in Figure 4.13, Cluster -1. These
findings suggest that the algorithm parameters proposed by the system were
effective in automatically operating the algorithm without requiring manual

intervention or trial and error in parameter selection.

The results obtained from the implementation indicate that the DBSCAN
algorithm is a highly efficient tool for conducting cluster analysis on extensive
datasets. It effectively grouped a considerable number of data points, thereby
demonstrating its capability and reliability. To evaluate its performance, the
algorithm was assessed using seven similarity metrics (Homogeneity metric,
Completeness metric, V-measure metric, Adjusted Rand Index metric, Adjusted
Mutual Information metric, Silhouette Coefficient metric, and Fowlkes-Mallows
score), as presented in Table 4.6. Impressively, the algorithm achieved high scores
in all metrics: 0.998 for the Homogeneity metric, 0.930 for the Completeness metric,
0.963 for the V-measure metric, 0.983 for the Adjusted Rand Index metric, 0.963
for the Adjusted Mutual Information metric, 0.782 for Silhouette Coefficient metric,
and 0.991 for Fowlkes-Mallows score. Moreover, the high scores across all metrics
indicate the algorithm's accuracy and reliability in separating data, showcasing its
competence in clustering tasks. Additionally, comparing the accuracy of the
algorithm to that of supervised learning algorithms reveals that DBSCAN is a

competitive alternative, despite its unsupervised nature.

Finally, the DBSCAN algorithm estimated the number of clusters as two,

which can be used as a parameter in the Stream K-means algorithm, representing the
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number of clusters. This estimate is essential in optimizing the K-means algorithm's

performance in clustering the data points.
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Figure 4.12: Matching Process between Actual and Predicted Labels by DBSCAN
Algorithm

Table 4.6: The output of the Adaptive DBSCAN Algorithm Implementation

DBSCAN Algorithm Output Value

Estimated cluster numbers 2
Points numbers estimated in Cluster 0 13819
Number of points estimated in Cluster 1 20286
Estimated number of noise points 371
Homogeneity 0.998
Completeness 0.930
V-measure 0.963
Adjusted Rand Index 0.983
Adjusted Mutual Information 0.963
Silhouette Coefficient 0.782
Fowlkes mallows score 0.991
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The results presented in Figure 4.14 and Table 4.7 demonstrate the impact of
different values of epsilon on the performance of the DBSCAN algorithm. It is
observed that increasing the value of epsilon reduces the number of clusters and
noise points detected while increasing the Silhouette Coefficient and Fowlkes
Mallow's score. However, the completeness score decreases as the value of epsilon
increases. Based on the results, the best performance of the algorithm was achieved
at an epsilon value of 0.04, which supports the proposed hypothesis when used in
the proposed equation 3.18 can be used to determine the optimal value of epsilon for

the given dataset.

It is also essential to note that the proposed Equation 3.18 can help determine
the optimal value of epsilon for a particular dataset. This approach can save a
considerable amount of time and effort that would otherwise have been required to
experiment with various epsilon values manually. This method can also help
eliminate any bias in the selection of epsilon values, which may arise due to the

researcher's subjective opinion or prior assumptions.

In conclusion, the proposed system findings reinforce the importance of
carefully selecting the epsilon value in the DBSCAN algorithm to achieve accurate
and meaningful clustering results. The proposed Equation 3.18 provides a systematic
and objective approach to determining the optimal epsilon value, which can save

time and improve the quality of clustering results.
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Figure 4.13: Performance of DBSCAN Algorithm with Varying Epsilon Values (0.04, 0.28,
and 0.03).
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Table 4.7: Impact of Epsilon Values on DBSCAN Algorithm Performance

Epsilon = Estimated Noise points Silhouette Fowlkes  Completeness
Value cluster estimated number  Coefficient mallows
numbers score
0.028 29 903 0.640 0.689 0.672
0.03 6 588 0.646 0.708 0.876
0.04 2 371 0.782 0.991 0.930

4.9.3 The Stream K-mean Algorithm

The adapted DBSCAN algorithm produces two primary results: the number
of clusters, which functions as an input for the Stream k-mean algorithm, and the
distribution scheme that recognizes clusters and outliers. If the number of outlier
points exceeds 100, it is advisable to utilize a distance function that does not solely
depend on Euclidean distance but rather considers the idea that two points do not
necessarily have to be reached directly, such as the Canberra distance method.
Ultimately, the purpose of the proposed system is to distinguish between humans
and bots by applying data stream principles to improve memory usage and execution
speed. The ultimate goal of this proposed system is to distinguish between bots and
humans by employing principles of a data stream to optimize memory usage and

execution speed.

Figure 4.15 illustrates the effectiveness of the Stream K algorithm in
identifying potential bot accounts by accurately aggregating Twitter data. Sub-
Figures 4.15(a) and 4.15(b) present the clustering results obtained using the
Euclidean and Canberra distance metrics, respectively. However, before discussing
the results, it is important to understand the matching process used to compare the

predicted cluster labels from the clustering algorithm with the original labels.
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Figure 4.14: Distinguishing Humans from Bots with Stream K-Mean Algorithm

This process assesses the quality of the clustering results and evaluates the
algorithm's performance as shown in Figure 4.16. The original labels represent the
ground truth classes of the data and are assumed to be binary (0 or 1). The clustering
algorithm assigns cluster labels to each data point, which may or may not correspond
to the original labels. To convert the predicted cluster labels into a format consistent
with the original labels, a mapping is applied. In this case, the mapping assigns the
value of 1 to predicted label 0 and the value of 0 to predicted label 1. This is done
because the original labels are assumed to be either 0 or 1, and the clustering

algorithm may have assigned these labels in reverse order.

By applying this mapping, the performance of the clustering algorithm can be
evaluated by comparing its predicted labels with the original labels. This can be
useful for assessing the quality of the clustering results and comparing the
algorithm's performance with other classification methods. The ground truth for the
origin dataset labeled is shown in Figure 4.16(a), whereas Figure 4.16(b) displays
the clustering algorithm prediction after mapping.
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Figure 4.15: Mapping origin class with the predicted label of the algorithm

Notably, in group 0 (indicated by blue in the figure), the Canberra distance
outperformed the Euclidean distance. Using the Canberra distance, the total points
for group 0 were 14,147, and only 33 points were incorrectly labeled as 1 while using
the Euclidean distance, the total points for group 0 were 14,017, and 163 points were
incorrectly labeled as 1. Figure 4.17 represents the final outputs of the system, along

with the evaluation results, which are shown in Table 4.8.
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Figure 4.16: The Final Outputs of The System

The proposed system's final outputs demonstrate great promise in comparison
to previous works, especially by considering the system's ability to automatically
distinguish between purchase accounts and bots without requiring any user
intervention. This accomplishment highlights the algorithm's efficiency and

accuracy and its potential for use in various datasets.

These results demonstrate the importance of selecting an appropriate distance
metric when clustering data and highlight the superior performance of the Canberra

distance in detecting potential bot accounts in Twitter data.

To calculate the error rate between the numbers 14147 and 14017, the absolute
difference between the two numbers should be computed. The absolute difference is

simply the positive value of the difference between the two numbers.
Absolute difference = [14147 - 14017| =130

The error rate can then be calculated by dividing the absolute difference by
the actual value of one of the numbers and multiplying by 100 to express it as a

percentage.
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Error rate = (Absolute difference / Actual value) x 100% (4.2)

Let's choose 14147 as the actual value.
Error rate = (130 / 14147) x 100% = 0.92%
Therefore, the error rate between the numbers 14147 and 14017 1s 0.92%.

4.9.3.1 Discussion of the Results

The results of the proposed system provided are quite impressive. It seems
that the k-means algorithm was able to cluster the Twitter data into groups with high
levels of homogeneity, completeness, and V-measure. This indicates that the
algorithm was able to accurately group similar data points in a way that was

consistent with human intuition.

In Table 4.8, the high values for the Adjusted Rand Index metric and Adjusted
Mutual Information metric suggest that the clusters produced by the algorithm are
highly correlated with the true underlying structure of the data. The Silhouette
Coefficient of 0.786 is also quite high, indicating that the clusters are well -separated

and distinct from one another.

Table 4.8: Evaluation of "'Stream K-means™ Using Seven Metrics

o wene ser

1 Homogeneity metric 0.988
2 Completeness metric 0.989
3 V-measure metric 0.989
4 Adjusted Rand Index metric 0.996
5 Adjusted Mutual Information metric 0.989
6 Silhouette Coefficient metric 0.786
7 Fowlkes Mallows metric 0.998
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Finally, the Fowlkes Mallows score of 0.998 is an indication of how well the
algorithm was able to classify the data points into the appropriate clusters. This score
measures the similarity between the true classifications of the data points and the

classifications produced by the algorithm.,

Overall, it seems that the k-means algorithm was highly effective at clustering
the Twitter data and accurately identifying potential bot accounts. The fact that there
were zero estimated noise points also suggests that the algorithm was able to
effectively separate the signal from the noise in the data. However, it is important to
note that the effectiveness of the algorithm may heavily depends on the specific
characteristics of the Twitter data being analyzed, as well as the parameters chosen
for the k-means algorithm. The superiority of the proposed technique in bot detection
using clustering algorithms, particularly stream-based clustering algorithms, is

demonstrated in Table 4.9 and compared to several similar studies.

Table 4.9: Performance Comparison of Bot Detection Methods Based on Stream Clustering

[200] F1=0.88 DBScan, K-means++ | Uses a clustering approach to find
groups based on features of either

tweet account or account usage.

[201] F=64.1,R =92.9 Incremental Naive The  INB-DenStream  method
Bayes-DenStream categorizes tweets into spam and
F=63.7, R=92.5 DenStream non-spam clusters, utilizing Naive
F=59.6, R=53.4 StreamKM++ Bayes to capture the mean and
F=31.5, R=23.7 CluStream boundary of microclusters.
[45] F1=0.87 HDBSCAN Employs the HDBSCAN to detect

bots by analyzing their previous
patterns of retweeting.
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[202] Purity = 0.9 Uniform Manifold | A clustering algorithm is utilized to
Approximation  and = comprehend the features of various
Projection, followed | kinds of accounts belonging to
by HDBSCAN Twitter's state-sponsored trolls.
[203] Modularity=0.182 | Evolutionary DBSCA | A system designed for additional
health monitoring of COVID-19
utilizes the DBSCAN and Louvain
method to identify communities in
temporal networks.
Proposed | Fowlkes Mallows | DBSCAN+ Stream k-
method | Score=0.998 mean

4.10 Summary

This chapter discusses the proposed system to address Twitter bot detection
using unsupervised techniques, particularly clustering algorithms. The dissertation
used the Caverlee dataset, which contained over two million tweets from both
legitimate users and content polluters. Feature selection was done using the
Correlation Attribute Eval (CAE) technique, which ranks features based on their

correlation with the target variable.

The effectiveness of the three clustering algorithms (partition, hierarchy, and
density) in detecting bots was evaluated using the proposed features. The dissertation
implemented four different techniques (k-mean, k-medoid, agglomerative, and
DBSCAN) and demonstrated that the proposed features were more effective in

detecting bots than the original features.

The dissertation then developed a new integrated approach using three
adapted unsupervised algorithms (KNN, DBSCAN, and stream K-mean) to identify
Twitter bots. The adaptations made to these algorithms were to address their
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prominent problems in clustering and resulted in significantly improved accuracy

and faster implementation.

The dissertation demonstrated the effectiveness of the proposed technique in
detecting Twitter bots using clustering algorithms, particularly stream-based
clustering algorithms. Multiple metrics were used to evaluate the technique, with
high values observed for Homogeneity (0.988), Completeness (0.989), V-measure
(0.989), Adjusted Rand Index (0.996), Adjusted Mutual Information (0.989),
Silhouette Coefficient (0.786), and Fowlkes Mallows Score (0.998).
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CHAPTER FIVE

CONCLUSIONS AND FUTURE WORKS



5.1 Summary and Conclusions

Based on the predefined systematic review conducted throughout this
dissertation, the selected studies undergo an in-depth examination to highlight the
benefits, challenges, gaps, and recommendations related to bot detection. According
to the highlighted challenges in earlier research, the primary aim was to design a
comprehensive automated system for detecting bots on Twitter. The first aspect
emphasized was the widespread existence of unlabeled Twitter data in real-world
scenarios, along with the substantial expenses involved in manually annotating such
data. To tackle this challenge, the proposed system for the automatic detection of
Twitter bots overcomed the challenge of obtaining labeled data by utilizing
unsupervised machine-learning algorithms. The proposed system used three

algorithms to achieve auto and adaptive bot detection.

Although researchers have developed powerful models to identify social
media bot accounts, bot creators continuously evolve their methods to evade
detection. Various bot detection methods were explored that are employed in recent
Twitter research and emphasized the selection or extraction of key Twitter features

for accurate bot detection.

The main features used in previous literature were also discussed thoroughly,
focusing on four criteria: utilized datasets, features, classifiers, and performance
measures. By reshaping feature extrapolation techniques, higher standards for
Twitter bot detection were established and existing machine-learning applications
were utilized by exploring the significant relationships between malicious bots and
feature architecture. Descriptive information about Twitter features that interact with
the classification of malicious bots was provided in detail.

134



New features were also created that can improve the accuracy of the clustering
algorithm while reducing the dataset's dimensions. By identifying and incorporating

relevant features, the overall performance of the clustering algorithms was enhanced.

The third aspect was the integration of three unsupervised algorithms namely,
KNN, DBSCAN, and Stream K-means, to identify Twitter bots. The integrated
approach was developed based on the strengths and weaknesses of each algorithm.
By combining the features of these algorithms, it becomes possible to overcome their

limitations and improve the accuracy of bot identification.

Finally, promising results were highlighted by applying the selected features
to the adaptive clustering algorithm . The evaluation of the algorithms resulted in an
impressive accuracy score of 0.99%. This indicates that the integrated approach
effectively identifies Twitter bots and demonstrates the potential of using clustering

techniques for bot detection.
In summary, this dissertation concludes that:

1) The integration of multiple unsupervised algorithms offers a
comprehensive approach to identifying Twitter bots, and the results demonstrate the

effectiveness of this integrated approach.

2) Despite the potential benefits of detecting Twitter malicious bots, this
dissertation faces several limitations, including focusing on only one SM network,
obtaining or building a sufficient dataset, and selecting an appropriate unsupervised
learning method. Overcoming these limitations require careful planning, execution,
and continuous monitoring to ensure the proposed system's success in detecting

Twitter malicious bots accurately.
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5.2 Recommendations

Based on analyzing the results, the dissertation reached several

recommendations:

1) Exploring unsupervised machine-learning algorithms: Since obtaining
labeled data for bot detection can be challenging and expensive, it is
recommended to continue exploring and utilizing unsupervised
machine-learning algorithms. These algorithms can help automatically
detect Twitter bots without the need for labeled data.

2) Key Twitter features: Selecting and extracting key Twitter features can
help adapt to the evolving methods employed by bot creators to evade
detection.

3) Feature extrapolation techniques: It is also recommended to reshape
feature extrapolation techniques to establish higher standards for
Twitter bot detection. Investigating the significant relationships
between malicious bots and feature architecture can also assist in
improving the accuracy of machine-learning applications.

4) Examining previous studies: Conducting a systematic examination of
selected studies can lead to highlighting the benefits, challenges, gaps,
and recommendations related to bot detection. This can provide a
comprehensive understanding of the current state of research and help
identify areas for improvement.

5) New features for the clustering algorithm: Extracting new features may
help improve the accuracy of the clustering algorithm and reduce
dataset dimensions.

6) Cost-effective solutions: Focusing on cost-effective solutions for

labeling unlabeled data can be achieved using clustering techniques.
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This can help reduce the expenses involved in manual annotation and

enable efficient analysis of large-scale Twitter data.

5.3 Limitations

While detecting Twitter malicious bots holds potential benefits, this

dissertation confronts several limitations:

1)

2)

3)

The proposed system only targets the detection of bots on Twitter,
disregarding bots in other social media networks or web-based systems.
This limitation restricts the system's effectiveness and applicability, as
bots can operate across multiple platforms.

Acquiring or constructing a comprehensive and reliable dataset of high-
quality data represents a research gap. The dataset must be extensive
enough to encompass diverse Twitter bot behaviors and provide ample
examples for the algorithm's learning process. Additionally, accurate
labeling with appropriate ground truth labels is crucial for evaluating
the system's performance accurately.

Unsupervised learning methods are employed to uncover patterns or
groupings in data without prior knowledge of output values. Therefore,
selecting an appropriate unsupervised learning method for identifying
patterns and classifying Twitter malicious bots presents a challenge.
Another limitation the of selection of important features that contribute
to the detection of bots, particularly in the context of unsupervised
machine learning for bot detection. Determining which features are
most informative and meaningful can be a complex task due to various
factors such as feature redundancy, noise, and the absence of labeled
data. Moreover, conventional feature selection techniques like forward

or backward selection may not be suitable for unsupervised learning
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scenarios, as they rely on the availability of labeled data. This limitation
brings an additional level of complexity to the research, as the
dissertation must address the selection of an appropriate number of
features and explore alternative methods, such as clustering-based
approaches or dimensionality reduction techniques, to identify the most

relevant features accurately.
5.4 Future Work

Here, some suggestions for additional future work are highlighted to enhance

the proposed system's performance:

1) Exploring techniques to generate synthetic data points that mimic the
characteristics of bot accounts can help expand the training set and improve
the model's ability to differentiate between human and bot accounts.

2) Testing the proposed system on multiple datasets, including diverse domains
and different social media platforms can evaluate its robustness and
generalizability. This can help validate the effectiveness of the system across
various contexts and ensure its applicability beyond the specific dataset used
in the dissertation.

3) Working on time-series analysis can be achieved by incorporating temporal
features and analyzing the posting patterns and activity of Twitter accounts
over time. Bots often exhibit distinct behavior patterns, such as posting at
regular intervals or engaging in spam-like activities. Time-series analysis can
help capture these patterns and contribute to better bot detection.

4) Analyzing the network properties of Twitter accounts such as
follower/following relationships and interactions should be performed. Bots

often form clusters or exhibit unusual network behavior, which can be
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S)

6)

7)

detected through network analysis techniques such as Graph-based algorithms
and community detection methods.

Including natural language processing techniques to analyze the textual
content of tweets and profile descriptions may lead to better findings. Bots
may display repetitive or nonsensical language patterns, excessive use of
hashtags, or content unrelated to their stated interests. Extracting linguistic
features and applying sentiment analysis may provide valuable insights for
distinguishing between human and bot accounts.

Exploring the potential of analyzing additional metadata associated with
tweets, such as location, device information, or posting behavior may reveal
new patterns of Bots.

Extending the system to perform real-time bot detection can enable an
Immediate response to bot attacks. This requires optimizing the computational
efficiency of the algorithms and developing mechanisms for efficient data

streaming and processing.
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Appendix A: Summary of Twitter Datasets Used in Prior Literature

This appendix provides a condensed overview of the Twitter datasets
employed in previous studies, serving as a valuable resource for researchers seeking
appropriate datasets for future studies. By referring to this summary, researchers can
quickly find pertinent information about previous Twitter datasets, enabling them to
make informed decisions and select datasets that align with the objectives and

requirements of their research projects.

Table 1: Social Media Bot Detection Datasets - A Comparative Analysis

Ref. Dataset  Description Purpose
Name
[166] FU, 2020  The dataset contains information about Predict the Labe
10,000 users, with 5,000 users who have = forwarding behavior ' led
forwarded posts and 5,000 users who of microblog users
have not.
[204] Ansari, The dataset contains approximately 6,000 language Labe
2020 short text messages. identification on led

noisy Twitter short
text messages
[150] Collected The dataset contains 10,000 Twitter Detection of fake Labe
from profiles, including both genuine and fake  profiles on Twitter.  led
Kaggle. profiles.
[159] ABDUR  The dataset contains 4,000 text samples, = Sentiment analysis  Labe
RASOOL,2 from various sources, such as social led
020 media, product reviews, and news articles
which are labeled with positive, negative,
or neutral sentiments.

[205] Alec Go, The dataset contains 1.6 million tweets, Sentiment Labe
2009 which are labeled with positive or Classification on led
negative sentiments based on the Twitter
presence of emoticons.
[154] Cresciet  The dataset contains 7,000 Twitter Detecting fake Labe

al., 2019  profiles, which are labeled as either real accounts on Twitter  led
or fake based on manual inspection.

[172]  Mandloi,  The dataset contains 10,000 tweets, Sentiment Labe
2020 which are labeled with positive, negative, Classification on led
or neutral sentiments based on the Twitter

presence of emoticons or keywords.
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[160]

[184]

[152]

[206]
[161]

[39]
[179]

[207]

[180]

[208]

[177]

[158]
[173]

[181]

Hajar
Rehioui,
2019

SATO,
2018

Mabrook S.
Al-
Rakhami,2
020

Dataset
Tweet SS
Stanford
sentiment
Elakkiya

E.,2020

Gabriel
Araujo De
Souza,
2019
Public from
Kaggle
Rashmi
Ranjan
Rout, 2020

Firat
AKBA,
2020

Pandya,
2020

Cresci-
2017

The dataset contains 6,000 tweets, which
are labeled with positive, negative, or
neutral sentiments based on the presence
of emoticons or keywords.

The dataset contains tweets related to
various events, such as the 2016 US
Presidential Election, the 2017
Manchester Arena bombing, and the 2018
FIFA World Cup. The credibility scores
were assigned by human annotators.

The dataset contains tweets related to
COVID-19 that were collected from
Twitter between March 2020 and May
2020. labeled as either "misinformation"
or "non-misinformation™ based on their
content.

dataset of movie reviews from the IMDb
website

A total of 140 datasets 1.6 m tweets with
two labels, namely, positive and negative.
Twitter’s API t with over 600 million
tweets, including more than 6.5 million
spam tweets

Contains 24783 tweets. From these, 1,430
are classified as hate speech, 19,190 as
offensive language, and 4,163 as normal
language

Tweets.csv(airline-sentiment, 2015,
1.13MB, 14641 x 15)

The dataset was collected using Twitter's
API and contains 15,000 tweets from
1,000 users, with an equal number of
genuine and malicious users.

The dataset contains tweets related to
different digital currencies, such as
Bitcoin and Ethereum, and their
sentiments (positive, negative, or
neutral).

Three existing datasets Dutch (age 0-40,
2150 users), English1 (age 13-40, 1074
users), English2 (13-25, 1794 users)
Consisting of 3,474 human accounts 8.4
million and 1,455 bots 3 million tweets.
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Sentiment
Classification on
Twitter

Evaluate the
credibility of event
detection on
Twitter.

Detect COVID-19
misinformation on
Twitter.

Sentiment analysis
Sentiment analysis

Twitter Spam
Detection

Offensive language
detection from
Twitter

Sentiment analysis
on Twitter.
Detection of
Malicious Social
Bots

Sentiment analysis

of digital currency
markets on Twitter

Age prediction

Detecting malicious
Bots on Twitter

Labe
led

Labe
led

Labe
led

Labe
led
Labl
ed

Labe
led

Labe
led
Labe
led

Labe
led

Labe
led



[185]
[151]

[46]

[209]

[210]

[211]

[167]

[156]

[183]

[174]

[212]

[44]

Murugan,
2018
Collected
Twitter
data using
Brandwatch

Magdalena
Wischnews
ki, 2021

Publicly
datasets on
the Kaggle

Youness
Madani,
2019

Octavio
Loyola-
Gonzalez,
2019
Pratama,
2019
Dataset of
the
University
of
Maryland
Twitter API

Chen2018

DeBot

The dataset contains 17 million users’
tweets with 159 features included

The dataset contains over 56,000 tweets
collected from Twitter using a
combination of search terms related to Al
and advertising.

Collected tweets using the Global
Database of Events, Language, and Tone,
and identified 169 Infowars articles
during the period of 23 to 29 September
2019.

The dataset consists of over 1 million
tweets collected from Twitter using a
combination of search terms related to
terrorism and extremist groups.

Use a Twitter API called Twitter4j
(between June 2015 and June 2017), The
contents of the dataset are not described
in detail in the paper.

51,457 tweets of which 31,654 belong to
humans and the remaining (19,804)
belong to bots.

Tweets are gathered from the presidential
candidates, from February 2019.

The first dataset consists of over 30,000
tweets, whereas the second dataset by
Davidson et al., contains roughly 25,000
tweets.

The dataset is composed of 37438 Twitter
accounts, where 25013 were annotated as
human accounts and the remaining 12425
are bots.

The authors do not describe any specific
dataset used in the study. Instead, the
authors describe the process they used to
collect tweets from Twitter using the
Twitter API.

The dataset contains over 16 million
tweets collected over several months
using Twitter Streaming API.
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Detecting Twitter
spammers
Understanding
Twitter
conversations about
artificial intelligence
in advertising
Hyperpartisan news-
sharing behavior

Identifying accounts
of terrorists on
Twitter

Classifying Twitter
data according to
their topics

Bot detection on
Twitter

Candidate’s
Supporters
Detecting hate
speech

Bot detection on
Twitter

Detect Spam
Campaigns on
Twitter

Bot detection on
Twitter

Labe
led

Labl
ed

Labe
led

Labe
led

Labe
led

Labe
led



[147] Beskow201 The dataset was collected using the Bot detection on Labe

9 Twitter API and Twitter accounts that Twitter led
were manually labeled as bots or humans.
[213] Campos201 The dataset consists of 7,500 Twitter Detection of Labe
8 users manually labeled as either humans,  humans, legitimate  led
legitimate bots, or malicious bots, and bots, and malicious
includes a total of 100,000 tweets. bot on Twitter
[214] Chew2018 The dataset used in the study consists of  Bot detection on
10 million tweets posted by over 1 Twitter

million Twitter users.
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Appendix B: Common Features Used for Social Bot Detection on

Twitter

Table 1: The important features used in the previous studies for bot detection

Ref. Feature

Description

Taxonom

FolloweeFollower

FolloweeFollowerMedia

n

FolloweeFollowerStdDe

\Y

FolloweeFollowerEntrop

[11], 'y

[150]

: MentionCountRatio
[216]

[151]  MentionUniqueRatio
'[152]

, ffratio

[157]

[166] fisted

[177]

' Volume of tweeting
[180]

[207]

'[215]

Friends_Count

AccountBackground

AccountSourceTweets

Mean of the no. of followers of
a user’s followers

The median of the no. of
followers of a user’s followers

Deviation of the no. of
followers of a user’s followers

The entropy of the no. of
followers of a user’s followers

No. of mentions or total no. of
tweets

No. of unique mentions/total
no. of mentions

Friends-to-followers ratio

Number of listed tweets in the
account

One spam indicator is
unusually high-volume
tweeting, which is often bot-
generated. This could be
measured by a raw count of
tweets or the percentage of
tweets posted to a hashtag by a
single user.

The number of users this
account is following

Whether the user profile has a
background image

Whether the user is the source
tweet’s author
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y
Metadata

Metadata

Metadata

Metadata

Metadata

Metadata

Metadata

Metadata

Metadata

Metadata

Metadata

body of
tweet

Account
informatio
n

Account
informatio
n

Account
informatio
n

Account
informatio
n

Account
informatio
n

Account
informatio
n

Account
informatio
n

Account
informatio
n

Account
informatio
n

Account
informatio
n
Account
usage
Account
usage



URL in profile

has biography

Retweets
Replies
Favorite
Hashtag
URL
Favorites

Language_Code

Char_account
Coordinates
AccountAge

AverageTweetCount
ProbWeekend

ProbMorning
ProbAfternoon
ProbEvening
ProbNight
Hour-x
Weekday-x

intertime

True if a URL is specified in

the account’s profile

True if the biography is

specified in the account’s

profile

The ratio between retweet

count and tweet count

The ratio between the reply

count

The ratio between the favorite
tweet and tweet count

The ratio between hashtag

count and tweet count

The ratio between URL count

and tweet count

Number of tweets favorited in

this account

The BCP 47 code for the user’s

self-declared user interface
language.Justification: Fake
accounts tend to have different
language codes on their
interface.

No. of characters in the user’s
name including white space
It represents the geographic
location of the tweet.

Total duration from since
account created till now

No. of tweets/account age
Probability of a user tweeting
on the weekend

Probability of a user tweeting
in the morning

Probability of a user tweeting
in the afternoon

Probability of a user tweeting
in the evening

Probability of a user tweeting
at night

Probability of a user tweeting
at hour x

Probability of a user tweeting
on day x

Average seconds between
postings
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Metadata

Metadata

Metadata

Metadata

Metadata

Metadata

Metadata

Metadata

Metadata

Metadata

Metadata

Metadata

Metadata
Metadata

Metadata

Metadata

Metadata

Metadata

Metadata

Metadata

Metadata

Account
usage
Account
usage

Account
usage
Account
usage
Account
usage
Account
usage
Account
usage
Account
usage
Account
usage

Account
usage
Location
Temporal

Temporal
Temporal

Temporal
Temporal
Temporal
Temporal
Temporal
Temporal

Temporal



id_created days
tweet_year

tweet_month
tweet_day
tweet_hour
user_created year
user_created_month
user_created_day
user_created _hour

The count of total words
in a tweet;

The count of
exclamations;

Entity extraction
Twitter hashtag features
Agreement

HashtagAve

LinkAve

No of days id created

The year when the tweet was
created

The month when the tweet was
created

The day when the tweet was
created

The hour when the tweet was
created

The year when the Twitter
account was created

The month when the Twitter
account was created

The day when the Twitter
account was created

The hour when the Twitter
account was created

URLs or hashtags, particularly
photos, etc

No. of tweets that have at least
one hashtag, Avg no. of
hashtags per tweet

Whether the text has an
agreement text.

Hashtag count / Tweet count

Link count / Tweet count
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Metadata
Metadata

Metadata
Metadata
Metadata
Metadata
Metadata
Metadata
Metadata

Body of
tweet

Body of
tweet

Body of
tweet

Body of
tweet

Body of
tweet

Body of
tweet

Body of
tweet

Temporal
Temporal

Temporal
Temporal
Temporal
Temporal
Temporal
Temporal
Temporal

Tweet-
level
features
Tweet-
level
features
Tweet-
level
features
Tweet-
level
features
Tweet-
level
features
Tweet-
level
features
Tweet-
level
features
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