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Abstract

Resource allocation for applications is one of the most challenging and crucial
problems in the loT-Fog environment. Generally, efficient distribution of tasks over
fog nodes benefits application users by getting better quality of service (QoS) in
terms of metrics like latency.

This study adopted a hybrid meta-heuristic and evolutionary optimization
approaches to tackle the resources allocation problem. The hybridization was made
by two well-known algorithms namely the Non-dominated Sorting Genetic
Algorithm 11 (NSGA-II), and the Multi-Objective Grey-Wolf Optimization
(MOGWO) algorithms. The proposed algorithm passes into two phases, first an
NSGAII-MOGWO hybrid algorithm which has a modest performance comparing
with the base algorithms. The second phase is an elite version of NSGAII-MOGWO
(E NSGAII-MOGWO) that outperform the base algorithms in addition to the
NSGAII-MOGWO. The performance of both algorithms was evaluated using ten
benchmarking functions with six selection methods (i.e., Roulette Wheel,
Tournament, Stochastic Universal Sampling, Boltzmann, Ranking, and Linear
Ranking).

The comparisons show the superiority of E NSGAII-MOGWO over all the
considered algorithms. The best performance of E NSGAII-MOGWO was in the
tournament selection method with average wining points of 53.33% and ratio of
superiority scores (0.7868, 0.6874, and 0.6563) for MOGWO, NSGA-11, NSGAII-
MOGWO respectively. These results suggests that E NSGAII-MOGWO is the best
candidate algorithm to be used in this study to solve the IoT-Fog environment
resource allocation problem.

Additionally, E NSGAII-MOGWO was compared against five multi-
objective optimization algorithms. The results show that for the Inverted
Generational Distance (IGD) indicator, the E NSGAII-MOGWO scores 70% better
performance, and 60% for Hypervolume indicator for the ten benchmarking
functions.

The simulation environment in this work was used to validate the feasibility
of the generated solution by the proposed optimization algorithms. When the
proposed algorithm simulated, it reduces the requests waiting time, response time,
application loops latency by (23.97%, 67.2%, and 95.27%) respectively.

Viii



Declaration Associated with this Thesis

Some of the works presented in this thesis have been published or accepted as listed below.
(First Paper)
Journal Name: Lecture Notes in Networks and Systems

Paper Title: NSGAII-MOGWO: A Novel Hybrid Algorithm for loT-Fog Environment
Resources Allocation.

Scopus: site Score 0.7.

Authors: Balasem A. Hussein'*, and Soukaena H. Hashem?

tUniversity of Babylon, Babil, Irag. ?University of Technology, Baghdad, Iraq
Email: balasem@uobabylon.edu.iq

(Second Paper)
Journal Name: AIP Conference Proceedings

Paper Title: Combined Elitism Multi-Objective Grey Wolf Optimization for Solving
Resource Allocation Problems

Scopus: site Score 0.7.

Authors: Balasem A. Hussein'", and Soukaena H. Hashem?

tUniversity of Babylon, Babil, Iraq. 2University of Technology, Baghdad, Iraq
Email: balasem@uobabylon.edu.iq

(Third Paper)
Journal Name: Mustansiriyah journal of Pure and applied sciences

Paper Title: iFogger: A New Framework to Simulate Fog Computing Resource Placement
inside OMNeT++ Environment.

Authors: Balasem A. Hussein!®, and Soukaena H. Hashem?
tUniversity of Babylon, Babil, Irag. ?University of Technology, Baghdad, Iraq
Email: balasem@uobabylon.edu.iq



Table of Contents

CHAPTER ONE GENERAL INTRODUCTION ......cccccceiviiiieeeen, 1
1.1 INEFOTUCTION ...ttt sb bbbt 1
1.2 Problem STAtEMENT........ccoiiiiiieeeeee e 3
1.3 Dissertation AImS and ODJECTIVES........cc.oiiiiiiiiiiiirieee e 3
1.4 Dissertation CONIIDULIONS ........ooveiuiiieiieiieie e st 4
L5 REIAIEA WOTK ..ottt 4
1.6 Dissertation OULIINE ...........cooiiiiiiieieieese e 14
CHAPTER TWO THEORETICAL BACKGROUND..................... 15
2.1 OVEIVIBW ...ttt ettt ettt bbbt sttt et bbbt ne e e e e 15
2.2 CloUd COMPULING.....cuiiiieeieiie et reeae e re e e enes 15
2.3 EAQE COMPULING .ottt bbb 16
2.3.1 Mobile Cloud Computing (MCC) ......ccceiiiiiiiiiieeeieese e 17
2.3.2 Mobile Edge Computing (MEC) ......ccoiiieiieiiciecece e 18
2.4 FOQ COMPULING c.eeevviieieiieee ettt e e et e s teeaesreesreenneenes 19
2.4.1 Features Of FOG COMPULING ...cueiviiiiieieieriesiesie e 21
2.4.2 FOg Computing ArChITECTUIE ........cveiiiiiiiiiciieeeee e 23
2.4.3 10T-Fog Computing ENVIFONMENt ........ccocivieiiiiiecieee e 26
2.4.4 Fog Computing Research Challenges..........cccovevveieiieiecve e, 26
2.5 Internet of Things in FOG ENVIFONMENT ........ocoiiiiiiiiiieieeee s 29
2.6 Resource Allocation for 10T-Fog ENVIroNmMents ...........ccccevvreniieneneneseeens 29
2.6.1 Challenges in Resource Allocation for loT-Fog Environments ................ 30

2.6.2 Classification of Resource Allocation Approaches in loT-Fog Environment

2.7 OPLIMIZALION ...ttt bbbt 37
2.7.1 Multi-Objective Optimization Problems ..., 37
2.8 Non-dominated Sorting Genetic Algorithm I (NSGAI)........cccoovviiiciiiiiiecin 39
2.9 Multi-Objective Grey-Wolf Optimization (MOGWO) .........cccoevvieivieiieciieecinn 42
2.10 Elitism in Multi-Objective Evolutionary Algorithms............ccceeviiieiiiceecnn 44
2.10.1 Adaptive Migration-Based EltiSm ...........ccocoviiiiniininieeen 45
2.10.2 Opposition-Based Learning Strategy .........cocvererieerereneneneseseseeeenns 46

31



2.11 The Proposed Optimization Algorithm Evaluation Metrics...........ccccceevvenenne. 47

2.11.1 Benchmarking TeSt FUNCLIONS ........cceciveiieiiiieciece e 47
2.11.2 Multi-objective EA Performance INdiCators...........cccooeviieniiinieiienennnn 47
2.12 10T-Fog Environment Network DEeSIGN .........cccoreiiiiiieiiieiesic e 53
2.12.1 NEtWOTrK ENTITIES .vovveieieiiiesiesiieieeie e 54
2.12.2 Time Model for Network NOUES.......ccoviriiiniiieieieese e 59
2.13 ASSUMPLIONS. ...ttt bbbttt b bbbt 60
2.14 Problem Formulation and DESIgN .........coeriieriiiiiinisieiee e 61
2.14.1 System design Variables............ccccveiiiiieiicie e 61
2.14.2 Optimization Problem ODBJeCtiVES..........ccceviviiiieiiiie e 65
2.14.3 Optimization Problem CONStraint...........cocoovririniiniiiese e 67
2.14.4 The Optimization Problem..........ccoiiiii e 69
2.15 loT-Fog Environment Simulation............cccccvevviienieic e 71
2.15.1 Environment Network Configuration .............ccccceevviieie v, 71
FZ0 S O] o o 1] o o OSSR 76
CHAPTER THREE THE PROPOSED ALGORITHM................... 78
3L OVEBIVIBW ...ttt sttt ettt et e s e s te et e e s e nreeneeenaesseeneeaneenreeneennes 78
3.2 Prop0osed SYStem DESION......cc.oiiiiiiiiiieieiee ettt 78
3.2.1 Proposed Optimization Algorithm Design ..........ccocereveniieninisicieeen 79
3.3 EXPErimeNnts deSIGN ......cveiuiiieieeie sttt et ra e s 89
3.3.1 EXPEriMENtS SELUD ..c.veeveiereiieeie ettt 90
CHAPTER Four RESULTS AND DISCUSSION .......cccccooiiveeiiineee, 93
I oo LU Tox o] ST RURSRP 93
4.2 Results of Proposed Algorithm Validation ... 93
4.2 L NSGA-ITRESUIS.....oeeitiecieece et 94
4.2.2 MOGWO RESUILS.......ooiieieiiiieiciececeee et 98
4.2.3 NSGAI-MOGWO RESUILS.......cooiviiericiiiieicicesiee e 102
4.2.4 Elite NSGAI-MOGWO RESUILS ......ocvveiieie e 106
4.3 Performance Indicators COMPAriSONS .........cceiererererineeieiiesie et 109
4.3.1 Roulette Wheel Leader selection Method...........ccccooiviiiiiininienienn, 110

Xi



4.3.2 Tournament Leader Selection Method ...........coovveeeoooeeee e 112

4.3.3 Ranking Leader Selection Method ............ccccceviiieiieii i, 113
4.3.4 Linear Ranking Leader Selection Method...........cccccooiiiiiiniiiiiiceee, 115
4.3.5 Boltzmann Leader Selection Method ............cccoceviiiiiiniiiice e, 117
4.3.6 Stochastic Universal Sampling Leader Selection Method....................... 118
4.3.7 Comparing E NSGAII-MOGWO with Related Works............ccccceevvennen. 121
4.4 loT-Environment EXperiments RESUIS. ..o 123
4.4.1 Network Time ANAIYSIS.....ccovviiriieie et 124
4.4.2 Network LatenCy TIME ....c.vccviiieiieie et 124
4.4.3 CPU and Memory UsSage COSt........ccccvueieeiieiieiieie e e esie e 129
4.4.4 Network Energy Consumption ANalysis .........cccevereneieninieneniseeeee, 130
o O] o [ 5] o] USSR 131
CHAPTER FIVE CONCLUSIONS AND FUTURE WORKS ...... 132
5.1 CONCIUSIONS.....ceitieiieie ettt et ae e sre et e sreesreenseaneenrees 132
5.2 FULUIE WOTKS ...ttt 133

List of Figures

Figure Title

2.1 Cloud Computing Paradigm [37]

2.2 The Relationship Between Cloud and Edge Devices. [38]
2.4 Heterogeneous Environment Architecture of MCC [39]
2.3 Mobile Edge Computing Architecture [40]

2.5 Fog Computing Architecture [41]

2.6 A Layered Fog Computing Architecture [77]

2.7 Crowding Distance in NSGA-II

2.8 NSGA-II Process

2.9 The General Process of The MOGWO Algorithm,

2.10 loT-Fog Environment Entities [159]

Page
14
15
16
17
18
23
39
41
43
52

2.11 An Example Application Flow (Loop) With Two Modules 57

(Services).

Xii



2.12

2.13
2.14
2.15
3.1
3.2
3.3
3.4
3.5

3.12

4.1
4.2
4.3

4.4
4.5
4.6
4.7
4.8
4.9

4.10
411
4.12
4.13
4.14
4.15

4.16
4.17
4.18
4.19
4.20
4.21

4.22

Logical Flow of Modules and Messages for The EEG Example
Application.

Network Node Time Model

Main Configurations Needed by The Simulator.

Simulation Structures Dependencies

Outline of the Proposed Environment Architecture

The General Flow of the NSGAII-MOGWO Algorithm

Outline of the E NSGAII-MOGWO Algorithm

The NSGA-II Branch of E NSGAII-MOGWO Algorithm

The MOGWO + Elitism Branch of E NSGAII-MOGWO Algorithm

Example of Application Flow (A), And A Possible Physical
Deployment (B)

NSGA-II with Roulette-Wheel Selection Method

NSGA-II with Tournament Selection Method

NSGA-II with Stochastic Universal Sampling Selection Method

NSGA-II with Boltzmann Selection Method

NSGA-II with Ranking Selection Method

NSGA-II with Linear Ranking Selection Method

MOGWO with Roulette-Wheel Selection Method

MOGWO with Tournament Selection Method

MOGWO with Stochastic Universal Sampling Selection Method

MOGWO with Boltzmann Selection Method

MOGWO with Ranking Selection

MOGWO with Linear Ranking Selection Method
NSGAII-MOGWO with Roulette-Wheel Selection Method
NSGAII-MOGWO with Tournament Selection Method
NSGAII-MOGWO with Stochastic Universal Sampling Selection
Method

NSGAII-MOGWO with Boltzmann Selection Method
NSGAII-MOGWO with Ranking Selection Method
NSGAII-MOGWO with Linear Ranking Selection Method

E NSGAII-MOGWO with Roulette Wheel Selection Method

E NSGAII-MOGWO with Tournament Selection Method

E NSGAII-MOGWO with Stochastic Universal Sampling Selection
Method

E NSGAII-MOGWO with Boltzmann Selection Method

Xiil

59
71
75
/8
81
84
86
88

90

93
94
94

95
96
96
97
98
98

99
99
100
101
102
102

103
103
104
105
106
106

107



4.23 E NSGAII-MOGWO with Ranking Selection Method

4.24 E NSGAII-EMOGWO with Linear Ranking Selection Method

4.25 Network Mean Latency Time (ms)

4.26 Request Mean Waiting Time (ms)

2.27 Nodes Mean Response Times (ms)

4.28 Total Message Response Time (ms)

4.29 Application Loops Latency Time (ms)

4.30 Total Processing Cost ($G)

4.31 Network Energy Consumption

List of Tables

Figure Title

1.1 Summary of the Related Works

2.1 Features of Different Computing Paradigms [47]

2.2 Comparison Between Fog and Cloud Computing [69]

2.3 Comparison Between Optimization Algorithms

2.4 Benchmarking Functions Used in This Work

2.5 Variables Used in The System Modelling

4.1 Performance of The Related Algorithms Using Roulette Wheel
Leader Selection Method

4.2 Summary of Results from 4.1.

4.3 Performance of The Related Algorithms Using Tournament
Selection Method

4.4 Summary of Results from 4.3.

4.5 Performance of The Related Algorithms Using Ranking Selection
Method

4.6 Summary of Results from 4.5.

4.7 Performance of The Related Algorithms Using Linear Ranking
Selection Method

4.8 Summary of Results from 4.7.

4.9 Performance of The Related Algorithms Using Boltzmann Selection
Method

4.10 Summary of Results from 4.9.

4.11 Performance of The Related Algorithms Using Stochastic Universal
Sampling Selection Method

4.12 Summary of Results from 4.11

Xiv

107
108
124
125
126
126
128
129
130

page

20
22
34
49
61
109

110
111

112
112

113
114

115
116

117
118

119



4.13 Performance Comparison Between Selection Methods for each 119
Algorithm.

4.14 IGD Indicator Values for the Ten Benchmark Functions (UF1-UF10) 120

4.15 Hv Indicator Values for the Ten Benchmark Functions (UF1-UF10) 121

4.16 Simulation Experiments Configuration Variables 122

List of Abbreviations

Abbreviation Description

ABC

Acrtificial Bee Colony

ACO Ant Colony Optimization

BBO Biogeography-Based Optimizer
BCPA Bee Collecting Pollen Algorithm
BW Bandwidth

CcC Cloud Computing

CPU Central Processing Unit

CS Cuckoo Search

DAG Directed Acyclic Graph

DDF Distributed Data Flow
DNSGA-II Dynamic NSGA-II

DPO Dolphine Partner Optimization
DRL Deep RL

EA Evolutionary Algorithm

EGA Elitism-based Genetic Algorithm
EPSO Extended PSO

FA Firefly Algorithm

FC Fog Computing

FCFS First Come First Served

FIFO First In First Out

FSA Fish Swarm Algorithm

FWA Fireworks Algorithm

GA Genetic Algorithm

GD Generational Distance

GD+ Generational Distance Plus
GOA Grasshopper Optimization Algorithm
GP Genetic Programming

GWO Grey Wolf Optimization

HEFT Heterogeneous Earliest Finish Time

XV



HFSGA
HM-DA
HV

laaS
IGD
IGD+
IGWO
ILP

loT

loV

IPT

IT

ITS
JSSP
LAN

LP
MCC
MCSO
MEC
Ml
MILP
MINLP
MOEA
MOGWO
MOO
MPSO
NP-hard
NPSO
NSGA
NSGA-II
PaaS
PAES
P-GA-PSO
PS

PSO
QoE
QoS
QTCS
RAM

Hybrid Flamingo Search with GA
Hybrid Monarch-Dragon Algorithm
Hypervolume

Infrastructure as a Service

Inverted GD

Inverted GD+

Improved GWO

Integer Linear Programming

Internet of Things

Internet of Vehicles

Instruction Per Time

Information Technology

Intelligent Transportation Systems

Job Shop Scheduling Problem

Local Area Network

Linear Programming

Mobile Cloud Computing

Modified Cat Swarm Optimization
Mobile Edge Computing

Millon Instruction

Mixed ILP

Mixed Integer Non-Linear Programming
Multi-Objective Evolutionary Algorithm
Multi-Objective Grey Wolf Optimization
Multi-Objective Optimization

Modified PSO

Non-deterministic Polynomial-time hardness
Non-dominated PSO

Non-dominated Sorting GA
Non-dominated Sorting GA-II

Platform as a Service

Pareto-Archived Evolutionary Strategy
Prioritized hybrid Genetic PSO
Percentage of Superiority

Particle Swarm Optimization

Quality of Experience
Quality-of-Service

Queuing Theory-based Cuckoo Search
Random Access Memory

XVi



RAN
RL
SaaS
Sl
SLA
SO0
SOS
SPEA
WAN
WORA
YAFS

Radio Access Network
Reinforcement Learning
Software as a Service

Swarm Intelligence
Service-Level Agreement
Single-Objective Optimization
Symbiotic Organisms Search
Strength Pareto EA

Wireless Area Network
Whale Optimization Algorithm
Yet Another Fog Simulator

XVii



CHAPTER One
General Introduction

1.1 Introduction

In the rapidly evolving digital landscape, three transformative
technologies have emerged as the driving forces behind the advancement
of modern computing: Cloud Computing, Fog Computing, and the
Internet of Things (10T). These technologies have revolutionized the way
data is processed, stored, and accessed, creating a more interconnected
and intelligent world.

Cloud Computing refers to the delivery of computing services over
the Internet. Instead of relying on local servers and physical infrastructure,
organizations and individuals can access a shared pool of computing
resources, such as servers, storage, databases, networking, and software,
through a network of remote data centers. These data centers, managed by
cloud service providers, offer on-demand access to resources, scalability,
and flexibility, allowing users to pay for only what they use (pay-as-you-
go model) [1]. The cloud has enabled the development and deployment of
applications and services without the need for significant upfront
investments in hardware and maintenance [2]. As a result, cloud
computing has become the backbone of numerous online services, from
web hosting and data storage to enterprise applications and Al-powered
services.

While cloud computing has revolutionized the way data is
processed on a global scale, it faces some challenges when it comes to the
growing demand for real-time and low-latency applications, especially in
environments where data is generated at the edge of the network.

Fog Computing addresses these challenges by extending the
cloud's capabilities closer to the data source. In fog computing, computing
resources are distributed along the network edge, in proximity to loT
devices and sensors [3]. This architecture allows data to be processed
locally, reducing latency and conserving network bandwidth. Fog
computing is particularly beneficial in scenarios where real-time data

1



Chapter One General Introduction

analysis is crucial, such as in autonomous vehicles, industrial automation,
healthcare monitoring, and smart cities [4].

loT refers to the vast network of interconnected devices,
sensors, and objects that collect and exchange data over the Internet[5].
These "smart™ devices range from consumer products like smartwatches
and home automation systems to industrial machinery and environmental
sensors. 10T enables the seamless integration of the physical and digital
worlds, leading to improved efficiency, automation, and enhanced user
experiences. 10T devices generate massive amounts of data, and cloud and
fog computing play vital roles in processing and deriving valuable insights
from this data. The combination of loT and cloud/fog computing
facilitates the development of smart applications that enhance our daily
lives, optimize industrial processes, and support data-driven decision-
making [6] [7], [8].

Resource allocation in the context of fog computing aims to achieve
two primary objectives: satisfying users' Quality of Service (QoS)
requirements and enhancing the benefits for both fog providers and users
[9]. The infrastructure of fog computing poses several challenges. These
challenges encompass client resource utilization, task scheduling,
resource allocation, and ensuring Quality of Service (QoS) levels [10].

Optimization of resource allocation addresses the problem of
efficient management of the environment’s resources. The decision-
making strategy is decided by the optimization algorithm to dedicate
resources to the requests’ class [11].

This work uses a hybrid approach to combine two well-known
evolutionary algorithms, first a genetic-based algorithm called the Non-
Dominated Sorting Genetic Algorithm 11 (NSGA-I11), and the bio-inspired
multi-objective Grey-Wolf Optimization (MOGWO) algorithm. The
algorithms were enhanced by choosing the best selection method among
six candidate selection methods (i.e., Roulette Wheel, Tournament,
Boltzmann, Stochastic Universal Selection, Ranking, and Linear
Ranking). Next, all the implementations were evaluated against ten
benchmarking test functions from the IEEE CECO9 functions set.

2



Chapter One General Introduction

Finally, the algorithms were further validated inside a
simulation environment.

1.2 Problem Statement

The problem of resources allocation is a crucial issue in the 10T-
Fog environment. Optimizing the resource allocation process in Fog
devices can minimize latency, processing cost, network utilization,
resource utilization, and power consumption. Which ensure the
sustainability of the Fog environment while efficiently allocating limited
resources to multiple applications.

This problem also elevates issues related to satisfying the user
requirements including meeting specific deadlines, budget constraints,
and response time. Furthermore, the problem of inefficient resource
allocation can degrade the dependable deployment of applications’
modules in the loT-Fog environment resources.

The problem of efficient resource allocation in computing
paradigms was addressed by many relevant research papers. The most
dominant strategy is the use of metaheuristic methods. This work adopts
a hybrid algorithm to solve the 10T-Fog resource allocation.

1.3 Dissertation Aims and objectives

The main aim of this dissertation is to build a hybrid algorithm to solve
the problem of 10T-Fog environment resources to get the desired quality-
of-service. This was accomplished by following a number of sub-
objectives:

1. To build a hybrid algorithm with multi objectives to address the

requirements of loT-Fog environment QoS.

2. To enhance the suggested algorithm wusing performance

enhancement methods.



Chapter One General Introduction

3. Increasing the users' QoS when deploying the resulting allocation
map.

4. Minimizing the network resources utilization, energy consumption,
and monetary cost.

1.4 Dissertation Contributions

This dissertation makes several significant contributions to the field
of resource allocation and Quality of Service (QoS) enhancement in l1oT-
Fog computing environments. In comparison with previous studies, this
study offers the following contributions:

1- Proposed a hybrid algorithm that combines two well-known
optimization techniques, NSGA-Il and MOGWO, to address the
fog resource allocation problem challenges.

2- An Elite version (E NSGAII-MOGWO) was built that control the
wolf's pack size in the MOGWO part of the proposed algorithm.
The elite method combines Adaptive Elitism-Based Immigration
with Elite Opposition-Based Learning Strategy.

3- Adding stagnation mitigation to the E NSGAII-MOGWO using
adaptive parameters from the elitism approach to control the
diversity of the next-generation population.

4- The E NSGAII-MOGWO hybrid algorithm can overcome the
limitations of NSGA-I1, such as premature convergence and lack of
diversity, by incorporating the diversity-enhancing techniques of
MOGWO. The proposed algorithm showed potentials to enhance
the quality and diversity of the Pareto Front and produce better
solutions than NSGA-II alone.

1.5 Related Work

In this section, we will delve into the existing literature and provide
a comprehensive overview of the related works in resource allocation for
loT-Fog environments. Through this exploration, we aim to lay the

4



Chapter One General Introduction

foundation for our proposed novel approaches and contribute to the body
of knowledge in this rapidly evolving field.

The presented works are related to resource allocation and
optimization in fog computing and IoT environments, with a focus on
improving quality of service (QoS) metrics such as makespan, cost,
energy consumption, delay, and task time computation. These works
propose various algorithms and techniques to address the challenges of
resource allocation in these environments.

Tian et al. (2018) [12] suggested the use of inverted generational
distance indicator with a multi-objective evolutionary algorithm
(MOEA). The proposed algorithm was guided by an empirical methos to
select a reference point to guide the search process. This method lacks
scalability in the size of objective-space. Furthermore, this approach adds
another hyperparameter, which is the number of reference points.

X. Zhang et al. (2018) [13] proposed a multi-objective particle
swarm hat does not store best particles in a global archive. The particle
selection method depends on a tournament between pairs of particles in
the same generation. In this algorithm, the number of particles might
increase the time complexity because of the constant comparison of
particles against each other. This drawback can lead to scalability issues.

Panichella (2019) [14] proposed an adaptive algorithm to estimate
the geometry of the solutions front. The selection of next generation
individuals is based on their contribution to the diversity of the objective-
space. The proposed algorithm is sensitive to the size of the problem and
objective spaces.

Xu et al. (2019) [15] proposed an improved particle swarm
optimization (PSO) based workflow scheduling algorithm for cloud-fog
environments. They use PSO to solve the mapping process between tasks
and computing resources, considering objectives such as cost and
makespan. The authors suggest using more objectives for enhancing
performance.
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Zhuang & Zhou (2020) [16] presented a hyper-heuristic resource
allocation algorithm for fog computing, using ant colony optimization
(ACO) as the high-level strategy. They consider objectives related to
delay and energy consumption. However, they do not model computing
offloading and collaborative cloud-fog environments.

Anu & Singhrova (2020) [17] proposed a prioritized hybrid genetic
particle swarm optimization (P-GA-PSO) algorithm for resource
allocation in fog computing. They consider objectives related to delay,
waiting time, and energy consumption. However, the algorithm has a
tendency to get stuck in local optima and is not scalable for a large number
of requests.

Yang et al. (2020) [18] presented a multi-objective task scheduling
method for fog computing in cyber-physical-social services. They use an
adaptive multi-objective optimization algorithm and consider objectives
such as makespan and task resource cost. However, they do not consider
energy consumption in their approach.

Zhang et al. (2021) [19] proposed a novel edge server selection
method using a combined genetic algorithm and simulated annealing
algorithm. They focus on objectives related to time latency and energy
consumption. However, the results for latency and energy consumption
are not provided.

Potu et al. (2021) [20] proposed an extended particle swarm
optimization (EPSO) algorithm for task scheduling in fog computing
environments. They consider objectives related to makespan and cost.
However, they do not take energy consumption into consideration, and
application tasks flow is not considered.

Natesha & Guddeti (2021) [21]adopted an elitism-based genetic
algorithm (EGA) for loT service placement in fog computing
environments. They consider objectives related to service time, energy
consumption, service cost, and average CPU utilization of fog nodes.
However, they do not consider the application workflow in their approach.
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Ali et al. (2022) [22] proposed an automated task scheduling model
using non-dominated sorting genetic algorithm I (DNSGA-II) for fog-
cloud systems. They consider objectives related to makespan and total
costs in a fog-cloud environment. However, they do not consider energy
consumption and application workflow.

Sing et al. (2022) [23] proposed a resource allocation scheme based
on the Whale Optimization Algorithm (WORA) for cloud-fog-based IoT
applications. They consider objectives related to cost, energy
consumption, makespan, and completion of task ratio. However, they do
not consider QoS and task migration.

Salimian et al. (2022) [24] proposed an evolutionary multi-
objective optimization technique for deploying loT services in fog-
enabled networks. They use Particle Swarm Optimization (PSO) and
consider objectives related to fog resource utilization and QoS metrics
such as response time, service cost, utilization of fog, and throughput.
However, they do not model energy consumption.

Ramzanpoor et al. (2022) [25]proposed a multi-objective fault-
tolerant optimization algorithm for the deployment of 10T applications on
fog computing infrastructure. They consider objectives related to power
consumption and total latency between application components.
However, they do not consider cost, resource mobility, and application
tasks workflow.

Harika & Krishna (2022) [26]proposed a hybrid monarch-dragon
algorithm (HM-DA\) for resource allocation in the fog environment. They
consider objectives related to credibility score, concurrency, price
affordability, and task time computation. However, they do not consider
energy consumption.

lyapparaja et al. (2022) [27]proposed a queuing theory-based
cuckoo search (QTCS) model for resource allocation in fog computing.
They consider objectives related to QoS metrics such as resource
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availability, resource allocation time, and energy consumption. However,
they do not consider cost.

He et al. (2022) [28] presented a two-step adaptive offspring
selection method. The algorithm was experimented with large-scale
multi-objective benchmarking functions. The direction vectors were
selected from reference points, which raise the problem of choosing the
best points from the solutions fronts. The method is dependent on the
deployed evolutionary algorithm, as noticed from the paper presented
results.

Shu et al. (2022) [29] suggested an augmented algorithm to adopt
the velocity of particles in particle swarm optimization algorithm. The
algorithm adopts the particles velocity using the hypercube indicator and
the minimum distance between particles in the same front. The proposed
algorithm suffers from scalability problems for complex and large
objective spaces.

Saif, Latip, Hanapi, & Shafinah (2023) [30] proposed a multi-
objective grey wolf optimizer (MOGWO) algorithm for task scheduling
in cloud-fog computing. They consider objectives related to QoS metrics
such as delay and energy consumption.

Saif, Latip, Hanapi, Alrshah, et al. (2023) [31] proposed a
workload allocation algorithm using the non-dominated particle swarm
optimization (NPSO) algorithm. They consider objectives related to
energy consumption and delay. However, they do not model cost or
consider QoS.

Reffad et al. (2023) [32] proposed a dynamic adaptive bio-inspired
multi-agent system for healthcare task deployment. They combine
improved grey wolf optimization (IGWO) with PSO and consider
objectives related to energy consumption, makespan, and waiting time.
However, the cost is only modelled for energy consumption, and they
compare their approach with priority queueing algorithms only.

8
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Mohammedzadeh et al. (2023) [33] proposed an energy-aware
workflow scheduling algorithm in fog computing using a hybrid chaotic
algorithm. They combine Symbiotic Organisms Search (SOS) with the
Grasshopper Optimization Algorithm (GOA) and consider objectives
related to makespan and energy consumption. However, they do not
consider cost and QoS.

Shinu et al. (2023) [34] proposed a resource provisioning model
using meta-heuristic methods for loT microservices with mobility
management. They consider objectives related to latency, energy
consumption, network utilization, and cost. However, they do not
consider QoS or application tasks workflow.
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Table 1.1: Summary of the related works

Approach
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Algorithm (ARMOEA)

Competitive mechanism based
Multi-Objective Particle Swarm
Optimization (CMOPSO)

Improved particle swarm
optimization (IPSO)

Adaptive Geometry Estimation
based Multi-Objective
Evolutionary Algorithm
(AGEMOEA)

Hyper-heuristic resource
allocation algorithm

Hybrid Prioritized Genetic
Particle Swarm Optimization (P-
GA-PSO)

Objectives
Multi-objective

Multi-objective

Makespan, cost

Multi-objective

Delay, energy consumption

Delay, waiting time, energy
consumption
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Limitations
Lacks scalability in the size of
objective-space.

- Does not adopt with increased
population.
-Scalability issue

The economic cost was the same as
the original PSO.
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and objective spaces.

There is no cost modeling.

There is no cost modeling.
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Benchmarking

Benchmarking

Cloud/Fog

Benchmarking

Fog
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adaptive multi-objective
optimization task scheduling
method for fog computing
(FOG-AMOSM)

Hybrid Genetic algorithm and
simulated Annealing algorithm
for edge Server Selection

Extended particle swarm
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extra gradient parameter

multi-objective Elitism-based
Genetic Algorithm (EGA)

Discrete NSGA-11 (DNSGA-II)

Whale optimized resource
allocation (WORA)

Makespan, cost

Time latency, energy
consumption

Makespan, cost

Service cost, energy

consumption, service time

Makespan, cost

Cost, energy consumption,
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11

The optimization method used was
a simple GA. No energy
consumption modeling.

The task completion probability of
edge servers and precise user
mobility path should be pre-known
for the algorithm to work.

The energy consumption was not
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interdependent IoT applications
to check the performance of the
proposed EGA

There is no energy consumption
modeling.

The performance was against
resource scheduling algorithms
despite that the algorithm was to
optimize resource allocation.
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MCC/Edge
server
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Fog/Cloud
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[24] Particle Swarm Optimization Response time, Service cost,  There is no energy consumption Fog/cloud/
(PSO) Utilization of fog, model. The model objectives were 10T
Throughput given weight in the fitness function
but they were set to 1.0 (i.e., have
no effect).
[35] Multi-objective cuckoo search power consumption, total There is no cost modeling. The loT/Fog
algorithm (MOCSA) latency resource requests are static. Clients
are stationary.
[26] Hybrid monarch-dragon Credibility scores, price The paper does not consider energy = Fog
algorithm (HM-DA) affordability, concurrency, consumption.
task time computation
[27] Queuing Theory based Cuckoo  resource availability, resource No cost modeling. loT/Fog
Search (QTCS) allocation time, and
energy
[28] Direction Guided Evolutionary ~ Multi-objective Dependent on the deployed Benchmarking
Algorithm (DGEA) evolutionary algorithm
[29] Hypercube and Distance Multi-  Multi-objective Scalability problems for complex Benchmarking
Objective Particle Swarm and large objective spaces.
Optimization (HDMOPSO)
[30] Multi-Objectives Grey Wolf Delay, energy consumption There is no cost modeling. The Fog/cloud/
Optimizer environment is very limited (7 loT
(MGWO) sensors, 3 fog nodes, and 1 cloud).
[31] Non-dominated Particle Swarm  Delay, energy consumption There is no cost modeling. NSGA-  Cloud/Fog
Optimization (NPSO) I was better in terms of delay.
[32] Improved Grey Wolf energy consumption, The cost was modeled for energy Fog/cloud/
Optimization (IGWO) + PSO makespan, waiting time consumption only. loT
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[33] HDSOS-GOA combines the makespan, energy The cost was not modeled. Fog/loT
search qualities of Symbiotic consumption.
Organisms Search and the
Grasshopper Optimization
Algorithm (GOA) algorithms
[36] Meta-Heuristic Methods latency, energy consumption, A case-study. Application tasks Edge/Fog/
network utilization, cost workflow was not considered. Cloud
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1.6 Dissertation Outline

The remaining thesis is organized as follows:

Chapter 2: presents an exploration of various computing concepts and
highlights the relevant optimization and elitism algorithms used in this dissertation.

Chapter 3: provides the detailed implementation of the proposed architecture
and discusses the key design decisions made for solving resource allocation in the
loT-fog environment.

Chapter 4: focuses on the comparative evaluation of the developed
algorithms. The results from testing the selection methods with the benchmarking
functions were presented. Additionally, simulation experiment results were
investigated.

Finally, Chapter 5 concludes the findings of this thesis and presents future
works recommendations.
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CHAPTER Two
Theoretical Background

2.1 Overview

This chapter represents the theoretical concepts of designing optimization
algorithms in general and in resource allocation for 10T-Fog environment in specific.
The algorithms in this work implements an evolutionary approach to achieve the
best allocation of resources. In addition, the practical aspects of the deployed
algorithms are presented in this chapter. Finally, a description of the performance
measures that used to evaluate the proposed algorithms is provided.

2.2 Cloud Computing
Cloud computing is a computing architecture characterized by high processing

and compute power, high latency, the ability of Al processing, high standards of

cybersecurity and equipped with massive storage capacity (Figure 2.1.).
Mobile

Storage Applications
‘g_l

Cloud
P— computing
>

Server Database

2

Private Hybrid

Cloud < Cloud
Public

Cloud

Figure 2.1: Cloud Computing Paradigm [37]

In this highly scalable applications deployment, when using 10T devices, they
will be many kilometers away from the compute and storage devices. 10T services
providers such as Google, IBM, Amazon, and Microsoft, have bundles of ready-to-
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use applications, which makes this environment very attractive for 10T customers.
Whichever was the cloud service provider, the common feature is the potential to
reach elastic IT resources with lower investment expenditures in hardware and
software and their management (Laroui et al., 2021). Cloud computing uses the same
infrastructure for conventional Internet, as such, CC can be considered as a
complement to traditional Data Centers and not a replacement

The primarily dominant cloud services include Infrastructure as a Service (laaS),
Platform as a Service (PaaS), and Software as a Service (SaaS). The special
disperses between the cloud and 10T devices will result latency and temporal delays
which bring out different types of communicational problems like a degradation in
service-quality, network traffic congestion, and an increase in channel errors.

2.3 Edge Computing

Solving the Cloud Computing problems, mentioned above, was achieved by
Edge Computing, which is a heterogenous architecture combining peer-to-peer and
cloud servers on one side and mobile devices on the other, Figure 2.2.
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Figure 2.2: The relationship between Cloud and Edge devices. [38]
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Edge computing deploys compute and storage resources at locations near data
collectors, on the network edge. All edge components must have the capabilities to
perform computations on the edge (Varghese et al., 2016).

2.3.1 Mobile Cloud Computing (MCC)

Devices like smartphones characterized by a constrained compute and storage
capabilities. These devices can compensate this drawback by means of the cloud,
which can virtually provide unlimited compute and storage services on-demand.
This feature is not built by default in smartphones; therefore, the technology of
Mobile Cloud Computing was evolved to fulfil this new technological trend, Figure
2.4.
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Figure 2.4: Heterogeneous environment architecture of MCC [39]

Application models for MCC aim to reach objectives like the ability of
running applications beyond the comprehension of smartphones in terms of
resources for in place execution, optimizing execution time, or minimizing energy
consumption for heavy computational applications when executed locally (Capponi
et al., 2019). The aims above are not mutually exclusive, i.e., multiple aims can be
achieved by a single application model.

MCC runs in a heterogenous environment, thus it needs methods to bring it
together (Capponi et al., 2019). This diversity in vendors and applications, such
methods include compatibility, interoperability and the ability of integration
between the environment components. The massive number of mobile devices
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generates unpredictable number of requests, and it is very important to provide
redundant devices to absorb the traffic. The solution came by light-weight redundant
servers called cloudlets and placed on the network edge.

2.3.2 Mobile Edge Computing (MEC)

Mobile Edge Computing (Figure 2.3) is a service environment with CC
capabilities positioned at the edge of the mobile network, within the RAN and
consequently near the mobile equipment. MEC technology aims to lower latency,
delivering network functions and services with high efficiency, and enhanced QoE.
The MEC service scenarios generally include Augmented Reality, Intelligent Video
Acceleration, Connected Cars, and Internet of Things Gateway (Hou et al., 2022;
Noor et al., 2018).
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Figure 2.3: Mobile edge computing architecture [40]

The selection of variables plays a critical role in traffic flow forecasting
models, as it has a direct influence on their performance and efficiency. Indirect
approaches, such as employing mutual information derived from entropy theory,
have been employed for the purpose of extracting information from unprocessed
feature values. Variables commonly taken into account include the volume of traffic
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flow, the duration of travel, and the speed data obtained from on-site sensors such
as loop detectors and laser sensors. VVarious models incorporate input parameters
such as traffic density, speed, incident severity, road delays, and lane blocking
duration (Mchergui et al., 2022).

2.4 Fog Computing

In contrast to CC, Fog Computing is a computing architecture, in it, fog nodes
are near the client with out-of-the-shelf computes having a good multi-core
computation power (Figure 2.5). Achieving the required fog functionality requires
installing several types of smart devices, such as networking devices and smart
phones to act as fog compute nodes.
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Figure 2.5: Fog computing architecture [41]

Fog computing was defined in many researches depending on the research
context. The OpenFog Consortium (https://www.openfogconsortium.org) define
Fog Computing as a framework that can mediate network resources (i.e., compute,
storage, and networking) from loT devices all the way to the cloud. To overcome
these limitations, fog computing can be employed as it integrates application-
specific logic in intermediate infrastructure along with edge devices and remote
clouds [42].
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More generally, Fog computing is a geographically distributed shared
heterogenous compute resources that can serve applications on the approximate
without frequent requests to the cloud [42]. The Fog core contains components such
as routers, WAN switches, and servers (compute devices), now these devices
provide interfaces for easy integration with the Fog. The near proximity of Fog
devices to the edge reduces delay times radically to reach near-real-time service
requests and responses. The diversity on both organizational and connectivity
domains, lead to several challenges. One of these challenges is how does Fog tolerate
network failure, also the way it will manage the diversity in deployed environments.

The layout by which Fog computing is formulated allow massive number of
loT entities to be assimilated by the Fog. In addition, the nature of Fog components
makes it easy to position those components near the 10T entity, comparing to other
cloud or mobile computation models. The cut-off round trip between the 10T device
and the cloud core by the Fog enables more rapid response for critical sensors or
devices requests. Fog computes, as mentioned, are located nearer to these entities
and equipped with the necessary computing and storage powers to work on the
surrounding environment of the 10T entities. These features appear to be promising
to use Fog Computing with 10T context and tasks.

The presumed features of Fog Computing result an offloading of heavy and
battery exhaustive processes to be lifted to the Fog, yielding an optimized usage of
device battery. Another advantage of Fog architecture is the mirrored cloudlets,
which can be utilized to reduce traffic congestion. For example, when a device needs
some stored data the provisioning of data can be calculated to be taken from the
nearest cloudlet and avoiding congested paths [43]. This approach is crucial to time-
sensitive tasks. Fog computing can achieve anonymity and anti-censorship using Tor
overlay and onion-routers, these routers can be hosted as in-network service inside
cloudlets. After hosting these routers, other Fog nodes will be aware of their
addresses and ultimately add them as intermediate communication path nodes to add
privacy to the mobile node identity.

Providing localized services is a very important aspect to increase customer
satisfaction. Service providers can dedicate a localized virtual infrastructure on some
cloudlets and install service on these cloudlets. Furthermore, service providers can
additionally provide a domain name for these services, and the local ISP will resolve
these addresses to the nearest local virtual infrastructure cloudlet, which will
increase the quality of experience (QoE) for the end user.
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2.4.1 Features of Fog Computing

When Fog computing was introduced and defined it was expected to fulfill
number of desirable features. These features include, low latency and real time
interactions, save bandwidth, support for mobility, geographical distribution and
decentralized data analytic, heterogeneity, interoperability, data security and privacy
protection, and low energy consumption (Table 2.1).

Principally, data produced by 10T entities located at the edge of a LAN are
computed and stored by the Fog nodes. The locality of Fog nodes operation
accelerates the quality of the in-network services. Hence, low latencies can be gained
to reach real-time support to cover the specifications of latency and time sensitive
applications [44]. Researches studies this property includes [45] and [46].

Table 2.1: Features of different computing paradigms [47]

Feature CcC EC MEC MCC FC
Heterogeneity support Y Y Y Y
Infrastructure need Y Y Y Y
Geographically distributed Y Y
Location awareness Y Y Y
Ultra-low latency Y Y
Mobility support Y Y Y Y
Real-time application support Y Y
Large-scale application support Y Y Y
Multiple 10T applications Y Y
Virtualization support Y Y

CC: Cloud Computing, EC: Edge Computing, MEC: Mobile Edge Computing, MCC: Mobile
Cloud Computing, FC: Fog Computing.

Furthermore, Fog nodes can perform several computations locally like data
cleaning and filtering, features extraction. The cloud will receive only the necessary
resulted data. Machine learning was used in [46] with the aim to reduce the
transmissions of data to the cloud. The concluded advantage is an optimized usage
of bandwidth, and with the current massive data size bouncing in the internet this
feature gaining growing importance.

Fog environments usually comprise several types of mobile and stationary
entities at the device-layer, this also true for Fog nodes on the fog-layer. Some
exemplar applications can be found in [48]-[50]. Fog computes and mobile devices
can have inter- and intra-communications between each other [51], [52].
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Furthermore, Mobile nodes can support some sort of low range communication
technology to avoid communication fluctuation caused by mobility [53]. In addition,
on the fly data transmission between static edge entity and nearby mobile smart
device can take place using Bluetooth just when it is in range, and then the smart
device will surrender that information to the Fog or cloud [54], [55][56].

Moreover, Fog environment disperse wide geographical area range and it
maintain the trajectory and localize its mobile entities. In consequence, it is
important to have a decentralized structure to ensure the communication paths will
be minimum. This approach can shorten processing time, better location-based
services, and better support for real-time decision making. Example of wide spread
mobile entities can be found in Internet of Vehicles (loV) [57].

Normally, Fog nodes are diverse in vendors and type of usage weather the
nodes are physical or virtual [58]. Fog nodes can be cutting-edge servers, edge
network equipment and base stations. The hardware of these nodes varies in compute
and storage abilities with wide range of operating systems and applications. The
nature of Fog computing inherently support virtualization which means virtual
computes and virtual network devices can be utilized as Fog nodes [59]. In
consequence, fog nodes are heterogenous with different types of communication
media and speed links to connect to edge devices [60]. The dynamic and
heterogeneity of Fog environment extend to several levels of design architectures to
cope with the demands of highly distributed applications that acquire low latency
[61].

Following for the heterogenic nature, fog computes must be integrated and
embedded to work transparently with different types of services [62], for example
streaming services [63]. Another example is real-time data analysis in ITS
(Intelligent Transportation Systems) in the Fog environment [64], [65].
Additionally, services hosted by the Fog are naturally near the edge entities. Fog
devices placement gives the opportunity for data security and privacy protection,
where, sensitive data privacy protection is maintained by different layers of security
measures [66].

Finally, Fog nodes have low spatial density which implies low heat dissipation
and additional cooling systems are not a necessity. Furthermore, mobile fog nodes
can use optimized energy management schemes and short-range communication
mode [67]. The previous approaches lead to power consumption reduction, energy
preserving [68], and lower costs. In other words, a greener computing structure [45].
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A comparison between cloud and fog computing can be found in table 2.2.
Table 2.2: Comparison Between Fog and Cloud Computing [69]

Fog Computing Cloud Computing

Workflow Distributed Centralized

Compute nodes placement Local to their environment  Within the web

Latency Small High

Hops Single hop Multiple hops

Safety measure Hard to measure Measurable

Physical entities Constrained go_mputing and Vast _c_o_mputing and storage
storage capabilities. capabilities.

Vulnerability More vulnerable Less vulnerable

Geolocation discovery Allowed Not allowed

2.4.2 Fog Computing Architecture

Works on Fog architecture include [70][71], arrange Fog environment in a
seven layers reference framework, Figure 2.6. Generally, these layers include;
Physical and Virtual Sensors (Layer 1), Fog devices (Layer 2), Monitoring (Layer
3), Pre and post processing (Layer 4), Storage and resource management (Layer 5),
Security (Layer 6), and Application (Layer 7). The following represent a preview of
those seven layers.

First, the physical and virtual sensors layer. Sensors are the primary source of
data in the Fog Computing. This layer considered as the environment data entry
point. The data characteristics depends on the sensor type and field of application
[72]. Virtual sensors are software sensors that process sensors history data and get
insights from those readings.

Next, the physical devices layer (Layer2). Generally, devices in the Fog are
loT devices (Fog server, Fog device, or a gateway) [73]-[75]. In practice, Fog
servers must possess higher computation powers configurations than both the
gateways and sensor nodes in their coverage area. Fog networks make heavy use of
virtualization to cluster the network entities. Physically and virtually clustered 10T
devices can communicate with each other on demand. This formulation can assist in
developing intelligent applications, for example in intelligent transportation
systems, fuel-aware path planning can be deployed using a collective of Fog servers
and devices [76].
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Layer Cloud
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Virtualization
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Figure 2.6 A layered Fog computing architecture [77]

The third layer is the monitoring layer. The monitoring processes may include
tracking the performance and resources efficiency of the environment [78]. When
devices seek help to locate resources the Fog environment management server will
take these requests and response with an optimized allocation. Furthermore, efficient
resource audit can predict future demands depending on current requests, this can
maintain the acquired QoS as depicted in the Service-level agreement (SLA) and
minimize cost of banalities when violating the SLA.

The pre and post processing is the fourth layer in this architecture and serve
as the data analysis level. Processes can be utilized in this layer include data analysis,
filtering and cleaning the collected data. The resulted data will be in the format that
is needed by the requested node. The Fog server manager will decide whether to
store it locally or on the cloud for permanent storage [74]. The massive data size that
generated from the 10T sensors can be summarized with fixed time intervals on the
Fog and the results that need to be stored for longer periods will be uploaded to the
cloud. In addition, data generated by the I0T devices can be faulty or uncomplete, in
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this case Fog servers must have the ability to regenerate these data and tolerate these
errors (virtual sensing).

The following layer is the storage and resource management layer. The
storage system in Fog environment is a set of individual virtualized storage
components responsible for storing and maintain data availability and usability.
Storage virtualization can greatly reduce the cost of the deployed hardware, in
addition virtualization can protect from data loss by creating redundant backup
versions [79]. On the other side, resource management requires devices capable of
scheduling resource allocation and saving energy consumption. Application
scheduling and resource allocating is the responsibility of the reliability component.
Fog computing have the ability to scale during peak times of demand. Cloud
platform can assure horizontal scalability only, while Fog computing assure both
horizontal and vertical scalability [80]. The distributed nature of resources arises the
problem of resource allocating. The component responsible for resource allocation,
de-allocation, and relocation is the resource allocation component. The huge number
of fog applications which tries to access the resources at the same time requires
efficient access scheduling, this task in carried out by the application scheduling
component. Fog systems are very complex designs due to the focus on maintaining
the entire 10T entities, Fog nodes, servers, and clouds.

The sixth layer concerned with maintaining security issues, and also concerns
with securing fog customers’ data. Cloud users request their services directly from
the cloud, in contrast, Fog users connect to the Fog system for services. Another
responsibility of this layer is the capability of authenticating fog users [81]. To
minimize the threat of malicious attack, an encryption component is used on both
ends of communication links. Generally, the main method of communication in Fog
environment is wireless technologies. Wireless communication has inherited
weaknesses like eavesdropping. In this case, it is important to encrypt the user
identity and prevent any exploitation outside the node premises.

Finally, the last layer is the application layer. This layer contains all the
deployed applications in the environment [82]. The application layer provides a
container for solutions with low latency and lower cost.
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2.4.3 10T-Fog Computing Environment

Integrating cloud computing with 10T applications raise various issues. For
instance, cloud computing does not support applications acquire real or near real-
time requirements like augmented reality, media streaming, and playing online
games [83]. In addition, cloud computing does not provide localized services. The
concerned issues of cloud computing with 10T were solved using Fog Computing
technology by bringing the computation near the end devices. The features held by
Fog computing can preserve the security and demands of 10T entities [84]-[86].

2.4.4 Fog Computing Research Challenges

Fog computing is an evolved approach of cloud computing. 10T devises
became less and less expensive, furthermore, computations were brought nearer to
the end user with the help of the Fog. This new proximity lessens the computations
and data roundtrips to the cloud. On the other hand, the nature of Fog computing
environment brings challenges in terms of security, network devices, and integration
with the Fog.

2.4.4.1 Device and network challenges

Different types of challenges regarding Fog device and network including
decentralized framework, networking resources, and device heterogeneity.

Decentralized framework is a feature leads to redundancy in structure, like
redundant codes in device on the edge of the network [87], [88]. Therefore, fog
computing has to resolve this by minimizing this redundancy in Fog environment.
Additionally, in terms of networking resources, the complexity of the Fog
environment network is high due to the arbitrary distribution of network entities.
Network resources can be allocated via a proper middleware to the demanding
application. Furthermore, device heterogeneity, generally, Fog end devices are
heterogenous which yield diversity [89]. These are some of the concerns should be
considered when developing applications dedicated for the Fog environment. Some
computations can be offloaded from the fog to the cloud when they are not time-
sensitive.
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2.4.4.2 Computational challenges

Fog level computations can be challenging due to different reasons. The main
reasons include; differences in computational powers at each network level, resource
sharing in distributional networks like Fog ecosystem, the diversity of application
requests demands, and also network devices failure, utilization, mobility and
compatibility.

Generally, interactions with the cloud servers are inevitable with Fog
computing. Yet, the interactions with edge devices must have low latency — for
performance considerations, on the other hand, a slower communication is tolerated
when the destination is the cloud. The challenge raised is to locate the place of
computations, whether it should be committed on the premises fog or in the far
cloud.

By default, fog computing is a distributed computation environment. This
way, applications run in the fog need to be robust against errors due to imperfections
sourced from the fog environment [90], [91]. When edge computes do not have the
sufficient computation power, they might reach for those resources in alternative
nodes. The scope of computation might be extended to other resources. The
challenge here is to share those resources and form a resource pool that
accommodate compute request by other applications [92], [93].

Generally, mobile nodes in the Fog need to communicate with each other in
an un-interruptible way which requires the fog environment to perform extensive
computing [94]. The OpenFog is an N-level environment which mean that large
numbers of levels produce delays on the environment. In a mobile Fog environment,
the level of delay will be acceptable when the number of levels is thoroughly
examined.

Additionally, Devices in the Fog are diverse in type and accessibility;
therefore, resources utilization is un-uniform and even random. Fog devices are
solely capable of running applications. This challenge is of concern wen adding the
probability of failure in Fog devises are high because of the distributed and disperse
nature of its environment. As a result, fog devices may become faulty in several
occasions, like obsolete service, hardware failures, and software breakdown. Other
out-of-control failures include wi-fi connectivity is down and main power
malfunctions. Another aspect is that 10T devices are manufactured by variety of
companies, having that number of proprietary specifications in hardware as well as
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software configuration. In addition, security requirements enforce intellectual
procedures and devices to work.

Furthermore, request provision handling also raises a challenge. Millions of
0T devices are inside the Fog environment sending request through the network
with diverse application types. This diversity represents a challenge to the Fog
environment, centralized approaches can be considered to resolve this problem.

2.4.4.3 Security challenges

The diversity of devices in Fog networks make them vulnerable to variety of
threats. One type of attack discussed in [95], was the man-in-the-middle attack in
the fog computing environment. The aspects of concern in Fog architecture are
information and structure. Fog environment extensively use wireless media;
therefore, it inherits all the attack threats of this media. The nature of Fog devices
makes them vulnerable to physical attacks. The challenge is to operate those devices
sufficiently safe on the edge.

2.4.4.4 System management challenges

Challenges on the service level include service-oriented computing,
management of resources and cloud and fog integration.

Client services are spread across the cloud and the edge as small services. This
disperse of services has its own problem, because it arises the issue of provisioning
the service itself for the specific device. Generally, solving this problem demands a
suitable architecture can minimize the latency for fog communications.

On the other hand, Fog environment is easily adopted to the lack of resources
and frequent failures. A breakdown of fog nodes may have a wide-spread and can
lead to a degraded performance. Fog resources are virtualized in the environment.
Generally, virtualization arise a number of problems like migration, latency, and
initialization, which all need attending for proper management to get better
availability during network downtimes.

The fog framework contains both cloud and fog entities. Hence, providing
better QoS for different users in terms of their services, while assuring end-to-end
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communications between the cloud and the fog, is a major issue [96], [97]. In
conclusion, end-to-end integration should be dynamically allocated.

2.5 Internet of Things in Fog Environment

Fog computing is placed in the middle between the cloud and end devices.
This position brings the fog near the edge of the network. Furthermore, the fog layer
can compute processes without frequently routing them to the cloud, which can
radically reduce the amount of information transferred to the cloud. The rapidly
increasing number of 10T devices implies that a significant amount of data will be
transferred throughout the network.

Normally, the lower layer is comprised of huge wirelessly connected peer-to-
peer sensors, self-organized, multi-hup network. The entities of this layer are
collaborative in collecting and processing information perceived from objects in the
network coverage area and routing them to the fog mini-data centers. The network
sensors and the nodes in their coverage are normally battery-operated, which have
variant time-interval power impulses (periodicity) depending on their nature of
operation. Other important metrics that affect nodes operation include the amount of
traffic processed, the number of edges a node has (ingress and egress), and external
environmental parameters. Thus, energy consumption is a critical factor in the
design of such computation-constricted devices.

2.6 Resource Allocation for 1oT-Fog Environments

Resource allocation plays a vital role in loT-Fog environments, directly
Impacting the quality of service (QoS) experienced by users. It involves effectively
managing the distribution of processing, storage, and communication resources
among devices and services within the loT-Fog network. In fog computing, three
primary scheduling problems exist: resource allocation, task scheduling, and
workflow scheduling.

The main objective of resource allocation is to optimize the allocation of a
diverse set of tasks with varying QoS requirements to distributed and heterogeneous
fog nodes. The goal is to achieve low latencies, maximize resource utilization,
minimize energy consumption, make-span, and cost. As fog devices handle dynamic
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and diverse tasks from various fog applications (some being latency-sensitive while
others are delay-tolerant), these tasks await execution in a ready queue on resource-
constrained fog nodes. Hence, finding an efficient and swift sequencing method for
these tasks, based on their criticality, is significant to maximize resource utilization
and minimize delays, costs, and energy consumption.

The 10T devices generate jobs that can be decomposed into a series of tasks.
These tasks can be either independent or dependent. The independent tasks are not
affected by the execution order. However, the dependent tasks can execute only after
the completion of their parent tasks. Dependent task scheduling, also known as
workflow scheduling. The objective of workflow scheduling is to distribute tasks
onto heterogeneous fog nodes and decide an execution sequence of all tasks in a
workflow according to their dependencies along with minimization of their
makespan.

However, resource allocation in 1oT-Fog environments is challenging due to
several factors, including the dynamic nature of 10T devices, the heterogeneity of
fog nodes, and the scalability of the network. Evolutionary algorithms are a
promising approach for addressing these challenges in resource allocation. In the
following sections, we discuss the challenges of resource allocation in loT-Fog
environments and the adopted methods to solve this problem with an emphasis on
evolutionary algorithms.

2.6.1 Challenges in Resource Allocation for 10T-Fog Environments

The key challenges in resource allocation for loT-Fog environments include
(but are not limited to) nodes/clients' mobility, heterogeneity, scalability, and QoS
requirements.

First, 1oT devices are often mobile and have varying computational
capabilities and power constraints. As a result, the availability and demand for
resources constantly change, making it challenging to allocate resources effectively.
Machine learning and evolutionary algorithms can provide adaptive and dynamic
resource allocation techniques to cope with these changes.

Furthermore, Fog nodes in loT-Fog environments have varying computing
and storage capacities and communication bandwidths. In addition, different fog
nodes have different QoS requirements and resource constraints. Allocating
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resources effectively to fog nodes while satisfying their requirements is a
challenging task. Deploying machine learning and evolutionary algorithms can
optimize the allocation of resources to heterogeneous fog nodes.

Moreover, 10T-Fog networks can scale up to thousands or millions of devices
and services. Resource allocation techniques should be scalable and efficient to
handle the large volume of devices and services in the network. Using machine
learning and evolutionary algorithms can provide scalable and efficient resource
allocation techniques.

Finally, 1oT-Fog applications have different QoS requirements, such as
latency, reliability, and throughput. Resource allocation techniques should be able
to allocate resources in a way that meets the QoS requirements of applications.
Machine learning and evolutionary algorithms can optimize resource allocation to
meet QO0S requirements.

2.6.2 Classification of Resource Allocation Approaches in loT-Fog

Environment

The problem of loT-Fog environment resource allocation is solved using the
approaches usually used to solve resource allocation problems. These approaches
include traditional approaches, integer linear programming, heuristic methods, fuzzy
logic, reinforcement learning, and deep learning approaches.

2.6.2.1 Traditional Algorithms

Conventional algorithms are characterized as static algorithms wherein all the
pertinent information regarding tasks and fog resources is pre-known, enabling
scheduling decisions. These algorithms are straightforward and uncomplicated,
making them easy to comprehend and implement.

First Come First Served (FCFS) is the simplest method where methods are
executed according to their time of arrival [98]. There are no priority or time
scheduling in the base version of FCFS. Round Robin (RR) strategy gives a time
slot from the CPU time for each job to be processed. The round-robin method also
deploys the first-come-first-served approach [98]. when the time window expires,
the task is moved to the end of the queue. If the task ended before the end of the
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assigned time slot, the task is preempted and the processor time is rescheduled. The
Min-Min algorithm assigns machines to the shortest execution time jobs first [99].
On the other hand, jobs with longer completion times will have longer waiting times.
The Max-Min algorithm assigns computing resources to the tasks with the longest
execution time first, which might cause starvation for tasks with minimum execution
time. The previous approaches can be considered as static methods, other approaches
introduce priority to the incoming tasks. The Priority approaches sort the arrived
tasks according to some attached criteria (mainly, deadline) and prioritizes the
assignment of resources accordingly.

2.6.2.2 Integer Linear Programming

ILP is a widely-used mathematical technique where one or more of the
decision variables are further constrained to take integer or binary values. The
objective function as well as the constraints, must be linear [100]-[103]. Mixed ILP
(MILP) is frequently employed to resolve optimization challenges encompassing
both continuous and discrete variables, as well as nonlinear functions present in
either the objective function or the constraints. In MILP some variables are allowed
to be non-integer, but the objective functions are linear. This approach is
implemented in works like [104]-[107]. Mixed Integer Non-Linear Programming
(MINLP) is another approach in integer programming, where variables, objective
functions and/or constraints can be non-linear. This method was deployed by works
like [108]-[111] to optimize their problems.

2.6.2.3 Heuristic Algorithms

Heuristic algorithms are adaptable and appropriate techniques for optimizing
scheduling problems, such as resource allocation, with the objective of delivering
solutions efficiently within a brief timeframe. Heuristic algorithms do not guarantee
an optimal solution but they give a near-optimal solution. Furthermore, heuristics
generally have low time complexity [112].
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2.6.2.4 Meta-heuristic Algorithms

Over the past few years, meta-heuristic algorithms have experienced a surge
in popularity and have become prevalent in solving intricate computational
problems. Researchers employ these algorithms to seek optimal or nearly optimal
solutions for task allocation in distributed computing environments. The reason for
their widespread usage is their ability to yield near-optimal solutions in a reasonable
time frame.

Meta-heuristics algorithms include: Evolutionary Algorithms: These
algorithms imitate the evolutionary processes found in nature to address
optimization problems. Examples of evolutionary algorithms with the corresponding
original research include GA [113], Genetic Programming (GP) [114], Evolution
Strategy (ES) [115], and Biogeography-Based Optimizer (BBO) [116] are examples
of evolutionary algorithms. Genetic Algorithm (GA) utilizes chromosomes to
represent each individual, which consist of binary-coded genes. The algorithm
initiates with a random selection of the initial population, and an objective function
Is employed to assess the fitness of each chromosome. To generate a new population,
mutation and crossover operations are applied to selected chromosomes. These steps
repeat till max generations are iterated or the best offspring is found. An
implementation of GA is Nondominated Search Genetic Algorithm (NSGA) [117].
A well-known version of NSGA is the NSGA-11 [118] which has been deployed in
loT-Fog environments in works like [119]-[122].

Swarm Intelligence (SI): Swarm intelligence is an evolutionary
computation-based technique inspired by the collective social behavior of swarms.
Collective intelligence is depicted from the interaction between swarm individuals
and the interaction of the swarm with its environment. Well-known examples of SI
algorithms include Particle Swarm Optimization (PSO) [123], Ant Colony
Optimization (ACO) [124], Artificial Bee Colony (ABC) [125], and Fish Swarm
Algorithm (FSA) [126].

Swarm-based optimization includes additional nature-inspired algorithms
like Grey-Wolf Optimization [127], Monkey Search [128], Bee Collecting Pollen
Algorithm (BCPA) [129], Cuckoo Search (CS) [130], Dolphin Partner Optimization
(DPO) [131], Bat-inspired Algorithm (BA) [132], and Firefly Algorithm (FA) [133]
to name a few.
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2.6.2.5 Hybrid Heuristic

A hybrid-heuristic algorithm is a combination of two or more heuristic
algorithms that leverages the unique strengths of each algorithm while compensating
for their individual limitations at each stage. As a result, it produces superior
outcomes compared to using a single heuristic alone. Hybrid algorithms may merge
a mono-objective algorithm with a population-based algorithm or even combine two
heuristic/meta-heuristic algorithms. Hybrid heuristic algorithms were deployed in
the field of resource management inside the 10T-Fog environment to enhance the
performance metrics of the network. Exemplar hybrid algorithms include a hybrid
of modified particle swarm optimization (MPSO) and modified cat swarm
optimization (MCSO) [134], Hybrid Flamingo Search with a Genetic Algorithm
(HFSGA) [135], Elitism-based GA (EGA) with PSO [136], and fireworks algorithm
(FWA) with Heterogeneous Earliest Finish Time (HEFT).

2.6.2.6 Reinforcement Learning

Reinforcement Learning (RL) is a type of machine learning that has proven
effective in addressing the Job-Shop Scheduling Problem (JSSP). RL involves a
sequential decision-making process where an agent acts as the decision-maker and
learns to optimize its behavior through interactions with the environment [137].
These algorithms are successful due to their ability to handle uncertainty, self-learn
from experience, computational efficiency, and adaptability, making them well-
suited for scheduling diverse tasks in a fog computing environment [138]. In RL,
self-learning agents take actions in response to specific situations to maximize the
rewards they receive. By using RL, a system can effectively map situations to
appropriate actions. The key concepts in RL include agents, environment, states,
actions, and rewards [139].

In recent times, the fusion of deep learning with reinforcement learning (RL)
has led to significant advancements in deep RL (DRL) approaches. This powerful
combination has demonstrated exceptional performance in complex control
domains, underscoring its superior decision-making abilities within complex and
unpredictable environments [140].
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Table 2.3: Comparison between Optimization Algorithms

Technology Merits Demerits
* simple and straightforward e unsuitable for fog
to implement * minimal environments characterized
Traditional computational cost by uncertainty and dynamics
predictable and consistent < lacks adaptability to
In its outcomes changing conditions
* versatile « comprehensive  * unsuitable for complex and
* widely employed in dynamic fog environments
ILP, MILP scheduling tasks with high dimensions ¢
incapable of managing non-
linear effects
« simple and cost-effective < prone to being trapped in
to implement ¢ provides local optima due to its greedy
Heuristic solutions within a nature

reasonable timeframe

* lacks flexibility and
scalability

Meta Heuristic

* capable of finding a nearly
optimal solution within a
reasonable timeframe

* improves resource
utilization

» Takes a considerable
amount of time to converge *
Does not support mobility
factor

Hybrid-
Heuristic

* Outperforms heuristic
algorithms * Yields quick
solutions * Demonstrates
flexibility

* Identifying the optimal
hybrid solution is
challenging

* Lacks adaptability

Reinforcement

* Simple implementation
* Superior performance in
uncertain environments

* Challenging to apply in
diverse scenarios * Not
suitable for complex and

Learning dynamic fog computing
environments
* Outperforms basic * Exhibits slow convergence

Dee Reinforcement Learning when dealing with high-

ep * Demonstrates strong dimensional state-action
Reinforcement )

: performance in complex, spaces.

Learning

uncertain, and dynamic fog
computing environments
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From the previous discussion, we can conclude that traditional and integer
linear programming approaches are not fully compatible with the loT-Fog
environment without modification. Despite the simplicity of traditional algorithms,
they lack adaptability in the dynamic, and uncertain environment like the 10T-Fog
environment. Furthermore, integer linear programming (ILP) algorithms are widely
used in scheduling problems (Huang et al., 2022b; Ma et al., 2022b; Mouradian et
al., 2019b; G. Peng et al., 2021; Zhou et al., 2022b). ILP algorithms are Non-
deterministic Polynomial-time hardness (NP-hard) problems and the complexity of
this type of problem grows dramatically with the number of variables (objectives).
Hence, when the number of the environment’s variables increases and the nature of
objectives is complex, the feasibility of these approaches becomes less and less
attractive to researchers. For the stated reasons this work did not implement LP in
the proposed solution.

Now, if we compare heuristic algorithms with reinforcement learning (RL)
techniques we can notice the following; first, RL typically requires a significant
amount of interaction and feedback from the environment to learn optimal policies.
In fog computing, obtaining real-time feedback or accurate performance metrics for
resource allocation decisions can be challenging. Evolutionary algorithms, on the
other hand, can operate without explicit feedback and can be applied in scenarios
where limited or no feedback is available.

Next, heuristic algorithms tend to have simpler and more intuitive structures
compared to RL algorithms, which often involve complex neural network
architectures and learning processes. This simplicity can make heuristic algorithms
easier to understand, interpret, and implement in resource allocation scenarios,
especially when the problem requirements are well-defined and transparent.
Furthermore, evolutionary algorithms inherently explore the solution space by
maintaining a diverse population of candidate solutions. This can be advantageous
in fog computing resource allocation, as it allows for broad exploration of different
resource allocation configurations. In contrast, RL algorithms often rely on iterative
learning through trial and error, which may be time-consuming and may not
guarantee comprehensive exploration of the solution space.

Additionally, resource allocation in fog computing often involves optimizing
multiple objectives simultaneously, such as minimizing latency, maximizing
reliability, and minimizing energy consumption. Evolutionary algorithms excel at
handling multi-objective optimization problems and can find a set of diverse
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solutions that represent tradeoffs between different objectives. RL, on the other
hand, may require additional techniques or modifications to handle multi-objective
optimization effectively.

In conclusion, we can now state that for the reasons discussed above,
evolutionary algorithms are the best approach to solve our problem for loT-Fog
environment resource allocation.

2.7 Optimization

Generally, solving resource allocation in loT-Fog environment is a
challenging problem because it aims to satisfy a number of goals. For instance, when
the problem needs to satisfy a minimum use of energy, monetary cost, network
resources and computing resources, the solution would be a tradeoff among these
targets. From this, an optimization approach can be used to get a near-optimal
solution. In practice, optimization problems categorized into single-objective
optimization (SOO), and multi-objective optimization (MOO). First, SOO are used
when the goal is to optimize a problem with single objective. Next, MOO is more
suitable for solving resource allocation problems in 1oT-Fog environment due to the
multiple goals that the problem inherently has.

In this work we will discuss only MOO problems because it is the method for
solving our problem, and the method is similar to SOO and differ only in the number
of objectives.

2.7.1 Multi-Objective Optimization Problems

In SOO the result will be a single solution, on the other hand MOO will
generate multiple solutions that satisfy the desired goals with different compromises.
The mathematical form of a minimization MOO is:

minimize F(x) = f1(%), f,(X), ..., f, (%) (2.1)
subject to: g;(x) =0, i=1,2,..,m (2.2)
h(X)=0,i=1,2,..,p (2.3)
Li < X < Ui,i = 1, 2, v, n (24)
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Where n is the number of variables search space, o is the number of objective
functions, m is the number of inequality constraints, p is the number of equality
constraints, g is the inequality constraints, z indicates the equality constraints, [L, U]
are the boundaries of variables, and i is the variable index.

In SOO solutions can be compared using binary relations like (>, <, and =)
because there is only on objective function. For example, in a minimization problem
the relation X<Y (both X and Y are solutions in the problem) decides if solution X
has less objective value than Y. On the other hand, this approach is not feasible in
MOO problems. In this scenario, one solution is considered superior to (dominates)
another solution if and only if it achieves equal or superior objective values across
all objectives and outperforms the other solution in at least one objective function.
This concept is called the Pareto-dominance [146].

The Pareto-optimality of solution X states that there should be no other
solution Y that is better than (dominant) X, as illustrated in the following relations
[147].

if we have two vextors x = [x;|i =1,2,...,k],and y = (2.5)
[vili=1,2,..,k],

then x donimnates y (x > y)iff:

Vie{1,2, ... k}L{f(x)=f)IA[i€e{1,2, .., k}: f(x)]
solution x € X is called Pareto — optimal if f: (2.6)
Ay € X|F(y) > F(x)

Another two important definitions related to MOO are the Pareto optimal set
and Pareto optimal front. Both concepts are illustrated below.

The Pareto set is the set of all Pareto optimal solutions: (2.7)
Ps = {x,y € X|3F (y) > F(x)}

The Pareto optimal front is the set includes all the objective (2.8)
values of the solutions in the Pareto optimal set:

Py = {F(x)|x € P}

Now after presenting the essential concepts in MOO, we can illustrate the

meta-heuristic algorithms used in the work. First, the bio-inspired algorithm NSGA-
Il is presented. Next, we present the nature-inspired algorithm MOGWO.
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2.8 Non-dominated Sorting Genetic Algorithm Il (NSGAII)

The Non-dominated Sorting Genetic Algorithm (NSGA), which was
introduced in [117], stands out as one of the most effective evolutionary algorithms
(EAs) for multi-objective optimization [148]. NSGA is equipped with a ranking
procedure that prioritizes the convergence of solutions, making it capable of
discovering optimal or near-optimal solutions. NSGA-II [120], an improved version
of NSGA, distinguishes itself through its swift elitist ranking procedure. This means
that NSGA-II consistently retains the best solutions (those with higher ranks in the
nondominated set) within the most recent population.

The motivation of NSGA-II was to solve the following criticisms of the
original work (NSGA):

1. The existing nondominated sorting algorithm used in NSGA has a high
computational complexity of O(MN?®) where N represents the population size,
and M is the number of objectives. Consequently, when dealing with large
population sizes, NSGA becomes computationally expensive due to the
intricate nature of the nondominated sorting procedure in each generation.

2. An absence of elitism in NSGA has been highlighted in earlier works like
[149]. Introducing elitism to the genetic algorithm (GA) has been shown to
significantly enhance performance by preserving valuable solutions once they
are discovered.

3. Ensuring diversity in the population to obtain a wide range of equivalent
solutions traditionally relied on sharing concepts. However, this approach
demands the specification of a sharing parameter (os,4r¢), Which can be
problematic.

The study reveals that NSGA-II performs better than two other modern (at the
time of the study) multi-objective evolutionary algorithms (MOEAS), namely,
Pareto-archived evolution strategy (PAES) [150] and strength Pareto EA (SPEA)
[151], both in terms of discovering a diverse range of solutions and in approaching
the true Pareto-optimal set. The contributions of NSGA-II are: 1) Fast nondominated
sorting approach and 2) Diversity preservation.

The fast nondominated sorting approach reduces the computational complexity
of the algorithm from O(MN?) to O(MN?). For the set of solutions found in the first
iteration of the algorithm, two quantities are calculated: i) the domination count np,
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which represents the number of solutions that dominate the investigated solution,
and ii) the set of individuals S, that the solution dominates.

The sharing parameter of the largest distance o, CoOnsidered one of the
drawbacks of NSGA because it should be tuned manually. On the other hand,
NSGA-II uses the value from the crowding distance function to preserve the
solutions diversity. This approach eliminates the need for the sharing parameter. To
achieve diversity preservation the algorithm introduces two methods; first method is
the distance estimation function, and second method is the crowding comparison
operator.

The crowding distance of solution i (igistance) 1S Calculated by the average side
distance of the cuboid formed from its nearest solutions taken from the same front
(Figure 2.5) where solid circles represent the solution front, and dashed lines
represent the surrounding cuboid of solution i.

. F 3
i

L J

§
Figure 2.7: Crowding distance in NSGA-II

Algorithm 2.1 shows the method to calculate the crowding distance as
proposed in NSGA-II. To ensure that the two solutions that form the edges of the
crowding cuboid are always selected, their distance is set empirically to infinity (o).

ALGORITHM 2.1: CrowdingDistance

INPUT: F: the set of fronts in the current generation, O is the set of objective functions
OUTPUT: Crowding distance for each solution

BEGIN

1. SET N to the number of fronts in the current generation
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2. FOR every frontiin F
2.1 Initialize distance for all individuals to 0
2.2 FOR every objective 0 in O
2.2.1 Sort front F; on objective o using the Non-Dominated Sort method
2.2.2 FOR every individual j in front i
2.2.2.1 IF objective o is the boundary, assign infinite distance to it, i.e., Fiflj =

[0} [0}
Fiivi—Fij-1

2431 ELSE, F{j = F{j + 2540

4. RETURN F with the calculated crowding distances
END

The next proposed enhancement is the crowded-comparison operator (<)
that measures the Pareto front solutions density. This operator provides the required
spread of solution along the Pareto front. In the first step of this procedure each
solution is given a rank according with its index inside its front after the non-
dominated sort. Now each solution will have a rank and a crowding distance. Next,
for each two solutions in front F;, Fi, and Fiq the solution F;, will be included int
next generation if:

1. The rank of F;, less than the rank of Fi.
2. If they have the same rank the F;, will be selected if its crowding distance is
greater than Fiq (FZ, > Ff%).

Although NSGA-II is a widely used and effective multi-objective optimization
algorithm, but it has some limitations. Its drawbacks include high computational
complexity, lack of explicit elitism, potential premature convergence, difficulty in
handling constraints, and nonuniform distribution of solutions. Additionally, NSGA-
Il may struggle with problems involving many objectives or complex Pareto fronts.
Despite these limitations, NSGA-II remains popular due to its overall effectiveness,
and researchers continue to work on improving and adapting the algorithm. Figure
2.5 illustrate the general process of NSGA-II.
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Figure 2.8: NSGA-II Process

2.9 Multi-Objective Grey-Wolf Optimization (MOGWO)

The multi-objective grey-wolf optimization algorithm is an enhancement to
the original single-objective GWO [127]. GWO is a nature-inspired optimization
algorithm motivated by the social hunting behavior of the Grey-wolf pack. The
MOGWO has added a number of contributions to the original GWO including; the
nondominated solutions were preserved using an archived solution, and a grid
approach was introduced to control the explored space of the archived wolves.
Furthermore, the selected three leaders (alpha, beta, and delta) were used to update
the archived population.

In MOGWO the alpha leader is the fittest solution so far, then beta and delta
wolves are the second and third fittest solution respectively. The omega population
is the rest of the candidate solutions. The three leader wolves control the hunting
process which comprises the following steps: first, tracking, chasing, and
approaching the prey. Next, encircling the pray to kame it stops. Finally, attacking
the prey.
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The hunting behavior is derived by two variables controls the exploration of
the three leader wolves (4) and (C) which calculated as follow:

A=20xax#—a (2.9)

C =20X7, (2.10)
Where a is a vector of values decreasing from 2.0 to O during algorithm
iterations, and ry and r, are random number in the range [0,1]. As mentioned before
the sigma population follow the three leaders, to update the position of the rest of
the pack MOGWO derive the following equations:

Dy = |Gy X, — X| (2.11)
Dg = |Cy. X — X| (2.12)
Ds = |C3. X5 — X| (2.13)
X, =X,—A,.D, (2.14)
X, =Xz —A,.Dy (2.15)
X; = X5 — A3.Dg (2.16)
Ky = BEetha (2.17)

3

The effect of 4 is that it ensures exploration for the wolves during hunting.
When the value of 4 is larger than 1 the wolf will approach the prey (converge), and
when it is less than -1 the wolf will withdraw (diverge) from the prey. This effect
generates a stochastic behavior for the wolves' hunting process.

The GWO algorithm initiates optimization by generating a random set of
solutions as the initial population. Throughout the optimization process, the three
best solutions obtained so far are saved and designated as alpha, beta, and delta
solutions. The position updating formulas (2.11) to (2.17) are applied to all search
agents except alpha, beta, and delta. Concurrently, the parameters "a" and "A" are
gradually reduced during iterations. This causes the search agents to diverge from
the prey when |A| > 1 and converge towards the prey when |A| < 1. Ultimately, the
position and score of the alpha solution are returned as the best solutions obtained
during optimization when a termination condition is met. Figure 2.9 illustrate the
general process of the MOGWO algorithm.
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Figure 2.9: The general process of the MOGWO algorithm.

One of the drawbacks that MOGWO algorithm suffers from is the lack of
elitism in its implementation. To overcome this limitation this work introduces
elitism to this algorithm to maintain diversity on the generated population and
enhance exploration of its individuals.

The next section discus elitism in general and the two implemented elite
methods adopted immigration-based elitism and opposition-based learning strategy.

2.10 Elitism in Multi-Objective Evolutionary Algorithms

In general, elitism is the process of inserting new individuals into the
population to be used in the next generation [25]. Different strategies were
implemented by researchers; the most important strategies are:

1- Finding all the non-dominated solutions in the population and directly insert
them into the next generation population.

2- Using a union of the generated population and the non-dominated solutions
and select the best individuals for the next generation.

3- Maintaining an external archive for the best solutions so far (non-dominated
solutions) and updating this archive each time a new generation is produced.
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2.10.1 Adaptive Migration-Based Elitism

This method selects a ratio of the population to replace the worst individuals
in the current population. The number of elite populations im is calculated by
multiplying the population size NP by an adaptive random variable r¢ as in Eq. 2.18.

im =1, X NP (2.18)

The probability of considering an elite population is controlled by an adaptive
random variable Py, in the range [-1, 1]. If Py, is greater than a random number rand
then the elite process will take place, otherwise, the population will stay unchanged
[152]. The adaptive process depends on comparing the average fitness of the current
population with the average fitness of the elite population. When the elite population
has larger average fitness then Py, will be increased by a random number in the range
[0, 1] to decrease the probability of inserting new elite individuals in the current
population as illustrated in Eqg. 2.19. The process of adaptive immigration-based
elitism is illustrated in Algorithm 2.2.

; cost cost
P = {Pm + Cy,if avg(A°°SY) > avg(Pcos) (2.19)

P, — C;, otherwise

This adaptation method reduces the probability of inserting individuals that
might guide the optimization process in favor of one objective than another
objective. Another advantage of adaptation is the provision of parallelism in
selecting the elite population.

ALGORITHM 2.2: Adaptive Immigration-Based Elitism
INPUT: P population of the current generation
OTPUT: E elite population
BEGIN
1. Initialize the method’s parameters from the calling algorithm as follows:
1.1SET P,, = rand(-1,1)
1.2 SET C; = rand(0,1)
1.3SET C, = rand(0,1)
1A4SETE « {0}
1.5 SET N to the number of individuals in P
2. IF rand is less than Pp,
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2.1 SET number of immigrated population im to r,; X N
2.2 Select im worst individuals from P and assign it to E
2.3 IF avg (E€°st) is greater than avg (P°st)
2.3.1 Increase P, by C;
2.3.2 ELSE, decrease B, by C;
4. RETURN elite population E
END

Stagnation mitigation using the adoptive immigration-based elitism is
accomplished using the re adoptive variable. The method followed compares the

average crowding distance of the elite population (avrg(E”"OWd""g ”)) with the
crowding distance of the immigrated population before transformation
(avrg(P{im}”m’Wding”)). The adopted random variable re will be updated as
illustrated in Eq. 2.20:

Tel + (rel X Cl)

el = {Tez; otherwise (2.20)

When the algorithm detects a stagnation in the generated solutions, it uses the
elite population in parallel with MOGWO to inject new solutions to the population.
Therefore, the extended generation will provide diversity enhanced individuals that
can retain optimality to the next generations.

2.10.2 Opposition-Based Learning Strategy

This approach states that if trying to get an estimate X of a solution x then we
might be far from the actual value so with no prior knowledge, we can take the
opposite of x [153]. In environment like 10T-Fog and a problem like resource
allocation, this assumption is feasible, because if we try a worst placement solution
then its opposite might be better and the solution would converge faster.

The method of calculating an opposite of a value is straight forward (Eq. 2.21)
and for a vector the method will be calculated for each element (Eq. 2.22).

Let x € R be a real number in the range x = [a, b].

The opposition value Xis X =a+ b — x (2.21)
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Let P(xq, X3, ..., X, In @n n-dimensional space with x4, x,, ..., x, € R and x; €
[a;, b;]. B

The opposition point P is defined by:

Xi=a;+b;—x;,fori=12,..,n (2.22)

Now we can formulate the opposition-based learning as follow: If we have a
desired function f(x) with an evaluation function g(.), and x is an element in f(x) with
opposite value . Then if g(f(x)) = g(f (X)) then we continue using x otherwise X
Is considered.

2.11 The Proposed Optimization Algorithm Evaluation Metrics

The evaluation of the proposed algorithm done with two methods: 1)
benchmark test functions, 2) multi-objective evolutionary algorithms performance
indicators.

2.11.1 Benchmarking Test Functions

Generally, the benchmark functions provide a tool to measure and compare
algorithms performance. The set of functions used in this work is the IEEE CEC09
[154], and the subset of functions implemented are functions from UF1 to UF10.
Table 4.1 shows the functions formulae, number of objectives, number of test
variables, and search space bounds.

2.11.2 Multi-objective EA Performance Indicators

The following discussion on the performance indicators assumes the existence
of two variables A and Z. The first variable A is the objectives values obtained from

our algorithm taking the form A = {al, ay, ..., a|A|}. The second variable is Z which
is a set of pareto front [11] points and taking the form Z = {zl, Zy, e, z|Z|}.

1. The first indicator is Generational Distance (GD) [155], this indicator
measures the distance from known solution to the Pareto-front reference points, or
in another words, compute the average distance from the obtained solution to the
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reference points, Eq 2.23. The relation below describes how the GD indicator works.
Where d represents the Euclidian distance (L) between point a; and the nearest point
inZ, asin Eq. 2.23.

GD(4) = =(5i4, a?) P (2.23)

2. The second indicator is the Generational Distance Plus (GD*) [155] this
indicator is similar to the GD indicator; except they use a modified distance measure
d*. Where d* is the minimization distance between the solution point a; and the
reference point zj, d* = max{a; — z;, 0}, Eq 2.24.

1/2
+ Al 5+2
GD*(4) = = (2 a*) (2.24)
3. Another indicator is the Inverted Generational Distance (IGD) [156]
which measures the inverted distance (d) i.e., from z; to the nearest a;, Eq. 2.25.

160y = & (i, 7)™ (2.25)

4. The Inverted Generational Distance Plus (IGD") [156] indicator is
another distance related metric. This indicator uses the same modified distance
method d* used in GD+. Eq. 2.26.

IGD*(A) = (z'z' d+2)1/2 (2.26)

5. The Hypervolume (HV) [157] indicator is a measure of solutions diversity
(in contrast to other discussed indicators). The HV indicator does not need to know
all the Pareto front, only one reference point suffices. The Hypervolume calculates
the maximum area/volume between the reference point and the solution points.

6. The Spacing (SP) [158] indicator measures the spreading score of a solution

to the approximated Pareto front. For solution S this indicator is calculated as follows
(Eq. 2.27):
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- 2
SP(S) = \/lsl;_lz'iﬂl(d — d)) (2.27)
Where d; is the |; distance between a point s; € S and the closest point of the

Pareto front approximation produced by the same algorithm, and d the mean of the
di.

7. This work considers the Ratio of Superiority (RS) as another source of
algorithms’ performance comparison. For all the tables in this section, the Ratio of
Superiority (RS) for our proposed algorithm verses other algorithms is calculated as
in Eq. 2.28:

RS = (ﬂ) (2.28)

Xq

The RS metric measures the superiority of X; over X,. If RS is positive then X;
Is better than X;, otherwise X; is worse than Xo.
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Table 2.4: Benchmarking functions used in this work

F FORMULA N O BOUNDS
L\

fi= U |216h[ — sin (6nx1 n)]
o _ 2 0 p [0A]x
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1 .
fu= (55 + &) Isin@Nma)| + 5
1 ,
fr=1—x + (EJF e) |sin(2Nmxy)| + 5~

2]Eh h(y])
Z]EJZ h(y])

Lo 1721 30 [0,1] x
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12
fi = 0.5[max{0,(1 + &)(1 —4(2x; — D)} + 2x4]x, + %Z,-Eh [xj — 2x,8in (27rx1 + %)]
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£ o 2
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WHERE J1, J2, AND J3 ARE SAME AS UF8 AND
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Yj = Xj — 2x,sin (2nx1 + 7)
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2.12 10T-Fog Environment Network Design

The second stage in the proposed work is the 10T-Fog environment network
design. Network implemented in this research is principally consists of entities and
services.

Generally, the network physical topology adopts the layered architecture of
fog environment as described in Section 2.4.2. Hence, entities presented as fog and
cloud devices (nodes), and clients (Figure 2.10). Furthermore, clients can have
sensors and/or actuators installed on them.

Cloud %
Fog Fog Fog Layer
Senices Senaces
Private Server/
Cloud
AN

L . NS o S
7 )
>/\ ) gl o7
) Pﬁ! @ m vevices

Figure 2.10: loT-Fog Environment Entities [159]

The 10T-Fog infrastructure devices are interconnected by channels of
communication for both cloud and fog nodes [160].

Typically, the edge devices of the network can be mobile (installed inside
moving objects such as vehicles, or humans carrying monitoring devices). Following
the fog computing paradigm, network links for static devices might be connected to
several nearby nodes utilizing wide range of connection media. On the other hand,
mobile entities are generally connected to the nearest available stationary node (fog
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or cloud) via wireless gateway. The logical part of the network is the application(s)
installed on the client devices. The method that the application implemented follow
the distributed processing paradigm. In consequence, applications are modelled as
dependent group of modules (methods) distributed across different nodes as
illustrated in Section 2.4. In addition to the aforementioned entities, the architecture
assumed the existence of a controller entity that fully aware of all the environment
entities and links deployed and their specifications. The controller node represents
the network as a directed graph with nodes as vertices and communication links as
peer-to-peer edges. Generally, network links do not have to be fully connected, yet
there always a link between any two nodes in the network. Meanwhile, the controller
(i.e., broker) sees the application as a Directed Acyclic Graph (DAG) with modules
as vertices and modules data dependencies as edges, as described in Section 2.12.2.
Due to the amount of information available, the controller can deploy the
optimization algorithm and obtain a solution on how to map modules on the nodes
to run the required application. The next sections describe the main components of
the 10T-Fog network.

2.12.1 Network Entities

In principle, the network environment entities comprise of sensors, actuators,
and devices (i.e., clients, fog, cloud). An overview of these entities and their
collaborations are presented in this section.

2.12.1.1 Network Sensors and Actuators

Network sensors are the 10T part of this research architecture. Sensors are
characterized by several specifications like connectivity type, periodicity of
messages and the generated messages attributes. For a sensor deployed in the
network, it assumed that each sensor has a gateway node that it connected to (i.e.,
client node). Furthermore, sensors generate sensing data that define the output tuple
type to be send to the gateway, the target module, and the transmission distribution
rate (messages/time unit). The transmission rate can follow any probability
distribution model such as deterministic, normal, or unform to simulate different
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behaviours of sensing environment. The type of distribution selected will determine
the time delay between two generated tuples.

Furthermore, actuator entities are also attached to client devices and have a
dedicated connected gateway node. Generally, 10T applications start from a sensor
and end with an actuator, which represent an application loop or flow. As soon as a
tuple (message) reaches the actuator calculations can be conducted to calculate the
end-to-end delay for the corresponding application flow to measure metrics like QoS
satisfaction and ultimately validate the resource allocation algorithm performance.

2.12.1.2 Messages (Tuples)

In loT-Fog environment, messages are the principal element used by the
environment entities to communicate between each other. When a network system
component (i.e., node or sensor) needs to transmit data to another component (i.e.,
node or actuator), it formulates a message and transmit it to its gateway if the target
IS an actuator or to the next node following its processing dependency path. Tuples
are tagged by the identifiers of the originated and targeted modules, and the message
type. The tuple has also fields that specify the number of resources needed to process
the message in terms of Million Instructions (MI), with the length of the attached
data (in Bytes) for the network payload. Furthermore, a specialized tuple type is
formulated when an application module is need to be migrated to another entity.

2.12.1.3 Devices (Nodes)

Nodes represent the physical network computing devices, which can be
categorized as clients, fog, and cloud devices. Generally, computing categories are
similar because they all represent physical devices, yet they are different in their
computational powers, cost, and energy consumption. Network device (node)
computing power is characterized by processing speed (in Instructions Performed
per Time unit (IPT)), memory size (in Bytes), and capacity of storage (in Bytes).

Power consumption is modelled by two factors during the operation of the
network. First, amount of energy consumed during the busy (or dynamic) time.
Second, during idle (or static) time when the node has no task to perform.
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Furthermore, nodes are characterized by the cost price of using their resources like
CPU, memory, storage, and bandwidth used.

Generally, nodes are responsible of many actions assisting in the process of
resource provisioning. When the controller finishes deploying the optimization
algorithm it sends a tuple encapsulating the required module to the corresponding
nodes to allocate the required resources to modules, these modules will be initialized
as virtual machines (VMs) and resources are reserved accordingly. Furthermore, if
the node receives a data tuple intended to one of its hosted modules, it will be
submitted to that VM for processing. When a tuple received by the node, the node
will calculate the service time for the tuple depending on its processing
specifications and the VM reserved processing power. The environment nodes
maintain a default FIFO queue to schedule arrived tuples. Additionally, nodes
responsible of sending any periodic tuple to the next node in the application flow
depending on the module dependency. Moreover, during simulation nodes calculate
statistics like resources usage costs and energy consumption for the calculation of
simulation results. The environment resources usage cost is calculated during
resource busy time per amount used per node. For example, to calculate the price of

utilizing CPU usage C,’lpt in node n for the time period of At with utilization ratio of
u, (t) is illustrated in Equation 2.28.

CPE(AL) = (CP un () At (2.28)

In this research, energy consumption is modeled as a linear power
consumption model with idle power as the constant factor and the scaling factor as
the difference between the busy power and the idle power consumptions. For

instance, to calculate power consumption fnP ¥ for node n with idle power fnip ¥ and
busy power fnbp ¥ and utilization ratio u,, (t) we use Equation 2.29.

@ = £+ (5 = £7%) X wg(8) (2.29)

2.12.1.4 Network Controller

The network topology of this research suggests an occurrence of a controller
entity that monitors the system components instances. Hence, this controller has the
ability to carry out the resource allocation algorithm solution and instruct nodes
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regarding their rule in the environment. Before the environment initialization, the
controller will deploy the proposed optimization algorithm to obtain the initial
placement map. Principally, the controller responsible of a number of activities
including entities start up, updating network topology, instructing nodes to deploy
application modules (VMs), and monitoring the environment.

Upon the initialization of the environment, the controller will attempt to start
all the network components and the placement of the application modules on the
corresponding nodes as suggested by the resource allocation optimization algorithm.
Additionally, depending on the provided solution, the controller generates all the
necessary routing tables (i.e., the nodes hop table, the application mapping table, and
the modules migration table).

Furthermore, the controller monitors the position of mobile clients to ensure
they are connected to the nearest node, this action is regularly performed by
scheduling a management event in the controller queue. This behavior ensures the
stability of the network topology by creating the required communication links or
removing them during handovers or modules migration. Principally, when a mobile
client exits the coverage of its computing cluster, a handover action will be
performed. During the handover state, the controller will attempt to recompute the
allocation algorithm to get a new solution and depending on that solution routing
tables will be updated.

Generally, when a node intends to migrate an application module to another
node and before sending the VM it informs the controller of this events. Hence, the
controller will always be informed of the position of every application module in the
environment.

Finally, regarding the simulation environment, after the completion of all
events in the simulation the controller sends an end of simulation event to the
simulator to terminate the simulation execution. After this the simulator will finalize
and save the simulation outcomes.

2.12.1.5 Application Model (Services)

In practice, this research considers an loT application as a distributed data
flow (DDF), where modules reside on different nodes (devices). Hence, the
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application is represented as a directed graph represents the data dependency across
modules.

The application flow in Figure 2.11 illustrates an example application consists
of two interdependent modules, T, and T, placed on virtual machines VM; and VM,
respectively. These virtual machines were instantiated on device Node; and Node; as
decided by the placement map created by the optimization algorithm.

B ource

Figure 2.11: An Example Application Flow (loop) with two modules (Services).

The source (normally a sensor) and sink (normally an actuator) belong to
client device (like a smart phone or a health monitoring device) that uses that
application. The client devices are usually use ad-hoc communication protocols to
connect to the network, while network nodes use more persistent methods of
communication. In Figure 2.11, the arced arrows represent a periodic application
loop that start from a periodic tuple (such as a reading generated every 0.5 second
by a temperature sensor) to be processed by the application. the final destination will
be an actuator that will take an action depending on the data provided by a tuple send
from Tv to the client actuator (ex., an alarm when temperature goes above a
threshold).

In this work applications are containers (logical entities) that have the full
description of modules requirements and message types that passed through those
modules. In addition, an application states the flows (loops) that required to finish a
certain task. Figure 2.12 illustrated the logical application modules and messages
flow for defining an application “EEG” with one source, one sink, and three
modules.
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Figure 2.12: Logical flow of modules and messages for the EEG example application.

2.12.2 Time Model for Network Nodes

During the loT-Fog environment simulation, the simulator provides several
timestamps to monitor the performance of the network. These timestamps [161], as
illustrated in Figure 2.13 include:

- Emit Time (temit): the time the message sent from the source node.

- Reception Time (trecep): the time the message received by the destination node

(queued).

- In Time (tin): the time the message enters the processing stage.

- Out Time (tow): the time the processing stage and transmitted to the next hop

in the application loop.

Using these timestamps, the following equations can be derived:

- Waiting Time (twait): twait = tin — trecep (2.30.a)
- Service Time (tsve): tsrve = tout — tin (2.30.b)
- Latency Time (tiar): tiat = trecep — temit (3.30.c)
- Response Time (tresp): tresp = tout — trecep (2.30.d)
- Total Response Time (tiota): tiotal = tout — temit (2.30.e)
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Figure 2.13: Network Node Time Model

2.13 Assumptions

Generally, solving a resource allocation problem in an environment like 10T-

Fog is a complex task. To put this problem in the scope of this work, the following
assumptions are deployed:

1.

o

The loT-Fog environment is always connected. Fog computing is an
infrastructure network. This work supports static. The assumption here is that
the environment elements are always pave a path through the nearest node
(fog or cloud) to prevent the probability of an isolated node.

The playground of the simulation is a 2D plane, hence nodes are moving in
two axes. Furthermore, the simulated area has a full cellular service.
Network communication characteristics are presented in terms of
transmission latency and network bandwidth.

In case of VM migration, the application task will be stopped and migrated to
the target node and continue its execution.

The resource allocation plan is assumed to start at t=0.

The loT applications are executed during the full length of the simulation.

In this work, clients would only execute tasks from their 10T application task.
Therefore, controllers cannot share and execute tasks from different
applications on the client device.
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8. The controller executes the optimization algorithm on-demand. When an
update interval is set, a time overhead will be introduced to the network
performance if the update interval is periodic and small. On the other hand, in
case of long update periods, QoS will degrade due to factors like outdated
routing paths.

2.14 Problem Formulation and Design

The main goal of the system is to ensure QoS while optimizing the use of the
environment resources. These two main goals should be achieved by following the
system design objectives: System design variables and Optimization Problem
Objectives

2.14.1 System design variables

This section presents the system variables used to define the proposed system.
The system design contains the following maps: the placement map (P), messages
flow map (R), and the modules migration map (V). The placement map maps each
application module (VM) to its hosting node. The message flow represents the
communicated messages between any two dependent modules in an application.
While the migration map shows the routing map for modules need to be migrated.
Table 3.1 represents the variables notion used in this chapter.

The physical topology of the proposed design consists of N nodes and E edges
connecting the nodes. The topology each node n € N represent a computing

element and characterized by its computing power, and the size of their memory and
storage, fn’pt, Mem and f,5t°7 respectively. The power model parameters for nod n
are characterized by power consumed while node idle, power consumed while node
busy, and power consumed by antenna during transmission, %, fPPW and ft*
respectively. The node cost is modeled in this work using the fallowing parameters
processing cost, memory and storage usage cost, bandwidth usage cost, and the cost
of the power consumed, £,5'P¢, fcMem geStor £cBW qnq £CPW respectively.

The communication links are represented by the network graph edges E. Each
edge e, where e € E, characterized by link latency, bandwidth, in addition to source

and destination nodes that this link represents, EL, EBW,E3, ED, respectively.
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Additionally, this work considers the IoT applications’ tasks perspective.
Generally, network clients deploy arbitrary applications to be implemented in the
network. These applications vary in the number of modules deployment in the
network devices. Principally, there are A applications deployed in the system and
each application has M interdependent modules need hosts and processing. A
module m demand resources to be executed, the parameters considered here are,
processing power, memory and storage size, and deadline time,
Mt pMem ppstor ang MMUIPY respectively. Basically, for an application a € A
has K application edges, where K € E,and e, € K. Each application edge e,
demonstrated by its required number of instructions (in Mega instructions) and data
size capacity, e}!, and e;'?¢ respectively. In addition, application edges have
extended features to define regularity, probability of occurrence, source and target
modules, ef¢, ef", ei, and ep respectively. Furthermore, the transmission pattern of
the application edges follows either a fractional or burst selectivity with a probability
distribution like deterministic, normal or uniform.

Table 2.5: Variables used in the System Modelling

Symbol Definition

N Number of environment nodes

A Number of applications

E Number of network edges

M Number of modules

K Number of modules dependencies

Z Number of modules pairs with dependencies

Q Number of application loops

P Binary matrix [NxM] for modules placement map
R Binary matrix [ZxE] for tuple routing map

Vv Binary matrix [MxE] for module migration map

D Mapping matrix [NxM] between nodes and possible modules deployment
cp Current modules placement [NxM]

fFosg A flag to set that a node is in the fog (1) or not (0)
flrt Processing power of a node

fMem Memory size of a node

fStor Storage size of a node

fiPw Power consumption while node idle

f“’“’ Power consumption while node busy

ftx Antenna power of a node

crt Price for CPU usage
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cMem Price for memory usage
c? Price of using processing resources (C'P* and CMe™)
cstor Price for storage usage
cBv Price of bandwidth usage
cPv Price of power consumption
ES Network link source node
EP Network link destination node
EL Network link latency
EBY Network link bandwidth
m!pt Module demand of processing power
mMem Module demand of memory
mStor Module demand of storage
mMigPl ' Module migration deadline
mBv Inter-modules bandwidth [MxM]
mMt Inter-modules program size [MxM]
mSize Inter-modules data size [MxM]
eMt Tuple program size
esize Tuple data size
ePe Link periodicity
efr Link selection probability
es Link source node
eP Link target node
AL Modules list of an application loop [Qx[MxM]
APt Application loop deadline
Al Application loop index
ACP Penalty price for not completing task by its deadline
uP Processing utilization ratio
u™ Memory utilization ratio
u’® Storage utilization ratio
uPl Bandwidth utilization ratio
ginit VM setup time

Generally, the information provided by the network links introduce a wealth
of knowledge to extract insights on the network communication performance
parameters. Basically, these metrics are devoted to an application a loop modules q,

where g € AX@,

For example, Equation 2.31 can be utilized to compute the mean required
processing power of each module. This metric helps in assessing the computational
load and resource needs of individual modules within the system. Additionally,
Equation 2.32 enables the calculation of the bandwidth between modules, providing
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insights into the communication capabilities and data transfer rates between different
components of the system. This information is crucial for optimizing the allocation
of resources and ensuring efficient data exchange between modules. In the case of a
worst-case scenario, Equation 2.33 allows for the estimation of the quantity of
instructions in the queue waiting to be processed by a particular module. This metric
helps identify potential bottlenecks or delays in processing, allowing for proactive
measures to mitigate performance issues. Furthermore, Equation 2.34 aids in
determining the size of data that can be queued for transmission between modules.
Understanding the capacity and limitations of the data transmission queue is crucial
for managing data flow and preventing congestion or data loss.

Ipt _ ey ek D _ :

M = Ykek pe €k = (2.31)
Bw e e’ s _ . D _ :

mij = Xkek ~ pe €k =L ek =] (2.32)
Mi _ Mi S _ : D _ :

m;; = Ykek €k € =l e =] (2.33)
Size _ Size S _ : D _ :

m;i* = Ykex € € = Lex =] (2.34)

These metrics enable a comprehensive understanding of the system dynamics
and support the optimization of resource allocation to enhance the quality of service
in the loT-Fog environment.

From the environment’s controller point of view, two matrices are considered
to be the base of knowledge for the placement problem. The first matrix is possible
deployment map D, where D,, ,,, means that node n can host module m. This map is
important for the controller to find which nodes can host a particular module. The
current placement (CP) map is used by the controller to find the current allocation
of network resources. The allocation rule CP,,, € {0,1} means that module m is
deployed in node n if and only if CP,,, = 1. As stated in Section 2.12.1.2, the
controller utilizes only part of its resources by ratio of processing power, memory,
storage and bandwidth u?,u™, u%, and u® respectively. Besides that, the controller
sets a constant time for VM overhead instantiation time ¢,
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2.14.2 Optimization Problem Objectives

The main aim of this study, as stated in Chapter 1, and Chapter 2, is to enhance
the quality-of-service for the proposed system. The maximization of QoS from the
client perspective is the provision of a reliable service. On the other hand, this
objective can conflict with service provider perspective in terms like power
consumption and service cost trade-off. For instance, the controller target to
maximize the QoS but at the same time minimize the processing and bandwidth
utilization. All related costs parameters to the optimization problem are presented in
this Section.

2.14.2.1 QoS Cost Modelling

Generally, the system aims to provide services with sufficient QoS to
maximum number of clients. Hence, applications loops should complete their tasks
before the deadline time. The system measures the worst-case scenario for all the
application loops to ensure that all deadlines are fulfilled. Therefore, the problem
can be formulated as a minimization to the number of applications with failed loops.
The QoS cost Cy,s depends on two delay parameters; the processing delay, L’ZI, and
the propagation delay, LS, where g represents an application loop.

Total delay time for an application loop is calculated using the loops delay
matrix, Aj;. Evaluating that an application loop fulfils the deadline constraint should
be LZ + L5 < Ag. The processing time of loop q is the sum of all tuples passing all
modules in the loop in the worst-case scenario, see Eq. 2.35. While the propagation
delay of loop q is the sum of all propagation delays for tuples transmitted from node
to another node in the application loop modules, see Eq. 2.36. The final QoS cost
model is presented in Eq. 2.37.

[P = AL p ZiEMZkEMm%ciXPn,k 235
q = Ziem 2jem Ag,ij Xnen Pnj T (2.35)
aPxf,

YzezRz exmssézeD
t _ L ’ Izl L S _
Lq = Yiem ZjEMAq,i,j YecE Rzr,e( abeng L+ E; )L, = (2.36)
. D o
Ll =]
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CQoS(x) = Yaea€aXq €q = min(ZqEQ €q» 1)"43 =4a
. {1, if Ly + L5 > AD V€ [0, 0] (2.37)
a 0, otherwise

2.14.2.2 Energy Consumption Cost Modelling

In this work energy consumption calculated as a linear model taking into
account two energy states (i.e., idle and busy). Energy consumption in loT-Fog
environment is a minimization problem. Most part of operational costs goes to
energy consumption hence it is important to optimize the resources activities
ensuring a trade-off between resource utilization and their power usage. Principally,
calculating the energy consumption cost for the system environment C,, involves
the power consumed by the compute nodes and the communication power as stated
by Eq. 2.38.

Cpw(x} = [ZneN anog YimeM nPnZ;an (beW fipw)] +

(2.38)
[ZZEZ mlle ZeeE fFOg ( Egi}e b) fltx] i = ES

2.14.2.3 Processing Cost Modelling

Calculating the processing cost is importing to measure the utilization of the
computing resources to keep their utilization at minimum. The processing cost is
considered only fog nodes as any processing on the client-side will not affect the
system computing resources. This also applies for the power consumption cost. The
calculation for the processing cost is illustrated in Eq. 2.39.

Pn,m m
Co = Znen fr * Tmem Xn o2 (2.39)
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2.14.2.4 Bandwidth Cost Modelling

Another important cost in the system, is the cost of the bandwidth Cg,
acquired by models communicating with tuples routing map R. Eq. 2.40 illustrates
the method of calculating bandwidth cost.

F Rz_e .
Cow = Bacz Mo Teer 0 (i gpis) 1 = ES (2.40)

Similar to Eq. 2.38 and 2.39, client nodes do not participate in the calculations
of bandwidth cost.

2.14.2.5 Migration Cost Modelling

Modules migration add extra overhead on the system, because this process
require bandwidth to complete. Hence, the system will try to use links with low
traffic, keeping in mind that the amount of bandwidth that can be used in any link is
(1-uP). The amount a data transferred through traversed links is total size of the VM
deploying this module (i.e., memory and storage). Eq. 2.41 shows the module
migration cost Cyig calculations.

Crig = Zmem(MME™ + M3T) Yoer fr 9% lw i=E; (2.41)

Note that the second summation in Equation 3.14 will be considered only if
the node is fog compute node and the module has an edge in the migration routing
map.

2.14.3 Optimization Problem Constraint

Generally, optimization problems have two parts; the first is the objective
functions (cost functions) that defines the functions to be optimized. The second part
is the constraints of the cost functions that should be imposed on the variables that
control the validation of the whole problem.
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2.14.3.1 Mapping Valid Values

In this work there are three maps: placement map, tuples routing map, and
modules (VM) migration routing table, P, R, and V respectively. These maps are all
binary maps to indicate the fact that the placement is permitted or not. The
constraints of valid values for these maps are illustrated in Equations 2.42.a through
2.42.c.

Pi,j € {0,1}, ViE [0, N],VJE [0, M] (2423)
R,. €{0,1},v,€[0,Z],V.€ [0, E] (2.42.b)
Ve € {0,1},v,,€ [0,M],V € [0, E] (2.42.¢)

2.14.3.2 Environment Resources Utilization Constraints

Utilization constraints are used to ensure that the placed module requirements
do not exceed the available resources of the hosted node. The resources constraints
applied on processing power, memory and storage size, and bandwidth, as shown in
Equations 2.43.a through 2.43.d respectively. Additionally, available processing
power and available edge bandwidth should be greater than 0 to avoid division by
zero, Equations 3.16.e and 3.16.f respectively.

P x mlPt < fIPt x P (2.43.2)
P x mMem < fMem y qm (2.43.b)
P x mStor < fStor x yS (2.43.c)
YzezMi8ip X Rye < EEY X U, V€ [0, E] (2.43.d)
P8 > 0,v,€ [0,N] (2.43.¢)
EBY > 0,V,€ [0,E] (2.43.9)
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2.14.3.3 Module Deployment Constrains

The possible deployment of an application module is under two roles; first the
module should not be permitted to be placed more than once inside a node, Eq.
2.44.a. Second, the module should be accommodated by a legitimate device, Eq.
2.44.D.

Yinen Pom =1,V,,€ [0, M] (2.44.a)

P<D (2.44.b)

2.14.3.4 Tuple and Migration Routing Constraints

To check that modules and nodes are placed correctly and registered in the
routing tables, the following equations are valid (Equations 2.45.a, and 2.45.b).

Yier Rzi = XjerRzj = Pris = Prup, V€ [0,2], ¥, € (2.45.2)
[O)N])n:Eig’anjD 4.

ZiEE Vm,i - ZjEE Vm,j = CPn,m - Pn,mi V€ [Or M]'Vne

[0, N],n = EiS,n = EJ,D (245b)

2.14.3.5 Module Migration Constraint

This constraint checks if the delay taken to migrate validate the preset module
migration deadline, Eq. 2.46. It worth notice that migration time is considered only

when the algorithm is recomputed, because there would be no migration at first run.
M < mM9Pl v e [0, M] (2.46)

2.14.4 The Optimization Problem

From the perspective of the system provider in the loT-Fog environment,
several independent and conflicting objectives arise. Two of these objectives include
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minimizing power cost, which aims to reduce energy consumption, and minimizing
processing cost, which aims to optimize processor utilization. In 10T environments,
there exist nodes with low power consumption but limited processing resources.
Consequently, the power cost objective seeks to allocate modules to these low-power
nodes, while the processing cost objective aims to evenly distribute modules across
nodes based on their processing capacities.

Additionally, minimizing processing and bandwidth costs presents another
conflict. The processing cost objective strives for a balanced workload distribution
among nodes, while the bandwidth cost objective aims to minimize network link
usage and achieve a balanced network load. This creates a trade-off between these
two costs. Deploying dependent modules (those connected by application edges)
within the same node reduces bandwidth usage but increases the node's processing
load, and vice versa.

Furthermore, there is a conflicting relationship between QoS and power
consumption. These objectives work in opposite directions, as improving QoS
typically requires higher power consumption. Consequently, the system provider
must find a balance between meeting clients’ QoS requirements and minimizing
power consumption.

In summary, the system provider faces a multi-objective problem with
conflicting objectives, as depicted in Eq. 2.47.

fi = Coos(®) (Eq 2.37)
fo = Cp, () (Eq.2.38)
fz = Cp(x) (Eq.2.39)
fa = Cp(x) (Eq.2.40)
fs = Cy(x) (Eq.2.41)

Fitness(P, R, V) = Min(fy, f>, f3, fa, f5) (2.47)
subject to:

Mapping Valid Values (Eq. 2.42)

Environment Resources Utilization (Eq. 2.43)

Module Deployment (Eq. 2.44)

Tuple and Migration Routing (Eq. 2.45)

Module Migration (Eq.2.46)
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In this work, the multi-objective optimization problem for resource allocation
in the loT-Fog environment was solved using hybrid bio-inspired evolutionary
algorithms. The algorithm considers the optimization of clients’ QoS requirement.
Also, the minimization of energy consumption taken in to account as an objective
for the optimization problem. In addition to adding processing utilization and
bandwidth usage requirements to the algorithm objectives. Finally, the optimization
of the resources needed for migrating a module is considered as a dynamic objective
during the evolution of the environment.

2.15 10T-Fog Environment Simulation

This work uses the python simulator YAFS to evaluate the proposed
algorithm. The YAFS simulator supports mobility of clients’ nodes and location-
aware communication pattern. This facility enables the simulation of dynamic and
mobile environment such as lI0T-Fog environment.

2.15.1 Environment Network Configuration

The first step in the simulation is to setup the network definition by preparing
JSON files describing the network topology, applications elements, users and initial
allocations. The environment configuration elements are illustrated in Figure 2.14.

The network’s entities (nodes) and links (edges) properties are not fixed but
can be customized according to the simulation environment problem. For example,
as this work consider environment variables such as energy consumption and
computation prices, the definition of environment entries is customized to include
any unimplemented property. The simulator needs these configurations to start the
environment evaluation. Furthermore, the environment users are simulated as either
sources (sensors) or sinks (actuators) configured in a user definition JSON file.
These users are also considered as the environment workload generators.
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Figure 2.14: Main configurations needed by the simulator.

YAFS simulator supports mobility of clients. To simulate clients’ mobility,
the simulator should be provided with the mobility plan in the form of coordinates
for each mobile client. Many geographic file formats are accepted by the simulator
as long as it is supported by the underlying NetworkX python library or files can be
converted to those formats.

2.15.1.1 Environment Nodes Configuration

The design of environment nodes follows the computational characteristics
depicted from the optimization problem formulation stated in Sections 3.6.2 and
3.6.3. Listing 2.1 illustrates the adopted parameters for the node structure.

Listing 2.1: Environment Entity Structure
Entity: {id, type, ipt, ram, stor, ipw, bpw, tx, cipt, cmem, cstor, cpw}

Where ‘id’ the node unique id (this can be intrepid as the node IP address
inside the physical network),’type’ the node type like ‘cloud’, ‘fog’, or ‘client’. The
entries ‘ipt’, ‘ram’, ‘stor’ represent processing power, memory and storage size
respectively. The power consumption mode is represented by the idle and busy
power consumption and the transmission power consumption, ‘ipw’, ‘bpw’, and ‘tx’
respectively.

Furthermore, the cost model is parameterized by the cost of processing,
memory and storage usage and energy consumed, ‘cipt’, ‘cmem?’, ‘cstor’, and ‘cpw’
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respectively. The Entity structure represents the physical compute device in the
simulated environment.

2.15.1.2 Network Links Configuration

The second part of the physical network configuration is the communication
link modelling. In this work, network links (i.e., the network graph edges) represent
the propagated transmission that encapsulates the transmitted message (tuple).

Network links are characterised (Listing 2.2) by their propagation speed, link
bandwidth, source and destination nodes, edge latency, edge periodicity, edge
selectivity ration (probability of selection), and cost of transmission, ‘pr’, ‘bw’, ‘s’,
‘d’, ‘el’, ‘epe’, ‘epr’, ‘cbhw’, respectively.

Listing 2.2: Network Link Structure
Link: {pr, bw, s, d, el, epe, epr, cbw}

In the structure above, ‘pr’ represent the transmission signal propagation
speed which is used in this work to model different types of transmission methods
like 3G, 4G, 4G LTE, and other technologies).

2.15.1.3 Application Module Configuration

Modules represents the dependent method in a distributed processing
environment and implemented as virtual machines (VM) inside a network node. A
module structure is illustrated in Listing 3.3 which comprise of the module unique
identifier ‘id’ (it can be considered as the application port number as defined by the
host node).

Listing 2.3: Application Module Structure
Module: {id, name, type, ipt, ram, stor, migdl}

Other parameters of the Module structure include ‘name’ the name of the node
to be used when specifying the source or target module of a message. The module
type ‘type’ parameter shows the functionality of this module, which can be
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‘SOURCE’ means a sensor that can only send message, ‘SINK’ means an actuator
that can only receive messages, and ‘MODULE’ which represent a computation VM.
The parameters ‘ipt’,’mem’, and ‘stor’ represent the required processing power,
memory and storage for the module to be allocated when the module executed. The
last parameter ‘migdl’ represent the migration deadline to be considered when the
module needs to be migrated to another node.

2.15.1.4 Application Message Configuration

Principally, messages are the transmitted entities in this work and represent
the network traffic unit. A module ‘s’ sends a message to the next module ‘d’ in its
dependency loop logic, as stated in Section 2.12.1.3. Messages are identified by a
unique address ‘id’ and ‘name’, furthermore, they carry data of size ‘bytes’ and
processing overhead to the target module by ‘instructions’. The message data size
participates in the calculation of the transmission cost in monetary and power
consumption in cooperation with the transition link parameters. The message
structure parameters are illustrated in Listing 2.4.

Listing 2.4: Application Message Structure
Message: {id, name, s, d, bytes, instructions}

2.15.1.5 Application Transmission Structure

The Transmission structure represent the pairing between the module and the
messages it except and also the messages it produces (injects) to the network traffic.
Basically, the Transmission structure represent a state node in an application
workflow loop. This structure is formed by the module it represents, the incoming
message name, and the produced message name, ‘module’, ‘message in’, and
‘messagge_out’ respectively, as illustrated in Listing 2.5.

Listing 2.5: Application Transmission Structure
Transmission: {module, message in, message out}

74



Chapter Two Theoretical Background

2.15.1.6 Environment Application Configuration

Configuring the application structure require stating the modules participating
in calculations, the messages transmitted by those modules, and the loops of modules
dependencies. Like other structures stated above, an application is identified by its
unique identifier ‘id’ and ‘name’ in addition to the deadline time of its loop’s
‘deadline’, Listing 2.6 illustrates the Application structure. The applications’ ‘id’
and ‘name’ should be unique across the environment. Generally, the environment is
represented by physical network components (i.e., Entity and Link) and the logical
Application structures. The optimization algorithm task is to place applications’
modules (VMs) in the physical network ensuring efficient performance regarding
QoS provided to the clients.

Listing 2.6: Application Structure
Application: {id, name, deadline, modules [Module], messages [Message],
transmissions [ Transmission]}

The optimization algorithm will generate an allocation map of the available
resources represented as an Allocation structure that maps application’s models with
the corresponding network entity, as shown in Listing 2.7.

Listing 2.7: Allocation Structure
Allocation: {app, resource, module}

2.15.1.7 Environment Users Configurations

Users are usually configured as sources (generators like sensors) of sinks
(consumers like actuators). Hence, this work defines users as sources or sinks (this
approach in inherently comply with YAFS definition of users). First, Listing 3.8
define a Source user structure which comprise of the application that user registered
(subscribed) with, the message it generates (publishes), the node hosting it, and the
mean time period of message generation, ‘app’, ‘message’, ‘resource’, and
‘lambda’ respectively. The use of the last parameter ‘lambda’ depends on the
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probability distribution deployed by the user. Listing 3.9 shows the structure of the
second type of users; Sink. Messages sinks are usually actuators that receive
actuating messages (or the outcome of the application loop) and do not produce any
messages. Hence, the structure of Sink user is as follows; the application it registered
with, the module that execute that user method and the node that host that module,
‘app’, ‘module’, and ‘resource’ respectively. In many cases the sink user does not
has any computational workload on the system.

Listing 2.8: Source User
Source: {app, message, resource, lambda}

Listing 2.9: Sink User
Sink: {app, module, resource}

Figure 2.15 illustrates the structural dependencies of the configurations listed in
Section 3.7.1.

Figure 2.15: Simulation Structures dependencies

2.16 Conclusion

The process of designing the proposed system was detailed in this chapter.
The proposed optimization algorithm built by hybridization NSGA-Il1 and MOGWO
algorithm and produce a hybrid to test the validity of the proposal. Next, the
performance was enhanced by introducing combined migration-based opposition-
based learning strategy to produce elite population. In addition, the loT-Fog
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environment topology design was detailed to setup the fundamentals base of the
simulation experiments. Furthermore, the multi-objective optimization problem was
formulated to establish the objective space of the allocation problem for loT-Fog
environment.
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CHAPTER Three
The Proposed Algorithm

3.1 Overview

The aim of this thesis is to develop an efficient resource allocation system for
fog computing that can preservice the QoS of the loT-Fog environment. This work
can contribute in an open challenge in fog computing i.e., efficient resource
allocation, the research can enhance the efficiency and performance of fog
computing networks by suggesting better allocations in terms like energy, cost, and
processing latency.

This chapter will describe the algorithms and tools used to build the proposed
system. First, we describe the optimization problem with its two versions. Next, the
build of the deployment loT-Fog environment was described.

3.2 Proposed System Design

Fog computing is the computing paradigm that brings network devices closer
to the user. Hence, applications with low delay tolerance can work more efficiently.
On the other hand, the continuously increasing number of 10T devices and the
amount of data they generate degrades the network performance. For these reasons,
resource allocation algorithms propose the solution to this problem.

The purpose of this thesis is to optimize the resource allocation inside the 1oT-
Fog environment meanwhile maintaining the quality-of-serves inside the network.
Principally, the model structure comprises of two main stages (Figure 3.1). The first
stage is the design of the optimization algorithm which is a hybrid method of two
well-known algorithms i.e., NSGA-II (Section 2.9) and MOGWO (Section 2.10) as
described in Section 3.2.1. The second stage is the 10T-Fog environment network
design that the proposed algorithm will be deployed upon as described in Section
3.2.2.
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Figure 3.1: Outline of the proposed environment architecture

3.2.1 Proposed Optimization Algorithm Design

The problem of Fog resources allocation is an open issue in the Fog paradigm
due to the heterogenic nature of its architecture. Therefore, the main goal of this
research is to design an optimization algorithm to provide a near-optimal solution to
the placement of the network resources to allocate devices for the 10T applications
modules (i.e., VMSs). The approach adopted in this research is a hybrid evolutionary
algorithm to optimize the process of Fog services provision from and to 10T devices.

In this section, we first introduce a hybrid algorithm (NSGAII-MOGWO),
Section 3.2.1.1. Next, the proposed an enhanced elite hybrid method (E NSGAII-
MOGWO) presented to solve the problem of IoT-Fog environment resource
allocation, Section 3.2.1.2.
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3.2.1.1 NSGAII-MOGWO (Hybrid NSGA-I1 with MOGWO)

Over time, it has become evident that tackling most large-scale global
optimization tasks maintain significant challenges. Consequently, researchers have
increasingly turned their attention to innovative approaches that integrate
algorithmic paradigms from different branches of the field. This blending of
algorithms generates what is known as hybrid algorithms. The strategic fusion of
diverse algorithms is expected to yield a more flexible and efficient solution
approach, particularly suited for addressing large-scale real-world problems. By
harnessing the strengths of multiple algorithms, hybridization aims to enhance the
problem-solving capabilities and overcome the limitations associated with
individual methods [162].

This work proposes a hybrid algorithm that combine two multi-objective well-
known algorithms (NSGA-II, and MOGWO). The main skeleton of the algorithm
adopted from the NSGA-I1 algorithm (a fast NSGA approach) and the hybridization
algorithm is the MOGWO (a multi-objective version of GWO) to provide diversity
to the survival population for the next generation. Algorithm 3.1 illustrate the
skeleton for NSGAII-MOGWO.

ALGORITHM 3.1: NSGAII-MOGWO Skeleton
INPUT: N: population size, V number of variable, O objective function.
OUTPUT: P (the best solution so far).
BEGIN
1. Initialize the population P:
1.1 Generate an initial population of N individuals P with random positions for the search
agents.
2. Process first population:
2.1 Calculate the cost values of each individual in the population based on the multiple
objectives.
2.2 Calculate the domination state of individuals in P
2.3 Calculate the crowding distance of Pareto fronts in P
2.4 Sort individuals in P according to their crowding distance
3. Transfer individuals in parallel to MOGWO:
3.1 Select a subset of the best individuals in P from the non-dominated fronts and transfer
them to MOGWO population W.
4. Run MOGWO on the transferred individuals:
4.1 Initialize a, A, C.

80



Chapter Three The Proposed Algorithm

4.2 Select Wy, Wy, Wi
4.3 Calculate Xo, Xg, X 5.
4.4 WHILE termination condition not met DO
4.4.1 Update W, Wg, W
4.4.2 Update a, A, C.
4.4.3 Calculate cost for every individual in W.
4.4.4 Update X, Xg, X5
5. Perform environmental selection:
5.1 Apply NSGA-II's environmental selection mechanism to select the next generation of
individuals based on dominance and crowding distance (Q).
5.2 Combine the individuals in parent P and children Q populations of NSGA-II to get P’
6. Merge the solutions P’ and W to get R
7. Perform non-dominated sorting
8. Calculate crowding distance
9.SetP =P’
9. IF the termination condition is not satisfied go to step 3
10. Return P
END

In Algorithm 3.1, the entry point of the MOGWO is after grouping Pareto
front for solutions and sorting the population individuals by their fitness score in the
source NSGA-II. In this work, the size of the wolve pack is controlled by the variable
(Wn). Next, the outcome offspring population W from MOGWO is merged with the
original population P to form the new population P*. The resulted merged population
Is then sorted by their crowding distance and dominance. The top N individuals are
retained to maintain the size of the population and considered as the population of
the next generation. The rest steps are continuing as normal NSGA-I11 process. The
performance of NSGAII-MOGWO algorithm is tested for performance metrics as
described in Section 3.2.2. the results of benchmarking tests and simulation
performance are presented in Chapter 4. Figure 3.2 illustrate the general flow of the
NSGAII-MOGWO algorithm.
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Figure 3.2: The general flow of the NSGAII-MOGWO algorithm

3.2.1.2 E NSGAII-MOGWO (NSGAII-MOGWO with Elitism)

One of the contributions of this work is the introduction of a combined elitism
method for the MOGWO algorithm. In the base NSGAII-MOGWO algorithm,
NSGA-II algorithm considered as the main contributor of the solution space.
Meanwhile, the MOGWO is the core for enhancing the quality of the next generation
population. From this, the improvement proposed is to introduce adaptive elitism
selection to compensate an overcrowded solutions and mitigate stagnation.

The elitism method in this work is an adaptive migration-based elitism with
opposition-based learning strategy applied on the migrated (elite) population (both
methods and their mathematical models were introduced in Section 2.10). The
adaptive immigration-based algorithm can help with the crowding distance by
altering the probability of injecting new individuals to the original population. The
opposition-based learning strategy generate the elite population be producing sparce
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individuals from the current solution, hence improving the exploration space of the
population. Furthermore, exploitation is maintained by the MOGWO algorithm
leaders (a, £, and J) and also the supplementary « population.

Algorithm 3.2 details the method of adoptive opposition-based learning
strategy proposed in this work. The adoptive random parameter Pj, in the original
work controls the probability of migrating the solution to the next generation. The
method uses the traditional genetic methods (selection, crossover, and mutation),
this work utilizes the opposition-based learning strategy on the migrated (elite)
population. The use of opposition-based is to achieve better objective space
saturation which increase the exploration and exploitation for the survival population
(offspring). Furthermore, our adoptive method chooses an adoptive number of the
worst solutions im assigned from a predefined initial ratio re. The immigration
selection ratio is controlled by an external control event of stagnation. This work
detects stagnation by the average crowding distance, if the crowding distance
decrease, then the immigrated population ratio will increase by a random variable.
The probability of executing the stagnation mitigation adaptation process is
controlled by another random variable.

ALGORITHM 3.2: Combined Elitism
INPUT: P population
OUTPUT: update population P
BEGIN
1. Initialize Py, ey, C1, C2, N (number of individuals in P)
2. Calculate cost of all individuals in P
3. IF rnd is grater than P,
3.1. Setim = rex N.
3.2. Select the im worst individuals from the population (P) and store them in Xim,
3.3. For every individual in Xi™
3.3.1. k=rnd(0,1)
3.3.2. Calculate the opposite position %]} using ¥{7" = k x (af + b{) — xJ
333. IF X} < a; or X7 > bj then X[ = rnd(aj, b;)
3.4. Calculate cost of (X™™)
3.5. Set Xim = xim
3.6. IF avg(fim) > avg(fpop) then Py = Py + C4
37 ELSE, Pim = Pim - C1
4. Return P
END
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Principally, the drawbacks of the NSGA-II mentioned in Section 2.8 motivate
us to propose the E NSGAII-MOGWO algorithm to combine the strength of NSGA-
Il in maintaining the Pareto front and MOGWO in enhancing diversity and
exploration of the solutions. Primarily, integrating these two algorithms can help to
provide a more effective and efficient approach for solving multi-objective
optimization problems like resource allocation in loT-Fog environment.

Algorithm 3.3 outlines the work of the proposed E NSGAII-MOGWO
algorithm. In algorithms 3.3, 3.4, and 3.5 the procedure sort(.) refers to a group of
processes. First the population is sorted using the fast non-dominated sort. Next,
finding the crowding distance of the solutions’ fronts. Finally, the population is
ranked depending on their costs and crowding distance in descendent order.

ALGORITHM 3.3: E NSGAII-MOGWO
INPUT: N: population size, V number of variable, O multi-objective functions.
OUTPUT: P (the best solutions so far).
BEGIN
1. Initialization:
1.1 initialize the algorithm parameters (B,,, 7.1, C1, C3)
1.2 Initialize population P
2. Calculate cost for population P
3. Perform non-dominated sorting and crowding distance for fronts in P
4. Do 4.1 and 4.4 in parallel:
4.1 Execute Algorithm 3.4 on P and put the result in P’
42SetW =P
4.3 Let E be the set of all dominated individuals in W
4.4 Execute Algorithm 3.5 on (W, E) and put the result in E’
5. Handle algorithms output (i.e., P', E")
5.1 Combine and sort P'and E’ in P’
5.2 Let P'* be the average distance of population P’
6. Determine potential stagnation:
6.1 IF P'* less than P* then r,; = 1 + (1o X Cy)
6.2 Set P = P'¢
6.3SetP « P’
7. RETURN P
END

In Algorithm 3.3 (the outline of the algorithm is illustrated in Figure 3.3) the
process of the E NSGAII-MOGWO uses two branches to generate the candidate
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solutions. The generated solutions from NSGAII part and E-MOGWO are merged
to form a diverse objective space.

Initialize variables
Initialize population (P)
P
v |==—===- | NSGA-II processes
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Figure 3.3: Outline of the E NSGAII-MOGWO Algorithm
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The next generation is formulated by executing a fast non-dominated sort,
first. Then the crowding distance is calculated and the population is ranked. Finally,
the algorithm selects the best N individuals from the population.

The NSGAII branch (illustrated in Algorithm 3.4) takes the first generation as
parent to the successive main loop. At the same time, the child population serve as
input to the MOGWO and elitism branch (illustrated Algorithm 3.5).

When step 4.1 is finished, two populations are available P’, and E' from
NSGAII and MOGWO respectively. These two populations are merged in step 4.2
to form the candidate population (P") for the next iteration. The resulted generation
Is sorted and the domination is calculated to calculate the crowding distance. Next,
to preserve the size of the original population, a selection of N best solutions is
assigned for the next iteration.

To aid in mitigating solutions stagnation the average crowding distance of P’
is calculated (P'#) and compared with the average crowding distance of the previous
iteration (P*). If P'# < PH then the immigration ratio r; is updated using the control
variable C, as in Step 4.3.3.1 of Algorithm 3.3. The algorithm continue execution
until the termination condition is met. Finally, the algorithm will return the best
solution fund in P.

In Algorithm 3.4, the generated initial population P is used to form the child
population Q through the conventional genetic algorithm operations (i.e., selection,
crossover, and mutation).

ALGORITHM 3.4: NSGAII Branch

INPUT: P from Algorithm 3.3 step 3

OUTPUT: P to be used by Algorithm 3.3 step 5

BEGIN

1. Generate child population Q from selection, crossover, and mutation of population P.

2. Merge parent and children population
21R<PUQ

3. Determine best individuals found in this iteration
3.1 Calculate cost and sort population R
3.2 Select best solutions in R and put them in P

4. RETURN P

END
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The parent and child populations are merged into a new population R. A fast
non-dominated sort in executed on the merged population (R), then the population
ranked by their domination and crowding-distance. Next, the N best individuals are
selected from R and assigned to P’ and fed to the main loop of Algorithm 3.3. The
flow of Algorithm 3.4 is illustrated in Figure 3.4.

p Select
Algorithm 3.3 Step 4.1 » Q < {Crossover;(P)
Mutate
P
REOSE getﬂost(H} P R RePuU Q . Q
sort(R) ) h

R
L 4
P . P
P « selectBest(R) #  Algorithm 3.3 Step 4.2 » End

Figure 3.4: The NSGAII branch of E NSGAII-MOGWO Algorithm

The second branch in Algorithm 3.3 is the MOGWO and the combined elitism
(Algorithm 3.5). In this branch, population P is taken to for two populations, first
the wolfs population W. The second population is the elite population E which is
used to keep the best solutions.

The wolfs population enters the main loop of the MOGWO algorithm to
optimize the population’s solutions and get the best solutions found in this iteration.
At the same time the W population enters the combined elitism algorithm to
construct an elite population through an adoptive approach. The elite mechanism
selects im worst individuals from W using the r¢ control variable. The elitism branch
Is considered according to a random adoptive random variable Py. The value of Py,
is controlled using Eq. 2.19. After selecting the population to elite F, the method
uses the opposition-based learning to transform F. The logic of the opposition-based
learning in the context of this study, is simulating the question “If this placement is
not a candidate, does the opposite placement produce a better solution?”

In Algorithm 3.5, the generated solutions from both branches (i.e., W, F) are
combined along with the non-dominated solutions from W to generate the population
E. This population is sorted with the fast non-dominated sot procedure and only the
non-dominated individuals are selected and included in the final population of this
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algorithm E. The workflow of this process is illustrated in Algorithm 3.5 and shown
in Figure 3.5.

ALGORITHM 3.5: MOGWO and Elitism

INPUT: witr number of generations, (W, and E) populations from Algorithm 3.3 step 4.1
OUTPUT: E population to Algorithm 3.3 step 4.2

BEGIN

1. Initialize itr=0

2. W, number of individuals in W

3. Do steps 4 and 5 in parallel

4. MOGWO branch:

41.a«2—itr X (i)

wlitr

4.2. For every individual w in W
4.2.1. Select leaders a, B, y from W
4.2.2. Update A, C, D, X using Eq. 2.9 to 2.16 respectively
423. W, « @ (Eq. 2.17)
4.3. Calculate cost of population W
4.4. Determine domination of population W
5. Combined elitism branch:
5.1Set F = {¢}
5.2 IF rand less than P,
52.1.im =1, xN
5.2.2. F the top im individuals W
5.2.3. Calculate the opposition population of F and put it in
5.2.4. Calculate cost of F
5.2.5. IF avg(F°°st) greater than avg(F°°st) then B, = P, + G
5.2.6. ELSE, P,, = P, — C;
6. Combine E with F and the non-dominated individuals in W
7. Let W be the best W; individuals in W
8. If termination condition not met GOTO step 2
9. RETURN W
END

A comparable evaluation for the proposed algorithm is presented in Chapter
4 using ten IEEE-CEC benchmark functions. In addition, the proposed algorithm
was implemented in simulation scenarios and compared with other algorithm to
prove its superiority.
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Figure 3.5: The MOGWO + Elitism branch of E NSGAII-MOGWO Algorithm

3.3 Experiments design

The YAFS [161] simulator contains a number of components to design and
execute simulations related to the Fog computing paradigm. In Section 3.3, the main
designing components illustrated were the entities and links between entities. In this
work, all devices and nodes in all simulation layers are based on the YAFS node
structure. Furthermore, all communication links are represented as edges. This
analogy came from the architectural design of the simulator which maps the
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environment as a directed-acyclic graph (DAG) as G(N, E), where N represents the
network nodes (devices), and E represents the network edges (communication links).
The nodes and links can be attached with attributes representing parameters like
processing power, ram and storage size, link bandwidth, power consumption and so
on. As stated in Section 3.2.3.4, the environment controller is the entity that
orchestrate and monitor the network performance.

The basic components of the simulation are already explained in Section
3.7.1. The experiments also need to define other functional components that define
the environment’s population distribution, path selector, and placement algorithm.
The experiment setup steps are explained in the next section.

3.3.1 Experiments Setup

The setup procedure is conducted using the following general steps:
Step 1: Load environment topology configurations:

To explain this step, Figure 3.6 shows a general example of an loT-Fog
application. In Figure 3.6.a, the application flow represented as modules and their
dependences and messages. While Figure 3.6.b illustrates the physical placement of
these modules as depicted on the real network layout.

Step 2: Create the topology graph:

The topology graph is generated either from the ‘networkDefinition.json’ file
or from calling the APl Application class methods.
Step 3: Create the application definition:

The application is the collection of distributed modules (tasks) that that should
be allocated and the messages (tuples) that transmitted throughout the environment.
Additionally, the application defines the dependencies between its modules (the
arrows in Figure 3.6.b).

Step 4: Define the placement algorithm:

The YAFS simulator provide predefined placement methods, including
placement on network clusters, on edge devices, using custom JSON configuration
file, and even no device placement policies. The placement method in this work is
an initial placement from custom JSON file, and the proposed algorithm used when
there is an update in the simulated environment. Furthermore, YAFS has a “Cloud
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Only” policy where all applications are deployed in the cloud only. This policy is
useful especially for performance comparisons.
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Figure 3.12: Example of application flow (a), and a possible physical deployment (b)

Step 5: Define the messages routing method:

The method implemented in this work is client speed-aware routing algorithm.
This algorithm is adopted by the simulator to support clients’ mobility and handle
client handover between environment nodes.

Step 6: Define the clients population distribution and mobility:

In this step, the environment clients are defined in terms of number, and
distribution probability. The environment clients are considered the main source of
network traffic (generators). The clients’ mobility is defined by their trajectories
which defined in points geo-coordinates (latitude, longitude, elevation). The
elevation property, in this work, is always set to xero because the playground of the
simulations is 2D plane.

Step 7: Run the experiment:
Finally, after setting the environment components, set the number of iterations

in each simulation to obtain the average performance of each run. The number of
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simulation iterations is (30), and the results are stored in the results folder for getting
the performance parameters.
Step 8: Analyze results and draw conclusions:

After running all the experiments, we analyze the obtained results to examine
the performance of the implemented algorithms, as presented in Chapter 4.
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CHAPTER Four
Results and Discussions

4.1 Introduction

The proposed optimization system designed in Chapter 3 need to be validated
In both stages, first the optimization algorithm validation and then the outcomes
from the algorithm simulation in the 10T-Fog network. As mentioned in the previous
chapter the designed optimization algorithms are tested with ten multi-objective
benchmarking functions. Additionally, the results were validated using five
efficiency indicators.

The simulations conducted with the YAFS fog simulator follows the
configurations presented in Table 3.3. the analysis of the results from both stages are
presented in this chapter.

4.2 Results of Proposed Algorithm Validation

In this section we will present the significant results which acquired by this
work. As mentioned in chapter 3, the proposed algorithm was tested on 10
benchmarking functions. Furthermore, the proposed algorithms were validated with
performance indicators. The test functions (section 2.12.1) were used to decide and
select the algorithm with better performance.

The tests investigate the leader selection method with best performance. The
selection criteria metrics considered were GD, GD™, IGD, IGD?, and.

The next sections will illustrate the results obtained from the benchmark
functions. The related algorithms of this work were NSGA-1I, MOGWO, NSGAII-
MOGWO, and E NSGAII-MOGWO. The candidate selection methods were
Roulette Wheel, Tournament, Stochastic Universal Sampling, Boltzmann, Ranking,
Linear Ranking.

For all the presented graphs, the red points in the figures represent the optimal
pareto front from the corresponding function. While, the blue points are the solution
points obtained from applying the test function on the selection method.
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4.2.1 NSGA-II Results

Figures 4.1 to 4.6 shows the results from benchmarking the NSGA-II
algorithm using the six candidate selection methods.

The results show that this algorithm proved to converge to the Pareto front for
all functions on all selection methods with different efficiency. The most notable
behaviour is for functions UF8-UF10 which are 3-objecctive problems, the NSGA-
Il algorithm did not explore the majority of the objective space. This behaviour is
noticed by the crowded cost points in the three graphs.

Figure 4.1 shows the results of the pareto front approximation for the NSGA-
Il algorithm with the Roulette-Wheel selection method on the benchmarking
functions. The performance here indicates an overall good representation for the bi-
objective functions. The tri-objective functions show crowding in the suggested
solutions due to the local minima problem in NSGA-II
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Figure 4.1: NSGA-II with Roulette-Wheel Selection Method

Figure 4.2 shows the results for the Tournament selection method with the
ten-benchmarking function. The results show a relatively better performance than
Roulette-Wheel except for the tri-objective function with the local-minima problem
still exists.
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Figure 4.2: NSGA-II with Tournament Selection method

Figure 4.3 shows the results for the Stochastic Universal Sampling selection
method on the benchmarking functions. The results illustrate better performance
than the Tournament selection method in functions UF3 and UF4, but the problem
of local minima is shown for tri-objective functions.
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Figure 4.3: NSGA-I1 with Stochastic Universal Sampling Selection Method
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Figure 4.4 shows the results of the Boltzmann selection method with the
benchmarking functions. The most notable phenomena in the method are the poor
representation for the UF7 bi-objective function and the UF8 tri-objective function.
the overall performance here shows a moderated performance comparing with the
other considered selectionmethods.
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Figure 4.4: NSGA-I1 with Boltzmann Selection Method

Figure 4.5 shows the results for the Ranking selection method against the
benchmarking functions. The results of the bi-objective functions show an average
performance comparing with methods like Roulette-Wheel, Tournament, Stochastic
Universal Sampling, and Boltzmann method. And better performance than
Boltzmann concerning UF8 approximation.
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Figure 4.6: NSGA-II with Linear Ranking Selection Method

Furthermore, the figures from bi-objective functions (UF1-UF7) shows the
tendency of NSGA-II to preserve the Pareto front behaviour, which is one of the
characteristics of this algorithm.
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In summary, this algorithm with the generations number given have adequate time
to converge in bi-objective functions, but that time was not enough for the method
to overcome local-minima (stagnation) for tri-objective functions.

4.2.2 MOGWO Results

The results obtained from the MOGWO algorithm are illustrated in Figures
4.7 to 4.12. The figures show the performance of this algorithm when using different
methods of selection.

Figure 4.7 illustrate the results of applying the test function on the roulette
wheel selection method. The behaviour of MOGWO shows good representation of
the Pareto front for both 2- and 3-objective functions. The most notable behaviour
Is the perfect approximation of UF7
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Figure 4.7: MOGWO with Roulette-Wheel Selection Method

In Figure 4.8 an illustration that shows the resulted performance of the
MOGWO algorithm of the test function with the tournament selection method. The
figure shows almost the same performance obtained. From the roulette wheel
method except for UF9 which has. A poor representation of the function’s surface
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Figure 4.8: MOGWO with Tournament Selection Method

Figure 4.9 illustrates the behaviour of MOGWO algorithm for the test

functions with the stochastic universal sampling method. The results show another
good representation of the Pareto fronts with exception of UF5 with solutions
scattered under the optimal Pareto fronts.
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Figure 4.9: MOGWO with Stochastic Universal Sampling Selection Method
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Figure 4.10 illustrates the performance of MOGWO algorithm of the test
functions with Boltzmann selection method. The performance, in general, similar to
SUS method results with slightly better results concerning UF5.
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Figure 4.10: MOGWO with Boltzmann Selection Method
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Figure 4.11: MOGWO with Ranking selection

Figure 4.11 illustrate the behavior of the MOGWO algorithm for the test
functions with the ranking selection method. The performance of this method is

100



Chapter Four Results and Discussions

similar to the previous methods except for UF2 where an obvious clustering can be
noticed in the generated solutions. This behavior contradicts with the expected
diversity in solutions from MOGWO algorithm
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Figure 4.12: MOGWO with Linear Ranking Selection Method

Figure 4.12 illustrate the behaviour of the MOGWO algorithm on the test
functions with the linear version of the ranking selection method. The results align
with the ranking selection method with better Pareto front approximation for UF2

The above figures show the expected behaviour from MOGWO (a swarm-like
algorithm) which represented by the high distribution of solutions cross the objective
space of the problem. Furthermore, comparing the behaviour of MOGWO with
NSGA-II for functions UF8-10 we can notice the general distribution of the solutions
over the objective space surface. From what stated above, the diversity of solutions
in MOGWO is better than the diversity of NSGA-II, due to the exploration feature
gained from the three leaders (a, B, and d). All solutions from both algorithms were
generated with the same generations number, indicating the MOGWO converge
better in problems with higher dimensionality of the objective space. These two
distinctive behaviours noticed in both algorithms (the fast convergence in local
objective space for NSGA-II, and the ability of MOGWO to expand its objective
space and do more exploration) motivate us to combine the two algorithms and
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propose two hybrid approaches (i.e., NSGAII-MOGWO, and E NSGAII-MOGWO)
to benefit from the advantages of algorithms and limit their drawbacks.

4.2.3 NSGAII-MOGWO Results

The implementation of the hybrid NSGAII-MOGWO was initially deployed
to study the change in behaviour of the generated solutions when combining both
algorithms without any modification.

Figures 4.13 to 4.18 shows the behaviour of NSGAII-MOGWO regarding the
different selection methods and the benchmarking functions.

Figure 4.13 shows the results from NSGAII-MOGWO algorithm on the test
functions with the roulette wheel selection method. The results indicate a mixed
influence from both base algorithms which is clearly noticed in functions UF1, UF3,

UF1 UF2 UF3 UF4 UF5
109~ +  Obtained pF | 10171° +  Obtained pF [ 107+ * + Obtained pF 109 .t . obtained PF
[ . Optimal PF ' . Optimal PF . . Optimal PF ' . oOptimal PF
0.8 084 % 084 % 0.8
"3 W W,
06 06 .* oed N ' ~ oed e TN
& ‘e A,
i § -\ T
0.4 4 0.4 4 0.4 0.4 % 0.4 1 )
Y . e
23 .o
0.2 0.2 0.2 0.2 AT we
g‘ - Obtained PF L ) 1
0.0 0.0 i 0.0 o4 * OptimalPF 1% oo
00 0.5 1.0 0.0 0.5 L0 0.0 0.5 Lo 0.0 0.5 10 0.0 05 1o
UF6 UF? Cbjl Obj1 Obj1

10 " -~ 101 . oObtained PF * UF8 UFg UF10
IR . Optimal PE

0.8 L 0.8

-

asd* - et
= Obtained PF

Obj2

ES

- Qptimal PF
044" ‘\\ . X 044 ",
. L ] .-
0.2 I «| 02
.
* ., \ *
0.0 . T 0.0 .

0.0 05 10 0.0 0.5 10
Obj1 Obj1

Figure 4.13: NSGAII-MOGWO with Roulette-Wheel Selection Method

Figure 4.14 shows the results from NSGAII-MOGWO algorithm on the test
functions with the tournament selection method. The same arguments of Figure 4.13
stand also in this figure. The exception is the bad performance in UF3 and UF5.
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Figure 4.14: NSGAII-MOGWO with Tournament Selection Method

Figure 4.15 shows the results from NSGAII-MOGWO algorithm on the test
functions with the stochastic universal sampling selection method. The results
presented in this figure flows with the results from previous selection methods.
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Figure 4.15: NSGAII-MOGWO with Stochastic Universal Sampling Selection Method

Figure 4.16 shows the results from NSGAII-MOGWO algorithm on the test
functions with the Boltzmann selection method.
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Figure 4.16: NSGAII-MOGWO with Boltzmann Selection Method

Figure 4.17 shows the results from NSGAII-MOGWO algorithm on the test
functions with the ranking selection method.
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Figure 4.17: NSGAII-MOGWO with Ranking Selection Method

Figure 4.18 shows the results from NSGAII-MOGWO algorithm on the test
functions with the Boltzmann selection method.
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Figure 4.18: NSGAII-MOGWO with Linear Ranking Selection Method

Figure 4.18 shows the results from NSGAII-MOGWO algorithm on the test
functions with the linear ranking selection method.

The observed behaviour of solutions inside the objective space indicates the
presence of two gravitating poles. On one side, the NSGA-II algorithm tries to pull
the solutions towards their local minima and create dense solutions in the objective
space. On the other side, the MOGWO has participated in spreading the solutions to
saturate the objective space. Although the algorithm maintains the original shape of
the Pareto front, the worst performance shown for functions UF2 and UF3. In those
two functions, the solutions’ crowding distance were significantly smaller in one
side (NSGA-II effect) and fewer solutions sparse throughout the objective space
(MOGWO effect). Another example of this struggle was noticed in tri-objective
functions UF8-10, where the solutions clustered on one side of the objective space
surface and a presence of solutions scattered over the rest of the function surface. In
summary, the general behaviour of this proposed approach relatively succeeded in
adding diversity to the generated solutions through MOGWO.

To conclude, the added diversity from MOGWO was not sufficient to
completely impose its exploration feature, thus the second proposed method (E
NSGAII-MOGWO) was designed to strengthen the MOGWO to impose more
diversity to the generated solutions and mitigate stagnation.
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4.2.4 Elite NSGAII-MOGWO Results

This approach was proposed to overcome the limitations indicated in the
NSGAII-MOGWO, as detailed in the previous section. The effect of elite population
was obvious in the general quality that was superior comparing with the three
aforementioned algorithms.

The results shown in Figure 4.19 to 4.24 illustrate the outcomes of the
proposed Elite NSGAII-MOGWO with different selection methods and
benchmarking functions.

Figure 4.19 shows the results from E NSGAII-MOGWO algorithm on the test
functions with the roulette wheel selection method. In all results, the produced
solutions are adequately distributed along the search space.
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Figure 4.19: E NSGAII-MOGWO with Roulette Wheel Selection Method

Figure 4.20 shows the results from E NSGAII-MOGWO algorithm on the test
functions with the tournament selection method.
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Figure 4.20: E NSGAII-MOGWO with Tournament Selection Method

Figure 4.21 shows the results from E NSGAII-MOGWO algorithm on the test
functions with the stochastic universal sampling selection method.
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Figure 4.21: E NSGAII-MOGWO with Stochastic Universal Sampling Selection Method

Figure 4.22 shows the results from E NSGAII-MOGWO algorithm on the test
functions with the Boltzmann selection method.
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Figure 4.22: E NSGAII-MOGWO with Boltzmann Selection Method

Figure 4.23 shows the results from E NSGAII-MOGWO algorithm on the test
functions with the ranking selection method.
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Figure 4.23: E NSGAII-MOGWO with Ranking Selection Method

Figure 4.24 shows the results from E NSGAII-MOGWO algorithm on the test
functions with the linear ranking selection method.
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Figure 4.24: E NSGAII-EMOGWO with Linear Ranking Selection Method

Oby2

The presented results show the ultimate solutions which represented by the
leaders’ population generated from E NSGAII-MOGWO.

The performance of the proposed algorithm when considering bi-objective
functions F1-7 shows a consistence tendency to better representation of the front
they formulate. Despite the relative outcomes from the different selection methods,
we observe that the upper and lower bounds of the objective space was included in
the final population. For UF6, the resulted solutions were parallel to the front with
constant distance. From the figures presented above, the E NSGAII-MOGWO
succeeded in achieving diversity in the objective space. This conclusion was
supported by the performance indicators results in the next section.

The next sections stated the resulted observations for all the candidate
selection methods.

4.3 Performance Indicators Comparisons

The tables below show the performance comparisons between the base
algorithms (NSGA-II, and MOGWO) and the proposed algorithms (NSGAII-
MOGWO and E NSGAII-MOGWO) with different leader selection methods shown
in figures 4.1 through 4.24. These comparisons considered in this work as the base
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to select the final proposed optimization algorithm to solve the loT-Fog resource
allocation problem.

4.3.1 Roulette Wheel Leader selection Method

The results shown in Table 4.1 shows that the final proposed algorithm has
better overall performance over other related algorithms. The superiority
percentages for the proposed algorithm over other algorithms when using Roulette
Wheel leader selection method were (0.7666, 0.6334, and 0.6) for MOGWO,
NSGA-II, NSGAII-MOGWO respectively.

Table 4.1: Performance of the Related Algorithms using Roulette Wheel Leader Selection

Method
UF Algorithm GD GD+ IGD IGD+ HV S
MOGWO 0.0319 | 0.0318 | 0.0314 | 0.0238 | 0.6134 | 0.0181
N NSGA-I1I 0.0078 | 0.0071 | 0.0071 | 0.0069 | 0.6534 | 0.0069
2 | NSGAII-MOGWO 0.0036 | 0.0022 | 0.0035 | 0.0023 | 0.6610 | 0.0072
E NSGAII-MOGWO |0.0958 | 0.0951 | 0.0655 | 0.0636 | 0.5485 | 0.0290
MOGWO 0.1054 | 0.0009 | 0.0902 | 0.0001 | 0.8135 | 0.0143
o NSGA-II 0.2252 | 0.0001 | 0.1504 | 0.0000 | 0.9140 | 0.0151
- | NSGAII-MOGWO 0.2197 | 0.0093 | 0.1744 | 0.0000 | 0.9078 | 0.0128
E NSGAII-MOGWO |0.1160 | 0.1160 | 0.0885 | 0.0879 | 0.5030 | 0.0404
MOGWO 0.0576 | 0.0005 | 0.0374 | 0.0001 | 0.7536 | 0.0096
o NSGA-II 0.0554 | 0.0171 | 0.0424 | 0.0007 | 0.7672 | 0.0349
2 | NSGAII-MOGWO 0.1465 | 0.0001 | 0.2303 | 0.0492 | 0.6478 | 0.0090
E NSGAII-MOGWO |0.1190| 0.1185 | 0.0724 | 0.0712 | 0.5372 | 0.0152
MOGWO 0.0316 | 0.0028 | 0.0266 | 0.0011 | 0.3710 | 0.0045
<t NSGA-I1I 0.0364 | 0.0003 | 0.0250 | 0.0005 | 0.4055 | 0.0103
- | NSGAII-MOGWO 0.0202 | 0.0018 | 0.0132 | 0.0003 | 0.3748 | 0.0083
E NSGAII-MOGWO | 0.1335| 0.0007 | 0.0819 | 0.0002 | 0.5406 | 0.0165
MOGWO 0.1749 | 0.0008 | 0.1641 | 0.0001 | 0.7904 | 0.0426
o NSGA-11 0.0649 | 0.0078 | 0.0746 | 0.0005 | 0.6897 | 0.0543
-~ | NSGAII-MOGWO 0.2312 | 0.0005 | 0.2177 | 0.0007 | 0.8793 | 0.0553
E NSGAII-MOGWO | 0.0246 | 0.0003 | 0.0423 | 0.0128 | 0.4936 | 0.0269
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MOGWO 0.1249 | 0.0003 | 0.1997 | 0.0007 | 0.9191 | 0.0518
© NSGA-II 0.1354 | 0.0002 | 0.1716 | 0.0004 | 0.9288 | 0.1079
- | NSGAII-MOGWO 0.1877| 0.0001 | 0.2639 | 0.0005 | 0.9068 | 0.1073
E NSGAII-MOGWO | 0.0827 | 0.0023 | 0.0640 | 0.0002 | 0.8577 | 0.0428
MOGWO 0.1734 | 0.1726 | 0.0901 | 0.0878 | 0.3213 | 0.0151
- NSGA-II 0.3515| 0.1611 | 0.2672 | 0.0723 | 0.9332 | 0.0000
- | NSGAII-MOGWO 0.2316 | 0.0916 | 0.1626 | 0.0436 | 0.8225 | 0.0000
E NSGAII-MOGWO | 0.0661 | 0.0468 | 0.0177 | 0.0125 | 0.4863 | 0.0212
MOGWO 0.4880 | 0.0003 | 0.2221 | 0.0159 | 0.8726 | 0.0368
o NSGA-II 0.7241 | 0.0511 | 0.4877 | 0.0110 | 0.9471 | 0.0134
2 | NSGAII-MOGWO 0.6072 | 0.0373 | 0.4147 | 0.0090 | 0.9201 | 0.0238
E NSGAII-MOGWO | 0.1425| 0.0125 | 0.1403 | 0.0675 | 0.4884 | 0.0692
MOGWO 0.2308 | 0.0800 | 0.1691 | 0.0199 | 0.9017 | 0.0389
> NSGA-II 0.5113| 0.1210 | 0.6058 | 0.0075 | 0.9672 | 0.0199
= | NSGAII-MOGWO 0.3882 | 0.0889 | 0.3516 | 0.0097 | 0.9696 | 0.0228
E NSGAII-MOGWO | 0.1224 | 0.0673 | 0.1453 | 0.1241 | 0.5324 | 0.0589
MOGWO 0.5145| 0.0016 | 0.2378 | 0.0157 | 0.8889 | 0.0519
S | NSGA-II 0.4537 | 0.0474 | 0.3463 | 0.0101 | 0.3876 | 0.0166
5 [ NSGAII-MOGWO 0.5524 | 0.0232 | 0.3904 | 0.0099 | 0.9383 | 0.0122
E NSGAII-MOGWO |0.0949 | 0.0382 | 0.1556 | 0.1191 | 0.9473 | 0.0684

Table 4.2 shows a summary of the results from Table 4.1, where E NSGAII-
MOGWO scores the first rank comparing with the rest of algorithms. Note that
NSGAII-MOGWO ranked second which means that despite the limited contribution
of MOGWO it was better than implementing NSGA-II and MOGWO
independently.

Table 4.2: Summary of Results from Table 4.1.

Algorithm GD GD+ | IGD | IGD+ | HV | S Avg. Rank
MOGWO 1 3 1 3 0 0 0.1333 4
NSGA-I1I 1 2 0 1 5 2 0.1833 3
NSGAII-MOGWO 2 2 2 3 3 1 0.2167 2
E NSGAII-MOGWO |6 3 7 3 2 7 0.4667 1

111



Chapter Four Results and Discussions

4.3.2 Tournament Leader Selection Method

Table 4.3 below shows another selection method (Tournament) as base of
comparison between the selected algorithms. The ratio of superiority for the
proposed algorithm were (0.7868, 0.6874, and 0.6563) for MOGWO, NSGA-II,
NSGAII-MOGWO respectively. A summary of the results can be found in Table 4.4
with E NSGAII-MOGWO scored first.

Table 4.3: Performance of the Related Algorithms using Tournament Selection method

UF Algorithm GD GD+ IGD IGD+ HV S
MOGWO 0.0359 | 0.0359 | 0.0195 | 0.0166 | 0.6281 | 0.0153
< NSGA-II 0.0039 | 0.0028 | 0.0041 | 0.0030 | 0.6601 | 0.0061
D | NSGAII-MOGWO 0.0083 | 0.0080 | 0.0083 | 0.0079 | 0.6501 | 0.0058
E NSGAII-MOGWO 0.1029 | 0.1029 | 0.0620 | 0.0605 | 0.5577 | 0.0226
MOGWO 0.0746 | 0.0008 | 0.0692 | 0.0006 | 0.7849 | 0.0084
o NSGA-II 0.2175 | 0.0001 | 0.1616 | 0.0003 | 0.9199 | 0.0154
D | NSGAII-MOGWO 0.1806 | 0.0002 | 0.1564 | 0.0015 | 0.8510 | 0.0149
E NSGAII-MOGWO 0.1086 | 0.1086 | 0.0690 | 0.0685 | 0.5434 | 0.0340
MOGWO 0.0881 | 0.0002 | 0.0983 | 0.0001 | 0.7982 | 0.0219
e NSGA-II 0.1448 | 0.0001 | 0.2471 | 0.0715 | 0.5775 | 0.0164
D | NSGAII-MOGWO 0.1875 | 0.0004 | 0.2554 | 0.0409 | 0.6869 | 0.0323
E NSGAII-MOGWO 0.1347 | 0.1345 | 0.0783 | 0.0955 | 0.5058 | 0.0336
MOGWO 0.0463 | 0.0004 | 0.0327 | 0.0008 | 0.3973 | 0.0056
5 NSGA-II 0.0339 | 0.0002 | 0.0219 | 0.0004 | 0.4054 | 0.0099
D | NSGAII-MOGWO 0.0250 | 0.0011 | 0.0155 | 0.0006 | 0.3881 | 0.0088
E NSGAII-MOGWO 0.1194 | 0.0001 | 0.0586 | 0.0003 | 0.5145 | 0.0236
MOGWO 0.1593 | 0.0044 | 0.1706 | 0.0007 | 0.7650 | 0.0335
Lo NSGA-II 0.0627 | 0.0122 | 0.0880 | 0.0236 | 0.5655 | 0.0791
D | NSGAII-MOGWO 0.1326 | 0.0027 | 0.1100 | 0.0001 | 0.8169 | 0.0905
E NSGAII-MOGWO 0.0228 | 0.0025 | 0.0381 | 0.0177 | 0.4621 | 0.0372
MOGWO 0.0706 | 0.0007 | 0.1463 | 0.0015 | 0.8048 | 0.0276
© NSGA-II 0.1385 | 0.0009 | 0.1828 | 0.0035 | 0.8080 | 0.0339
2 | NSGAII-MOGWO 0.0999 | 0.0003 | 0.1191 | 0.0136 | 0.7446 | 0.0827
E NSGAII-MOGWO 0.0680 | 0.0002 | 0.0632 | 0.0012 | 0.8716 | 0.0457
MOGWO 0.1538 | 0.1505 | 0.0774 | 0.0702 | 0.3710 | 0.0164
- NSGA-II 0.2207 | 0.1491 | 0.2153 | 0.0446 | 0.5888 | 0.0000
D | NSGAII-MOGWO 0.2641 | 0.1166 | 0.2572 | 0.0001 | 0.8774 | 0.0000
E NSGAII-MOGWO 0.0960 | 0.0679 | 0.0377 | 0.0266 | 0.4754 | 0.0325
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MOGWO 0.5000 | 0.0003 | 0.2244 | 0.0110 | 0.9023 | 0.0307
o NSGA-II 0.5853 | 0.0357 | 0.4617 | 0.0132 | 0.9589 | 0.0318
2 | NSGAII-MOGWO 0.6041 | 0.0245 | 0.3357 | 0.0084 | 0.9502 | 0.0196
E NSGAII-MOGWO 0.1030 | 0.0455 | 0.1697 | 0.1363 | 0.3995 | 0.0719
MOGWO 0.2364 | 0.0061 | 0.2038 | 0.0126 | 0.9271 | 0.0356
P NSGA-II 0.2848 | 0.0594 | 0.4338 | 0.0408 | 0.8543 | 0.0584
D | NSGAII-MOGWO 0.4631 | 0.1224 | 0.5817 | 0.0144 | 0.9382 | 0.0237
E NSGAII-MOGWO 0.1153 | 0.0854 | 0.1547 | 0.1322 | 0.4994 | 0.0675
MOGWO 0.5664 | 0.0710 | 0.2494 | 0.0119 | 0.9332 | 0.0486
S | NSGA-II 0.4327 | 0.0361 | 0.3095 | 0.0099 | 0.9358 | 0.0179
5 | NSGAII-MOGWO 0.5108 | 0.0525 | 0.3345 | 0.0095 | 0.9423 | 0.0110
E NSGAII-MOGWO 0.1134 | 0.0275 | 0.1617 | 0.0976 | 0.4790 | 0.0683
Table 4.4: Summary of Results from Table 4.3.

Algorithm GD | GD+ | IGD | IGD+ | HV S Avg. | Rank
MOGWO 2 2 0 2 1 0 0.1167 4
NSGA-II 1 3 1 2 3 0 0.1667 3
NSGAII-MOGWO 1 0 1 3 4 3 0.2000 2
E NSGAII-MOGWO 6 5 8 3 2 7 0.5167 1

4.3.3 Ranking Leader Selection Method

The ranking selection method guides the process of choosing individuals with
high fitness. Table 4.5 below shows the performance of the algorithms and
additionally the percentage and ranking of the algorithms. Generally, the proposed
algorithm records better performance than other algorithms with superiority
percentage of (0.3477, 0.4782, and 0.5651) for MOGWO, NSGA-II, NSGAII-
MOGWO respectively. The summary of results can be found in Table 4.6 which
shows that the proposed algorithm scored the first place.

Table 4.5: Performance of the Related Algorithms using Ranking Selection Method

UF GD GD+ IGD IGD+ HV S
MOGWO 0.0378 | 0.0378 | 0.0288 | 0.0230 | 0.6146 | 0.0136

o NSGA-II 0.0052 | 0.0048 | 0.0053 | 0.0048 | 0.6563 | 0.0044

= | NSGAII-MOGWO 0.0040 | 0.0025 | 0.0039 | 0.0026 | 0.6607 |0.0066
E NSGAII-MOGWO 0.1380 | 0.1379 |0.0891 | 0.0889 | 0.5139 |0.0207
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MOGWO 0.0901 | 0.0003 | 0.0698  0.0002 | 0.7915 |0.0073
N NSGA-II 0.2503 | 0.0035 | 0.1753 | 0.0001 | 0.9719 |0.0095
= | NSGAII-MOGWO 0.2066 | 0.0004 | 0.1527 | 0.0005 | 0.9463 |0.0282
E NSGAII-MOGWO 0.0842 | 0.0842 | 0.0576 | 0.0865 | 0.4851 | 0.0605
MOGWO 0.0647 | 0.0002 | 0.0404 | 0.0001 | 0.7650 | 0.0110
o NSGA-II 0.1996 | 0.0664 | 0.1890 0.0002 | 0.8481 |0.0142
- | NSGAII-MOGWO 0.0753 | 0.0125 | 0.0535 | 0.0050 | 0.8021 |0.0320
E NSGAII-MOGWO 0.0107 | 0.1072 | 0.0661 | 0.0652 | 0.5600 |0.0208
MOGWO 0.0379 | 0.0067 |0.0300| 0.0002 | 0.3842 | 0.0055
5 NSGA-II 0.0165 | 0.0049 | 0.0118 | 0.0002 | 0.3624 | 0.0075
- | NSGAII-MOGWO 0.0228 | 0.0010 | 0.0156 | 0.0001 | 0.3875 | 0.0094
E NSGAII-MOGWO 0.0859 | 0.0012 | 0.0456 0.0006 | 0.4680 |0.0236
MOGWO 0.1680 | 0.0007 |0.1502 | 0.0003 | 0.7932 | 0.0372
L0 NSGA-II 0.2609 | 0.0001 | 0.2417 | 0.0001 | 0.9330 | 0.0782
- | NSGAII-MOGWO 0.0899 | 0.0047 |0.1086 | 0.0005 | 0.6977 | 0.0701
E NSGAII-MOGWO 0.0270 | 0.0042 |0.0324 | 0.0077 | 0.5164 |0.0307
MOGWO 0.1427 | 0.0002 | 0.2042 | 0.0024 | 0.7834 |0.0687
© NSGA-II 0.1045 | 0.0004 | 0.1787 | 0.0003 | 0.8452 | 0.0933
- | NSGAII-MOGWO 0.1401 | 0.0003 |0.1878 | 0.0001 | 0.9669 | 0.1211
E NSGAII-MOGWO 0.0617 | 0.0027 |0.0460 | 0.0080 | 0.7800 | 0.0496
MOGWO 0.1582 | 0.1560 | 0.0665  0.0624 | 0.3575 |0.0150
~ NSGA-II 0.2848 | 0.1809 | 0.2165 | 0.0001 | 0.7363 | 0.0000
- | NSGAII-MOGWO 0.1863 | 0.0934 | 0.1500 | 0.0971 | 0.5007 | 0.0000
E NSGAII-MOGWO 0.0798 | 0.0565 | 0.0245| 0.0173 | 0.4818 | 0.0135
MOGWO 0.4696 | 0.0006 |0.2452 | 0.0133 | 0.8710 |0.0331
o NSGA-II 0.6752 | 0.0491 | 0.4283 | 0.0071 | 0.9540 |0.0200
= | NSGAII-MOGWO 0.7979 | 0.0494 | 0.6878 | 0.0098 | 0.9476 | 0.0184
E NSGAII-MOGWO 0.1082 | 0.0181 | 0.1693 | 0.1109 | 0.4412 | 0.0640
MOGWO 0.2814 | 0.0010 | 0.1953 | 0.0119 | 0.9425 | 0.0418
> NSGA-II 0.4450 | 0.0837 | 0.3514 | 0.0077 | 0.9653 | 0.0557
= | NSGAII-MOGWO 0.4782 | 0.0868 | 0.5421 | 0.0046 | 0.9815 |0.0130
E NSGAII-MOGWO 0.1562 | 0.1311 |0.1873 | 0.1737 | 0.4686 |0.0617
MOGWO 0.4902 | 0.0013 | 0.2498 | 0.0197 | 0.8676 | 0.0506
9 | NSGA-II 0.4129 | 0.0341 | 0.3990 | 0.0327 | 0.7315 | 0.0291
5 | NSGAII-MOGWO 0.6122 | 0.0440 | 0.4146 | 0.0082 | 0.9433 |0.0168
E NSGAII-MOGWO 0.1023 | 0.0270 | 0.1190 | 0.0717 | 0.4663 | 0.0629

Table 4.6: Summary of Results from Table 4.5.
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The Ranking selection method comply with the method of leader selection
where the leader solutions are always at the head of the population.

Algorithm GD GD+ | IGD | IGD+ HV | S | Avg. Rank
MOGWO 0 5 1 1 0 | 6 0.2167 3
NSGA-I1I 1 1 1 3 5 |1/ 0.2000 4

NSGAII-MOGWO 1 3 1 5 4 |1 0.2500 2
E NSGAII-MOGWO 8 1 7 0 1 | 2| 0.3167 1

4.3.4 Linear Ranking Leader Selection Method

Linear ranking adds linear probability to the rank of individuals to leverage
exploration in evolutionary algorithms. Therefore, considered as a selection method
to be considered in this work. The resulted performance of the suggested algorithms
using linear ranking are illustrated in Table 4.7. From the results summary in Table
4.8, the percentage of superiority were as follow (0.3333, 0.75, and 0.4168) for
MOGWO, NSGA-II, NSGAII-MOGWO respectively. This test indicates another
superiority of the proposed algorithm over the other algorithm which ranked first.
The second place was taken also by MOGWO because this method is an alteration
of the Ranking method and the previous argument in Section 4.3.3 stand approved.

Table 4.7: Performance of the Related Algorithms using Linear Ranking Selection Method

UF Algorithm GD GD+ IGD IGD+ HV S
MOGWO 0.0381 | 0.0381 | 0.0322 | 0.0265 | 0.6041 | 0.0193
n NSGA-II 0.0043 | 0.0031 | 0.0039 | 0.0029 | 0.6597 | 0.0064
D | NSGAII-MOGWO 0.0040 | 0.0028 | 0.0043 | 0.0030 | 0.6603 | 0.0058
E NSGAII-MOGWO 0.1087 | 0.1081 | 0.0675 | 0.0650 | 0.5563 | 0.0213
MOGWO 0.0971 | 0.0003 | 0.0752 | 0.0004 | 0.8035 | 0.0076
o | NSGA-II 0.2019 | 0.0083 | 0.1654 | 0.0005 | 0.8920 | 0.0168
D | NSGAII-MOGWO 0.2145 | 0.0001 | 0.1821 | 0.0001 | 0.9591 | 0.0143
E NSGAII-MOGWO 0.1226 | 0.1224 | 0.0847 | 0.0844 | 0.5168 | 0.0176
MOGWO 0.0589 | 0.0004 | 0.0464 | 0.0001 | 0.7570 | 0.0157
o> | NSGA-II 0.1644 | 0.0002 | 0.2397 | 0.0552 | 0.6281 | 0.0170
D | NSGAII-MOGWO 0.2061 | 0.0001 | 0.2464 | 0.0459 | 0.6663 | 0.0186
E NSGAII-MOGWO 0.1261 | 0.1254 | 0.0871 | 0.0860 | 0.5271 | 0.0349
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MOGWO 0.0245 | 0.0031 | 0.0276 | 0.0032 | 0.3544 | 0.0046
< NSGA-II 0.0246 | 0.0013 | 0.0156 | 0.0007 | 0.3817 | 0.0082
D | NSGAII-MOGWO 0.0325 | 0.0003 | 0.0208 | 0.0001 | 0.3981 | 0.0085
E NSGAII-MOGWO 0.1287 | 0.0001 | 0.0752 | 0.0025 | 0.5107 | 0.0364
MOGWO 0.1645 | 0.0010 | 0.1546 | 0.0002 | 0.8142 | 0.0454
Lo NSGA-II 0.2710 | 0.0004 | 0.1881 | 0.0003 | 0.9188 | 0.0972
D | NSGAII-MOGWO 0.2494 | 0.0043 | 0.2148 | 0.0001 | 0.8775 | 0.1081
E NSGAII-MOGWO 0.0296 | 0.0002 | 0.0394 | 0.0013 | 0.5816 | 0.0233
MOGWO 0.1184 | 0.0004 | 0.1865 | 0.0005 | 0.8591 | 0.0547
© NSGA-II 0.1331 | 0.0001 | 0.1793 | 0.0001 | 0.9170 | 0.0738
D | NSGAII-MOGWO 0.1101 | 0.0007 | 0.1851 | 0.0005 | 0.8836 | 0.0971
E NSGAII-MOGWO 0.0790 | 0.0094 | 0.0562 | 0.0346 | 0.6300 | 0.0457
MOGWO 0.1230 | 0.1183 | 0.0483 | 0.0451 | 0.4040 | 0.0173
- NSGA-II 0.3249 | 0.0928 | 0.2048 | 0.0002 | 0.8467 | 0.0000
O | NSGAII-MOGWO 0.3012 | 0.1541 | 0.1720 | 0.0001 | 0.7987 | 0.0211
E NSGAII-MOGWO 0.0735 | 0.0520 | 0.0198 | 0.0140 | 0.4855 | 0.0192
MOGWO 0.4783 | 0.0007 | 0.2150 | 0.0132 | 0.8845 | 0.0374
o NSGA-II 0.5858 | 0.0181 | 0.4531 | 0.0067 | 0.9508 | 0.0224
O | NSGAII-MOGWO 0.7048 | 0.0510 | 0.6078 | 0.0066 | 0.9696 | 0.0347
E NSGAII-MOGWO 0.0918 | 0.0303 | 0.1488 | 0.1128 | 0.4105 | 0.0535
MOGWO 0.2599 | 0.0012 | 0.2223 | 0.0127 | 0.9255 | 0.0512
P NSGA-II 0.4413 | 0.1175 | 0.4347 | 0.0093 | 0.9585 | 0.0161
D | NSGAII-MOGWO 0.3407 | 0.0992 | 0.4071 | 0.0174 | 0.9224 | 0.0388
E NSGAII-MOGWO 0.1136 | 0.0627 | 0.1441 | 0.1202 | 0.5164 | 0.0573
MOGWO 0.4721 | 0.0011 | 0.2304 | 0.0251 | 0.8363 | 0.0498
S | NSGA-II 0.5938 | 0.0386 | 0.4099 | 0.0075 | 0.9630 | 0.0113
5 | NSGAII-MOGWO 0.5140 | 0.0363 | 0.3632 | 0.0116 | 0.9205 | 0.0150
E NSGAII-MOGWO 0.1488 | 0.0004 | 0.1629 | 0.0074 | 0.4712 | 0.0707
Table 4.8: Summary of Results from Table 4.7.

Algorithm GD | GD+ | IGD | IGD+ HV | S Avg. Rank
MOGWO 3 2 1 1 1 0 0.1333 3
NSGA-II 0 1 2 4 5 1 0.2167 4
NSGAII-MOGWO 1 3 0 4 3 3 0.2333 2
E NSGAII-MOGWO 6 4 7 1 1 6 0.4167 1
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4.3.5 Boltzmann Leader Selection Method

Generally, the Boltzmann method consider fitness as energy and the
probability of selection is assigned depending on the fitness value. The results of
using the Boltzmann selection method are shown in Table 4.9. In the summary of
results illustrated in Table 4.10, the performance of the proposed algorithm against
the related algorithms were (0.52, 0.64, and 0.4401) for MOGWO, NSGA-II,
NSGAII-MOGWO respectively. The E NSGAII-MOGWO has additional first rank
in this test. Additionally, it can be seen that NSGAII-MOGWO regained the second
place as Boltzmann selection method does not depend on ranking like the Ranking
method or probabilistic ranking like Linear Ranking method.

Table 4.9: Performance of the Related Algorithms using Boltzmann Selection Method

UF Algorithm GD GD+ IGD IGD+ HV S
MOGWO 0.0329 | 0.0329 | 0.0205 | 0.0172 | 0.6305 | 0.0166
= | NSGA-II 0.0035 | 0.0022 | 0.0035 | 0.0024 | 0.6607 | 0.0043
D | NSGAII-MOGWO 0.0061 | 0.0056 | 0.0058 | 0.0055 | 0.6551 | 0.0057
E NSGAII-MOGWO 0.1028 | 0.1028 | 0.0804 | 0.0800 | 0.5139 | 0.0163
MOGWO 0.1102 | 0.0001 | 0.0898 | 0.0004 | 0.8136 | 0.0064
N NSGA-II 0.1966 | 0.0012 | 0.1299 | 0.0002 | 0.9647 | 0.0147
O | NSGAII-MOGWO 0.2244 | 0.0007 | 0.1645 | 0.0001 | 0.9419 | 0.0230
E NSGAII-MOGWO 0.1096 | 0.1295 | 0.0892 | 0.0889 | 0.5046 | 0.0259
MOGWO 0.0496 | 0.0008 | 0.0352 | 0.0001 | 0.7404 | 0.0167
o> | NSGA-II 0.1361 | 0.0050 | 0.0913 | 0.0014 | 0.8169 | 0.0458
O | NSGAII-MOGWO 0.1345 | 0.0001 | 0.1733 | 0.0197 | 0.7323 | 0.0098
E NSGAII-MOGWO 0.1150 | 0.1149 | 0.0773 | 0.0770 | 0.5315 | 0.0157
MOGWO 0.0350 | 0.0008 | 0.0315 | 0.0005 | 0.3761 | 0.0049
< | NSGA-II 0.0340 | 0.0003 | 0.0231 | 0.0009 | 0.3992 | 0.0085
D | NSGAII-MOGWO 0.0332 | 0.0003 | 0.0223 | 0.0007 | 0.3970 | 0.0084
E NSGAII-MOGWO 0.0921 | 0.0002 | 0.0483 | 0.0006 | 0.4841 | 0.0213
MOGWO 0.1545 | 0.0003 | 0.1439 | 0.0003 | 0.7913 | 0.0349
1o | NSGA-II 0.0646 | 0.0041 | 0.0867 | 0.0029 | 0.6671 | 0.0848
D | NSGAII-MOGWO 0.2450 | 0.0018 | 0.2259 | 0.0001 | 0.9158 | 0.1277
E NSGAII-MOGWO 0.0302 | 0.0001 | 0.0402 | 0.0031 | 0.5721 | 0.0312
MOGWO 0.0884 | 0.0003 | 0.1795 | 0.0012 | 0.7955 | 0.0639
% NSGA-II 0.1092 | 0.0007 | 0.1552 | 0.0008 | 0.8635 | 0.0755
NSGAII-MOGWO 0.1365 | 0.0001 | 0.1892 | 0.0004 | 0.8854 | 0.1130

117



Chapter Four Results and Discussions

E NSGAII-MOGWO 0.0798 | 0.0040 | 0.0520 | 0.0015 | 0.8496 | 0.0433
MOGWO 0.2042 | 0.2039 | 0.0900 | 0.0824 | 0.2814 | 0.0253
r~ | NSGA-II 0.2116 | 0.1135 | 0.2312 | 0.0005 | 0.6956 | 0.0000
O | NSGAII-MOGWO 0.3262 | 0.1624 | 0.4934 | 0.0001 | 0.9116 | 0.0000
E NSGAII-MOGWO 0.0662 | 0.0468 | 0.0139 | 0.0098 | 0.4880 | 0.0139
MOGWO 0.4960 | 0.0009 | 0.2589 | 0.0125 | 0.8871 | 0.0344
o | NSGA-II 0.5265 | 0.0232 | 0.3590 | 0.0050 | 0.9704 | 0.0128
D | NSGAII-MOGWO 0.5901 | 0.0087 | 0.3909 | 0.0031 | 0.9880 | 0.0101
E NSGAII-MOGWO 0.1059 | 0.0378 | 0.1535 | 0.1062 | 0.4286 | 0.0677
MOGWO 0.2455 | 0.0051 | 0.1610 | 0.0145 | 0.9253 | 0.0391
o | NSGA-II 0.3453 | 0.0104 | 0.2888 | 0.0059 | 0.9770 | 0.0111
D | NSGAII-MOGWO 0.2583 | 0.0324 | 0.2164 | 0.0098 | 0.9663 | 0.0232
E NSGAII-MOGWO 0.1149 | 0.0797 | 0.1490 | 0.1212 | 0.5205 | 0.0717
MOGWO 0.4468 | 0.0023 | 0.2493 | 0.0185 | 0.8750 | 0.0534
S | NSGA-II 0.4576 | 0.0118 | 0.2707 | 0.0096 | 0.9537 | 0.0280
5 NSGAII-MOGWO 0.4396 | 0.0189 | 0.2931 | 0.0097 | 0.9294 | 0.0227
E NSGAII-MOGWO 0.1145 | 0.0388 | 0.1298 | 0.0674 | 0.4750 | 0.0524
Table 4.10: Summary of Results from Table 4.9.

Algorithm GD | GD+ | IGD | IGD+ | HV S Avg. Rank
MOGWO 1 3 1 2 0 3 0.1667 4
NSGA-II 2 1 1 3 5 0 0.2000 3
NSGAII-MOGWO 1 3 1 5 4 3 0.2833 2
E NSGAII-MOGWO 6 3 7 0 1 4 0.3500 1

4.3.6 Stochastic Universal Sampling Leader Selection Method

Finally, a stochastic method was incorporated as a method to select the
survival individuals based on their fitness while maintaining diversity in population.
The results of implementing this selection method is illustrated in Table 4.11 with
results summary in Table 4.12 shows the percentage and ranking of the related
algorithms. The superiority percentage of the proposed algorithm were (0.1906,
0.6191, and 0.3334) for MOGWO, NSGA-II, NSGAII-MOGWO respectively. The
E NSGAII-MOGWO ranked also first in this test indicating its superiority in all
selection methods. The MOGWO scored second in this test due to the uniform
distribution of samples that cover search space bounds of the solutions which means
more exploration, hence MOGWO adopts well with this selection method.
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Table 4.11: Performance of the Related Algorithms using Stochastic Universal Sampling
Selection Method

UF Algorithm GD GD+ IGD | IGD+ HV S
MOGWO 0.0365 | 0.0364 | 0.0297 | 0.0236 | 0.6131 | 0.0118
T NSGA-II 0.0060 | 0.0055 | 0.0058 | 0.0054 | 0.6549 | 0.0049
D | NSGAII-MOGWO 0.0037 | 0.0023 | 0.0038 | 0.0025 | 0.6611 | 0.0053
E NSGAII-MOGWO 0.1092 | 0.1091 | 0.0662 | 0.0654 | 0.5562 | 0.0223
MOGWO 0.0906 | 0.0001 | 0.0692 | 0.0002 | 0.7954 | 0.0103
N NSGA-II 0.2010 | 0.0002 | 0.1510 | 0.0001 | 0.9336 | 0.0122
D | NSGAII-MOGWO 0.1993 | 0.0094 | 0.1469 | 0.0004 | 0.9045 | 0.0128
E NSGAII-MOGWO 0.1348 | 0.1348 | 0.0941 | 0.0939 | 0.5063 | 0.0233
MOGWO 0.0300 | 0.0029 | 0.0259 | 0.0003 | 0.7244 | 0.0141
o> | NSGA-II 0.0738 | 0.0068 | 0.0433 | 0.0001 | 0.8191 | 0.0635
D | NSGAII-MOGWO 0.1390 | 0.0001 | 0.1812 | 0.0035 | 0.8139 | 0.0124
E NSGAII-MOGWO 0.0900 | 0.0897 | 0.0606 | 0.0574 | 0.5656 | 0.0284
MOGWO 0.0205 | 0.0060 | 0.0204 | 0.0043 | 0.3449 | 0.0044
5 NSGA-II 0.0343 | 0.0002 | 0.0209 | 0.0001 | 0.4034 | 0.0083
D | NSGAII-MOGWO 0.0210 | 0.0017 | 0.0126 | 0.0003 | 0.3792 | 0.0084
E NSGAII-MOGWO 0.0104 | 0.0001 | 0.0771 | 0.0026 | 0.4905 | 0.0446
MOGWO 0.2371 | 0.0009 | 0.2245 | 0.0002 | 0.8440 | 0.0439
Lo NSGA-II 0.2334 | 0.0005 | 0.2156 | 0.0001 | 0.9629 | 0.1177
D | NSGAII-MOGWO 0.1514 | 0.0003 | 0.0776 | 0.0027 | 0.7894 | 0.0679
E NSGAII-MOGWO 0.0360 | 0.0001 | 0.0743 | 0.0035 | 0.5765 | 0.0356
MOGWO 0.1023 | 0.0004 | 0.1748 | 0.0001 | 0.8491 | 0.0462
© NSGA-II 0.1085 | 0.0008 | 0.1623 | 0.0041 | 0.8438 | 0.0604
O | NSGAII-MOGWO 0.1552 | 0.0007 | 0.2119 | 0.0012 | 0.9506 | 0.0945
E NSGAII-MOGWO 0.0829 | 0.0002 | 0.0577 | 0.0026 | 0.7685 | 0.0498
MOGWO 0.1739 | 0.1694 | 0.0951 | 0.0836 | 0.3491 | 0.0152
- NSGA-II 0.1831 | 0.1623 | 0.1293 | 0.0002 | 0.6381 | 0.0000
D | NSGAII-MOGWO 0.2371 | 0.1415 | 0.1370 | 0.0001 | 0.8453 | 0.0000
E NSGAII-MOGWO 0.0560 | 0.0396 | 0.0105 | 0.0074 | 0.4894 | 0.0145
MOGWO 0.5113 | 0.0004 | 0.2389 | 0.0116 | 0.8911 | 0.0346
o NSGA-II 0.5489 | 0.0213 | 0.3637 | 0.0062 | 0.9655 | 0.0218
D | NSGAII-MOGWO 0.6077 | 0.0314 | 0.3300 | 0.0063 | 0.9733 | 0.0159
E NSGAII-MOGWO 0.1313 | 0.0239 | 0.1432 | 0.0714 | 0.4900 | 0.0605
MOGWO 0.2292 | 0.0026 | 0.1516 | 0.0151 | 0.9201 | 0.0392
% NSGA-II 0.3487 | 0.0406 | 0.3647 | 0.0065 | 0.9817 | 0.0129
NSGAII-MOGWO 0.3756 | 0.0682 | 0.3146 | 0.0092 | 0.9723 | 0.0190

119



Chapter Four Results and Discussions

E NSGAII-MOGWO 0.1383 | 0.1114 | 0.1968 | 0.1757 | 0.4624 | 0.0701

MOGWO 0.5400 | 0.0013 | 0.2496 | 0.0165 | 0.8989 | 0.0542

S | NSGA-II 0.4313 | 0.0117 | 0.2809 | 0.0082 | 0.9484 | 0.0102

5 NSGAII-MOGWO 0.4499 | 0.0434 | 0.3886 | 0.0115 | 0.9366 | 0.0220

E NSGAII-MOGWO 0.1406 | 0.0090 | 0.1466 | 0.0754 | 0.4854 | 0.0638

Table 4.12: Summary of Results from Table 4.11

Algorithm GD | GD+ IGD | IGD+ HV | S Avg. Rank
MOGWO 2 3 3 1 2 1 | 0.2000 2
NSGA-II 0 0 0 7 5 3 | 0.2500 3
NSGAII-MOGWO 1 2 2 2 2 3 | 0.2000 2
E NSGAII-MOGWO 7 5 5 0 1 3 | 0.3500 1

After completing all the test, the proposed algorithm (E NSGAII-MOGWO)
was the superior algorithm over the other three algorithms. Now, we select the
selection method that the proposed algorithm had the highest average performance
over the other compared algorithms. Table 4.13 shows the results obtained from tests
presented in section 4.3.1 through 4.3.6. The average performance column in Table
4.13 indicates that the best selection method to deploy with this algorithm is the
Tournament selection method.

Table 4.13: Performance Comparison between Selection Methods for each algorithm.

Q 8
2 s
3 g - 0 38
£ ) < = < E
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P z < L5
©) a
)
> <
Roulette Wheel 76.66% 63.34% 60.00% 66.66%
Tournament 78.68% 68.78% 65.63% 71.03%
Ranking 34.77% 47.82% 56.51% 46.37%
Linear Ranking 33.33% 75.00% 41.67% 50.00%
Boltzmann 52.00% 64.00% 44.00% 53.33%
Stochastic Universal Sampling 19.06% 61.00% 33.34% 37.80%
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4.3.7 Comparing E NSGAII-MOGWO with Related Works

The performance of the proposed E NSGAII-MOGWO algorithm was
compared against six multi-objective optimization algorithms (DGEA [28],
ARMOEA [12], AGEMOEA [14], CMOPSO [13], HDMOPSO [29]). The above
selected works utilize the same benchmarking function utilized in this work. The
performance indicators used are IGD and HV, as mentioned earlier IGD to measure
the average minimum distance to the optimal Pareto front, and HV to measure the
obtained solutions’ diversity. Tables 4.14 And 4.15 illustrate the resulted measures
for IGD and HV respectively. All results were obtained using Python 3.10 scripts on
17 PC with 1.80GHz (8 logical processors) and 16 GB RAM.

Table 4.14: IGD indicator values for the ten benchmark functions (UF1-UF10)
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3 &) 4 o p= ) pad
< I @) T W=
UF1 0.6229 0.1169 0.1120 0.0894 0.1028 0.0620
UF2 0.1703 0.0788 0.0705 0.0628 0.0427 0.0690
UF3 0.5740 0.4333 0.4287 0.3793 0.2261 0.0783
UF4 0.1223 0.0818 0.0819 0.1141 0.0562 0.0586
UF5 2.9718 0.6769 0.7250 0.8685 0.4720 0.0381
UF6 2.5695 0.5098 0.5259 0.3923 0.5770 0.0632
UF7 0.7351 0.2165 0.1656 0.1598 0.0547 0.0377
UF8 0.7439 0.3433 0.3565 0.6347 0.2989 0.1697
UF9 0.7665 0.4557 0.4864 0.9199 0.1384 0.1547
UF10 4.6292 1.0200 1.1947 4.3317 0.5134 0.1617

The results for IGD indicator are the average value of 30 runs of the E
NSGAII-MOGWO using the 10 benchmarking functions. The entries with bold font-
face in Table 4.? are the ones with best average value for each function. The UF1-
10 are complex and hard to converge problems, the overall performance was 70%
better than other compared approaches. For bi-objective function (UF1-7) the hit
score was 5/7 better and 2/3 for the more complex tri-objective problems (UF8-10).

Although, HDMOPSO was better in two of the bi-objective benchmarking
functions (UF2 and UF4) but the difference was (-0.0263 and -0.0023) respectively,
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and for tri-objective function was (-0.0163). On the other hand, the proposed
algorithm outperforms HDMOPSO on the remaining functions (UF1, 3, 5, 6, 7, 8,
10) by (0.0408, 0.1478, 0.4339, 0.5138, 0.017, 0.1292, and 0.3517) respectively.
The results show that the proposed algorithm can simulate the optimal Pareto front
more efficiently than the opponent evolutionary and swarm algorithms. Thus, the
proposed algorithm shows better convergence to the optimal Pareto front than the
other compared algorithms, because of using MOGWO and elitism to have better
convergence and overcome the limitation of NSGA-I11 of fast convergence as proved
from the obtained results.

Table 4.15: HV indicator values for the ten benchmark functions (UF1-UF10)
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UF1 0.0961 0.5583 0.5582 0.5815 0.5835 0.5577
UF2 0.5107 0.6311 0.6362 0.6447 0.6734 0.5434
UF3 0.1180 0.2064 0.2132 0.2764 0.4430 0.5058
UF4 0.2771 0.3321 0.3337 0.2863 0.3697 0.5145
UF5 0.0000 0.0303 0.0258 0.0149 0.0197 0.4621
UF6 0.0000 0.0481 0.0377 0.1498 0.0131 0.8716
UF7 0.0184 0.3626 0.3874 0.4192 0.5064 0.4754
UF8 0.0216 0.3004 0.2923 0.0094 0.3529 0.3995
UF9 0.0656 0.3146 0.2950 0.0126 0.6343 0.4994
UF10 0.0000 0.0000 0.0000 0.0000 0.3191 0.4790

Additionally, the results obtained from the HV indicator clearly shows that
the proposed algorithm successfully enhance the diversity of the objective space
while searching for the optimal solution. Generally, the Hyper-volume (HV)
indicator is used the diversity of the obtained solution across the objective space,
which is a maximizing problem. The results obtained from this indicator shows
better diversity performance in 6/10 of the used problems with (4/7) hit score for bi-
objective functions and (2/3) for tri-objective functions. The HDMOPSO has better
performance in function (UF1, 2, and 7) with differences (-0.0258, -0.13, and -0.031)
respectively. While in the tri-objective functions the difference was -0.1349 for UF9.
The proposed algorithm has better performance than all other algorithms in functions
(UF3, 4, 5, 6, 8, 10) with differences of (0.0628, 0.1448, 0.4424, 0.8585, 0.0466,
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and 0.1599) respectively against the HDMOSPO. The better diversity in the optimal
solution of the proposed algorithm came from the inherited advantage of using
MOGWO and the deployed strategy of mitigation of stagnation from the adaptive
opposition-based learning in changing the elite population to compensate with the
current crowding distance of the intermediate solution during algorithm iterations.

In conclusion, the presented results proved that the proposed algorithm
succeeded to overcome the fast convergence and local optima traps usually
accompany the evolutionary optimization algorithms when used in complex and
challenging problems as loT-Fog resources allocation.

The next section presents the scenarios conducted to apply the proposed
algorithm in the loT-Fog environment and the results obtained from these
experiments.

4.4 10T-Environment Experiments Results

The applicability of the proposed system was experimented with the python
fog simulator YAFS. The experiments follow the configuration parameters
described in Table 4.16. The experiment deployed various number of applications
running in the 1oT-Fog environment. Furthermore, those applications use different
number of dependent modules. The experiments also implement varying number of
l0T clients, sensors, and sinks.

Table 4.16: Simulation Experiments Configuration Variables

# | Variable | Value(s)
Simulation Environment Parameters
1 Simulation Time 10000s
2 Number of Apps 1-20
3 Number of Services 1-20 Service/App
4 Number of Fog Nodes 100 — 200
5 Number of Sensors 100-300
6 Number of actuators 100-300
7 Number of clients 200-400
8 Clients' mobility Directional
9 Number of clouds 1
Cloud Parameters
10 RAM Size 40GB
11 CPU 4.4G IPT
12 Bandwidth 1Gbips
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13 Idle energy consumption 16*83.25 mW
14 Busy energy consumption 16*103 mW
15 Processing cost 0.00005 $G
16 Ram usage cost 0.016 $G

17 BW cost 0.0005 $G

18 Link latency 10ms

Fog Parameters

19 RAM Size 4GB

20 CPU Uniform (1.0-2.8) G IPT
21 Bandwidth 100Mbips

22 Idle energy consumption 83.4333 mW

23 Busy energy consumption 107.339 mW

24 Processing cost 0.00015 $G

25 Ram usage cost 0.000005 $G

26 BW cost 0.0001 $G

27 Link latency 5ms

Client parameters

28 RAM Size 1GB

29 CPU 1G IPT

30 Bandwidth Uniform (100-10000) kbips
31 Idle energy consumption 82.44 mW

32 Busy energy consumption 87.53 mW

33 Processing cost 0

34 Ram usage cost 0

35 BW cost 0

36 Link latency 5ms

4.4.1 Network Time Analysis

4.4.2 Network Latency Time

Figure 4.25 below shows the performance of the proposed algorithm in terms
of latency time of the deployed application. The first entry for both figures is when
the application’s modules are all placed on the cloud, which considered as the
reference point for the algorithm performance calculations.
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Figure 4.25: Network Mean Latency Time (ms)

The figure shows the differences in latency time for services traversing
throughout the environment. The base value of comparison is the values obtained
from deploying all services on the cloud (worst case scenario). From the figures, it
Is clear that deploying applications in Fog nodes can significantly reduce the latency
of service responses. Furthermore, utilizing evolutionary algorithms can further
reduce latency time. The mean latency time obtained from the cloud was about
(2354(x1.6067) ms), when comparing this value with latencies (222(x1.2749) ms,
19(£1.6559) ms, 9(x1.3475) ms) for NSGA-II, NSGAII-MOGWO, and E NSGAII-
MOGWO respectively, we notice that the reduction is in terms of magnitude. The
percentage of reduction was (10.6%, 124.5%, 255.6%) and the ratio of the obtained
latency to the latency from cloud-only strategy was (0.0943, 0.008, 0.0039) for the
deployed algorithms respectively.

4.4.2.1 Request Waiting Time

The values obtained for the requests mean waiting time and the statistics for
the obtained data as box-plot are illustrated in Figure 4.26.
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Figure 4.26: Request Mean Waiting Time (ms)

The significantly of the waiting times gives us a view for the network behavior
during saturating times. Generally, the illustrated values show less mean waiting
time for requests passing through an environment managed by the E NSGAII-
MOGWO algorithm. The mean waiting time values are (0.9454(x3.0114),
0.7640(x2.5729), 0.7354(x2.5242), 0.7188(x£2.4900)) for cloud-only, NSGA-II,
NSGAII-MOGWO, and E NSGAII-MOGWO respectively. The percentage of
difference between cloud placement and the algorithms placement are (19.18%,
22.21%, 23.97%) for NSGA-1I, NSGAII-MOGWO, and E NSGAII-MOGWO
respectively. This percentage concludes that another benefit from the proposed
algorithm is the reduction in request waiting times.

4.4.2.2 Message Response Time and Total Message Response Time

The message response time is the time from the message entering the queue
until it transmitted to the next hop, this calculation concerns only compute nodes not
the intermediate routing path nodes. Figure 4.27 illustrates the response times
obtained from simulations and representing the nodes mean response time and their
summary statistics. On the other hand, the total message response time is from the
message been transmitted from the previous hop till it sent out to the next hop. The
total message response time is illustrated in Figure 4.28.

126



Chapter Four Results and Discussions

8
2

&
=
| — — |

-1
&

Response Time (ms)
=

Mean Response Time (ms)
(]
(=]

s
)
(=]

10 4 |

Cloud Only NSGA-Il NSGAI-MOGWOE NSGAII_MOGWO Cloud Only NSGA-Il NSGAI-MOGWO E NSGAI_MOGWO

Figure 2.27: Nodes Mean Response times (ms)

The outcomes for the message mean response time were (52.8782(+6.5379),
20.0441 (+10.4649), 18.1964(+10.7007), 17.3433(x10.5819)) for NSGA-II,
NSGAII-MOGWO, and E NSGAII-MOGWO respectively. The percentage of
difference between the only-cloud placement strategy gained from the evaluated
placement algorithms were (-62.09%, -65.59%, -67.20%) for NSGA-II, NSGAII-
MOGWO, and E NSGAII-MOGWO respectively.

50 4

=)
o

40 4

b

30 4

&

-]

204

Mean Total Response Time (ms)
Total Response Time (ms)

(=]
o

10 4

Cloud Only NSGA-IIl NSGAI-MOGWOE NSGAII_MOGWO Cloud Only NSGA-Il NSGAI-MOGWO E NSGAI_MOGWO

10 4

Figure 4.28: Total Message Response Time (ms)

On the other hand, the outcomes for the message mean total response time
were (53.6509(+6.5276), 21.9350(£10.4369), 20.0385(+£10.7183),
19.5623(£10.7812)) for NSGA-II, NSGAII-MOGWO, and E NSGAII-MOGWO
respectively. The percentage of difference between the only-cloud placement
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strategy gained from the evaluated placement algorithms were (-59.12%, -62.65%,
-63.54%) for NSGA-II, NSGAII-MOGWO, and E NSGAII-MOGWO respectively.

Both figures demonstrate the effect of the waiting time on the performance of
the network in terms of the time takes to be completely processed (response time)
and the time takes the next hop to receive the resultant response. The proposed
algorithm scores a reduction of response time of (-67.20% and -63.54%) for message
response time and total message response time respectively. The gained performance
Is due to the semi-optimal placement of resources provided by the proposed
algorithm.

4.4.2.3 Application Loops Latency Time

Figure 4.29 illustrates the effect of application loop latency time with the
number of dependent modules. Generally, the figure indicates a proportional relation
between number of engaged modules (loop length) and latency time as the number
of computations increases also the time required for a message to traverse the whole
modules path. The cloud only placement strategy has very high latency time
comparing with other implemented algorithms. On the far end, the proposed
algorithm scored the least latencies, as detailed below.

The plots presented in Figure 4.29 clearly shows two groups of behavior, the
first one is a steep increase in loop latency time with number of modules which
represented by NSGA-11, NSGAII-MOGWO and cloud only placement, despite the
difference in scale. The other trend is a steady moderate increase in loop latency time
represented by the proposed algorithm. Figure 4.29 shows a box-plot for the four
approaches which shows that the proposed algorithm has minimum average and
standard deviations comparing to other compared approaches. The obtained results
from the application loop latency time were (68189.4849(+53493.8027),
6235.4165(+4681.6239), 5909.3633(+4197.7612), 3159.4258(+2028.0579)) for
Cloud-Only, NSGA-II, NSGAII-MOGWO, and E NSGAII-MOGWO respectively.
The percentage of difference between cloud placement and other implemented
algorithms were (-90.87, -91.33%, -95.37%) for NSGA-I1, NSGAII-MOGWO, and
E NSGAII-MOGWO respectively.
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Figure 4.29: Application Loops Latency Time (ms)

4.4.3 CPU and Memory Usage Cost

One of the objectives of this paper is to reduce resources utilization. This
analysis checks the usage of nodes CPU and RAM among the placed modules.
Figure 4.30 shows the CPU and RAM utilizations obtained from the comparison
algorithms in addition to the Cloud-only placement. The mean values obtained from
the placement methods were (12023.1975(£15773.3071), 134.5020(£185.2745),
86.8183(+33.1803), 25.7522(+32.4814)) for Cloud-Only, NSGA-II, NSGAII-
MOGWO, and E NSGAII-MOGWO respectively. The percentage of difference
comparing with cloud-only (-98.88%, -99.28%, -99.79%) for NSGA-II, NSGAII-
MOGWO, and E NSGAII-MOGWO respectively. The performance metrics above
are other indictors of the E NSGAII-MOGWO better placement strategy concerning
processing costs and also scalability with number of applications deployed in the
loT-Fog environment.
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4.4.4 Network Energy Consumption Analysis

Figure 4.31 shows the network energy consumption in Mega Joules/second.
The mean energy consumption outcomes from the deployed algorithms were
grouped as nodes idle energy, nodes busy energy, and the sum of idle and busy
energy. For the mean idle energy consumption, we get (21.3577MJ/s, 2.3909MJ/s,
0.6315MJ/s, 0.4779Mij/s) for Cloud-only, NSGA-II, NSGAII-MOGWO, and E
NSGAII-MOGWO respectively. Furthermore, the ratio of differences between
Cloud-only and other approaches were (-88.81%, -97.04%, -97.76%) for NSGA-II,
NSGAII-MOGWO, and E NSGAII-MOGWO respectively. The results indicate that
proposed algorithm succeeded in preserving energy consumptions by 97.76% than
deploying applications only in the cloud.
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4.5 Conclusions

In this chapter we present the results obtained from testing the proposed
algorithm. The tests were conducted with two goals; first to decide which selection
method is better suited for the algorithm. Next, to observe the behavior of the
algorithm when tested to optimize complex and hard to converge benchmarking
functions from the CECO09 set. The outcomes show that E NSGAII-MOGWO
algorithm has superior performance and the applicable selection method is the
Tournament selection method.

Furthermore, the proposed algorithm tested on a simulated lo-Fog
environment with different settings. All the simulation experiments prove that E
NSGAII-MOGWO enhance the performance of the environment and ultimately the
QoS of the loT-Fog environment.
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CHAPTER Five
Conclusions and Future Works

5.1 Conclusions

The main goal of this work was to design an optimization algorithm to
enhance the QoS in the 10T-Fog environment. The proposed algorithm succeeded in
minimizing the environment’s costs such as energy consumption, the monetary cost
of using the network resources, the total utilization of network workload, and the
application’s total latency. The work was implemented using two well-known meta-
heuristic algorithms NSGA-II and MOGWO to design the final hybrid algorithm E
NSGAII-MOGWO. In this work, elitism was introduced to the MOGWO part of the
proposed algorithm to enhance the diversity of the solutions generated by NSGA-I1.
From the conducted simulations, this work proved that this algorithm is applicable
for complex problems like resource allocation in the loT-Fog environment. This
work achieved the maximizing of QoS by minimizing the given objectives to reach
a resource placement and distribution near-optimal.

The proposed algorithm was validated using multi-objective evolutionary
algorithms’ benchmarking and performance indicators. Furthermore, the proposed
algorithm was compared to the related papers and proved its superiority over the
implemented algorithms.

The most important conclusions that arise during the path of this work design and

implementation include:

1. When building a hybrid algorithm from only the base algorithms, the
performance of the resulting hybridization improved. On the other hand, the
drawbacks of the base algorithms might be inherently persistent. This was
seen in the NSGAII-MOGWO implementation with the poor maintenance of
the Pareto front when experimented with the benchmarking functions.

2. The MOGWO algorithm has the potential for further improvements to be used
in solving resource allocation problems. This can be seen in the case of adding
elitism to enhance the performance of NSGAII-MOGWO.

3. Using opposition-based elitism with MOGWO add the ability to generate
better and more diverse solutions that cover a larger area in the objective space
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of the problem. This intuitively flows from that if this placement is not
efficient then the opposite placement might speed up convergence to the
optimal solution.

The proposed E NSGAII-MOGWO overperforms the NSGAII-MOGWO
when adding an adaptive method to alter the number of migrated individuals
to overcome the stagnation (local minima) of the population.

NSGA-II algorithm generates a set of solutions in the Pareto front (Pareto set).
If this behaviour is conserved in the proposed algorithm, then there would be
a need for further methods to select the best solution. But the use of the
MOGWO algorithm in the core of the algorithm relaxes that issue by yielding
only the alpha solution.

5.2 Future Works

This work contributes to the field of resource allocation in the loT-Fog
environment. There are some ideas to be as future works.

1.

The implemented are both evolutionary algorithms, and other types of
recently trended approaches like machine learning.

Studying the effect of implementing the proposed algorithm in other
environments like VANET.

Implement quality-of-experience (QoE) metrics like reliability and
availability in the objective functions.
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