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Abstract:

Access to reliable electricity is vital for powering various sectors, including
residential, industrial, and medical facilities. However, challenges such as
energy larceny, excessive energy bills, and energy loss, hindering efficient and
sustainable energy consumption. This thesis introduces an intelligent cloud
system designed to tackle these challenges by detecting electricity larceny in
real-time and identifying abnormal load patterns with power factor correction.
The proposed system utilizes a cloud server for data storage and analysis. It
adopts a hybrid-oriented approach that combines both hardware and data
oriented approaches to detect electricity larceny. The hardware-oriented
approach involves installing sensors on the distribution network to identify
illegal electricity consumers. Simultaneously, the data-oriented approach utilizes
deep learning techniques to train a model that capable of detecting suspicious
load patterns associated with theft.

The hardware-oriented approach has undergone testing in various conditions and
has demonstrated its effectiveness and efficiency in accurately detecting
electricity larceny. The data-oriented approach, utilizing Convolutional Neural
Networks (CNN), has been selected for its ability to extract relevant features
from electrical data. In this approach, a dataset called the "Smart Grid Dataset"
provided by the State Grid Corporation of China (SGCC) was utilized. To
address imbalanced data, several data preprocessing techniques were tested,
including Random Under Sampling (RUS), Random Over Sampling (ROS),
Synthetic Minority Over-sampling Technique (SMOTE), SMOTETomek, and
Adaptive Synthetic Sampling (ADASYN). Among these techniques, the
Adaptive Synthetic (ADASYN) technique was chosen to handle the data
imbalance. The evaluation of the combined CNN model and ADASYN
demonstrated its effectiveness in accurately detecting larceny, achieving an

impressive accuracy of 97.22%, precision of 97%, and recall of 99.9%.
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By integrating both approaches, the system significantly improves the
identification and prevention of electricity theft, leading to enhanced system
stability, reliability, and efficiency. Additionally, the system promotes
responsible energy consumption, ensuring equitable access to electricity while
reducing the financial burdens associated with excessive energy bills.

Cloud computing techniques have greatly facilitated the implementation and
dissemination of these approaches. Cloud servers provide the necessary storage
capacity and computational resources to execute the models, analyze data, and
present results to the authorities involved in electricity theft detection. Cloud
servers have simplified the distribution and utilization of this hybrid approach in
the context of electricity theft detection.

In addition, we suggest utilizing machine learning techniques, specifically a
random forest algorithm, to select the optimum capacitance for power factor
correction, which is a metric indicating the efficiency of the electricity
distribution system. By enhancing the power factor, we can effectively minimize
energy wastage and decrease the overall cost of electricity provision.

The performance of the proposed approach was evaluated using various metrics.
The model achieved an accuracy of 97.93% reflects the model's generalization
ability to unseen data, suggesting its effectiveness in real-world scenarios.
Moreover, the precision of 97.98% implies that the majority of choosing
capacitance values is correct, while the recall of 97.93% suggests that a high
percentage of actual capacitance values are correctly identified by the model.
Overall, these results confirm the effectiveness and reliability of the random
forest algorithm in correcting the power factor and optimizing the efficiency of
the electricity distribution system. When comparing the results achieved by our
system to those of others, it is evident that our system outperforms the

alternative methods.

VI



Table of Contents

Subject Pages
Acknowledgments |
Abstract I
Table of Contents v
List of Figures IX
List of Tables X
List of Abbreviations XV
List of Symbols XVIII
Chapter One: Introduction
1.1 Introduction 1
1.3 Problem Statement 3
1.2 Motivation 4
1.4 Literature Review 6
1.4.1 Homes Electric Energy Larceny Detection 6
1.4.2.1 Hardware-based solution. 6
1.4.2.2 Data-based solution. 10
1.4.2 Power Factor Correction and Monitoring systems. 15
1.5 Thesis Objectives 19
1.6 Thesis Contributions 19
1.7 Thesis Outlines 20
Chapter Two: Theoretical Background
2.1 Introduction 22
2.2 Advanced Metering Infrastructure (AMI) 22
2.3 Cloud Computing 23

Vil




2.3.1 Cloud Computing Services 24
2.3.1.1 SaaS (Software as a Service) 24
2.3.1.2 Paa$S (Platform as a Service) 25
2.3.1.3 laaS (Infrastructure as a Service) 25
2.3.2 Cloud Computing Deployment 25
2.3.2.1 Public Cloud Deployment Model 25
2.3.2.2 Private Cloud Deployment Model 26
2.3.2.3 Hybrid Cloud Deployment Model 26
2.3.2.4 Community Cloud Deployment Model 26
2.3.5 10T and Cloud Computing 27
2.3.6 Communication Protocols for cloud 28
2.3.6.1 HTTP (Hypertext Transfer Protocol) and 29
HTTPS
2.3.6.2 MQTT 29
2.3.7 Cloud Server 31
2.3.7.1 Why choose cloud servers? 31
2.4 Tools for Smart Environment Technologies 31
2.4.1 Internet Protocol (IP) 31
2.4.2 Wireless Fidelity (Wi-Fi) 32
2.4.3 The Transmission Control Protocol (TCP) 32
2.4.4 Sensor Networks 33
2.5 Smart Metering 33
2.6 Smart Meter Energy Sensors and Wireless 34
2.6.1 PZEM-004T Module 35
2.6.2 Arduino Mega WiFi R3 (ATMEGA2560 + 36
ESP8266)
2.7 Technical and Non-Technical Electric Losses 36




2.7.1 Technical Losses 37
2.7.2 Non-Technical Losses 37
2.8 Power Factor Correction 38
2.9 Electric Energy Larceny 40
2.10 Random Forest (RF) 42
2.11 Convolutional Neural Networks (CNNSs) 43
2.11.1 Convolutional Layer 45
2.11.2 Pooling Layer 46
2.11.3 Activation Functions Layer 46
2.11.4 Fully Connected Layer (FC) 47
2.12 Data prepossessing 47
2.13 Handling Imbalanced Data 48
2.13.1 Random Undersampling (RUS) 49
2.13.2 Random Oversampling (ROS) 49
2.13.3 Synthetic Minority Oversampling Technique 49
(SMOTE)
2.13.4 SMOTETomek 50
2.13.5 Adaptive Synthetic Sampling (ADASYN) 50
2.14 Evaluation Metrics 51
2.14.1 Confusion Matrix 51
2.14.2 Accuracy metrics (acc) 52
2.14.3 AUC metric 53
2.14.4 F1 score metric 53
Chapter Three: Design and Implementation of The Proposed System
3.1 Introduction 55
3.2 Homes Electric Larceny Detection System 56
3.2.1 Hardware Layer 57




3.2.2 Cloud Layer 60

3.2.3 Monitoring Layer 60

3.3Electric Larceny Detection Approaches 61

3.3.1 Hardware-based approach 61

3.3.2 Data-based approach 64

3.3.2.1 Data Overview 65

3.3.2.2 Data Preprocessing 66

3.3.2.3 Handling Imbalance Data 68

3.3.2.4 Data preparing 69

3.3.2.5 Building and Training CNN Model 69

3.4 Power Factor Correction 72

3.4.1 Algorithm of Power factor correction 74

3.4.2 Random Forest Algorithm for Power Factor 75
Correction

3.7 Web Application Development 0

Chapter Four Results and Discussions

4.1 Introduction 79

4.2  Energy Smart Meter 79

4.3  Evaluation 81

4.3.1 Data preprocessing 82

4.3.2 Handling Data Imbalance 82

4.3.3 CNN model evaluation 85

4.3.4 CNN Model performance after RUS 86

4.3.5 CNN Model performance after ROS 88

4.3.6 CNN Model performance after SMOTE 90

4.3.7 CNN Model performance after SMOTETomek 91

XI




4.3.8 CNN Model performance after ADASYN 93
4.4 Home Larceny Detection System 96
4.5 Features of the Home Electricity Larceny Detection 107
System

4.6 Random Forest Algorithm for Power Factor Correction 108
4.7 The Error of Power Factor 111
4.8 Features of Power Factor Correction System 113

Chapter Five: Future Works and Conclusions

5.1 Conclusions 122

5.2 Researcher testaments for Future Works 124

Xl




List of Figures

Figure Title Page
1.1 Increasing in electricity generation over the years for 4
Iraq
1.2 Transmission and distribution losses in the region 5
2.1 AMI components 23
i Cloud computing deployment models and services. o
2.3 The Architecture of Cloud-1oT 28
2.4 HTTP request/response model 29
2.5 Difference between HTTP & HTTPS 30
2.6 Publisher/subscriber model for MQTT protocol 31
2.7 TCP/IP Layer 33
2.8 Metering and Communication Framework 34
2.9 PZEM-004T Module with Current Transformer 36
2.10 Arduino Mega Wi-Fi R3 board 36
2.11 The power tringle 39
2.12 Visual Representation of Random Forest 43
2.13 The CNN General Architecture 45
2.14 Activation Function Types 47
2.15 Data preprocessing forms 49
2.16 Synthetic data point generation by the SMOTE 51
Algorithm
2.17 Synthetic data point generation by the ADASYN 52
Algorithm
2.18 Area Under The ROC Curve 54
3.1 Overall Proposed System 55
3.2 proposed electric larceny detection system block 57

Xl




diagram

3.3 The connection of the smart meter components 58

3.4 Arduino IDE 60

3.5 The flowchart of the Hardware-based approach 63

3.6 The flowchart of the Data-based approach. (a) 65

Training phase (b) Test phase.

3.7 The CNN Model Architecture 71

3.8 The block diagram for two nodes. 73

3.9 The schematic algorithm of power factor correction. 74
3.10 Model-View-Controller (MVC) architecture 76

4.1 Consumer meter ( CM ) and the Checkpoint meter 80

(CPM).
4.2 Ping Results 81
4.3.a a. Classes distribution of Original Data. 84
4.3.b b. Classes distribution after Random Under-Sampling 84
(RUS).

4.3.c c. Classes distribution after Random Over-Sampling 85
(ROS).

4.3.d d. Classes distribution after Synthetic Minority Over- 85
sampling Technique (SMOTE).

4.3.e e. Classes distribution after (SMOTETomek). 85

4.3.f f. Classes distribution after Adaptive Synthetic 85
Sampling (ADASYN).

4.4.a (a) Training and validation loss curve of CNN 86
without balance technique.

4.4.b (b) Training and validation curve accuracy of CNN 86
without balance technique.

4.5.a (a) Training and validation loss curve of CNN after 87
RUS technique.

45.b 88

(b) Training and validation curve accuracy of CNN
after RUS technique.

XV




4.6.a (a) Training and validation loss curve of CNN after 89
ROS technique.
4.6.b o o 89
(b) Training and validation curve accuracy of CNN
after ROS technique.
4.7.a (a) Training and validation loss curve of CNN after 91
SMOTE technique.
4.7.b (b) Training and validation curve accuracy of CNN 91
after SMOTE technique.
4.8.a (a) Training and validation loss curve of CNN after 92
SMOTETomek technique.
4.8.b (b) Training and validation curve accuracy of CNN 93
after SMOTETomek technique.
4.9.a (a) Training and validation loss curve of CNN after 94
ADASYN technique.
4.9.b (b) Training and validation curve accuracy of CNN 94
after ADASYN technique.
4.10 The confusion matrices of CNN Model with Various 96
Data Balancing Techniques.
4.11 A Prototype hardware arrangement for proposed 97
system.
4.13 Login page 99
4.14 Home interface of the application 100
4.15 Details of House 2 (Historical Readings) 101
4.16 Normal power consumption case. 102
4.17.a (a) Electricity Larceny detection in the first sector 103
4.17.b (b) Electricity Larceny detection in the second sector 104
4.17.c (c) Electricity Larceny detection in both sectors 105
4.18 Home load patterns Larceny monitoring interface. 106
4.19 confusion matrix of RF for power factor correction 111

XV




List of Tables

Table Details Page No.

Comparison of Characteristics of hardware approach

1.1 | Energy Larceny Detection Systems in Literature 9
Survey with Our System

1.2 | comparison of electricity data approach larceny 14
detection techniques in the Literature Survey

13 Comparison of PFC Systems Characteristics in 18

' Literature Review with Our System

3.1 | PZEM-004T Sensor Pin Wiring 59

3.2 | LCD Pinout for Arduino Mega Wi-Fi R3 59

3.3 | Different loads with power and power factor 75

4.1 | Impact of preprocessing on the Dataset 82

4.2 | Distribution of Consumers with and Without Larceny 81
after apply Different Data Balance Techniques

43 performance of CNN model without balance 85

' techniques

4.4 | performance of CNN model after RUS 87

4,5 | performance of CNN model after ROS. 89

4.6 | performance of CNN model after SMOTE. 90

4.7 | performance of CNN model after SMOTETomek. 92

4.8 | performance of CNN model after ADASYN 94

4.9 | Comparison of the performance of the CNN model 95
with different data balancing techniques.

4.10 | Power and power factor and capacitance data 109

4,11 | Performance of Random Forest for PFC 111

4,12 | Power factor error and capacitance error 112

XVI




List of Abbreviations

Abbreviation

Definition

1D One Dimensional
2D Two Dimensional
3D Three Dimensional
AC Alternative Current
Acc Accuracy
ADASYN Adaptive Synthetic Sampling
AMI Advanced measurement infrastructure
APFC Automatic Power Factor Corrector
API Application Programming Interface
AUC Area Under the Curve
C Current
CC Cloud Computing
CM Consumer Meters
CNN Convolutional Neural Network
ConvlD One-Dimensional Convolutional Neural Network
CPM Checkpoint Meter
CPU Central Processing Unit
CRUD Create, Read, Update, And Delete
CT Current Transformer
DBRNN Deep Bidirectional Recurrent Neural Networks

DE-RUSBoost

Differential Evaluation Random Under Sampling
Boosting

DL

Deep Learning

E

Energy

XVII




EF Entity Framework
ELM Extreme Learning Machine
EM Measurement Errors
F Frequency
FC Fully Connected Layer
FN False Negatives
FP False Positives
GPS Global Positioning System
GPS Global Positioning System
GSM Global System For Mobile Communications
GUI Graphical User Interface
HDD Hard Disk Drive
HTTP Hypertext Transfer Protocol
HTTPS Hypertext Transfer Protocol Secure
laaS Infrastructure As A Service
IBM International Business Machines Corporation
IFTTT If This, Then That
IS Internet Information Services
loT Internet Of Things
IP Internet Protocol
IPv4 Internet Protocol Version 4
IPv6 Internet Protocol Version 6
IR Infrared Sensor
IT Information Technology
KNN K-Nearest Neighbors
LSTM Long Short-Term Memory,

XVl




ML Machine Learning
MQTT Message Queuing Telemetry Transport
MVC Model-View-Controller
NTL Non-Technical Losses
ORM Object-Relational Mapping
P Power
PaaS Platform As A Service
PF Power Factor
PFC Power Factor Correction
RAM Random Access Memory
RelLU Rectified Linear Unit
RF Random Forest
RNN Recurrent Neural Networks
ROS Random Oversampling Technique
RUS Random Undersampling
RUSBoost Random Under Sampling Boosting
SaaS Software As A Service
SD card Secure Digital card
SG Smart Grid
SGCC State Grid Corporation Of China
SMOTE Synthetic Minority Over-Sampling Technique
SMOTETomek | SMOTE And Tomek Links
SQL Structured Query Language
SSD Solid State Drive
SVM Support Vector Machine
TCP Transmission Control Protocol

XIX




TL Technical Losses

TTL Transistor-Transistor Logic
TN True Negatives
TP True Positives
\V Voltage

VAE-GAN Variational Autoencoder-Generative Adversarial
Network

VT Voltage Transformer

Wi-Fi Wireless Fidelity

NaN Not a Number

PWM Pulse Width Modulation

XX




List of symbols

Item Description Unit
The Activation Function Used For The .
fi : Unitless
Convolutional Layer.
X; The Input To The Convolutional Layer. Unitless
F F1 Score Unitless
PF, The Current Power Factor Of The System. Unitless
PF, The Targeted Power Factor For PFC. Unitless
PT, Power Theft In The k**Sector Unitless
PT, Power Theft In The First Sector Unitless
PT, Power Theft In The Second Sector Unitless
Pfy The Desired Power Factor. Unitless
Pf. Power Factor For Real C Unitless
p Power Readings At Individual Consumers W
L With Identification Number i
The Offset Vector Or Bias Associated With .
b; . Unitless
The Convolutional Layer.
m; it" Element Of The Dataset (Data Point). Unitless
_ (i + 1) Element Of The Dataset (The Next :
Mi+1 Data Point). Unitless
. (i — 1)"Element Of The Dataset (The ,
Mi-1 Previous Data Point). Unitless
The Weights Associated With  The :
Wi : Unitless
Convolutional Layer.
Xmax The Maximum Value In That Column. Unitless
Xmin The Minimum Value In That Column. Unitless
X1, X5 , ..., X, | Individual Data Points In The Row Unitless
The Output Of Each Convolutional And
Vi Max-Pooling Layer In A Convolutional | Unitless

Neural Network (CNN).

XXI




Acc Accuracy Unitless
Nan Not a Number Unitless
The Maximum Value Among The Outputs
Max(y;;) |¥:; Obtained From Different Convolutional | Unitless
Layers.
C calc The Calculated Capacitance. F
C real The Real or Actual Capacitance. F
EM Measurement Errors Unitless
FN False Negatives Unitless
FP False Positives Unitless
P Precision Unitless
PF Power Factor Unitless
PT Power Theft Unitless
R Recall Unitless
Volt
S Apparent Power Ampere
TL Technical Losses w
TN True Negatives Unitless
TP True Positives Unitless
v Voltage Volt
The Amount Of Reactive Power Required
VAR For Power Factor Correction (PFC) In An VAR
Electrical System.
c Capacitance Value Farad
(k) Power Readings at Checkpoint Meter With W
¢ Identification Number k
f Frequency Hz
f(m;) The Approximate Value Unitless

XXII




The normalized value of the data point x,

f(x) scaled between 0 and 1 using min-max | Unitless
scaling.
m Mean Of The Data Points In A Row. Unitless
n Total Number Of Consumers Unitless
n Number Of Data Points In The Row. Unitless
d Standard Deviation Of The Data Points In a Unitless
Row.
A Data Point In a Column Of The Smart .
x Grid Dataset. Unitless
The Final Output Obtained After Applying
y' Max-Pooling To The Outputs y; ;From All |  Unitless
Convolutional Layers.
01 02 The Angles Whose Tangent Values | Radians or
’ Correspond To PF;And PF, Respectively. Degrees

XXII




CHAPTER ONE

INTRODUCTION




Chapter One Introduction

Chapter One

Introduction

1.1 Introduction

Increasing the electricity demand has resulted in increased electrical losses,
encompassing both technical (TL) and non-technical losses (NTL). TLs are
attributed to inefficiencies in electricity transmission and distribution, whereas
NTLs arise from larceny, non-payment, faulty and outdated meters, and illegal
connections [1]. Our system is specifically devised to minimize both TLs and
NTLs, where TLs can be mitigated by power factor correction, while NTLs can

be mitigated by the detection of the electrical larceny.

The power factor is a measure of how effectively the load converts the delivered
electrical energy into useful energy. A low power factor indicates that a load is
not utilizing the available power effectively, resulting in energy waste, increased
energy costs, and reduced system efficiency [2]. Power factor correction has
become increasingly important in recent years, as energy costs have raised and
environmental concerns have grown. Improving the power factor helps to reduce

carbon emissions and other harmful pollutants associated with energy generation

[3].

Electricity larceny is a significant problem for utility companies globally, as it
makes up a significant percentage of their overall losses. The annual losses due
to NTLs amount to approximately 89.3 billion U.S. dollars for electricity
companies worldwide [4]. Electricity larceny can take many forms, from
tampering with the electricity meter to bypassing it altogether. This can cause
power outages and damage to electrical equipment. Electricity larceny can also
have serious economic consequences, as it leads to revenue losses for utility

companies and higher electricity prices for consumers [5].

1



Chapter One Introduction

The electric power system is divided into three main parts: generation,
transmission, and distribution [6]. NTLs primarily occur in the distribution part,
as this part is closest to the end-users, making violations easy to carry out.
Therefore, it is crucial to take this issue seriously by developing and
implementing a smart system that can effectively address non-technical losses in

a low-cost and efficient manner[18].

The smart grid (SG) concept has been developed to tackle the challenges of
efficiency, reliability, and security in the power grid by incorporating the
activities of all users through the use of sensors [7]. To increase the
effectiveness of the electric grid, several sensors are being added to it. These
sensors allow communication between home appliances and power generators.
However, as the smart power grid generates a large amount of data through its
embedded sensors, an important question arises as to where and how this data is
stored, processed, and analyzed. One solution that has emerged is utilized of

cloud computing [8].

Cloud computing (CC) has revolutionized information technology infrastructure
and provided users with unprecedented flexibility by delivering on-demand
computing resources over the network. These resources may include processors,
storage, software, network, etc. With CC, users can leverage computing
resources for the required time on a "pay-as-you-go" model, making it cost-
effective and flexible. This technology also enables users to access resources
from anywhere, unlike traditional computer systems where one needs to be
physically present where the resource is located [9]. CC has been widely
adopted by various organizations, governments, and businesses across the world,

given its scalability, robustness, availability, and cost-effectiveness [10].

To optimize the performance of the SG system, it is essential to expand
communication networks and ensure decentralized data storage for efficient data

management. Recent research indicates that integrating cloud computing into the
2
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smart grid system can significantly enhance its overall performance. By
incorporating cloud computing, the SG can benefit from remote access, real-

time data control, monitoring, and regardless of location and time [11].

Another approach that can be integrated with SG technology is the utilization of
Machine Learning (ML) and Deep Learning (DL), which play a crucial role in
identifying patterns and generating valuable insights [12]. ML and DL have the
capacity to process massive amounts of data and uncover relationships and
patterns that may be difficult for humans to detect [13]. Where Cloud-based
technologies enable the deployment of ML and DL models, thereby enhancing
the capabilities of the SG. DL is a powerful form of ML and has proven its
effectiveness in various domains such as image classification and language
processing. Recently, DL has gained significant attention for its potential
applications in the SG field, including load prediction, fault identification, and

security [14].

By integrating cloud computing, ML, and DL technique, the SG system

becomes more effective in detecting and mitigating TLs and NTLs.

1.2 Problem Statement

The proliferation of home devices and appliances has resulted in a growing need
for a system that can efficiently monitor and optimize power consumption in
order to reduce energy costs. Consequently, the problem statement encompasses

three key objectives:

1. The development of advanced monitoring systems that is smarter, more
resilient, and less dependent on human intervention to ensure accurate and
efficient monitoring of power consumption.

2. The design and implementation of an intelligent CC system that employs

sophisticated algorithms, such as DL, to analyze historical consumption data
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and identify anomalies in-home load patterns to help reduce NTLs and
ensure the efficiency of SG.
3. The system provides power factor correction and energy optimization

solutions for smart homes to help reduce TLs and overall costs.

Addressing these problems is essential to enable the efficient and sustainable use
of energy in smart homes, which is becoming increasingly important in the face

of rising energy costs.

1.3 Motivation

The electricity demand has been steadily increasing over the years due to
population growth, economic development, and an increase in the use of
electrical appliances [15]. Figure 1.1 illustrates an increase in electricity

generation over the years for Iraq.
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Figure 1.1: Increasing in electricity generation over the years for Iraq [15].

However, the country faces significant challenges in meeting this demand, with

losses in transmission and distribution ranging between 40-50%, with up to 90%

4
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of these losses attributed to distribution losses, including TLs and NTLs such as

larceny, non-payment, faulty and outdated meters, and illegal connections.
Moreover, the lack of maintenance and inefficient network in lrag also
contributes to TLs, while the global average for transmission and distribution
losses is around 8% [15]. The transmission and distribution losses in the region

are shown in Figure 1.2.
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Figure 1.2: Transmission and distribution losses in the region [15].

Approximately two-thirds of energy generated is unpaid, with 23% lost due to
illegal connections. Outdated and faulty meters are also prevalent, with around
80% of meters being over 30 years old and many not calibrated at all. Even
those who pay their bills only cover around 10% of the true cost of electricity
provision. Therefore, Irag needs to invest in modernizing and upgrading its
electricity infrastructure, reducing losses, and improving efficiency in order to
meet the increasing demand for electricity and ensure sustainable economic
growth [15].
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The development of smart metering infrastructure is a crucial component of
modernizing and upgrading Irag's electricity infrastructure. It can contribute to
solving electricity-related challenges by providing accurate and timely data on
energy consumption, enabling utilities to optimize their operations and reduce

losses.

In addition, developing a cloud computing system for home load pattern larceny
detection and power factor correction can also contribute to solving the
electricity-related challenges in Irag. Detecting and preventing electricity
larceny can reduce NTLs, therefore, reducing energy waste. Moreover, it
reduces the demand on the system, leading to lower levels of fuel consumption.
Additionally, the power factor correction can optimize energy use and reduce

energy waste, leading to lower TLs, and lower costs for utilities and customers.

Ultimately, these measures can enhance customer satisfaction by providing more
reliable and consistent service to all customers, and ensure sustainable economic
growth.

1.4 Literature Review

The section covers the relevant literature on the subject matter, including the

various techniques and methodologies used in designing such systems.
1.4.1 Homes Electric Energy Larceny Detection

In the field of electrical larceny detection, researchers employ various
approaches and techniques to identify electrical larceny effectively. These
approaches typically involve the use of two methodologies which are:

1.4.1.1 Hardware-based solution

R. E. Ogu et al (2016) [16] utilized an Arduino Wi-Fi Shield with an Arduino
Mega 2560 board for networking and control purposes. Sensing and actuating

were managed using an Infrared Sensor and Relay. Through this setup, the meter
6
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can communicate its GPS location to the distribution company's via cloud-based
storage, ensuring data preservation. The system continuously monitors the meter
for any tampering attempts, and if any are detected, it immediately disconnects

the load attached to the meter from the distribution grid.

N. Pranau et al (2017) [17] developed a tampering detection method based on
the summation of power provided by the transformer and the power consumed
by clients. By comparing these values, any tampering attempts can be identified.
The system retrieves electricity usage and distribution data from the relevant
meters, which are then uploaded to the electrical board's monitoring portal and
stored in the cloud for analysis. If any theft is detected, the system immediately
notifies the server page, triggering an alarm installed near the server. This rapid

response ensures that the theft can be promptly prevented or addressed.

R. Meenal et al (2019) [19] develop a system to track and detect electricity
larceny by transforming data from the home Electricity Board, utilizing multiple
sensors (Current and Voltage sensors) that transmit real-time data. The
Raspberry Pi detects energy theft and communicates the data to the Electricity
Board via the GSM module. Increased sensor sensitivity allows for the detection

of unauthorized activities in the transmission lines.

In July 2020, M. J. Jeffin. et al [1] used a linear regression method to detect
energy theft. The Internet of Things technology was included in the meter to
send data to the server/database for analysis/storage respectively. Also, they
developed an Android app to monitor consumption information and send

notifications when a theft has occurred.

R. Aswini et al (2020) [20] designed a system based on fuzzy logic to track and
quantify the number of units consumed daily by homes. And send the
consumption bill automatically to the client. Also, enter the infrared sensor to

identify any illegal change and send an alert message to the customer.

7
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K. Kumaran et al (2021) [21] designed a system that monitors current
withdrawal from a transformer in the current line to detect electrical power theft.
If there is overloading, the sensor readings will increase above a threshold value,
so the power supply will cut off automatically, and a message will be sent to
officials by GSM via the Internet of Things. Use the bell to alert officials about
power theft. Using the Message Queuing Telemetry Transport (MQTT) broker
to transfer measured data from sensors to the Think-Speak cloud where load

consumption information is stored and energy theft detection.

In December 2021, Mafaz et al [22] detected electrical fraud like overriding
meters and direct connectivity based on cloud computing (a platform as a
service). They used a raspberry pi as a centralized cloud unit to implement a
theft detection algorithm and monitor massive distribution networks. This
method reduced the devices used because it implements one algorithm in one
central cloud unit for multi-home detection. It also supports advanced metering
and offers knowledge for the power providers that need to expand in electrical

networks.

S. Saadhavi et al (2022) [23] designed a system to monitor electrical theft,
which constantly measures the amount of power distributed and consumed and
compares the two readings. Based on the difference, determine if the theft
occurred. They also developed a desktop app to enable the manager to monitor
consumption data and take appropriate action when needed. In addition, they
developed a website to allow the consumer to track his energy consumption
data. The system stores the measured data from the electricity distribution

system in GoDaddy's database.

V. Saritha et al (2022) [24] designed a smart electricity meter that automatically
measures and creates bills. He used AllThingsTalkMaker as a centralized cloud

to monitor and save data received from the meter. The meter sends an overload
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indicator and information about the meter tampering to the sub-power station, so
it helps detect theft.

Table 1.1 provides a comprehensive comparison of the key characteristics of various
hardware-based electricity larceny detection systems described in the literature survey,

including the core hardware devices, communication schemes, sensors, user interfaces

(U1), and the methods used for detection and system type.

Table 1.1: Comparison of Characteristics of hardware approach Energy Larceny Detection

Systems in Literature Survey with Our System

Detection way

Ref sl ha_r BT Com-node com. Sensors Ul and system
device Scheme
type
Arduino IR tampering
[16] Arduino Wi-Fi Wi-Fi Web page | sensing/ Cloud
: sensor
Shield storage
MOD Power
. —. | buswith i
[17] Local server ESP8266 | Wi-Fi meter Web page difference /
Cloud storage
GSM Current sensing
[19] Arduino Module GSM | CT, VT LCD with threshold/
loT
Mobile CT, VT, Leaner
[1] ATmega328P 3 Wi-Fi IR Mobile app Regression /
PP sensor cloud storage
Fuzzy
PIC16F877 GSM web app + logic/cloud
[20] microcontroller | Module GSM | CT. VT LCD administration
data
Current
[21] Arduino Uno GSM GSM CT, VT web app + difference
Module LCD
/cloud storage
Current
[22] | Raspberry Pi Rasr;)t;erry Wi-Fi POZOiI\T/I' Web page difference
/cloud storage
Desktop a Power
[23] Arduino NodeMCU | Wi-Fi CT P app difference
+ web app
/cloud storage
Current sensing
. - LCD + web with
[24] Arduino NodeMCU | Wi-Fi | CT, VT page threshold/cloud
storage
. Arduino . Power
Our | Arduino mega meaa Wi- | Wi-Fi PZEM- | Web page + difference /
system Wi-Fi gFi 004T LCD Cloud storage
and analysis
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1.4.1.2 Data-based solution

Jain et al (2016) [25] proposed a hybrid approach using Support Vector
Machine (SVM) and Extreme Learning Machine (ELM) to detect electricity
theft by suspected consumers. They collected data from Maharashtra
Government electricity utility and trained the system with established rules. The
approach yielded a list of suspected customers engaged in fraudulent activities,
with an accuracy of 94.19%, and outperformed the K-Nearest Neighbors (KNN)

algorithm in terms of speed and efficiency.

S. Chatterjee et al (2017) [26] proposed an Artificial Intelligence (Al)-based
solution to detect power theft and non-technical losses. They used Recurrent
Neural Networks (RNN) with Long Short-Term Memory (LSTM) units to
analyze half-hourly power consumption data and identify abnormalities. The
model achieved a test accuracy of 72.93% on specific households and 65.3% on

localities.

Z. Zheng et al (2018) [27] proposed electricity-theft detection method based on
a Wide & Deep Convolutional Neural Network (CNN) model for smart grids.
The model consists of two components: the Wide component and the Deep CNN
component. The Deep CNN component accurately identifies the no periodicity
of electricity theft and the periodicity of normal electricity usage using 2-D
electricity consumption data. The Wide component captures global features
from 1-D electricity consumption data. The model achieved an AUC (Area
Under the Curve) of 0.7815.

Hasan et al (2019) [28] proposed a system for detecting electricity theft
utilizilng a hybrid CNN-LSTM deep learning model. This model combines the
strengths of CNN and LSTM networks. CNN is responsible for extracting
features, while LSTM is specifically designed to handle time-series data. To
handling of class imbalance problems, Synthetic Minority Over-sampling
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Technique (SMOTE) was employed. The model achieved an impressive overall

accuracy of 89%.

Adil et al (2020) [29] introduced a model that combines LSTM and bat-based
Random Under Sampling Boosting (RUSBoost) techniques for the effective
handling of class imbalance problems. The RUSBoost technique specifically
addresses the issue of imbalanced data by undersampling the majority class
while boosting the minority class. On the other hand, the bat algorithm is
employed for parameter tuning to optimize the performance. The evaluation
metrics of the proposed model demonstrate its effectiveness, with an F1-score of
96.1%, a precision of 88.9%, a recall of 91.09%, and a ROC-AUC of 87.9%.
While the proposed model outperformed alternative techniques, the paper
highlights its sensitivity to changes in input data. This suggests that the model's
performance may vary when applied to different datasets or when the data

undergoes significant changes.

Mujeeb et al (2020) [30] presented an enhanced model for electricity theft
detection that incorporates the Differential Evaluation Random Under Sampling
Boosting (DE-RUSBoost) classifier. This classifier is optimized using the
Differential Evaluation (DE) meta-heuristic optimization algorithm. The
proposed method achieved a high accuracy of 96%, and a false detection rate of
0.004.

Chen et al (2020) [31] introduced a novel approach for detecting electricity
theft. This approach utilizes deep bidirectional recurrent neural networks
(DBRNN) to effectively analyze time-series data. By combining the strengths of
both DRNN and Bi-RNN, the proposed method captures both the internal
characteristics and external correlations within the data. The DBRNN model
achieves impressive performance metrics. The accuracy of the model is recorded
as 97.44%, a precision of 95.70%, a recall of 99.74%, and the F1-Score 92.09%.

11



Chapter One Introduction

Syed et al (2020) [32] developed an LSTM-based electricity theft detection
model. The model is capable of capturing long-term dependencies in data
sequences. The proposed model achieves an accuracy of 92.69%. The authors
conclude that their proposed methodology is simpler and can be applied to

various SG applications.

Pereira et al (2021) [33] used CNN for detecting instances of electricity theft.
The researchers addressed the challenge of unbalanced class distributions in the
dataset by employing several techniques. These techniques include Random
Undersampling, Cost-Sensitive Learning, Random Oversampling, Synthetic
Minority Oversampling Technique, K-medoids-based Undersampling, and
Cluster-based Oversampling. The study concludes that the Random
Oversampling technique (ROS) performs the best in terms of Area Under the
Curve (AUC), with a value of 0.6714.

J. Huang et al (2021) [34] developed an energy theft detection method using
the power consumption information acquired from power enterprises. The
method involves clustering and training a neural network named DWMCNN at a
centralized data center. DWMCNN is an advanced CNN framework designed to
extract features from users' electricity consumption data with a focus on daily,
weekly, and monthly patterns. Then, at the edge data center, the extracted
features are classified using the random forest (RF) algorithm. The CNN feature
extractor effectively identified periodic patterns in the data. The DWMCNN-RF
combination model demonstrated good accuracy. The proposed method offers
advantages in terms of computing time, data privacy, and accuracy, making it

suitable for deployment in edge data centers.

Ouamane (2021) [35] conducted research on detecting fraudulent behavior in
power usage. The study involved the development of deep learning-based
models utilizing both 1D-CNNs and 2D-CNNSs. The 1D-CNNs model achieves
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an accuracy of 94.52%, and an AUC value of 77.66%. On the other hand, the
2D-CNNs model did not perform as well as the 1D-CNNs model. The accuracy
of the 2D-CNNs model was 93.14%.

Lucas et al (2022) [36] employed a BIGRU-CNN artificial neural network,
which combines the strengths of bidirectional gated recurrent unit (Bi-GRU) and
CNN architectures. This hybrid approach allows the model to extract long-term
temporal correlations through the Bi-GRU layer and capture local trends using
the CNN layer. The model was evaluated utilizing various metrics. The accuracy
of the model is reported as 0.929, the precision as 0.885, the recall as 0.801 the
F1-Score 0.841, and the ROC AUC of 0.966.

Youngghyu et al (2023) [37] present a model that tackles the challenge of
imbalanced data by generating synthetic electricity theft data with the same
characteristics as real data utilizing VAE-GAN (variational autoencoder-
generative adversarial network). Once the balanced dataset is obtained, a CNN
model is employed as the detector. The reported model's performance values for
precision, true positive rate, and F1-score are 0.925, 0.909, and 0.905

respectively.

Table 1.2 provides a summary of various techniques used in data-based
electricity theft detection, highlighting their performance metrics and dataset
sources. Notably, some techniques achieve high accuracy, precision, recall, and
AUC, indicating their effectiveness in addressing this critical issue.
Additionally, the proposed system stands out as one of the top-performing
approaches in the comparison, with impressive accuracy and recall values. Our
system uses a CNN model with the ADASYN data balancing technique,
achieving an accuracy of 97.22%, precision of 96.8%, recall of 99.9%, and an
AUC of 97.22%, making it one of the top-performing techniques.
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Table 1.2: comparison of electricity data approach larceny detection techniques in

the Literature Survey

Data
Techniques ) -
Ref ) Balancing | Accuracy | Precision | Recall AUC Dataset
applied )
Techniques
Maharashtra
SVM and
[25] - 94.19% - - - Govt. Elec
ELM N
Utility Data
RNN and Collected
[26] - 72.93% - - -
LSTM data
Wide &
[27] - - - - 78.15% SGCC
Deep CNN
CNN-
[28] SMOTE 89% 94.04% 87% - SGCC
LSTM
[29] LSTM RUSBoost | 87.9% 88.9% | 91.09% - SGCC
DE-
[30] RUSBoost 96% 90.2% - - SGCC
RUSBoost
Irish Smart
[31] DBRNN - 97.44% | 95.70% | 99.74% - Energy
Trials
[32] LSTM - 92.6941 - - - SGCC
[33] CNN ROS 78.61% - - - SGCC
DWMCNN- | K-mean
[34] ) - 97% 97% 97% SGCC
RF clustering
1D-CNN 94.52% 77.66%
351 | 2p.enn ] 93.29% ] © | 727205 | SCCC
BiGRU-
[36] - 92.9% 88.5% | 80.1% | 96.6% SGCC
CNN
[37] CNN VAE-GAN 94% 92.5% | 90.9% - SGCC
Our
CNN ADASYN | 97.22% | 96.8% | 99.9% | 97.22% SGCC
system
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1.4.2 Power Factor Correction and Monitoring Systems

In November 2018, Gunawan et al [38] conducted experiments to enhance the
accuracy of measurement in the power factor meter. They achieved this by
incorporating a Secure Digital (SD) card to store the collected data, which were
then sent to MATLAB's client interface for observation. Additionally, they
utilized a smart meter with an Internet of Things (loT) framework, featuring
local storage. The system facilitated automatic power factor improvement via

parallel capacitors.

Taye (2018) [39] developed and simulated an automatic power factor correction
prototype using an Arduino as a microcontroller. This system reduced costs and
proved beneficial for consumers as it improved the industry power factor from
0.66 to 0.92.

In July 2019, Bhagavathy et al [40] developed an Automatic Power Factor
Corrector Panel (APFC) using a low-cost microcontroller named PIC 16F877A.
If the capacitor bank failings to compensate for reactive power, the user will be
alert through developed Android mobile apps. Utilizing the Internet of Things
(1oT), the clients can monitor the current state of the panel through Android
apps. It is possible to predict future electricity consumption by using cloud

analytics.

A. Barhate et al (2019) [41] built the automated power factor control (APFC)
device, which can automatically boost a system's power factor. The design
included IoT technology for the surveillance of energy usage. The APFC device
determines the capacitor value required by an inductive load in the system for

compensating lagging power factor utilizing the capacitor bank.

In February 2020, Teddy et al [42] designed a power factor meter utilizing
IoT. The system provides data logging, monitoring, and power factor
adjustment. Wi-Fi module and Arduino allowed access to the device and

15



Chapter One Introduction

transmitted the data to a server for logging, storage, and more analysis. Also, the
data is recorded on an SD card and is accessible via computer using the Matlab

graphical user interface GUI.

In October 2021, Mafaz et al [43] designed a monitoring system that
automatically corrects the power factor using cloud computing (platform as a
service) and neural networks. He uses a private centralized cloud processing
core (Raspberry Pi) to execute and manage the algorithms. It also helps in
hosting, accessible on request anytime and anywhere while the internet is
available. The neural network algorithm was employed to calculate the
appropriate capacitance value to correct the power factor. This design achieved
accurate results and reduced the cost of the bill, in addition reducing the number
of devices used, because it supports several home improvements in one

centralized core (Raspberry Pi).

In September 2021, Md. Abdullah et al [3] designed a system that
continuously analyzes several aspects of an induction motor and updates
the data on a webpage using the 10T concept. Additionally, they built an
Automatic Power Factor Corrector (APFC) unit utilizing an Arduino as a
microcontroller. The power factor component improved from 0.76 to 0.97
under the testing load condition. The average power consumption savings

were around 1.7% of the intended load.

Nugroho et al (2021) [44] designed a system that uses neural networks to
measure/improve power factors automatically. Based on IoT, clients can
monitor electrical parameters online through a web page. He enhanced the
power factor by 97.8% for the trained load and 94.8% for the untrained load.

The use of the MQTT protocol can improve data transfer efficiency.

M. Pampalle et al (2022) [2] built an automated power factor correction device
(APFC) utilizing Arduino-Uno. Based on the Internet of Things (IoT), the APFC
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unit constantly measures and compensates for power factors automatically. If
the APFC unit fails to correct the power factor, an alert message will be sent to
the industry manager via the 10T using the If This, Then That (IFTTT) server

and the Wi-Fi module to do the necessary actions.

Madhiarasan (2023) [45] develop an automatic power factor correction
(APFC) system that monitors energy consumption and improves power factor
automatically. They implemented an open-source energy monitoring library and
conducted hardware experiments using a capacitor bank and IoT technology for
energy monitoring and power factor correction. They also created a mobile
application for convenient power monitoring. The developed Raspberry Pi-
based system successfully improved the power factor without human
intervention by switching the capacitor bank. The proposed design is compact,

simple, and easy to implement.

Table 1.3 provides a comparison of Power Factor Correction (PFC) systems
from various studies and understand their key characteristics, including the
hardware components, communication methods, sensors, user interfaces, PFC

techniques, and system types used in each study.
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Table 1.3: Comparison of PFC Systems Characteristics in Literature Review
with Our System

Core
Com- Com. System
Ref hardware Sensors Ul PFC method Accuracy
_ board Scheme type
device
. . - : Cloud
[38] Arduino Arduino Wi-Fi | CT,VT | LCD | Computational -
storage
[39] Arduino Local Wi-Fi | CT,VT | LCD | Computational | IoT -
o android
PIC Wi-Fi o )
[40] Wi-Fi | CT,VT | app+ | Computational | loT -
16F877A | module
LCD
Arduino o Web _ Cloud
[41] ESP8266 | Wi-Fi | CT,VT Computational -
Uno page server
) Wi-Fi o _ Cloud
[42] Arduino Wi-Fi | CT,VT | LCD | Computational -
module storage
Cloud
Raspberry | PZEM- | Web Neural host
[43] ) NodeMCU | Wi-Fi -
Pi 004T page network and
storage
Desktop
. N app + .
[3] Arduino | ESP8266 | Wi-Fi | CT,VT ! Computational | 10T -
we
app
| PZEM- | Web Neural Local
[44] STM32 | ESP8266 | Wi-Fi 94.8%
004T page network server
. CT, LCD +
Arduino o ) _
[2] U ESP8266 | Wi-Fi | VT, IR | Mobile | Computational | loT -
no
sensor app
Raspberry | Raspberry o Mobile _
[45] ) ) Wi-Fi | CT, VT Computational | 10T -
Pi Pi app
Arduino | Arduino Web Random
Our ) | PZEM- Cloud
mega | mega Wi- | Wi-Fi app + Forest 97.93%
system o ] 004T ] server
Wi-Fi Fi LCD algorithm
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1.5 Thesis Objectives

The objectives of designing this system are:

1. The system aims to enable real-time monitoring and accurately identify

instances of electricity theft or unauthorized activities to reduce losses.

. The system seeks to implement techniques for optimizing power factors

to improve power quality, reduce energy wastage, and enhance overall
system efficiency.

The systems are validated for effectiveness and efficiency by
implementing them on a prototype Advanced Metering Infrastructure
(AMI) system with smart meters and evaluating their performance

through real-world testing.

1.6 Thesis Contributions

Developing a cloud computing system for electricity larceny detection and

power factor correction contributes to:

1.

Enhanced Efficiency: The system helps identify instances of electricity
larceny, reducing NTLs and leading to improve grid performance.
Improved Power Quality: Power factor correction minimizes reactive
power, optimizing energy utilization and reducing TLs leading to reduce
power wastage.

Real-time Monitoring: Cloud-based solutions allow for remote monitoring
of the grid, enabling timely detection of issues.

Data Analysis: The system facilitates efficient data collection and
analysis, in addition to enabling the utilization of advanced analytics
techniques, such as machine learning and deep learning, to extract

valuable information from vast amounts of data.
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5. Cost Savings: By detecting electricity larceny and optimizing the power
factor, the system helps reduce financial losses and promotes efficient

energy usage.
1.7 Thesis Outlines

The Outlines for this thesis includes the following chapters:

++ Chapter two
o It explained the theoretical knowledge pertaining to designed systems
for power factor correction and electric energy larceny with cloud
computing.
*+ Chapter three
o It described the design architecture and operating aspects of all
system components, with the appearance of schematics of the block
systems.
++ Chapter four
o It detailed the most significant results of the system and discussed
them comprehensively.
+» Chapter five
o It offered the findings, conclusions, and recommendations for future

research that can be conducted under the opinion of the researcher.
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Chapter Two

Theoretical Background

2.1 Introduction

This chapter explores the theoretical foundations and essential concepts
associated with cloud computing systems for data collection and processing. It
delves into understanding fundamental principles and theoretical concepts that
form the basis of the proposed techniques for power monitoring, load pattern
analysis for larceny detection, and power factor correction with intelligence
cloud computing. It will discuss the hardware and software components

necessary for the operation of such systems.
2.2 Advanced Metering Infrastructure (AMI)

Advanced Metering infrastructure (AMI) is the more significant part of the
smart grid infrastructure. AMI consists of three components: Smart Meters,
Communication Networks, and Power Management Systems. AMI allowss a
bidirectional flow of information for providers and clients and remote collection
of data on energy usage, which improve the efficiency and reliability of the
power grid and also provides more detailed information about electricity
consumption. AMI technology can help utilities better manage distribution
networks, detect and respond to outages, and reduce costs associated with meter
readings and customer service [46],[47]. Figure 2.1 illustrates the AMI

components.
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Smart Meters

Advanced Metering
Infrastructure (AMI)

Data Network
(RF, PLC, Wi-Fi,

Planning, Billing,
Host and Meter Data Maintenance, etc.

Management System
(MDMS)

Figure 2.1: AMI components[48].

2.3 Cloud computing

In recent years, the power systems industry has undergone a transformation from
offline to online procedures, with cloud computing (CC) emerging as a viable
solution to meet the increasing demands for resource usage and storage capacity
[49]. CC provides a scalable model that integrates computer resources and
virtualization, allowing for the internal networking of power system resources,
often referred to as 'clouding' [50]. This integration of CC offers a wide range of
applications in power system analysis, including power flow computation,
system monitoring, scheduling, and reliability analysis. Moreover, CC provides
customers with diverse capabilities, encompassing hardware, databases, storage,

networks, and software applications [49].

Given the large volume of data obtained from sensors, CC presents an ideal
solution for processing big data, making it particularly suitable for condition
monitoring systems and data-driven and model-based applications [51].
Additionally, the cloud platform can utilize various communication protocols

and techniques to gather diverse measurements from the grid [52].
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Cloud computing (CC) has an important advantage in that it can combine
different types of computing resources, such as physical servers, storage
devices, networking equipment, and virtual machines, due to the transformative
nature of virtualization. This has revolutionized the approach to delivering IT
services, reducing infrastructure demands and simplifying the introduction of IT
services [53]. CC services are web-based and can be easily launched with
minimal effort, as they are designed for easy maintenance and cost-effectiveness
[54].

Beyond the power systems industry, CC offers significant benefits to other fields
such as healthcare organizations, home automation, and innovative home

systems [55].
2.3.1 Cloud Computing Services

CC services refer to the various types of services and resources that are provided
over the internet by cloud service providers. These services enable users to
access and utilize computing resources, without the need for on-premises

infrastructure. The main types of CC services are[56] :
2.3.1.1 SaaS (Software as a Service)

SaaS is the first layer of Cloud Computing service models. It allows multiple
users to access and use software applications and data through a platform
without needing to install additional hardware or software on personal
computers[57]. Instead, it is accessed and provided through a vendor or service
provider, typically via the Internet. SaaS is often associated with a pay-as-you-

go subscription model [56]. An example of this would be Google Docs.

2.3.1.2 Paa$S (Platform as a Service)
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PaasS is the middleware of cloud computing models that offers a platform for
users to develop, run, and manage web apps and services without having to
worry about the infrastructure. Developers can concentrate on designing and
implementing their apps while the provider handles the underlying
infrastructure, including servers, storage devices, and networking equipment
[57]. PaaS can help organizations avoid the costs and complexity associated
with scaling their infrastructure [56]. An example of a PaaS model is Structured

Query Language (SQL) database.
2.3.1.3 laaS (Infrastructure as a Service)

laaS is the third and most comprehensive cloud computing model. In this
model, laaS provides virtualized computing resources servers, storage devices,
networking equipment, and software applications. Some providers offer
additional services, such as load balancing, monitoring, and security. These
services can be accessed through Application Programming Interfaces (APIs),
web portals, or command-line interfaces. Organizations can choose the
resources they need, such as CPU, memory, and storage, and only pay for what
they use. This can help organizations save money [57]. An example of an laaS

model is Amazon Web Services.
2.3.2 Cloud Computing Deployment

Deployment models in (CC) are used to determine how cloud services are
deployed and delivered to users. The most common deployment models in CC
are [58]:

2.3.2.1 Public Cloud Deployment Model

This deployment model is a widely common model in CC. In this model, the
providers offer a range of computing resources to users over the Internet. Users
can access and utilize these resources based on their specific needs and are
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charged on a pay-per-use basis. Unlike private or hybrid clouds, users do not
need to own or manage the underlying infrastructure. Some examples of this
model providers are Amazon Web Services and Microsoft Azure. The
advantages of this model include scalability, flexibility, and cost-effectiveness
[10].

2.3.2.2 Private Cloud Deployment Model

This deployment model is used by organizations that need more control over
their computing resources. In this model, computing resources are not shared
with other organizations and are exclusively allocated to a single organization.
This deployment model can be hosted by a third-party provider or be on-
premises. Private cloud deployments are often used in industries where security
requirements are strict. The advantages of this model include improved security,

privacy, and control over resources [9].
2.3.2.3 Hybrid Cloud Deployment Model

This deployment model combines the public and private cloud models. In this
model, an organization can use both public and private clouds, depending on
their specific needs and workload requirements. Hybrid cloud deployments can
be integrated through a single management platform, allowing for seamless data
transfer and workload portability. The advantages of this model include

flexibility, cost-effectiveness, and improved security [9].
2.3.2.4 Community Cloud Deployment Model

This deployment model is specifically designed for organizations that share
similar requirements and objectives, such as research institutions or government
agencies. In this model, cloud infrastructure is established and shared among
multiple organizations. This model provides the advantages of both public and
private clouds, such as scalability and control, while also fostering collaboration
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and resource sharing. The advantages of this model include improved
collaboration, cost-sharing, and increased security [10]. Figure 2.2 showed the

CC Deployment Models and Services.

/ Public |/ Hybrid |/ Private |

{ éf)_mmunit)“f“u\ | | | ¢
o D U Cloud ) Q@ Cloud ) @ Cloud Y
T T T |
N
Deployment Models
J
N\
Cloud Computing
J

<

Service Models ]

! ! l

Infrastructure Platform software
as a service as a service as a service
TaaS PaaS SaaS
Host Built Use

Figure 2.2: Cloud computing deployment models and services.

2.3.5 10T and Cloud Computing

The Internet of Things (10T) has revolutionized the way we connect and interact
with devices and sensors, opening up new possibilities for innovation. To
support 10T applications, a reliable, flexible, and agile platform is required. One
such platform that supports 10T is cloud computing [60]. Cloud computing can
be defined as a framework that provides users with subscription-based access to

computer resources and private network storage space. This allows users to
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access their personal information from anywhere and at any time, eliminating

the need for physical presence at data storage devices [61].

The Cloud-10T architecture involves three layers: the sensing layer, the network
layer, and the application layer, which are interconnected. The sensing layer
comprises objects that can read and collect data through various 10T systems,
while the network layer facilitates the communication between these objects and
the Cloud. The application layer is responsible for sensing data and sending
requests to the Cloud for analyses and determining sensor data results[62]. The

Cloud-1oT architecture is depicted in Figure 2.3.

DL -
Application Layer =
—
i“ Cloud / Servers @'
L] ™
— 1
—
N\
Network Layer
Routers and Gateways \ /
A A [Troneerl
[U—— JUS— —

Perception Layer
Sensors and Actuators

1

Figure 2.3: The Architecture of Cloud-1oT [62].

2.3.6 Communication Protocols for Cloud

Several communication protocols can be used in cloud computing to ensure
efficient and secure communication between devices, servers, and applications

[63]. Some of the most commonly used protocols for cloud communication are:
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2.3.6.1 HTTP (Hypertext Transfer Protocol) and HTTPS

HTTP is a protocol used for communication between clients (web browsers) and
servers in web architecture. It follows a request-response model in which, a
client sends a request to a server, which processes the request and sends a
response back to the client. This exchange of requests and responses occurs over
a network [64], as depicted in Figure 2.4, representing the HTTP

request/response model.

C HTTP | = L ===l
Request Message

-

>

L HTTP
Lx’ - Response Message |
HTTP Clients = :

(Web Browser) HTTP over TCP/IP HTTP Server (Web Server)

Figure 2.4: HTTP request/response model [66].

HTTPS, or HTTP over SSL/TLS, is a secure communication protocol that builds
upon HTTP. It adds an extra layer of encryption to ensure the confidentiality and
integrity of data transmitted between a web server and a client. SSL (Secure
Socket Layer) is used as a sublayer in HTTPS to establish an encrypted
connection. By encrypting the data, HTTPS prevents unauthorized access and
eavesdropping. Certificates are utilized in HTTPS to verify the security level of
a web application and ensure the authenticity of the server [64]. Figure 2.5.
shows the difference between HTTP & HTTPS.
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Figure 2.5: Difference between HTTP & HTTPS [64].
2.3.6.2 MQTT

MQTT (Message Queuing Telemetry Transport) is a protocol specifically
designed for communication between devices with limited resources and
operating in challenging network conditions, such as low bandwidth and high
latency. It addresses the need for efficient and reliable messaging in loT
applications. In the MQTT protocol, communication follows the publish-
subscribe paradigm. MQTT was developed by IBM and involves three main

components: publishers, subscribers, and brokers (or servers).

In MQTT, clients can act as publishers, responsible for sending messages, or
subscribers, which receive messages. Publishers send messages to a specific
topic, and subscribers can choose to receive messages from specific topics they
are interested in. Multiple clients can subscribe to the same topic, and whenever
a new message is published on that topic, the broker distributes it to all
subscribed clients. Figure 2.6 represents the MQTT protocol model, illustrating

the interaction between publishers, subscribers, and brokers.
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Figure 2.6: Publisher/subscriber model for MQTT protocol [65].
2.3.7 Cloud Server

A cloud server refers to a strong infrastructure, either physical or virtual, that
enables the delivery of applications, processes information, and provides data
storage. Some Cloud servers utilize virtualization software to divide a single
physical server into multiple virtual servers. Cloud service providers follow an
infrastructure as a service (laaS) model to offer customers access to virtual or

bare metal servers [66].
2.3.7.2 Why choose cloud servers?

1. Cost-effectiveness: Organizations can optimize costs by paying only for
the resources they need, eliminating the expense of maintaining physical
server hardware.

2. Scalability: Cloud servers offer the ability to scale computing and storage
resources based on fluctuating demands, making them ideal for
organizations with varying workloads.

3. Integration: Cloud servers ensure seamless communication and swift
deployment through networked connections, offering comprehensive

control via a unified interface [66].
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2.4 Tools for Smart Environment Technologies

Several technologies related to the smart environment, including the following
[67]:

2.4.1 Internet Protocol (IP)

An IP address is a unique identifier assigned to networking devices that use it
for communication. It serves two main purposes: host or network identification
and geographic location. There are two versions of IP addresses: IPv4 and IPv6.
Each version has its own set of addresses, which are different from one another
[67]. IPv4 is the original version of IP and has been in use for several decades.
However, as the number of internet-connected devices has grown exponentially,
the available IPv4 address space has been exhausted. IPv6 was developed as a

replacement for IPv4 [68].
2.4.2 Wireless Fidelity (Wi-Fi)

Wi-Fi is a wireless technology that enables devices to connect to a network
without the need for physical cables. Wi-Fi networks use radio waves to
transmit data over the air and can be set up in a variety of configurations. Wi-Fi
networks operate according to specific IEEE 802.11 standards and can be
secured using a variety of security protocols. The most common frequencies
used in Wi-Fi are 2.4 GHz and 5 GHz [67].

2.4.3 The Transmission Control Protocol (TCP)

TCP is a reliable, connection-oriented protocol for error-free and ordered data
transmission between two computers. It divides the data stream into segments,
assigning a unique sequence number to ensure correct ordering and reliability.

Upon receiving the segments in the correct order, the receiver sends a
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cumulative acknowledgment back to the sender, confirming receipt of all data

up to that sequence number.

If a segment arrives out of order, the receiver sends an acknowledgment of the
expected sequence number of the missing segment. If no acknowledgment is
received within a certain time, the sender retransmits the unacknowledged
segments. This ensures a robust and error-free communication channel between

the two computers [69]. Figure 2.7. Relationship between layers, TCP,and IP.

Application Layer
HTTP CoAP WebSockets
MQTT XMPP DDS AMQP
Transport Layer
TCP UDP
Network layer
IPv4 IPv6 6LoOWPAN
Link Layer
802.3 - Ethernet 802.16 - WiMax
2G/3GILTE-
Celluler
802.11 - WiFi 802.15.4 - LR-WPAN

Figure 2.7: TCP/IP Layer [67].

2.4.4 Sensor Networks

Sensor networks are an important component of the Internet of Things (IoT)
ecosystem. They are made up of a large number of small, low-cost sensors that
are connected to each other and to the Internet. These sensors are able to collect
data on a wide range of environmental conditions, including temperature,
humidity, light levels, and air quality. One of the key benefits of sensor
networks is their ability to provide real-time data on environmental conditions.
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This data can be used to monitor and manage a wide range of systems and

processes [67].
2.5 Smart Metering

Smart metering is a modern technology designed to improve the traditional
metering process. It involves the use of advanced metering infrastructure (AMI)
technology, which allows for two-way communication between the meter and
the energy provider. Smart meters are connected to a communication network,
such as Bluetooth or ZigBee, and have a chip that contains software to

determine the functions, applications, and scope of the meter [70].

The main advantage of smart metering is the large amount of data that can be
collected and managed by the Data Management System. This data can be used
to improve the distribution of energy, reduce energy consumption, and provide
more accurate billing. Smart meters can also provide users with a wide range of
features, such as real-time energy consumption data and remote control of
energy usage [71]. Figure 2.8 comprises the framework for metering and

communication
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Figure 2.8: Metering and Communication Framework [70]
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2.6 Smart Meter Energy Sensors and Wireless

Smart meters equipped with sensors and wireless communication technologies
are critical components of modern energy grids. They provide real-time data on
energy consumption, enable more efficient energy management, and increase
grid reliability. As the technology behind smart meters continues to evolve, we
can expect to see even more innovative and useful features added to these
essential devices. Smart meters may have current and voltage, accelerometers,
Hall sensors, anisotropic magnetoresistance sensors, and passive infrared
sensors. These sensors enable the meter to add new functions [72]. Some of the

essential tools and sensors for the prototype smart meter are
2.6.1 PZEM-004T Module

The energy sensor (PZEM-004T-100A) is used to measure AC voltage (V), AC
current (1), active power (P), power factor (Pf), frequency (f), and active energy
(E). This sensor has the ability to measure and store the above measurements
and display data through the interfacing Transistor-Transistor Logic (TTL)
because this sensor has no display unit. This sensor uses an alternative current
(AC) power source and measures the above parameters by passing the load wire

through the current transformer (CT).

The reasons for using this sensor are its high accuracy, low cost, ease of
programmable, and low power consumption which means long battery life for
the whole system and it is easy to communicate with serial communication by
using only two terminals (Tx and Rx) [72]. Figure 2.9. shows the shapes of the

energy sensor. [73].

35



Chapter Two Theoretical Backaround

A1Q gn
s tnzm ';—’t;—;l&LD'

: :@w@%m;j
_ 9 : - e ‘! o
P2 I__\\.
" C]Ej & i—u-Tlr‘“lL__J;
0aT-106aVS o) & [ |[= (S f[sen

Figure 2.9: PZEM-004T Module with Current Transformer [73]
2.6.2 Arduino Mega WiFi R3 (ATMEGAZ2560 + ESP8266)

The ARDUINO MEGA Wi-Fi R3 is a powerful microcontroller board that is
equipped with an ATMEGA2560 processor and an ESP8266 Wi-Fi module,
offering 32 MB of memory. These two modules can be used together or
independently, as they have their separate pin headers. It has 54 digital
input/output pins (of which 14 can be used as Pulse Width Modulation (PWM)
outputs), 16 analog inputs, 4 UARTSs (hardware serial ports), a 16 MHz crystal
oscillator, a USB connection, a power jack, an ICSP header, and a reset button.
This board is designed to provide a convenient solution for developing new
projects that require the capabilities of both the Mega R3 ATmega2560 and
WiFi ESP8266 modules [73]. Figure 2.10. shown the shape of Arduino mega
Wi-Fi R3 board

Figure 2.10: Arduino Mega Wi-Fi R3 board [73].
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2.7 Technical and Non-Technical Electric Losses

Electric losses refer to the energy that is dissipated or lost during the
transmission, distribution, and utilization of electricity. These losses occur in
various places of the electrical system such as transformers, transmission lines,
and other equipment, and they represent a significant economic and
environmental impact. Electric losses in power systems can be categorized

following their source: technical or non-technical losses [74].
2.7.1 Technical Losses (TLs)

TLs in power systems are a common occurrence and are caused by several
factors. These include resistive losses due to internal electrical resistance, losses
in transformers and transmission lines, and losses in measurement systems.
These losses are caused by the flow of current in the electrical network and

result in power dissipation.

1. Copper losses: these losses are due to the resistance of the conductors and
result in heat generation.

2. Dielectric losses occur due to the heat generated by the dielectric material
located between the conductors.

3. Induction and radiation losses occur due to the electromagnetic fields

generated around conductors.

If the power system consists of known loads, it is possible to calculate and
minimize Technical Losses (TLs). Various techniques can be utilized to
decrease TLs, including the use of efficient transformers and conductors, load

balancing, voltage regulation, and correcting the power factor [74].
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2.7.2 Non-Technical Losses (NTLS)

NTLs in the power system refer to electricity losses that occur due to theft,
meter tampering, billing and collection inefficiencies, and errors in energy
accounting. These losses are often caused by human factors, including
dishonesty, corruption, and lack of awareness of the importance of paying for
electricity [74].

1. Meter tampering: Consumers bypass or manipulate the meter to
reduce or avoid paying for their electricity consumption.

2. Illegal connections: This involves unauthorized connections to the
electricity supply.

3. Billing and collection inefficiencies: Electricity bills may be
inaccurate or not delivered on time.

4, unpaid bills: Some consumers may intentionally delay or avoid

paying their bills.
2.8 Power Factor Correction (PFC)

PFC is a technique used in electrical power systems to enhance the power factor
by the system. The power factor indicates how efficiently the electrical power is
being utilized. A low power factor indicates there is a high quantity of reactive
power (Q) in the circuit. Reactive power, often measured in volt-amperes
reactive (VAR), represents the power that oscillates without performing useful
work in the circuit. It is essential for devices like motors and transformers but
doesn't contribute to actual work, making the power system less efficient. This
condition can lead to increased energy consumption, higher electricity bills, and

reduced efficiency [40].

A power factor of 1 means that all the power being supplied to the system is

effectively used, while a power factor below 1 indicates some of the power is
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lost. This causes increased bills and less efficiency [42]. Power factor correction
is achieved by adding power factor correction devices, such as most common
synchronous condensers, phase advancers, and static capacitor banks, to the
electrical system. These devices help to reduce the amount of reactive power in

the circuit, which in turn improves the power factor of the system [44].

The PFC can be enhanced by adding capacitors to the electrical system. The
amount of capacitors required for PFC depends on the load characteristics of the

system

The power factor correction factor (PF) is defined as the ratio of real power (P)

in watts to apparent power (S) in volt-amperes within the circuit [42], which is

explained as:
pp— _ RealPower(kw) P _Vicos§ 2.1
~ Apparent Power(kVA) S VI cos 2.1)

v

£:) 700 o)

Q. (KVAR)

Figure 2.11: The power tringle
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Equations (2.2), (2.3) and (2.4) can be used to calculate the amount of reactive

power required for PFC:

P = S.cos @, Q = S.sin@, tan 6 =7? (2.2)
Q. = P.[tan(cos™*(PFy)) — tan(cos™'(PF,))] (2.3)
Q. = P.(tan6, — tanéb,) (2.4)

Where Q. represents the reactive power required for PFC, PF; and PF, are the
initial and desired power factors, respectively. 8, and 6, are the corresponding

phase angles [42].

The required capacitance size can then be calculated using equation (2.4):

c(F) = =% (2.4)

2 fv?

Where v is the voltage and f is the frequency [42]. The advantages of PFC in

electrical systems include [43]:

1. Improved efficiency: PFC reduces the amount of reactive power
supplied, reducing the load on electrical stations and reducing losses.

2. Increased capacity: By minimizing the requirement for reactive power
supply, the capacity of the electrical system can increase.

3. Compliance with regulations: Many countries have regulations that
require a minimum power factor for commercial and industrial electrical
systems. PFC helps to avoid penalties and fines.

4. Longer equipment lifespan: PFC can reduce the stress on electrical

equipment, leading to a longer lifespan.
2.9 Electric Energy Larceny

Electricity larceny is a critical issue that many power companies face, as it

results in significant losses and unsustainable infrastructure. This problem arises
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when some consumers receive excessive bills, while others bypass their prepaid
meters or directly tap into the distribution network, resulting in lost revenue for
power companies [70]. Due to its multifaceted nature, power theft is a common
occurrence in many countries, with a large amount of energy lost every year
from low-voltage distribution networks. The sheer number of distributed
endpoints in publicly accessible areas makes it challenging for electric
distribution companies to prevent pilfering or fraud [71]. Therefore, targeted
strategies are necessary to decrease energy losses on low-voltage grids, with
AMI systems playing a critical role in combating non-technical losses associated
with power theft. Implementing these measures is essential for improving the
sustainability of the electricity industry and ensuring fair and equitable pricing

for all consumers [72]. Electricity theft can occur in various forms involves [70]:

1. fraud: when a consumer deliberately deceives the utility company by
energy meter tampering to display lower kWh consumption than the
actual usage.

2. stealing electricity: where consumers bypass the electricity meter by
connecting directly to supply points or distribution lines.

3. Billing irregularities: These irregularities can be unintentional or
intentional. Unintentional billing irregularities occur due to system
failures, which result in incorrect bills being issued to consumers. On the
other hand, intentional irregularities may occur when utility company
employees knowingly record incorrect meter readings.

4. unpaid bills: where consumers choose not to pay their bills and the

outstanding debt is carried by the utility company.

To combat this issue, several technologies have been developed to detect and
prevent electricity theft. These technologies can be divided into three categories:

network-oriented, data-oriented, and hybrid-oriented.

41



Chapter Two Theoretical Backaround

The network-oriented method detects anomalies by measuring electrical
parameters such as voltage, current, power, and frequency using sensors, meters,

and other monitoring devices, and detects abnormalities that may indicate theft.

The data-oriented method analyzes consumption to identify abnormal load
patterns or discrepancies that may suggest theft using statistical analysis,

machine learning, and data mining techniques.

The hybrid-oriented method integrates both methods to improve accuracy and
reliability. It combines monitoring devices with consumption to obtain a

comprehensive view of the electricity network [74].
2.10 Random Forest (RF)

The RF Algorithm is a Supervised Classification method that aims to achieve
higher prediction accuracy by constructing multiple classifiers. It operates by
classifying data based on creating a set of classifiers, and the combination of
their results predicts the class label for the given data set. This approach is
particularly beneficial when dealing with a big quantity of data that may not be
effectively classified by a single classifier, as it can lead to reduced accuracy in
the results. RF are user-friendly and easily understandable for end-users without
a statistical background. They do not need cross-verification and are not prone
to overfitting issues [75]. The RF Algorithm involves the following steps for

constructing decision trees[76]:

1. Determine the number of training data instances (N) in the sample and
identify the total number of attributes (M) in the given input dataset.

2. Define 'm' as the parameter that governs the selection of the next attribute
at each tree node. Note that 'm' should be less than M to ensure effective

tree construction.
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3. Extract training samples and create a tree for each sample, with the
possibility of replacement.

4. At each tree node, arbitrarily select 'm' attributes from the dataset.

5. Compute the best split using the 'm' selected input attributes of the sample
dataset.

6. Allow each tree to grow without pruning, ensuring full expansion.

The visual representation of the RF is depicted in Figure 2.12.

) Step 1:
m?:;'iiglglm D *Randomize| Create random
- vectors
!
Step 2:
Use random D, D, D, D,
vector to
build multiple Ty T, Tes T,
decision trees
Step 3: ] ] 3 ¥
Combine 1
decision trees T

Figure 2.12: Visual Representation of Random Forest [75]
Random Forest offers several advantages over traditional single classifiers [75].

e It achieves higher accuracy, efficiently handles large databases, and can
handle thousands of input variables without compromising performance.

e It provides valuable information about the importance of variables in the
classification process, helps identify significant factors, and offers
methods to estimate missing data.

e Random Forest can handle missing data effectively, allowing for reliable

analysis even in the presence of incomplete information.
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e It utilizes prototypes to provide insights or metadata regarding the
relationships between different variables, aiding in understanding the

dataset structure.

e Random Forest enables the examination of variable interactions, revealing

potential complex relationships between input variables.
2.11 Convolutional Neural Networks (CNNs)

CNNs are a specialized type of artificial neural network primarily used for
processing data arranged in a grid-like structure, such as images or videos.
These networks employ a mathematical operation called convolution, which
combines two functions to generate a third function representing the modified
version of one function by the other [28]. Compared to traditional classification
methods, have the capability to capture and understand more intricate non-linear
relationships in data. This allows them to achieve better generalization
performance, meaning they can effectively classify new, unseen data accurately
[77]. CNN networks' main goal is to extract features using a kernel, which is like
a filter that slips over the input and performs a convolution process. This process
results in the creation of a feature map. By using different kernels, we can obtain
diverse feature maps, we can obtain diverse feature maps, which are then
incorporated to create the convolution layer's output [79]. CNN architecture is
made up of four types of layers: convolutional layers, pooling layers, a function
of activation, and fully connected layers. Convolutional layers are particularly
crucial for capturing the essential features of electrical theft patterns [77].
Figure.2.13 shows the general arrangement of these layers that are commonly
used to construct a CNN.
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Figure 2.13: The CNN General Architecture

The behavior of the layers in the CNN can be described using equations (2.6)
and (2.7) [36].

yi = fi(x;w; + by) (2.6)
y = max(y; ) 2.7)

Where each convolution and max-pooling layer takes an input x; and produces
an output y; and is associated with an activation function f;. The behavior of the
convolution layer is defined by the offset vector b; and weights w; , which are
used to compute the output y; through Equation (2.6). The max-pooling layer
then takes the highest value of the outputs, producing the output y’ through
Equation (2.7) [36].

CNNs typically consist of several types of layers, each with a specific function

in the network.
2.11.1 Convolutional Layer

In CNN, the convolutional layer is responsible for analyzing input data. It
achieves this by applying filters, or kernels, to the input. These filters help

extract important features from the input and generate a feature map.
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The process begins by sliding the kernel over the input, examining small regions
at a time. At each position, a dot product is computed between the kernel and the
corresponding values in the input. This computation summarizes the relationship
between the kernel and the input data, allowing the network to capture relevant

information.

During the training phase of the CNN, the weights in the filters are adjusted
gradually. This adjustment is an iterative process that aims to minimize a loss
function. By modifying the weights, the CNN can learn to recognize meaningful
patterns and features in the input data, leading to improve performance in tasks

such as classification or object detection [79].

2.11.2 Pooling Layer

The pooling layer in CNNs plays a vital role in reducing the dimensionality of
feature maps while preserving important information [35]. It achieves this by
applying pooling operations, such as max pooling, to the input data using sliding
filters. Max pooling divides the data into sub-regions and selects the maximum
value within each region. This down-sampling process effectively reduces the
complexity in the subsequent layers. There are various pooling techniques
available, including average pooling, max pooling, average pooling, and min

pooling [81].
2.11.3 Activation Functions Layer

Activation functions are an essential component of neural networks as they
determine the output of each neuron in the network based on its input. They are

used to introduce non-linearity to the output of a layer, enabling the network to
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learn more complex features. Activation functions take the output of the
previous layer and apply a mathematical function to it, resulting in the output of

the current layer [28]. Some types of activation functions:

e The sigmoid activation function is commonly used in binary
classification problems. It maps any input value to a value between 0 and
1, allowing it to be interpreted as a probability or a binary decision [35].

e The tanh (hyperbolic tangent) activation function is similar to the
sigmoid function but has an output range between -1 and 1. It is often
used in regression problems where the target variable can have negative
values [35].

e ReLU (Rectified Linear Unit) is a popular activation function,
particularly in CNNs. It has a simple structure that sets all negative input
values to O and leaves the positive values unchanged. RelLU is
computationally efficient and helps address the wvanishing gradient

problem that can occur in deep neural networks [35].

Figure.2.14 shows the different types of activation functions.

Sigmoid tanh
o(z) = —L tanh(z) o

TFe—7

10

RelLU
max(0, )

Figure.2.14: Activation Function Types

2.11.4 Fully Connected Layer (FC)
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The fully connected (FC) layer in a CNN is the last layer that follows the
convolutional and pooling layers. It is also referred to as the dense layer because
each neuron in this layer is connected to every neuron in the previous layer. The
FC layer takes the output from the previous layers and performs the
classification task by learning high-level features and patterns. It combines the
extracted features from the previous layers and maps them to the output classes,

making the final decision on the classification task [79].

2.12 Data prepossessing

In ML, preprocessing is crucial for extracting hidden knowledge from data. It is
necessary to prioritize the preprocessing phase before applying analysis
algorithms. Preprocessing addresses various data issues such as inconsistencies,
null values, extreme values, and noise. Incomplete data can result from missing
attributes or erroneous information. Noise can occur due to data collection
problems, transmission issues, or inconsistencies in code naming and
assignment policies. Data preprocessing helps handle null values, identify
outliers, and resolve inconsistencies. It is recommended to clean the data
beforehand to avoid confusion during analysis [80]. Figure.2.15 shows different

forms of data preprocessing.
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Figure.2.15: Data preprocessing forms [80].

In the context of SG (Smart Grid) technology, advanced sensors, and
communication systems generate vast amounts of data about energy
consumption. However, this data is often messy and contains errors, including
duplicates or noise, which can distort analysis results and hinder interpretation
[28].

2.13 Handling Imbalanced Data

refers to techniques and strategies used to address the problem of imbalanced
data, where one class (the minority class) is significantly less compared to the
other class(es) (the majority class(es)) in the dataset. This is a common problem
in many machine learning applications, where the cost of misclassification of the

minority class is often higher than that of the majority class [39].
2.13.1 Random Undersampling (RUS)

This technique arbitrarily deletes samples from the majority class until the
dataset is balanced [33]. RUS can be effective when the majority class has
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numerous samples and removing some of them does not significantly impact the
overall performance of the model. However, RUS can lead to a loss of

information in the majority class [80].
2.13.2 Random Oversampling (ROS)

This technique creates new samples by randomly replicating available samples
in the minority class until the number of instances for each class is balanced
[33]. ROS is a simple and effective way to handle the problem of imbalanced
datasets and can enhance the performance of machine learning models in
detecting the minority class. However, it may result in overfitting and reduced

generalization of the model if not used appropriately [80].
2.13.3 Synthetic Minority Oversampling Technique (SMOTE)

This technique is used to generate synthetic instances of the minority class by
interpolating between existing samples. It starts by selecting a minority class
instance and its k nearest neighbors. New samples are then created along the line
segments connecting the selected minority sample with its neighbors. This
process helps balance the class distribution in the dataset, which can improve the

performance of machine learning algorithms [80].

An illustration of the SMOTE process is provided in Figure 2.14. The point x;is
chosen as the basis for generating new synthetic data points. Using a distance
metric, multiple nearest neighbors (NNs) belonging to the same class (x;; to x;4)
are selected from the training set. Subsequently, a randomized interpolation is

performed to create new samples, denoted as r; to r, [80].
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Figure 2.14: Synthetic data point generation by the SMOTE Algorithm
[81],[80].

2.13.4 SMOTETomek

SMOTETomek is a hybrid method for dealing with imbalanced datasets that
combines SMOTE and Tomek links. Tomek links are pairs of samples from
different classes that are very close to each other. These pairs can act as noisy
examples, and removing them can increase the margin between the two classes,

making them easier to separate [82].

SMOTETomek first applies the SMOTE algorithm to oversample the minority
class and then uses Tomek links to identify noisy examples and remove them.
The resulting dataset has a balanced number of samples for each class and a

larger margin between the two classes [82].
2.13.5 Adaptive Synthetic Sampling (ADASYN)

This technique generates synthetic samples of the minority class in regions of
the feature space where the density of minority samples is low while keeping the
density of majority samples unchanged. ADASYN is effective when the
distribution of data is highly skewed and focuses more on those minority
instances that are harder to learn[81]. An illustration of the ADASYN Algorithm
Is provided in Figure (2.15).
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Figure 2.15: Synthetic data point generation by the ADASYN Algorithm [81].
2.14 Evaluation Metrics

Evaluation metrics are used to assess the performance of ML models. There are
several evaluation metrics available, each of which is appropriate for different
types of problems and use cases. The choice of metric depends on the specific

problem being addressed.
2.14.1 Confusion Matrix

A confusion matrix is a representation of a model's predictions and the actual
classes of a given dataset. It consists of two dimensions, representing the actual
class (rows) and the predicted class (columns). The cells of the matrix are filled
based on the classification outcomes: true positives (TP), true negatives (TN),

false positives (FP), and false negatives (FN) [28].
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Where:

o TP: The count of instances that are rightly identified as positive.
o FP: The count of instances that are wrongly identified as positive.
o TN: The count of instances that are rightly identified as negative.

o FN: The count of instances that are wrongly identified as negative.
2.14.2 Accuracy metrics (acc)

acc measures the ratio of right predictions over the total number of cases. It is

calculated using equation (2.8).

TP + TN
— 0
acc = o s X 100% (2.8)

It is worth noting that acc can be misleading in cases where the dataset is
unbalanced. Where, a classifier that simply always predicts the majority class

could achieve high accuracy, but this would not be a useful [38].
2.14.3 AUC metric

The term AUC stands for "Area Under the Curve," which is a measure of the

degree of separability between the positive and negative classes. An AUC score
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of 1.0 indicates an ideal classifier, while an AUC score of 0.5 indicates a
random classifier. Therefore, the higher the AUC value, the better the classifier's
capability to accurately distinguish between the positive and negative classes
[30].

TP Rate
N

0 FP Rate 1

Figure.2.16: Area Under The ROC Curve [35].
2.14.4 F1 score metric

The F1 score is an important performance metric, especially when dealing with
imbalanced datasets. The F1 score is computed as the harmonic mean of
Precision (P) and Recall (R), taking into account both false positives and false

negatives. To calculate the F1 score, Equation (2.9) is used.

_ 2xPR
17 p4r

(2.9)

Where Precision (P) measures the accuracy of positive predictions. It is the ratio
of true positive predictions to the total number of positive predictions, as shown
in Equation (2.9):

TP
P = TP + FP (210)

On the other hand, Recall (R) is defined as the ratio of true positive predictions

to the total number of actual positive instances, as shown in Equation (2.11):
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TP

= - 2.11
K TP + FN ( )

The F1 score ranges from 0 to 1, with 1 being the best possible score [28].
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Chapter Three

Design and Implementation of The Proposed System

3.1 Introduction

This chapter presents the design and execution of an intelligent cloud system
able to detect electricity larceny in real time, identify anomalous load patterns,
and correct the power factor. The system uses a cloud server for storage and
analysis of the data collected by the smart meters that were developed. The
system implements a hybrid-oriented approach to detect electricity larceny: A
hardware-oriented approach and a data-oriented approach. The hardware-
oriented approach involves installing sensors on the distribution network to
detect illegal electricity consumers, while the data-based approach involves
training a model to identify anomalous load patterns. By utilizing both of these
approaches, the system can effectively identify and prevent electricity larceny,

thereby improving system stability, reliability, and efficiency.

Moreover, we propose the use of the Random Forest algorithm in power factor
correction, which is a measure of the efficiency of the electricity distribution
system. By improving the power factor, we can reduce energy waste and lower
the cost of electricity provision. Figure 3.1 depicts the overall design of the
proposed system.
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Figure 3.1: Overall Proposed System
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3.2 Homes Electric Larceny Detection System

The main objective of this system is to utilize intelligent cloud computing to
detect electricity larceny. Implementing this system requires the deployment of
smart meters to collect data, which forms the device layer. The collected data is
then transmitted to the cloud layer, where it undergoes storage and analysis.
Within the cloud layer, a hybrid-oriented approach is employed to identify
instances of larceny, which combine a hardware-oriented approach and a data-

oriented approach.

The hardware-oriented approach involves the installation of smart meters at
specific locations along the distribution lines to detect any difference in power
drawn and power consumption. On the other hand, the data-oriented approach
relies on deep learning algorithms, particularly convolutional neural networks,
to learn from historical data and recognize abnormal load patterns that may
indicate larceny. The results obtained from the analysis are then presented

through the monitoring layer, which is represented by a web-based application.

By employing this system, it becomes possible to detect theft more efficiently
compared to traditional methods. Also, this system places a high priority on loss
reduction through the utilization of cloud computing to multi-processing of

home data into a single system.

The utilization of a hybrid-oriented approach is essential due to the limitations
of each approach. Hardware-oriented approaches are effective in detecting most
types of electricity theft. However, when consumers tamper with meters or
commits fraud, it becomes challenging for authorities to identify the responsible
parties, given the large number of consumers. This is where the data-oriented
approach becomes crucial. By analyzing the load patterns of individual
consumers, abnormal load patterns can be identified, helping in the

identification of fraud consumers. However, the data-oriented approach alone is
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insufficient in detecting unauthorized connections to the electrical network.
Therefore, a combination of both approaches is necessary to create an effective
theft detection system. Figure. 3.2 show the proposed system for the electric

larceny detection block diagram.

Monitoring layer

1

Cloud server

Cloud layer

A
@rrrrnannans
P,
Hardware layer
CM1 CMm3 CM5
: CPM1 : |CPM2 { |CPM3
- CM2 cM4 CM6
CM: Consumer meter
Sector 1 Sector 2 Sector 3 CPM: Checkpoint meter

Figure 3.2: proposed electric larceny detection system block diagram.
3.2.1 Hardware layer

The hardware layer of the system is responsible for collecting data related to
electrical parameters. This layer involves various components including the
Arduino Mega Wi-Fi R3 module, PZEM-004T energy meter, and 20x4 LCD
display.
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The PZEM-004T energy meter is responsible for measuring various electrical
parameters of the connected home, such as voltage, current, and power.
Meanwhile, the 20x4 LCD display provides an interface for users to read and

comprehend the measured data.

The Arduino Mega Wi-Fi plays a vital role in processing the data obtained by
the PZEM-004T sensor. The data is sent to the ESP8266 module, which is an
integrated chip within the Arduino Mega Wi-Fi R3 board. This communication
occurs through a serial channel with a baud rate of 9600. Once connected to a
network, the ESP8266 module obtains an IP address that allows it to transmit
data to the cloud server using the HTTPS/TCP request protocol. Figure 3.3

illustrates the connection of the smart meter components.

Load

CcT

Figure 3.3: The connection of the smart meter components

Table 3.1 provide the pin wiring connections between the PZEM-004T sensor
and the Arduino Mega Wi-Fi R3
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Table 3.1: PZEM-004T Sensor Pin Wiring

PZEM-004T Pin | Arduino Mega Wi-Fi R3 pin
5V Connected to 5V pin on Arduino mega Wi-Fi R3
RX Connecting to 12 pin on Arduino mega Wi-Fi R3
TX Connected to 11 pin on Arduino mega Wi-Fi R3
GND Connected to GND pin on Arduino mega Wi-Fi R3

Table 3.2 provide the pin wiring connections between the LCD display and the
Arduino Mega Wi-Fi R3

Table 3.2: LCD Pinout for Arduino Mega Wi-Fi R3

LCD Pin | Arduino Mega Wi-Fi R3 pin

VCC Connected to 5V pin on Arduino mega Wi-Fi R3

GND Connected to GND pin on Arduino mega Wi-Fi R3

SDA Connected to SDA (20) pin on Arduino mega Wi-Fi R3

SCL Connected to SCL (21) pin on Arduino mega Wi-Fi R3

The software operation was programmed with Arduino IDE (Arduino Integrated
Development Environment) and C++ languages (as shown in Figure 3.4) which

are commonly used at the present time.
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(3 PZEMSoftwareSerial | Arduino IDE 2.1.0 — O X
File Edit Sketch Tools Help

Se‘eCt Board -

PZEMSoftwareSerial.ino

1 #include <Wire.h>

#include <LiquidCrystal I2C.h>
#include <PZEMBBATV3@.h>
#include <Softwareserial.h>

#if ldefined(PZEM_RX_PIN) && ldefined(PZEM_TX_PIN)
9 #define PZEM_RX_PIN 12

10 #define PZEM_TX_PIN 13

11 #endif

14  SoftwareSerial pzemsWSerial(PZEM RX_PIN, PZEM_TX_PIN);
15  PZEMB@ATv3@ pzem(pzemSWSerial);

16 LiquidCrystal TI2C lcd(ex27, 20, 4);

17 void setup() {

18 Serial.begin(9600);

19 led.init();

20 lcd.backlight();

21 pinMode(2, OUTPUT);
22 pinMode(3, OUTPUT);

23 pinMode(4, OUTPUT);

Figure. 3.4: Arduino IDE

3.2.2 Cloud layer

The cloud layer act as the brain of the proposed system, it is represented by a
cloud server. This layer provides the necessary infrastructure for storing and
analyzing the data collected from the device layer. The cloud server has a public
IP address to enable data transmission between the Arduino and the server. The
system allocates space in the cloud server for data storage in a centralized
database. This database is designed to address large volumes of data. In this
layer, the data analysis algorithms are implemented to detect instances of
electricity. The outcomes of the data analysis are then presented on the

monitoring layer.
3.2.3 Monitoring layer

The monitoring layer is the user-facing component of the system, represented by
a web application for authorities to monitor the electricity distribution network
in real time and to display the results of the analysis. This web app has been
developed using ASP.NET Core MVC, which is a modern open-source

framework developed by Microsoft.
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3.3 Electric Larceny Detection Approaches

As mentioned earlier, the system utilizes a hybrid-oriented approach, which
combines both hardware-oriented and data-oriented methods for theft detection.

In this section, we will provide detailed information about each approach.
3.3.1 Hardware-based approach.

To establish our system, the initial stage involves the installation of smart meters
in households (Consumer Meters CM). The distribution line is then divided into
multiple zones, and a checkpoint meter (CPM) is installed after each group of
houses, as shown in Figure 3.2, to identify the location of electricity theft. Real-
time data from both Consumer meters and checkpoint meters is collected and
transmitted via HTTPS protocol to a cloud server. Choosing a cloud server
provides increased security, as it is a private server that is not shared with other
users. This minimizes the possibility of data breaches and illegal access to

sensitive data.

A mathematical model is deployed on the cloud server to identify electricity
larceny in households. The model is based on the measurements of power,

which were recorded by consumer meters and checkpoint meters.

The mathematical model works by comparing the power recorded at the
checkpoint meter (c(k)) with the sum of power readings from individual
consumers(P; + P, + P; + P,), where k and n are the identification numbers
of the checkpoint meter and consumer meter, respectively. Technical losses
(TL) and measurement errors (EM) are taken in account. The difference
between c(k) and the total power consumption of individual consumers is then

calculated to identify the power theft, which is represented asPT.

The equation (3.1) for calculating power theft is given:
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PT = c(k) — z”i _ (TL + EM) (3.1)
i=1

If PT is greater thanTL + EM, it is assumed that electric larceny has occurred.

Consider Figure (3.2), the inspection process begins with the first group, where
the power readings of the consumers' meters in the group are compared to the
reading of the first checkpoint meter. This is done to identify any instances of
theft or discrepancies. Power theft in 1% sector PT; determined using equation
(3.2):

PTy = c(1) — [(py +p2) — (TL + EM),] (3.2)

Moving on to the second group, the total power readings of the consumers'
meters in the second group, in addition to the readings of the first checkpoint
meter, are calculated and compared to the designated checkpoint meter for the
second group. The power theft in the second sector PT, determined using

equation (3.3):
PT, = ¢(2) = [(p3s +ps) + c(1) — (TL + EM),] (3.3)

This process is repeated for each subsequent group of houses. In general the

power theft in k sector PT, will be:

n k
PT, = c(k) — ZPi +Zc(j— 1) = (TL + EM), (3.4)
i=1 =1
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Figure 3.5: The flowchart of the Hardware-based approach.
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3.3.2 Data-based approach.

In this approach, DL algorithms, specifically Convolutional Neural Networks
(CNN), were employed to electricity larceny detection. The flowchart for this

approach is shown in Figure 3.6.

SCCG dataset

{

Data Preprocessing

Y

Data Splitting

v v
Test set Training set
i
Handling imbalanced data
]
A 2
CNN model
Prediction
v ' v
Larceny No larceny
[ l

(@)
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Test set

v
Training CNN model

Prediction

v v
Larceny No larceny
] I

b
Figure 3.6: The flowchart of the D(atz):l-based approach. (a) Training phase (b)
Test phase.

The detail of this approach explains below.
3.3.2.1 Data Overview

To train the CNN model, we utilized a dataset called the "Smart Grid Dataset"
obtained from Kaggle [83]. This dataset was provided by the State Grid
Corporation of China (SGCC) and includes information about consumers' power
usage during the period from January 1, 2014, to October 31, 2016.

The dataset consists of rows representing individual consumers and columns
representing the amount of electricity consumed on specific dates. In total, there
are records for 42,372 electricity customers. Among these customers, the first
3,615 have been identified as having committed electricity theft, while the

remaining customers have been classified as honest consumers.
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3.3.2.2 Data Preprocessing

Smart grid data requires preprocessing due to potential incompleteness or errors,
which can significantly impact model accuracy. Applying preprocessing
techniques on smart grid data leads to more accurate results. There are several

steps involved in data preprocessing, including:

1. Removing duplicate rows, this can occur due to errors in data collection
or storage. Duplicate rows can skew the analysis results, leading to
inaccurate predictions.

2. Missing values (NaN) are filled using the 'linear interpolate’ method,
which estimates values based on surrounding data points. A 'limit’
parameter is set to control the number of sequential missing values that
can be filled, with a limit of '2' in our case. This prevents inaccurate
predictions when there are too many consecutive missing values. After
linear interpolation, any remaining missing values are filled using the
fillna' function, replacing NaN values with '0". This ensures the dataset is
complete. The linear interpolation can be represented by equation (3.8):
Consider a set of data (m,,m,,...,m,) and we want to estimate m;
between m;_, and m;,,. We can approximate the value of f(m;) as

follows:

mi_q +M;yq

, m; € NaN, (m;_y)and(m;,,) € NaN

2
f(m;) = m;_y,  (mpand(m;,,) € NaN, m;_y & NaN (3.8)
m;y1, (m;)and(m;_;) € NaN, m;,, € NaN
my, m; &€ NaN

3. Outlier treatment is a crucial step in data preprocessing. Outliers refer to
data points that deviate significantly from other points in a dataset and can

affect the accuracy of models. There are different methods for handling
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outliers, such as removing them or replacing them with more appropriate
values.

One approach to treat outliers involves calculating the mean (m) and
standard deviation (sd) for each row in the dataset. Then, any value in the
row that exceeds the threshold of (m + 3sd) is substituted with this
threshold value. The mean (m), and standard deviation (sd) of a row can

be calculated from equations (3.9), and (3.10) respectively.

. Gt ox o+ xy)
n

(3.9)

sd = j(ni 1) (- m)? + (tp - M2+ -+ (- m)?)) (3.10)
Where the row consists of values x4, x,, ..., x, and the total number of
values in the row is n.

4. Normalization is a data preprocessing technique used to transform data
values into a similar range. It is particularly useful when features have
widely varying ranges, as this can cause issues in some machine learning
algorithms. The most commonly used normalization method is Min-Max
scaling, which scales values to a range of 0 to 1.

In the case of a smart grid dataset, Min-Max scaling is applied to ensure
the equal contribution of all features in the analysis. This is achieved
using the MinMaxScaler() function.

Equation (3.11) for Min-Max scaling is:

(x - xmin)

(xmax - xmin)

fx) = (3.11)
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Where x : is a data point in a column, x,,;,, : is the minimum value in that
column, x,,4, - 1S the maximum value in that column, and f(x): is the

normalized value between 0 and 1.

3.3.2.3 Handling Imbalance Data

Our smart grid dataset shows class imbalance, with the majority class

accounting for 92.14% of the dataset, while the minority class represents only
7.86%.

Class imbalance can introduce bias in machine learning models, making it

challenging to accurately detect the minority class. To address this issue, several

techniques have been tested, including:

RUS involves randomly removing instances from the (consumer with no
larceny) class to balance the class distribution.

ROS works by randomly duplicating instances from the (consumer with
larceny class) to increase its representation in the dataset.

SMOTE generates synthetic instances for the (consumer with larceny)
class by interpolating between existing instances. This technique creates
synthetic data points, effectively increasing the size of the consumer with
larceny class and addressing the imbalance.

SMOTETomek is a hybrid technique that first applies SMOTE to
oversample the (consumer with larceny class) and then uses the Edited
Nearest Neighbors algorithm to remove noisy or misclassified instances
from both the majority and minority classes. This helps to improve the
overall quality of the dataset.

ADASYN is an extension of SMOTE that introduces a higher density of
synthetic instances for those (consumer with larceny) class instances that
are more challenging to learn. This adaptive approach focuses on the
regions of the feature space where the decision boundary is difficult to

learn.
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Implementing these techniques helps mitigate the impact of class imbalance and
improves the performance of models in detecting electricity theft.

It is important to note that techniques for handling class imbalance are applied
only to the training set, while the test set remains unprocessed. This is done to
ensure that the imbalance handling techniques do not introduce any bias or
affect the evaluation of the model's performance on unseen data.

3.3.2.4 Data preparing

Before training the CNN model, the dataset is partitioned into a training set and
a test set. CNN model is trained, utilizing the training set. While the test set
evaluates its performance on unseen data. Typically, a test size of 0.2 is chosen,
reserving 20% of the data for testing and using the remaining 80% for training.
Once the dataset is divided, techniques for handling imbalanced data can be

applied specifically to the training set.

To prepare the dataset before being fed into the CNN model, it is converted to
tensors without affecting the original data. This involves reshaping the dataset
into three dimensions. The first dimension indicates the number of samples,
whereas the second dimension indicates the number of input variables or

features, and the third dimension is set to 1 for a single channel.

Reshaping the dataset in this way ensures it meets the input requirements of the
CNN model, enabling effective training and evaluation of electricity

consumption data.
3.3.2.5 Building and Training CNN Model

By implementing this CNN model architecture and training it with the specified
parameters, we can effectively learn and classify instances of electricity theft

and abnormal load patterns in the dataset. The model's architecture and training
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process contribute to its ability to extract relevant features and make accurate

predictions. CNN model detail is described below:
1. CNN Model Architecture
The CNN model consists of multiple layers designed to process the data:

e The model includes two Conv1D layers with 64 filters each. Both layers
use a kernel size of 7 and the activation function is ReLU.

e A MaxPoolinglD layer having a pool size of 2, which decreases the
dimensionality of the feature maps and captures important information.

e To prevent overfitting during training, a Dropout layer is utilized with a
dropout rate of 0.2. This randomly ignores a portion of input units.

e A Flatten layer that converts the 3D output into a 1D input for the next
fully connected layer.

e A Dense layer with 32 neurons and ReLU activation for feature
extraction.

e An additional Dropout layer has a 0.2 dropout rate.

e The final output layer with a single neuron and sigmoid activation,
produces a probability value between 0 and 1 for binary classification.

e The proposed CNN model is illustrated in Figure 3.7.
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Figure 3.7: The CNN Model Architecture

Model Compilation

The loss function utilized to compile the model is binary cross-entropy,
which is well-suited for binary classification.

The most popular optimization algorithm, Adam, is utilized as the
optimizer.

The model's performance during training is evaluated using the accuracy
metric.

Model Training:

The fit() function is utilized to train the model.

The model undergoes 10 epochs, iterating over the entire training dataset.
During training, a validation split of 0.2 is used to allocate 20% of the
training set for validation.

The verbose parameter is set to 1, providing progress and training logs
during the training process.

Model Usage

To use the trained model to detect electricity theft, new consumption data from

households can be fed into the model. The model will then analyze the data and

predict whether or not electricity theft is occurring. Preprocessing the new data

IS necessary to ensure that it is in the same format as the training data.
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3.4 Power Factor Correction

The system aims to achieve several objectives, including reducing losses and
lowering costs. One of the notable features of our system is an automatic power
factor correction mechanism that enhances power quality, leading to reduced
electricity bills and losses.

To optimize the power factor correction process, a pre-test is conducted to
identify common combinations of devices found in residential areas with
unequal houses. Selecting appropriate training data plays a crucial role in ML
model efficiency, which includes actual power and power factor measurements.
This enables each house to achieve the best possible power factor improvement
by determining the ideal capacitance value.

The system operates by measuring the power and power factor of home
instruments using PZEM-004T. The measured data is then transmitted by
Arduino Wi-Fi to the cloud server. The power factor data is displayed through a
web app. Additionally, the Random Forest algorithm is utilized to select the
optimal capacitor value for Automatic Power Factor Correction (APFC). The
capacitor value will be sent to the capacitor selector for precise adjustment of
the power factor. Figure 3.9 show the block diagram of two nodes for power

factor correction.
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Figure 3.8: The block diagram for two nodes.
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3.4.1 Algorithm of Power factor correction

The flowchart for the process algorithm of the power factor correction can be

Check Internet connection work and PZEM
and Arduino

v

Measure, Power P and Power
factor Pf readinas via PZEM

shown in Figure 3.10.

Data collection in
the cloud server

Collect all appliances readings over
HTTPs/TCP and display power parameters in
web app

Yes
Pf > 0.95 Power factor check

No

Apply the Random Forest algorithm to choose the
optimal capacitance value for power factor
correction

v

Calculate reactive power by the value of C from
RF

Figure 3.9: The schematic algorithm of power factor correction.
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3.4.2 Random Forest Algorithm for Power Factor Correction

A dataset must be prepared to train and evaluate the Random Forest algorithm.
This dataset includes power and power factor measurements obtained from
different household appliances. The collected data is used to create an extended
dataset that can be utilized for training and testing purposes. Table 3.3 presents a

collection of household devices and corresponding readings.

Table 3.3: Different loads with power and power factor

Load device Power (W) Pf
LED light lamp Ingco 30 0.55
LED light Ingco 80 0.58
Stand Fan Gosonic GSF-165 55 0.82
Freezer Iceberg 10302 155 0.46
Fridge Concord 540L TE1900-W 237 0.64
LED light Ingco 140 0.55
Gaming console Sony Ps4 pro 88 0.78
LED light Aswar 64 0.55
home random loads 1 266 0.67
home random loads 2 181 0.73
home random loads 3 377 0.61

This table presents a collection of household devices along with their
corresponding power and power factor readings. The devices included in the
dataset are representative of typical household appliances and cover a range of

power consumption levels.

The purpose of this dataset is to provide a diverse set of measurements that

capture the characteristics of different appliances. This enables the Random
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Forest algorithm to learn patterns and relationships between the power and

power factor readings of these appliances.
3.5 Web Application Development

The web application is designed using ASP.NET Core MVC to monitor
electrical parameters and display results of analysis of electrical larceny

detection models.

ASP.NET Core MVC follows the Model-View-Controller (MVC) architectural
pattern, which divides the application into three distinct components: Model,

View, and Controller, as shown in Figure 3.10.

Database Model

Meters

Figure 3.10: Model-View-Controller (MVC) architecture

The Model represents the data and business logic of the application. In this
context, it is specifically defined to handle the data received from the Arduino
device. The Model class is structured to match the data fields sent by the

Arduino device, as illustrated in Figure 3.12.
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Figure 3.12: Defined classes of data

The Controller, on the other hand, plays a crucial role in managing electrical
parameters and facilitating CRUD operations (Create, Read, Update, and Delete)
on these parameters. It serves as the intermediary between the user's actions and
the Model, orchestrating data retrieval, manipulation, and updates. Additionally,
the Controller interacts with the database to store and retrieve the electrical

parameter data.

Regarding data retrieval, the View handles the presentation and user interface
aspects. It receives data from the Controller and then populates a template,
enabling the user to visualize the information. It is essential to note that the
View does not alter the data; its primary responsibility is to display the retrieved

data from the Model in a user-friendly manner.

Entity Framework (EF) is using to interact with the database and retrieve
information. EF is an ORM (Obiject-Relational Mapping) tool provided by
Microsoft for working with databases in .NET applications. It streamlines the
data access process, eliminating the need for writing raw SQL queries and

providing a more object-oriented approach to database interaction.
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Chapter 4 Discussions and Results

Chapter Four

Results and Discussions

4.1 Introduction

This chapter provides a detailed analysis of the results obtained from the
electricity larceny detection system and power factor correction system. It
delves into the specific outcomes achieved through the implementation of a
hybrid approach that combines both hardware-oriented and data-oriented

methods.

Regarding the electricity larceny detection system, the chapter presents the
results obtained from data-oriented methods by training a CNN (Convolutional
Neural Network) model. Different techniques are applied to address the
challenge of data imbalance. The chapter examines the impact of these
techniques on the performance of the CNN model and evaluates their

effectiveness in improving the detection accuracy of power theft instances.

Furthermore, the chapter explores the device-oriented approach within the
power theft detection system. The effectiveness of this approach is evaluated

under various conditions.

The chapter also discusses the results obtained from using the Random Forest
algorithm to select the optimal capacitance for power factor correction.
Additionally, the chapter evaluates the quality of the training data for the

Random Forest classifier and examines the performance of the classifier itself.
4.2 Smart Energy Meter

The smart energy meter was built with simple and low-cost components. This
meter can measure load voltage, current, frequency, power, power factor, and

energy. As mentioned before, the proposed system is consisting of two types of
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meters, the Consumer meter ( CM ) and the Checkpoint meter (CPM) as shown

in Figure 4.1.

Figure 4.1: Consumer meter ( CM ) and the Checkpoint meter (CPM).

The Arduino in the smart meter is responsible for sending data to the cloud
server for storage and analysis. The ping utility is commonly used to assess the
reachability and responsiveness of a network host or IP address, such as a cloud
server. In the context of a smart meter, the ping utility is used to test the
connectivity and response time of the communication network that connects the
smart meter to the cloud server. It does this by sending small packets of data

from the Arduino to the cloud server and measuring the round trip time (RTT).
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Pinging 94.176.232.70 with 32 bytes of data:
from 94.176.232.70: bytes=32 time=121ms
from 94.176.232.70: bytes=32 time=121ms
from 94.176.232.70: bytes=32 time=185ms
from 94.176.232.70: bytes=32 time=120ms

Ping statistics for 94.176.232.70:
Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 120ms, Maximum = 185ms, Average

Figure 4.2: Ping Results

The ping results in Figure 4.2 indicate the following:

TTL=115
TTL=115
TTL=115
TTL=115

= 136ms

1. Successful Connection: All four packets sent from the smart meter to the

server were received without any loss, confirming a reliable network

connection.

2. Round Trip Times: The minimum round trip time recorded was 120ms,

representing the shortest time for a packet to complete the round trip. The

maximum round trip time was 185ms, indicating the longest time recorded.

The average round trip time of 136ms gives an overall measure of the typical

time for a packet to complete the round trip.

Based on these results, we can conclude that the smart meter successfully

communicated with the cloud server. The consistent round trip times and

absence of packet loss indicate a stable network connection, enabling accurate

transmission of electrical parameter measurements.

4.3 Evaluation

In this section, we will discuss the impact of data preprocessing techniques and
the effects of data imbalance handling techniques, such as RUS, ROS, SMOTE,
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SMOTETOMK, and ADASYN, on the performance of the CNN model. We will

examine how these techniques affect the model's ability to learn from

imbalanced datasets and improve its performance in detecting power theft

instances.

Furthermore, we will evaluate the performance of the CNN model after applying
these data preprocessing and imbalance handling techniques. This evaluation
will provide insights into the effectiveness of each technique in enhancing the

model's accuracy and its ability to correctly classify power theft cases.
4.3.1 Data preprocessing

The dataset initially contains information on 42,372 electricity consumers, with
3,615 identified as thieves and the remaining customers being honest. After
preprocessing, the data includes 37,892 instances of honest customers and 3,602

instances of thieves, totaling 41,494 instances.

Table 4.1: Impact of preprocessing on the Dataset

Consumers with Consumers with no
Total Consumers
larceny larceny
DAL EEers 3,615 38,757 42,372
preprocessing
DAL el 3,602 37.892 41,494
preprocessing

4.3.2 Handling Data Imbalance

Table 4.2 illustrates the effects of using different methods to handle imbalanced
data on the train set. The "Original” column represents the train set without
balancing. The techniques used are RUS, ROS, SMOTE, SMOTETomek, and
ADASYN. Table 4.2 contains the number of consumers with no larceny, the

number of consumers with larceny, and the total number of consumers.
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Table 4.2: Distribution of Consumers with and Without Larceny after apply

Different Data Balance Techniques

Data Balancing | Original | RUS | ROS | SMOTE | SMOTETomek & ADASYN
Techniques
Consumers with | 30341 | 2854 | 30341 | 29370 25705 25705
no larceny
Consumers with | 2854 | 2854 | 30341 | 14685 12852 25795
larceny
51500
Total consumers | 40256 | 7158 | 73354 | 44055 38557

Figure 4.3 illustrates the distribution of classes (Larceny vs. No larceny classes)

after employing various techniques to address the imbalance problem.

Distribution of original train set Distribution After Random Under-Sampling
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Figure 4.3: Classes distribution a. Original Data. b. Classes distribution after

Random Under-Sampling (RUS). c. Classes distribution after Random Over-

Sampling (ROS). d. Classes distribution after Synthetic Minority Over-sampling
Technique (SMOTE). e. Classes distribution after (SMOTETomek). f. Classes
distribution after Adaptive Synthetic Sampling (ADASYN).
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4.3.3 CNN model evaluation

The model was trained for ten epochs, and during training, the training accuracy
reaching 99.34% and validation accuracy at 93.63%. The test set evaluation
resulted in an accuracy of 93.18%. The F1-Scores for the positive class (larceny)
and the negative class (no larceny) were 57.61% and 96.29% respectively. The
lower F1-Score for the positive class suggests a struggle in accurately detecting
instances of larceny, requiring further investigation and improvement. The AUC
value of 73.96% indicates moderate discriminative power, leaving room for
enhancement. The precision of 67.2% means that only 67.2% of the instances
predicted as larceny are true positives, while the recall of 50.4% indicates the
model's ability to correctly identify 50.4% of actual larceny instances. Table 4.3
contains results related to the performance of a Convolutional Neural Network

(CNN) model when balance techniques are not applied.

Table 4.3 performance of CNN model without balance techniques.

F1-Score for | F1-Score

Training | Validation Test (larceny) for (No AUC | Precision Recall
accuracy | accuracy | accuracy class larceny)
class

99.34% | 93.63% 93.18% 57.61% 96.29% 73.96% | 67.2% | 50.4%

Training and Validation Loss

® Training Loss
— Validation Loss

# 0.204 e
K|

0.15 A
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Training and Validation Accuracy
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Figure 4.4: (a) Training and validation loss curve of CNN without balance
technique. (b) Training and validation curve accuracy of CNN without balance

technique.

The loss curve Figure 4.4 (a) shows decreasing loss for the training data but
increasing loss for the validation data. The accuracy curve Figure 4.4 (b)
demonstrates improving accuracy for the training data but limited improvement

for the validation data.
4.3.4 CNN Model performance after RUS

The model was trained for ten epochs, and during training, the accuracy of the
training data reached 94.91. However, when evaluating the model on the
validation data, the accuracy dropped to 75.65%. This suggests that the model
performed well on the data it was trained on but struggled to generalize to new,
unseen data. To further evaluate, a test set evaluation was conducted, resulting

in an accuracy of 78.21% .

However, the RUS technique improved the AUC and F1 score for (Larceny)
class. The original model might have been biased toward the majority class,

leading to a lower F1-score and AUC. RUS rebalances the class distribution by
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removing instances from the majority class, allowing the model to focus more

on learning from the positive class. This improves the model's ability to

correctly identify positive instances and distinguish them from negative

instances. However, it's important to note that the RUS technique comes with a

trade-off. While it improves the F1-score and AUC, it results in a decrease in

overall accuracy as it involves sacrificing information by removing instances

from the majority class. Table Table 4.4 presents various performance metrics

for the CNN model after applying the RUS technique

Table 4.4 performance of CNN model after RUS.

F1-Score for F1-Score
Training | Validation Test T for (No AUC | Precision | Recall
accuracy | accuracy | accuracy larceny)
class
class
94.91 76.61% | 79.61% 78.21% 75.65% | 78.06% | 79.1% | 74.3%

Training and Validation Loss

1.0

0.8

0.4

0.2

® Training Loss
—— Validation Loss
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Training and Validation Accuracy
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Figure 4.5: (a) Training and validation loss curve of CNN after RUS technique.

(b) Training and validation curve accuracy of CNN after RUS technique.

The loss curve Figure 4.5 (a) shows decreasing loss for the training data but
increasing loss for the validation data. The accuracy curve Figure 4.5 (b)
demonstrates improving accuracy for the training data but limited improvement

for the validation data.
4.3.5 CNN Model performance after ROS

The CNN model achieved high accuracy on both the training and validation sets,
with 98.35% and 98.55% respectively. It also performed excellently on the test
set, achieving a test accuracy of 98.35%. The F1-Scores for both the positive
class (larceny) and the negative class (no larceny) are also high, at 98.33% and
98.37% respectively. The AUC value is 98.35%, indicating excellent

discriminative power.

However, these high results may be attributed to overfitting, where the model
memorizes the training data without fully understanding the underlying patterns.

This means that the model might struggle when applied to new, unseen data.
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Table 4.5 provides performance metrics for the CNN model after applying the
ROS technique.

Table 4.5 performance of CNN model after ROS.

Training
accuracy

Validation
accuracy

Test
accuracy

F1-Score for
(larceny)
class

F1-Score

for (No

larceny)
class

AUC

Precision

Recall

98.35%

98.37%

98.33%

98.35%

98.55%

98.35%

96.9%

99.9%
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0.25 -

Loss
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Figure 4.6: (a) Training and validation loss curve of CNN after ROS technique.

(b) Training and validation curve accuracy of CNN after ROS technique.

The loss curve Figure 4.6 (a) shows a decreasing trend for both the training and
validation data, indicating that the model is learning and improving over the
epochs. The accuracy curve Figure 4.6 (b) also demonstrates an increasing trend
for both the training and validation data, further indicating the model's learning

progress.
4.3.6 CNN Model performance after SMOTE

The model was trained for ten epochs, with the training accuracy reaching
99.49% and the validation accuracy at 94.70%. A test set evaluation was
conducted on the trained model, resulting in a test accuracy of 94.70%. This
indicates that the model exhibits good generalization to unseen data and is
capable of making accurate predictions. The F1-Score for the positive class
(larceny) is 95.91% and 92.45% for the negative class (no larceny), indicating
that the model is effective at detecting instances of larceny. The AUC value of
95.27% signifies that the model demonstrates strong discriminative power and

can effectively differentiate between instances of larceny and no larceny.

Table 4.6 performance of CNN model after SMOTE.

F1-Score for | F1-Score

Training | Validation Test (larceny) for (No AUC | Precision | Recall
accuracy | accuracy | accuracy class larceny)
class

99.49% | 94.70% | 94.70% 95.91% 92.45% 95.27% | 88.3% | 97%
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Figure 4.7: (a) Training and validation loss curve of CNN after SMOTE
technique. (b) Training and validation curve accuracy of CNN after SMOTE

technique.
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4.3.7 CNN Model performance after SMOTETomek

The model was trained for ten epochs, with the training accuracy reaching

98.90% and the validation accuracy at 96.44% .
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A test set evaluation was conducted on the trained model, resulting in a test
accuracy of 95.93%. This indicates that the model exhibits good generalization
to unseen data and is capable of making accurate predictions. The F1-Score for
the (Larceny) class is 96.88% and The F1-Score for the (No larceny) class is
94.15%, suggesting that the model performs well in identifying larceny cases.
These high F1-Score values indicate that the model is capable of achieving a
good balance between precision and recall for both classes. Table 4.7 presents
performance metrics for the CNN model after applying the SMOTETomek

technique.

Table 4.7 performance of CNN model after SMOTETomek.

F1-Score for | - oc0re
Training | Validation | Test for (No .
(larceny) AUC | Precision | Recall
accuracy | accuracy | accuracy class larceny)
class
98.90% | 96.44% | 95.93% 96.88% 94.15% | 96.30% | 91.11% | 97.41%

Training and Validation Loss

L] ® Training Loss
— Validation Loss

0.4 1

0.3 1

Loss

0.2 4

0.1 - e
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Figure 4.8: (a) Training and validation loss curve of CNN after SMOTETomek
technique. (b) Training and validation curve accuracy of CNN after
SMOTETomek technique.

4.3.8 CNN Model performance after ADASYN

The results show that the CNN model trained after applying the ADASYN
technique achieved impressive performance. The model was trained for ten
epochs, with the training accuracy reaching 99.34% and the validation accuracy
at 97.73%. This indicates that the model generalizes well to unseen data and can

effectively classify instances outside the training set.

On the test set, the model achieved a high accuracy of 97.22%, indicating its
robustness in making accurate predictions on new and unseen data. The AUC
value of 97.22% further reinforces the model's discriminative power in
distinguishing between positive (larceny) and negative (no larceny) instances.
The F1-score for the (Larceny) class and F1-score for the (No larceny) class
were 97.14% and 97.30% respectively.
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Table 4.8 performance of CNN model after ADASYN.
F1-Score
Training | Validation Test PO 10y for (No . .
(larceny) AUC | Precision | Recall
accuracy | accuracy | accuracy class larceny)
class
99.34% 97.73% 97.22% 97.14% 97.30% 97.22% | 96.8% | 99.9%
Training and Validation Loss
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Figure 4.9: (a) Training and validation loss curve of CNN after ADASYN
technique. (b) Training and validation curve accuracy of CNN after ADASYN

technique.
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The training and validation loss curve Figure 4.9 (a) indicates a consistent
decrease in loss over the epochs, further indicating the effectiveness of the
ADASYN technique. Additionally, the training and validation curve accuracy

Figure 4.9 (b) shows a steady increase in accuracy.

Considering the provided results, the ADASYN technique demonstrated
comparable or better performance than other techniques across multiple
evaluation metrics, including accuracy, F1-scores, and AUC. This suggests that
ADASYN is a reliable choice for addressing class imbalance and improving the

model's performance on minority classes.

Table 4.9: Comparison of the performance of the CNN model with different data

balancing techniques.

Metrics Original RUS | ROS |SMOTE| SMOTE- | \pasyN
dataset Tomek
Training 99.34% | 94.91 | 98.35%  99.49% |  98.90% 99.34%
accuracy
Validation 93.63% | 76.61% | 98.37% | 94.70% | 96.44% 97.13%
accuracy
97.22%
SRRy 93.18% | 79.61% | 98.33% | 94.70% 95.93%
F1-Score for 97 14%

positive class 57.61% 78.21% | 98.35% | 95.91% 96.88%

(larceny)

F1-Score for ST
negative class 96.29% 75 6505 | 98:55% | 92.45% 94.15% o

(No larceny)

AUC 73.96% | 7g opo, | 98:35% | 95.27% | 96.30% 97.22%
Precision 67.2% 2919, | 96:9% | 88.3% 91.11% 96.8%
Recall 50.4% 743% | 99.9% | 97% 97.41% 99.9%
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Table 4.9 provides a comparison of the performance of a CNN model with
various data balancing techniques, including RUS, ROS, SMOTE, SMOTE-
Tomek, and ADASYN.

The performance of the CNN model can be easily understood through confusion
matrices which showcase the impact of various techniques on its predictions for

minority and majority classes, as depicted in Figure 4.10.

Original data set after rus after ros

g 97.51% 2.49% - 81.85% 18.15% o

50.41% =~ - 25.73%

after SMOTETomk after ADASYN

- 96.89%

- - 99.90%

Figure 4.10: The confusion matrices of CNN Model with Various Data
Balancing Techniques.

4.4 Home Larceny Detection System

The proposed system, shown in Figure 3.2, was implemented as a prototype
environment. The main objective of this system is to identify instances of
electricity theft in residential areas. To achieve this, the area is divided into

several sectors, and central checkpoint meters (CPMs) are strategically installed
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at specific locations. These checkpoint meters are used to measure the total

power consumption of each sector.

The system was implemented as a prototype in an environment where there are
two sectors. Each sector is equipped with two consumer meters (CMs) and one

checkpoint meter (CPM), as illustrated in Figure 4.11 of the hardware design.

consumer meters (1 & 2)

sector one § Checkpoint f_

. .
meter (1)

I N N .
. Check point =

meter (2)

sector two

consumer meters (3 & 4)

Figure 4.11:A Prototype hardware arrangement for proposed system.

The process of detecting electricity theft involves sequentially checking each
sector, starting from the first sector and moving on to the next sector for
accurate detection. This sequential approach helps in narrowing down the search
for theft, minimizing the impact on legitimate consumers, and ensuring a more

efficient detection process.
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These meters send the collected data to the cloud server via HTTPS. The cloud

server chosen for this purpose has the following specifications:

e CPU: 2 cores, each operating at 2.6 GHz.

e Operating System: Windows Server 2019

e Bandwidth: 8TB

e RAM: 4GB of memory to support the server's processing requirements.

e Storage:60GB SSD, offering faster read/write speeds compared to
traditional HDDs.

e Public IP: The server has a public IP address, allowing it to be accessed

from the internet.

The cloud server provides space to execute theft detection models (mathematical
model described in section 3.3.1 and a CNN model). It also offers secure storage
for consumer data. The server ensures data privacy as it is a private server not
shared with others. This dedicated setup allows for efficient and confidential
handling of the data, ensuring that it remains solely accessible to authorized
parties.

The application is built using ASP.NET Core MVC on a local server. Once the
development of the web application is complete, it needs to be deployed to a
cloud server. For deployment, the Internet Information Services (11S) software is
required to be installed on the cloud server. The IIS software facilitates the
hosting and management of web applications on the cloud server, allowing the

application to be accessible over the internet.

The web-based app can be accessed through a valid username and password,

limited to authorized administrators only, as shown in Figure 4.12.
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Figure 4.12: Login page

The data received is processed by the ASP.NET Core framework. Then through
this framework data is organized and stored in the SQL Server database. The
ASP.NET Core framework communicates with the database through Entity

Framework technology for efficient data management and retrieval.

The cloud server obtains data from the SQL server upon user login and displays
it on the application's main interface. The Home interface of the application (see
Figure 4.13) displays real-time readings of all smart meters, along with the
results of the mathematical model used for detecting electricity larceny. A green
indicator represents normal power usage, while a red is activated when the
power consumption discrepancy between the homes and the distribution node

exceeds 20%, suggesting a potential case of energy larceny.
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Chapter 4

The "Details" feature provides a historical record of readings for a selected

house. By observing the "Date" column in Figure 4.15, it can be noticed that the

readings are updated approximately every (2-3) seconds.

@O

x

=}

jBsung

_J

¢ @snoH

¥as

FEOQ

[ {44

y3aueas o} aiay adK

Wd 9E:E¥:L EC0Z/BE/Y

Q,

SIE=. ¢ 85noH ¥'08 0 ¥E0 0 0 gvee Wd BE:E¥L E20Z/82/F

e3sd ¢ 3snoH ¥0s "] vEQ 0 0 Svee Wd OFEv:L EE0Z/BE/Y

5'e12qg ¢ 85noH ¥0s 0 vE0 0 0 Svee Wd ZFeriL E20Z/BelY

SEreg g @snoy ¥0S 0 ¥€0 0 0 r¥ee Wd SFEviL £202/82/%

HIBET € 85N0H oS 0 PEO 0 0 rvee Wd L¥ev:L EE0Z/BE/Y

HIEEN] ¢ 3snoH 508 0 ¥E0 0 0 14 (44 Wd 6FEt'L EC0Z/BE/Y

HIEBE] ¢ @5naH 508 0 FEO 0 0 ryee Wd LS'Ev:L EC0Z/BE/Y

HIBEn| ¢ 85NOH 508 0 vE0 0 0 rvee Wd £S:E¥:L E20Z/8E/Y

HI2Ee] € 5N0H ¥0s Q vEQ 0 0 rvee Wd 95°Ev'L EE0Z/BE/Y

HISE] ¢ @5NoH 50§ 0 vEQ 0 0 rvee Wd 8S:ev:L E20Z/8E/Y

A € 95noH oS 0 ¥E0 0 0 Svee Wd 00vb:L £202/82/%

HIE] € 85N0H ¥0s 0 vEO 0 0 rvee Wd 20:F1:L EE0Z/BE/Y

Jaquinpapopn baiy id Absaug 1amog LN abajjon ajeq
¥ (« » & g=adfiy/braweles O S
- A + X au0adse - xapu| |

Figure 4.15: Details of House 2 (Historical Readings)
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The following scenarios were tested in the system:
A. Normal case:

The power consumption readings from the checkpoint meter are compared to the
aggregate readings of power consumption of individual consumers' meters in
this sector, and if the difference is below the predetermined threshold value, it

indicates normal power consumption, as shown in Figure 4.16.
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Figure 4.16: Normal power consumption case.
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B.Electricity Larceny By Direct Line Tapping:

If the difference between the power consumption readings from the checkpoint
meter and that of individual consumers' meters exceeds the predetermined
threshold value in this sector, it indicates the presence of energy larceny. The
location of the theft can be identified as shown in Figure 4.17, where Figure
4.17 (a) shows theft in the first sector, Figure 4.17 (b) shows theft in the second

sector, and Figure 4.17 (c) shows theft in both sectors.
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Figure 4.17 (a) Electricity Larceny detection in the first sector
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Figure 4.17 (b) Electricity Larceny detection in the second sector
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Figure 4.17 (c) Electricity Larceny detection in both sectors
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C. Energy Larceny By Meter Tampering or fraud:

The CNN model is utilized to identify this specific type of larceny. It analyzes
the historical readings obtained from the SQL server to ascertain the load
patterns of individual houses. Based on this analysis, the houses are categorized
into two groups: normal or indicative of larceny. The findings from the analysis

are displayed through a web application, as shown in Figure 4.18.
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Figure 4.18: Home load patterns Larceny monitoring interface.
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4.5

Features of the Home Electricity Larceny Detection System

The system has the following features:

1.

The system employs advanced algorithms and data analytics to detect and
identify instances of power theft with high accuracy. By analyzing
consumption patterns and discrepancies in meter readings, the system
promptly alerts utility providers to potential theft, enabling timely action to

rectify the situation.

. One of the key aspects of the system is its ability to facilitate a seamless

transition from traditional conventional meters to advanced smart meters.
These intelligent devices bring enhanced functionality and capabilities to
the table, such as real-time monitoring, remote reading, and bidirectional
communication with the utility company.

With centralized monitoring capabilities, the system offers real-time data
on power consumption across distribution networks.

By effectively detecting and curbing power theft instances, the system
significantly reduces revenue losses experienced by utility companies. This
leads to increased revenue collection and financial stability.

Centralized monitoring of power distribution lines ensures a better
understanding of grid health and stability. Early detection of potential
issues, such as overloading or unauthorized connections, allows utility
companies to take preventive measures, minimizing disruptions and
enhancing grid reliability.

The system streamlines processes through centralized data management
and cloud-based infrastructure. This results in improved operational

efficiency.

. The system effectively tackles non-technical losses resulting from

fraudulent activities by users.
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4.6 Random Forest Algorithm for Power Factor Correction

The Random Forest data table was created from the power and power factor of
the appliances from Table 3.3. This data was created to train and test the
Random Forest algorithm. The appliances in Table 3.3 are switched alternately

to give 1023 cases of actual reading power and power factor.

To calculate the total number of possible combinations, we can use the concept
of combinations in combinatorics. The number of combinations of selecting L

items from a set of ¢ items is given by the binomial coefficient formula:
t!

COL = e = oy 1

In this case, we have 10 appliances (¢t = 10) and we want to calculate the total

number of combinations when selecting any number of appliances from 1 to 10
(L =1to 10).

I
10
C(lO,Z) = m— 45
1w
C(10,3) =@+ - 120
1w
1w
100
C(10,6) =G " 210
100
C(10,7) =G - 120
100
C(lO, 8) = m =45
1w
C(10,9) =G+ - 10
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0
(10!« 0!)

Calculating this sum will give us the total number of possible combinations

C(10,10) = 1

when selecting from the given set of 10 appliances:
Total combinations = 10 + 45 + 120 + 210 + 252 + 210 + 120 +
45 + 10 + 1 = 1023.

The required capacitance value was calculated using the equations (2.4) and
(2.5) to get the supposed power factor of 0.95 as desired value. Fifteen levels of
actual hardware capacitance values are presented from a combination of
(2,4,8,16) uF. These levels as (2,4,6,8,10,....,30) pF and in numbers
(1,2,3,........ ,15).

The task of the Random Forest algorithm circumscribes the level of capacitance
nearest or the same value from mentioned levels to give real power factor

correction. Table 4.10 show the first twenty row of the data.

Table 4.10 Power and power factor and capacitance data

desi Real

. Power Required | Required Pf for

Load device W) Pf rg? VAR C (uF) C()uF Level real C

p | LEDlignt | o0 1 gee 1095 35603 | 2.35 2 1 | 0957
lamp A

p | LEDlight | gy 5eg 005 86.066 | 566 6 3 | 0946
Ingco: B

3 Sta”‘éFa”: 55 | 082 | 0.95| 20312 | 1.34 2 1 | 00986

4 | Freezer: D 155 0.46 | 0.95| 248.244 16.33 16 8 0.906

5 Fridge: E 237 0.64 | 0.95 | 206.640 13.59 14 7 0.966

6 | LEDlight: F | 140 0.55 | 0.95| 166.571 10.95 10 5 0.951

7 | Ps4dpro:G 88 0.78 | 0.95| 41.676 2.74 2 1 0.994

LED light

; 64 0.55 | 0.95| 76.147 5.01 6 3 0.920
Aswar: H

9 Random 266 0.67 | 0.95 | 207.298 13.63 14 7 0.972
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home loads
1:1
Random

10 | home loads 181 0.73 | 0.95 | 109.965 7.23 8 4 0.980

2:
11 A+B 110 | 0.571|0.95| 121.760 8.01 8 4 0.949
12 A+C 85 0.711 | 0.95 | 56.006 3.68 4 2 0.978
13 A+D 185 | 0.472 | 0.95 | 283.937 18.67 18 9 0.915
14 A+E 267 | 0.628 | 0.95 | 242.334 15.94 16 8 0.965
15 A+F 170 | 0.550 | 0.95 | 202.265 13.3 14 7 0.937
16 A+G 118 | 0.712 | 0.95| 77.370 5.09 6 3 0.974
17 A+H 94 0.550 | 0.95 | 111.840 7.36 8 4 0.933
18 A+l 296 | 0.656 | 0.95 | 242.992 15.98 16 8 0.971
19 A+ 211 | 0.700 | 0.95 | 145.659 9.58 10 5 0.977
20 B+C 135 | 0.667 | 0.95 | 106.378 7 8 4 0.965

The data in Table 4.10 is divided into a training set and a test set. The Random

Forest (RF) classifier is trained using the following hyperparameters:

n_estimators: The forest consists of ten trees. Each tree is constructed
using a random subset of the training data. Having multiple trees helps

improve the model's accuracy and robustness.

max_depth: The maximum depth of each tree is not explicitly limited(is
set to None). This allows the trees to grow until all the leaf nodes are pure
(containing only instances of a single class) or until they contain fewer

samples than the 'min_samples_split'.

min_samples_split: This parameter determines the minimum number of
samples required to split an internal node in a tree. In this case, it is set to
2. If a node has fewer than 2 samples, it will not be split further and

becomes a leaf node.
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After training, the model is evaluated on the test set to assess its performance.

The evaluation results are as follows:

Table 4.11 Performance of Random Forest for PFC

Accuracy

F1 score

Precision

Recall

97.93%

97.91%

97.98%

97.93%

Additionally, the confusion matrix is depicted in Figure 4.19.
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4.7 The Error of Power Factor

After constructing a table for the power factor, it is important to assess the data

quality on which the random forest was trained.

Table 4.12 displays the power factor error, average pf error, and average power

factor.
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Table 4.12: Power factor error and capacitance error.
desired of ¢ Pf Error C erlgor in
esire or 2 — =
approximate = 2
ID | Load device Pf Cgliu;?)t € C'je?:l) real C pppfd_pfr C calc —
Pfq 3 3 Pf, pfa C real
1 | LEDHght | ga5 | 535 2 | 0957 0 0.35
lamp A
5 LED light | oc 566 6 0.946 | 0.3182224% 0.34
Ingco: B ’ ’ '
3 | StandFan:C | 0.95 1.34 2 | 0986 0 0.66
4 | Freezer:D | 0.95 16.33 16 | 0906 | 46238494% 0.33
5 Fridge: E | 0.95 13.59 14 | 0.966 0 0.41
6 |LEDIlighttF| 095 | 10.95 10 | 0.951 0 0.95
7 | Ps4pro:G | 0.95 2.74 2 | 0.994 0 0.74
3 LED light | oc 501 5 0.920 3.0922157% 0.99
Aswar: H ' ' )
1. Random
9 | homeloads: | 0.95 13.63 14 | 0972 0 0.37
|
2. Random
10 | home loads: | 0.95 7.23 8 | 0.980 0 0.77
J
11 A+B 095 | 801 8 | 0949 | 0000968343% | 0.0
12 A+C 0.95 3.68 4 | 0978 0 0.32
13 A+D 0.95 18.67 18 | 0915 3.656825% 0.67
14 A+E 0.95 15.94 16 | 0.965 0 0.06
15 A+F 0.95 13.3 14 | 0937 | 1-3600003% 0.7
16 A+G 0.95 5.09 6 | 0974 0 0.91
17 | A+H | 095 | 736 8 | 0933  1.7661607% 0.64
18 A+l 0.95 15.98 16 | 0971 0 0.02
19 A+] 0.95 9.58 10 | 0.977 0 0.4
20 B+C 0.95 7 8 | 0965 0 1
A+B+C+
1023 | D+E+F+ | 095 | 3729 | 39 | 0.9% 0 0.35
G+H+1+
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J

0.973

Average pf

Average pf error 0.65%

Average capacitance error 0.67 UF

As stated in Table 4.3, the achieved average power factor is 0.973. The power
factor error is calculated for the values lower than the desired power factor,
which represents the percentage difference between the desired power factor and
the achieved power factor if it is less than the desired power factor, using the
power factor error formula [(desired - actual) / desired]. The average power
factor error, or average pf error, was reported to be 0.65% is lower than the

value mentioned in reference [84], where it was reported to be 2.65%.

The capacitance error refers to the average difference in capacitance between the
computed and actual values, and it is 0.67 uF is lower than the value mentioned
in reference [84], where it was reported to be 1.428 uF. This suggests an
improvement in accurately determining the required capacity to correct the
power factor. This value reflects the average variance in determining the

required capacity to correct the power factor.
4.8 Features of Power Factor Correction System

The proposed system has many features as follows:

1. The system is specifically designed to be implemented in typical residential
settings where appliances have internet access. This ensures compatibility
and seamless integration with existing residential infrastructure.

2. Multi-Home Power Factor Correction: The system supports power factor
correction for multiple homes through a centralized device. This allows for
efficient power factor management and optimization across multiple
households, leading to improved energy efficiency.

3. Scalability with Cloud Concept: The system leverages cloud computing to

support scalability and handle large amounts of data. This enables the

113




Chapter 4 Discussions and Results

system to accommodate a growing number of residents and effectively
manage power quality improvements.

4. Accurate Power Factor Correction: The system includes an accurate
determination mechanism for capacitance-based power factor correction.
This ensures precise and efficient correction of power factor imbalances,
resulting in optimized energy consumption.

5. Real-Time Monitoring: The system enables real-time monitoring of power
consumption and correction processes.

6. Support for Smart Grid Concept: The system aligns with the principles of
the smart grid concept. It integrates with the broader energy infrastructure,
allowing for seamless communication and coordination between the

proposed system and other smart grid components.
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Chapter Five

Future Works and Conclusions

5.1 Conclusions

In this thesis, various disciplines such as software and server programming,
control, electronics, communications, and Artificial Intelligence techniques were
explored in the development and implementation of the proposed systems.
Through this process, abundant knowledge has been acquired. The following

points were conclude:

1. Using the cloud server provides storage space and data processing
capabilities, ensuring secure handling of data. The dedicated server
efficiently accommodates the large volume of data from smart meters and
can easily scale resources to handle any increase, saving storage space
while ensuring reliable and secure data management.

2. A hybrid approach was utilized for accurate electricity larceny detection,
combine of hardware-oriented and data-oriented methods.

3. Tests were conducted on the hardware-oriented approach, and it proved to
be effective in real-time electricity larceny detection. Furthermore, the
approach contributed to identifying the location of the larceny
approximately.

4. The data-oriented approach achieved excellent results in the accurate
detection of electricity larceny. Here is a summary of the results:

e The CNN model was trained for ten epochs using original data
without employing balancing techniques, leading to a testing
accuracy of 93.18%.

e The combination of CNN model and RUS (Random Under-
Sampling) technique achieved a testing accuracy of 79.61%. The

decrease in accuracy is attributed to the loss of information that
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CNN model can learn from, which occurs due to the random
removal of data points as a result of applying RUS technique.

e The combination of CNN model and ROS (Random Over-
Sampling) technique achieved a testing accuracy of 98.33%.
However, this high accuracy may be a result of overfitting.
Overfitting occurs when the CNN model memorizes the training
data rather than learning the underlying patterns and relationships in
the data.

e The combination of CNN model and SMOTE (Synthetic Minority
Over-sampling Technique) achieved a testing accuracy of 94.70%,
which is considered a relatively good result.

e The combination of CNN model and SMOTETomek technique
achieved a testing accuracy of 95.93%, surpassing the performance
of CNN model alone and CNN model with SMOTE technique.

e The combination of the CNN model and the ADASYN technique
achieved a testing accuracy of 97.22%, outperforming all other
techniques, this suggests that ADASYN is a reliable choice for
addressing class imbalance and improving the model's performance.

5. The Random Forest algorithm achieved a testing accuracy of 97.93% in
identifying the appropriate capacitors to correct the power factor. This
high accuracy indicates that the Random Forest algorithm is effective in
selecting the suitable capacitors for power factor correction, making it a
reliable and efficient method for this task.

6. The average power factor correction error based on real and decided
capacitance via the Random Forest power factor correction algorithm was
0.67%.

7. The power factor corrected from 0.41 to 0.95 with an average power
factor of 0.973.

8. The average capacitance error is 0.67 pF this indicates that the

measurements are closer to the desired values.
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5.2

Researcher testaments for Future Works

The following points provide suggestions for future work:

1.

Implementing dynamic pricing and demand management with the help of
cloud computing.

Analyzing harmonic effects and losses with the assistance of cloud
computing.

Creating a cloud-based system for labeling appliances with power-saving
agreements.

Developing a cloud-based system for analyzing load patterns in hybrid
sourced (renewable and traditional) energy systems.

Expanding the larceny detection system to calculate the cost of frauded

energy.
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APPENDIX A-1: Arduino MEGA Wi-Fi R3 Specification and Datasheet.

Mega +WiFi R3 Atmega2560+NodeMCU ESP8266 32Mb Memory USB-TTL CH340G Compatible For
Arduino Mega is Full integration on one board Mega R3 ATmega2560 and WiFi ESP8266 with memory 32Mb.
All of the modules can work together or each separately. And everyone has their own pinout headers. The
convenient solution for the development of new projects requiring Uno and WiFi.

It is a customized version of the classic ARDUINO MEGA R3 board. Full integration of Atmel ATmega2560
microcontroller and ESP8266 Wi-Fi IC, with 32 Mb (megabits) of flash memory, and CH340G USB-TTL
converter on a single board! All components can be set up to work together or independently. Use of this board is
very simple. The board has DIP-switch, to connect the modules. For example, to USB and ATmeg2560, USB
and ESP8266, ATmega2560 and ESP8266.

Specifications:

Microcontroller:ATmega2560

IC Wi-Fi : ESP8266

USB-TTL converter: CH340G
Power Out: 5V-800mA

Power Input USB: 5V (500mA max.)
Power Input VIN/DC Jack: 9-24V
Power Consumption: 5V 800mA
Logic Level: 5V

Wi-Fi 802.11 b/g/n 2.4 GHz

USB: Micro USB

Clock Frequency: 16MHz

Operating Supply Voltage: 5V
Digital 1/0: 54

Analog 1/0: 16

Memory Size: 256kb

Data RAM Type/Size: 8Kb

Data ROM Type/Size: 4Kb

Interface Type : Serial OTA
Operating temperature :—40C°/+125C°
Built-in external antenna

Features:

Length (mm) : 106
Width (mm) : 54
Height (mm) : 12
Weight (gm) : 40
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APPENDIX A-2 PZEM-004T Specification and Datasheet
PZEM-004T-10A: Measuring Range 10A (Built-in Shunt)
PZEM-004T-100A: Measuring Range 100A (external transformer)

PZEM-004T V3.0 User Manual
Overview

This document describes the specification of the PZEM-004T AC communication module, the module
is mainly used for measuring AC voltage, current, active power, frequency, power factor and active energy,
the module is without display function, the data is read through the TTL interface.

PZEM-004T-10A: Measuring Range 10A (Built-in Shunt)
PZEM-004T-100A: Measuring Range 100A (external transformer)
1.Function description

1.1 Voltage

1.1.1  Measuring range:80 ~ 260V

1.1.2  Resolution: 0.1V
1.1.3  Measurement accuracy: 0.5%

1.2 Current

1.2.1  Measuring range: 0~ 10A(PZEM-004T-10A); 0~ 100A(PZEM-004T-100A)
1.2.2  Starting measure current: 0.01A(PZEM-004T-10A); 0.02A(PZEM-004T-100A)
1.2.3  Resolution: 0.001A
1.2.4  Measurement accuracy: 0.5%

1.3 Active power
1.3.1  Measuring range: 0~ 2.3kW(PZEM-004T-10A); 0~ 23kKW(PZEM-004T-100A)
1.3.2  Starting measure power: 0.4W
1.3.3 Resolution: 0.1W
1.3.4  Display format:

<1000W, it display one decimal, such as: 999.9W

>1000W, it display only integer, such as: 1000W

1.3.5 Measurement accuracy: 0.5%



1.4 Power factor
1.4.1  Measuring range: 0.00 ~1.00
1.4.2  Resolution: 0.01
143 Measurement accuracy: 1%

1.5 Frequency

1.5.1 Measuring range: 45Hz ~65Hz

15.2 Resolution: 0.1Hz

1.5.3  Measurement accuracy: 0.5%

1.6 Active energy

1.6.1 Measuring range: 0 ~ 9999.99kWh

1.6.2  Resolution: 1Wh

1.6.3  Measurement accuracy: 0.5%

1.6.4  Display format:

< 10kWh, the display unit is Wh(1kWh=1000Wh), such as: 9999Wh

>10kWh, the display unit is kWh, such as: 9999.99kWh
1.6.5 Reset energy: use software to reset.
1.7 Over power alarm

Active power threshold can be set, when the measured active power exceeds the threshold, it can alarm

1.8 Communication interface

RS485 interfaceo
2 Communication protocol
2.1 Physical layer protocol
Physical layer use UART to RS485 communication interface
Baud rate is 9600, 8 data bits, 1 stop bit, no parity

2.2 Application layer protocol



The application layer use the Modbus-RTU protocol to communicate. At present, it only supports
function codes such as 0x03 (Read Holding Register), 0x04 (Read Input Register), 0x06 (Write Single
Register), 0x41 (Calibration), 0x42 (Reset energy).etc.

0x41 function code is only for internal use (address can be only 0xF8), used for factory calibration and return
to factory maintenance occasions, after the function code to increase 16-bit password, the default password is
0x3721

The address range of the slave is 0x01 ~ OxF7. The address 0x00 is used as the broadcast address, the
slave does not need to reply the master. The address 0xF8 is used as the general address, this address can be

only used in single-slave environment and can be used for calibration etc.operation.

2.3 Read the measurement result

The command format of the master reads the measurement result is(total of 8 bytes):

Slave Address + 0x04 + Register Address High Byte + Register Address Low Byte + Number of
Registers High Byte + Number of Registers Low Byte + CRC Check High Byte + CRC Check Low Byte.

The command format of the reply from the slave is divided into two kinds:

Correct Reply: Slave Address + 0x04 + Number of Bytes + Register 1 Data High Byte + Register
1 Data Low Byte + ... + CRC Check High Byte + CRC Check Low Byte

Error Reply: Slave address + 0x84 + Abnormal code + CRC check high byte + CRC check low byte
Abnormal code analyzed as following (the same below)

[0 0x01,lllegal function

[J 0x02,1llegal address

[J 0x03,1llegal data

[1 0x04,Slave error

The register of the measurement results is arranged as the following table

Register .. .
Description Resolution

address

0x0000 Voltage value 1LSB correspond to 0.1V

0x0001 Current value low 16 bits | 1LSB correspond to

0x0002 Current value high 16 bits | 0. 001A
0x0003 Power value low 16 bits
0x0004 Power value high 16 bits

1LSB correspond to 0. 1W

0x0005 Energy value low 16 bits )

- - - — 1LSB correspond to 1Wh
0x0006 Energy value high 16 bits
0x0007 Frequency value 1LSB correspond to 0. 1Hz
0x0008 Power factor value 1LSB correspond to 0.01

0xFFFF is alarm,

0x0009 Alarm status 0x0000is not alarm




For example, the master sends the following command (CRC check code is replaced by
OxHH and 0xLL, the same below)

0x01 + 0x04 + 0x00 + 0x00 + 0x00 + OXOA + OxHH + OxLL

Indicates that the master needs to read 10 registers with slave address 0x01 and the start address of
the register is 0x0000

The correct reply from the slave is as following:

0x01 + 0x04 + 0x14 + 0x08 + 0x98 + 0x03 + OXE8+0x00 + 0x00 +0x08 + 0x98+ 0x00 +
0x00 + 0x00 + 0x00 + 0x00 + 0x00 + 0x01 + OxF4 + 0x00 + 0x64 + 0x00 + 0x00 + OxHH + OXLL The above

data shows

[0 Voltage is 0x0898, converted to decimal is 2200, display 220.0V

[0 Current is 0X000003E8, converted to decimal is 1000, display 1.000A

[0 Power is 0x00000898, converted to decimal is 2200, display 220.0W

[0 Energy is 0x00000000, converted to decimal is 0, display OWh

[ Frequency is 0x01F4, converted to decimal is 500, display 50.0Hz

[J Power factor is 0x0064, converted to decimal is 100, display 1.00

0 Alarm status is 0x0000, indicates that the current power is lower than the alarm power threshold

2.4 Read and modify the slave parameters

At present,it only supports reading and modifying slave address and power alarm threshold

The register is arranged as the following table

Register .. .

Description Resolution
address The
0x0001 Power alarm threshold 1LSB correspond to 1W command
0x0002 Modbus—RTU address The range is 0x0001~0x00F7 format of

the master to read the slave parameters and read the measurement results are same(descrybed in details in
Section 2.3), only need to change the function code from
0x04 to 0x03.

The command format of the master to modify the slave parameters is (total of 8 bytes):

Slave Address + 0x06 + Register Address High Byte + Register Address Low Byte + Register
Value High Byte + Register Value Low Byte + CRC Check High Byte + CRC Check Low Byte.

The command format of the reply from the slave is divided into two kinds:

Correct Response: Slave Address + 0x06 + Number of Bytes + Register Address Low Byte + Register
Value High Byte + Register Value Low Byte + CRC Check High Byte + CRC Check Low Byte.

Error Reply: Slave address + 0x86 + Abnormal code + CRC check high byte + CRC check low byte.



For example, the master sets the slave's power alarm threshold:
0x01 + 0x06 + 0x00 + 0x01 + 0x08 + OxFC + OxHH + OxLL
Indicates that the master needs to set the 0x0001 register (power alarm threshold) to 0OX08FC (2300W).
Set up correctly, the slave return to the data which is sent from the master. For
example, the master sets the address of the slave
0x01 + 0x06 + 0x00 + 0x02 + 0x00 + 0x05 + OxHH + OxLL
Indicates that the master needs to set the 0x0002 register (Modbus-RTU address) to 0x0005
Set up correctly, the slave return to the data which is sent from the master.

2.5 Reset energy

The command format of the master to reset the slave's energy is (total 4 bytes): Slave

address + 0x42 + CRC check high byte + CRC check low byte.

Correct reply: slave address + 0x42 + CRC check high byte + CRC check low byte.

Error Reply: Slave address + 0xC2 + Abnormal code + CRC check high byte + CRC check low byte

2.6 Calibration

The command format of the master to calibrate the slave is (total 6 bytes):

OxF8 + 0x41 + 0x37 + 0x21 + CRC check high byte + CRC check low byte.

Correct reply: OXF8 + 0x41 + 0x37 + 0x21 + CRC check high byte + CRC check low byte. Error
Reply: 0xF8 + 0xC1 + Abnormal code + CRC check high byte + CRC check low byte. It should be

noted that the calibration takes 3 to 4 seconds, after the master sends the
command, if the calibration is successful, it will take 3 ~ 4 seconds to receive the response from the slave.

2.7 CRC check
CRC check use 16bits format, occupy two bytes, the generator polynomial is X16 + X15 + X2 +1, the
polynomial value used for calculation is 0XAQ0L.

The value of the CRC check is a frame data divide all results of checking all the bytes except the CRC
check value.

3 Functional block diagram
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Picture 3.2 PZEM-004T-100A Functional block diagram

4 Wiring diagram
PZEM-004T-10A wiring diagram
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Picture 4.1 PZEM-004T-10A wiring diagram
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5 Other instructions

5.1The TTL interface of this module is a passive interface, it requires external 5V power supply, w hich
means, when communicating, all four ports must be connected (5V, RX, TX, GND), otherwis e it cannot
communicate.

5.2 Working temperature
-20°C ~+60°Co,
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