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Abstract
Software-defined networking (SDN) is one of the best

technologies that allows network management through software by
separating routing operations (control plane) from the data plane and making
the network control process through one central part, which is the controller.
The control plane consists of one or more controllers and acts as the brain of
the network. This separation led to many benefits, including cost reduction,

programmability, and ease of network management.

The separation added a problem related to the security in many
parts of the network, especially in the data plane, because the messages are
not encrypted, so any attack can eavesdrop on the messages and gain access

to the sensitive data and mitigate the security requirement.

This thesis proposes a method to encrypt data at the data plane and
dynamically manage encryption keys in an SDN environment by embedding
them inside certificates and distributing those keys over the Secure Socket
Layer (SSL) to all trusted devices in the data plane. The Rivest-Shamir—
Adleman (RSA) encryption algorithm was relied upon to achieve

confidentiality of data transmitted over the network.

As a result, the data will become encrypted, and the network will
be more secure so that attackers will not be able to cause any network data
exposure. On the other hand, as a result of using dynamic coding
management, the network performance does not deteriorate. The best results
for the average throughput stability of the proposed secure SDN system is
12.366 Gbps and the average time is 8.111 seconds of packet flow.
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Chapter One General Introduction

1.1 Introduction

The key aspects of any secure communications network are
authentication, non-repudiation, information availability, confidentiality, and
integrity. To protect a network from malicious attacks or unintentional
damage, security specialists must protect data, the hardware of the network,
and the communication activities over the network. Security is a problem
that is becoming increasingly important, particularly in software define
networks( SDNSs) , and encryption can be used at many points throughout the

network to improve security[1].

The SDNs are a relatively new model that introduces the concept
of abstraction, which means separating the control plane from the data plane
and making decision-making and control centralised by the controller, who
has a comprehensive understanding of the entire network, while the
hardware is only responsible for forwarding or passing packets to their
destination according to the instructions of the controller, Which are usually

a set of rules for handling packages [2].

The term abstraction in SDN means that the network device has
been separated into two separate levels: the control level and the data level,
and therefore each level is dealt with separately, so that algorithms and
protocols in the control level can be developed easily without the need to
make any change in the hardware infrastructure. The data level in the

network contains devices only, so the role of this layer is only to pass data

13].
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The SDN structure has been divided into three layers: the first is
the application layer, which consists of the services and applications
provided by the network to the user; the second is the control layer, which
contains the controller, who is the basis of this technology and is responsible
for routing decisions, management, and control of all network functions; and
the third layer is the infrastructure layer, or called the data layer, which
consists of network devices, where these devices receive orders from the

controller layer and execute them [4].

In the network structure, the control plane needs to communicate
with network devices in the data plane, where these plane are located at the
bottom of the control plane. Therefore, the controller must use an interface
to communicate between them, and due to its location in the network the
interface has become known as the southbound interface, as the Openflow
protocol is one of the most famous technologies used as the interface. And
the controller also needs to communicate with the application plane through
the application programming interface (API), which is called the northbound

interface [5].

The SDN networks added many advantages, the most important of
which is the programmability, the ability to program the level of control for
the network devices more precisely by changing the logic in which they
operate. The ability to manage the network from a single location is due to

the other benefit of having a global perspective on the network [6].

Despite the network characteristics that contributed to increasing
the effectiveness and performance of the network, in contrast to these
advantages, SDN networks have led to the introduction of new challenges in

2



Chapter One General Introduction

terms of security; for example, the separation between the control level and
the data level has increased the exposure of the network to denial of service
(DOS) attacks [7].

1.2 Related works

Various relevant studies have been compiled and synthesized
under the umbrella of related works.

A reliable architecture is proposed in (Yigit et al., 2019) to avoid
problems related to data exchange in SDN networks. An application was
proposed to configure encryption keys to create certificates to secure
communications within the network. In this paper, the transport layer
security (TLS) security protocol was used between nodes to provide
security, integrity, and confidentiality, with the presence and use of the
certificate ensuring the reliability of the connected parties. Security can be
enhanced by implementing access control in order to reduce the risk of
private key theft [8].

Security techniques for detection of attacks in distributed SDN
infrastructure (Kallol et al., 2019) . Authorization Policy-based Security
Architecture (APbSA) is proposed which enables specification of
enforceable access policy constraints on communications and flows between
end users/devices and services in SDNs across multiple domains. The
APDLSA is a trusted component of the security architecture and forms part of
the SDN Controller. Another significant component of the security
architecture is the security component in the SDN switches. It developed a
security-enhanced OpenFlow switch with security component that can

monitor the state of the switch and validate the flow rules as well as protect

3
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the flow traffic for confidentiality and integrity using encryption
mechanisms [9].

A novel Three-Tier investigated in (Ali et al., 2020) for intrusion
detection and prevention system in software defined network. Not all the
authentication users can be legitimate, since they are compromised, so that
the major contribution is to identify all the compromised devices by knee
analysis of the packets. Routers are the edge devices employed in first tier
which is responsible to validate the 10T user with RFID tag and encrypted
signature. Then the authenticated user’s packets are submitted into second
tier with switches that validates the packets. Then the key features are
extracted from packets and they are classified into normal, suspicious and
malicious. Then suspicious queue packets are classified and predicted using
deep learning method. The proposed work is experimented in OMNeT++
environment and the performances are evaluated in terms of intruder
Detection Rate, Failure Rate, Delay, Throughput and Traffic Load [10].

A secure application management framework is proposed by (Hu
et al., 2021) based on REST API access control. It is to granularly manage
application permissions and encrypt REST API calls to defend against
malicious attacks. Secure application management framework based on
REST API access control in SDN. Besides, SEAPP is a lightweight logic
architecture between application plane and control plane and supports quick
deployment and reconfiguration in runtime. Both theoretical analysis and
evaluation results show the security and effectiveness of SEAPP. Besides,
SEAPP introduces negligible CPU and memory overheads [11].

In (Lowery et al., 2021) developed solutions to classify encrypted

OpenFlow traffic into OpenFlow message types. It examines the
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effectiveness of two traffic classification techniques using a dataset
generated from a simulated SDN, and shows that the techniques can achieve
an accuracy up to 95%. The most successful features used to classify
encrypted OpenFlow messages are explained along with a methodology of
collecting data, labeling data, identifying features, and the training of models
to achieve high accuracy of classification [12].

The problem of weak security is proposed in (Ghaly et al., 2021)
as the process of transmitting data sent over the network by presenting and
implementing several encryption algorithms and analysing the results of
each algorithm and its strength in protecting that data. Where the AES
algorithm and the RSA algorithm were applied separately, the two
algorithms were also combined, and the results were monitored. The results
showed that the RSA algorithm is almost equivalent to its encryption
strength if combined, whereas when combined with the AES algorithm, it
gives high encryption results. However, in return, it leads to a slowdown in
data transmission time by applying it to several cases in the network [13].

The contemporary methods for SDN is proposed by (Jafarianet al.,
2021) to find anomalies and mitigation are organized, compared, and
discussed. They divided the SDN anomaly detection methods into five
categories: flow calculating, information-based, entropy-based, hybrid, and
deep learning. The current research gaps and major issues with SDN
anomaly recognition are presented[14].

A study on Man-in-the-middle attack (MITM) is used in (Morsy
al., 2022), which is a type of attack that causes the problem of breaching
data confidentiality through an untrusted third party accessing, reading, and

modifying data. Where the attacker associates his address with the address
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of another legitimate host, this paper presents a mechanism to detect the

presence of MITM without altering the ARP structure. To establish a

connection between requests and responses, send an ARP packet with a

trusted key along with the original packet. These links are stored in a

specific file, and then this file is compared to see if there is a duplicate MAC

address. To add more reliability, a DHCP server is used to discover the

MAC addresses of attackers. This method is considered effective in terms of

detecting the presence of plagiarism, but at the same time, it led to a

slowdown in the speed of data transfer [15]. Table 1.1 showed the problem,

methodology and results of the related works.

Table 1.1: Related Works summary.

Ref. No, Methodology Problem Results
Year

[8], 2019 | Transport Layer | Security architecture to Ensuring the reliability of the
Security (TLS), | Address security problems | connected parties.

Access Control List | regarding data exchange in
(ACL) software- defined networks

[9], 2019 | Authorization Lack of trust between The results show that there is an
Policy-based different devices and users increase in the latency with the
Security APbSA compared to the baseline
Architecture (without the APbSA). Also note that
(APbSA) the latency increases linearly with the

increase in the number of switches
with the APbSA.

[10], 2019 | User validation, | The wuse of self-defined | The increase in detection ratio
packet validation | policies, multi-queues and | eventually decreases the failure ratio,
and flow validation | flow verification that were | The failure rate decreases with the

not effective in detecting | increase in switches; this is due to the
attacks sharing of packets that are received
from users.

[11], 2021 | Secure Application | Securely management the | Evaluation  results  show  the
Management applications in the SDN- | effectiveness of SEAPP to secure data
Framework (SEAPP) | enabled in SDN

[12],2021 | Transport Layer | Outsider threat has gain | TLS results in lack of data visibility
Security (TLS) access to information sent | to network monitors, it, can prevent

across networks timely detection of and response to
various network events

[13],2021 | advanced encryption | separating the control unit | The results showed that the hybrid

6
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standard (AES),
Rivest-Shamir—
Adleman (RSA), and

from the data unit led to a
problem related to poor
security of data sent in the

coding method is better in terms of
security and improved time (faster
than RSA alone)

hybrid  encryption | network
algorithms
[14], 2021 | flow counting | The various security attacks | techniques and methods used for
scheme, that the SDN network is | collecting statistical data, different
information-based exposed to, such as | algorithms were used for detecting an
scheme, entropy- | anomalies, intrusions, denial | anomaly. analysis results reported in
based scheme, deep | of service (DoS) attacks, etc. | different  studies revealed that
learning, and hybrid | On the other hand, the | collecting data by OpenFlow protocol
scheme significant impact of these | in networks leads to the saturation of
attacks on the entire system | the control plane. Hence, the use of
and network. specific protocols is highly essential.
[15], 2022. | Detection  scheme | A Man-in-the-middle attack | It is considered a complete solution to

with MAC protocol

(MITM) which an
unauthorized third party
secretly accesses the

communication between two
hosts in the same network to
read/modify the transferred
data between them.

detect all forms of ARP spoofing and
identify the attacker without any
changes in ARP protocol. which
installed on all hosts.

1.3 Problem Statement

The use of SDNs in many important applications has led to many

advantages. Many methods and techniques suggest improving the network's

performance in order to benefit from SDNs in the communication process.

But the problem that remained unresolved was the issue of security. When

sending data from the sender to the recipient, this data is not encrypted and

can be seen by any other party, so in this study the proposal is contributes to

solving the problem of encrypting communications over the network using

the RSA algorithm, but the other problem is how to ensure the delivery of

keys for encryption to users securely and the management of those keys

without affecting the effectiveness and performance of the network. Due to

the extremely high dynamics in SDN networks, key distribution cannot be
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achieved manually, so it was necessary to propose a scheme that achieves

the distribution of encryption keys automatically and securely.

1.4 Aims of the thesis

The aim of this thesis is to create a key management scheme to
control the distribution of asymmetric keys of RSA algorithms for all trusted
devices in the data layer so that no untrusted device can receive those keys
and later use those keys within the RSA cipher equation to encrypt all data
and then send it to the other end to re-decrypt the message and read it.

The objectives of this thesis are as follows:

- Designing a scheme for key management.

- Managing distribution of asymmetric keys only to the

authorized device.

- Verifying user certificates and ensuring data encryption by

RSA algorithm.

1.5 Thesis Outline

There are five chapters in the thesis. Each chapter starts with a
short introduction that says what the chapter is about and what its main
points are. The following is a summary of each chapter:

- Chapter One : It gives a general overview of the research area. It shows
the problems with this study and emphasises how important it is.

- Chapter Two: It provides the background details necessary to
comprehend the research area that the thesis is based on. Central
technologies such as RSA certification, Open vSwitch, and RYU are
then also explained.

- Chapter Three: It explains all the equipment, algorithms, and methods

that were used in the SDN environment to implement the proposal.
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- Chapter Four : It contains the results of the proposed system and its
evaluation.

- Chapter Five : It provides the results, conclusions, and future works.
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Chapter Two Theoretical Background

2.1 Introduction

This chapter defines the Software Defined Network (SDN) in
detail and its planes, covering each plane's fundamental components and how
to establish communication between planes. It also describes network
security, cryptography, keys, and algorithms. Finally, briefly summarize the
tools and techniques used mostly for experimentation and as a foundation
when creating schema.

2.2 Software Defined Network (SDN)

The general concept of SDNs is to separate the control plane from
the data plane and consolidate network management and decision-making
under the controller, the network’s brain that has a comprehensive view of
the network. This abstraction induced by the SDN network makes network
management easier , requires less equipment and more flexibility [16].

Figure 2.1 shows the general concept of the SDN network, where
the controller communicates with every device (switches and routers) in the
data plane via the OpenFlow protocol. In addition to the application plane
that is located above the control level, which has the ability to programmed

the network directly in real time via an API interface [17].

10
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APPLICATIONS

111

B CATA PLANE TRAFFIC

Figure 2.1: SDN Network[17].
Previously, in traditional networks, any device consisted of three

levels: management, control, and data. Briefly, the function of the data level
Is to pass and direct the data. In other words, this layer works with data only.
The control level refers to any event that controls the data level, for
example, creating tables by certain algorithms. The management level
contains protocols that allow network operators to monitor, control, and
manage devices on the network. Thus, modifying the logic of devices in the
presence of those layers is impossible because they act as black boxes [18].
The device manufacturer traditionally builds and integrates the
control and data planes into the same device, as shown in Figure 2.2, which
operates according to a "hardware-centric" architecture. The result
significantly increased the network's performance and resiliency. However, it

Is challenging to set up, troubleshoot, and administer this architecture [19].

11
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DATA PLANE TRAFFIC

Figure 2.2: The Device In Traditional Network

After the 2009 release of the OpenFlow protocol, which will be
explained later, the SDN architecture began to take shape. Many benefits
such as cost savings, openness and other advantages have made many trends
and interest towards the SDN network][20].

2.2.1 Architecture and Main Components of SDN

The SDNs framework makes networks programmable also enables
the ability to autonomously govern and regulate network behavior using
open interfaces. Keeping a centralised view of each part of the data flow
throughout the network [21].The three basic levels that comprise the
architecture are depicted in Figure 2.3 as the Data Plane, Control Plane, and
Application plane [22]. In the next sections, it provided a brief overview of

each of these aspects.
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Application Layer

[ B | k
Mo b :;.., Gk Mtk :;., prar
AppEcaton ApEcation
l Horghbound nter face
Control Layer =
Control Plans .
( ) MNetwork Services

Sowuthbound Interface
{OpenHow, FonC BES, afe )

Infrasturcture Layer s i e

(Data Plane)
Figure 2.3: Main Layers of SDN[22].

1. Data Plane

The ability of the data plane is restricted to transferring data from
one point to another and from one system to another using commands and
rules that are managed by the controller, so it is sometimes called the

forwarding plane [23].

The data plane includes devices, routers, and switches. It can also
include virtual networks (VBNSs) and even specialised networks, such as the
Internet of Things(1OT) [24]. These planes interact with the controller using
common OpenFlow interfaces, guaranteeing device interoperability and
configuration compatibility [25].

2. Southbound API of SDN

The southbound interface is an important component of the SDN
system that acts as a link between the data plane and the control plane. It

allows the controller to manage the flow tables in the switches, thereby

13
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controlling the network behaviour. A wide variety of southbound APIs,
including OpenFlow, POF, OpFlex, and OpenStack. The most widely used

southbound standard at the moment is OpenFlow [26].

3. SDN Controller

The "brain" of the network's and the main task is to create
configurations for networks based on established rules. It offers lower-level
details to the application plane through required services and popular APIs
for programmers. There are many different types of controllers, and each one
has a different design and architecture. Whether a controller has a distributed

or centralised design [27].

Single point of failure issues and scaling restrictions are the two
key drawbacks of centralised controller. NOX-MT, Maestro, Beacon, RYU,
and Floodlight are the most popular controllers of this kind that can provide

the throughput required for the networks [28].

Distributed controllers do this by scattering independent
controllers over diverse network segments like ONOS, Onix, HyperFlow,
PANE, and DISCO. It provides significantly more scalable support and is
more resistant to physical and logical failures. [29] . With the help of
eastbound and Westbound APIs, distributed controllers can communicate
with one another and exchange data, consistency model algorithms, and
monitoring data. Despite this, it suffers from bigger problems, the most
important of which is the complexity and low productivity of the network, as
well as affecting the speed of network performance. [30].
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In a networked context, the first four components are principles to
offer features like separation and security between services and

applications[30].
4. Northbound API Of SDN

One of the most essential SDN abstractions is the northbound API.
To connect controllers with apps, the northbound API offers mostly an
interface. The low-level instruction needed to configure the forwarding
hardware from southbound interfaces is abstracted. In fact, a number of
controllers, including Floodlight, Onix, and OpenDaylight, build their
northbound APIs utilising a variety of standards and programming
languages. Because the Application Plane can contain a wide variety of apps,
there is currently no industry-standard API for such activities as network
virtualization techniques, cloud computing system control, security apps, and

other divergent or specialised activities [30].

5. Application Plane

The applications control the actions of the devices. The control
plane is provided with high-level policies by the applications and implements
these policies as flow rules on devices to execute them. More than one type
of application (including security, visualisation, and other applications)

makes up an SDN application plane [31].

Numerous SDN apps have already been created; however, the
focus is on developing SDN-compatible software that enables users to
download and run network apps automatically. Most SDN applications fall

under one of these five types: wireless and mobility, measurement, tracking,
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security, and traffic engineering. There is a group of apps that make use of

SDN's features to provide new kinds of solutions [32].

2.2.2 OpenFlow

OpenFlow is the most widely used type of protocol for sending
messages between the controller and switches, where OpenFlow switches
implement the protocol and through it allows the controller to take control

and manage flow table rules as showing in Figure 2.4 [33].

Upentiow

SDN controller
—— Ethemet ——

Figure 2.4: Openflow of SDN controller[33].
The OpenFlow protocol sends messages using Transmission
Control Protocol (TCP) to guarantee reliable message delivery. A Type
Length Value (TLV), which can fit 64KB of data inside one message, might
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be used to give more variable values within a packet in OpenFlow
communications [34]. As shown in Figure 2.5, the protocol has three
different types of messages: asynchronous, controller-to-switches, and

symmetric[35]:

OpenFlow Controller
A
Response
OF Protocol
Inquiry when
no match in tables v
( \
Packet In | Packet Out
5| Flow | . Exes:ute >
Tables Actions
OpenFlow Switch
\ y,

Figure 2.5: Three Different Messages of OpenFlow[35].

Asynchronous messages such as the packet-In message are sent to
the controller when packets of data arrive and do not match any field in the
flow table, or in the case of an action field that contains a procedure "send to
the controller” The second message is controller-to-switches, such as Packet-
Out; its function is to send the required data to the switches, and it is a
response to a Packet-In message, which is a message that contains a specific
command in order to add it to the flow table. And the last one is symmetric,

which is typically used to set up or test a system [35].
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The Figure 2.6 depicts the main components of an OpenFlow
switch. The secure Channel is one of the key components of an OpenFlow
switch that protects the transmission process between the controller and the
switches. The secure channel supplies asymmetrical encryption based on
TLS, but it is not essential [36].

OpenFlow 3
| — | el Controller

o Nkl
Secure F pe sl

Ch | Protocol
anne SSL

Flow
Table

Figure 2.6: Components Of OpenFlow in SDN [36]

The other component is the flow table. The processing of incoming
packets at the switches depends on a number of flow tables. The flow tables
include many entries for specifying the flow depicted in Figure 2.7, and the
packets will be forwarded by this entry as indicated by the first field of a
flow table entry, called the match field. This can be demonstrated by
matching flows that have the same IP, packet type, header, or any other field.
The "table-miss" entry determines what to do about the packets if no entries
match. The priority field separates packets that match multiple items.
Counters are used to keep track of network statistics. Additionally, the
packet's processing is determined by the instruction field. This field consist
of a series of operations, such as dropping a packet or sending it to the
controller [37].
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Match Fields| Priority | Counters | Instructions | Timeouts

(Idle-) Time uni
flow expires

Forward, drop, modify
 field, queue, resubmit...

#packets & #bytes per flow
or port

Matching precedence of flow

Match against packet headers (eth, vlan,
ip, tcp...)

Figure 2.7: Flow table entries in OpenFlow switch[37]

The proactive and reactive modes of inserting packets into
switches are available to a controller that uses the OpenFlow protocol.
Reactively means that if the packets do not fit into any entry in the flow
tables, they will be routed to the controller, and the controller will choose
what will be done to the packet in this situation. The other mode is proactive
mode, which means the controller will send the rules before commencing,
and if packets that do not fit any values in the entry are dropped or assigned
as "table miss" entries, this entries did not inform how to handle the packet
that did not match all other table flow entries. The default action field is send
all packets to the controller [38].

2.2.3 Security in SDN

SDN, like any other technology, has benefits and drawbacks. For
example, SDN technology may be used to decrease or eliminate some of the

security vulnerabilities and dangers that are frequently used against
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conventional networks. However, the SDN technology's inventive design

introduces additional dangers and vulnerabilities. [39].

All network security threats may be classified according to their
primary purpose. For instance, listening in on a control interface can be
categorized as an attack whose main objective is to interfere with private and
sensitive data exchanged between network appliances; it represents an illegal
disclosure of information[40]. Two features of SDN may be considered both
appealing honeypots for malicious users and causes of annoyance for less
experienced network operators. First, programs can be used to control the
network. The controller's concentration of "network intelligence” (s) is the
second. Anyone with access to the controller that hold the control software
may possibly control the network [41]. All layers of the SDN network can be
exposed to specific attacks that can expose the same layer or the entire

network to penetration ;as it shows in figure 2.8.
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(e.g., SSH ) -/
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device |
=
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Figure 2.8: The weaknesses in the security of the SDN network [40]
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The first type, of network weakness is faked traffic flowing to
target switches and controllers. The attacker can exploit this by employing
malfunctioning devices or network parts to execute an assault against

switches and controllers [42].

The second type, is the attack on vulnerabilities in switches,
which can lead to the destruction of the entire network. The attacker can use
one switch to drop a packet from the network, change a specific path, or add

fake requests so that more work occurs on the controller [43].

The third type, is a control plane attack for the purpose of
launching a Denial of Service attack or data theft. In addition, TLS is not
considered sufficient to ensure security between the controller and the
switch, so once the attacker reaches the controller, the attacker will have the
ability to launch a DDoS attack as well as leak data during the normal

production flow [44].

The forth type, attacks and vulnerabilities in controllers, which
are undoubtedly the most serious risks to SDNs. A defective or malicious
controller could compromise an entire network. The deployment of a
standard intrusion detection system might not be sufficient since it may be
challenging to identify the precise set of circumstances that lead to a specific
behavior and, more significantly, to identify it as malicious. Similarly, a
malicious application may be able to do whatever it wants on the network
because controllers simply offer abstractions that translate into giving the

underlying infrastructure configuration commands [45].
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The fifth Type, which appears due to the lack of methods and
mechanisms that guarantee the relationship between the controller and
applications, the controller and applications are unable to build trustworthy

connections [46].

The sixth type, attacks and flaws in administrative stations, which
SDNs utilize to reach the network controller. The network can now be

reprogrammed from a single location [47].

And finally, in the seventh type, a lack of reputable forensics and
remediation resources would enable understanding the root cause of an
identified issue and moving forward with a quick and secure mode of
recovery. It required trustworthy information from all network components
and domains to investigate and establish the facts surrounding an occurrence.
Furthermore, the value of this data depends on our ability to ensure its
reliability (integrity, authenticity, etc.). Like prevention, restoration calls for
secure and trustworthy system snapshots to provide network components

with an efficient and accurate return [48].

2.2.3.1 SDN security countermeasures

The SDN security domain can often be divided into four major
directions. First, research on importing security services that already exist.
For instance, in [49, 50, 51] aimed to create and develop methodical ways for
setting up dependable firewalls in SDNs.

Second, suggestions for enhancing current services using SDN's

capabilities by incorporating its capabilities into standard security functions,

22



Chapter Two Theoretical Background

for instance, the authors in [52] explore whether SDN might improve
network security. In a similar vein, approaches like [53, 54] that investigate
how SDN might be utilized to safeguard networks against viruses also fall

under this heading.

Recently, the emphasis has shifted to developing innovative
security solutions that were previously impossible to provide. Examples
include using network capabilities to safeguard clouds, smart grids, and
Internet of Things (1oT) devices[55], [56].

In the fourth aspect research focused at protecting the SDN system
which is crucial and directly impacts the adoption of SDN, makes up SDNs
in the various tiers have been secured using a variety of ways. The goal of

proposals like [57, 58, 59] is to secure controller planes.

Securing the northbound portion of an SDN is the focus of another
area in the some research. For instance, it introduces a permissions
mechanism to guarantee that only trustworthy apps can access controller
operations. A crucial necessity is to secure an SDN's southbound. Securing
SDN is divided into three categories: A) research aimed at safeguarding
SDN's five primary components; B) research aimed at safeguarding its
essential characteristics; and C) research aimed at safeguarding
implementations Centralization and programmability that are the basic
components of SDN and many of proposal have been suggested to protect
them [60].

The implementation of SDN comprises protecting various

controller platforms, the design and implementation of the OpenFlow
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protocol, OpenFlow-enabled devices, and devices like Open vSwitch.
Decomposing the literature in accordance with the SDN components that
suggestions seek to achieve is an alternate method[61]. The review of the
literature, however, shows that protecting the data plane of an SDN is one of
the areas that has received the least attention. Therefore, this thesis aims to

secure and protect the network by securing the data plane [62].

2.3 Cryptography process in SDN

The main principle behind the encryption process is that two
parties wish to share a secret, without anyone else being able to understand
it. [63]. This is accomplished through a process known as a cryptographic
algorithm, in which Figure 2.9 depicts how to enter the plain text and the
appropriate key for the encryption algorithm to calculate the cipher text and
then retrieve the plain text in the reverse process by entering the cipher text

with the key to option the plain text [64].

‘:- Plaintext Ciphertext | Plaintext
: - -0

Sender Encrypt Decrypt Recipient

I I

Differeant keys ara used to
encrypt and decrypt message

[ r
'.'.'"FT'_} 'r.'":'::'_)

Recipient™s Recipient™s
Public Private
Key Key

Figure 2.9: Encryption and decryption process[64].

24



Chapter Two Theoretical Background

2.3.1 Cryptographic Keys

In the field of cryptography, a key is a string of characters that is a
component of an encryption algorithm that is used to make sensitive data
appear incomprehensible. The cryptography locks data, meaning it is
encrypted by using a specific key, and only the person who has the proper
key may unlock (decrypt) it. There are two types of keys: the first is that the
two parties use one key called the symmetric key, and the second is that each
party has two different keys, one for encryption and the other for decryption,

called a symmetric key [65].
1. Symmetric Key Cryptography

The main idea of a symmetric key is that the communication's two
participants utilize the same key through the processes of encryption and
decryption. Symmetric key cryptography uses straightforward and swift
algorithms; this is necessary because the key must be delivered safely to

prevent unauthorized access from a third party[66].
2. Asymmetric Key Cryptography

Asymmetric key cryptography, sometimes known as public key
cryptography, requires that each party to a key pair have a public key and a
private key. With asymmetric key techniques, it is possible to encrypt
plaintext with the public key and decrypt it with the private key. Because any
peer can share its public key, anyone can encrypt a communication that is
meant for another peer. Asymmetric key techniques facilitate key
distribution this is because there is no need for complex mechanisms, session

keys, etc., as is the case with symmetric keys [67].
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2.4 Key Management

The main goal of key management is to process the keys used in
the cryptography process. The key management process relies mainly on the
steps of the key life cycle, and the most important steps are key generation,
distribution, and use. Designing a strong and secure key management schema
IS necessary because the management system relies on design rather than

encryption algorithms [68].

In the next section, the basic stages of the key life cycle are
explained, and then some of the basic management applications that were

inspired by the management design used are discussed.
2.4.1 Phases of Key Management

These are considered the main steps in the implementation process,

along with other secondary stages [69].

1. Key Generation: The key generation process is the first and most
important stage in the life cycle of the keys. The process of generating
keys using specific algorithms using random numbers to make the key
more secure, the algorithms must correct the random selection. The
speed of the key generation process depends on the type of key used,

as symmetric keys are easier to calculate than asymmetric keys[69].

In the proposed model, the generation of the key showed in
Algorithm 2.1 is delegated to the controller using the RSA algorithm..
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Algorithm 2.1: RSA algorithm

Input: Two large prime numbers p and q
Output: A public key (n, e), private key (n, d)
Process begin :

1. Compute the product of the two prime numbers: n=p * q.

2. Compute the totient of n: @(n) = (p-1) * (g-1).

3. Choose a public exponent e, such that 1 < e < ¢@(n) and e is coprime to
o(n).

4. Compute the private exponent d, which is the multiplicative inverse of( e
modulo ¢(n)) d=e”(-1) mod @(n).

5. The public key is the pair (n, €), and the private key is the pair (n, d).

6. To encrypt a message m, the sender calculates the ciphertext ¢ as: ¢ = m”e
mod n.

7. To decrypt the ciphertext, the receiver calculates the original message m as

m = ¢d mod n.

End of algorithm

2. Key storage: Is a management process involving storing the required
keys for later use. The storage location must be secure enough to avoid
unwanted access[69].

3. Key Distribution: This is the process of transitioning keys to the
intended entities in the network. The process of key distribution
depends on the type of keys used. The distribution of asymmetric keys
IS easier because the process of symmetric key distribution requires a
truly secured channel. Ensure secure access to nods so they are

considered more difficult[69].
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4. Key usage: It is a process in which the key becomes activated and
available for use, and it follows the process of generation and
distribution in the system[69].

5. Key exchange: a procedure wherein two reliable entities in a network
decide on one or two keys to communicate between them[69].

6. Destroying keys: |Is the process of removal of all copies of the keys,

and this is done by deleting the entity that contains the key[69].
2.4.2 Architectures of Key Management

The primary management strategy is created based on the issue the
system is intended to address. Due to the fact that the SDN environment
always contains a central entity, the next section shows many examples of

architectures that contain a central party [70].

- Key Distribution Center (KDC)

It is a method for distributing and generating keys between pairs of
users to support random connections. Each user sends a unique key to the
KDC, and as a result, the KDC issues shared keys for communication
between entities. The master key is the key that the user sends to the KDC;
the session key is the key that the KDC issues and is in charge of encrypting

user communication[70].

- Key Translation Center (KTC)
This type is similar to KDC but does not create any keys. Before
encrypting the subscriber's key with another key, the primary translation
center decrypts it. The key shared with the KTC is used when any part of the

network desires to deliver a message to another part of the network. The
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KTC first decrypts the message and then encrypts it using the destination's

key before transmission[70].

- Public Key Infrastructure (PKI)

A Public Key Infrastructure (PKI) provides asymmetric
cryptography[71]. The administration of certificates is the PKI's duty in a
system. Certificates perform asymmetric encryption and authentication by
combining the public key and the owner's identity in a file authorized by the
Certification Authority (CA). An entity must first confirm the validity of a
certificate with a CA in order to communicate with the certificate's owner by
using the public key, the organization then encrypts and sends the owner's
private data [72].

In this architecture, the PKI provides the infrastructure for
providing certificates to organizations that require them. Below is a list of the

main components of a PKI[72]:

« CAs produce certificates based on previously established policies.

. Certificate Repositories (CR) hold certificates.

. Certificate Status Servers give information about certificates,
including a list of revoked certificates.

« Registration Authorities (RAs) confirm the legitimacy of a business
requesting a certificate.

2.5 Technologies of the SDN security

The following section provides an overview of the most important

techniques used to implement the scheme.
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2.5.1 RSA Certificates

RSA is a Public Key Encryption Algorithm that is used to keep
sensitive data confidential. RSA was first presented by Ron Rivist, Adi
Shamir, and Leonard Adelman in 1977. RSA uses two keys: one is a public
key, and the other is a private key. Private keys must be kept secret, while
public keys can be shared with anyone. The message is encrypted and

decrypted with both keys using the RSA encryption formula [73].

One of the contributing factors to making the RSA algorithm so
popular is that it provides a way to ensure privacy, integrity, and reliability.
It is considered one of the safest algorithms due to the difficulty of
decomposing the final number into two prime numbers. It is easy to multiply
these two integers, but it will take a long time, even with supercomputers, to

perform this analysis to extract the prime numbers from the sum [74].

Typically, a key is merely the information required for encryption.
Additional information seen in a certificate includes the domain that the key
is associated with, the organization, its expiration date, etc. To verify their
integrity, certificates are typically signed with a separate key. Certificates are
exclusively utilized in asymmetric cryptography and often only contain
public keys [75].

The certificates are used in order to establish PKI. Lower-level
certificates are signed using the private keys contained in key pairs contained
in CA certificates. The certificate can be validated in this manner by
validating a chain of certificates, where every certificate serves to verify the
certificate immediately below it [76].
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2.5.2 Open vSwitch

It is a virtual and open-source multi-layer switch that was used in
this. It is designed to support massive networks through programmatic

extension. It contains many tutorials, which makes it easy to use[77].
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Figure 2.10: Open vSwitch Components [77]

Open vSwitch as shown in the Figure 2.10 consists of two main parts:
» The user space
» The kernel space.

The backbone of the open vSwitch implementation is OVS-
vswitched. It uses OpenFlow to interface with the controller and adds several
flows to the flow table in order to redirect data packets to the appropriate
interfaces. Additionally, it uses the Open vSwitch Database (OVSDB)
management interface to be able to communicate with the Open vSwitch
Database Server (OVSDB-server). Through the netlink interface, the OVS

31



Chapter Two Theoretical Background

kernel model in the kernel space interacts with OVS-vswitchd in the user
space [78]. The open virtual switch includes two important data forwarding
modules: the first is the OVS-vswitched and the other is the OVS kernel

module, as shown in Figure 2.11 [79].

SDN Controller

[ ovs-switchd ]

User space
Kernel 1 / l 3

Emm— ovs kernel Module <

@ 2,

Figure 2.11: Forwarding data in OVS V-Switched[79]

The basic steps between these two main units in OVS-Switched are as

follows:

1- The first packet to arrive from the stream will be sent to the controller.
Either a controller is consulted, which in turn computes the route for the
flow and sends actions (which may be one or more commands) to the
ovs-switched component, or the ovs-switched component is manually
programmed to calculate the route[79].

2- The instructions may include passing the packet to a specified port,
encapsulating the packet and sending it to the controller, or finally
deleting the packet[79].

3- Send commands to the OVS switch[79].

4- The rest of the packets belonging to the same stream are processed by the
OVS Kernel component[79].
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The OVS Switch works in two modes:

1: Standard Mode: It is the default mode; in this mode, OVS works
as a traditional L2-switch (using the ARP protocol) in the process of
learning and passing data between computers and therefore does not depend
on the controller[80].

2: Secure mode: In this mode, OVS depends on the controller in
the process of assigning streams to pass data[80].

2.5.3 RYU Controller

The RYU Controller is entirely written in Python, which is backed
and employed by NTT cloud data centers and is open source, provided under
the Apache 2.0 license. The Open RYU community has donated and is
supporting the main source code, which is available on GitHub. In addition
to OpenFlow, it supports the network management protocols NETCONF and
OF-config. RYU controller designed to increase network speed and facilitate
data traffic. It is the brain of the network and is responsible for

communicating all the data via API interfaces [80].

RYU controller like other SDN Controllers, generates OpenFlow
packets and oversees events pertaining to the incoming and outgoing packets.
A long collection of libraries that handle packet processing activities is
available. RYU is collaborating closely with protocols like OVSDB, OF-
Config, NETCONF, and XFlow (Netflow and Sflow) to provide southbound
protocols. RYU Packet Libraries also support VLAN, GRE, and other similar
technologies [81].

Many other programs, including a simple switch, router, firewall,
VLAN, etc., are distributed with RYU. Applications written in RYU are
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single-threaded objects that implement a variety of capabilities. Each other
receives asynchronous events from RYU applications. Figure 2.12 depicts
the system design of a RYU application. There is a queue first-in first-out
(FIFO) in every RYU application for events in order to maintain the order of
events. The thread's main loop runs the necessary event handler while pulling
events from this queue. Due to the blocking nature of the event handling
thread, which executes the event handler within its scope, no other RYU app
operations will be processed until control is regained after an executable has

been given control [82].

Well defined AP1
(REST,RPC..)

Application layer

R

Control layer

Open protocols
(OpenFiow, OF -config
NETConfig, OVSDB...)

N

Figure 2.12: RYU Controller [82].

2.6 Evaluation Metrics

The proposed system is evaluated with the different evaluation metrics as
follows :

2.6.1 Throughput

Throughput is described as the ratio of the number of packets sent
and received to the total required time. With the corresponding equation
being [83] :
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Total Number of sent and received packets (2 1)

Throughput =

Time

2.6.2 Randomness Key

It measures the degree of (randomness) or disorder in a system.
The randomness key of the uncertainty of the random variable (X) with

probabilities (pi, ..., pn), log means natural logarithm, as defined in equation

(2.2) [83].

Randomness Key Test(x) = — X, P(i) log,(P (i)) ....(2.2).
2.7 Implementation Tools

The proposed system is implemented in Mininet and Wireshark .
2.7.1 Mininet

Mininet an SDN simulation tool for creating a number of virtual
hosts, switches, controllers, and links. The main features of Mininet are to
provide a simple and fast way to implement and evaluate console application
and SDN protocols. Mininet-Wi-Fi is a fork of Mininet that allows the use of
both Wi-Fi stations and access points. Mininet-Wi-Fi adds Wi-Fi functions
and currently Mininet-Wi-Fi emulator uses standard Linux TC tools to
imitate the wireless channel by adjusting link characteristics such as packet
loss, delay, and channel bandwidth. Mininet allows rapid prototyping of a
large virtualized network infrastructure using only one common computer in
a virtual environment. Using simple software such as OpenFlow, we can
develop virtual prototypes of scalable networks that operate like physical
networks based on OpenFlow. Incorporating these core building blocks
provides you with a foundation for creating, interacting with, and
customizing software-defined networks quickly. Some features of
Mininet[84]:

35



Chapter Two Theoretical Background

- Simplifies and streamlines the testing of OpenFlow APIs.

- Enables independent researchers to do independent network
configuration activities on the same network architecture.

- Offers the ability to test sophisticated and massive topologies without
requiring a physical network.

- Supports testing via the network with tools to troubleshoot and to
perform the tests.

- This provides a broad range of topologies, from the basic set.
Networking is made simple by offering a simple Python API for
constructing and testing networks. The official website is

http://mininet.org/

2.7.2 Wireshark

It is an absolute and unlock source packet analyzer used commonly
in networks for packets management especially in SDN networks. The
packets in this tool can be captured directly from the network and displayed
in a human-readable format. It is used for network troubleshooting, analysis,
software development, communication protocols, education, filtering packets
based on special criteria, generating statistics, etcln the first creation of this
program, it was called Ethereal, and in May of the year 2006 it was called the
current name due to trademark problems[85]. The official website is :

https://www.wireshark.org/.
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Chapter Three Research Methodology and Proposed System

3.1 Introduction

This chapter provides details of the suggested model of the cryptographic key
management project in the software defined networking (SDN) environment that
has been developed to design and implement a secure and efficient system for
managing cryptographic keys and also describes the design of the proposed system
in detail. Each part has a different function integrated to protect the data. A brief

description of the steps of the proposed system will be included in this chapter.

3.2 Proposed System

The proposed system is represented in procedures to achieve a secure
distribution of keys and to manage those keys automatically in order to use them to
encrypt data sent over the network. In the next section, each step of implementing
the proposal is discussed and explained using tools and algorithms. Figure 3.1
showed the proposed network architecture. Besides, the general approach and

sequence of steps followed in this thesis are depicted in Figure 3.2.
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Figure 3.1: The proposed network architecture
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Figure 3.2: Block Diagram of Research Methodology and Proposed System.
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3.2.1 SDN Setup Procedure

Establish a Public Key Infrastructure (PKI) using VMware workstations
as a virtual simulation program and start the process of implementing the scheme
by creating keys, certificates, and a network topology. An SSL channel is then
formed between the controller and switch to send the keys for later use in the

process of encrypting the data
Steps of setting up SDN infrastructure:

1. Establish a Public Key Infrastructure (PKI) that contains two
subdirectories:
A. Controller CA

- Cacert file: This file contains the root certificate to verify the validity of the
control. A copy of it is sent to the switch to authenticate valid controllers.
- Private CA key: This file contains a private key that is used by the CA to

sign the authenticating controller.
B. Switch CA

- Cacert file: This file contains the root certificate to verify the validity of the
switch. A copy of it is sent to the controller to authenticate a valid switch.

- Private CA key: This file contains a private key that is used by the CA to
sign the authenticating switch.

2. Create a controller's private key and certificate:

- Use the command "ovs-pki reg+sign ctl controller."
- Copy the "ctl-privkey.pem" and "ctl-cert.pem" files to the controller to use

itself at another communication.
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3. Create a switch's private key and certificate:

« Use the command "ovs-pki reg+sign sc switch” to generate the "sc-
privkey.pem™ and "'sc-cert.pem" files.

« Copy both files and the "cacert.pem" file to the Open vSwitch.
4. Configure SSL support:

« need unique "sc-privkey.pem" to add the private key of RSA algorithm and
"sc-cert.pem" to ensure the validity of private key and also use the "Cacert

file" to the validity controller.
5. Create a new bridge.

- Create a new bridge to connect the switches together and establish a virtual
network.
- Configure the bridge with parameters such as the name, type of controller to
be used, and physical ports to be connected to the bridge.
6. Create a network topology and select number of device.
A- Controller B- Switch  C- Nods

7. Establish an SSL connection:

- Use the SSL certificates to establish secure communication channels
between the controller and switches.

8. Start Communications

3.2.2 Establish a Public Key Infrastructure (PKI)

It is a set of devices, services, policies, and some procedures necessary

to create digital certificates and their keys and to control the process of distributing
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and using those certificates. It allows the use of important technologies such as
encryption and digital signatures between a large group of users. The PKI helps
identify users within the network and protect data by adding some details and

making access to data and systems under control, as shown in Figure 3.3.
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Figure 3.3 : FlowChart of PKI
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3.2.3 Generating Keys

There must be some sort of algorithm that compiles random keys to
produce the keys in this key management system. When it comes to key
generation, there are two options: either the controller creates keys before sharing
them, or the nodes create keys on their own and transmit the controller their public

key after.

If the node generates the pair of keys; the node is responsible for the way
in which it generates the keys and for ensuring the strength of those keys. First, it
must make sure that the private key is stored in a safe place and cannot be accessed
easily. It is also responsible for obtaining authentication of the public key by the
certification authority by presenting the same node to the certification authority. To
have public key authenticated by a CA, a user can provide himself and public key
to the CA. The user is then authenticated by the CA.

If the node is authenticated, the CA will perform tests on the key that
was provided to ensure its strength and also to make sure that it was actually
presented by the node that was registered. The CA offers the node a certificate that
links their identity to their public key after confirming both the validity of the key
and their identity.

In the paragraph explained above, which states that nodes generate a pair
of keys, it is assumed that the node has certain software or hardware capable of
generating those keys. This method may be impractical in terms of cost and also in
terms of time if the number of nodes in the network increases. For this reason, it is
necessary to have a central system or part that is responsible for creating the keys,
and here comes the role of the controller. Where the controller and the certification
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authority can be in separate places. To obtain the key pair, the RSA algorithm

inside the controller is used to generate a key pair.

When a new request comes to the controller, the user is given both the
public and private keys by the system when it generates the key pair. After
providing the user with the private key, the controller promptly destroy all copies
of the key. The controller needs to do more than just provide the CA the public key

in order to receive the certificate.
3.2.4 Generating Certificates

In a key management system, a key certificate is a digital document that
verifies the identity of a specific public key's owner and is built on a specific
structure that contains some information. It provides proof that the public key
belongs to a specific individual or organization and is used to prove the public

key's authority as being trustworthy.

To generate the key certificate, Digital signatures are created by the
public key's owner using their private key. The digital signature is then attached to
the public key and other relevant information, such as the owner's name and
contact details. After that, Certificate Authority (CA) receives this data package for
verification. The CA authenticates the public key owner's identity before using its
own private key to sign the key certificate. The signed key certificate is then
returned to the owner, who can use it to prove their identity when communicating
with other parties. RSA is commonly used in the generation of key certificates

because of its strong security properties, as shown in Figure 3.4.
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Figure 3.4: Flow Chart Certificates

RSA is a public-key cryptosystem that allows for the secure exchange of

information by employing a public key to encrypt data and a private key to decrypt
it. This makes RSA ideal for generating digital signatures, which are a key

component of key certificates. When a certificate arrives for the devices, the

system proceeds to the device that has already made a request. The device retrieves

the key from the certificate to encrypt the message before send it.

The following details are included in the format of SSL certificate:

Certificate:
Data:

Version: 1 (0x0)
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Serial Number: 1 (Ox1)
Issuer: C-US, ST=CA, 0-0pen vswitch, OU-controllerca, CN-OVS controller
Validity

Not Before: Feb 25 09:48:34 2023 GMT

Not After : Feb 22 09:48:34 2033 GMT

Subject: C=US, ST=CA, 0-Open Switch, OU-controllers, CN-OVS
controllers. Example bellow showed the RSA cryptography algorithms inside data

structure of certificates.

Example for Public Key Algorithm based on RSA encryption

Input : RSA Public-Key: (2048 bit)
Output :Cipher
Modulus:

00:ch:94:b3:2:8¢:78:aa:78:€6:58:a0:7c:ce:44:75:4:3¢:a6:7b:20::64:1:9:51:0d:87:4ab:4a:f1:dc:5c:
5e:06:cf:e8:0f:f2:6e:08:2:3:de:65:77:4:fb:ff:b5:47:5f:42:ea:78:90:c:a0:05:4:da:6d:28:67:17:97:7d
:2:80d:9:ce:7e:2:8d:1b:21:88:22:16:77:ab:ff:78:00:cb:94:b3:2:8¢:78:aa:78:€6:58:a0:7c:ce:44:75:4:
3c:a6:7b:20:83:64:1:9:5¢:5e:06:cf:e8:0f:f2:6e:08::97:7d:2:8d:9:ce:7e:2:8d:1b:21:88:22:16:77:ab:
ff:78::fb:ff:b5:47:5f:42:€a:78:90:c:ab:cc:77:33:af

Algorithm: RSA Encryption

48:83:77:ae:6b:95:54:60:b6:6b:ad:5c:b2:07:43:0b:ab:22:14:65:43:00:e4:3d:8¢:d4:44:2h:12:1e:3a:
2C:79:e7:84:bb:be:bc:74:27:13:73:57:66:40:5€:53:27:80:55:37:d7:d0:d0:60:6b:ae: 73:75:8:d8:4e:
e7:08:b6:38:38:€3:b8:1f:e8:ch:66:8¢c:24:26:¢3:a3:40:¢cC:8d:f3:25:71:e4:c3:29:ac:2e:a0:f9:a1:52:5
6:2d:73:3c:e1:20:77:13b4:85:60:a3:88:24:f2:a7:eb:6a:f3:bc:6b:97:fa:98:97:39:0a:2¢:6:17:86:6d:a
5:a8:6¢:be:ae:71:d7:d4:2¢:38:4e:3e:ae:85:3c:44:be:12:3d:9e:e2:0c:3c:bf:82:0e:ce:58:84:¢9:df:09:
8b:4f:a5:67:7f:a6:73:1:c2:8a:ab:7e:cd:2e:3e:88:8¢:f8:23:be:07:40:9e:ac:b8:cd:f6:f5:e5:e1:ad:08:a
1:1c:ab:e5:d9:ba:ff:37:4c¢:d2:8d:73:a3:05:1c¢:3e:04:15:1f:79:12:89:80:6¢:10:73:04:20:a4:18:2:2d:e
4:ch:6a:cf:e8:b3:d825:34:56:3¢:61:be:03:C4:9a:88:d9:d5: 2f:ce: 45:f9:6d
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To clarify the above details:

Version: certificate data format's version number.

- Serial number: Certificate's unique identifier as assigned by the CA.

- Issuer: the certificate's issuing authority's name.

- Validity: It contains two periods. The first one is valid-From: The
certificate's validity period, and the other's is valid-To date is the expiration
date.

- Subject: Domain name, country, and name of the owner.

- Public Key: The owner's public key.

3.2.5 Key Storages

The key storage process generally depends on the mechanism used to
generate the keys. There are three cases for the key storage process, namely: Either
the controller maintains no keys, only public keys, or both public and private keys
are stored by the controller. Due to the SDN environment's provision of the
controller as an authority for both nodes, the controller is depended upon for

storage.
- No keys stored on the controller:

The Key Translation Center (KTC) architecture, which is explained in
section (2.4.2), would be the one that is employed in this way. The controller acts
as KTC, and each node would be connected to a secure OpenFlow channel for the
transit of keys. This approach is not requiring the distribution of private keys to the

controller because the keys must generate by the nods.
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- Only Public keys are stored in the controller:

Public keys are kept by the controller. By maintaining an updated list of
each of the public keys associated with each node, the controller, in this
way, works as a public key authority, as described in section (2.4.2). After that, the
process of creating keys begins, either by the controller or by the node itself. The
controller would distribute keys faster than if no keys were stored. This approach is
considered more secure because only the nodes that truly require the keys have the

ability to access them.
- The controller store both the public and private keys:

The controller, in this way, will be able to produce the private and public
keys and then distribute these keys to the associated node. This method is
considered one of the best and fastest methods previously mentioned, but it
contains a problem, which is the presence of the private key in more than one
element, so this problem was solved by using certificates. The third way—the
Controller keeping both public and private keys—was selected for the suggested

model.

3.2.6 Generating Network Topology

There are many types of SDN networks, as shown in Figure 3.5. Each
type differs from the other in the number of devices, switches and the controllers,

also according to the need and requirements of work.
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Mininet
Topology

\i A\ Y \i

Simple Linear Tree Single Reversed
topology Topology Topology Topology Topology

Figure 3.5: Main type of SDN topology

The network type chosen in the proposed work is a single type, as it
contains one controller (RYU type), one switch (Open VSwitch type), and three

hosts, as show in Figure 3.6.

RYU Controller
.

Figure 3.6: The proposed network topology.
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3.2.7 Ensure The Authority of The Devices

The system checks whether the request is coming from a trusted device

by going through two stages, one of which is related to the other, namely:

The first method of the detection process by using Physical MAC

When a node has the destination's IP address and wants to learn the
Media Access Control (MAC) address of that location, the ARP is used inside the
network. If the destination hasn't been registered before, a controller that gives it
access to the necessary interface is needed. The sender sends an ARP request
packet to discover the interface’s MAC address if the sending device's ARP table
does not already have it. The attacker observes this request and responds on the
victim's machine (the sending machine) with a fake ARP response packet. The
most recent response supersedes the oldest in the ARP protocol. As a result, the
spoof IP/MAC mapping will be saved in the target machine's ARP cache. Where a
method was used to detect and prevent this type of spoofing, as shown in the

Figure 3.7.

Get The
Original MAC

Compare it with the
one in the ARP  |-——
table

Send The
next Packet

1

Delete the
poisoned
entry

Warm the user
Disturbed Key |-sNo. ¥ ES-ge- ATTACK
DETECTED

Figure 3.7: The used method to detect and prevent attack
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The second method of the detection process is by using the DHCP server.

When the device accesses the network, it takes an IP address through the
DHCP server located inside the controller. After going through the first stage, the
packet now enters the second stage of verification, and this is done through the
table list inside the DHCP server, which contains all the original MAC addresses
of devices that were previously registered when the device was connected to the
network for the first time. If the MAC address coming from the requesting device
matches one of the previous addresses of another device, then the device is not
trusted, and if the MAC address in the request matches its MAC address in the
MAC list, the controller considers it a safe host. Figure 3.8 shows the second

method for detecting the presence of spoofing.

Request
IP

Cheak
Client List
Table

Matched with
MAC of another
device

Ye )

No
distributed
Key

Figure 3.8 : The proposed second method to detect and prevent attack.
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3.2.8 Key Distribution

In the context of SDN, key distribution is the process of distributing
public and private keys to network devices to enable secure communication and
data exchange. RSA is a cryptographic algorithm used, also called a public key
cryptographic system. The process of generating and distributing keys to network

devices in SDN implement by the controller. In the proposed scheme, public keys

were used to encrypt messages and private keys to ensure that
decrypted except by the intended recipient, as those keys are d
secure channel that helps prevent unauthorized access to the

shows the mechanism of distribution of keys.

d Proposed System

messages are not
istributed using a

keys. Figure 3.9
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Figure 3.9: Mechanism key distribution
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There are two modes for the distribution of the key:

1-  Reactive key distribution: denotes the distribution of keys in response to
management system requests. The keys are created and then distributed
to the chosen nodes to begin encrypted communication.

2-  Proactive key Distribution: In a proactive key distribution system, the
controller fills the nodes' tables before encrypting communication.
Because the SDN architecture is highly dynamic, the first method was

relied upon when designing the scheme.

Key distribution data structure refers to the way in which cryptographic
keys are distributed and managed in a secure system. There are various ways to
distribute cryptographic keys, and the choice of data structure depends on the
specific needs and requirements of the system. One of the data structures
commonly used for key distribution is the Public Key Infrastructure (PKI), which
operates on the basis of the existence of digital certificates. In a PKI system, a
trusted third party, known as a certificate authority (CA), creates digital certificates
for users, which contain the user's public key and other information. When a
particular user needs to communicate securely with another user, they can use the
recipient's public key, which is included in their digital certificate, to encrypt the
message. When the message reaches the recipient, then they can use their private

key, which is kept secret, to decrypt the message.

3.2.9 Using Keys Within RSA Algorithm

After the keys are distributed and stored, they can be used for secure
communication and data exchange between SDN components. The use of keys

ensures the encrypt and decrypt data, authenticates network components and
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secures data traffic. When the certificates and keys reach to the sender, the

following procedure is happened :

- Sender Side:

- Encrypts the message using the keys before sending it to the destination.

- Verifying with authentication process.

- Receiver Side:

- Verifying authenticate user

- It receives the encrypted text message (cipher), it can use the same
encryption algorithm and specialized key to decrypt the message and restore
the original plain text message as show in Figure 3.10. This ensures that the
data remains confidential and invisible to parties who do not have access to

that data, providing an additional layer of security for an SDN

Receiver

Read "Plain Text", Read "Cipher Text",
[ e

Plain Text=M Cipher Text = C

C =M"e mod n M = C”rd mod n

M = Plain Text

C = Cipher Text

Cipher Text Plain Text

Figure 3.10: Encryption And Decryption Message.
53



Chapter Three Research Methodology and Proposed System

3.2.10 Communication Mechanism

Figure 3.11 shows the communication process between the control plane

and the data plane and the messages sent between them.

1- Host A sends the packet stream through an ARP request message to specify the
logical address of host B.

2- The OVS switch receives a copy of the ARP request packets via port 1 and then
sends a Packet-in message to the controller containing the ARP request.

3- The controller knows from the Packet-in header that host computer A is on this
port 1, so firstly, check the authorization of the device to ensure the device is
not spoofing.

4- The controller sends a Flow-Mod message to insert the entry into the flow table,
which will help the switch to send packets destined for computer A to port 1 in
the future without the need to consult the controller.

5- The controller sends a Packet-Out, which tells the switch to send an ARP
Request message to all ports (so that it can find out the logical address of B).

6- The switch sends an ARP request to all ports to which it is connected directly
(in this case, it has port 2 only).

7- Computer B receives a copy of the ARP request message and replies with an
ARP response message.

8- The switch sends a Packet-in message to the controller containing ARP Reply.

9- The controller knows from the Packet-in header that host B is on port 2, so
firstly, check the authorization of the device to ensure the device is not

spoofing.
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10- The controller sends a Flow-Mod message to enter the flow table, which
helps the switch by sending Packets destined for computer B to port 2 in the
future without the need to ask the controller.

11-  The controller sends a Packet-Out, which tells the switch to send an ARP
Reply message to computer A through port 1.

12-  After the controller verifies the reliability of the devices in step (3,9), it
distributes the encryption keys to the devices using certificates to encrypt the
messages sent between the two parties.

13- Computer A receives an ARP Reply message and keeps B's physical address
in its ARP Table (thus, now it can compose a packet to be sent by computer A).

14- Computer A uses a public key to encrypt data and sends a ping request to
computer B.

15-  The switch performs a lookup in the Flow Table and passes the packet
according to the input (it passes the packet to port number 2).

16- Computer B uses a private key to decrypt data sent from host A and read the
data.

17- Host A also use public data to send a ping Reply.

18- The switch performs a lookup in the Flow Table and passes the packet

according to the input (passes the packet to port number 1).
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Chapter Four The Implementation and Results

4.1 Introduction

In this chapter introduces the simulation and discussion of
results of suggested Cryptography Key Management in Software-Defined
Networking(SDN) , and it has simulated by using VMware built in a
python programming language to implement the network performance in
an adaptive way.

The presentation starts with establishing the RSA algorithm,
generating the public and private keys, creating and configuring
certificates, storing them inside the controller, and then creating a
network consisting of three hosts and one switch connected to each other
by a physical link cable and connecting the switch by a logical cable with
the controller. Finally, the communication process begins, the keys are
distributed to the network devices in a secure manner, and the detection
application is activated to prevent the random distribution of keys to
unauthorized devices.

4.2 Simulation Environment

Mininet was used as a simulation of the work environment,
and a RYU was used to represent the controller, and then they were
installed inside the Linux-Ubuntu with VMware tool-box. In this
experiment, an Open Flow switch or what is called Open vSwitch was
used by activating the Open Flow protocol. The network was
programmed using Python as a programming language. Table 4.1

presents the simulation setup parameters.
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Table 4.1: Simulation set up parameters

Parameter Value
The simulator Mininet
Controller RYU
Switch Open virtual switch
Cryptography Algorithm RSA

There are several important aspects that need to be evaluated
when implementing a proposed key management schema to be knowing
how it is affecting, such as hardware resources needed by the network,
the percentage of accuracy in the process of detecting the spoofing
device, in addition to evaluation of network performance in terms of

throughput.

4.3 Hardware resources result

One of the most important aspects that must be considered first
Is the amount of resources needed to carry out any work in order to
ensure that all the necessary needs are provided to avoid any defect
during implementation.

In the beginning, the environment in which the work was
executed was measured and evaluated to determine the amount needed
for the work in terms of memory and CPU, as well as in terms of a hard
disk. The initial values of the parameters were taken before execution,

and the values as follows:

Table 4.2: The initial value before implementation

Parameter Values
Memory (m1) 4.73 GB

CPU (c1) 1.70 GHz
Hard Disk (h1) 19.1GB
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After that, the network was configured and set up, and the
scheme was implemented. After that, another sample of parameter values
was taken after completing the implementation process, and the results of

the values were as follows:

Table 4.3:The value after implementation

Parameter Values
Memory (m2) 3GB

CPU (c2) 100MHz
Hard disk (h2) 900 MB

Through the results obtained before and after implementation,
the total values of the resources that were used or needed in the

implementation process can be extracted below and shown in Figure 4.1:

Table 4.4: The Final resource used during implementation

Parameter Values
Memory( m=m2-m1) (473GB-3GB)=1.73GB
CPU (c=c2-c1) (1.70GHz — 100MHz)= 1.6 GHz
Hard disk (h=h2-h1) (19.1 GB - 900 MB) = 18.2 GB

06:08:21 AM + 2500ms -
i3-4005U 1.6 GHz
CPU Total W 5%

processes filter tree |« cpu lazy
Pid: Program: Tr: User: Mem% WCpuss
- 1 it 0.1 2.1
1.0

¢tb ens33 n»
Download
W Byte:
A Byte:
Upload
select

Figure 4.1: The final results of parameter
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4.4 Generate Certificates and Keys Result

First, public key infrastructure must be created in order to be able
to properly configure and manage the certificate to be able to create an
initial PKI. This will, as shown in the Figure 4.2, final result of populate
new PKI files. The configured PKI directory contains two main

directories, controlerca and switchca.

Lt@ilpa:~5 sudo ovs-pkl 1nit
[sudo] password for Lt:
reating controllerca...
réeating switchca. ..

Lt@lpa:~5 I

Figure 4.2: Generating PKI

4.4.1 Implementation within the Controller

After the PKI had established, keys and certificates are now

generated for the controller.
1. Creation Keys Result

The process of generating keys is implemented using the RSA
algorithm with a length of 2048 bits to produce the public key and the
private key of the controller for later use in encryption operations where

the private key is first generated, as shown in the Figure 4.3.
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GNU nano 2.9.3 ctl-privkey.pem

'— BEGIN RSA PRIVATE KEY

MIIEPAIBAAKCAQEAQkSOrkIqxixP4eNIZIIPHK9IMWIGVSSKIKODYMBUA7riYyxde
+IGMS5dMEVE9 / JKFOGNLCIUMRCBUYGLMADLG+cyAXTL/ISKDgLUEJzZzBfinWbxXaP jVw
B8SAIOoGIRSODPCYNESMLF7XPIPCKAMITIuUKINLGPOI /MO9BbF fgM/Sqbyh2TuAo2r
MOAXCGWGTF 7TMOY FIsSPOZQZMSHMAIeZTISBLLtfF 7wl148FgrksHC1 /7YEbmop /NbTIWaR
ArVNISUYyufgESIDC62YAVUNhDI27rvgqMDI3R2 /ROGZCOBefIFfRMb72XJ1q7a0ASs
CRODCCXCXBAHDXNZMe9F LQC+OCOZCGR7UTHMONGWIDAQABACOIBAGeuxyACNDOZAVGE
LwhQ35+WqeDUu/KhLDLSLOdLOLt 7B6dIWINZ2Yy17BAS+W2WCIrz7 /GH+ JIJALEDIO9
NebIpvuXKYShWX1leWlo6csnp8QqQDz7yL9KAO6WL X/ /ILIAIUOVHSAh70B320XxXALVG]
QSS3RMIgkBmSPRUEWC41b+214/hm) L /EsxUScbq/ciGMmMKcosZCcvansliYKoYBxy
NXDWMTMNLZIULSENCCYCTPGIMhPC2WXIAn+rQClsYOpQ/ONBG6GiyoIoil1pD3Ilwgm
IISZFYLhLaKBMKARSDSQUZWLFPpLHBHe1rUPgpecpoPJOPHYFEUP7Xd73ZfgxCsSsP
IUWRWVECQYEA3I7QULSACcSUPMIWCYLLUSAPLKFO9+w2 /pKVUN+LFXaqCzz6mB28FW1
IVP/AdczoKkxQTfyim+ Z2SNIaGmwimUHI /LIOLILP7opI3KkWHWUPFhZcP7dX1LPHZMAhO
EAGQWEA4QNd JKCcpDKYI6t3G3LrOSOUZIXVOMA+SWRVCAXe1dKTFfyNhC48CgYEAwWL2a
QlhqlLdVnzB8k+IZ61L6130WEAW7QVKOPVUISOSFRPSDAM+OTUQrUrMHOFBg Lhkdcox
NPGOCEZL76QbPBFALDLCcL44kqguhon /rSKZWHEBaAgLTIdVRLAOWSLLS+60YdhOAW3ULO
ISZ3W/+CXBULMBPBQPFQSABrzIetanZVAIKWVDUCGYAPQrE7IENCOCOYCS85dRUVI
ZEHYLHLG X 2er 7 LrTWIWIF7ZCcinOzSHYa7M9 13 IWHMYHOZ8g3kLDL+m7NKbIFQVDE
drgO8yOFKI9sRWOOAF JEMNOLBI9CSKEBOQVQOIXLSToWMVTC+bCrk8ex3E4A/LWOT32X
BNCzZC/g2kPHSQQLYSI /shQKBEgQCSybbwuqPDbph /4CBLOOUrZELZRFKLGNWTUVL3
LTBSLS5qQQVaxLYoelLrYOwr9GmygM+KErsbDGGBALPVWIaASOY/AaTkeZWDWXx2d4Py
FULJaVFIL78804b0OEGaloQWiIcLsqQd7BLVEBVENSEL2 a5 /+XhZzTIUSThO9INsiILfcwW

Figure 4.3 : Private key of Controller
It must also be ensured that no additional copies of the file
called ctl-privkey are placed because exposing them causes
impersonation of the controller. The other generation process is the public
key, as shown in Figure 4.4. Also, by using the RSA algorithm and after
generation, the public key is added inside the certificates in order to also

use it in the process of signing the trusted devices.

RSA Public-Key: (2048 bit)

Modulus:
00:ac:7T9:63:8a:649:be:ec:c4:47:5a:74:29:89:68:
4d:29:1e:5d:d5:8a:e8:52:bd:78:ea:e0:7a3:04:68:
bb:fd:93:24:da:47:9b:a9:18:1c:5d:87:c7:1f:eq:
1c:0d:9¢c:51:12:fb:9c:4b:b7:58:b0:d6:45:c5:8e:
87:3e:aa:fe:e5:a6:ab:b7:da:67f:83:bO0:ee:c1:c8:
d6:93:81:ae:b0:37:42:88:1c:a6:96:2b:ca:d3:3e:
3d:c7:b0:4d:69:d9:33:d7:80:d1:75:59:0d:ed:67:
18:Cc2:78:51:¢cd:95:55:0e:05:96:1a:33:ce:b2:2d:
68:4e:21:e€a:22:aa:1€e:26:a9:a3:a3:33:d5:55:f8:
67:1T2:97:23:d5:3b:6d:af:ff:74:05:41:97f:09:88:
45:18:f5:62:21:a4:ed:db:3a:23a:¢0:41:48:62:79:
b8:d7:cd:e9:00:ef:f6:96:6c:ad:98:d2:b4:f0:57:
78:55:1c:Tf2:7a:43:eb:47:5a:1b:92:c6:cb:70:55:
ef:fc: :27:30:92:30:d6:06:dc:49:fb:64:1b:
2e:c6:09: :2€:01:98:5€:01:d8:30:f5:3c:19:c9:
18:cb:f7:e6:95:8b:cq4:e7:a6:db:07:d3:b3:c1:a5:
70:ef:7f2:82:e3:d2:a9:eb:40:98:68:f4:ab:9b:bb:
9a:35

Figure 4.4: Public key of Controller
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2. Creation Certificates Result

In order to generate a certificate for the controller, through
writing the following commands as shown in Figure 4.5 in the same PKI

in which they were created:

it@ipa:~$ sudo ovs-pki reg+sign ctl controller
[sudo] password for it:

jugrfbinfoxﬁ—pki: ctl-privkey.pem already exists and --force not supplied

Figure 4.5: Generate Controller certificate

It is important to remain a copy of these certificates inside the

controller in order to use them during execution.

4.4.2 Implementation within the Switch

After the keys have been created for the controller, the same details are
then created for the switch

1. Creation Keys Result

After the public key and private key have been created inside
the controller, now a public key and a private key are generated to the
switch. The switch needs a key pair to prove its identity and validity to
the controller so that it can receive and exchange messages and
information between them. First, the private key for the switch is
generated using RSA in the same way that generate the key for the

controller, as shown in Figure 4.6.
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GNU nano 2.9.3 sc-privkey.pem

B----BEGIN RSA PRIVATE KEY

MIIEPAIBAAKCAQEArPLIimS+7MRHWNQPLWhNKRSd1YroUr146uB6BGL7/ZMk2keb
qQRGCXYFHH+QCDZXREVUCS7AYSNZFXYOGHPQr+5aart9pvg7Duwc jWk6GusDdCiBym
LivKOz49x7BNadkz14DRAVKN7HWCcYwWnhRZzZVVDgWWG jPOs110TiHqQIqoeIgmjozPV
VIhnB8pcii1Tttr /90BUGFCYhFGPVAIATL22qQQ4EFIYNM4183pA0/21mytmNKOSBFd4
VRzyekPrR1obksbLcFXv/EelLzCaMNYG3EN7ZBsuxglvLgGYXgHYMPUBGcKYyY/fm
LYVES6bbB90zwaVw7 /KC49Kp6OCYaPSrm7uaNQIDAQABACIBAQCVBQHhV+VvQtUS3
w+3pCGeS5bgTvLQ38AMPDCAN2+VHhCFNS6Bokvg6skVQ6TBgWSIBuk3AOKHTOWL3NL
wOjJ5b33MQewcp958uRjoB8GsUOY2JeQI JMm3INVWWMRPMUL3IVVEP jDW j3VKkwMVD6XxCk
Q13mXKn704rWph2D2aTLB2HWXVK+emrDQQA44EWLIKUhBNBMdSU+rOAwWI J64AXNN
h//n92pqazoOQTy+audep62EKZOCTs2kc2cAYTBahWBKUQpXDXAMASsaBSUONk71x
VAU1lY431GChB6IXQICMRVBUhOZzgqKIQDPhWINShyJcHas5lIqv8vwQ/PXndh3tlC2
hiey6kpBAOGBANO jxsLmZ+M8hB8UWOembzc30CKaM72kQqREtNX56QGSdRVBmMWyyhf
fyCIZV/4XRYsSVYLSPCBFQMA30JIk9adrBrPsFXVWI4PCImXGCOZZIOFI0aM401cPN
042EJIPJAZNGSeIGUD2+ /AJ40w/PNB7B97DHGCKI0axX72f4TUSREH3yqLAOGBAMr +
2VpybYa/GOGTbNALTrSIPOHL7SsSRBFgXXgHKY 7Xsd+sZVOPd3Kq+bo7pFQO1LkHdS
hSPIMZhgFvi+ fHQBHI1cIpkSQ9VQO3RZPXN592J11kDBMreAff2Kc229wQRw68uUTd
IyULeUyQfNIVSL8OWS /1sY7VvBOKCML91EKFBY+XRAOGBAILOGYVZhISIbmpGBZ6C
VBX35AKfLyWOS+gYdeGglgSPINTGIBEO ] JRWGDIB+MSV+mMCYP13wxX71YONTYO1W
4ZqbsFENIWAA3I IMSOPLhSruhBKYEAZKWVDCO91r2t6h4aS1ibtDUZNENDRWEKPWO /Te
zuivoBoz6mMuSPNNMDO9Db6/ / JAOGAXBbFPAPSCcg6SrTHIASI7pcGOLNgGBX7Wh4at30
GXQH9EERadS2In102eDIQRLMTI7CEQAUShYKSKS563VI1 P+ xWwd2gsLhe8PfIHDT
NFOc/tEu/mpa2vkPDgqA1f5D2222sTLM9dS82T0Xx1irkqGIEeOObheSUCBACOYZn

Figure 4.6 : Private Key of switch

After that, the public key is generated using the RSA algorithm,

as shown in Figure 4.7.

Public Key Algorithm: rsaEncryption

RSA Public-Key: (2048 bit)

Modulus:
00:3a:4b:28:a3e:42:6a:c7:5c:4f:el1:e3:49:64:82:
0f:1e:47:48:33:02:46:bd:24:8a:24:3a3:03:c8:cO:
54:03:ba:e2:63:17:41:f8:91:8c:e5:d3:3a:57:cf:
7T :8Cc:a7:c6:9c:b7:09:50:c4:5c:T1:46:06:949:ce:
1b:eb:e7:32:03:17:e2:fc:9e:4a:0e:09:54:10:9c:
cl:7e:29:d6:6T:15:da:3e:35:70:07:c4:9a:22:8e:
89:45:20:e9:0b:23:44:e6:69:45:ef:13:c8:3c:22:
9d:32:34:T5:b8:32:67:b4:63:fd:23:f3:0e:f4:16:
c5:7e:03:3f:4a3:a6:f2:87:64:ee:02:8d:ab:9b:a0:
31:1b:08:1f:ec:c3:b2:7c:9b:6f:a33:34:33:99:25:
a6:00:97:99:4¢c:8b:3c:96:d7:fb:c3:5e:3c:16:0a:
e4:b0:70:b5:ff:b6:04:6e:6a:29:fc:d6:d3:25:66:
91:42:b5:4d:27:db:b2:b9:f8:04:e7:dO:c2:eb:66:
38:56:€3:61:74:9d:bb:ae:f8:2a3:30:32:77:47:6T:
d1:f7:a6:42:0c:17:97f:21:Ff4:66:6Ff:bd:97:8e:5a
bb:68:€0:39:09:16:c2:0b:17:31:04:01:db:c4:dc
e6:7b:d1:65:41:cf:8e:73:46:46:47:bb:bb:1c:c3:
a7:1b

Figure 4.7: Public Key of switch
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2. Creation Certificates Result

After the certificate has been created to the controller, the

certificate is now created to the switch in the same way as shown in
Figure 4.8.

Figure 4.8 : Generating Certificate to the switch

4.5 Key Distribution Result

The process of distributing the keys begins through the process
of exchanging the message between the controller and the switch; when
the switch sends a message (Packet-in) to the controller, the controller
first checks the device from which the packet came to ensure the
authority of the device, and then the controller through flow messages,
sends certificates, which it contains the keys to be sent via the SSL
protocol to the devices in the data plane to be used in the process of
encryption and decryption of messages.

Figure 4.9 shows a snapshot of the data traffic in Wireshark,
and it is shown that the data is encrypted, which means that the keys have
been used by the devices and the distribution process has been carried out

correctly using the SSL protocol.
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932 84.611875209 91.189.91.42 192.168.197.130 55Lv2 2876 Encrypted Data [TCP segmen
950 85.148501915 91.189.91.42 192.168.197.130 S5Lv2 2876 Encrypted Data [TCP segmen
966 85.606782703 91.189.91.42 192.168.197.130 55Lv2 1466 Encrypted Data [TCP segmen
968 85.983986850 91.189.91.42 192.168.197.130 55Lv2 2876 Encrypted Data

970 85.984132953 91.189.91.42 192.168.197.130 TCP 1466 443 — 52324 [PSH, ACK] Seq
986 86.524031749 91.189.91.42 192.168.197.130 55Lv2 1466 Encrypted Data [TCP segmen
@01 88.668286906 91.189.91.42 192.168.197.130 S5Lv2 7356 Encrypted Data [TCP segmen
609 88.743271139 91.189.91.42 192.168.197.130 55Lv2 1466 Encrypted Data [TCP segmen
611 88.796941163 91.189.91.42 192.168.197.130 55Lv2 1466 Encrypted Data [TCP segmen
628 90.109724902 91.189.91.42 192.168.197.130 S5Lv2 5896 Encrypted Data [TCP segmen
G636 90.544769362 192.168.197.130 216.58.212.42 TLSv1.2 102 Application Data

638 90.6723954098 216.58.212.42 192.168.197.130 TLSv1.2 102 Application Data

644 90.676440476 91.189.91.42 192.168.197.130 S55Lv2 1466 Encrypted Data [TCP segmen
665 91.341477009 91.189.91.42 192.168.197.130 55Lv2 1466 Encrypted Data [TCP segmen
@876 91.709716329 91.189.91.42 192.168.197.130 55Lv2 1466 Encrypted Data [TCP segmen
084 91.995919960 91.180,91.42 192.168.197.130 S5Lv2 1466 Encrypted Data [TCP segmen

100 92.5498821589 91.189.91.42 192.168.197.130 55Lv2 1466 Encrypted Data [TCP segmen
P A I =

Figure 4.9: Data traffic in Wireshark

4.6 Generating Network Topology Result
For each of the two measured conditions, the same number of
devices and switch were chosen to monitor and compare the results. The
work implementation is scalable as the user can define the number of
nodes and network devices as needed. Figure 4.10 shows a snapshot of
the program for choosing the type of network topology and determining
the number of devices used three nodes, one switch and one controller to

perform the test on the network.

~5% sudo mn --controller=remote,ip=127.86.6.1 --mac -1 16.1.1.8/24 --switch
s=0penFlowl3 --topo=single,3
password for it:
reating network
dding controller
Connecting to remote controller at 127.8.8.1:6
w=* Adding hosts:
h 2 h3
*** Adding switches:
51
&% Adding links:
(h1, s1) (h2, s1) (h2, s1)
#&* Configuring hosts
hi h2 h3
&% Starting controller

* Starting 1 switches

tarting CLI:
mininet>

Figure 4.10 : Generating Network Topology
Figure 4.11 shows the final design of the network used and the

links used between them, where the controller communicates with the
switch via a logical link, but between the switch and the devices, a

physical link was used.
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--- Logical Link

— Physical link

Figure 4.11 snapshot of network topology
4.7 Network Examine Result
To analyze the statistics on network performance, the network
topology is implemented on one switch with three. The network topology
was created with two different scenarios in which the network state
differs, as shown in Table 4.5, in order to evaluate the performance and
effectiveness of the network in detecting the presence of an intruder and

analyze the results obtained.

Table 4.5: Experimental table of cases for a network

Cases Number of switch Number of nodes State of Network
Case 1 1 3 Normal Traffic
Case 2 1 3 Intruder Traffic

Now the following steps are followed in both cases step by step
to conduct the experiment on the RYU controller using the Mininet

simulation:
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Step 1. The first stage is the process of activating the
secureswitch_v2.py program inside the controller in order to activate the
intrusion detection application before creating the network in order to
detect any intruder that enters the network. You must first make sure that
the program is located inside the ryu folder. After that, executing the

application through the following command:

/home/.local/lib/python2.7/sitepackages/ryu/app/secureswitch_v2.

Step 2: The next stage is to create the network by running the
mininet single topology by providing the network topology name with the

following command:

"sudo mn --controller=remote,ip=127.0.0.1 --mac -i 10.1.1.0/24 --switch
=ovsk,protocols=OpenFlow13 --topo=single,3"

After executing this command, the network consisting of one
switch and three devices is created. To verify the command, by check the

connection of all hosts in the network by using the command:

mininet > pingall command

Step 3: In this step, the connection between the two devices is
determined. It have used the connection between the first host and the

second host through the command:

mininet > Xterm h1l h2.

This command will open two windows. In this step, the state of
the network will be determined, either by specifying the connection as a
secure connection (the first case) or specifying the device that will behave

as the intruder (the second case).
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Step 4: In this step, it need to generate the traffic between the
two devices and then monitor the events through the iPerf tool. First,

open the configuration window and write the following command:

iperf -s -p 5566 -i 1 > result

The "result" is a file in which the command result is stored.
After that, it create the traffic through the window of the client; the client
needs to know the address of the server. After that, it starts to connect via

the command:

iperf-c 10.1.1.2 -p 5566 -t 15.

"15 represents the time in seconds"

Step 5: It is to return to the file that was created with the name
"results” and displayed it by means of the command: "More results” To
obtain the required information in order to produce specific results for
this experiment.

Step 6: The last step is to create graphs of the obtained results
using : gnuplot graphing tool.

It write the name of the tool inside the client window, and then

writing the following command:

plot “results” title “Tcp Flow” with line points.

With the same steps from 1 to step 6, all the cases mentioned in the Table
4.5 are implemented to extract and analyze the results of each case.
4,71 Case 1

This case represents the normal network state, and by
implementing the previous steps that have been explained, the client (h1)
begins to initiate communication with the destination (h2). When the

package is sent for the first time, the package enters two stages to
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discover whether the device that sent this package is a trusted device or a
fake device.
1. Using Physical MAC address

When the package entered the first detection stage, where the
MAC address in the ARP request was compared with the address of the
physical MAC of the device, as shown in Table 4.6.

Table 4.6 : MAC address in ARP compared with physical MAC

Key
Before Detection Detection process After Detection Result T
Distribution
MAC in the ARP The physical MAC | 100% Yes
request 1§ Normal
Get The
AB:EF:12:30:50:70 Original MAC AB:EF:12:30:50:70
*. . and is the same
e inthe ARP | I] _
table next Packet MAC in ARP
\ Delete the request
poisoned
entry

Warm the user
DETECTED

The result gave a 100% similarity rate, so there is no need to
enter the package in the next stage. The controller adds this host IP
address and MAC in the table to facilitate the device connection directly

next time, as shown in Figure 4.12.

69




Chapter Four The Implementation and Results

Lt@ipa: local/lib/python2.7/slte-p:
ingS ryu-manager secureswitch_v2.py

loading app secureswlitch_v2.py

Lloading app ryu.controller.ofp_handler

instantiating app secureswitch v2Z.py of MySwitch

instantiating app ryu.controller.ofp _handler of OFPHandler

packet in 1 : : :00:00:02 33:33:00:00: 102 2

packet in 2 - :100:00:01 33:33:00: H :02

packet in : :00:00:00:03 :33:00: s :02

packet in : : :00:00:02 :33:00: 3 102 &

packet in 1 00:00:00:00:00:01 U B bk 0 o §

Recelived ARP Packet from dpid 1 Port No 1: Opcode s : :100:00:00:01 d

stmac 00:00:00:00:00:00 srcip 10.1.1.1 dstip 10.1.1.2

Added entry 3 ac p table {'00:00:00:00:00:01": *Ap': '10.1.1.1°', ‘port

1))

packet in 1 00:00:00:00:00:02 00:00:00:00:00:01 2

Recelved ARP Packet from dpild 1 Port No 2: Opcode s 3 :100:00:00:02 d

Stmac 00:00:00:00:00:01 srcip 10.

Added entry new mac ip table - : :e2': (° SR .1.1.2', ‘'port
: 2}, '00:00:00:00:00:01"': {"ip':

packet 1in 1 00:00:00:00:00:01 00

packet in 1 00:00:00:00:00:02 00:00:00:00:00:01 2

Figure 4.12 : Allow begin communication by the controller

The keys are distributed to the devices for use in encrypting
and decryption messages, and then the communication process begins

between the two devices, as shown in Figure 4.13.

Figure 4.13: begin Communication between two host

2. Throughput Result

Figure 4.14 showed the normal TCP flow traffic and calculate

the throughput of the network during the determined period of time.
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Figure 4.14 : Throughput of TCP flow in normal traffic

4.7.2 Case 2

This case represents the presence of Spoofing in the network,
and also, by executing the same previous steps that were explained, the
client (h3) starts trying to initiate a connection to the destination (h2).
When the packet is sent for the first time, the packet goes through two
stages to detect whether the device that sent this packet is a trusted device
or a fake device:

1. First Checking using Physical MAC address

The sender (h3) sends an ARP request packet to the switch to
discover the destination MAC address if the sending device's ARP table
does not already have it. The attacker(hl) observes this request and
responds on the victim's machine (the sending machine) with a fake ARP

response packet. The most recent response supersedes the oldest in the
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ARP protocol. As a result, the spoof device communicates as the intended
device.
To prevent such a situation from occurring, the packet is
inserted in the first stage of ensuring the authority of the device.
Table 4.7: MAC Detection process.

Key
Before Detection Detection process After Detection Result Distributi
istribution
MAC in the ARP The physical MAC | 90% No
request IS Attack until ensure
Get The
AB:EF:12:30:50:70 Original MAC AB:EF:9:30:22:10 in the second
°°£‘.1‘:i?3:"22 el T] And is the different detection
wble | (nextPacket from MAC in ARP stage

Delete the req uest
poisoned
entry

Warm the user
Disturbed Key [«=No. YES ATTACK
DETECTED

Depending on the attack detection process shown in Table 4.7,
it gave a 90% rate of existence of the attacker in the network.

The Figure 4.15 show how the notification that is sent by the
controller to notify the presence of an attacker and at the same time it
deletes the port coming from it to permanently cut off the connection with

the attacker.
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Activities ] Terminal ¥ Sat 07:42 0 LIRS
it@ipa: ~/.local/lib/python2.7/site-packages/ryu/app/arp_poisoning (1)/arp_poisoning a0 0
File Edit view Search Terminal Help
File "fhome/it/.local/lib/python2.7/site-packages/ryu/base/app _manager.py", line 290, in _event loop
handler(ev)
File "/home/it/.local/lib/python2.7/site-packages/ryu/app/arp_poisoning (1)/arp_poisoning/secureswitch v2.py", line 15
7, in _packet_in_handler
self.remove_port(datapath.id, in_port)
File "/home/it/.local/lib/python2.7/site-packages/ryu/app/arp_poisoning (1)/arp poisoning/secureswitch v2.py", line 10
7, in remove port
raise Valuekrror('ovsdb addr is not available.')
ValueError: ovsdb addr is not available.
packet in 1 00:00:00:00:00:01 06:00:00:00:00:03 1
Received ARP Packet from dpid 1 Port No 1: Opcode 2 srcmac: 00:00:00:00:00:01 dstmac 86:00:80:00:00:03 srcip 10.1.1.2 ds
tip 10.1.1.3
ks Error: ARP Poisoning attack ***
Existing Entry is {'ip': '10.1.1.1", 'port': 1}
Remove port called with: dpid 1 portid 1
Connection refused
MySwitch: Exception occurred during handler processing. Backtrace from offending handler [ _packet_in_handler] servicing
event [EventOFPPacketIn] follows.
Traceback (most recent call last):
b4 File "/home/it/.local/lib/python2.7/site-packages/ryu/base/app manager.py", line 290, in _event loop
handler(ev)
File "fhome/it/.local/lib/python2.7/site-packages/ryu/app/arp_poisoning (1)/arp_poisoning/secureswitch v2.py", line 15
7, in _packet_in_handler
self.remove_port(datapath.id, in_port)
File "/home/it/.local/lib/python2.7/site-packages/ryu/app/arp_poisoning (1)/arp_poisoning/secureswitch v2.py", line 10
7, in remove_port
raise ValueError('ovsdb addr is not available.')
vee ValueError: ovsdb addr is not available.

@ = A

W
a

Figure 4.15: Notification sent by the controller when an intruder is detected.

2. Second Checking using DHCP server

When the device accesses the network directly, it takes the IP
address through the DHCP server. After going through the first stage, which
revealed 90% of the presence of an attack, the packet now enters the second
stage of verification through the table list located inside the DHCP server,
which contains all the original machines previously registered when the
device connected to the network for the first time. According to the detection
process used in Table 4.8 , it gave a result 85% rate in detecting the presence
of the attacker.
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Table 4.8 : detecting the presence of the attacker with DHCP.

Ke
Before Detection Detection process After Detection Result o Y )
Distribution
MAC in the ARP The MAC address 85% No
request in the ARP request | Attack
- -
AB:EF:12:30:50:70 q is matched with the

Request
IP

Cheak
Client List
Table

Matched with
MAC of another
device

No
distributed
Key

address of another

device registered in
the address list
within DHCP

As shown in the Figure 4.16 the process of detecting the
difference of the MAC through DHCP.

= e & = Q s T4 BB Fl &
Filter: |bootpl » Expression._ Clear
No, Time Source Destination Protocol Length Info
B0:13:¢8:0b: f7:cf] 104.823241 6.0.0.0 255.255.255.255 DHCP 286 DHCP Discover
30:13:e8:eb:17:cf 106.825364 0.0.08.0 255.255.255.255 DHCP 286 DHCP Discover - °
30:13:e8:eb:f7:cf 108.827849 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - °
30:13:e8;eb: 7:cf 111.798249 6.9.0.0 255.255.255.255 DHCP 286 DHCP Discover - °
39:13:e8:eb: f7:cf 113.860161 6.8.8.6 255.255.255.255 DHCP 286 OHCP Discover - °
nrll;sn-oh:f_?;r( 1M7.562877 B.A.6.0 2652552588 958 nHCP 286 DHCP Dicrover . '

Your (client) IP address: 0.0.6.8 (6.9.0.9)

Next server 1P address: 0.0.0.06 (0.06.0.0

Relay agent IP address: 0.0.0.0 (0.0.0.0

Client MAC address: 00:16:36:¢5:55:ab]J(00:16:36:¢5:55:ab)

Client hardware address padding: 00000000000000000000

Figure 4.16 : MAC difference detection process by DHCP
Through the two results obtained in case2, the final result

Which confirms the presence of the attacker can be extracted by the

following equation:
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cheakingl+Cheaking2 __ 90%+85%
. =

Final result= = 88%

. Throughput Result

The results in Figure 4.17 showed that the proposed system
enhanced throughput and made it stable without packet loss or network
degradation.
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Figure 4.17 : Throughput of TCP flow after spoofing traffic.
4.8 Performance Analysis

In this section, the obtained results are discussed and analyzed,
where two graphs representing the results of the cases are analyzed in
Table 4.5. To evaluate network performance, throughput is the most
Important parameter, which will suffice our goal in this experiment.
Figure 4.16 shows the results of communication between the client and
the server in the normal state, while Figure 4.18 represents the results of
the network when there is a case of intrusion. In comparison between the

two results, it note that there is no change in the throughput because the
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program that was implemented inside the controller prevented the fake
device from entering the network and preventing its communication with
the rest of the computers, so no change appeared on the network
performance.
4.8.1 Throughput analyzer with 50 nodes

Figure 4.18 showed the network creation with 50 total number

of nodes in Mininet simulation tool.

it@ipa:~$ sudo mn --controller=remote,ip=127.0.0.1 --mac -1 10.1.1.0/24 --switc
h=ovsk,protocols=0OpenFlow13 --topo=single,50

[sudo] password for it:

Sorry, try again.

[sudo] password for it:

*** Creating network

*** Adding controller

Unable to contact the remote controller at 127.0.0.1:6653

Unable to contact the remote controller at 127.0.0.1:6633

Setting remote controller to 127.0.0.1:6653

*** Adding hosts:

hi h2 h3 h4 h5 h6 h7 hg8 h9 hi6 hi1 hi12 h13 h14 hi5 h16 h17 hi18 h19 h26 h21 h22
h23 h24 h25 h26 h27 h28 h29 h36 h31 h32 h33 h34 h35 h36 h37 h38 h39 h40 h41 h42
h43 h44 h45 h46 h47 h48 h49 h50

*** Adding switches:

sl

*** Adding links:

(h1, s1) (h2, s1) (h3, s1) (h4, s1) (h5, s1) (h6, s1) (h7, s1) (h8, s1) (h9, s1i
) (h1e, s1) (h11, s1) (h12, s1) (h13, s1) (h14, s1) (h15, s1) (h16, s1) (h17, s
1) (h18, s1) (h19, s1) (h20, s1) (h21, s1) (h22, s1) (h23, s1) (h24, s1) (h25,
s1) (h26, s1) (h27, s1) (h28, s1) (h29, s1) (h30, s1) (h31, s1) (h32, s1) (h33,
s1) (h34, s1) (h35, s1) (h36, s1) (h37, s1) (h38, s1) (h39, s1) (h40, s1) (h41
, s1) (h42, s1) (h43, s1) (h44, s1) (h45, s1) (h46, s1) (h47, s1) (h48, s1) (h4
9, s1) (h50, si1)

*** Configuring hosts

hi h2 h3 h4 hS h6 h7 h8 h9 h16 h11 h12 h13 h14 h15 h16 h17 h18 h19 h20 h21 h22
h23 h24 h25 h26 h27 h28 h29 h30 h31 h32 h33 h34 h35 h36 h37 h38 h39 h40 h41 h42
h43 h44 h45 h46 h47 h48 h49 h50

*** Startina controller

Figure 4.18: Network creation of 50 nodes in Mininet simulation.

Figure 4.19 showed the results obtained by performing the
transfer between client and server with the power of nodes supported by
the network limited to 50 nodes. It is observed from the graph that the
average throughput remains at 1.65 Gbps. It also showed that the

variations are very high over the simulation duration of 100 s.
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Figure 4.19: Throughput of TCP flow of 50 nodes.
4.8.2 Throughput analyzer with 100 nodes

Figure 4.20 showed the network creation with 100 nodes with

the remote controller to send and received packets.

Lt@ipa:~S$S sudo mn --controller=remote,ip=127.0.0.1 --mac -1 10.

h=ovsk,protocols=OpenFlowl3 --topo=single,100

*** Creating network

*** Adding controller

Unable to contact the remote controller at 127.0.0.1:6653

Unable to contact the remote controller at 127.0.0.1:6633

Setting remote controller to 127.0.0.1:6653

*** Adding hosts:

hi h2 h3 h4 h5 hé h7 hg h9 hie hi1i hi2 hi3 h1i4 h1i5 h1i6é h17 hi8 h19 h2e h21 h22

h23 h24 h25 h26 h27 h28 h29 h30 h31 h32 h33 h34 h35 h36 h37 h38 h39 h40 h41 h42
h4a3 h44 h45 h46 h47 h4as h49 h50 h51 h52 h53 h54 h55 h56 h57 h58 h59 h6® h61 hé6

2 h63 h64 h65 h66 h67 h68 h69 h70 h71 h72 h73 h74 h75 h76 h77 h78 h79 hse hs81 h

82 h83 h84 hs85 h86 h87 h88 h89 h90 h91 h92 h93 h94 h95 h96 h97 h98 h99 hiee

*** Adding switches:

s1

*** Adding links:

(h1, s1) (h2, s1) (h3, s1) (h4, s1) (h5, s1) (he, s1) (h7, s1) (h8, s1) (h9, s1

Y Chie, s1) Chii, =s1) Chiz; s1) (hai3d; s1) Chia, s1) (Chais, s1) (Chis, =1) Chaiz, =

1) (h1i8, s1) (h19, s1) (h2e, s1i) (h21, si1) (h22, s1) (h23, s1) (h24, s1) (h2s,

s1) (h26, s1) (h27, s1) (h28, s1) (h29, s1) (h30, s1) (h31, s1) (h32, s1) (h33,
s1) (h34, s1) (h35, s1) (h36, s1) (h37, s1) (h38, s1) (h39, s1) (h4e, s1) (ha1i
s1) (h42, s1) (h43, s1) (h44, s1) (h4as, s1) (h46, s1) (h47, s1) (h4s, s1) (h4

9, s1) (hse, s1) (hs51, s1) (h52, s1) (h53, s1) (h54, s1) (h55, s1) (hs6, s1) (h

57, s1) (hs58, s1) (h59, s1) (hee, s1) (h6é1, s1) (h62, s1) (h63, s1) (h64, s1) (

h65, s1) (h66, s1) (h67, s1) (h68, s1) (h69, s1) (h70, s1) (h71, s1) (h72, s1)

(h73, s1) (h74, s1) (h75, s1) (h76, s1) (h77, s1) (h78, s1) (h79, s1) (hse, s1)
(hs1, s1) (h82, s1) (h83, s1) (h84, s1) (h85, s1) (h86, s1) (h87, s1) (h8s, s1

) (h89, s1) (h9e, s1) (h91, s1) (h92, s1) (h93, s1) (h94, s1) (h95, s1) (h96, s

Figure 4.20: Network creation of 100 nodes in Mininet simulation.
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Likewise, stability is a major concern Figure 4.21 which shows
the throughput graph for the scenario with 100 nodes. It is even worse in
terms of stability compared to Figure 4.19 of 50 nodes.
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Time (Sec) 1

Throughput (Gbps)

Figure 4.21: Throughput of TCP flow of 100 nodes.
4.8.3 Throughput analyzer with 150 nodes

Figure 4.22 showed the network creation with 150 nodes which
connect with RYU controller in SDN environment. It showed the network
connection with hosts with remote controller and switch to pass packets
among network elements.
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- LC\JIIUV \.\JI'I’J LCLC .
it@ipa:~S sudo mn --controller=remote,1p=127.0.0.1 --mac -1 10.1.1.0/24 --switc
h=ovsk,protocols=0OpenFlowl3 --topo=single,150
*** Creating network
*** Adding controller
Unable to contact the remote controller at 127.0.0.1:6653
Unable to contact the remote controller at 127.0.0.1:6633
Setting remote controller to 127.0.0.1:6653
*** Adding hosts:
hli h2 h3 h4 h5 h6 h7 h8 h9 h10 hi1l h12 hi13 h14 hi15 h16 h17 hi18 h19 h20 h21 h22
h23 h24 h25 h26 h27 h28 h29 h36 h31 h32 h33 h34 h35 h36 h37 h38 h39 h40 h41 h42
h43 h44 h45 h46 h47 h48 h49 h50 h51 h52 h53 h54 h55 h56 h57 h58 h59 h60 h61 hé
2 h63 h64 h65 h66 h67 h68 h69 h70 h71 h72 h73 h74 h75 h76 h77 h78 h79 h8o h81 h
82 h83 h84 h85 h86 h87 h88 h89 h90 h91 h92 h93 h94 h95 h96 h97 h98 h99 h100 h10

1 h102 h163 h164 h105 h106 h167 h168 h109 h116 hi111 h112 h113 h114 h115 h116 h1
17 h118 h119 h120 h121 h122 h123 h124 h125 h126 h127 h128 h129 h130 h131 h132 h
133 h134 h135 h136 h137 h138 h139 h140 h141 h142 h143 h144 h145 h146 h147 h148
h149 h150

*** Adding switches:

sl

**%* Adding links:
(h1, s1) (h2, s1) (h3, s1) (h4, s1) (h5, s1) (h6, s1) (h7, s1) (h8, s1) (h9, s1
) (h10, s1) (h11, s1) (h12, s1) (h13, s1) (h14, s1) (h15, s1) (hi16, s1) (h17, s
1) (h18, s1) (h19, s1) (h20, s1) (h21, s1) (h22, s1) (h23, s1) (h24, s1) (h25,
s1) (h26, s1) (h27, s1) (h28, s1) (h29, s1) (h30, s1) (h31, s1) (h32, s1) (h33,
s1) (h34, s1) (h35, s1) (h36, s1) (h37, s1) (h38, s1) (h39, s1) (h40, s1) (h41
, s1) (h42, s1) (h43, s1) (h44, s1) (h45, s1) (h46, s1) (h47, s1) (h48, s1) (h4
9, s1) (h50, s1) (h51, s1) (h52, s1) (h53, s1) (h54, s1) (h55, s1) (h56, s1) (h
57, s1) (h58, s1) (h59, s1) (h66, s1) (h61, s1) (h62, s1) (h63, s1) (h64, s1) (

Figure 4.22: Network creation of 150 nodes in Mininet simulation.

Again, if observed well, Figure 4.23 is somewhat stable even
with a number of nodes equal to 150. However, there are few instances of
fluctuation in the behavior of the network . The simulation was running
well, but towards the end of the simulation time, slow conditions were
frequently observed which degraded network performance . All case
studies of 50, 100 and 150 nodes is applied with RYU resource-intensive
controller and utilizes CPU and RAM optimally, it showed the degrading
performance under an increasing number of nodes, as network throughput

IS decreased.
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Figure 4.23: Throughput of TCP flow of 150 nodes.
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5.1 Conclusions

This chapter explains the proposed system conclusions and the

main suggestions for future works they can be summarized as :

1-

The proposed SDN network is established consisting of one RYU
controller, one openFlow virtual switch, and three devices for the to
transfer secure data and prevent malicious devices.

The proposed system mechanism is based on distributing keys through
certificates, managing those keys automatically in a public key
infrastructure, and sending via a secured SSL channel to devices whose
authorization has been proven through the DHCP server and also
through the ARP MAC address and by using the RSA algorithm to
encrypt the connection.

The proposed system results showed that the total average of throughput
of TCP flow in normal traffic and the case of presence of spoofing attack
in the network is 12.366 Gbps and total average of time is 8.111 seconds

which showed the network performance is stable and without loss rate.

The proposed system tested with total average required time is 50.090

seconds and different number of nodes cases as :

A- Throughput of TCP flow of 50 nodes.
The total average of throughput is 1.693 Gbps.
B- Throughput of TCP flow of 100 nodes.
The total average of throughput is 1.616 Gbps.
C- Throughput of TCP flow of 150 nodes.
The total average of throughput is 1.468 Gbps.
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5- The results showed that throughput is decreased due to increased number
of nodes and required time to complete processes between controller and

nodes

5.2 Suggestions for Future Works
The following guidelines can be used to realize a number of

considerations for the future expansion of the current research:

- Making a development of key management by Appling
symmetric key management.

- Using machine learning to distinguish between normal traffic and
malicious traffic.

- Creating of the interface between application and controller and
adding some instructions in the application plane, for example,
adding or deleting some peers, and also specifying a period of
time for the session to use keys.

- Use the Internet of Things (loT) as a data plane instead of
hardware to improve performance in network with high numbers
of device, provide more direct control over routing, analyze

network traffic and manage the network effectively.
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