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ABSTRACT

In the modern world, it will be necessary to deploy a large number of
sensor devices to sense everything around us in order to detect changes, risks,
and hazards and to mitigate them. This increasing number of sensor devices
represents an essential data provider in the Internet of Things (1oT). The devices
generate and transmit a huge amount of data which requires a large amount of
storage and high processing power to come real-time processing and speed up
the network. It also leads to an increase in high energy consumption. Thus, it is
important to remove redundant data to reduce the data transmission before
sending it to the Gateway while maintaining a good level of data quality.

This research works on two levels: the first is the Sensor Node level (SN)
and the second is the Fog Gateway level (GW). The SN level suggested four
energy-efficient data prediction and processing approaches to reduce redundant
data and save energy while maintaining a suitable quality of received data at the
next level of the network. The first approach (Distributed Energy-efficient Data
Reduction (DEDaR)) used AutoRegressive(AR) prediction and Huffman
Compression approaches. The second approach (a distributed prediction-
compression-based mechanism (DiPCoM)) used ARIMA prediction and LZW
compression approaches. The third approach (Integrated Data Prediction and
Compression Techniques (IDaPCoT)) used AR prediction and LZW
compression approaches. The fourth approach (Energy-efficient Data
Reduction based Prediction and Encoding (EDaRePE)) used ARIMA prediction
and Huffman compression approaches. All the approaches at the SN level used
adaptive piecewise constant approximation (APCA) and symbolic aggregate
approximation (SAX) techniques to reduce the data.

At the FW level, we designed a new Two-Tier Energy-efficient Data

Reduction Technique for 10T Networks (TEDaReT) to remove the duplicates
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between the data of sensors before sending them to the cloud. The TEDaReT is
utilized to eliminate duplicates between the data of sensors obtained from the
sensor node level by identifying similarities between them, resulting in a
reduction of data of sensors before sending them to the cloud.

A Python language-based custom simulator is utilized to evaluate
proposed approaches through simulation experiments using real data collected
from sensor nodes that are used at the Intel Berkeley Research Lab.

The results of the simulation demonstrate efficiency in the SN level, that
IS, the proposed approaches increased the percentage of data reduction by
93.14%, 99.71%, 99.72%, and 97.3% respectively comparison with other
approaches, and in the number of sent readings the overhead reduction up to
93.44%, 96.05%, 96.54, and 93.9% respectively. In consumed energy reached
t0 0.0010%, 0.000209%, 0.00019%, and 0.000212% respectively, and in while
maintaining the accuracy of sent data as high as 99.33, 99.73%, 99.79%, and
99.737% respectively. As a result, depending on the results that obtaining we
can say the IDaPCoT approach is the best approach comparison between the
four suggested approaches.

The results of the simulation demonstrate efficiency at the FG level, that
is, the proposed approach reduces the number of redundant data of sensors the

percentage reaching 26.081% in comparison with other approaches.
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CHAPTER ONE: INTRODUCTION

1.1 Introduction

The fundamental aspect of the Internet of Things (loT) is to allow the
communication of virtual and physical things with each other [1]. 10T systems
include embedded intelligence, wireless sensor networks (WSNSs), and cloud
computing. Sensors, cameras, radio frequency identifiers (RFID), and other
devices are used by loT systems to gather environmental data [2]. These
systems are capable of providing sophisticated services such as remote
management, online analytics, and real-time remote monitoring. The lIoT has
used a range of remote monitoring applications, including healthcare, smart
manufacturing, smart homes, smart cities, and smart agriculture, to improve

productivity and decrease costs [3, 4].

In addition to being a major force in the Internet of Things (1oT), Wireless
Sensor Networks (WSNSs) play a significant role in people's daily lives across a
variety of sectors. Wireless Sensor Networks are widely employed in harsh
environments and wide-range applications [5, 6] such as multimedia,
underwater, terrestrial, and underground [7]. More specifically, the WSNs are
applied in real-world applications such as military, agriculture, earthquakes,

glaciers [8, 9], environmental issues, industry [10, 11, 12], and healthcare [13].

The gathering of data in WSN may be either event-driven (such as the
detection of forest fires [16]) or time-driven (such as the detection of gas or il
leaks [17]), depending on the needs of the application (such as habitat

monitoring [18], logging temperature and humidity in the canopy of potato
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plants for precision agriculture [19]). The time-driven data-gathering approach
that is known as Periodic Sensor Networks is taken into consideration in this
study (PSNs). In PSN, each sensor node is responsible for regularly sending the

data that it has detected about the monitored region to the sink.

In the future, periodic sensor networks (PSNs) will be one of the most
critical parts of the WSN, and they will play a key part in people’s lives due to

their extensive use in a variety of applications [3,4].

These types of networks have received a lot of attention from researchers
in the past 4 years. The characteristics of these PSNs differentiate them from
other ad-hoc wireless networks. However, due to the widespread distribution of
a large number of sensor devices in these wide area locations, these applications'
most prevalent concerns and challenges are distribution deployment, design,
and energy consumption. Each sensor’s lifespan depends on its ability to
perform various activities such as sensing, calculation, processing, and data
transfer. Moreover, data transmission consumes more energy than other
activities. The data in a query-driven approach is captured, kept locally, and
sent to the right module when a certain piece of knowledge is needed from many
places. Time-driven sensor data also referred to as periodic sensor data, is
primarily utilized for monitoring certain phenomena, such as earthquakes,

healthcare, and melting glaciers [14].

Academics have paid a lot of attention to Periodic Sensor Networks
(PSNs). One of the most important research questions in PSNs is how to gather
and reduce the huge amounts of data regularly in a way that saves energy and
then sends them to the sink to make the network lifespan longer. Due to the
limited duration of the sensors’ batteries, energy-efficient data transmission

reduction approaches are necessary for energy optimization. In addition, the

2
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sensor nodes in PSN capture data from the physical environment continuously
and transmit it to the base station. This will lead to the rapid depletion of the
sensor nodes’ batteries. No matter how fast or slow the environment changes,
the data is the same or duplicated in both cases, which increases the cost of

transmission [15].

1.2 Dissertation Scope

This dissertation studies different energy-efficient data reduction methods
to prolong the lifetime of PSN in which the sensor nodes collect data
periodically, data reduction based on prediction and data compression, and then
transmit the compressed data to the sink via a single hop path. More specifically,
our attention is concentrated on data collection, data reduction, and selective
forwarding in PSNs to improve the network lifetime.

Furthermore, this study focuses on the data reduction problem, in which
saving energy is an essential condition. To address this problem, this
dissertation suggests a two-level data reduction approach. The first level is in
the sensor node and the second is in the gateway for reducing the data
redundancy and reducing the power consumed while keeping good data

accuracy in the gateway and sink.

1.3 Problem Statement

Sensor nodes are severely restricted by limited energy, computation
power, and memory resources. One of the biggest challenges in WSN is the
lifetime maximization of the battery. Minimizing the quantity of data
transmitted to the base station, also known as the sink, is a crucial consideration.

Because of the data is captured by sensor nodes exhibit both temporal and

3



Chapter One Introduction

spatial correlations, identifying and reducing redundant sensed data are the
exact problems. The need energy-efficient approaches to combine the sensed
data into high-quality data, which reduces the volume of data to be transmitted
to a base station, resulting in the preservation of energy and bandwidth. Despite
many data reduction algorithms for reducing sensed data and improving the
network lifetime in WSNs being proposed, most of them ensure high accuracy

of data for the sensing field with minimum energy consumption.

1.4 The Motivation of the Dissertation

One of the biggest challenges in WSNSs is reducing the sensed data of the
monitored area of interest in an energy-efficient manner while keeping an
appropriate degree of data accuracy since the WSN is one of the largest data
producers in the 10T. To extend the life of wireless sensor networks (WSNS), it
IS necessary to reduce the amount of energy each sensor node uses by

eliminating unnecessary data before delivering it to the gateway.

Transmitting/receiving the data by sensor devices is an expensive process,
while in-network computations are much less expensive from the energy
consumption point of view and are sometimes ignored as insignificant [20, 7].
However, as shown in Figure 1.1[7], the computation requires much less energy
than the data transmission/receiving. The energy required to transmit a 1 KB
data message over a distance of 100 m, for instance, is nearly similar to the
execution of nearly three million instructions on a normal microprocessor. As a
result, any extra processing that lowers the data size even by one data bit would

save energy [20].
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Figure 1.1: Energy Consumption Inside the Sensor Device

1.5 Aims of the Dissertation

1.

The most critical resource in the sensor node of an 10T network that
impacts the lifetime of the network is the energy provided by the
battery.

Since the limited lifetime of the battery in the sensor node, it is difficult
or impossible to replace (or recharge) it, especially in a remote or
hostile environment. Since the WSN represents one of the big data
contributors in the IoT, therefore, one big challenge in WSNs is to
collect and reduce the sensed data of the monitored area of interest in
energy-efficient way while maintaining a suitable level of data
accuracy.

In order to improve the WSN lifetime, the principal idea is to exploit
the advantage of the temporal and spatial data correlation among the
sensor nodes to minimize energy consumption by removing the
redundant sensed data before sending them to the FG.

Obviously, the elimination of redundant data from the sensor nodes is
suitable if the received sensed data at the cloud node of the monitored

area is not affected.
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1.6 Main Objectives of this Dissertation

The following is a summary of the dissertation's primary aims:

1.

Find out what problems the current algorithms for reducing data in
WSNs have.

Obtaining and processing actual data from the sensor network installed
in the Intel Berkeley Research facility.

Suggest a reduction of data approaches based on prediction and data
compression that use less energy. Implementing this approach would
result in a reduction in the quantity of data gathered and transmitted,
thereby extending the longevity of the network.

A custom simulator based on the Python programming language and
based on real observed data from sensor nodes. Different performance
metrics, such as accuracy, energy consumption, network lifetime, etc.,
can be used to figure out the performance analysis.

Compare the proposed approaches with themselves and some recent
research in the same field to show that the proposed approaches are
better.

1.7 The Contributions of this Dissertation

The main contributions in our work concentrate on designing periodic

energy-efficient in-network processing approaches that depend on data

prediction, reduction, and compression approaches within two levels: Sensor

nodes level and Gateway level.

1.

In the first level (Sensor nodes), we design four energy-efficient

approaches:
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a. DEDaR approach: it executes the AutoRegressive Prediction
(ARP) model to predict the data for the next period. It applied the
data transmission reduction technique based on adaptive
piecewise constant approximation (APCA), Symbolic Aggregate
Approximation (SAX), and Huffman Encoding (HE).

b. DIiPCoM approach: it uses an AutoRegressive Integrated
Moving Average (ARIMA) model to predict the data for the next
period, and it combines different data transmission reduction
techniques based on APCA, Differential Encoding (DE), SAX,
and LZW.

c. IDaPCoT approach: it uses an AR model to predict the data for
the next period, and the data transmission reduction technique
based on APCA, DE, SAX, and LZW

d. EDaRePE approach: it makes use of an ARIMA model to
predict the data for the next period, and the data transmission
reduction technique based on APCA, DE, SAX, and HE

2. Inthe second level (Fog Gateway):

Spatial correlated data reduction technique for energy
conservation in the 10T network. We design an approach named Two-
Tier Energy-efficient Data Reduction Technique for 10T
Networks (TEDaReT) to reduce data before sending it to the cloud.
The TEDaReT is executed to remove the duplicated sets of data
received from the sensor node level to reduce the data sets based on

finding the similarity between data sets.
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1.8 Literature Review

WSN-based 10T data reduction has received much interest in recent years.
Some of the most often used fundamental data reduction technologies include
clustering, scheduling, compressive sensing, multi-channel multi-paths, data
compression, data aggregation, and prediction. In this section, certain a number
of those alternatives will be presented with details explanations and one will

explain why they work.

In a previous study [21], the authors suggested combining the Gaussian
process for robust prediction with a wavelet multiresolution transform. The
wavelet domain handles data and allows the transform to capture geometric
information and break down it into smaller signals or sub-bands. For each sub-
band of the wavelet, the deconstructed signal is estimated using a Gaussian
process, allowing the processing of Gaussian to pick up a much simpler signal.
Using difficult time series generated by several types of sensors, [22] built a
multi-dimensional attribute selection model and a prediction model of sensor
data reactive. This methodology enhances the accuracy and consistency of 10T
sensor data long-term prediction results when compared with existing data
prediction models. The prediction model was set to the test with sensor data
from Intel Berkeley Research Lab, which have an accuracy of more than 98%,
and weather and water data from the Chicago Park District, which have an

accuracy of 92%.

As a solution for reducing 0T data, the use of in-networking data filtering
and fusion is proposed in [23]. The suggested method is split into two levels,
each of which may be adjusted on a single or two tiers. The data change
detection and the divergence of true observations from their predicted values

are two methods that refer to the initial layer of the data filtering layer which

8
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was introduced by the proposed method. The second layer uses a least square
error criteria to merge the data in the same certain region at the same time

domain for individual sensors.

To decrease the data size, an adaptive method called AMDR was
presented. This method works on two levels: the first level is represented by the
sensor node and the second level is represented by the gateway [24]. This
method is used to reconstruct the data based on the threshold determined by the
user in advance to maintain the accuracy of the data. In some cases, AMDR gets
as good a result as 92% for data reduction while maintaining good forecast
accuracy, according to real-world data. AMDR offers the realization of all

energy-saving possibilities.

Some proposed prediction algorithms [25-28] examined the relationship
between gathered data to create a model that compares historical and future
values. Liazid et al. [26] recommended modifying the dual prediction scheme
(DPS) mechanism. Rather than updating the historical data table, the new
version applies a series of models for data prediction during earlier DPS
algorithm runs. In reality, the improved model of prediction is generated in (SN)

and sent to the gateway, or vice versa.

Russo et al. [27] proposed an unsupervised machine learning system based
on self-organized maps to predict data from sensor nodes. They demonstrate a
new predictive method that puts the sensor into hibernation to reduce data
transmission based on a self-organizing map. In Karjee and Kleinsteuber [28],
to track faulty data gathered at the sink, an online data tracking and estimation
(ODTE) system is proposed. The data prediction system (DPS) and the
distortion factor are the two basic systems used in ODTE (DF). DPS is used at
the sensor level to decrease transmission by setting a limit, whereas DF

9
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estimates the best data collected at the sink node. Compression and aggregation
techniques are used in several of the suggested works to minimize data
transmission. For periodic sensor applications based on clusters, the authors
offered a structure fidelity data collection (SFDC) method in Wwu et al. [29]
SFDC searches for spatial correlation between sensors using a distance function
and temporal correlation using a similarity index. The authors then present a
scheduling strategy to provide power to the sensor in wake/sleep nodes in
clusters. Similarly, Dhimal and Sharma [30] used a similarity method to search
the sensor nodes for spatial-temporal correlation to switch the associated nodes
to sleep mode to reduce power in the network. The authors demonstrated that,
when compared to alternative similarity metrics, PPMC provides the greatest

results in terms of network energy conservation.

Previous studies [31, 32] proposed a modified k-nearest neighbor
algorithm for data redundancy removal in the sensor node to save energy and
extend the lifespan of the network. Then, they extend their work to include data
redundancy elimination on the second level of the network (gateway). The
received data vectors of sensor nodes are gathered into groups of similar data
vectors and then one representative vector is sent for each group. In Idrees et al.
[33] the authors introduced a new data reduction method for saving energy in
the 10T network. They implemented two algorithms to remove the redundant
data at both the sensor and aggregator levels. The divide and conquer method is
implemented at the aggregator level while the clustering is used with the sensor
nodes. The proposed work in Idrees and Al-Qurabat [34] presented an energy-
aware data transmission reduction in fog computing-based IoT networks. The
method is activated at both sensor nodes and the fog gateway. In the sensor
devices, they implement combined grouping and easy encoding methods to

remove unnecessary data before forwarding them to the fog gateway. In the fog
10
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gateway, they proposed a clustering algorithm based on “dynamic time
warping” (DTW) that combines with the simple encoding method to further
remove the redundant data before transmitting them toward the cloud data

center.

Wang et al. [35] suggested two phases of dual prediction to decrease the
amount of data which are (DPP) which refers to the data prediction phase and
(DRP) which refer to the data reduction phase which decreases the volume of
data sent to the gateway and saves power in the network, while DPP processed
on the gateway in synchronization with previous level (SN) to predicted non-
transmitted data in the previous level. Jarwan et al. [36] produced two variant
algorithms: data compression (DC) which use to minimize the traffic between
the gateway and based station and dual prediction (DP) which utilize to decrease
transform of data to the gateway, they proposed NN network and long short-
term memory networks (LSTMSs) for runs the prediction. AM-DR proposed by
Fathy et al. [37] depended on merging two decouple LMS of filtering of the
window that has the variant size to find the measurement for two-level (SN) and
(GW), which makes (SN) send just the immediate value that considered

irregular value.

Several data reduction algorithms based on clustering techniques have
been proposed in the past few years [38-46]. The PFF strategy is used in the
sensor and aggregator devices [38]. The Jaccard similarity is used by
researchers in the sensor node to lower the redundancy of data and set similarity
in the aggregator node to minimize duplicated sets of data. Harb et al. [39]
described an approach called ATP that was implemented in the sensor device.

It lowers the amount of data before transferring them to the base station. They

11
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eliminate the redundancy of data at the sensor node, then use a variety of

techniques to lessen spatially similar data in the gateway.

The authors in [40] suggested a de-redundancy algorithm that works at two
levels. The first level produces a dual-metric distance, and to obtain clusters of
similar nodes, the enhanced k-means method first identifies redundant nodes.
In the second step, a Gaussian hybrid clustering classification technique is
provided, which is used to build data similarity clusters for edge sensing data.
The clustered data is randomly weighted in the third step to deduplicate the
spatial correlation data. The EK-means strategy presented by Rida et al. [41] is
a two-step approach. First, it uses a Euclidean distance-based data aggregation
approach to reduce similar data collected at the sensor level. Then, it uses an
improved k-means clustering algorithm to aggregate similar data sets generated
by surrounding nodes into the same clusters, reducing the quantity of data

transmitted to the sink even more.

Loganathan et al. [42] proposed a data reduction method based on
aggregation and re-scheduling using clustering techniques to save energy in
sensor networks. The cluster formation and cluster head selection are
implemented in an energy-efficient way. This model contributes to reducing the

transmitted data and increasing the lifetime of the network.

Alam et al. [43] proposed an in-network data-lowering approach at the
cluster head using an error-aware data clustering scheme. This approach allows
the user to select the suitable model that satisfies their requirements and the
quality of data. The temporal data is clustered into groups, and the data
redundancy is removed from each group. The random outliers are detected to
introduce an error-aware data clustering that maintains the level of data error

under a predefined threshold. For data gathering, a correlation clustering

12
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strategy is applied, in which sensor nodes with similar data are grouped as a
cluster. Then, using independent component analysis on cluster head loT
devices, an algorithm is developed to gather the data. The data-gathering phase
is carried out on clusters with higher data correlation [44]. A previous study [45,
46] suggested an integrated divide and conquer with an improved K-means
strategy for data gathering with power saving in WSNSs. It gathers the data at
two different levels: node and cluster head. At the sensor node, a divide and
conquer technique is used to eliminate data redundancy from the gathered data
before transferring it to the head of the cluster. The head of the cluster uses an
improved K-means strategy to a group obtained data sets from loT devices into
groups of near-identical data sets and then sends the best representative set from

each group to the sink.

The comprehensive resume of related literature mentioned above indicates
many methods for data reduction using different techniques. Nevertheless, the
proposed methods in existence cannot adequately eliminate redundant data
while keeping a high level of data accuracy. Furthermore, some of these
methods are more complicated and require high time and memory complexities,

and they cannot be implemented inside the constrained resources sensor

devices.

S E {octi

= | Reference @ Approach Objective
Combines a present an algorithm for the prediction of
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et al. SNL | model and a multi-dimensional feature selection model
[22] dynamic sensor- | and a dynamic sensor-data prediction
data prediction | model.
model.
The proposed protocol can work on
Propose a resource-constrained IoT devices as well
Ibrahim e as fog and cloud servers. propose a
missing data . -
Kok et al. SNL | prediction missing data prediction protocol called
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DeepMDP data sources, which can reduce the amount
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[101] model
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resemblance in shape of data curve of
contiguous data periods.
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11 al. SNL | DPDR approach | approach performs data reduction through
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an Event :
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SNL . DC scheme is used to reduce traffic
Jarwan A. Routing .
12 & between cluster heads and sink nodes. For
et al. Protocol based . . .
FGL both schemes, various algorithms will be
[36] on Consensus . .
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(ECRPC) o
accuracy, delay, and transmission
reduction percentage. For the DP scheme,
neural networks (NNs) and long short-
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term memory networks (LSTMs) are
proposed to perform predictions. The
training phase of the NNs and LSTMs is
done online which is necessary in the DP
scheme,

Chapter One
Combination of
Fathy Y. et two decoupled
13 al. SNL
b Least-Mean-
Square (LMS)

propose an Adaptive Method for Data
Reduction (AM-DR). The method is based
on a convex combination of two
decoupled Least-Mean-Square (LMS)
windowed filters with differing sizes for
estimating the next measured values both
at the source and the sink node such that
sensor nodes have to transmit only their
immediate sensed values that deviate
significantly  (with a  pre-defined
threshold) from the predicted values

1.9 Dissertation Organization

The rest of this dissertation is arranged as follows:

e Chapter 2: Theoretical Background

This chapter presents the theoretical background of WSNs. An overview

of PSNs, their applications, and challenges is made as a way to give a

background to the PSNs and the challenges of PSNs. Also, this chapter

illustrates some of the prediction techniques, reduction methods, and data

compression approaches. Furthermore, present the metrics of data

reduction such as network lifetime, data accuracy, energy consumption,

and data transmissions. Moreover, present the similarity measurements.

Finally, illustrate the energy consumption model.

e Chapter 3: Proposed Data Reduction Approaches

This chapter illustrates the designing of periodic energy-efficient in-

network processing approaches that depend on data prediction, reduction,




Chapter One Introduction

and compression approaches within two levels: Sensor nodes level and
Gateway level. In the first level (Sensor nodes), we design four energy-
efficient approaches: the DEDaR approach, DiPCoM approach,
IDaPCoT approach, and EDaRePE approach. In the second level (Fog
Gateway): we design an approach named Two-Tier Energy-efficient
Data Reduction Technique for 10T Networks (TEDaReT) to reduce
data before sending it to the cloud.

e Chapter 4: Simulation Results and Discussion

The assessment of the performance as well as the results of the simulation
are shown here in the form of graphs, and a discussion of the recommended
approaches that were provided in Chapter 3 is included. The evaluate the
performance is twofold: first, to evaluate the performance of the suggested
approaches using actual sensor data and a variety of performance measures
such as data reduction, number of sending readings, energy consumption,
and data accuracy; and second, some performance metrics of further
results are applied to assess the effectiveness of the proposed approaches,
such as transmitted readings, energy consumption, and data loss
percentage. Finally, the evaluation of the offered approaches in relation to

other competing approaches that belong to the same area.
e Chapter 5: Conclusion and Future Works

This chapter presents the conclusion for the dissertation which is drawn
from the findings which came from conducting this research and recorded

in the chapters. Finally, future works are also introduced in this chapter.
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CHAPTER TWO: THEORETICAL BACKGROUND

2.1 Introduction

Wireless Sensor Networks (WSNs) are widely employed in harsh
environments and in wide-range applications [5, 6] such as multimedia,
underwater, terrestrial, and underground [7]. More specifically, the WSNs are
applied in real-world applications such as military, agriculture, earthquakes,
glaciers [8, 9], environmental issues, industry [10, 11, 12], and healthcare [13].
However, due to the widespread distribution of a large number of sensor devices
in these wide area locations, these applications' most prevalent concerns and
challenges are distribution deployment, design, and energy consumption. Each
sensor’s lifespan depends on its ability to perform various activities such as
sensing, calculation, processing, and data transfer.

Moreover, data transmission consumes more energy than other activities.
The data in a query-driven approach is captured, kept locally, and sent to the
right module when a certain piece of knowledge is needed from many places.
Time-driven sensor data also referred to as periodic sensor data, is primarily
utilized for monitoring certain phenomena, such as earthquakes, healthcare, and
melting glaciers [14]. Academics have paid a lot of attention to Periodic Sensor
Networks (PSNS).

This chapter describes the periodic sensor network. PSN application
samples are reviewed first. Then, we introduce the challenges that face PSN.
Next, we provide the techniques and performance measurements for

Predictions, compressions, and data reduction. After that, we introduce the
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network lifespan and time series data mining. And finally, we provide this

work's energy model.

2.2 Overview of WSN

Recent rapid growth in one of the most significant applications in WSNs
Is environmental monitoring, which is highly recommended in the wake of
certain climatic shifts and catastrophic disasters in nature throughout the globe.
The uses for WSN may be broken down into three distinct classes. First, event-
driven applications, where sensors report back to a central hub when something
noteworthy has occurred, like a forest fire. The second form of application is
query-driven, whereby the information collected by the sensor nodes is
transmitted in reaction to a request from the sink, which in this instance is a
storage facility. Third, this thesis focuses on time-driven (or periodic) types
[47].

A wireless sensor network is said to be periodic if its sensor nodes deploy
at regular intervals to gather data from the area of interest and then periodically
report that data to a central location, or sink. PSNs, in contrast to other networks,
are exceptionally well-suited to ensuring persistent data collection in the
relevant area [48]. The periodic method is used by a number of PSNs
applications (such as environmental monitoring [49] and phenomenon
surveillance [50]) to keep tabs on recurring changes. Sensor nodes are used in
extreme environments to collect data on the weather and hydrology on a regular
basis. This data includes things like pressure, light, humidity, wind speed and
direction, temperature, and so on.

PSN has two primary challenges: first, it must be able to offer an

appropriate lifespan in order to fulfill the requirements of applications. Second,
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as a result of the enormous quantity of data that is gathered by this network,
managing the data is made more complex [51].

The implementation of PSN for agricultural applications is shown in
Figure 2.1. A large number of sensor nodes—in the hundreds—have been
randomly dispersed around a field to determine the levels of light, temperature,
and humidity in the soil. Every five minutes, all of the sensor nodes in this
system collect the same piece of data. Once each hour, the collected information

Is sent through multi-hop transmission to the final recipient for analysis [47].
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Figure 2.1. Agricultural uses of PSNs [47].
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2.3 The WSNs Applications

WSNs include many different types of sensors, such as infrared, visual,
seismic, acoustic, thermal, magnetic, and radar. The sensors possess the
capability to identify and communicate a diverse array of environmental
variables such as pressure, motion, orientation, temperature, illumination,
velocity, flooring composition, acoustic intensity, the existence or non-
existence of particular objects, and the mechanical strain levels of linked entities
[20]. As can be seen in Figure 2.2, this opens up a wide range of possible
applications.

This variety of applications includes homeland security [20], monitoring
the environment, monitoring the structural health of structures (such as bridges,
tunnels, and buildings), tracking targets, monitoring pipelines (such as water,
oil, and gas), monitoring active volcanoes, precision agriculture, health care,
transportation, supply chain management, underground mining, human activity
monitoring [7], monitoring seismic acceleration, intelligence gathering for

defense, weather, and climate, and monitoring seismic acceleration.

Industrial
Applications

Transportation

Bl

Figure 2.2. Applications taxonomy of WSN.
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In the near future, it is expected that sensors will be embedded in
everything to give them intelligence. Intelligent objects have the capability to
acquire knowledge about their environment, engage in communication with
other intelligent entities, and even establish connections with individuals.
Consequently, the market for Wireless Sensor Networks (WSNSs) has witnessed
a significant expansion and paved the way for the emerging "Internet of Things
(1oT)" [52].

The Internet of Things (1oT) is a network of devices that are capable of
independent thought and are linked together by a means of electronic
communication. Since sensor nodes form the backbone of the Internet of
Things, WSNs are poised to play a pivotal role in this emerging field [53]. With
the rise of the 10T, wireless sensor networks (WSNSs) have found widespread
usage in a variety of modern contexts. This encompasses a range of
technologies, such as remote metering and smart water supply, useful

agriculture, and smart farming, among others [54].

2.4 Challenges in PSNs

The PSN has the capability to gather data from its sensor node constituents,
which are widely distributed in large areas, and subsequently transmit that data
to the sink at regular intervals. This is one of the features that sets PSN apart
from other networks. PSNs will be subject to several problems (some of which
are shown in Figure 2.3), all of which will have an impact on their overall
design, operational effectiveness, and operational performance. In the following
sections, specific information on PSNs’ most significant difficulties will be
provided.
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PSNs
Challenges

| I I |
Energy . Scalability
M

Figure 2.3: The PSNs Challenges.

2.4.1 Deployment

The initial challenge that Periodic Sensor Networks (PSNs) may encounter
pertains to the installation of sensors with the objective of collecting data on a
particular phenomenon within the designated area of concern. This is because
sensors constitute the initial step in the network life cycle [20]. It is possible to
divide the process of deploying sensor nodes in WSNs into two distinct types:
the first of these is a deterministic deployment, while the other is a random
deployment. Furthermore, while some applications may offer deterministic
sensor placement, random placement is frequently utilized in the majority of
scenarios due to its convenience in terms of both time and cost. In order for a
PSN application to be successful, it is necessary for the sensors to cover the

whole area and to have a link to the communication network [55].

2.4.2 Energy Consumption

Two of the challenges that are frequently associated with the design of
PSNs: first is the deployment of the sensors in different, and second is limited
power sources for the sensors that are representative of the core of PSN’s work

[17]. In general, the power source for sensor nodes is a battery that requires
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recharging after a certain period of time or replaced since its energy storage
capacity has been depleted. It may be difficult or impossible to replace or
recharge the sensor batteries in some circumstances, such as when resources are
costly or when sensor nodes operate in a hostile environment, harsh, or distant
[56]. In these instances, none of the two choices is appropriate.

When its power supply runs out, though, it may be easily discarded. Sensor
nodes with non-rechargeable batteries must be able to keep going until the job
Is complete or a new battery is installed. The duration of the work is based on
the nature of the application, and PSN must have a long enough lifespan to meet
the needs of the application [7]. Thus, energy efficiency is often the most critical
task for a PSN.

2.4.3 Security

PSN also has the difficulty of ensuring the safety of data collected in non-
military settings, and mission-critical infrastructure like airports and hospitals
[56]. Although security is a concern in all networks, it is more pressing in sensor
networks because of their mobility and limited resources. Conventional
methods of protecting networks of sensors are impractical (i.e., they are wholly
inadequate due to the specific features and application requirements for sensor
networks) due to the restricted resources of sensor nodes (such as energy and
memory) [57]. As sensor nodes are often placed in vast, uncontrolled regions,
they are open to a wide variety of threats and attacks from humans and animals
alike. Both the sensors' physical and data security, as well as the needs of the
monitored application, are required to be in place, therefore, be taken into

account throughout the system's design and construction [57].
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2.4.4 Scalability/density

The density diffusion of sensors presents a barrier when it comes to
scalability, notwithstanding the fact that the deployment of a large number of
sensors may result in redundancy, it can enhance the fault tolerance of the
network. It is very uncommon for there to be hundreds or even thousands of
sensors dispersed around an area with the aim of monitoring a particular
physical occurrence [20]. The necessity of this duplicative volume has been
established in order to ensure the reliability of sensor data acquired through
collaborative means. The presence of such enormous amounts of data will lead
to the emergence of a number of issues within the PSNs, including but not
limited to: an increase in the degree to which data is redundant; the network
packets colliding with one another; required energy consumption has increased;
and a more difficult task for those responsible for making decisions. Hence, in
the process of building networking protocols, they need to be capable of dealing
with a high number of sensors in an effective way [20]. As a result, the processes
of data collecting and data reduction have received a significant deal of scrutiny

in the field of PSN with the aim of diminishing the volume of generated data.

2.4.5 Routing

One of the additional issues that may be presented to networks of periodic
sensors is the task of locating and maintaining pathways that connect sensor
nodes and sinks. There are many limitations that are imposed on the design of
routing protocols. These limitations are dependent on the capabilities of nodes
(the limitations of wireless networks include a restricted range of transmission,
limited energy capacity, and constrained processing and storage capabilities.
Additionally, the network's characteristics, such as self-configurability, sensor

locations, node identifications, fault tolerance, and topological changes, also
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play a significant role). On other hand, numerous other routing methods for
PSNs have been suggested in the research that has been done. The majority of
these protocols make use of several established routing strategies, for instance,
clustering, data reduction, and in the domain of network processing, in order to
reduce the amount of power that they use. [58, 59] These techniques may help

reduce the amount of power that is required.

2.4.6 Coverage

Keeping the best possible coverage of the target region is another
significant issue for periodic sensor networks. After sensor nodes have been set
up, we need to make sure they provide enough sensing coverage over the
network's whole lifespan. Nonetheless, environmental monitoring and other
periodic sensor network applications provide considerable leeway in terms of
network coverage. Critical applications like industrial or military surveillance
need comprehensive coverage of the target region. Hence, sensor scheduling
algorithms have been shown to be an efficient methodology for periodic sensor

networks when considering the issue of coverage [60, 61].

2.5 Data Collections

Data collection refers to the act of amassing sensed measurements in a
methodical manner from a large number of sensor nodes with the purpose of
finally transmitting them to the sink for further processing [20]. In contrast, in-
network calculations are less expensive in terms of energy consumption and are
frequently regarded minor and inconsequential [20, 7]. Data transfer is an
expensive process in the sensor. On the other hand, the power required to do the
computation is far lower than the power required to communicate the data. For

instance, the amount of energy that must be used in order to transmit a data
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packet with a size of 1 KB across a distance of 100 meters is about similar to
the standard microprocessor's ability to carry out around 3 million individual
instructions. Hence, any extra processing that will lower the quantity of the data,
even if it's only one data bit, will be valuable in terms of finding ways to save
energy. This high fluctuation in transmission and calculation demonstrates the
relevance of using local data processing to reduce the energy volume within the
sensors network that is used [7].

It is common for nearby sensors to produce data that is highly correlated
with one another and redundant. [48] The reason for this is that sensors that are
placed in close proximity to one another typically sense the same phenomena,
which results in the generation of a large amount of duplicate data. The amount
of bandwidth and energy that will be used as a direct consequence of this data
replication will be excessive [62]. Moreover, the station will be faced with a
significant challenge in vast sensor networks that managing the data generated
[48].

It is a waste for each of the nodes to transmit their data straight to the sink
because sensor nodes have a finite amount of energy. In addition, the decrease
of energy consumption in each sensor node has become important in order to
increase the lifespan of WSN [62]. Therefore, we need strategies for eliminating
redundancy and consolidating data in order to produce a piece of information
with high quality at the sensor nodes. This will result in a reduction in the
number of packets that will be sent to the sink, which will ultimately lead to the
conservation of both energy and bandwidth. Data reduction is one method that
may be used [48] to accomplish this goal.

This dissertation focuses on the problem of reducing data, where saving
energy is a very important goal. To address this problem, the dissertation
proposes two-level data reduction strategy based on prediction and compression
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that will be executed at the sensor device level and Gateway level to lower data
redundancy and power consumption while maintaining high data accuracy. This

section will provide some theoretical context for certain approaches.

2.6  Prediction Techniques

The term "prediction" is used to describe the process of making an
educated guess about a future result or occurrence by analyzing available facts
and information. Prediction is the process of utilizing past data to predict future
outcomes based on patterns or trends detected via statistical or machine learning
analysis [63].

Prediction may be made in many different industries, including business,
economics, meteorology, sports, and medicine. Experts in several fields utilize
historical data to make forecasts about the future, such as stock market analysts,
meteorologists, and physicians who try to gauge a patient's risk of contracting
a disease based on their medical history. As many circumstances, some of which
cannot be predicted in advance, might affect the course of future events,
predictability is not guaranteed. Yet, the capacity to create accurate forecasts
may be a powerful resource for decision-making and planning, enabling
companies and organizations to foresee future events and take preventative or

proactive steps as needed [63].

2.6.1 The Autoregressive Prediction

The AutoRegressive Prediction (ARP) prediction technique is main aim is
to predict the data in the next period in sensor nodes. Autoregressive statistical
models predict following values by the history of previous values. An
autoregressive model may attempt to stock market prices based on its previous

performance for example:
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1. Autoregressive models estimate future values based on historical values
and are commonly employed in technical analysis to forecast future
security prices.

2. The underlying assumption in autoregressive models is that the future will
be similar to the past. As a result, they may be wrong under specific market

scenarios, such as financial crises or rapid technological growth.

Because they work on the principle that prior values have an influence on
present values, autoregressive models are helpful for analyzing nature,
economics, and other time-varying systems. Autoregressive models use an
accumulation of the variable's prior values, whereas multiple regression
procedures use a linear combination of predictors to predict a variable [64].

The AR(1) autoregressive process's current value is determined by the
value immediately preceding it, whereas an AR(2) process's current value is
determined by the previous two values. For electronic noise, an AR(0) process
with no term dependency is used. There are many various techniques to
determine the coefficients suitable calculations used, such as the least squares
method, in addition to these variations. Technical analysts use these concepts
and methodologies to forecast security prices. However, because autoregressive
models rely solely on historical data to predict future values, they implicitly
presume that the fundamental forces that drove past prices will remain constant
over time. If the underlying dynamics at stake are fluctuate, for example if a
particular industry is undergoes rapid and unprecedented technological
development, this might lead to unexpected and incorrect forecasts. To create
forecasts, an autoregressive model uses a linear combination of the target's past
values. Naturally, the regression is performed against the target. An AR(p)
model is mathematically stated as [65]:
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Xe=c+ yo Dixeite 2.1)

Where, p: is an order, c: is a constant, and epsilon: noise. The AR(p) model is
extremely adaptable, and it may be used to describe a wide range of time series

patterns. Autoregressive models are often used only on stationary time series.

2.6.2 The ARIMA Prediction

It is a statistical analysis approach known as Autoregressive Integrated
Moving Average (ARIMA). In order to better understand the data set or forecast
future changes, this model analyzes time series data. A statistical model known
as an autoregressive one estimates future values using historical data. For
example, an ARIMA model can try to predict sales income based on what
happened in the past or the price of a stock based on what happened in the past.
There are three main parts to the ARIMA method [66]:

e In terms of time series analysis, autoregression (AR) is the process of
making predictions based on prior data. The idea behind an AR model is
that the current value of a time series may be calculated by looking at its
historical data.

e The time series is integrated (I) by differentiating it until it is stationary.
When a time series is stationary, it has a constant mean and constant
variance. To do a differentiation, one simply subtracts the value of a time
series at a given instant from its value at an earlier instant.

e The term "moving average" (MA) is shorthand for a method that makes
predictions based on the average of previous forecast failures. The value
of a time series at any instant in time is assumed to be proportional to the

total of all the mistakes in the preceding predictions in an MA model.
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Time series may be modeled using ARIMA. This model is linear because
future values must be linear functions of past data. Over the last few decades,
academics have focused heavily on linear models due to their ease of grasp and
application. Demand is typically forecast using time series forecasting methods.
The examined prediction accuracy under an autoregressive moving average
assumption and utilized historical data to evaluate seasonal variation in demand
[67]. To improve the predictability of their model, Miller and Williams [68]
utilized a multiplicative method to identify the seasonal components. Hyndman
[69] extended Miller and Williams’ [68] work by using alternate correlations
between seasonality and trend in the context of the theory of seasonal ARIMA.
If the order of the seasonal adjustment is large or the diagnostics fall short of
proving that the time series is stationary after the seasonal adjustment, the
standard ARIMA approach becomes costly.

Furthermore, it is frequently impossible to create a model. In these cases,
the traditional ARIMA model static parameters are seen as the principal
obstacle to forecasting the rapidly varying seasonal demand. The traditional
ARIMA method also has the problem that it needs a lot of observations to find
the best model for a set of data [70]. ARIMA model (p, d, and q) is the name
given to an ARIMA model in which:

» p stands for the autoregressive amount,

+ d for the differences amount,

+ q for the moving averages amount.

According to equation (2), and the autoregressive model, Y; is a linear

function of the preceding values:

Yi= aiYer+ & 2.2)
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A random shock (&) and a linear mixture of prior observations have been

combined to create each observation. The self-regression coefficient, a1 is

shown in equation (2). The integrated approach considers how multiple
processes interact cumulatively to affect how a time series behaves [71]. For
instance, the status of stocks is constantly shifting according to demand and
supply. Nonetheless, the overall influence of the fleeting changes throughout
the course of time between inventories largely determines the average level of
stocks. The long-term level of the series will remain constant even if short-term
stock prices vary dramatically around this average number. The class of
integrated processes includes time series that are determined by the cumulative
impact of an action [71].

For a process seen over a long period of time, a series’ behavior might be
chaotic even when the variations between observations can be extremely tiny
or even revolve around a fixed value. A crucial characteristic for an integrated
process from the perspective of statistical analysis of time series is the stationary
nature of the series of differences. Non-stationary series are represented by
integrated processes. It is assumed that there is a constant difference between
any two sequential values of Y while doing an order one differentiation [72].

Equation (3) defines an integrated process:

Yi= Y1 + &t (2.3)

A random disturbance of white noise i1s &t.

A moving average process’ current value is created by linearly combining
the present disturbance and one or more preceding disturbances [69]. The

moving average order reveals how many earlier periods were taken into account
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while calculating the present value. The following is a definition of a moving

average provided by equation (4):

Yi=€- 01&ts 2.4)

2.7 Reduction Techniques

When discussing time series analysis, the term "reduction” most often
refers to the process of simplifying or lowering the dimensionality of the time
series data while maintaining as high a level of data accuracy as is practicable.
Methods such as aggregation, sampling, and filtering are examples of
approaches that may be used to accomplish this goal. The practice of
aggregating data over a predetermined period of time is a typical method that
may be used to reduce the dimensionality of time series data. For instance,
rather of utilizing data on a minute-by-minute basis, one might aggregate the
data to hourly or daily intervals rather than using minute-by-minute data. This
would make the data more digestible and simpler to evaluate [73].

Filtering is yet another method that may be used to alleviate the difficulties
associated with time series data. This requires performing mathematical
operations on the data in order to filter out noise or undesirable variability in
the data while maintaining the integrity of the data's essential characteristics.
For instance, you may apply a moving average filter to uncover underlying
patterns in the data while also smoothing out oscillations in the data [74].

In the process of lowering the dimensionality of time series data, sampling
is another method that is often used [75]. This entails picking a subset of the
data points to utilize for analysis, which may lead to a reduction in the total
quantity of data while still preserving a significant amount of information.

Nevertheless, care must be taken to ensure that the sample is representative of
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the underlying population and that essential aspects of the data are not lost in
the process of sampling [76]. In addition, care must be made to ensure that the
sample is representative of the underlying population.

Generally, the objective of time series reduction is to simplify the data
without omitting any significant information and while preserving data
accuracy with high quality [77]. This is done with the intention of making the
data easier to work with for the purposes of analysis and modeling. There are
some approaches that are used to reduce the data, and we introduce some of

these:

2.7.1 Adaptive Piecewise Constant Approximation (APCA)

The APCA segments of time series can be obtaining from separate time
series into sets of varying value segments (with a limited reconstruction error)
by using APCA with different lengths depending on the data, with the purpose
of reducing individual reconstruction mistakes. In more technical terms, | R
(S"") — S |< &, R (§P) is the reinitialized function, and ¢ is an error threshold.
One of the basic components of data analysis is data sorting. It enhances the

search and combines the sequences more effectively [34].

As a result, sorting the detected humidity values in descending order
improves the efficiency of APCA by grouping the same (or nearly identical)
signals together. Long segments represent low-activity data regions, whereas
short segments represent high-activity data regions [34]. The (S*°) is given as

follows:

SiAP= {(dmy, dr1), ..., (dMm, drm)}, dre=0 (2.5)
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Si*F is given by a pair of numbers (dmj, drj), where a mean value of
humidity measurements is dm; in the j™ segment, which is given [39]:

dr;
J k
(Zk=dr'—1 S )

J
dl‘i—dl‘]‘_l

dm; = (2.6)

Where right endpoint of the j&* segment is dr .

2.7.2 The SAX Representation

SAX refers to a method of representation of data of time series. By using
symbols set to refer to a time series of length p into g, where the length of a time
series is gp. To begin, the time series is normalized, converting the standard
deviation to unity and the mean to zero [78]. This process ensures that input
data are transformed to output series with a mean approximating 0, and a
standard deviation approximating 1. This normalization is required so that the
data reduction algorithm can focus on structural similarities and differences
rather than amplitude. The following formula is used to calculate this

normalization:

Th_1(5)
= # (2.7)
¥P L (Si—p)?
o= /}T (2.8)
s =Lk (2.9)

Where o, u and S;" are the standard deviation, mean, and normalized data

readings.
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The SAX is regarded as a pioneer in lowering time series dimensionality
and numerosity. It is divided into two parts: the Adaptive Piecewise Constant
Approximation (APCA) transformation and the numerical data transformation
into a set of symbols. A finite alphabet determines the value of each symbol
[42].

The following steps are used to convert the APCA considering SP is the

subset of the original time series S into the SAX (S%):

1- Divide the series of reading values into w parts.
2- For each component of the readings, calculate mean.

3- From N-letter in alphabet, draw mean value quantized into symbols.

The APCA representation is used in the first two steps. In step 3,
employment of quantization (N-/) breakpoints to divide the Gaussian
distribution's domain into proportionate regions equal a. A list of sorted
numbers By, ..., B,—1 known as Breakpoints. The region from g; to fi.1=1/a
under a N (0, 1) Gaussian curve, where . and S, refer to co and —oo respectively.
By searching a table of statistical of them can find Breakpoints. For example,
by searching in the table of breakpoints, it is possible to find a value ranging
from 3 to 10 [38], as shown in Table 2.1.
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Table 2.1: Breakpoint’s values

p1 | 043 -067 -0.84 -097 -1.07 -1.15 -1.22 -1.28
Bz | 043 0 -0.25 -043 -0.57 -0.67 -0.76 -0.84
B3 0.67 0.25 0 -0.18 -0.32 -0.43 -0.52
B4 0.84 043 0.18 0 -0.14 -0.25
Bi PBs 097 057 032 0.14 0

Bs 1.07 0.67 043 0.25
B7 1.15

Bs

Bo

The APCA coefficients can be quantified as follows once the breakpoints
have been defined. Every APCA value is converted to "a" if it is larger than or
equal to the smallest breakpoint. The other values are less than the second

smallest breakpoint are changed to "b," and so on.

2.7.3 The Differential Encoding

Differential encoding is also a method that can be used to time series data
in order to describe the variations that occur in the data over the time period.
Instead of storing the starting value of time series data, differential encoding
includes encoding the difference between the most recent data point and the one
before it [79].

Take for instance the case where we have a time series of temperature
values collected over the course of any length of time. We can save time by
recording the differences between successive temperature readings rather than

encoding each individual temperature measurement. If the current measurement

34



Chapter Two Theoretical Background

is higher than the prior one by two degrees, we will interpret this as a positive
value. If the temperature is lower than the previous measurement by one degree,

we would represent this as a negative number in our encoding [80].

When working with time series data, differential encoding can be helpful
because it can help to reduce the overall size of the data while still preserving
the important information about the changes in the data over time. This helps
differential encoding achieve its potential as a useful tool for working with time
series data. Since even minute shifts in the data will only produce negligible
variations in the encoded data, this technique may also be useful for lowering

the impact that noise has on the data [81].

Nonetheless, employing differential encoding in time series data does
come with certain possible downsides, just as using any other encoding
approach does. For instance, if there are significant changes to the data over the
course of time, the encoding may produce higher values, which may result in
an increase in the total amount of the data. Also, as is the case with all
compression strategies, there is a possibility that some information may be lost
during the encoding process. This may have an effect on the precision of any

analysis or modeling that is carried out on the data [82].

2.8 Data Compression

When discussing time series, the term "data compression™ refers to the
process of decreasing the number of observations needed to accurately describe
a time series while maintaining a level of quality and accuracy that is
comparable to the original data. This is relevant in a wide variety of applications
because storage space may be at a premium or because it may be preferable to

transfer data across a network with a lower bandwidth. Using lossless
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compression methods, such as run-length encoding or Huffman coding, is one
strategy that is used often in the process of data compression in time series.
When applied to time series data that has repeated patterns or sequences of
values that are near together, these approaches have the potential to be very
successful in compressing such data [83].

Using methods for data reduction, such as down-sampling or smoothing,
is an additional method that may be used to compress the data in time series.
The amount of data points in a time series may be decreased by the use of down-
sampling by selecting one point from the series just once every nth time, where
n is an integer. Applying a filter to the time series as part of the smoothing
process helps get rid of noise and lowers the amount of high-frequency
components [84].

Wavelet compression and principal component analysis are two examples
of more sophisticated approaches for data compression in time series (PCA).
PCA involves identifying the principal components of the time series and
representing it using a smaller set of variables, whereas wavelet compression
involves the use of wavelet transforms to identify and remove redundant or
irrelevant information from the time series. Wavelet transforms are used to
compress the time series [85].

The particular application and the properties of the time series data both
play a role in determining which data compression method should be used.
While trying to get the highest possible compression performance, it is often
necessary to apply a variety of various approaches in conjunction with one
another. Data compression may be broken down into two primary categories,

lossless compression and lossy compression [86]:
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l.

Lossless compression is a sort of data compression technology that
reduces the amount of the data without sacrificing any of the
information contained within it. The data that has been compressed may
be decompressed back to its original form without any information
being lost in the process. The Huffman coding method, the run-length
encoding technique, and the Lempel-Ziv-Welch (LZW) compression
method are all examples of lossless compression techniques.

Lossy compression is a sort of data compression technology that
decreases the amount of the data by deleting part of the information that
Is deemed to be of lower importance or to be redundant. The data that
has been decompressed is not identical to the data that was originally
stored, but it is often sufficiently similar to be suitable for the majority
of applications. JPEG and MP3 are two examples of lossy compression
methods. JPEG is used for compressing pictures, while MP3 is used for

compressing music.

The two different methods of compression each have their own set of

benefits and drawbacks. When it is essential to save all of the original data, such

as when compressing text or program files, lossless compression is the best

option. This kind of compression may be found on modern computers. When

the aim is to minimize the amount of the data as much as possible, such as when

compressing audio or video files, lossy compression is advantageous since it

achieves this goal to a greater extent. Lossy compression, on the other hand,

might cause a reduction in the original quality of the data, therefore it might not

be suitable for all applications [87].
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2.8.1 Huffman Encoding

Huffman Encoding is a binary tree-based technique that leverages the
frequency (or probability) property of symbols. It entails the following three
steps [40]: probability calculation & symbol ordering, transformation of a
binary tree, and assigning symbols with codes. In frequency calculation &
symbol ordering, the number of each symbol in the entire data is counted, then
the count is divided by the total number of letters in the data to get the
"Frequency" of each symbol. One of the advantages of Huffman Encoding relies
on the fact that it is a probability-based method. The most common symbols —
the once with the highest frequencies — are often represented with fewer bits
than least common symbols [40]. For example, we have the frequencies as has
been shown if Figure 2.1 for the following data with five different symbols: A
BCDE.:

Symbol Frequency
Data A v
& B
C 6
AAAAAAABCCCCCCDDEEEEE mp D 2
E 5

Figure 2.4. Example of probabilities of five symbols A, B, C, D, E[40].

The binary tree transformation can be achieved as follows:

1. Select the two nodes with the shortest sum of frequencies from the collection.
Then, merge the two nodes with a root includes the frequency equal to the

sum of frequencies of these two selected nodes.

2. Reintroduce the new tree to the collection.
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3. Repeat this process until the tree that encompasses all of the input

frequencies.
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Figure 2.5. Binary Tree Transformation [40]

To assign the codes to symbols, the only thing that need to be done is to
assign 1 for each time go right child and 0 for each time go left child. Then, the
binary tree is obtained that known as Huffman Tree [40]. Finally, using

Huffman Encoding, the symbols and their codes can be retrieved.
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Figure 2.6. Assigning Codes to Symbols [40]
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Even if the difference between compressed and non-compressed data is only 21

characters, which this difference can be seen as significant.
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compression = 21 x 8 bits = 198 bits
compression=7x2bits+1x3 bits +6x 2
bits + 2 x 3 bits + 5 x 2 bits = 45 bits

Figure 2.7. Number of bits calculation before and after compression [40]

2.8.2 LZW Compression

The most popular compression method is the LZW algorithm because it is a
lossless technique; no data will be lost after compression. The technique is easy
to use in hardware and has very high throughput potential. The idea relies on
recurrent patterns to conserve data space. Due to its adaptability and simplicity,
the method most commonly used for general-purpose data compression is LZW.
Several PC utilities can "double the capacity of the hard disk™ based on this
method. Reading a set of symbols, stringing them together into codes, and
finally altering the strings is how LZW compression operates. Since the codes
take up less space than the words they replace, compression is possible. LZW
has the following characteristics [86]:

1. A code table is used by LZW compression, with 4096 entries being a
popular choice. Single bytes from the input file are always allocated the
code values 0-255 in the code table.

2. Only the first 256 items of the code table are presented when encoding
starts; the remaining entries are blanked. Codes 256 through 4095 are
used to represent byte sequences during compression.

3. As the encoding process progresses, LZW identifies repeating

sequences in the data and adds them to the code table.
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4. Each code is retrieved from the compressed file and then used to
accomplish decoding by passing it through the code table to see which

character (or characters) it belongs to.

For example, consider the ASCII code. Normally, 8 binary bits are used to
store each character, giving the data enough for up to 256 different symbols. By
using 9 to 12 bits each character, this technique aims to expand the library. The
new, distinctive symbols are combinations of previously occurring symbols in
the string. Particularly with short, varied strings, it may not always compress
properly [86].

However, this approach can both compress and uncompressed data,
making it useful for compressing redundant data. Additionally, the new
dictionary need not be saved with the data as well. The compression technique
works by keeping a dictionary that corresponds the longest words encountered
with a list of code values when the input data is processed. The input file is
compressed because the words are swapped out for their matching codes. As a
result, the algorithm becomes more effective as the volume of lengthy, repeating

words grows in the input data.

2.9 Data Reduction Metrics

The challenge of building efficient algorithms in order to achieve data
reduction is not a simple task, but rather a complex one. There are a number of
significant performance elements that may be used in the calculation of

algorithm efficiency [48], which are as follows:
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2.9.1 Network Lifetime

"Network Lifetime" refers to the duration for which the network can
remain operational or useful. A WSN is composed of a large number of small,
low-power wireless sensor nodes that collect and transmit data to a central base
station. The network lifetime in WSNs is an important factor that determines
the efficiency and effectiveness of the network. The network lifetime in WSNs
depends on several factors, including the number of sensor nodes, their energy
consumption, the communication protocol used, and the power management
strategies employed by the nodes. In general, the energy consumption of the
sensor nodes is a critical factor that determines the network lifetime [88].

To maximize the network lifetime in WSNs, various power management
strategies can be employed. For example, nodes can be put to sleep when they
are not needed, or their transmission power can be reduced to conserve energy.
Also, efficient routing protocols can be employed to minimize the energy
consumption of the nodes during data transmission. Moreover, energy
harvesting techniques, such as solar, thermal or vibration energy harvesting, can
also be used to extend the network lifetime [89].

The network lifetime in WSNSs is a crucial factor that needs to be carefully
considered during the design and deployment of the network. The goal is to
maximize the network lifetime while maintaining the required level of
performance and reliability. A longer network lifetime can lead to cost savings
and increased efficiency in various applications, including environmental

monitoring, industrial automation, and healthcare [84].

2.9.2 Data accuracy

Data accuracy is a critical factor in sensor networks because the data

collected by sensor nodes forms the basis for decision-making in various
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applications. The accuracy of the sensor data is important because it directly
impacts the quality of the decisions made based on that data. Several factors can
affect the accuracy of sensor data in a sensor node. These factors include sensor
calibration, environmental conditions, sensor drift, and sensor noise. Sensor
calibration is critical to ensure accurate and reliable data collection.
Environmental factors, including humidity, temperature, and light can also
affect the accuracy of the data collected by the sensor node. Sensor drift refers
to the gradual change in the sensor's output over time, which can result in
inaccurate data collection. Sensor noise is another factor that can affect the
accuracy of the data collected by the sensor node, and it can be caused by
electronic or environmental factors [90].

To ensure the accuracy of the data collected by a sensor node, it is essential
to calibrate the sensors regularly and to ensure that the sensors are operating
within their specified environmental conditions. Also, it is important to employ
noise filtering techniques to eliminate or reduce the effect of sensor noise on the
data collected by the sensor node. The accuracy of the data collected by a sensor
node can also be improved by using multiple sensors to measure the same
variable and then combining the data from these sensors to obtain a more
accurate measurement. This technique is known as sensor fusion and can
significantly improve the accuracy of the data collected by a sensor node [48].

In summary, the accuracy of data collected by a sensor node is crucial for
the performance of sensor networks. It is essential to take into consideration the
factors that affect the accuracy of the data and to employ appropriate calibration,
filtering, and fusion techniques to ensure accurate and reliable data collection
[48].
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2.9.3 Energy Consumption

Energy consumption is a critical factor in sensor networks because most
sensor nodes operate on battery power, and their lifetime depends on how
efficiently they use the available energy. Energy consumption in a sensor node
is influenced by several factors, including the hardware design, software design,
communication protocol, sensing mode, and environmental conditions. The
hardware design of a sensor node has a significant impact on its energy
consumption. Power-hungry components, such as the processor and radio,
consume more energy than other components, such as the sensors. Therefore,
the hardware design should be optimized to minimize power consumption. For
example, low-power microcontrollers and radio modules can be used to reduce
energy consumption [91].

The software design of a sensor node also plays a critical role in energy
consumption. Efficient algorithms and data processing techniques can minimize
energy consumption by reducing the time and frequency of processing and
communication. The software design should also consider power management
strategies, such as putting the sensor node to sleep when it is not required.
Communication protocols used in a sensor network can also impact the energy
consumption of a sensor node. The communication protocols should be
designed to minimize the number of transmissions and the time spent in
communication, as they consume significant energy. For example, routing
protocols that minimize the number of hops required to transmit data can
significantly reduce energy consumption [92].

The sensing mode of a sensor node can also impact its energy
consumption. The sensing mode should be optimized to minimize the energy
consumption while still providing the required accuracy and precision. For

example, duty cycling can be used to minimize the time that the sensor is active
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and reduce energy consumption. Environmental conditions such as temperature,
humidity, and light can also affect the energy consumption of a sensor node.
Extreme conditions can cause the sensors and other components to consume
more energy, leading to a shorter lifetime. Therefore, it is essential to design the
sensor node to operate within the specified environmental conditions [93].

In summary, energy consumption is a critical factor in sensor networks,
and it is essential to optimize the hardware and software design, communication
protocol, sensing mode, and environmental conditions to minimize energy

consumption and extend the lifetime of the sensor node.

2.9.4 Data Transmissions

The number of data transmissions in a sensor node depends on the sensing
mode, data processing, and communication protocol used in the network.
Generally, the more data a sensor node sends, the higher its energy consumption
and the shorter its battery life. The sensing mode used in a sensor node can
affect the number of data transmissions. In continuous sensing mode, the sensor
node generates data continuously, leading to a high number of data
transmissions. In event-based sensing mode, the sensor node only generates
data when a specific event occurs, leading to a lower number of data
transmissions. Therefore, the event-based sensing mode is more energy-
efficient than the continuous sensing mode [94].

Data processing also affects the number of data transmissions. Efficient
algorithms and data processing techniques can reduce the amount of data
generated and the frequency of data transmissions. For example, data
aggregation can reduce the number of data transmissions by combining data

from multiple sensor nodes before transmitting it to the base station. The
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communication protocol used in the network can also affect the number of data
transmissions [83].

The protocol should be designed to minimize the number of transmissions
and the amount of data sent. For example, routing protocols that minimize the
number of hops required to transmit data can significantly reduce the number
of data transmissions. It is also essential to consider the required level of data
accuracy and the application requirements when determining the number of data
transmissions. The sensor node should only send data that is necessary for the
application, and the data should be transmitted at a frequency that meets the
application requirements [83].

In summary, the number of data transmissions in a sensor node is
influenced by the sensing mode, data processing, and communication protocol
used in the network. It is essential to optimize these factors to minimize the

number of data transmissions and conserve energy in the sensor node.

2.10 Similarity Measures

While performing activities related to data mining and the study of time
series, using similarity measures is very crucial and vital [95]. A connection
between two items and a scalar number is one way to construct a measure of
similarity. This relationship may also be thought of as a scale. For the purpose
of mapping the similarities, the intervals [-1, 1] or [0, 1] are used, with 1 being
the highest level of proximity [96].

There are four primary categories that may be used to categorize the many
similarity metrics of time series that can be found in the research literature. The
basic form of the series is used to compare the distances between points. Edit-
based metrics determine the total number of actions required to transform one

time series into another. These actions might include adding, removing, or
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editing data. With feature-based distances, the characteristics of the time series
are extracted first, and then any distance function may be used to compare the
extracted attributes. In conclusion, structure-based similarity metrics compare
different series by first extracting higher level structures from them and then
comparing those structures to one another [96].

This dissertation may use various standard measurement techniques in
order to determine whether or not there is a full or partial match between two
time series. These methods include the Euclidean distance and the cosine angle

that exists between the two vectors.

2.10.1 Euclidean Distance Similarity

Euclidean distance is a measure of the distance between two points in
Euclidean space. It is the length of the straight line segment connecting the
two points. In two-dimensional space, the Euclidean distance between two

points (X, y1) and (X2, y) is given by the formula [96]:

d= \/(xz —x1)% + (2 — y1)? (2.10)

In three-dimensional space, the Euclidean distance between two points

(X1, Y1, Z1) and (X2, Y2, Z2) is given by the formula:

d= (= x)%+ 2 —y1)?2 + (25 — 7;)? 2.11)

The Euclidean distance can also be extended to higher-dimensional spaces

in a similar way. The Euclidean distance is a fundamental concept in many
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fields, including mathematics, physics, and computer science. It is commonly
used in machine learning and data analysis to measure the similarity between

data points in a high-dimensional space [96].

2.11 Energy Consumption Model

Typically, a network of sensors will be made up of sensor nodes, each of
which is powered by a minuscule battery that only provides a limited amount
of Jule. Therefore, one of the things to follow in wireless sensor networks is in
order to minimize the energy consumption of individual sensor nodes, which is
considered to be one of the important issues that must be resolved over the
lifetime of the network. This is one of the things that is considered to be one of
the things to follow in wireless sensor networks. As a result of the fact that radio
communication is the most significant contributor to the total amount of energy
that is used by WSNSs, it is imperative that the sensor nodes use as little power
as possible while transmitting data [97].

Two distinct methods exist for reducing the amount of electricity
transferred via protocols. The first advantage is that sensor nodes are able to
convey data to relatively close destinations, such as base stations (also known
as sinks) or cluster heads. After then, the cluster head will utilize its capacity to
transport the gathered data across a great distance in order to keep the energy
levels of the lesser nodes stable. The second approach is to lessen the amount
of data, or bits, that are transferred via wireless networks. Our procedures are
predicated on the goal of cutting expenses (in terms of energy) by identifying
and consolidating superfluous data in the interest of preserving the authenticity
and precision of the information [97].

We employed the very same energy consumption model that was described

in [98] in order to determine the amount of energy that our procedures required.
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This model suggests that the power dissipated by the radio will be Egec=50
nJ/bit while operating the circuits of the transmitter or receiver, and Samp=100
pJ/bit/m? when operating the amplifier of the transmitter. The radios have the
ability to adjust the power and may increase the minimum power necessary to
reach the intended receivers. In addition, the radios have the ability to be
switched off to prevent the receipt of inadvertent broadcasts.

The m- bits message is for the cost of transmission, and d is for the

distance, Equation 2.12 show this.

Erx (m, d) = Eelec*m + ,Bamp* m x d? (2.12)

The energy consumption required for reception m — bits is calculated as

in Equation 2.13.

Erx (m; d) = Eetec * m (2.13)

The amount of energy that must be supplied to the sensor node in order to

record m- bits is given by Equation 2.14.

Ecx(m)) = Erx(m, d)/7 (2.14)

Since receiving data is likewise a costly activity (in terms of energy), the
total amount of data that is received and sent should be kept to a minimum. In
the simulations of our experiment, the length of the data reading m is assumed
to be equal to 64 bits. In the first level, which corresponds to the level of the
sensor nodes, and Each sensor node will have accumulated data readings at the
end of each period. When a message containing m bits is being sent, an
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additional 64 bits are appended to it. This adds up to the frequency of data
reading m. The following formula (2.15) is used to determine how long each

data packet will be when it is sent:

DataPacket Length = (number of readings in the data setx2)x64bits  (2.15)

As a result, the length of a packet is equal to the number of readings in the
sensed dataset multiplied by 64 bits to account for their frequencies. Hence, the
term "energy consumption” refers to the aggregate amount of energy dissipated
at individual sensor nodes while gathering and transmitting data readings. This

quantity is mathematically expressed in equation 2.16.

Esensor (m,) = Erx(m,d) + Ecx(m.d) (2.16)

At the Gateway level, also known as the CH level, the cluster head is the
node that is responsible for receiving the sensed data sets from all of the member
sensor nodes that are part of the same cluster throughout each period. Therefore,
the amount of power that is consumed at the Gateway level is equal to the
amount of energy that is consumed by the data sets that are received at the
cluster head from its members as well as the amount of power that is consumed

by the data that is transmitted to the sink and is computed using equation 2.17.

Era (m,) = Erx(m,d) + ERx(m,d) (2.17)
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2.12 Conclusion

An introduction to Periodic Sensor Networks (PSNs) has been provided in
this chapter for those interested in learning more. PSNs, as opposed to event- or
query-based Sensor Networks, send their data to be processed at the sink on a
periodic basis. It has been shown that it may be used in a variety of application
domains, including environmental monitoring, industrial monitoring, undersea
monitoring, and medical monitoring. The primary challenges associated with
PSNs have been outlined. The issue of time series in PSNs as well as the energy-
efficient data reduction techniques that seek to minimize the amount of energy
spent by wireless sensor nodes have been demonstrated. The goal of these
mechanisms is to reduce the amount of energy that is consumed by the wireless
sensor nodes. Many different performance criteria are broken down here so that
an evaluation of the effectiveness of the suggested data reduction strategies may
be carried out. This chapter focuses on the aspects of machine learning that are
related to time series. These aspects include prediction techniques, data
representation techniques, similarity measures, and data compression
techniques. These aspects are all taken into consideration when designing an
energy-efficient data reduction protocol for PSNs. In addition to that, an

explanation has been provided for the energy consumption model.
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CHAPTER THREE: PROPOSED DATA REDUCTION

3.1 Introduction

One of the most difficult problems that has to be solved in PSN is
determining the maximum lifespan of the battery. Whereas, in sensor nodes,
radio communication, which includes the transmission and receiving of
messages, is the aspect that has the most impact on the amount of energy that
PSNs use.

In this dissertation, we presented novel approaches for the decentralized
implementation of energy-efficient data reduction. The prediction and data
compression methodologies were used throughout the development of the
suggested approaches for data reduction. Figure 3.1 the work of the dissertation
with the techniques used.

The goal of these approaches is to minimize the amount of data that is
sensed on two different levels: sensor nodes (SN) level and Fog Gateway (FG)
level. This is done to extend the network’s lifespan in PSNs. The work that has
to be done at the sensor node stage involves deleting duplicated measurements
at each period so that the amount of sensed data that is sent to the Gateway may
be reduced. While on the other hand, the reduction that occurs during the second
stage (Gateway) functions as a filtering mechanism by enabling the Gateway to
recognize and then eliminate sets of data that are redundant and produced by
neighboring nodes. Before being sent to the Cloud must reduce the overall
number of sets. The following sections provide a full overview of possible

solutions to the problem of managing the amount of energy that is being used.
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Figure 3.1. The Design of Our Work

55



Chapter Three Proposed Data Reduction Approaches

3.2 Sensor Nodes Level

Minimizing energy consumption in each sensor node is an essential
challenge in WSN that has to be addressed during the lifetime of the network's
existence. At the sensor node level, we developed four different approaches. At
this stage, the recommended algorithms are implemented on every sensor node.
In the following sections, we'll go into further depth about the proposed

approaches.

3.2.1 Proposed DEDAR Approach

A distributed energy-efficient data reduction (DEDaR) approach based on
prediction and compression is proposed to decrease data transmission in loT
networks. The DEDaR Approach is implemented on each sensor device. It is
regarded as an effective method to save power and reduce the amount of
transferred data and thus extending the lifetime of the network while
maintaining the accuracy of received data at the gateway. Figure 3.2 depicts the

flowchart of the proposed DEDaR approach.
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Figure 3.2. Flowchart of proposed DEDaR approach
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3.2.1.1 Collection of 10T sensor data

The data collection is periodic, where the new reading is collected from
sensor node i at slot times. The node i then creates a new data vector (i.e. time
series vector) from the captured readings R = [rl, r2,..., yT] at each period,
where T is the total amount of readings in each period. The 10T sensor node will
capture the (same or very similar) measurements, especially when is very short
or when there is no change in the monitored area for a long time. This will allow
the 10T sensor node to send a large volume of data to the Gateway at each

period.

3.2.1.2 APCA technique

In many cases, the sequence of temperature measurements is too extensive
to be evaluated, and as a result, it is required to approximate the data. The
purpose of data approximation is to reduce the number of sensor readings while
preserving the essential structure and properties of the signal. DEDaR approach
employs a simple and efficient representation approach called APCA. At this
step, the DEDaR approach changes the series of temperature readings from its
initial form to the APCA representation (as mentioned in section 2.7.1), to
reduce the dimensionality of the series, which refers to the number of observed
measurements. This series is broken up into many equal parts by APCA. After
that, it determines the mean value for each individual part. Algorithm 3.1
outlines the procedure that must be followed to convert the initial temperature
measurement series into an APCA representation.

In the beginning, the first period will be sent to the Gateway. The data of
this period and the other periods that need to be sent to the Gateway will be

processed to remove the redundancy at the sensor node’s level before sending
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them to the Gateway. Therefore, the dimensionality reduction based on
segmentation and APCA is to segment the data into m segments of data readings
with different lengths depending on their activities, where the long segments

represent the low activities and the short segments represent the high activities.
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Algorithm 3.1: Dimensionality Reduction based Segmentation and APCA
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Input : SoD (set of data reading of a period)
Output : SoG= {5063, ..., SoGm} (set of m segments of readings), SegLen (set of
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39.

lengths of segments)

[0

set_bfr — @
m<«— 0
SoD  «— Sorting (S0D) // Sorting of readings
for j <1 to len(SoD) do
set_bfr; «— SoD;
l<l+1
Sm «— 0
Count < 0
flag — 0

for i <1 to len(set_bfr) do
Sm «— Sm + set_bfr;
Count «— Count +1
end for
SEG, <« Sm / Count
i<—0
while (flag = 0) and (i <len(set_bfr) do
if (set_bfr; - SEG, >e_max then
flag — 1
i—1i-1
else
i<—i+]
end if
end while
if (flag = 1) then
l<0
m<«— m+/
Count < 0
Sm «— 0
fork </ toido
Sm < Sm + set_bfr;
Count «— Count +1
end for
SoG,, < Sm/ Count
SeglLen,, — len(m)
set_bfr «— @
end if
end for
return SoG, Seglen
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3.2.1.3 SAX Representation

This approach converts from a numerical form of time series to a
sequential series of discrete symbols using pre-defined mapping rules.
Symbolic techniques are more noise resistant. SAX is the most extensively used
symbolic representation approach for time series data mining. A large reduction
in dimensions ensures this representation method as well as a reduced bounding
property, improving the efficiency of the algorithm. It is necessary to transform
time series, which contain data readings from sensor nodes, into suitable forms
for further analysis. To deal with time series, it is recommended to use two
different representation techniques: normalization and symbolic representation.

After applying the APCA method, which divides the data into a set of
segments, the normalization method was used on the data of each segment as
shown in Algorithm 3.2. Then, the SAX method was used to convert the data
into symbols by using a breakpoint value whose alphabet range is 3—10 symbols
as shown in Table 2.1. Note that the number of characters used determines the
breakpoint values. In our method, the number of symbols that are used is 10.
Every APCA value will be converted to a suitable representation using the SAX

algorithm. Algorithm 3.3 demonstrates the SAX algorithm.
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Algorithm 3.2: Normalization Data of Segments

Input: SoG: APCA Segments, SegLen: Length of APCA
Segments
Output: SoN: Set of Normalize Segments.
Process:
sum, «— 0
forj «— 1 to SegLen do
sumy <« sumg+ SoG;
end for
sum#
#“ 6_-SegLen
Sumg «— 0
forj < 1 to Seglen do
Sums « Sum, + [SoG; — p|
end for

o — /ﬂ // find the standard deviation
SeglLen

. forj« Ito SeglLen do
SONj « 506k

end for
Return SoN

// find mean values
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~
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NN
NN

~
=

~
X

Algorithm 3.3: SAX Representation

Input: SoN : Set of Normalize Segments, SegLen: length of
Segments, B (breakpoint values of table 2.7)
Output: SAXsm: Symbol Segments.
Process:
alphabet < {‘a’,’b’,c’,’d’,’e’,f,’g",’h’,’i", )} }
char < 10 # The no. of Symbol that represents the values
for i < 0 to SegLen do
for j < 0 to len(B) do
if Byi+1jichar-17> SONi > Bjjcrar-i7  then
SAXsm i «— alphabet;
end if
end for
. end for
10. Return SAXsm

.

I R I N N

A symbolic representation of data readings for I0T sensor nodes from a
normalized one by using the SAX approach. The SAX can be generated the
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quantification does this conversion by dividing the area under the Gaussian

distribution into an equal proportional area using (N - 1) breakpoints.

3.2.1.4 Huffman Encoding

The proposed DEDaR approach employs a static alphabet dictionary
derived from the implementation of the Huffman algorithm on the data of sensor
1 in the dataset and we named this fixed alphabet as Fixed Code Dictionary
(FCD) based on Huffman encoding. The FCD is constructed as a fixed
dictionary to avoid frequent sending for dictionary of variable codes with
transmitted encoded data to the Gateway to decode received data. The fixed
alphabet must achieve two conditions: the absence of ambiguity in the code,
and the code must be as minimal as possible.

The FCD will be static for all periods with a variable bit of code for each
symbol. The Gateway will receive this FCD dictionary only once. Table 3.1
shows the Fixed Code Dictionary (FCD). In this table, the first column
represents the symbols generated by the SAX representation (Algorithm 3.3).
The second column refers to the code of the symbols. The third column

represents the number of required bits of each code to represent the symbols.

Table 3.1: Fixed Code Dictionary (FCD)

Symbol Code No. of Bit
a 00 2
0100
0101
0110
0111
1000
1001
10100
10101
10110

(O MR R N N N N E I

= TQ [=h D QO[T
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3.2.1.5 AutoRegressive Prediction Model

Autoregression predicts the value at future time steps by using data from
prior time steps as input to a regression equation. It is a simple method that can
produce reliable forecasts for a variety of time series issues. The DEDaR
approach employs a model for time series forecasting based on an
autoregressive prediction method. A linear regression model forecasts the result

using a linear combination of input values and can be formulated as:

Y= by + by * X 3.1)

Where yy4 IS the forecast, by and b, are parameters discovered by model
optimization on training data, and X is an input value. This approach can be
applied to time series when the input parameters, referred to as lag parameters,
are observations from prior time steps. For instance, the value of the next time
step (t+1) can be estimated based on the data from the previous two-time steps

t-1 and t-2. This might be represented as a predictive model as follows:

X =bo + (b1 * Xt-1) + (bz * Xt-z) (3.2)

The regression model is known as an autoregression because it uses the
same input variable as data at earlier time steps. An AutoRegression model is a
linear regression model using lagged data as input variables. Manually
designing the linear regression model and the lag input parameters could use
Linear Regression. Alternatively, the statistical model package offers an
autoregression model that requires a lag value and trains a linear regression
model. Itis part of the AutoReg class. This model can be used by first generating

the AutoReg() model and then training it on our dataset with fit(). An
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AutoRegResults object is returned. Once the model is fit, it can use it to generate
predictions by using the predict() method for a set of future data.

The DEDaR approach collects the data inside the sensor node periodically.
The collected data of the first period are used by the autoregressive prediction
technique to predict the data of the next period. The sensed data of the first
period will always be transmitted to the Gateway after compressing those using

previous sections.

Algorithm 3.4: AutoRegressive Prediction

Input: DF: set of data file reading from the sensor
Output: PD: set of prediction data

Process:

1. count < 0

2. fori—0 to len(DF) do

3. train, test < splitTrainTest (DF, 0.3)
selector = ar_select_order( train )

model «— AutoReg(train, lags=selector )
model_fit < model.fit()

PD/[count] < model_fit.predict(start=len(train), end=len(train)+len(test)-1))
count <— count+1

9.  DF « shifting( DF)

10. end for

11. return PD

o N & A

The AutoReg() method in Algorithm 3.4 gets data from the sensor as well
as the number of lags to include in the model (if an integer) or a list of lag
indices to be included. For example, (1, 4) includes only lags 1 and 4, whereas
lags = 4 includes lags 1, 2, 3, and 4. None of the AR lags respond in the same
way as 0. Then, using the fit() function, fit the model. Model fitting is a statistic
for determining how well a machine learning model generalizes to data that is
comparable to the data it was trained on. A well-fitted model produces more
accurate results. After training the model, the following step is usually to make
predictions on the testing set. To do so, we must use the predict() function,

which will effectively use the learned parameters from fit () to make predictions
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on fresh, unknown test data points. Predict(), in essence, will make a forecast
for each test instance, and it normally only requires a single parameter (X). The
predicted value for classifiers and regressors will be in the same space as the

one observed in the training set.

3.2.1.6 Similarity Measures

The similarity algorithm using Euclidean distance measurement is
demonstrated in Algorithm 3.5 which will be applied between the predicted data
and newly collected data of the next period. If the results are greater than or
equal to a predefined threshold Sim_th, they are considered as similar and they
will not be transmitted to the Gateway. Otherwise, if the result of the similarity
function is less than Sim_th, the sensed data are considered dissimilar and
should be transmitted to the Gateway. The techniques in (Section 3.2.1.2,
Section 3.2.1.3, and Section 3.2.1.4) are applied to the data before sending
them to the Gateway. Every time the similarity between the actual collected data
and the predicted data is less than Sim_th, the prediction model will be trained
with actual collected data to produce the new predicted data set that will be used

for the next periods.

Algorithm 3.5: Similarity Algorithm

Input: PD: Prediction Data set.
AD: Actual Data set

Output: Sim: similarity value
Process
1. sum «— 0
for i — 0to len(PD) do

sum «— sum + |(PDij — AD;j)|
end for

D «—+/sum
1

Sim «—

SANA I

. 1+ D
return Sim
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3.2.1.7 Computational Complexity of DEDaR

This section provides the analytical study of the computational complexity
for the proposed DEDAR approach. Each sensor node i collects a series of data
during each period, which is represented by R, where the total amount of
readings during one period is T. The time complexity of the Algorithm 1, which
Is responsible for dimensionality reduction based on segmentation and APCA
is O(MAX(Len(SoD)Log;Len(SoD), Len(SoD) * Len(set_bfr))). The space
requirement for Algorithm 1 is @(Len(SoG)*m + Len(SegLen) + Len(SoD) +
Len(m)). The time requirement for Algorithm 2 is ©(SegLen*), while it
requires storage equal to @(Len(SoG*)+Len(SoN*)). Algorithm 3 requires time
and storage equal to @(Seglen* * Len(B)) and O(Len(SoN*)+
Len(p)+SegLen®) respectively. The time and space complexities are required
by Algorithm 4 are @(Len(DF)* lags) and @(Len(DF)+Len(PD)) respectively.
Algorithm 5 requires @(Len(PD)) of time complexity, whilst it requires storage
equal to @(Len(PD)+Len(AD)). The Huffman Encoding uses a fixed code
dictionary (FCD) that includes the used symbols and their codes. The FCD will
be saved at both sender (sensor node) and receiver (gateway). It is simple and

requires a very small size of memory (121 bits). The encoding requires

O(Len(SAX*sm)) of time complexity.

Hence, the time complexity for DEDaR approach is
O(MAX(Len(SoD)Log: Len(SoD), Len(SoD) * Len(m))) and the
storage requirement is @(Len(SoG)*m + Len(SeglLen) + Len(SoD) +
Len(m)). This computational complexity analysis shows the
implementation cost of the proposed DEDaR approach from the time and

storage requirements point of view.
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3.2.2 Proposed DiPCoM Approach

We propose a distributed prediction-compression-based mechanism
(DiPCoM) for saving power in 10T networks. The new contribution of this
approach is using the ARIMA prediction method to predict the data for the next
period and suggest LZW as an effective compression technique to reduce the
amount of data sent to the Gateway and keep the energy of the sensor nodes.
This makes the network’s lifespan longer. The DiPCoM applied the same
reduction techniques used in DEDaR with added Differential Encoding (DE)
techniques after using APCA that it finds the difference between every two
adjacent values in the time series, then puts the first value of the time series with
the vector of differences to be used. This uses the fact that encoding the
differences would require fewer bits than the original values. DiPCoM

experiments are also achieved using a Python-based custom simulator.

3.2.2.1 Lempel-Ziv-Welch Compression

The LZW method is the most well-known lossless compression algorithm
and employs a dynamic dictionary to encode modernistic words using
sequences previously acquired. In the input file, one word typically receives the
dictionary codes 0-255. LZW compression reads a stream of symbols, arranges
these symbols into words, and converts these words into codes; thus,
compression is made possible by the codes’ smaller size compared to the words
they replace. When encoding begins, the dictionary only has the first 256
entries. The rest of the entries are blank. The SAX algorithm uses an alphabet
from A to J (for example, a=10 symbols), therefore the range of the initial

dictionary will be from "A" to "J" depending on the SAX alphabet. Therefore,
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we decided to use the sequence of symbols (1-10) in the dictionary. This will
make it smaller and better suited for 10T sensor nodes with limited memory.
The LZW algorithm works by taking a token from a string of tokens
obtained from SAX and checking each token. If it exists in the dictionary, it
takes the next symbol and adds it to the previous set of symbols for the purpose
of checking the new symbols again. If the new symbol is not present in the
dictionary, it adds it to the dictionary and then gives it a special code and adds
the index of the previous symbols to the token. It continues with this mechanism
until all the symbols in the series are completed and a new symbol that is not in
the dictionary appears. The result will be a token compression, which represents
the code for the string of symbols entering the algorithm. The main objective
behind using lossless LZW after lossy reduction methods is to compress the
data without loss while keeping its accuracy at a suitable level at the gateway.

Algorithm 3.6 demonstrates the LZW algorithm.

Algorithm 3.6: LZW Compression
Input:  SAXsm: Symbol Segments, SeglLen: length of Segments.
Output: TCom : Token Compression.
Process:
alphabet < {“a’,b’,c’,d’,e’,f,’g’ ,’h’,’i’, ]}
Dic « Initialize Dictionary (alphabet)
for i < 0 to SegLen do
if SAXsm [i] < in Dic then
string < string + SAXsm[i]
else
TCom <« index of string in Dic
Dic «— string + SAXsm[i]
string «— SAXsm/[i]
10. end if
1. end for
12. Return TCom

o

$ ® RN AR WD
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We can explain the working of LZW by presenting an illustrative example
for applying LZW of SAX representation, consider we have input stream
getting from SAX algorithm which is {abcedajabdca}. Table 3.2 shows the
LZW Dictionary.

Table 3.2: LZW Dictionary

Index Entry Token
1 a
2 b
3 C
4 d
5 e
6 j
7 ab 1
8 bc 2
9 ce 3
10 ed 5
11 da 4
12 aj 1
13 ja 6
14 abd 7
15 dc 4
16 ca 3
17 a -

3.2.2.2 ARIMA Prediction Algorithm

A statistical analysis model called ARIMA examines time series data to
clarify the data set or based trends. An autoregressive statistical model is one
that forecasts future values using data from the past. For instance, an ARIMA
model can attempt to predict sales income consistent with earlier periods or
forecast the price of a stock based on past performance. The parameters p, d,
and g are necessary for the model of ARIMA and can be determined. The order

of the autoregressive (AR) term is p, and the number of differences needed to
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keep the stationarity of the series is d. The order of the moving average (MA)
term is g. Based on the Augmented Dickey-Full-Test, the value d is calculated
and equal to 1. The partial autocorrelation function (PACF) is used to give p,
and the parameter g is computed by the autocorrelation function (ACF),
according to the Box-Jenkins technique [8].

The first lag, which is within the significance threshold, provides the
values for the AR and MA terms. AR =2 and MA = 0 from the ACF and PACF
create the limits for evaluating various combinations of (p, and ). Before fitting
the model, the data is separated into training and testing datasets. Then, using
the training data for building the model and achieving the predictions for each
value in the test dataset, a rolling forecast was constructed. The rolling
forecasting method requires that the model be recreated once a new import data
value is obtained. This is achieved by removing the first value in the data that
indicates the oldest value, then doing shifting for all values in the data and
adding the new prediction value at the end of the data, then looping that for all
the data. Algorithm 3.7 shows the ARIMA prediction algorithm.

Algorithm 3.7: ARIMA Prediction

Input: DF: set of data file reading from sensor.

Output: PD: set of prediction data.

Process:

1.  count <0

fori — 0 to len(DF) do
train, test «— splitTrainTest(DF, 0.3)
selector(p,d,q) = order_fu(train, p,d,q)
model < ARIMA(train, order=selector(p,d,q) )
model_fit < model.fit()
PD/[count] < model_fit.predict(start=len(train), end=len(train)+len(test)-1))
count «— count+1

9. DF « shifting( DF)

10. end for

11. _return PD

N &AW
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The ARIMA prediction approach uses the first period gathered data to
anticipate the data for the next period. After apply techniques in (Section
3.2.1.2, Section 3.2.1.3, and Section 3.2.1.4) that have been used to compress
the first period’s data, it will always be sent to the gateway. The predicted data
will be compared to new data from the future using the similarity algorithm (see
Algorithm 3.5). The findings are considered similar and will not be sent to the
gateway if they meet or exceed a certain threshold (Sim_th). If the similarity
function yields a result lower than Sim_th, the sensed data are deemed distinct

and must be sent to the gateway.

3.2.2.3 Computational Complexity of DiPCoM

The computational complexity of the proposed DiPCoM technique is

analytically studied in this section. Algorithm 1, which uses segmentation and
APCA to reduce dimensionality, has a complexity of @(MAX(Len(SoD)
log:Len(SoD) , Len(SoD) * Len((m)))). Algorithm 1 needs space equal
to O(Len(SoG) * m + Len(SegLen)+ Len(SoD) + Len(SegoE) +
Len((m)). Algorithm 2 has a time need of @(SegLlen) and a storage
requirement of #(SegLen) + Len(SoN) + Len(SegpE)) . The time and storage
needs for Algorithm 3 are @(SeglLen) * Len(f))) and O(Len(SoN) +
Len(f)+SegLen), respectively. Algorithm 4 requires @(SegLen) of time and
storage. The computational need of Algorithm 5 is #(n? *len(DF)) , where n is
the number of parameters (n= p+g+P+Q) and len(DF) is the length of the time
series. Algorithm 6 requires @(Len(PD)).
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3.2.3 Proposed IDaPCoT Approach

Integrated Data Prediction and Compression Techniques (IDaPCoT) is a
technique that combines data prediction and compression to optimize data
transmission. It involves using predictive models to generate predictions of
future data, which are then used to compress the data in the first period and
compress the data that is different from the prediction data.

The idea behind IDaPCoT is that by predicting the future data, the amount
of information that needs to be transmitted can be reduced, resulting in more
efficient transmission. IDaPCoT involves several steps, including:

1. Prediction: this involves using machine learning models to predict the
future data based on historical data. We are proposed AR prediction
technique in this approach (see section 3.2.1.5)

2. Dimensionality reduction: this introduce the APCA method that is used
for time series data. Which is described in (section 3.2.1.2). The other
technique that using in data representation is SAX representation, which is
described in (section 3.2.1.3). The third is Symbolization: The normalized
segments are then mapped to a sequence of discrete symbols from a
predefined alphabet. This mapping is based on a set of breakpoints (see
Figure 2.1) that divide the range of possible values into equal-sized
intervals.

3. Data compression: This step involves compressing using lossless
compression techniques such as Lempel-Ziv-Welch (LZW) compression.
Which is described in (section 3.2.2.1).
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3.2.4 Proposed EDaRePE Approach

We propose an Energy-efficient Data Reduction based Prediction and
Encoding (EDaRePE) in 10T networks. The EDaRePE approach is a proposed
approach aimed at reducing energy consumption in wireless sensor networks
(WSNs). This approach utilizes data reduction techniques and prediction
algorithm to reduce the amount of data transmitted in the network, thus reducing
energy consumption. Specifically, EDaRePE uses a combination of existing
prediction algorithms and proposed Huffman encoding techniques to compress
data within the WSN.

The prediction algorithm used is ARIMA prediction which is used to
predict the values of data that are yet to be transmitted (see section 3.2.2.2), and
the Huffman encoding technique is used to compress the data that is been
different from the data prediction and the data of the first period (see section
3.2.1.4). This reduces the amount of data that needs to be transmitted, which in
turn reduces the amount of energy consumed by the nodes in the network. Also
this approach used the APCA with Differential Encoding (DE) (see section
3.2.1.2) and used the SAX representation approaches (see section 3.2.1.3).
Overall, the EDaRePE approach offers a promising solution to the problem of
energy consumption in WSNs. By reducing the amount of data transmitted,
EDaRePE can significantly improve the longevity of the network, as well as

reduce the need for frequent battery replacements.
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3.3 Gateway Level

Spatial correlated data reduction technique for energy conservation in the
IoT network. We design approach named Two-Tier Energy-efficient Data
Reduction Technique for 10T Networks (TEDaReT) to reduce data before
sending to cloud. The TEDaReT is executed to remove the duplicated sets of
data received from the sensor node level to reduce the data sets based on find
the similarity between data sets. The main goal is to enable the Fog gateway to
decrease the consumed energy and prolong the network's lifetime whilst
maintaining the data's integrity. In this level (Gateway level), k data sets of
readings and their repetition "S*" = (S,A°, S,A ..., SK*F)" have arrived at the

Gateway at the end of each period.

3.3.1 TEDaReT Approach

The basic idea of this method is to group sensors whose data are similar
into groups based on a threshold. In each group, a representative of the group is
taken by finding the similarity between the data of one group, and the
representative is the sensor has the highest percentage of similarity. As a result,
a representative of each group is sent with the index of sensors that were
removed. One of the simplest ways to grouping the sensors by discover
similarity between data of sensors is by using Euclidean Distance measured.
The purpose of this is to find the duplicate data of sensors which are similar in
the second level to reduce the amount of data sets that are to be transmitted to
the cloud. The Figure 3.6 illustrate the flowchart of TEDaReT approach.
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Figure 3.3. Flowchart of proposed TEDaReT approach
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The TEDaReT approach is applied at the fog gateway to identify and
discard duplicate sensor readings to reduce the amount of data of sensors. To
reduce the fog gateway's total transmission and energy consumption, a
similarity technique looks for correlations between sets of metrics. Since the
sensor devices transmit varying sets of length measures to the fog gateway, a
similarity measure is required to determine whether or not two sets of length

measures are comparable.

Therefore, there was a need to return the data to its normal state before the
reduction in order for it to be of the same length for each group, in order to find
the similarity between the data groups using one of the methods of finding
similarity. In our work, we used the Euclidean method to find the similarity
ratio between the data set for the purpose of grouping the data within groups,
and then we take the data set that has the highest similarity ratio to be

representative of group.

For the purpose of returning the data before the reduction, this is done
through the use of the De-LZW algorithm (algorithm 3.8) that returns the data
to symbols, and uses the Re-SAX algorithm (algorithm 3.9), and uses the Re-
APCA algorithm to get the original segmentation, then uses the Euclidean
Distance approach to find the similarity in data sets depending on a specific
threshold, if the similarity percentage between two sets is greater than the
threshold this means It's from the same group, and so on. Thus, this step results
in a group of data sets groups, where selected the data set that has the highest
similarity among all data sets in the same group is representative of the group
with save the 1Ds of the reduced data set in the same group. After the completion
of the similarity process, all the compressed groups will be sent, with the 1Ds of

all sensors that are excepted.
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Algorithm 3.8: De-LZW Decompression
Input: TCom : Token Compression, Dic: Dictionary of LZW
Output: Sym: Symbol Segments.

Process:

1. Sym«//

last < len(Dic)

p «— TCom/[0]

Sym «— (Dic[p])

fori < 0 to TCom do

if TCom[i] in Dic then

| | entry = Dic [TCom[i]]

| endif

| Sym <« entry

| Dic [last] = Dic[p] + entry[0]

|

|
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. Return Sym

Algorithm 3.9: Re-SAX Representation

Input: Sym: Set of Symbol, B (breakpoint values of table 1),

Output: Re-SAX: Data Segments.

Process:

11. alphabet < {‘a’,’b’,c’,d’ e’ ,f",’g",’h’,’i", ] }

12. char < 10 # The no. of Symbol that represents the values

13. k<— 0

14. for i < 0 to Sym do

15. | forj<« 0to len(B) do

w | | if Symp = alphabety; then

17. | | | Re-SAX[k] «— Average ( B[j+1][char-1], B[j][char_]])

8. | | | ke« kt]
I
|

19. | endif
20. end for

21. end for

22. Return Re-SAX
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3.3.2 Data of Sensors Grouping

Data of sensors grouping refers to the process of categorizing or grouping
data of sensors based on specific criteria, such as shared characteristics or
attributes. This can be useful in analyzing and organizing large data sets, as it
allows for easier comparison and identification of patterns or trends within the
data. Common methods for grouping data sets include grouping by similar
features, such as demographic information or geographical location, or
grouping by specific variables or attributes that are relevant to the analysis being
conducted. In addition to facilitating data analysis, data set grouping can also
be useful in data visualization, as it allows for the creation of charts or graphs
that show how different groups or categories compare to each other. Overall,
data set grouping is an important step in the data analysis process that can help
to reveal important insights and inform decision-making. One of the most
common approaches to Data of Sensors Grouping in Wireless Sensor Networks

(WSNs) is to find similarities between data sets.

In algorithm 3.10, the data sets group is checking similarity of each data
set with other sets, if there is similarity then considered in the same group, and
then will find the similarity between sets in each group and take the highest
similarity as representative of group with their IDs, and continuing for all

groups.
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Algorithm 3.10: Data of Sensors Grouping & Representative of each
group

15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
3s.
36.

Input:
Output: All-Group: Vectors of all Groups of Data Sets with their IDs.
Process:

K<« 0

Group — [ ][]
for i — 0 to len(DSs)-/ do

fori « 1tolen(Group) do

endfor
Return All-Group

DSs: Data Sets, thre: Threshold of Similarity.

K« k+1

| —0

if DSs[i] not in Group then

| Group[K][I] < DSs/i]

| | — [+1

endif

for j — i+1 to len(DSs) do

| Sim «— Similarity(DSs[i], DSs[j]) #call fun. Sim.
| if Sim >=thre then

| | Group[k][l] < DSs[j]
| | [<1+1

| endif

endfor

All-Group « (highest-Sim(Group[i]), IDs)

3.3.3

Similarity Function

The clustering-based similarity approach is applied at the fog gateway to

identify and discard duplicate sensor readings to reduce the amount of data sent

from the sensors to the base station. To reduce the fog gateway's total

transmission and energy consumption, a similarity technique looks for

correlations between sets of metrics. Since the sensor devices transmit varying

80



Chapter Three Proposed Data Reduction Approaches

sets of length measures to the fog gateway, a similarity measure is required to
determine whether or not two sets of length measures are comparable.

The suggested clustering technique utilizes similarity criteria based on the
Euclidean Distance (see section 3.2.1.6) to evaluate the degree of similarity
between sets of equal length that have been received from various sensors. To
reduce the amount of energy used and lengthen the lifespan of the PSN, the
clustering technique is being used at the fog gateway to summarize the sets of
measurements from sensor devices before sending them on to the base station.
Since the data set that was received from the sensors from the first stage is
unequal in length, therefore, is a need to return the data to its original position
before reducing it to be of equal length for the purpose of finding similarity

between the data set depending on a specific threshold.

3.4 Summary of The Chapter

In this chapter, we have studied the reduction the energy consumption to
save the lifetime of PSNs by utilizing data reduction techniques. Firstly, we
proposed four different approaches that work at the level of the sensor node.
The primary concept behind the four approaches is to leverage the similarity
between the gathered data's predictive value for a given period and the actual
data for the subsequent period, if there is similarity then will not be sent to the
Gateway, and if not similarity then will pre-processing to reduce the data by
using reduction approaches and compress the data before sending them to the
Gateway. The first approach (DEDaR) is regarded as an effective method to
save power and reduce the amount of transferred data and thus extending the
lifetime of the network while maintaining the accuracy of received data at the
gateway to enable each sensor to make a prediction and compression on the data

by using AR and Huffman Encoding technique. The second approach
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(DiPCoM) is used prediction and data compression with different techniques
such as ARIMA and LZW to reduce the amount of transferred data. The third
approach (IDaPCoT) used the (AR) prediction technique and LZW data
compression technique. The fourth approach (EDaRePE) its work is not very
different from all previous approaches, it is used for the ARIMA prediction and
Huffman Encoding. All approaches use preprocessing on data as APCA and
SAX to reduce data before sending to Gateway and also use the Differential
Encoding technique except the DEDaR approach, which is an efficient approach
to lossless data compression by reducing the bits of data before sending them to
Gateway.

Secondly, we suggest in the Fog Gateway level, prior to transmission to
the base station, the sets of measures received from the sensor devices will go
through a reduction process to eliminate any additional spatially correlated data.
The fundamental concept underlying the second tier is to group sensors whose
data are similar into groups based on a threshold. In each group, a representative
of the group is taken by finding the similarity between the data of one group,
and the representative is the sensor has the highest percentage of similarity. As
a result, a representative of each group is sent with the index of sensors that
were removed. In order to accomplish this, a similarity metric is employed, the
suggested clustering technique utilizes similarity criteria based on the
Euclidean Distance to evaluate the degree of similarity between sets of equal
length that have been received from various sensors. The second level is divided
into two steps: the first is data of sensors grouping depends on finding the
similarity between the set of data read by sensors and the second is select the
represent sensor of each set to transmit the data compressed and an index of
sensors that been shorthanded. As a result, a representative of each group is sent

with the index of sensors that were removed.
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CHAPTER FOUR: SIMULATION RESULTS AND
DISCUSSION

4.1 Introduction

The assessment of the performance as well as the results of the simulation
are shown here in the form of graphs, and a discussion of the recommended
approaches that were provided in Chapter 3 is included. The purpose of this
research is twofold: first, to assess the efficacy of the proposed approaches
through the utilization of factual sensor data and a diverse range of performance
metrics; and second, to evaluate the offered approaches in relation to other

competing approaches that belong to the same area.

4.2  Simulation Framework

The simulation results, analysis, and discussion in this chapter are used to
assess and demonstrate the performances of the proposed techniques. The
simulation experiments are carried out with the help of a custom simulator
written in Python. In these simulation experiments, actual data from sensor
nodes deployed at the Intel Berkeley Research Lab are used [99]. The Lab's
PSN comprises 54 Mica2Dot sensors that are positioned according to the
localization depicted in Figure 4.1, the Berkeley database contains data on date,
time, epoch, moteid, voltage, humidity, temperature, voltage, and light acquired
every 31 s from 54 sensors. In this case, epoch is a monotonically increasing
sequence number from each mote. Two readings from the same epoch number
were produced from different motes at the same time. There are some missing

epochs in this data set. Moteids range from 1-54; data from some motes may be
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missing or truncated. Temperature is in degrees Celsius. Humidity is
temperature corrected relative humidity, ranging from 0-100%. Light is in Lux
(a value of 1 Lux corresponds to moonlight, 400 Lux to a bright office, and
100,000 Lux to full sunlight.) Voltage is expressed in volts, ranging from 2-3;
the batteries in this case were lithium ion cells which maintain a fairly constant
voltage over their lifetime; note that variations in voltage are highly correlated
with temperature.

The gateway is in the middle of the building. Mica2Dot sensor nodes in
the lab have already received over 2.3 million readings, and we u tilize them in
our simulations. Here, we utilize temperature and humidity readings taken from
sensor nodes as our primary metrics. Each sensor node in Figure 4.1 is labeled
in yellow to indicate that it is being left out of our simulation since its data may
be incomplete or incorrect. As a result, we choose and save the temperature and
humidity recorded by 47 different sensor nodes. Those numbers represent an

average across 47 different sensors.
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Figure 4.1: Intel Berkeley Research Lab
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The energy consumption model called the “first order radio model,”
proposed by Heinzelman.41 was used. Figure 4.2 presents the first order radio

model.
Transrrliger ((( :))) (((': :))) Receiver

b bits W b bits
Electronics Amplifier T Electronics
d
b X ¢, X d*

b X Eclcc amp b X Eclcc

Figure 4.2: First order radio model

4.3 DEDaR Approach Performance Evaluation

To study and evaluate the DEDaR approach, we will employ 10,000
sensed data measures from three sensors in this work, and the focus will be met
on one type of sensor measurement: humidity, for the purpose of simplicity
(Sensorl, Sensor 2, and Sensor 3). The captured reading is of length 64 bits;
therefore, the size of the packet is the number of readings multiplied by 64 bits.

Table 4.1 presents the simulation parameters.

Table 4.1: Presents the Simulation Parameters Values.

Parameter Value
sensed data measures from sensors S1, S2, and S3 10000
e_max 0.03, 0.05, 0.07, and 0.09
Eelec 50 * 10-9
gamp 100 *10-12
Sim_th 70%
Captured Reading length 64 bits

In order to show the high efficiency of the proposed DEDaR approach, it
Is compares with some related recent existing methods such as DPDR [35], DP
LSTM [36], DDR-IoT [23], and LMS [37]. The comparison is achieved based
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on some performance metrics such as the percentage of data reduction, data
accuracy, transmitted data size, energy consumption, and network lifetime. The
threshold Sim_th is selected after achieving several experiments by the
proposed DEDaR approach and by using different Sim_th ratios. Figures 4.3,
4.4, and 4.5 show the transmitted data, energy consumption, and accuracy for
Sensorl, Sensor 2, and Sensor 3, respectively. It can be seen from the results in
the Figures 4.6, 4.7, and 4.8 that the suitable ratio for the threshold Sim_th is
70% because the DEDaR approach introduces better results from the energy
consumption and accuracy point of view. The other ratios sometimes provide a
slightly lower energy consumption but with lower accuracy. In this thesis, the
similarity threshold Sim_th ratio was selected, which balances between energy
consumption, and data accuracy. In real world applications, this similarity
threshold Sim_th ratio will be selected according to the application's need.
Performance metrics are utilized in experimental simulations to evaluate

the efficacy of the DEDaR approach. These metrics include:

e Data Reduction,

e  Number of Sending Readings,

e  Energy Consumption, and

e Data Accuracy.

Other performance metrics presents further results, analysis, and
discussions about the DEDaR approach uses the temperature readings during
the simulation, such as:

e Transmitted Readings,
e  Energy Consumption, and

e Data Loss Percentage.
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4.3.1 Data Reduction

This experiment investigates the efficiency of the proposed DEDaR
approach in removing redundant data and compressing sensed data before
sending it to the gateway. The data reduction percentage can be calculated as in
Equations (4.1 and 4.2).

TTR= TCR-NTR (4.1)
DPR = |(Tex * 100) — 100)| (4.2)

Where TCR, TTR, NTR, and DRP refer to the Total Collected Readings,
Total Transmitted Readings, Non-Transmitted Readings, and the Data
Reduction Percentage respectively. Figure 4.3 shows the data reduction
percentage for different methods on the sensed data of sensors 1, 2, and 3 using
different e_max values. It can be seen from the results of Figure 4.3 that the
proposed DEDaR approach increased the percentage of reduction from 92.48%
up to 97.58%, while the other methods introduced a percentage of reduction
from 23.42% up to 75.75%, from 16.04% up to 54.99%, from 13.41% up to
53.39%, and from 3.33% up to 45.34% for DPDR, DP_LSTM, DDRIoT, and
LMS, respectively. The proposed DEDaR approach achieves better
performances compared to other approaches, and it reduces the sensed data
efficiently by removing the redundant data before sending it to the gateway.
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Figure 4.3: Data reduction percentage of Sensorl, 2, and 3.

4.3.2 Number of Sent Readings

In this experiment, the volume of sent data readings to the gateway is
studied. Figure 4.4 introduces the number of sent readings to the gateway after

applying the proposed DEDaR approach.
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Figure 4.4: Number of Sent Readings of Sensorl1, 2, and 3.

From the results in Figure 4.4, it can be observed that the proposed DEDaR
approach reduces the transmitted data to the gateway from 2.42% up to 7.52%
compared with other approaches. The DPDR, DP_LSTM, DDR-IoT, and LMS
reduced the transmission to the gateway from 24.25% up to 76.58%, from

45.01% up to 83.96%, from 46.61% up to 86.59%, and from 53.66% up to
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96.67%, respectively. This can ensure that the proposed DEDaR approach is

more powerful in removing the redundant data before sending it to the gateway.

4.3.3 Energy Consumption

Due to the limited resources of sensor nodes, energy consumption is
critical in these devices of IoT networks. Figure 4.5 refers to the consumed

energy inside each sensor node.
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Figure 4.5: Energy Consumption of Sensor1, 2, and 3.
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It can be noticed from the results in Figure 4.5 that the proposed DEDaR
approach decreased the consumed energy from 90% up to 90.3%, from 91.1%
up to 94.74%, from 91.4% up to 94.94%, and from 92.33% up to 95.56% in
comparison with DPDR, DP_LSTM, DDR-10T, and LMS, respectively. It can
be concluded from the results that the proposed DEDaR approach saves more
energy than other methods due to transmitting as little as few data as possible
readings to the gateway. This improves the performances of the network and

extends its lifetime.

4.3.4 Data Accuracy

Data accuracy can be calculated by computing the deviation between the
gathered (input data) and transmitted data readings (obtained results) after
employing the reduction algorithm, including the prediction algorithm.

Equations (4.3, and 4.4) are used to produce the percentage of accuracy.

Y TCR— (X TTR+3 TER)
TCR

DD =

* 100 4.3)

DA = (1 - DD) 100 (4.4)

The data deviation is DD, the total estimated readings of the sensor Si is
TER, and the data accuracy is DA. The total transmitted readings are denoted
by TTR, while the total collected readings are denoted by TCR. Figure 4.6
shows the data accuracy.
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Figure 4.6: Data Accuracy of Sensorl, 2, and 3.

It can be seen from the results of Figure 4.6 that the proposed DEDaR

approach introduces a suitable data accuracy of 92.48% up to 99.74% compared
with other methods introduced of 23.42% up to 75.75%, from 16.04% up to
54.99%, from 13.41% up to 53.39%, and from 3.33% up to 45.34% for DPDR,
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DP_LSTM, DDR-IoT, and LMS, respectively. This will ensure that the
proposed DEDaR approach provides a high reduction with suitable data
accuracy at the gateway. The proposed DEDaR produces this high ratio of data
accuracy due to losing a lower number of data readings at the sensor node. It
uses efficient techniques to remove redundant data from the sensor node while
maintaining adequate data quality at the gateway. The DEDaR approach uses a
fixed code dictionary based on lossless Huffman encoding to compress the
segments of the SAX technique, and this decreases the lost data and increases

the accuracy of received data at the gateway.

4.3.5 Further Results and Discussion

This section presents further results, analysis, and discussions about the
DEDaR approach, and the findings are compared with some related works to
show the efficiency of the proposed DEDaR approach. In the next experiments,
the DEDaR approach uses the temperature readings during the simulation. It
uses different sizes per period such as T= 20, 50, and 100 readings per period.
Moreover, the e max uses different values like 0.03, 0.05, and 0.07. The
DEDaR approach is compared with DaReCA [33], prefix frequency filtering
(PFF) [38], and aggregation and transmission approach (ATP) [39].

4.3.5.1 Transmitted Readings

It can be observed from the results presented in Figure 4.7 that the DEDaR,
DaReCA, ATP, and PFF approaches sent data from 1.63% up to 6.06%, from
3.2% up to 5.9%, from 13.03% up to 31.68%, and 100% respectively. It can be
seen from Figure 4.7 that the proposed DEDaR approach reduced the
transmitted data efficiently compared with other approaches. These findings
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ensure the efficiency of combining the prediction and compression methods in

decreasing the volume of transmitted data by the sensor node.

m DEDaR(T=20) = DaReCA(T=20) ATP(T=20)
= DEDaR(T=50) DaReCA(T=50) ATP(T=50)
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Figure 4.7: Transmitted Readings

4.3.5.2 Energy Consumption

Figure 4.8 refers to the energy consumed by the sensor node using the
DEDaR approach compared with DaReCA, ATP, and PFF approaches. It can
be seen from the results in Figure 4.8 that the proposed DEDaR approach
lowered the consumed energy by the sensor node from 92.82% up to 94.73%,
from 97.77% up to 98.13%, and 98.15% up to 98.34% compared with DaReCA,
ATP, and PFF methods. The high performance of the suggested DEDaR in
reducing this volume of energy due to its use of an efficient data reduction

method that reduces the sensed data before sending it by the sensor node (see
Figure 4.7).
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Figure 4.8: Energy Consumption

4.3.5.3 Data Loss Percentage

Itis critical to lower the size of transferred data before sending them to the
gateway in order to save energy, but it is also important to ensure an adequate
rate of data quality at the gateway. The percentage of the data loss represents as

an indicator for the data accuracy. Figure 4.9 refers to the percentage of the data

loss.
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Figure 4.9: Data Loss Percentage
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It can be noted that the DEDaR approach decreased the lost data from
0.52% up to 3.09%, while the DaReCA, ATP and PFF reduced the lost data
from 0.03% up to 1.65%, from 1.93% up to 3.6% and from 2.06% up to 2.68%
respectively. The proposed DEDaR approach introduced better data accuracy in
most cases compared with other methods in spite of achieving higher data
reduction at the sensor node. The DaReCA method introduces lower data loss
in some cases because it sends a larger volume of data when it is implemented
at the sensor node that participates in reducing the lost data. Hence, the proposed
DEDaR could further decrease the sensed data and keep the energy of sensor

nodes while preserving a suitable level of data quality.

4.4 DiPCoM Approach Performance Evaluation

This section achieved several experiments to evaluate the effectiveness of
the DiPCoM technique. These simulation results are conducted using a custom
simulator built in Python. Actual data from sensor nodes placed at the Intel
Berkeley Research Lab are used in these simulation studies [43]. The Berkeley
database comprises information on voltage, humidity, temperature, and light
that were collected every 31 seconds from 54 sensors, as shown in Figure 4.1.
In this study, we used three sensors, 10,000 sensed data are taken from each
sensor, with the emphasis on only one kind of sensor measurement: humidity,
for the sake of simplicity (Sensorl, Sensor 2, and Sensor 3). The building’s sink,
or Gateway, is in the center.

The proposed DiPCoM is compared to some current existing approaches,
including LMS [37], DDR-IoT [23], DP-LSTM [36], and DPDR [35]. Metrics
such as percentage of data reduction, data accuracy, size of transmitted data,
network lifespan, and energy consumption are used to assess the performance

of all algorithms. The Sim-th threshold is chosen after multiple attempts using
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the proposed DiPCoM method and various rates of Sim-th. Other rates can
sometimes offer a somewhat lower consumed power, but with less accuracy.
This work made use of the Sim-th similarity criterion. It finds a good balance
between energy use and data accuracy. This Sim-th ratio for similarity threshold
will be used in real-world applications based on the requirements of the
application. Performance metrics are utilized in experimental simulations to
evaluate the efficacy of the DiIPCoM approach. These metrics include:

e Data Reduction,

e  Number of sending readings,

e  Energy consumption, and

e  Data Accuracy.

Other performance metrics present further results, analysis, and
discussions about the DEDaR approach uses the temperature readings during
the simulation, such as:

e  Transmitted readings,

e Energy consumption, and

e Data loss percentage.

4.4.1 Data Reduction

The experiment aims to evaluate the effectiveness of the suggested
DiPCoM technique in reducing and compressing sensed data prior to
transmission to the gateway. Equations (4.5 and 4.6) can be used to compute
the percentage of data reduction.

SAP = OSD = OCD - NSD (4.5)
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DRP = |(% +100) — 100| (4.6)

Where DRP, OCD, NSD, and OSD are acronyms for data reduction
percentage, overall captured data, non-sent data, and overall sent data,

respectively. Figure (4.10) depicts the data reduction percentage for several

approaches using data obtained from sensors 1, 2, and 3 with various e _max

values.
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Tables 4.2, 4.3, and 4.4 show the data reduction percentage for the
collected humidity readings by the sensor devices 1, 2, and 3, respectively.
Figure (4.10) illustrates that the proposed DiPCoM approach reduced the
reduction ratio from 99.71% up to 99.76% over sensor devices 1, 2, and 3. The
DPDR, DPLSTM, DDR-10T, and LMS methods decreased the reduction ratio
from 23.42% up to 75.75%, from 16.04% up to 54.99%, from 13.41% up to
53.39%, and from 3.33% up to 45.34%, respectively, over sensor devices 1, 2,
and 3. The suggested DiPCoM method improves performance and reduces the

size of data by getting rid of redundant data before transferring them to the

gateway.
Table 4.2: Data Reduction (Sensor Device 1)
Data Reduction %

&MaxX  "DiPCoM | DPDR | DP-LSTM | DDR-loT | LMS
0.03 99.751 24.92 18.4 15.61 4.92
0.05 99.750 50.34 39.61 37.55 36.92
0.07 99.753 64.67 48.39 46.54 36.49
0.09 99.753 75.14 54.99 53.39 4471

Table 4.3: Data Reduction (Sensor Device 2)
o-max Data Reduction %
DiPCoM DPDR | DP-LSTM | DDR-loT LMS
0.03 99.71 23.42 16.04 13.41 3.33
0.05 99.74 48.4 34.98 32.71 20.31
0.07 99.76 67.34 43.26 41.08 30.61
0.09 99.76 72.16 50.27 48.57 39.77
Table 4.4: Data Reduction (Sensor Device 3)
Data Reduction %

&MaX "DiPCoM | DPDR | DP-LSTM | DDR-loT | LMS
0.03 99.72 24.99 16.72 13.51 5.27
0.05 99.74 50.47 37.78 35.48 26.31
0.07 99.75 66.95 46.52 44.55 37.07
0.09 99.75 75.75 53.75 51.91 45.34
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4.4.2 Number of Sent Readings
In this study, the number of data transmitted to the gateway is being
investigated. Figure (4.11) shows how many measurements were sent to the

gateway after the DiIPCoM technique was used.
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Figure 4.11: Number of Sent Readings of Sensorl1, 2, and 3.

Tables 4.5, 4.6, and 4.7 show the number of sent humidity readings by
sensor devices 1, 2, and 3, respectively. It can be observed from Figure (4.11)

that the DiPCoM approach decreases the amount of data transmitted to the
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gateway from 381 up to 465 readings over sensor devices 1, 2, and 3. The
DPDR, DP-LSTM, DDR-IoT, and LMS methods reduced the number of
readings from 2425 up to 7658, from 4501 up to 8396, from 4661 up to 8659,
and from 5466 up to 9667, respectively, over sensor devices 1, 2, and 3. As a
result, the proposed DiPCoM approach outperforms other methods because it

effectively removes duplicate data before sending them to the gateway.

Table 4.5: Number of Send Reading (Sensor Device 1)

o-max _ Number of Send Reading
DiPCoM | DPDR | DP-LSTM | DDR-loT | LMS
0.03 381 7508 8160 8439 9508
0.05 387 4966 6039 6245 7308
0.07 395 3533 5161 5346 6351
0.09 395 2486 4501 4661 5529

Table 4.6: Number of Send Reading (Sensor Device 2)

o-max Number of Send Reading
DiPCoM | DPDR | DP-LSTM | DDR-I0T | LMS
0.03 465 7658 8396 8659 9667
0.05 410 5160 6502 6729 7969
0.07 386 3266 5674 5892 6939
0.09 386 2784 4973 5143 6023

Table 4.7: Number of Send Reading (Sensor Device 3)

o-max Number of Send Reading
DiPCoM | DPDR | DP-LSTM | DDR-IoT | LMS
0.03 449 7501 8328 8649 9473
0.05 411 4926 6222 6452 7369
0.07 399 3305 5348 5545 6293
0.09 395 2425 4625 4809 5466
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4.4.3 Energy Consumption
Power is a crucial component of sensor devices due to the constrained
resources of the sensor nodes. Figure (4.12) represents the amount of energy

used by every sensor device.
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Figure 4.12: Energy Consumption of Sensorl, 2, and 3.

Tables 4.8, 4.9, and 4.10 show the consumed energy by sensor devices 1,

2, and 3, respectively.
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Table 4.8: Energy Consumption (Sensor Device 1)

e-max Energy Consumption
DiPCoM | DPDR | DP-LSTM | DDR-loT | LMS
0.03 0.0000209 | 0.0286 0.0291 0.0301 0.0339
0.05 0.0000212 | 0.0177 0.0215 0.0223 0.0261
0.07 0.0000217 | 0.0126 0.0184 0.0191 0.0227
0.09 0.0000217 | 0.0089 0.0161 0.0166 0.0197
Table 4.9: Energy Consumption (Sensor Device 2)
o-max Energy Consumption
DiPCoM | DPDR | DP-LSTM | DDR-l1oT | LMS
0.03 0.0000255 | 0.0263 0.0288 0.097 0.0332
0.05 0.0000225 | 0.0177 0.0223 0.0231 0.0273
0.07 0.0000212 | 0.0122 0.0195 0.0202 0.0238
0.09 0.0000212 | 0.0096 0.0171 0.0177 0.0207
Table 4.10: Energy Consumption (Sensor Device 3)
o-max Energy Consumption
DiPCoM | DPDR | DP-LSTM | DDR-IoT | LMS
0.03 0.0000247 | 0.0246 0.0274 0.0284 0.0311
0.05 0.000026 | 0.0162 0.0204 0.0212 0.0242
0.07 0.0000219 | 0.0109 0.0176 0.0182 0.0207
0.09 0.0000217 | 0.008 0.0152 0.0158 0.018

4.4.4 Data Accuracy
It is important to have acceptable data accuracy at the gateway after
eliminating the redundant data at the sensor device level. In this paper, the

accuracy ratio is computed using equations (4.7) and (4.8).

Y 0CD- (3 0SD+Y. OED)
ocD

DD = * 100

4.7

DA = (1 — DD) * 100 (4.8)
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Where OED, DA, OSD, OCD, and DD refer to the overall estimated data,
data accuracy, overall sent data, overall captured data, and data deviation,

respectively. The data accuracy is displayed in Figure 4.13.
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Figure 4.13: Data Accuracy of Sensors 1, 2, and 3.

Tables 4.11, 4.12, and 4.13 show the data accuracy at the gateway after
eliminating the redundant humidity data by sensor devices 1, 2, and 3,

respectively. It can be observed that the DiPCoM improves the data accuracy
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from 99.22% up to 99.79% over sensor devices 1, 2, and 3. But the DPDR, DP-
LSTM, DDR-IoT, and LMS methods introduced data accuracy from 94.5% up
to 99.06%, from 44.71% up to 79.18%, from 62.6% up to 86.83%, and from
71.54% up to 88.42% compared with the DP-LSTM, DPDR, DDR-1oT, and
LMS, respectively, over the sensor devices 1, 2, and 3. Therefore, the proposed
DiPCoM will ensure high data reduction while appropriate data accuracy is

preserved at the gateway.

Table 4.11: Data Accuracy (Sensor Device 1)

o-max Data Accuracy
DiPCoM DPDR | DP-LSTM | DDR-lIoT | LMS
0.03 99.45 98.8 74.12 86.83 88.42
0.05 99.68 97.66 64.23 82.77 76.39
0.07 99.73 96.07 56.81 77.12 74.51
0.09 99.72 94.56 48.26 69.41 71.92
Table 4.12: Data Accuracy (Sensor Device 2)
o-max . Data Accuracy
DiPCoM DPDR | DP-LSTM | DDR-loT | LMS
0.03 99.22 98.71 79.18 78.7 87.6
0.05 99.57 96.23 63.45 75.22 75.67
0.07 99.50 95.16 54.38 70.24 74.16
0.09 99.79 94.5 44.71 62.6 71.54
Table 4.13: Data Accuracy (Sensor Device 3)
o-max _ Data Accuracy
DiPCoM DPDR | DP-LSTM | DDR-loT | LMS
0.03 99.74 99.06 76.79 86.13 88.37
0.05 99.46 98.52 67.31 82.36 77.09
0.07 99.37 97.85 55.09 77.43 75.72
0.09 99.34 97.18 45.75 68.56 72.49

4.4.5 Further Results and Discussion
To demonstrate the effectiveness of the DiPCoM, more results, analyses,

and discussions are presented in this section as well as comparisons with recent
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publications. The DiPCoM technique uses temperature measurements
throughout the simulation in the following experiments. It uses several sizes for
each period, including T=20, 50, and 100 readings. Additionally, the e-max uses
other values, including 0.03, 0.05, and 0.07. The DaReCA [33], PFF [38], and
ATP [39] approaches are compared with the proposed DiPCoM approach.

Figure 4.14 illustrates the transmitted readings.
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Figure 4.14: Transmitted Readings.

Table 4.14 shows the transmitted readings using different methods. In
Figure 4.14, it can be seen that the ATP, DaReCA, DiPCoM, and PFF send data
from 13.03% up to 31.68%, 3.2% up to 5.9%, 0.16% up to 0.88%, and 100%,
respectively. Figure 4.14 shows how well the proposed DiPCoM reduces

transmitted data when compared to other methods. These results demonstrate
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the effectiveness of using the prediction and compression approaches together
to minimize the size of data sent by the device.
Table 4.14: Transmitted Readings
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0.03 | 0.82 3.2 31.68 0.33 5.9 24.31 0.17 4 20.96 | 100

0.05 | 0.86 3.2 24.41 0.34 5.9 18.76 | 0.16 4 15.9 | 100

0.07 | 0.88 3.2 21.69 0.35 5.9 15.58 | 0.16 4 13.03 | 100

Figure 4.15 shows how much energy the sensor node used when the

DiPCoM method was used compared to the DaReCA, ATP, or PFF methods.
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Figure 4.15: Energy Consumption
Table 4.15 shows the consumed energy by using different methods. The
findings in Figure 4.15 show that the DiPCoM reduced the depleted power by
the sensor device (in joules) from 0.000089 up to 0.000334, while the DaReCA,

ATP, and PFF approach consumed from 0.012 up to 0.041, from 0.046 up to
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0.097, and from 0.06 up to 0.117, respectively. Due to the implementation of an

effective data reduction technique at the sensor devices, the suggested DiPCoM

has good performance in lowering this amount of power at the sensor device.

As a result, the device’s power consumption is reduced.

Table 4.15: Energy Consumption
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The next experiment looks at the effect of reducing the data at the sensor

devices on the accuracy of the data that are reached at the gateway. To save

power, it is important to decrease the size of data transferred to the gateway

before sending them, but it is also essential to make sure that the data accuracy

at the gateway is high enough. The data loss percentage serves as a measure for

the accuracy of the data. The percentage of lost data is illustrated in Figure 4.15.
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Figure 4.16: Data Loss Percentage

Table 4.16 shows the percentage of lost data readings by using different
methods. In Figure 4.16, it can be seen that the DaReCA, ATP, and PFF lose
data from 0.0045% to 1.65%, 1.93% to 3.6%, and 2.06% to 2.68%, respectively.
On the other hand, the DiPCoM technique loses data from 0.04% up to 3.07%.
While achieving a greater reduction of data at the sensor device, the DiPCoM
technique frequently provided greater data accuracy when compared with
existing approaches because it delivered a larger amount of data when executed
at the sensor device, which actually reduced the lost data. The DaReCA
approach can sometimes result in less data loss. As a result, the proposed
DiPCoM could further reduce sensed data while preserving sensor node energy
and maintaining an appropriate data quality level.
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Table 4.16: Data Loss Percentage
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4.5 IDaPCoT Approach Performance Evaluation

We propose an Integrated Data Prediction and Compression Techniques
(IDaPCoT) for energy saving in 10T networks. The new contribution of this
approach is using the AR prediction method to predict the data for the next
period and suggest LZW as an effective compression technique to reduce the
amount of data sent to the Gateway and keep the energy of the sensor nodes.
The 1DaPCoT applied the same reduction techniques that were used in
DiPCoM.

4.5.1 Data Reduction

It can be seen from the results of the Figure 4.17 that the proposed
IDaPCoT approach increased the percentage of reduction from 99.72% up to
99.76%, while the other methods introduced a percentage of reduction from
23.42% up to 75.75%, from 16.04% up to 54.99%, from 13.41% up to 53.39%,
and from 3.33% up to 45.34% for DPDR, DP_LSTM, DDR-IoT, and LMS,

respectively.
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Figure 4.17: Data Reduction of Sensors 1, 2, and 3.

The proposed IDaPCoT approach achieves better performances compared
to other approaches, and it reduces the sensed data efficiently by removing the
redundant data before sending it to the gateway. Tables 4.17, 4.18, and 4.19

illustrate the values of sensors devices 1, 2, and 3 respectively.
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Table 4.17: Data Reduction (Sensor Device 1)

e-max Data Reduction %
IDaPCoT | DPDR | DP-LSTM DDR-10T | LMS
0.03 99.71875 24.92 18.4 15.61 4.92
0.05 99.74375 50.34 39.61 37.55 36.92
0.07 99.753125 | 64.67 48.39 46.54 36.49
0.09 99.756875 | 75.14 54.99 53.39 44.71
Table 4.18: Data Reduction (Sensor Device 2)
6-max Data Reduction %
IDaPCoT | DPDR | DP-LSTM | DDR-loT | LMS
0.03 99.709375 | 23.42 16.04 13.41 3.33
0.05 99.74375 48.4 34.98 32.71 20.31
0.07 99.75875 67.34 43.26 41.08 30.61
0.09 99.75875 72.16 50.27 48.57 39.77
Table 4.19: Data Reduction (Sensor Device 3)
6-max Data Reduction %
IDaPCoT | DPDR | DP-LSTM DDR-loT | LMS
0.03 99.71875 24.99 16.72 13.51 5.27
0.05 99.7425 50.47 37.78 35.48 26.31
0.07 99.75 66.95 46.52 44.55 37.07
0.09 99.7525 75.75 53.75 51.91 45.34

4.5.2 Number of Send Reading

It can be observed from Figure 4.18 that IDaPCoT decreases the amount
of data transmitted to the Gateway from 96.54% up to 98.07%, 23.42% up to
75.75%, 13.41% up to 53.4%, and 3.3% up to 45.3%, compared to the DPDR,
DP-LSTM, DDR-10T, and LMS, respectively. As a result, the duplicate data is
effectively removed by the suggested IDaPCoT technique before being sent to
the Gateway.
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Figure 4.18: Number of Send Readings of Sensors 1, 2, and 3.

As a result, the duplicate data is effectively removed by the suggested
IDaPCoT technique before being sent to the Gateway. Tables 4.20, 4.21, and

4.22 illustrate the values of sensors devices 1, 2, and 3 respectively.

Table 4.20: Number of Send Reading (Sensor Device 1)

e-max Number of Send Reading
IDaPCoT | DPDR | DP-LSTM DDR-IoT | LMS
0.03 296 7508 8160 8439 9508
0.05 203 4966 6039 6245 7308
0.07 202 3533 5161 5346 6351
0.09 209 2486 4501 4661 5529
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Table 4.21: Number of Send Reading (Sensor Device 2)

e-max Number of Send Reading
IDaPCoT | DPDR | DP-LSTM | DDR-loT | LMS
0.03 346 7658 8396 8659 9667
0.05 220 5160 6502 6729 7969
0.07 224 3266 5674 5892 6939
0.09 226 2784 4973 5143 6023

Table 4.22: Number of Send Reading (Sensor Device 3)

6-max Number of Send Reading
IDaPCoT | DPDR | DP-LSTM DDR-loT | LMS
0.03 251 7501 8328 8649 9473
0.05 193 4926 6222 6452 7369
0.07 208 3305 5348 5545 6293
0.09 205 2425 4625 4809 5466

4.5.3 Energy Consumption

It can be observed from Figure 4.19 that IDaPCoT decreases the amount
of data transmitted to the Gateway from 99.999981% up to 99.9999894%,
99.9714% up to 99.992%, 99.9709% up to 99.9848%, 99.903% up to
99.9842%, and 99.9661% up to 99.982% compared to the DPDR, DP-LSTM,

DDR-I0T, and LMS, respectively.
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Figure 4.19: Energy Consumption of Sensors 1, 2, and 3.

As a result, the duplicate data is effectively removed by the suggested
IDaPCoT technique before being sent to the Gateway. Tables 4.23, 4.24, and

4.25 illustrate the values of sensors devices 1, 2, and 3 respectively.
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Table 4.23: Energy Consumption (Sensor Device 1)

Energy Consumption
IDaPCoT | DPDR | DP-LSTM | DDR-loT | LMS
0.03 1.62504E-05 | 0.0286 | 0.0291 0.0301 | 0.0339
0.05 1.11447E-05 | 0.0177 |  0.0215 0.0223 | 0.0261
0.07 1.10898E-05 | 0.0126 | 0.0184 0.0191 | 0.0227
0.09 1.14741E-05 | 0.0089 | 0.0161 0.0166 | 0.0197

€-max

Table 4.24: Energy Consumption (Sensor Device 2)

Energy Consumption
IDaPCoT DPDR | DP-LSTM | DDR-IoT | LMS
0.03 1.89954E-05 | 0.0263 0.0288 0.097 0.0332
0.05 0.000012078 | 0.0177 0.0223 0.0231 0.0273
0.07 1.22976E-05 | 0.0122 0.0195 0.0202 | 0.0238
0.09 1.24074E-05 | 0.0096 0.0171 0.0177 | 0.0207

e-max

Table 4.25: Energy Consumption (Sensor Device 3)

Energy Consumption
IDaPCoT | DPDR | DP-LSTM | DDR-loT | LMS
0.03 1.37799E-05 | 0.0246 0.0274 0.0284 | 0.0311
0.05 1.05957E-05 | 0.0162 0.0204 0.0212 0.0242
0.07 1.14192E-05 | 0.0109 0.0176 0.0182 0.0207
0.09 1.12545E-05 | 0.008 0.0152 0.0158 0.018

€-max

4.5.4 Data Accuracy

It can be seen from the results of Figure 4.20 that the proposed IDaPCoT
approach introduces a suitable data accuracy compared with other methods
introduced from 0.7% up to 4.7%, from 20.6% up to 53.5%, from 13% up to
36.6%, and from 11.4% up to 27.7% for DPDR, DP_LSTM, DDR-IoT, and
LMS, respectively.
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Figure 4.20: Data Accuracy of Sensors 1, 2, and 3.

Therefore, the proposed IDaPCoT will ensure high data reduction while

appropriate data accuracy is preserved at the Gateway. Tables 4.26, 4.27, and

4.28 illustrate the values of sensors devices 1, 2, and 3 respectively.
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Table 4.26: Data Accuracy (Sensor Device 1)

e-max Data Accuracy
IDaPCoT DPDR | DP-LSTM | DDR-loT | LMS
0.03 99.65874237 98.8 74.12 86.83 88.42
0.05 99.45875623 97.66 64.23 82.77 76.39
0.07 99.29854632 96.07 56.81 77.12 74.51
0.09 99.24563896 | 94.56 48.26 69.41 71.92
Table 4.27: Data Accuracy (Sensor Device 2)
e-max Data Accuracy
IDaPCoT DPDR | DP-LSTM | DDR-IoT | LMS
0.03 99.44922547 | 98.71 79.18 78.7 87.6
0.05 99.67783505 | 96.23 63.45 75.22 75.67
0.07 99.72752044 | 95.16 54.38 70.24 74.16
0.09 99.7235023 94.5 44.71 62.6 71.54
Table 4.28: Data Accuracy (Sensor Device 3)
e-max Data Accuracy
IDaPCoT DPDR | DP-LSTM | DDR-loT | LMS
0.03 99.39802548 99.06 76.79 86.13 88.37
0.05 99.58848965 98.52 67.31 82.36 77.09
0.07 99.72469752 97.85 55.09 77.43 75.72
0.09 99.79568742 97.18 45.75 68.56 72.49

4.5.5 Evaluation of IDaPCoT for Further Results

In the next experiments, the IDaPCoT approach use temperature readings
during the simulation. Like the first approach, we used the same previous
comparisons and also with different sizes of the periods, such as T= 20, 50, and
100 readings per period. Moreover, the e-max uses different values like 0.03,
0.05, and 0.07. In this approach, we used the same measures used in the first
approach, such as transmitted readings, energy consumption, and Data loss

percentage.
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4.5.5.1  Transmitted Readings

In Figure 4.21, it can be seen that the IDaPCoT, DaReCA, ATP, and PFF
send data from 0.162% up to 0.845%, 3.2% up to 5.9%, 13.03% up to 31.68%,
and 100%, respectively.

W IDaPCoT (p=20) m DaReCA (p=20) ATP (p=20) m PFF (p=20)
IDaPCoT (p=50) m DaReCA (p=50) m ATP (p=50) W PFF (p=50)
12l0IDa PCoT (p=100) B DaReCA (p=100) ® ATP (p=100) B PFF (p=100)
g 100
v
o
=
5 80
1)
g
T 60
Q
=
E a0
v
[ —
o
= 20 I I
0 —m . | —m .I -I —m .I -I
0.03 0.05 0.07
e-max

Figure 4.21: Transmitted Readings

The Figure 4.21 shows how well the proposed IDaPCoT reduces
transmitted data when compared to other methods. These results demonstrate
the effectiveness of using the prediction and compression approaches together
to minimize the size of data that the device sends. Table 2.29 illustrate the values

of Transmitted reading of the approach IDaPCoT.
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Table 4.29: Transmitted Readings
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4.5.5.2 Energy Consumption

The Figure 4.22 shows how much energy the sensor node used when the
IDaPCoT method was used compared to the DaReCA, ATP, or PFF methods.
The findings in Figure 4.22 show that the IDaPCoT reduced the depleted power
by the sensor device from 99.99965% up to 99.99966%, from 99.99980% up to
99.99982%, and from 99.9999% up to 99.99991% compared with the DaReCA,

ATP, and PFF approaches.
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Figure 4.22: Energy Consumption
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Due to the implementation of an effective data reduction technique at the

sensor devices, the suggested IDaPCoT has good performance in lowering this

amount of power at the sensor device. As a result, the device’s power

consumption is reduced. Table 4.30 illustrate the values of Energy Consumption

of the approach IDaPCoT.

Table 4.30: Energy Consumption
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4.5.5.3

Data Lose Percentage

In Figure 4.23, it can be seen that the DaReCA, ATP, and PFF lose data
from 0.0045% to 1.65%, 1.93% to 3.6%, and 2.06% to 2.68% respectively. On
the other hand, the IDaPCoT technique loses data from 0.034% up to 3.07%.
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Figure 4.23: Data Lose Percentage

The IDaPCoT method introduces lower data loss in some cases because it

sends a larger volume of data when it is implemented at the sensor node which

participates in reducing the lost data. Table 4.31 illustrate the values of the

Data Lose Percentage of the IDaPCoT approach.

Table 4.31: Data Lose Percentage
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4.6 EDaRePE Approach Performance Evaluation

We propose an Energy-efficient Data Reduction based Prediction and
Encoding (EDaRePE) in I0T networks. This approach's new contribution is its
use of the ARIMA prediction approach to anticipate future data and its
recommendation of Huffman as an efficient compression technique to lessen
the transmitted data between the sensor nodes and the Gateway. As in DiIPCoM,

the EDaRePE made use of reduction methods.

4.6.1 Data Reduction

The Figures 4.24 illustrate that the EDaRePE enhanced the ratio of
reduction from 92.42% to 97.58%, 44.8% to 83.7%, 24% to 76.3%, 46.4% to
86.3%, and 54.4% to 96.4% compared with DP-LSTM, DPDR, DDR-loT, and

LMS, respectively.
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Figure 4.24: Data Reduction of Sensors 1, 2, and 3.

The suggested EDaRePE method improves performance and lowers the
size of data before transferring it to the Gateway by getting rid of duplicates.
Tables 4.32, 4.33, and 4.34 show the data reduction values of sensors devices

1, 2, and 3 respectively.

Table 4.32: Data Reduction (Sensor Device 1)

6-max Data Reduction %
EDaRePE | DPDR | DP-LSTM | DDR-loT | LMS
0.03 93.13625 24.92 18.4 15.61 4.92
0.05 96.191875 50.34 39.61 37.55 36.92
0.07 97.146875 64.67 48.39 46.54 36.49
0.09 97.305 75.14 54.99 53.39 4471
Table 4.33: Data Reduction (Sensor Device 2)
o-max Data Reduction %
EDaRePE DPDR | DP-LSTM | DDR-10T | LMS
0.03 92.42045455 | 23.42 16.04 13.41 3.33
0.05 95.95391414 48.4 34.98 32.71 20.31
0.07 97.12752525 | 67.34 43.26 41.08 30.61
0.09 97.16666667 | 72.16 50.27 48.57 39.77
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Table 4.34: Data Reduction (Sensor Device 3)

6-max Data Reduction %
EDaRePE | DPDR | DP-LSTM | DDR-loT | LMS
0.03 93.44125 24.99 16.72 13.51 5.27
0.05 96.450625 50.47 37.78 35.48 26.31
0.07 97.431875 66.95 46.52 44.55 37.07
0.09 97.579375 75.75 53.75 51.91 45.34

4.6.2 Number of Send Reading

It can be observed from the Figure 4.25 that EDaRePE decreases the
amount of data transmitted to the Gateway from 84.3% up to 93.9%, 91.8% up
to 94.6 %, and 93% up to 95.2%, compared to the DP-LSTM, DPDR, DDR-
0T, and LMS, respectively.
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Figure 4.25: Number of Send Readings of Sensors 1, 2, and 3.

As a result, the duplicate data is effectively removed by the suggested
EDaRePE technique before being sent to the Gateway. Tables 4.35, 4.36, and
4.37 show the values of numbers of send readings of sensors devices 1, 2, and

3 respectively.

Table 4.35: Number of Send Readings (Sensor Device 1)

6-max Number of Send Reading
EDaRePE | DPDR | DP-LSTM | DDR-loT | LMS
0.03 4984 7508 8160 8439 9508
0.05 2215 4966 6039 6245 7308
0.07 1054 3533 5161 5346 6351
0.09 998 2486 4501 4661 5529

Table 4.36: Number of Send Readings (Sensor Device 2)

o-max Number of Send Reading
EDaRePE | DPDR | DP-LSTM | DDR-loT | LMS
0.03 5365 7658 8396 8659 9667
0.05 2652 5160 6502 6729 7969
0.07 1078 3266 5674 5892 6939
0.09 891 2784 4973 5143 6023
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Table 4.37: Number of Send Readings (Sensor Device 3)

o-max Number of Send Reading
EDaRePE | DPDR | DP-LSTM | DDR-loT | LMS
0.03 5143 7501 8328 8649 9473
0.05 2276 4926 6222 6452 7369
0.07 1183 3305 5348 5545 6293
0.09 1032 2425 4625 4809 5466

4.6.3 Energy Consumption

The findings in the Figure 4.26 that the EDaRePE approach reduced the
consumed energy from 99.735% up to 99.911%, from 99.861% up to 99.912%,
and from 99.915% up to 99.978%, 99.882 up to 99.925 compared with the
DPDR, DP-LSTM, DDR-IoT, and LMS, respectively. The findings indicate
that the EDaRePE preserves more power than other approaches since it

transmits the least amount of data to the Gateway.
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Figure 4.26: Energy Consumption of Sensors 1, 2, and 3.

The findings indicate that the EDaRePE preserves more power than other
approaches since it transmits the least amount of data to the Gateway. Tables
4.38, 4.39, and 4.40 show the values of energy consumption of sensors devices

1, 2, and 3 respectively.
Table 4.38: Energy Consumption (Sensor Device 1)

Energy Consumption
EDaRePE | DPDR | DP-LSTM | DDR-10T | LMS
0.03 0.000602912 | 0.0286 0.0291 0.0301 | 0.0339
0.05 0.000334506 | 0.0177 0.0215 0.0223 | 0.0261
0.07 0.000250619 | 0.0126 0.0184 0.0191 | 0.0227
0.09 0.000236729 | 0.0089 0.0161 0.0166 | 0.0197

e-max

Table 4.39: Energy Consumption (Sensor Device 2)

e-max Energy Consumption
EDaRePE | DPDR | DP-LSTM | DDR-loT | LMS
0.03 | 0.000659129 | 0.0263 0.0288 0.097 0.0332
0.05 | 0.000351854 | 0.0177 0.0223 0.0231 0.0273
0.07 0.000249795 | 0.0122 0.0195 0.0202 0.0238
0.09 | 0.000246391 | 0.0096 0.0171 0.0177 0.0207
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Table 4.40: Energy Consumption (Sensor Device 3)

Energy Consumption

&MaX T EDaRePE | DPDR

DP-LSTM | DDR-1oT | LMS

0.03 0.000576121 | 0.0246

0.0274 0.0284 | 0.0311

0.05 0.000311777 | 0.0162

0.0204 0.0212 | 0.0242

0.07 0.000225584 | 0.0109

0.0176 0.0182 | 0.0207

0.09 0.000212628 | 0.008

0.0152 0.0158 0.018

4.6.4 Data Accuracy

It can be seen from the results of the Figure 4.27 that the proposed

EDaRePE approach introduces a suitable data accuracy compared with other
methods introduced from 0.7% up to 4.8%, from 20.6% up to 53.5%, from 13%
up to 36.6%, and from 11.4% up to 27.7% for DPDR, DP_LSTM, DDR-IoT,

and LMS, respectively.
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Figure 4.27: Data Accuracy of Sensors 1, 2, and 3.

Therefore, the proposed EDaRePE will ensure high data reduction while
appropriate data accuracy is preserved at the gateway. Tables 4.41, 4.42, and
4.43 show the values of data accuracy of sensors devices 1, 2, and 3
respectively.

Table 4.41: Data Accuracy (Sensor Device 1)

e-max Data Accuracy
EDaRePE DPDR | DP-LSTM | DDR-loT | LMS
0.03 99.73723724 98.8 74.12 86.83 88.42
0.05 99.46055293 | 97.66 64.23 82.77 76.39
0.07 99.37219731 96.07 56.81 77.12 74.51
0.09 99.33460076 | 94.56 48.26 69.41 71.92
Table 4.42: Data Accuracy (Sensor Device 2)
o-max Data Accuracy
EDaRePE DPDR | DP-LSTM | DDR-10T | LMS
0.03 99.44770452 | 98.71 79.18 78.7 87.6
0.05 99.67679379 | 96.23 63.45 75.22 75.67
0.07 99.72652689 | 95.16 54.38 70.24 74.16
0.09 99.72273567 | 94.5 44.71 62.6 71.54
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Table 4.43: Data Accuracy (Sensor Device 3)

e-max Data Accuracy
EDaRePE DPDR | DP-LSTM | DDR-loT | LMS
0.03 99.25490196 99.06 76.79 86.13 88.37
0.05 99.56647399 98.52 67.31 82.36 77.09
0.07 99.6007984 97.85 55.09 77.43 75.72
0.09 99.78835979 97.18 45.75 68.56 72.49

4.6.5 Evaluation of EDaRePE for Further Results

In the next experiments, the EDaRePE approach use temperature readings
during the simulation. Like the first approach, we used the same previous
comparisons and also with different sizes of the periods, such as T= 20, 50, and

100 readings per period. Moreover, the e-max uses different values like 0.03,

0.05, and 0.07.

4.6.5.1  Transmitted Readings
It can be observed from the results presented in Figure 4.28 that the

EDaRePE, DaReCA, ATP, and PFF approaches sent data from 1.65% up to
6.15%, from 3.2% up to 5.9%, from 13.03% up to 31.68%, and 100%

respectively.
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Figure 4.28: Transmitted Readings

It can be seen from the Figure 4.28 that the proposed EDaRePE approach
reduced the transmitted data efficiently compared with other approaches. These
findings ensure the efficiency of combining the prediction and compression
methods in decreasing the volume of transmitted data by the sensor node. Table

4.44 1illustrate the values of transmitted readings of the EDaRePE approach.

Table 4.44: Transmitted Readings
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4.6.5.2  Energy Consumption
It can be seen from the results in Figure 4.29 that the proposed EDaRePE

approach lowered the consumed energy by the sensor node from 99.9979% up
to 99.9987%, from 99.998% up to 99.9989%, and 99.9981% up to 99.9991%
compared with DaReCA, ATP, and PFF methods.
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Figure 4.29: Energy Consumption

The high performance of the suggested EDaRePE in reducing this volume
of energy is due to its use of an efficient data reduction method that reduces the
sensed data before sending it by the sensor node. Table 4.45 shows the values

of energy consumption of the EDaRePE approach.
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Table 4.45: Energy Consumption
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4.6.5.3 Data Lose Percentage
It can be noted in Figure 4.30 that the EDaRePE approach decreased the

lost data from 0.038% up to 3.108%, while the DaReCA, ATP, and PFF reduced
the lost data from 0.03% up to 1.65%, from 1.93% up to 3.6% and from 2.06%
up to 2.68% respectively.
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Figure 4.30: Data Lose Percentage

The proposed EDaRePE approach introduced better data accuracy in most
cases compared with other methods in spite of achieving higher data reduction
at the sensor node. The DaReCA method introduces lower data loss in some
cases because it sends a larger volume of data when it is implemented at the
sensor node which participates in reducing the lost data. Hence, the proposed
EDaRePE could further decrease the sensed data and keep the energy of sensor
nodes while preserving a suitable level of data quality. Table 4.46 illustrate the

values of data lose percentage.
Table 4.46: Data Lose Percentage
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Comparison Between Four Approaches

Through the experiments that we made in the four approaches, we can
see that the DIPCoM and the IDaPCoT approaches are superior to other
approaches in measurements of Data Accuracy, Energy Consumption,
Transmitted Data, and Data Loss Percentage, as these approaches
recorded lower rates.

The Data Accuracy in the DEDaR and the EDaRePE approaches may
be better, but we see that the rates of Energy Consumption and
Transmitted Data are high, and we also see that the Data Loss
Percentage is also high.

Also, we can note that the IDaPCoT approach is better than the DiPCoM
approach in the above measurements.

In a conclusion, we can say that the IDaPCoT approach is the best

among the other approaches.

It can be seen from the results in Figure 4.31, 4.32, and 4.33 that the

proposed DiIPCoM approach is superior to other approaches. It use temperature

readings during the simulation. It uses different sizes per period such as T= 20,

50, and 100 readings per period. Moreover, the e-max uses different values like
0.03, 0.05, and 0.07.
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Figure 4.31: Energy Consumption
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Figure 4.32: Transmitted Reading
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Figure 4.33: Data Lose Percentage

4.8 Second Level

In this stage, further redundant spatial correlated data will be reduced on
the received sets of measures from the sensor devices before transmitting them
to the base station. The main goal is to enable the Fog gateway to decrease the
consumed energy and prolong the network's lifetime whilst maintaining the
data’s integrity. In this level (Gateway level), k data sets of readings and their
repetition "S*° = (S,A7, S, ..., S*")" have arrived at the Gateway at the end of

each period.
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4.8.1 TEDaReT Approach Performance Evaluation

The TEDaReT approach use temperature readings during the simulation.
It uses different sizes, such as T= 200, 500, and 1000 readings per period.
Moreover, the e-max uses different values like 0.03, 0.05, 0.07, and 0.1. The
TEDaReT approach is compared with an energy-efficient two-layer data
transmission reduction (ETDTR) [32], prefix frequency filtering (PFF) [38], and
aggregation and transmission approach (ATP) [39]. In the experimental
simulations, some performance metrics are applied to assess the effectiveness

of the TEDaReT approach, such as:

1. Percentage of Transmitted Sets to Cloud.
2. Number of pairs of redundant data sets.

3. Energy Consumption at Fog Gateway.

4.8.1.1 Percentage of Transmitted Sets to Cloud

It can be observed from the results in all P= 200, 500, and 1000 presented
in Figures 4.34 that TEDaReT approach, ETDTR, Harb (FISHER), Harb
(TUKEY), (PFF 0.75), and (PFF 0.8) approaches sent data from 26.09% up to
40.34%, from 31.09% up to 70.38%, from 38.48% up to 45.36%, from 45.5%
up to 53.04%, from 54.7% up to 79.8%, and from 61.4% up to 84.1%

respectively.
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Figure 4.34: Percentage of Transmitted Sets to Cloud

It can be seen from Figure 4.34 that the proposed TEDaReT approach
reduced the transmitted data sets efficiently compared with other approaches.

Table 4.47 shows values of percentage of transmitted sets to cloud.
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Table 4.47: Percentage of Transmitted Sets to Cloud

200
o-max Percentage of Transmitted Sets to Base Station %
TEDaReT | ETDR 0.7 | Harb (Fisher) | Harb (TUKEY ) | PFF 0.75 | PFF 0.8
0.03 26.081 31.0928 45.21 53.04 79.8 84.1
0.05 27.186 34.703 42.21 52.89 76.1 80.9
0.07 27.1863 33.232 45.36 52.46 71.8 75.6
0.1 31.63 32.5817 44.92 52.46 64.5 69.9
500
e-max Percentage of Transmitted Sets to Base Station %
TEDaReT | ETDR 0.7 | Harb (Fisher) | Harb (TUKEY) | PFF 0.75 | PFF 0.8
0.03 34.678 49.8257 43.33 48.11 74.4 78.1
0.05 37.214 52.6583 43.62 47.39 71 75.9
0.07 39.527 46.8156 42.6 46.81 63.2 69.8
0.1 40.341 45.6882 43.04 47.1 54.7 61.4
1000
e-max Percentage of Transmitted Sets to Base Station %
TEDaReT | ETDR 0.7 | Harb (Fisher) | Harb (TUKEY) | PFF 0.75 | PFF 0.8
0.03 34.47 70.378 40 45.5 76.2 80.9
0.05 34.85 65.0692 38.84 45.79 72.4 76.8
0.07 35.08 60.416 38.98 45.94 66.4 70.8
0.1 35.14 57.4649 39.13 46.23 59.2 63.9

4.8.1.2 Number of Pairs of Redundant Data Sets

It can be observed from the results in all P= 200, 500, and 1000 presented
in Figure 4.35 that TEDaReT approach, ETDTR, Harb (FISHER), Harb
(TUKEY), (PFF 0.75), and (PFF 0.8) approaches reduces the number of pairs
of redundant data sets from 1185 to 2650, from 315 to 2445, from 827 to 1305,
from 622 to 999, from 268 to 808, and from 210 to 688 respectively.
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Figure 4.35: Number of Pairs of Redundant Data Sets
It can be seen from Figure 4.35 that the proposed TEDaReT approach

reduces the number of pairs of redundant data sets efficiently compared with

other approaches. Table 4.48 shows the number of pairs of redundant data sets.
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Table 4.48: Number of Pairs of Redundant Data Sets

200
Number of Pairs of Redundant Data Sets
&-max TEDaReT | ETDR 0.7 | Harb (Fisher) | Harb (TUKEY ) (F;I;I; %Fg
0.03 2065 1815 838 630 268 210
0.05 2126 1770 846 622 317 253
0.07 2391 2040 827 628 374 323
0.1 2650 2445 832 630 471 399
500
Number of Pairs of Redundant Data Sets
&-max TEDaReT | ETDR 0.7 | Harb (Fisher) | Harb (TUKEY ) g';'; %Fg
0.03 1315 645 1299 986 456 390
0.05 1350 765 1286 986 517 429
0.07 1385 1065 1289 999 656 538
0.1 1575 1335 1305 994 808 688
1000
Number of Pairs of Redundant Data Sets
e-max TEDaReT | ETDR 0.7 | Harb (Fisher) | Harb (TUKEY ) g';'; %F;;
0.03 1185 315 1135 859 390 326
0.05 1250 405 1149 847 440 370
0.07 1264 510 1141 850 536 465
0.1 1354 675 1129 841 651 576

4.8.1.3 Energy Consumption at Fog Gateway

It can be observed from the results In all P=200, 500, and 1000 presented
in Figure 4.36 that TEDaReT approach, ETDTR, Harb (FISHER), Harb
(TUKEY), (PFF 0.75), and (PFF 0.8) approaches calculated the energy
consumption from 0.0017 up to 0.0075, from 0.045 up to 0.474, from 0.162 to
1.07, from 0.18 to 1.179, from 0.209 to 1.686, and from 0.222 to 1.743

respectively.
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Figure 4.36: Energy Consumption at Fog Gateway

It can be seen from Figure 4.36 that the proposed TEDaReT approach
reduces energy consumption efficiently compared with other approaches. Table

4.49 illustrate the energy consumption at Fog Gateway.
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Table 4.49: Energy Consumption at Fog Gateway

200
Energy Consumption at Fog Gateway
&-max TEDaReT E-(I)-F;R Harb (Fisher) | Harb (TUKEY ) g';'; %Fg
0.03 | 0.007456141 | 0.086578 0.387 0.431 0.581 0.61
0.05 | 0.006224648 | 0.069687 0.273 0.306 0.406 | 0.424
0.07 | 0.006004829 | 0.056916 0.214 0.235 0.306 | 0.315
0.1 0.00575552 | 0.044774 0.162 0.18 0.209 | 0.222
500
Energy Consumption at Fog Gateway
&-max TEDaReT E-(I)-F;R Harb (Fisher) | Harb (TUKEY ) 5';'; %Fg
0.03 | 0.004528396 | 0.216978 0.79 0.839 1.128 | 1.185
0.05 | 0.003328178 | 0.168377 0.554 0.585 0.758 | 0.818
0.07 | 0.003106201 | 0.129076 0.426 0.456 0.531 | 0.586
0.1 0.002752237 | 0.099281 0.325 0.347 0.352 | 0.402
1000
Energy Consumption at Fog Gateway
e-max TEDaReT EEER Harb (Fisher) | Harb (TUKEY ) g';'; %Fg
0.03 | 0.002220365 | 0.474953 1.07 1.179 1.686 | 1.743
0.05 0.00181974 | 0.334908 0.752 0.839 1.126 | 1.192
0.07 | 0.001816503 | 0.254157 0.581 0.648 0.819 | 0.875
0.1 0.001742878 | 0.188237 0.446 0.497 0.556 | 0.593
4.9 Summary of the Chapter

The performance evaluations for the four proposed approaches as graphs
and discussions were presented. The effectiveness and efficiency of the
proposed approaches are proven by using several performance parameters such
as the number of collected data readings, number of sent data readings, energy
consumption, and data accuracy. Also, use the further results with other
parameters such as energy consumption, number of sending data, and data loss
percentage. In the second level, we using several performance parameters such

as Percentage of Transmitted Sets to Cloud, Number of pairs of redundant data
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sets, and Energy Consumption at Fog Gateway. Also, a comparisons with some
existing related works were done in this chapter. Moreover, a comparison was
made between the four approaches presented in the first level. A summary of
the chapter and through the results presented in this chapter at both levels, that
the proposed approaches achieved the best results compared to the related works

and by a large percentage.
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CHAPTER FIVE: CONCLUSION AND FUTURE
WORKS

5.1 Conclusions

The increasing utilization of PSNs by various applications has resulted in
a significant amount of sensed data that needs to be transmitted through the
network. The elevated communication costs will reduce the lifespan of PSN.
Efficient data reduction methods are crucial for eliminating duplicate data in the
Periodic Sensor Networks and conserving energy.

We have explored the problem of how to extend the lifetime of PSNs by
designing distributed data reduction approaches in this dissertation. Removing
unnecessary data to conserve energy while keeping an appropriate degree of
data accuracy effectively while monitoring a specific region is the primary goal
in this dissertation. This goal is done by using the prediction and data
compression techniques for reducing transmitted data over PSNs. This
dissertation's work was divided into two levels: Sensor Node (SN) and Fog
Gateway (FG).

In the first level, we have proposed four approaches depend on prediction,
reduction, and compression approaches to minimize redundant data while
preserving a high accuracy and extending the useful lifetime of the network.
These approaches named DEDaR, DiPCoM, IDaPCoT, and EDaRePE. In all
proposed approaches used AR and ARIMA for prediction and Huffman and
LZW for compression and APCA and SAX for data reduction. The results of
the simulation demonstrate efficiency in the SN level, that is, the proposed
approaches increased the percentage of data reduction, and reduced the number
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of sent readings and consumed energy in while maintaining the accuracy of sent
data as high, comparison with other approaches.

At the Fog Gateway level, the primary objective is to optimize the energy
consumption and extend the network's lifespan of the Fog gateway, while
preserving data integrity. We design new approach named Two-Tier Energy-
efficient Data Reduction Technique for 10T Networks (TEDaReT) to remove
the duplicated sets of data before sending to the cloud. The TEDaReT algorithm
is utilized to eliminate duplicate data obtained from sensor nodes by identifying
similarities between them, resulting in a reduction of data sensors. The results
of the simulation demonstrate efficiency at the FG level, that is, the proposed
approach reduces the number of redundant data of sensors the percentage
reaching 26.081% in comparison with other approaches.

A Python language-based custom simulator is utilized to evaluate
proposed approaches through simulation experiments using real data collected

from sensor nodes that are used at the Intel Berkeley Research Lab.
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5.2

1.

Future Works
Future works will focus on reducing the transmitted data from the
Gateway to the cloud using machine learning and deep learning
approaches.
Also, we plan to use deep learning to predict missing data at the Gateway
in order to increase the accuracy of data so that it may be used in decision-
making.
We plan to apply a scheduling algorithm at the gateway to schedule the
sensor nodes into sleep/active modes.
Utilize metaheuristic methods to select the optimal representative sets at
the gateway based on the spatial correlation between the data sets of
sensor nodes to send them to the next level of the network.

Finally, we want to apply the suggested approach on a real network.
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hazards and to mitigate them. This increasing number of sensor devices repre-
sents an essential data provider in the Internet of Things (IoT). The devices

France generate and transmit a huge amounts of data which requires a large amount
of storage and high processing power to come real-time processing and speed
Correspondence h Xk N iead : T hinh A h
Al Kadhum Idrees, Depattentio up the network. It also leads to an increase in high energy consumption. Thus,
Computer Science, University of Babylon, it is important to remove redundant data to reduce the data transmission
Babylon, Irag. before sending it to the gateway while maintaining a good level of data quality.

Email: ali.idrees@uobabylon.edu.iq ’ o ) .
In this paper, a distributed energy-efficient data reduction (DEDaR) approach

based on prediction and compression to minimize the data transmission in IoT
Networks is proposed. The DEDaR is used in periods to make decision. In each
period, the autoregressive prediction (ARP) is used to predict the data of the
next period and make a decision on whether to send the data of the current
period to the gateway or not. In the case of data transmission, the redundant
data are eliminated using an efficient compression approach based on adaptive
piecewise constant approximation (APCA), symbolic aggregate approximation
(SAX), and finally fixed code dictionary (FCD) based on Huffman encoding.
The simulation results based on real-sensed data show that the proposed
DEDaR approach outperforms the other recent methods in terms of data
reduction percentage, transmitted data size, energy consumption, and data
accuracy.
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data compression, data reduction, IoT, network lifetime, prediction, sensor networks

1 | INTRODUCTION

The fundamental aspect of the Internet of Things (IoT) is to allow the communication of virtual and physical things
with each other.! 10T systems include embedded intelligence, wireless sensor networks, and cloud computing. Sensors,
cameras, radio frequency identifier (RFID), and other devices are used by IoT systems to gather environmental data.
These systems are capable of providing sophisticated services such as remote management, online analytics, and real-
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Abstract

Nowadays, the number of Internet of things (IoT) devices has rapidly increased
due to their increasing use in different real-world applications. The sensor devices
represent the basic element of the IoT network because they gather data from vari-
ous environments and situations, while the sink node serves as the network’s brain
because it processes the data and makes decisions. However, the large amount of
data that the sensor devices gather and send to the gateway toward the sink, on the
one hand, causes the sensor’s limited energy to be depleted and, on the other hand,
makes it more difficult to achieve the decisions using these data at the sink. There-
fore, before sending data to the gateway, it is important to get rid of any duplicate
data while maintaining a high level of data quality. In this paper, a distributed pre-
diction—compression-based mechanism (DiPCoM) for saving power in IoT networks
is suggested. DiPCoM makes periodic decisions on sending the data to the gate-
way. It uses the autoregressive integrated moving average prediction method in each
period to predict the next period’s data and decide whether the current data should
be sent to the gateway. When the decision is made to send the data to the gateway, an
effective compression approach is used by DiPCoM to get rid of the duplicate data.
It combines different data transmission reduction techniques such as adaptive piece-
wise constant approximation, differential encoding, symbolic aggregate approxima-
tion, and Lempel-Ziv—Welch. Simulation results based on real-world data show that
the DiPCoM method is better than other techniques in terms of energy consumption,
data reduction ratio, transferred data size, and data accuracy.
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Network lifetime
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